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ABTOMOOINBLHUN, PiYKOBUMN,
MOPCLKUU Ta aBialiMHUN TPaHCNOPT

YJIK 656.61:330.322:504.05

M. I1. bynraxos, O. B. Jlorinos, O. M. MenbHuk

doi: 10.26906/SUNZ.2025.3.5-9

Opnecwkuil HallioHATBHUN MOPCHKUH yHiBepcuteT, Oneca, Ykpaina

BATATOKPUTEPIAJIBHA OIIHKA CTPATETTII MOJEPHI3AL CYAEH
JUISI SMEHIIEHHSI BUKUJIIB CO: HA BA3I METOJY TOPSIS

AHoTanisi. AKTyaJIbHiCTh. Y KOHTEKCTI peanizalii ctparerii gekapOoHi3alii MOPCHKOTO TPAHCIOPTY, AKTyaJIbHUM I10-
CTa€ 3aBJaHHSA BUOOPY ONTHMAJBLHOI CTpaTerii MoepHi3anii cyaHa, sika 3a0e3neyuTs 3MeHIIeHHd BUkuaiB CO: mpu 360e-
PeXeHHI eKOHOMIYHOI TONITBHOCTI Ta TEXHIYHOT 31iHCHEHHOCTI BIIPOBAPKEHHS. 3 OISy HA PI3HOMAHITTS aJlbTePHATHB,
110 BiAPI3HSIOTHCS 32 BAPTiCTIO, CTPOKOM OKYITHOCTI, €KOJIOTIYHUM e()eKTOM Ta PU3NKOM, BUHHKAE MOTpeda y KOMILIEK-
CHOMY METOZI NPUHHATTS pimeHb. O6’€KT AocaiKeHHs: OaraToKpUTepialbHa MOJENb OLIHIOBAaHHS CTpaTeriii Moaep-
Hizanil cyned. Mera: 3actocyBanus Metony TOPSIS st Bu3HaueHHs HalleeK THBHIIIOT albTepHATHBH TEXHIYHOT MOJIe-
pHizawii cynHa 3 ypaxyBaHHIM €KOHOMIYHHX, €KOJIOTIYHHX Ta iIHKEeHEpHHUX (pakTopiB. PesyabraTn. Y pobdoti npoaHai-
30BaHO I’ SITh CTpATeriii MoepHi3amii cyeH. 3a I’ ITbMa KPUTEPisAMHU PO3paX0OBaHO iHTETPAIbHUI MOKa3HUK eEKTHBHO-
cti. PesynpraTi aHamizy JeMOHCTPYIOTh, IO cTpaTteris slow steaming mae Haibinpm 30anancoBanuil mpo¢ias. BucHo-
BkH. Mozens TOPSIS BusiBunace eeKTUBHOIO IS paH)KyBaHHS albTepPHATHB MOJIEPHI3alii 3 ypaxXyBaHHIM MHOKHHHHAX
KpHUTEpiiB 1 MOke OyTH BHKOpHCTaHa Ul OOIPYHTOBAHOTO IPUHHATTS pillieHb y cdepi yIpaBIiHHS IPOSKTaMHU CTAJIOTO
PO3BHUTKY MOPCHKOT'O TPAaHCIIOPTY.

KawuyoBi cioBa: MOPCHKUI TpaHCIOPT, MOAepHi3alist cyaHa; Bukuau CO2; ctpareris slow steaming; 6araTokpurepia-
JIbHA OIIIHKA; eHeProe()eKTHBHICTH; 3aXUCT CEPEAOBHILA, CTANI PO3BUTOK; €KOJIOTiUHA Oe3IeKa; MOPCHKHIH TPAHCIIOPT; MPO-

CKTHC praBJ’IiHHS{.

Beryn

IMocranoBka npodaemu. CyyacHi Cy/JHOBJIACHUKH
CTHKAIOThCS 3 HEOOXINHICTIO BHOOPY MIX JeKiIbKOMa
CIICHAPISIMH MOJICPHI3aIlii, KOXKCH 3 SKMX Ma€ BJIACHI I1e-
peBaru i HeIOJIKH 3 TOUKU 30py BapTOCTi, CTPOKY OKY-
ITHOCTI, €pEKTUBHOCTI CKOPOUEHHSI BUKU/IIB Ta TEXHIUHOT
CKJIQTHOCTI.

VYcknagHeHHS! MPUAHATTS PIIEHb 3yMOBIICHE SIK
PETYIATOPHOIO HEBHU3HAYEHICTIO, TaK i OOMEXEeHUM pe-
CypCOM HiAPHEMCTB.

BincyTHiCTE Ip030poi cHCcTeMH MOPIBHAHHS albTe-
pHATUB 37e01TBIIOTO YIIOBUIEHIOE €KOJIOTIYHY TpaHcho-
pMallito MOPCHKOTO TPAHCHIOPTY, L0 3yMOBIIIOE HEOOX 11
HICTh PO3pOOJIEHHS KUIbKICHUX MOJENeH, SKi J103BOJIs-
I0Th 00 €KTUBHO PaH)XyBaTH cTpaTerii MonepHizauii 3a
CYKYITHICTIO KJIFOYOBUX KPHTEPIiB.

AHaJti3 ocTaHHIX JoCaiIzKeHb i myOaikaniii. Y cy-
YaCHUX JOCIIJKEHHSIX CIOCTEPIraeThCsl aKTHBHE BIIPO-
Ba/DKECHHS 0araTOKpUTEpialIbHUX METO/IIB IPUIHATTS pi-
meHb, Takux K TOPSIS, ANFIS Ta ix riOpumaux Kom-
6iHalii 3 ITYYHUMH HEHPOHHUMH MEpPEXaMH Ta ajro-
pUTMaMH ONTHMI3allil, JuIsl BUPILIEHHS 3a/la4 eHepreTH-
YHOT e()eKTUBHOCTI, €KOJIOT'1YHOT O€3IEeKH Ta eKcIuTyaTa-
LIHHOTO PU3UKY TPAHCIOPTHUX cucTeM [1-7].

3HauHa yBara npUIiSIEThCS BUKOPUCTAHHIO TAKHX
ITiIXOIB JIJIsl ONTUMI3aIlii CyMiliel majauBa, 3SMEHIIIEHHS
BHKHJIIB Ta TMiIBUIICHHA KOE(Dilli€eHTiB €(EeKTHBHOCTI
JBUTYHIB BHYTPIIIHBOTO 3TOPSIHHS.

Oxpemi pocmimkenns [8,—11] dokycyrorbes Ha
CTpaTerivHOMY IUIAHYBAaHHI MEPEXOAY A0 ILUPKYJSAPHOL
EKOHOMIKH Ta JieKapOOHi3alii eHeprocucTem, 3 ypaxy-
BaHHSM MDKHAPOJIHOI IOJIITHKN PETyJIIOBaHHS BUKUIB.

V raiy3i MOPCBKUX MEPEBE3eHb BUOKPEMITIOIOTHCS
OMISIM 3 AKUEHTOM Ha METOJaX OLIHKH PH3HKY Y
MOpcbkoMy TpaHcnopri [12], moOynoBy criiikux eHepre-
TUYHUX MOAeNer I «po3yMHHX MicT» [10], a Takox
IUppPOBY TpaHCHOPMAIIO JOTICTUIHUX JIAHIIOTIB TOC-
tauanus [13-15].

VY iHmmx mxepenax aBropu [16—20] npe3eHTYIOTh
HU3KY NPHUKJIAJHUX JIOCHTIPKEHb, IO CTOCYIOTHCS iIHHO-
Balliif y BUKOPUCTaHHI CyTHOBOTO NaJIMBa (30KpeMa BOJI-
HEBOMY), & TaKOX OILIIHKU BIUIMBY €HEproe)eKTUBHOCTI
Ha 3arajibHy eKcIulyaTalliiiHy Oe3neky.

VY po6orax [17, 18] po3risaaroThCst KOHIIETIIT TeX-
HOJIOT1YHHUX IHHOBAIIM HA MOPCHKOMY TPAHCIIOPTI, a Po-
6otu [19, 20] HaroyoUIyIOTh Ha BAYKIIMBOCTI PU3UK-Opi€-
HTOBAHOTO X0y /IO PETYIIIOBAHHS Taly3i 3 ypaxyBaH-
HSM TJI00aJTbHUX TPCHIIB.

TakuMm 4nHOM, BUBUYEHHSI HAsBHOI JIiTEpaTypH IMij-
TBEPXKYE aKTyaIbHICTh PO3BUTKY MoJieNeH, siki 00’ e-
HYIOTh €KOJIOT1YHi, eHEpPreTHYHI Ta eKCIUTyaTamiiHi ac-
MIeKTH 0e3MeKH MOPCHKOTO TPAHCIIOPTY.

Merta Ta 3aBAaHHs J0cailKeHHs1. Po3pobuTn i 3a-
CTOCYBaTH OaraTokpuTepianbHy MOAETh Ha 0a3i METOIy
TOPSIS ans BuOopy onTUManbHOI CTpaTerii MoaepHiza-
ii cyHa 3 MeToro 3HMKeHHs BUKUIIB COs:.

3aBHaHHs TOCIHTIHKEHHS CKIIAAIOTHCS 3 HACTYITHUX
3aBJIaHb!

— c¢opMyBaTH MHOXHWHY albTEpHATHUB TEXHIU-
HOTO OHOBJICHHS Cy/IHa;

— BH3HAYUTH CHUCTEMY KPHTEpiiB OILiHIOBaHHS,
BPaxOBYIOUYM TEXHIKO-€KOHOMIYHI Ta €KOJIOT1YHI TOKa3-
HUKH;

— 3MIACHUTH HOpPMAIIi3allil0, BArOBE OI[iHFOBAHHS
Ta 00YMCIeHHS pamXKyBaHHs 3a MmetogoM TOPSIS;

© byarakos M. I1., Jlorinos O. B., Mensauk O. M., 2025
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— TPOBECTH IHTEpHpETaliio pe3yyibTaTiB Ta chop-
MYJIFOBATH NMPAKTHYHI PEKOMEH 1Al

OcHoBHH# MaTepian

3HIWKEHHS BUKWAIB MApPHUKOBUX Ta3iB y MOPCH-
KOMY TPaHCHOPTI € KIIFOYOBHUM 3aBIAaHHSIM Cy4acHO] €KO-
JIOTiYHOI TONITHKK B paMKax peaji3amii mijiei craixoro
PO3BHUTKY Ta 3000B’13aHb 3a [1apm3pK0r0 yromoro. 3riaHo
3 OIIIHKaMH MDKHApOJHUX OpraHizauiid, MOPCbKHHN (IIoT
Biamosimae 3a monaz 2% riaodansaux BUkuAiB COy2, 1m0
CTBOPIOE 3HAYHUH BIUIMB HA KIIMaTHYHy cuctemy. On-
HUM 13 CTpaTerivHuX HaNpsMiB AekapOoHi3alii € TexHi-
YHa MOJICPHI3allis CyJIcH i3 BIPOBAXKCHHSIM i1HHOBAIII -
HUX eHeproe(eKTUBHHUX pimeHb. BogHodac pizHOMA-
HITTS JOCTYITHHUX TEXHOJIOTiH, IX BUTpaTH, e(heKTUBHICTD
Ta OB’ A3aHi PU3UKH CTBOPIOIOTH CKIIAIHICTH JJIS yXBa-
JICHHA OOTPYHTOBAaHUX YIPAaBIIHCHKHUX DIllIeHb, IO 3Y-
MOBJIFO€ aKTyabHICTh 3aCTOCYBaHHS OaraToKpHuTepiaib-
HHUX METOZIB OLIHIOBaHHS, SIKi JO3BOJISIIOTH KOMIUIEKCHO
MOPIBHATH ajbTEPHATUBU Ta BHU3HAYUTH ONTHUMAIbHY
CTpATETIIO 1010 OHOBJICHHS (JIOTY.

MeTtonoJiorist JocsimkeHnsi. /[y BUpIlICHHS OC-
TaBJICHOT 337a4i y poOOTI BUKOPUCTAHO OaraToKpuTepia-
JBHAH MeTOJ OIliHIOBaHHA anpTepHaTtHB TOPSIS
(Technique for Order Preference by Similarity to Ideal So-
lution). Meton m03BOJIsIE MOPIBHSITH AEKLTbKA BapiaHTIB
PpilIeHb 32 MHOKUHOIO SIK KUTbKICHUX, TaK 1 SIKICHUX KpH-
TepiiB, 0 MAIOTh Pi3HY CIIPSIMOBAHICTH (MiHIMi3amis/Ma-
KCHMi3alis), 1 pamKyBaTH albTCPHATHBU 32 CTYICHEM
OJII3BKOCTI 10 YMOBHO HalKpamioro (ixeaapHOro) Ta Hal-
ripmoro (aHTHimeampHOT0) pimens. Jlorika MeTomy
TOPSIS nosnsirae B TOMy 1110 BiH IPYHTY€EThCSI Ha HACTYTI-
HI¥ JIOTIL 1110 HaHKpalle PillieHHs] Le Te, IKe HaOImKye
JI0 i1eanbHOTO 1 Hajai BiJl aHTH ifealbHOro TOOTO BCi
IbTEPHATHBU MOPIBHIOIOTHCS 33 €BKJIIIOBOIO BiJICTAHHIO
JI0 IIUX JIBOX YMOBHHUX KpaiiHix Touok. OCHOBHI eTany ai-
roputmy TOPSIS cknaiatoTbCsi 3 HACTYITHHX:

1. dopmyBaHHS MaTPUIl MPUHHATTS pilieHb. Ma-
tpuns X = [xi] mictuts ansTepHatuBu A (psiaku) Ta
kpurepii C; (cToBri).

Tabnuys 1 — AnbTepHATUBY MoAepHi3amii cyen

2. Hopwmauizanis 3nauenb. KoxkeH enemeHT HOp-
MatizyeThbes 3a popmyIioro:

fij :Xij/\’z;ilxi? ’ @

3. 3BaxxyBaHHS HOpMalizoBaHoi Marpumi. Hopma-
J130BaHi 3HAUEHHSI MHOKAaThCS Ha Barv KpUTEpiiB wj:

Vij =Wj K, )

JIc CyMa Bar JJOPIBHIOE OTUHHII.

4. BuzHaudeHHs ineansHOro A* Ta aHTHimeanmbHOTO
A” pimens. i1 KO)XKHOTO KpHUTEpit0 oOWMpaeThcs Hai-
Kpallle i Halripiie 3Ha4eHHs 3 YPaxyBaHHIM CIPSIMOBa-
HOCTI onTuMi3altii (Makc abo MiH).

5. OO0uucrieHHs BicTaHe! [0 ieairy i aHTHiAeaTy:

n 2
D = Zj:l(vij _V}r) :

- . 3
i :\/Zjﬂ(vij —vi)©
6. OOuucieHHs iHICKCY OJU3BKOCTI (PEHTHHT):
ci:D(/(DiwD;). )

3nauenns Ci € [0;1], ne yum Ommxue 10 1, TUM
Kpallla albTepHATHBA.

AJIbTEepHATHBH Ta KPUTePil OLiHIOBAHHSA. Y paM-
Kax MOJEJi MPOaHaJi30BaHO I’ ATh aIbTCPHATUBHUX CIie-
HapiiB MojiepHi3alii CyJHa, KOXKEH 3 SKHX Iependavac
BIPOBA/PKEHHSI OKPEMOT'0 TEXHIYHOT0 200 orepariiiHoro
pileHHs 3 ToTeHIianoM ckopoueHHs BUkuiB CO2. Bubip
IbTEpHATHB 0a3yeThCsl HA aKTYaIbHUX TEXHOJOTIYHHX
TEHEHIIISX Y raly3l MOPCHKOTO TPAHCIIOPTY.

VY Tabin. 1 HaBeneHO N’ATh CTpaTerii MoJepHizamil
CYJIeH, SIKi CTAaHOBIISTBH aNbTEPHATHUBH y MoJeli Oarato-
KpHTepialbHOro oniHoBanHs. KokHa anbTepHaTHBa I1e-
penbadae TeXHiIYHE pIIICHHS, CHPSMOBAaHE Ha IIiJIBHU-
LICHHS eHeproe(eKTHBHOCTI Ta 3MCHIICHHS BUKHIIB
CO2, 1 XapakTepu3yeThCsl MIEBHUMH BHUTPAaTaMH, PU3H-
KaMH Ta CKOJIOT1YHO0 e()eKTHBHICTIO.

Kon Ha3sBa asbTepHaTHBH KopoTtkuii onnc
A Dual-fuel LNG engine [Tepeobnaananns qBuryHa st pobotu Ha LNG
Az Shore power integration JKuBneHHs cy/lHa NEKTPHKOIO B TIOPTY
As Slow steaming strategy OO6MexeHHsT KpeMcepChKOT IBUIKOCTI
As Air lubrication system TMoava moBITPS MMi KOPITYC JUTS 3MEHILIEHHS TEPTSI
As Hull coating optimization Tomnirene aHTUKOPO3iiiHEe TOKPUTTS KOPITYCY

OminroBaHHS e(heKTUBHOCTI KOXKHOI alTbTepHATHBU
3MIIACHIOETHCS 3a I1'SITbMa KPUTEPiIMHU, AKi OXOILIIOIOTH
KITFOYOBI €KOHOMIYHi, €KOJIOTi4HI Ta TEXHIUHI mapame-
Tpu. Bubip xputepiiB 6a3yeThca Ha CydacHHX BHMOTaX
JI0 CYJJHOIIJIABCTBA B YMOBaX CHEPreTHYHOTO IEPEXOy.
30KkpemMa, TPHUIUIETBECS OCcOONMBA yBara IOTEHIAIY
CKOPOYEHHS BUKHJIIB T TEPMiHaM OKYITHOCTI.

VY Tabu. 2 nogaHo cUCTEMy KpHUTEpIiB i3 3a3Ha4YCH-
HSIM IXHBOI CIIPSIMOBAHOCTI ONTHMi3allii Ta Bary.

CdopmoBana cuctema KpUTEpiiB J03BOJISE 3JIilC-
HUTH KOMILUIEKCHY OaratoakTopHy OILIHKY KOKHOT 3 TeX-
HOJIOTIYHMX aJIbTEPHATUB, 3a0e31euyodn 30a1aHCOBaHNH
MAXIT 10 aHaii3y eheKTHBHOCTI MOJIepHi3arii Cy/IeH.

@®opMyBaHHSI MaTpHuli PpilleHb i po3paxyHOK
petitunry 3a merogom TOPSIS. ITicnst Bu3HaYCHHS aib-
TEpHATHB Ta CHCTEMH KpUTepiiB Oysio chopmMoBaHO Mart-
PHIIO IPUHHATTS pinteHs X = [xij], 1€ KOXKEH eeMEHT Xij
TIPEACTABIISE 3HAYCHHS KPUTEPIIO J JUIS aJlbTepPHATHBH L.
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Tabnuysa 2 — Kputepii ouiHIOBaHHS aJIbTEPHATHB MO/IepHi3anii

Kon Kpurepiii CnpsMoBaHicTh Bara xpurepiio
Ci CAPEX (v USD) MiHimi3yeTbest 0.20
C: OPEX saving per year (mua USD) MakcuMizyeTbest 0.20
GCs Payback period (poxm) MiHiMi3yeTbCs 0.15
Ca CO: reduction (TOHH/pIK) MakcuMizyeTbest 0.30
Cs Technical risk (ouinka excrepra, 1-5) MiHimi3yeTbest 0.15

V Tabn. 3 HaBeneHO BUXIAHI 3HAYEHHS IS II'SITH
00paHMX aNbTepHATUB MOJEPHI3aLil CyICH.

Jnsa xopextHoro 3actocyBaHHS Mmeroxy TOPSIS,
MAaTpPHIIL HOPMAJIi3y€EThHCS BEKTOPHIM METOIOM (2).

[Ticas mporo HopMmaii3oBaHa MaTpPHUIS 3BAXKYETHCSI
3a JIOTIOMOT'010 BEKTOPY Bar Wj, OTPUMYIOUH 3BAKEHY Ma-
tpuio V = [vy] (2).

Jani BU3HAYAIOTHCS i1eansHuil po3B’si3ok A* Ta aH-
THiTeambHUN PO3B’s30K A~, sKi (QOpMYIOThCA MIIIXOM

Tabruysa 3 — MaTpuus NPUIAHATTSA pilleHb

BUOOPY MaKCHMAIILHUX 200 MiHIMAJbHUX 3HAYCHB BiJMO-
BiJTHO JIO CTIPSIMOBAHOCTI KpUTEPiiB. BifcTaHi KOXKHOT ab-
TEpHATHUBH [0 1/1eaJJbHOTO Ta aHTHIICaIbHOTO PillleHb 00-
YHCITIOIOTRCS 32 ¢popmynamu (3). Ha dinamsroMy etami
PO3paxoBy€eThCsl 1HOEKC OJNM3BKOCTI MO imeambHOTO pi-
MeHHS (4).

Takum 4MHOM 11€if MOKA3HUK BU3HAYAE PAHT KOXKHOT
anbTepHATHBYU: YiM Omkde C: 1o 1, THM e(heKTUBHIIION0
€ CTpaTeris 3 TOUKU 30py KOMIUIEKCHOT OL[IHKH.

AJIbTepHAaTHBA Ci: CAPEX C:: OPEX saving Cs: Payback Ca: CO: reduction Cs: Risk
Ai: LNG engine 8.5 1.7 5.0 22000 2
A:: Shore power 3.0 0.6 5.0 12000 3
As: Slow steaming 0.6 0.8 0.75 15000 4
A4 Air lubrication 22 0.5 4.4 8000 2
As: Hull coating 0.9 0.3 3.0 5000 1

InTepnperauisi pe3y/abTaTiB i paHKyBaHHS aJlb-
TepHaTuB. Ha OCHOBI TpoBemeHHX OOYHCICHb OYyII0
OTpUMaHO iHJEKcH Onm3bkocTi Ci IO ifeanbHOro pi-
LICHHS ISl KOXKHOI 3 I'SITH aNbTePHATUB MOJCPHi3allii.
Tabu. 4 BinoOpaskae pe3ysbTaT paHKyBaHH 3T1THO 3 Me-
togoM TOPSIS, ne Bumuii pedTHHT 03HAYA€E KpaIy Cy-
KyIHY €()eKTHBHICTh alIbTEPHATHBY 3 YPaxyBaHHIM yCiX
KpHTEPIiB.

Tabauys 4 — PeiTHHT aJIbTEPHATHB MOJIepHi3anil

3a metogom TOPSIS
AJIbTepHATHBA TOPSIS Score | Panr
As: Slow steaming strategy 0.826 1
Au: Dual-fuel LNG engine 0.662 2
As: Hull coating optimization 0.519 3
As: Shore power integration 0.459 4
Aa: Air lubrication system 0.312 5

HaiiBumuit pefiTHr oTpuMana crpareris HOBUIb-
HOTO XOay abo Ha 3MEHIIEHHWX HIBHAKOCTAX (Slow
steaming). Bona noeaHye HU3bKi iHBECTHLIIHI BUTpPATH,
NPUIHATHAN CTPOK OKYITHOCTI Ta 3HAYHUH €KOJIOTIYHUH
e(eKT py BiIHOCHO IOMIPHOMY PHU3UKY BITPOBAPKEHHSI.
Ha npyromy micii y paHXXyBaHHI JBOTIAIMBHUIN TBUTYH

(LNG), sixmii 3abe3redye HAWBHUILHI PIBEHb CKOPOUYCHHS
BHUKHJIIB, MpoTe Mae cyTteBo Bummii CAPEX. Halimenmn
e(EKTUBHOIO BHSBMIIACS CTPATETISl «IOBITPSHOI IOAY-
IIKW», SIKA MAa€ HU3bKUI €KOJIOTIYHUN eeKT 1 He3HAUHY
€KOHOMII0 BUTpAT. J[yist OIiHKK CHIIBHUX 1 CJIA0KHUX CTO-
PIH KOXHOT 3 pO3IIISIHYTHX JIbTEPHATHB 00y 10BaHO Jii-
arpamy Ha puc. 1, sika 103BOJISIE Bi3yaabHO 31CTABUTH I10-
Ka3HUKH 32 I1’SIThMa KJIIOYOBUMH KPUTEPIsIMHU: KarliTa-
aeHi ButpaTn (CAPEX), mopiuna exonowmis (OPEX
saving), ctpok okynHocti (Payback), ckopodeHHs BUKH-
niB CO: ta TexHiuHMH pu3uK. KokHa Bick miarpam Bi-
nobpakae HOpMaJIi30BaHe 3HAYEHHsI BiANOBITHOTO KpH-
Tepiro B miamasoni [0; 1], e OimpImii pamiyc BKazye Ha
Kpauuii pe3yJbrar.

Awmari3 giarpamu miaTBEpUKYeE, Mo ctpareris Slow
steaming nemoHcTpye 36aqaHCcOBaHI mepeBard 3a Bcima
KpHUTEPisIMH: HaMEHIITi BUTPATH, IIBUIKUI Iepiof] OKy-
ITHOCTi, BITHOCHO BHCOKHUI €KOJOTIYHHN e(eKT Ta mpu-
vwasTHAN pm3uk. Crtpareris «LNG enginey», monpu Bu-
COKi TI0YaTKOBI BHUTpPATH, Ma€ HAMOUIBIINKA MOTEHIIAN
3HKeHHs BUKHIIB COx2.

Brim «Hull coating optimization» 3a0e3neuye Haii-
HIDKYMH TEXHIYHUH PU3MK Ta HEBHCOKI BUTPATH, OJHAK
MIOCTYIAETHCS B eKoJoriuHii epexTuBHOCTI. L0110 cTpa-
Teriil «shore power» Ta «air lubrication» To BOHH IeMOH-
CTPYIOTh MEHII 30ajiaHcoBaHi Mpodiial NPy HEBUCOKUX
BUTpaTax MarTh ab0 OOMEXeHY EKOJIOTiYHY KOPHCTh,
a00 BUIIMIA PU3UK.
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Puc. 1. [Ipodini ansTepHAaTHB MOJEPHI3aMLii Cy/IeH 3a KIIFOYOBUMH KPHTEPIsIMU

TakuM 4yuHOM, Aiarpama JO3BOJISIE HAOYHO TPea-
CTaBUTH KOMIIPOMICHI pIIIEHHS MK EKOHOMIYHHMH,
€KOJIOTIYHUMH Ta TEXHIYHUMH acCleKTaMHu 1 Moxe OyTu
BUKOPHCTAHO SIK IHCTPYMEHT ISl MIATPUMKY MPUHHATTS
pilLICHB.

HOCTI, EKOHOMIYHOI JOIUJBHOCTI Ta HU3BKOTO TEXHIY-
HOTO PU3MKY J03BOJISE iAeHTH(IKYBAaTH MOBUIBHUIN XiJ
SIK HaHO1IbIIT 30a71aHCOBAHY CTPATETiI0 MOJICPHI3aIlil Cy-
JeH y cydacHux ymoBax. Merox TOPSIS npencrasiusie
c00010 e(heKTUBHHUI IHCTPYMEHT ISl KIJIbKICHOTO 00IpYy-

MOHCTPYIOTh, IO IOEIHAHHS EKOJIOTIYHOT e()eKTHB-

10.

HTYBaHHS YIPaBJIIHCBKUX pillieHb y cdepi MOPCHKOTO
TPaHCIIOPTY, & Pe3yJIbTATH JOCITIPKEHHS! MOXKYTh OyTH
BHKOPHUCTaHI IpH (HOpMYyBaHHI IHBECTHIIIITHAX TIPOrpam,
TEXHIYHHUX ayIUTIB CYJTHOIUIABHUX KOMITaHIiH.
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Abstract. Relevance. In the context of implementing a decarbonization strategy for maritime transport, the task of select-
ing the optimal ship modernization strategy becomes particularly relevant. Such a strategy must reduce CO- emissions while main-
taining economic viability and technical feasibility. Given the diversity of available alternatives—differing in cost, payback period,
environmental impact, and risk—a comprehensive decision-making method is required. Object of research: a multicriteria model
for evaluating ship modernization strategies. Purpose: to apply the TOPSIS method to determine the most effective ship modern-
ization alternative, taking into account economic, environmental, and engineering factors. Results. The study analyzes five ship
modernization strategies. An integrated efficiency indicator was calculated using five evaluation criteria. The analysis results show
that the slow steaming strategy presents the most balanced profile. Conclusions. The TOPSIS model proved effective for ranking
modernization alternatives based on multiple criteria and can be used to support informed decision-making in sustainable maritime
transport project management.
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MPOIO3UIIII OO0 OIIHKH IIOIII IIOBEPXHI JITAJTbHUX AITAPATIB,
O BIABUBA€ HA OCHOBI ITPOI'PAMHMUX ITAKETIB
TPUBUMIPHOI'O MOJAEJIIOBAHHA

AHoTanisi. AkTyaiabHicTh. [Ipu po3poOii NiTalbHUX anapaTiB BiiCbKOBOTO MPU3HAYCHHS, SIK OE3MIIOTHUX TaK i MilIOTO-
BaHMX, TOCTPO CTOITh 3aBIAaHHA MO0 3HIKEHHS X pagioyIoKaliifHOT MOMITHOCTI. ICHYIOTh CKJIaqHI MPOrpaMHi NPOAYKTH, Kl
3 BEJIMKOIO TOYHICTIO 3[aTHI po3paxyBaTH e()eKTHBHY MOBEPXHIO PO3CIFOBAHHSI JITANBHOTO amnapary Oyab-skoi ¢popmu. OnHak,
X 00’€JHy€ BUMOIJIMBICTH I10JI0 OOUYHCITIOBAIBHUX PECYPCIB IPH MOJETIOBaHHI PaAiOCHTHANY, IO BiAOMTHI Bif CKIaIHOI
(opMH JiTATBHOTO anapaTy. Taka BUMOITIMBICTD NMPU3BOIUTH IO BEJIUKHX BUTPAT Yacy IPH HEOOXITHOCTI iTepamiifHol 3MiHH
¢dopmu miTansHOTO anapaty. O6’€KT AOCTIIKeHHSsI: TIPOIleC OLIHKN e()eKTHBHOI IIOBEPXHi PO3CIIOBAHHS JIITAIBHIX alapaTiB
3a JIOIIOMOT'0I0 TPUBHMIPHOTO MOJIeTIOBaHHs. MeTa eTaTTi: po3po0ka NPOIO3HIIii 10J0 BUKOPHCTAHHS MPOrPaMHHX ITaKeTIB
TPUBHUMIPHOTO MOJICTFOBAHHS JUTS INBHIKOI Ta HAOJMMKEHOI OIIHKY IUIONI MOBEPXOHB JITATBHUX araparis, 0 BiJIOMBAOTh
CJIEKTPOMArHiTHE BUIPOMiHIOBAHHS ISl TIOTIEPEIHBOI OLIHKH IX TIOMITHOCTI y paiofoKaliiHoMy fiana3oHi. Pe3yabTaTn no-
cirikennsi. [t 3HKEGHHST BUTPAT OOYMCIIIOBAIBHUX PECYPCiB Ta IIBUAKOI OLIHKH IUIOII MOBEPXOHB JIITAILHUX arapariB
BHUKOPHUCTOBYIOTh HOTO CITPOILEHY (OpPMY MOJIEII, 10 3HMKYE TOYHOCTI 004nCIieHb. B poOOTI 00IpyHTOBAaHO BUKOPUCTAHHS
MaKeTiB TPUBUMIPHOTO MOJETIOBaHHs, Ha npukiani Blender 3D 3 BigkpuTHM KOIOM JUIS JOCHTIDKEHHS PaioJIOKaliiHOTO
BIIOUTTS Bil MOJEI JIITATBHOTO armapary, 3aCHOBYIOUMCHh Ha METOJAX Ta MPUITYIICHHIX T€OMETPUYHOI ONTUKA. BHCHOBKH.
BuxopucTaHHs MakeTiB TPUBUMIPHOTO MOJETIOBAHHS JUIS ITOIIEPETHBOTO Ta IIBUAKOTO OTPUMaHHS ()OPMH JITATBHOTO anapa-
Ty aKTyaJIbHO Ha €Talli €CKi3HOTO NPOEKTyBaHHs. BHKOpHCTaHHS pI3HOMAHITHHX IIeHaepiB MOBEPXHI TPUBUMIPHOI MOZEI JIi-
TAJILHOTO arapary HeoOXiIHe JJIs iMiTallil 3aJI0MJICHHS, BiZIOUTTS Ta TIOTIMHAHHS PaJliOXBHUIIb.

KawuoBi ciaoBa: miTagpHUI amapaT, METOA MAaTEMAaTHYHOTO MOJEIIOBAHHS, KOMII I0TEPHE MOAENIOBAHHSI, IPOrpamMy-

BaHHS, NTbHICHUN MMOPTPET, ONTHYHUNA METO/.

Beryn

IocTanoBka mpo6Jemu. CriocTepexxeHHsT 3a Bil-
OWTTSIM PaIiOXBIJIb BiJl TIEPELIKOJ], HA PIBHI OTPUMaHHS
SIKICHHX OI[IHOK, MOBOII/IKCH 3 yaciB I'. I'epua. Y 1903 po-
ui X. Xroneemeepom OyB OTpUMaHHN MATEHT Ha «IIPUCT-
Ppiii 715l BUSIBJICHHSI TIEPEIIKO/IY, SIKUI 3aCHOBAHO HA €KC-
MIEpUMEHTAX IO BiJOWTTIO PamioXBWIb Bix kopabis. Ta-
KAH TIIXiO, TaKoX, 3amporoHoBaHo [. Mapkoni y 1922
pori. Y minxoiax BHKOPHCTOBYBAJIOCH Oe3repepBHE He-
MOJyJTbOBaHE PaioNIOKaIliiiHe BUIpoMiHIOBaHHS. [li3Hi-
me, y 1925 porri, moyamu 3aCTOCOBYBATH YaCTOTHY MO-
IYJAIII0 PaJiOCHTHAIY Ta IMITyJIbCHE BUIIPOMIHIOBaHHS
JUIsl BUBUCHHSI BIIOWTTS Bizl ioHOChepwH [1].

Opnak, amapaTtHi po3poOKH, sSIKi J03BOJISUIH OTPH-
MaTy KUIbKICHI OI[IHKHM PO3CiIOBaHHS, 3 SBUIIUCH TUIBKH
3 MOYAaTKOM PO3BUTKY pamiosiokarii. ¥ 30-x pokax, 3
MOSIBOIO TepIuux pamionokanifaux craxmii (PJIC), mo-
YaJHUCh EKCIIEPUMEHTH 110 BUBUEHHIO PO3CIIOBaHHS pa-
JIOXBWJIb BiJl JITaKiB y pexumi noipory. Criouarky, 1e
OyJI BUMIpIOBaHHS JIBOIIO3UIIHHOT epeKTUBHOI mMoBep-
xHi poscitoBanns (EIIP) mitansHoro anmapary (JIA), xo-
JI BUNPOMIHIOBAY Ta NpHHMay € pi3HUMHU aHTEHaMu. 3
BHHAXOJOM IIBHUAKICHOTO aHTEHHOTO IlepeMHKayda
(y 1936 pori), moyanuch eKCIEPUMEHTH 3 BHMipIOBaH-
HsM oxHO-mio3umiiaoi ETTP JIA [3].

OmHOYacHO, PO3BHUBAINCH JIAOOPAaTOPHI METOIN
BuMiptoBaHHs. OntudHe MojemoBaHHS (puc. 1) Oyno
OJHUM 3 TEPIINX 3ac00iB, MO JO3BOJIIO HE TiJIbKH
BHIUIATH OCHOBHI JDKepeia PO3CiIOBaHHS Ha IOBEPXHI
cknanuux JIA, ane i gaBajo KUTbKICHY OILIHKY IHTEHCH-
BHOCTI BizOuToro curnaiy [4]. BumiproBanus npoBojau-
JIOCh Y IIPUMIIEHHI, HA CTIHU SKOT'0 HAHOCWJIOCH YOpHE
nokpurts. Jns imitamii peajbHUX YMOB BiIOMTTS

panioXBuWiIb, JUIA AKUX IMOBepxHA JIA € imeansHO rnan-
KO0, MOJIEIi MTOJIiPYBaIUCH.

Puc. 1. Ontuune moaentoBanus [4]

VY Takux ekcrnepuMeHTax OyJio HEMOXIIMBO BHKO-
HaTH yCi1 YMOBH, 5IKi HEOOXiAHI UIT OTPAMAaHHS TOYHOTO
pe3yabTary. OCKUTbKH JpKepena KOTepEeHTHOTO CBITIA Y
Ti 9acu OyJiM BiICYTHIMH, ONITUYHI METOAM HE MOTIH
JIOCUTh TOYHO IMITyBaTH CHTHAJI, i OIIHKA pO3CilOBaH-
HSl, IO OTPUMYBaJach, Oyia pe3ysbTaTOM HEKOT'epEeHT-
Hoi cymu. ToOTO, CyM HOTY)XHOCTEH, BiJOWUTTS BiJ OK-
pemux yacTuH noBepxHi JIA 06e3 BpaxyBaHHS (azoBHX
criBBigHOIIEHb. KpiM TOro, HEMOXIMBO OYyJIO JOCSTTH
MponopuiiHoi 3MiHK po3MmipiB Moxem JIA Ta IOBXHH
XBWIb. ToMy, OiNBII MEHIN SIKICHI KiJBKICHI OIliHKH
MOTJIM OyTH OTPWMAaHI TUTBKH JUIsI JOCTATHHO JIOBIHIX
[JIAJIKNX MOBEPXOHb, MOJABIHHOT KPUBHU3HHM, JUIS SKHX
EIIP mpakTudHO HE 3a]ekalo BiJ TOBXHHHA XBHUIII.

OnTtryee MOMAETIOBAaHHS BHUKOPHUCTOBYIOTH JIOCI
JUISL SIKICHOTO aHaiizy reomerpii JIA Ta BusiBiIeHHS “sc-

10 © Tonkauenko €. A., Konowmiiiues O. B., Ociescrkuii C. B., Camokiur A. B., [Tanuenko B. 1., 2025
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KpaBUX TOYOK’ KOHCTPYKWIi IJIsi HACTYNHUX, OuIbII
JCHTAJIBHUX JOCIIDKEHb IHIIUMH METOJaMHU.

Takum 4MHOM, BUKOPHUCTAHHS Cy4acHHX IpOrpam-
HUX TTaKeTiB TPMBUMIPHOTO MOJIEJIIOBaHHS JJIs IIBHKOT
HAOJIMDKEHOT OIIHKHM IUIOIII MTOBEPXHI, 0 BinOuBae, JIA
€ aKTyaJbHIM HAyKOBUM 3aBJIaHHSIM.

AHaJi3 ocTaHHIiX gocaizkeHpb i myOJikaunii. [ix-
pOaKyCTHYHE MOJENOBaHHs [5], Ha BixMiHy Big onTHY-
HOTO, JO3BOJIIE OTPHMATH Bi3yaJlbHE NpENCTaBICHHS
PO TIPOIIECH, sIKi BiOYBAIOTHCS MPU PO3CIIOBaHHI pa-
TIOXBIUIb Ha DPI3HUX 00’€KTax 3a yMOBH HaOJIKEHHS
JOBXWHH XBHUJIi 10 PO3MIPIB TijIa, 0 JOCIIJKY€EThCS.

Y OCHOBI €KCHEPHMEHTY JIEKHTh CXOXICTh PiB-
HSIHB, SIKI ONHUCYIOTh XBHJIBOBI MpOLECH y 00JsacTi rin-
pPOIMHAMIKKM 3 PIBHSHHSAMH €JIEKTPOMarHiTHOTO IIOJIS,
110 JI03BOJIE IPOBECTH AHAJIOTiI0 MK JBOMa po3niia-
MU (hi3MKH, HE3BAXKAOYU HA TE, [0 BOHM 3HAYHO Bipi-
3HSF0ThCA. OCHOBHOKO 3a1a4yel0 NOCIIJUKCHHS € CTBO-
PCHHS IICHTUYHHX YMOB Ha IOBEPXHI TiNa Ta MOBEpX-
HSX BaHHHU (OOKOBHH 1 JTHHIINA).

Hespaxxarouun Ha Te, 0 OTPUMATH KiJBKICHI TIOKa-
3HHUKH PO3CIIOBaHHSA, TAKUM YHHOM HE MOJKIIMBO, OJJHAK,
eKCIIEPUMEHTH MIiATBEPAWIN ICHYBaHHS Ha MOBEPXHI
pO3citoBaHHs OKYUYHUX Ta MOB3YyYHX XBHIIb.

BigHocHO TOYHI KinbKicHI oninku EITP HeBemukux
TII MPOBOAMJIMCH IIUISXOM BHMIPIOBaHHS KOe(ilieHTY
cTostyoi XxBuii [5], aHATOTIYHO TOMY, 5K I[e POOUTHCS Y
BHCOKOYACTOTHHX JIHIsAX 3B’s13Ky (puc. 2). Tak camo, sk
[0 BUMIPIOBAHHIO CTOSYO! XBHWII Y JiHI{ 3B’S3Ky MOX-
JMUBO BH3HAYMTH IMIIEJaHC Ha il KiHII, TaK MEpeTHH
po3ciroBaHHS 00’€KTY MOXJIMBO BHU3HAYUTH 32 Pe3yJib-
TaTaMd BUMIPIOBaHHS CTOSYHMX XBHJIb, y MPOCTOPI MiX
00’€KTOM Ta aHTEHOI, L0 HOTO OMPOMIHIOE.

AHTeHa 3014 OB6’exT gocnimKeHHs
B T _ <
r
w
Oetektop ||  IngukaTop

Puc. 2. BumiproBaunus EITP metomom crosiaoi xBuii [6]

3a yMOBH, SKIIO TOYKa PO3TAIIyBaHHA 30HIY 3Ha-
XOJHUTHCS Yy 30HI 00’€KTY Ta aHTEHH, a aMIUTITyJa ma-
narodoi E; Ta poscistHoi Eg 3MmiHIOIOTBCS Bif BifcraHi
3a 3aKkoHOM 1/, Tomi y TouIi po3TaImryBaHHsS 30HIY iX

MOJKJIMBO OOYHCITUTH 32 TAKUMH (HOpMYJIaMH:

E EKpg;
Ej=——; Es= —BA
r—-w w

ne Kiin — xoeilieHT BiIOWTTA Bij TiNa; I — BiACTaHb
MIiX TUIOM Ta aHTEHOI0;, E — aMInIiTysa eneKTpuIHOTro
TOJIs1, SIKE BUIIPOMIHIOETHCS Y PO3KPHBI aHTEHHU.

3a yMOBH, SKIIO BiJICTaHh I HACTIJIBKU 3HAYHA,
I0 y MeXax IepeMilieHb 30HAa E; 3ammmaerscs He-

3MIHHUM, TOII:

ne Kpyp =W, (Kery =1)/((wg /wy)-Kery +1) 5wy —
BIAICTaHb BiJl MOJENI A0 MakcUMyMy Ions; W, — Bifc-

TaHb Bix MiHIMyMY noss; Koty — O0UHCITIOETBCS SIK

Kery = Emax + Emin .
Eraw — Ei
max min

Buxopucranns edekry Jlommiepa g03BoIsie Bio-
KPEMHUTH BIIOUTHI CHTHAN BiJl BUIIPOMIHCHOTO, a, Ta-
KOX, BiJl TApa3UTHHUX BIJOUTTIB, SKi CTBOPCHI MpeaMe-
TaMH, 1[0 OTOYYIOTh YCTAHOBKY.

s amanTanii JaHOTO METOIY JO JTa0OpaTOPHUX
BHMIPIOBaHb, 3allPONOHOBAHO BCTAHOBUTU MOJICIb
00’€KTy TakMM YHMHOM, II00 y Tpolieci BUMIpIOBaHHS
BOHA pyxaJach 1o Koy (puc. 3).

AN

ETanoHHun ob6’ekt

\

Puc. 3. Cxema eKCIIeprUMEHTY 3 BUKOPHUCTAHHAM eeKTy
Jommuepa Ui BUIUIEHHS BITOUTOTO CUTHAITY

Ha mpoTunexHOMy KiHIII MMOBOPOTHOTO NpHIafy,
PO3TAaIIOBYETHCS eTaloHHUN 00’ekT. Jliarpama Hampas-
JICHOCT] aHTEHU MOBUHHA OYTH JOCTaTHBHO BY3bKOIO JIJIs
TOro, 100 Y KOXHMH MOMEHT 4Yacy ONpPOMIHIOBaBCS
TUIBKU OJIMH 3 00’ €KTIB.

IIpu obepraHHI CHCTEMH MOJENb Ta €TaJOH 3a
YEeprow MPOXOAATh MOJIE BHUIPOMIHIOBAHHS aHTEHH.
KomyrTariist npuifoMHOro KaHally CHHXpOHI30BaHa 3
o0epTaHHSIM TaKUM YHHOM, 00 peecTpais po3CisTHOTO
CHTHAJy NPOBOAWIACH Y TOH MOMEHT, KOJH pajiajbHa
IIBUJKICTh 00’ €KTy MakcuManbHa. ToOTO, Ko 00’ €KT
PYXaeThcs TOYHO Ha IepenaTquk [7].

[puifHATHIA CHUTHAN, 9acTOTa SKOTO Ma€ 3CYB BiJl-
HOCHO TOTO CHUTHAJly, SIKHH BHUIPOMIHIOETHCS, 3Milly-
€ThCs 3 0A30BMM CHUTHAJIOM BHIIPOMIHIOBaYa, CTBOPIOIO-
Yy CUT'HaJl 3 4aCTOTOO!

a2
Cc

Ta aMIUTITY0I0, sIKa MPOTIOPIiifHa aMILTITY [l XBHUIIi, 1[0
Taiae.

3a yMOBH, SIKIIO TMPOLECH, SIKi TPOXOJAT MPH 00-
poOri curHay JiHiiHI, a BiICTaHb 10 00’ €KTY, BiIOBi-
Jla€ JaimbHIM 30HI, TO KBaApaT BiJHOUICHHS CHUTHAIIB
(BimbuToro Bifm eTajoHy Ta Bix 00’ekTy) Oyae mTopiBHIO-
Batu EITP 06’ekTy, mo mocmikyeThesi. TOUHICTD TaKuX
Jociimkens cknagae +(5-10) %.

Hns nocmimxenns EINP Benukux 00’€kTiB HA Ma-
JIMX BIICTaHSX BUKOPUCTOBYIOTHCS METOIH (hOKYCyBaH-
Hsl BUTIPOMIHIOBaHHs y OJrkHiH 30Hi [8]. DokycyBanHs
MOJKJIMBO JIOCSITTH, BUKOPHCTOBYIOUH JIiH3H, ab0 A3ep-
KaJIbHI KOJIMAaTOPH, IO IEPETBOPIOIOTH CHEPHUHY XBHU-
JIO Y IJIACKY Ha HEBEIHMKHUX BifcTaHsax Bix cebe. Posci-
SIHE TI0JIE BUMIPIOETHCS CIIEL[iaJIbHUM PYyXOMHM aHTEH-
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HUM 30HJOM, L0 PO3TALIOBYETHCS MOOIU3Y 00 €KTY
nociikenHs. OOpoOka pe3yibTaTiB  €KCIIEPUMEHTIB
Jla€ MOXJIMBICTh 00uucuTH 3HaueHHs EITP.

VY KONIMaTOpHHUX MPUCTPOSIX, AHTEHHA CUCTEMa
cKiIagaeThes 3 1-3 m3epKaibHUX NapaboIivyHUX aHTEH 3
1-2 BunpominroBagamu. CHCTEMa 30HIIB CKIIATAETHCA 3
c11a00-HaMpaBIeHOTO PYXOMOTO IPHHMAalIbHO-TIEpeAao-
YOro 30HLY, III0 CKaHy€ y ONHiH, a00 TBOX IUTONTIHAX 32
3a3Janerifip BU3HaUYeHUM anroputMoM. Ilpukmax mepe-
TBOpeHHS C(EepryHOi XBWII y IUIACKYy HABEICHO Ha
puc. 4.

Miv3a O6’ekT gocnigXeHHs

AHTeHa

11—~

Puc. 4. Cxema BUMipIOBaHHS PO3CIIOBaHHS
3a JIOIIOMOT 010 JIIH3U

3Hao4M po3Mip 00’€KTy Ta JOBKHHY XBHJII MOX-
JIUBO OOYHMCIIMTH MIHIMATBHO HEOOX1THI PO3MIPH CTCHIY.
Tak, sxmio HeoOximHo BusHauutu EIIP 00’exty 3 mepe-
THHOM Yy | M Ha NoBkuHi XBuii 3,33 cM, HeoOXiHa Bijc-
TaHb JUIsl BUMIPIOBaHHS Y JaJbHIi 30H1 10opiBHIOE 60 M.

3a yMOBH, SAKIIIO MaTepial JiH3U 3 HU3bKOIO Jiere-
KTPUYHOIO TIPOHHKHICTIO, Ha TPHUKIAJ MiHOIUIACT
€=1,03, Toai MOXIMBO OTPUMATH IUIACKUH (DPOHT 3
nepetnHoM 1 M Bke Ha Bijcrani 10,7 M.

TakuM 4HMHOM, BHKOPUCTaHHS HaJBHCOKOYACTOT-
uux (HBY) miH3 m103BOIISIE 3MEHINUTU BiJICTaHb 10 Ja-
JIbHBOT 30HU MPUOIN3HO Y 6 pasiB.

Takox, iH(pOpMAILi0, MO0 PO3CISTHOrO MO Yy
JAIbHIM 30HI, MOXKJIMBO OTPUMATH 32 3MIHOIO IOJIIB HA
MMOBEpXHI po3citoBada. Te, MO XBHIS CepUIHA, MOXKE
OyTH BpaxOBaHO TpU 0OpOOIN pe3yNbTaTiB BUMipIOBaH-
HS. 32 OCHOBY METOJly IIOBEPXHEBOTO 30H/yBaHHS BBa-
KAETHCS MOXKIIMBICTH KOHBEpTAllii TAKMX BUMIPIOBAHb Yy
TIOJTi TaJIbHBOT 30HU, IUIIXOM OOYHCIICHHS IHTErpaiy 3a
MOBEPXHEI0. BUMIpIOBaHHs TOJIsi MOOJIU3Y IOBEPXHI
MPOBOUTHCS CIIEIiaIbHUM 30H10M [9].

HemonmikoM MeToay € HasBHICTH JPOTIB, IO
mix’eHaHl 70 anapaTypd Ta BHOCSTH HOXHUOKY Yy BUMi-
proBarHs. ToMy, 3acTOCyBaHHS 30HIYBaHHS OiTBII PO3-
MOBCIOJDKEHE Y HAYKOBiH MisIbHOCTI. [ mocsTHeHHS
MPaKTUYHHUX [TeH Takuii MeTox OaxaHo yHUKaTH. Ekc-
MICPUMEHTAJbHI METOIM BU3HAYCHHS PAaJioNIOKAIiHHOT
nomitHocTi JIA. MOXIJIMBO BHIIJIMTH HACTYIIHI HANpsIM-
K{ y MeTofax nociimkenas oouncinenns EITP s JIA.

Bunpobysanna ma nonicoui, eumiprosanusi EIIP
peanvhux JIA. Taki BUMipIOBaHHS MOXXYTb IIPOBOJIUTHCH
3 pyXOMHUMHM Ta HepyxoMumu JIA.

BuwmiproBanuas EINP mns meBemmkux JIA y kxame-
pax, o MaroTh MiHIMaJIbHE BiIOUTTSI, MOKJIIMBO 3pOOH-
TH y JaibHIHA 30HI IPAMUM METOJ0M, ab0 y OJIVDKHIN —
3a JIOIIOMOT010 KOJIiMaTopiB. TakoK, BAKOPUCTOBYETHCS
BIITBOPEHHS IOJI1 PO3CIIOBAHHS NAIBHBOI 30HU 3a BU-
MIpIOBAaHHSIM I10JIsl HA TTOBEPXHI 00’ €KTY.

Mooenwosannsa mamemamuyne ma npospamue, wo
0036071€ ompumMamu SIKICHI 1 KIIbKICHI Xapakmepucmu-

xku EIIP 06’ekmis, wo Oocnioxcyromvcs. Meromy, sKi
0a3yloThCS Ha MPOBCACHI CKCICPUMEHTIB € Habararo
CKJIAHIIIUMK Y peaizamnii. BoHn BUMararwoTh OUTBIINX
(iHaHCOBUX BHUTpaT Ta cHenianbHOro oodnagHaHug. On-
HaK, TaKi METOIU J03BOJISIOTHE OOYUCIUTH OLIbII TOYHE
3naueHHA EITP.

MaremMaTHYHe MOJICIIIOBAHHS — HE BPaXxOBYE CyIIe-
pro3uii ycix 4MHHUKIB. ToMy, a€ MEHII TOYHI pe-
synbratu obuncieHHs EIIP o6’exty. OmHak, mo3BOIIsIE
IIBUAKO MOOYIyBaTH MOZIETs 00’€KTy Ta OOYHCIATH
ttoro EITP 3 MiHiMalbHUMH BUTPaTaMH.

Takum 4MHOM, MaTeMaTHYHE Ta MPOTPaMHE MOJIC-
JFOBaHHS YaCTillle BUKOPHCTOBYETHCS MPH PO3pOOII Ta
MOIIYKY onTUMaibHUX hopMm JIA.

ExcniepuMeHTanbHi METOMU € OUIBII TOYHHUMHU.
OpHak, BOHM CKJIaHIIII Ta Oifbll BUTpaTHi. Bukopuc-
TOBYIOTBCS IJ1s1 (DiHATILHOTO JOCIIHKEHHS PO3po0IIeHO-
r0o BUpPOOYy.

TakuM YUHOM, EKCTIEPUMEHTAIbHI Ta MATEMAaTHUYH1
meronu oounciieHHs EITP 1omoBHIOIOTE OJHE OTHOTO Ta
BUKOPHCTOBYIOTHCSI HAa PI3HUX eTanax po3pooku JIA.

Xoua, icHye 0e3miu crmoco0iB MPOBEICHHS EKCIIe-
PUMEHTIB, HaifyacTillle BUKOPUCTOBYIOTh JIBa OCHOBHHX
METOJM: BUIPOOYBAHHS HA IOJIrOHAX Ta BUMIPIOBaHHS
enekTpomarHiTHoi cymicHocTi (EMC) HeBenukux npu-
CTPOIB y cCIelialbHUX KaMepax, IO MiHIMI3yloTh Bif-
OUTTS PafioOXBUIIb.

Jns peanizanii KOXHOTO 3 BHIE NepepaxoBaHUX
METOJiB HEOOXiTHO CTBOPIOBATH CIICHiANbHI KOMILICK-
cu. [Ipubnm3Ha knacudikamis TaKHX KOMIUIEKCIB HaBe-
JIeHa Ha puc. 5.

Tuny BUMIpIOBAIBHUX KOMIUICKCIB

Y

Craruusi ‘ Junamiyni ‘ ‘ MozemoBaHHs
Tlomironni ‘ Meron o6ab0Ty ‘ OnruyHi ‘
B BJIK ‘ JlomnepiBebki ‘ MacmrrabHi ‘

Tigpoakycruuni

B panbHiii 3011

B GmmkHii 30H1

3 KoniMaTopom

Puc. 5. Tunu BUMiproBalbHUX KOMILICKCIB

B ocHoBi niux MetoniB BumiproBanHs EINTP nexuts
a00 00UMCIIEHHS

abo oOumciIeHHs BUpa3y, Ui MOTY)KHOCTI, IO MTpUiMa-
€ThCA aNapaTyporo:
Pp  G%2

3 GC.
PBI/I]'[p (47[) R4
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Cepen 0araTbOX THIIIB CHTHAJIB Ta METOIIB, SKi
0a3yI0ThCs HA BUKOPHCTAHHI 30H/IIB, MOXIIUBO BHIIIHU-
TH TP OCHOBHHX HAMpPSIMKH (pHC. 6).

’ Mertonu 06poOKH paioIOKaLifHOTO CUTHAITY ‘

v

CuHTe30BaHOT
aneprypu

BararouacrorHi

B naneHiii 3081

AmmitynHi

Tlpsvi
BHMIPIOBaHHS

TlopiBHsIHHS 3
€TaJIOHOM

B OuvkHil 30HI

Puc. 6. Anroputmu 0O6poOKH CHTHAITIB

[MopiBHSAHHS BUMIPIOBaHHS aMILIITYl CUTHAIIB, SIK1
BUIIPOMIHIOETbCS Ta HPUAMAETBCS 13 3aCTOCYBaHHSIM
pamioyioKariitHux Gopmyi.

KorepeHTHe dacoBe HaKONHMYEHHs EHEprii, sKa
BiIOMBA€EThCS Ta MOJANbIIa OOpOOKa 3 ypaxyBaHHIM
edexry J[lommuepa, moO O3BOJSE MiABHIIUTH PO3IIO-
IUTEHY 3aTHICTb.

Buxopucmanna wuporxocmyeosux abo bazamo uac-
momuux cuenanie. Haitoursim Toune 3nauenns EITP mox-
JIMBO OTPUMATH Y TIOPIiBHAHHI 3 €TAJIOHOM. Y SKOCTI eTa-
JIOHYy MOXJIMBO BHKOPHCTOBYBAaTH METaJIeBi cdepu 3aja-
Horo paaiycy. Toune 3nauenns EITP takux cdep MoxIH-
BO OOYHCIIUTH TEOPETUYHO. Takoxk, MOMKIIMBO BUKOPHCTO-
ByBaTH KyTOBHii BiIOMBad, IiIoi, JUCKH — Oyb sSIKi reo-
MeTpr4Hi Qirypw, y sikux jerko oounciautu EITP teope-
tyHo. OpiHaK, Tpeba BpaxoByBaTy, 10 ix EITP Moxe 3mi-
HIOBaTHCh 3aJIEXKHO Bifl KyTa OIPOMIHEHHSI.

Tpeda BpaxoByBaty, IO Ul BUMIPIOBAHHS OJIHO-
morsipizaniiitHoi EIIP, konm BUNpOMiHEHHS Ta TpUH-
MaHHS TPOBOJHUTHCS OJHIEI aHTCHOIO, ICHY€ HEOOXis-
HICTh PO3IUICHHS 3yCTPIYHUX MOTOKIB €Heprii, IO
YCKJIaHIOE TEXHIYHY pealizallilo eKCIIePIMEeHTY.

VY cucremax 3 0e3nepepBHUM ONPOMiIHIOBAaHHIM
PO3/iIEHHS MTOTOKIB BiIOYBAa€ThCS Yy CIIENialbHUX TPild-
HUKax a0o BiframyxyBaudax. [Ipm 1ipboMy, 4acTHHa IO-
TYXKHOCTI, SIKa TPUIMAEThCS, MEPENAEThCS Y IUieue re-
Heparopa Ta BHKOPUCTOBYETHCS Ul BUMIPIOBAaHHS i
HACTYITHOT KOMIEHcalii NapasuTHUX BiIOWTTIB. [HIa
YacTHHA TOTY)KHOCTI TEpeaaeThcsi Ha 3MillyBad, IO
BKJIFOUCHHH 10 IUIeYa MpuiiMada Ta BUKOPHCTOBYETHCS
JUISL OTPUMAHHS pe3yJIbTaTiB BUMIPIOBaHHS.

OnHMM 13 PI3HOBH/IIB ONMCAHUX CHCTEM € CUCTEMH
3 YacTOTHOIO MOJYJILIEI0 CHTHATY, IIO JIO3BOJISIOTH
3abe3neunTH OLIbLI SKICHY KOMIIeHcarito nrymis. J{is
L[LOTO, YaCTHHA CUTHAJy BUKOPHCTOBYEThbCS aist (op-
MyBaHHS Ha TeTEpPOAMHI MpHiiMadya KOMICHCYIOUOi Ha-
npyry. Pi3Hung gacror:

af =2V
c ot

Oyze pi3HOIO JUIsl CHUTHAIIIB, SIKi BIIOWIIMCH Bill IpeaMe-
TiB, IO PO3TAIIOBaHI Ha Pi3HUX BiAcTaHsAX. Tomy, Taki
LIYMH MOXYTb OyTH Bi(iIbTPOBaHI.

VY cucremax, 1o BUKOPUCTOBYIOTH edekT Jlommie-
pa Ta 6a3yroThCs Ha Oe3repepBHOMY BHUIPOMIHIOBaHHI,
a TaKkoXX — SKi Tpu3HadyeHi s BuzHadeHHs EITP
00’€KTIiB, MO PYyXalOThCs, PO3MITICHHS CUTHATIB BinOy-

BAETHCS 32 PaXyHOK YaCTOTHHMX 3CYBIB XBWJIb, SIKi BH-
MIPOMIHIOIOTBCSL Ta TNpuiMaroThCs. IlOTyXHICTB, siKa
MPUIMAETHCS, 3MILIYETHCS 3 CUTHAJIOM TeHeparopa, a
CHUTHaJ PI3HHULIEBOT YaCTOTH MOJAETHCS Ha IHTETPYIOUYHH
npuctpiid. [Ipu BiTHOCHO HOBromy iHTEpBalli iHTETpYy-
BaHHS OTPUMYETHCS CHUTHAJN, IPOTIOPLIHHUNA BinOUTOMY
curHaiy. [IOpiBHSHHS HaHOTO CHTHAaJy 3 CTaJIOHHHM
Ia€ MOKJIMBICTE oOumcianTH 3HaueHus EITP.

Henmomikom cuctem 3 Oe3nepepBHAM BHIIPOMIHIO-
BaHHSAM € HEMOJJIMBICTh 3a0€3NCUCHHS BEIUKOI MOTY-
JKHOCTI Ta, BIAIMOBIIHO, HAJBHICTH Ail TAKUX CHUCTEM €
HeBenMKolo. [IpakTHyHe 3acTOCyBaHHS TaKUX CHCTEM
oOMexeHe JIecsATKaMU METPIB.

IMITysIbCHI cHcTeMH, 10 TPAIOOTh 33 MPHUHIMIIA-
MU PaioJIOKAllil, MarOTh 3HAYHO OiJBIIY BiJCTaHb 30H-
NyBaHHS. BUIpOMiHEHHsS Ta NpUMaHHS TaKWX CUTHAa-
JiB posainene y 4aci. OgHak, Jiana3oH MOXIJIHMBUX PO-
00YMX CTaHIB Yy TaKHX CHUCTeMaX OOMEKCHHWH 3HU3Y
MIBHIKICTIO NMEPEKITIOYECHHS NPUHMabHO-TIEPEIAl0I0TO
TpakTy. ToMy, U1l BUMIpIOBaHHS Ha HEBEIHMKHX BiJCTa-
HSX, HA MIPHUKJIA] y KaMepax, BUKOPHCTOBYIOTHCS OKpe-
Ma aHTEHa Ui IiepefaBada Ta OKpeMa aHTeHa Ul
npuiiMaua. KpiMm Bukopucranus ais obuucnenns ETIP
IMIYJIbCHI CHCTEMH 3aCTOCOBYIOTBHCS JIJISL JOCIIPKCHHS
HPOLECIB, sIKI BifOyBalOThCs Ha IOBEPXHI 00’€KTY, IO
OIIPOMIHIOIOTHCS. BukopHcTaHHs iMITYJIbCIB Manoi Tpu-
Banocti (10-9 ¢) mo3Bossie po3minuTu y yaci BiAOHTTS
BiJl PI3HUX YaCTHUH 00’€KTy Ta, TAKAM YHMHOM, OLIHUTH
EITP mnst oxpemux gactuH 00’ekty. CaMe TaKMMH eKC-
MIEpUMEHTaMH JOBEJCHO HAABHICTH ODKYYMX XBHIb Ha
MTOBEPXHI 00’ €KTIB, 1[0 OIPOMIHIOIOTHCS.

MeTtox BUMIipIOBaHHS y [Jiama3oHi 9acToT, abo Ha
JEKUTBKOX 9acToTax, 0a3yeThcs Ha TeOpeMi, 1o BigouTe
BiJl TIOBEPXHi BUMIipsHE TOJIC € TPUBUMIPHUM TEPETBO-
pennsim Dyp’e pesikoi QyHKUIT po3ciroBaHHs, sKa 3ae-
JKHUTB BiJI XapakTepUCTHK 00’ekry. OOuuciaeHHs QyHK-
i po3CilOBaHHSI HA OCHOBI MPOBEJICHUX €KCIIEPUMEHTIB
nae 3Mory TouHo obuncnuta EINP mpu Bucokiit po3mo-
nuTbHIN 3maTtHOCTI. ToMy, MeToa MoOke OyTH 3acTOCO-
BaHMH At oouncnenHs: EIIP Ha 3MeHIIEHHMX KOMisiX B
yMOBax KaMep 3 MiHIMaJTbHIM BiJOUTTSIM.

Bunpobysanna na nonieoni. Ilpm ompomiHeHHI
00’exty nmokaropom, po3mip EIIP moxe Oytu oOumcie-
HUH Ha OCHOBI NMOTY>KHOCTI MPHUUHATOTO CUTHANY. J{ns
MiHiMi3aIi1 TOXHOKH Tiepe/T BUIIPOOYBaHHAMU MTOTPIOHO
MPOBECTH KaIiOpyBaHHs JIOKaTopy (puc. 7).

4k

ha

Puc. 7. ['eoMeTpist MOIITOHY BUTBHOTO MPOCTOPY
3 TIOXHJIUM TIPOMEHEM

IcHye nBa OCHOBHHMX MiIXOIW O TOJITOHHUX BH-
mpobyBanb. Ctatnyni BunpoOyBaHHSA — HependadaroTh
YCTAaHOBKY 00’€KTy Ha IOBOPOTHY Imardopmy. Ilpu
pOMY, IUIaTGopMa MOBHHHA OyTH MiJHATA Ha JACSKY
BHCOTY HaJ| PIBHEM 3eMIJIi Ui MiHIMi3allii BILTUBY BiJI-
OuTHx Bix 3emui curHamis. Jpyruil miaxin nossrae y
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0011b0Ti 00°€KTy, IO MOCTIHO CYNPOBOJIKYE JIOKATOP
¢ixcyroun 1i EITP.

Jpyruit miaxia MakcUMaabHO HAOMMKEHUH 10 pe-
AIBHUX YMOB Ta BPaxoBY€ yci HeraTuBHi (akropu (ury-
MHU, BIIOWUTTS, MOTY>KHICTh JIOKAaTOpPY, METOAIB 00pOOKH
curHaiy tomo). OnHaK, CKIaJHICTh MAaHEBPIB IS PO3-
MIIIeHHS 00’€KTy Mix MOTpiOHMM KyTOM, BEJHKa Bap-
TiCTh EKCIICPUMEHTIB Ta Maja HIMOBIPHICTh BUABOPEHHS
TOTO>KHOTO PE3yNbTaTy (BiIMOBIIHO — HU3bKA TOYHICTH
OTPUMaHHX JaHHWX) 3HAYHO OOMEKYIOTH BUKOPHUCTAHHS
naHoro mixgxoxny. Iloyironu, Ha SIKMX NPOBOIATHCS BH-
npoOyBaHHs, MOJUIAIOTHCS HA JBa TUIIH:

- MIOJIIrOHM, JIe 3eMHa ITIOBEpPXHsI He NMpuiiMae yvac-
Ti y (OpMyBaHHI PO3CISIHOrO OIS (TIOJIrOH BUIBHOTO
IpOCTOPY);

- MIOJIIrOHH, JIe BUKOPHCTOBYIOThH TOBEPXHIO 3eMJIi
y SIKOCTI IJIOIIMHH, L0 € EKPAHOM.

VY mepmomMy BUNAgKy — HEOOXITHO MiHIMIi3yBaTH
BIZOMTTA Bif 3€MIIl, IO JOCSATAETHCS 38 MaKCHMaJIbHUM
30UTBIIICHHSM BHCOTH, SIK 00’€KTY TaK ¥ BHIIPOMIHIOBA-
ya.

Y nOpyromy BHUIAIKy — aHTCHa PO3TAILOBYETHCS
mo0K3y 3emili, a 00’€KT MiJHIMAETHCS HA BHCOTY IEp-

nIoro inrepdepeHuiiHOro MakKCUMyMY':
R
h=RE
4hy

Jlanuii miaxin g03BOJIsIE 3HAYHO 3MEHIITUTH PO3MIp
nojirony. OJHak, npu BUIPOOYBaHHAX Ha TaKHX IOJIi-
rOHax BHHUKAIOTh 3HAYHI CKJIIHOLII IIPH BUMipIOBaHHI
3 BUKOPUCTaHHSAM I'OPU30HTAJIbHOI Ta KPYrOBOI NOJISPU-
sariii. Tomy, ygacritie [10], BUKOPUCTOBYIOTBCS MOJIro-
HU BIJILHOTO TIpocTopy (puc. 8).

b7

ITiHOMHO-IOBOPOTHA

N CHCTeMa
%\ Bincixaioni

% €KpaHH

Puc. 8. [lpuknax noiiroHy BiTEHOTO pocTOpy [4]

by

Papionoxaropa

Bumipiosanns y xamepi 3 MIiHIMAibHUM 8i0Oum-
mam. Benuka BapTicTh BHIIPOOYyBaHb HA MOJIrOHI, 3a-
Jy4eHHsI HaJ3BUYAilHO MOTYXXHUX BHIIPOMIHIOBAUIB,
BIUIMB ITOTOTHUX (paKTOPiB, BENMKA CKIAIHICTH OpraHi-
3anii BUNpoOyBaHb 3MYIIy€e IOCHITHHUKIB TPH MOXKIHU-
BOCTI IIIyKaTH OUTBII MPOCTI Ta fenieBi miaxoau. OqHIM
3 TaKMX MiIXOJIB € JOCTIUKEHHS y Kamepi 3 MiHIMaJIb-
HUM BiJOUTTSIM, 32 YMOBH, SIKIIO I JO3BOJSIOTH PO3-
Mipu 00’ekTy, abo ioro mozeni [11].

Ockinbku ETIP HaBiTH 0HOTO 00’€KTYy MOXE 3Mi-
HIOBAaTUCh Y JIOBOJI CYTTEBHX MeXax, HeoOXiqHO 3a0e3-
MEYUTH JIialla30H BUMIPIOBAaHb y JIEKUJIbKA TIOPSAKIB.
Oco0auBO CKIIATHO OpraHi3yBaTH BUMIiPIOBAaHHS MaJHX

piBuiB EIIP, ockinbku il bOTO HOTPIOHO BHKOPUCTO-
BYBATH alaparypy IyXe BHCOKOI SKOCTI y MOE€JHAHHI 3
METOJJaMH MiHiIMi3allii ymy.

Ha BuMiproBaHHs, TakoX, BIUIMBAIOTH PO3MIpH
kamepu Ta i popma. Ha npukiazn, npssmokyTHa dopma
KaMepH JOIyCKae 0araTOIMpPOMEHEBE PO3MOBCIOKEHHS
€Heprii MK BHIIPOMiHIOBa4YeM Ta 00’ €KTOM, IO IIPHUBO-
IUTH 10 301TBIIEHHS TOXUOKN BUMIiPIOBAHHS.

Juisa 3HmKeHEA (POHY MiX Iepemalodoro Ta MpHid-
Malou0l0 anapaTrypol0 BCTAHOBIIOIOTHCS IOTJIMHAIOYI
eKpaHW. BHyTpimIHA HOBEpXHS KaMepH NOKPHBAETHCS
MOTJIMHAIOYMMH MaTepianamu. [IpoBoasiTeess poboOTH 110
3MEHILIECHHIO BIUIUBY OOKOBHX IENIOCTOK MpPUIMaNbHOT
Ta Mepearyoi aHTeH.

VY KkaMmepax BUKOPHUCTOBYIOTbCS Ti X cami THITH
OIIOPHO IOBOPOTHHUX HPHUCTPOIB, IIO i HA TOJIIrOHAX.
YMOBM BUMIpIOBaHHS Yy KaMepi NaroTh MOXJIMBICTh Mi-
HiMmizamil BImBY omnopw. /s mporo, mepea mO4aTKOM
BHIIPOOYBaHb y BIACYTHOCTI 00’€KTYy pEECTPYIOTHCS
mapaMeTpH BiIOWTTS, sIKi XapaKTepu3yoTh omopy. Ilic-
7L 1OTO, TONPAaBKU BPaXOBYIOTHCSA IPH OOYHCICHHI
pe3yNbTaTiB eKCIEPUMEHTIB 3 BUTIPOOYBaHHS 00’ €KTY .

OCKUIBKH BiTHOCHO HEBEJIMKI PO3MIpH KaMepH HE
JIO3BOJISIFOTH  OPraHi3yBaTH IIEPEMHUKAHHS amnaparypu
MDK peXuMaMM NpuiioMy Ta mepeaadi, BUKOPHUCTOBY-
€THCS JIBOIIO3HULIHUI PEKUM — KOJIM OJJHA aHTEHA BU-
OPOMIHIOE, a [pyra mpuiiMae curHad. Takuil miaxina
BUKJINKa€ HEOOXIJHICTh y 3ICTAaBISHHI BHMIpIOBaHHS
neono3umiiinoi EITP 3 oxHOIO3HUINIHHOIO, IO BiAINOBI-
Ja€ s BiTHOCHO Tiaagkux Tl Takuit pakt HEoOXigHO
BpaxOBYBAaTH IIPH OpraHi3allii eKCrIepuMeHTIB 3 JIA.

3 PO3BHUTKOM Cy4YacHOi KOMIT FOTEPHOI TEXHIKH,
TaKOoX, aKTUBHO PO3BHMBAETHCS HANPSIMOK IIOA0 00YMC-
nenns EINP, sxuiif 6a3yeThcs HA MaTEMAaTHIHOMY MOJIE-
JoBaHHI. MaremMaTHyHe MOJEJIIOBaHHS HE MOXeE JaTH
Jy)e To4Hi pe3yibraru. OpHaK, MareMaTHYHE MOjie-
JIIOBaHHS JIOCATIIO 3HAYHUX YCIIXiB y HAaOJIMKeHHI 00-
YHCJICHUX DPE3YJIbTATIB J0 pealbHUX, MOJITOHHUX BHU-
npoOyBanb. [Ipote, Taki 0OYMCICHHS MalOTh XapakTep
JIOCUTh CKJIAJIHUX, 1110, Y CBOIO 4epry, motpedye H6arato
Yacy, HaBiTh 3 Cy4acCHUMH HNOTY)KHUMH KOMIT IOT€pPaMH.
Le moB’s13aHO, B IepiIy 4epry, 3 yCKIaIHEHHSIM (GopMH
00’€KTiB Ta TX OLIBIIOKO JIeTai3aIli€l0.

OnwcaHuil METOJ OIHKH PaioJOKallifHUX BiIO-
OpakeHb pealli3ye BCEpeAHHI IaKeTy TPUBHUMIPHOTO
MO/ICIIIOBAHHSI ONTHYHUN METOJ MOJIENIIOBAHHS BiflO-
OpaxeHp 0e3 ypaxyBaHHS (Da30BHX CIIBBiHOIIEHb.
[lonibHe MOnemoBaHHS BHKOPHCTOBYBAJIOCH OIHUM 3
MepIINX cepell eKCIEPUMEHTaIbHUX METO/IB, IO JO0-
3BOJISJIO HE JIWIIIEe TPOBOAMTHU SIKICHY OIIIHKY BimoOpa-
JKeHb JIITAJIFHUX aIlapaTiB a i JAeSIKOI0 MIipoIo 1 KiJbKic-
Hy. CyuacHi HmiANpueMCTBa HE 37aTHI €(EeKTHBHO KOH-
KypyBaTH Ha CBITOBOMY PHHKY, SIKIIO HE CTBOPIOBATH-
MYTh HOBI MPOJYKTH 3 BHILIOIO SIKICTIO, HIDKYOIO cOOi-
BapTICTIO Ta B KOPOTIII CTPOKHU. J[i1s1 NOCSTHEHHS 1IOTO
BOHU aKTHBHO 3aCTOCOBYIOTH HOTY>KHOCTI OII€pPaTHBHOL
rmam’siTi  KOMIT'FOTepa, BUCOKY UIBHAKICTH OOYHCIIEHD
mporiecopy Ta 3py4dHHMi TpadiuHmMil iHTepdeiic, Mmoo
ABTOMATH3YBaTH 1 IHTETPyBAaTH MPOLIECH NPOEKTYBAHHS
Ta BUPOOHUIITBA, SIKi paHilie Oy pO3pi3HEHUMHU 1 TPY-
JMOMICTKUMH. Takui TiAxiJ Jae 3MOTY CKOPOTHTH 4Yac i
BHUTpaTH Ha PO3POOKY Ta BUITYCK MPOIYKITii.
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3a Tako0 METOIO BIIPOBAKYIOTHCSI TEXHOJIOTIi aB-
ToMatu3oBaHoro  mnpoektyBanHs  (Computer-Aided
Design, CAD), aBTOMaTH30BaHOTO BHPOOHHUIITBA
(Computer-Aided Manufacturing, CAM) ta aBromati-
30BaHOi po3poOku 1 imkeHepHoro aHanizy (Computer-
Aided Engineering, CAE). [lani cucTeMu, Bimomi sK
CAIIP (cucreMH aBTOMATH30BAHOTO MPOEKTYBAHH).
Bonn 00’emHYI0TH pi3HOMAaHITHI 3aBJaHHS Ta OIeparlii,
SIKI BUKOHYIOTBCS il 9Yac CTBOPEHHS Ta BHPOOHHIITBA
npoaykry. CyKyIHICTh TaKUX 3aBJaHb (POPMY€E JKUTTE-
BHif iUk poaykTy (product cycle) [12, 13].

[Ipouec BUpOOHHUIITBA MOYHHAETHCS 3 (POPMYBaHHS
TEXHIYHMX BUMOT Ta 3aBEPILIYETHCS JOCTABKOIO TOTOBOI
NpoXyKUii 3aMOBHUKY. ETamu po3poOku MOXIHMBO HO-
JIIUTU HA aHaIiTU4HI Ta cuHTeTH4Hi. [louaTKoBI eTamny,
TaKi K. BU3HAYCHHS MOTpeOH y po3poodii, GpopmyIiro-
BaHHS TEXHIYHUX BHUMOT, aHAJi3 MOXJIMBOCTEH peaiza-
ii Ta 30ip HeoOXigHOI iH(OpMAIIii, a TAKOK CTBOPEHHS
KOHILETIIi, HaJeXaTh A0 CHHTCTHYHOTO IiJIPOLECY.
Moro pesysnbTaToM € KOHIENTYaNbHHUIl IPOEKT HPOITYK-
Ty y BUIJIAII €CKi3y a00 TOIMOJIOTIYHOTO KPECICHHS, 1110
JEMOHCTPYE B3a€MO3B’SI3KM MIX KOMIIOHEHTamH. Ha
JTAHOMY €Talll 3ifICHIOIOTHCS OCHOBHI (hiHAHCOBI iHBEC-
THUII], @ TAKOXK BU3HAYAETHCS (PYHKI[IOHAIBHICTh Maii-
OyTHBOTO BUPOOY.

Binpmiicts iHpoOpManii, CTBOpEHOI Ta onpanboBa-
HOi Yy CHHTETHMYHOMY IIiNIPOLIEC, Ma€e SKiCHHH Xapak-
Tep, sIKMH yCcKIIaaHIoe i aBToMaTn3oBaHy o0poOky. ITi-
CJI CTBOPEHHS KOHIENTYaIbHOTO IIPOEKTY, PO3IIOYHHA-
€ThCS aHATITHYHUN MiIIpOIeC, SIKUH MICTHTh aHaNi3 Ta
ontuMizarito. [y boro, CHOYaTKy CTBOPIOETHCS aHa-
JMTAYHA MOJENb, OCKUIPKH aHaNi3y IiJINAEThC caMe
MOJIeNb, @ HE NPOEKT y mnitomy. I[lompum po3BHTOK
KOMIT'FOTEPHUX TEXHOJIOT1H, BUKOPHCTAHHS aHaJiTHY-
HUX MOjeNed 3anumaerbcs HeoOximHuM. Taki mozeni
CIPOIIYIOTh MPOEKT, 3BOYNA PO3MIPHOCTI, BUAAISIOUH
HEe3Ha4Hi JeTali Ta BpaxoBylouu cumerpito. Ha npuk-
JaJl, TOHKUH JINCT 3aMiHIOIOTh TUIOLIMHOIO 31 BKA3aHOO
TOBIMHOIO, 4 TOHKI MISHKM — JIHIAMH i3 3aJaHUMU
napamerpamu. CUMETpisi 03BOJISIE aHAN3yBaTH JIUIIE
4acTHUHY 00'€KTa.

3a yMOBH, SIKIIIO IPOEKTYBaHHS 3aBEPILICHO, a Iia-
paMeTpy ONTHMI30BaHO, TOMl PO3MOYMHAETHCS €Tal
OLIHKK TPOEKTY. I IBOro, MOXKYTh BUTOTOBJIATHCS
MPOTOTUNH. TEXHOJIOTIsI IIBUAKOTO TPOTOTHITYBAaHHS
(rapid prototyping), ska crae aenani MOMYJSPHINIOLO,
Jla€ 3MOTYy CTBOPIOBATH IPOTOTUIH 0OE3MOCepe/IHbO 3
MIPOEKTHHUX JIAHWX, BUKOPHCTOBYIOUM JHIIE iH(pOpMa-
Lif0 TIPO IOTIEpEYHi mepepizu KOHCTPYKIii. 3a yMOBH,
SIKIIIO OIliHKA BUSIBIISIE HEBIAMOBITHICTh MPOEKTY BHUMO-
ram, TOZ1 IIPOIeC PO3POOKH MTOBTOPIOETHCS.

VY pasi ycIimHOI OIIHKH TPOEKTY (opMyeThCs
MIPOEKTHA JOKyMEHTAIlisl, sIKa MICTHTb KPECJICHHS, 3BITH
Ta mepelyiku MatepianiB. KpecneHHS KoOmiIOIOTbCS Ta
TIepelatoThCsl Y BUPOOHHIITBO.

[Mpouec BUpOOHMITBA MMOYMHAETHCS 3 €Taly Iula-
HYBaHHS, sSIKE 3IIMCHIOETBCS Ha OCHOBI KPECJICHb, ITiJl-
TOTOBJICHWX IIiJl 9Yac TPOEKTYBAHHSA, 1 3aBEPUIYETHCA
CTBOPEHHSAM TOTOBOI mpoaykiiii. TexHomorigna migro-
TOBKAa BUPOOHHMIITBA Tepeadadac BU3HAYCHHS TEXHOJIO-
TIYHUX TIPOIECIB BUTOTOBJICHHS BHUPOOY Ta BCTAaHOB-
JIEHHS 1X TEeXHIYHUX mapameTrpiB. OmHouYacHo, migoupa-

€TbCS1 00NaHaHHS U1l BUKOHAHHS OIepaliif, TaKuX sK
(dbopmyBaHH: AeTani i3 3aroToBKU. Pe3ynbTaroM naHoro
eTamy € po3po0Ka IUIaHy BHITyCKY HMPOJYKIIi, CIIUCKIB
HeoOximHMX MatepianiB Ta kepyrouux mporpam (KII)
JUIsl O0JIaJHaHHS 3 YHMCJIOBHM MPOTPaMHUM YIPaBIIiH-
HiM (UITY). Ha mpomy Xk eTarti BpaxOBYIOTBCS CIICIIH-
(iyHI BUMOTH, Ha TPUKIIAJ], IIPOEKTYIOTHCA KOHCTPYKIIi
TEXHOJIOTIYHOTO OCHAIICHHS (3aTHUCKadiB, KpIIUICHb
tomo). TexHOJOoriyHa MiATOTOBKAa MOAIOHA IO MiAIIpO-
LIeCy CHHTE3Y y PO3pOOIli, OCKUIEKH MOTpedy€e 3HATHOTO
IOCBiy Ta NPUHHATTA CKIAgHUX pilieHs. Towmy,
KOMIT FOTE€pHU3aLlisl JAHOTO €TaIy € JOCUTH CKJIAJIHOIO.

[Ticns 3aBepuIeHHST MiITOTOBKH, PO3IMOYMHAETHCS
BUTOTOBJICHHSI TPOXYKLii, il NepeBipka Ha BIiANOBII-
HICTH TeXHIYHMM BHMoraM. KoHTpousb sikocTi 3abe3re-
4ye BifOip Jetaneil 1 MOJabIIOro CKJIaJIaHHs, Tec-
TyBaHHs (DYHKLIOHAJIBHOCTI, NAaKyBaHHS, MapKyBaHHS
Ta BiJJBAHTAKCHHS 3aMOBHUKaM.

OnucaHuil )XKUTTEBUN LUK NPOAYKTY € THUIIOBUM.
[pu upomy, TexHonorii CAD, CAM ta CAE 3actoco-
BYIOTBHCSI Ha PI3HUX eTarax.

Sk 3a3Hayanocsi, KOMII'IOTEPH MaioTh OOMEXEHE
3aCTOCYBaHHS y MIANpPOILEC CHHTE3Yy 4epe3 TPYAHOLI
00poOKu sikicHOT iHpopMaii. OqHaK, pO3pOOHUK MOXKe
BUKOPHCTOBYBaTH KOMEpLiHHI 0a3nm maHux ajs 300py
iHopmailii, ska HeoOXiIHa I aHATI3Y 3MIHCHEHHOCTI,
a TaKOX KaTaJIOTH JUIs OTPUMAaHHS JOAATKOBUX JAaHHX.

Kopuchaumu € 3acobu mapaMeTpuyHOrO Ta TeOMET-
PHYHOTO MOJEIIOBAHHSA, a TaKOX IPOrpaMH Ui CTBO-
PEHHS KpPECIIEHb Yy CHCTEMaX aBTOMATH30BAHOTO IIPOEK-
tyBauus (computer-aided drafting), mo e Bapiamismu
cucteM CAD. Ilpore, mOTpiOHO PO3PI3HATH CHUCTEMH
CAD Ta TpuBHMIipHE MOJETIOBaHHS. TaK sSK TPUBHUMIpHE
MOJIeNIOBaHHA € YacThuHOO cuctemu CAD, ane Takox
MOYKE ICHyBaTH W OKpPEeMO, IO IOB’S3aHO 13 3a1ayaMu,
sKi BUpiytoThesi. [t oTpumaHHs BUpoOy HeoOXiaHa
KOHCTPYKTOPChKa JOKYMEHTAIisl JJIs iepeziadi Ha BUPO-
OHUIITBO, 110 1 BU3HAYAE CHEIM(]IKy TAKOrO MPOTrpaMHO-
ro 3abe3nedenns (I13). OnxHak, A 3a1a4 TPUBUMIPHOTO
MOJIEJIIOBaHHS 00 €KTIB 3 METOIO0 CTBOPEHHSI 300paKeHb,
BUKOPUCTOBYIOTH 13, sike mpaitoe 6e3nocepesHso 3 TpHu-
BuMipHOIO Mojemmo. Jlo ckmamy Ttakoro I13 BXxomsaTth
IHCTpYMEHTH IUII POOOTH 3 MOJEIUTIO, CIICHOO, OCBIT-
JICHHSM Ta MaTepialaMH, IO IMITYIOTb TIOBEPXHIO, a Ta-
KOX TIporpaMy Ul OTPUMaHHS 300pakeHb 31 CHEHH —
«Bi3yamizaropm», abo «penaepm». Came take [13 it BuKo-
PHCTOBYETHCS IS peaiizariii meroaa [14-17].

MeTto10 po6oTH € Po3pobdka TPOMO3MILN 100
BUKOPHCTaHHSA MPOTPAMHUX IIaKeTiB TPUBUMIPHOTO
MOJEIIOBAHHS UIS IIBUAKOI Ta HAOMMKEHOI OIIHKH
IJIONI TOBEPXOHb JITAIBLHUX amaparis, 10 BiIOWBAIOTh
€JICKTPOMArHiTHe BUIIPOMIHIOBAHHS JUIS TONEPEAHBOT
OLIIHKH iX OMITHOCTI y paioioKaniifHOMy Jiara3oHi.

OcHoBHMi MaTepian

Peamizamis MeToxy reoMeTpHYHOI ONTHKH BHKO-
HYETBCSl IHCTPYMEHTaMH IaKeTy TPUBUMIPHOTO MOJie-
nroBarHs Blender 3D. Onucanuii MeTOA OI[IHKH paio-
JIOKAIifHUX BigOOpaXXeHb peaii3y€e BCEPeIuHI IaKeTy
TPUBUMIPHOTO MOJICJIOBAHHS ONTHUYHHHA METOX MOjie-
JIOBaHHs BioOpakeHb Oe3 ypaxyBaHHs (a30BHX CIIiB-
BimHOIICHb. [loniOHE MOJEIIOBAaHHS BHKOPHCTOBYBA-
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JIOCh OIHUM 3 TIEPUIMX Cepesl eKCIEPUMEHTAILHUX Me-
TOJIB, L0 JO3BOJISIO HE JIMIIE MPOBOJMUTH SIKICHY OIiH-
Ky BioOpakeHb JIA, a i KiNbKicHY.

JlaHuit MeTox y CBOEMY IEPBICHOMY BHUIJISAI MaB
PAA CYTTEBUX HEOJNIKIB, SIKI HIBEIIOIOTHCS 3 BHKOPHC-
TaHHSIM TPUBUMIPHOTO MojemoBanus [18]:

- HEOOXigHICTh MOJIPOBKH MOAET 00’€KTy, 00-
KJICIOBAaHHS BiJIOMBAIOYMM MaTepiaioM, IO JOBOJI TPY-
JTOMICTKO Ta Ma€ BEJIMKI 9acoBi 3aTparwy,

- BHUKOPHUCTAaHHS TEMHOI KIMHATH Ta 0ONagHaHHS
JUT BUMIPIOBaHHSA IHTCHCHBHOCTI BiIOUTTS CBITIA Bif
MoJieni 00’ KTy .

Jlani HenoNiku Ul TPUBMMIPHOTO MOJICIFOBAHHS
He cyTTeBi. Tak sIK JUIsl CLIEHH, L0 MOJICTIOETHCS, MOX-
JIUBO 3a7aTH OyIb-sKi MapaMeTpH 3aJHHOT0 (POHY Ta Ma-
Tepiany moBepxHi [12]. TlpencraBienuii y poboTi MeToq
X04 1 HE € TOYHHM, IIPOTE, JO3BOJISE JOCUTH IIBUJIKO
3IifiCHIOBaTH TICpBUHHY HaOmkeHy owuiHky EINP crm-
paroumch Ha MiAPaXyHOK peaybHOI IUIOINII ITOBEpPXHI Ha-
npasieHoi y cropoHy PJIC mma JIA ckmamHOi (hopmm.
Jlanauit MeTo HAMOUTBIN aIeKBaTHO TPAITEOE JUIST TOBKH-
HU XBWJI 3HAYHO MEHIIOI HDX TEOMETPHYHI po3Mipu
06’exty [2]. HeoOxiaHicTh y Cy4acHUX 3aco0ax po3pod-
ku JIA, naBHO mpu3Bena A0 HEOOXITHOCTI iX Mopeno-
BaHHs 3a gonomororo CAIIP. Came Tomy, Mmozenb JIA Ha
JIAHWH Yac 3aByKAW HeoOXiJHa A BUKOHAHHS IOJalb-
LIOrO aHali3y KOMIIOHYBaHHS, MilJHOCTI Tomo. Taky Mo-
JIe7Ib MOJJIMBO BUKOPHUCTATH JUIS NEPBHHHOTO aHai3y
TIOBEPXHI IS 3HIDKCHHS PAaiONOKANiifHOI ITOMITHOCTI.
Jns po3poOKH 3alpOIIOHOBAHOTO METOIY, MOIEPEnHEO,
cTBOpeHo TpH Mozeni JIA (niTakiB) 3a TOIOMOror Kpec-
JIEHb T METOIB HU3bKO-TIOJIITOHAJILBHOTO MO/ICITIOBAHHS.
Mepumii — mitak JI-39 (puc. 8).

Puc. 8. 3d-moznens mitaka JI-39

Jpyruii — peanbHUH JiTaK KU Oye BUKOPUCTO-
BYBATHCsSI [UTs IOPiBHAHHA y Tomanbiromy: F-117 Night
Hawk (puc. 9) — HalOiIbII [[iKaBUii JITAK 3 TOUYKH 30py
BHIIPOOYBaHHSA METOAY.

Puc. 9. 3d-mozens aitaka F-117 Night Hawk

Tak sk MOJenb JaHOTO JliTaka Mae 0araTo IIaCKUX
noBepxoHb, To ETIP ay1st HBOro JOCHUTH JIETKO 00YNCITIOE
cnemnianizoBane [13 (CII3). Tomy, Horo naHi MOXKJIHUBO
BUKOPHCTOBYBATH JUIS MOPIBHSHHS pPO3pPOOJIEHOrO Me-
tona ta cyyacHoro CII3. Takox, po3po0JieHO BiTHOCHO
MPOCTY MOJENb, AKa IMITy€ THIIOBHH JIETKOMOTOPHHUI
mitak (puc. 10), ska He Mae mpsiMux aHanoris. Ha iTa-
Ky PpO3INISHYTO MOJJIMBICTE JOCIHIIKEHHS PYyXOMHX
JeTajel, TAKUX K IMOBITPSHUI I'BUHT.

Puc. 10. 3d-Mo1e1b JIErKOMOTOPHOTO JTiTaKa

VY poboti Bukopucrane I13, sike po3pobieHe Ha
MOBI nporpamyBanHsi Python 3 6i6mioTekamu 11 po6o-
TH 3 MaTPHUILSIMH Ta 300paKCHHSIMH, a TAKOX MaKeT JJIs
TpuBHMipHOTO MOetoBanHs Blender 3D [6-9].

CyTh METOIy MOJArae y TOMY, MO0 MOMICTHUTH
Mozens JIA y cremianbHO HaAITOBaHy CLEHY Ta Haja-
TH 11 MOBEpPXHI JA3epKajbHUX BiacTuBocTeil. CleHa €
BIpTYQJIbHOIO KaMepolo Ta [HKEPEJIOM CBITJA, IO 3Ha-
XOJSTHCS Ha OIHIH OCi Ta pyXaroThCs IO KPYTOBiH Tpa-
exTOpii HaBKOJIO JIA, 1110 OMIIaBCs y HEHTP CLEHH.

VYci 00’ekTH y CIICHI MarOTh peajbHill MacinTad
po3mipiB. Kamepa BUKOPHCTOBY€E OpPTOrOHAIBHY MPOEK-
miro it o0y 0B 300pakeHHs. BoHa 3HiMae 300pa-
JKCHHST MOJIeJli Ha abCoMoTHO TeMHOMY (oHi i3 3ama-
HUM KpokoM (y poOoTi 3acTocoByBaBcsi Kpok 1 rpan).
[MocninoBHicTh 300paskeHb 30epiraeThCst Ha >KOPCTKUH
JICK JUISl HOAAIBIIOTO aHallizy. AHaJi3 MOXe ITPOBOAH-
THUCH SIK Bi3yaJIbHO — T10 OTPUMAHNM 300paXeHHIM (ISt
BU3HAYCHHS SICKPABHX TOYOK Ha MOBEPXHI MOJEII), TaK
1 06pobIATHCS 32 TPOTPaMOIO.

Ionanemia o6poOka 300pakeHb MPOBOJUTHCS
nporpamuo. [l BU3HAYEHHS IUIOII TOBEPXHi, IO BiJ-
OuBae HEOOXiMHO BU3HAYUTH OJWHHUYHY IUIOIILY IiKCe-
sst. JIst 1hOT0, B IIEHTPI TPUBUMIPHOI CIIEHH, MEPIICH-
JWKYJISPHO A0 BIpTyaJbHOI KaMepH, PO3TAIOBYETHCS
MPSAMOKYTHA iieabHO BimbuBatoua mionmHa (puc. 11).
IIpu upoMy, 06’€KT JOCHIKEHHS (JIITAaK) THMYacOBO
MIPUXOBYIOTb.

Puc. 11. — Po3ramryBaHHs €TaTOHHOI INTONMHY B CIeHI (JTiTaK
MOKAa3aHUH JUTS PaBIIIBHOTO PO3TAIIYBaHHS IUTOIIMHHI)
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[TnouHa Mae po3mip ab, npH SIKOMY BOHa MaKCH-
MaJIbHO 3aliMa€ ToJie 30py BIipTyaJbHOI KaMepH Ta He
BUXOJUTS 3a ii Mexi (puc. 12).

Puc. 12. Po3ranryBaHHs €TaJOHHOI IUIONIMHE HA TOTOBOMY
300pakeHHi (IUIOIMHA 3aiiMae BUANMY YaCTHHY Kafapy,
ajie He BUXOJUTH 3a HOTO MeKi)

Hexaii y Mexi 300pakeHHsI IUIONIMHA BXOAUTH N
MMKCENiB TOAi, IJIONIY OAWHUYHOTO IIKCEIs MOXIIUBO
pO3paxyBaTy HACTYITHUM YHHOM:

S, =ab/n.
BI/IKOpI/ICTOByIO‘II/I 3HA4YCHHsA Sn Ta BH3HA4YarO4Hu

KiIBKIiCTh TiKcemiB K, 3HaueHHS SCKpPaBOCTI SKUX Bij-
MiHHE BiJl HyJISl, MOXKIIHBO BH3HAYUTH 3arajibHy IJIOILY

yciel noBepxHi S,,., fka BiAOMBaEe CUTHAN y KOKHOMY

paKypci TAKUM YHHOM:
S,ue =S,K.
OTxe, MOXKJIMBO BU3HAYUTH (PI3UUHY IUIOILY IO-

BepxHi JIA, sika Oyne BinOWMBaTHU CHrHAJ y HAaNpPsSMKY
npuiiMava Uit KOXXHOTro pakypey (puc. 13).

Puc. 13. Cxema cuieHH 17151 IPOBEICHHS JTOCIIIKSHHS
BigOuBarouoi 3matHocTi Ta 11 Burisin y Blender 3D:
1 - JIA, mo mociipKy€eThes; 2 — BipTyallbHa KaMmepa;
3 — TpaexTopis pyxy Kamepu HaBkojo JIA; 4 — mxeperno
MapayeIbHOTO TIOTOKY ITPOMEHIB Ha OJHIH OCI 3 BipTyalbHOIO
KaMeporo (PyXaeThCs pa3oM 3 BipTYaJbHOIO KaMEpOIo)

3poOuBLIM 3HIMKH 110 KOJIY 3 KPOKOM Y OJUH rpa-
JyC MOXXJIMBO OTpHMaTy Habip pakypciB y BUIIIAL 30-
Opaxens (puc. 14, 15).

Puc. 14. 3pa3ox IeKiabKOX OTpHMaHUX pakypcis JIA
(3D mopmens nitaka JI-39 6e3 ypaxyBaHHsI
Ppanionpo3opocTi HOCOBOTO 00TiKawYa Ta KaOiHM)

Puc. 15. 3pa3ok AeKiIbKOX OTPUMAaHHUX PaKypciB 00’ e€kTa
(3d Moesb IErKOMOTOPHOTO JTiTaKa)

1106 obuucauTy MOy A KOKHOTO 3 HUX Ha-
nucano [13 Ha MoBi nporpamysanss Python. I13 o0unc-
JIO€ IUIOLIY U KOXKHOTO PaKypCy, CTBOPIOE MAacHB
JaHuX Ta Oymye Ha iX OCHOBI rpadik y MOSIPHUX KOOp-
JIMHATAX.

TakyM 9YMHOM, MOJKJIMBO ITOOAYUTH HANOIIBII aK-
TUBHO BinOmBarodi moBepxHi. OKpyrii GopMu € 10cuTh
HE BHUTIHUMH 3 TOYKH 30pYy pajiooKaniiHol MOMITHO-
CTi TOMY, IO y OKPYIJIUX 00 €KTIB 3aBXKIU € 00JIACTb,
ska OyJle MEepIeHANKYIIApHA 10 HAMPSIMKY ONpPOMiHEH-
Hs, a 3 IHIIOTO OOKY — IJIacKi Ta ToCTpi (OpMH, IO PO3-
TAIIOBaHI TaKUM YHHOM, 1100 BigOMBATH CHTHAl Yy
Oynb-sikuil 01K, OKpIM paiojoKaTopa, MOXYTh 3HAYHO
3HU3HTH BIICOTOK CHT'HAITY, IO IOBEPTAETHCS HA3al.

Sk BIiIOMO — TOCTpi KPOMKH 3 BEIUKOIO JiHIHHOIO
JIOBXXHMHOIO BiTHOCHO JOBXXHHM XBHWJII BHOCATH MiHIMa-
npuui Briaan y ETIP [1, 19]. Ha puc. 16 HaBeneHi tpu-
BHUMIpHI MOJIeNi ABOX JiTakiB. [ po3yMiHHS pakypcy
— 3 iHIoro OOKy MOKa3aHa TOJIrOHANBHA CiTKa TPHBH-
MmipHoi Mozeni. OTxe, mogens F-117 Night Hawk wivo-
ro He MOBepTae Ha3aj 3 TAKOTO paKkypcy, a, y CBOO uep-
ry, BUIyKJi, OKpyrii popmu JI-39 Binbusaroth (mosep-
TalTh) 6araTto CUTHAIY Ha3al.

Puc. 16. Bnue ¢opmu Ha BIACTHBOCTI BIIOUTTSI CHTHAITY

[puBeneHi mozeni y pamMkax po3po0JIeHOro MeTo Iy
PO3TIIAAIOTECS BUKITFOYHO 5K iIealIbHO BiIOMBAIOYi I10-
BEPXHI.

[IpoTe, € MOXKIIMBICTH IMITYBaTH MPO30Pi, YACTKOBO
Mpo30pi Ta TMOTJIMHAIOWI Marepiand 0e3 MHpHUB’S3KH 10
peanbHUX (Pi3MIHNX BIACTHBOCTEH MaTepiaiy.

Ananiz ompumanux pezyibmamis y npoyeci mooe-
mosanus. Jng mepeBipku poOOTH METOAy OIHY W Ty X
camy mozens F-117 Night Hawk nomimieHo y tpuBumip-
Hy cueny T1a y CII3 Altair FEKO mist 3HsTTSI KpyroBoi
niarpamu EITP. OTpumani pe3ynbraTé KOPEIIOTh OIUH
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3 OIHMM 3a KyTaMH HaWOunpmoro 3HaueHHs EITP
(puc. 17). TIpote, 3a OTpUMAaHUMHU 3HAYCHHSIMH PIi3HHI
JIOCUTH BEJIMKa, 11€ TIOB’SI3aHO 3 THM, 110 METO]] BU3HAYAE
He EIIP, a came mionry noBepxHi, 1110 37jaTHA IOBEPHYTH
CHTHAJI Ha3aJl y TOYKY, 3 IKOi HOoro OyIio BUITYIIIEHO.

90°

270*
a — 3aCTOCYBAHHS 3aIPOTNIOHOBAHOTO METOJLY, M2

Tetal RCS [m'Z] (Fraquency = 9 GHz. Plane Wave Theta = 30 dog) - test

6 — pospaxyHok EITP B crienianizoBanomy
nporpamHomy makeTi Altair FEKO, m?

Puc. 17. Pesynbrary, orpumani st mozeni F-117 Night Hawk

Ha Binminy Bia peanbhoi EITP y meToni He Bpaxo-
BYIOTBCSI Taki SIBHINA, SK IHTEP(EPEHIlss Ta PEe30HAHC.
OpHak, 3alpONOHOBAaHUN METOJ TNPAIIO€ 3HAYHO IIBH-
que, Hix po3paxynok CIT3.

OpHi€ro 3 TepeBar METOy € MOJJIMBICTB MpoaHa-
Ji3yBaTH 300pakeHHs Ha HasBHICTH NMPOOIEMHHX IiJIsi-
HOK Ha Bigminy Bix Altair FEKO, ne miarpama crnpsimo-
BAaHOCTi, HaBiTh 3 BimoOpakeHow pazoM 3 Hewo 3D-
MOJICIIIIO, HE Ia€ PO3YMIHHS, SIKa YaCTHHA MOBepxHi JIA
€ npobsemuoro (puc. 18) [20].

ToTaRCS oo T
s
B oo
528
0
178
'mn
| 225
150
I 75
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Puc. 18. Haknanenus TpuBuMipHOi Mozeni
Ha rpadik 11 EIIP B Altair FEKO

[Ipu BUKOpHCTaHHI 3aIPOINOHOBAHOI'O METONLY €
MOJKIJIMBICTh BIACTEXHUTH NpoOiaeMHi micus. s nporo
HEOOXiTHO BU3HAYUTH KYT, MiJl SKHM CIOCTEpIraeThCs
HaiOIbIIA [UIOIA BiZOUTTA Ta 3HAWTH BIAMIOBIAHUU 3a
HOMEPOM KaJIp Y I[bOMY KyTi. Y TaHOMY BHUINAIKY OTpH-
Mani Kytd 94° Ta 266° — T0o0TO 94 Ta 266 Kamp, BiANO-
BiTHO. MOXIIMBO 3HAWTH KaAp y TOCIIJOBHOCTI Ta pe-
TENBHO JoCTianuTH #oro (puc. 19).

Puc. 19. TlocnigoBHICTS BU3HAYEHHS IPOOIEMHOT AIISHKH
Ha MOJIeNi, siIka poOuTh 3Ha4HUi1 BHecOK B EITP

Cnupatourich Ha 3D-monens Ta 3HalWAECHMIA Kajp,
MOJKIIMBO JIOKaJi3yBaTu 00JNAcTh BINOWUTTS CHUrHANY. Y
JTAHOMY BHIIJKy HaWO1IbII MPOOJIEMHHM € MiCIIe CTUKY
¢rozenspky Ta V-nopioHoro omnepenHs. Ilpuumna, 3a
SIKOIO Yy TAHOMY paKypci € BiIOUTTs, MOXKe KPUTHCS SIK y
HeockoHaocTi popmu 3D-Monerni, sika HE TMOBHICTIO
BIJINIOBiJIa€ peaslbHOMY NPOTOTHUILY. Tak, i MOMKIIMBOCTI
BUKOHAHHSI OTEPEHHS 3 KOMIIO3MIIIHHUX PaliONOTIIH-
HaAKYKUX a00 Pagionpo30pux MaTepiaiiB, MO HE BPaxo-
BaHO IIiJ YaC MOJIEITFOBAHHSA.

ane pimieHHST MOTJIO OyTH KOMIIPOMICHHAM IIif
gac mpoektyBanus F-117 Night Hawk tomy, mo kepy-
BaHHA y CXeMi 0€3XBOCTKa MaJl0 BUBUEHO Ta BBAXKAJIOCH
cknagHuM [21]. JInst HOpiBHSHHS MOXIIMBO HOOAYHMTH,
SIKY MaKCHMaJbHY IUIONIY BiOMBaIO4oi IOBEPXHI Mae
nitak JI-39 (puc. 20). Ha rpadiky (puc. 20) makcuma-
JbHA IUIOINA cKaagae 6muspko 12 M2 Ilpu mpomy, Mo-
JIeTIb JIiTaka JOCHTH JIeTalbHa Ta Ma€ BEJIUKY KiIBKICTh
MoJiroHiB, mo st MomemoBanus y Altair FEKO
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BuMarajgo O moOyJoOBM EKBIBaJIEGHTHOI MOJAENI 3 MEH-
OO KIJIBKICTIO JeTalieii ISt MOKIUBOCTI OOUMCICHHS.

Q0"

270"

Puc. 20. Pe3ynbratu, oTpuMani aus mogeni JI-39, m?
BucHoBkH

TakuMm YUHOM, PO3POOIIEHO MPOMO3UIIiT 1100 BH-
KOPHUCTaHHS MPOrPAMHUX MAKETiB TPUBUMIPHOTO MOJIE-
JIFOBaHHA UIA IIBHUAKOI Ta HAOIMIKEHOI OLHKHU IIIONI
noBepxoHb JIA, 10 BiIOMBAaIOTH €NEKTPOMArHiTHE BHU-
MIPOMIHIOBAaHHS JJIsl MONEPEIHbOT OLIHKH iX MOMITHOCTI
y paioNoKaIliifHoOMy Aiana3oHi, Takuil miaxig J03BOJISE
LIBHJKO Ha TEpLIMX eTanax IPOEKTYBaHHS BH3HAYaTH
¢dopmy JIA 3anmexxHO Bim moTped Ta JOOMpAIfoBaTH il
BXe OUIbII TOYHUMH METOJ[AMH, 1[0 3HAYHO 3a0IIAJAUThH
4ac Ha MPOEKTYBaHHSI.

OCHOBHUMH TI€peBaraMi BUKOPHCTaHHS IIPOrpam-
HUX MAKETiB TPUBUMIPHOTO MOJEITIOBAHHS €:

- IpoCTa, BizyajibHa IHTEpIPETAaLlisl OTPUMAaHUX pe-
3yJIBTATIB — MOXIIMBICTh MEPETIISIAY OTPHUMAHHUX PaKyp-
ciB BigOuTTs [t Mozeni JIA (Jitaka);

- mBUAKAa poOOTa — IIBUAKICTE OTPUMaHHS pe-
3yJibTaTy MO TPUBHMIPHIA MOZENI JliTaka aHaJOTi9HOL
CKJIAIHOCTI IHIIMMH METOJAaMH 3aiiMac 3HAYHO OlIbIIe
yacy. BukopucTaHHS cydacHHX Bi€OKapT KOMIT I0Tepa
Ta aNTOPUTMIB TpacyBaHHS IIPOMEHIB J03BOJISIE TPOBO-
IUTH JOCIIIKEHHS Y pealbHOMY MacIiTabi gacy;

- MOKJIMBICTB iMiTallii CKJIaTHOT KOHCTPYKLIT JriTa-
Ka 3 ypaxyBaHHSIM paJiOINOIrIIMHAIOYNX Ta Paaionpo3o-
pUX MaTepiajiB, a He TUIBKM HOBEPXHI 3 11eabHOIO
MIPOBIIHICTIO;

- MOKJIUBICTh aHIMalil pi3HUX YaCTHH KOHCTPYK-
il JliTaKka TaKHX, sIK: BIAKPUTTS PI3HOMAaHITHHUX JIFOKIB,
BHITyCK IIaci TOMIO, IO JO3BOJIUTH INOCHITUTH PYyXOMi
YaCTHHHU KOHCTPYKIIii.

Po3pobnernit MeTon Moxe OyTH BHUKOPHCTAHHHA
JUTS TIPOCKTYBaHHA MEPCHCKTHBHUX JITAKIB Ta Oe3mijo-
THHUX JITAJIbHUX anapaTiB 3 ypaxyBaHHAM MaJOIIOMiT-
HOCTI.

[Ipu upomy, po3poOieHHMH mMiAXix HEe 3aMiHUThH
3HAQYHO TOYHINI METO/M, sIKi 3aCHOBaHI Ha BHpILICHHI
IHTErpajJbHUX pIBHSHb EJIEKTPUYHOTO Ta MAarHiTHUX
MIOJIIB Ha MOBEPXHI PaioJOKaIiHHOTO 00’ €KTa CKIaHOT
¢dbopmu.

OnHak, MOXe JDOTOBHHUTH iX Ta CTAaTH IHCTpyMEH-
TOM TSI INBUAKOI OIHKY Gopmu JIA 3 Toukm 30py Bil-
OWBHOT 3/1aTHOCTI, a TaKOX Ha eTami po3poOKH — morre-
penHbOo JoomparioBaT GopMy HepcreKTHBHOTO JIA.
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Proposals for the estimating the reflective surface area of aircraft
based on three-dimensional modeling software packages

Yevhenii Tolkachenko, Oleksii Kolomiitsev, Serhii Osiievskyi, Artem Samokish, VVolodymyr Panchenko

Abstract. Relevance. The development of military aircraft, both unmanned and manned, faces an acute challenge to
reduce their radar visibility. There are sophisticated software products that can calculate the effective scattering surface of an
aircraft of any shape with great accuracy. However, they are united by the demand on computing resources when modeling a
radio signal reflected from a complex aircraft shape. Such demandingness leads to large time costs when it is necessary to
iteratively change the shape of the aircraft. Object of research: the process of estimating the effective scattering surface of
aircraft using three-dimensional modeling. Purpose: development of proposals for the use of three-dimensional modeling
software packages for quick and approximate estimation of the area of aircraft surfaces that reflect electromagnetic radiation for a
preliminary assessment of their visibility in the radar range. Research results. To reduce the cost of computing resources and
quickly estimate the surface area of aircraft, its simplified form of the model is used, which reduces the accuracy of calculations.
The paper substantiates the use of three-dimensional modeling packages, for example, Blender 3D, an open source software, to
study radar reflection from an aircraft model, based on the methods and assumptions of geometric optics. Conclusions. The use
of three-dimensional modeling packages for preliminary and rapid acquisition of the aircraft shape is relevant at the preliminary
design stage. The use of various surface shaders for a three-dimensional aircraft model is necessary to simulate the refraction,
reflection, and absorption of radio waves.

Keywords: aircraft, mathematical modeling method, computer modeling, programming, range portrait, optical method.
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CONTROL MODELS FOR MOBILE ROBOT PARKING
USING DISTANCE SENSOR DATA

Abstract. Relevance. The growing demand for autonomous mobile systems capable of independent navigation and parking is
driven by several critical factors. Firstly, the rapid robotization in logistics, security, delivery, and service industries necessitates re-
liable mechanisms for precise positioning of mobile platforms in spatially constrained environments. Secondly, in the context of
autonomous vehicle development, the issue of automatic parking becomes a priority for enhancing safety, reducing energy con-
sumption, and minimizing human involvement in control processes. Currently, a significant number of studies focus on the im-
plementation of automatic parking systems; however, most of them either rely on high-cost sensors (such as LiDARs or deep-
learning-based cameras) or fail to ensure the required accuracy under dynamic or unfamiliar environmental conditions. Against
this backdrop, the use of ultrasonic sensors represents an effective alternative, enabling a necessary level of adaptability and sensi-
tivity while maintaining low system cost. The relevance of this research is further reinforced by the need to develop a universal
control model that is scalable, adaptive, and easily integrable into various types of mobile platforms. This work focuses not only
on the theoretical formulation of the control model but also on its experimental validation using data from ultrasonic sensors that
reflect the physical environment in real time. Therefore, the development of a mobile robot parking control model based on ultra-
sonic sensors is a timely and important task that combines scientific novelty with practical significance for the advancement of au-
tonomous systems. The object of research. A parking control system for a mobile robot that operates based on data obtained
from ultrasonic distance sensors. This system comprises both hardware components, such as ultrasonic sensors, actuators, and con-
trollers, and software that implements algorithms for environmental analysis, decision-making related to parking maneuvers, and
motion control. Purpose of the article. This article presents a comprehensive review of contemporary models for mobile robot
parking control based on distance sensor data. The objective is to identify and critically evaluate effective approaches to sensor in-
tegration, control algorithm design, and architectural implementation of such systems. Particular attention is given to analyzing
their applicability in real-world environments, with the aim of outlining development prospects that enhance system accuracy, reli-
ability, and adaptability under dynamic and constrained conditions. Research results. As a result of the conducted review, it has
been established that modern mobile robot parking control systems encompass a wide range of modeling approaches, varying in
both mathematical complexity and sensor configurations. The analysis reveals that the choice of control model is directly influ-
enced by the availability of computational resources, the robot’s chassis type, and the nature of the operational environment. Par-
ticular attention is given to the comparative assessment of sensors, with ultrasonic sensors remaining dominant in short-range posi-
tioning systems due to their low cost, ease of integration, and reliability in controlled conditions. Conversely, LiDAR sensors have
demonstrated superior accuracy and spatial resolution, although they present higher implementation and maintenance complexity.
Cameras and infrared sensors are regarded as supplementary data sources, functioning effectively only within well-defined condi-
tions and with appropriate software support. The findings of the review confirm that an effective parking control system for mobile
robots relies on a holistic approach that integrates sensor selection, control model design, algorithmic implementation, and system
architecture. Such integration enables high accuracy and operational reliability even in complex, dynamic, or constrained envi-
ronments. Conclusions. Effective mobile robot parking control is based on the integration of reliable sensor systems, particularly
ultrasonic sensors and adaptive decision-making algorithms. Ultrasonic sensors remain the most suitable option for low-cost and
simple systems, whereas hybrid approaches involving LiDAR or camera-based solutions offer higher precision. Among the con-
trol algorithms, finite state machines, fuzzy logic, and machine learning methods have demonstrated the greatest effectiveness. The
most optimal system architecture is modular, with a clear separation between sensing, computation, and actuation layers, which
ensures adaptability, accuracy, and operational stability under real-world conditions.

Keywords: mobile robot, autonomous parking, ultrasonic sensors, sensor system, decision-making algorithms, finite
state machine, fuzzy logic, machine learning, motion control, navigation system.

particularly from ultrasonic distance sensors. These sen-

Introduction sors offer a simple, low-cost, and reliable means of de-

In the context of rapid advancements in autono-
mous mobility, the issue of efficient parking control for
mobile robots has become increasingly relevant. Across
multiple industries — from warehouse logistics to auton-
omous vehicles — robotic platforms must not only navi-
gate through environments but also independently exe-
cute precise parking maneuvers in confined spaces. The
ability to perform automated parking is a critical com-
ponent of full autonomy and a key factor for the safe
and efficient operation of such systems.

One of the most promising approaches to solving
this problem involves the use of real-time sensory data,

tecting obstacles and measuring distances to them, ena-
bling the implementation of adaptive maneuvering algo-
rithms. The primary challenge lies in developing an
appropriate  mathematical model and a software-
hardware implementation that can effectively interpret
sensor signals and use them to execute precise motion
control commands.

This paper presents an approach to developing a
parking control model for a mobile robot based on ultra-
sonic sensors, along with results from experimental
evaluations of the system’s performance in both simu-
lated and real-world conditions.

© Huk A., Diachenko V., lllarionov M., Titova Y., 2025
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Review of recent studies and publications. Con-
temporary research in mobile robot control demon-
strates a growing interest in low-cost and reliable sensor
solutions, such as ultrasonic sensors, to support accurate
positioning, obstacle detection, and autonomous parking
functionality. The reviewed academic sources cover a
range of approaches to sensor integration, algorithmic
control, and the evaluation of autonomous navigation
system accuracy. The first two references are particular-
ly foundational, as they systematize key methods and
examine the potential of ultrasonic systems in real-
world applications, especially in environments with
spatial or resource constraints.

In [1], the authors analyze modern sensor systems
used for obstacle detection in mobile robotics. The
study focuses on comparing ultrasonic sensors, LiDAR,
infrared sensors, and cameras. Ultrasonic sensors are
identified as the most effective for short-range naviga-
tion, especially when computational resources or budget
are limited. The authors conclude that ultrasonic sensors
offer the lowest energy consumption and cost, and high
indoor reliability, but can be affected by surfaces that
strongly absorb sound. The review in [2] explores a
broad range of applications for ultrasonic sensors, in-
cluding robotics, automotive ADAS systems, security
systems, and smart cities. In the context of robotics and
autonomous parking, ultrasonic sensors are highlighted
as the best solution for short-distance measurement and
object detection. The study also notes that combining
them with other sensors (infrared, magnetic, cameras)
significantly improves system stability and adaptability
in complex environments. Studies [3] and [4] focus on
emerging technologies that enhance traditional applica-
tions of ultrasonic sensors in mobile robotics, particular-
ly in the domain of autonomous parking. These works
highlight the transition from simple two-dimensional
systems to volumetric sensing approaches, which open
new possibilities for achieving full autonomy in real-
world-like environments. Study [3] addresses a new
generation of ultrasonic sensors designed to provide
three-dimensional coverage of the space surrounding a
mobile robot. Specifically, it explores Acoustic Detec-
tion and Ranging (ADAR) systems, which enable 360-
degree spatial perception without the need for rotating
mechanisms or complex optical setups. One of the key
advantages of these sensors lies in their significantly
lower cost compared to traditional LiDAR solutions: a
single ADAR module is priced at approximately $1,000,
whereas a conventional 2D LiDAR system may cost
$4,000 or more. In addition to affordability, the authors
emphasize safety advancements — ADAR sensors are
certified under IEC 61508 (SIL2), making them suitable
for use in industrial and commercial autonomous plat-
forms. The experimental section presents results of im-
plementing ADAR sensors in an autonomous mobile
device with a fully integrated obstacle-avoidance system
during parking maneuvers. Even in conditions involving
irregularly reflective surfaces, the sensor demonstrated
stable performance, whereas conventional ultrasonic
modules with single-plane detection suffered from accu-
racy loss or false positives. This publication, therefore,
underlines the relevance of transitioning toward multi-

angle ultrasonic arrays or volumetric solutions for au-
tonomous parking applications in mobile platforms.

Study [4] has a practical focus and provides technical
insights into ADAR system design for mobile robot devel-
opers. It presents the advantages of a new acoustic radar
architecture that relies not on the classic conical emission
diagram, but on analytical reconstruction of the acoustic
wave in space. By minimizing mechanical components and
increasing the data refresh rate (up to 100 Hz in scanning
mode), the system significantly improves obstacle detec-
tion stability during rapid maneuvers. The authors also
emphasize the economic impact: a configuration using four
ADAR modules effectively replaces two full-scale LiDAR
units, resulting in an owverall cost reduction of 60-80%.
Practical examples include configurations for logistics-
class robots, where the parking system operates based on a
3D ultrasonic map of the environment. Unlike traditional
systems that require prior map alignment, the new system
performs local spatial reconstruction and does not rely on
external references. Consequently, this publication not only
confirms the potential of 3D ultrasonic sensors but also
serves as a technical foundation for their integration into
next-generation mobile robot parking control solutions.

In [5], the authors propose a fundamentally novel
approach to sensor integration: instead of mounting ul-
trasonic sensors on the robot body or masts, the sensing
elements are embedded directly into the wheels of the
mobile platform. This configuration creates an acoustic
canalization system that combines contact-based and
contactless sensitivity. The paper presents a technical
description of the sensor architecture: a piezoelectric
element embedded in the wheel rim generates acoustic
waves that propagate through the tire and reflect from
the surface with which the wheel makes contact. By
analyzing the acoustic response, the system can deter-
mine the type of surface, detect micro-obstacles, and
even localize the initial point of contact with a wall or
other object. Experimental results demonstrate that the
robot was able to accurately detect changes in ground
material without the assistance of cameras or conven-
tional sensors. This opens new prospects for parking
systems operating under low-light, dusty, or confined
conditions, where ultrasonic reflection from walls offers
advantages over optical systems. The authors emphasize
that such tactile ultrasonic sensing could serve as a
backup system for registering real contact with obsta-
cles during parking maneuvers, significantly reducing
the risk of mechanical damage to the platform.

In [6], the authors investigate the deployment of
multiple ultrasonic localization systems in a single envi-
ronment without prior calibration. A common challenge
for autonomous robots relying on ultrasonic beacons is
the need for precise manual placement and calibration of
those beacons. In response, the authors propose the
SCAN algorithm, which enables a robot to simultaneous-
ly build an environmental map and automatically cali-
brate beacon positions based solely on signals received
from the ultrasonic sources. To process signals and esti-
mate position, the study employs Extended Kalman Fil-
ters (EKF), Weighted Least Squares Error filters, and
Unscented Kalman Filters (UKF). A series of indoor ex-
periments using a TurtleBot platform demonstrated that
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the SCAN approach reduces localization error by half
compared to traditional ULPS without self-calibration. In
the context of parking, this system enables the mobile
robot to adaptively orient itself even in environments
with dynamic spatial configurations — such as temporarily
relocated or occluded beacons — which is especially valu-
able in settings like warehouses, parking areas, or logis-
tics hubs. In [7], the authors present an loT-based park-
ing system that integrates various sensors (IR, ultrason-
ic, DHT22, MQ-2), an OLED display, and a mobile
application connected via MQTT. The system provides
real-time monitoring of parking slot availability and
supports automation features.

The reviewed publications illustrate current trends
in the development of sensor systems and control algo-
rithms for mobile robots in the context of autonomous
parking. The combination of traditional ultrasonic sens-
ing principles with novel architectural and algorithmic
approaches significantly extends the capabilities of au-
tonomous parking, enhances system adaptability, and
brings mobile robots closer to fully independent opera-
tion in complex and dynamic environments.

The purpose of this work is to generalize, sys-
tematically analyze, and critically evaluate contempo-
rary approaches to the design of mobile robot parking
control systems based on distance sensor data. Special
attention is given to the comparison of sensor configura-
tions, control model types, decision-making algorithms,
and system architectures, with the aim of identifying
their advantages, limitations, and potential for practical
implementation in real-world environments.

Main part

In contemporary scientific and technical literature,
several principal approaches have emerged for develop-
ing models of parking control for mobile robots. These
approaches differ in terms of the level of mathematical
formalization, the type of input data used, algorithmic
structures, and adaptation to specific technical condi-
tions such as chassis configuration, environmental char-
acteristics, and sensor types. Despite their differences,
all methods share a common objective: to ensure stable,
accurate, and safe insertion of the robot into a prede-
fined parking position within a constrained and obsta-
cle-filled environment.

One of the most prominent categories includes kin-
ematic models with feedback control. These models de-
scribe the motion of the mobile robot using differential
equations that account for orientation and velocity. Based
on a typical model (e.g., x = cos(x), y = sin(x), 0 = w) a
controller (proportional, fuzzy, model predictive control,
or neural network-based) adjusts the robot's trajectory by
computing the deviation from the desired parking pose.
This method offers mathematical precision but is sensi-
tive to sensor noise and irregular parking area geometry.

Another widely used approach is the motion-
pattern-based model. In this case, predefined maneuver
templates — such as arcs, reverse curves, or pivot turns —
are selected based on the geometric layout derived from
sensor input. This method is especially suitable for low-
computation environments or systems with limited de-
grees of freedom.

Trajectory-planning algorithms represent a third
class of models, where the robot's path is generated us-
ing search-based techniques such as A*, D*, RRT, Hy-
brid A*, or their heuristic-enhanced variants. These
methods operate in either coordinate space or configura-
tion space, accounting for kinematic constraints, and
enable the construction of smooth, optimal, or safe paths
in complex environments. However, they often require
considerable computational resources.

Decision-making in uncertain or noisy environ-
ments is frequently addressed through fuzzy logic,
where behavior is governed by a set of “if-then” rules.
While highly adaptive and robust to incomplete data,
such systems are less amenable to formal optimization.

An increasingly popular direction involves deep
learning-based methods, where the robot’s behavior is
trained on large datasets. These include neural networks
for situation classification, regression models for coor-
dinate estimation, and reinforcement learning for ac-
quiring parking maneuvers through trial and error. Hy-
brid models aim to combine the strengths of the above
techniques — for example, initiating entry with motion
templates and refining the final trajectory using A*
planning or fuzzy controllers. The choice of a suitable
parking control model for a mobile robot largely de-
pends on the platform type, environmental complexity,
required precision, reaction time constraints, and availa-
ble sensor data. Ultrasonic sensors, although limited in
spatial resolution, enable effective implementation of
adaptive or fuzzy control strategies under constrained
computational budgets. Next, we turn to the compara-
tive analysis of sensors used for autonomous parking of
mobile robots. Sensor selection plays a critical role in
obstacle detection, spatial awareness, and accurate envi-
ronmental mapping. The most common types in such
systems are ultrasonic sensors, infrared sensors, LiDAR,
and cameras — each with distinct advantages, limita-
tions, and performance characteristics that directly im-
pact overall system accuracy and reliability.

Ultrasonic sensors operate by measuring the time-
of-flight of acoustic waves reflected from surrounding
objects. They perform well for short-range obstacle de-
tection, offering low cost, ease of integration, and stable
performance in indoor environments. Ultrasonic systems
are less affected by lighting conditions, making them
reliable for shaded or enclosed spaces. However, their
accuracy is limited, particularly when detecting soft or
angled surfaces that absorb or scatter the sound waves.
They also have a wide field of view, which complicates
precise localization and may cause false positives due to
multipath reflections in cluttered environments.

Infrared sensors, which detect reflected or ab-
sorbed thermal radiation, offer high accuracy at very
short ranges. They are suitable for detecting nearby ob-
jects or edges, but their performance degrades under
variable lighting or when interacting with materials that
poorly reflect IR radiation (e.g., glass, dark, or shiny
surfaces). As a result, IR sensors are rarely used as pri-
mary components in complex parking systems but may
serve as auxiliary sources of localized information.

LiDAR systems provide significantly higher dis-
tance-measurement precision using laser beams to con-
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struct point clouds of the environment. They can capture
detailed 2D or 3D models, making them indispensable
in autonomous vehicles and robots operating in dynamic
or unstructured environments. However, LiDAR is ex-
pensive, energy-intensive, and requires advanced data
processing. Moreover, performance may be affected by
adverse weather, dust, moisture, or glass surfaces,
which scatter or attenuate the laser signal.

Camera systems, including RGB, stereo, or depth
cameras, offer the most versatile means of environmen-
tal perception. They capture object contours and colors
while enabling scene interpretation, marker recognition,
spatial estimation, and object classification. When com-
bined with computer vision or deep learning algorithms,
cameras become powerful tools for navigation. Never-
theless, their range estimation is limited without special-
ized processing (e.g., stereo vision), and they are highly
sensitive to lighting conditions. Poor illumination, glare,
backlighting, or shadows can degrade image quality and
compromise algorithmic performance.

Sensor Type Infrared
Operating Principle | Sound wave reflection | Infrared light reflection | Laser scanning
Range (m) 0.02-3 0.01-0.8 0.1-100+
Accuracy Low-Medium High (short range) High
to High (indoors) Low
Cost Low Very low High
ility for Parking Good Limited

Image processing
0.5-10+
Medium-High
Low—-Medium

Medium

Medium
Excellent (hybrid use)

Excellent

Fig. 1. Comparative analysis of sensors

Fig. 1 presents a comparative table of four types of
sensors commonly employed in mobile robot parking
systems. It summarizes the key technical characteristics
of ultrasonic, infrared, LiDAR sensors, and visual cam-
eras, focusing on parameters that influence system accu-
racy, stability, and operational efficiency.

Each sensor type demonstrates specific strengths
and is most effective under operating conditions. Ultra-
sonic sensors are optimal for basic parking tasks in en-
closed or structured environments. Infrared sensors are
well-suited for short-range object detection and can
serve as auxiliary detectors. LIDAR offers the highest
spatial resolution, but its use is justified primarily in
resource-intensive systems capable of advanced data
processing. Cameras provide the most comprehensive
scene understanding but are highly sensitive to envi-
ronmental factors and computational demands. In prac-
tice, hybrid sensor configurations — combining multiple
modalities — prove to be the most effective, as they al-
low compensation for individual sensor limitations and
enable system adaptability in dynamic or complex envi-
ronments.

The classification of decision-making algorithms
used in mobile robot parking systems constitutes an
important analytical task. It allows researchers to evalu-
ate how sensor input, particularly distance measure-
ments, is transformed into specific actuator commands
and to assess the adaptability of each approach to differ-
ent environmental conditions. Based on complexity,
adaptability, and logical structure, decision-making al-
gorithms can be categorized into several conceptual
types.

One of the simplest yet most widely adopted ap-
proaches is the rule-based system. In this case, the ro-
bot's behavior is described through predefined condi-

tional statements, such as: “if the front distance is < 30
cm, then stop; if the right sensor detects free space, then
initiate a right turn.” These systems are easy to imple-
ment and computationally inexpensive, but they offer
limited flexibility and perform poorly in unpredictable
scenarios.

A more structured approach is the finite state ma-
chine (FSM), in which the parking process is divided
into discrete states, each associated with specific transi-
tion conditions based on sensor data. FSM-based sys-
tems enable the development of logically structured,
stable, and predictable algorithms. However, their
scalability is limited, as the number of states and transi-
tions increases exponentially with scenario complexity.

Fuzzy logic systems offer a more adaptive ap-
proach by formulating rules with linguistic variables
and fuzzy sets, rather than strict numerical thresholds.
For instance: “if the distance ahead is short and the left
distance is moderate, then gently steer right.” Such sys-
tems provide flexible responses to sensor input and per-
form well under conditions with high measurement
noise. However, they require manual tuning of member-
ship functions and rule validation, which can be com-
plex and time-consuming.

A contemporary trend in decision-making for ro-
botic systems is the use of machine learning methods
[8], including deep neural networks and reinforcement
learning algorithms. These models learn decision-
making strategies from extensive datasets or through
environmental interaction. They can recognize spatial
patterns, evaluate the suitability of parking spots, and
predict optimal maneuvers based on historical experi-
ence. Their advantages lie in generalization capabilities
and adaptability to novel situations. Nevertheless, they
demand large training datasets, significant computation-
al power, and often lack interpretability compared to
traditional logic-based systems.

Hybrid approaches are increasingly adopted to
combine the advantages of different paradigms. For
example, rule-based logic may be used to govern safety-
critical behaviors, while machine learning components
handle adaptive planning. Alternatively, FSMs may
incorporate fuzzy control modules within individual
states. Such integration ensures both stability and pre-
dictability while enhancing flexibility and the capacity
for autonomous learning.

Fig. 2 presents a table of effectiveness criteria for
mobile robot parking control systems. It summarizes
four key parameters used to evaluate the performance
quality of such systems. Positioning accuracy is meas-
ured as the deviation from the target parking location,
with deviations under 5 cm considered indicative of
high-precision platforms. Energy consumption refers to
the power used per parking maneuver, where values
below 10 W are acceptable for battery-powered robots.
Adaptability reflects the system’s ability to respond to
changing environmental conditions — an especially criti-
cal requirement in hybrid systems operating in dynamic
or unpredictable spaces. Response time denotes how
quickly the system initiates action following a command
trigger, with values under 2 seconds deemed suitable for
real-time operation.
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Criterion Evaluation Method Typical Values Relevant System Types.

<5 cm deviation
<10 W per task

High in hybrid systems
<2 s transition

Distance to parking target
Power usage per maneuver
Ability to handle environment changes
Time from trigger to action

High-precision robots
Battery-powered platforms
Dynamic environments
Real-time systems

Energy Consumption
Adaptability
Response Time

Fig. 2. A table of effectiveness criteria
for mobile robot parking control systems

The classification of decision-making algorithms
illustrates the evolution from simple logical constructs
to intelligent, adaptive systems. Each approach occupies
its own niche of effectiveness, and the selection of an
appropriate algorithm depends on the complexity of the
operating environment, the types of available sensors,
computational capabilities, and the reliability require-
ments of the parking control system.

Another critical aspect is the choice of system ar-
chitecture and the criteria by which its effectiveness is
evaluated. In mobile robot parking control systems, ar-
chitecture defines how sensors, computational modules,
and actuators are integrated to implement the full per-
ception-to-action cycle. The most common design fol-
lows a three-layer structure: the sensing layer (data ac-
quisition), the decision-making layer (processing and
planning), and the actuation layer (command execution).
The effectiveness of such systems is assessed based on
several criteria, including positioning accuracy within
the parking space, maneuver execution speed, adaptabil-
ity to environmental changes, energy efficiency, and
fault tolerance. The closer the integration between sen-
sory and computational components and the more re-
sponsive the system is to dynamic changes, the more
effective the architecture is considered.

Conclusions

During this study, a comprehensive analysis was
conducted on current approaches to modeling mobile
robot parking control systems based on distance sensor

data, with particular emphasis on ultrasonic sensors. The
review synthesizes system architectures, algorithmic
strategies, types of sensor configurations, and key criteria
for evaluating the effectiveness of autonomous parking. It
has been shown that ultrasonic sensors, due to their sim-
plicity, affordability, and reliability in short-range detec-
tion, remain a core component of many parking systems,
especially in constrained environments and platforms
with limited computational resources. At the same time,
other sensors, such as infrared detectors and visual cam-
eras, offer significant advantages in terms of accuracy,
sensing range, and adaptability, making them essential for
integration into hybrid or high-precision systems.

The review has examined key decision-making
methodologies, including rule-based logic, finite state
machines, fuzzy logic, and machine learning techniques.
Each of these has proven effective in specific applica-
tions, ranging from simple reactive behaviors to self-
learning strategies suitable for complex, dynamic envi-
ronments. Hybrid models that combine classical logic
with adaptive elements are particularly promising for
achieving autonomous parking in real-world settings.

Furthermore, system architectures were analyzed
with a focus on how effectively sensory input, pro-
cessing logic, and actuation are integrated. Key perfor-
mance indicators include parking precision, robustness
to external disturbances, response speed, energy con-
sumption, and adaptability. The most effective architec-
tures are those that support real-time responsiveness,
tolerate uncertainty, and ensure operational robustness.

In conclusion, the development of an intelligent,
flexible, and reliable mobile robot parking control mod-
el constitutes a multi-layered engineering challenge. It
encompasses both hardware and algorithmic compo-
nents and requires an interdisciplinary approach to
achieve a robust and deployable solution.
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MogpeJi ynpasJliHHsI IapKyBaHHAM MOOLILHOIO podoTy
HA OCHOBI JaHUX BiJ AaT4HKa BixcTaHi

A. C.T'yk, B. O. [lsuenko, M. 1O. Limnapionos, €. C. TitoBa

AHoTauisi. AKTyajbHicTh. 3pocTaioua norpeda B aBTOHOMHHUX MOOIIBHUX CHCTEMaXx, 3aTHUX JI0 CAMOCTIHHOTO Opi€H-
TyBaHHS 1 HapKyBaHHsA, 00yMOBIIeHa KijlbkoMa BaroMumu (akropamu. [lo-mepie, akTuBHa poOoTH3alis y cdepax JOTiCTUKH,
OXOpPOHH, TOCTAaBKH Ta 00CITyroBYBaHHS NOTpeOye HAAIHUX MEeXaHI3MiB Ul TOYHOTO MO3HI[IOHYBaHHS MOOUTBHUX IUIATHOPM y
IIPOCTOPOBO OOMEKEHUX cepeNoBHIIaX. [1o-Apyre, y KOHTEKCTI pO3BUTKY OE3MIJIOTHOTO TPAHCIIOPTY HpoOiIeMa aBTOMaTHYHOTO
MapKyBaHHS Ha0yBae MPIOPUTETHOTO 3HAYCHHS IS IMiBHIICHHS PIBHSA OC3IMECKH, 3HIDKCHHS CHEPTOCIOKUBAHHS Ta MiHIMi3allii
ydacTi JIOAVHM B yrpaBiiHHi. HuHI iCHye BelMKa KUTBKICTh JOCITIDKEHb, CIIPSIMOBAHAX Ha peali3alilo CHCTEM aBTOMAaTHYHOTO
MapKyBaHHs, OJTHAK OUTBIIICTh 3 HUX a00 0a3yroThCs Ha BUCOKOBAPTICHUX CeHcopax (Jigapax, kKamepax 3 MIMOOKHM HaBYaHHSM),
a00 He 3a0e3Me4yyroTh HeOOXiqHOI TOYHOCTI B YMOBaxX JAMHAMIYHHUX a00 He3HalloMuX cepenoBuil. Ha 1boMy Tii BUKOPUCTAHHS
YIABTPA3BYKOBUX JTATYUKIB CTAHOBUTH CPEKTHBHY aJIbTEPHATHUBY, IO JO3BOJISE 3a0€3MEYUTH HEOOXIIHUI piBeHb aJalTHBHOCTI
Ta YyTIUBOCTI MpH 30epekeHHI HU3bKOI BAPTOCTI CUCTEMH. AKTYalbHICTh HOCHIIKEHHS MiAKPITUTIOETHCS HEOOXiqHICTIO CTBO-
PeHHSL yHiBepCaJbHOI MOJENI YIpaBIiHHS, sSKa MOria 6 OyTH MacmTabOBaHOIO, aJalTHBHOK Ta JIETKO IHTETPYBATUCS B Pi3Hi
TUNX MOOUTEHUX TIaTGopM. Y poboTi NPHUIIISEThCS 0COONIMBA yBara He JIMIIEe TEOPETUYHOMY OIHCY YHPaBIiHCHKOT MOJIEI, ale
1 eKcriepiMeHTaIbHIl nepeBipli i e)eKTUBHOCTI Ha OCHOBI JaHMX BiJl yJIbTPa3BYKOBHX CEHCOPIB, II0 BiOOpaxaroTh (i-3udHe
CEpPEIOBHIIEC Y PEKUMI PEabHOTO Yacy. TakuM YMHOM, po3poOKa MOJeNi yNpaBliHHS MapKyBaHHSAM MOOITEHOTO po-00Ta Ha
OCHOBI yJIbTPa3BYKOBHX JaTUMKIB € aKTyaJIbHUM 3aBJaHHSM, SIKE IMOEAHYE B COOI SIK HAYKOBY HOBU3HY, TaK i IPaKTUUHY 3HAYY-
OIiCTh IS TOJAIBIIOTO PO3BUTKY aBTOHOMHHUX cUCTeM. O0'€KT AOCHiIKeHHs: CICcTeMa YIPaBIiHHS MapKyBaHHAM MOOITBHOTO
pobora, mo QyHKIIOHYE Ha OCHOBI JIaHHMX, OTPUMAHUX BiJ yIBTPa3BYKOBUX NAaTYHKIB BifcTaHi. L[ cucrema BKitodae B cebe K
amaparHi KOMITIOHEHTH (yJIbTPa3BYKOBI CEHCOPH, BHKOHABYI MEXaHi3MH, KOHTPOJIEPH), TaK 1 IporpamMHe 3a0e3MeueHH s, 10 peai-
3y€ aJrOPUTMHU aHajli3y HABKOJIHMIIHBOTO CEPEeIOBHIIA, IPUHHATTS PillleHb 1100 MapKyBaJIbHOTO MAaHEBPY Ta KEPyBaHHS PYXOM.
MeTa cTaTTi IOCHI/KEHHSI Cy4aCHUX MOJeNiel yNpaBIliHHSA MapKyBaHHAM MOOLTEHOTO poOoTa, Mo (GyHKIIOHYIOTH Ha OCHOBI
JaHHUX BiJl CEHCOPIB BiJCTaHi, 3 METOIO BHSBICHHS €(pEKTHBHHX IIiIXOJIB 10 CEHCOPHOTO 3a0e3NEeUYEHHs, aTOPUTMIUYHOTO Kepy-
BaHHS Ta apXiTEeKTypHOI peasri3alii TaKMX CHCTEM, a TaKO)XK BH3HAUCHHS MEPCIEKTUB iX PO3BHUTKY JUIs 3a0€3MeueHHs] TOYHOCTI,
HAIIHHOCTI Ta aJJaNTHBHOCTI B YMOBAX PEAbHOTO cepeoBuINa. Pe3ybTaTh HoCHinKeHHsA. Y pe3ybTaTi MPOBEICHOTO OTJISI0-
BOTO JIOCTI/KEHHsI 0yJI0 BCTAHOBJICHO, IO B CYYaCHHX CHCTEMaX yIpPaBIiHHS MAapKyBaHHAM MOOUIBHUX POOOTIB iCHY€ IIUPOKHIA
CHEKTpP MiAXOMIB 10 MOJIETIOBAHHS, SIKi BIAPI3HAIOTHCS SK 32 PIBHEM MAaTEMaTHYHOI CKIIaJHOCTI, TaK i 32 THUIIOM CEHCOPHOTO 3a-
Oe3nedyeHH. BuspieHo, mo BuOip Moeni 6e3rmocepeiHbO0 OB’ I3aHUH i3 piBHEM JIOCTYITY 1O OOYHCITIOBANLHIX PECYPCiB, THIIOM
maci po6oTa Ta IPUPOIOI0 CEPEeNIOBHIIA, B sIKOMY BiH (yHKIioHye. OKpeMy yBary HpHJIUICHO NMOPIBHSHHIO CEHCOPIB, 3 SAKHX
caMe yJIbTPa3ByKOBi CEHCOPH MPOJOBXYIOTh TOMIHYBaTH y CHCTEMax KOPOTKOJMCTAHIIHHOTO MO3MIIOHYBAHHS 3aBISIKH CBOTH
HM3bKIi BapTOCTI, IPOCTOTI iHTerpauii Ta HaAIHHOCTI B KOHTPOJILOBaHNX yMoBaX. BoxHouac cencopu LiDAR nponemoHncTpyBa-
JI HaMBUIY TOYHICTb i MPOCTOPOBY iH(OPMATHUBHICT, X0Ya il 3aJMIIAIOTHCS CKIAAHIMINMHU Yy peaji3aiii Ta 00CIyroByBaHHi.
Kamepu Ta iH(ppauepBOHi ceHCOpU PO3IIISTHYTO SIK ITOJATKOBI JpKepena iHpopMaiii, siki eGeKTHBHO MPAIIOIOTh JIHMIIE B MEKax
YiTKO BH3HAYEHHX YMOB i IIPH HAJIGKHOMY IPOTrpaMHOMY 3a0e3neueHHi. Pe3yabTaTy orisiy MiJTBepANIHs, o eeKTHBHA CHC-
TeMa YIpaBIiHHS MapKyBaHHSIM MOOLTBHOTO poOoTa 0azyeThcs Ha KOMIUIEKCHOMY MiIXOJi 0 BHOOPY CEHCOPIB, MOJETI Kepy-
BaHHS, aJTOPUTMIYHOTO 3a0e3MEeUeHHs Ta apXiTeKTypHOI peamizamii. Lle mae 3Mory HOCATTH BHCOKOI TOYHOCTI Ta HamTiHHOCTI
(YHKIIOHYBaHHS HaBiTh Y CKJIIaJJHHUX, HECTAOUIBHUX a00 0OMeXeHUX cepenoBuinax. BucHoBku. EdexTrBHE yrpaBIiHHS TapKy-
BaHHJIM MOOIJIBHOTO poOOTa IPYHTYETHCS Ha MOEAHAHHI HAIITHOTO CEHCOPHOTO 3a0e3MeueHHs, 30KpeMa YIbTPa3ByKOBUX JaTUH-
KiB, 1 aJaNTHBHUX QJITOPUTMIB NPUHHATTS PillleHb. YIJIBTPa3ByKOBI CEHCOPH 3aIMINAIOTHCS ONTUMAIBHUMH JJIS HEAOPOTHX i
HPOCTHX CHCTEM, TOJI K TiOpuaHi migxonu 3 Bukopuctanusam LiDAR a6o xamep 3abe3nedyroTs Buily To4uHicTb. Cepen anropu-
TMIB HalOiIbII edekTHBHUME BUsBIINCh FSM, HewiTka jorika Ta METOJu MAIlIMHHOTO HaBuaHH;. ONTHMAaJIbHOI € MOIYJIbHA
apxiTeKTypa 3 YiTKUM IOIIJIOM CEHCOPHOTO, OOYHCITIOBAIFHOTO Ta BHKOHABYOTO PiBHIB, IO 3a0e3Meuye alalTHBHICT, TOYHICTD
1 CTaOLIBHICTh POOOTH CHCTEMH B PEaTbHUX YMOBaX.

KawuoBi cioBa: MoOinbHHI poOOT, aBTOHOMHE NAapKyBaHHs, yIbTPAa3BYKOBI JaTIUKH, CEHCOpHE 3a0e3IeUeHH s, ajro-
PUTMH NPUHHATTS PilleHb, CKIHYCHHHUI aBTOMAT, HEYiTKa JIOTiKa, MalllMHHE HaBYaHHs, KEPYBaHHS PyXOM, CHCTEMa HaBirarii.
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TEPMOAHAJII:FI/I‘IHI/II?'I KOMILVIEKC VIS OXAPAKTEPU3YBAHHA 7|
INEHTU®IKANI PEHOBUH METOAOM JU®EPEHIIMHO-TEPMIYHOI'O
AHAJII3Y TA HOI'O MOKJIMBI IEAKI COEPU 3ACTOCYBAHHA

AHoTanisi. Po3pobneHo mpocTuii 06araToIiIbOBHH TEPMOAHATITHIHMN KOMIUIEKC 3 KOMOIHOBaHHMM JuepeHMiitHo-
TEpPMIYHAM METOJOM JOCIIDKEHHSA s ineHTH(ikamii pedoBHH 3a TemreparypaMu (ha3oBHUX IIE€PETBOPEHb (IUIABJICHHS,
KUIIHHSA, KpUCTaji3awii, HoIiMOpGHUX MEPEXOaiB), TEPMIYHOTO PO3KIAJaHHS; BUBUCHHS MPUPOIH 1 TEMIEPATypHHX MEX
MPOTIKaHHS HU3KH TEIUIOBUX €(EKTiB — CTYMiHYACTHX; OMM3bKO PO3TALIOBAHMM 32 TEMIICPAaTypHHUM 3HAUYEHHSAM; TaKHX, SKi
HAKJIaJaloThesl (3yMOBJIEHI 3MIiHOIO MpocTopoBoi Moaumdikarii, Ierimpararii, po3kiagaHHi Ta iH.); (QYHKIIOHATBHHX
3aIKHOCTEH (DI3MYHHX BIACTHBOCTEH PEUOBHH; SKICHOTO, a B ISIKMX BHIIAJKaX 1 KUTBKICHOTO aHAJI3y MEXaHIYHMX cyMimeit
KUIBKOX PEYOBHH; BUMIPIOBAaHHS TeMIlepaTyp (a3oBHX Mepexo/IiB iHIMBIIyaIbHAX PEUOBHH i CHCTEM, TOOYJOBH Ha TX OCHOBI
JiarpaM CTaHy; BUBUCHHS KIHCTUUHMX Ta TEPMOIMHAMIYHHMX IapaMeTpiB (a3oBHX i XIMIYHHX IX IEpETBOPEHb; BH3HAYCHHS
TeIo(hi3MYHMX Ta IHIIMX BIACTHBOCTEH PEUOBHH 3i 3MIHOIO TEMIIEpaTypH TOIIO. B OCHOBY (yHKIIOHYBaHHS aHAIITHIHOTO
3aco0y MOKJIaIeHe BUKOPUCTAHHS IU(EPEHIIaTbHO-TEPMIYHOTO METOAY NOCIHiKEHHS 3pa3Ka W iHAW(EPEHTHOI PEYOBHHH.
Bin cknagaeTsest 3 IerKopo30ipHUX ENEKTPUYHHX TEYeH i3 CremialbHIMHU TpUMadaMH Ta KaceTaMH UL 3pasKiB 1 €TaloHY,
HPUCTPOIO JIHIITHOTO MPOrPaMHOTO PEryJIIOBaHHS TEMIEPATYpH 3 (a3oBUM KepyBaHHSM, IUIAHIIETHOTO ABOXKOOPIMHATHOTO
KOMIICHCALIHOTO MOTEHI[IOMETpa IS 3aIiCy TEpPMOTpaM AOCIIKYBAaHHX 3paskie B koopauHatax AT-T. Moro poGowmii
TeMIIepaTypHHI IHTepBal BU3HAYAETHCS 00JIACTIO 3HAYEHb BUKOPHUCTAHHS XpOMENb-aJIFoMeNeBHX (XA) mepeTBoproBadviB, 0
1300 °C. Bucoki MeTpoNOTiuHi XapaKTepHCTUKH KOMIUIEKCY 3a0e3NedyroThCsl BHKOPDHUCTaHHSIM XA TepMomapu y
HEraTUBHOMY 3BOPOTHOMY 3B’513KY HPHCTPOIO PETYIIFOBAHHS TEMIICPATYPH; PSIIOM CXEMHUX i KOHCTPYKTOPCHKHUX PillleHb HOTo
peanizarii; Ipenu3iiiHIM KepyBaHHSAM IOJAuer0 CepeiHbol TeIUIOBOI eHepril y 30Hy HarpiBaHHS IPOTPAMHHM 3aJaBaHHIM
MPOTOPLIHOTO 3 YacOM 3aKOHY «PO3TOPTKH» BEIMYMHM ONOPHOI HANPYTH 33/JaTYMKa.. 3aJeKHO Bi IiJIed BTUTIOBAHUX
3aBIaHb TPHCTPIH MoOXKe OyTH BHUKOPHCTaHHH CaMOCTIHHO B JIOKAIBHMX CHCTEMax YW y KOMIUIEKCI 3aco0iB mix dvac
MPOBE/ICHHS TEPMOAHATITUYHHUX JOCHIKeHb. Po3poOka Moke OyTu BHKOpUCTaHa Uil (yHAaMEHTAIPHHX HayKOBHX
JIOCIIDKEHB; Y BUPOOHWYNX JIA0OPATOPIsAX I MPOBEACHHS eKCIpec-aHali3y (a3oBOro CKiaay BXiTHOI CHPOBHHH i TOTOBOI
npoxykii, ii BUIpoOyBaHHSIX, TeCTYBaHHI, OLHIOBAaHHI HaJiHHOCTI I BM3HAa4Y€HHI pecypcy HalpalioBaHHS; cepTUdikamii;
IPH BCTAHOBJICHHI (DYHKIIOHAJIBHUX 3B’A3KIB JOCIHIDKYBaHHX O0’€KTiB; 3'siCyBaHHS yMOB CHHTe3y 1 Mopudikarii
BJIACTHBOCTEH CydyacHHX 0araTo ()yHKI[IOHAJIIBHUX MaTepiajliB pi3HOT0 NPU3HAYEHHs Ta iHIIMX aHAJIOTIYHUX LiIeH.

Kaw4doBi cioBa: TepMo-aHATITHYHUI KOMIUTEKC, AU epeHIiHHO-TEPMIYHAN METOI OCIIKEHHS, JTiHIHHE TPOrpaMHe
pETyIIOBaHHS TEMIIEPATypH, TeIUI0(i3udHI IIepeTBOPEHHS PEUYOBUH, TBOKOOPIUHATHHH 3amuc Tepmorpam AT-T.

— pI3HHX BapiaHTaX 3MINIyBaHHS BHUXITHAX KOM-
NOHEHTIB (XIMIYHOTO OCaKeHHS (CIiBOCA/KEHHS);
30J1b - Ielib; TIAPOTePMAIbHHIIT, KOMIUICKCOHATHOT TOMO-
reHi3allii; 3aMiHi PO3YMHHUKA; CUHTE3 I A€ MIiKpO-

Beryn

VY poboTi TpuBae 0OrOBOPEHHS pPE3yJbTaTiB KOM-

IUIEKCHUX JOCII/KEHb, IO IPOBOJSATHCS aBTOPAMH,
CHpSIMOBaHMX Ha  BHpIMEHHS  (yHIAMEHTaIbHUX
3aBJaHb 31 CTBOPEHHS HOBHX W YJOCKOHAJICHHS HasiB-
HHUX TEXHOJOTIH OAep>KaHHS JOCKOHAIMX OJHO(a3HUX
OKCHITHUX MaTepialliB MepPeXiTHUX 1 PiIKiCHO3EMEIbHUX
€IIEMEHTIB 31 CTPYKTYpOIO IIEPOBCKiTa, TpaHara i3
BIZITBOPIOBAHUMH BJIACTUBOCTSMH HH3bKOTEMIEpaTyp-
HUMH METOJaMHU «M’SKOi XiMiD» Ta 3 BHKOPHUCTAHHIM
HiTpaTHUX TpeKypcopiB. Lli cromyku € abCcoMOTHUMHI
JigepaMu SK 3a MacmTabaMH iX BHKOPHCTaHHA, TaK i
o0 yBaru 3 6oky mociigaukis [1-10]. Tomy cyvache
MaTepialo3HaBCTBO Ha X OCHOBI MOTpeOye TEXHOIOTIY-
HHUX PpErJIaMeHTiB NPOCTHX 3a KoH(iryparieo, maio-
CTaJifHUX, €HEProeEeKTUBHHUX, TAKUX, 110 XapaKTepH-
3yIOTBCSl MAacCIUTA0HICTIO, 3 MOJJIMBICTIO BiIATBOPEHHS
MIPOJYKTIB 13 3aJlaHUMH OJHOPIAHICTIO, CTaOUIBHICTIO,
KOMIUIEKCOM Harepe| 3aJJaHuX XapaKTepUCTHK.

IcHye Garato MeTOOMK CHHTE3Yy BKa3aHUX OKCHI-
HHUX 0araTOKOMIIOHEHTHHX MaTepiaiis [2—11], 3acHoBa-
HUX Ha Pi3HUX (i3UYHUX 1 XiMiyHMX mpuHIUOax. Oc-
HOBHHUMH 3 HUX €:

* BUCOKOTEMIIEPAaTYpPHUI METO
XIMIYHHUX peaKIliii;

* KOHJIeHCaIliitHi piakoda3Hi MeToaW OTpUMAaHHS
HAHOPO3MIPHUX OKCHIHMX MaTepiajiB 3aCHOBaHI Ha:

TBepIO(aA3ZHUX

XBHJIBOBOT'O BUIIPOMIHIOBaHHS);

— LIBHJKOMY TEPMIYHOMY pO3KJIaJaHHI IpeK-
YPCOPIB y PO34nHI (PO3MMIIOBANbHA CYIIKA; HIBUAKOTO
pO3IIMpPEHHS HAAKPUTHYHUX (QIIOITHUX PO3YUHIB,
KpIOXIMIYHUH);

— camo3aiiMaHHI (TminuH-HiTpaTHAN; MeTon [lek-
iHi; TeNI0NI03Ha (TKaHWHHA, TTallepoBa) TEXHOJIOTIS; Mip-
0J1i3 TIOJTIMEPHO-COJIbOBHX TUTIBOK).

Bubip BUKOpPHCTaHHS  KOHKPETHOTO  METOHIY
3aJISKUTH BiJ] XIMIYHOI IPUPOIN OTPUMYBAHUX CIIOJNYK,
po3mipy i MopdosoriuHuX OCOOIMBOCTEH YaCTHHOK
MPOAYKTIB CHHTE3Y, MOXKJIMBOCTEH HasBHOI jlaboparto-
pHOi 0a3m Tomo. Ili MeTomm BUKOPHUCTOBYIOTH SK
HEe3aJIe’KHO OJIMH BiJ OJHOTO, TaK i B KOMOIHAIIIT.

BimoMi mUpoOKi MOXIHUBOCTI XIMIYHOTO IH3aiHY
HOBUX MaTepiajliB Ha OCHOBI IIapyBaTUX IE€POBCKIT-
ONOJJOOHMX CHOJYK, 3aCHOBAaHI Ha PI3HUX peaKIisax
iOHHOTO 0OMIHY B X CTPYKTYpi, Ipolecax iHTepKasii,
TOmOXiMiYHOT KoHAeHcamii [12]. Bkaszani peakuii M-
O0XyTb OyTHM BHUKOPHUCTaHI MJsI OTpUMaHHS Oarart-
OINIaPOBHUX TOMOJIOTIB MEPOBCKITOMOMIOOHUX OKCHIIB 3
MEHII CTiHKHX, METacTabiIbHUX, CTPYKTYpHHUX ¢pa-
TMEHTIB Ta Oyt HaOOpPOM IHCTPYMEHTIB IiJ 4ac CTB-
OpeHHs TOoJiQYHKITIOHAIBHAX MaTepiaiiB Ha iX OCHOBI.
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OtpumaHi 3 iX JOIOMOIOI0 HOBI PEYOBHMHM 3 ILIApyB-
aToI0 CTPYKTYPOIO 30epiraloTh CTpyKTypHI OCOOIMBOCTI
CBOIX MEPOBCKITONOAOOHUX monepeanukis. [Ipu npomy
BEJIMKA BAapIaTUBHICTH X CKIaxy i CTPYKTYpH IMOSICHIOE
LIIMPOKUHA CHEKTp (YHKIIOHAIBHUX BIACTHBOCTEH,
MpPUTAMAHHUN TakUM MaTepiajaM, Ta MOXIHUBICTB
3aCTOCYBaHHSA SK MYJIBTH(EPPOIKiB, BHCOKOTEMIIEp-
aTypHHX HAIliBIIPOBiTHHKIB, CYIIEPiOHHUX MPOBITHHKIB,
JieNeKTPUIHOT KepaMikd, HaIIpOBITHUKIB, KaTaji3aT-
opiB, MmoMiHO(}OPiB TOMIO.

[Iperennye Ha yBary HEHOOAaBHO poO3pobieHa
IpYIOI0 aBTOpIB HOBa Hu3bKoTemmeparypHa (350 °C)
TexHoNoriyHa cxema [13] oTpuMaHHS HOPOIIKOBHX
YUCTHX Ta JIETOBAaHMX JIAHTAHOIIBMICHHUX CKJIaJHUX
OKCHIB (MEPOBCKITOBOTO i IPaHATOBOrO THUITY) IUIIXOM
o0'eqHaHHS TBEPAOTIIBHOI peakiii mMerare3ucy (CHoH-
TaHHOTO OOMIHY aTOMHHMMH / IOHHUMH CKJIQJIOBUMH MiXkK
peareHTaMu Ticlsi KOPOTKOTO TeEpiony iHIMiFOBaHHS
(BUKOpHCTaHHS, HAIPHUKIAA, MIKPOXBHIHOBOTO BHIIPO-
MiHIOBaHHS, MEXaHI9HO, TETTOBOI aKTHBaIlii) abo peak-
1ii 3CyBy) Ta PO3ILIABICHOTO HITPaTy JIy)KHOTO METAaIy
(um cymimn HITpaTiB MeTaliB) SK peakLiifHOTO cepe-
JIOBUIA. 3alpoNOHOBaHA JBOETAllHA METOMAOJIOTIS €
LIBHUJIKOIO, TPOCTOIO 1 HE Iependadae BUKOPUCTAHHS
Oynp-ikuX jgoporux XximikariB. Lle He morpebye Hi
CKJIaJTHOTO, Hi JOPOTOBAapPTICHOTO OONaIHAHHS, Hi CIie-
iaJbEHMX 3armo0ibKHUX 3axo4iB. HackiaInKu HaM BiloMoO,
Le HallHWK4Ya TeMmIepaTypa CHHTE3Y, SIKy KOJIH-HeOyIb
TOBIIOMJISUTA TIPO OAHO(A3HI MEPOBCKITOBI IOPOIIKH.
Meton TakoXX BHSABUBCS KOPHCHHM I OJCpIKaHHA
aKIENTOP-JIETOBAHUX MOPOIIKIB, 1[0 MAalOTh rapHi xa-
PaKTEepUCTHUKU CIIKAaHHS, a OTXKE, NMEPCHEKTUBH BHKO-
PHCTaHHS IiJ 9ac BUTOTOBJICHHS €JIEKTPO/iB, KUCHEBO-
MIPOBITHHUX €JIEKTPOJITIB ISt TBEPIUX OKCHIHHUX MaJINB-
HHUX EJIEMEHTIB, SIKi JICMOHCTPYIOTh Maike YUCTY IMpo-
BIIHICTh 10HIB KHCHIO MPH MajJOMy MapIiiaibHOMY
TUCKY KHCHIO i BUCOKHX TeMIeparypax, BiIMIHHY Tep-
MiYHY 1 XIMI4HY CTIifKiCTh NpPH CTaHAAPTHUX YMOBaXx
eKCILTyarTallii; KepamiyHMX MeMOpaH Juisi PO3JiJICHHS
KHCHIO Ta YaCTKOBOTO OKHCHEHHSI BYTIJIEBO/HIB, Ta30BHX
ATYUKIB Ta 1HIIIE.

HuHi chopmynpoBaHi 3aranbHi IPUHIUIN BiTHOC-
HO PO3MOJITY KaTiOHIB 33 KPUCTANOTpadiTHUMHU MICIIi-
MH CTPYKTYPH JOCIHIIKYBaHMX OKCHJIB Ta BUSBICHI
BEJIMKI MOXKIMBOCTI 130MOp(HUX 3aMilIeHb. 3’sCOBY-
IOTBCSL CHOCOOM KepyBaHHS mapameTrpamMu (PyHKI-
OHAJBHUX MaTepialiB Ha IXHI OCHOBI 3a paxyHOK
BHOOpY CKJIaTy, YMOB CHHTE€3y 1 HACTYMHOTO 0OpO-
6nenns. [lpomecu opep)kaHHS IIBOBOTO IPOAYKTY
MIPOXOAATh Yepe3 HU3KY CTadid 1 CyMpOBOKYIOTBCS
YTBOPEHHSAM NPOMDKHHX (a3. 3HaAHHA Mpo iX CKIaf,
YMOBH YTBOPEHHs I iCHyBaHHS, BJIaCTHBOCTI, 0coOmu-
BOCTI 1 3aKOHOMIPHOCTI TEPETBOPEHHS AAI0Th MOKJIU-
BICTh KEepyBaTH TAaKMMH IIPOLECAMH 1 IPOBOJIUTH Ha-
TIPaBJICHUH CHHTE3.

Haxonmueni HOBI 3HaHHA TPO TPHPOAY 1 Mexa-
HI3MH JOCJIKYBAaHUX SIBHIL, TEHAEHII PO3BUTKY TeX-
HIYHUX 3ac00iB, po3MHPEeHHsS cep BUKOPHUCTAHHS Cy-
yacHUX OKcuAHWX P3E-BMiCHHMX TOTi(yHKIIOHATBHHX
MarepiaiB, MiABUINEHHS BUMOT A0 iX CTaOUTBHOCTI i
BIITBOPEHHS KOMIUIEKCY (YHKI[IOHAIBHO-TEXHOJIOTIY-
HHUX XapaKTEPUCTHUK, MOIIYK HAMPAMIB yJOCKOHAJICHHS

TEXHOJIOT1H TX BUTOTOBJICHHS 1 MOXJIMBOCTEH anaparyp-
HOro 3a0e3NeyYeHHS 3yMOBWIIM IIPOJOBKCHHS HAIIOTO
JOCITIJDKEHHS 3 1aHOT TeMH Ta PO3pOOJICHHS Tpenun3iii-
HUX TEXHIYHHMX 3acO0iB i 3'sCyBaHHS (yHIaMCH-
TaJBbHUX TEIUIOBUX MEPETBOPEHb  JOCIIKYBaHUX
00'eKTiB 1 IX MOXKIIMBOI IPAKTUYHOT peaizarii.

IocTanoBka 3aBnanusa. s ycminmHoi peaizamii
MOCHIIOBHOI MeTOmoJiorii 3 BHBYEHHSA TEIUIOBUX
TIEPETBOPEHB JOCHTIHKYBAaHUX 00'€KTIB HEOOXiTHO:

* 3acTocyBaTH MeTox Au(epeHIiHO-TePMITHOTO
aHawi3y (AK HAHOUTBII YyTIMBUHA 10 XapaKTEPHUX 3MiH)
JUISL OXapaKTepU3yBaHHsS CYMICHOI NMOBEIIHKH CKJIao-
BUX KOMIIOHEHTIB CUCTEM;

* PO3pOOUTH MPHUCTPiil MPOrpaMHOro (HOPMyBaHHS
JTHIHHOTO 3aKOHY 3MIHM TeMIlepaTypu B po0odiil 30Hi
HarpiBaHHs;

* 3'ICyBaTH XapaKTEPUCTUKHU 3arpOIIOHOBAHOTO
3aco0y Ta HOT0 TeXHIYHI MOKJIHBOCTI;

* BHSBHTH OCOONMBOCTI 1 3aKOHOMIPHOCTI ¥y
MTOBEIiHITI TPOAYKTIB IIepepoOIeHHS;

* IHTEpIPETYBaTH OJICprKaHi pe3yNIbTaTH;

* BISIBUTH BIUIMBAIOUi (JaKTOPH 1 iX TOMIHAHTHICTB;

* o/iepKaHi pe3yJbTaTH TOJIOKUTH B OCHOBY IPO-
BEJICHHSI 3alIPOIIOHOBAHOTO TEXHOJIOTIYHOTO PerjaMeH-
Ty MOCJIiTIOBHOT'O MPOIIECY HepepOOICHHS.

BuKJ1a]] 0CHOBHOTO MaTepiaJly J0C/IiKeHHsI

Po3pobneno mpoctuii 6araTominbOBHI TepMoOaHa-
nmiTngHANA KoMInieke (puc. 1) 3 komOiHOBaHNM audepeH-
OifHO-TePMIYHUM METOJOM JOCIHiIKCHHS I 1/1eH-
TU}IKaIil pevOBUH 3a TemIeparypaMu (pa3oBHX Iepe-
TBOpEHb (TUIABJICHHS, KHUIIHHS, KpUCTaTi3alli, oJi-
MOP(QHUX Mepexo/iB), TEPMIYHOTO PO3KIAJaHHS; BUB-
YEHHsI PUPOJIHU 1 TEMIIEPATYPHUX MEX IIPOTIKaHHS HU3-
KM TEIUIOBHUX e(EeKTiB — CTYIIHYacTUX; OJM3bKO po3Ta-
IIOBAaHUM 32 TEMIEpPaTypHUM 3HA4YCHHSM; TaKuX, sKi
HaKJIQIAl0ThCsl (3yMOBIIEHI 3MiHOIO IPOCTOPOBOI MOAM-
¢ikamii, gerigparamnii, po3KIagaHHA Ta iH.); QYHKII-
OHAJIBHHX 3aJIEKHOCTEH (DI3MYHMX BIACTHBOCTEH pedo-
BHH; SIKICHOTO, a B JISIKMX BHIAJKAX i KUTBKICHOTO aHa-
73y MeXaHIYHUX CyMillell KiJIbKOX PEYOBHH; BHMIipIO-
BaHHS TeMIlepaTyp ($pa30BHX IEPEXO/iB IHAMBITyaTbHIX
peuoBHH 1 cucteM, MOOYIOBHM Ha iX OCHOBI Jiarpam
CTaHy; BHMBYECHHS KIHETMYHHMX Ta TEPMOAMHAMIYHUX
napaMeTpiB  pa3oBUX 1 XIMIYHHX iX MEpETBOPEHB;
BH3HAYEHHS TEIUIO(I3MYHUX Ta IHIIMX BIACTUBOCTEH
PEUYOBHH 31 3MiHOIO TEMIIEPAaTypH TOIIIO.

B ocHOBY (yHKIIOHYBaHHS aHATITHIHOTO 3ac00y
MIOKJIaJIeHe BUKOPHUCTAaHHS Ju(epeHIiaIbHO-TepMid-
HOTO METOAY MOCIHI/DKEHHsS 3pa3ka W iHguQepeHTHOL
pedoBuHH. BiH cKiamaeThest 3 JETKOPO30IpHUX eleK-
TPUYHUX TIe4el i3 CreliaJbHUMH TpUMadaMu Ta Ka-
ceTaMM JUIS 3pa3KiB 1 €TaJloOHy, MPHUCTPOIO JIIHIHHOTO
MIPOTrPaMHOT0 PETYJIIOBaHHSA TeMIiepaTypu 3 (a3oBuUM
KepYBaHHSM, IUIAHIIETHOI'O JBOXKOOPIUHATHOTO KOM-
MEHCANiHHOTO TMOTEHI[iOMEeTpa Ui 3alucy TepMorpam
JOCTIKyBaHHX 3paskiB B koopmmnatax AT-T. Moro
poboumii TeMIlepaTypHHH iHTEpBaJl BU3HAYAETHCA 00-
JACTIO 3HAY€Hb BUKOPUCTAHHS XPOMEJb-aITOMEICBHX
(XA) neperBoproBauis, 10 1300 °C [14]. Bucoki meTpo-
JOTIYHI XapaKTEPUCTUKU KOMIUIEKCY 3a0e3MeuyIOThCs
BUKOPHCTaHHSAM XA TepMolapu y HEraTUBHOMY 3BO-
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POTHOMY 3B’S3Ky IIPHCTPOIO DEryJIIOBaHHS TeMIiepa-
TypH; PSJIOM CXEMHHX 1 KOHCTPYKTOPCBKHMX pIllICHb
Horo peanizauii; NpenM3iiHUM KepyBaHHSIM MOJa4ero
cepeHbOl TEIUIOBOI eHeprii y 30Hy HarpiBaHHs MpOr-
paMHUM 3aJaBaHHSIM MPOIMOPIIHHOTO 3 YacoM 3aKOHY

«PO3TOPTKU» BCIMYHMHU OIMOPHOI HANPYTH 3aJaTYHKa.
3aje)HO BiJ LiNeil BTUIIOBAaHMX 3aBIaHb IPUCTPIH
MOXXe OYyTH BHKOPHCTaHHH CAMOCTIHO B JIOKAJIBHUX
CHCTEMaX YM Y KOMIUICKCI 3aCO0IB Mij] Yac MPOBEACHHS
TEPMO-aHATI THYHUX JOCIIIKEHb.

Puc. 1. Kommieke u1s oxapakTepu3yBaHHs | iieHTH(IKaMii peuoBHH METOA0M JU(epeHLiiHO-TepPMIYHOTO aHai3y

Kommnekc po3pobieHO 3 METOI CTBOPEHHS He-
CKJIaJHMMHM TEXHIYHMMM 3aco0amMu 0araToliibOBOIO
MporpamMHOro (GopMyBada JiHIHHOTO 3 YacOM 3aKOHY
3MIiHH TeMIIepaTtypu y poOodiil 30Hi JIETKOPO30ipHOTO
KAaceTHOTO HarpiBaua 3 MOJJIMBICTIO Bi3yaJbHOTO
CIOCTEPEKEHHS 32 3pa3KOM i XOPOIIMM BiATBOPEHHIM
YMOB 1 peXXKUMY TOCTIIKCHHS, 3 BUCOKOI HATIHHICTIO I
BIAJIMMH METPOJIOTIYHUMH  XapaKTePUCTHKAMH IS
OCHallleHHS! 71abopaTOpPHUX, HAYKOBHX 1 BUPOOHHUYMX
TEPMOAHAJITUYHUX KOMILJIEKCIB 3 BHMBYEHHS TeMIep-
aTypHOI TOBENIHKM 1 BCTaHOBJICHHS (DYyHKI[IOHAIBHUX
3aJIeKHOCTEH TapaMeTpiB TOCIIHPKYBaHUX 00’ €KTIB.

3anpornoHoBaHa po3poOKa € OJHUM 13 MOKIMBHUX
NpOCTHX BapiaHTiB ii peanizauii, pe3yJbTaTOM TpPUB-
aJI0T0 TBOPYOT'O TOIIYKY MOXJIMBOCTI IOEIHAHHS e(eK-
TUBHOCTI ¥ MepeBar MPUHIMUIIB, IO JIeXKAaTh B OCHOBI
NoOYZOBH CyYacHHX CHCTEM peryJIloBaHHS B OJowi Ke-
pPYBaHHS IIPOTPaMyBaHHSM TEMIIEPAaTYypH B JAEpPHBATO-
rpadi [15] i migBumeHoi criifikocTi Ta HaIiHHOCTI po-
00TH TperU3iiHNX CUCTEM KepyBaHHS TEIUIOBUMH IpO-
[leCaM{, OPTaHi30BaHWX i3 3aCTOCYBaHHAM JIHIHHUX
€JIEMEHTIB Y TOJIOBHOMY KOHTYpPi HETaTUBHOTO 3BOPOT-
HOTO 3B°513Ky [16].

MoxnuBi ¥ iHII, HANpUKIA[, Yy TOETHAHHI 3
CNEKTPOHHUM  JUCKPETHUM  3aJaBaHHSIM  OIOPHOI
HaNpyr, 10 OCOOJIMBO BAXJIMBO IIPH aBTOMATH3aLlil
eKCIIEPUMEHTY 1 JUTs MiABUILEHHS HOTO HaiHHOCTI.

Croci®6 mporpamHoro QopMyBaHHs JIHIHHOTO
3aKOHYy 3MIHM TeMIIepaTypyd HarpiBHUKa TEXHIYHO
peanizoBanuid 'y npuCTpoi (opMyBaHHS IiHIHHOTO
3akony 3Mmian Temneparypu ([IOJI3T) mns cnenianbHO
po3pobieHoro 0araToLiTBOBOTO TEPMOAHATITHIHOTO
KOMIUIEKCY, CTPYKTYpHa CXeMa SKOTO IIpHBEAEHa Ha
puc. 2 1 H03BOIIIE HAOYHO po3iOparhcs y miaxonax
110710 BUPIIIEHHS IIOCTABJIEHOT 3a/1aui.

PobGoTra mporpamHOro perymfropa TeMIepaTypH
(TI®DJI3T) zanarentoBana [17] i GazyeTbcst Ha (asoBoMy
METO/I KEpyBaHHS TMOTYXXHICTIO, IO TiJABOIUTHCS JI0
eNIeKTPUYHIX HAarpiBHUKIB oniopy. BiH ckmamaeTses i3

3a/1aTYMKa TeMIepaTypH,

MIEPBUHHOTO NIEPETBOPIOBaYA (JaTYMKa TEMIIEpaTypy
- XpoMeJb-alitoMeneBoi Tepmonapy, TXA),

By3na BigHiManHa (BB) Ha ocHOBI
LIaJIBFHOTO OIIEPAliHHOTO TMiICHIIIOBAYa,

noporooro npuctporo (tpurepa lmirtra, TII),

reHeparopa 3 JIHIHHAM 3aKOHOM 3MiHM HampyTH
(ITJI3H) pmna cuHXpOHI3yBaHHSA pOOOTH TIPHCTPOIO 3
YacTOTOIO HANPYTH KHUBJIEHHS, OJoKHHT-Teneparopa (bI),

CHJIOBOTO 0JIOKa,

CXeMH IHAMKAILi] peKUMiB pOOOTH MPUCTPOIO,

CXeMH IHIWKAIii TOpPHBY KOJIa TEPMOIIEPETBOPIO-
Baua,

HapamMeTpUIHOro
HaIpyTy KUBJICHHSI.

nuhepeH-

craburizatopa  JIBOMOJISIPHOT
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Puc. 2. Cnoci6 nporpamMHOro ¢hopMyBaHHsI JTiHIFTHOTO 3aKOHY 3MIiHH TeMIIEpaTypH HarpiBHUKA

VY By3:i 3a7aT4MKa OMOPHOI HANPYTH BUKOPUCTAHO
cepiiiuuit 3MiHHMKA noTeHuiomerp CII i3 mniHilHONO
3aJIeXKHICTIO ONOpY BiJl KyTa MOBOPOTY (XapakTepuc-
THKa A) micis HeCKJIaJAHOTO BUIaleHHs (ikcaropa KiH-
LIEBOTO IOJIOXKEHHsI, HA BaJl SIKOTO HacaJpKeHa LIecTep-
HSl.

Penykrop (P) 31 31BO€HIMU IIECTEPHIMH H Xparo-
BUKOM JIO3BOJIIIOTH JIETKO 3MIHIOBaTH IIOJIOXKEHHS
JIBMDKKA TOTEHIIIOMETpa B NPOIECi NPOBEAEHHS eKcIie-
PUMEHTY, a TaKOX BCTAHOBIIIOBATH HOTO B ITOYaTKOBE
TIOJIO>KEHHS.

Jist 3py4YHOCT] eKcInTyaTamii MOTEHIIOMETp, pe-
IyKTOp, CHHXpOoHHMH aBUTYH (CJ]) )KOpCTKO 3aKpiIuieHi
Ha 3arajbHill BUHOCHIH miaropmi.

[TpoBeneHHIO EKCIIEPUMEHTY IMepeaye IiAroToB4ya
crajis:

a) TOB3YHOK IOTEHIlIOMETpa 3ajarduka i3 Xpa-
MIOBUM MEXaHi3MOM YCTaHOBIIOIOTH Yy KpaiHe modyar-
KOBE MOJIO)KEHHS;

0) TOTEeHIIOMETP KOPEKIIi ,,IIOpIr CHpaIffoBaHHS
NepeBOAATh y TMOJIOKEHHS, 110 BiJIOBia€ MOMEHTY
BKJIFOUCHHS CUCTEMH KepyBaHHS;

B) BU3HAYAIOTH 1,0, 00’ €KTA JTOCIIIKCHHS,

T) 3aJeXHO BiJ IiJied TOCTaBJICHUX 3aBAaHb 1
PEeXHMY MpOrpaMyBaHHS MiJHIMAHHS TEMIEpaTypH BU-
OUparoTh NepelaTouHe BiJJHOIIEHHS PelyKTopa IPUBO/-
HOT'O MeXaHi3My 4acoBoOi ,,pO3rOPTKK” OMOPHOI HAIPYTH
3aJaTYMKa ¥ BCTAHOBIIIOIOTH BIAIIOBIZHO 3 TAOJIUIIEIO
nonatky [14] ta rpadiuHOIO TeMmepaTypHOIO XapaKTe-
PHCTHKOIO TEpMONEPETBOPIOBAYIB 13 XPOMEIb-alIio-
MEJIeBUX CIUIaBiB (pHC. 2).

Uonopue sepxnes 11O BiHHOBiI[aE BEPXHBOMY TI'paHU4-
HOMY 3HAUEHHIO JOCII/KYBAaHOTO TEMIIEpaTyPHOTO IIiJl-
Jiarmasony.

[Ticns BUKOHaHHA YCIX MIArOTOBYMX OINEpaliil 3a
KOMAaHJIOIO0 ,,ITyCK” PO3IMOYHHAETLCS POOOTa KOMIUIEKCY
B @BTOMaTHYHOMY PEKHMI.

Hampyra 3agatunka temnepaTypy 3 Npenu3iiHoOro
omopHoro mkepena (JJOH) momaerhcs Ha iHBepTH-
pyroumii Bxin Bysna BignimauHs (BB). Ha iioro Hein-
BEPTYIOUMIl BXiJl TpHEJHAHA XPOMeEJb-allOMeJeBa
TepMoIapa, SKa BBEICHA Y JIAHIIOT TOJIOBHOTO KOHTYpY
HEraTUBHOMY 3BOPOTHOMY 3B’SI3KYy CHUCTEMH pPEryJIio-
BaHHs, a BUOIp 11 THITy 3yMOBICHHI HPUPOJHOIO TIPAK-
TUYHO JiHiiHOW 3anexHicTio EPC Bim Temmeparypw,
sKa XapakTepHa Ul EJIEKTPOMdIB 13 XpOMeJb-aio-
MEJICBHX CIUIaBIB.

L.l apsiauit’” crai TepMomapy po3TaIIOBY€EThCS O
HATpIBHUKA ¥ 130JIFOETHCS TOHKHM IIAPOM TEPMOCTIH-
KOro JiefeKkTpuka. Pi3HMLs Hampyr 3ajartdydka i
TepMonapu € curHajioMm noxuOku. Ha Bxoni kackamy
y3romkenHs (BC) curHanm mnoxuOKM CKIanaeTbcs 3

Hampyrow (QopMmyBaua JTHIHHO 3MIHHOT HANPyrH
(T'JI3H). ITpu ymoBi
U 6ux.BB + U eux. I JI3H 2 U 6epx.nop.

Ha Buxoni Tpurepa llIMiTTa yTBOPIOIOTHCS MPSMOKYTHI
IMITyJIbCH, 3aJHIH (QPOHT SKUX ,,(ikcoBaHMH” 1 cIiB-
majae 3 KiHIeM po0O0Yoro MiBIIEPiOAy HANPYTH KHUB-
JICHHS B MEpEeXi, a Mepeaniid GpoHT ,,3MIMIyeTbCA” TPH
3MiHI CHTHAJly IOXHOKH B CHCTEMi BiJCIiAKOBYBaHHS
TEPMOPETYJIIOI0YOT0 IPHCTPOIO.

[IpsiMokyTHI  IMIyIbCH, 1O  (OPMYIOTHCS
tpurepom Illmitra, KepyroThb poOOTOIO  OJIOKHHT-
reHepaTopa, Ha BHXOJI SKOTo 3 SIBISIIOTBCS — cepii

IMITyJIbCIB  3arajbHOI0 IIMUPWUHOIO, IO BiJIIOBINAIOTH
TPUBAJIOCTI ~ NPSMOKYTHHMX  iMIynbciB.  biokwmhr-
TEHEepaToOp 3aCTOCOBYETHCS Ul ENEKTPUYHOTO pO3B’si-
3yBaHHS KOJIa KEPYBaHHS 31 CWJIOBOIO YAaCTHHOIO pery-
JIOI0YOTO IIPUCTPOIO 332 JOMOMOIOI0  IMITYJICHOTO
TpancopmaTopa. IMmynbcu 31 BTOPHHHOT OOMOTKH
TpancopmaTopa OJIOKHHT-TEHEpaTOpa KEPYIOTh (a3oio
BIIKpUBaHHS CHUJIOBOTO TUpHCTOpHOTO BeHTWIs (BT),
3MIMCHIOIOYM TaKUM YHHOM TIPOTOPIIiHE KepyBaHHS
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cepeHbOIO MOTYKHICTIO HarpiBaya. Ilomaua eneprii B
00’€KT 3/IHCHIOETBCS 10 THX NP, OKH TeMIeparypa B
HBOMY HE JOCSTHE 3aJaHoro 3HadyeHHs. [Ipu npomy
Hampyra Ha BHXOJAI JAWU(EpeHLiHOro migcuiIoBaya
HaOIMKAETBCS 10 HYJSL, 1 CHJIOBHHA BEHTWJIb 3aKpHBa-
€Tbes (IPU3aKPUBAETHCS).

CuctemMa TOBUIPHO TIPOXOOUTH dYepe3 HHU3KY
MOCTITOBHUX KBa3iONM3BKMX CTaHIB, BiITBOPIOIOYH
THIHHY TeMIIlepaTypHy 3aKOHOMIpPHICTB i3 4acoM y 30Hi
HarpiBaHHI.

IpucTpiif 3 TaKUM JTIHIHHAM TOJATKOBHM JIAHITIO-
rOM H.3.3. BHABJI€ cinaOKy 3aJeXHICTb BiJ| HecTa-
OUTPHOCTI BUXIJIHUX KOMIIOHCHTIB i TPU BCJIUKINA TJIH-
OMHI HEraTMBHOTO 3BOPOTHOTO 3B’S3KY 3a IOTYKHICTIO
3abe3nedye He TUIbKM BUCOKY JIIHIHHICTD KoedilieHTa
nepenadi, ajne W crnaOKy 3aJeXHICTh BHUXIJHOI MOTYX-
HOCTI BiJl KOJIMBaHb HANPYTH KHUBJICHHS.

ITepeBaroto maHoro cmocoOy HpW TEXHIYHIA HOTO
peamizamii y CcHCTeMi KepyBaHHS HarpiBHHUKOM 3a
BIIXWJICHHSAM TEMIIEpaTypHOTO IapaMeTpa IpH BHpi-
IIEHH] ITOCTaBJICHOI 3a/1a4i - € BUKOPUCTAHHSA y CHCTEMI
3a7aT4nKa IMapameTpa W JIiHIHHOTO HETaTHBHOTO 3BO-
POTHOTO 3B’SI3KYy MPUPOMHOI JIHIHHOI 3aeXHOCTI Tep-
Mo-EPC Xxpomenb-aitoMeNieBUX CIUIABIB Bifl PIi3HHII
TEMIIEpaTypu iX raps4oro i XOJOAHOTO CIaiB, sKa ChO-
TOJIHI HE BUKOPHCTOBYETHCS B HKOIHOMY IOJIOHOMY
aHaiTHYHOMY 3aco0i. BiH siBise iHTEepec 3a CXeMHUM 1
KOHCTPYKLIHHUM LUISIXaMU BUpILIEHHs podiemu dop-
MYBaHHS 3aKOHY PETYIIOBaHHS TeMIlepaTypu o0’eKra -

MPOCTHHA, 3 BUCOKOK YYTJIMBICTIO 1 XOPOIIOK PO3Pi3HIO-
BaJILHOIO 3/1aTHICTIO.

Peanizyerbcst Ha Cy4acHMX  KOMIUIEKTYIOUHX
€JIEMEHTaX, SIKi CepiiiHO BUTOTOBIISIOTHCS, 1 MOXKE OYTH
3alpONOHOBAHMK JUI BUKOPUCTAHHS IIPH BUPIIICHHI
0araThb0X a”HaJOTIYHMX 3a7ady.

Kommiexc Moske OyTH BHKOPHCTaHHNA JUIS aHAIO-
TIYHUX HAyKOBHX JOCIIKEHb, Y BHPOOHWUMX Jabopa-
TOpiSIX UIA TIPOBEICHHS EKCIIpec-aHamily (a30BoOro
CKJaqy BXiZHOI CHPOBMHH 1 TOTOBOI MPOMYyKHii, ii
BHITPOOYBaHHAX, TECTYBaHHI, OIIHIOBaHHI HAMIHHOCTI H
BU3HAYCHHI pECypCy HampaIlOBaHHs, CepTH]IKAIIT;
IIPYU BCTAHOBJICHHI (DYHKIIOHAJBHUX 3B’SI3KIB IOCIIJ-
JKYBaHHX 00’ €KTIB TOLIO.

BucnoBku

[MpunasoBi XapakTEPUCTUKU PO3POOJICHOrO Tep-
MO-aHAIITHYHOTO KOMIUIEKCY JO3BOJISIIOTH OTPUMYBATH
HaMIAHI eMmipuyHi Teruio-(i3uuHi JaHi, OO0 CTalTh
OCHOBOIO JIJIsl BUSIBJICHHS, I1CHTU(]IKAII, KOHTPOIIO
YTBOpIOBaHUX (Da3, BU3HAUECHHs €JIEMEHTHOIO CKIany i
BMICTy Tp00, TNPOBEACHHS aHali3y 1 MOPIBHIHHSA
($a30Boro craHy 00’€KTIB y MHIATOTOBYMX CTadisX Ie-
pepoOneHHS B IHHOBALlifHUX TEXHOJOTISIX 3 BHKOPHC-
TaHHSAM MONEPEIHHUKIB €JIEMEHTIB PIi3HOI €IeKTPOHHOI
CTPYKTYpH 1 pi3HUMH KOMOIHOBaHHMH CII0COOaMHU IX
aKTHUBAIii, BCTAHOBIICHHS TEXHOJOTI9HO-()yHKIIIOHAIB-
HUX 3aJIe)KHOCTEH, KEPOBAHOTO MOAU(IKYBaHHS Biac-
THUBOCTEH MPOIYKTIB CHHTE3Y.
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Thermoanalytical complex
for characterization and identification of substances
by the method of differential thermal analysis and some of its possible areas of application

Oleksandr Dryuchko, Natalia Bunyakina, Bohdan Boryak, Ruslan Zakharchenko, Lyudmila Davydenko

Abstract. A simple multi-purpose thermoanalytical complex with a combined differential-thermal method of research
has been developed for the identification of substances by the temperatures of phase transformations (melting, boiling,
crystallization, polymorphic transitions), thermal decomposition; studying the nature and temperature limits of a number of
thermal effects - stepwise; closely located by temperature value; those that overlap (caused by a change in spatial
modification, dehydration, decomposition, etc.); functional dependencies of physical properties of substances; qualitative, and
in some cases quantitative analysis of mechanical mixtures of several substances; measurement of phase transition
temperatures of individual substances and systems, construction of state diagrams on their basis; study of kinetic and
thermodynamic parameters of their phase and chemical transformations; determination of thermophysical and other properties
of substances with a change in temperature, etc. The operation of the analytical tool is based on the use of the differential-
thermal method of research of the sample and indifferent substance. It consists of easily dismountable electric furnaces with
special holders and cassettes for samples and the standard, a device for linear program temperature control with phase control,
a tablet two-coordinate compensation potentiometer for recording thermograms of the samples under study in AT-T
coordinates. Its operating temperature range is determined by the range of values of the use of chromel-alumel (HA)
converters, up to 1300 °C. High metrological characteristics of the complex are ensured by the use of a HA thermocouple in
the negative feedback of the temperature control device; a number of circuit and design solutions for its implementation;
precision control of the supply of average thermal energy to the heating zone by software setting the proportional to time law
of the "sweep" value of the reference voltage of the setter. Depending on the goals of the implemented tasks, the device can
be used independently in local systems or in a complex of means during thermoanalytical studies. The development can be
used for fundamental scientific research; in production laboratories for rapid analysis of the phase composition of incoming
raw materials and finished products, their testing, evaluation of reliability and determination of service life; certification;
when establishing functional relationships of the objects under study; clarification of the conditions for synthesis and
modification of the properties of modern multifunctional materials for various purposes and other similar purposes.

Keywords: thermo-analytical complex, differential thermal research method, linear program temperature control,
thermophysical transformations of substances, two-coordinate recording of thermograms AT-T.
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Harmionansauii TexHivHUHN yHIBepcuTeT " XapKiBCHKUI MOMITEXHIYHUHN IHCTUTYT', XapKiB, YKpaiHa

MATEMATHYHA MOJIEJ/Ib KOJIMBAHb PYXOMOTI'O CKJIALY
HA KPUBOJITHIMHIN ALVITHOT IVISIXY IS BOPTOBOI
CUCTEMMU NIATPUMKU ITPUUHATTSA PILLNEHD

AHoTanisi. 3 ToUKM 30py Aii, IKy KOJIMBaHHS YMHATH HA PyX I0i3/a, HAHOUIBII BIUIMBOBHUM € HPOILEC MPOXOIKEHHS Py-
XOMHM CKJIaJIOM KPHBOJIHIIHOI AUITHKY NUIXY. Y CTaTTi pO3rILIAIOThCS Mpo0ieMu, OB'sI3aHi 3 TUHAMIYHUMH TIPOLIECaMH
IIiT 9ac pyxy 3aTi3HUYHOTO TPAHCIIOPTY N0 KPUBOJIHIHHAM IUITHKAM HITAXY. 30KpeMa, aHali3yI0ThCs KOJMBAHHS BAJISTHHS
Ta OOKOBOTO BIHOCY, SIKi MalOTh 3HAYHHUH BIUTHB Ha O€3IeKy pyXy, KOM(}OPT NacaKUpiB Ta CTYIIIHb 3HOIIYBAHHS MEXaHITHHX
KOMITOHEHTIB. B SIKOCTI IIISXyY MOM'SKIIEHHS POOJIeMU KOJIMBaHb PO3IIIAAAETHCA JOIOBHEHHS CHCTEMH MIATPUMKH MPUIAHATTS
PpillIcHs HOBUM MPOTPaMHUM KOMIIOHEHTOM. Y pe3yJbTaTi aHali3y CydacHHX HAyKOBHX AOCTIKEHb PO3pOOICHO MaTeMaTHIHy
MOJIENb PYXY IHU3elb-N013/1a, 0 BPaXOBY€E OCOOIMBOCTI NPOXO/DKEHHS KPHBHX AUITHOK IUIAXY. Mozenb J03BOJIsE NPOBECTH
aHaJi3 IUHAMIYHHAX XapaKTEePUCTHK Ta MOKe OyTH 3aCTOCOBaHA y SKOCTI MPOTPaMHOTO KOMIIOHEHTY Y CHCTeMax IMiATPHMKH
TIPUHAHATTS PillleHb 111 OOPTOBHX CHCTEM KepyBaHHS 3aJIi3HHYHOTO TPAHCIIOPTY YKpaiHu. BusHaueHo, 110 POXODKEHHS KpH-
BOJTIHIHHOT TUITHKY NIUIIXY HA BUCOKIH MIBHJIKOCTI 3HAYHO BIUTMBAE Ha O€3IeKy ITOJAIBIIOTO PyXY. Y 3B’S3KY 3 UM BUSBICHHS
KPUTHYHOT IIBUAKOCTI € aKTyaJIbHUM 3aBJaHHSIM Ta CTAHOBUTH HAIIPSIMOK ITOJABIINX JOCIIDKEHb.

Kaw4oBi ciaoBa: mMarematuuHa MOAENb, CHCTEMA MIATPUMKU NPUHHATTS pillieHb, OOPTOBI CUCTEMHU KEpYBaHHS, PyXo-

MU CKJTaj, KOMMBAJIbHUH MpoIiec, KPUBOIIHIHHIN pyX, BUIAHHS, OOKOBHH BHHOC.

Beryn

IHocranoBka mnpodJsemu. IlutaHHS HOJANTBIIOrO
PO3BUTKY CydYacHOI Taimy3i BITYM3HSAHOI 3alli3HUII
IITFHO TIOB'SI3aHE 3 BUPINICHHSAM HassBHUX MPOOIIEM, SKi
MOB'AI3aH1 HacaMIepe] 3 EKCIUTyaTalielo 3ali3HHIHOTO
TPaHCIIOPTY: MiABUINEHHS IIBUIKOCTI Ta OE3MEKH PyXy,
KOM(OPTY Macakupis, 3armoOiraHHs 3HONIYBAaHHS 3ai3-
HUYHOTO NIISIXY Ta KOMIIOHEHTIB pyxoMoro ckiany. On-
HI€IO 3 TIEPENIKO/I, 0 BUHUKAIOTh Ha IUISXY BUPIIICHHS
03HAUCHHX MPOOJEM € 3arajbHUN HE3aJ0BUIBHUN CTaH
3aJTI3HUYHOTO IMOJIOTHA Ta OUIBIIOCTI PyXOMHUX CKJIAIIB,
1110 TIPU3BOANTD /10 BAHUKHEHHS HQ/IMIPHUX KOJIMBAaHb Ta
BiOpaIliif 3aTi3HUYHOTO TpaHCHOPTY mij yac pyxy [1]. Lli
JUHAMIYHI TPOIIECH, B CBOIO YEpry, MPU3BOIATH 0 IO-
JaJIBIIOTO HOTIPIIEHHS CTaHy PEHOK Ta PyXOMHX KOMIIO-
HEHTIB 110{3/1a, 3HAYHOTO OOMEXEHHS IIBUIIKOCTI PyXo-
MOTO CKJIany [2] Ta cTBOPIOIOTH 3arp03y BHHHKHCHHS He-
nependavyBaHUX aBapiifHUX CHUTYAIIiil.

3 TOuKH 30py Aii, IKy KOJIMBaHHSI YUHATH HA PyX I10-
1311, HAMOUTBIII BIUIMBOBHM € MPOIIEC MPOXOPKEHHS PyXO-
MHM CKJIaJI0M KPHUBOMIHIHHOT HimstHKY nuisixy [4]. TTix gac
PYXy B KpMBHX KOHTAKT KoJieca i perku BimOyBaeThCs 3
KOB3aHHsIM, 1110 BXXE CIIPUUHUHSIE 3HOLTYBaHHs. KonnBaHHs
BIWJIAHHS 1 GOKOBOTO BHHOCY, SIKi € OCHOBHHMH IIiJ] 9ac
KPHBOJIIHIIHOTO PyXYy, TPU3BOAATH JI0 MiIBUIICHNX JTUHA-
MIYHHMX HABAaHTaKEHb Y KOHTAKTI «KOJIeCO-peikay, 3011b-
LIYIOTh KOB3aHHS 1 CHILy TEpPTsl, 0COOIMBO Ha rpebGeHi Ko-
neca 1 OlYHIN NMOBEpXHI PEiKH, M0 3HAYHO IPHCKOPIOE
3HOC SIK KOJICHMX Tap, Tak i pefikoBoi Kouiii, 1o Beze 10
30UIBLIIEHHS] BUTPAT Ha 00CIyTroByBaHHS 1 peMOHT iH(pa-
crpyktypu [3]. 3okpema, nUHaMiYHA HECTiHKICTBb, sKa
MPOSIBIISIETHCSL Y BUIJISIIII BIJISIHHS, € OJTHMM 3 OCHOBHHX
YUHHUKIB, 10 OOMEXYIOTh MaKCHUMaJbHY IIBUAKICTH
pyxy moizmis [2]. KomuBauus Takox Oe3mocepeiHbo
BIUIMBAIOTH Ha KOM(OPT MacaxxupiB. 3HWKEHHS PiBHSA Bi-
Oparliif € BXKJTMBUM 3aBJIaHHIM TIiJ] 9ac €KCIUTyaTallii ma-
COKUPCHKUX TOM3AIB [1]. MOXKIMBHM IUIAXOM IOM'SK-
LICHHS HETaTMBHOIO BIUIMBY KOJIMBaHb IIiJi 4ac

KPHBOJIHIIHOTO pyXy moi3aa € po3poOka MporpamMHOTO
KOMIIOHEHTa I OOpPTOBOi CHUCTEMH MHIITPUMKH NPHK-
HSTTS pIlLICHb, SIKMH JO3BOJIUTH ONTHMI3YyBaTH pyX Ha
KPUBUX JUISTHKAX HULAXY.

AHaJni3 ocTaHHIX AocizKkeHb i myOJikanii. Kpu-
BOJIIHIHHMI pyX M0i3/1a aKTUBHO AOCIIIKYETHCS Cydac-
HUMH HayKOBISIMH. Bif3HauaeThess HEOOXIMHICTD MPH/Ii-
JSTH OCOONMBY yBary KpHBHM, JI¢ JTUHAMIKa PyXOMOTO
CKJIa/Ty 3MIiHIOEThCS HAalliHTEHCHBHIIIIE, 110 BUMArae TO4-
HOTO MOJIENIOBAHHS B3a€MOJIIT BiIIIEHTPOBHUX CHIJI, CHC-
TEeM Mi(BillIyBaHHS 1 KOHTAKTY Koseca 3 peiikoro [3]. do-
CIIJKYETHCS BIUIMB BiOparliil Ta KOJIHBaHb, IO BUHHUKA-
I0Th MiJ] Yac pyXy Ha KPUBOIHIHHIA AULHII HIISIXY, Ha
noganbiil pyx [4].PosrisgaeTsest BIUIMB 3MiHH HIBH/I-
KOCTI IIPH pyCi B KpUBili Ha BUHUKAIOUi B TIPOLECT KOJIH-
BaHHA [5, 6]. [IpoBOAATECS OOCIHIIKEHHS TEPCIEKTHB
MIBUIICHHS 3arajbHOI IMIBUIKOCTI PyXy MOi3/1a MpH Io-
TOYHOMY CTaHi 3aJIi3HHYHOTO nuisixy [2, 6]. ITizkpecro-
€TBCSI HEOOXIJHICTh MOJIETIOBAHHS TPOLECY PyXy Ul
Horo onTuMizanii Ta 3MEHIIEHHS BIUIMBY KOJHMBaHb Ha
MeXaHiuHiI KOMIIOHEHTH PyXoMoro ckiany [7, 8].

B3aemomiss reomerpii kpuBoi, mpodimiB Komic i
peloK, XapaKTepUCTHK MiBIIIYBaHHS i AWHAMIYHAX KO-
JIMBaHb CTBOPIOE CKJIA/IHY HENiHIHHY cucTeMy. [loBeninka
oi3/1a B KPHBIN CTa€ MEHII mependadyBaHOIO 3a HasBHO-
CTi 3HAYHMX KOJWMBaHb. HEKOHTPOIHOBaHI KONMBaHHA,
0CO0JIMBO Ha BUCOKHX HMIBUAKOCTSX a00 B KPUBHX MAJIOT0
pamiyca, MOXYTh 3HAYHO 301UIBIIATH PU3UK CXOKEHHS
pyxomoro ckiaay 3 pedok. Po3ymiHHA 1 mepenbadeHHs
WX SBUI HEOOX1THI ISl pO3pOOICHHS 3aX0/1iB IO 3a-
moOiranHs aBapisM. TakuM YUHOM, JTOCTIHKEHHS KPUBO-
JiHIMHOTO PyXy MOi3/1a € BaYKJIMBUM 3aBJIaHHSM y Taiysi
3aJTI3HAYHOI TEXHIKH Ta eKCILTyaTallii KOJii.

KommiekcHa MatemMaTHyHa MOAENb JU3eIb-11013/1a
Mae BpaxOBYBaTH HE TUIBKM Ti KOJIMBAaHHS, [0 BUHUKA-
IOTh Ha MPSMOJIHIHHUX AISHKAaX NUIAXY , aje ¥ Ti, 1Mo
TOB's13aHi 3 PyXOM Y KpHBiil.

MeTo10 cTATTi € po3poOKa MaTeMaTUIHOI i Moei
pyXy AW3enb-Toi3/1a, sIKa TO3BOJINTH TPOBECTH aHANI3
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PYXy NOi3/1a Ha KpUBOJIHIMHIHA TUISHI HUIAXY Ta OYAyTh
BpPaxOBYBaTH JAWHAMIYHI IPOIECH, 10 BUHHUKAIOTH Mij
4ac pyxy, Taki sSIK KOJMBAaHHs BHJISHHS Ta OOKOBOTO BU-
HOCY, JUIsl IPOBEAEHHS IOJJANIBIINX JOCIIXKEHb Ta BUKO-
pHUCTaHHS y CHCTeMaxX MIATPUMKH NPUHHATTA pilleHb
OOpPTOBHX CHCTEM KEpyBaHHI Ha 3aTi3HHYHOMY
TpaHCHOPTi YKpaiHu.

OcHOBHA YacTHHA

JluHaMivHI TIpOIIeCH, MO BinOyBAarOThCS Mia dYac
MIPOXO/PKEHHS eKIMa)XOM KPUBOI JUISTHKH KOJIii, CTAaHOB-
JISITh OCOOJIUBUI IHTEPEC, OCKUTBKH MOPSI 13 paHille po-
3MIITHYTHMU TIPOLIeCaMH JI0J1al0ThCs HOBI. Lle BUIIIMBaE,
TIepI 3a Bce, 3 KOHCTPYKIIT KOJIii B KPHBHUX AiTSTHKAX. Y
KPHUBHX JUITHKAX BIAIITOBYIOTH IiTHECCHHS 30BHIITHBOL
peHiKy I KOMIIeHcalii BiAEHTPOBUX CHII TIONEPETIHOT
cKi1a0Boi Bix Baru. KpiM Toro, 3a HopMamMu yTpUMaHHS
B KPYTHX KPUBHX CTBOPIOIOTH PO3IMIMPEHHS KOJIl JJIst
MPOXO/PKSHHS KOTICHUX map 0e3 3aKINHIOBAHHSL.

TpaauniiiHo 1151 aHANI3Y SKOCTI eKinaxky po3riisiia-
I0Th CTIMKICTh Ha IPSMUX AUTIHKaX 1 MaKCUMaJIbHI O14Hi
CUJIM B KPYroBili KpHWBiii, OTpHMMaHi 3 YMOBH CTaJOT0o
pyxy (BmucyBanHs B kpuBi). s posrisgy Oinbi

3arajJbHOT0 BUIAJAKY JAWHAMIYHOI HMOBEMIHKH EKillaxy
HEOOXiTHO BpaxoBYBAaTH 3MiHY TpaekTopii Komii Ta
YMOBH B3a€MOJIiT KOJIIC 1 peHOK y IOBUIBHIH KPUBIH.

[IpoBenemo anani3 (hakToOpiB, IO BIUIMBAIOTH Ha
MIPOXO/KEHHS KpUBOI NUISIHKY Kouii. Kpyrosa kpuBa Mae
IUITHKA CIIONMYYCHHS 3 MPSIMAMH Ha BXOZ1 Ta BUXOII 3a
JOTIOMOTOI0 TUISTHOK TEePEeXiTHUX KPHUBHUX. 3a3BHYAi
MIPUHMAIOTh JiHIHHY 3aJIeKHICTh 3MiHI KPUBH3HH 1 ITiJI-
HECCHHS 30BHIITHBO1 peHKH B MEpEXiHii KpUBIH.

[lig gac mpoxo/KeHHS KPUBOI BUHUKAIOTH 3HAYHI
TIOTIepEYHi Ta KyTOBI IEpeMilIeHHs Bi3KiB MO0 Ky30Ba.
Cwit 1 MOMEHTH, 10 TIOBEPTAIOTh, @ TAKOXK CHIIU TEPTS
y 3B'I3Kax BIUIMBAIOTH Ha MEPEPO3NOJUI CHII y CHCTEMI
i BIITYBAHHS.

Y KpUBHX JIISTHKAX KOJIiT BHACIIIOK 3HAYHHX Tepe-
MillIeHb KOJIICHUX Map y KOJIii 30UIbIIYIOThCS IBUKOCTI
KOB3aHHsI KOJIiC, 1[0 3MIHIOE YMOBH B3a€MOIii KOJIC i3
petikamu (puc. 1). JoTtwuHi cwim B3aemomii koieca i
peliki B IbOMY BHIIaJKy OIMCYIOTBCS Ha OCHOBI Teopil
HENiHIHHOTO KpHIIa.

Jia XpyTHX KPUBHX XapaKTEpHUH pyX i3 HaOiras-
HSIM KOJIiC Ha PeiKM i BAHUKHCHHSIM HalpPsSMHUX CHJI Ha
rpe0eHi.

Ocb Ky3080

Oce wnaxy
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=HF——\®
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Puc. 1. Cxema pyxy moi3za Ha KpUBIH JUISHI TITAXY

[Tig gac pyxy ekimaxy B JOBUIbHIH KPHBIi, IO Mae
MUTTEBE 3HAYCHHS KPUBH3HU P (S), BUHHUKAE TTO3I0BXKHE
1 monepeuHe kop3aHH4. [lonepeyne KoB3aHHA Kojeca Bi-
JIHOCHO PEHKH BU3HAYAETHCS IEPEHOCHOKO MBHAKICTIO V
1 pI3HUIEIO BITHOCHUX IIBUIIKOCTEH Koeca i peiiku. s
MajMX KOJIMBaHb, BUPAXKAIOUN Yepe3 y3arajJbHeHi Koop-
JMHATH, OTPUMAEMO HIBU/IKICTh MONIEPEYHOTO KOB3aHHS
KOJIiC j-1 KOJICHOI mapu.

1 . .
uy =1 — V(y + (=1 a3+ 0.59)) +
+(=1)/* xaxp(s),

Je ) — KyT IIOBOPOTY Bi3Ka BiTHOCHO BEPTHUKAIBHOI OCI,
pan; V — mBHAKICTB pyXy, M/c; a — HamiBOa3a Bi3Ka, M.

Sk BuAHO 3 HaBENEHOI GOPMYIH, I MPUHHATHX
MIPUITYIIeHb MIBHIKOCTI KOB3aHHS 30BHIIIHBOTO i BHYT-
PIIIHBOTO KoJieca OJHI€T KONICHOI Mapu piBHI MiX CO-
60r0. Jlnst mepioi Ta Apyroi KOJTiCHOT apy 3HaK OJHOTO
31 JIOIaHKIB 3MIHIOETHCS HA IPOTHIIC)KHUMH, 110 BPaXOBY-
etbest MHOKHHKOM (- 1)/, [T0310BXKHE KOB3aHHS BH-
3HAYAETHCS HEBIATIOBIIHICTIO MIUISAXIB, IO MPOXOIATH KO-
JIecaMH, SIKi MarOTh JKOPCTKY TIOCAIKy Ha OCi.

uy =75+ (1) xpra)ry +
+b(1/V) * 3§ = p(s)),

Jie Ty — HOMIHAIBHUH pajiyc OaHIaxa Mo KOy KaTaHHs,
M; Y — TOIepeYHe IepeMillleHHsI [IEHTPY Mac Bi3Ka, M;
Y — TOKa3HUK KOHYCHOCTI KOJIiCHOI mapH, by — moJo-
BHHA BiJICTaHI MiX@ KOJIaMH KaTaHHs, M; p(S) — KpuBU3Ha
nuLsIXy. Sk BUAHO 3 HaBeIeHUX BUPA3iB, NIBUAKICTH KOB-
3aHHS KoOJieca PEWKOI0 3aJIeKHUTh BijJ y3aradbHEHUX KO-
OpAMHAT, BiJ 3MiHU pajilycy KoJa KOYeHHS 1 BiJf KyTa Ha-
XWIy TBipHOI mpodimo koseca. JloTndHa cuia TepTs B
TOYI[i KOHTAKTy Kojieca i pelKH BU3HAYA€THCS B paMKax
HeNiHIHHOI Teopil KpuIry

F = K/\/l + K2 (u? +ud),
ne K — xoedinient kpuiry, Ky — BiTHOCHHHA Koe]imieHT
kpury. [Ipoexiii cuiau TepTs 3amumemMo y BUTIISAL:
X=ux'F, quy'F.
YMOBM HIAKIIOUSHHS! TpeOEHs 10 HAIPSMKY eKi-

MaxKy 3anuiieMo y BUTIISIAI HeiHiiHOT QyHKIii monepe-
YHOTO MEePEMIIIeHHs KOJICHOT Tapy B KOJTii.
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Vo= Cre@+5-(y = o) =y + o)D), AR

===V = 30 km/rog

ne Cr — xopceTkicTh peiiku, KH/M; o(s) — 3a30p Komil. - xfgg :mzﬁ
CkiazeMo piBHSHHS KOJHMBaHb Bi3Ka B KpHUBiH 10-

BUIBHOTO pajiyca:
my =2(Y; +Y,) = Yy — Yoo + (m + my)- Ay
I; = Co(ay-p(s) =) — B-y + 2bs x
x(—=Xy — X2) + 2a(Y; — Y3) + a(Ynz — Yoo).

Peamizaris miel MareMaTHYHOI MOJEI HO3BOIUTH
MPOBECTH HU3KY EKCICPEMCHTIB Ta IOCTIIUTH BILIHB

MIBUKOCTI PyXy MOI3/a IMijl 9aC MPOXOKEHHS KPUBOT Ha Puc. 4. I'paQix kyTa BUIAHAA Biska BaroHa
. : XOMOT KJIa, IIpH P13HUX IMOKA3HUKAX IMIBUAKOCT1
konuBaHHs. Ha puc. 2 Ta 3 HaBeneHo rpadiku 3MiHH KyTa PYXOMOTO Cldtaiy pi pi3 oxas e
BWJISIHHS Ta OOKOBOTO BHHOCY Bi3Ka BaroHa pyXOMOTO Ay Mm
CKJIaJly B IIpOLIECi IPOXOKEHHS HUM KPUBOI 3 pajiiycoM 8 =~V = 30 kmfroa
. . /\ ”n o
R = 600 m Ha mBuakocti V = 80 kxM/rox mpu pi3HUX 6\~ /| 27N ==V =60 kwirop
. . . 8 N\ 4 /Fl 1 P \
3HAYCHHAX KOHYCHOCTI KouicHoi mapu, ae y = 0,05 — 4 " AL 3~V =90 kmiron
cTaHjaptHa KoHycHict, ¥ = 0,02 — 30inbluenHa ol R
. . i
KoHycHicTh ¥ = 0,08 — 3MeHIIIeHa KOHYCHICTh 7]
0+
A ¥, mpag
3 I — . , - 2
F -~y =0.02
B --y=005| 4
NIV y=008
\ -6
1 ,1 t’ "c, | 0 5
I Y \
|{ | JJ AR A . .
ol YD NS LAY N ACAW N Puc. 5. I'pacdhik 60K0BOTO BUHOCY Bi3Ka BaroHa
AN e AT . .
“‘:4-’ A PyXomoro CKiiagy Ipu p13HUX ITOKa3HUKaX IIBUJIKOCT1
1k i 1
,| 7 7 7 . OnmHak THpU 1bOMY aMIUITy/la KOJIMBaHb, IO
0 5 10 15 20 25t ¢ BUHHKAIOTh IICIIS TPOXOKCHHS KPUBOJIIHIHHOT TITSTHKH
. . KoJIii, 30UIBIIYIOTbCS MpHU 30ULIBIICHHI [IBHIKOCTI.
Puc. 2. I'padix KyTa BUISTHHS Bi3Ka BaroHa B . . 6i . .
PYXOMOTO CKJIaJy MPH Pi3HUX IMOKAa3HMKAaX KOHYCHOCTI OﬂHoqaC" Ha rpadiky 3umitn quOFO BIAHOCY Bl3ka
BaroHa noiznaa (puc. 5) BUAHO, 10 301TbIIICHHS 3HAYSHHS
Py AL OIBUJIKOCTI PyXy TOi3ga MPakTHYHO HE BIDIMBAaE Ha
Ty E g-gg CKJIaHICTh MPOXOKEHHS KPUBOJIIHIHHOT JIITHKU KOJIT,
; EEi =0 .
A A =008 MpOTe BOJHOYAC aMIUTITYJa Ta 4acTOTa KOIWBaHb, IO
SiN__/ i ‘r"‘;‘ N BHHUKAIOTb ITICIIS IPOXOKEHHS KPUBOIHIHHOT TITITHKH
,’ Ik j“" I KOJIii, Tak caMO 30LIBLIYIOTHCA 31 30LIbIIEHHAM
HIE AR AN AN AW X .
o/ : | o H' FENAT Ay / MIBHJKOCTI.
! RV y : T
‘;L\: IR Ha puc. 6 HaBeneHo rpadiku 3MiHU KyTa BHIISIHHS
"‘."F\_,{,‘\' v Ta GOKOBOrO BMHOCY Bi3Ka BaroHa PyXOMOIO CKJIaay B
. \pY . TV .
5 1., OpoIeci MPOXO/HKEHHS HUM KPUBOJIHINHOT MUISHKH
0 5 10 15 20 25t ¢

UUIAXY Ha mBUaKocti 120 km/roz.
Puc. 3. I'pacix 60K0BOTO BUHOCY Bi3Ka BaroHa

PYXOMOTO CKJIa Ty TIPH Pi3HAX MOKa3HUKAaX KOHYCHOCTI ZT ¥, mpan , -
Ha 300pakennx rpadikax MmomiTHO, 10 3MiHA 3HA- ¥
YeHHs KOHYCHOCTI KOJICHOI Tapu Ha TPOXOKEHHS of
KPHBoniHiﬁHo'i IUTSTHKA KOJ'Ii'l: BIUIMBAE€ HE3HAYHOIO P | AR A'RA'R'R e
MIpOI0, OJHAK BOJHOYAC aMILIITyJa Ta 4acTOTa KOJIH- 0 5 10 15 20 25t ¢
BaHb, 1[0 BUHUKAIOTH IC/S TPOXOHKEHHS KPUBOJIiHIM- 10 Y MM :

HOI JUISHKKA KOJii, TOMITHO 30UIbIIYIOTECA B pasi
3MeHIIeHHs KonycHocTi. Ha puc. 4, 5 HaBeneHo rpadiku
3MIHM KyTa BWJISHHS Ta OOKOBOTO BHHECEHHs Bi3Ka
BAaroHa PyXOMOTO CKJIa[y B IPOLEC IPOXOKEHHS HUM 41| ‘ B

KPHUBOJIIHIMHOI ~ JUISHKM KOJii Ha TpbOX pI3HMX 0 5 10 15 20 2 te
IIBHJIKOCTAX pPyXy. 300pakeHi KpWBi BioOpa’karoTh
MTOKAa3HUKH KyTa BWJITHHA 1 OIYHOTO BHMHOCY Bi3Ka IpH
mBuakoctax 30, 60, 90 km/rox BiamosinHo. Ha rpadiky
3MiHM KyTa BUJISTHHS Bi3Ka BaroHa moisza (puc. 4) BUIHO,
oo 30UThIIEHHS 3HAYeHHS IIBUAKOCTI PyXy Toi3na

Puc. 6. I'padik kyTa BIISHHS Ta GOKOBOTO BUHOCY Bi3Ka
BaroHa PyXoMOTO CKJIa[y MPH KPUTHUHHX
[OKa3HMKaX LIBHUIKOCTI

Ha puc. 6 MoxHa TTOMITHTH, IO IIiJ] 9ac MPOXOI-
CIPOLIYE MPOXOJUKEHHS KPUBOJIHIMHOT JAUISHKA KOJIi —  ’KEHHS KPMBOJIHIMHOI JinsgHKM Komii Ha IIBHAKOCTI
aMILTITY]a KOJIMBAaHb HA 1[I}l JUISHII 3MCHIITY€ThCS. 120 km/roz, aMIUTITY1a KOJMBaHb, 10 BUHUKAIOTH ITICIIs
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MIPOXO/PKEHHSI KPUBOJIIHIHHOT AIISIHKK KOJIii, CTae moc-
TiliHOIO0. Taka MIBMAKICTH HAa3UBAETHCS KPUTHYHOIO 1 €
BaroMMM UYHHHUKOM Y MHTaHHI ONTHMAaJbHOTO Kepy-
BaHHS 101310M. TaKUM YMHOM, IPOXO/KEHHS KPHUBOJIi-
HIAHOI MUISHKH NUISXY Ha BUCOKIH IIBUAKOCTI 3HAYHO
BIIMBAE Ha 0€3MEKy MOAAIBIIOTO PyXy. Y 3B S3KY 3 UM
BUSIBJICHHS KPUTHYHOI IIBUIIKOCTI € aKTyalbHUM 3aBJaH-
HSIM Ta CTAHOBUTH HANIPSIMOK ITOAJIBIINX JOCIiKEHb.

BucHoBkH

B po060oTi po3riisiHyTO NPUYMHY Ta HACHI KU BUHUK-
HEHHS HaIMIPHUX KOJHMBaHb Ta BiOpalliii, 0COOIMBOCTI

Ta MIKO/JIMBUI BIUIMB KOJIMBaHb, sIKI BHHUKAIOTh ITi/1 4ac
PYXY 110 KpUBOiHIMHIN AisHLI nusixy. Haronomeno Ha
HEOOXITHOCTI CTBOPEHHS JOAATKOBOTO MOJIYJIIO IS
KOMITJIEKCHOT MOJEN Moi3/a, SIKUi 1aB OU MOKIIUBICTH
MIPOBOAUTH PO3PaxyHKH IIOB'3aHi 3 PyXOM IMOi3Ja B
moBopoTi. Po3pobimeHa MaTeMaTWdyHAa MOIENb pPyXy
moi3/1a, sika 103BOJIsiE OOUYNCIICHHS POIIECiB BUISTHHS Ta
0OOKOBOT'0 BUHOCY IIiJ] YaC KPUBOIIHIHOTO pyXy TOi37a.
Po3pobnerna mopmeni MOXyTh OyTH BHKOPHCTaHI LI
MPOBEACHHS TOMANBIINX JOCHIKEHh Ta B SKOCTI
MPOTPaMHAX KOMITOHEHTIB OOpPTOBHX KOM'IOTEPHHX
CHCTEM 3JII3HUYHOTO TPAHCIIOPTY .
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Mathematical model of rolling stock oscillations on a curved track section
for an on-board decision support system

Oleksandr Yevtushenko, Oleksandr Zakovorotnyi

Abstract. From the point of view of the effect that oscillations have on the train movement, the most influential is the
process of passing a curved section of the track by the rolling stock. The article deals with the problems associated with dynamic
processes during the movement of railway transport along curved sections of track. In particular, the paper analyses the wagging
and lateral overrun oscillations, which have a significant impact on traffic safety, passenger comfort and the degree of wear of
mechanical components. As a way to mitigate the problem of oscillations, the paper considers supplementing the decision support
system with a new software component. As a result of the analysis of modern scientific research, a mathematical model of diesel
train movement has been developed that takes into account the peculiarities of passing curved sections of the track. The model
allows for the analysis of dynamic characteristics and can be used as a software component in decision support systems for on-
board control systems of railway transport in Ukraine. It has been determined that the passage of a curved section of track at high
speed significantly affects the safety of further traffic. In this regard, the identification of the critical speed is an urgent task and is
the direction of further research.

Keywords: mathematical model, decision support system, on-board control systems, rolling stock, oscillatory process,
curvilinear motion, wagging, side-swipe.
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XapKiBCHKHI HAIIOHATBHUN YHIBEPCUTET PaIioeNeKTPOHIKH, XapKiB, YKpaina

IPOEKTYBAHHS TA AHAJII3 IIJCUJIIOBAYA EJIEKTPOKAPAIOI'PAMHA
JJIsA CUCTEM HU®POBOI OBPOBKH CUT'HAJIIB

AnoTauis. [Ipeamerom nocmimkeHHS B CTATTI € MiACWIIOBaY cUrHaimy enekrpokapriorpamu (EKI), mpusHauenuid ams
MoAaJbIIoi 0OpoOKH mceBmoaudepeHIianbHUM aHaIoro-uuppoBuM nepersoproBadeM (ALII) y cucTtemi KOMIT IOTEpPHOTO
aHai3y KapaiocursaiiB. Metorw pobotu € cuntes cxemu migcuioBada EKI, po3paxyHOK HOro Kimo4oBHX MapaMeTpiB Ta
iMiTaniiiHe MOJENIOBaHHS Horo poOOTH B porpaMHoMy cepenoBuili LTspice. B cTarTi BUpilIylOThCs HACTYIIHI 3aBAAHHS:
BU3HAYCHHS IPUPOJIH IIyMiB, 110 BIMBatoTh Ha curHai EKI, po3paxyHok pe3ucTopa, o Bu3Hada€e KoeQilieHT MiACHICHHS
cXeMH, T00yJ0Ba CXEMH IiJICHIIIOBaYa Ta I KOMIT I0TepHE MOJEIIOBaHHs. BHKOpPHCTOBYIOTECS Taki MeTOAM: iMiTamiliHe Mo-
JICTIOBAHHS TPOIECIB Ta TEXHIYHUX NPUCTPOIB; MAaTEMAaTHIHUH aHAJI3 HENHIHHNX eJIeKTPOHHMUX CXeM (30KpeMa, CXeM Ha
OCHOBI OIlepaniifHuX MiICHIIOBaYiB); aHaJIi3 TEXHIYHOI JOKYMEHTAallii BUPOOHUKIB €JIEKTPOHHUX KOMITOHEHTIB; KOMIT IOTepHE
iMiTamiiHe MOZIETIOBAaHHS eNEKTPOHHUX cxeM. OTpHMaHO HACTYIHI Pe3yJbTaTH: 3aIPOIIOHOBAHO CXEMY ITiJICHIICHHS CUT-
Hay EKT, mo cymicHa 3 ALl ncepnonudepenniansaoro tury AD4010, BUKOHAHO MOZENIOBAHHS MMiJICHIIIOBa4a CUTHAITY
EKT B mporpawmi LTspice. BucHoBku: CripoexToBaHuii BapiaHT cxemu mifcuieHHs curHainy EKT no3Bossie mpubuparu cuH-
¢a3umii mym 3 yactororo 50 I' Ta miacuiroe BXigHui curHan y 826 pa3is. BukoHaHO MOJEMIOBaHHS CXEMH B IPOTPAMHOMY
3actocyHky LTspice.

Kaw4doBi cioBa: iHcTpyMeHTanbHUI miacwmoBay, omepaniiiauii mizcumoBay, AL, EKI, cuHdazna mepemxona,

LTspice.

Beryn

Enexrpokapmiorpadiss (EKI') e cranpaptHuM iH-
CTPYMEHTOM KJIHIYHOI JiarHOCTUKH CEepIeBO-CYIHMHHHX
3aXBOPIOBaHb T4 MOHITOPHHIY CTaHy Malli€eHTIB. Y cydac-
Hilf METUYHIN MPAKTHIL BCE MIUPIIIE 32CTOCOBYIOTHCS KOM-
M'IOTepHI cucTteMu aBToMarnaHoro anamizy EKT, mo min-
BHII(Yy€ BUMOTH JIO SIKOCTI MOMEePEAHbOT 00pOOKH CUTHAITY.
OcoOnuBy akTyanbHICTH HaOyBae 3amada TPOEKTYBaHHS
I ICHITIOBAITEHAX KacKa(iB, ONITHMIi30BaHUX IS POOOTH 3
NCeBIOAN(EPCHITIAIBHIMH  aHAJIOTO-II(pOBUMHE  TIEpe-
tBOproBauamu (ALIIT). Ha BigMiHy BiJ MOBHOLIHHUX M-
¢epenuiansaux AL, Taki neperBoproBadi He cripuiimMa-
I0Th BII'€MHY BXIiJHY HAIIpyTy, 0 BUMAarae JA0IaTKOBOIO
3MIIICHHS CUTHATY B 00JIaCTh JOJATHUX 3HAYCHb.

Ananiz npodjemu

ITpu npoextyBanHi mincwioada curaany EKI mo-
TpiOHO BpaxyBaTu LIyM, IO IIEPEIAa€ThCs Yepes3 MalieHTa
B mincuiroBad (puc. 1), came 3 METOI HPHIYLICHHS
IILOTO THITYy IIyMy BUKOPUCTOBY€EThCS IPUHIUI JHepe-
HIIIaJIbHOTO MiJICHJICHHS, NTPH SKOMY Ha BX1J IiJCHIIIO-
Baua nogaeTbes curnan EKI 3 mBox enekrpoxmis [1]. Di-
310JI0T1YHI OCOONMBOCTI BHMIpIOBaHb MPU3BOASATH JIO
TOTO, 1110 OPTaHi3M JIFOJJUHYU BUCTYTIAE B POJIi aHTEHHU, 1110
npuiiMae eJIeKTPOMarHiTHI HaBeJCHHS BiJl MepeKi eJeK-
tponioctadanHs (50 I'u xis €sponu/Asii, 60 ' g [Tis-
HIYHOT AMEpHKH) Ta iHIII 30BHIIIHI eJIEKTPOMAarHiTHi Ire-
pemkomu [1].

IIpu mpoeKTyBaHHI CUCTEMH BAXIJIMBUM € Bpaxy-
BaHHs KO€(iIlieHTa MOJABICHHS CHH(A3HOTO CHTHATY
(CMRR), sxuii BU3HA4Ya€ 3MATHICTH MiJACHIIOBAa4a [0
NPUAYIIEHHS] 30BHIIIHIX nepemkod. s JTOoCATHEHHS
ontumansHoro CMRR pexkoMeHIy€eThCsl KOMIUIEKCHUIMA
MiAXia, mo BkIroyae: mut Papajes; sKiCHY 130JSIIO
MDK 3eMJIel0 MpHiagy Ta 3eMJIel0 TMalieHTa; (QuUIBTpH
tunty KIX min yac ungpoBoi oOpoOKH CUrHAITYy; cXeMy
AKTHBHOTO 3a3eMJICHHs uepe3 mpasy Hory (RLD) [2, 3].

MpaBa pyka IiBa pyka

lNpaBa Hora

+
EKT BigBegeHHa Il

[xepeno
wymy

Puc. 1. Cxema 3Harts apyroro BiaseneHHs EKT,
IO BpaXOBY€E IIyM Ta iMIleaHc Kabelrto
y BUDIAl posnofineroro RC-manmrora

Bu3zHayeHHs1 BUMOT 10 niz]cnmoBaqa

Bumoru 1o migcniroBada 6ynyTh IpyHTYBAaTHCh BU-
XO[suM 3 mapamerpiB pobortu 3acrocoBaHoro ALIIl
(Tabn. 1) Ta 3 XapakTepUCTHK CTAHJIAPTHOI KIIHIYHOI
EKT [4]:

e poamax curtairy EKI' B Hopmi nopiBHIOE TpHO-
mu3Ho 1MB.

e BHECEHHS MTO3MTHBHOI NOCTIHHOI CKJIaJ10BOT /10
migcwienoro curaany EKIT o6ymoBiena tum, mo obpa-
Huii AL He mpalftoe 3 HETaTUBHUM J[ialla30HOM HAIIPYT.
B 3i0paniit cxemi, BenmuunHA I1i€l TTOCTIHHOT CKJIAOBOL
cTaHoBUTH | B.

e TIpW 3aJaHHI KoedillieHTa MiACHICHHS 1HCTPY-
MEHTAJILHOTO MiJICHIIIOBaYa MOTPiOHO BpaXOBYBaTH I10C-
TiflHYy CKJIQIOBY CHTHAIy, 100 PE3yJIBTYIOUMH CHUTHAI
3HAXO/IMBCS B MeEXax JianasoHy INceBaoandepeHIiaib-
HOTO aHaJIOTOBOTO BXoxy [5].

© €Epoutenko O. A., llunenko M. I1., 2025
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Tabnuya 1 — XapakrepucTuku Mikpocxemu AD4010

HaijimenyBanus 3HauyeHHs

Tun TlceBnogudepenianpHAi

PosninpHa 31aTHICTE 18 bit

Hapyra xusnenss 1,8 B

Jliarta3oH ONOpHOI HaNpyTH, VREF 24...51B
iara3oH ncesaoAu(epeHIiaib-

A pondepeny 0... VrRer B

HOI'0 aHAJIOTOBOT'O BXO4Y

IncTpymentansauii migcumaoBay AD8422
Ta 004ucIeHHs KoedinieHTy migcuIeHHs

B sxocTi iHCTpyMEHTaJbHOTO TMiJCHIIOBada OyIo
BUKOpUCTAaHO Mikpocxemy ADS8422 [6] BupoOHHKa
Analog Devices sikuii BUMarae oJJHOTO pe3UCTOpa, o 3a-
nae xoedimieHT mimcwieHHS B Mexax Bim 1 go 1000.
AD8422 € TpeTiM IOKOJIIHHSAM PO3BHUTKY I'aly3eBOIO CTa-
Hoapty — AD620. ¥V mikpocxemi AD8422 BukopucTasi
HOBI TEXHOJIOT1] BUPOOHHUIITBA i METOIM IPOEKTYBaHHS,
1110 TO3BOJIMJIN AOCSTTH BHIIIOTO JMHAMIYHOTO Jiara3oHy
Ta HIDKYHUX IMOXUOOK, HIXK Yy TMOTEPEIHHKIB, IIPH [EOMY
CIIOXKUBAaHHS CTPYMY 3MCHIIICHO OUTBIT HIXK YTPUYi.

IMincunenns curHamy 3a Hampyroto (A, ) po3paxo-

BY€TBCS 32 HACTYIIHOIO (JOPMYIIOKO:
Ay =1+19,8x0m/Rg ,

Tabnuysa 2 — YacoBi xapakTepucTuku Mikpocxemu AD4010

ae Rg — omip, 1m0 3a1ae miacuneHHs B Mexax Bia 1 go

1000. ExcriepruMeHTaNIFHAM IMUIIXOM OOpaHO 3HAYECHHS
pesuctopy B 24 OM, oTke KoeillieHT miACHIIeHHS JOPiB-
HIo€ 826, 110 33]J0BOJTLHSE BUIIE3a3HAYCHUM BUMOTaM [7].

Bumoru 10 yactoru TakToBOro curuaay SPI

Xoua mudposuii inTepderic AD4010 miHIMIzYy€ Ha-
crory SCK, HeoOXinHy A7 3YNTYBaHHS PE3YIIBTATIB TIe-
PETBOpEHHSI, HABITH IIPH POOOTI 3 BUCOKOIO MPOITYCKHOIO
3[IaTHICTIO, MiHIMalbHa Yactora curHamy SCK morpidHa
JUISL KOPEKTHOTO 3YMTYBaHHS JaHUX Ta 3aJISKUTh BiJ| Ki-
JBKOCTI O1TiB, 110 3uuTyeThes 3 SDO.

Hwxkue HaBenena Qgopmyna it 00UHCIICHHS MiHi-
manbpHOi yactotu SCK, 1mo BpaxoBye HOpMaJbHHI pe-
xuM pobotu AL 6e3 3acTocyBaHHS TYypOO-pEKUMY:

ND + NS
teve —tconv —ten —touieT?

fsek >

Jc tCYC y tCONV y tEN , tQUlETZ — CHeIliaJ'H)Hi 4acoBl KOH-
CTAaHTH 3HAUCHHS SKHUX HaBeleHO B Tabm. 2, Np — pos-
panuicts AIII; Ng — KinbkicTh OiTiB CTaHy, OO SKHX

3IIHCHIOETBCS TOCTYN. PexoMeHnoBaHi BUpOOHUKOM 4a-
ctotu curnany SCK mns 3-aporoBoro abo 4-apoTOBOTO
PEeXUMiB pOOOTH HaBEIECHO y Tad. 3.

ITapamerp CumsoJa Suatcuus
Min. | Tun. | Make.
Yac mepeTBOpeHHS tcony 270 5c |290 HC| 320 HC
Yac Mix mepeTBOPEHHIMHU teye 2000 HC | — -
3aTprMKa MiXK MMOZI€I0 Ha BXOJ 1 MOSIBOIO 3HAYYIIOTO OiTa tEN - - 13 He
3atpuMka Bij octaHHboro cnanatouoro ¢ppouty SCK no Hapocrarouoro ¢ppouty CNV tQUIET? 60 HC - -

Tabnuysa 3 — PekoMeHA0BaHi YaCTOTH TAKTYBaHHSA

Tabnuys 3 — Tlepestik BHKOPUCTAHMUX JIZKEPeJT JKUBJICHHS

mikpocxemu AD4010 Ilo3HaueHHs HA cxeMi Hominan
TMponyckna 3xatHicTs MiniMaJbHa YacToTa Gl 15B
curnaiay SCK G2 1B
500 000 BimiKiB/ceK. 11 MI'yg G3 1,8 B
100 000 BimiKiB/ceK. 2 MTI'nq G4 6,5B

MonenwBanas nigcuinwoBada curiaay EKT
Ta pe3yJbTATH J0CTiIKEeHHS

Ha puc. 2 nokaszaHa ejeKkTpu4Ha cxema IiJCHIIIO-
Baua curHainy EKI" mepen momauero na AILIIL. Ha puc. 3
nokasana cxema minkmouenass AT, mo nmpuiimMae Tia-
cunenwnii curnai. Abpesiarypa I'TI na puc. 3 po3mmudpo-
BY€TBCS SIK T€HEpaTop TAKTOBUX IMIIYNBCIB, IO B Il
cxeMmi BiamoBinae Ta reHepyBanHs curHairy SCK. Haiime-
HyBaHHS BUKOPHCTaHUX MIKPOCXEM 3BEICHO y Tabi. 2,
3HAUYEHHS! HAIpPYT JDKEPET HUBJIEHHS, 10 OYyJIM BUKOPHC-
TaHi y cXeMi HaBe/IeHO y Taou. 3.

Tabnuya 2 — Iepenik BUKOPHCTAHUX MiIKpOcCXeM

IMo3HayeHnHst HA cxeMi Hazpa
DAI1 ADA4661-2
DA2 AD8422
DA3 ADA4625-2
DA4 ADA4625-1
DAS LT6657-5
DAG6 AD4010

Ha puc. 4 Ta 5 npencraBieHo pe3ylbTaTd MOJENIO-
BaHHS eJeKTpuuHOl cxemu migcumosada EKI B mporpa-
MHOMY 3acToCyHKy LTspice

PesymnpraTy MoIemMIOBaHHS i ITBEPANIH Mpale3aa-
THICTh CXEMHM TiJICHJIEHHS Ta JIO3BOJIAIOTH JAOTPUMYBa-
THCH BHIIE3a3HAYCHUM BUMOTaM.

Ha sixicts peectpanii EKI™ BruiBae 6araro ¢akro-
piB, cepen sIKUii € HU3bKOYACTOTHHUH IIYM pyXy HallieHTa
[8], mo BUHHKaE yepe3 MeXaHigYHE 3MIIICHHS €ICKTPOIIB
a00 3MiHM KOHTaKTy LIKipa-eJIeKTPOoJ MiJ 4ac pyxy, IO
MIPU3BOANTH 10 3MiH JIOKaJIbHUX 010€JIEKTPUYHUX T10Te-
HIATiB.

Li edexTn nepeBakHO aCUMETPHUHi (TOOTO Bizpi3-
HSIOTBCS JUTA Pi3HUX €NEKTPOJIiB) 1 MalOTh HHU3BKY Yac-
ToTy (mepeBaxHo B miamasoHi 0.1-1 I'm). [Ina npunmy-
[ICHHS IIyMy pyXy MOTpiOHi iHIII MeTomu, cepen SKHUX
BUKOPHUCTaHHS BUCOKOSKICHUX €JIEKTPOJIB 1 reo, Mexa-
HiYHE 3aKpiIUICHHS eJNEeKTPOMdiB, a00 BHUKOPHUCTAHHS
KOMIT'IOTEPHUX METOAIB BHUSBICHHS 1 TPHIYIICHHS
npeiidy i30:miHil.
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Puc. 2. EnexrpryuHa nprHIMIOBa cxeMa IigcumoBada curHany EKT

R7
G1

R8

DA5 DA6
AD
¢ IN sT |ouT VREF Vop f——>» 9
G3 G4 c3 c4
+ + SHDN Lo ALIN <—— IN Vour———> Buxid
F GND 4‘:‘ GND CNV rTi

Puc. 3. Enexrpnuna npuanmnosa cxema miakmodends AL mrs 3untyBanss curaany EKD

Puc. 4. 306paxenns BxigHoro curary EKT Puc. 5. 306paskenns nigcunenoro curnamy EKT
3 IIyMaM# 3 TIO3UTHBHOIO MOCTIHHOIO CKIIaJOBOIO

00pobOkn curnaniB EKI. BuxopucraHo iHCTpymeHTanb-
Hu# migcwmoBad AD8422 3 KIIF0O40BUMU TIepeBaraMu:

Y po6oTi po3po0IeHO Ta eKCIIEPUMEHTAILHO Tiepe- Bucokniit CMRR (minimansae 3Hagenss 150 nb npu
BIpEHO CIeliaTi30BaHii IMiACHIIOBAILHMM Kackan Juist — 3HaueHH koediuieHTa mijncunenss 4y = 1000) [6];

BucHoBkn
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HU3bKUI BXIJHUH IIyM Ta IporpamMoBaHui Koedili-
ent migcunenns (1-1000).

HonasanHs BXigHux OydepiB Ha 06a3i MiKpocxeMu
ADA4661-2 06yMOBIICHO THM, 110 Taka KOH(Iryparis Ii-
JIBUIIYE BX1JTHUH IMIICTAHC CXEMH, 1110, B CBOIO YEpry, 3Me-
HIIIy€ HABAHTAXKEHHS Ha [DKEPEIIO CUTHATY. TaKuM 4HOM,
BUCOKHWH BXiTHHI iMHenaHc 3abe3euye OUIbII TOYHE Bi-
TOOpaKeHHS XapaKTePUCTHK CUTHAY Ha BXOJIi CXEMH, 10
€ aKTyaJbHUM IapaMeTpOM It pOOOTH 3i CITaOKIMH BXi-
JHUMHU curHasiamu TakuMmu sik EKT.

[cernomudepenmiansamnit ALIII AD4010 3a6e3rre-
Yye Ha BHUXOHII CXEMH 3a0e3leyye BHCOKY 4YacTOTy

JHMCKpeTH3alii, 0 MO)Ke BUKJIMKAaTH HAaBaHTAKCHHS Ha
inrepdeiic USB ta nporpamy, 1o 34uTy€e CUrHAIL.

B TakoMy BUIaJKy NMPONOHYETHCS 34UTYBaTH 3Ha-
yenHst 3 ALIII 3a nepepuBaHHsIMH, SIKi MOXYTbH 3aaBa-
THCh TaliMepoM, IO 3aJa€ OUIbLI HU3BKY YacTOTY JHC-
KpeTH3arii.

[lmanyrOTBCSA HACTYIHI MOJIMIIECHHS CXEMH: I0na-
BauHs Ha Buxix AL mikpocxemu MCP2210, mo Buko-
Hye poms USB-SPI meperBoproBada; BHKOpPHCTaHHS
CXEMH 3 aKTUBHHM 3a3€MJICHHAM dYepe3 IpaBy HOTY
(Driven right leg circuit) ams 30ipIeHHS 3aBag0CTiKO-
CTi MiJICHITFOBAJIEHOTO KacKaxy.

CIMCOK JIITEPATYPU

1. Haumox O.M., IIpacon L.B., €Epomenko O.A. (2019), “IToOyznoBa 06i0TeXHIYHOT CHCTEMH M’ S30BO1 €IEKTPOCTUMYJIALII”, “BicHuK
HTY "XIII". Cepis: Iudopmaruka ta Mmopmemoands”, Ne 13 (1338), C. 165-175, doi: https://doi.org/10.20998/2411-
0558.2019.13.15

2. Barkovska O., Ni Ya., Havrashenko A., Peretiaka Ye., Romanenko A. (2025), “System for detecting critical human health
conditionsbased on the analysis of physiological indicators”, “Cucremu ynpapiiHHs, HaBiramii Ta 38’ s13Ky. 36ipHUK HAYKOBHX
nparps”, T 1, Ne 79, C. 143-149, doi: https://doi.org/10.26906/SUNZ.2025.1.143-149

3. Yeroshenko O., Prasol I., Datsok O. (2021), “Simulation of an electromyographic signal converter for adaptive electrical
stimulation tasks”, “Innovative Technologies and Scientific Solutions for Industries”, Ne 1 (15). C. 113-119. doi:
https://doi.org/10.30837/ITSSI.2021.15.113

4. Rangayyan R.M. (2015), “Biomedical signal analysis, Hoboken”, NJ, USA: John Wiley & Sons, Inc., doi:
https://doi.org/10.1002/9781119068129

5. Prasol I., Dovnar O., Yeroshenko O. (2023), “Method of diagnosing some diseases of the neuro-muscular system and features
of data processing in software”, “Technology Audit and Production Reserves”, Ne 1(69), pp. 20-25, doi:
https://doi.org/10.15587/2706-5448.2023.273848

6. ADB8422 datasheet and product info | analog devices. Mixed-signal and digital signal processing ICs | Analog Devices. URL:
https://www.analog.com/en/products/ad8422.html (nara 3Bepuents: 30.04.2025).

7. Uapskos P. M., €pminos P. O., Lledep O. B. (2025), “BukopucranHs BUCOKOBOJIBFTHUX T'€HEPATOPIB, KEPOBAHUX HAINPYTOIO,
JUISL TiABUIIEHHS TOYHOCTI CHCTEM ()a30BOTO aBTOMIACTPOIOBAHHS 4acTOTH , “CHCTEeMH yNpaBJIiHHS, HaBiramii Ta 3B’S3Ky.
36ipuuk HaykoBux mpaup”, T 1, Ne 79, C. 62-66, doi: https://doi.org/10.26906/SUNZ.2025.1.62-66

8. Main artifacts in electrocardiography - PMC. PMC Home. URL: https://pmc.ncbi.nlm.nih.gov/articles/PMC6931710/ (zara
3Bepuennst: 30.04.2025).

Received (Hanxiiinota) 14.06.2025
Accepted for publication (TIpuitasta no apyky) 27.08.2025

B1JOMOCTI ITPO ABTOPIB / ABOUT THE AUTHORS

€pomenko Oabra AprypiBHa — okTop dinocodii, crapmmii Buknanad kadeapH eneKTPOHHNX 00YNCIIOBATEHUX MalIuH, Xap-
KiBCHKUI HAIllOHAJFHUN YHIBEPCHUTET PalioeNeKTpOHiKH, XapKiB, YKpaiHa;
Olha Yeroshenko — PhD, Senior Lecturer, Department of Electronic Computers, Kharkiv National University of Radio
Electronics, Kharkiv, Ukraine;
e-mail: olha.yeroshenko(@nure.ua; ORCID Author ID: https://orcid.org/0000-0001-6221-7158;
Scopus Author ID: https://www.scopus.com/authid/detail.uri?authorld=57808290700.

Munenko Muxaiisio IlaBiioBuY — cTyneHT KadeaApH eIEKTPOHHUX OOYHCITIOBAIFHIX MAllvH, XapKiBChKHI HAI[lOHAIBHUN YHi-
BEPCUTET PaIiOeTIeKTPOHIKH, XapKiB, YKpaiHa;
Mykhailo Shylenko — student, Department of Electronic Computers, Kharkiv National University of Radio Electronics,
Kharkiv, Ukraine;
e-mail: mykhailo.shylenko@nure.ua; ORCID Author ID: https:/orcid.org/0009-0009-4084-4711.

Design and analysis of an electrocardiogram amplifier for digital signal processing systems
Olha Yeroshenko, Mykhailo Shylenko

Abstract. The subject of the article is an electrocardiogram (ECG) signal amplifier designed for further processing by a
pseudo-differential analog-to-digital converter (ADC) in a computer analysis system of cardiac signals. The purpose of the work
is to synthesize an ECG amplifier circuit, calculate its key parameters, and simulate its operation in the LTspice software environ-
ment. The article solves the following tasks: determining the nature of noise affecting the ECG signal, calculating the resistor that
determines the circuit gain, building the amplifier circuit, and its computer simulation. The following methods are used: simulation
modeling of processes and technical devices; mathematical analysis of nonlinear electronic circuits (in particular, circuits based on
operational amplifiers); analysis of technical documentation of manufacturers of electronic components; computer simulation mod-
eling of electronic circuits. The following results were obtained: an ECG signal amplification circuit compatible with the pseudo-
differential ADC AD4010 was proposed, and the ECG signal amplifier was simulated in the LTspice program. Conclusions: The
designed ECG signal amplification circuit allows for the removal of common-mode noise with a frequency of 50 Hz and amplifies
the input signal by 826 times. The circuit was simulated in the LTspice software.

Keywords: instrumentation amplifier, operational amplifier, ADC, ECG, common-mode noise, LTspice.
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BU3HAYEHHS IOXUBKHU MMO3UIIOHYBAHHS BIOJI)KETHOI

YOTUPUKOJIICHOI POBO-IVIAT®OPMH 3 ONITUYHUMMU JATYUKAMHU PYXY

AnoTanisi. Y poboTi AOCTIIKEHO TOYHICTh MO3UIIOHYBaHHS MOOITBHOTO poOoTa, 3i0paHoro Ha 6a3i OI0KETHOT 4OTH-
PHUKOJTicHOT IaTGOpMH 3 ONTHYHUMHU JaTYHKaMHU pyxXy. ONHCaHO KOHCTPYKLiIO MOOLTBHOTO po0OTa, CXEMy CUCTEMH Ke-
pYBaHHS Ta METOAUKY BH3HA4YEHHS JiHIHHHUX 1 KyTOBUX IEPEMIIICHb 3a JOMOMOror oxomMetpii. I[IpoananizoBano ocHOBHI
Ta MOOIYHI MOXMOKH IO3MI[IOHYBaHHS, 30KpeMa CHCTEMaTHJHI Ta BHIAIKOBI CKianoBi. IIpoBeneHo kamiOpyBaHHS, sKe
BKJIIOYANIO arnapaTHe OanaHcyBaHHS uatdopmu, Kopekiro 1IIIM-curnaniB Ta yTOYHEHHST OJOMETPHIHOI MOJIEN MITISIXOM
BBEJICHHs MMOIIpaBHUX KoediuieHTiB. [ToOynoBaHo norapudMivHi anmpokcumMarnii koe(ilieHTiB KOPeKIii 1 pi3HUX THIIIB
pyxy. ExcriepuMeHTanbHi pe3ynbTaTd MiATBEpIUIA e(eKTUBHICTD 3allpOIIOHOBAHOTO ITiIXOLY: BiTHOCHI IIOXUOKH ITO3HILi-
OHYBaHHS 3MEHIIIIKICEH B cepeHboMy y 2...4 pa3u. 3po0JIeHO BUCHOBKH MO0 MOJANBIINX IUISXIB MiABUIIEHHS TOYHOCTI
3 ypaxyBaHHSIM 00MEXeHb BapTOCTI anmapaTtHoi 0a3H.

Kaw4voBi cinoBa: MoOUIBbHHI pOOOT; MO3KMIIOHYBAHHS; OJOMETPIisl; ONTUYHI CHKOACPH; MOXUOKA; KaliOpyBaHHS; Oro-

JUKETHA poOo-TutaThopma.

Beryn

IMocranoBka mnpo6aemu. [loxubka mno3umioHy-
BaHHS € OJHI€I0 3 HAWBAXITUBIMIAX XapaKTEPUCTHK, IO
BH3HAYA€ 3[ATHICTH POOOTa BUKOHYBATH IOKJIAJACHI Ha
HBOTO 3aBHaHHA [1]. ¥ KoHTekcTi MOOUTEHUX POOOTIB
moxXuOKa IMO3MIIOHYBAaHHSI — II€ BIIXWICHHS (aKTHU-
HOTO TIOJIOKEHHS po0O0Ta BiJl 3aJaHOTO MMPOrpamoro abo
oTepaTopoM, IO MOXKE BHMIpPIOBATHCS B a0CONFOTHUX
a00 BIIHOCHUX OJUHHMIISX.

AHaJi3 ocTaHHiX JocailkeHb 1 myOaikaniii.
Ornsii cy4acHUX TEXHOJIOTIH MO3UIIIOHYBaHHS MOOLIb-
HEUX pobortie, 30kpema SLAM (Simultaneous Localiza-
tion and Mapping), EKF (Extended Kalman Filter),
UWB (Ultra-Wideband), IMU (Inertial Measurement
Unit), VO (Visual Odometry) Ta iHmux HaBeIeHO B
poborax [2, 3]. HocmimkenHs [4—6] mpuUCBSYEHI eKcIie-
PUMCHTANBHIN OIIHII TOYHOCTI MO3WIIOHYBaHHS Ta
MeTOoJaM Horo miaBHIIeHHSA. BuOip Tiel 4m iHmIO Tex-
HOJIOTI1 BU3HAYAEThCS YMOBAMH €KCIDTyaTarii, Oroke-
TOM Ta BUMOTaMH JI0 TOYHOCTI.

MeTo10 cTATTi € BU3HAYECHHS MOXHOKH TO3HUIIIO-
HyBaHHS MOOITFHOTO poOoTa Ha 6a3i OI0PKETHOI YOTH-
pHUKOJiCHOT TIaTGOPMHU 3 ONTHYHUMH JATIYHUKAMH PYXY
Ta po3po0OKa METO/IiB MiABUIIEHHS TOYHOCTI HOTo TO3H-
nioHyBaHHA. 1le J03BOJMUTH OLIHUTH MOJIMBOCTI OIO-
JUKETHOI MOOLTBHOT TUIATGOPMHU Ta BU3HAYUTH JIOILIIb-
HicTh 11 3acTocyBaHHS NpH peamizalii THX YM IHIINX
POOOTOTEXHIYHUX MPOEKTIB.

BukJax 0CHOBHOTO MaTepiary 10CTiZKeHHS

Onuc Mo6iLHOrO podora. [l mocimimkeHs OyB
3i6pannii MOOITEHNI POOOT, OCHOBHI KOMIIOHEHTH SIKOTO
HaBesieHo B TaOnm. 1. Mioro 0cHOBOIO € GHOKETHa YOTH-
puKonicHa riatgopMa BapTicTio $6—10, MO 3HAYHOIO
MIpOI0 BH3HAYa€E TOYHICTH MO3MLIOHYBaHHs. [Inardopma
BKJIIOYAE AKPWJIOBUH KOPITYC, YOTUPH JBUI'YHU IOCTiM-
HOro cTpyMy 6B i3 penykropamu 1:48, kpinuibHi eneme-
HTH Ta JUCKH 3 TIpOpi3aMH Ul ONTHYHHUX JATYHKIB.

3aMmicTe mTaTHOTO BifACiKy min 4 Oarapeiiku Tumy AA
BUKOPHUCTaHO BiACiK Juisi 2 akymyJisitopiB Tuiy 18650
(7,2B). KepyBaHHs ABUT'YHAMU 3/IIIICHIOETHCS IPAiBEPOM
Ha 0a3i mikpocxemu L298N. JIyisi BUMIprOBaHHS repeMi-
IIEHb BUKOPUCTOBYIOTHCS ONTUYHI AaTuuku iy FC-03.
VYmpaBniHHsg peanizoBaHo Ha 06a3i ruath  Arduino
Leonardo R3 3 mikpokonTtponepom ATmega32u4. [pwuii-
oM koMaHJ 3abesmeuye Bluetooth-momyne HC-06. [ani 3
JaTyukiB BUBOAAThCS Ha OLED-mucmeit 0.96" (128x64)
3 iHTepdeiicom [12C. Cxemy poboTa HaBeneHO Ha puc. 1,
3arajbHUM BUIJISIT — Ha puC. 2.

MeTtoanka BH3HAYEHHS NepeMilleHb. Y IOCIi-
JUKEHHI BHUKOPHCTAHO OCHOBHI MOJIOKEHHS OJOMETpii
[7], skl nar0Th 3MOTY BH3HAuUaTH IOJIOXKEHHS Ta Iepe-
MIIIEHHS poOOTa 3a JOMOMOIOI SHKOIEPIB, M0 paxy-
I0Th KUIBKICTh 00epTiB Komic. IlepeBaramMu MeETOOy €
NpOCTOTA peajizalil Ta Hu3bKa BapTicTh. Cepea Hemoi-
KiB — Hakomnu4eHHst nmoMuiok (drift), BIUIMB KOB3aHHs
Ta NMPOKPYYyBaHHS KOJIC, IO MPU3BOJHUTH /10 3pOCTAH-
HS TIOXHOKH.

Jlis MobinpHOTO poboTa Oyia HamMcaHa MporpamMa
KEpyBaHHS, IO IPAIfO€ 32 HACTYIHHM IPUHIIUIIOM.
Komannu BBOAATHCS 3 MOOUIFHOTO MPHUCTPOIO 32 JIOTO-
Moroto goaatka Serial Bluetooth Terminal (abo mosioHO-
ro) y Burmani mudpu: 1 — pyx npsamo; 2 — pyx Hazaz, 3 —
TIOBOPOT TIPAaBOPYY; 4 — MOBOPOT JIiBOPYY. 3a 3aMOBUY-
BaHHSAM JIiHIHHE NepeMileHHs (IpsaMo Ta Hasamd) JOpiB-
Hioe 500 MM, KyToBWI MOBOPOT (BIIIBO Ta BIPaBO) —
90 rpamyciB. OnHaK KOMaHAa KEpyBaHHS depe3 KparkKy
MOXE€ MaTH JpYrHii apryMeHT — JiHiliHe abo KyToBe
nepeMillieHHs], 3ajJaHe y Mmilimerpax abo rpamycax (3a-
JEeXKHO Bijx HOMepy KomaHau). Hampuxian, komaHna
«1.750» BigmoBimae mepeMimeHHIO Briepen Ha 750 MM, a
komaHzaa «3.180» — moBopoTy mpaBopyd Ha 180 rpanmy-
ciB. [Ipy upoMy 3HaUEHHS JPYroro apryMeHTy (BeIH4H-
HU TIepeMIiIeHHsT) Moxe OyTH noBibHUM. [lepemimenHs
poboTa 3IACHIOETHCS TT0 TOPU3OHTAIBHIN TIaIKii TOBe-
PXHi, sika BcTeNeHa BatMaHoM. [IIBHIKICTh TIepeMileHHs
npu ckBakHocti IIIM 150 (i3 255 MoXiMBHX) CTaHO-
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BUTh mpuban3HO 165 00/xB. Ilicns mepemirueHHs Ha
3a7aHy BIJICTaHb, sIKa BUMIPIOETbCS IMITyJIbCAMU ONTHY-
HUX €HKoJepiB, poOor 3ymuHseThes, a Ha OLED-
JICIICH BUBOASATHCS:

- po3paxyHKoBa KimbkicTh immynbciB (Pulses),
sIKa BiJINIOBiJa€ 3aaHill BiCTaHI MepeMiIeHHS;

- (axTHYHA KITBKICTH IMITYJBCIB BiJl €HKOICPIB:
FL — mepemaporo miBoro kojeca, FR — mepemnHporo
mpaBoro koseca, BL — 3amHpOTO JMiBOTO KoNeca, BR —
3aJJHBOTO TIPABOTO KOJIECa.

[ToBHMIA KO TIpOTpaMU KepyBaHHS PO3MIIICHUH Y
penosuropii GitHub [8].

Tabauys 1 — KomnoHeHTH MOOiTbHOr0 po6oTa

1
Po6o-miatdopma
4x xoJticHa TBONATyOHA
MTOBHOTIPHBI THA
2
JpaiiBep qBHUTYHIB
Ha 6a3i yuma L298N
3
OnTHYHAN JaTYUK
nepenikoau FC-03
4
Hucrureit 0.96" 12C
128x64 (>;k0BTO-CHHI)
SSD1315
5
Bluetooth moxyns HC-06
6

ITmata Arduino Leonardo
R3

18650 battery M

| (omeq osost

Puc. 1. Cxema MoGiIEHOTO pobOTa
(BuxoHaHa B nporpami Fritzing)

Puc. 2. 3aransHuii BUrisig MobipHOTO podoTta

Po3paxyHKkOBa KUIBKICTh IMIYJIBCIB ONTHYIHOTO
SHKOJepa BU3HAYAETHCS 32 BIIOMHMH OJOMETPUYHUMH
3aJIeKHOCTSIMU:

- IS JHIKHOTO MepeMilleHHS:

_ Spn )
prn — Dk'TL"
JUTSL KyTOBOTO MICPEMIIICHHS:
Rpapn
= —, 2

ne S, — BEIMYMHA HEOOXiIHOTrO JIHIHHOTO mnepe-
MIIIEHHA, MM; D) = 2R, — niamerp Koieca, MM
(puc. 3, @); n — KiNbKICTh MPOPIi3iB TUCKY ONTHYHOTO
natuuka; R, — pagiyc nosopotry, mm (puc. 3, 6); @, —
BEJIMYUHA HEOOXIHOTO KyTa MIOBOPOTY, Ipal.

7

Puc. 3. Cxemu 10 BU3HAYECHHS PO3PaxyHKOBOT
KiJIBKOCTI IMITyJIbCIB ONTHYHHX AaTYHKIB:
a — IIpu JIiHIHHOMY HepeMileHHi; 6 — TPy ITOBOPOTI

42



ISSN 2073-7394

Cucremu yrpaBiiHHs, HaBirarii Ta 38's13ky. 2025. Ne 3

AHani3 moxmbok mno3umionyBanmusi. [lomepenHi
TeCTyBaHHs MOOUIbLHOrO poboTa mpu JiHIHHOMY Iepe-
MIIIEHHI Ta TOBOPOTi JO3BOJMJIM BHSBHUTH HMOXHOKH
MO3UIIIFOBaHHS, SIKI MOXXHA YMOBHO PO30HMTH Ha OCHOBHI
Ta 1moOiuHi. OCHOBHI MOXMOKM — II¢ BIAXWJIECHHS BiJ
TOJIOBHOTO HANPSIMKY pyxXy: AS — mpu JiHiHHOMY Tiepe-
MileHHi Ta Aa — ipu moBopoTi (puc. 4). I1pu upomy

5 = |5, -5, .

Aa = |a¢ -
ne Sy (@p) — hakruune miniitHe (KyToBE) MEpeMileHHS,
MM (Tpaj).

AS

Sp

Puc. 4. [ToxuOku MO3UIIOHYBaHHS
IIpY JiHIfHOMY niepeMilieHHi (a) i moBoporTi (0)

Jlo moOIYHMX MOXHOOK BiIHOCATHCS 3MIIIEHHS B
0ik Bix npsMoi JiHii Ay, TOBOPOT Ha KyT () TPH JiHIH-
HOMY TIEPEMIIICHH] Ta 3MIIIEHHS BiJl IIEHTPY ITOBOPOTY
L nipu nmoBopoTi. CBOEIO Ueproro, KOXKHa 3 IIUX MOXHOOK
Ma€ CHCTEMaTHYHY Ta BUIIAJKOBY CKJIAJIOBI.

BumnaakoBi CKIa0Bi COPUYMHEHI HEKOHTPOJIHOBA-
HUMH (aKTopamH U mijusiraroTh jauie ¢inprpanii. Cuc-
TEMaTHYHI MOXYTh OYTH 3MEHILIEHI HIISIXOM Kajiopy-
BaHHS.

OCHOBHI IPUYNHHI CUCTEMAaTHYHUX MOXHOOK:

- pi3Ha MIBHIKICTH IBHUTYHIB. B igeami mBui-
KICTb JIIBHX Ta IPaBHX KOJIIC Ma€ OyTH OJTHAKOBOIO (TIpH
JiHIHHOMY pyci HampsMOK OOepTaHHsS KOJIIC OJIHaKoO-
BUH, IpU TOBOPOTI — pi3HMi), ane uepe3 pizHi KK/,
3HOC Ta HaBaHTAXXEHHs (PAaKTHUYHI IIBUJIKOCTI ABHTYHIB
MOXYTb €O BiJPi3HSATHCH;

- MeXaHiyHi JIO(TH Ta T€OMETPUYHI HOXUOKH MO-
OibHOT TIAT(OPMHU: HASBHICTH 3a30piB B MEXaHIYHHUX
nepefavax, pi3HUA 1iamMeTp Kouic (HaBiTh JeKiTbKa
MITIMETPIiB TPAlOTh POJIb), HEMApPAIETBbHICTh MiBOCEH
MPHU3BOAATE IO PyXy IO Ay3i 3aMiCTh MpPSAMOI MpH Jii-
HIHHOMY TIEpEMIIeHHI Ta 3MIIIEHHS IEHTPY MOBOPOTY
IIpH TIOBOPOTI;

- 3MIilIeHHs LeHTpPYy Bark MoOiLIbHOTO podoTa Bi-
JTHOCHO IIEHTpa IOBOPOTY MPU3BOJUTH O HECUMETPHY-
HOT'O HaBaHTa)KEHHS KOJIIC, B pe3yJIbTaTi YOro Ha KoJie-
cax BHHHKAIOTh Pi3HI CHJIM TEPTS, a IPH HOBOPOTI 3'sB-
JISTFOTHCSI TOJJATKOBI CHITH 1HEPIIii;

- H"eroynocti y IIM-curnani (PWM), ocobamBo
Ha HU3BKUX MBHUAKOCTSX: B Arduino-po6ortax IIIM-
KEpyBaHHS HE 3aBXK/H JIHIHHE.

KaniopyBanns. Ilin xaniOpyBaHHS MOOUIBHOTO
po0OTa PO3yMIETHCS MPOLIEC BUSBICHHS Ta KOMIICHCALIIT
CHCTEMAaTHYHHUX IOXHOOK y pyci, mob0 poboT pyxaBcs
MaKCHMAaJIbHO TOYHO 1 rependadyBaHo.

B pamkax xaniOpyBaHHS BXXHTI TaKi 3aX0.IH:

- TIpoBelleHe KOMIUIEKCHe OallaHCyBaHHS IIIaTop-
MH, METOIO SIKOTO OyB PiBHOMIpPHHUI PO3IIOLI Baru pooo-
Ta Ha BCi KoJieca, IIPU IIbOMY LIEHTp Baru OyB po3Tamio-
BaHMI MaKCUMaJILHO OJIM3BKO 0 LIEHTPY [TOBOPOTY;

- mporpaMHuM crocoboM Oyna aemio 30ijblIeHa
LIBHJKICTh NPaBUX KOJIC IPH HPSMONIHIHHOMY pyci.
Le moB’s13aHO 3 THM, IO POOOT 3aMiCTh MPSMOI CHUCTe-
MaTHYHO CIIi/lyBaB JIyTOl0, 3 YXWJIOM IIpaBopyd. I ooB-
HOIO TIPHYMHOIO LIBOTO € MEXaHi4yHi JIO(TH Ta TeoMeT-
pudHI MOXUOKH MOOUTBHOI MIaT(opMu, Taki K mepeKic
KOJIIC;

- TIpOBelieHa KOPEKLisl OJOMETPUYHOI MaTeMaThd-
HOI MOJIel, siKa MoJsirana y BBEACHHI MONpPaBHHUX Koe-
¢imientiB go popmy (1) ta (2):

Npx = Ky * Nos, (17)

lecx = K- pr (27
ne Npy (Npy) — BiIKOpHroBaHa po3paxyHKOBa KiJlbKiCTh
IMITyJIBCIB €HKOJIepa NpH JIHIHHOMY IepeMilleHHi (1o-
Bopori); K, (K,) — koeditieHT Kopekii npu JiHiHHOMY
nepeMinieHHi (IIoBOpoTi):

Ky = $5/Sp, 3
Ke=a,/ag. 4)

BusHaueHHs KOeQIIiEeHTIB KOpEeKIii 3aiiCHIOBa-
JOCh 3a TaKOK MeTOoAWKOlo. J[ns JiHIHHOTO mepeMi-
UICHHS OyJid B3STi 5 3HAYEHb 33J]aHOT BiJCTaHI Sp: 250,
500, 750, 1000 ta 1500 MM. AHAJIOTIYHO, IJIsI KyTOBOTO
TIepeMilleHHs] IPUHHATI 5 3a/laHuX 3HA4EeHb KyTa IOBO-
poty: 45, 90, 180, 270 ta 360 rpagycis. i KOKHOTO 3
MPUAHATHX 3HA4YeHb NpoBeneHi 10 BIMipiB Ta oTpuMaHi
BIJITIOBIZHI 3HAYCHHS (PAKTHYHOTO MEPEMIIICHHS Sq,
abo ay.

Ha puc. 5 HaBezneHi Gokc-miarpamMu KoeillieHTiB
K, ta K, Ui IpsIMOJIIHIMHOTO pyXy Ta MOBOPOTY, PO3-
paxoBanux 3a ¢opmynamu (3), (4). Sk BugHO 3 KX
niarpaM, KoedimieHTH KOpeKmii 3MiHIOIOTHCS 3aJIeXKHO
BiJl Bi[ICTaHi repeMilieHHs (JTiHIHHOT YU KyTOBO{), OTXKE
€ QyHKIIsIMH, a HE KOHCTaHTaMHU.

Ha puc. 6 naBeneni rpadiku sorapudmivHoi an-
poKcHUMaIlii, moOyJoBaHi Ha MEMiaHHUX 3HAYCHHSIX
koedinienTiB kopekuii K, ta K,.. Jlorapudmiuna moaens
TOYHO OTHCYE €KCIIEPUMEHTAIbHI 3aJIe)KHOCTI, Koedilli-
€HT KOpensmii Uil JMiHIHHOTO pyXy cTaHoBuThH 0,98, a
it moBopoty — 0,67.

@OyHKIIOHAIBHI 3aJIE)KHOCTI KOE]ILi€EHTIB KOpEK-
i1 MaroTh BUL:

- I JiHIHHOTO TIepeMIIeHHS

K, = f(S,) = 0,0701 - In(S,) + 0,4383,  (5)
- [7s IOBOPOTY:
K, = f(a,) = 0,0216 - In(a,) + 1,2138.  (6)
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Puc. 5. bokc-nmiarpamu xoedimienTiB kopekuii K, Ta K.
BIATIOBIZHO TIPH IPSIMOJIiHIHOMY pyci (a) Ta moBopoTi (0)
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Puc. 6. I'padiku norapudmivuHoi anpokcuMaltii MeaiaHHuX
3HaUeHb KOe]illieHTIB KOPEKLT IPU MPSIMOITiHIiHHOMY
pyci (a) Ta moBopoTi (0)

Opepskani 3anexxHocti (5) Ta (6) BIIIOBITHO O
¢dopmyn (1°) ta (2°) BpaxoBaHi B Imporpami KepyBaHHS
Ipu OOYHCICHHI KiJIbKOCTI IMIYJBCIB E€HKOAEPIB, SKi
BIIMOBIAAIOTH 3aJIaHii BiJICTaHI MepeMilleHHs: JTiHiHHIHA
gu KyToBii. [licas mporo Oyma mpoBeneHa Apyra cepis
eKCIePUMEHTAIBHUX BHIIPOOYBaHb MOOITEHOTO PoOOTa,
B SKHX JOCJI/DKYBalach IIOKpalleHa TOYHICTb HOTO
TIO3UI[IOHYBaHHSI.

PesynsTtaTn mociimkens. [lopiBHAIBHUN aHaTi3
MOKa3HUKIB TOYHOCTI ITO3MIIOHYBaHHS €KCIIEpHMEHTa-
nbHOT TuIaTdopMH 10 Ta Iiciisl KamiOpyBaHHS MTPOBOAH-
BCS 32 MOKa3HUKaMHU BiTHOCHOI NMOXMOKH: OCHOBHOI Ta
MOOIYHOI.

OcHOBHa BiJHOCHA MOXHOKa pO3paxoByBalach 3a

bopmynamu:
- IS JiHIHHOTO MEPEMIICHHS:
Ag= AS/S, - 100%, @)
- Ui TOBOPOTY:
Ay= Aa/ay, - 100%. (8)

[To6iuHa BigHOCHA TTOXHUOKA:
- UIA JiHIHHOTO TIepeMileHHs

Ay= Ay/S, - 100%, ©)
- Ui IOBOPOTY:

A,=180"L/(a, 7" Ry) - 100%. (10)

[opiBHsANBEHUI  aHami3  UTIOCTPYIOTH  Tpadiku
puc. 7—10. Kpusi, noOynoBaHi Ha Bcix rpadikax, Bigmo-
BiAIOTh JIOTApU(MIUHIN ampoKcHMaIii MeIiaHHUX
3Ha4eHb BiJTHOCHOI TIOXHUOKH.

Ha puc. 7 npencrasneni rpadiku BiJHOCHOI OCHO-
BHOT IIOXMOKH NpH JIIHIHHOMY NepeMillieHH] 10 Ta MicJis
kamiopyBanHs. OOUIBI KPUBI BiJOOpakalOTh TECHACHIIIT
3MEHILECHHS 3Ha4YeHb 31 3pOCTaHHAM BincTaHi. BinHocHa
noxuOKa TMicis KajniOpyBaHHS 3MEHIIMIACH TPUOIN3HO
y 2 pasu.

MeaiaHm (HaGip 1)
— AnpokcuMalia 1t y = -9.404n(x) + 73,51
X Meniann (Habip 2)
20 —— AnpokcumMauis 2; y = -6.70In(x) + 46.94

x

200 400 600 800 1000 1200 1400
BigcTamk

Puc. 7. I'padixu BiTHOCHOI OCHOBHOI TTOXMOKH NPH JTiHIHHOMY
nepeMillieHHi (CHHs KpuBa — 10 KaniOpyBaHHS,
YepBOHA KpUBA — ITICJIs)

Ha puc. 8 naBeneHo rpadiku BiZTHOCHOT MOOIYHOT
NOXHUOKH IPH JIHIHHOMY NepeMillieHHi.

7 Mepianu (Habip 1)

— Anpokcamalia 1: y = 3.274n(x) + -17.21 (R*=0.963)
X Megianu (Habip 2)

6 — Anporcumauin 2: y = -0.23In(x) + 1.93 (R*=0.459)

= X

200 400 600 860 1000 1200 1400
BincTaHs
Puc. 8. I'padixu BigHOCHOT TOGIYHOT MOXUOKK
[pH JiHITHOMY TIepeMileHHi (CHHS KpUBa — J10
KaniOpyBaHHsI, YepBOHA KPHBa — ITICIIs)
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Ho xaniOpyBaHHs MoOiyHa NMOXMOKa Maja YiTKy
TEHJICHLIII0 301IbLIEHHS, 1110 MOB’SI3aHO i3 PyXOM MoOi-
JIBHOTO PO0O0Ta MO Ay3i 3aMicTh mpsaMoi. [Ticis kamiopy-
BaHHS BIIHOCHA MOXMOKa 3aJIMIIaNach CTa0lIbHOIO.

Ha puc. 9 npencrasneni rpadiku BiTHOCHOT OCHO-
BHOI MOXHOKH TpHu moBopoTi. OOKIBI KpUBI Majo 3aie-

25
20
15

10

KaTh BiJ KyTa IIOBOpOTy. BinHocHa mnoxmOka micis
KaniOpyBaHHs 3MEHIIUIIACH IPHOJIM3HO Y 4 pasi.

Ha puc. 10 naBeneno rpagiku BiIHOCHOT OOIYHOT
moxuOku Tpu TOBOpOTi. Jlo kamiOpyBaHHs MOOiYHA
moxuOka Oyna cTabiBbHO, MICHA KaaiOpyBaHHSI — Mae
TEHIEHIIIO 3MEHIIIEHHS.

Megianu (Habip 1)
—— Anpokcumauin 1: y = 1.36:In(x) + 17.44 (R?=0.520)
X Mepnjianu (Habip 2)
— Anpokcumauia 2: y = -2.14-In(x) + 13.85 (R?=0.653)

50 100 150
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250 300 350

KyT (rpaaycwn)

Puc. 9. I'padiku BiTHOCHOT OCHOBHOI TOXWOKH P TIOBOPOTL
(cuHs KpuBa — 10 KaniOpyBaHHs, YepPBOHA — ITICIIA)
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.16
i
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10
Menianm (Habip 1)
—— Anpokcumauia 1: y

*®  Mepianm (Habip 2)
—— ANpOKCMMaUiA 2: y = -5.10:n
!

-0.12-In{x) + 20.34 (R*

0.003)

{x) + 36.59 (R?=0.954)

50 100 150

200 250 300 350

KyT (rpagycm)

Puc. 10. I'padiku BinHOCHOT NOOIYHOT MOXUOKK TIPH TTOBOPOTI
(cuHs KpuBa — 10 KaniOpyBaHHs, YepBOHA — ITICIIs)

BucHoBku

1. MoGinbHuii poboT, 3i0panuii Ha 6a3i OrOKeT-
HUX IUIaTGOPM, MA€ THUIOBI MOXHOKH MO3HUIIOHYBaHHS,
AKi yMOBHa MO)XHa pO30WTH Ha OCHOBHI Ta TOOiYHI.
OcHOBHI TOXUMOKH — II€ BIAXWJIEHHS BiJ TOJOBHOI'O
HanpsiIMKy pyxy: AS — mpwu JiHIHHOMY mepeMilleHH] Ta
Aa — ipu ToBOPOTi. [0 MOOIYHUX MMOXUOOK BiJJHOCATHCS
3MiIeHHs B OiK BiA mpsaMoi JiHii Ay, MOBOPOT Ha KyT (0
IIpY JIiHIHOMY TIepeMillleHH] Ta 3MILeHHs BiJ LEHTPY
MTOBOPOTY L mpu moBoOpoOTi.

2. KoxxHa 3 BKa3zaHHX MOXHOOK Ma€ CHCTEeMaTU4HY
Ta BUMAJKOBY CKJIaJ0Bi. BumaakoBi ckiamoBi moB’s3aHi
3 OaraThbMa (akTopaMu Ta MPAKTHYHO HE ITiITAIOTHCS
o6miky. CuctemMarnyHi TOXMOKM MOXXHA BHSBHUTH Ta
3HAYHOIO MipOI0 YCYHYTH 32 JOTIOMOTOI0 KaJliOpyBaHHSI.

3. OCHOBHMMH NpPHYMHAMH MOXHOOK MO3UIIOHY-
BaHHS, SIKI MIAAI0THCSI KOPUTYBAHHIO 200 KOMIICHCAIIT,

€ pi3Ha IBUIKICTh €JIEKTPOJBUIYHIB, MeXaHIuHi Jrod-
TH Ta TEOMETPHUYHI MOXHMOKM MOOiNeHOI miatdopmu,
3MIIIEHHA LEHTPY Bard MOOUIFHOTO poOOTa BiIHOCHO
LIEHTpa II0BOPOTY.

4. Po3pobiieHa MeToaMKa KamiOpyBaHHS JJO3BO-
JUJa 3HAYHO MiJABUIIUTH TOYHICTH IMO3WI[IOHYBaHHS
Mo0OibHOTO po0oTa Ha 0a3i OI0PKETHOT YOTHPHUKOJII-
cHOi poOo-mmaThopMu 3 ONTHYHUMH JaTYUKAMHU
pyxy. ExkcnepuMeHTanbHi pe3yJbTaTH ITigTBEPINIH
e(peKTUBHICTh 3aMPONMOHOBAHOTO MiAXOJY: BiTHOCHI
MMOXMOKM MO3HUIIIOHYBAaHHS 3MEHIIUIINCH B CEPEIHBO-
My y 2...4 pasu.

5. MMoganpmMu KpOKaMu IiABHUIEHHS TOYHOCTI
MTO3HIIIOHYBAaHHS MOO1TBHOTO Po0OOTa € 3aCTOCYBaHHS
JOTaTKOBUX CEHCOPiB, MOBTOpPHE KaJXiOpyBaHHA, 3a-
CTOCYBaHHS OiNIbII CKJIAJHUX NPOTPaMHO-anapaTHUX
aJanTUBHUX CHCTEM KepyBaHHA. [Ipore mpu po3pobii
moAiOHUX 3ax0JiB HEOOXiJHO NpHHMaTH 10 yBaru
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BapTicTh pobo-maTdopmu. SIKIIO BUMOTH JO TOYHO-  mpuabatd  Oinpll  sKICHY Ta BapTicHy pobo-
CTi MO3MLIOHYBAaHHS € JOCTaTHBO XXOPCTKUMH, CIiJ  IIaTGopMy.
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Evaluation of positioning accuracy for a low-cost four-wheeled mobile robot with optical motion sensors
Andrij Klyon, Andrii Tretiak, Olexandr Fomin, Sergiy Yastreba, Anatolii Burlakov

Abstract. This paper investigates the positioning accuracy of a mobile robot built on a low-cost four-wheeled platform
equipped with optical motion sensors. The design of the robot, the control system scheme, and the methodology for determining
linear and angular displacements using odometry are described. Primary and secondary positioning errors are analyzed, including
their systematic and random components. A calibration procedure was conducted, involving hardware weight balancing, PWM
signal adjustments, and refinement of the odometric model through correction coefficients. Logarithmic approximations of the
correction factors were constructed for different types of motion. Experimental results confirmed the effectiveness of the pro-
posed approach: relative positioning errors were reduced on average by a factor of 2 to 4. Conclusions are drawn regarding fur-
ther ways to improve positioning accuracy, taking into account the cost limitations of the hardware platform.

Keywords: mobile robot; positioning; odometry; optical encoders; error; calibration; low-cost robotic platform.
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XapKiBChKHIA HAIlIOHATHPHUN YHIBEPCUTET PaIiOeNeKTPOHIKH, XapKiB, YKpaiHa

MOJEJII IPOEKTYBAHHS BIT-IIOTOKOBOI'O ONLINE-OBYUCJ/IIOBAYA
IPPAIIIOHAJIBHUX ®YHKIIN

AHoTauniss. AkTyajbHicTh. B po3moaiieHux cUcTeMax ynpaBlliHHS pealbHOro yacy HeoOXiaHO 3a0e3meuyBaTH Oe3-
MepepBHUI MpuitoM Ta 0OpoOKY MOTOKIB 1HGOPMALIMHUX NaHUX Yy MIpy IX HaaxopkeHHs. [Ipu bOMy aKTyaJbHUM 3a-
BJAHHSM € CTBOPEHHS MOTOKOBUX OOYMCIIOBAUiB, [0 BUKOHYIOTh (PYHKLIOHAJbHE MEPETBOPEHHS CUTHANIB CEHCOPHUX
KOMIIOHEHTIB, IPEACTABICHUX Y POPMi IMITyIbCHOTO MMOTOKY. MeTo10 po6oTH € po3poOka MaTeMaTHYHOI Ta aBTOMATHOL
MoJereil MpoeKTYBaHH MOTOKOBOTo Online-o6uncnroBaya ipparioHansHuX QYHKIINH 3 iMITyI6CHUM (GiTOBUM) IOTOKOM
naHnx. O0’€KTOM J0CTiAKeHHsI € anapaTHi OiT-MOTOKOBI 00YUCTIOBaYl ippaioOHANEHIX (YHKIIIH, OCHOBOIO SKHX € MO-
TOKOBHI crioci6 oOuuciicHb. IIpeaMeToM JOCTiIKEHHsI € MOJEN Ta METOAU MPOCKTyBaHHs OiT-moTokoBux online-
obuncioBadiB ippanioHansHUX (GYHKIINH. Pe3yabpTaTH. 3anmporoHOBaHO YIOCKOHAJICHY MaTeMaTHYHYy MOJETb IpH-
CTpOI0 00YHCIEHHS ippamioHanbHO1 GYHKIIH 3 BUKOPHCTAHHSIM METONY CTYHiHYACTOi allpOKCHMAIlii Ha OCHOBI oOepHe-
HOI (YHKILIN Ta aBTOMaTHY MOJIENb OOYMCIIIOBaYa Ha OCHOBI KiHIIEBOTO aBToMaTa Mypa. BucHoBok. Bukopucranus 3a-
MPOMOHOBAaHUX MOJEJEeH MPOEKTYBaHHS MOTOKOBOTO OOYHCIIOBAYA J03BOJISAE€ MiHIMI3yBaTH a0CONIOTHY MOXUOKY 004YHU-
CJIEHb, MiJBUIIATH €()EKTUBHICTh MPOEKTYBaHHSA IPUCTPOIB 32 PaxyHOK BUKOpHCTaHHS po3pobieHnx HDL-mabmonis
onucy Mozeni oGuncIoBaya.

Kaw4doBi ciroBa: QyHKIIOHaTBHE IEPETBOPEHHS, OITOBHUII MOTIK JaHUX, IIOTOKOBUH CIIOCIO 0OYHCIIEHb, alPOKCUMALIis,

MaTeMaTH9YHa MOJENb, aBTOMaTHA MO/Iefb, rpad mepexomis, rpad-cxema anroputmy, FPGA.

Beryn

B posnoninennx cucTemax ympasIiHHS PeanbHOTO
gacy HeoOXimHO 3abe3redyBaTH Oe3mepepBHHUI MPOIeC
mpuiioMy, 00poOKH iHbOpMamiHHUX JaHUX Ta Oe3mepe-
pBHe GopMyBaHHS pe3ynbTaTy B Impoieci o0podku. Ha
JaHUI 4ac oTpuMaja PO3BUTOK KOHIEMIsl PUCEHCOP-
HUX O0YHCIICHB, 110 Mepeadavae mepeMimieHas 00poOKH
JaHuX Omkde 10 ceHcopHUX KommoneHtiB [1]. Ilpwu
LBOMY IIMPOKE 3aCTOCYBaHHS 3HaXOMSATh CEHCODH, IO
TeHEPYIOTh BHXIJHMH CUTHal Yy BUIIAII 4YacTOTHOTO,
yac-immysbcHoro abo IIIMM curnany. YactoTHuit cur-
Hall TPEJCTaBisie CO000 TMOTIK iMmysbciB (OiTiB) 3
OIMHUYHOI0 AaMIUITYI00, B SKOMY iH(OPMATHBHUM
mapameTpoM € (ikcoBaHe 3HauYeHHS OITIB 3a YacOBHit
inrepsain [2].

Po3pobka cremianizoBanux amnaparaux online-
00YHCITIOBaYiB, M0 BUKOHYIOTh (DYHKIIIOHATHHE IEpeT-
BOPEHHS CUTHAJIIB 32 HEOOXIHOIO (DYHKIII€I0 3 BUKOPH-
CTaHHSIM IOTOKOBOT'O CIOCOOY OOYHCIECHb € aKTyalb-
HUM 3aBaaHHsIM. [ToTokoBHil crocid 00YMCIIEHD Tepe-
0avae OJHOYACHE MapayeNbHO-TIOCIIIOBHE BUKOHAHHS
MIEPEeTBOPEHD HaJl OKPEMHUMH OiTaMHU MOTOKY, SIKi 3/iHc-
HIOIOTBCSI 32 PaxyHOK BHKOPHCTaHHS METOAIB (opMy-
BaHHS IIPUPOCTIB.

Jis iMIuieMeHTallii crierianizoBaHux (QyHKI[IOHA-
JBHAX MOJYJIB, IO 3AIHCHIOIOTH NPUCEHCOPHI 00YMC-
JICHHSI 3aCTOCOBYIOTBCSl TEXHOJIOTIYHI  ILUIaTGOpMHU
FPGA, CPLD cneniani3zoBaHi iHTerpajibHi MiKPOCXEMH
ASIC, 1o 3a0e31e4yoTh Ha/liiHICTh, THYYKICTh Ta eHe-
proedextuBHicTs [3].

VY po6ori [4] 06rpyHTOBaHO HEOOXiMHICTE PO3POG-
KM TIEPETBOPIOBAYIB /ISl OOYMCIIEHb «IOOIH3Y CEHCO-
pa» IpU BUKOPHUCTAaHHI iX B JACHEHTPaATi30BaHUX CEHCO-
PHHX CHCTEMax, MOKa3aHO aJIrOPUTMH IMOTOKOBOI 00po-
OkH, siKi 3a0€3MeUyI0Th 0JTHOYACHO (YHKIIOHAIBHI Ie-
PETBOPEHHSI CUTHAJIIB, IOJAaHUX Y BUIIISAAL OITOBOTO
MOTOKY Ta MOTOKy curxana [I1IM.

B poGorti [5] npeacTaBieHo MPUHIMIT TPOEKTYBAH-
Hsl Ta peasti3aliio TPUroHOMETpUYHUX (QyHKiil Ha FPGA
3 Bukopuctanasam anroputmy CORDIC. B [6] 3anporo-
HOBAHO apXITEKTYpy MiIBbHHUKA, 3aCHOBAHY Ha aJlrOpPUTMI
JIJICHHS, SIKMH BUKOPHCTOBYE 3BOPOTHY OIEPALlIO, CITH-
parouuch Ha anropuT™ AiieHHs HetotoHa- Padeona. [Tpu
CTBOPEHHI HeMiHIHNX moToKoBHX ONnline-o6uucitoBayis,
0 BIATBOPIOIOTH HEMIHIWHI (PYHKIIii, BUKOPHCTOBYIOThH
TOYHI METOAN OOYHCIICHHS alPpOKCUMYIOUHX (PYHKIIHA Ha
OCHOBI JM(epeHIiaIbHUX PIBHSIHb a00 anredpaiuHuX
PiBHSIHB (0OepHEHHX (QYHKIIi#T).

VY po6ori [7] npeacTaBieHo MaTeMaTHYHY MOJIETb
HOTOKOBOTO CTEIICHEBOr0 OOUHUCIIOBaYa 3 JpOOOBUM
MOKAa3HUKOM, II[0 OTPHMAaHO Ha OCHOBI 0OepHEeHOi (yH-
KIil, 3alporoHOBAHO Y3arajbHEHy apXiTeKTypy OiT-
noToKoBOro online-o6uucioBayva.

VY [8] 3amponoHoBaHO anapaTHHil OiT-TIOTOKOBHIA
online-o6uuncioBay  poOOBO-paLliOHATBHUX  (HYHKILT,
MaTeMaThdHa MOJENb SKOTO MoOyAOBaHA aNrOpPUTMIid-
HHUM [UISIXOM y BHTJISI CUCTEMHU Pi3HUIIEBHUX HEPiBHOC-
Teil.

B [9] 3amponoHOBaHO MaTeMaTH4YHY MOJENb MO-
TOKOBOTO OOYHCIIOBaYa IpOOOBO-ippallioHaTbHUX ¢y-
HKIII#, 0 3A1MCHIOE TBOX eTarHe 00YuciIeHHsT QyHKITIT,
MaTeMaTH4Ha MOJIENb SIKOTO TIPeJCTaBIeHa IEKOMIT03H-
i€l0 MaTeEMaTHYHUX MOjeNel o0uncIroBadiB ApoOOBo-
pamioHanbHUX (QYHKIIH Ta GYHKII BUITydeHHS KOPEHS.

MeTor po00TH € TOCTIPKEHHS Ta PO3podKa yao-
CKOHaJIEeHOI MaTeMaTH4YHOI Mojeni amaparHoro Oit-
MIOTOKOBOTO O0YMCIIIOBaYa ippalioHaNbHUX (QYHKIIH,
110 JI03BOJISIE MIJBUIIUTH TOYHICTH OOYHCIIEHDb 3a paxy-
HOK BHUKOPHUCTAaHHS MeToqy (OpMyBaHHS NPHPOCTIB
BHCXIJTHUX CTYHiHYacCTHX (YHKIiH Ha OCHOBi oOepHe-
HUX (QYHKIIH Ta TiABUIIATH IBHIKOIIIO TMPUCTPOIO, 32
pPaxyHOK KOHBEEPHOI apXiTeKTypH; po3poOka aBTOMAT-
HOi MOJeNi MPHUCTPOIO HAa OCHOBI KIiHIIEBOTO aBTOMAara
Mypa, sika 3abe3rnedye YiTKiCTh peaizallii aJlropuTMy
00YHUCIICHB.

© Jlapuenko JI. B., Jlapuenko b. /1., Poxxnosa T. I'., 2025
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MartemMaTH4YHA Mojeb OiT-IIOTOKOBOIO
0o0uyncIOBayYa ippanioHaIbHUX QYHKIIH

B [10] 3ampomonoBaHo Meton (GopMyBaHHS
MPUPOCTIB BUCXIMHUX CTYyHiHYACTHUX (YHKLIH Ha oc-
HOBiI OOCpHEHUX (YHKIIIH, 0 3abe3medye MiHIMi3a-
i MOXMOKH 00uHCIeHb, Aka ckiagae + 0,5 momoz-
moro 0iTa apryMeHTy Ta €JMHHUH IiAXiJ 10 MPOEKTY-
BaHHS OOYHCIIIOBAadiB NMEBHOTO KIacy, sKi 3abe3sme-
4y[0Th (hOpPMYyBaHHS pe3yibTaTy OOYHCIEHb B peajb-
HOMY Yaci.

IIpu po3pobimi oOumcaOBadiB yBary MpHIICHO
MIPOCTOTI TEXHIYHOI peami3amii 3a paxyHOK MIpeacTaB-
JICHHA apTyMeHTy (yHKIIl y BUIISLII OITOBOTO IOTOKY
Ta yHiBepcali3My BHKOPHUCTAHHS apXiTEKTypH 3 TOUYKH
30py 3aCTOCYBaHHS HPHUCTPOIB I BUKOHAHHS IHIIHX
MaTeMaTHYHHX OIepaLii.

3a merogoM (OpMyBaHHS HPUPOCTIB CTyHiHYAC-
TUX (QyHKLIH HAa OCHOBI 0OEpHEHHX (YHKIIH BHOIPKOBI
3HAYEHHS Xy 3 BXIIHOTO OITOBOIO MOTOKY X , IIO BiImO-
BiZIalOTh By3JlaM arpoKCHMallii BiITBOPIOBAHOI CTYIIiH-
yacToi (YHKIIi BH3HAYAIOTHCS 32 HACTYMHOW (hopMmy-
JI010:

‘P(y—l&maxl) < xy<‘lf(y—|§maxl)+1, 1)

Je X, Y — BXigHuit Ta BUXimHui GiToBi (IMmynbCHI) mo-
ToKH; P(y —|0max|) — 06epHEeHa ByHKIIIs.

bir-norokoBi o6umcirOBayi ippanioHaabHUX (yH-
KIii MarOTh BiTBOPIOBATH HA BUXOJI HMPUCTPOIO aIpo-
KCcUMytouy (YHKIIIIO, 110 Ma€ BUIIISIA!

y=[q&+o,5}, @)

e |5max|:0,5 — TpaHMYHE MiHIMaIbHE 3HAYCHHS

a0COIIOTHOT TOXHOKH BiATBOPEHHS (DYHKIIIH.

[pu po3pobmi Mopeneld TPOEKTYBaHHS OiT-
notokoBoro Online-o6uucnroBaya ippaiioHaNbHUX (Y-
HKLiH 0yJ0 OTPEMaHO MaTeMaTUYHY MOJEIb IPUCTPOIO
Ha OCHOBi 00EpHEHOT (PYHKIIII.

CkopucraBmuchk popmynoro (1) mms Gyskmii (2)
OTPUMAHO HEPIBHICTh J[JIsi BH3HAYCHHS BHOIPKOBUX
3HAUEHb Xy, IO Mae€ OyTd peanizoBaHo B oOnline-
o0uncoBaui:

29x, = (21", 3
BuOipkoBi 3HaueHHs X, MOXYTb OyTH BU3HAuEHI

3a opmyoro (3) mpu miacranormi Y, =12,3,....K.

3 HepiBHOCTI (3) OTPHIMaHO MaTEeMaTHYHY MOJIENb
0iT-TIOTOKOBOTO OOYHCIIOBaYa ippallioHanbHUX (QyHK-
il, sKa MPeNCTaBisiE COOO CUCTEMY Pi3HHUIIEBUX He-
piBHOCTEIA:

2%x > (23,-1)7,

2% (% =3 ) + 48y 2 (27,-1)" = (21-1)",

29 (% =)+ A, 2 (23517 = (2020, (4)

24 (Xy _xy—1)+Ay—1 > (2yk—1)q —(2yk,1—l)q .

B cucremi nepiuocreit (4) A, ;- ue pisnuug,
OTpUMaHa MPU MOPIiBHSIHHI MOTOYHHUX 3HAYECHb MPUPOC-
TiB pymxmin 29x, Ta (2yy ~1)* mix BOMa CyciaHimMu
By3JIaMH anpoKcuMaii BiqTBOpHOI (QyHKIi1, OTpUMaHOi
Ha MOTEPeIHBOMY KPOLli MOPiBHSHHSL.

B cucremi HepiBHoOCTe# (4) AjTa Ay BU3HAYa-

I0ThCS 32 BIIOBIAHUMHU OPMYJIIaMu:
Ay =2y —(2)’1—1)q : ®)
Ay =2%(xy =y )+ Ay 5 -

—(2yy —1)q +(ZYk—1—1)q :

INpu BUKOHAHHI KOXHOI HepiBHOCTI (4) Ha BUXOIi
obuucnioBaya OyJe reHepyBaTuCs BHXIIHMN OIT Yk, a
OTXKe, MepIIoMy 0Ty BUXITHOTO MOTOKY Yi1=1 BiAMOBI-
nae OIT X1, 10 OOMPAeThCs 3 BXIJHOTO MOTOKY X, TPH
skoMy OyJe BUKOHaHO mepiny HepiBHICTb (4). ns Ha-
CTyNHUX OITIB BUXIJHOTO MOTOKY Yk OyIyTh BHUKOHaHi
HACTYTHI HepiBHOCTI (4) BiAMOBiqHO.

(6)

ABTOMATHA MOJ€JIb o0uMcIIOBaYA

Ha ocHOBi y3arampHEeHOi apxiTekTypu OiT-
noTOKOBOTO online-oGuuciioBaua [7] moxe 6yTH m0OY-
JIOBAHO apXITEKTypy MOTOKOBOIO OOYHCITIOBaYa ipparti-
OHAIBHHUX (QYHKIIN 3 ypaxyBaHHSIM MaTeMaTH4HOI MO-
Jeni npucTporo 3ananol GyHkuii Ta 6a30BOi  KOHBEEp-
HOT apXiTEeKTypu MOTOKOBOT'O MOJIIHOMIaJIbHOTO O00YHC-
mroBada. ApXiTekTypa OOYHCIIOBada ippalioHaIbHUX
¢yHKIOiIH € CcHHTe30M JBOX OJIOKiB: OJOK  OiT-
ITOTOKOBOTO OOYHCITIOBaYa JiHIHHOT (QYHKIIIT, M0 3Aiiic-
HIOE OMEpaIlifo MHOKEHHsI BXiIHUX OiTiB Ha KOHCTAaHTY
TPU apTyMEHTI X; OJIOK KOHBEEPHOT0 OOYHCIIOBaYa I10-
JTHOMIaNBPHUX (YHKIIH, BKIIOYCHUH Y 3BOPOTHUI
3B’S130K apXiTeKTypH, MOOYyIOBaHUN HA KaCKaJHOMY
3’€JIHaHHI CyMaTOPIB, YNCIIO SKUX JOPIBHIOE TOKA3HUKY
CTYIIEHs ippalioHaNbHOT QyHKIIII.

OCHOBHHUI1 00YHCITIOBAIbHUN KOMIIOHEHT apXiTek-
TYpH — TapajienbHuil cymatop pesyisraty SM_RES 3i
3BOPOTHHM 3B’SI3KOM, B SIKOMY 3JIiHCHIOETHCS IOpIB-
HSHHS TapalieIbHAX KOJIB JiBOI i MPaBoi YaCTHH HEpiB-
HOCTEM MaTeMaTH4yHoi Moneii oOumciaroBada. — JiBa
YaCTHHA HEPIBHOCTI € 3HAYCHHSIM NPHUPOCTIB rpaTdacTol
(GYHKIIT apryMeHTy, sIKi IPEACTaBICHO NPSIMUM JIBiii-
KOBHMM KOJIOM; ITpaBa YaCTHHA HEPIBHOCTI € 3HAYCHHSIM
MIPUPOCTIB PIBHIB BY3IIiB anmpokcuMmytouoi QyHKii, 1mo
MPE/ICTaBICHA JI0JJATKOBHUM JIBIHKOBHUM KOJIOM.

bitu nepenoBHenHst cymaropy SM_RES € Oitamu
no4yatky (hOpMyBaHHS KOKHOI CXOAMHKH arpOKCHMYIO-
40i cTymiHYacTol QpyHKITI.

BaranpHU# miAxig g0 amapaTHOl peaiizamii online-
00YHMCIIOBaYiB HAa OCHOBI KIHIIEBOIO aBTOMara MOJEINi
Mypa, mo 3ampornoHoBanuil B [10], no3Bonue ckopuc-
TaTuCh Tpa)oM MepexoiB Juisi OJIOKY KepyBaHHS 004H-
CIIIOBAJILHUM MpoIiecoM B Online-o6umcioBaui ippaitio-
HanmbHMX (yHKUiA. ['pad mepexoniB xepyrodoro aBTo-
Mara 3abe3Ieuye YiTKICTh 1 HA0UHICTh KepyBaHHS 004YH-
CIIIOBAJIEHIMH CTaHAMH IIPUCTPOIO.

ABTOMaTHa MOJIeNIb TIOTOKOBOTO OOYHCIIIOBada ip-
parioHanbHUX (QyHKIIIH, M0 To0ymoBaHa Ha 0a3i KiHIle-
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BOTO aBTOMaTy Mypa € HalOiLIbIl MPUIATHOIO IS pea-
mizanii online-o6uucmioBadiB naHoro kiacy. Kinmesuit
aBTOMAT Mae€ JIBi CKJIAJIOBI — KEPYIOUHIA Ta ONepaIliiHuiA
ABTOMATH.

Kepyrounit aBTOMaT oOYMCIIOBa4Ya MiCTUTH HaOip
CTaHiB Ta IIepexoIiB Mix HUMH (puc. 1).

reset impulse
impulse
SM_RES<0 SM_RES>=0
SM_RES>=0

Puc. 1. I'pad mepexomiB Kepyrodoro aBTOMaTy IPUCTPOIO

I'pap mepexonis mictuts Tpu cranu: a0, al, a2.
ITo curHamy 3araJbHOrO CKHIYy NPHCTporo reset=1 aB-
TOMaT MEPeXOIUTh y MoyaTtkoBuid craH a0, Ta 3Haxo-
JIMTBCS Y IaHOMY CTaHi JI0 TOrO MOMEHTY, KOJIM Ha BXiJ
MIPUCTPOIO MPUXOJUTH CUTHAI «impulse», nani aBromar
MEPEXONTh Y CTaH al, B IKOMY 3JIHCHIOIOTHCS 004nC-
JICHHSI Y KOMIIOHEHTaxX MPsSMOro 3B’SI3Ky apXiTeKTypHu
MIPUCTPOIO.

[epexoau 3 0THOTO CTaHy B IHIINH BigOyBarOTHCS
HAa OCHOBI yMOB TICpENOBHEHHS Tak/HIi CyMaTtopa
SM_RES. B a2 BHKOHYIOTBHCS KOHBEEPHI OOUUCIICHHS Y
KOMIIOHEHTaX 3BOPOTHOTO 3B’ 3Ky apXiTEKTYpH.

Ha migcTaBi MaTeMaTHYHOI MOJIEINI Ta apXiTeKTypH
6ir-motokoBoro onling-o6uwnciroBaya po3pobIIEHO 3Mic-
ToBHY rpad-cxemy amroputMmy (I'CA) omepariitHoro
aBTOMaTa peamizauii ipparioHanbHol QyHKIIT, 0 TpH-
BE/ICHO Ha puc. 2.

Ha ocHoBi cTBOpeHmx rpadoBux Momenei OyIio
po3pobieno HDL-monens oOumciaroBada (QyHKII, 110
JnocmpKyeTbes. B po6oTi [10] npuBeneHO pe3ynbTaTh
eKCIIEPUMEHTAILHOTO IOCIIKEHHSI PO3pOOJIEHUX MO-
Jeneil MpOeKTYBaHHS OIiT-IIOTOKOBOIO OOYHCITIOBaYa
ippanioHanbHAX (QYHKIOIH 3 BIIHOBIAHUMH TEOpETHY-
HUMH PO3paxyHKaMH Ha MPHKIaJi OiT-TIOTOKOBOTO 00-
YHCIIOBa4Ya KBAJAPATUYHOTO PAJMKaIly, NIPUBEICHO aTe-
MatuyHy Mojenb mnpuctporo, 'CA peamizamii mocmi-
oKyBaHoi (yHKii, ctBopeHo HDL-mozens mpuctpoio,
sKa HamkcaHa B CTHJII aBTOMAaTHOTO IpOrpamyBaHHS,
OTPUMaHO TOBEIIHKOBY MOJIENb MPHUCTPOI0 B Cepelo-
pumi CAITP Active-HDL Ta 3aiiicHeHo #oro imruieme-
mrario B mwiatgopmy FPGA Xilinx Spartan, orineno
YaCTOTHI XapaKTEPUCTHKH IPUCTPOIO.

BucHoBku

B pesynbrari mpoBeneHWX aBTOpaMH JOCHIIKCHb
OyJ10 OOTPYHTOBAHO aKTYaJbHICTh PO3POOKH MOTOKOBHX

SM_RES=5M_RES+RG1 f a1

L]

SM_RES>=0 1

SM_RES5=5M_RES 5M1

5M|=.“:":M+E'H2 ¥ a2

SMk-1=5Mk-1+RG2
|

L i

‘ End }:aﬂ

Puc. 2. I'pa-cxema anroputmy peasizamil
ippatioHanbHOT PyHKIIT

online-o6uncnroBaiB A PO3MOMIICHUX CHCTEM YIIPAaB-
JIHHSA PeajbHOrO Yacy, IO MPU3HAYCHI 3IHCHIOBATH
(yHKIIOHATIBHY OOpPOOKY CHIHAIIIB CEHCOPHHX KOMIIO-
HEHTIB, PEJICTABJICHUX IMITyJIbCHUMH MOTOKaMHU.

HaykoBa HOBHM3Ha OTpUMaHHX pe3yJbTaTiB IOJIS-
rae y po3poOui yJOCKOHaJIEHOi MaTeMaTH4HOI MOoJedi
online-o6uncnroBaua ippamioHadbHUX (GYHKIH, Ky
OTPHUMAHO 3 BUKOPHCTaHHAM METOJY CTYIIHYacTol am-
pokcuMariii Ha ocHOBiI oOepHEHOI (QYHKIII, a TaKOX y
po3poOIIi aBTOMaTHOI MOJENI MPHCTPOIO, M0 3a0e3Ie-
YHJia 9iTKiCTh BUKOHAHHS aITOPUTMY peaisaii ipparti-
OHaNBHOI (PYHKIIII.

AsromatHy HDL-mMozens cTBOpeHO y BUTJIIAII aB-
TOMaTHOTO IA0JIOHY, B SIKOMY JOCTaTHbO KOPHUTYBaTH
HDL-omuc onepauiiiHoro aBTomara o04ucioBaya st
peadizanii 00YKMCIIOBaYiB JOBUILHOTO CTYIEHS pajuKa-
ay.

[lpakTnuHa I[HHICTH OTPUMAaHMUX peE3YJIbTATIB
HoJIsiTae y po3poOIyi anapaTHOi MoJielt ippallioHaIbHOTO
oOuncioBaya, sika c(OpMOBaHa Ha OCHOBI KiHIIEBOTO
aBroMmara mMozelsi Mypa, 1110 1aJI0 MOXJIMBICTb CTBOPHUTH
rpaoBi moneni oGumcmoBada ta HDL-mozmens mpu-
CTpOIO JUIsl peastizalii alropuTMy BiJTBOPEHHS ippario-
HaJbHUX (YHKLIH 3a JIONOMOIOI0 IHCTPYMEHTAIBHHUX
3aco6iB CAIIP IJIIC. Po3po6ieni Mozemi MpoeKTyBaHHS
JIO3BOJISIOTD MiJBHUIUTH €(PEeKTUBHICTH IPOEKTYBAaHHS Ta
CKOPOTUTH Hac po3poOku online-o04rcaroBaviB JTaHOTO
K1acy.

IlepcniekTHBY TOMAJBIINX JOCTIKEHb Tependa-
YalOTh BHUKOPHCTAHHS 3allPOIIOHOBAHUX MOJENeH Y
CTBOPEHHI  IOTOKOBHX  0O4YMCIIIOBadiB  J1poOOBO-
ipparioHanpHUX (YHKIIH, IO 3AIHCHIOOTH JBOX €Tall-
He OOYMCIICHHS 1 PO3IISIHYTHH y NaHid poboTti obumc-
JI0Ba4Y MOKe OyTH iX CKJIaJOBOIO YaCTHHOIO, IO JI03BO-
7€ PO3MMPUTH (DYHKLIOHATIBHI MOXIIMBOCTI JOCHIIKY-
BaHMX MPUCTPOIB JAHOTO KJIacy.
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CUHTE3 JEAYKTUBHHUX ®OPMYJI JUIA JIOTTYHUX [TPUMITUBIB

AHoTanisi. AKTyaabHicTh. JlenyKTHBHHI aHawi3 MU(PPOBUX CUCTEM | KOMITOHEHTIB € HAaiOUIbII e(heKTHBHAM IHCTpyMe-
HTOM CHHTE3y TECTIB, OI[IHKM X SIKOCTi Ta JIarHOCTHKM HECIIPaBHOCTEH B peKHMMIi peaibHoOro 4dacy. CyTh JeIXyKTHBHOTO
MOJICIIIOBaHHS TIOJIATAa€ Y BUKOPUCTAHHI CHHTE30BaHUX MU(POBUX MiACXeM, SIKi € HeOOXiJHUM anapaTHUM IOTIOBHEHHSM JI0
MOYaTKOBOTO (PyHKIIOHATY, IPU3HAYEHUM JJIsI TPAHCIIOPTYBAaHHS BXiJHHX CHHCKIB HECIIPAaBHOCTEH Ha 30BHILIHI BUXO/U.
Tlizcxemu, peanizoBaHi mporpamHo abo amapatHo, B KillbKa pa3iB MEPEeBHIIYIOTh KOpUcHHUN (yHKIioHaN1. Tomy epekTuB-
HICTh BUKOPUCTAHH IeAyKTHUBHOTO aHAIII3Y CJIiA PO3TILIATH 3 HO3UIIIH i ABUILEHHS IPOLYKTUBHOCTI, 3HIKCHHS BUTPAT Ha
00TagHaHHA 1 IHTETPaJIbHOTO Yacy Ha MPOEKTYBaHH: IU(POBOi CUCTEMH 1 BUXiJ Ha PUHOK €JIEKTPOHHUX TeXHOJOT1iH. MeToro
JOCIIIJUKEHHS € CKOPOUEHHS Yacy Ha MOJICIIIOBAHHS HECIIPAaBHOCTEH JIOTIYHUX CXeM Ha OCHOBI CHHTE3Y JeIyKTUBHUX (yHK-
miif. O6'eKT JOCTITKEHHST — MOJICITIOBAHHS HECIIpaBHOCTEH B MU(POBUX cHcTeMax Ta KoMmroHeHTax. [IpexmeTrom noci-
MKeHHS € NeTyKTHBHHHN aHaji3 HU(POBUX CHCTEM M KOMIOHEHTIB. Pe3yabTaTn. Y X011 TOCHIKEHHS IPOaHANIi30BaHO OC-
HOBHI IIPOOJIeMH, II0 CYHNPOBOPKYIOTH CydacHE MOJIEIIOBAHHS HECIPAaBHOCTEH. PO3risHYTO TEeHIEHIT HOBITHIX METOJIB
MOJIEITIOBaHHS. 3 METOIO OOYIOBH CEKBEHCOPA MOICTIOBAaHHA AC(EKTIB, 110 € iHBAPiaHTHUM [0 BXiJHUX TECTOBUX HAOOPIB,
CHHTE30BaHO ACAYKTUBHI (DOPMYJIH TPAaHCIIOPTYBAHHS BXiJHHUX CITUCKIB HECTIPABHOCTEH Ha 30BHIIIHI BUXOIHU UIA X-(PYHK-
i# BiJ CKIHYEHHO1 KUTBKOCTI 3MIHHUX. 3aIpONIOHOBAHO CTPYKTYPY AEAyKTUBHOTO CUMYJISITOpa JOTiYHKUX X-(pyHKIiH. [1po-
aHaJII30BaHO TMEPEeBaru ACAYKTHBHOTO CUMYJIATOPA JOTTYHUAX X -(QYHKITIH.

KawuoBi caoBa: modeling, simulation, HecipaBHOCTb, IeIyKTUBHE MoAentoBanHsA, Fault Simulation, BekTopHa soTiKa,

koMmOiHamii{Ha JToTiYHa cxXeMa, BepHu]iKallis, TeCTyBaHHS.

Beryn

[HTEpec 10 MOJENIOBAaHHSI HECIIPABHOCTEH BH3HA-
4yaeThesi Oe3nepepBHUMHU MPOOIEeMaMu PUHKY €JIeKTpo-
HIKH, MOB'I3aHUMU 3 eekTaMy TEXHIYHUX BUPOOIB pi-
3HOTO IPU3HAYECHHS: OOYUCIIOBAJIbHOI TEXHIKH, TPaHC-
MOPTY, MEJUIIMHH, OYIIBHUIITBA, KOCMOHABTHKH, 030p0-
€HHS, CHEPTeTUKHU. 3arajbHy KapTHHY IIi€i 00racTi mMo-
YKHA TIPEJICTABUTH B3a€MOJIIEF0 MOJIETICH, METO/IB 1 mede-
kTiB [1-3]. Pi3HOMaHITTS CKJIaJIOBUX B 00JIaCTI MOJEITIO-
BaHHS HECIPAaBHOCTEH NOCKOHAILHO BHBYCHO BUYCHUMH
3a octaHHi 60 POKiB, IO 3HAUILIO BiTOOpaKEHHS B YHC-
JIeHHUX TyOmikamisx [4-6]. Okpemi CTaTTi OCTaHHIX PO-
KiB MPUCBAYCHI CTBOPECHHIO HOBHX MOJENICH 1 METOJIB
MOJIEIFOBAHHS, SKi € HACJIIKOM IOSBH HOBUX OOYHCIIIO-
BaJIbHUX alapaTHUX PIlIeHb 1 TEXHOJOTiH, OCHAIICHUX
LITYYHAM IHTEJIEKTOM, XMapHUMHU CepBiCaMH i KBaHTO-
BUMH CTPYKTYpaMu JaHuX. [TojiniieHHs MOKPUTTS He-
CIIPaBHOCTEH 3a TOTOMOTOI0 HAOOPiB TECTIB HA pealibHi
JIeeKTH € BaXIIMBOIO mpobiemoro B obmacti HBIC [7-
9]. SkicTe MoeINTi HECTIpaBHOCTEH (PaKTHYHO BILTHBAE Ha
BaJiAHICTh TECTOBUX MHoOciHigoBHOcTed. Mogensr SAF
(Constant Faults) moBruii uwac BimirpaBajia IpOBiIHY
poIb y IU(POBUX CXEMax, ajie JOCHIIIKEHHS TOKa3yIoTh,
o icHye OaraTo iHIIMX AeQeKTiB, SKi He MOXYThb OyTH
mokpuTi miaMHOXHHOIO SAF. ¥V 3B'I3KY 3 ITMM B OCTaHHI
POKH MOCTIHO MPOTOHYIOTHCS HOBI MOJIeJi HECTIDABHO-
cTel (3aTpUMKH, KOPOTKi 3aMHUKaHHS, PO3PUBH, (PYyHKITi-
oHaJbHI HeciipaBHOCTI IDDQ), MeToIM MOEMIOBaHHS Ta
AITOPUTMH JUISI HAHOMETPOBHX IHU(POBUX BUPOOIB.

MeTo10 1OCTiKEHHS € CKOPOUCHHS Yacy Ha Mojie-
JIFOBaHHS HECIIPABHOCTEH JIOTTYHNX CXEM Ha OCHOBI CHH-
Te3y AEAYKTHUBHUX (QYHKIIIH.

OcHOBHA YacTHHA

PosrnsiHeMo menyKTHBHI (QYHKIII [UTsI Tapalieib-
HOT'O MOJISJTIOBAHHSI CIIMCKIB HECIIPABHOCTEH MPH BHUUYEp-
IMHOMY TecTi Juia QyHKIIOHAIbHUX enementia I, ABO,

HI. V 3aransHOMY BUIIaIKy TeHEpaTOp ACTYKTUBHUX (y-
HKIIH MOXHA TIOIATH SIK CeKBeHCOp (puc. 1).

Test >

Xor |

Logic >

Deductive Function

Puc. 1. CexBeHcop Juisi CHHTE3Y JeyKTHBHUX (QyHKILIH

HenyxruBHuii neperBoproBau st GpyHkuii AND
MOYKHA OTPUMATH TaK:

L[T = (00,01,10,11),F = (X;AX,)] =
= L{(X1 X VX1 X5 VX X3 VX Xp ) A
A(Xy @ TyaXz, © Tiz) © Tia)]} =
= (X X){[(X1 @ 0)A (X, D 0)] D 0}v
v(Ex){[(X1 B 0)A(X, © 1)] D O}v
v X){[(X1 @ DX, © 0)] © 0}v
vEx){[(X @ DAX, @ D] D 1} =
= (§1§2)(§1/\Xz)V(i1X2)(X1/\X2)V
V(X1%2) (X1AX2) V(X1 X2) (X1 AX2).
Ob6uncnenns g Gynkii OR BHUKOHYIOTBCS aHa-
JIOT1YHUM YHHOM:
L[T = (00,01,10,11),F = (X,vX,)] =
= L{(X1X, VXX VX1 X2 VK1 X2) A
/\L(X1 O TuvX, ®Tp) ® Tz)]} =
= GaX){[(X ® 0V (X, © 0)] D O}
VE){[(Xs © 0)v(X, © 1)] @ 1}v
VEaZ){(X; © Dv(X, @ 0)] @ 1}v
v(x1x){[(X; ® Dv(X, © 12] ®1}=
= (R1Xz) (X1vX2)V(X1X2) (X1 AX2)V
V(X1%2) (X1AX2)V (X1 X2) (X1AX2),
ne T = (Tyq, Tep, Tez), t = 1,4 — TecT-BeKTOp Bia TphOX
KOOpJIMHAT, 1€ OCTaHHS 3 HUX BU3HAa4ya€ CTaH BUXOLY
nBoBxoaoBoro enementa AND (OR), L — BuxinHuii crim-
COK HECTHpaBHOCTEH, X — CIHMCOK HECIPaBHOCTEW Ha
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KOHKpPETHOMY BXO0Ji NpuUMIiTHBY, Xx={0,1} — oriune 3Ha-
YEeHHsI Ha BXO/1i IPUMITHBY.
HaBenena Huk4e aHaIITHYHA TIPOLIEypa BU3HAYAE
JEeTYKTHUBHY (OPMYJy Ui TPAaHCIIOPTYBaHHS CIHCKIB
necrnpaBHocteit uepes imBeprop. Tyt Ty = (Tyy, Tez),
t=1,2 — TecT-BEKTOp JBOX KOODJMHAT, J€ JApyra —
CTaH BUBEACHHS NPUMITHUBY:

L[T = (0,1),F =X;] = L{Zvx)[(X; @ Ty) B T2} =
=X @0 & 1v[X, &) ®0] =
= Xlz vle = X1X1 vx¢X;.

OTtpuMaHH pe3yIbTAT CBITINATH PO iHBAPIaHTHICTH
iHBepcii 7o BXiqHOTO HAOOPY IS TPAaHCIOPTYBAaHHA fede-
KTiB, 110 TpaHC(HOPMYETECS B peTpancisaTop. Tomy 1 ¢y-
HKIIisI HE BiZIOOpakaeThCcsl HA BUXO/ax JEIyKTHBHUX eje-
MeHTiB. J{s nByxBxomoBux AND, OR eneMeHTiB criibHa
arnapartHa peajizallis IeyKTHBHHX (YHKLi 1I0/laHa B BU-
YepITHOMY TECTi YHIBEPCaJIbHOIO CXEMOIO JIeAy KTHBHO-TIa-
palieibHOTO  aHami3y HecmpaBHOCTed (puc. 2), ne
(x1, x2) — BximHi OyneBi 3minHI, (X1, X2) — perictposi
3MiHHI 1 30epiraHHs CIMCKIB BiZIMOB Y BHTJIAII BEKTO-
piB, V — 3MiHHa 1 BHOOpY THIy cmpaBHOI (yHKIii
(AND, OR), Y — BuxiiHa pericTpoBa 3MiHHa, 1€ sKiil Ha-
KOMUYYIOTHCS TPAHCTIOPTOBAaHI Ae(EKTH.

Yok o]

Q0

Puc. 2. Cumynstop HecipaBHOCTE IPUMITHBIB

Cranu aBiiKOBUX BXO/iB X1, X2 1 3MiHHA BHOOPY eJe-
MEHTa BU3HAYAIOTh OJIHY 3 YOTHPHOX JIEIYKTUBHUX (YH-
KILiH U1 OTpUMaHHs BeKTopa Y IepeBiproBaHiX Hecnpa-
BHOCTEH cxeMu.

CunTes nemxykTHBHOT Mozedi Jiorigaol GpyHkiii XOR,
10 Ma€ YHIKaIbHY BIACTHBICTh TPAHCIIOPTYBATH BXiTHI
CITICKH HECIPaBHOCTEH, Ha BCIX BXIIHUX TECTOBHUX IOC-
JIIOBHOCTSIX BUKOHYETHCSI HACTYITHUM YHHOM:

L[T = (00,01,10,11),F = X; @ X; = (X;X;vX;X5)] =
= L{(X1X2vR1 X2 VX1 X VX X )A[[(Xy D Ter) (X D Tez)v
v(X; @ Te) (X2 @ Ti2)] @ Tisl}:
L(Ty = 00) = (%) [(Xs © 0)(X, @ 0)v
V(X1 D 0)(X; D 0)] 0]} = (§1§2)AKX1X2VX1X2)]2
L(T; = 01) = (Ryxx)A[(X; D 0)(X, © Dv
V(& @ 0%, ® D] & 1) =
= £5_(15(_2)/\[[(X1X2)V(X1X2)] @ 1] =
= Xax)A[(XyvE)a (X vXp)] = (§1X2)/_\(X1X2VX1X2)]2
L(T, = 10) = (x;X)A[(X; © DX, B 0)v
v @ DX 0] D 1]} =
= (X1>_(2)/\[[_(X1_X2)V(X1X2)] &) 1] =
= (1 X)A[XyvX)A (X vXR)] = (X1>_(2)/l[(X1X2VX1X2)]F
L(T; = 11) = (x;x)A[(X; © DX, @ Dv
Vi @ DX, ® 1] S 0]} =
= (X1X2)/\[[(X1X2)V_(X1)_(z)] ®0] =
= (X1x2)A[(X1 X vXiX2)]

CuHTE3 N0Ka3aB OJJTHAKOBUH BUIIISL BCIX JICTyKTHB-
HUX GOpPMYJI Ha YOTHPHOX BXITHUX TECTOBHX MHO>KHHAX.
MoskHa 3poOHTH BUCHOBOK Ipo iHBapianTHICTE XOR-dy-
HKIIIT JI0 BX1THUX TECTOBUX MHOXHUH, TOOTO OY/Ib-sKE BXi-
IIHE CJIOBO MAa€ OIHY €IUHY JeTyKTHBHY (HOpMYILy

L(xor) = (X;X, VX X, VX1 X VX X)) A[(X1 X VX Xp) =
= (x)A[(X1X3vX 1 X5).

3a momomororo (ynkmii "Bukmoune OR" 3aBxmu
MOXHa 00'e/THATH CITUCKU BXiJJHUX HECIIPABHOCTEH Ha BU-
xozi enemenTa XOR, OkpiM BUIIaKy, KOJIU CITHCKH € ife-
HTUYHUMH. Y [[bOMY BHIIQJIKy Ha BUXO/I JIOTIYHOTO eJe-
MEHTa XOr He OyJie MepeBipsATUCS XKOJHA HECIIPABHICTS.
Hikue HaBeneHO CHUHTE3 JIe{yKTHBHOI (POpPMYJIN IS €K-
BIBAJICHTHOCTI, 110 TAKOK Ma€ €IMHY YHIBEPCAIBHY JEIy-
KTUBHY (pOpMYITy IUIS BCiX BXiITHHX TECTOBHX BIUIUBIB:

L[T = (00,01,10,11),F = X; = X, = X;X, vX,X,)] =
= L{()_(N_(zV>_(1_XzVX1)_(2VX_1X2)/\[[(X1 @ Ti) (X2 © Tea)v
v(Xy @ T (X, @ Tio)] @ Tsl):

L(To = 00) = (X1X2)A[(X; © 0)(X, @ 0)v
v @)X, B 0)] ®1]} =
= ()_(1)_(2)/\[[()(1)(2 )\/_(213_(2)] 7 1] =
= (X1X2) A[(X1 XX X2)];

L(T; = 01) = (Xyx)A[(X; D 0) (X D Dv
VX ® )X, ®1) D 0]} =
= (§1X2)/\[[(X1X2)\i(i1_xz)] ® 0] =
= Xx)A X1 X vXi X2)[;

L(T, = 10) = (x;X)A[(X; © DXz & 0)v
vX & DX, ©0)] D0} =
= (X1)_(2)/\[[(X1X2)V_(X1Z(2)] @ 0] =
= (X1 X) A [(X1 Xo VX Xo)];

L(T; = 11) = (x1x2)A Xy @ DXz & Dv

- X(X1@1)(¥2@1)@1]}= _
= (xx)A[[X X V(X X ) @ 1] = (x1x2)A[(X1 X5 vX X))

Takum uunom, ¢yHkuii exBiBajeHTHicTh (NOT-
XOR) Takox BiacTHBa yHiKaJbHA 3JIaTHICTh TPAHCIIOP-
TYBaTH BXIi/IHI CIINCKY HECHPABHOCTEH, SKi HE 3aJIeXKaTh
BiJl BXiJTHOTO BILTUBY, Ha BHX1JI JIOTIYHOT PYHKIIII:
L(not — xor) = (X;X, VX Xy VX X VX X)) A [(X X vX X5)] =

= (0O)A[(XXzvX X3)].

[MokazaHo, 10 enyKTUBHI (OpMYIIH JUIs IBOX pi3-
Hux Jjorivaux ¢yskmiiit XOR i NOT-XOR ineHTHYHI
Mik c000t0. CyTTEBHM € BHCHOBOK MPO T€, 110 Oy/b-
SIKAI TECTOBUI BIUIMB JUIsl IU(PPOBOTO MPUCTPOIO, KU
CKJIAJIA€ThCS 3 IMX JIOTIYHUX BEHTHIIB, mepeBipse 50%
OJJMHUYHHMX KOHCTAaHTHUX HECHPABHOCTEH, IO € iHBepC-
HUMH JIO CIIPaBHOTO CTaHy BXIJHHX JiHIH. [lyist mepesi-
PHKH HasiBHOCTI YCiX HeCHpaBHOCTEH BXiJIHOT JIiHi1, cimif
MOJIaTH Ha CXEMY JIMIIE J[Ba B3aEMHO OOCpPHEHI TECTOBi
Habopu. Citii BUKOHATH TIOPiBHSHHS TPhOX ()OPM OIHCY
norivHnX ¢yHKUid: Tadmuui icrmHHOCTI (TT — Truth
Table) — tabxn. 1, nu3’1OHKTHBHa HOpMaibHa (opma
(DF — Disjunctive Form), xyGiTanii BexTop abo Q-1mox-
putts (QC — Qubit Coverage):

Y(DF) = Y(DF) = X; X,X5vX; X, X5vX; X, X3vX; XX
Y(QC) = 01101001.

Ky6iTHe MOKPUTTS — 11 BEKTOP CTaHIB BHBOAY JIO-
riuyHO1 QYHKII{, BHOPSIKOBAHHUX 3a 3pOCTAHHIM ABIHKO-
BHX ajpec a00 BXiJHUX MHOXHH TaOIHIlI iCTHHHOCTI. Q-
MOKPUTTS. — 1I€ SIBHA 1 HaWOUIbII KoMmakTHa (opma
OIMCY TOBEIHKH JIOT1YHOT (QYHKII, sIka Ma€ Taki nepe-
Baru rnepez TabJINYHOIO 1 aHAIITHYHOIO hopMaMu:

52



ISSN 2073-7394

Cucremu yrpaBiiHHS, HaBirarii Ta 3B's3ky. 2025. Ne 3

Tabauys 1 — Tadauus icrunnocti TT

X X2 X5 Y
0 0 0 0
0 0 1 1
0 1 0 1
YTT) = 0 1 1 0
1 0 0 1
1 0 1 0
1 1 0 0
11 11

1) Q-BexTOp BUMArae B n pa3iB MEHILE ITam'sITi JJIs
30epiraHHs JaHUX B OPIBHSIHHI 3 TAOJIHUIIEIO ICTHHHOCTI;

2) Q-BeKTOp He BUMarae n’ ckjaaHuX 06UHCITIOBA-
JIBHUX TPOIENYp, HEOOXiTHUX IS BU3HAUCHHS BHUXI[I-
HOT'O CTaHy JIOT14HOT QYHKILIT 32 AN3'FOHKTHBHOIO HOpMa-
JIBHOIO (hOPMOIO;

3) XapakTepucTuuHe piBHSHHS JJIs aHAI3y KyOiT-
HOTO TIOKPHUTTS MICTHTh TLTBKH aIpecHi omeparii 9u-
TaHHA-3anucy: M;=Q;[M(X;)], mo MaroTh BUCOKHUII apa-
JIEINTi3M Ta JiHIHHY 00YHCITIOBAIBHY CKIIAIHICTD.

3 ypaxyBaHHSIM BHUKJIICHOTO BHIIE IIOAO IIepeBar
KyOITHUX TOKpPHUTTIB, IPOIIOHYETHCA CHHTE3 JIEIYyKTHB-
HOi GopMyJH JUIs OLTBII CKJIQJHOT JIOTIYHOT CXEMH, L0
NpeACTaBIsie CO00I0 (DYHKIIIO XOr 3 TPhOX 3MIHHUX, IO
Mae KyoOitHe mokputTs: (01101001). i aHAMITHYHOTO
BUpa3y 3a3HaueHoi QyHKIT

f(Q = 01101001) = X; X,X5VvX; X, X5vX; X, X3vX; X, X5
HIDKYE HaBeJleHa T00y10Ba JIeAyKTUBHOI (GOPMYJIIH ISt
TPAHCIIOPTYBAHHsI CIKMCKIB BXIJHUX HECIPaBHOCTEH Ha
30BHILIHINA BUXia:

L(Ty = 000) = (X;X,X5vX; X, X3vX1 X, X3vX; XpX3);
L(T; = 001) = (X;X,X3vX; X, X5vX; X, X5vX X, X3) D 1 =
= (X, X X3VX X, X3vX X X3 VX X X3 ) =
= (X;X;X3/X1 X, X3AX, X, X3AX1 X, X5) =
= (X;vXyvX3) (X vXovXs) (X vX,vXs) (X vX,vXs) =
= (X1 VX, X3vX,X3)A (X VX, X3 v, Xs) =
= X, X5X3 VX X, X3 vX Xo X5 vX X, X .

Ha Bcix inmmx tectoBux Habopax (010, 011, 100,
101, 110, 111) noriuna X-dpyHkuis

f =X X,X3vX X, X3 vX X X5 vX X, X

Ma€ aHaJOTIYHUHA BHpa3 AeTyKTHBHOI GOPMYIH, IO J0-
piBHIOE BuxXinHoi X-pyHKIii. Takum yuHOM, QyHKIIS X,
o 3a1aerbest KyoiTHIM mokputTsim (01101001) Ha Beix
TECTOBHX Ha0Opax, Mae JIeAyKTUBHY (HOPMYITy JUIs Tpa-
HCIIOPTYBaHHS BXiJJHHUX CITUCKiB HECTIPABHOCTEH, KA 10-
PIBHIOE BUXIJIHIH (YHKIIIT:
L(T = xxx) = f(X{,X,,X3) =
= (X X, X3vX; X, X3 vX X, X5 vX X, X5).

J1st ToBeIeHHSI TIOBHOTH JAOCIKEHHS HABOJUTHCS
1o0ys0oBa A€AyKTHBHOI (POPMYJIIH sl TPAHCIIOPTYBAHHS
CITUCKIB BX1THUX HECTPaBHOCTEH [yt qpyrol X-pyHKIil
3 TPHOX 3MIHHHUX:

f(Q = 10010110) = X, X,X5VX; X, X5VX, X, X5vX; X, X5t
L(T, = 000) = (X, X,X5vX;X,X5vX; X, X5VX; X, X3) B 1 =
= (X, X2X3VX; X, X3vX; X X3VX; X X5) =
= X, Xo Xan Xy Xo X n X Ko Xan X1 X, X5) A

AX VX VXD A(X VX VED) AKX VX VXA (X vE VX)) =
= (X1 vX5X3VvXX3)A (X vX,X3vX,X3) =
= X X5X3vX X, X3 vX X, X5 vX X, X,
L(Ty, = 001) = (X, X,X5vX; X, X5VX; X, X5vX, X, X5) B 0 =
= (X1 X,X3vX; X, X3 vX Xo X5 vX X, X3);
L(T = xxx) = X;X5X3VX X, X3vX; X5 X5 vX X, X5,

Bussunocs, mo o6unsi X-¢yskmii (01101001,
10010110) 3 TppOX 3MIHHHX MarOTh OJHAKOBHU JETyK-
THBHU{ BUpa3 Ul TPAaHCIIOPTYBAaHHS BXITHUX CITUCKiB
HECTIpaBHOCTEH Ha BUXix (yHKII{, iHBapiaHTHHHN 10 BXi-
THUX TecTOBUX HaOopiB i piBHmA JAH® dynHkmii, mo
Mae kyOitHe mokpurTs (01101001):

L(T = xxx,Q = 01101001v10010110) =
=X, X, X5vX X5 X5 vX X X3 vX X5 X5,

IctoTHEM € (akT, mo X-PyHKIS n 3MIHHHX, SKa
OTOTOXKHIOETHCS 3 XOr-IIPUMITHBOM, € €JMHOI0, JIC JIOTi-
YyHa 1 JeqyKTUBHa (DYHKLIT piBHI MK co0OI0 Ha OyInb-
SKOMY BXIITHOMY [BiiikoBoMy Habopi. 3okpema, s
TPHOX 3MIHHHMX PIBHSHHS BUIJISJa€ HACTYITHUM YHHOM:

£(01101001) = L(01101001) =
=X, X, X5vX; X, XavX X XavX X, X5 = Xy D X, D Xa.
CTpyKTypa MOJEIIOBaHHs CIPaBHOI NOBEIIHKH 1 Jie-
JYKTHBHOTO MOJIEIIIOBaHHS HecnpaBHOCTEH X-(QyHKIT
Ha OCHOBI BUKOPHCTAHHS PETiCTPOBUX OMepaliil mojaHa
Ha puc. 3.

Test l

X-Function

Fau|ts|

Puc. 3. lexyktuBHuUit cumymnarop X-QyHKIiH
BucHoBkn

3 MeTOI0 NOOY/IOBH CEKBEHCOPa MOJISIIIOBAHHS Jie-
(eKxTiB, 1110 € iHBapiaHTHUM JI0 BXIJTHUX TECTOBUX Ha0O-
piB, CHHTE30BaHO ACAYKTUBHI (HOPMYJIH TPAHCIOPTY-
BaHHS BXIIHUX CIMCKIB HECIIPABHOCTEH Ha 30BHIIIHI BU-
x01¢ st X-(pyHKILiH BiJf CKIHYEHHOT KIJIBKOCTI 3MiHHHX.
3aIrpornoHoOBaHO CTPYKTYPY ACAYKTHBHOTO CHMYJIATOPA
norigyanx X-(yHKIIH, IKUH Mae HACTYIIHI IepeBaru:

1) BiACyTHICTh TpaguLiiHOI armapaTHOi HaIMipHO-
CTi JUIsl AEAYKTHBHOTO MOJIETIIOBaHHS HecnpaBHOCTEH X
GyHKLIHA, Toal SK Oyab-sKi iHII JoTiyHi QyHKUii BUMa-
ratoTh y 8-10 pa3iB 30ibIIeHHS aapaTHOI YaCTHHY;

2) BUKOPUCTAaHHA A1 OOpOOKM BXiTHUX BIUIMBIB
JIBOX aBTOMATHUX TaKTiB, SIKi OPIEHTOBAaHI Ha CIpaBHE
MOJICITIOBaHHS 1 JGMYKTUBHUN aHaji3 HeclpaBHOCTEH
BIJITOBIIHO;

3) BUKOpHCTaHHS HapaJieIbHUX JIOTIYHUX OTepamnin
JUIsT €pEeKTUBHOTO TPAHCHOPTYBAaHHS BXIJHUX CIHCKIB
HeCIpaBHOCTEH.
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Synthesis of Deductive Formulas for Primitives
Anna Hahanova, Irina Hahanova, Vladimir Obrizan, Olga Shevchenko, Heorhii Kulak

Abstract. Relevance. Deductive analysis of digital systems and components is the most effective tool for test synthesis,
assessing their quality, and diagnosing faults in real time. The essence of deductive modeling is to use synthesis digital subcircuits,
which are a necessary hardware addition to the initial functionality, designed to transport incoming fault lists to external outputs.
Subcircuits implemented in software or hardware exceed the useful functionality several times. Therefore, the effectiveness of
using deductive analysis should be considered from the standpoint of increasing productivity, reducing equipment costs and integral
time for designing a digital system and entering the electronic technology market. The purpose of the research is to reduce the time
for modeling faults in logic circuits based on the synthesis of deductive functions. The object of the study is modeling faults in
digital systems and components. The subject of the study is the deductive analysis of digital systems and components. Results.
The study analyzed the main problems that accompany modern fault modeling. The trends of the latest modeling methods were
considered. To build a defect modeling sequencer that is invariant to the input test sets, deductive formulas for transporting input
fault lists to external outputs for X-functions from a finite number of variables are synthesized. The structure of a deductive simu-
lator of logical X-functions is proposed. The advantages of a deductive simulator of logical X-functions were analyzed.

Keywords: modeling, simulation, fault, deductive modeling, Fault Simulation, vector logic, combinational logic circuit,
verification, testing.
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Harionansamii TexHIYHIHN yHIBEpCcUTET “XapKiBCHKAN MOMITEXHIYHUN 1HCTHTYT, XapKiB, YKpaiHa

OCOBJIMBOCTI BUABJIEHHA AKAJEMIYHOI'O IVIATTATY 30bPAKEHD

AnoTtanis. CTpiMKe 3pocTaHHs 00CATIB Bi3yalbHOTO KOHTEHTY B aKaJIeMIYHUX JTOKyMEHTaX aKTyalli3ye Mpo0ieMy BHSB-
JICHHS aKaJeMIvTHOTo Iuiariaty 300paxeHns. Ha BiiMiHy Bif TEKCTOBOTO IUIariaty, Ik e()eKTUBHO BUSBILIETHCS CYIaCHUMH
CHCTeMaMU, Bi3yaJIbHUH IUIaTiaT 3aJIMIIAETHCS CKIIQMHIM 3aBIaHHAM Yepe3 Pi3HOMaHITTS (JopM HOTo IpOosIBY Ta MOXKIIHBICT
MaHInysiid. MeTolo 1aHoi po0oTH € aHaii3 iCHYIOUMX MiIXO/IB 10 PO3Ii3HABAHHS Ta ITOPIBHSHHS 300paKeHb AT BUSB-
JICHHS aKaJIeMI4HOTO IUIAriaTy Ta BUABJIEHHS 0co0NMMBOCTEeH. PO3rIsAHYTO adropuTMu KOMIT FOTEPHOTO 30pY, MOJENI ITH00-
KOTO HAaBYaHHS, IHIIMX TEXHOJIOTIH JJIA aHaJi3y TEKCTOBHX CJIEMEHTIB Ha 300paKeHHIX. 3alpomoHOBaHO Kiacupikauiro
($opM Bi3yaJbHOTO TUIariaTy, BKIIOYAa04X TOYHE KOMIOBaHHA, adiHHI TpaHCchOpMarii, CeMaHTHYHE TyOIIOBaHHS Ta TeHEPALlio
300pakeHb. BU3HAYEHO OCHOBHI MPO0JIeMH: BiACYTHICT T100abHOT 6231 300pakeHb, CKIIAIHICTh BUITyYEHH HETEKCTOBOTO
KOHTEHTY, ITPaBOBi 0OMEXEHHS IOCTYITY JI0 HOBHUX TeKCTiB. BHCHOBKH: aHai3 300pa)keHb I BUSIBJICHHS aKaIeMiqHOTO IIa-
riaTy JIMIIAETHCS aKTyaJILHUM Ta € MEPCIeKTUBHIM HANPSIMOM JIOCIIIKEHb, SIKHH MOXKE pealli3oByBaTUCS 3a HAIIPSIMaMH: Y10~
CKOHAJICHHS aJITOPUTMIB BUSBIICHHs MO(iKaIliif Ta IHTErpamis Bi3yaJbHOTO aHali3y B CHCTEMH IIePEeBipKU TEKCTOBOT'O ILIaTi-
aTy, CTBOPEHH:I PEIO3UTOPIiB 300paxKeHb, JOCTYIHICTh iHPOPMALifHUX IHCTPYMEHTIB JUIsl €KCIIEPTIiB Ta HAYKOBIIIB.

KnaouoBi cnoBa: akagemiuHa 10oOpOYECHICTB, aKaJeMiuHHUH IUIariat 300paxeHb, Bi3yalbHUH KOHTEHT, MAHIITyJSIIil 3

300paKEHHSIMH, aKaJeMiqHi JOKyMEHTH.

Beryn

AxaneMiuyHa JOOpPOYECHICTh € (HyHOAMEHTOM OC-
BITHBOI Ta HAyKOBOI AisibHOCTI. Lle muTaHHs He BTpadae
aKTyaJIbHOCTI Yepe3 MOsIBY HOBUX BHKIMKiB. HaiiBrm-
BOBIIIIMM € JIETKa JOCTYIHICTh 10 BUKOPHCTaHHS KOPHUC-
TyBauyaMH CHCTEM Ha OCHOBI mty4HOro iHTenekty (LI).
I mosxe OyTH 3aCTOCOBAHMUIA /ISl TeHEpallii Ta 00poOKH
TEKCTIB, 300paxeHb, BigeomarepianiB. CTPIMKO 3MiHIO-
€TBCS Ta PO3IIUPIOETHCS JaHAIA(DT aKaJeMIYHOrO Iuia-
riaty. Xoua TeKCTOBHH ILIAriaT akTHBHO BUSBIISIETHCS 32
JIOIIOMOT'O0 CIIEeIliali30BaHuX CHUCTEM, Bi3yasJbHHil aKa-
JeMiYHUi Tariat 300paxenp (rpadiku, cxemw, iar-
pamu Ta iHIIE) € OKPEMHUM HaIlPSIMOM IS TOCIIIKEHHS
[1-3]. Cyuacui mporpamu jjis BHSBJICHHs IUIariaty
(StrikePlagiarism.com, Turnitin, Grammarly, TOIIO)
e(eKTUBHO BUSBISIOTH O3HAKH aKaJAEMIYHOTO [UIariaTy y
TEKCTI, IPOTe IIe HE BiTHOCUTHCS 10 POOOTH 3 300pakeH-
HsaMH. Pa3oM 3 nuM, BiOyBa€eThCS 3pOCTaHHS KiIBKOCTI
MYJIbTUMEIHHOTO KOHTEHTY B KBasjiikaiiiiHux Ta Hay-
KOBHUX poOoTax.

OTxe, BUHHKAE TTIOTpeda y CTBOPEHHI IiIXO/iB BH-
SIBIIEHHSI O3HAK aKaJIeMidHOro IJariaty 300paxens. Lle
3aBJIaHHsI Ma€ K HAYKOBY, TaK 1 IPAaKTUYHY 3HAYYIIICTh,
OCKIJIBKH CIIPHSIE TIJIBUIIEHHIO PIBHS aKaJeMidyHOi J100-
POYECHOCTI Ta JonoMarae HayKOBO-TIEaroridyHuM Ipa-
LIBHUKaM Ta PELEH3eHTaM IIPH HepeBipli aKaJeMidHIX
pooir.

IlocTanoBka npodiaeMu

B HaykoBHX MyOmiKamisgx OMUCYIOTHCS Ba MiIXOIH
JI0 BUSIBJICHHS O3HAK aKaJIEMIYHOTO ILIariaTy:

— BHU3HaYeHHS aOCOJIIOTHOT IIEHTUYIHOCTI [4];

— BH3HAYCHHS CTYIICHIO MOAIOHOCTI 300pa)KeHb
[5-9].

Ha ocHoBi my0Omikariiii 3a TeMor0 00poOku 300pa-
JKCHb BU3HAYMMO BKa3aHi TCPMiHU.

AOCOIIOTHA 1ZICHTUYHICTh — TIOBHY BiAMOBIHICTb
JIBOX 300pakeHb Ha PiBHI MIKCEIBHOI CTPYKTYpH, TeoMe-
TPUYHUX TNApaMeTpiB, KOJILOPOBOI MAJITPH Ta MeTaja-
HHUX, 1[0 CBIAYUTH MPO TXHIO TOTOXHICTh 03 YKOIHUX
3MiH ¥ TpaHcopmaniil. Y KOHTEKCTI BUSIBIICHHS aKajie-
MIYHOTO IUIariaTy abCOJIOTHA iIEHTHYHICTH 03HAYAE, 110
oIlHEe 300paKeHHS € MPSIMOI0 KOTI€ro iHIoro, 6e3 pena-
ryBaHH:, 00pi3aHHs, MacIITA0yBaHHS a00 3aCTOCYBaHHS
¢ineTpiB. ABTOpH [3] BBaXKArOTh, 0 a0CONIOTHA IICHTH-
YHICTH Ma€ OyTH KPUTEpieEM I BUSABJICHHS aKaJeMid-
HOT'O TUTariaTy 300paKeHb.

IonibHicTs 300paeHb — Iie CTYIIHb BiIOBITHO-
CTi MIXX JIBOMa 300payKeHHSIMH, 110 MOXKe OyTH BU3HAYe-
HHUI Ha OCHOBI iXHIX Bi3yaJbHHUX, CTPYKTYpHHX a0o0 ce-
MaHTHYHHX XapakTepucTUK. [1oaiOHICTh MOXe BpaxoBy-
BaTH SIK TOYHY BiJNOBIHICTh MIKCEINiB, TaK i CXOXKICTh
(hopM, KOTBOPIB, TEKCTYP, IPOCTOPOBUX BiTHOIICHB 200
3MiCTy, HaBiTh y pa3i HasIBHOCTI TpaHC(OpMAIiid, TAKUX
SIK MacIITaOyBaHHA, 00epTaHHs, 00pi3aHHS YH 3MiHa KO-
JTHOPOBOI MamiTpu. HU3pKOpiBHEBI METONN MOPIBHAHHS
0a3yroTecsi Ha mikcesbHOMY mopiBHsAHHI (MSE, Mean
Squared Error — cepenubpokBaapaTH4Ha Moxuoka, SSIM,
Structural Similarity Index Measure — ctpykrypHa moi-
6HicTh). BrcokopiBHEBI MeTOIM MOPIBHAHHS BH3HAYA-
erbes 3a gomomoror osHak (SIFT, Scale-Invariant
Feature Transform — macmrraGoiHBapiaHTHE O3HAaKOBE
neperBopennsi, SURF, Speeded-Up Robust Features —
MIPUCKOpEHI CTiliKi 03HaKK) abo HeipoHHHUX Mepex. T1o-
JIOHICTh HE O3HAYAE IICHTUYHICTH: JIBA 300paKeHHS MO-
XKyTb OyTH TMOIOHUMH 3a 3MICTOM, ajie BiJIPI3HATHCS 32
BUIIIAOM. AOCOJIIOTHA 1IEHTUYHICTD € OJHUM 3 BUIIAL-
KiB noaionocTi Ta o3Hayae 100% moiOHICTb.

OcHoBHa yacTHHA podoTH

3rimHo 3 mocmimkenasmu Meuschke N. [3], Bizy-
ANBHMH TUIATiaT MOKeE MPOSBIIATUCS Y 0araThoX pisHOMAa-
HITHUX (OpMax: TOYHE KOIiIOBaHHS, OOpizaHHA abo
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MacimTabyBaHHS Bepcild, 00epTaHHs, A3EpPKaJIbHICTh, a
TaKOX IOBTOPHOTO BUKOPHUCTaHHs rpadikiB i3 He3Hay-

HUMH 3MiHaMu. JletanpHime knacugikariro 3a Meuschke
N. [3] onncana B Tab. 1.

Tabnuys 1 — Knacugikauist Bisyaasnoro miariaty 3a Meuschke N. [3]

Ne | dopma Popma aHr. OcobmuBocTi
1. | Toune komi- | Exact Copy — IloBHa iIEHTUYHICTH 300paXKCHHSI.
FOBaHHA — be3 3MiH y po3mipi, KOIBOPi, CTPYKTYPi.
— BusBaseTbCs 332 JONTOMOTOIO XEIIYBaHHs a00 MIKCEIbHOT'O MOPIBHSHHS
2. | O6pizane Cropped Copy — YacTrHa OpPHUTiHATBHOTO 300paKEHHS BUKOPHUCTaHa 0e3 3MiH.
KOMIIOBaHHsI — YacTo 3acTOCOBYEThCS UL IPUXOBYBAHHS JDKEpera.
3. | Adinre me- | Affine — 300pakeHHs 3MiHEHO MULIXOM MaciitabyBaHHs, 00epTaHHSI, 3CYBY.
persopennst | Transformations — BusiBisersces 3a 10IOMOror0 MeToiB kiro4oBux To4ok (SIFT (Scale-

Invariant Feature Transform), SURF (Speeded-Up Robust Features)).

4. | 3mina sxocti | Quality Modification -

300pakeHHsI PO3MHTI, 3MIHCHO KOHTPACT, OCBITJICHHS.
— Mera — yCcKIaJHUTH aBTOMATHYHE BHSIBJICHHSI.

Semantics-Preserving | —
Plagiarism -

5. | CemanTuuse
KOIIIOBaHHS

300pakeHHs IepepobiieHe, ae nepenae Ty camy ifeto abo naHi.
Hanpukian, rpadik 3 iHIIUMH KOJILOPAMH, &JIC 3 THMHM CAMHUMH 3HAYCHHSIMH.

6. | KomitoBanus | Idea-Preserving -
inei Plagiarism

Lenmii

Bisyauizarist CTBOpeHO HOBY, ajie BOHa 0a3y€eThCsI Ha yKii iei abo KoH-

[ BUABNCHHS BUIAIKIB ITOBTOPHOTO BHKOPHC-
TaHHs 300pakeHb Y HAYKOBUX POoOOTaX 3aCTOCOBYIOTHCS
PI3HOMAHITHI aJITOPUTMHU KOMIT FOTEPHOTO 30Dy, AKi aaa-
MITOBaHI 10 TUIIB MOMIOHOCTI, XapaKTEPHUX I aKaje-
MIYHOTO KOHTCHTY.

Anroputm pHash (perceptual hashing) — e me-
TOJI, SIKMi JO3BOJISIE MMOPIBHIOBATH 300paykeHHS HE 3a TO-
YHUM 30irOM TIKCENiB, a 3a BI3yaJbHOIO CXOXKICTIO,
TOOTO THM, SIK 300paKCHHSA CIPUHAMAETHCS JIOJICHKAM
OKOM.

SIFT (Scale-Invariant Feature Transform) Ta ORB
(Oriented FAST and Rotated BRIEF) BusBnstt0Th CTiHKi
03HaKU Ha 300pakeHHI, SIKi HEe 3MIHIOIOTHCS IIPU Maclil-
TaOyBaHHI, 00epTaHHI 41 3MiHI OCBITICHHSI.

Mogeni riinO0oKoro HaBYaHHS 34aTHI BUSBIIATH Ce-
MaHTHYHY MOMIOHICTh, HABITH SKIIO 300pakeHHs OYyII0
nepepoodeHe:

CNN (Convolutional Neural Networks) HaBua-
IOTHCS PO3Ii3HABATH CKIIAHI Bi3yalbHI ATEPHU;

Siamese Networks MOpiBHIOIOTE Tapy 300pakeHb i
BHU3HAYAIOTh CTYIIHb X MOAIOHOCTI HA OCHOBI BHCOKOPI-
BHEBUX O3HAK.

IcHyIO9i anropuTMH KOMIT'FOTEPHOTO 30py MOXKYTh
BHKOHYBaTH 3aBJaHHSA TOAIOHOCTI 300paKeHb 3 BEIH-
Koo TouHicTI0. OCOOIMBOrO aHaizy NOTpeOyOTh Jiar-
pamu, 670K-cxemu, rpadiku Tomo. BoHn MoXyTh ne-
MOHCTpPYBATH 3Ha4HY CTYIIiHb MTOIIOHOCTI MK CO000 Ta
JI0 BK€ OITyOJIiIKOBaHOTO MaTepially, 1 He MaTH O3HaK aKa-
JEMIYHOTO TUTariaTy.

OCR (Optical Character Recognition) — ue TexHo-
JIOTis1, SIKA JI03BOJISIE PO3MI3HABATH TEKCT HA 300paskeHHSX
Ta NEePEeTBOPIOBATH HOro y MallMHO34YNTYyBaHUH (hopMar.
VY KOHTEKCTI aHali3y Bi3yaJJbHOTO KOHTEHTY, aBTOPOM
Meuschke N. [3] onucarno, OCR BUKOPHUCTOBYETHCS AJIS:

— po3mi3HAaBaHHS TEKCTOBHX MITOK Ha rpagikax,
Jiarpamax, TaOJIUIsX,

— 3ICTaBJCHHS MiAMKUCIB, Ha3B OCEH, JIETCH MIX
Ppi3HUMHE 300paskeHHIMH,

— BUSBIICHHSI TOBTOPHOTO BUKOPHCTAHHS JaHHX,
HaBiTh SIKIIO Bi3yaJbHEe 0QPOPMIICHHS 3MiHEHO.

3aBmaHHs 31 3'ACyBaHHS, YU 300pakeHHS paHiIIe
3yCTpi4anocs y CTarTi, HE € MPOCTO NPOOIEMOIO

MOTIOHOCTI 300paXKeHb, OCKUIBKH PUCYHKH Ta JiarpamMu
YTBOPIOIOTH JIMIIE YAaCTUHY CTOPIHKH pyKonucy. Takox
KpHBI (3aJI©KHOCTI) JUIsl PI3HUX 3MIHHUX MOXYTb MaTu
BHCOKY CTYIiHb moaiOHOCTI. Il ckIamHicTh akageMid-
HHUX JiarpaM Iie OiIbIle YCKIAJHIOE MPOOJIeMy BHSB-
JeHHsl 1ariaty 300paxeHb. ABTOpH [4] BBaxaroTh Ie
OJTHI€I0 3 IPUYHH TOTO, L0 JUIS IPUHHATTS PILIEHHS IIPO
aKkaJeMiYHU{ TUIariaT 300pa)keHb, HEOOXiTHO BCTAaHO-
BHUTH HOTO a0CONIOTHY ICHTUYHICTD 3 iCHYIOUHM 300pa-
KEHHSIM.

HaykoBIli CTBOPIOIOTE aBTOPCHKI IMIAXOIN IO BUPI-
LIEHHsT TPO0JieMN BH3HAUEHHS aKaJEeMIi4HOTO IUIariaty
Bi3yaJIbHOI'O KOHTEHTY.

Anroput™m « VIBRANT-WALK» [4] cknagaeTbest 3
2 erarmiB: nomnepenHs 00poOka 300pakeHb BUKOHYETBCS
HIISXOM  CTBOpeHHsS «Martpuii sICKpaBOCTi»  jiar-
paMu/MalroHKa; 3{ICHIOETHCS MOTIKCENIbHE TOPIBHIHHS
300pa)<eHHsI 13 300pakeHHSIMU CTOPIHOK paHilie omyoJri-
KOBaHUX pykomuciB. s onTmMi3amii mpoiecy mopis-
HSIHHS, TIPOLIEC PO3MOYMHAETHCS 3 IKCeNsl Ha 300pa-
JKCHHI, SIKHI Mae HalBUIE 3HaYeHHA Yy Matpui sickpa-
BocTi. J{7s peaizariii anroputMy HeoOXiTHO MaTH HaOip
JAHWX i3 300pa’keHHsIMH PUCYHKIB 1 JIiarpam, siki OyayTh
BHUKOPHUCTAHI JJIs TIOPiBHSIHHS.

3aranpHui anropuT™ [5] cKkIamaeThes 3 TPHOX eTa-
IiB: MoTepeIHbOi 0OPOOKH, BUITyUeHHS O3HAK Ta MOpPiB-
HsaHHA. TouHicTh cTaHOBUTH 100% y BUMamky HeBinpe-
JIarOBaHUX 300paKeHb Ta 3MIHIOETHCS B 1HIIMX OMepa-
LifX, TAKHUX SK IEPEBEPTAaHH:, TOBOPOT, BIATIHKU Ciporo
Ta 00pi3aHHs.

BusineHns miariaty 300paeHsb € CKJIaIHOIO rajy-
3310 JIOCIHIJPKeHb, OCKUIBKM MOXKYTh aHalli3yBaTHCS He
JIMIIIEe TEKCTOBA aHAIIITHKA, a i rpadiuHi ocobmmBocTi. Y
cTaTTi [6] NOCHIPKY€EThCSl MUTAHHS IUIariaty 300pakeHb
Yyepe3 aHajli3 MOIIYKy MOJIOHMX CEeMaHTHYHHUX 3HAYCHb
MiX 300pa)XeHHSAMH [IUIIXOM 3aCTOCYBaHHS METOJIB 00-
POOKH 300pakeHb Ta CEMAaHTUYHOTO KapTyBaHHS.

3anponoHoBaHi y [7, 8] MeToau BUKOPUCTOBYIOTH
PO3IIMPEHE BUITYYSHHSI TEKCTOBUX O3HAK Ta METOAU 00-
YHUCIEHHS TOAI0HOCTI: MOAIOHICTh HA OCHOBI TEKCTOBUX
MOCHIIaHb Ha pUCYHKH. Ha OCHOBI aHAITiI3y TEKCTOBUX T10-
CHJIaHb Ha 300pakeHHs, METOJ I03BOJMB KiacHQiKy-
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BaTH JlaHWH PUCYHOK SIK «aKaJeMiyHHMH Iuiariat» abo
«HI» 3aJIeKHO Bijl TIEBHOTO MOPOrOBOrO 3HaueHHs. Pe-
3ynbTaTd [7] mokKasanm, M0 3alIpOIOHOBaHA METOJMKA
Jocsiria pe3yiprary TouHocti = 0,78 ta mosaotu = 0,67
3 TOYKH 30pY MipH OLIIHKH.

CdhopmymoeMo oCHOBHI npoOieMu y BU3HAYEHHI
aKaJeMIqHOTO ITIariaty 300paxens. Ha ocHOBI myOomika-
i MOXeMO BHOKPEMHTH OCOOJHBOCTI 3aCTOCYBaHHS
MiAXO/IB BUSBJICHHSA O3HAK aKaJIEMIYHOTO IUIariaTy 30-
OpakeHb, SKi BIUIMBAIOTh Ha €(EKTHBHICTH 3aCTOCY-
BaHHS Ta Ha TOYHICTH PE3yJIbTATIB:

— MIMPOKI MOXKJIMBOCTI MaHimyJisiii 3 300paxeH-
HSIMU;

— BIJICYTHICTh TJ00aMbHOI 0a3u i MOPIBHSIHHS
300pa)KeHb 3 aKaIeMIYHIX JOKYMEHTIB;

— mnoxibHi QopMH mHpeACTaBICHHS Bi3yalbHOTO
KOHTEHTY B aKaJeMigHIX JOKyMeHTax (Tpadiku, cxemu,
JiarpaMu, TOIIO).

B Tabn. 2 mpencraBieHO MIUPOKUH MEPETiK THMIB
MaHIIysmii 3 300pakeHHAMA. KoyKeH THI MaHImy Il
Ma€ BJIaCHI O3HAKH, SKi CIIiI BpaXOBYBATH IIPH CTBOPEHHI
TEXHIYHHX PIllIeHb I HOTO BUSBICHHS.

Tabnuya 2 — Tunu MaHimyasinii i3 306pakeHHsIMH B aKaJeMiYHOMY KOHTeKCTi

Ne Tun manimyasiuii Onuc H:xepesio
1. Toune myOmoBaHH [ToBTOpHE BUKOpUCTaHHS 300pakeHHs 0e3 3MiH [9]

2. JyOmoBaHHS 3 IEPEMIillICHHIM Komis ¢pparmeHTa BCTaBiIeHa B iHILE MiCIIe [10]

3. Jy6mroBaHHs 3 MOAUGIKAII€I0 Komist 3MiHeHa (PO3MUTTS, KOHTPACT, 00CPTaHHs) [9]

4. KomitoBaHHs Ta BCcTaBKa O06’€exTH KyOIIOIOTECS B MEXKaX OJHOTO 300pakeHHS [11]

5. Bunanenns o6’ exTiB Bunanenns yacTud 300pa>keHHs 3 BiTHOBICHHAM (HOHY [11]

6. Kommozumist 306paxkeHb OO0’ eHAHHS €IEMEHTIB 3 Pi3HHX JUKepel [11]

7. PeryiyBaHHs 3MiHa KOJIbOPY, ACKPABOCTI, KOHTPACTY [10]

8. Al-renepanis / Deepfakes CrBOpeHHs 300pakeHb 3a JJOIIOMOTOI0 TeHePaTUBHUX MOJielel [11]

Ki1r040BUM €JIeMEHTOM YCIIIIHOTO BUSIBICHHS Bi-
3yaJIbHOT'O aKaJIeMIYyHOTO IUIariaTy € HasBHICTb 6a3u 30-
OpakeHb, sIKa MICTHTh OpUTiHANIBHI Tpadiku, riarpamw,
¢dororpadii Ta iHII Bi3yanabHI MaTepialid 3 aKaJIeMIYHUX
JOokyMeHTiB. Ll 0a3za 1o3Boisie 31iCHIOBATH MOpIB-
HSIHHSI HOBUX 300pa)KeHb 13 B)KE HasSBHUMH, BHUSBJISIOUH
MTOBTOPHE BUKOPHUCTaHHs a00 Momudikarii. BoHa Takox
€ Mae OyTH OCHOBOIO JJIsl HABYaHHS MOJIEJICH TITHOOKOTO
HaBYaHHS, 110 NMOTPEOYIOTh BEIMKOI KiNBKOCTI MPHKJIa-
JiB ISl TOCSITHEHHS! BUCOKOT TOYHOCTI.

IMpouec BuirydeHHsS 300pakeHb AT GOPMYyBaHHS
0a3u € OKpeMHUM CKIIQJIHUM 3aBJaHHSM. 3 MOMEHTY I10-
SIBU aKaJIeMiYHUX BHJAaHb 0yJI0 OMy0JIiIKOBAaHO MUILHOHH
cratedl Ta Pi3HHX aKaJEMIYHHUX TEKCTIB, OTXKE, HEMOXK-
JIMBO BUTSTTH OKPEMi 300pakeHHs 3 YCiX LUX JOKYMEH-
TiB. JloCHiXKeHHS 3 BHIIyYCHHS 300pa)KeHb 3 JTOKYMEH-
TiB TIOCTIHHO PO3BHBAIOTEHCS. OIHUM 13 TAKHX MPHUKIAIIB
€ nocmimkerHs [12], sxe mano 83% TOYHOCTI BUITydSHHS
300pakeHb.

Po3nineHHS «TEKCTY» Ta «HE TEKCTY» € BayKINBUM
KpPOKOM 00pOOKH T OYIb-SIKOi CHCTEMH aHaJi3y JOKY-
MeHTiB. ToMy Ba)KJIMBO MaTH YiTKE PO3YyMiHHS Cydac-
HOTO CTaHy PO3AIJIEHHS «TEKCTY» Ta «HE TEKCTY», 00
CIIPUSITH PO3pOo0II ehEeKTUBHUX CHCTEM 00OpOOKH JOKY-
MeHTiB. Y cratTi [13] mizcymMoBaHO TexHiUHI pobiemMu
PO3MiTICHHS TeKCTy, MUTaHHA Kiacuikamii 300paxeHs,
BHCBITJIEHO MalOyTHI mpobjemMu Ta HAmpSIMKH IOCIi-
JDKEHB Y IIH Taiy3i.

OxpeMHM HampsIMOM JUIsS BIIPOBA/XKEHHS € CTBO-
PEHHSI PEIIO3UTOPIIO0 BCIX CTOPIHOK CTaTeM, sIKi OyJIu omy-
omikoBaHi. OTHAKOBO KPUTUYHO HA 1€ 3aBJaHHS BILTH-
BaIOTh MPABOBHH Ta TEXHOJIOTIYHNH aclieKTH. ABTOPCHKE
MIPaBO PETYJIIOE JOCTYI 10 OBHHUX TEKCTIB JJOKyMEHTIB
Ta «3aKpUBAE» JIOCTYI /0 3HAYHOI YaCTHHH KOHTEHTY.
Hagitp 3a HasBHOCTi 5001 pemosuTapiiB B CBiTi (3a ma-
aumu Registry of Open Access Repositories), me 3a-
BIIAaHHS IIIe najeke 1o BupimenHs: Adpuka (201); Asis
(1118); €Bpoma (1798); IliBmiuna Amepuka (1071);

Ockeanis (102); ITiBnenna Amepuka (711). B Vkpaini
BIJITIOBIZTHO IO BKa3aHOTO PEECTPY 3apeecTpoBano 138
IHCTUTYLIHHUX Pero3uTapiis.

B enexTpoHHOMY perno3utapii HarionansHoro te-
XHIYHOTO YHIBEPCUTETY «XapKiBCBKUH IMOJITEXHIYHUH
iHctuty™ (eNTUKOPIIR, ISSN 2409-5982) MicTHThCS
60mu3pko 80 THC. MOBHHUX TEKCTi aKaJIeMIYHUX TOKYMEH-
TiB.

Be3 HasBHOCTI 0a3u 300paXkeHb I OPIBHIHHHS
MiAXOTU 0 BH3HAYCHHS aKaJIeMIYHOTO IUariaTy 300pa-
JKEHb He 3MOXXYTh JOCATTH CBOIX LiJCH.

BucHoBKH i mepcneKTHBH
NMOAAJBLIINX PO3BiIOK

Amnatiz 300pa)KeHb I BUSBICHHS aKaJIeMiuHOIO
wiariaty, ocodauBo B ymoBax jgocrymuocti LI, sumia-
€THCS AKTyAJIbHUM Ta € MEPCICKTUBHUM HAIPSIMOM, IO
notpedye MOAanbIIuX AOCHiKeHb. CydacHi METOAM
KOMIT FOTEPHOT'0 30pY JIEMOHCTPYIOTh BUCOKY TOYHICTb,
0COONHBO TP BUKOPHUCTAHHI TIHOOKUX HEHPOHHHUX Me-
pex. BripoBakeHHS TaKUX CHCTEM Y OCBITHI Ta HAYKOBI1
YCTaHOBH CIIPHUSTUME MiABHUIICHHIO PIBHSA aKaJeMi4HOT
nobpouecHocti. [loganpuii gocmiypkeHHS MaloTh OyTH
CIpsIMOBaHI Ha:

— CTBOPEHHS MiIXOIIB IO BU3HAYCHHS MOIOHOCTI
Bi3yaJIbHOTO KOHTEHTY;

— PO3BUTOK QJITOPUTMIB BHJIyYEHHS HETEKCTO-
BOTO KOHTEHTY 3 aKaJeMiYHHUX JTOKYMEHTIB;

— (¢opmyBaHHs TI00ampHOI 0a3u 300pakeHb ISt
MPOBEACHHS MOPiBHIHb; YIOCKOHAICHHS aJlTOPUTMIB BHU-
SIBIICHHSI MOTU(IKOBAHUX 300paKeHb IS BCIX THIIIB Ma-
HITY IS

— IHTerpaIlifo MPoIeCiB BUIBICHHS aKaJIeMIYHOTO
IUIariaty Bi3yalbHOTO KOHTCHTY B CHCTEMH BHSBIICHHS
TEKCTOBHX 3al03W4eHb (TI0I0OHOCTEH Y TEKCTI);

—  BKJIIOYCHHS CHELiAIbHUX IHCTPYMEHTIB 10 Hay-
KOBHX IIATQOPMU Ta Y PEHaKIiiHI MPOIECH IS TOTIO0-
MOTH €KCIIepTaM Ta HayKOBIISIM.
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Features of detecting academic image plagiarism
Yuliia Hlavcheva, Maksym Glavchev

Abstract. The rapid growth of visual content in academic documents highlights the issue of detecting academic image
plagiarism. Unlike textual plagiarism, which is effectively identified by modern systems, visual plagiarism remains a challen g-
ing task due to the diversity of its manifestations and the potential for manipulation. The aim of this work is to analyze existing
approaches to image recognition and comparison for detecting academic plagiarism and to identify key features. The study
examines computer vision algorithms, deep learning models, and other technologies for analyzing textual elements within im-
ages. A classification of visual plagiarism forms is proposed, including exact copying, affine transformations, semantic dupli-
cation, and image generation. The main features are identified: extensive possibilities for manipulation and specific forms of
visual content representation, lack of a global image database, difficulty in extracting non-textual content, and legal restrictions
on access to full texts. Conclusions: Image analysis for detecting academic plagiarism remains a relevant and promising re-
search direction, which can be implemented through the following avenues: improving modification detection algorithms and
integrating visual analysis into textual plagiarism detection systems, creating image repositories, and ensuring the availability
of informational tools for experts and researchers.

Keywords: academic integrity, academic image plagiarism, visual content, image manipulation, academic docu-
ments.
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ANALYSIS OF MATHEMATICAL MODELS OF RANDOM GRAPHS

Abstract. Relevance. In the modern world, the majority of social, biological, technological, and communication pro-
cesses occur in the form of complex network structures. The analysis of such systems requires the construction of mathe-
matical models capable of adequately describing their topology, stochastic nature, and dynamic properties. One of the most
powerful tools for this is the theory of random graphs, which enables the modeling of a wide range of real-world phenome-
na — from the spread of viruses and information to the functioning of critical infrastructures. Classical models, particularly
the Erd6s-Rényi model, laid the foundation of modern graph theory; however, they have limitations in describing networks
with high clustering or uneven degree distributions. Therefore, in recent years, modern approaches have gained special sig-
nificance, including small-world models, which reflect the properties of real social and biological systems with short paths
and a high level of clustering, and scale-free graphs, which model networks with heterogeneous degree distributions. The
relevance of this topic is due to the need to select and analyze an appropriate mathematical model that can accurately repre-
sent the properties of real networks, enable justified prediction of their behavior, identify vulnerabilities, and optimize the
functioning of complex systems. In this context, the analysis of mathematical models of random graphs is an important area
of modern applied mathematics, computer science, and systems theory. The object of research: Random graphs as math-
ematical structures that model the topology and dynamics of complex networked systems. Purpose of the article: Re-
search, systematization, and comparative analysis of mathematical models of random graphs to determine their suitability
for modeling various types of complex networked systems. Research results. The article presents an analysis of mathemat-
ical models of random graphs that underpin modern network science. Beginning with the theoretical foundations of graphs,
both classical and contemporary models for constructing random networks are examined, alongside methods of their analy-
sis and practical areas of application. The methods of analysis are critically important for the practical use of random
graphs, as they enable the models to be applied to forecasting, diagnostics, and the management of complex systems. These
methods also provide a foundation for integrating mathematical models with real-world data, which is a key objective of
contemporary network science. Classical models allow for the formalization of randomness in network connections; how-
ever, they have significant limitations in capturing the real topological properties of complex networks — particularly high
clustering, degree heterogeneity, and growth mechanisms. In contrast, modern models correspond much more closely to the
structure of real-world systems. They make it possible to model such essential features as the emergence of hubs, cluster-
ing, short average path lengths, and robustness to failures. Conclusions. Mathematical models of random graphs are a uni-
versal tool for the analysis and synthesis of various networked systems. Their application allows not only for the formal de-
scription of a complex system’s structure, but also for the discovery of its hidden patterns, the prediction of its behavior un-
der different conditions, and the optimization of its functioning while accounting for real-world constraints.

Keywords: random graphs, mathematical modeling, scale-free networks, Erdds-Rényi model, clustering, spectral analy-
sis, network structures.

Contemporary research focuses on comparing dif-

Introduction ferent models, identifying their structural characteris-

In recent decades, interest in the study of complex
networks has grown rapidly, driven by their wide-
ranging applications across various fields of science and
technology. Social networks, the Internet, biological and
ecological systems, as well as transportation and energy
infrastructures all share a common feature: they can be
described in the form of graphs, where vertices repre-
sent system elements and edges represent interactions
between them. However, in real-world conditions, such
structures are rarely regular or deterministic — they are,
as a rule, random. For this reason, mathematical models
of random graphs have become a vital tool for the anal-
ysis and description of such systems.

Beginning with the classical works of Erdés and
Rényi, in which the concept of a random graph was first
introduced, the theory has progressed toward more so-
phisticated models that more accurately describe the
properties of real networks. Small-world models have
proven effective for representing social and biological
networks, where high clustering coexists with short av-
erage path lengths. Another important direction involves
scale-free models, which reproduce the power-law de-
gree distribution observed in many systems.

tics, adapting them to specific applied problems, and
analyzing their computational properties. In this context,
a systematic review of existing approaches to modeling
random graphs is of relevance — including an assess-
ment of their strengths and limitations, and the formula-
tion of recommendations for model selection depending
on the type of network.

Analysis of publications. The analysis of mathe-
matical models of random graphs is a key area of mod-
ern network theory, with wide applications in computer
science, biology, sociology, and other fields. Among the
main models that describe the structure and dynamics of
real networks are the classical Erdds-Rényi model,
“small-world” models, and scale-free models [1].

The Erd6és-Rényi model is one of the first and sim-
plest models of random graphs, in which each pair of
vertices relates to a certain probability. This model al-
lows for the study of fundamental graph properties such
as the connectivity threshold and the degree distribution
of vertices. The “small world” model, proposed by
Watts and Strogatz, is characterized by a high clustering
coefficient and a small average path length between
vertices. This model reflects the properties of many re-
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al-world networks, such as social or biological net-
works, where there is a tendency to form clusters while
simultaneously maintaining short paths between any
two vertices.

Scale-free models, particularly the Barabasi—
Albert model, describe networks in which the degree
distribution follows a power-law. This means that the
network contains a small number of nodes with very
high degree, while many nodes have a low degree. Such
networks exhibit high resilience to random failures but
are vulnerable to targeted attacks on hubs.

Recent studies also explore models that combine
properties of small-world and scale-free networks, as
well as models that incorporate the geometric and topo-
logical features of real systems. These approaches allow
for more accurate modeling and analysis of complex
network structures found in nature and technology.

In article [2], the emergence of clustering in ran-
dom graphs with scale-free structure is examined, par-
ticularly in the context of hyperbolic models. The au-
thors propose a method for analyzing the probability of
triangle formation in graphs that takes vertex degrees
into account. The study also considers a model in which
vertices are embedded in hyperbolic space, enabling the
reproduction of real-world network properties such as
clustering and scale-freeness. It is shown that, unlike in
some other models, clustering in hyperbolic graphs does
not vanish as the network grows. This research repre-
sents an important step toward understanding the struc-
ture and properties of complex networks, especially in
the context of modeling real systems such as social net-
works or the internet.

The purpose of this work is to analyze the main
mathematical models of random graphs, to classify and
characterize them, and to evaluate their suitability for
use in various contexts, including the modeling of so-
cial, technological, and biological networks.

Main part

Mathematical graph theory serves as a foundation
for modeling complex systems in which objects interact
as nodes connected by links. In random graphs, these
links are established not deterministically but with a
certain probability, allowing for the modeling of real-
world phenomena characterized by uncertainty, variabil-
ity, and dynamic behavior. Random graphs (Fig. 1) are
defined by several important parameters that determine
their structure: vertex degree, connected components,
graph diameter, average path length, and clustering co-
efficient. These characteristics make it possible to eval-
uate both local and global properties of the network.

Classical models of random graphs have formed
the theoretical foundation upon which modern network
science is built. They allow for the formal description
and analysis of the network formation process, the iden-
tification of critical thresholds for structural transitions,
and the estimation of the probability of the emergence
of connected components. Although these models are
simplified and often fail to capture the complex nature
of real-world networks, they remain an essential step in
understanding the basic mechanisms behind link for-
mation between elements.

Random graphs models

Classical models m Modern models

Erdés-Rényi model | Configuration Model

Gilbert model — Watts-Strogatz Model

— Barabési-Albert Model

Random Geometric Graphs

Spatial and geometric random {' -1

-d Hyperbolic models

Mendes model

Hybrid and multi T i

L L
models -

Machine-learned graphs

Puc. 1. Random graphs models

The Erdés-Rényi model was the first formalized
model of a random graph. This approach assumes that
each possible edge is independently included with equal
probability pp, generating a set of possible graphs with
varying numbers of edges. There is also a version G(n,
m), in which exactly m random edges are formed.
Graphs produced by this model exhibit a low clustering
coefficient and a narrow degree distribution close to
binomial. This model is well suited for scenarios where
all connections are independent and equally probable,
but it does not capture the high clustering or heterogene-
ity typical of real networks.

The Gilbert model [3], proposed around the same
time as the Erdés-Rényi model, is formally very similar:
it also defines the probability of edge formation between
vertex pairs, but does so in a more general probabilistic
framework, without fixing the number of vertices or
edges. The Gilbert model is sometimes used as a basis
for constructing probabilistic graphs with uneven weight
distributions or vertex dependencies, although in prac-
tice, the Erd6s-Rényi formalism is more commonly em-
ployed.

Classical models make it possible to theoretically
compute the likelihood of certain structural properties.
However, classical graphs exhibit almost no local clus-
tering, which limits their applicability to the modeling
of social or biological networks.

Despite their importance, classical models have
significant limitations: the degree distribution is sym-
metric and narrow, which does not correspond to the
power-law distributions observed in real networks; they
lack mechanisms for growth and preferential attach-
ment; and they feature low clustering levels. These
shortcomings have driven the development of modern
random graph models that can reflect the heterogeneous
nature of connections, clustering, the emergence of
hubs, and other non-trivial properties.

With the development of network research, it be-
came evident that classical models of random graphs —
particularly the Erdés-Rényi model — are unable to cap-
ture many important characteristics of real systems,
such as high clustering, heterogeneous degree distribu-
tions, or the presence of hubs. To overcome these limi-
tations, modern models have been developed that ac-
count for more complex mechanisms of link formation
in networks.
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The configuration model [4] allows the generation
of random graphs with a predefined degree distribution.
The main idea is to assign each vertex a certain number
of “half-edges” in advance and then randomly pair them
to form complete edges.

Key features of this model include flexibility (it
can model arbitrary degree distributions, including
power-law), low clustering, and frequent use as a null
model for real-world networks with specified degree
characteristics.

There are also spatial and geometric random graph
models. In such models, vertices are embedded in Eu-
clidean or hyperbolic space, and connections between
them are determined by distance. For instance, in hy-
perbolic graphs, distance is defined using non-Euclidean
geometry, enabling accurate replication of real network
properties. Examples include graphs in which vertices
are randomly distributed on a plane and links are
formed if the distance between them is below a certain
threshold. Hyperbolic models support the modeling of
networks that simultaneously exhibit high clustering,
power-law degree distributions, and short average path
lengths. These models are used in the modeling of inter-
net networks, infrastructure, transport systems, and for
optimizing the physical placement of nodes in distribut-
ed systems.

Recent studies have introduced hybrid models that
combine characteristics of “small-world,” scale-free,
and spatial graphs. These approaches enable more pre-
cise modeling of the specific features of real-world net-
works. Among them are the Dorogovtsev-Mendes mod-
el [5], based on network growth with cyclic attach-
ments, as well as machine learning-based models [6],
which employ algorithms to simulate the evolution of
network technology.

Modern random graph models demonstrate greater
flexibility and alignment with real structures compared
to classical ones. They consider not only the probability
of connections, but also the mechanisms of their for-
mation, spatial constraints, network growth history, and
link heterogeneity.

Analytical methods for studying the properties of
random graphs make it possible to determine critical
graph parameters, investigate structural dynamics, iden-
tify key nodes, assess clustering, and predict network
resilience to failures. These methods include probabilis-
tic analysis, spectral analysis, algorithmic and numerical
methods, as well as visualization and interpretation
techniques.

The probabilistic approach is fundamental in the
study of random graphs, as the main models are based
on probability. This type of analysis includes: calculat-
ing the expected number of connected components, tri-
angles, and degree distributions; estimating the proba-
bilities of the emergence of specific graph properties,
such as connectivity, the existence of a giant compo-
nent, or cycles of a given length; and analyzing phase
transitions, where a small change in the parameter pp in
the G(n, p) model leads to a sudden structural shift in
the graph. This approach utilizes the law of large num-
bers, Chebyshev’s theorems, probabilistic limits, and
asymptotic estimates, especially for large n.

Spectral graph theory investigates the properties of
the adjacency matrix or the graph Laplacian, which en-
ables the assessment of graph connectivity; the identifi-
cation of central nodes and groups of nodes with similar
spectral properties; and the detection of cluster struc-
tures via spectral partitioning. These methods are effec-
tive in revealing hidden structures, especially in large
and complex networks. Spectral analysis is often used
for visualization, clustering, and evaluating the dynam-
ics of spreading processes.

In many cases, analytical investigation of a graph
becomes impractical due to its complexity or dimen-
sionality, prompting the use of numerical approaches:
simulation modeling (generating a large number of
graphs under a given model for statistical analysis);
Monte Carlo methods, used to estimate the probabilities
of complex events, such as resilience to random or tar-
geted node removals; graph algorithms, applied to iden-
tify connected components, calculate centralities, con-
struct minimum spanning trees, etc.; and clustering
analysis. Graph visualization tools enable intuitive un-
derstanding of network structure, identification of hubs,
isolated components, communities, and the analysis of
structural changes over time.

Mathematical models of random graphs are widely
used in numerous fields where systems can be repre-
sented as a set of interconnected objects. With the
growth of information technology, bioinformatics, soci-
ology, and cybersecurity, the importance of such models
continues to rise. A properly selected model allows for
an accurate reproduction of real network structures,
analysis of their properties, detection of vulnerabilities,
and prediction of system behavior under various scenar-
ios. In sociology, random graphs are used to model in-
terpersonal interactions, contacts, and information ex-
change. Social networks exhibit “small-world” proper-
ties — high clustering and short paths between any two
individuals. These models can be applied to study the
influence of key individuals, the spread of opinions,
rumors, and information, the identification of communi-
ties or social groups, and the prediction of behavior in
dynamic networks. Models such as those of Watts-
Strogatz and Barabasi-Albert allow for the reproduction
of such network properties, including the presence of
hubs (opinion leaders) and cluster structures.

The internet, telephone networks, and peer-to-peer
systems are classical examples of communication net-
works, where nodes represent devices and edges repre-
sent communication channels. It has been observed that
the internet exhibits a scale-free structure, meaning a
small number of nodes have an exceptionally high num-
ber of connections. Random graph models can be ap-
plied to analyze network resilience to failures, optimize
traffic routing, identify vulnerable regions in the topolo-
gy, and design fault-tolerant architectures.

Biological systems — such as brain neural net-
works, metabolic pathways, and protein or gene interac-
tions — also exhibit complex network structures. These
networks often feature small average path lengths, high
clustering, and power-law degree distributions. Graph
models can be used to identify critical genes or proteins,
analyze signal transmission in neural circuits, simulate
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failures or mutations, and study functional modules
within cells. They enable the investigation of not only
topology but also functional interactions among biomol-
ecules within a systems biology context.

One of the most prominent application areas of
random graph models is the simulation of diffusion pro-
cesses, such as the spread of diseases, rumors, or fake
information, viral content propagation, and malware
dissemination. SIR, SIS, and SEIR models [7] are
commonly combined with graph topology to simulate
epidemic outbreaks. Understanding topological proper-
ties — such as average path length or clustering coeffi-
cient — helps predict the scale of spreading and assess
the effectiveness of countermeasures.

Power grids, water supply systems, transportation
networks, and other critical infrastructures can be mod-
eled as random or deterministic graphs. Key challenges

Table 1 — Comparative Analysis of Models

include assessing resilience, optimizing design, and
ensuring efficient maintenance. These models are used
to identify critical nodes, simulate failure scenarios,
optimize resource placement, and design backup com-
munication routes. In complex systems operating in real
time, hybrid and spatial graph models are especially
valuable, as they account for geographic location,
bandwidth constraints, and dynamic load variations.
Dorogovtsev-Mendes models introduce recursive
growth with feedback, useful for hierarchical systems.

In the process of modeling complex networks, the
choice of an appropriate mathematical model is of criti-
cal importance. Each model has its own advantages,
limitations, structural properties, and domain of effec-
tive application. Table 1 presents the results of a com-
parative analysis of key random graph models based on
essential criteria.

Model Degree Distribution Clustering Average Path Length
Erdds-Rényi Binomial Low Short
“small-world” Approximately regular High Short
Barabasi-Albert Power-law Low—medium Short
Configuration model User-defined Low Depends on input
Hyperbolic random graphs Power-law High Very short
Dorogovtsev-Mendes Power-law Medium-high Short

The analysis has shown that there is no universal
model suitable for all types of networks. The selection
of a model should be based on the core characteristics of
the system under study — such as the nature of the de-
gree distribution, the presence of a clustered structure,
the dynamic nature of connections, and spatial or re-
source constraints. In complex applied problems, the
best results are often achieved by hybrid or adaptive
models that combine elements of several approaches.

Conclusions

An analysis of mathematical models of random
graphs — foundational to modern network science — has
been conducted. Starting from the theoretical founda-
tions of graph theory, both classical and contemporary
models for constructing random networks have been
examined, along with analytical methods and practical
applications. Analytical techniques are critically im-
portant for the practical use of random graphs, as they
make models suitable for prediction, diagnostics, and
the management of complex systems. These methods
also provide the basis for integrating mathematical
models with real-world data, which is a central goal of
contemporary network science.

Classical models make it possible to formalize the
randomness of connections in a network, but they have
significant limitations when it comes to reproducing the
real topological features of complex networks -
particularly high clustering, degree heterogeneity, and
growth mechanisms. Modern models correspond much
more closely to the structure of real systems. They allow
for the modeling of important features such as the
emergence of hubs, clustering, short average path
lengths, and robustness to failures.

The Erd6s-Rényi model, despite its simplicity and
mathematical convenience, has low clustering and does
not reflect the uneven structure of connections. Therefore,
it is better suited for theoretical studies and as a baseline
reference. The Watts-Strogatz model effectively simu-
lates networks with a high level of local cohesion and
short average path lengths, which are typical of social and
certain biological systems. However, its degree distribu-
tion is too uniform to reflect many real-world structures.

The Barabasi-Albert scale-free model reproduces
the empirical power-law distribution of connections and
the emergence of hubs, making it optimal for modeling
internet networks, bioinformatics systems, and infor-
mation node interactions. However, its lack of sufficient
clustering limits its application in social contexts unless
modified. The configuration model offers high flexibil-
ity by allowing arbitrary degree distributions but does
not model network growth and requires external infor-
mation about topology. Spatial and hyperbolic graphs
are best suited for modeling infrastructure and transpor-
tation networks, where physical node placement and
distance constraints play a critical role.

Mathematical models of random graphs serve not
only as tools for the formal description of network
structures but also as the basis for decision-making,
system dynamics prediction, vulnerability detection, and
optimization in complex environments.

Ultimately, mathematical models of random graphs
are a universal tool for the analysis and synthesis of diverse
networked systems. Their application allows not only for
the formal description of a complex system’s structure, but
also for the discovery of hidden patterns, prediction of be-
havior under different conditions, and optimization of
functionality under real-world constraints.
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AHaJi3 MaTeMaTHYHUX MO/eJeil BUIaIKOBHUX rpadis
B. O. I'op6auos, B. M. ®enopon

AHoTanifi. AKTyaJdbHICTh. Y Cy4acHOMY CBITi OUIBIIICTH COMiAFHIX, O10JIOTIYHIX, TEXHOJOTTYHIX 1 KOMYHIKAIIHHUX
MpoLeCiB BiIOYBAETHCS Y BUIIIAMI CKIAJHUX MEPEKEBUX CTPYKTYp. AHAI3 TaKMX CHUCTEM BUMarae rmoOyZOBH MaTeMaTHYHHX
MoJesIel, 3JaTHUX a/IeKBaTHO OMMCYBAaTH IXHIO TOMOJIOTiIO, BUITAIKOBY MPUPOY Ta AWHAMIi4yHi BlacTUBOCTi. OHUM i3 HAHMOTY-
JKHIIKX IHCTPYMEHTIB JUI LOTO € TEOPis BUMAIKOBHUX TpadiB, MO JO3BOJIAE MOJICIIOBATH IIMPOKE KOJIO PEabHUX SIBHII] — Bif
MOIINpPEHHS BipyciB i iHdopmaii 10 GpyHKIioHYBaHHS KpuTHYHUX iHGpacTpykTyp. Kinacuuni Mozeni, 30kpema Mozens Epnera-
Penbi, 3aknmanu GpyHIaMeHT cydacHoOi Teopii rpadis, OHAK BOHM MAalOTh OOMEXEHHS B OITUCI MEPEX 3 BHCOKOIO KIACTEPU3AIIi€I0
Y HEPIBHOMIPHHAM PO3IOALIOM 3B’s3KiB. TOMy OCTaHHIM 4acoM 0COONMBOTO 3HAUYEHHS HAOYNM CydacHi MiAXOIH, Cepell SKUX
MOJIENIi THITY «CBIT TiCHHil», IO BiZm0OpakalOTh BIACTHBOCTI PEATbHUX COLIANPHUX YH OIONOTIYHHX CHCTEM 13 KOPOTKHMH
[OUIIXaM# Ta BUCOKUM PiBHEM KIlacTepu3allii) Ta 6e3MacmTabHi rpadu, o MOAETIOITH MEPEXi 3 HEPIBHOMIPHHM PO3IIOIIIIOM
CTYNEHIB. AKTyalbHICTh TEMU 3yMOBJIEHa HEOOXIJHICTIO BHOOpY Ta aHaNi3y BiAIOBIJHOI MaTeMaTHYHOI MoJei, sika 3abe3re-
YHUTh TOYHE MPEJCTABICHHS BIACTHBOCTEH PEalbHUX MEPEXK, JO3BOJIUThH MIPOBOJUTH OOIPYHTOBaHE MPOTHO3YBaHHS 1X MOBEJiH-
KH{, BUSBJIATH BPA3JMBOCTI Ta ONTHMI3yBaTH (DYHKI[IOHYBaHHS CKJIaQHUX CHUCTEM. Y IIbOMY KOHTEKCTi aHalli3 MaTeMaTHYHUX
MoJieeil BUIagKoBUX TpadiB € BaXKIMBHUM HANpsMOM CY4YacHO! NMPUKIAJHOI MaTeMaTHKH, iHGOPMATHUKH Ta TEOpil CHUCTEM.
O0'eKT gocaigKeHHs. BUTAAKOBI rpadu K MaTeMaTH4HI CTPYKTYpPH, IO MOJAETIOIOTH TOIIOJIOTIIO Ta AWHAMIKY CKIIAJHHUX Me-
pexeBHx cucteM. MeTa CTaTTi: JOCII/PKEHHS, CHCTeMAaTH3allis Ta TOPIBHAIBHHUI aHAII3 MaTeMaTHYHHX MOJEJeil BUIaIKOBUX
rpadiB I BU3HAYCHHS iX NMPHAATHOCTI MO MOJETIOBAHHS DPI3HHX THUIIB CKJIGJHHX MEPEKEBHX cucTeM. PesyabTaTtu 10-
caigKeHHs. Y CTaTTi IPOBEICHO aHAJi3 MaTeMaTHIHHUX MOJeel BHUITaJKOBUX rpadiB, IO JIeKaTh B OCHOBI CydacHOT MepexHOI
Haykd. [TounHaO4YH 3 TEOPETHYHUX OCHOB TpadiB, OYJI0 JOCTIIKCHO SIK KITACHYHI, TaK i CydacHi MOJeli MOOY/I0BH BUITAIKOBHX
Mepex, METO/IM X aHalidy Ta NPaKTHUYHI HANPSMH 3aCTOCYBaHHI. METO/IN aHalidy € KPUTHYHO BOKIMBUMH ISl IPAKTUYHOTO
BUKOPHCTAHHS BHITAJAKOBUX rpadiB, OCKITBKH CaMe BOHH J03BOJITIOTH 3pOOUTH MOJCII MPUAATHUMH JUIs TIPOTHO3YBaHHS, JTiar-
HOCTHUKH Ta yNPAaBIiHHS CKJIATHUMHU CUCTeMaMH. BoHM Takox GopMyrOTh OCHOBY JUIsl iHTerpanii MaTeMaTHYHHUX MoJeneil 3 pea-
JBHUMH JIAaHUMH, 110 € KJF0YO0BOI METOI0 Cy4acHOI HayKH 1po Mepesxi. Knacuuni Mojeni 103BoNs0Th (hopMatizyBaTH BHITA KO-
BIiCTh 3B’SI3KIB Y MEpEXKi, MPOTE€ MAIOTh CYTTEBI OOMEKEHHS Yy BIITBOPEHHI PEANTbHHX TOIOJOTIYHHUX BIIACTUBOCTEH CKIIAJHUX
MepesK, 30KpeMa BHCOKOI KIacTepu3amnii, HeOTHOPIJHOCTI CTYNEHIB Ta MeXaHi3MiB 3poctanHs. CydacHi MOJeNi 3HaYHO Kparie
BIJITIOBIIAIOTh CTPYKTYpi pealbHUX CHUCTeM. BOHM JO3BOJITIOTH MOJETIOBATH TaKi BaXKJIHMBI XapaKTEPUCTUKH, K TOsSBa XaOiB,
KJIacTepu3allisi, KOpOTKa CepeaHs JOBKMHA IUBIXY Ta CTIMKICTh 70 300iB. BHCHOBKH. MaTeMaTH4YHI MOJIeITi BUIIAKOBHUX TpadiB
€ yHiBepcanbHUM iHCTPYMEHTOM JJIsl aHANI3y Ta CHHTE3y Pi3HOMAHITHMX MEPEXKEBHX CHCTEM. IX 3aCTOCYBAHHS J03BOJISAE HE JH-
e GopManbHO ONMUCATH CTPYKTYPY CKIAIHOI CHCTEMH, a i BUSBUTH 11 IPUXOBaHi 3aKOHOMIPHOCTI, IepeAdaynTH 1 MOBEIIHKY 3a
PI3HHX YMOB, a TAKOX ONTHMI3yBaTH (QyHKIIOHYBAHHS 3 ypaXyBaHHAM PealbHUX OOMEXCHb.

KawuoBi ciaoBa: BumagkoBi rpadu, MaTeMaTHYHE MOJEIIOBaHHS, Oe3MaciuTaOHI Mepexi, Moxenb Epnerra—Pensi,
KJIacTepu3allis, CIEKTPAIbHUH aHali3, MEPEKeBi CTPYKTYPH.
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KJIACUPIKALIA MEPEXKEBUX ATAK METOJAMU MAIIMHHOI'O HABYAHHA

B YMOBAX JTUCBAJIAHCY TPEHYBAJIBHUX JTAHUX

AnoTanis. O0'ekTOM 0CJHITKEHHS € IIPOIIEC BUSBICHHS MEpeXeBUX BTOPTHEHb. [IpeaMeTom A0CTiIKeHHs € METOIU
Ki1acu(ikanii MepexeBUX BTOPrHeHb. MeTol0 J0CIiIKeHHSI € MMiIBUIICHHS SIKOCTI Ta MIBUAKOCTI aHCaMOIeBUX KiIachpika-
TOpIB B 3a1a4ax Kiacudikaiii Mepe:KeBUX BTOPTHEHb B YMOBaxX qUCOANaHCy TPEHYBaIbHUX JaHUX. MeTomH, 10 BHKOPHC-
TOBYIOTHCSI: METOJIM MAIIMHHOTO HAaBYaHHS, METO/U MOIepenHb0oi 00poOKU TaHuX, aHcaMOIeBi Ki1acugikatopu, METoq Ie-
pebaaHCyBaHHS IIUIIXOM CHHTETHYHOTO 301nbnIeHHs1 MeHmocTi (SMOTE). OTpumaHni pe3ysbTaTi: IOCIiHKeHO edeKTn-
BHICTh BUKOPHCTAHHS PI3HUX MiIXOIIB A1 Kacu(iKaIil MepexeBUX BTOPrHEHb B YMOBaX AUCOaaHCy KIIaciB y TPEHYBallb-
Hill BUOIpIi. 3apONOHOBAHO KOMIUICKCHUH MIIXiJ, IO Tepeadadae MomepeaHio 00poOKy JaHWX 3a JOMOMOTO METOIY
SMOTE st cuHTeTHYHOTO OaaHCyBaHHS HAaBYaJbHOI BUOIPKH, a TaKOXK HOTO MOJAIBINNI aHAIII3 3 BUKOPUCTaHHSIM aHCa-
MOJIEBUX MOJEJei MaIIMHHOTO HaBYaHHS, [0 JaJI0 3MOTY TOKPAIIUTH MOKa3HUKHU Kiacu(ikarii MiHopuTapHHX KiaciB. Haii-
Kpami pe3yasraru oTpuMano npu noegaanHi SMOTE 3 ancamOneBnmu Monensmu, 30kpema Bagging, Gradient Boosting ta
AdaBoost. BucHoBKH. 3a pe3ynbraTaMu J0CIiIKEHHS 3alIPOIIOHOBAHO YAOCKOHAIICHHUH MIAX1 A0 KiIacudikaiii MepekeBOro
Tpadiky, Akuil moeaHye nonepenHe OamancyBaHHs BUOipku MetonoM SMOTE 3 ancamOneBuMu anroputMaMu OCTTIiHT Ta
OyctuHr. KoMIulekcHe BUKOPHCTaHHS IIMX METOJIB O3BOJMIO MOKPAIIUTH 3HaUYeHHS MeTpuku Recall s MiHOpHTapHHX
KJIaciB. 3arajoM 3arporoOHOBaHUIT MiXix 3abe3meyrB MOKpameHHs sKocTi kiacudikarii: 18% s arak tumy Infiltration,
33% nnst atak 3 BUKopHcTaHHAM SQL-iH’exiid Ta 10 53% anst atak XSS y mopiBHSIHHI 3 6a30BUMH MOJICISIMU MallIMHHOTO
HaBYaHHs 0e3 JOJAaTKOBOTO IepedanaHCyBaHHS BXITHUX TaHHX.

Karw4doBi ciaoBa: Mepexesi aTaku, KiIacudikamis, MalIMHHE HABYAHHSA, aHCaMOIi, OCTTiHT, OyCTHHT, MOKA3HUKH SIKOCTI,

SMOTE.

Beryn

IadopmariiitHi cucTeMu TaBHO CTAld HEBiJ €MHUAM
aTpuOyTOM MaibKe ycix cdep JIOACHKOTO KHUTTS: BiJ BH-
pilIeHHs iHKCHEepPHHX 3aJad 10 OOpOOKHM OaHKIBCHKHX
TpaH3aKIii Ta 30epiraHHs MequuHuX Bimomoctei. [Tpu
bOMY Oynb-sIKi IIOTEHIIiITHI 00 peabHi 3arpo3u X miji-
CHOCTI MOXKYTh COPWYMHUTH 3HAYHI ITiIBUIIICHHS BUTPAT
Ha 1x oOciyroByBaHHs. He3Baxarouu Ha 1ie, ITMTaHHS
Oe3mexu iHQOPMAIIHHUX CHCTEM 3aJHIIAETHCS JTOCHTH
aKTyaJIbHUM 3 YpaxyBaHHSM BEJIMKOI KITbKOCTI Kibeparak
3a ocraHHi poku. Lle miaTBepIKY€EThCS CTATUCTUYHUMHU
nmaruMu [1] Ta MOSICHIOEThCS TUM (DAKTOM, 110 OLIBIIICTh
3 HUX MPAIIO€ B MEPEXKi Ta MOCTIHHO OOMIHIOETHCS BEJTH-
KAMHU 00’eMamu iH(pOpMaIii, IO TO3BOJSAE 3IIOBMHUCHU-
KaM JIeTIIe OTPUMYBATH 10 HUX JAOCTYI Ta IIBHIIIC BH-
KOHYBaTH MPOTHIIPaBHI Jii MO BiAHOWIEHHIO A0 iH(ppa-
CTPYKTypu Ta pnaHmx. Kpim 1poro, mpu poboti 3
KOMII'FOTEpHUMH MepeKaMi HeoOXiTHO BpaXOBYBaTH
amaparHi 3001, IEPEBAaHTAKCHHS Ta PU3UKH, HE3aJC)KHI
BiJ] 30BHIIIHIX YHHHHUKIB.

3aja4ya TakoX YCKJIAJHSETHCS HASBHICTIO BEJIMKOT
KUTBKOCTI CKJIQIHUKIB Ta TApaMeTPiB, IKUMH XapaKTepH-
3yeThes (QYHKIIOHYBaHHSA KOMIT IOTepHOI Mepexi. Yepes
[Ie TpaJMIiiHI aHANITHIHI MeToau abo He JO03BOJISIIOTH
oTpuMaTH 0akaHO{ TOYHOCTI BUSIBICHHSI BTOPTHEHB, 200
HE MOXYThH BIOPATHCA 3 1X SKICHHUM PO3Pi3HEHHSM, 200
MPALOIOTH HA/ITO JOBTO, IO POOUTH HEMOKITUBHIM 1X BU-
KOPUCTaHHSI y IUHAMIYHHX CHCTEMaX, Jie¢ HEOOXiTHO
MpUMATH PIlIEHHS B PEXKUMI PEallbHOTO Yacy. 3aBIsIKH
FOMY ITOCTA€ HaralibHa morpeda B yI0CKOHAICHHI iCHY-
FOUYMX TIAXOAIB Ta Y CTBOPEHHI HOBUX, sIKi O MOTIIH 3a710-
BOJIBHUTH CYy9aCHUM ITOoTpedam.

00'eKkTOM J0CITZKeHHSI € TIPOIEC BUSIBICHHS Me-
pexxeBux BTOprHeHb. IIpeaMeTom nocaiTikeHHSI € Me-
TOIW KIacudikarlii MEpeKeBUX BTOPTHEHD.

Ornsn noB'si3aHuX HAYKOBUX nyOnaikaniil. Buss-
JICHHSI MEPEKEBUX BTOPTHEHb MPECTABIISE COOOI0 KOM-
IUICKCHUIT Tporiec 300py Ta 00poOku iHdopMallii mpo mo-
TOYHI MOfil B Mepexi. OIHUM 3 KIACHYHUX MIAXOMIB €
CUTHaTypHa rpyna MeTofiB [2-3], siki noisrawTh y J0c-
JIDKSHHI BIJOMHX 3aKOHOMIPHOCTEH Ta B MOIIYKY CXO-
KX €JIEMEHTIB 3 BiJOMUMH 3arpo3amu. /1o HHUX BigHO-
CSTh [4] anropuT™MU OPIBHAHHSA M1a0NOHIB, XEIICH Ta BH-
KopHUcTaHHS Yara-tipaBui [5]. OCHOBHIM HEIOTIKOM ITiel
TPy METONIB € (paKTHYHA HEMOXKIIUBICTH BHSBICHHS
PpaHillIe HeBiIOMHUX 3arpo3, a/UKe CIIOCTEPEKEHHS Ta aHa-
JIi3 BELYThCS 3 ypaxyBaHHSIM BXKe JOCHIIKEHUX BTOPT-
HEHb Ha OCHOBI BUSIBJICHHS] TOYHUX 200 YaCTKOBHX CITiB-
najinb. HaBiTh sIKIIO 11a0JOHM NMEBHOI aTaku iCHYIOTH,
aJie 3I0BMHCHUKH BHECJIH A€sKi 3MiHU B 2JITOPUTM CBOIX
A, To 1X Oyze Jyxe CKIaIHO BUSIBISATH HOMIOHUMH Me-
togamu. Ile 0OMEKEHHsI TaKOX CTOCYEThCS 00(yCKOBa-
HUX JTaHUX.

AJBTEpHaTUBHHUM IiJIXO/IOM, SIKMH MOXKE BUPILIUTH
i po0JIeMH, € BUKOPUCTAHHSI €eBPUCTUYHUX METO/IIB SIKi
MOJISITAIOTh B aHANi31 MOBeMiHKK mporeciB. dakTudHo,
(hoKyC 3MIIY€eTHCS 3 30BHIIIHBOTO BUIVISAY MOJIH Ta iX
CTPYKTYpH Ha aHaIli3 TOTO, [0 CaMe BiIOyBAa€ThCS Ta SKi
3aKOHOMIPHOCTI 3 IUM TMOB’sa3aHi. HalfnpocTtimmmu
Mpe/ICTABHUKAMU L€l TPyNH € CTATUCTHYHI METOJH, 10
BHKOPHCTOBYIOT Pi3HI MareMaTudHi KpUTEPii IS BUSB-
JICHHA HECTaHIAPTHOI MOBEIIHKHM MEpeXi UM OKPEeMHX
MIPOIIECIB B Hil JJIsl BUSIBJICHHSI aHOMAJTii Ta BTOPTHEHb.
Jlo eBpHCTUYHHX MiTXO/iB TAKOXX MOXKHA BiIHECTH Me-
TOZM aHai3y YacOBHX PAIIB Ta KOHTPOJIBHI KapTH, SIKi
JI03BOJISIIOTH MOOY/yBaTH IIA0JIOHN HOPMAJIGHOI TOBEII-
HKH CepeJIOBUINA Ha OCHOBI HasIBHUX JaHHUX PO HOTO po-
00Ty B pi3HUX pEXUMaX JUIS ITOJAJBIIOT0 BUSBICHHS MO-
Il BEXOMy 3a IIi BCTAHOBJCHI OOMEXEHHs. 3a3Ha4eHi
IiIXOM JI03BOJISIIOTH TIPALIOBATH 3 3arpo3aMH Hesaje-
J)KHO BiJl TOTO, SKHH aJTrOPUTM YW TPOTPAMHHHA KO
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BHUKOPUCTOBYBABCS B ITPOLIEC] iX BUKOHAHHS, a/KE yBara
30CepeINKY€EThCS CaMe Ha MOJIsX.

HesBakaroun Ha O4YEBH/IHI NepeBaru KiIacHU4YHI €B-
PUCTHYHI METOOM JOCUTH Ba)KKO NPALIOIOTH 31 CKIaj-
HUMH 3aKOHOMIPHOCTSIMH, sIKi ITlepeadavaroTh aHali3 Be-
JIUKOTO Ha0OpY aHWX, HATIPHKIIAM, MEPEKEBUX ITaKETIB 3
JecsiTkaMu aTpuOyTiB. PO3MIAHYTI MiAXOAN TaKOX ITOTpe-
OyIOTh NMOCTIHHOTO OHOBJIICHHS CTaTUCTUYHUX IOKa3HHU-
KiB [T afanTarii 0 3MiHIOBAaHHX YMOB Ta PEKUMIB po-
6otu Mepexi. KpiMm Toro, 3a3Bnvaii HaB9aIbHI JaHi s
aHaJi3y pi3HOTO POAY peallbHIX MEPEXHBaxX arak oOMe-
JKEHI Ta MaloTh 3HAYHHUH JrcOaane KiaciB, a pO3IISHYTI
METOJIM NPH HENOCTATHIl KINBKOCTI MPUKIIAAIB 3pa3KiB
arak MOXYTb JIaBaTH BEJUKY KUIbKICTh XMOHHX CIIPALbO-
ByBaHb a00 IPOITYyCKaTH CKJIaHI aHOMaJTii.

Came TOMy /JI BUPILIEHHS IUX NpoOJeM HeoOXi-
JTHO 3aCTOCOBYBAaTH O1IbII CKIIAIHI MiIX0AH, 30KpeMa Me-
TOAM MAIIMHHOTO HABYAHHA, SIKi y 3a/1adax BHSBICHHI
MEpEXEBUX BTOPTHEHb [6] MarOTh HU3KY KJIIOUOBHX IIe-
peBar: BOHH 3/[aTHI aBTOMAaTHYHO BHSBISATH CKJIAIHI 3a-
KOHOMIPHOCTI Y BEIMKHX 00csTax JaHMX, afalTyBaTHUCs
70 HOBHMX THIIIB aTak, 3a0e3MeuyloTh BHCOKY TOYHICTh
kiacudikanii Ta MacmTaboBaHICTh It pOOOTH 3 Pi3HO-
MaHITHUMH MEPEKEBHUMHU CEPEAOBHIIAMHU.

Jlist mocsirTHeHHS OB CTaOUIBHUX 1 TOYHHUX pPe-
3y/lbTaTiB BUKOPHCTaHHS MAIIMHHOTO HaBYaHHS 3a
YMOBH AucOaiaHCy KJIaciB HEOOXiJHO 3aCTOCOBYBATH J10-
JIATKOBI TiJIXO/M, 30KpeMa METOAM MepedanaHCcyBaHHS
naHux, 10 Skux Hanexats SMOTE [7], a Takok aHCamMO-
neBi anropuT™u [8], sSIKi ZO3BOJIAIOTH MTOKPAILIUTH y3ara-
JBHIOIOYY 3[aTHICTh MOJIEINEH 1 MiABUIUTH SKICTh KJIa-
cudikarii MiHOpUTapHHUX KIIACIB.

[HocranoBka npoOaemu. OcHOBHA MeTa NOTOY-
HOTO JOCTIKSHHS MOJIATae B aHawi3i e()eKTUBHOCTI BU-
KOPHUCTaHHSI PI3HUX METOIB IiIBUILEHHS SIKOCTI KJIacH-
¢ikaiii MepexeBUX BTOPTHEHb 32 YMOBU OOMEXEHHX Ta
He30aJaHCOBaHUX BXIJHUX [JAHUX, KOJH KiJbKIiCTh
00’€KTIB OIHOTO KJIacy 3HAYHO MIepeBaXKae 1HIII. 3aB/sIKH
[OMY CTa€ HarajbHOIO MOTpeba B po3poOIli Ta BIOCKO-
HAaJICHI TaKOTO METO/Y, SIKUil OU JI03BOJIMB PO3PI3HITH K
00’ €KTH Ma)KOPUTAPHOTO KIIACy, TaK i 00’ €KTH MiHOpHTA-
pHoTO KIacy. J{i1si BAKOHAHHS TIOCTABJIEHOI METH HeoOXi-
JTHO TOCIIAWTH HACTYIHI HAIPSMKH IiIBUIICHHS eeK-
THUBHOCTI pOOOTH METO/iB MAIIMHHOTO HABYaHHS B yMO-
Bax AucOanaHcy B HABYAJIbHUX JIAHHX:

1) BUKOpHCTaHHS IiAXOIIB HOMEPEAHBOI 00POOKH
JaHWX, 110 MOJITaloTh y NepebataHCyBaHHI HassBHUX €K-
3eMILTAPIB;

2) 3acTOCyBaHHS aHCAMOJIEBHX METOMIB 3 METOIO
i IBUIIICHHSI CTa0IIbHOCTI MOJIENTi Ta IMOKpAIIeHHS 11 371a-
THOCTI PO3PI3HATH 00 €KTH MIHOPHTAapHHX KIaciB 3a-
BASKM OKPEMHM CIIelialli30BaHUM Ki1acu(ikaropaM, siKi
00’€IHYIOThCS Y TPYTIH;

3) KOMIUIEKCHE BUKOPUCTAHHS 3a3HAYEHHX I11/IXO/iB.

st BUpimeHHs chopMyJIbOBaHHX 3a/1ad HE00X1THO
JUSITH TAKUM YHHOM:

1) mocmiguté oOpaHmid HaOip MaHWX, PO3IOILT
KJIaciB, pPO3KU 3HAYCHD Ta iHIII CTATUCTUYHI XapaKTepH-
CTHKH;

2) po3misHYTH €()EeKTHBHICTh POOOTH KIACUIHUX
METOJIiB MAITHHHOTO HAaBYaHHS B 371a4i OiHapHOi (HOpMa-
JILHUHN 1 aHOMaJBHUHA CTaH MEPEXki) Ta MYJbTHKIACOBOL

knacudikanii (HopMaabHUI CTaH Ta AEKiIbKa BUAIB Me-
peXeBUX aTak);

3) mepeBipUTH 3IaTHICTH METOAY IepedanaHcy-
BaHg JIaHMX Ta MiJXOLy 3 BUKOPUCTAHHSM aHCaMOJiB
BIUIMBATH Ha SIKICTh BUSIBIICHHSI OKPEMHX KJIaciB B 000X
mig3amayax;

4) BUKOpHCTATH OOWIBI CTparerii B KOMIUIEKCI Jist
OLIIHKY iX e()eKTUBHOCTI ITiIBUIIICHHS SIKiCTh KJIaCHU]iKaIlii;

5) cthopmyBaTH BHUCHOBKH CTOCOBHO BHSBICHHS
MEpEekEBUX BTOPrHEHb B yMOBaxX He30aJIaHCOBaHUX Tpe-
HyBaJIbHUX HaOOPIB.

BukoHaHHS TOCTaBJIEHUX KPOKIB JJO3BOJIHUThH OTPHU-
Mary Hablp peKOMeHJalii A1l NOAANBIINX JTOCIIKEHb
3 KOMIIJIEKCHUM BHKOPHCTaHHSM CIELiali30BaHUX METO-
JIB IornepenHpoi 00pOOKH aHUX Ta aHcaMOJIeBHX Kila-
cudikaropis.

Ornsag migxoaiB Ta MeToaiB

B y3aramsHeHOMY BUTIIAII IpoOiIeMy Kiracugikarii
MEpPEKECBUX BTOPTHCHb MOXKHA IMPEICTABUTH Y BHUIIISAMI
3aa4i TMOIIYKY BHPIIMIAIEHOTO IMPaBWIA, SKE TO3BOJIIE
3B’s13aTH HAOIp 03HAK 3 MEBHOO PE3YJILTYIOUOI0 MITKOIO.
B takomy Bumaaky 3 MeTor0 (hopmaizaiiii npeacTaBuMo
f(x) six Momens knacudikanii, sika JO3BOJNSE OTPUMATH
BX1JTHMI BEKTOp O3HAK X 1 IOBEPHYTH 3HAYEHHS BiAIMOBI-
JIHOTO KJacy. B TakoMy BUIajKy came BUpilIaibHe mpa-
BWJIO HaOyBa€e HACTYITHOTO BUIIISAY:

y = arg i P (clx), (D
ne ¥ — mepenbayenuii knac; C — MHOKHHA MOXKIMBHX
KJIaciB; X — 00’ €KT, IIPENCTaBICHIA MHOXXIHOIO BXiTHUX
osHak; P (C | x) — AMOBIpHICTB HaIEKHOCTI 00'€KTa X J10
KJacy c¢; arg max — (pyHKIlist BUOOPY MITKHU KjIacy 3 Haii-
OUTBIIIOI0 HMOBIPHICTIO.

Sxmo muoxkuHa C MiCTUTH OJIbIIE ABOX €JIEMEHTIB
(nmanpuknan, suam arak: "SQL Injection”, "Bruteforce",
"XSS" Tomo), To B TAKOMY BUIIAIKy HU3bKa BipOTiIHICT
TIPUHAJIEKHOCTI 10 OTHOTO 3 KJIAaCiB HE Ja€ BIAMOBiAl Ha
3allUTaHHsA, IO SKOi KaTeropii BIAHECTH TOW UM iHIIUX
00’exT, 00 € me MiHIMyM JBa BapiaHTH. 3afadi TaKoro
POy 0COOIHMBO YCKIIQTHAIOTHCS IIPH HAsIBHOCTI AnCcOaa-
HCY KJIaciB y BUKOPHCTOBYBAaHHUX HAO0Opax MaHUX.

[epmmm kpokoM BHpileHHs L€l TpobaeMu Moxe
OyTH BUKOPHUCTAHHSI CIIeliali30BaHNX METOAIB MoIepe-
HBOI 00pOOKH He30amaHCOBaHUX AaHuX. OIHUM 3 HANUIIO-
mynspHimoro y i xareropii € SMOTE, skuit nepen0a-
Yyae reHepalilo. HOBUX EK3eMIUISIPH [UIIXOM THTepIIos-
i1 MK BUITaJIKOBUMHU TOYKAMHU MEHIIIOCTI Ta IXHIMH Ha-
OMIKYMMU cyciiaMu TOro X kiacy. L{ro npouenypy mo-
*Ha GopMaTi3yBaT HaCTYITHUM YHHOM:

XT=x;+ 6 (eyy — x), (2)
Je X — HOBUI CHHTETHYHHUI €K3eMILIIp Kilacy; X; — iCHy-
104 3pa30K MIHOPUTAPHOTO KJIacy; OAMH 13 Xy k-Hail-
OMIKYIMX CYCIZIIB X; TOTO X KJacy; 8 — KoeQilieHT iHTep-
oy (3a3BU9ail BUIIAAKOBHUI) Ha iHTepBam Big 0 o 1.

HacTynmHuM BaKJIMBUM KPOKOM TiABUINEHHS edek-
THBHOCTI pOo0OOTH 3 He30aNaHCOBAHUMHU JTAHUMH € BHKO-
pucTaHHs aHCcaMOJIeBUX MeToAiB. BoHu no3BomstoTs 00'-
€JIHyBaTH NPOTHO3M KiJTbKOX 0a30BHUX MOJIeNe, 3MEHIITy-
1041 WMOBIPHICTH TIOMUJIKH, TTOKPAIIYIOUH CTIHKICTb 10
LIyMy Ta MiJIBHIIYI0OYH 3arajbHy TOYHICTh Kilacu(ikaii.
3aBASKH PI3HOMAHITHOCTI MiAXOMiB O (HOpMyBaHHSI
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aHcamONo (HanpukiIag, OCrriHr, OyCTHHI), LI METOIH
3[aTHI Kpaile BUSBIATH CKJIaIHI IMA0JOHU HAaBiTh 3a
YMOB AHCOaaHcy.

VY3araneHeHuWi nponec 00’€aHAHHS JEKIIBKOX MO-
JieNieil MAallMHHOTO HaBYaHHS B aHCaMOIb (popmaisy-
€TbCSl HACTYTTHUM BHUPA30M:

f(X) = Z%:l amfm(x)' (3)
ae fm(x) — mporHo3 m-i 6Ga3oBoi moneni; a, — He-
Bi’€MHa Bara MoAeJi m, o BigoOpakae ii BIUIMB y aH-
cam61ti; M — KiTbKICTh MOJIEJIeH B aHCcaMOJTi.

Ines Gerrinr-ancam6miB [9] mossirae y HaB4aHHI KO-
xHOT Mojieni fp, (X) Ha BUMAAKOBIi BUOIPII 3 TOBTOPAMH.
Lls mponenypa orpumana HaszBy Oyrcrpen. B momanb-
LIIOMY TPOTHO3HM LIUX MOJIEIIEH 00’ € THYIOTHCS 3a I0TIOMO-
TOI0 PIBHOBa)XKHOTO TOJOCYBaHHS, IO (OPMATi3yeThCS
HACTYITHUM BHPa30M:

fbagging(x) =% %:1fr¢z(x)' “4)

1e fm (x) — mporro3 m-i 6a30B0i Mozerni; M — KilbKicTh
MoJelel B ancaMmoOUTi.

OpHiero 3 Bapiamii OerriHr-aHcaMOMiB € METOI BU-
maakoBoro Jicy (Random Forest), sxwit 00’ eqHy€e nepesa
pillIeHb Ta MNP HaBYaHHI KOXKHOTO 3 HUX JI0JATKOBO BU-
MIAIKOBO BUOMpAE MiAMHOKUHY 03HaK O,,. B TakoMmy BU-
nmajiky mporec (GopMyBaHHS Pe3yJIbTYIOUOTO MPOTHO3Y
(hopMatizyeThCst HACTYITHAM BHPA30M:

far(X) = = By (X, O, (5)

ne fm(x; 6,,) — mporHo3 m-i 6a30Boi MozeN i, IO HaBYA-
Jlacsl 3 BUIMAAKOBOIO MiIMHOXXHUHOIO 03HaK 6,,; M — Kinb-
KICTh MOJIeJIEN B aHCaMOUTi.

3 iHmoro 00Ky imest OyCTHHT aHCaMOIIB IOJATAE y
MIOYEProBOMY ITOKpAIeHH] HACTYITHUX MOJENEH 3 Bpaxy-
BaHHAIM MOMIIIOK morepenHix. AdaBoost [10] cTBoproe
aHCaMOITb TIOCTITOBHO HaBUCHHX CIIAOKMX MOIEIEH fiy,,
KOXKHA 3 SIKMX TPHUIUISE OLblIe yBaru NPUKIIaAaM, Bax-
KHUM JIJIs IOTIepeIHIX Mojieniei. B Takomy Bumaaky ¢ixa-
JIbHE TIPOTHO3YBaHHSI MPE/ICTABISIETHCS TAKMM BHPa30M:

faga(x) = sign(Em=1 m * (X)), (6)
ne fm(x) — mporuos m-i 6a3oBoi mMozeni; a,, — Bara Oa-
30BOI1 MoOJielIi B ancamOii; M — KIIbKICTh MOZENel B aH-
camOIti.

Barogwuit koedirmieHT BizoOpakae, HACKIIBKH aHCa-
MOJIB JTOBipsie KOHKpETHIH Mozeni. Bin po3paxoByeTses
32 HACTYITHUM BHPAa30M Ha OCHOB1 TOXHOKH KOHKPETHOTO
6azoBoro knacudikaropa:

1

“In (&, 7

Qa. =
m-o 2 &m

e &,,— 3Ba)KeHa MOMUIIKA Kiacudikaropa f,, Ta Bijobpa-

JKa€ 4acTKy 00’ €KTiB, sKi Oynu KinacugikoBaHi HETIPaBH-

JILHO 3 ypaxyBaHHSIM IOTOYHMX Bar w; MPUKJIALIIB.

3BaykeHa IOMIITIKA PO3PAXYETHCS TAKIM YHHOM:

&m = Dt Wi [ () # ¥, (®)
ne N — KUTBKICTh MPHKIAAiB, W; — BarOBHIA KOCQIIi€HT
npuknany; I — ingukaropHa GyHkis (1, sxmo kmacudi-
KOBaHO HempaBWJIbHO, 0 — B 3BOPOTHOMY BHIMAIKY);
fim (x) — mporuo3 m-oi 6a30B01 Mozei

THmiif aHcaMOneBUii METON TPAIiEHTHOTO OYCTHHTY
[11] Oymye mMomenb MOCTYMOBO, JOJAIOYM HA KOXKHOMY

KpOLi HACTYITHY CITa0Ky MOJICTIb f;y,, SIKa AlIPOKCUMYE He-
raTMBHUH rpanieHT QyHkuii Brpar L. s nporo 3a Ha-
CTYITHUM BUPa30M OOUHMCIIOETHCS HETaTHBHUI IpaJlieHT
(yHKUIT BTpaT 3a MPOrHO30M IOIIepeIHbOT Mozieni (Tice-
BIO-pe3UIya):

== [T )

F(x))=Fm-1(x{)

I Ty, — MCEBIO-pe3uIyal uis 00’ €kTa [ Ha iTepamii m;
€ (y;, F(x;)) — gyHKuist Brpar MK CIIpaBXHIM 3HAYeH-
HM y; Ta nporHo3oM F(x;); Fp_q1(x;) — npor€os mo-
JeNi Ha rorepeHii iteparii.

Ha xoxHOMY KpoOli anroputMy no0ynoBaHa MOJIENb
AIPOKCHMYE TICEBI0-PE3UAYaIIH Ta TOAAETHCS 10 MOTOU-
HOTO aHCaMOJII0 3 BIIMOBITHUM KOS(ili€HTOM MacIITa-
OyBanHs1. Lle#t mpornec B rpaiieHTHOMY OyCTHHTY MOXKHA
(opMaiizyBaTy y BUIVISI HACTYITHOTO BUpa3y:

Fm(x) = Fm—l(x) +Vm- hm(x)' (10)
ne F,, (x) — oHOBIeHNMIA MPOTHO3 MICIS m iTepamiit; Yy, —
KoeiieHT, IKU BIH3HAYa€e Bary HOBO1 Mozedi; h,, (x) —
crmabka Mojenb, MoOygoBaHA UIA AIPOKCHUMAIIL 7Tiy, ;
Fp,_1(x) — iporHO3 TIOTIEpeIHBOT MOIETI.

[Ticns 3aBepreHHs BeixX iTepariid, GpiHaTBHAHN TIpO-
THO3 MOJIETI € CYMOIO TIOYaTKOBOTO MPUIYIICHHS Ta BCIX
moOyIOBaHUX CIA0KUX MOZETEH, M0 BiZoOpaKkaeTbes y
HACTYITHOMY BHpAas3i:

foradgient(x) = fo(x) + Z%:l Ym " fm(2)),  (11)
1€ foradient (X) — GinanbHuMii mporno3 ancamonio; fu(x)
— MOYATKOBE 3HAYCHHsI (HAMPHKIA[, CepeIHe o y); M —
KUTBKICTB iTepamiii (CaOKux Mopenel); ¥, — BaroBUil
koedimieHT okpeMoi Momeni; f(x) — MPOrHo3 oKpeMoi
MojIeni Ha iTepartii m.

DopMyJIIOBAHHS TEOPETHYHUX OYIKYBAHb

IcHye Gararto pi3HHX METPHUK Ui OLiHIOBAaHHS SKO-
CTi Kracudikalii, mpore B yMOBaxX AuUCOaTaHCy KIACIB,
KOJHM IITFOBHU (HANPHUKIAL, THII MEPEXKEBOI aTaku) €
MEHII TMIPE/ICTAaBICHNUM, JAOUIJIBHO BHKOPHUCTOBYBATH
Recall sik OCHOBHY METpHKY, OCKLIbKH BOHa (OKycye
yBary Ha 3IaTHOCTI MOJIEJTi BUSIBJISITH CaMe Ba)KJIUBUH Mi-
HOpHUTapHHUH Kiac [12].

BukopucranHs MeTONy CHHTETHYHOIO 30UIbILIEHHS
(mepenuckperusanii) Bubipku menmocti (SMOTE) no3Bo-
JIUTH 3MEHIITUTH BIUTHB TUCOATaHCy KIIACIB y TPEHYBAIBHIN
BuOipI, mimsummTH Recall mis MiHOpHTapHUX Ki1aciB, 30-
KpeMa Takux atak, sk XSS, SQL Injection abo Infilteration,
SIKi Y TIOYaTKOBOMY JlaTaceTi IpeJICTaBiIeHi 3HAYHO MEHIIIO0
KUTBKICTIO MPUKIIA/IIB, & TAKOXK TTOKPAIUTH CTIHKICTh Kiia-
cH(iKaTopiB 10 XMOHUX HETaTUBHUX PillIeHb.

BuxopuctanHs ancamOIiB, B CBOIO YEpTy, Ma€ 3a-
0e3neunTH MiABUINECHHS TOYHOCTI Ta CTabiIBbHOCTI pe-
3yAbTaTiB KiIacupikamii 3aBIsKH MOE€THAHHIO PillleHb Oa-
ratbox Cjaa0KMX MOesel, a Takok Mae 3a0e3MeunTH
Kpallly 3AaTHICTb JI0 y3arajbHEHHS Ta 3HWKCHHS iIMOBI-
PHOCTI NIepeHaBYaHHs, K€ YaCTO BUHUKAE TIPH BUKOPHUC-
TaHHI OJJMHOYHUX MOJEJNEH Ha CKIaJHHUX JaHHX, 0CO0-
JIMBO 32 YMOBH 3HA4HOI IIepeBaru OIHOTO 3 KJIaciB.

Kommexcne 3acrocyBannst SMOTE Tta ancam6GniB
HE JIMIIE MA€ TOKPAIUTH OKPEMi aCIIeKTH SKOCTI KJIacH-
¢ixanii, a # cTBOpUTH HaxiiHINY, 30aNaHCOBaHIlly Ta
MIPaKTUYHO OPIEHTOBaHY MOJIENb, 31aTHY 10 €(EKTHBHOTO
BUSBJICHHS SIK TTOIMTUPEHUX, TAK 1 PIIKICHUX aTak B yMOBax
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aHaJi3y peaJbHOro MepexeBoro Tpadiky. OUiKyeThes 3po-
cTaHHs nokasHuka Recall nuis MiHOpuTapHUX Kiacis, 6e3
ICTOTHOTO TMOTIpPIIEHHS TOYHOCTI JUISi Ma)KOPUTapHOTO
kiacy. Ilpu 11bOMy TPOTHO3YEThCS OTPUMAaHHS Kparoi
3[aTHOCTI PO3PI3HSTH OJIM3bKI 32 XapaKTepPUCTUKAMHU THITH
arak, 1o € CITa0KUM MICIIeM ITPH BHKOPHUCTAaHHI OKPEMHUX
Mozeseli 0e3 rmorepeHpOro nepedanraHcyBaHHs.

ExcnepuMeHTaIbHI JOCTIIIKEHHS

Ilepuia eran ekcriepuMeHTY TIOJISITaE y aHaJi31 Ha-
0opy aHUX Ta BUSIBJICHHI OCHOBHHX HOTO XapaKTEPHUCTHUK.
B pamkax nocinikeHHs OyJ0 BAKOPUCTAHO ITyOTiYHUH 1a-
Tacet MepexxeBoro tpadiky CIC-IDS2017 [13], sxuii Oys
ctBopennit Kanaacekum inctutyToM Kibepoesneku (CIC)
IS OCII[PKEHHS BUSIBIICHHS. BTOPIHEHbB, [0 MICTHTbH SIK
HOPMAJIbHY aKTHBHICTb, TaK 1 pi3HOMaHITHI THIIH MEpexKe-
BHUX aTaK y KOHTPOJIBbOBAHOMY CEpPEIOBHII. 3 HBOTO OyI10
B3SITO J1Ba HAOOPH JTAaHUX, KOKEH 3 SIKHX BiJNOBiAE 3a Ie-
BHHI1 ICHb TIDKHS Ta Yac, a TAKOXK 32 KOHKPETHUHI BUJ 3a-
rpo3u. JIyis TiOBHUIICHHS 00’ €KTUBHOCTI JIOCIiKCHHS
OyJ10 IPUAHATO PillIeHHs 00paTH AOCIIIKCHHS CTaHy Me-
pexi y yerBep, a came Habopu Thursday-WorkingHours-
Morning-WebAttacks ta Thursday-WorkingHours-After-
noon-Infilteration. Ilepmuii HaGip naHuX € GaraTokiaco-
BUM Ta 30epirae JaHi siIk HOpMaJIbHO CTaHy MEpexi, TaK i
OIIHC XapaKTEePUCTUK MEPeKi i yac 3-X BHUIIB BeO-aTak,
a came: Bruteforce (MeTox aTaku, npy SIKOMY 3JIOBMUCHHK
BUTIPOOOBYE BCi MOXUIMBI KOMOiHAIii JIOTIHIB 1 TMapoiB
IUIS OTPHMaHHS HECAaHKLIOHOBAHOTO JOCTYIy IO CHC-
Temn), XSS (Mi>KCaHTOBHI CKPHIITHHI, IO TO3BOJISIE BU-
KOHATH IIKiHBUi kox Ha BeOcTopinmi) Ta SQL Injection
(BukopucTanHs mwkimmBux SQL-3amutiB). Lei naracer
JI03BOJISIE IOCITIIUTH OCOOIMBOCTI OArarokiacoBol KiiacH-
¢ikauii B npeamMeTHii ramysi. Jpyruit Habip MicTUTb naHi,
IO BI/IMOBIAIOTh HOPMAaJbHOMY CTaHy MEpEeXi, a TaKokK
okpemi npukiaau araku Infilteration (mpoHUKHEHHS, PU
SIKOMY i1 3JI0BMHCHHKA CIIPSIMOBaHi Ha OTPUMaHHs Heca-
HKLIOHOBAHOTO JIOCTYIY JIO OKPEMOI KOMIT FOTEepHOI cHc-
Temu a0o Mepeski). TakuMm 4rHOM, el 1aTtaceT JO3BOJIIE
JOCITIIATH 0COOMMBOCTI OiHApHOI Kiacuikarlii B mpeame-
THIH Tamys3i.

Jis mocTiKeHHST XapaKTepUCTHK HaOOpiB JaHUX
OyJI0 BUKOHAHO aHaii3 PO3IMOJIiTY MITOK, a TAKOX pPO3-
KU1y 3HAYeHb aTpUOYTIB Ta OL[IHKK KOPEJISLii MiXk HUMHU.
Jlnst OCTaHHBOTO IMOKAa3HWKa BHKOPHCTOBYBAJOCH 3HA-
YEHHsI CyMapHOTO TOKa3HHUKa KOPEJISIii.

Ha puc. 1-3 mnpexacraBieHi pe3yibTaTd IOCHi-
JDKEHHSI XapaKTepUCTHK HaOOpy JaHMX, IO BiAIOBimae
3a araky tumny Infiltration. Ha puc. 4—6 npencrasieHi pe-
3yJBTaTH JOCIHIKEHHS XapaKTepPUCTUK Habopy IaHUX,
10 BI/IMTOBi/Ta€ 3a MeKiIbKa BUIIB BeOarak.

TakuMm 4uHOM, SIK BUJIHO 3 HaBEJCHUX IpadiuHuX
3alIe)KHOCTEH, 00MIBa HAOOPH JaHUX MAKOTh IIEBHI BaU:
B TIEPIIly YEPTy BENHKY KOPEIAIiI0 OKPEMHUX aTpHOYTiB,
LIMPOKHIA PO3KH/] 3HAYEHB, @ TAKOXK AUCOAIAaHC Y MiTKaX.
B Takomy pasi 3a pe3ynbraTaMu IMeplIoro eramy eKcrie-
PHUMEHTAJIBHOTO JIOCIIKEHHSI MOXKHa CTBEPJKYBaTH,
10 JUIsS BAAJIOTO BUKOHAHHS sIK OiHapHOi, Tak i Oararo-
KJIacoBoi kiacudikaiii HeoOXixHO Oyze 3aCTOCYBaTH PO-
3MISTHYTI paHille MiAX0MU IS MiJBUIICHHS ¢()eKTUBHO-
cTi Kiacuikarii 3 BAKOPUCTAHHSM JaHHX, 1[0 MAlOTh 3a-
3Ha4YeHl Baau.

5um of Absohute Comelations

Correlation Strength Bar Chart for Thursday-WorkingHours-Morning-WebAttacks
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Puc. 1. CymapHuii moKa3sHUK KOPENALii 3-OMiX aTpuOyTiB
B Ha0Opi TaHMX, IO BiAMOBiAace 3a araky Tumy Infiltration

Value Range

count

108 Value Ranges Bar Chart for Thursday-WorkingHours-Morning-WebAttacks

Puc. 2. Po3kun 3HaueHs arpulyTiB HabOpy AaHHX,
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Correlation Strength Bar Chart for Thursday-WorkingH t Infil

Columns

Puc. 5. CymapHUii MOKa3HUK KOPEJISLii 3-MOMiX aTprOyTiB
B Ha0Opi TaHMX, IIO BiAIOBIAAE 3a ACKiJIbKa BUAIB BebaTak

JApyruii eran ekcnepuMeHTAIbHOIO A0C/iIAKeH-
HSl TIOJATaB y OIHII e(pEeKTHUBHOCTI Kiacudikamii pis-
HUMH METOJIaMH MAIIMHHOTO HaBYaHHS 0e3 BHKOpHC-
TaHHS JOJAaTKOBUX TEXHIK 31 CTAHAAPTHUMH HalallTy-
BauHsMH. J[is 11boro Oynu BimiOpaHi kiacudikatopH, 1o
MPAIOIOThH HA TPUHIIAIIAX JIOTICTHYHOI perpecii, MeTomy
ONOPHHX BEKTOPIB, MeTony K-HailOmmkuux cycinis ta 3
BUKOPUCTaHHSAM JIepeB pilleHHs. J[JIsi KOXXHOTo 3 HHX

Recall Comparison Across Models
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lee Value Ranges Bar Chart for Thursday-WorkingHours-Afternoon-Infilteration

value Range

Columns

Puc. 6. Po3kua 3HaueHs aTpubyTiB HaOOPY JaHUX,
110 BIJTIOBIJIA€ 3a JEKIIbKA BUIIB BeOaTaK

OyJ10 BUKOPHCTAHO [IBA PaHille PO3IITHYTHX HA0OpiB 1a-
HHX, a TAKOX 32 pe3yJibTaTaM{ HaBYaHHS Ta TECTYBaHHS
moOynoBaHo rpadikd, Mo BigoOpakaroTh OCHOBHI TOKa-
3HHKH AKOCTI, a came Recall a F1-Score. Ha puc. 7 npen-
CTaBJICHO PE3yJIbTATH OIIHKU SIKOCTI Kiacudikallii 3 BuU-
KOPHUCTaHHSIM METOJIB MAIIMHHOTO HaBYaHHs /I Ha-
Oopa JaHuX, 10 Binnosijae 3a araky tuny Infiltration
a00 «IPOHMKHEHHS» Ta 3a JICKiIbKa BU/IiB BeOaTak.

Recall Comparison Across Models
ey

1l 10 099 = Class: Senign
m Class: Web Attack Srute Force
- Class Web Attack Sqi injection
- Class: Web Altack X35
= rmacro avg

m— vieighted avg

a1

et
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a0
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Modets

Puc. 7. 3nagenns metpuku Recall mig pesynprariB knacudikariii MeToraMu MalllMHHOTO HaBUAHHS JJIsI HA0OPY JaHUX,
0 BiAmoBigae 3a ataxy tumy Infiltration (3miBa) Ta 3a AekigpKka BUAIB Bebarak (cripaBa)

3a pesynsrataMu JOCTIKEHHS OTPUMAHO, IO IS 3a-
Jadi BUsBIIEHHS ataku Ty Infiltration yci 6a3oBi Moneni,
3okpeMa Logistic Regression, SVC, KNN Ta Decision Tree,
JOCSTal0Th MaKCHMAJIBHOTO 3HaYeHHs MeTpuku Recall ms
HOpMasbHOTO Tpadiky. IIpoTe 3HAYCHHS IHOTO TTOKAa3HUKA
AKOCTI JUIS KJacy aTakd CyTTeBO Hibkui: Moxeni Logistic
Regression Ta KNN nmponemoHcTpyBamu pesynbrar 0.36,
Decision Tree — 0.73 (maiikpammuii nokasnuk), a SVC B3a-
TraJji He 3Mir MoOy/TyBaTé MOJENb. Y BUIAAKY MYJIBTHKIIACO-
BOI 3aJ1a4i CIIOCTEPIracThCs 111e MoMiTHiIIe maaiHas Recall
JUIsL MiHOpUTapHUX KiaciB. Hampuxnan, nust araku tumy
SQL Injection 3 3 4 moneneii He 3MOINIM OTPUMATH 3Ha-
yeHHs1, Outeine 3a 0, a Monmenb Decision Tree mpomeMoH-
cTpyBaJia pe3ynbrar Ha piBHi 0.67 (HalKpaluii pe3ysbrar).
Juist ataku ity XSS xoaHa 3 MoJieneit He poJEeMOHCTYp-
Bayia pe3yisrar Oumbmmit 3a 0.43. Tpimku kpamy pesysb-
Taty OyiM OTpHMaHi npu Kiacudikarti araku Brute Forece
— 10 0.83, 1110 OB’ 513aHO 3 OLIBIIOK KIJIBKICTIO €K3EMITIs-
piB HaBUaITLHOI BUOipku. Jlume mist kinacy Benign (Hopma-
JBHUH CTaH MEpeXi) yci MOIeNi JOCsATaroTh CTa0lIbHO BHU-
COKMX 3Ha4eHb. Taki pe3yibTaTd CBim4aTh Ipo Te, IO B
YMOBaX CyTTEBOTO AucOajaHCy B paraceTi 0a30Bi MeTonu

MAIIMHHOTO HABYaHHS HECTIPOMOXKHI €(DEKTHBHO BUSIBIISITH
MaJIOYHCENBHI KJIACH aTaK, a TOMY HaBiTh HEe3HaYHA 3MiHa B
TXHBOMY XapakTepi MOXe CHPHYMHUTH ICTOTHE 3HM>KCHHS
SIKOCTI BUSBIICHHS. TakuM YMHOM, IJIS JIOCSTHEHHS TIPH-
WHATHOT sIKOCTI Kiacuikalli arak MoTpidHO BIIPOBAIDKY-
BaTH cTparterii nepebasaHCyBaHHS BHOIPKM Ta BIOCKOHA-
JICHHSI apXiTEKTypH MOJETEH.

Tpetiii eTanm aocjaigKeHHs TONATaB y JOCII-
JUKeHHSI €(DEeKTUBHOCTI METOJIIB IMiIBHIIEHHS SKOCTi Oi-
HapHOi Ta 0araTokiIacoBoi kiacudikailii 3 BUKOPUCTAH-
HSM JESKHX MiIXOIB B yMOBaX nucOaiaHcy Habopy na-
nux. [lepmmit minxin nosisiraB y BUKOPUCTaHI Monepen-
HBOI 00pOOKHM HaHUX 3 MepedaaHCyBaHHIM, L0 Mepe-
6auaio 3actocyBanns meroxy SMOTE. Pesynsrarn omi-
HKH SKOCTI Kiacudikamii as 000X HaOOpiB TaHWUX Mpe-
CTaBJICHI Ha puC. 8.

Hactynauii miaxix monsras y BUKOPUCTaHHS aHCa-
MOJIeBHX KJ1acH]iKaTopiB, Mo 06’ €THYIOTH B CO01 MPOCTI
MoJeli MalMHHOTO HaB4aHHA. Ha puc. 9 npencrasneni
Pe3yIIbTaTH OIIHKH AKOCTi Kiacwpikamii 3 BUKOPHCTaH-
HSM aHCaMOJIEBHX METONIB MAIIMHHOTO HABYAHHS IS
000X HAaOOpiB TaHUX.
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Puc. 9. 3navenns merpuku Recall s pesynsraris knacudikaiii aHcaMOIeBUME METOJAMHU MAIIMHHOTO HABYaHHSI
IUIs Habopy JaHuWX, IO BiATOBinae 3a ataky Tuiry Infiltration (37iBa) Ta 3a neKinbka BUAIB aTak (crpaa)

OTtpuMmaHi pe3yabTaTH MPOAEMOHCTPYBAIH, IO Oa-
JIAHCYBaHHS BHOIpPKH 3 BUKOpHCTaHHAM Metoxy SMOTE
IUTS 33739 OiHAPHOI Ta MYJBTHKIIACOBOI KIacU]iKarii 10-
3BOJISIE 30UIBIIUTH 3HAYeHHs MeTpuku Recall mis araku
tuny Infiltration: Logistic Regression mo 0.73, KNN no
0.64, Decision Tree o 0.82. Bogrouac Recall mst xnacy
Benign 3anumimBcsi cTabIbHO BUCOKUM TSI BCIX Mojie-
Jieid. Y BUIIAIKy MYJIBTHKIACOBOI 3a/1a4i TAKOXK CIOCTEPi-
Ta€ThCS MOKPAILCHHS PE3yJNIBTaTIB JUIsl KJIACiB MEPEKEBUX
arak. Hampukman, mis XSS merpuka Recall 3pocna i3
Maike HylboBOro 3HaueHHs 10 0.76, a i Brute Force —
10 0.86 Ta 0.92 y Bunanky Bagging Ta Gradient Boosting
BiamoBizHO. [IpoTe He BAAIOCS OTpUMATH KPaIUX pe3yilb-
tariB 1yt SQL Injection. 3acrocyBaHHs aHCAaMOIEBUX Me-
TOMIB Kiacuikalii, 1[0 MOETHYIOTh KiIbKa IPOCTHX MO-
Jiesield MallMHHOTO HAaBYaHHS IPY BUSIBJICHHI aTaku THUITY
Infiltration nposeMOHCTPYBAaJIO BUCOKI 3HAYCHHSI METPUKHU

Recall, manpukman 0.86 mms Bagging ta 0.91 mia Ada-
Boost mpu eTanoHHNX NOKa3HUKAX JUIl HOPMAJIbHOTO Tpa-
¢ixy. ¥ 3amaqi MyneTHKIIac0BO] Kiacudikamii aHcamOIeBi
MOJIeJTi TAaKOK TPOJIEMOHCTPYBAIN Kpallli pe3yJabTaTH Mo-
piBHSIHO 3 0a30BUMHU: Juts atak Thiy XSS ta Brute Force
Recall 3pic 10 0.63 Ta 0.92 BiANOBIHO, TPOTE 3ATUIIHBCS
Hu3bkuM 171t ataku SQL Injection.

Omxe, o0uaBa migxonu 3a0e3nedmiii 301IbIICHHS
00paHOT METPUKH SKOCTI IS OUIBIIOCTI KJIAaciB arak,
IIPOTe HE BAJOCS NOCSATTH TaKUX pe3ynbrariB st SQL
Injection xiacy. Came ToMy OyJ0 IPUHHSTO pilIEHHS T1e-
PEBIpUTH, HACKITBKH IX KOMOiHalis MOXKE BIUTMHYTH Ha
SIKICTB KIacuikarii.

Ha puc. 10 npencraBieHi pe3yabTaTi OLiHKH SKOCTI
Kiacudikanii 3 KOMIJIEKCHUM BUKOPHCTaHHSM METOIY
CHUHTETHYHOTO NepedaaHCyBaHHS Ta aHCaMOJIEBUX KIla-
cudikaropis.

Recall Comparison Across Models

Recall

02| m=- class: Benign
= Class: Infiltration

- macro avg

= weighted avg

BaggingReconfigured

Recall Ce

Random Farest

AdaBoost Gradientoosting

Models

Across Models

1oo

= Class: Benign
= class: web Attack Brute Force
02| == class: web auack sql njection

m—Class: Web Attack Xss
- macro avg
m—eighted avg

Bagaing BaggingReconfigured

Random Forest

Loo

GradientBoosting
Models

Puc. 10. 3nauenns merpuku Recall 1uist pe3ynbrariB 3 KOMIIEKCHUM BUKOPHCTAHHSIM METOLY
CHHTETHYHOTO nepebanancyBaHHs Ta aHcaMONeBUX KiacuikaropiB st Habopy AaHUX,
110 BiAmoBizae 3a araky tumy Infiltration (3Bepxy) Ta 3a feKinbka BUIIB atak (3HHU3Y)
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Peasizanisi KOMIDIEKCHOTO TOEJHAHHS JBOX ITiJIXO-
niB (nepebanancyBanus nqanux merogom SMOTE Ta no-
Janblia Kiacugikamis 3 BUKOPUCTAHHAM aHCaMOIEeBHX
MojIeNei) T03BOJIMIIa OTPUMATH Kpallli IIOKa3HUKH SKOCTI
Ut 000X 3a7a4. Pesynbratu OiHapHOI Kiacugikarii mpo-
JeMOHCTPYBaJIX HaWKpai 3Ha4eHHs Recall mist Beix Mo-
neneit mst HopmansHoro Tpadiky — 1.00, a Takox Big 0.82
1m0 0.91 gns ataxu Infiltration, mo mpu3Beno 0 oTpH-
MaHHs HaiOimbmx 3Ha4eHs Recall macro average Ha pi-
BHi 0.91-0.95. ¥V BuUmagKy MyIBTHKIAcOBOi 3a1adi CHO-
CTepiraeThCcsl BAOCKOHAJICHE 3arabHe MOKPUTTS JJIS Mi-
HOpPUTApHUX KJaciB 3 atakamu: Recall mis SQL Injection
nocsr 1.00 (Bagging, AdaBoost, Gradient Boosting),
Brute Force — mo 0.74 (Bagging), a XSS — 10 0.96 y mo-
neni AdaBoost. KpiM Toro, Baamocst TOoCSrTH 3HAYCHHS
Recall macro avg na piBui 0.78 anst Mmozeni Bagging ta
0.81 ms moneni Gradient Boosting.

Lli pe3yneraTé miaATBEPAKYIOTH, IO TIOEAHAHHS Me-
TONIB CHHTETHYHOTO HepebanaHCyBaHHS 3 aHcamOue-
BUMH KJacu(iKaTOpaMu € HaiOLIpII e()eKTUBHOIO CTpa-
TETi€l0, sKa JO03BOJISIE JOCAITH BUCOKOI YYTIMBOCTI SIK
JUIL OCHOBHOTO KJIAacy, Tak i IJIS PigKICHUX THITB aTak,
NPE/ICTaBICHUX MIHOPUTApHUMHU eK3eMIUnIipamu. Takuii
miaxia 3abesmnedye 3arajibHy CTaOUIBHICTH 1 Y3romke-
HICTB pe3ynbTaTiB. Lle KpUTHYHO Ba)KIIMBO B yMOBaX BHU-
COKOi BapiaTHBHOCTI Ta qucOallaHCy MEpEeKeBHX arak,
0COOJIMBO KOJIM CHCTEMa Ma€ OyTH Yy TIUBOIO 10 JIEKLIb-
KOX PIJIKICHUX CIICHAPIiB 3 00OMEKECHHM MPEACTABICHHIM
y TPeHYBaJIbHHX TaHHX.

Ouinka pe3yabTaTiB Ta GOpMyBaHHA
peKoMeHaaNiil JJ151 MoAaJbIINX J0CTiTIKEeHb

[IpoBenenuii aHami3 IMOKa3aB, MO0 NPU 3HATHOMY
nucOaraHCci TaHUX TPAAWLIAHI aNTOPUTMH MAITUHHOTO
HaBYaHH BTPAYaloTh 3J[aTHICTh €(PEKTHBHO PO3ITi3HABATH
piaKicHI TUIM MepexeBuX arak. Lle 0coOnBo MOMITHO y
BUIAJIKY 3 KJIacaMHu, sIKi MPeICTaBICHI MiHIMAIbHOIO Ki-
JIBKICTIO NPHUKIAAIB y HaB4YasbHIKM BUOipui. [loyarkoBe
sHaueHHs metpuku Recall s Infiltration qms meskux
MerofiB cranouio Jmie 0.36 ta 0.73 mnst nepes pi-
IICHHS, TOMI K Uit XSS 1eli TOKa3HUK He IePEBUIIlyBaB
0.43, a st SQL Injection 0.67. binpn BUCOKI pe3yasTaTh
Oyno otpumano st Brute Force araku, 1e MakcuMaibHO
sHadeHHs Recall cximamo 0.83.

3acrocyBannsa metogy SMOTE mns mrydHoro 30i-
JIBIIIEHHS 00CATY TaHUX MIHOPHTAapHUX KJIACiB AaJo BiJ-
gytHuid edekt. Recall ams Infiltration migswummBes mo
0.73 y Logistic Regression ta 1o 0.82 y Decision Tree.
Jis XSS nokaznuk 3pic go 0.76, a s Brute Force — 1o
0.92 y monemni Gradient Boosting. IIpn oMy 3HaueHHS
s xinacy SQL Injection Takoxk 3HaYHO 30iIBIIMIIOCH, @
Ut knmacy Benign 3anumimiocst cTabiibHO BUCOKUM, IO
CBIJJYUTH NPO BiJICYTHICTh HETaTHBHOTO BILIUBY Iepeda-
JIAHCYBaHHS Ha OCHOBHHH KJIac.

[NokparieHHsT pe3yabTaTiB TAKOXK BIATOCSA HOCATTH
3aBaakyd noeaHanHi SMOTE 3 ancamOneBuMu migxo-
namu. Y 3amadi OiHapHoi knacudikanii Recall st Hop-

MasibHOTO Tpadiky mocsras 1.00, a pis Infiltration xonu-
BaBcs B Mexkax 0.82-0.91, 1o 3a6e3neunio Recall macro
average Ha piBHi 0.91-0.95. ¥ mynpTHKIacoBiii kinacudi-
Kallil TakoX CIOCTEpiragocs MOMiTHE 3pOCTaHHS TOKa3-
nukiB: Recall mis SQL Injection mimasieest qo 1.00 (y mo-
nemsix Bagging, AdaBoost ta Gradient Boosting), mms
XSS — no 0.96 (AdaBoost), nns Brute Force — mo 0.74
(Bagging). 3nauenns Recall macro average mpu mpomy
cranoBmn 0.78—0.81, 1m0 € ICTOTHUM TOKpAIIEHHIM Y
MTOPIBHAHHI 3 0a30BUMH MOJEIISIMH.

OTtpuMaHi pe3ylIbTaTH CBiT4aTh, M0 TOETHAHHS CH-
HTETUYHOIO TepedajaHCyBaHHS Ta aHCaMOJIEBUX METO-
JIB € JIIEBOIO CTPATETIEI0 JUIs 3a71a4 BUSBICHHS MEpeKe-
BHX aTaK B yMOBax aucOanancy knacis. [lomgambiri mocii-
JDKEHHS! TIOLUIBHO CIIPSIMYBATH Ha IINOIIE BUBYEHHS I10-
BE/IIHKY TaKMX MOJIENIEH y CleHapisax 31 SMiHHUMH Xapak-
TEpUCTUKaMHU MEPEXeBOro Tpadiky Ta y BUNagKax, KOJIH
HOBI THITH aTak 3’SABISIFOTHCS B TpoIleci abo Micis HaB-
yaHHs KinacuikaniitHoi cuctemu. OKpeMy yBary BapTo
npuninuta ontuMizanii mapamerpie SMOTE mis xox-
HOTO KOHKPETHOTo Kiacy. Tako MEepCrieKTUBHUM € 3a-
CTOCYBaHHs TiOpHIHMX aHCAMOINIB, IO MOEAHYIOTH CH-
JIbHI CTOPOHH Pi3HUX aJITOPUTMIB, a0W 3MEHIINUTH PHU3HK
MaJiHHSA SKOCTI JJIsI OKPEMHUX KJIACiB MpPU 3arajibHOMY
3pOCTaHHI cepeHIX MOKA3HHUKIB.

3perToro, METOI0 NOANBIINX pOOIT Mae OyTH CTBO-
PEHHS CHCTEeM, 3aTHUX MiATPUMYBaTH BUCOKY TOUHICTb i
CTa0UIBHICTh PE3yNbTATIB HABITh y CKIAIHUX yMOBaX,
KOJTM PO3IIOALT JaHUX € HEPIBHOMIPHHM, a XapaKkTep aTak
MTOCTIHHO 3MIHIOETHCS.

BucHoBku

B pamkax gocmimkeHHs OyJ0 IepeBipeHo AeKibka
croco0iB TOKpaIIeHHs poOOTH KIacH(iKaTOpiB s BH-
SIBTICHHSI PI3HUX MEPEXEeBHX aTak. J{Jst Iboro BUKOPUCTO-
ByBaJInCsl Ha0OpH JaHUX 3 AMCOANaHCOM KiaciB-aTak, a
TaKOXX METOAM MOTIepeIHbOT 00pOoOKH 3 TIepedanancyBaH-
HSIM Ta Pi3HI METOJM MAIlIMHHOTO HABYAHHS, Y TOMY YHCIIi
aHcamOseri anroputmu. Haiikpaiii pe3ynbratu Aajio mo-
enHaHHs cuHTeTHYHOTO OanancyBanus (SMOTE) 3 anca-
MOJIEBUMU MOJEJISIMH, TaKMMH SIK 4YUCcTUiH Bagging,
Random Forest i Gradient Boosting. L{e m03BommI0 3Ha-
YHO MiJBUIIMTH YyTIMBICTh A0 PIAKICHHX aTrak, 30KpeMa
XSS ta SQL Injection, a Tako yTpUMard BHUCOKY TOY-
HICTH JUII HOPMaJIbHOTO Tpadiky.

[MopiBHsHO 3 6a30BHMH MOJENsIMH Oe3 nepebaaH-
CyBaHHSI, 3alIPONIOHOBaHNI KOMIUIEKCHHUH ITiX1J1 TOKpa-
B 3HaueHHs MeTpuku Recall Ha 18% ans araku Infil-
tration, Ha 33% mus araku SQL Injection Ta mo 53% s
araku XSS y nopiBHsHHI 3 0a30BUMH MOJIEJISIMU MalllHH-
HOTO HaBYaHHS 0e3 T0aTKOBOTO NepedanaHCyBaHHS BXi-
THUX qaHuX. OTpUMaHi pe3yabTaTH MiATBEPIKYIOTh, 10
KOMOIHYBaHHS CIeIliaTi30BaHNX METO/IiB 00POOKH TaHUX
i3 CyJacHUMH aHCaMOJIEBUMH aITOPUTMaMH € e(peKTHB-
HUM PIILICHHSM JIJIsl BUSIBJICHHSI MEPEKEBUX aTaK y pealib-
HHUX YMOBaX, JI€ JaHi 10 Pi3HUM CTaHaM 4acTo € HEPiBHO-
MIipHO PO3MOIIICHUMH.
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Classification of network attacks using machine learning methods
in conditions of training data imbalance

Oleksii Hornostal, Viktor Chelak

Abstract. The object of the research is the process of detecting network intrusions. The subject of the research is
methods for classifying network intrusions. The aim of the research is to improve the quality and speed of ensemble classifiers in
network intrusion classification problems under conditions of imbalance in training data. Methods used: machine learning meth-
ods, data preprocessing methods, ensemble classifiers, rebalancing method by synthetic minority augmentation. Results obtained:
the effectiveness of using various approaches for classifying network intrusions under conditions of class imbalance in the training
sample was investigated. A comprehensive approach was proposed, which involves preprocessing data using the SMOTE method
for synthetic balancing of the training sample, as well as its subsequent analysis using ensemble machine learning models, which
made it possible to improve the classification performance of minority classes. The best results were obtained when combining
SMOTE with ensemble models, in particular Bagging, Gradient Boosting and AdaBoost. Conclusions. Based on the results of the
study, an improved approach to network traffic classification was proposed, which combines pre-sampling by the SMOTE method
with ensemble algorithms bagging and boosting. The combined use of these methods allowed to improve the value of the Recall
metric for minority classes. Overall, the proposed approach provided an improvement in the classification quality: 18% for the
Infiltration attack, 33% for the SQL Injection attack and up to 53% for the XSS attack compared to basic machine learning models
without additional rebalancing of input data.

Keywords: network attacks, classification, machine learning, ensembles, bagging, boosting, quality metrics, SMOTE.
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NEURAL ARCHITECTURE COMPARISON
FOR FACT VERIFICATION ON FEVER DATASET

Abstract. The exponential growth of misinformation and fake news across digital platforms poses unprecedented
challenges to information integrity, requiring sophisticated automated fact-checking systems capable of verifying claims
against reliable evidence sources with high accuracy and computational efficiency. This study aims to evaluate and compare
four hybrid neural architectures (BiLSTM-CNN, BiLSTM-RNN, BiLSTM-GRU, and BiLSTM-GNN) for automated fact
verification using the FEVER dataset, investigating their effectiveness in claim-evidence verification under GPU memory
constraints while analyzing training dynamics and generalization capabilities. The following results are obtained: The
BiLSTM-CNN architecture achieved optimal performance with 79.5% accuracy, 79.5% recall, 77.9% F1-score, and 93.4%
AUC-ROC, followed by BILSTM-GNN (78.9% accuracy, 93.3% AUC-ROC) and BiLSTM-GRU (77.9% accuracy, 92.2%
AUC-ROC), while BILSTM-RNN exhibited catastrophic failure (33.3% accuracy). All successful architectures demonstrated
significant overfitting with 15-17% train-validation accuracy gaps, indicating systematic generalization challenges with limited
training data (40,000 samples). Conclusion. Multi-kernel convolutional feature extraction proves most effective for local
pattern recognition in fact verification, while graph-inspired approaches show promising potential for relational reasoning. The
consistent overfitting across architectures highlights the critical need for enhanced regularization, data augmentation, and
ensemble methods to achieve robust performance in automated fact-checking systems under computational constraints.

Keywords: fact verification, neural networks, FEVER dataset, hybrid architectures, graph neural networks, bidirectional

LSTM.

Introduction

The proliferation of misinformation and fake news
across digital platforms poses significant threats to
public discourse, democratic processes, and societal
well-being. Automated fact-checking systems have
emerged as critical tools for combating this challenge,
employing various computational approaches to verify
claims against reliable evidence sources. Current fake
news detection methodologies encompass content-based
analysis examining linguistic patterns and semantic
inconsistencies, social context-based approaches
analyzing propagation patterns and user behavior, and
hybrid methods combining textual and multimedia
evidence. Deep learning architectures, particularly
recurrent neural networks (RNNSs), convolutional neural
networks (CNNs), and graph neural networks (GNNS),
have demonstrated substantial effectiveness in
identifying deceptive content through sophisticated
pattern recognition and feature extraction capabilities.
The FEVER (Fact Extraction and VERIfication) dataset
represents a pivotal benchmark in this domain,
providing a standardized framework for evaluating
automated verification systems against evidence
retrieved from Wikipedia. This work contributes to the
advancement of fact verification research by conducting
a comprehensive comparison of hybrid neural
architectures, combining bidirectional LSTM processing
with CNN, RNN, GRU, and graph-based components,
thereby exploring the effectiveness of different neural
paradigms for claim verification tasks under
computational constraints.

Recent advances in automated fact verification
have been driven by large-scale datasets like FEVER [1]
and sophisticated neural architectures. The FEVER
dataset, introduced by Thorne et al. [1], established a
benchmark containing 185,445 claims verified against
Wikipedia, achieving 0.6841 Fleiss k inter-annotator

agreement. Early baseline systems achieved only
31.87% accuracy with correct evidence and 50.91%
without evidence selection [1], highlighting the task's
complexity.

Neural Semantic Matching Approaches. Nie et
al. [2] introduced neural semantic matching networks
that jointly conduct document retrieval, sentence
selection, and claim verification, achieving state-of-the-
art results by integrating semantic relatedness scores
and WordNet features. This work demonstrated the
importance of end-to-end optimization across all
verification stages.

RNN and CNN-Based Approaches. Recurrent
and convolutional neural networks have formed the
backbone of many fact verification systems. Research
shows that bidirectional LSTM models achieve superior
performance over unidirectional approaches and vanilla
RNNs [3, 4]. Sastrawan et al. [4] demonstrated that
Bidirectional LSTM outperformed CNN and ResNet
architectures across multiple fake news datasets. The
effectiveness of CNN-LSTM hybrid models has been
validated across different domains [5, 6], with
architectures combining convolutional feature extraction
and LSTM temporal modeling achieving high accuracy
rates (96-98%) in news verification tasks.

Hybrid Neural Architectures. Recent work has
focused on combining multiple neural paradigms for
improved performance. Hybrid CNN-RNN models [7]
demonstrate superior results by leveraging CNNs'
parallel processing capabilities for feature extraction
alongside RNNs' sequential modeling strength.
Research indicates that ensemble methods combining
different neural architectures can significantly
outperform individual models [8, 9], with voting
mechanisms and stacking approaches achieving
substantial accuracy improvements.

Graph-Based Reasoning. Graph neural networks
have emerged as powerful tools for fact verification.
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Velickovic et al. [10] introduced Graph Attention
Networks (GATSs), enabling nodes to attend over
neighborhood features without costly matrix operations.
Recent advances include GATV2 [11], which addresses
static  attention limitations in  original GAT
architectures. Applied to fact verification, Wu et al. [12]
developed evidence-aware hierarchical interactive
attention networks, while Xu et al. [13] proposed GET
framework using graph-based semantic structure mining
to address scattered information integration challenges.

Attention Mechanism Evolution: The evolution of
attention mechanisms has significantly impacted fact
verification. Comprehensive surveys [14, 15] reveal
three developmental stages: graph recurrent attention
networks, graph attention networks, and graph
transformers. Recent work has focused on improving
attention expressiveness [11] and developing multi-
modal attention for claim verification [16].

Given the promising developments in hybrid
neural architectures for fact verification, this research
aims to systematically evaluate and compare four
distinct hybrid approaches that combine bidirectional
LSTM with different complementary components:
CNN, RNN, GRU, and GNN. The study seeks to
identify the most effective architectural combinations
for automated fact verification under computational
constraints, while providing insights into training
dynamics, generalization capabilities, and the
underlying factors that contribute to successful claim-
evidence verification performance.

Task Solution

FEVER Dataset. The Fact Extraction and
VERification (FEVER) dataset [1] provides a
comprehensive benchmark for automated fact-checking,
containing human-generated claims paired with
Wikipedia evidence. Claims are annotated with three
labels: SUPPORTS, REFUTES, or NOT ENOUGH
INFO. Our preprocessing combines claims and evidence
using '[SEP]' separator, creating unified sequences
processed by Keras Tokenizer with 8,000-word
vocabulary and 100-token maximum length. Training
data is stratified-sampled to 40,000 examples for 4GB
GPU constraints, with balanced class weighting
addressing label imbalance. Research indicates that
31.75% of claims require multiple evidence sentences,
while 16.82% need multi-sentence composition and
12.15% require cross-document evidence [1]. This
complexity  necessitates  sophisticated  reasoning
architectures capable of handling multi-hop inference
and cross-document relationships.

BiLSTM-CNN Architecture. This hybrid design
integrates  bidirectional sequential processing with
multi-scale convolutional feature extraction, inspired by
successful CNN-LSTM combinations in fake news
detection [5, 6]. The architecture begins with 128-
dimensional embeddings, followed by bidirectional
LSTM (642 units) with dropout regularization (0.2).
Three parallel 1D convolutional branches (kernel sizes
3, 4, 5, each 64 filters) extract unigram, bigram, and
trigram patterns essential for factual inconsistency
detection. Features are concatenated and processed

through global max pooling before classification via
dense layers (128—64—3 units).

BiLSTM-RNN Architecture. A dual-recurrent
design combining bidirectional LSTM with SimpleRNN
for computational efficiency. Following identical
embedding and BIiLSTM processing, a SimpleRNN
layer (64 units) provides additional sequential modeling
with reduced overhead. Batch normalization layers
stabilize training between recurrent components. This
streamlined approach offers faster computation while
maintaining temporal dependency modeling, following
principles from ensemble neural networks.

BiLSTM-GRU  Architecture.  This architecture
leverages complementary strengths of bidirectional LSTM
and GRU for optimized sequence processing. The GRU
component (64 units) employs simplified gating
mechanisms combining forget and input gates, reducing
parameters while maintaining gradient flow. The reset and
update gates enable selective information retention,
addressing vanishing gradients in deep recurrent networks.

BILSTM-GNN  Architecture. A novel graph-
inspired approach treating sequences as graphs where
words represent nodes, motivated by recent advances in
graph attention networks [10,11]. Following BiLSTM
processing, node feature transformation (1D conv,
64 filters, kernel=1) creates graph abstractions. Three
parallel aggregation operations (kernels 1, 3, 5, each 32
filters) simulate GNN message-passing at multiple scales,
inspired by evidence-aware graph networks [12, 13].
Concatenated features undergo global max pooling for
graph-level representation, enabling complex relational
reasoning for claim-evidence verification.

Results Analysis

Performance Overview. The BiLSTM-CNN
architecture achieved optimal performance with 79.5%
accuracy, 79.5% recall, 77.9% F1-score, and 93.4%
AUC-ROC. BILSTM-GNN demonstrated competitive
results (78.9% accuracy, 93.3% AUC-ROC), while
BiLSTM-GRU achieved respectable performance
(77.9% accuracy, 92.2% AUC-ROC). BiLSTM-RNN
exhibited catastrophic failure (33.3% accuracy),
performing at random chance levels. These results align
with findings from hybrid neural approaches [7], which
demonstrate that combining multiple neural paradigms
can achieve superior performance compared to single-
architecture models. However, our results also confirm
that not all hybrid combinations are beneficial, as
evidenced by the BiLSTM-RNN failure.

Training Dynamics. BIiLSTM-CNN  showed
smooth convergence with training accuracy improving
from 85% to 95% while validation remained stable
around 80%. BILSTM-GNN exhibited similar robust
optimization. BILSTM-GRU displayed initial instability
with dramatic accuracy jumps around epoch 2,
suggesting initialization sensitivity. BILSTM-RNN's flat
curves confirmed complete optimization failure.

Architectural Insights. CNN's superior performance
validates multi-kernel convolution's importance for local
pattern recognition in fact verification, consistent with
hybrid CNN-LSTM approaches [5, 6]. The competitive
GNN  performance  demonstrates  graph-inspired
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neighborhood aggregation's potential
for textual reasoning, aligning with
recent graph-based fact verification
systems [12, 13] (Fig. 1). GRU's
reasonable results confirm
sophisticated gating benefits, though
combination ~ with  bidirectional
LSTM  introduces  optimization
complexity.

Overfitting  Evidence.
successful  architectures  exhibit
substantial  train-validation  gaps
(15-17%): BIiLSTM-CNN (95% vs
80%), BILSTM-GRU (93% vs
78%), BILSTM-GNN (96% vs
80%). This consistent disparity
indicates  systematic  overfitting
across architectures, a common
challenge in fact verification
systems with limited training data
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Fig. 1. Performance heatmap of all models
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[3, 4] (Fig. 2).

Root Causes are:

1) Dataset Limitations. The
40,000-sample constraint severely ...
limits pattern diversity for complex  {..
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generalizable verification reasoning,
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similar to challenges identified in
CNN-RNN hybrid approaches [7].
2) Model Complexity. High
parameter-to-sample ratios enable
perfect training data fitting while
failing validation generalization. .
Current regularization (dropout 0.2-
0.5, batch normalization) proves

insufficient for model complexity. LY

Conclusions

The consistent 15-17% overfitting gap suggests
fact verification under hardware constraints requires
fundamentally different approaches: few-shot learning
methods, meta-learning for rapid adaptation, or
knowledge-augmented models reducing training data
dependence. Recent hybrid approaches [7] achieve
superior performance through architectural diversity,
suggesting future work should prioritize ensemble
strategies.

The superior CNN performance validates local
pattern recognition importance, while competitive GNN
results demonstrate graph-inspired reasoning potential,
consistent with recent evidence-aware approaches [12,
13]. Future research should bridge the performance gap
through ensemble methods [8,9] and advanced hybrid
architectures while exploring graph-based reasoning
capabilities for automated fact-checking systems.

Fig. 2. Training graphs of all models

Several advanced approaches can be implemented
for future work. Ensemble Methods: Implement
ensemble learning approaches [8, 9] combining
predictions from multiple architectures. Voting
mechanisms, stacking, or bagging could leverage the
complementary strengths of different neural paradigms
while reducing variance. Enhanced Graph Modeling:
Extend GNN approaches with explicit graph
construction incorporating named entity relationships,
following evidence-aware graph networks [12, 13].
Multi-modal graph attention [16] could integrate diverse
evidence types.

Hybrid  Architecture  Optimization:  Explore
alternative hybrid combinations inspired by successful
CNN-LSTM models [5,6], potentially investigating
CNN-GRU or GNN-CNN combinations for improved
performance.
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IopiBHAHHSA HelipOHHUX apXiTeKTYp 1715 MepeBipku (akTiB Ha Hadopi nanux FEVER
C. C. [Jauenko

Anortanisn. ExkcnoHeHmiameHe 3pocTaHHs Ae3iH(popMarii Ta (elKOBHX HOBHH Ha LOU(PPOBHX IUIATPOpMax CTaBUTHh
Oe3npeleIeHTHI BUKIMKHI Tepe]] MUTICHICTIO iHpOpMaIlii, 0 BUMarae CTBOPSHHS CKIIATHAX aBTOMATH30BaHHUX CHCTEM IEPEBIPKH
(axTiB, 37aTHUX 3 BHCOKOIO TOYHICTIO Ta OOYHCIIOBATHHOI €(QEKTHBHICTIO TEPEBIPATH TBEPIKCHHS HA OCHOBI HaIiHHUX
JoKepen oka3iB. Lle mocnikeHHs Mae Ha MeTi OLIHUTH Ta MOPIBHATH YOTHPH TiOpuaHi HeliporHi apxitekTypu (BiLSTM-CNN,
BiLSTM-RNN, BIiLSTM-GRU Tta BiLSTM-GNN) mis aBTrOMatH30BaHOi MepeBipkd (akTiB 3a JOMOMOTOK HabOpy JaHHX
FEVER, mocnimkyioun iXx eheKTHBHICTh y TepeBiplii TBEp/PKeHb Ta JOKa3iB B ymoBax oOMmexeHoi mam'sti GPU, ognodyacHo
aHaNI3yI0uM AWHAMIKy HaBUaHHS Ta MOXJIMBOCTI y3aranbHeHHs. OTpUMaHO HAacTyHHI pe3ynbTati: apxitektypa BiLSTM-CNN
JIOCSTIa ONTUMAIBHOT MPOJYKTUBHOCTI 3 TOUHICTIO 79,5%, BinmTBOproBaHicTio 79,5%, 77,9% F1-nokasuukom Ta 93,4% AUC-
ROC, 3a neto iigyts BiILSTM-GNN (78,9% Ttounicts, 93,3% AUC-ROC) Ta BiLSTM-GRU (77,9% Ttounicts, 92,2% AUC-
ROC), Tomi ssx BiLSTM-RNN mnpomemoHcTpyBana karactpodiuny HeBmady (33,3% TouHicT). YcCi yCIHiIIHI apXiTeKTypH
MIPOJIEMOHCTPYBAIN 3HAYHE NEPEHABUAHHS 3 PO3PHBOM Yy TOYHOCTI TpeHyBaHHSA-Bamigamii 15-17%, mo Bkasye Ha CHCTEMHI
npoOneMH y3araJbHEHHsT 3 OOMEXeHMMH JaHuMH ais HaBuanHs (40 000 3paskiB). BucHoBok. Butsar oOaraTosiiepHux
KOHBOJIIOL[IHUX O3HAaK BHSBISAETHCS Haie(eKTHBHIIINM JUIsl PO3Mi3HABAHHS JIOKAJTBHHUX Bi3epyHKIB y mepeBipli (akTiB, TOl sIK
HiIXOOM, HATXHEHHi rpadamu, IEeMOHCTPYIOTh 0araTooOiIsIFOYMi TOTEHHianm i pessuiifHoro MipkyBaHHs. [locriitHe
HepeHaBYaHHs B Pi3HUX apXiTEKTypax MiIKPECIIoe TOCTPY HEOOXiAHICTh BIOCKOHAJICHHS METOJIB peryisipu3aii, 301IbIIeHHS
o0csTy AaHUX Ta aHcaMOJIEBHX METOIIB Ul JOCSATHEHHS HaAiHHOI pOOOTH aBTOMATH30BaHHMX CHCTEM IEPEBIpKH (akTiB B
YMOBaxX 00UHCITIOBATBHUX OOMEKEHb.

KawuoBi caoBa: mepeBipka ¢akriB, HeiiponHi mepexi, Habip manux FEVER, ribpuani apxitektypu, rpadidni
HeWpoHHI Mepexi, ABoHanpasnennii LSTM.
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POJIb TUCHHUILIIHU «BBEJEHHS B CIIEIIIAJIBHICTh» Y ®OPMYBAHHI
MPO®ECIMHOI ITEHTUUHOCTI CTYJIEHTIB I'AJTY3I
THOOPMAIIMHUX TEXHOJIOI'TH

AHoTanis. Y craTTi po3KpUTO 3HAYCHHS HAaBYAJIBHOI AUCHUILIIHN «BBeneHHS B cmemianpHICTB» y mpoueci Gopmy-
BaHHS NMpodecifiHOl 1IeHTUYHOCTI CTYACHTIB, AKi 3100yBarOTh OCBITYy 3a ramxy3sio 3HaHb F «IHpopmaniiiHi TeXHOIOTI».
3 orysiy Ha TUHAMIYHUE PO3BUTOK HU(PPOBUX TEXHOJNOTIH, 3pocTanust poii IT-ramysi y riaobaipHiil eKOHOMILI Ta BHCO-
KHH piBeHb KOHKYPEHIIIT Ha pUHKY Ipalli, 0cOOINBOro 3HAUEeHHS Ha0yBae He JUIIe npodeciiiHa MAroToBKa, a i hopmy-
BaHHS BHYTpINIHbOI MOTHBaNii, IIIHHICHOTO CTaBJICHHS 10 00paHoi mpodecii, mpodeciiHOro caMoBU3HAYCHHS Ta ped-
nexcii crynenTiB. [IpoBejeHo aHaNi3 KOHIENTYaTbHNX MiIXOJIB A0 BU3HAYCHHS HMOHSITTS «IpodeciiiHa iIeHTUIHICTDY,
PO3KpUTO 11 CTPYKTYpy Ta YNHHUKU (GOpPMYBaHHs y MOJOJI, Mo obupae chepy iHPOopMaLiHHAX TEXHONIOTIH. 3a3Ha4a-
€ThCs, 0 NMpodeciiiHa IIeHTHUHICTh OXOIUTIOE HE JIMIIE 3HAHHA 1 BMiHHA, 8 # BHYTpPIIIHE NPUIHATTS cebe K MpeacTaB-
Huka [T-cminpHOTH, TOTOBHICTE 10 MPOQeciifHOi B3aeMOil, MPUHHATTS €THYHUX HOPM, CAMOCTIHHICTh y IPUHHATTI pi-
[IeHb, a TAKOXX Oa4EHHS 0COOMCTOTO PO3BUTKY Y KOHTEKCTI TEXHOJOTIHHOTO Iporpecy. OKpeMy yBary MpHIICHO 3Mic-
Ty ¥ CTPYKTYpi TUCUMILUTIHE «BBeACHHS B CHEIaNbHICTBY, KA, 3 OAHOTO OOKYy, BUKOHYE O3HaOMYY Ta aJamTaliiiHy
(GYHKIIIO0, a 3 {HIIOrO — CIpPsIMOBAaHA HA PO3BUTOK NMEPBUHHOI NMpodeciiHOi MOTHBAIil, PO3yMiHHS CTYICHTaMHU 3MICTy
cBO€T MallOyTHBOT IsSUTBHOCTI, cTaHAapTiB mpodecii, BUMOT poOOTOAABIIIB, IEPCIEKTHB MPAIEBIAITYBaHHS, a TAKOX Ha
po3BUTOK soft skills, KpUTHYHOTO MHUCIIEHHS Ta BiIOBIATLHOTO CTABJICHHS JO HABYaHHSA. Y MeXax JUCIUILIIHU CTY-
JICHTH 3HAHOMIIITBCS 3 icTopi€ero po3BUTKY IT-ramy3i, eBOJIOLI€I0 CHeNialbHOCTeH, OCHOBHUMHM HANpsiMaMy Ta TPeHIa-
MU CyYacHUX iH(OpManiifHIX TEXHOJOTiH, npukiagamu 3actocyBanss IT y pisHux cdepax xuttia. BuzHaueHo, mo Bu-
KOPHCTaHHS aKTHBHUX METOJIB HaBYaHHS (TPEHIHTH, MPOEKTHA IisUTbHICTh, IUIOBI irpH, aHAIi3 KEHCiB), 3alydeHHs 10
BHUKJIaJaHHS (axiBUiB-ipakTHKiB 3 IT-KoMmaHill, BIpOBaIKEHHsI €JIEMEHTIB HACTaBHUIITBA, 1HANWBIAyai3allisi OCBITHBOI
TPAEKTOPI]l CHPHUSAIOTH aAKTUBHOMY (OPMYBAHHIO IMpOQeciifHOT iIEHTHYHOCTI IIe Ha MOYaTKOBOMY €Talli HaBdyaHHS. Bu-
CBITJICHO TaKOX 3HAYCHHS aKaJeMiuHOl JOOPOYECHOCTI, IIM(POBOI KyIbTYpHU Ta MeIia-TPaMOTHOCTI SIK CKJIaJJOBUX Mpode-
CIliHOT iIeHTHYHOCTI cy4acHoro IT-¢axiBis. Y craTTi HaBelICHO pe3yJIbTaTH aHKETYBaHHS CTYJICHTIB MEPIIOro Kypcy, 10
3aCBiUyIOTh TO3UTHBHUHN BIUIMB JUCLUILTIHM HA CAMOYCBIZOMJICHHS poJii MaiiOyTHBOTO (haxiBIs, 3pOCTaHHS MOTHBALIT 10
HaBYaHHS, (OPMYBaHHS ysBIEHHS Npo MpodeciiiHi KOMIETEeHTHOCTI, sIKi HOTpiOHO po3BuBartu. IlincyMoByro4H, aBTOp Ha-
rOJIOIIy€e HA HEOOXIAHOCTI METOANYHOTO OHOBJICHHS 3MICTy AMCIMIUTIHU BiIIIOBIIHO /0 3MiH y Ipo¢eciiiHOMy cepenoBh-
111, BIPOBA/DKEHHS MDKIUCIUILTIHAPHOTO MMiIXOMy, MapTHEpPCTBa 3 IT-KOMIaHiIMU Ta pO3BHUTKY iHIMBITyaJbHUX OCBITHIX
TpaekTopii. KilFo4oBUM BUCHOBKOM € Te, IO AUCLHIUTIHA «BBEACHHS B CIELIAIBHICTE» € HE JIUIIE BAXXIMBHM €JIEMEHTOM
HABYAIBHOTO IUIaHY, a i CTpaTeriyHNM iHCTPYMEHTOM (opMyBaHHS MpodeciiHoi iICHTUIHOCTI, IO CIpHsIE 0COOUCTIC-
HOMY i mpogeciiiHOMyY CTaHOBJIEHHIO MailOyTHIX (axiBuiB y chepi iHGopManiHHIX TEXHOIOTIH.

Kaw4yoBi caoBa: npodeciitHa i1eHTHUHICTD, iHPOPMAIIHHI TEXHOJOTII, afanTalis CTyACHTIB, akaJeMidyHa Jo0podec-
HICTb, OCBITHS TPA€KTOPIsl, BBEICHHS B CIICI1aTbHICTb.

CTPYKTYpY 0OpaHOi crenianbHOCTi, ii aKTyaJbHICTb,

Beryn HEePCIEKTHBH, & TAaKOXK C(HOPMYBATH CTIHKYy MOTHBAILIIIO

MocTtanoBka mpodaemu. OIHUM i3 BUKIHUKIB CY-
9acHOI BUINIOT OCBITH € (popMyBaHHS TOTOBHOCTI 3100Y-
BaviB J0 mpodeciiiHoi camopeaizallii B yMOBax IHHA-
MIYHOTO PO3BUTKY TeXHOJIOTiH. OCcOOIMBO 1€ BiTIyTHO
y coepi IT, 60 cyuacHuii puHok mpaui y cdepi iHpop-
MalliiHUX TEXHOJIOTif BHCYBa€ BHCOKI BUMOTH JIO MO-
noaux (haxiBIiB K y TEXHIYHOMY, TaK i B 0OCOOHMCTICHO-
My acnekrax. CaMe TOMy Ba)KJIMBO 3 MEPIIUX JHIB HaB-
YaHHSA CTBOPUTH OCHOBY MJIS YCIIIIHOI mpodeciiHol
camopeadmizaiii cryaenrtiB. ducuuiiini «BeemeHHs B
CIeTiaJbHICTRY BiJjBe/IeHA BAXKJIMBA POJIb Y (OPMyBaH-
Hi mpodeciiiHol IIeHTHYHOCTI CTyJeHTIiB. SIKk Bimomo,
npodeciiiHa iIEHTUYHICTD — 1Ie YCBIJIOMIICHHSI OCOOHC-
TICTIO CBO€ET HAJIGKHOCTI 110 NeBHOT npodecii, mpuitHsIT-
T4 11 IIHHOCTEH, HOPM 1 CTHITIO MUCIIeHHsI. J[ns cTymeH-
TiB IT-ceniajibHOCTEN 1€ IMOHATTA Ma€ O0COOJIMBE 3HA-
4yeHHsI, ockibku IT — e He mpocTo Tanmy3b 3HaHb, a
LMHA CBITOTIIAL, 10 (GOPMYETHCA Ha MEPETHHI TEXHO-
JIOTi#M, I1HHOBAIIK 1 cOLiaJbHUX 3MiH. JlucuuIiina
«BBenieHHSI B CTIETiJIbHICTRY» BHKOHYE (DYHKIIIIO Opi€H-
THpY, IIO JOINOMAara€e IEpPIIOKYPCHUKAM YCBIIOMHUTH

Jno HaBuyaHHs. Y cdepi iHGOPMAUIHUX TEXHOJIOTIH
TEMIIH 3MiH MOTPEOYIOTh MOCTIHHOTO OHOBJICHHS 3HAHb,
BHCOKOTO piBHSA NH(POBOI KYJIBTYpPH, THYYKOCTI Ta
camocrTiitHOCTi. [louaTkoBHi eTam HaBYaHHSA HaOyBae
0cOOJIMBOT aKTyanbHOCTI, 30KpeMa JucHuIniiHa «Bse-
JICHHS B CIELIaJIbHICTBY, sIKa 3a0e3nedye LilTicHe YsB-
JIeHHsI Ipo 00paHy NpoQecito Ta OCBITHIO TPAEKTOPIFO.

Merta i 3aBpanHsa gocaimkenHsa. Mera crarti —
BH3HAYHUTH POJIb TUCHHUILTIHU Y GopMyBaHHI Tpodeciii-
HOi imeHTHMYHOCTI cTyaeHTiB IT-cmemiampHOCTeH Ta
OOTpYHTYBaTH JOUINBHICTH i1 iHTErpamii B cucTEMy
3a0e3neueHHst IKOCTi BHIIOT OCBITH.

OCHOBHI 3aBIAaHHS:

— (hopMyBaHHS 3araJbHOTO YABIECHHS PO Tamy3b [T

— O3HalOMJIEHHS 3 TpOodiieM OCBITHBOI MPOTpaMu
Ta KJIIOUYOBUMH KOMIIETEHTHOCTSIMU;

—PO3BUTOK HaBHYOK KOMaHIHOI poOOTH, camo-
npe3eHTallii, KPUTUIHOTO MUCIICHHS;

—ajanTaiis [0 BAMOT BHIIIOi OCBITH;

—MOTHBALiSA A0 aKaJeMidHOi T0OPOYECHOCTI Ta
CaMOCTIHHOTO HaBYAHHS.
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AHamiz pociaimkens i myOaikamiii. IlonsaTTs
npo¢eCciiftHOl 1IEHTHYHOCTI OXOIUTIOE  YCBIIOMIICHHS
CTYAEGHTOM CBOro MaiOyTHbOro mpodeciiHoro «5I»,
NPUAHATTS LIHHOCTEH 00paHOi cdepu IisUIbHOCTI, a
TAaKOX MOTHBALII{HO-CMHCIIOBE CTaBJIEHHA 10 (axy.
3rigHO 3 [JOCHiDKEHHAMH YKpPAiHCHKUX HAayKOBIIIB
(B.B. Pubanxo, JI.M. Kapamymika, 1. B Cuiryp), pansue
(opMyBaHHS 1IEHTHYHOCTI TIO3UTHUBHO KOPEIIOE 3 aKa-
JEeMIgHOI0 YCIINIHICTIO Ta TOTOBHICTIO JI0 Kap’ €pHOTO
3pOCTaHHS.

3okpema, mpami JI. M. Kapamymku cTBOPIOIOTH
LUTICHY METOJOJIOTIYHY OCHOBY i (OpMyBaHHS
npodeciitnoi imeHTryHOCTI B IT-CTyAeHTIB, 0COOIUBO
yepe3 MpHU3MYy OpraHizaliiHOi KyJbTypH, ajanTamii-
HOi Tcuxoyorii Ta NOBeAIHKOBOI TroToBHOCTi. B.B.
Pubanka y cBOIX JOCTIJUKEHHSX BBOJHMTH IOHATTS
«1po(eciifHOTO CaMOBH3HAYCHHS», IKE Ma€ OCOOJUBE
Miclie B CTYJCHTCEKI POKH. A TaKOX 3BepTa€ yBary Ha
POJIb OCBITHBOI'O CepeOBHUINA, 30KpeMa aIalTHBHOCTI
HABYAJIBHOTO MPOILECy 10 moTped MaidyTHBOTO (haxi-
B, Crijg BiAMITHTH TakoxX 1 3apyOixHi miaxonu (Gee
J.P., Trede F., Macklin R., Wenger E.), ne ananizytoTs
POJIb MPAKTHYHOTO NOCBiAY y (opmyBaHHI npodeciii-
HOT iJEeHTUYHOCTI.

BuKkJ1ag 0CHOBHOTO MaTepiay

Kypc «BBeneHHs B CrIeHiaNbHICTEY € MIKIUCIIHII-
JMHAPHUM 32 CBOEID MPUPOAOI0 W OXOIUTIOE HACTYIHI
3MiCTOBI OJIOKH:

1. Tany3eBuii koHTekcT IT: o3HaWOMJICHHS 3
KITFOYOBUMH €TallaMi PO3BUTKY iH(POPMAIMiHHUX TeXHO-
JIOTi, Cy4acHMH CTaH Ta TEHAEHIii pO3BUTKY iH(pOpMa-
uiifHMX TexHoJorid B YkpaiHi Ta cBiri, pomno IT y
rio0anpHiil eKOHOMIIN, CyYaCHUMHU BHKJIMKAMU.

2. Ilpodeciiina Opi€eHTAIis: aHami3 IT-
crieriajibHOCTeH, 3HAHOMCTBO 3 TPOQUIAMH Creliaib-
vocreit (F3, F5, F7, tompo). 3ycrpiui 3 mpakTHKamwy,
o3HariomiieHHs 3 [ T-koMmmaHisIMu.

3. AkamemiuHa KyJbTypa Ta JOOPOYECHICTH: OC-
HOBH HAyKOBOTO IIHChMa, aKaJIEeMIYHOTO IIUTYBaHHS,
AHTHIUIATIaTHI CUCTEMU, MpaBUJia BEACHHS JOKyMCHTA-
1ii Ta TEXHIYHOT 3BITHOCTI.

4. Soft skills mams IT-daxiBisg: pO3BUTOK KPUTHY-
HOTO MHCIICHHs, e(eKTHBHOI KOMYyHIKalii, Taim-
MEHEPKMEHTY, POOOTH B KOMaH/Ii.

5. OcBiTHS TpaexTOpis: O3HAHOMJICHHS 3 HaBYa-
JbHAM IUIAHOM, eTalaMy TPOXOJUKEHHS IPaKTHKH,
MOXKJIUBOCTSIMH TyaJTbHOT OCBITH Ta CepTHQiKaIlii.

6. CamoocBiTa Ta Kap’epHE IUTaHyBaHHS. MOX-
JUBOCTI MiIBUINCHHS KBalidikamii: ceprudikamiiai
KYpPCH, Y4aCTh Y XaKaTOHaX, MEHTOPCHKHX Iporpamax.

EdekruBna peanizawis 3micty aucumiuiing «Bse-
JICHHS B CHEIaNbHICTEY s cTyneHTiB [T-ramysi 6a3y-
€TbCSl HA BUKOPUCTAHHI Cy4aCHOTO METOJJMYHOro 3a0e3-
MIeYeHHs Ta pi3HOMaHITHUX ()OPM OpraHizaiii OCBITHbO-
T'O TIPOIIECY, OPIEHTOBAHNX HA PO3BUTOK CAMOCTIHHOCTI,
mpodeciifHoi MOTHBAIlii Ta UPPOBOI KyIbTYPH.

MetognuHe 3abe3neueHHs AUCIUILTIHN «BBeneH-
HS B CHEIIAIbHICTE» € KPUTUYHO BAXKIUBUAM (aKTOPOM
SIKOCTI TATOTOBKH CTyAeHTIB IT-HampsMiB, OCKUTbKH
came Iedl Kypc BHMKOHY€E aJanTaliliHy, OpI€HTOBHY W
MoOTHUBaLiiHy QyHKLII.

MeroauyHe HalOBHEHHS Kypcy Mae€ HacTyIHI
CKJIAJIOBI:

poboda mporpama JUCLMIUIIHY, SKa BU3HAYa€e Me-
TY, CTPYKTYpY, 00CAT, KOMIETEHTHOCTI;

METOJMYHI PEKOMEHMANIi 10 3aHATh, SKi MIiCTATh
3MICT TeM, MHATaHHA I CAMOCTIHHOTO OIPAaIfOBAaHHS,
MIPAKTUYHI 3aBIaHHS;

TeCTH W KOHTpONBHI muTaHHA y ¢dopmari Google
Forms a6o Moodle Quiz crnpustoTs CAMOKOHTPOIIO Ta
IarHOCTHIIl 3HAHB;

pecypcr IUCTaHIiMHOI mATPUMKH Kypcy: LMS
Moodle a6o Microsoft Teams, i3 iHTerpamuiero cTopoH-
Hix cepeiciB (GitHub, Canva, Miro, Trello) opranizy-
I0Th B3a€EMOJIiI0, 30€piraroTh MaTepiajid, MOJIErIIyIOTh
3BOPOTHUH 3B’SI30K.

Oco0muBy yBary mpuiijieHo agantauii 1o nudpo-
BOT'O CEpEIOBUINA HABYAHHSI, BUKOPHCTAHHIO BIAKPHUTUX
OHJIAWH-KYPCIB Ta BIpaB i3 MUPPOBOi OS3MEKH Ta aKa-
nemigHOi goopouecHocti (PlagScan, Unicheck).

HasBHICTD SIKICHOTO, aKTyaJIbHOTO Ta CTPYKTYpO-
BaHOTO METOIMNYHOTO CYNIPOBOJY JO3BOJISIE:

1. 3a0e3meunT €QHICTH IJIeH 1 3ac00iB HABYaHHA.

HapuanpHo-MeTomuuHi Matepiamu (poboda mpo-
rpama, OMHUCH TEM) 3aJal0Th BEKTOP MAMCIUILTIHHU: Bij
3HalioMcTBa 3 Tpodeciero — 10 MOOYyI0BH 0COOHCTOT
ocBiTHbOI TpaekTopii B IT. Uitko chopmynboBani mimi i
OYiKyBaHi pe3yJIbTaTH I03BOJIIOTH BHKJIALauy i cTyje-
HTY JiSITH y3TOJDKEHO, OPIEHTYIOUHCh HA HAOYTTS KIIFO-
YOBUX KOMIIETCHTHOCTEH.

2. CnpusaTi MOTHBAIT Ta POPECIHHOMY CaMOBH-
3HAYEHHIO.

MeTtoandHi MaTepiald MOBHHHI BKIFOYATH IPHK-
Jamy YCHINIHUX Kap €pHUX NUIIXiB, iHTepB'to 3 [T-
MpaKTHKaMu, TpodopieHTamiiHi 3aBmanHs (SWOT-
aHayi3 cebe, TeCTyBaHHS TUITy MUCIeHHs). 1le mo3BoJsie
CTYyJIeHTY TNO00a4YuTH pealbHi MEepCHEeKTUBH, BiAYYyTH
HaJIOKHICTh 110 Tajly3i Ta aKTUBI3yBaTH BHYTPILIHIO
MOTHBAIIIIO IO HABYAHHSL.

3. CucremMaTH3yBaTy HaBYaJIbHUH IpOLIEC.

3aB/sIKM THCTPYKIISIM 10 NPAKTHYHUX 1 CaMOCTil-
HUX 3aBJaHb, METOJWYHE 3a0e3NedueHHs 3abe3nedye
CTPYKTYPOBAHICTh, IMOCIIIOBHICTh Ta IPO30PIiCThH OIli-
HioBaHHS. L{e 0co0IMBO BaXXIIMBO IS NEPIIOKYPCHUKIB,
SIKI TITTBKU BXOJISITh Y CHCTEMY BHUIIOI OCBITH.

4. Po3BuBaru soft skills uepes mpakTuyHi keficu.

MeTomuuHi peKOMEHJaIlii MarTh BKJIIOYATH 3a-
BIaHHS, SKi (POPMYIOTh HaBUYKH MPE3CHTAIlil, KOMaH]I-
HO1 poboTtH, myOsiyHOrO BUCTYMy. Hampuximan: 3axuct
MiHi-TIPO€KTIB, IPOBEICHH HABYAIFHUX Je0aTiB, HAMU-
canHs [T-pesrome.

5. [liaTpuMyBaTH akageMiqHy 100pPOYECHICTS.

MeToandHi JOKYMEHTH OBHHHI MICTHTHU MIpaBHiIa
odopmiteHHs poOiT, NpUKIAAN UTYBaHHS, iH(QOpMario
Ipo aHTHIUIariatHi cepsicu. DOpMyBaHHS ETHYHOTO
CTaBJICHHs JI0 TIpalli € OCHOBOIO MpO(eCciiHHOI BiAMOBi-
nansHOCTI [T-daxiBrs.

[Mig yac BUKJIQAaHHS TUCHHILTIHA BaXKIHBHM (hakx-
TOpoM € (opMH Oprasizamnii HaB4aHHSA. Y paMKax JHC-
LUIUTIHA 3aCTOCOBYIOTBCSl IHTEPAKTHBHI Ta MPOEKTHO
opieHToBaHi Hpopmu poOOTH:

— iHTepaKTHBHI JIeKIii 3 BUKOPUCTAHHAM MEHTa-
JBHUX KapT, OHJIAWH-OMHUTYBaHb;
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— TpaKTH4HI 3aHATTS Y hopmati MaicTep-Kiacis,
TPEHIHTIB, AIJIOBHX irop, CIPsAMOBAaHUX Ha PO3BHTOK
soft skills: komannHOI POOOTH, KPUTUUHOTO MHCIICHHS,
EMOIIIITHOTO 1HTENIEKTY;

— TOCTBOBI JeKIii MIPEACTaBHUKIB IT-
kommanii [TontaBu Ta periony, BriIovatoun cepii «IH-
TEPB’I0 3 MPAKTHKOM»;

— IHIUBiXyanbHI OCBITHBO-TPO(ECIHHI MPOEKTH:
CTBOPEHHS MiHIi-IOpTQONio, IUIaHy Kap'ep, aHai3
pHHKY BakaHciil y IT;

— TpyHOBi OOTrOBOpPEHHS Ta KPYIJl CTOJM LIOJO
eTHYHUX BUKIHKIB [T-ramy3i (koH(bIICHIIHHICTE TaHUX,
I, aBTOpCHKE TIPaBo);

— TBIOTOPCHKMI CYIPOBII CTYJEHTIB IEPLIOTO
ceMecTpy (IHAMBIAyaNbHI KOHCYJbTallii, MEHTOPCHKI
3ycTpiui).

Taki migxomwm 3a0e3MedyioTh Cy0’€KTHY ITO3HIIIO
3mo0yBaya OCBiTH, aKTHBI3yIOTb MOTHBAIil0 0 HaB-
YaHHS Ta CIPHUAIOTH POPMYBaHHIO CTIHKOTO iHTEpECy 1o
npoeciitaoi misumeHOCTI B IT-cdepi.

JlomiTbHO BUKOPUCTOBYBATH aKTHBHI METOJ HaB-
YaHHs. KeHC-METOAM, IMPOEKTHY JiSUIbHICTB, OCBITHI
nopt(oJ1io, MEHTOPCTBO, 3anpolleHHs (GaxiBLiB ramysi.
3aBepIiaibHUM CTaloOM JOLIIBHO BBaKATH 3aXHUCT iH-
JIMBIlyaJIbHOTO [UIaHY PO3BUTKY CTYJICHTA.

[MpakTHYHA 3HAYYINICTH U CHUILTIHI

Jucnurutiina «BBeleHHsS B CIEIialbHICT» BiJir-
pae BaXIIMBY poJib y 3a0e3meueHHi SKiCHOI amanTartii
CTYJICHTIB JIO OCBITHLOTO Tpoliecy Ta (pOopMyBaHHI ycC-
BiJIOMJICHOTO CTaBJIeHHs 10 MaiiOyTHboi mnpodecii. [i
3HAYYIIICTh 0COOIMBO MOMITHA B KOHTEKCTI ITiATOTOBKH
(axiBiiB 3 iHQOPMALIITHUX TEXHOJIOTH, JIe TIOETHYOTh-
Csl BUCOKI BUMOTH JIO TEXHIYHOT KOMIIETEHTHOCTI 3 MOT-
peboro y po3BuTKY THydkux HaBu4ok (soft skills) Ta
IUPPOBOI KyJIBTYpH. 3TiTHO 3 JAHUMHU MOHITOPHHIOBHX
JIOCITIJKeHB, TIPOBeIcHNX y HarioHaisHOMY YHIBEpCH-
teti «IlonraBcrka momitexHika iMeHi FOpis KonnpaTtio-
ka» mpotsaroM 2021-2024 pokiB, BUKITaTaHHS TUCIIHII-
niHn «BBemeHHS B cHeMiaNbHICTE» Uit cTyAeHTiB [T
CIICIIaTbHOCTEH JO3BONMIIO JOCSTTH HHU3KH KOHKpET-
HUX NPAKTUYHUX PE3YJIbTATIB!

o [ligBUIICHHS DIBHS aKaAEMIYHOI YCHIIIHOCTI:
cepeHii 0aj 3a MmicyMKaM# 3MMOBOI Ta JITHBOI Ceciit
3pic Ha 5-6 OaniB BiamoigHO (3a 100-OanbHOMO IIKa-
JI010), TIIO CBITYNTH MPO MO3UTHBHY AWHAMIKY afanTariii
CTYJICHTIB 10 aKaJeMigHuX Bumor (puc. 1).

CepeaiHii ban NepLIOKYPCHUKIB

88
86
84
82
80
78
76
74

2020/2021 2021/2022 2022/2023 2023/2024

= = e 31M0Ba cecin  =mmtmm [liTHY CceCia

Puc. 1. [lunamika cepeanboro 6amy

o [lokparieHHs akageMidyHOi YCIIIHOCTI 3 POKY
B PIK: 3pOCTa€ KiBKICTh CTYJICHTIB 3 BUCOKHM Ta JO-
CTaTHIM pPiBHEM.

CriocTepira€ThCsl 3MCHIICHHS YacTKHU CTYJICHTIB 3
HE3aJOBIIBHUMH  pe3yinbrataMu — 3 12% vy
2020/2021 u.p. mo 5%y 2023/2024 u.p. (puc. 2)

MoKpalleHHA akagemidHol yeniwHocTi

IIII"n.

Bucokui piseHb  [loctatHii (75-89) Cepegpiit (60-74)
(90-100)

45%
40%

Husbkuii Ta
HEe33/10BiNbHUA
(<60)

N 2020/2021

2021/2022 w2022/2023 wm2023/2024

Puc. 2. /lunamika akaJeMiqHOI yCIIITHOCTI

e Criiike 3pOCTaHHS NO3UTHBHOTO CIPUIHATTS
Kypey. Y 2024 poui nmonan 80% CTyAEHTIB BBaXKarOTh
Kypc BaxJIMBHUM Uit (opMyBaHHS npodeciiHol MOTH-
Baii (puc. 3).

OuiHKa MoTUBaLLiiHOT GYHKLIT Kypcy

100%

80%
60%
40%
20%

0%
2021 2022 2023 2024
W Kypc fonomir Kpalie 3po3ymiTi cneljanbHicTb
u [ucumnnnina Byna KopucHoto 4NA aganTauii 40 HaBYaHHA

M 3aranbHa 3a40BONEHICTb KYPCOM (OLiHKa 4-53 5)

Puc. 3. AHani3 onuTyBaHHS CTYACHTIB IIOJ0 BUKJIAJaHHS
JIUCLUTIIHA

OKpiM KUIbKICHUX TTOKa3HHUKIB, y PaMKax JHCIHII-
JIHU aKTUBHO 3aCTOCOBYBAJIMCS METOIHM (hOpMyBaIIbLHO-
T'O OIIHIOBAHHS Ta MPOEKTHOTO MiXO/Y.

CTyZieHTH  CTBOPIOBAJIM  OCOOWCTI  OCBITHBO-
npodeciitni moptdoio, 6panu ydacts y npocdopieHTa-
MIHHUX 3axoJaxX, 3ycTpidax i3 mnpencrtaBHukamu [T-
kommaniit Ykpaiau (3o0kpema, SoftServe, Nix Solutions,
Grid Dynamics, QATestLab, Epam, CHI Software, a
Takox 3 XapkiBcbkuM [T kiactepom), MpoXoauin Tec-
TYBaHHS 3 BH3HAYCHHS JIOMIHYIOUHMX IpodeciitHnx
iHTEpeciB Ta NMpe3eHTYBaM iHAWBILyaabHI OCBITHI Tpa-
€KTOPII.

[TpakTraHMi eEeKT TUCIUIUIIHN MOJISITae TAKOXK Yy
(hopMyBaHHI TaKWUX KIIFOUOBUX HAaBUYOK:

— KOMYHIKaTHBHAa KOMITETEHTHICTh (4epe3 Miaro-
TOBKY IMPE3EHTAIlil, y9acTh Y TPYNOBUX OOTOBOPEHHSIX,
Ty OJIIYHMIA 3aXUCT MIHITIPOEKTIR);
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—  HaBUYKH camooprasizanii Ta TalM-
MEHE/DKMEHTY (Yepe3 MOTpUMAaHHS Je/UTaiiHiB Ta PO3-
poOKy ocobucToro rpadiky HaBYaHHS);

— 1m¢poBa rpaMoTHICTH (3aBAsku poboTi 3 LMS
Moodle, Google Workspace, GitHub to1io).

TakuM YUHOM, TIPAKTHYHA 3HAYYINICTh JUACIHILII-
HU «BBeneHHs B crenianpHicTh» y [lodTaBchkiil modti-
TexHili Oysia MiATBEp/PKEHA K Ha eMIIIPUYHOMY DiBHI,
TaK 1 yepe3 MO3UTHBHI BIITyKH 3/100yBadiB OCBITH Ta
BUKJIAMadiB. 1i MOmanbIIMii PO3BHTOK, 30KpeMa B Ha-
MIPSIMKY JyalbHOI OCBITH Ta THIOTOPCHKOTO CYIIPOBOY,
MOXe CTaTH e(EeKTHBHUM IHCTPYMEHTOM ITiIBHICHHS
stkocTi miAroToBku IT-axiBmiB y BITYM3HSHIA BUIIIH
TITKOJTI.

Crin 3a3HaunTH, 0 OUCHUINIiHa «BBenenns B
CHeLiaJIbHICTh» BHKOHYE BAXKJIMBY POJIb HE JIMIIE SIK
eJIeMEeHT (OPMalIbHOTO HaBYaJbHOTO IUIAHY, ajie 1 sIK
IHCTPYMEHT NPaKTUYHOI colliaiizanii cTyJjeHTa y HOBO-
My JJIsl HBOTO OCBITHBOMY Ta mpodeciiiHoMy cepero-
BUINI. I1 BIpPOBAIKEHHS MO3BONAE BUPIIIUTH HU3KY
MPaKTUYHKX 3aBJIaHb, 10 MAIOTh Oe3nocepe/Hiil BILUTUB
Ha SKICTh MIATOTOBKM MaHOyTHIX (axiBIIB Taily3i iH-
(hopMaIiifHUX TEXHOJIOTIH.

IlepemyciM, Kypc cHpusie 3HIKCHHIO DIBHSA Jie-
3aanTarii MepuIoKypCHUKIB, M0 BHUABISIETHCS y TPY/I-
HOIIIaX 3 OPIEHTAIi€I0 B HOBOMY CEPEJIOBHII, HETIOPO-
3YyMIHHAX MIOJ0 aKaJeMIYHHX BHUMOT, mpodieMax 3
TallM-MEHCDKMCHTOM TOIIO. AnanTaiis CTYICHTIB €
KPUTUYHMM YMHHUKOM IX IOJAJIBIIOTO aKaJeMidHOTO
YCIIiXy, a TAKOX 3MEHIICHHSI MOKAa3HUKIB BiJJpaxyBaHHS.

[To-apyre, muCHMIUIIHA Ma€ Kap’ €pHY Opi€HTOBa-
HICTh. CTYACHTH OTPUMYIOTh ©a30Bi YSABICHHSA NIPO
CyYaCHHH PHHOK Tpalli, 3HAHOMISATHCSA 3 pPEaTbHUMH
npodeciitHuMu TpaektopismMu y chepi IT, mizHaroThCs
PO BUMOTH 70 (aXiBIiB, IPOXOIATh MPOodopieHTaITii-
HE TecTyBaHHA. Taki eleMeHTH (OPMYIOTh HABUYKH
CTPATEeriYHOTO TUIAaHYBaHHS Kap’€pu IIe HA PaHHBOMY
erarni HapyaHHA. CTBOPEHHS i1HIWBIIyalbHOT'O OCBIT-
HBO-Kap €PHOT0 IUTaHY JI03BOJISE€ YITKO PO3YMITH
3B’S130K MK HAaBUAJIBHUMH TUCHHUIUTIHAME Ta mpode-
CITHUMH KOMIIETEHTHOCTSIMH.

Kpim Toro, kypc 1o3Bosie popMyBaTH NEPBUHHUH
JIOCBIJ] KOMaHIHOI poOOTH Ta B3aeMOIIl y HUPPOBOMY
CepesIOBHII, 3 SKUM II0B’si3aHe MoJialiblie npodeciiine
xutTs [T-paxiBiss. BukoHaHHS TPYMOBHX MPOCKTIB,
NIPE3eHTalll, CTBOPEHHS OCOOMCTHX NOpTdomio abdo
pe3ioMe B eJNeKTPOHHOMY (opMaTi — Iie 3aBJaHHs, sKi
OJIHOYACHO AaKTHBI3YIOTh Ii3HABAIBHY JiSUTBHICTH 1

HaOJIMXKAIOTH 10 PEUTbHUX YMOB NpodeciiiHoi JisuIbHO-
CTi.

BaxnmMBoro MpakTHYHOIO CKJIAJI0OBOIO € TaKOX (ho-
PMyBaHHS HaBHYOK CaMOCTIHHOI Ta BiAMOBIiAAIBHOT
po0OTH, IO BKJIOYAE aKaIeMIuHy HOOPOYCCHICTH, JO-
TPUMaHHS JACIJIaiHIB, BHUKOPUCTAHHS JIIIEH31HHOTO
MIPOTrPaMHOT0  3a0e3MeUYeHHs, HABHYKH KPUTHIHOTO
aHamzy Jpkepen iHGopmarii. BUBUEHHS TaKuX acleKTiB
JI03BOJISIE YHUKHYTH aKaJeMidHUX TOpYIIeHb (TurariaTy,
CIIUCYBaHHS), M0 € TMOIIMPEHOI0 TMPOOIEMOI0 ceper
MEePIIOKYPCHHUKIB.

Kypc Takox 3abe3nedye NepBUHHUHI PO3BUTOK sOft
skills, o BM3HAIOTHCS KITFOUOBHUMH Yy cydacHomy IT-
CepellOBHUINI: KOMYHIKalis, KpPEaTUBHICTb, aJlalTHB-
HICTh, aHAJNITHYHE MUCJICHHs. Y ToeqHaHHI 3 (opmy-
BaHHsM enieMeHTiB digital literacy (umdpoBoi rpamor-
HOCTI) 1Ie CTBOPIOE OCHOBY JUIsl YCHIIIHOT y4acTi y Io-
JANBITUX OCBITHIX Ta NMpodeciiHUX IHIMIaTHBax: CTa-
JKYBaHHSX, XaKaTOHaX, MPOEKTHIN JTisTHOCTI.

OTKe, npakTHYHA 3HAYYIIICTh AUCHUILTIHU «BBe-
JICHHSI B CIELIAIBHICTBY MOJSITA€ Y CTBOPEHHI CTapToO-
BHX YMOB JUIS IUTICHOTO TMpodeciifHOTO Ta 0CcoOMCTIiC-
HOTO PO3BUTKY CTyJeHTa, (OpMyBaHHI TO3UTHBHOI
MOTHBAIII] 10 HAaBYaHHS, OpiEHTALIl y 3MiICTI OCBITHBOI
nporpaMu Ta MiJABHUICHHI 3aralbHOI SKOCTI OCBITHBOTO
IpoIleCy B rany3i iHhopMaIliifHUX TEXHOJOTIH.

BucHoBku

[Ipodeciitna  ineHTHYHiCTL  cTyAeHta  IT-
CIEIIAIBHOCTI — 1€ CKJIAIHUH 1 TPUBAIIUH TIpoIIeC, STKUi
MOYMHAETRCS IIe 3 mepmoro kypcy. Came kypc «Bse-
JICHHS B CIICIATBHICTHY BIirpae KIFOYOBY pPOJb y 3a-
ITyCKY I[bOTO IpoIIecy, (GopMyIoun y CTYJCHTIB HE JIUIIE
3HAHHS NPO Trajly3b, a i MOTHBaIil, podeciiiHe Muc-
JIGHHSI Ta HAJIAIITOBAHICTh Ha NOCTIHHMN DPO3BHUTOK.
Jucrurmina «BBeeHHs B CIIEI[albHICTh» Ma€ 3HAYHHM
MOTEHIlial Yy MIABHMIICHHI $KOCTI mmiAroroBku IT-
(axiBIiB i € HCOOXITHUM EJIEMEHTOM IiATOTOBKH CTY-
nentis IT-nanpsmy. Ii inTerpauis crnpusie rapmoHiiiHO-
My BXODKEHHIO O TpodeciifHoro cepemoBuiia, Gpop-
MYBAHHIO aKaJIeMiYHOI KyJIbTYpH, IUIAHYBAHHIO 1H/UBI-
IyalbHOI OCBITHBOI Tpaekropii. Jucnururiina «BBemeH-
HS B CICIIaJbHICTEY BIIIrpae KIIFOYOBY POJb y CTAHOB-
JICHHI CTyJeHTa sk MaiiOyTHboro IT-daxisia. BoHa He
auiie popmye ByHIaMEHTaIbHI 3HAHHS PO Tally3b, alle
1 3aKiTajga€ OCHOBM aKaJeMIidyHOI KyIbTypH, Tpodeciii-
HO1 BIiJMOBIAATBLHOCTI Ta TParHeHHS JO MOCTIHHOTO
PO3BHUTKY.
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The role of the course "Introduction to the specialty"
in shaping the professional identity of information technology students

Tetyana Derkach, Maria Boyko, Vladislav Yastreba

Abstract. The article explores the significance of the academic course "Introduction to the Specialty™ in shaping the pro-
fessional identity of students pursuing education in the field of knowledge F "Information Technology." Given the dynamic
development of digital technologies, the growing role of the IT sector in the global economy, and the high level of competition in
the labor market, not only professional training but also the formation of internal motivation, value-based attitudes toward the
chosen profession, professional self-determination, and student reflection becomes increasingly important. The article analyzes
conceptual approaches to defining the notion of "professional identity" in psychology and pedagogy, revealing its structure and
the factors influencing its development among young people choosing the IT sphere. It emphasizes that professional identity
encompasses not only knowledge and skills but also internal acceptance of oneself as a member of the IT community, readiness
for professional interaction, adherence to ethical standards, independent decision-making, and personal development within the
context of technological progress. Special attention is given to the content and structure of the course "Introduction to the Spe-
cialty," which, on one hand, serves an introductory and adaptive function, and on the other—aims to foster initial professional
motivation, students’ understanding of their future professional activity, industry standards, employer expectations, employment
prospects, and the development of soft skills, critical thinking, and a responsible attitude toward learning. Within the course,
students become familiar with the history of IT development, the evolution of specialties, key directions and trends in modern
information technologies, and examples of IT applications across various life spheres. It is established that the use of active
learning methods (training sessions, project activities, business games, case analysis), the involvement of industry professionals
from IT companies in teaching, the implementation of mentoring elements, and the individualization of educational paths active-
ly promote the formation of professional identity even at the early stages of study. The article also highlights the importance of
academic integrity, digital culture, and media literacy as integral components of the professional identity of modern IT special-
ists. The article presents the results of a first-year student survey, confirming the course’s positive impact on self-awareness of
the future specialist role, increased motivation for learning, and the formation of an understanding of the professional competen-
cies that need to be developed. In conclusion, the author emphasizes the need for methodological updates to the course content in
line with changes in the professional environment, the implementation of an interdisciplinary approach, partnerships with IT
companies, and the development of individual educational trajectories. The key conclusion is that the "Introduction to the Spe-
cialty" course is not only an important part of the curriculum but also a strategic tool for forming professional identity, supporting
both the personal and professional development of future IT professionals.

Keywords: professional identity, information technology, student adaptation, academic integrity, educational trajectory,
introduction to the specialty.
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DATA PROCESSING METHODS IN A CORPORATE NETWORK

Abstract. Relevance. In the context of modern digital business transformation, corporate networks have become critically
important components of enterprise information infrastructure, integrating numerous systems, devices, and services into a
unified information environment. Every day, vast volumes of data are generated, transmitted, stored, and processed within
these networks, encompassing all aspects of organizational activity — from financial operations and logistics to customer
communications and internal management processes. The successful functioning of a corporate network is impossible without
effective data processing, which enables the extraction of valuable insights from raw data, supports strategic decision-making,
ensures information security, and optimizes resources. Amid intense competition, the rapid growth of information flows, and
increasing demands for swift decision-making, data processing methods play a crucial role in enabling the analytical
capabilities of enterprises. Data processing methods in corporate environments find applications across diverse business
sectors. In the financial domain, they are used for transaction analysis, risk management, market fluctuation forecasting, and
fraud detection. In logistics, they support route optimization, warehouse stock control, and real-time supply coordination. In
marketing, they facilitate customer behavior analysis, audience segmentation, and personalized communication. In HR
departments, they assist in employee performance evaluation and candidate selection. In healthcare, they support patient data
analysis, service process optimization, and clinical decision-making. Furthermore, data processing forms the foundation for
the development of artificial intelligence systems, digital twins, cybersecurity solutions, and automated enterprise
management. Traditional approaches to data processing are gradually being replaced by advanced technologies based on Big
Data, real-time stream processing, cloud computing, intelligent data analytics, and machine learning. In this context, issues
related to data protection, integrity, availability, and compliance with legal and regulatory requirements for confidentiality
gain particular importance. The purpose is to analyze modern methods and technologies for data processing in corporate
networks, identify their advantages, disadvantages, and application areas, and classify approaches to data collection,
cleansing, storage, and analysis. The object of research is enterprise corporate networks. The subject of research includes
methods and technologies for data processing, storage, analysis, and protection. The results. As a result of the conducted
research, a comprehensive understanding of modern data processing methods in corporate environments was formed. The
architectural models of enterprise information systems were analyzed, key stages of data preparation identified, and
approaches to their processing — from classical to intelligent — were characterized. The review revealed a wide range of data
processing techniques, from traditional SQL queries and multidimensional analysis to real-time processing and machine
learning applications. The choice of a particular approach depends on data volume, data inflow speed, latency sensitivity,

and the specific goals of processing.

Keywords: corporate network, data processing, architecture, transaction, cybersecurity, Big Data.

Introduction

The successful operation of modern enterprises
largely depends on the efficiency of processing large
volumes of information circulating within corporate
networks. This involves the collection, systematization,
storage, analysis, and transmission of data between
various company departments, as well as external
counterparties. The complexity of information
processing increases with the growing volume of data,
the need to ensure prompt access to information, and the
tightening requirements for data security and protection.
Within a corporate network, data processing
encompasses the entire information lifecycle — from its
creation or external acquisition to its storage, analysis,
and subsequent use in decision-making processes.

To fully understand the essence of data processing
in this context, it is essential to have a clear understanding
of what constitutes a corporate network and the types of
data that circulate within it.

A corporate network represents an integrated
environment that unites computer systems, servers,
storage facilities, network equipment, software, and users
into a single information space. Such a network enables
uninterrupted communication among all structural units
of an organization, regardless of their physical location,
allowing for centralized data management, information

exchange, and access to resource management, reporting,
and customer support systems.

The data circulating in a corporate environment
may vary in format and degree of structure. Structured
data includes information arrays with a clearly defined
format, such as numerical tables or records in relational
databases. Unstructured data, in contrast, lacks a fixed
format and may include emails, text documents, audio
and video files, images, or social media messages. A
separate category is semi-structured data, which contains
a certain degree of organization but does not conform to
traditional relational database formats.

In this context, data processing entails not only the
technical computation of data but also includes stages
such as data collection, filtering, aggregation,
transformation, analysis, and subsequent presentation in
an interpretable format. A key feature of corporate data
processing is the necessity to account for complex access
hierarchies, user roles, security levels, and adherence to
data storage and processing policies in accordance with
regulatory requirements.

A defining aspect is that corporate data does not
exist in isolation. It is closely integrated into an
organization’s business processes, forming the context in
which it gains significance. This underpins the need for a
comprehensive infrastructure capable of handling data
processing in alignment with the company's scale,
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structure, and operational dynamics. Thus, understanding
the fundamental concepts related to the nature of
corporate networks and the types of data processed
within them is critical for the effective implementation of
modern data processing methods in the context of high-
intensity digital transactions and analytical demands.

All these factors create the necessity for a
systematic study of processes associated with data
handling within corporate networks. Given the growing
demands for the speed, reliability, and scalability of
information solutions, it is essential to examine not only
the general principles of such systems’ operation but also
the specific methods employed to ensure a complete data
cycle — from acquisition to analytical reporting. In this
context, the analysis of contemporary approaches to data
transformation, selection of processing algorithms,
automation tools, and visualization instruments becomes
particularly relevant, as they enable not only data storage
but also the extraction of practical value for managerial
decision-making.

The purpose is to analyze modern methods and
technologies for data processing in corporate networks,
identify their advantages, disadvantages, and application
areas, and classify approaches to data collection,
cleansing, storage, and analysis.

Main part

The architecture of a corporate data processing
system represents a comprehensive, multi-layered
structure that ensures interaction between technical,
software, and organizational components for the effective
management of information flows within an enterprise.
Under modern conditions, such an architecture must not
only be capable of processing large volumes of data but
also of promptly responding to changing business
requirements, ensuring scalability, fault tolerance, and
uninterrupted access to critical services.

A central element of any corporate architecture is
the logic governing the distribution of data and
computing resources, which may follow either a
centralized or a distributed model. In centralized models,
core processing and storage are performed on a single
server or within a corporate data center, enabling
efficient control over data access, updates, and backup
operations. In contrast, distributed systems delegate
processing and storage tasks to multiple network nodes,
which helps reduce latency, increase flexibility, and
bring data closer to end users — particularly in
geographically dispersed branches of an enterprise.

The emergence of cloud technologies has led to
significant changes in architectural approaches. The
virtualization of computing resources, the use of
infrastructure as a service and platform as a service [1],
have enabled companies to dynamically scale computing
power, deploy new services without significant
investment in hardware, and integrate with external
service providers. In such an environment, data can be
stored in cloud repositories, processed through virtual
clusters, and analytics can be accessed via web interfaces
from anywhere in the world.

Despite these advantages, such solutions require
special attention to issues of security, access control, data

leakage prevention, and compliance with international
standards for the storage of personal and commercial
data.

The architecture of data processing also includes
modules responsible for integration with data sources —
these may include corporate accounting systems, CRM
systems, sensors, web services, or partner company
databases. At the next level are processing services,
which implement the logic of transformation,
aggregation, filtering, and verification of information
using both traditional software tools and specialized
frameworks such as Apache Spark [2]. A critical part of
the architecture is the result presentation interface, which
allows users to interact with processed data through
visualization dashboards, reports, or API interfaces for
further use in business applications.

An effective architecture for corporate data
processing must take into account the specifics of the
industry, the scale of the company, the types of data being
processed, and the organization’s level of digital
maturity. Only a flexible, scalable, and secure
architecture can enable full automation of analytical
processes, reduce infrastructure costs, and significantly
improve the quality of managerial decisions based on up-
to-date data.

In the context of corporate networks, data
processing is impossible without a high-quality and
systematic approach to data collection and preparation.
This stage determines not only the volume and relevance
of available information but also its cleanliness,
completeness, and suitability for further analytical
processing. In many cases, it is at the collection and
preprocessing stages where data suffers the most
significant quality losses, which may subsequently lead
to erroneous conclusions or ineffective management
decisions. Therefore, the question of corporate data
collection and preparation methods is of critical
importance.

Data in corporate environments can come from a
variety of sources, each with its own structure, formatting
standards, and update frequency.

The main sources include internal enterprise
information systems — particularly enterprise resource
planning systems [3], accounting and logistics platforms
— as well as external web services, API platforms, user
behavior monitoring tools, the Internet of Things, and
partner databases. Given the high heterogeneity of these
sources, the data collection process relies on specialized
integration tools that ensure the unification of incoming
information and its delivery to a single processing
environment.

One of the key methodological approaches to data
collection and preparation is the ETL process, which
consists of three logically connected stages [4]. The first
stage involves extracting data from sources, where it is
crucial to ensure data flow continuity, avoid record
duplication, and maintain version control. In the
transformation stage, data undergoes various operations
such as filtering, format standardization, anomaly
removal, deduplication, handling of missing values,
categorization, or merging of records from multiple
tables. The final stage is loading the cleansed and
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transformed information into target systems, which may
include data warehouses, analytical databases, cloud
platforms, or local enterprise servers.

Particular attention should be given to the data
cleansing phase, as real-world information obtained from
corporate sources is often incomplete, noisy, or contains
logical inconsistencies. The preparation process uses
methods such as automated validation, verification rules
based on domain constraints, and algorithmic tools for
detecting outliers, atypical values, or logical
inconsistencies  within records. In many cases,
normalization is also applied to bring the data to a
common scale for further statistical or machine learning
processing.

Modern data integration and preparation platforms
allow automation of key steps in the process, reduce
human involvement in routine procedures, and ensure
quality control at every stage of processing. Their use is
especially justified in environments with high demands
for speed, process repeatability, and infrastructure
scalability.

Thus, the quality and relevance of the information
received by a business largely depend on how well the
processes of data collection and preparation are
organized. Only with reliable integration of sources,
flexible data transformation, and continuous quality
monitoring is it possible to build an information
environment that supports effective analytics,
forecasting, and strategic decision-making based on
accurate and timely data.

Data processing in a corporate environment is a
complex and multifaceted process that involves
transforming incoming information into a form with
practical value for decision-making, process
optimization, and the generation of analytical reports.
Depending on the objectives, data volumes, technical
capabilities, and time available for analysis, companies
may apply a variety of processing methods — ranging
from classical statistical techniques to high-performance
systems incorporating elements of artificial intelligence.

In traditional corporate systems, data processing is
typically based on the use of relational databases and
SQL queries.

This approach enables aggregation, sorting,
filtering, and selection of data based on various criteria,
which is sufficient for most basic reporting tasks.
Additionally, OLAP analytics tools are widely used,
providing multidimensional data analysis in cube format,
allowing managers and analysts to quickly gain insights
into key performance indicators [5]. In cases where large
volumes of data need to be processed or complex
scenarios constructed, these methods are complemented
by batch processing tools that run on schedules or are
triggered under specific conditions.

However, in today’s digital landscape, the demand
for real-time data processing is rapidly increasing. Unlike
the traditional model — where data is accumulated and
analyzed with a time lag — stream processing has gained
popularity, enabling immediate handling of events and
transactions as they occur. Such systems are critical for
the financial sector, telecommunications, e-commerce,
and cybersecurity, where even a few seconds’ delay can

have significant consequences. Tools such as Apache
Kafka, Apache Flink, and Spark Streaming enable the
efficient implementation of such approaches, allowing
for high-speed processing of large volumes of streaming
data.

With the development of big data technologies,
companies are increasingly turning to methods based on
Hadoop architecture or distributed computing
frameworks. These approaches make it possible to work
with information that cannot be processed using
traditional tools due to its volume, velocity, or variety.
Big Data processing entails not only the technical
capability to handle massive datasets but also the
adoption of new approaches to storage, indexing, parallel
processing, and workload distribution across clusters.

Methods of intelligent data analysis are gaining
increasing importance. These include machine learning,
classification, clustering, forecasting model
development, recommendation systems, and machine
learning algorithms [6]. Such approaches make it
possible not only to analyze existing data but also to
identify hidden patterns, forecast future events, and make
adaptive decisions under conditions of uncertainty.
Models can be trained on historical data and updated
automatically as new input parameters are introduced,
making them especially useful in areas such as
marketing, service personalization, logistics
optimization, and risk management.

It is important to note that effective data processing
is impossible without visualization and presentation in a
form understandable to end users. Visualization methods
— including interactive dashboards, charts, maps, and
heatmap analysis — represent the final stage of
processing, transforming computation results into visual
formats that support decision-making. This enables
management to quickly interpret outcomes, respond to
changes in business dynamics, and detect critical points
in real time.

In corporate networks, where data volume, speed,
and criticality are constantly growing, data security
becomes not only a technical concern but also a strategic
one. Data processing involves continuous movement,
transformation, storage, and access to information, which
creates potential vulnerabilities at every stage. Malicious
actors may exploit these wvulnerabilities to gain
unauthorized access, steal confidential information, or
manipulate data — leading not only to financial losses but
also to serious reputational damage for the organization.
Therefore, ensuring data security during processing is an
essential requirement for the sustainable functioning of
any corporate information system.

Data protection begins with the establishment of a
robust user identification and authentication system,
ensuring that only authorized individuals have access to
resources. In corporate systems, this is often
implemented  through multi-level verification
mechanisms, including one-time passwords, hardware
tokens, biometric identifiers, or integration with
centralized access control systems.

However, even after identity confirmation, it is
critical to enforce privilege limitations through
authorization policies, granting each user access only to
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the specific data necessary for their job responsibilities.
Modern data processing cannot be imagined
without cryptographic protection tools. Encrypting data
during transmission between network nodes as well as
during storage in databases helps minimize the risk of
interception or disclosure. Contemporary symmetric and
asymmetric encryption algorithms, SSL/TLS protocols,

digital signatures, and data integrity checks provide the
foundation for secure communication in digital
environments [7]. This becomes especially important
when processing is performed in cloud environments or
when data is transferred across organizational structures.
However, there are other methods for sensor networks
that do not involve cryptographic protection (Fig. 1).

Data aggregation

Data is summed or averaged at the cluster head level

Data anonymization and

Separation of node identifiers or limitation of the context

Pseudo-Random Routing

labeling they transmit
Compression and Reducing the precision of numerical measurements or
> precision reduction compressing data lowers the informational value of a
methods packet for an attacker intercepting the transmission.
. A message is sent not along the shortest path but through
> LAt DI (0 L a randomly selected route. Other nodes may duplicate the

message partially or entirely

By using machine learning methods, particularly

—  Anomaly Detection clustering, it is possible to identify suspicious or
abnormal activities within the network
Transforming the original data into a form that is
—> Data Masking unsuitable for immediate analysis but can be restored on

the receiver’s side.

Fig 1. Data processing methods in sensor networks without cryptographic protection

In addition to technical measures, data protection
requires continuous monitoring of user activity, detection
of anomalous behavior, and logging of access to sensitive
information. Information security management systems,
intrusion detection modules, auditing tools, and automated
event analysis systems not only detect violations but also
enable timely responses to potential threats. This is
especially critical in large organizations, where thousands
of users operate simultaneously, making manual oversight
of individual actions unfeasible.

Another essential aspect is data backup and

recovery in the event of incidents. Building a
comprehensive  backup  system,  implementing
geographic redundancy of storage, and enabling

automatic service recovery after failures ensure resilience
against catastrophic events such as technical
breakdowns, software errors, or targeted attacks. It is
important not only to create backup copies but also to
regularly test recovery procedures to confirm their
effectiveness under real conditions.

Effective data processing in a corporate
environment is impossible without the use of specialized
tools and platforms that support the execution of complex
computational operations, integration with information
sources, data storage, transformation, analysis, and
visualization in a user-friendly format. The diversity of
business tasks, data volumes, infrastructure constraints,

and security requirements necessitates the widespread
use of both traditional software and cloud services, as
well as open-source solutions focused on flexibility,
scalability, and high performance. Large enterprises
working with data in various formats and from numerous
sources often rely on distributed frameworks for parallel
information processing. One of the most well-known
solutions is the Apache Hadoop ecosystem, which
enables the storage and processing of terabytes of data
through a model of distributed storage and parallel
computing. In combination with Hadoop, Apache Hive is
frequently used, allowing SQL-like queries on large
datasets while maintaining the convenience of classical
analytics in Big Data environments. A more powerful
and flexible tool is Apache Spark — a platform optimized
for high-speed processing of both streaming and batch
data, which is particularly well-suited for implementing
machine learning algorithms, graph processing, and
embedded analytical models [2].

In cases where organizations focus on integration,
automation, and visual monitoring of data preparation
processes, tools such as Talend, Apache NiFi, and
Microsoft SQL Server Integration Services have gained
considerable popularity. These platforms allow the
creation of data pipelines that include extraction,
transformation, validation, and loading of information
into target repositories. Thanks to user-friendly graphical
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interfaces and the ability to monitor the status of each
processing stage, these platforms significantly lower the
technical barrier for specialists, while providing high
flexibility and control over data quality.

With the proliferation of cloud technologies, more
and more companies are transitioning to cloud platforms
for data processing, which offer computing resources as a
service without requiring investment in proprietary
infrastructure. Among the most widely used platforms are
Amazon Web Services, Google Cloud Platform, and
Microsoft Azure [8]. These platforms enable the creation
of scalable processing environments, the implementation
of powerful analytical scenarios, the use of artificial
intelligence services, and the provision of continuous data
availability from any location worldwide. A distinctive
feature of such services is the ability to integrate with
numerous data sources, utilize prebuilt analytics models,
and ensure high levels of security through multi-layered
access architecture, encryption, and monitoring.

In addition to computing platforms, a critical
component of modern data processing is data visualization
tools. Power BI, Tableau, Qlik Sense, and Looker are
examples of systems that allow users without deep
technical expertise to build interactive dashboards, charts,
diagrams, and reports based on up-to-date data from
various sources. These systems are widely used across all
management levels — from operational analysis of
departmental performance to the formulation of strategic
indicators for top management. A special niche is occupied
by corporate systems that combine data processing
functionality with business process management features.
Examples of such solutions include platforms like SAP,
Oracle BI, and IBM Cognos Analytics. These systems not
only provide full-featured data handling but also integrate
with management modules, financial subsystems,
logistics, and human resources — creating a unified
information space for all organizational units.

Thus, data processing in corporate networks is
highly relevant and increasingly adopted by companies
as a foundation for their effective functioning.

Conclusions

In the course of studying data processing methods
within corporate networks, a comprehensive environment
was examined in which modern companies operate as
digital systems, constantly exchanging large volumes of
information. A modern corporate network is not merely a

set of interconnected devices, but a dynamic
infrastructure that generates, transmits, and processes
data that holds strategic significance for decision-making.
Understanding data types, the nature of information
flows, and the context of their use served as a starting
point for a systematic analysis of data processing. The
analysis of corporate data processing architectures
revealed that the organization of computing resources and
the method of integrating data sources directly influence
the performance of analytical processes, system
resilience under load, scalability, and operational
continuity. Modern business conditions require the
integration of local computing centers with cloud-based
solutions, along with a high degree of flexibility to adapt
the infrastructure to a rapidly changing market.

Special attention was paid to data collection and
preparation methods, as this stage establishes the quality
of all subsequent processing. Through the use of ETL
processes, automation of transformations, cleansing, and
validation of incoming information, companies build a
reliable foundation for accurate analytical modeling. The
integrity of this foundation directly affects the precision
of conclusions derived from the analysis.

The review of data processing methods revealed a
wide range of approaches: from classical SQL queries
and multidimensional analysis to real-time processing
and the application of machine learning. The choice of a
particular method is determined by data volume, input
velocity, latency sensitivity, and the overall processing
goal — whether it be the generation of standard reports or
the construction of complex predictive models.

The issue of data security extended beyond the
technical realm and encompassed legal, organizational,
and ethical dimensions. During processing, it is necessary
not only to ensure encryption and authentication but also
to comply with international standards and legal
requirements for personal data protection. It is this
reliability of protection that builds trust between users
and the systems processing their data.

Thus, corporate data processing is not merely a
technical activity but a comprehensive strategic system
that integrates infrastructural, analytical, organizational,
and security components. Its effective operation enables
the transformation of raw data streams into concrete
business value, improves the quality of managerial
decision-making, and creates a sustainable competitive
advantage in the context of the digital economy.
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MeToau 00poOKH JaHUX B KOPNOPATHBHIil Mepexki
. O. Oauenko, M. b. KopobGeiinikos, O. b. Kopo6Geiinikos, A. A. Kopanenko, I1. O. KpaBuenko

AHoTanmisi. AKTyajdbHicTh. Y CcydyacHMX yMmoBax nUdpoBoi TpaHchopmarlii Oi3Hecy, KOPNOpPAaTHBHI Mepexi craiu
KPUTHYHO BOXJIMBUMH eIeMEeHTaMH iHpopManiiHoi iHQpacTpyKTypH MiAIPUEMCTB, SIKi 00’ €THYIOTh YHCIICHHI CHCTEMH, IPUCTPOT
Ta cepBicM B eaumHMil iHpopmauiiHuii mpoctip. llogHs B Takux Mepexax T'eHEpYEThCs, HEPeNacThCs, 30epiraeTbes i
OTIPaNbOBYETHCS BEIMYE3HUH OOCAT NaHWX, IO OXOIUTIOE BCi acleKTH MisJIBHOCTI OpraHizamii — Bif (iHAaHCOBHX omepamiil i
JIOTICTUKH 0 KOMYHIKalii 3 KIIIEHTaMHU Ta BHYTPILTHIX POLIECIB yIpaBIiHHS. Y cIliliHe (yHKIIOHYBaHH KOPIOPATUBHOI MEpexi
HeMOXxJIHBe 0e3 eheKTHBHOT 00pOOKHM TaHWX, sIKa T03BOJIIE OTPUMYBATH 3 CHpOi iHpOpMAIlii [[iHHI 3HaHHS, IPHHMATH CTPATETiYHi
pimeHHs, 3abe3nedyBatu Oe3mneKy iHpopMallii Ta ONTUMI3yBaTH pecypcu. B yMoBax BHCOKOT KOHKYpEHIIii, CTPIMKOTO 3pOCTaHHS
KiJIBKOCTI 1H(OpMaNifHUX MOTOKIB i 3pOCTAIOYMX BUMOT JO ONEPAaTUBHOCTI NMPUHHATTS pillleHb, caMe METOAN OOpPOOKH JaHUX
BiZIirparoOTh KJIIOYOBY POJIb y 3a0e3NeYeHHi aHaTi THYHOT CIPOMOXHOCTI MIATIPUEMCTB. MeTo i 00poOKH JaHUX Y KOPITOPATHBHOMY
CepeOBHII 3HAXO/IATh 3aCTOCYBaHHS B HAPi3HOMAaHITHIINX cdepax OizHecy. Y (iHAHCOBOMY CEKTOPi BOHH BUKOPHCTOBYIOTBCS
JUTS QHaJTI3y TpaH3aKIiH, yIpaBIiHHSI PU3UKaMU, IIPOTHO3yBaHHS KOJMBAaHb PHHKY Ta BUSBJICHHS IIaxpaiicTBa. Y cdepi JoricTukn
— JUTSl ONTHMI3aLlil MapIIpyTiB, KOHTPOIIIO CKIIAICEKHX 3aIaciB i KOOPAMHALIT TOCTAYaHb Y PEXKHUMI pealibHOTO 4acy. Y MapKeTHHTY
— JUIS BUBYCHHS TOBEAIHKU KIIEHTIB, CETMEHTAIil ayquTopii Ta mepcoHamizamnii komyHikamiin. ¥ HR-Bimminax — mis omiHKl
MIPOYKTHBHOCTI MEpCOHANy Ta MiA0opy KaHAumaTiB. Y cdepi OXOpOHH 3[0pOB’S — UM aHANI3y MEAWYHHX JAHHX Mali€HTIB,
onTUMi3alii mporeciB HaJaHHs MOCIYT Ta MATPHUMKH KIHIYHEX pimeHb. KpiM Toro, 00po0Oka JaHUX € OCHOBOKO JJIsI PO3BUTKY
CHCTeM INTYYHOTO IHTENEKTy, LUU(POBHX [BIHHHKIB, KiOepOe3mekn Ta aBTOMATH30BAHOTO YIMPABIIHHS IMiIPUEMCTBAMH.
Tpamuuiiini migxoan 10 oOpOOKM JaHMX MOCTYNMOBO MOCTYMAIOTHCS MICIIEM CyYacHHM TEXHOJIOTisM, WI0 0a3yroThCs Ha
BHKopucTaHHi Big Data, 06po6ui moTokoBoi iHpopMarii B pealbHOMY 4Yaci, XMapHHUX OOYHCIICHHSX, IHTEICKTYaIbHOMY aHaIi3i
JIaHMX Ta MalIMHHOMY HaB4aHHi. IIpu 1poMy ocoOnuBOi yBaru HaOyBarOThb NMHUTAHHSA 3aXUCTY MAAHUX, iXHBOI LIITiCHOCTI,
JOCTYITHOCTI, 8 TaKOX JOTPUMaHHSI HOPMAaTHBHO-IIPABOBHX BHUMOT IIOJO KOHGQimeHHiiHOCTI. MeTo0 maHoi po6oTH € aHai3
Cy4JacHHUX METOJIB i TEXHOJIOTiH OOpOOKM JaHMX Yy KOPIIOPATHBHHX MEpexkax, IX IepeBar, HEIONIKiB Ta cdep 3aCTOCYBaHHS,
kiacuikamis maxoaiB 1o 300py, ounIIeHHs, 30epiranns i anamnizy iHdopmariii. O’ €KTOM AOCTiAKeHHS € KOPIIOPATHBHI MEepexi
mianpueMctB. [lpeaMeTom qocaifskeHHs € METOIM Ta TEXHOJIOTI] 00poOKH, 30epiranHsl, aHali3y Ta 3aXHUCTy AaHuX. Pe3yabraTu.
VY pesyabraTi MpPOBEAEHOTO JOCIIKEHHS Oyno c(hOpPMOBAHO MHiNICHE YSBICHHS PO CydacHi METOAM OOpOOKH HaHHX Y
KOPIIOPaTUBHOMY cepenoBHIii. [IpoaHasi3oBaHo apXiTEeKTypHiI MOJeNi iHpOpMaLiiiHUX CHCTEM MiANPHEMCTB, BUSBICHO KIIIOUOBI
€Tamy MiArOTOBKH JJAaHUX, 0XapaKTepPHU30BaHO MiIX0IH 0 iXHbOT 0OPOOKH — BiJ] KIIACHYHHX JI0 iHTeJIeKTyallbHUX. Po3risi MeTo1iB
00pOOKM JaHUX BHSBHB IIMPOKHH CHEKTpP MiAXOMIB: BiJ KnacuuHuXx SQL-3amuTiB i GaraToBHMipHOTO aHamizy A0 0OpoOKu B
peansHOMY Yaci Ta 3aCTOCYBaHHS MAIlIMHHOTO HaBUaHH:. BHOip KOHKPETHOTO MMiIX0/ly BU3HAYAETHCS 00CSATOM JaHUX, IIBUAKICTIO
X HaJIXOJDKEHHS, KPUTHYHICTIO JI0 3aTPUMOK, a TAKOK METOI0 00pOOKH.

KnwuoBi ciioBa: xopriopatuBHa Mepexa, 00po0Ka IaHuX, apXiTeKTypa, TpaH3akiis kidepOesneka, Big Data.
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HarionansHuit aepokocMidHUi yHIBEpCUTET «XapKiBCHKUN aBlaIlifHUM IHCTUTYT», XapKiB

IHTEJIEKTYAJIbHI BEBCUCTEMM JIJISI ABTOMATU3ALII
OBPOBKH TA MOHITOPUHI'Y IHOOPMAIIMHUX ITOTOKIB

AHoTanisi. AKTyaJbHiCTb. Y Cy4acHUX YMOBax pi3KOTro 3pOCTaHHs 00CSTiB IU(PPOBUX MTaHUX Ta YCKIaJHEHHS Mepexe-
Bol iH(ppaCTPyKTYpH 3pocTae motpeda B iHTEICKTYIbHUX PILICHHSX Tl 0OPOOKH Ta MOHITOPHHTY iH(pOpMALifHUX MOTOKIB.
Tpaauwiiiai 3aco0H CTar0Th HEAOCTATHRO €PEKTUBHUMU ATl 3a0€3MeUeHHS IBUAKOTO pearyBaHHs Ha 1HIIUICHTH Ta BUTAT-
HEHH# 3Hauymoi iHpopMaLii 3 HECTPYKTYpoBaHUX JuKeped. O0’€KT J0CaiIKeHHs: 1HTEIeKTyalbHi BeOCUCTEMH IS aBTO-
Matu3anii 0OpoOKH TEKCTOBHX JaHUX 1| MOHITOPHHTY CepBepHOI iHppacTpykTypH. MeTa cTaTTi: aHaji3 CyJacHUX ITiXOIiB
710 OOy TOBY IHTENEKTYyIbHUX BEOCHCTEM, IO MOETHYIOTh TEXHOJIOTIi PO3Ii3HABaHHS TEKCTY Ta aBTOMaTHYHOT'O MOHITO-
pUHTY iHGPACTPYKTYpH, a TaKOXK po3poOKa KOHIENTyaabHOI Mozeli ix iHterpamii. PesyabpTaTu mociaimxenns. Y crarti
MIPE/ICTABICHO TEOPETUYHI OCHOBH IHTEJIEKTYAJILHUX BEOCHCTEM, NTPOAHATI30BaHO CydacHI METOJH PO3IMi3HABAHHS TEKCTY
Ha OCHOBI INTMOWHHOTO HABYaHHS, @ TAKOXK 3aCO0M MOHITOPHHTY iH(PPACTPYyKTypH, 30KpeMa CUCTeMH 300py METpPHK, JIOTIB 1
BUSIBJIICHHS aHOMaJiid. 3amponoOHOBaHO KOHIENITYAIbHY MOJENb 1HTeTpalii TaKNX KOMIIOHEHTIB y €IUHYy BeOcucremy. Bu-
CHOBKHM. [HTenekTyanpHi BeOCHCTEMH JeMOHCTPYIOTh BUCOKHI MOTEHIIAT I aBTOMATH3aIli] KIIFOYOBHX MPOLIECIB aHAIIZY
JaHuX Ta KOHTpoyo IT-indpacTpykrypu. Ix BIpoBamKeHHs crpuse MiABUIEHHIO eeKTHBHOCTI, IIBUIKOCTI pearyBaHHs Ta
3HIDKCHHIO PU3HKIB, IIOB’3aHUX 3 00p0oOKOI0 BenMKkHX obcsriB indopmanii. Cepa BUKOPHCTAHHSI OTPUMAHHUX Pe3yJib-
TaTiB: Be03aCTOCYHKH /U OOPOOKH TOKYMEHTIB, INIAT(OPMU MOHITOPHHTY CEpPBEPIB 1 XMapHUX CEPBICIB, CHCTEMH IiATPH-
MKH OPUHHATTS pinieHs y 6i3Heci Ta kibepOesmeri.

Kaw4oBi cioBa: iHTenekTyanbHi BeOCHCTEMH, aBTOMATH3allisA, ONTHYHE po3nisHaBaHHA cuMBouIiB (OCR), MoHITOpHHT

iHdpacTpyKkTypH, MallMHHE HaBYaHHs, 00poOKa npupoaHoi Mosu (NLP), SIEM, Semantic Web.

Beryn

VY cydacHOMy mm(poBOMYy cepenoBHINi iH(opMa-
Lif{HI TOTOKM Ta 0OCITH JaHUX MOCTIHHO 301TBITYIOThCS,
0 CTBOPIOE HEOOXITHICTh aBTOMAaTH30BaHOI 0OPOOKH
JUISL OTICPATHBHOTO OTPUMAaHHS 3HaHb Ta NPUHHATTA ede-
KTUBHHX pillleHb. [HTeNeKTyanbHi BeOCUCTEMH TIOETHY-
I0Th TPaJUILiiHy BeOApXiTEKTYpy 3 MEpPEIOBUMH METO-
ngamu mtydHoro iHtenekty (ILI) ta mammHHOrO HaB-
yanus (MH), 1110 103BOsIsI€ 3M1HCHIOBATH O1JIbII THY YKHI
aHali3 JaHuX 1 3a0e3neuyBaTH aJlaTUBHY B3aEMOZIIO 3
KOpHUCTyBayaMH. 3aB/SIKU [IUM TEXHOJIOTISIM SIK IIPUBATHI
0co0M, Tak 1 opraizailii MOXyTh IIBHIIC 3HAXOIUTH
HEeoOXiqHY iH(pOpPMAIIiI0, ONTHMIi3yBaTH CBOI MPOIIECH Ta
puiiMaTH PalioOHaIbHI PIlICHHS.

Konmernmist Web Intelligence mepenbadae Tpancdo-
pmarito [HTepHETY Y “Mepexy myapocti” (The Wisdom
Web), e po3yMHi alTOPUTMH aHANIZYIOTh IOTOKU TaHUX
3 pi3HMX JpKepes, BKIIYaun corianbai mepexi [1]. Lle
BIJIKDHBA€ MOXKJIMBICTh CTBOPEHHSI CAMOHABYAIILHHUX CHC-
TeM, 3IaTHUX TeHEePYBaTH MEPCOHAI30BaHI peKOMEH Al
Ta MPOTHO3YBATH T0JIi HA OCHOBI aHAJII3y BETMKUX MacCH-
BiB iH(popmarii, ae Takox MOTpeOye BiANOBIAHOI cHC-
TeMH, 10 3a0€3MeYNTh MBHUIKY, SKICHY 1 CTiiKy poOoTy
TaKHX MpoLeciB. 3HAYHUNA PO3BUTOK OTPUMAaIIH TEXHOJIOTIT
aBTOMAaTH3aIlii 0OPOOKU TEKCTOBOI iH(pOPMAILii, 30KpeMa
onTH4He po3mizHaBaHHs cuMBOJIiB (OCR) i 06pobka npu-
poaroi moBu (NLP). L{i MeToiu 1ar0Th 3MOTy IIEpETBOPIO-
BaTH HECTPYKTYPOBaHI TEKCTH y (pOopMart, JOCTYIHUH 1S
MammHHOro aHaii3y. [Tomutr Ha OCR HOBOTO HOKOIMIHHS,
110 BUKOPHCTOBY€ TEXHOJIOT1i HEHPOHHIX MEPEX, IEMOH-
CTPY€E CTPIMKE 3pOCTaHHSA, i OYIKYETHCS, 10 HOTO PO3BH-
TOK TIPOJIOBKHUTHCS IPOTATOM HACTYITHHX JCCATHIITE [2].
OpnouacHo, nporpec y chepi NLP cipusiB mosiBi reHepa-
TuBHOro III, mio OXOIUIIOE 3[aTHICTh BEIHMKHX MOBHHX
moaeneit (LLM) BecTu mianor Ta Mojenel re-Hepartii 30-
OpakeHb — iHTEepIpeTyBaTH 3amuti Kopuctysadis [3]. Le

CBIJTUUTH NP0 AKTYAJIBHICTh IIMX TEXHOJOTIH y IJ100ab-
HOMY iH(OpMaIiHHOMY IIPOCTODI.

BaxiuBUM acrieKToM € MOHITOPUHT CEepBEpHOI iH-
(bpacTpyKkTypH, IKHii 3a0e3meuye CTabiIbHICTh pOOOTH Be-
0J10/1aTKiB 3aB/ISIKH OTIEPATHBHOMY BHSBJICHHIO Bi/]MOB Ta
aHomanii. HaniitHuit MOHITOPHHT KPUTHYHO BaXKITUBHI,
OCKIJIBKH 3aTPUMKH y pOOOTI T0JaTKiB 00 3HIKEHHS SIKO-
CcTi 00CIIyrOBYBaHHS MOJKYTh IIPH3BECTH JI0 BIITOKY KOpH-
CTyBauiB, (DiHAHCOBHX BTPAT Ta TOTIPIICHHS PEIyTarlii
kommaniit [4]. Takum yuHOM, iHTErpallis MepeoBUX Me-
TOJIiB TEKCTOBOI aHAIIITUKH, IIPOTHO3YBaHHSI MO/iH Ta MO-
HITOPUHTY 1HQPACTPYKTYPU CTBOPIOE KOMILUIEKCHUH MiJI-
XiJ] 710 yrpaBJiHHS iHPOPMALITHUMHU OTOKaMH.

MeTo10 1aHOI CTATTI € cCUCTEMAaTH3aLlisl Cy4acHHUX
METOJIIB Ta MiIXOMAIB y cdepi iHTeJIeKTyalbHUX BeOCcuc-
TEeM, aHaJli3 aJrOPUTMIB PO3ITi3HABAHHS TEKCTY Ta MOHI-
TOPUHTY CEPBEpiB, & TAKOXK NPEACTABICHHS KOHIICITYa-
JTBHOT MoJIeNi iX iHTerpamii. Y IOCTiIKEeHHI po3Tisiaa-
IOTBCSl KIIFOYOBI aCIIeKTH, BKIHOYAIOUM TEOPETHUYHI Oc-
HOBH IHTEJCKTYAIIbHUX BEOTEXHOIOTIH, OIS METOMIB
aBTOMAaTH30BaHOI1 00poOkH iHdopMmaii, aHasi3 npodiaeM
Ta 00MEXEHB, 1110 MOCTAIOTh Nepe]l IMMH TEXHOJIOTiIMH,
(hopMyBaHHsI BUCHOBKIB Ta BU3HAYCHHSI [IEPCIIEKTUB I10-
JABIINX HAYKOBHUX PO3POOOK.

TeopeTu4Hi 0CHOBH
IHTeJIeKTyaIbHUX BedcucTeM

[HTenexryanpHa BeOcucTemMa — e Cy4acHui BeO0-
JaToK abo KOMIUIEKC CepBiCiB, KU IHTErpye mepeoBi
Metou mTy4yHoro inTenekty (1), Bkirouatoun excrre-
PTHI CHCTEMH, HEUPOHHI MEpexi, MalTHHHE HABYaHHS Ta
OHTOJIOT1, I aBTOMaTHYHOT 00pOOKH, aHATi3y Ta iHTe-
pruperanii Benukux obOcsriB panux [5]. Taki cucremu
CTBOPIOIOTH YMOBH JUIsl IIBUJIKOT T2 €pEKTHBHOI B3aEMO-
Iii KopucTyBadiB 3 iH(OPMAILi€l0, T03BOJISIIOYN OTPUMY-
BaTH pEJICBaHTHI Pe3yJIbTaTH Ta MiATPUMYBATH IPHH-
HSTTS OOIPYHTOBAHUX PIlLICHB.

© 3aika B. B, Yyes O. B., Mopo3osa O. 1., Hikitina T. C., 2025 87



Control, Navigation and Communication Systems. 2025. No. 3

ISSN 2073-7394

OCHOBHMMH KOMIIOHEHTaMH iHTEJIEKTyaIbHOI BeO-
CHCTEMH € MOJyJIi 300py Ta (inbTparii gaHux, sKi 3a0e3-
MeYyloTh HaKONW4eHHS iH(pOpMamlii 3 pi3HUX JUKepel,
BKJIIOYAIO4M 0a3u 3HaHb, CEHCOPHI IPUCTPOI, COLaNbHi
Mepexi Ta BeOpecypceu [6]. Kpim Toro, ananmituuHi airo-
PHTMH, [0 BKIFOYAFOTh METOIH MPOTHO3YBAaHHS, CETMEH-
Tamii Ta po3Mi3HABaHHA IMAOIOHIB, JO3BOJIIOTH 3/iHCHIO-
BaTH TOTMOJICHWI aHaJi3 OTPHMAaHMX IaHWX. BakimmBy
pOIB BimirparoTh iHTEpQeHcH B3aeMOil 3 KOPUCTyBadeM,
sIKi 3a0€311e9y0Th 3pYYHHII TOCTYTI 10 00po0ieHoi iHpop-
Marlii, aJalTHBHUIA KOHTEHT Ta IIePCOHATI30BaHi PeKOMEH-
narii. KimrouoBuMu 0coONMMBOCTAMH 1HTEICKTYalIbHUX BEO-
CHCTEM € 37IaTHICTb /IO HABYaHHsI HA OCHOBI OTPHMAaHHMX J1a-
HHX, 1110 JI03BOJISIE YJJOCKOHAJIOBATH aJITOPUTMH 00pOOKH
Ta MIBHUIIYBAaTH TOYHICTH MPOTHO3iB [6]. BaxumBoro xa-
PaKTEePUCTHUKOIO0 TAaKOX € caMoaJanTallis — MOXJIMBICTh
3MIHIOBaTH MOJIEJi aHali3y BiJMOBIJHO 10 3MIHHM YMOB
a0o HOBHMX BHKIHKiB. KpiM TOTO, Taki cHCTeMH 3/1aTHI
MPAIIOBATH 3 HEONHOPITHUMH JDKepenamu iHdopmarii,
BKIJIIOYAIOYHU CTPYKTYPOBaHi Ta HECTPYKTYPOBaHi JaHi, 10
3a0e3Iedye IXHIO YHiBepPCANBHICTh 1 THYUKICTb.

3 mormsamy apXiTeKTypH, iHTeJIeKTyallbHI BeOcHc-
TEMH 3a3BHYAl peai3yloThCs 3a NPUHILIUIIOM PO3II0/iie-
HUX ab0 XMapHHUX CEpPBiCiB, 0 3a0e3neuye IXHI0 Macil-
TabOBAaHICTb, THYUKICTh Ta HaJilHicTh. Haliuacriie Bu-
KOPHUCTOBYEThCS MIKpOCEpPBICHA a00 CepBiC-Opi€HTOBaHA
apxitektypa (SOA), sika 103BOJIsI€ €PEKTUBHY B3aEMO-
JiF0 MK KOMIIOHEGHTaMH 3a JIONOMOTOK) CTaHJapTHUX
npotokoniB REST/HTTP. [{ns 36epiranas Benukux o0-
CATIB JAaHUX BHKOPHUCTOBYIOTHCS Pi3HI THIH 0a3:

o SQL-6a3m — amst cTpyKTypOBaHUX JaHUX;

o No0SQL-6a3m — ans THyYKOTO YIIPaBIiHHS He-
PEIALIHIMY Ta BETMKUMH MacHBaMU JaHUX;

e rpacdoBi 6a3u maHUX — IS POOOTH 3 OHTOIIOTI-
SIMU Ta 3HAHHSMH.

O0OpoOKa MOTOKOBUX TaHHUX 3IIHCHIOETHCS 38 JIOT0-
MOror Takux TexHojorii, sk Kafka, Flink, Spark
Streaming, a a1 aHanizy HeCTPYKTypoBaHoi iHdopmarii
3aCcTOCOBYIOThCS TuiaThopmu Big Data, BrIrO4a04u
Hadoop Ta Elasticsearch. IndopmaniiiHuii OTiK y TaKuX
CHCTEMax MOJKe BKJIIOYATH TEKCTOBY iH(OpMaIito, TaKy
SIK TOKYMEHTH, HOBUHH a00 aHAJITHYHI 3BiTH, Ta Tele-
METPHUYHI J]aHi, IK METPUKH CEPBEPHOI iIHPPACTPYKTYPH
YH JIOTH POOOTH JOAATKIB.

[TpUHLIMIIOBO Ba)KJIMBUM € ITOJLT MOTOKIB JaHUX Ha
CEeMaHTHYHUH PiBeHb (aHAJi3 3MICTy) Ta TEXHIYHHH pi-
BeHb (MOHITOPUHT cepBepHOi iHpacTpykTypH). CemaH-
THYHA CKJIaZioBa MoTpedye 3actocyBaHHS MeTofiB NLP,
TakuX SK MopdoyoriyHUH aHami3, TEMaTHYHE MOJEINIO-
BaHHA Ta PO3Mi3HaBaHHA cyTHOCTeH. TexHoorii Semantic
Web, taki sk RDF, OWL Ta SPARQL, Ta rpadu 3HaHb
(knowledge graph) nonomararots popmaisyBaT 3HaHHS,
10 JI03BOJIE CHCTEMI HE JIMIIE aHaJli3yBaTH JaHi, a i re-
HepyBaTH peKOMEHJalil ab0 aBTOMaTH30BaHI BUCHOBKH.
OnHi€ro 3 KIIFOYOBHX IepeBar iHTEJIEKTyalbHUX BeOCHC-
TeM € TXHS aJanTHBHICTD Ta 3[aTHICTh JI0 CAMOHABYAHHSI.
Lle mocsiraeTbest 3aBASKNM BUKOPUCTAHHIO CYYaCHUX MOJIe-
Jiell MaIIMHHOTO HAaBYaHHSI, 30KpeMa:

® HEHPOHHUX MEpEeX — JUIsl PO3Ii3HABAHHS CKJla-
JTHUX 3aKOHOMipHOCTEH;

e METOIB aHCAMOJIIB — IS IMIABHUIEHHS TOYHO-
CTi TIPOTHO31B;

® METOoJly OIOPHHX BeKTOPiB (SVM) — st knacu-
(ikarii Ta MOJICITIOBaHHS JAHHX.

CucTeMH IHTENEKTYalbHOTO MOHITOPHHTY iH(pa-
CTPYKTYPH HacTO 3aCTOCOBYIOTh AQHAJITHUKY ITOTOKOBUX
METPHK, 110 J03BOJISE 3a3/1aJIeTi/Ib BUSBIISITH aHOMAJTI] Ta
MIPOTHO3YBATH HaBaHTAXKEHHS Ha cepBepH [7]. Bukopuc-
TaHHA “MIKpOCEpPBICHOI MOJEIi TapaHTy€e BUCOKY THYY-
KiCTh: KOKEH OKpeMuii cepsic, Hanpukiag, OCR-anaii-
3aTop, cucreMa 30epiraHHs MeTpUK abo MOIyJIb CEMaH-
THYHOTO aHaJi3y, MOKE PO3BUBATHUCS HE3ATIEKHO.

[lizcymoBytoun, iHTENEKTyaIbHI BeOCHCTEMH TOEI-
HYIOTh KJIACHYHI NPUHIUITH BeOPO3poOKH (KITiEHT-cepBe-
pHa apxitektypa, AP, mporokonn) 3 cy4acHUMH MeTO-
namu 00poOku nanux Ta anroputMamu 1. Lle ctBoproe
yHiBepcallbHy IUIaTopMy, 3[aTHY aHali3yBaTH BEIHKI
MacuBH HEOJHOpiAHOI iHdopMmalii B peassHOMY waci,
e(eKTHBHO MPOrHO3yBaTH 3MiHH B LU(PPOBOMY cepeno-
BUIIi Ta aBTOMaTHYHO aJANTYBATUCS 10 HOBHX YMOB.

Orasia cyyacHux miaxoais
70 PO3Mi3HABAHHS TEKCTY

Po3mizHaBaHHSA TEKCTY OXOILTIOE SIK 00pOOKY TOKY-
MEHTIB (CKaHOBAaHUX 300pa)XeHb 3 IPyKOBAHUM UM PyKO-
IIICHUM TEKCTOM), TaK 1 BUABJICHHS TEKCTOBUX (hparme-
HTIiB Ha 300pakeHHSX (HaNpHKIa, ByIM4Hi 3HaKH). Tpa-
nuiiai Meto i OCR crniuparThes Ha MOTEPeHI0 00po-
0Ky 300pakeHb (OiHapU3allis, IyMO3arityLeHHs, BUYJIe-
HEHHSI KOHTYPIB CHMBOJIIB), ICJIS YOTO 3aCTOCOBYIOTh
mabJoHHE YM KOHTYpHE pO3Mi3HaBaHHs. Panimie mu-
POKO BUKOPHCTOBYBQJIMCS E€BPUCTHUYHI QITOPUTMHU Ta
CTaTHCTHYHI MOJENI, HAIPHKJIal METOAN HA OCHOBI NPH-
XOBaHUX MapKoBChkuX Mmoxeineir (HMM) mns mozpeto-
BaHHS TOCTIIOBHOCTEH cUMBOJIB [8]. OmHaK Taki mija-
XOJM 9acTo MoTpeOyBall Py4YHOI ajanTarii i Crenu-
(bivyHI TPUPTH 9 CTPYKTYPH TOKYMEHTIB.

Cepiio3HUi1 MPOPUB y pO3ITi3HABAHHI TEKCTY IPHHE-
CJIM METOJIM TJIMOOKOrO HaBYaHHs. 3rOPTKOBI HEHpPOHHI
mepexi (CNN) edexTuBHI y BUTSATaHHI O3HaK i3 300pa-
JKEHb TEKCTY, a pekypeHTHi Mepexi (RNN, LSTM) Bpaxo-
BYIOTH MOCIIJIOBHHI XapaKTep CUMBOJIB. 3rOPTKOBO-pe-
KypeHTtHi Mozeni, Tak 38ani CRNN, KoMOiHyIOTb I1i mmij-
xomn st mooynoBu end-to-end cucTeMu po3mizHABaHHS
[9]. Bapro 3ayBaxwTH, IO CydacHi CHCTEMH pO3Ii3Ha-
BaHHS 3a3BHYail JIOMOBHIOIOTH MOBHHMH MOJETAMH UM
CJIOBHMKAMH JJIsl KOPEKIIii TOMUJIOK 1 T IBUIIIEHHS TOYHO-
cri. TakoXX aKTHBHO PO3BMBAETHCS ONTHYHE PO3Ii3HA-
BaHHs pykorucHoro tekcery (HTR). Mixknapoani moci-
JOKEHHS BKa3yIOTh, IO OCHOBHOIO ckiaaHicTio HTR € Be-
JIFKa BapiabeIbHICTh MOYepKy (pi3Hi CTWI, po3Mip OYKB,
moxun Tomo). Came Tomy cydacHi HTR-cuctemu 0a3y-
foteest Ha oegqHaHHI CNN ta RNN, "acTo 3 monepenHim
HABYaHHSM Ha BEJIMKUX KOPITycaX PYKOIHKCIB, a MOTIM J10-
HaBYAHHAM U1 KOHKPETHUX MOB 200 HaOOpiB CHMBOJIIB.

VY 20232024 pokax 3’SBHJINCH CHCTEMH Ha OCHOBI
apxitektypu Transformer, siki 3MiHWIM MiIXOM 10 PO3IIi-
3HaBaHHA TekcTy. Hanpuxnan, mogens TrOCR Bukopucto-
BYy€ TpaHCPOPMEPHI MEpexi sIK U1 00pOOKH 300pakeHHS
JOKYMEHTa, TaK 1 JuIsl reHepauii TeKCTy, AEMOHCTPYIOUH
BUIIy TOYHICTb MOpPiBHsIHO 3 morniepenHiMu CNN-RNN -
JXonaMH. Bim3HavaeThes, o “iCHYr0Ui TiIX0T1 7SI pO3ITi-
3HaBaHHS 3a3BH4aii 6a3yroTbes Ha CNN 11t po3yMiHHS 30-
Opaxxerb 1 RNN mnst reneparii TekcTy”, TOHi SIK HOBI
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pIIICHHS 3 TPEHOBAaHUMHU TPaHC(HOPMEPHUMH MOJIEIISIMH
NepEeBEPILYIOTh MONEPEAHI PE3yIbTaTH SIK IS IpyKOBa-
HOTO, TaK i Iy pykonucHoro tekcty [10]. BapTo Bim3Ha-
YUTH, IO 32 TaKi SKICHI pe3yibTaTn poOOTH AOBOIUTHCS
PO3IUIAYYBATUCS BHCOKOK OOYHCITIOBAIBHOIO CKIIATHICTIO
Ta OTpeOOoI0 y Bemikux Mozensix tTa GPU.

Ille onHi€rO KIOYOBOK BiXOIO CTalla IOsSBa MOBHOI
mozeni BERT (Bidirectional Encoder Representations
from Transformers), 3ampOIOHOBAHOI JOCIHiTHAKAMH
Google [11]. Xoua BERT mepmoueproBo npu3HadeHa
Ut 00poOKH TeKcTy, ii mpuHIMIH TpaHchopMepHOi ap-
XITEKTYpHU JISTJIM B OCHOBY OLBLIOCTI Cy4acHHX MOJie-
nei, 3okpema i B OCR-cucremax. BERT no3Bosisie Bpa-
XOBYBAaTH KOHTEKCT CJIOBa 3 000X OOKIB pedeHHs (J1iBO-
pyd 1 mpaBopyH), 1o 3abe3neuye 3HAYHO TINOIIE Po3y-
MiHHS CEMaHTHKH IOPIBHSHO 3 MONEPEIHIMH IMiJIXO-
JaMu. Y CyMDKHHX 3a/1a4ax, SIK-OT JOOIIPalfOBaHHs Po3-
II3HAHOTO TEKCTY, Kiacu(ikamis JOKYMEHTIB a00 BHTSAT
inpopwmanii, interpanis BERT-moneneit mokasye 3HauHe
MTOKpAIIeHHS SKOCTi pe3ynbTatiB. Kpim Toro, ixei, 3axia-
nerni B BERT, BUKOpHUCTOBYIOTECS B MYJIBTHMOIATEHUX
PpIIICHHSX, SKi 00'€ THYIOTH 300payKeHHS 1 TEKCT JIISI KOM-
IUIeKCHOT iHTepnperalii qaHux. TakuM 4MHOM, Cyd4acHi
miaxomu 10 OCR MoxHa 3rpynyBaTH Tak:

e kyjacuuHi anroputMmu ((inbTpamis, cermeHra-
wisi, wabaoHHe posnizHaBanHst, HMM) st 4iTko cTpyk-
TypOBaHHX JOKYMEHTIB,;

e MeToau HEWPOHHUX Mepex (CNN,
RNN/LSTM, CRNN) 3 nomnepeaapoi0 00poOdkoro 300pa-
YKCHB JJIS PI3HOSKICHUX TOKYMEHTIB i (opM;

e TpaHchopMepH i BENHKI MOBHI Mozeni (Hamp.,
TrOCR, BERT) mji1 aBTOMaTHYHOTO BHJIUJICHHS O3HAK 1
MIPOTHO3YBAHHS CHMBOJIIB Ha PiBHI ci10Ba a0 psmKa;

e KoMepIIiiiHi Ta open-Source cucremu (Tesseract
3 LSTM-monyisimu, ABBY'Y FineReader, Google Cloud
Vision, Microsoft Cognitive Services), siki peanizytoTb
Oararto 3 mepepaxoBaHHUX MeTOAiB y roroBux API Ta iH-
CTpYMEHTaX.

Cepen MoBHUX 1 0i0i0TeuHNX TUIAT(OPM LIS PO3-
Mi3HABAHHS TEKCTY BapTO 3a3HAYMTH BIAKPUTE Mporpa-
mHe 3abesneuenHs (Tesseract OCR, Kraken) i xmapHi
cepsicu (Google Vision API, Azure OCR). Bararto 3 HUX
BUKOPHCTOBYIOTh HABYAHHS HA BEJIMKUX CHHTETUYHHX Ta
peanpHUX Habopax IaHUX, IO JO3BOJISIE IiJIBUIYBATH
SKiCTh po3Mi3HaBaHHA. He3Bakaroum Ha mporpec, 3aiu-
IIAfOTBCS BaXIMBI 3aBJAHHA: ITOKPAIICHHS TOYHOCTI
pO3ITi3HaBaHHS PYKOIHUCY, 0araTOMOBHOI MiATPUMKH Ta
00poOKM CKJIaJHUX MaKeTiB JOKYMEHTiB. JlocmigHuku
TAKOX MPAIOIOTh HaJ/l PO3LIMPEHHIM CUCTEM s Oe3rie-
PEpBHUX MOTOKIB TEKCTy (HANPHUKIAZ, PO3IMi3HaBaHHSI
TEKCTY y BiJIeO UM )KUBUX TPAHCIIALIAX).

Orasn cy4acHUX MiAXOAIB 10 MOHITOPHHTY
cepBepHOI iIHppacTpyKTYpH

MOHITOPHHT cepBepHOi iHPPACTPYKTypH € KPUTH-
YHO BaXXJIMBHM €JIEMEHTOM 3a0e3reueHHs Oe3leKu, cra-
6inpHOCTI Ta €PEeKTUBHOCTI KPUTUYHHUX CHUCTEM, TAKUX
SK JaTa-leHTpPH, TeJIeKOMYHIKaliiHI Mepexi Ta XMapHi
riatdopmu. CydacHi MiAX0AN 10 MOHITOPUHTY TTOEHY-
I0Th TPAAWLIMHI METOAN aHAJi3y AAaHMX i3 NEepeOBUMHU
TexHoyorismMu 1mrty4yHoro inrenekry (ILII) Ta oOpoOxu
BEIMKUX JaHHUX, LOI0 J03BOJIIE CBOEYACHO BUSBIISTH

IHIMACHTH, IPOTHO3YBATH ITOTEHIIMHI 3arpo3u Ta ONTH-
MizyBatH poboty cucreM. Lleit po3ain aHasi3ye KIF0UOBi
METO/Y, IHCTPYMEHTH Ta BUKJIMKH, IIOB’5I3aHi 3 MOHITO-
PUHTOM CepBEepHOI iH(PPACTPYKTYpH, 3 aKIEHTOM Ha
IXHIO POJIb Y CTBOPEHHI iHTEJIEKTyalbHUX BEOCHCTEM.
AHati3 CepBEepPHUX JIOTIB € OCHOBOIO MOHITOPHHTY
KPUTHYHHX CHCTEM, OCKIJIBKH JIOTH MICTSTh JeTaJIbHY iH-
¢dopmamiro mpo momii, Taki SAK CHCTEMHI ITOMIJIKH,
crpoOn HECAaHKI[IOHOBAHOTO JOCTYITy a00 MiKOBi HaBaH-
taxkeHHs . Cy4acHI METOIM aHANi3y JOTiB MO)KHA MOIi-
JIMTH Ha TPH OCHOBHI Kateropii. [To-meprme, rule-based
CHCTEMH BHKOPHCTOBYIOTH 3a3Jalierijib BU3HAUYEHI Ipa-
BWIa A imeHTH(IiKAMii BIZOMUX NIA0JOHIB, TAKHX SK
MOBTOPIOBaHI IIOMMJIKM Y1 CUTHATYpH Kibepatak. Lli cu-
CTEMH IPOCTi y BIIPOBAPKEHHI, MBHIKI AT 0OpoOKu
CTaH/apTHHX CIEHAPIiB 1 IIMPOKO 3aCTOCOBYIOTHCS B iH-
CTPYMEHTaX, TakuX sik Zabbix. [Ipore ixHst eheKTHBHICTH
oOMe)xeHa TIpH 3IiTKHEHHI 3 HOBHMH a00 HECTaHIapT-
HUMH 3arpo3aMH, OCKUIBKM BOHM HE 3/IaTHI aJanTyBa-
THUCSI 10 3MiHHUX YMOB 0€3 OHOBJIEHHS mpaBwi. Monemi
MamuHHOTO HaBuaHHSA (ML), Taki sk Random Forest,
Support Vector Machines (SVM) abo pekypeHTHi Heii-
ponni mepexi (LSTM), nmponoHyloTh OibII THYYKHIH
miaxia. Ili Moaeni HaBYArOThCS HA ICTOPUYHHMX JTAHHX,
1[0 I03BOJIA€ M BHSBIIATH aHOMAi, sIKi HE BifIOBija-
I0Th HOPMAaJIBHIH MOBEIHIII CUCTEMH, 200 MPOTHO3yBaTH
MaiiOyTHi iHumaeHtu. Hampuxnan, LSTM edexTuBHO
aHaJi3ye 4acoBi PsiAM JIOTIB, IO JONOMAra€ BHSBISTH
TIOCTITOBHOCTI TOAiH, XapaKTepHi U aTak THITY "po3-
nojinenuii BigmMosa B obcinyrosyBansi”" (DDoS) [12-13].
Opmrak ML-Momeni moTpeOyrOTh 3HAYHAX OOYHC-
JIOBAJBHUX PECYPCIB 1 IKICHUX JaHWX JUIsl HABUAHHS, 1110
MOJKE YCKJIaJHHUTH iXHE BIIPOBA/PKCHHS B CHUCTEMaX i3
oOMexeHUMH pecypcaMu. MeToan BUSBICHHS aHOMAIH
30cepepKeHi Ha iieHTrdiKkauii BigXuieHb BiJ] HOpMallb-
HOT MOBEJIHKM cucTeMu. Harpukiaj, aliroputMu Kiac-
Tepu3allii MOXyTh IpyIlyBaTH HOPMaJIbHI MOJIi Ta BHUII-
JSITH aHOMallbHi, TakKi SIK HE3BUYHO BHMCOKE HaBaHTa-
JKeHHsI Ha cepBep. [HcTpymeHTH, Taki sk Splunk i ELK
Stack (Elasticsearch, Logstash, Kibana), 3a0e3neuytotsb
KOMILUTEKCHY 00pOOKY JIOTiB, BKIIFOYAIOYH X arperarito,
Bi3yali3amilo Ta aHaii3 y pearbHOMY 4aci. OCHOBHUMH
BHKITUKAMH JIJISI ITUX METOJIB € 00poOKa BeIHKHX 00Cs-
TiB IaHWX, [0 TEHEPYIOThCSI CyJaCHUMH CHCTEMaMHu, Ta
3MEHIIICHHS KUTBKOCTI XHOHUX CIIPaIlbOBYBaHb, SIKi MO-
JKYTb BiIBOJIIKATH ONEPATOPIB BiJl peabHUX 3arpo3.
CuctemMn ympaBIiHHS TOMISIMH Ta iH(pOpMAIi€0
6e3nexu (SIEM) BimirparoTs KIFOUOBY POJIb Y CYJacHUX
cTpaTerisx Kibepbe3mnekn, 3a06e3medyodn eHTpali30Ba-
HUH miaxin 1o 300py, aHalizy Ta pearyBaHHS Ha iHITUIe-
HTH Oe3nexu B MacmTadi Beiel [T-indpacTpykrypu. Taki
pimenns, sk IBM QRadar, Micro Focus ArcSight Ta
Splunk Enterprise Security, 103BOJIsIFOTh OpraHi3aiism B
PEXUMI peabHOTO Yacy OTPUMYBATH MOJII 3 ITUPOKOTO
CIIEKTpa JKeped - BiJ] cepBepiB i poOOUMX CTaHIIIH 10 Me-
PEKEBUX NPUCTPOIB, CHCTEM KEPYBaHHS i IPHUKJIIATHOTO
nporpamMHoro 3abesnedeHHs. OCHOBHa ()yHKIIOHAIb-
HicTs SIEM 30cepemkerHa HaBKOJIO TPHOX KOMIIOHEHTIB:
LIEHTpaJIi30BaHOI arperarii JOTiB, KOpesii o i3 Me-
TOIO BUSIBJICHHS CKJIQJIHUX INAOJIOHIB aTaK i CTBOPEHHS
YMOB JUIsl OIIEpaTUBHOTO pearyBanHs. Hanpuknan, y cu-
Tyarii 3 TOTEHI[IHHOI0 aTakolo HyiboBoro nmHs SIEM
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MOXE NOEIHATH HU3KY NOAIM, TakMX SK HEYCHiLIHI
crpoOu aBTeHTU(]IKAIIT, aHOMaJIBHUN 00 €M BHUXIIHOTO
Tpagiky 3 MEBHOI'O CETMEHTa Mepexki abo 3alycK HEeTH-
MTOBHX MPOILIECIB, 1 HA OCHOBI IOTO c(hOpPMyBaTU TPUTEP
CroBilIeHHS U1sl aHamiTuKiB Oe3neku [14]. Cam mexa-
Hi3M KOPEIAIil IPYHTYEThCS Ha 3a3aJIeTiIb BU3SHAYCHUX
a00 aINTHBHO CTBOPEHHX IPaBUIIAX, SKi BCTAHOBIIOIOTH
JIOTiYHI 3B’S3KM MK HOZISIMH, IO HA TEPIIUi MOTII
MOXYTb OYTH HE OB’ s3aHUMH MixX coboro. Hampukian,
SIKIIIO B JIOTaX KOHTpPOJIEpa OMEHY (iKCYEThCS MOBTO-
pIOBaHa MOMMJIKA BXOY JJIsI 0OJIIKOBOTO 3a1icy aaMiHi-
cTparopa, a Ha MDKMEPEKEBOMY E€KpaHi PEeeCTPYEThCS
30BHILIHIKA JOCTYN i3 migo3pinoi IP-axpecu no toro ca-
MOTO CETMEHTa MEPeXi, CHCTEMa MOKE aBTOMATHYHO T10-
3HAYUTH CUTYAIIO SIK IHIUKATOp KOMIPOMETaIlii.

Kpim perexryBanns, cydacHi SIEM-mnatdopmu
BKJIIOYAIOTh MOYITMBOCTI aBTOMAaTH30BaHOTO pearyBaHHs
- BiJl HAJICWJIAHHS CIIOBIICHB JI0 3aIlyCKy CKPHIITIB, SKi
MOXYTb 130JIFOBaTH By30JI YU 3a0JIOKYBaTH OOJIKOBHI 3a-
IIHC, 10 MiO3PIOEThCs B KommpoMeranii. OHak, nonpu
BUCOKY ()YHKIIIOHAJBHICTh, BIIPOBA/KCHHS Ta S()EKTHBHE
Bukopuctana SIEM-cucteM 1noB’si3aHe 3 HU3KOIO BUKITU-
KkiB. Po3poOka it onTumizarist mpaBui1 KOpessLii 4acTo BU-
Marae NIMOOKOT0 PO3yMiHHS apXITEeKTypH MiIIPHEMCTBA,
a TakoX cnenudiky Oi3HEC-MPOLECIB 1 MOKIMBHX BEKTO-
piB atak. OcoONHBO 1€ CTOCYEThCS CKIAHUX TETEPOreH-
HHUX CEpEeIOBHIL, A€ JPKepesa MoJii MaroTh Pi3HYy CTPYK-
Typy, oOcsr 1 yactoty reHepauii ganux. Kpim Toro, kia-
cuuHi SIEM-pimeHHs B OCHOBHOMY Opi€HTOBaHi Ha CTPY-
KTYpOBaHi [JaHi - JIOTH, YaCOBI PS/IN, CACTEMHI IO - 1 Ma-
I0Th OOMEKEHY 3IaTHICTH 10 00pOOKH HECTPYKTYPOBAHOT
iH(opMartii, Takoi K 3BITH PO BPa3IUBOCTI, BITBHO C(O-
PMYJIbOBaHI TOBIIOMJICHHS KOPHCTYBadiB ab0 TEXHI4HI
ommcu iHIUACHTIB. Lle cTBOproe motpedy B JOMOBHEHHI
SIEM-cepenoBuia iHCTpyMEHTaMH, LIO BHKOPHCTOBY-
10Th MeTon 00poOku nprpoaHoi MoBu (NLP), 3natHumu
BUTSITYBaTH LIHHY 1H(OPMAIIIIO 3 TEKCTIB, KiIacU(iKyBaTH
IHIIUACHTH 32 KOHTEKCTOM 1 TOTIOMaraTy B MPUHAHSTTI pi-
LIEHb Ha OCHOBI aHalli3y MOBHU. TakuM 4MHOM, IHTErparis
TpaauuiiHnx SIEM-piliess i3 cydacHUMH aHAII THIHUMHA
IHCTPYMEHTaMH JI03BOJISIE HE JIUIIE MOKPAIIUTH TOYHICT
BUSIBJICHHSI, ajie i 3pOOHMTH pearyBaHHS Ha IHIMJICHTH
OLIBII THYYKHM, iHPOPMATHBHUM 1 aIallTOBAHHUM JI0 pea-
JIBHUX 3arpo3. 3 OISy Ha 3pOCTaHHs 00CsTY Ta CKJIa HO-
CTi TaHUX, SIKi TEHEPYIOThCS CyYacHUMU iH(popManitHIMHU
cucremamu, SIEM-pimieHHS €BOJIOIIOHYIOT Y HATIPSIMKY
OinTpIIIOT aBTOMAaTH3aIli, MAacITAOOBAHOCTI Ta iHTErparii
31 CTOPOHHIMY JKepesiaMu aHamiTuKe. Lle BKirouae miar-
PUMKY XMapHHX TIaTGOpM, KOHTEHHEPU30BaHUX CEpPeIO-
BHUIII i MIKpOCEpBICHOI apXiTeKTypH, Jie JpKepena IOl
MOXYTh aKTHBHO 3 SIBJISITHCS il 3HUKATH, 1110 BUMArae Bijl
SIEM-rpaBuiB rHyYKHX MiIXOMIB 10 OOPOOKH HECTaTHY-
HUX faHuX. OJJHUM 13 HAIPSIMKIB PO3BUTKY € MO€HAHHS
SIEM i3 cucreMamMu pO3IIMPEHOIO BUSBJIICHHS Ta peary-
BaHHA (XDR), siKi T03BOJIAIOTH IIMPIIIE OXOIDTFOBATH IO~
BEpPXHIO aTaKH, BKJIFOYAIOYH KiHIIEBI TOUKH, MOIITOBI CHC-
TEeMH, MEpeXi Ta XMapHi CEepBICH B €JIMHIM aHATITHYHIN
mommHi. [le 0co6MmBo akTyambHO 7Sl OpraHizaiii, o
MIPAIIOIOTh Y MO Ti0puaHOi iHQpacTpyKkTypu abo ak-
THBHO BIPOBAKYIOTE DevOps-miaxoau, Ae TpaauilidHi
3aco0M KOHTPOITIO OE3MEKH YacTO HE BCTUTAIOTh 32 HIBH/-
KICTIO 3MiH Y CepeIOBHIII.

OOpo0OKa naHuX y pealbHOMY 4aci cTaja He IPOCTO
0axaHOI0 (DYHKI[IOHAIBHICTIO, @ 000B’I3KOBOI0 YMOBOIO
JUTst 3a0e3neYeH st CTIHKOCTI Ta HaJIHHOCTI KPUTHYHUX 1H-
(opManiiiHuX cucTeMm, e HaBiTh He3HAYHA 3aTPUMKa B pe-
aKIii Ha IHIUJICHT MOXe CIIPUYMHUTH CEPHO3HI HACTI KK
ULt 6i3Hecy abo iHpPacTpyKTypH. Y 1IbOMY KOHTEKCTi Te-
XHOJOT1{ 0OpOOKM TOTOKOBUX JaHUX, 30kpema Apache
Kafka, Apache Flink abo AWS Kinesis, HaOymu mmmpo-
KOTO TTOIIMPEHHS 3aBISIKH CBOTH 3IaTHOCTI 00pOOIIsATH Be-
ndesHi o0csary iHpopMarii B pesknMi, HAOIIDKEHOMY 10
peanpHOTO Hacy. Tak, Kafka gacTo BUKOPHCTOBYETBCS SIK
BHCOKOTIPOIYKTUBHUI OpOKEp MOBIIOMIIEHB, KU 311aTEH
3a0e3neunTH nepenady i 30epiraHHs MiJIbHOHIB MMOJiH Ha
CEKyH/y, BOJHOYAC TapaHTYIO4YM MOCIIIOBHICTh, CTild-
KIiCTh JI0 BiJ]MOB i MacIITabOBaHiCTh, HEOOXITHY IS 00-
PpOOKH TeNeMETpUYHUX JaHKUX BiJl TUCSY CEPBEPIB, NO/AT-
kiB abo loT-npuctpois. Ha noxauy, Flink, opienroBanuii
caMe Ha OOYHCIICHHS MTOBEPX MOTOKY JaHUX, TO3BOJISIE HE
pocTo (QITBTPYBATH UM OPIEHTYBATH MO, a i peai3o-
BYBAaTH CKJIaQHI aHAJITHYHI Omepamii, SK-OT BHUABICHHS
aHOMaJIii, arperarii 3a YacOBIMH BiKHaMHU abo peaiza-
IiI0 CTaHO-OpPIEHTOBAaHUX aBTOMATIB Oe3 mepepBH Ha 30e-
piraHHs JaHUX Y CXOBHUINAX. Y CEPEIOBHUINAX 3 HOCTIHHIM
iHQopMaIiiHUM HaBaHTKEHHSAM, TaKUX SIK XMapHI iH-
(bpacTpykTypu abo maTa-IieHTPH, LIE BIJKPUBAE MOXKIIH-
BICTb BUSIBJIATH 1HLIMJICHTH II[E /IO TOTO, SIK BOHU [IO3HAYa-
I0ThCSl Ha KiHIIEBMX KOpucTyBadax. [lyis npukiamy, Tene-
KOM-OIIEpaTop MOXKE B PeabHOMY Yaci BUSBIISITH MIKOBE
HaBaHTa)XCHHS B OKPEMOMY CETMEHTI MEpexi, MUTTEBO
aKTHUBYIOUH aBTOMAaTH30BaHI CKPHIITU TIEpECIpsIMyBaHHS
Tpadiky abo MacmraOyBaHHS pecypciB, IO Ja€ 3MOTY
YHUKHYTH Tiepe0oiB y HazanHi nociyr. Ilpore peanbha
LIHHICTh TAaKOi ONEPAaTHBHOI AHANITHKUA PO3KPUBAETHCS
JIMIIIE TOAI, KOJIM BOHA TIOEAHY€ETHCS 3 IIPOTHO3HUM aHaJi-
30M, SIKHiA T03BOJISIE AUBUTHUCS HE TIJILKU Ha Te, 1110 BiJ0Y-
Ba€ThCs 3apa3, a i nependavyartH, U0 MOXKE TPAIUTHUCH Y
MaiioytapoMy. Mogeni tTury ARIMA [15] a6o Prophet
[16] BukopucTOBYIOTBCS 1715t OOPOOKH YaCOBHX PSIIIB, Ta-
KHX SIK 3aBaHTaKEHICTh IPOIIECOpPa, KUIbKICTh 3aIUTIB JI0
API abo TemriepaTypHi MOKa3HHKU OOJaJHAHHS, IO JIO-
3BoJIsIE (POPMYBATH NIPOTHO3H 3 ypaxyBaHHAM CE30HHOCTI,
LUKJIYHOCTI YM panToBHX ciuiecKiB. Lle Haj3BuyaiiHO Ba-
XKIIMBO B CHCTEMax, Je IUIaHYBaHHS ITOTYXHOCTEH Mae
OyTH BUIIEpeDKAIBHAM: CKaXiMO, y OaHKIiBCHKil iH(pa-
CTPYKTYpi, ¢ 0OCSATH TpaH3aKIild CYTTEBO 3pOCTAIOTH Y
KOHKPETHI JTHI a00 TOJIIHN, MOKIIMBICTH 3a34aJIeTiIb Mac-
mTabyBaTH 00YHCITIOBANBHI PECYpPCH I03BOISE YHUKHYTH
3001B 1 BTpaTH KIi€HTIB. Il]e 0MHUM piBHEM CKIIATHOCTI €
IHTEerpamnisi CTpyKTypOBaHHX JAaHUX - IK-OT METPHK YU JIO-
TiB - i3 HECTPYKTYPOBAaHUMH JDKEPETaMH, TAKAMH SIK TEK-
CTOBI 3BiTH IIPO IHIMICHTH, €IEKTPOHHI JIUCTH abo OmH-
COBI 3aIuCcH aHANITUKIB. Hanpuknan, 3a gomoMororo ai-
roputMiB 00poOku npupoHoi MoBu (NLP) MoskHa kitacu-
(iKyBaTH THIH aTaK, BUSIBUTH ITOBTOPIOBaHI CIIEHApii Yu
(hopMyITIOBaHHS, IO BKa3YIOTh HA HASBHICTh TPEH/IIB, SKi
BapTO BPaxyBaTH B POrHO3yBaHHi [17].

[NoerHaHHS TEKCTOBHMX OMKCIB 3 MOKa3HUKAMH CHC-
TeM J03BoJIsI€ (hopMyBaTH OaraTOBUMIpHI MOEII OIIHKH
PH3HKIB, Je KO)KeH HOBUH CUTHAJT aHATI3YETHCS HE 13010~
BaHO, a B KOHTEKCTI ICTOPHYHOTO AOCBimy. BomHodac
KITFOYOBMMH TEXHIYHUMH BUKIMKAMH 3aJIAIIAIOTECS TiAT-
pPUMKa MiHIMaJIbHOT 3aTPUMKH B 00pOOIIi BETHKHIX 00CSTIB
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JaHuX, 3a0e3MeueHHs HIIICHOCTI Ta ITOCIIIJOBHOCTI ITOTO-
KiB y CKJIQIHUX apXiTeKTypax MIKPOCEpBICIB, a TAKOX He-
00Xi/THICTb peTeNbHOro 30MpaHHs, HopMati3anii Ta 30epi-
TaHHs ICTOPUYHMX JaHHX, SIKI € KPUTHYHO BaXKJIMBHMH
JUIsl HABYAHHS MOJIEIIeH MporHo3yBanHsL. be3 sikicHoro na-
TaceTy JKOAHA aHAJITHYHA CHCTEMa HE 3MOXKE JIaTH aJeK-
BaTHOTO MPOTHO3Y, HABITH SKIIO caMa o cobi € HalICcyJa-
CHOIO 3 TOYKH 30py apXiTeKTYpH UM aITOPUTMIB.

KonuentyajibHa Moaesb iHTerpanii Bedcucrem

3arnpornoHoBaHa KOHIETITyaJIbHa MOJIeITb IHTerparil
BeOCHCTEM IOENHYE MOIYJI pO3Mi3HABAHHS TEKCTY Ta
MOHITOPHHTY IHIUACHTIB y €AWHY IaTtdopMy, 0 I0-
3BOJIsIE €PEKTHBHO 0OPOOIATH pi3HOPiAHI iHGOpMAaTTiiHi
moToku. Ll Momens cripsiMoBaHa Ha CTBOPEHHSI CHHEPTii
MiX OOpOOKOI0 HECTPYKTypOBAHHX TEKCTOBUX TaHUX
(3BITIB, JIOTiB, JOKYMEHTAIIil) Ta CTPYKTYPOBAaHUX JaHUX
(MeTpuK, MOJii), MO MiJBHUILYE TOYHICTh, UIBUAKICTH 1
e(eKTUBHICTh pearyBaHHs Ha IHIUACHTH B KPUTHYHUX
cucTeMax. ApXIiTeKTypa IHTerpoBaHOi BEOCUCTEMH CKJla-
JIA€THCS 3 JBOX OCHOBHHUX MOJYJIB, SIKi B3aEMOJIIIOTh Ye-
pe3 4iTKO BU3HAYCHI MOTOKH AaHUX. MOIyJb po3Mi3Ha-
BaHHSI TEKCTY BiJIIOBI/Ia€ 32 00pOOKY HECTPYKTYPOBAHUX
JaHUX, TAKUX SK TEKCTOBI 3BITH, JIOTH, JOKyMEHTAIisl UH
noBigomieHHs. Lleif Moxynp BHKOPHCTOBYE TEXHOJOTIH
00po0Oxu mpupoanoi Mmosu (NLP), Taki sik mogeni BERT,
GPT abo RoBERTa, st BUTATHEHHSI CEMAaHTHYHOI 1H-
¢dopmarii, kmacudikamii TekcTy Ta aHaNII3y HacTpoiB. Ha-
npukian, monens BERT moxke Oyt BEKOpHCTaHA I
KaTeropusalii 3BiTiB po KibepaTaky 3a piBHEM 3arpo3u.
Kpim Toro, ontuune posmizuaBanus cumoiis (OCR),
peaitizoBaHe 4epe3 IHCTPYMEHTH, Taki sk Tesseract abo
ABBYY FineReader, no3Bossie orudpoByBaTH BiacKa-
HOBaHi JIOKyMEHTH a00 300paKeHHS, 110 MICTATh TEKC-
TOBY iH(OpMAILit0, AJIsI OanbiIoro anamisy [18].

Moy s MOHITOPHHTY 00pOOJIIsie CTPYKTYpOBaHi AaHi,
Taki K METPUKH MPOAYKTUBHOCTI (HaBaHTaxxeHHs CPU,
BUKOPHCTAHHS T1aM’5ITi), CHCTeMHI roiii abo moru. Leit Mo-
Tyl BUKOPHCTOBY€E METO/IM aHAII3y aHOMaJIil, MOZIeIi Ma-
IIMHHOTO Hap4aHHA (Hampukian, Random Forest aGo
LSTM) ta SIEM-cucremu J1st BUsiBJIeHHS iHIAeHTIB. Ha-
npukinan, SIEM-cuctema Moxe BUSBUTH aHOMAJILHUNA Me-
pexeBuit Tpadik, a ML-Mozens Moxe nependaunTy more-
HIIAHKHA 3011 HA OCHOBI ICTOPUYHUX JaHUX.

[ToToku raHux Mi>K MOIYJISIMH 3a0€311eUyI0Th iHTe-
rpauilo: BUTSITHEHA 3 TEKCTOBMX JUKepen iHpopmaris,
HalpHKJIaJ, KIIOYOBl CIOBAa YM OIMCH IIONIH, mepena-
€THCS 10 MOAYJIS MOHITOPUHTY JUIsl KOPEJISILii 31 CTPYK-
TYpOBaHUMH JIaHUMU. Hanpukiaz, SKIio TeKCTOBHUH 3BIT
MICTHTh iH(OpPMAIiI0 PO HOBY BPa3IUBICTh, MOIYJb
MOHITOPHHTY MOX€ IIepPEBIpUTH JIOTH Ha HAasIBHICTP BiJl-
MOBIMHUX TIOAIN, TaKWX SK CIpoOM eKciuryaTamii i€l
Bpa3nuBOCTi. LIg apXiTekTypa miATpIMY€e XMapHi TEXHO-
jorii, Taki sk AWS abo Azure, miis 3a0e31e4eHHs MacCII-
TabOBaHOCTI Ta 0OPOOKHU BETMKUX OOCSTIB JaHUX.

IHTerparist MOIyINiB po3Mi3HaBaHHS TEKCTY Ta MO-
HITOPUHTY CTBOPIOE CHHEPIiI0, sKa 3HAYHO MiJBHIILYE
eeKkTuBHICTL 00poOKHM iH(pOpMaIiiHUX MoTokiB. [lo-
TiepIle, IBU/IIIE BUSBICHHS IHIUICHTIB JOCSITAETHCS 3a-
BIISIKM aBTOMAaTHYHI 00po01Ii TekcTOBHX AanuXx. Hanpu-
ki1an, NLP-Monens Moxke mpoaHaizyBaTH 3BiT PO HOBY
kibepaTaky, BUTATHYTH KIIOYOBI XapaKTEPUCTHUKH (THII
aTaKW, ypa3JIhBi CHCTEMH) 1 MEepeJaTh 1o iHpopMaIito
MOJIYITI0 MOHITOPHHTY IUTsl HeTaitHO1 IIepeBipKH BiATIOBI-
qHEX JoriB. Lle 3MeHnIye yac, HEOOXiqHHUN A7 iICHTH-
¢ikarii 3arpo3u, MOPiBHAHO 3 PyYHHM aHamizoMm. [lo-
JpyTre, OUTBIN MOBHUN aHaNi3 3a0e3MeUyeThCs 3aBISKH
30araueHHIO0 CTPYKTypOBaHHMX JlaHUX TeKcToBUMH. Ha-
TPUKJIaJl, TEKCTOBHI aHaJi3 MOXKe ieHTH(]iKyBaTH 3ra-
JIKH TIPO HOBY BPAa3JIMBICTh Y 3BiTax Oe3IeKkH, siKi HOTIM
KOPEIIOIOTECSl 3 METPUKAMHU CEPBEpIB Uil BHUSBICHHS
crpo0O ii excrutyarariii. Ile 703Bosisie CTBOPIOBATH O1IIBII
TOYHY KapTHUHY MOJill, BpaXOBYIOUH SK KiTBKICHI (MeT-
pHUKH), Tak 1 sKicHiI (TekcToBi omucu) maHi. Ilo-Tpete,
IIPOTHO3YBAHHS 3arp03 CTA€ MOXKIIMBUM 3aB/SKU aHAII3Y
TPEHIB y TEKCTOBMX JaHMX. Hampukian, gacrora 3ra-
JIOK [IEBHOT'O THUITY aTakK y 3BiTax MOXKe BKa3yBaTH Ha 3p0-
CTaHHS IXHBOT MOITYJISIPHOCTI, IO JIO3BOJISIE MOJYJIIO MO-
HITOPUHTY HaJalITyBaTH MPaBUIa JJIsl PAHHBOTO BHSIB-
JICHHS TaKHUX 3arpo3. AJITOPUTMHU ITMOOKOTO HaBYAHHS,
Taki sik TpaHchopMepH, MOXKYTh aHaII3yBaTH 1CTOPUYHI
TEKCTOBI JIaHi JJIsl IIPOrHO3YBaHHS MaiOyTHIX 1HIIMACH-
TiB, LIO JONOBHIOE TPAJHLIHHI METOAN IPOTHO3HOTO
aHayizy, Taki sk ARIMA.

s cuHepris m03BOIISIE IHTETPOBAHIM CHCTEMi HeE
JWIIe pearyBaTH Ha MOTOYHI IHIMICHTH, aje i mpoak-
THUBHO 3amo0iraTu MaOyTHIM 3arpo3am, IO € KIF0YOo-
BOIO MIEPEBArol0 JUI KPUTHYHHUX CHCTEM.

lsTerposansa sebcucTema

v

Monyns posnisHasaHHA
TEKCTY

! ¥

‘ OCH: Tesgeract, ABBYY |

MLF: BERT, GFT, RoBERATa

'

BUTATHEHHA IROpMaLIT:
KNH-0B CNO8E, KATEropd

BACLLY M MOHITOpMHNY |

I
+ ! v

ML-moneni- Forest, SIEM-cwcTeMw: ArcSight,
LSTM CRadar

Stream Processing:
Kafka, Flink

BUABNEHHA AHOMANIA,
MPOTHOIYBAHHA

}

MoTaKKM AAHWK: KOPENAUIA
TORCTOBMX | CTRYKTYDOBAHMK
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Puc. 1. Mogzens inTerpariii BedbcucreMm
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InTerpoBana BeOcucTeMa, IO IIOEAHYE pO3Ii3HA-
BaHHsI TEKCTY Ta MOHITOPHHT, Ma€ IIUPOKHUH CIIEKTp 3aCTO-
CyBaHb Y pi3HHX c(epax, OCHOBHI CIIeHapil BKIIIOYalOTh!

e kibepOe3neka: [HTerpoBaHa cucrema Moxe aHa-
Ji3yBaTH TEKCTOBI 3BITH MPO BPA3JIMBOCTI (HAIPHUKIAL, 3
6a3 CVE) i kopemroBaty ix i3 JoramMu cepBepiB Ul BH-
SIBIICHHS cTIpo0 aTak. Hampukian, BuTsarHeHas inpopma-
1ii TPO HOBY BPa3IMBICTh Y IPOTrpaMHOMY 3a0e3MeueHHI
MOJE CHOHYKaTH CHCTEMY NEPEBIPUTH, YU BHKOPUCTO-
ByeThes 1ie 113 Ha cepBepax, i BXUTH NIPEBEHTHBHUX 3a-
xoxiB. SIEM-cuctemn, interposani 3 NLP, MmoxyTs aB-
TOMaTHUYHO KJIACU(IKyBaTH TCKCTOBI OMUCH iHIIUICHTIB,
110 3MEHIIY€ Yac pearyBaHHs;

e ajMiHicTpyBaHHS cepBepiB: Cucrema Moxe 00-
pOOJIATH TEKCTOBY JIOKYMEHTALIIO, TaKy SIK IHCTPYKIIi 3
KoH(iryparii cepsepiB, i aBTOMaTHYHO [TOPIBHIOBATH 11 3
MOTOYHUMH HAJAIITYBAaHHSMH JJIs BUSBJICHHS HEBiIIO-
BigHOCcTel. Hampukmax, OCR moxke omudpysarn mare-
posi iHCTpyKii, a NLP-Mozens Mo)ke BUTATHYTH KITIO-
YOBI ITapaMeTpH JJIsl HOPIBHAHHS 3 METPUKAMH CEPBEPIB.
Ile cnporye anMiHICTpYBaHHS Ta 3HHXKYE PU3HK JIFO/ICH-
KHX TIOMHJIOK;,

e PO3yMHI MicTa: ¥ KOHTEKCTI PO3yMHHX MICT iH-
TErpoBaHa CHCTEMa MOJKE aHajli3yBaTH TEKCTOBI 3BITH
BiJl JATYHKIB, KaMep ab0 orepaTopiB (HAMPHUKIIA, OITUCH
aBapiii Ha joporax) i KopemoBatu iX i3 CTPYKTypoBa-
HUMH JaHUMH, TAKUMH SIK TpaQiK 41 MOKa3HUKH SKOCTI
noBiTpsi. Hanpukinaza, TekcToBHil aHai3 3BiTiB PO CTaH
JIOpIr MOXe JOMTOMOTTH CHCTEMi YIpaBIiHHS TpadikoM
ONTHMI3yBaTH MapUIPYTH IS aBapiHux ciyxo [19].

KorkHa 3 mux cdep Mae yHiKaIbHI BUMOTH, ajie iHTeT-
pOBaHa CHCTeMa MPOIIOHYE YHIBEpCATFHHHN MiIX1T 10 00po-
Ok pi3HOpimHKX iH(MOopMaIifHIX ToTOKiB. Hampukman, y
KibepOe3Iieni akIeHT poOUThCS Ha MIBUIKOCTI pearyBaHHS
Ta TOYHOCTI KOpEJSLil, TOJ SIK Y PO3YMHHX MICTaxX Ba-
JIMBa MaclITaboBaHiCTk 1 iHTerparis 3 loT-npucTposiMu.

BuKJIHMKH Ta 00MeKeHHS

Po3po0ka Ta BIpoBaXKCHHS iHTEIEKTyaIbHIX BEO-
CHUCTEM, SIKi IHTETPYIOTh MOMYJII PO3Ii3HABAHHS TEKCTY
(NLP, OCR) i monitopunry (ML-mozneni, SIEM-cuc-
TeMHU, stream processing), BIAKPUBAIOTh 3HAYHI MOXKIIH-
BOCTI JIsI aBTOMATHU3AaIli1 00po0OKu iH(pOpMAIIHHUX TOTO-
KiB y Takux cdepax, sk KioepOesreka, aiMiHiCTpyBaHHS
cepBepiB 1 po3ymHi micta. [IpoTe peamizaiis Takoi cuc-
TEMH CTHUKA€ThCS 3 YMCICHHHMMH BHUKIMKAMH Ta 0OMe-
YKEHHSIMH, 1110 OXOTUTIOIOTh TEXHIYHI, OpTaHi3alliitHi, eTH-
9Hi Ta MacimTadyBanbHi actiekTH. L{i mepenikonu BIum-
BalOTh Ha €(EKTUBHICTb, JOCTYITHICTh 1 3aCTOCOBHICTb
CHCTEMH, BHMAaraldud KOMIUIEKCHOTO IIAXOAy 10 iX-
HBOTO MOJIOJIAHHS. Y I[bOMY PO3/IiJI JeTaIbHO PO3IJIsiia-
I0ThCS KIIIOUOB1 BHKJIMKH, iXHIH BIUIMB Ha (DYHKIIIOHY-
BaHHS CHCTEMH, a TaKOX ITPOIIOHYIOTHCS CTpaTerii JuIs
{XHBOTO BHpIMIECHHS, 00 3a6e31me4YnT cTabiabHICTh, TO-
YHICTH 1 YHIBEpCAJIBHICTh IHTETPOBAHUX BEOCHCTEM.

TexHiYHI BUKIMKH € OJHUMH 3 HaHKPHUTHUYHIIINX,
OCKLITBKH IHTENIEKTyalbHI BeOCHCTEMH 0OpOOIIIOTh BEIH-
4e3Hi 00CSTH PI3HOPIAHMX JaHWX y peajbHoMy daci. On-
HHM 13 OCHOBHHX BHUKIIHKIB € 00p0oOKa BEMKNX 00CATIB Ja-
HHX, L0 TEHEPYIOThCSl CEPBEPHUMU JIOTaMH, METPUKaMH
MPOYKTHBHOCTI, TEKCTOBUMH 3BiTaMHU Ta JOKYMEHTALIEO.
Hanpukiazn, cydacHi jata-IIeHTPH MOXYTh CTBOPIOBATH

TepabaiiTH JIOTIB [IOIHS, TOAI SIK 00poOKa TEKCTOBHUX 3BITIB
po Kibep3arpo3u 3a JOMOMOT00 MOJIEIICH MTMOOKOr0O HaB-
yanus, TakuxX K BERT un GPT-4, BuMarae 3HauHuX 004H-
cmroBanbHUX pecypciB [20]. s mpobema yCKIIaqHAETHCS
HEOOXIJHICTIO aHAJIi3Y TAHHUX Y PeabHOMY Yaci JULs IBH/-
KOTO BUSIBJIICHHS {HIIMJICHTIB, TAKHX SIK KiOepaTaky 9u 3001
obmamHanas. TexHomorii stream processing, sk Apache
Kafka a6o Apache Flink, xoua i eekTrBHi, MOXKYTh 3a3Ha-
BaTH 3aTPUMOK IIiJT Yac MKOBHX HABAaHTAXXCHb, IO 3HIDKYE
OTICpaTUBHICTH pearyBaHHsA. KpiM Toro, marpuMka Takoi iH-
(bpacTpyKTypH, OCOONHMBO y XMapHHX CEpEIOBHINAX, 5K
AWS, Google Cloud un Microsoft Azure, motpedye 3HaYHNX
(biHAHCOBHX BHTpAT, 1110 MOXKE OyTH HEMIOCHIIBHUM UL Ma-
JIMX OpraHizaniiii abo THX, [0 NPAIFOIOTh Y KpalHax i3 00Me-
YKEHUM JIOCTYTIOM JI0 BUCOKOTIPO/IyKTUBHHX 00UHCIeHb. st
BUPIIICHHS [ILOTO BUKJIMKY IPOIOHYETHCS BHKOPHCTaHHS
edge computing [21], o 103BOIsIE MOTEPEAHBO OOPOOIIATH
JlaHi Ha JIOKIBHHX MPUCTPOSIX, SMECHIITYIOUN HAaBaHTKCHHS
Ha IEHTpasIbHi cepBepH. Takox eh)eKTHBHIMH € METOH OTI-
TiMizarii Momeneit 11, Taki sk MUCTHUIFOBaHHS HEHMPOHHMX
MepeK, SKi 3HIDKYIOTh OOUHCITIOBAIBHI BUMOTH 0€3 3HAYHO1
BTPAaTH TOYHOCTI, Ta AJITOPUTMH CTUCHEHHSI JAHUX IS 3Me-
HIIICHHS 00CATIB TIepe/iadi iHpopMalrii uepe3 Mepexi.

[HIIMM 3HaYHUM TEXHIYHUM BUKJIMKOM € 1HTerpa-
1isl PI3HOPIAHUX CUCTEM, IO BXOJATH 0 CKJIaay iHTele-
KTyaJIbHOT BeOcHcTeMu. Moyib po3Mi3HaBaHHS TEKCTY,
skuil BukopucroBye NLP s ananisy 3BitiB i OCR mis
ouudpyBaHHsS JOKYMEHTIB, T€HEPYE HECTPYKTYpOBaHi
TEKCTOBI J1aHi, TOAl SK MOAYJIb MOHITOPUHTY TPAITIOE 3i
CTPYKTYPOBaHUMH TOJISIMH, SIK METPUKHU YU JIOTH Y (o-
pmari CEF, mo nintpumyrorecs SIEM-cucremamu, Ta-
kuMu K ArcSight yn QRadar. HecymicHicts dopmaris
JAaHWUX, IPOTOKOMIB i API yckimagHroe iXHIO B3a€MOJIITO.
Hamnpukmnan, BeKTOpHI IpeCTaBIeHHS TEKCTY, OTPHMaHi
3 NLP-mopzerelt, moTpeOyoTh Tpanchopmartii 11 Kope-
astii 3 noaisimu B SIEM, 1110 MOsKe BUKITMKATH 3aTPUMKH
abo Btpaty indopmariii. Kpim toro, OCR-cucremu, sk
Tesseract, 4acTo BUAAIOTh HETOYHI PEe3yJIbTATH MPH 00-
poOIi TOKYMEHTIB HH3bKOI SKOCTI, IO 3HWKYE HaIiid-
HICTh BUTSATHEHOT iH(OopMaIrii. J[j1st mogoaHHs [IbOT0 BHU-
KITUKY PEKOMEHIYeThcs po3poOka middleware-mapis,
SKi yHIQIKYIOTh IaHi y CTaHOapTHUX Qopmarax, 5K
JSON abo XML, a Takox BUKOPUCTAHHS BITKPUTUX CTa-
HAapTiB 00MiHy nanumu, Takux sk STIX/TAXII [22] ans
kibep6e3nexu. Konrteitnepu3anis 3a nomomororo Docker
1 opkectpamis gepe3 Kubernetes Takox MOXyTh cripoc-
TUTU PO3TOPTaHHS Ta IHTETPAIiI0 MOAYJIB, 3a0e3medy-
FOUH IXHIO MOIYJIBHICTD 1 MacIITabOBaHICTb.

Tounicte moneneit I Ta mpobiema xuOHUX cripa-
[IOBYBaHb € I1I¢ OJJTHUM TEXHIYHUM OOMEKEHHSIM, 00 Taki
MOJICJII MallMHHOrO HaB4aHHS, sSK Random Forest um
LSTM, mo BUKOPUCTOBYIOTHCS IS BUSIBIICHHST aHOMATi i
y JIorax, MOXXYTh HENpaBWIbHO KJIacH(iKyBaTH HOpMa-
JBbHI TOIT SIK 3arpo3u (XMOHOMO3UTHBHI) 200 MPOITYCKaTH
peanbHi iHIUJIEHTH (XMOHOHETaTHBHI) uepe3 HeJJOCTaTHIO
SIKICTh TPEHYBAIBHUX JaHUX a00 CKJIQJHICTh Cy4acHHX
kibeparak. Ananoriqyno, NLP-mozeni MoxyTs iHTEpIIpE-
TYBaTH TEKCTH 3 HOMHJIKaMHU, OCOOJIMBO SIKIIO BOHU MicC-
TATh TEXHIYHY TEpMIHOJOTi0 9M OaraTo3Ha4YHi BHpas3u.
Hampuxan, 3Bit mpo "¢immHr" Moxke OyTH HempaBH-
JBHO KJIacH(iKOBAHWH SK HEIIKiAJTUBUH, SIKIIO MOAEIH
HE Bpaxye KOHTEKcT. lle 3HmKye MOBIpy 70 CHCTEMH Ta
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MOXe MPU3BECTH /10 NEPEBAHTAKECHHS OIEPATOPIiB Yepes
HEOOXITHICTh TMepeBipKH XMOHUX CHTHANIB. J{JIst mmiiBuU-
LIIEHHS TOYHOCTI IIPOTIOHY€THCS] BAKOPUCTAHHS aHCaMOJ1e-
BUX METOJIIB, sIKi KOMOIHYIOTh KiJIbka MOJIEJIeH I Kpa-
moi knacudikarii, peryispHe OHOBJICHHS TPEHYBaIbHUX
Ha0OpIB JaHUX i3 ypaxyBaHHSIM HOBHX THIIIB 3arpo3, a Ta-
KOXX BIPOBa/DKEHHs iHTep(deiciB i  3BOPOTHOTO
3B’5I3KY, IO JO3BOJIIIOTH ONEPaTOpaM KOPHUI'YBATH MOMH-
JIKK MOJIeIieli y peanbHOMY yaci [23, 24].

Oprani3amiiiHi BUKITUKH TaKOXK CYTTE€BO BIUTHBAIOThH
Ha BIPOBA/DKCHHS IHTEIEKTyaIbHIX BEOCHCTEM, OTHIM i3
HUX € HecTaya KBali(hikoBaHUX (haxiBLiB, 3/JaTHUX PO3PO-
0JI4TH, HaNAIITOBYBAaTH Ta IMIATPHUMYBATH CKJIAJHI CHC-
Temu, 1o noeanyoTh 11, kibepOesneky Ta 00poOKy Be-
JIMKUX JaHuX. Hampukian, HanamrtyBaHHS KOPESALIHHIX
npasui y SIEM-cuctemax BuMarae riimO0Koro po3yMiHHs
Kibep3arpos, Toai sk ontuMizauis NLP-mozeneii norpe-
Oye 3HaHP y TMIHOOKOMY HaBYaHHI Ta 00poOII MPUPOTHOL
MOBH. Y 0araTboX OpraHi3alisx, 0COOIHUBO B EKOHOMITHO
cmabo po3BUHEHUX KpaiHaX, Takux (paxiBIiB Opakye, II0
MOXE 3aTPUMATH BIIPOBAKEHHs a00 3HM3UTH e(eKTHB-
HicTh cucteMu. JIJisi BUPIIICHHS IIOTO PEKOMEHIYETHCS
opraizailisi BHyTpIIIHIX TPEHIHTIB, CHIBIIpals 3 yHiBep-
CHUTETaMH JUIS IATOTOBKY CHELIATICTIB, 8 TAKOXX BUKOPH-
CTaHHS IHCTPYMEHTIB aBTOMATH3allil, TAKUX K AutoML,
SIKi CIIPOILYIOTh CTBOPEHHSI Ta HanamTyBaHHs ML-Moze-
Jier Uil HeKBati(hiKOBaHUX KOPUCTYBAYiB.

Omip 3MiHaM y opraHi3auisix € 1e 0JHUM OpraHiza-
LifHAM BUKJIMKOM, 0O TIEpCOHAN, 3BHUKIIHMHA O TpaIuIlili-
HUX METOJIB, K PYYHHIA aHAIi3 JIOTIB abo rule-based crc-
TEeMH, MOKEe YHHUTH o1rip nepexoxy 1o 1111-6a3zoBanux pi-
IIEHb Yepe3 IXHIO CKIIAIHICTB 1 Herpo3opicTs. Hampuknan,
MoZieNi TJIMOOKOTO HAaBYaHHS YacTO CIPUIMArOThCS SIK
“qopHHH MUK, IO YCKIAIHIOE IHTEPIIPETAIIif0 IXHIX pi-
nreHb. Lle Moke BUKJIMKATH HelIOBIPY, OCOOJIMBO B KPUTH-
4yHUX cepax, sk KibepOesrneka, /e MOMHUIKH MaloTh cep-
Ho3Hl Hacminku. [lyisl MOMOJaHHS LOTO IPOMOHYETHCS
MIPOBOAUTH MJOTHI MPOEKTH, SIKi JEMOHCTPYIOTh Tepe-
Bard CHCTEMH, pO3pOOIISATH IHTYITUBHO 3pO3yMiJi iHTEp-
(elicu KOpUCTYyBaya JUIsi CIPOILEHHS B3a€MO/IIT, a TAKOXK
3aJy4aTH MMPaIiBHUKIB JIO POIIECY PO3POOKH, 00 ITiABU-
IIUTH iXHIO IOBIPY Ta PO3YMiHHS TE€XHOJOTII.

BigmoBimHICTE PEryIITOPHUM BEMOTaM € BAKJIMBAM
opraHizaniifHIM 00MEKeHHSM, OCOOIIHBO IJIS CHCTEM, III0
00pOOIISAIOTh YyTIIHBI JaHi, K 3BiTH MPO KibepaTaku 4u
metpuku loT-puctpoiB y posymHux Mictax. MixkHapo-
nHi cragaapty, Taki sk GDPR (€C), CCPA (Kanidopsis)
abo ISO/IEC 27001, BUMararoTb CyBOpOTO 3aXHCTy Tep-
COHAJIFHMX JaHUX 1 Ipo3opocTi 00pooku. Hampukiaz, Te-
KCTOBHI aHai3 3BITIB MOXKE BKIIOYATH iMeHa un IP-an-
pecw, 110 MiAmafaoTh I peryismnii. Hemorpumanhs cta-
H/IapTiB MO’KE TpH3BeCTH J10 1uTpadiB abo BTpaTH perry-
Tari. [y BUpIMIEHHS [IOTO HEOOXITHO BIIPOBAKYBATU
MEeXaHi3MH aHOHiMi3alil JaHUX, BUKOPUCTOBYBATH IIH(-
pyBanHs (Hanpuknan, AES-256 s 36epiranns, TLS mis
riepeziadi) i MPOBOJMTH PETYJISIPHI ayIuTH Oe3neku, moo
3a0e3MeYnTH BiANOBIqHICTh BUMOTaM [25].

Ynepemxenicte mogenei I € cepiiozHo mpo-
671eMO10, OCKIIIBKH TPEHYBaJIbHI JJaHI MOXYTh OyTH He-
30aJaHCOBaHUMHU 200 MICTHTH iICTOPHYHI yIepeKeHHS.
Hampuknan, sxmo Ha6ip manux st NLP cknamaerscst
MepeBaKHO 3 AHTJIOMOBHHMX 3BiTiB Npo Kibep3arposu,

CHCTEMa MOXKE IIOTaHO OOpOOJISITH TEKCTH HIIMMHU MO-
BaMM, TAKUMH SIK yKpaiHChbKa UM KHMTalChKa, 10 0OMe-
XKye ii 3aCTOCOBHICTD Y TJI100aIbHOMY KOHTEKCTI. YTiepe-
JDKEHICTh MOXe TIPU3BECTH 0 HECTIPABEAJIMBHX PillleHb,
SIK-OT IFHOPYBaHHS 3arpo3, XapaKTepHUX JUIsl IEBHUX pe-
rioHiB. [{ng BHUpPIMIEHHS IIHOTO MPONOHYETHCS BUKOPHUC-
TOBYBaTH Pi3HOMaHITHI HA0OOpPH JaHWX, 3aCTOCOBYBATH
Mertonu fairness-aware machine learning i mpoBoauTH
peryispHEe TECTYBaHHS MOJENEH Ha yHepeKeHICTh 3a
JOTIOMOTOI0 METPHK, SIK-0T demographic parity.

[HTerparis TEeKCTOBUX i CTPYKTYpOBAaHUX JaHUX ITi-
JBHIIYE PU3HK BUTOKY iH(OpMallii, 0COOIMBO SKILO CH-
cTeMa 00poOJIsie Uy TIMBI JaHi, K 3BITH IIPO BPAa3JIHBOCTI
4yu nepcoHanbHi Metpuku loT. Hanpuknan, Bpa3nusocti
B Moy i OCR MOKyTh 03BOJIMTH 3JI0BMUCHUKAM OTpPH-
MaTH JIOCTYI JI0 OUU(POBaHUX TOKyMEHTiB. [{ns 3axu-
CTy JIaHHX PEKOMEHIYEThCS BIPOBA/KYBaTu AUpEpeH-
LiffHy MPHUBATHICTH, KA IOJA€ IIyM JO Pe3yiIbTaTiB 00-
poOxkwu, 30epiraroun IXHIO KOPHUCHICTb, @ TAKOK BUKOPHC-
TOBYBaTH 3axuIieHi nporokoiny, sk HTTPS i SSH. Pery-
JIpHE TeCTyBaHHS Ha IPOHUKHEHH (penetration testing)
TaKOX JOTIOMOXKE BHSBUTH Ta YCYHYTH BPa3IHBOCTI.

CouianpHi HaciIKW aBTOMaTu3allii, 30KpemMa CKo-
pOYEHHS poOOYMX MICIlb, € BAXIMBUM 0OMEXEHHSM, 00
ABTOMATH3allil MOHITOPUHTY MOXE 3aMiHHTH DYy4YHY
Hpailo, 0COOIMBO IS HU3bKOKBATI()IKOBAaHUX aHaiTH-
KiB JIOTiB, II0 BHUKIIMKAae coLliaylbHy Hampyry. Hampu-
KJIaJl, y BeJMKHUX oprauizaiisx mepexiza mo 111 mosxe npu-
3BECTH JIO MPOTECTiB a00 3HIKEHHS MOTHBAIIi TpaIliB-
HUKIB. 7151 TOM’SIKIICHHS IIbOTO IIPOTIOHYEThCS MEPEK-
Bayiikalis mepcoHamy Uit poOOTH 3 HOBHMHU CHCTe-
MaMHU, CTBOPEHHS POJICH, OB’ sI3aHUX 13 HarysiqoM 3a 111,
1 aKIIeHT Ha TIOpUAHOMY MiAXOi, A€ JIOAMHA i MallnHa
CITIBITPAIIOIOTh, 3 HE KOHKYPYIOTb.

MaciTaboBaHiCTh CHCTEMH TaKOXK Mae CBOI oOMe-
JKEHHs1, OT)KE a/IallTallis 10 Pi3HUX JIOMEHIB, TAaKHX SIK 0XO-
PpOHa 3710pOB’sl UM (hiHAHCH, € CKIIQJTHOIO uepe3 crieludiky
naHux i Bumor. Hanpukiiaz, aHaii3 MeIUYHHUX 3BiTiB MOT-
peOye 00poOKH CKJIaAHOT TEPMIHOJIOTIT, TOI sIK (hiHAHCOBI
JaHi mananaroTh mia perysiii, sk PCI DSS. [lns 3a6e3-
TIeYEeHHs YHIBEpCATBHOCTI PEKOMEHIY€EThCS PO3pOOKa MO-
JyJIBHOT apXiTeKTypH, sIKa JI03BOJISIE MiAKIIOYATH CIelia-
Ji30BaHi Mojewi, i BUKopucTaHHs transfer learning ms
amanranii NLP-Mozemnei 1o HOBHX JTOMEHIB 13 MiHIMaIb-
HUMH 3ycwursiMH. OOMeXeHHs B pealbHOMY daci,
MOB’s13aHI 3 OOpOOKOIO MIKOBUX HABAHTAXKEHb, TAKOX
YCKIIaIHIOIOTh MaciuTaOyBaHHs. Hanpuknan, ckiazHi Te-
KCTOBI 3aITUTH, K aHaJi3 0araToCTOPiHKOBUX 3BiTiB, MO-
JKYTb [IEPEBAHTAXKUTU CUCTEMY, 3HIXKYIOUH 11 IPOLYKTHB-
HicTh. J{JIS IbOTO MPOIOHYEThCS BUKOPHCTOBYBATH PO3-
MOJIiNIeHI OOYMCIICHHS, MPIOPHUTE3alil0 KPUTHYHHUX 3a-
BIaHb (HAaNpPHKJIAJ, BUSBJICHHS aTak) i KeITyBaHHS JaHUX
JUIsl 3MEHILEHHs 3aTPUMOK. BIipoBajukeHHs iHTeNneKTya-
JBHUX BEOCHCTEM JUIsl aBTOMAaTH3a1lii 00pOOKH Ta MOHITO-
pHHTY iH(OpPMaLiHHNX TTOTOKIB CTHKAETHCS 3 KOMILIEKC-
HUMH BHKITIKaMHU, SKi OXOIUTIOIOTh TEXHIYHI (00poOKa Ja-
HUX, IHTEerpallis, TOYHICTh), OpraHizamiiHi (kBamidikaris,
perysLii, omip 3MiHaM), €THYHI (yIepemKeHiCTh, KOHi-
JeHITIMHICTD) 1 MacmTaOyBanbHi (ajamraris, peaabHUN
gac) acniekTH. [Togomanns nux 0OMeXeHb BUMarae moe/I-
HaHHSA TEXHOJOTIYHMX IHHOBAIlii, Takux 5K edge
computing 1 craHgapTH3allisl NaHWX, OpraHi3alliifHUX
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3aXO0[iB, BKJIIOYAIOYM TPEHIHTM Ta ayAWTH, 1 ETUYHMX
NPaKTHUK, SIK aHOHIMi3awis Ta fairness. Jlume uepe3 koM-
TUIEKCHUH MiJX11 MOKHA peaizyBaTy MOBHUI MOTEHIaN
TaKHX CHUCTEM, 3a0e3Meuylour iXHI0 HamilHICTh, edeKTH-
BHICTb 1 YHIBEpCAJIBbHICTh y KPUTUYHHX cepax, K Kidep-
Oearieka, aIMiHICTPYBaHHS CEpBEpPIB 1 pO3yMHI MicTa.

BucHoBkH

[HTeNneKTyanpHi BeOCUCTEMH, IO IOEIHYIOTH Me-
TOJM LITYYHOTO IHTENEKTY, MAllMHHOTO HaBYaHH:I, 00-
pobxu npupoanoi Mmou (NLP) Ta ontuuHoro posmisHa-
BaHHs cuMBOJIiB (OCR), € iHHOBaiHHUM pIilIEHHSM IS
aBTOMaTH3alii OOpOOKH Ta MOHITOPHMHTY iH(pOpMAaIiii-
HUX TOTOKIB. [IpoBeneHnii aHai3 JeMOHCTPYE iX 3HAY-
HU TOTEHIIan y Takux chepax, sk KibepoOesmeka, anmi-
HICTpYBaHHS CEepBEpPiB Ta YIPaABIiHHSA iHYPACTPYKTYPOIO
po3ymHuux MicT. Lli cucremu 3a0e3nedyoTh MIBUIKE BU-
SIBIICHHS iHIIUJCHTIB, IIPOTHO3YBAHHS 3arpo3 1 oNTHMi3a-
IO TIPOIIECIB 3aBISAKHU IHTETPAIlii TCKCTOBUX 1 CTPYKTY-
POBaHMX JaHUX, IO CHPUSIE MiJBUIICHHIO e()eKTUBHOCTI
Ta HAIWHOCTI KPUTHYHHX 1HPOPMAIIHHUX CUCTEM.

KimrouoBuME TiepeBaramul iHTEJIEKTyaJbHHX BeOCHC-
TeM € iXHs aJJanTUBHICTb, 37IaTHICTh JI0 CAMOHABYAHHS Ta
MOXKJIMBICTH 0OPOOKH BEJIMKUX OOCSTIB PI3HOPIIHUX TAHHX
y peajpHOMy uaci. BoHM 103BONSIIOTH aBTOMATH3yBaTH
CKJIAJIHI 3aBJIAHHS, TaKi SK aHAI3 JIOTIB, PO3Mi3HABAHHS Te-
KCTy Ta KOPEJISLst MOJiH, 3MEHIIYIOUH Yac pearyBaHHsS Ha

IHIMJICHTH Ta 3HWKYIOUH PH3UK JIIOICBKUX TIOMUJIOK. [HTe-
rpaiiss MOAYJiB PO3Mi3HABAHHS TEKCTY Ta MOHITOPUHTY
CTBOPIOE CHHEPTII0, sIKa 3a0e31euye OUIBII IIOBHUI aHAII3 1
MPOAKTUBHE 3aI00IraHHs 3arpo3am, 110 € KPUTHYHO BaX-
JIMBUM IS Cy4acHHUX IU(PPOBUX CEPEIOBHILL.

OpHak peamizalis TaKUX CHCTEM IIOB’s[3aHA 3 HU3-
KOIO BHKIIMKIB, BKIIFOYAa0OUN OOpOOKY BEIHMKHX OOCSTiB
JAHWX, HTETPaIlio pi3HOPIAHAX MOIYIIiB, 3a0e3neueHHs
togHocTi Mozerneit 111 Ta BiIMOBIMHICTE peryIaTOPHIM
BuMoraM. TexHiuHl 0OMeKeHHs, TaKi K BUCOKa 004HC-
JFOBaJIbHA CKIIAJHICTD 1 PU3UK XHOHHX CIIPAlbOBYBaHb,
MOTPeOYIOTh ONTHMI3allil aJrOpUTMIB 1 BUKOPUCTAHHS
TexHonoriii edge computing. OpraHi3amiifHi BUKINKH,
30KpeMa Hecraua KBajidikoBaHuX (axiBIiB i OIip 3Mi-
HaM, MiJIKPECITIOITh HEOOXITHICTh TPEHIHTIB 1 MIIOTHUX
npoekTiB. ETH4YHI acnekTy, Taki K ynepeKeHiCTb MOo-
JieTield 1 3aXUCT JaHUX, BUMaraloTh BIPOBAPKCHHS MeXa-
Hi3MiIB fairness 1 aHOHIMI3aIIil.

[epcriekTHBY MOJANBIINX AOCIIKEHD BKJIIOYAIOTH
PO3pOOKY MOIYIBHUX apXiTEKTyp IS MiABUIIECHHS Mac-
mTab0BaHOCTI, BAOCKOHAJICHHS allTOPUTMIB TIHOOKOTO
HABYaHHS 111 00POOKH 6araTOMOBHUX 1 HECTPYKTYPOBa-
HHUX JAHWUX, a TAKOXK 1HTCTPaIlif0 3 HOBUMH TEXHOJIOTi-
samu, Takumu sk XDR 1 IoT. ITogonanHs 3a3Ha4eHUX BU-
KJIMKIB JO3BOJIMTH peajli3yBaTH NOBHHUI MOTEHIial iHTe-
JICKTyaJIbHUX BeOCHCTEM, 3a0e3MeuyrouH iXHIO YHIBepCa-
JBHICTD 1 €)EeKTHBHICTD Y Pi3HUX chepax 3acTOCyBaHH:.
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Intelligent web systems
for automation of processing and monitoring of information flows

Vladyslav Zaika, Oleh Chuiev, Olga Morozova, Tetyana Nikitina

Abstract. Inthe conditions of rapid growth of digital data and information flows on the Internet, there is a growing need
for automated methods of their processing and monitoring for effective data acquisition and making informed conclusions. In order
to cope with this data flow, intelligent web systems are being created. They use artificial intelligence (Al), machine learning (ML)
and other advanced technologies to automatically collect, analyze and present information. The main purpose of this article is a
comprehensive review of intelligent web systems aimed at automating the processing and monitoring of information flows. The
theoretical foundations of such systems are considered, including semantic technologies and artificial intelligence methods, as well
as modern approaches to text recognition and analysis based on deep learning. An analysis of modern approaches to automated
text recognition (OCR and deep learning methods) and modern server infrastructure monitoring tools is presented. A conceptual
model of integration of components of text processing systems and infrastructure monitoring is proposed. Key challenges and
limitations of this approach are highlighted, and promising directions for further research are outlined.

Keywords: intelligent web systems, information flows, automation, artificial intelligence, optical character recognition
(OCR), infrastructure monitoring, machine learning, natural language processing (NLP), security information and event manage-
ment (SIEM), Semantic Web.
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METOJOJ10I'T1 ABTOMATHM30BAHOI OIL[IHKH .
TEMATHYHOI CIIOPIJTHEHOCTI HAYKOBUX IIYBJIKAIIIN
HA OCHOBI CEMAHTHUYHOI'O AHAJII3Y

AHoTanisi. AKTyaJbHiCTh. ABTOMAaTH30BaHa OIIHKA TEMaTHYHOI CIIOPiITHEHOCTI MiX JUCEPTAIIITHUMHU JTOCIIIKCH-
HSMH Ta POQUIIMU NOTSHIIHHAX eKCIEPTiB MOTpiOHa AJIST MPO30poro if BiATBOPIOBAHOTO 1000pY OQIMiHHIX OTOHEH-
TiB 1 CKJIaay pa3oBux pax; BigkpuTi 1ai NAQA.Svr poOJaTh TaKy OLIHKY TEXHIYHO MOXKIHBOIO. O0’€KT HOCTiIzKeHHS
METOJH Ta 3aco0M MOoOyIOBH CEMaHTHYHHUX NMpodiiiB aucepTamiii i HAYKOBIIB Ta iX paH)KyBaHHS Yy CHUIEHOMY BEKTOp-
HOMY mpocTtopi. MeTa cTaTTi: po3poOHUTH Ta eMIIPUYHO NEPEBIPUTH METOAO0JIOTII0 aBTOMAaTH30BAHO1 OI[IHKM TeMaTH4-
HOI CIOPIJHEHOCTI HayKOBUX IMyOJIiKaIlii Ha OCHOBI CEMaHTHYHOTO aHami3y. PesyabraTn pocaimkenns. ChopMoBaHO
kopmyc i3 259 nucepraiit, 662 npodiniB HaykoBuiB 1 3345 myOumikaIiii; TEKCTH HOpMaTi30BaHO, Ha3BU MyOJiKaIliid cTa-
HIApTU30BaHO 3aco0aMu BelrMKoi MOBHOI Mozeni. CeMaHTHYHI TOZaHHS OTPUMAHO 3a Jormomororo moaer OpenAl. Ilo-
pIBHIOBAJIKCS 1IBa BapiaHTH MOJAaHHS AUCepTaliil (MOBHUI OINC; JIMIIE KIIOYOBI CJIOBA) Ta HAYKOBIB (ITyOuiKaril; Kimo-
4oBi cioBa). SIKICTh omiHIOBayacs 3a (haKTHMYHUMH IIPU3HAYEHHSMHU OINOHEHTIB, BUKOpHUCTOBYI0oUM MeTpuku NDCG,
Hit@k i NDCG-Ilift. Haiikparui pe3ynbraTi cTabiibHO MOKa3ana KOMOIHALIS «JUCePTallis 32 KIFOUOBUMHU CIOBaMM» Ta
«HayKOBeIb 3a MyOJIiKaIisIMmMy, SIKa IEMOHCTPY€E HAlBHILY TOYHICTh y BEPXHIX MO3MIIISAX 1 HAWOIIBIINIA BUTpamI BigHOC-
HO BHUMAIKOBOTO Binoopy. BucHoBkm. [Toemnanns npodinato aucepTallii 3a KIIOYOBUMH CIIOBaMH 3 MPO(diJieM HAyKOBIIS,
arperoBaHuM 3a MyOJTiKaIllisaMu, 3a0e3nedye Haikpaluid O0asaHCc TOYHOCTI Ta CTIMKOCTI 1 € MPAKTUYHO MOIIBHUM IS
MOMNEPEIHBOTO T000PY OMOHEHTIB. 3alpONOHOBaHA METOI0JIOTIS BIATBOPIOBAaHA, MacIiTaboBaHa i y3roJKeHa 3 BiJKpHU-
THMHU JaHUMH; TIEPCHEKTHBHI HANPSIMH — ypaxyBaHHA 4acoBOi Bard IyOJiKamlild, J7BOMOBHOCTI TEPMiHIB Ta MPOLEIyp-
HUX 00OMEXEeHb ITiJ] 4aC OCTATOYHOTO NMPHU3HAYEHHS.

Kaw4oBi cioBa: TemMarnyHa CrOpiAHEHICTh; eMOCIMHIH; KOCHHYCHA MOAIOHICTh; MPU3HAYCHHS PELCH3EHTIB; IHcep-
Tanii; npodini Haykosiis; OpenAl text-embedding-3-large; UMAP; DBSCAN; NDCG; Hit@k; pekomenaniiiti ciucremu;

TEKCTOBA aHaJ’IiTI/IKa, MaIIMHHC HaBYaHHIA.

Beryn

[ocTranoBka mnpobéaemn. OImiHKa TEeMAaTHYHOL
CHOPIJJHEHOCTI MK HAyKOBUMH TEKCTaMH Ta Mpodiss-
MU JOCIIHUAKIB € 0a30BUM IHCTPYMEHTOM ISl 000Dy
pelieH3eHTIB, (OopMyBaHHSI €KCIIEPTHHX pal 1 IpH3Ha-
YEHHsI HAYKOBHX KEPiBHHKIB.

VY BITUM3HAHIN MpaKTHIl IF0 MOTPeOy MpsiMO 3a-
KpIMJICHO B PETYJIATOPHUX BUMOTax JI0 pa3oBUX cIelia-
J30BaHUX BUYEHHX Paj;: YJICHU paj MaloTh OyTH KoMIIe-
TEHTHHUMHU CaMe 3a TEMaTHKOIO JHcepTalii, mo ormepa-
LifHO BH3HAYA€ThCS HASBHICTIO HE MEHIIE TPHOX ITyO-
JKaIii 3a TeMOK IOCIHIPKEHHS, OMyOJiKOBaHUX IIPO-
TSATOM OCTAHHIX IT’SITH POKIB 710 JHS YTBOPEHHS pa3oBOi
paau i micis NPUCY/DKEHHS BJIIACHOTO CTYICHS (KaHIH-
nata Hayk/moktopa dimocodii) [1]. IpouexypHa npo3o-
picTh 1 mepeBiproBaHICTh Takoi BiIMOBIZHOCTI MiATpHU-
MyIOTbcs iHpOpManiiiHoo cuctemoro NAQA.Svr, mo
aKyMyJIIO€ JIaHi Mpo CKIaJ Pa3oBUX paj i MaTepiaau
aTecTamiiHuX nporenyp [2].

VY cdepi akpenuraliii OCBITHbO-HAYKOBUX MIPOTpam
BUMOI'a TEMaTUYHOI BIANOBIJHOCTI TAKOX Mae HOpMa-
TUBHE BiZI0Opa)XKEHHS: METOJWYHI OPIEHTUPHU JUIS IIPO-
rpaM TpPEThOTO PIiBHSA POOISATH AKLIEHT Ha «HAaBYaHHI
4yepe3 JOCIIDKEHHSD» Ta Y3rO/KEHOCTI JOCIIIHUIBKAX
TEM acHipaHTiB i3 HampsMaMH HayKOBOI isUIBHOCTI
iXHIX KepiBHUKIB (IITBEP/DKYETHCS pelleBAHTHUMHU
myOmiKkamisMu), Mo BixOuBaeThes y mojoxeHHsx MOH
mpo akpeuTamio Ta pexomernamisx HA3SBO momo
3acToCyBaHHSA KpuTepiiB sikocTi [3—5]. TakuM 4duHOM,
HOpMAaTHBHA 0a3a IMOCIiIOBHO BHMara€ 3MiCTOBHOI (Te-
MAaTHUYHO1) BiMOBIAHOCTI 1 AN CKIamy paj, i A Kau-
poBoro 3abe3neyenHst PhD-niporpam.

Ha npakTuui py4yHa nepeBipka TeMaTHYHOI BiJIO-
BITHOCTI Y Pa30BUX paxax i mpu Mo0O0pi OMOHEHTIB €
TPYAOMICTKOIO, Cy0’€KTHBHOIO Ta BaXKKO MacHITabOBa-
HOIO: TIOTPIOHO 3ICTABIATH 3MICT IUCEpTalid i3 myOITi-
KaliiHUMHA PO UISIMA BEJIUKOI KITBKOCTI MTOTESHITIHHNX
eKCIEePTiB, BPAXOBYIOYH HOPMATHUBHI 00MEKEHHS (KOM-
NETEeHTHICTh CaMe 3a TeMaTHKOIO, IMyOikamii 3a ocTaHHi
’sATh pokiB Tomio) [1]. 3ampoBajkeHa Mpo30picTh i
BIZIKpUTICTh Tpolieayp uepe3 iHdopmauiiiHy cucremy
NAQA.Svr CTBOpIO€ TEXHIYHI MEPEIyMOBH JJIS aBTO-
MaTHU30BaHUX IHCTPYMEHTIB MOMNEPEIHHOT0 TeMaTHYHO-
ro Big0OpY, SIKi MiZBHUIIYIOTh BiITBOPIOBAHICTH 1 IIBH[-
KOJIi0 TIpoliecy, 3MEHIIYIOTh PU3UKH YIIEPEIKEHOCTI Ta
MPOMYCKY peJeBaHTHUX (DaxiBINiB, a TaKoX 3a0e3redy-
FOTh ayAUTOBHICTh MPUHHATHX PIlICHb y BiJIOBITHOCTI
1o sumor [opsiaky [1, 2].

AHani3 ocTaHHIX aociaifkeHb i myOaikamiii. YV
MDKHapOJHIN JiTepaTypi 3aBJaHHS aBTOMAaTH30BaHOTO
mpu3HadeHHs peneH3eHTiB  (Reviewer Assignment
Problem, RAP) 3a3Buuaii mogaroTh sSK TpPHETAIHY CXe-
My:

| — mobynoBa nmpoisiB 3asIBKM Ta PELIEH3EHTIB;

Il — oGumncnenHs Mipu BiaNOBIAHOCTI;

Il — orrTuMi3anist mpU3HAYEHb 3 ypaxyBaHHAM 00-
MeXeHb (OaslaHC HaBaHTaXXEHHS, KOH(IIKTH iHTEpeciB
Tomro) [6, 7].

Ha mpakTHii 3acTOCOBYIOTB SIK KJIACHYHI CHCTEMH
(manpuknaz, Toronto Paper Matching System, SubSift),
TaK 1 HOBIll MiAXOAM, IO BAOCKOHAIIOIOTH SIK OJIOK
0OYMCIIeHHsT BiAMOBIAHOCTI, TaK 1 ONMTHMI3aIliifHI TPO-
eaypu npusHadeHss [8, 9].

Metonu OIIHIOBaHHS TEMATHYHOI CIIOPiIHEHOCTI
€BOJIIOMIOHYBIM Bif JiekcnyHuX (mokasHuk TF-1DF,
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KITIIOYOBI clioBa) Ta nareHTHUX mozenei (LSA, LDA) no
CEMaHTHYHUX BEKTOPHHX IOJaHb 1 KOHTEKCTHUX MOB-
Hux Mmogueneit (word2vec, BERT, SciBERT Tomio).
Ornsiim iKCyroTh, 110 MO€EAHAHHS JEKCHYHUX 1 CEMaH-
TUYHHUX O3HAK CUCTEMHO IiJABMIIYE SKICTH BIIIOBIIHO-
cTi Ta cTilikicTe 1O BapiatmBHOCTI TepMmiHiB [6—8, 10,
11].

3okpema, [§8] moka3aHO mepeBaru iTepaTHBHOI MO-
nermi WSIM, sika moeHye MOBHI Ta TEMAaTH4HI O3HAKH;
y [11] mpomemoHCTpOBaHO €(EeKTUBHICTH TEeMAaTHIHOI
eKCTIEPTU3H [UIS CIIBCTABICHHS «CTAaTTSI-PELIEH3CHTY;
3aCTOCYBaHHS BEKTOPHHMX NoAaHb (word2vec) Takox
NIPOTIOHYBAJOCS Y (hpeMBOpKAaX KOHTEHTHOTO 3iCTaB-
nenns [10].

B ykpaincekomy koHTekcTi npodecopom Cepriem
[ToBOOrO Ta mokTopoM (inocodii Muxonoro Ilerpu-
YEHKOM 3alpOMOHOBAHO IMiAXiA eKCIpec-miadoopy s
pa3oBUX paj, Mo (HOKYCYETHCS HA MIBUAKOMY 3BY)KCHHI
BEJIMKOTO MyJTy KaHAWJATIB 32 TEMATUKOIO 3 HACTYITHUM
«TOHKUM» T0OOpOM. ABTOPH MiJKPECTIOIOTh BaXKIIH-
BICTh KOMA@HJIHOTO TIIOKPUTTS TEMAaTHKH JHcepTamii
(100 KOJNEKTUB WICHIB pajd CyMapHO OXOILIIOBaB yCi
ACTIEKTH TEMH) Ta JEMOHCTPYIOTh TIOKpPAIlEHHsI TeMaTH-
YHOI BIMOBITHOCTI CKJamy paj y cepeanromy Ha 13—
34% nopiBHSHO 3 py4HUM JoO0opoM [12].

MeTorw po6oTH € po3poOKa METOAOJIOTII aBTOMA-
THU30BaHOI OI[IHKH TEMAaTHYHOI CHIOPiJJHEHOCTI HAyKOBUX
myOikamiid Ha OCHOBI CEMaHTHYHOIO aHaJi3y, M0 pea-
mizye eram || RAP (o0umcieHHsS MipH BiIMOBiTHOCTI
MDX TUCEpPTallifHUMH IOCTIKCHHSAMH Ta IMyOJiKariii-
HUMH TpoQUIAMH TOTCHIIHHUX WICHIB paj) i3 3aiy-
YeHHSM YHiBepcaJdbHHUX Mozeneil emOemmurie OpenAl
Ta BIAKpUTHX JaHWX  iHQOpPMAIHHOI  CHUCTEMH
NAQA.Svr.

Metoau. Buxopucrano Binkputi gani NAQA.Svr,
HOpMAJTI3aIlif0 TeKCTiB, CEMAaHTUYHI BEKTOPHI ITOJAHHSI
(OpenAl text-embedding-3-large), mpoekiito UMAP,
knactepuzanito DBSCAN, kocHHYyCHY MOIIOHICTD AJist
oOuncnenHs: cnopigHeHocti ta merpukn NDCG@Kk,
Hit@k 1 lift anst owiHKM SKOCTI.

Jlnst MOBHOTO peJiaryBaHHSI PYKOIIMCY 3aCTOCOBA-
HO aCHCTEHTa Ha OCHOBI mTy4yHOTO iHTeNnekTy ChatGPT
(OpenAl).

OcHoBHui MaTepian

[To3HauYMMO MHOXWHY TOTEHI[ITHUX EKCIIepTiB
(naykoeui) uepes S ={s;,..,Sg}. Koxnomy seS
BIJITIOBija€ CKiHUCHHA MHOXKHHA IIOB’S3aHHMX TEKCTOBUX
omanus  Ug ={Uy,...,Uy } (sanpuknan, saromosku

myOutikalliif Ta/abo KOHKaTeHOBaHI KITFOYOBI CJIOBA 3 TXHIX
nyOmiKaii).

MHoxuHy aucepraniii (a0o iHIIMX 3asABOK) MO3HA-
anmo uepes T ={ty,....t7 }, ne xoxnomy teT Binnosi-
Jla€ MHOXKMHA TEKCTOBUX OAMHULL Vi :{Vl""’VNsl} (na-
MPUKJIAJ], TEMH, KJIFOYOBI CIIOBA, aHOTAIIi1).

Hexaii ¢:Text — RY (hikcoBaHe BiTOOpaKCHHS
TEKCTY B €BKIIIB MPOCTIp R (cemaHTHYHE BEKTOPHE

MOIaHHs, EMOEIHHT).
[Tpodinb HAYKOBIIS BEKTOPH3YETHCS SIK:

e, = Aggs ({#(u) :ueU}) e RY, (1)
ne Aggs — omeparop arperanii MHOKHHH BEKTODIB (Ha-

TIPUKJIIA]], CepeIHE, 3BaKEHE CEepeIHe, poOacTHi ycepen-
HEHHSI TOILIO).
AHanoriyto, mpodiib AucepTalii BU3HAYAEThCs SIK:

. d
& =AggT {4(v):veVi}) eR™, (2)
ae Aggr — omepartop arperamii Uil AucepTaulifHUX
OJIMHHUIIb.
Takuii € iHTEpHIpeTyeThCS K «TEMATHIHUH IIEHT-

POiI» HAYKOBIISL.
Mipa TeMaTH4YHOI CHOPIAHEHOCTI MK JTUCEpTalliero
t Ta HayKOBLIEM S 331a€THCS KOCHHYCHOIO TIOJIIOHICTIO:

)
. €
sim(t,s) = — L5 e[-11], @3)
e llles Il
a 3a HOTp€6I/I Bi,I[CTaHL BU3HAYA€CTHCA SIK

d(t,s) =1-sim(t,s) .
Jnsa manoi aucepTartii t pO3MIAAAETHCS MHOXHHA
JOIyCTUMHUX KaHaupaatiB Sy < S (micmst 3actocyBaHHS

PETYJIATOPHUX Ta MPOLEAYPHUX OOMEKEHb IIOA0 KOH(]-
JKTy iHTEpeciB 4u poii y pani). BusHauaeTscst QpyHKITiSA
ouintoBanns f; (S) =sim(t,s) ta ingykoBaHa Hero (yHK-

LSl paHKyBaHHS 77; , IO BIOPSAKOBYE S; 3a CIagaHHIM
f;(S) . PexoMeHIOBaHAa MHOXHMHA K-Kpammx BH3HaYa-

€THCS SIK.

R (t) ={s € S; :rank, (s) <k}, 4)

ae rank”t (s) — mopsinkoBuit HOMep S y cmmCKy, 1 —

HAWBHINA PEJICBAHTHICTb.

Jnst npakTrdHOT peanizanii qaHi 30upanucs 3 Bin-
KpuTHX 3amuciB iHpopmariitHoi cucteMu NAQA.Svr y
MeXax cremiagpHOocTe 121-126 3a mepion depBeHb
2022 — rpynens 2024. OtpuMaHHS BiOMOCTEH 3ilic-
HIOBAJIOCSl MISIXOM aBTOMAaTH30BAHOTO JOCTYITy JIO
BeOcTopiHok 3 mogansmuM HTML-nmapcuarom Tabmwmd-
HUX OJIOKIB Ta BMICTY MOJAIBHUX BIKOH 31 CITUCKAMH
nyOJIiKalii YieHiB pajy.

JJist KOSKHOTO 3aXHCTY (iKCYyBaTUCS:

— TeMa JucepTallii,

— aHoTallis,

— KJIIOYOBI CJIOBa;

— MEPCOHAIbHI  MEpeNliKK  MyOJTiKaIiii  KOXXHOTO
unena paau (I1IB, pons y pazi, adpismis, pik i KIr04oBi
cioBa ImyOmikarii).

[lepBUHHI TEKCTH TPOXOAMIN HOpMaJTi3alio:

— MIPHUBE/ICHHS 10 HIXKHBOTO PETicTpy,

— yHiikaris nanok i Tupe,

— BUJIAJICHHS ITOJIBOEHUX MPOOIIIB;

—y dopMmynroBaHHSIX TeM mpubdupanucs ¢iHaabHi
Kparku;

— KJTIOYOBI CJIOBA OYMIIYBAIHCS BiJl TEXHIYHHUX ap-
TedakTiB 1 3BOAWINCA 10 €IUHOTO (opMmary (HIKHIH
pericTp, YCYHEHHS OPOXHIX €JIEMEHTIB).

HasBu nyOmikaniii yHigikyBaanucs 3a JONOMOTOI0
ABTOMATHYHOTO BWJIYYEHHs CTaHIapTHOI Ha3BH 3 0i0i-
orpadiuHux abo BUIbHO c(hOPMOBAHUX OITUCIB i3 BUKO-
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pHUCTaHHAM BesMKo1 MoBHOI mMoneni (GPT-40-mini) ge-
pe3 API OpenAl (iHCTPYKTHBHHWI 3alHMT i3 BHMOTIOIO
MOBEPHYTH Juiie Ha3By). Lle no3Bonmmno ycyHytn my0-
JKaTW 1 3MEHIUUTH LIyM Yy IOJAJIBIIOMY BH3HA4YEHHI
TEMaTHYHOI CIIOP1THEHOCTI.

VY pesynbrati chopmMoBaHO Kopmyc i3 259 mucep-
Tamii (TemMa, KIIOYOBI CIIOBa Ta aHOTAIliS; CIIeIiajlb-
Hi/3aKpUTi TeMH BHKIIOYEHO), 662 yHIKaIbHUX HAYKOB-
1iB (TOJIOBH, pereH3eHTH, onoHeHTH) i 3345 yHikamb-
HUX IyOJTiKamiif.

CemMaHTHYHI TIOJNAHHA TEKCTiB (opMyBaiHcsi B
eMHOMY TIpocTopi po3mipHocTi 1024 3a momomororo
yHiBepcasibHOT Mozeni emOeauHriB  OpenAl  (text-
embedding-3-large).

Jnst nucepraniii Oyno peanizoBaHO IBa BapiaHTH
podiTIIOBaHHS:

1) JI(TKA) — BekTOp, OTpUMaHHii i3 KOHKATCHOBA-
HOTO ONHCY «TeMa + KIIFOUOBI CJIOBA + aHOTAILIs»;

2) I(KC) — Bexrop, moOya0BaHuU#t JHIlIe HA OCHOBI
KIIFOYOBHX CIIiB.

AHAIOTIYHO, UIA HAYKOBIIB c()OPMOBAHO [1Ba Ba-
piaaTH Tpodimro:

1) HIIYB) — arperoBaHuii BEKTOp, LIO TOPiBHIOE
cepenHboMy L2-HOpMOBaHHMX eMOEIUMHIIB yCiX ImyOuri-
Kalliii HayKOBIIsA, J¢ eMOeIMHI KOKHOI myOsmikaiii Oy-
JyBaBcs 3 KOHKaTCHOBAHOTO OIUCY «Ha3Ba + KIIFOYOBI
CIIOBaY;

2) H(KC) — embemuHr KOHKATEHOBAHOTO CITUCKY
BCIX KITFOYOBHUX CIiB ITyOTiKaIiif HAyKOBIIA.

TakuMm YHHOM, YTBOPWIOCS YOTHPH KOMOiHamii
JUI TIOPIBHSUTBHOTO aHamizy. €aWHUil mpocTip i ojxHa-
KOBa PO3MIPHICTh 3a0€3MeUyI0Th KOPEKTHICTH BUKOPHC-
TaHHS KOCHHYCHOI MOAIOHOCTI Ta POOJNIATh pe3yibTaTH
CYMIipHHMH MK Pi3HEMH KOMOIHAIIIMA TIPO]IITiB.

BizyanbHa nepeBipka npoctopy eMOeIUHTIB BUKO-
HyBanacs 3a gornomoroto npoekuii UMAP y nBoBumip-
HUI TPOCTIP 3 MOJANBIIMM BHIUICHHSIM IIIJIbHICHUX
rpyn metogom DBSCAN.

Ha mtomuHi BigoOpa)keHO OKpeMO AucepTalii Ta
npodiji HayKOBI[B; KJIACTEPHI MITKHM IPUCBOIOBAIIUCS
aBTOMATHYHO, «IIyMOBI» TOYKHM BiJICIKAJHCS SIK Ti, IO
HE BXOJATH JI0 KOJJHOTO IIIJIFHOTO CKYIYCHHSI.

Dmroctparii moka3yroTh BUpa3HiI TeMaTHYHI TPYITH
it IXHI IepeTHHN: HAIPUKIIAN:

—KimacTep «kibepOesneka/inopmariiina Oe3rme-
Kay,

— BEJTUKI CKYITYECHHSI «MAIIMHHE/TITNOOKE HaBYaHHS»,

— CHeIialli3oBaHi KIIACTEPH «METOJ] CKiHYEHHUX
€JIEMEHTIB/00YNCITIOBAIbHA MEXaHiKay, «yIpPaBIiHHA
mpoexTaMny, «BITJIA» Tomo.

Inst mpodinis waykosuis H(KC) (puc. 1) cnocre-
piraeThCst TOHIIMI MO HAa TeMU (24 KI1acTepH, «IIyM»
~11.8%), uixx msa npodinis HIIYB) (17 kmacrepis,
«arym» <9.4%).

Hnst npodiniB qucepraniit J(TKA) Bunineno 15
knactepiB («mym» ~11.2%), Tomi sk mpodinoBaHHA
J(KC) (puc. 2) — 13 knacTepiB i3 HAHMEHIIOK YaCTKOO
«arymy» (=4.2%).

Taka kapTHUHA Y3TOJKY€ETHCS 3 IHTYIII€I0: KITFOUYOBI
cJ0Ba 3a0e3MeuyIOTh YiTKIllli TEMaTH9IHI MEXi, TOMI SK
TTOBHUH OIKC Kpallle BiITBOPIOE 3MICTOBI MMEPETHHU MK
TEMaMH.

. . o 0,
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. "..:
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Puc. 1. UMAP+DBSCAN
nst mpodinis Haykosuis H(KC)
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Puc. 2. UMAP+DBSCAN
nist npodinis aucepraiit I(KC)

OLiHIOBaHHA SKOCTI BU3HAUYEHHS TEMATHYHOI CIIO-
pifHEHOCTI BUKOHAHO Ha copMoBaHOMY Kopmyci. Eta-
JIOHOM pEJIeBaHTHOCTI 3ajaBaiucsi (aKTUYHO IPH3HA-
yeHi odimiHi omoHeHTH. J[1s1 KOKHOI TucepTarii MHO-
JKIHA KaHIUJATiB OpMyBasacs 3 ycix mpodisiB HAyKo-
BIIIB 332 BHHSTKOM IHIIIMX YYaCHHUKIB BiJIOBITHOI pa3o-
BOI panay, Micias 4YOro 4YOTHUpH KoMOiHamii mpogimis
{I(TKA), A(KC)}>x{H(ITYB), H(KC)} mnopiBHtoBanucs
3a KOCHHYCHO0 mofi6HicTHo (3).

PamxyBaHHS  OWIHIOBAJOCAd 32  METPUKOIO
NDCG@k (uyTtnuBa A0 MO3UWIN CHiBNAIiHL Yy BEepXHIii
yacTuHi cnucky) Ta Hit@k (vwacTka BUMaakiB, KOJIH XO-
4a 6 OMH OMOHEHT moTpanuB y K-kpamiux). JlomaTkoBo
posrisimascs koedimient migcunenns NDCG (NDCG-
lift), ToOTO BimHOLICHHS 3HAYEHHS METPHUKH MOJEN A0
il BUITaJIKOBOTO €TaJIOHA; HEBM3HAYEHICTh OIL[IHIOBAJIACS
OyrcTpen-meroqoM 3 95% nOBipYMMH iHTEpBAJIAMH.
I'padik i3 koediienToM mincuieHHs (puc. 3) TeMOHCT-
pye criliky nepesary komb6inauii JJ(KC)«—HIIYB): nis
Manux K BOHa CyTTEBO BHIlEpEIKa€e albTEPHATHBH, a 3i
30inbIneHHssM K 30epirae HalBHI 3HAYEHHS IIPH MTOMi-
PHIll IIUPHHI TOBIPYUX IHTEPBATIB.
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KoecpilieHT migcuneHHn

Puc. 3. Kpugi xoedirienta miacuieHas NDCG aiis 4oTuphox KoMOiHamii
npodiniB Aucepraniit Ta HayKoBILiB i3 95% NOBipYMMH IHTEpBaTaAMH

Hpyre micue crabinsro mocimae J(TKA)«—H(KC);
nam #ne JJ(TKA)«HIYB), toxi sk JI(KC)«—H(KC)
mokasye HaifHmkdi. CriagaHHs Koe]imieHTa i ICHICHHS
NDCG (puc. 1) i3 pocrom K € ouikyBaHuM: 0a30BHI
BHITAIKOBUH PiBEHH IMOJIMIIYETHCS IIBUALIC, TOX Bil-
HOCHA IlepeBara MO/ 3MEHITYEThCS.

Tabruys 1 — Cepenni 3Hauennst Mmerpuk NDCG Ta Hit@k,
a Tako:xk koediuientu mincunennst NDCG Bin-
HOCHO BHIIA/IKOBOT0 §a3ucy.

Kombi- NDCG .
oy K NDCG o~ Hit@k

1 0.05 15.98 0.05

ATKkAy o] 3 0.055 13.72 0.12
H(IIYB) 5 0.072 12,94 0.174
10 0.103 12.02 0.301

1 0.062 19.67 0.062

ATkA) o] 3 0.07 1755 0.147
H(KC) 5 0.089 16.09 0.208
10 0.119 13.95 0.347

1 0.081 25.82 0.081

IKC) o 3 0.08 20.09 0.17
H(IYB) 5 0.102 18.40 0.232
10 0.124 14,54 0.317

1 0.046 14.75 0.046

KC) o 3 0.056 13.87 0.127
H(KC) 5 0.077 13.86 0.201
10 0.101 1181 0.309

Tabmn. 1 31 3Hauenasmu NDCG, Hit@k ta xoediri-
earom migcuineHHss NDCG minTBepmkye i crocrepe-
JKCHHS YMCETHHO Ta Ja€ IHTYIIII0 MOA0 SKOCTI A pi3-
HUX JIOBXKHH CIIUCKY PEKOMEH/IAIlii.

BucnoBku

Po3pobiiena MeTo0N0Tisl aBTOMaTH30BaHOTO 3ic-
TaBJICHHS JUCEpTalliid 3 MPOQUIIMU TOTEHIIHHUX eKC-
MIEPTIB Y CHUIBHOMY CEMaHTHYHOMY IPOCTOPI TOKa3aja
CTabUIBHY TepeBary KOMOIHAIIi «IuCepTallist 3a KIFo-
YOBUMH CJIOBAMM» y TO€AHAHHI 3 «IIPOdijieM HayKOBI,
yCepeTHSHHIM 3a Ty OIIiKaIli IMID.

Takuii pe3ynpraT y3rojXKyeTbCs 3 IHTYiLi€rO:
KJIIOYOBI CIIOBA KOHIEHTPYIOTh TEMaTHUYHE SAPO JOCHi-
JDKEHHSI, a ycepeqHeHHs myOumikaniiiHoro npodiiro Ha-
YKOBISI H3JIa€ CTIKYy OI[IHKY HOro HayKOBOTO IOJI.
Bizyamnizauii (UMAP+DBSCAN) nonatkoBo miaTBep-
JUKYIOTh HasIBHICTh BHUPA3HMX TEMATHYHHX CKYMYEHb i
HOMIPHHX MEPETHHIB MiXkK TEMaMH.

[IpakTr9yHA MIHHICTH MAXOLY IOJATAE Y MPO30PO-
My Ta BiITBOPIOBAHOMY IOTIEPETHBOMY H000Pi odimiii-
HUX OIIOHEHTIB i ()OpMYBaHHI CKJIaAy pPa3oBHUX pal, a
TaKOX Y 3a/1a4ax y3TO/DKEHHsS TeM acIipaHTIB i3 KepiB-
HUKaMH Ta MOIIYKY 30BHIIIHIX PEHEH3EHTIB Ul KOHKY-
PCHUX IPOEKTIB.

MeTox 7eTKO iHTErpyeThCcs B HasiBHI pobodi mpo-
necy, 3a0e3rnedyodn MOsCHIOBaHI PEWTHHIM KaHIWa-
TiB 1 ayANTOBAHICTH PillIEHb.

[onmambmmii po3BUTOK POOOTH BOAYAETHCS:

— y 3ampoBaPKEHH] 9aCOBUX Bar JJIs My OTiKaIlin,

— BUKOPHUCTaHHI JIOMEHHO-a/IalITOBAHMX MoJelel
OTpUMaHHS eMOCIUHTIB,

— 3aCTOCYBaHHI METO/1iB HaBUaHHS JUIs PaHXKyBaH-
HS HA ICTOPUYHHUX JaHUX,

— iHKOpHopaii rpa)oBUX CHUTHAIIB (CIIiBAaBTOPCT-
BO, IHCTHUTYLiIfHI 3B’3KM) Ta pO3POOJICHHI MEXaHI3MiB
TOSICHIOBAHOCT1 PEKOMEH TAITI.

Taxi po3mmpeHHs MalOTh MHiABUIIMTH TOYHICTH i
CTilikicTh 0€3 BTpaTH MPO30pPOCTi Ta MACIITa0OBAHOCTI
3aMPOTIOHOBAHOTO PillICHHS.
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Methodology for automated assessment of thematic relatedness
of scientific publications using semantic analysis

Oleksandr Ivaniuk

Abstract. Relevance. Automated assessment of thematic relatedness between doctoral theses and profiles of po-
tential experts is needed for transparent and reproducible selection of official reviewers and composition of one-time spe-
cialized councils; the open NAQA.Svr data make such assessment technically feasible. Object of research: methods and
tools for constructing semantic profiles of theses and researchers and for ranking them in a shared vector space. Purpose
of the article. To develop and empirically validate a methodology for automated assessment of thematic relatedness of
scientific publications based on semantic analysis. Research results. We assembled a corpus of 259 theses, 662 researcher
profiles, and 3345 publications; texts were normalized, and publication titles were standardized using a large language
model. Semantic representations were obtained with an OpenAl model. We compared two variants of thesis profiling (full
description; keywords only) and two variants of researcher profiling (by publications; by keywords). Quality was evaluat-
ed against actual reviewer assignments using the metrics NDCG, Hit@k, and NDCG-lift. The best results were consistent-
ly achieved by the combination “thesis by keywords” and “researcher by publications,” which yields the highest top-rank
accuracy and the largest gain over random selection. Conclusions. Combining a keyword-based thesis profile with a pub-
lication-aggregated researcher profile provides the best balance of accuracy and robustness and is practically suitable for
preliminary reviewer selection. The proposed methodology is reproducible, scalable, and aligned with open data; promis-
ing directions include incorporating temporal weights of publications, handling bilingual terminology, and accounting for
procedural constraints in final assignments.

Keywords: thematic relatedness; embeddings; cosine similarity; reviewer assignment; dissertations; researcher profiles;
OpenAl text-embedding-3-large; UMAP; DBSCAN; NDCG; Hit@k; recommender systems; text analytics; machine learning.
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REQUIREMENTS FOR MODERN PROCESSORS FOR SECURE OPERATION
OF INFORMATION SYSTEMS AND NETWORKS

Abstract. The article considers the main requirements for the technical support of computer architecture for the security of
information systems and networks. It is proved that the problem of information protection requires the organization of a whole
complex of special protection measures to prevent the loss of information contained in its transmission channels. The
possibilities and consequences of abuse of information transmitted through telecommunications channels, which are
developing and improving intensively, have been identified, and means of their prevention have been investigated. Thus, today
there is a modern technology for protecting information transmitted via telecommunications channels, the sphere of influence
of which includes not only communication channels, but also switching centers, peripheral devices, terminals, communication
administrators, local computer networks, etc. It is justified that the analysis of requirements for modern technical and software
components, among which the leading place should be given to the processor, is in the focus of our research. The consequences
of non-compliance with the proposed requirements for the technical support of the computer architecture, which is a potential
threat and a possible catalyst for the danger of information systems and networks, are investigated. The feasibility of
implementing special tools, methods, and measures to prevent information loss has been established. It was determined that a
thorough analysis requires studying the components of the set of recommendations for optimizing processor selection, based on
the components and requirements for the security of information systems and networks, which are not sufficiently considered in
the publications of domestic and foreign scientists. An analysis of processors included in the rating of the best models in recent
years according to various criteria was performed, and the problem of choosing the optimal processor to meet the need for
ensuring information security in the network was studied. Advice and recommendations on their selection for the security of
information systems and networks are presented in numerous studies. Ways of improving the system are proposed, which are

important to consider when modernizing the existing system in order to enable further updating of its components.
Keywords: computer architecture, processor, information security, information systems, networks.

Introduction

The possibility of abuse of information transmitted
through telecommunications channels is developing and
improving no less intensively than the means of preventing
it. Therefore, the problem of information protection
requires the organization of a whole complex of special
protection measures to prevent the loss of information
contained in its transmission channels. A comprehensive
approach to information  security involves the
comprehensive development of all methods and means of
information protection. Thus, today there is a modern
technology for protecting information transmitted via
telecommunications channels, which affects not only
communication channels, but also switching centers,
peripheral devices, terminals, communication
administrators, local computer networks, etc. That is why
the analysis of requirements for modern technical and
software components, among which the leading place
should be given to the processor, is the focus of our
research. The intensive development of information
transmission means and systems constantly requires
ensuring information security, which consists in using
special means, methods to some prevents information loss.

Analysis of recent research and publications. A
thorough analysis also requires studying the components of
the set of recommendations for optimizing processor
selection, based on the components and requirements for the
security of information systems and networks, which are not
sufficiently considered in the publications of domestic and
foreign scientists. Fahmi M., Muda 1., Kesuma S. A. studied
the requirements for digitization technologies and their

applied significance [1]. Gatrifi M., Al Amayri J., Tottoli M.
study the components of computer architecture [2].
Franchuk T., Stepashkina K., Tyshchenko D., Karpunin 1.
constantly study the issues of design and development of
information systems and the requirements for their effective
functioning [3]. Desyatko A., Karpunin I. analyze the
requirements for digitalization processes in various fields of
science and technology [4]. Belfo F., Trigo A. study
information systems, traditions and directions of their further
improvement and modernization, justifying those technical
requirements that must be taken into account when
designing them [5]. Tyshchenko D., Franchuk T., Zakharov
R., Moskalenko V. consider the issues of supporting modern
security needs by different means [6]. Yang J., Song X,
Xiong Y. Meng Y. study the problems of software
development taking into account the security of information
systems and networks [7]. Sukhorebry O., Nenich D.
investigate the element of using multimodal artificial
intelligence in the process of information networks [8].
Analysis of processors included in the rating of the best
models in recent years according to various criteria and
research into the problem of choosing the optimal processor
to meet the need for ensuring information security in the
network, advice and recommendations for their selection for
the security of information systems and networks are
presented in numerous studies [9-16].

Main part

Requirements for the components and technical
support of the architecture of modern technical means
must be constantly analyzed, taking into account their
widespread use in the field of ensuring the security of
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information systems and technologies. This topic is
relevant and deserves the attention of scientists for
conducting scientific research, both domestic and
foreign scientists who constantly monitor these issues
and publish the results of their achievements in
numerous open publications [9-16].

Modern computers and laptops are becoming
more powerful thanks to high-quality processors. Let's
consider the advantages and disadvantages of
processors, wich based on the analysis. Automation of
processes occurring in financial institutions is a
complex problem, especially when it comes to a
systemic approach, that is, the interconnection of all
elements and components. Therefore, when designing
automated systems, the software developer uses
appropriate standards - principles, general requirements
and regulations that are mandatory. The basis of
information systems design standards is scientific and
methodological provisions and recommendations for the
design of automated control systems, which are
currently enshrined in the state standard. These include
the  principles of  consistency, development,
compatibility, standardization and unification, and
efficiency. Information security of information systems
and networks consists of technical and psychological
components. The technical part includes a Firewall - a
program for controlling data transmission, which is a
filter and a kind of security system. In order to be sure
that the "right" people are logging in to sites under
certain logins and passwords, CHAP (Challenge-
Greeting Authentication Protocol) is used - an algorithm
for verifying authenticity based on transmitting not the
user's password, but indirect information about him. A
major threat to information security on the network is
posed by various USB media that are used to transfer
various information within a particular organization.
USB interface designed to transfer information for
medium-speed and low-speed peripheral devices.

The four-conductor cable used to connect to the
USB bus consists of two wires (twisted pair) designed
to receive and send data, and two more wires to power
the peripheral device, which eliminates the need for the
peripheral device's own power supply. The maximum
current that can be consumed by the USB bus power
lines is limited to 500mA. For the new USB 3.0
specification, these limits are 900mA. USB Hub -
allows you to connect multiple devices to one computer.
Systems such as XNS (Xerox Network Services) - a
protocol that allows you to use files on another
computer, and NOS (Network Operating System) - an
OS for sharing files, greatly protect the user from
unauthorized use of information [12].

Computer network security is an important aspect
for protecting confidential information, important data,
and ensuring the normal operation of computer systems
and networks. Depending on the specific organization or
enterprise, the level of security of computer networks
may vary, but it is always important to take the
maximum possible measures to protect important
information and ensure the stable operation of systems.
The functions and tasks of information protection
determine the composition and structure of protection

methods and systems. This subjectivism of direct
implementation can be divided into two groups: -
threats, the implementation of which is carried out with
the constant participation of a person (the attacker); -
threats, the implementation of which is carried out by
appropriate computer programs without direct human
participation.

The requirements for effective security of
information systems and networks now consist of
updating platforms and using modern, latest processors.
A computer with a fresh CPU will be more productive,
there will be more opportunities for upgrading and
improving the assembly. On the other hand, solutions
for a platform with DDR4 memory will cost much less,
and the performance of such systems is still sufficient
for most current tasks. The leading place is occupied by
Dimensity 9300, the main performance characteristics
are: Manufacturer: MediaTek; Rating: 98 A+; AnTuTu
score: 2257733; Geekbench score: 2239 / 7538; Number
of cores: 8 (1+3+4); Frequency: 3250 MHz; Graphics
processor: Mali-G720 MP12. When choosing models
for effective work, you should focus on:

e price/performance ratio (we took into account
not only the cost of the processor itself, but also the
motherboard, since with equal performance, the price of
some sets can differ significantly);

e a reserve for the future (a newer processor
remains relevant longer, is supported by drivers, it is
easier to find relevant components for it, has higher
energy efficiency, and therefore, there is a chance to
save a little on the power supply).

While investigating the requirements for
information security of the hardware component of
modern computers, let's analyze the financial
characteristics of modern processors. (average price in
April last year), the most important of which are
presented on Fig. 1-3 [9].

Intel has improved its processors in the 14th
generation, and buying them is advisable only for ardent
fans of the brand, but not for those who are looking for
the best models. AMD, on the contrary, is in no hurry to
release the 9000-series desktop Ryzen, but is refining
the old ones, which is bearing fruit. When examining
the information security requirements of the hardware
component of modern computers, in particular
processors, their technical performance characteristics
can be summarized in Fig. 4 [9].

[ AMD RYZEN 5 3600 ]l:{>
e G )
o (o
o Com )
=)

Fig. 1. Cost characteristics
of modern budget processors
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Fig. 2. Cost characteristics of mid-priced processors
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Fig. 4. Performance summary table

Support for the latest memory and interface
standards is required, as is the widespread adoption of
DDR5 and PCle 5.0, which will provide higher
bandwidth and system speed. Improvements in cooling

technologies are leading to the use of innovative
solutions, such as new materials and designs for cooling
systems, which will help maintain stable operation even
under high loads.
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It is advisable to properly plan system upgrades,
namely when building a new PC or upgrading an
existing system, it is important to consider not only
current needs, but also the possibility of future
component upgrades.

This will save money in the future and ensure the
system remains relevant for several years. Lead
recommendations should be identified for planning
system upgrades. It is necessary to choose a
motherboard that supports the latest standards (DDR5,
PCle 5.0), which will allow you to easily upgrade the
processor or memory in the future and take into account
the possibility of gradually upgrading the system
without spending too much at once. It is necessary to
analyze the opinions of experts about future
technological trends in order to make informed
decisions about component upgrades.

The subjects of relations related to information
processing in the network are: - information owners or
authorized persons; - network owners or authorized
persons; - information users; - Local area network users.
Access to information stored, processed, and sent to the
network occurs only in accordance with access
delimitation rules established by the owner of the
information or a person authorized by him.

Without the consent of the owner, access to
information processed on the network occurs only in
cases provided for by applicable law.

Information protection on the network is ensured
by:

—compliance by legal entities with standards,
requirements and principles of an organizational and
technical nature regarding the protection of information
being processed;

—use of computer equipment, software,
communication and generally automated systems,
information protection tools that meet the established
requirements for information security (have the
appropriate certificate);

— verification of compliance of computer
equipment, software, communication devices and
automated systems with a total of established
information protection requirements (certification of
computer devices, communication devices and
automated systems);

— information protection control.

Conclusions

There is no need to justify the importance of
ensuring effective data protection through modern
information security services, as well as improving all
means of compliance with legal norms in this area. That
is why the need to study the key components of network
protection and individual technical issues related to
information security is within the scope of our study,
which is not exhaustive.

Further in-depth research will help to realize how
important it is to take a comprehensive approach to
security, combining technical solutions with other
technical components of its regulation and provision in
a world of rapid innovation.

Each of these services is designed to combat a
certain type of attack, which should not be confused
with the real security mechanisms implemented in them.
Knowledge of basic security requirements allows you to
actively use them to resist attacks, which is mediated by
additional technical requirements for the composition of
the technical park and its components.
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BumMmoru 10 cyyacHUX npouecopis
3au1d Oe3nexH pyHkunioHyBaHHA iH(opManiiiHuX cucTeM Ta Mepex

A. M. Karmiton, T. M. ®panuyk, [. O. Tumenko, A. M. [lecsartko, P. O. 3axapos

AHoTanisi. Y cTaTTi pO3TIITHYTO OCHOBHI BUMOTH JI0 TEXHIYHOTO 3a0e3NeueHHs apXiTeKTypH KOMIT I0Tepa 3aJJIs
Oesnexu iHpopMaLiHHUX cUCTeM Ta Mepex. JloBeaeHo, mo npobiema 3axucty iHpopmauii norpedye opraHizamii Higoro
KOMIUIEKCY CHEHiaJIbHIX 3aXOJiB 3aXHCTYy 3 METOIO NOTEepeKeHHS BTpaTH iHdopmamii, ska MiCTHTBCS B KaHajax il
nepenayi. Bu3zHadyeHi MOXIMBOCTI Ta HAaCHiIKH 3J0BXHUBaHb iHGQOpMali€lo, sKa TepenaeTbcss KaHaIaMH
TEJIEKOMYHIKalil, SKi pO3BUBAIOTHCA Ta BIOCKOHANIOIOTHCSA IHTEHCHBHO, Ta MOCIIIKEHO 3acOo0M iX TOMepemKeHHS.
TakuMm 4MHOM, HUHI iCHy€ cydacHa TEXHOJIOTif 3aXHCTy iHpopMarii, sKa mepegacTbca KaHaJaMU TeJIeKOMYHIKalii i B
chepy BIUIMBY $KOi IHOTPAIUIIIOTh HE TUIBKM KaHalW 3B'A3Ky, aje W LEHTPU KomyTauii, mepudepiiiHi mpuctpoi,
TepMiHadH, aAMiHiCTpaTopu 3B'SA3Ky, JIOKajdbHI KOMM'IOTepHi Mepexi Tomo. OOrpyHTOBaHO, L0 aHali3 BUMOT 0
Cy4acHHMX TEXHIYHHX Ta MPOrPaMHUX CKIAJOBHUX, Cepel SKHX MPOBIIHE MiclLie CIiJ BigaTH Hpolecopy, nepebyBae B
HEHTPi yBaru HAIIOTO AOCHTiDKeHHsS. J[OCHi/KeHO HacHiIKH HeJOTPUMAaHHs 3alpONOHOBAaHMX BUMOT IO TEXHIYHOTO
3abe3nedyeHHs] apXiTeKTypu KOMIT'IOTepa, W0 € MOTCHIIHHOK 3arpo30l0 Ta MOXJHBHM KaTalli3aTopoM HeOe3NeKH
iHpopMamiifHuX cucTeM Ta Mepex. BHU3HaueHO, MO MPOBiTHE Micle y KOMIUICKCHOMY Minxonai a0 iHdopMmamiitHol
Oe3mneku, oo nepegdadae KOMIUIEKCHHH PO3BHTOK YCiX METOMIB Ta 3aco0iB 3axucTy iH(popMalii 3aiiMae came TeXHITHE
3abe3nedeHHs, a caMe KOMIIOHEHTH apXiTeKTYpH KOMII'IoTepa. BCTaHOBIGHO NOLINBHICTh BIPOBAKEHHS CHEUialbHUX
3aco0iB, METOMIB Ta 3axoXiB, mo0 3amobirru BTpari iHpopmarii. Bu3HaueHo, 1m0 IPyHTOBHOrO aHamli3y BHMarae
BHBUCHHS KOMIIOHEHTIB CYKYNMHOCTI peKoOMeHAamiil moao omnrtuMmizamii BHOOpY Mpouecopy, L0 IPYHTYETbCS Ha
CKJIaJJOBHX Ta BUMOTrax 040 Oe3neku iHQopMamiifHUX CUCTEM Ta Mepexk, SKi HeAOCTATHBO PO3TISHYTO B MyOIiKamisx
BITYM3HSHMX Ta 3aKOPJAOHHUX BUCHHX. BUKOHAHO aHali3 MPOIECOpiB, M0 BXOASATD 32 PI3HUMHU KPUTEPIsIMHU 10 PSHTHHTY
Haifkpamux Mojesel B OCTaHHI POKM Ta JOCIiMKEHHS MpoOJIeMH BHOOPY ONTUMABHOTO MPOIECOPY Ui 3a0BOJICHHS
nmoTpebu 3abe3medeHHs Oesmeku iH(popmamnii B Mepexki, mopaam Ta peKoMeHmamii mpu ix BuOOpi ans Oe3meku
iHbOpMaLiIHHUX CHCTEM Ta MEPEkK NPEACTABICHUN B YHCICHHHUX JOCIHIKEHHIX 3alPONOHOBAHO IUISXH BIOCKOHAJICHHS
CHUCTEMH, sKi HpH MoOJEpHi3auii iCHYH4YOI CHCTEMH BaXJIHBO BpPaXOBYBaTH 3 METOK MOKJIMBOCTI MOJasbIIOTO
OHOBJICHHS 1i KOMIIOHEHTIB.

KawuoBi caoBa: apxiTekTypa KOMIT I0TepiB, mporecop, indopmariiina Oe3mneka, iHGopmariiiHi cucTeMu, Mepexi.
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METHODS FOR ANALYZING SOFTWARE SOURCE CODE

Abstract. Relevance. The study of methods for analyzing source code is driven by several current trends in the field
of software engineering. On the one hand, the increasing complexity and scale of software solutions necessitate the en-
hancement of software quality and stability. On the other hand, the growing frequency of cyber threats demands greater at-
tention to the security of source code. Modern software systems are involved in critical areas such as financial operations,
healthcare, industrial automation, and infrastructure management. Errors and deficiencies in such systems can lead to seri-
ous consequences, including significant economic losses, failures in the operation of essential services, and even threats to
human life. In an environment of intensifying competition and rapid digitalization, software quality has become a key fac-
tor in the success of companies in the market. The implementation of effective source code analysis methods is becoming
essential not only for large enterprises, but also for small and medium-sized businesses seeking to develop reliable and se-
cure software solutions. Emphasis should be placed on the promising potential of integrating modern technologies of artifi-
cial intelligence and machine learning into the process of code analysis. Such approaches enable the automatic detection
and classification of errors, which significantly reduces the time required for their identification and resolution, while also
improving the accuracy and efficiency of the analysis. Thus, the development and deepening of research in the field of
source code analysis methods is a vital task of modern software engineering, as it enables the resolution of urgent challeng-
es related to software quality assurance and system security. The object of research. the source code of software is consid-
ered a structure subject to formal, semantic, and behavioral analysis, aimed at identifying errors, vulnerabilities, architec-
tural flaws, and violations of coding standards. Purpose of the article. The study focuses on existing methods of source
code analysis, particularly static and dynamic approaches, their tool support, and the prospects of applying modern tech-
nologies, especially artificial intelligence, to enhance the efficiency of error detection, and to ensure the quality, reliability,
and security of software code throughout all stages of the software development lifecycle. Research results. The classifica-
tion of software source code analysis methods has been systematized, including static, dynamic, hybrid, and intelligent ap-
proaches. A comparative analysis of static and dynamic techniques has been conducted based on key criteria such as effi-
ciency, error coverage, resource intensity, and applicability at various stages of the software development lifecycle. Typical
categories of errors detectable through dynamic analysis have been identified, including memory leaks, resource access er-
rors, and performance issues. The potential of intelligent tools, particularly neural network-based models such as code2vec
and VulLibMiner, has been examined for automated analysis and vulnerability prediction. The feasibility of a comprehen-
sive approach that integrates both static and dynamic analysis has been substantiated as the most effective strategy for en-
suring the quality and security of software systems. Conclusions. Static analysis is effective for early error detection and
ensuring code compliance with established standards. Dynamic analysis is essential for identifying runtime errors such as
memory leaks and race conditions. Neither method is universal; the best results are achieved through their combination. In-
telligent approaches (Al/ML) significantly enhance the automation and accuracy of code analysis. The comprehensive im-
plementation of code analysis contributes to the development of secure, high-quality, and maintainable software.

Keywords: source code analysis, static analysis, dynamic analysis, software defects, code security, software quality,
analysis tools, artificial intelligence, machine learning, automated verification, code2vec, VulLibMiner, CI/CD.

dynamic analysis allows for the observation of program

Introduction behavior under real operating conditions, identifying

Modern information technologies have fundamen-
tally transformed approaches to software development.
The complexity of software products continues to in-
crease, which in turn raises the risks of errors, vulnera-
bilities, and deficiencies in the source code. For this
reason, the effective application of source code analysis
methods has become critically important. Their main
objective is to ensure code quality, security, reliability,
and compliance with established standards. These anal-
ysis techniques assist developers in quickly identifying
and eliminating errors, which ultimately helps reduce
the time and resources required for software develop-
ment and testing.

Depending on the verification approach, analysis
methods are generally categorized into static (performed
without executing the code) and dynamic (conducted
during program execution). Static analysis enables the
detection of syntactic and semantic errors, logical flaws,
and vulnerabilities at early development stages, while

resource leaks, memory handling issues, multithreading
errors, and other problems that are difficult to predict
using static methods alone.

In recent years, the integration of artificial intelli-
gence into source code analysis methods has significant-
ly increased. The use of machine learning enables the
automation of the analysis process, the classification of
errors, and the prediction of their occurrence — all of
which substantially enhance the efficiency and quality
of software development.

Review of Recent Studies and Publication. The
issue of source code analysis is actively explored in the
context of software quality assurance, software testing,
and information security. Most academic publications
classify analysis methods into static, dynamic, and hy-
brid categories, while also highlighting the growing
importance of automated tools and machine learning
algorithms. In article [1], the authors describe the devel-
opment and deployment of Google’s internal tool called
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Tricorder. It is a scalable ecosystem for static source
code analysis. The primary goal of the project was to
create a system capable of detecting bugs and vulnera-
bilities in code before execution, fully integrated into
developers’ daily workflows. Tricorder supports multi-
ple programming languages and operates on a modular
architecture, allowing for the inclusion of various ana-
lyzers. A distinctive feature of the platform is its scala-
bility, the ability to continuously update verification
rules, and a focus on automated, real-time feedback
delivery. The article demonstrates how static analysis
can be organically integrated into large-scale production
workflows to improve overall software quality in high-
intensity development environments.

Article [2] is dedicated to Google’s experience
with the use of the static analysis tool FindBugs in Java
projects. The authors describe the Fixit initiative, a fo-
cused effort in which developers dedicated time exclu-
sively to resolving issues identified by FindBugs. Dur-
ing the experiment, thousands of defects were analyzed,
most of which fell into categories such as null reference
errors, incomplete initialization, and the use of poten-
tially dangerous programming patterns. Notably, nu-
merous defects were discovered even in well-tested
code that had previously gone unnoticed. The authors
conclude that the regular application of static analysis
significantly improves code quality without requiring
additional testing resources. This publication is particu-
larly valuable as an example of how source code analy-
sis can be effectively adopted at industrial scale.

Study [3] explores the importance of static source
code analysis from a security perspective. The authors
emphasize that many common vulnerabilities, such as
buffer overflows, SQL injections, XSS, and other stand-
ard security issues, can be detected at early development
stages using specialized analyzers. Using tools like For-
tify and Coverity as examples, the authors demonstrate
the capability to automatically detect a wide range of
security flaws without executing the code. The paper
highlights that static analysis should be a systematic part
of the secure development process, not a one-time test-
ing effort. The importance of proper developer training
and tool configuration for achieving effective results is
also underlined. This work remains foundational in the
field of secure programming and retains its relevance
amid growing cyber threats.

Paper [4] presents an empirical study of bugs in
modern open-source software. The authors analyzed
bugs reported in the repositories of several major open-
source projects, including Mozilla, Apache, and Eclipse,
and classified them by type, origin, and consequences. It
was found that most errors stem from human factors —
incorrect assumptions, API changes, or complex com-
ponent interactions. Special attention is given to the
difficulty of identifying logical errors, which are not
always caught by tests or compilers. The authors con-
clude that effective code quality control requires a com-
bined strategy that includes both static and dynamic
analysis, as well as active user feedback. This study is
valuable for gaining a realistic understanding of the
nature of software defects and identifying the most er-
ror-prone areas of code.

As a result of study [5], the VulLibMiner frame-
work was developed, introducing a novel approach to
the automated detection of vulnerable third-party Java
libraries based solely on textual vulnerability descrip-
tions. This is highly relevant in modern software devel-
opment practice, where a significant portion of code
depends on external libraries, often used without thor-
ough security audits. The authors also discuss the future
development prospects of the system, including its
scalability to other programming languages, integration
into IDEs, and automatic generation of recommenda-
tions for updating insecure libraries.

Publication [6] presents an innovative approach to
code analysis using deep learning techniques. The study
introduces the code2vec system, which transforms
source code into vector representations, enabling the use
of neural network models for tasks such as classifica-
tion, recommendation, and bug prediction. The method
is based on representing code snippets as paths in the
abstract syntax tree, which are then fed into a neural
network. As a result, the system can «understand» the
structure of code and learning to recognize patterns as-
sociated with certain types of errors or stylistic devia-
tions. code2vec exemplifies a new generation of code
analysis tools that combine classical syntactic analysis
methods with artificial intelligence capabilities. This
work is of fundamental importance to the development
of intelligent code analysis systems.

The reviewed publications demonstrate the high
scientific and practical relevance of source code analy-
sis methods as one of the key tools for ensuring soft-
ware quality, security, and reliability. The research
shows that static analysis is extremely effective for the
early detection of syntactic, semantic, and logical errors
— particularly at scale in corporate environments (e.g.,
Google and SAP) — and for identifying vulnerabilities
before program execution. Industrial practice indicates
that static analysis integrated into CI/CD pipelines sig-
nificantly reduces technical debt and improves release
quality.

Meanwhile, dynamic analysis is considered a
complementary yet essential stage that enables the de-
tection of issues related to performance, memory leaks,
concurrency, and real-world execution behavior. Publi-
cations describing tools such as VulLibMiner highlight
the growing importance of analyzing third-party librar-
ies and dependencies, which constitute a critical part of
the modern software landscape.

The purpose of this work is to investigate and
critically analyze modern methods of source code anal-
ysis, including static, dynamic, and intelligent ap-
proaches, to evaluate their effectiveness, applicability at
various stages of the software development lifecycle,
and the potential for integrating machine learning tools
to enhance the quality, security, and reliability of soft-
ware code amid the increasing complexity of software
systems.

Main part

Source code analysis is a systematic process of ex-
amining the program text to identify syntactic, semantic,
logical, and architectural errors, as well as to verify
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compliance with programming standards, security re-
quirements, and performance. This analysis is one of the
fundamental stages of the software development lifecy-
cle, as it allows minimizing risks associated with errors
at later stages such as testing, deployment, or operation.

The source code, or source text of programs,
serves as the main object of research. Unlike binary
analysis, which works with executable files, source code
analysis provides a deeper and more contextual under-
standing of the program’s logic, structural features,
component interconnections, and potential risk areas.

In modern software engineering, code analysis per-
forms several important functions: quality assurance,
security enhancement, standards compliance auditing,
maintenance, and support. There are various methods of
source code analysis, conventionally divided into static
(performed without executing the program) and dynam-
ic (requiring execution of the code or its parts in a con-
trolled environment). Hybrid approaches that combine
features of both types and intelligent methods based on
machine learning algorithms [7] are also distinguished.
Depending on the objective, analysis can be carried out
at different levels: syntactic, semantic, structural, func-
tional, and behavioral. Source code analysis is not only
a technical process but also an integral part of develop-
ment culture — a practice that allows creating reliable,
maintainable, and secure software.

Methods of source code analysis are classified ac-
cording to different criteria, particularly by processing
method, environment type, software lifecycle phase, and
degree of automation. The most fundamental and com-
mon classification is the distinction between static and
dynamic analysis methods. Both approaches have their
advantages, limitations, and application specifics.

Static analysis involves analyzing code without
executing it. It is performed at the development or com-
pilation stage and allows detecting syntactic, semantic,
and structural errors. These methods are based on build-
ing syntax trees, function call graphs, and analyzing
data and control flow. They are used to check compli-
ance with coding standards, detect code duplication,
incorrect constructions, “dead” code, or potentially un-
safe operations. Examples of tools include SonarQube,
ESLint, PVS-Studio, Coverity, and others. The ad-
vantages of static analysis include its ability to work
without program execution and identify issues at early
stages.

However, despite many advantages, static analysis
has several limitations. Firstly, it cannot provide a com-
plete check of the program's dynamic behavior. For ex-
ample, it cannot detect memory leaks, race conditions,
failures due to lack of resources, or other errors that
manifest only during execution. In such cases, dynamic
analysis methods are necessary.

Another limitation is the high level of false posi-
tives — situations where the analyzer reports an error
that does not actually exist. This may reduce trust in the
tool and lead to unnecessary time spent by developers.
Some tools also have limited support for certain pro-
gramming languages or do not consider the specifics of
non-standard architectures, which reduces analysis ac-
curacy.

It should also be noted that the effective use of
static analyzers requires appropriate skills and configu-
ration, as different projects may have their own stylistic,
architectural, or domain-specific characteristics that
need to be considered when setting up the analysis sys-
tem.

Dynamic analysis, unlike static analysis, is per-
formed during program execution. It allows examining
the software's behavior in a real or simulated execution
environment. Dynamic analysis includes profiling, trac-
ing, memory usage monitoring, detection of memory
leaks, incorrect variable access, performance checking,
thread analysis, etc. This approach is necessary for de-
tecting errors that cannot be identified statically, espe-
cially in multithreaded or event-driven systems. Exam-
ples include Valgrind, Intel VTune, AddressSanitizer,
and IDE profilers. Its main advantage is analysis accu-
racy, but it requires time, a configured test environment,
and coverage of real scenarios.

In addition to the basic classification, the follow-
ing are also distinguished: hybrid methods combining
the advantages of static and dynamic approaches to
achieve higher accuracy; semantic analysis that exam-
ines the meaning and context of instructions and helps
detect logic inconsistencies; formal analysis based on
mathematical models to prove program correctness;
intelligent methods using machine learning or deep
learning algorithms for automated error pattern detec-
tion, code style analysis, or vulnerability prediction;
dependency analysis that studies the use of third-party
libraries and packages, particularly for known vulnera-
bilities or licensing incompatibility.

The disadvantages of dynamic source code analy-
sis lie in a range of technical, methodological, and prac-
tical limitations that complicate its application or reduce
its effectiveness under certain conditions (see Fig. 2).
Dynamic analysis depends on which code fragment is
executed during testing. If a specific branch of logic is
not activated in the selected scenario, the related errors
will remain undetected. That is, it does not guarantee
complete verification unless all execution paths are cov-
ered.

Running a program with monitoring tools signifi-
cantly increases CPU load, memory usage, and execu-
tion time. Some tools slow down program performance
by tens of times (e.g., Valgrind), making them unsuita-
ble for large or production-level systems. Performing
dynamic analysis requires creating a test environment
that simulates the system’s operation under conditions
close to real ones. This demands additional resources,
configurations, interaction scenarios, and input/output
data.

In large distributed or microservice systems, dy-
namic analysis may require simultaneous execution of
many components, complicating automation —especially
in cases of limited access to full infrastructure (e.g.,
cloud services or container clusters).

Dynamic tools do not always provide complete in-
formation about the source of an error, especially if it
arises in a compiled module without access to the
source code. This complicates further localization and
elimination of the defect.
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Additionally, effective dynamic analysis requires a
set of realistic and well-designed test cases. If such tests
are absent or of low quality, a significant portion of er-
rors will remain unnoticed.

Dynamic analysis is an indispensable means of de-
tecting behavioral, multithreading, and resource-related
problems. However, it should not be used in isolation.
Its limitations are compensated by combining it with
static analysis methods, integration into CI/CD pipe-
lines, and careful preparation of the test environment.

The classification of source code analysis methods
reflects the diversity of technical tasks faced by devel-
opers and analysts and allows for selecting appropriate
approaches depending on goals, development stage, and

software characteristics. Fig. 1 visualizes the key fea-
tures of both methods according to main criteria and
demonstrates that neither static nor dynamic analysis is
self-sufficient; however, together, they form a powerful
toolkit for deep diagnostics, quality control, and ensur-
ing the security of software code.

Their integration into the software development
lifecycle is critically important for modern software
engineering.

Fig. 2 systematizes the typical errors identified by
dynamic methods of software analysis, classifying them
into three key aspects: the category of the issue, an ex-
ample of the error and its consequences, and provides
appropriate tools for detecting each type of defect.

Application phase

Before compilation or execution

Meed for code execution

Not required

Error detection

Syntactic, logical, stylistic errors

Code coverage

Full (if whole project is analyzed)

Performance Fast, efficient
Typical tools SonarQube, ESLint, PVS-Studio, Coverity
Key advantages Early detection, automation, Cl integration

Main limitations

Application phase

False positives, no runtime insight

During program execution

Meed for code execution

Mandatory

Error detection

Runtime errors, memory leaks, race conditions

Code coverage

Limited to executed paths

Performance

May be slow, resource-intensive

Typical tools

Valgrind, Intel VTune, AddressSanitizer

Key advantages

Real behavior, precision, runtime defect detection

Main limitations

Requires environment, partial coverage

Fig. 1. Comparative analysis of static and dynamic methods of source code analysis

Problem Category

Example Error

Memory leak

Unreleased malloc/new

Invalid access

Array out-of-bounds, null pointer dereference

Race conditions

Concurrent access to shared variable

Deadlock

Thread blocking on competing resources

Resource issues

Unclosed file descriptors, sockets

Low perfarmance

Slow loops, frequent 1/0 calls

Problem Category

Consequences

Memory leak

Resource consumption growth, crashes

Invalid access

Crashes, logic violations

Race conditions

Unpredictable behavior

Deadlock

Hanging or halted execution

Resource issues

Resource exhaustion, OS5 errors

Low perfarmance

Problem Category

Memory leak

Performance degradation, latency

Valgrind, Dr. Memory

Invalid access

AddressSanitizer

Race conditions

ThreadSanitizer, Helgrind

Deadlock

Intel Inspector

Resource issues

strace, Isof

Low perfarmance

WTune Profiler, perf

Fig. 2. Typical Issues in Dynamic Analysis

Dynamic analysis is a critically important stage in
ensuring software quality, particularly for detecting er-
rors that cannot be identified through static analysis.
Without its implementation, it is impossible to guaran-
tee the performance, stability, or security of complex
systems. Therefore, the competent use of dynamic tools,

aligned with the types of potential errors, is an essential
component of the modern development process.

The ideal strategy involves the sequential applica-
tion of both approaches. In the early stages of the soft-
ware life cycle, static analysis is employed to quickly and
cost-effectively identify syntactic, stylistic, and logical
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errors, violations of coding standards, and potential vul-
nerabilities. This stage is particularly effective when inte-
grated into continuous integration (CI) systems, enabling
code quality control during development. After develop-
ment and compilation are completed — or in parallel —
dynamic analysis is introduced. It focuses on testing the
software’s behavior in real-world conditions, identifying
resource interaction issues, analyzing multithreading,
performance, and overall system stability.

A comparative analysis of the effectiveness of
these approaches demonstrates that their combination
leads to significantly better results in reducing software
defects than relying on either approach alone. For in-
stance, static analyzers can successfully detect up to 70—
80% of defects at early development stages, whereas
dynamic methods are effective in identifying issues that
are not reflected in the code’s structure but cause fail-
ures during execution. Thus, the integrated use of both
methods provides more reliable protection against criti-
cal errors and substantially reduces risks during soft-
ware operation.

Innovative techniques are also used in formal vali-
dation analysis. For example, systems trained on thou-
sands of known vulnerabilities can predict the appear-
ance of similar defects in new projects based on archi-
tectural or API-call similarities. These models can iden-
tify zero-day vulnerabilities even before they are ex-
ploited.

Intelligent code analysis offers several advantages:
it operates in real-time, learns from new examples,
adapts to a team's coding style, and can be integrated
into IDEs or CI/CD systems. However, these methods
require high-quality training datasets, substantial com-
putational resources, and proper model configuration —
factors that may limit their use in small teams or con-
strained environments.

Despite these limitations, the rapid development of
Al-based tools indicates that intelligent methods are
poised to become the foundation of a new generation of
code analysis systems — adaptive, context-aware, and
self-learning. This evolution will not only improve the
efficiency of error detection but also make software
development more secure, stable, and predictable.
Therefore, the integration of Al into source code analy-
sis is not merely a technical innovation but a strategic
necessity for the future of software engineering.

Conclusions

As a result of the conducted research, a systematic
analysis was carried out on the main methods used for

examining the source code of software, aimed at detect-
ing errors, vulnerabilities, violations of coding stand-
ards, and ensuring the overall quality and security of the
software product. The key characteristics, advantages,
and limitations of both static and dynamic analysis were
reviewed, along with the prospects for the development
of intelligent methods based on machine learning algo-
rithms.

The comparative study showed that static analysis
is effective during the early stages of development when
the program has not yet been executed. It enables the
detection of syntactic and logical errors, coding style
violations, code duplication, and potential security
threats that are independent of the execution context. At
the same time, dynamic analysis demonstrates its effec-
tiveness in scenarios where it is necessary to evaluate
the program’s behavior in a real runtime environment. It
can detect memory leaks, race conditions, thread block-
ing, resource issues, and performance problems — i.e.,
aspects that static analysis does not cover.

It is worth noting that the combined use of static
and dynamic analysis represents the most effective ap-
proach, as it ensures comprehensive coverage of poten-
tial issues in the code and allows for enhanced software
stability and quality. The integration of both approaches
into the development process, particularly within CI/CD
pipelines, is a practice that is increasingly being adopted
across the industry.

Special attention was given to innovative source
code analysis methods involving artificial intelligence.
Modern deep learning-based systems such as code2vec,
VulLibMiner, and others demonstrate significant poten-
tial in improving defect detection and vulnerability pre-
diction before they occur. These approaches enable sub-
stantial automation of the analysis process, adaptation to
team-specific coding styles, and reduced workload for
developers.

Therefore, the research confirms that the use of
source code analysis methods is a necessary condition
for the development of high-quality, secure, and main-
tainable software. The implementation of analytical
tools within the development process promotes a higher
coding culture, reduces the number of critical errors,
and lays the foundation for a long software product
lifecycle. The further development of the field will un-
doubtedly be linked to the growing role of artificial in-
telligence, the improvement of automated verification
tools, and the adoption of hybrid analysis strategies that
encompass both syntactic and behavioral aspects of
code.

REFERENCES

1. C. Sadowski, J. van Gogh, Jaspan C., E. Soderberg, C. Winter. Tricorder: Building a program analysis ecosystem. ICSE '15:

Proceedings of the 37th International
https://doi.org/10.1109/1CSE.2015.76 .

Conference

on Software Engineering, vol.,, 2015. P. 598-608.

2. Ayewah N., Pugh W. The Google FindBugs fixit. ISSTA '10: Proceedings of the 19th international symposium on Software
testing and analysis, 2010. P. 241-252. https://doi.org/10.1145/1831708.1831738 .

3. B. Chess, G. McGraw. Static Analysis for Security. IEEE Security & Privacy, vol. 2, No. 6, 2004. P. 76-79.

https://doi.org/10.1109/MSP.2004.111 .

4. Z. Li, L. Tan, Y. Wang, S. Lu, Y. Zhou, C. Zhai. Have Things Changed Now? An Empirical Study of Bug Characteris-
tics in Modern Open Source Software. Proceedings of the 1st Workshop on Architectural and System Support for

Improving Software Dependability,
https://doi.org/10.1145/1181309.1181314.

ASID 2006, San Jose,

California, USA, October 21, 2006. 9p.

110


https://doi.org/10.1017/CBO9780511973000
https://doi.org/10.1017/CBO9780511973000
https://doi.org/10.1145/1831708.1831738
https://doi.org/10.1145/1831708.1831738
https://doi.org/10.1145/1831708.1831738

ISSN 2073-7394 Cucrtemu yrpaBiiHHs, HaBirarii Ta 38's13ky. 2025. Ne 3

5. T. Chen, L. Li, B. Shan, G. Liang, D. Li, Q. Wang, T. Xie. Identifying Vulnerable Third-Party Java Libraries from Textual
Descriptions of Vulnerabilities and Libraries. Cornell University. Computer Science. Cryptography and Security, 2023. 23 p.
https://doi.org/10.48550/arXiv.2307.08206 .

6. Uri Alon, Meital Zilberstein, Omer Levy, Eran Yahav. code2vec: Learning Distributed Representations of Code. Cornell
University. Computer Science. Machine Learning, 2018. 23 p. https://doi.org/10.48550/arXiv.1803.09473 .

7. Flach P. A. Machine Learning: The Art and Science of Algoritms that Makes Sense of Data. Cambridge: Cambridge Univer-
sity Press, 2012. 291 p. https://doi.org/10.1017/CB0O9780511973000 .

Received (Hanitinmna) 02.06.2025
Accepted for publication (TIpuitasTta no apyky) 27.08.2025

BIIOMOCTI [TPO ABTOPIB / ABOUT THE AUTHORS

Ky:xenp Cepriii IropoBuy — cTyzeHT kadeapH eIeKTPOHHUX OOYHCITIOBATBHUX MAIUH, XapKiBChKUHA HAIllOHAJBHUN YHIBEpCH-
TET pallioe’eKTPpoHIKH, XapKiB, YKpaiHa;
Serhii Kuzhel — student, Department of Electronic Computers, Kharkiv National University of Radio Electronics, Kharkiv,
Ukraine;
e-mail: serhii.kuzhel@nure.ua; ORCID Author ID: http://orcid.org/0009-0001-7778-4881.

JlutBuHoB AHnpiii [TaBnoBHY — cTyIeHT KadeApH eNEKTPOHHUX OOUUCIIOBAILHUX MAIIUH, XapKiBCbKUN HAI[lOHAIBHUN YHi-
BEPCHUTET pa/liOeNIeKTPOHIKH, XapKiB, YKpaiHa;
Andrii Lytvynov — student, Department of Electronic Computers, Kharkiv National University of Radio Electronics
Kharkiv, Ukraine;
e-mail: andrii.lytvynovi@nure.ua; ORCID Author ID: http://orcid.org/0009-0008-1254-1513.

IlnexoB Onexcanap BikTopoBuy — MarictpasT, Kadeapa opraiqHoro cinre3y, XapKiBChbKHIl HalliOHAIBHUIT yHIBEPCUTET IMEHi
B.H. Kapasina, XapkiB, Ykpaina;
Oleksandr Pliekhov — master, Department of Organic Synthesis, V.N. Karazin Kharkiv National University, Kharkiv,
Ukraine;
e-mail: aleks.plekhov@gmail.com; ORCID Author ID: http://orcid.org/0009-0000-1343-4308.

MeToau aHaji3y BUXiTHHX TeKCTiB porpam
C. I. Kyxens, A. I1. JlutBunos, O. B. Ilnexos

AHoTanisi. AKTyaJbHicTh. AKTYaJbHICTh JOCHI/DKEHHS METOJIB aHANIi3y BUXIJIHHX TEKCTiB IPOrpaM 3yMOBJIEHa HH3-
KOIO CYYacCHHX TEHJICHIIN y cdepi mporpamHoi iHkeHepii. 3 0JJHOTo 60Ky, 3p0CTa€e CKIAAHICTh i MAaCIITA0H MPOTPaMHKX PIllICHb,
0 00YMOBITIOE€ HEOOXiMHICTh TMiBUINEHHS SKOCTI Ta CTablILHOCTI MPOrpaMHOro 3abe3neueHHs. 3 iHIIOTo GOKY, 3pOCTae yac-
TOTa Kibep3arpo3s, 1o 3MYIIye OCOOIUBY yBary MpUIUIATH Oe3meli mporpaMmHoro koxy. CydacHi mporpaMHi CHCTEMH 3aIisHi y
KpUTHYHUX cdepax: (iHAHCOBUX OIEpalisfX, OXOPOHI 3I0pPOB's, aBTOMAaTH3alii BUPOOHHITBA, YNPaBIiHHI iHYPACTPYKTYPOIO
Tomo. [IOMUIIKK 1 HEONIKA B TAKUX CHCTEMax MOXYTh MAaTH CEpHO3HI HACIIAKH, MIO MPU3BOIATH 0 BEIHKHX €KOHOMIYHHX
BTpAT, 3001B ¥ pOOOTI KPUTHYHUX CIYKO 1 HaBiTH CTBOPIOIOTH 3arpo3y JKUTTIO JIOJeH. B yMoBax MOCHIICHHS KOHKYpPEHIII Ta
cTpiMKkoi mudpoBi3amii sAKICTh MPOrpaMHOTo 3a0e3MeueHHs CTa€ BU3HAYANFHIM (PaKTOPOM yCITiXy KOMMaHiii Ha puHKY. BripoBa-
JDKEHHS e(peKTHBHUX METOJIIB aHANI3Y BHXIJIHUX TEKCTIB MPOrpaM CTa€ HEOOXiJHICTIO HE JIMIIE JJIsl BEUKUX IMiAPHEMCTB, aje i
JUIsL MaJlMX 1 cepefHiX KOMMaHiif, 10 MparHyTh CTBOPIOBATH HajiiiHe Ta Oe3rneuHe mporpamue 3abesmnedeHHs. OkpeMo BapTo
ITiIKPECITUTH MEPCIIEKTUBHICTD IHTErpaLil Cy4yacHUX TEXHOJIOTIH IITYYHOrO IHTEJIEeKTy Ta MAllMHHOTO HABYAHHS Y IPOLEC aHai-
3y koxy. Taki miaxoau J03BOJSIFOTh 3IiMCHIOBATH aBTOMATHYHUIA MONIYK 1 KIACH(]iKaIlifo TOMIUIOK, 110 3HAYHO CKOPOUYYE BUTPA-
TH 4Yacy Ha iX BUSIBJICHHS | YyCYHEHHsI, a TAKOXK ITiZIBUIIY€ TOYHICTh Ta epEeKTHBHICTb aHai3y. TakuM YMHOM, PO3BUTOK Ta MOTIJIH-
OJIEHHST JOCIIKEHB Y cepi METOIIB aHATI3Y BHXIIHUX TEKCTiB MIPOTpaM € BOKIMBUM 3aBJAHHSIM CydacHOI MPOTPaMHOI iHKEHe-
pii, 10 103BOJISIE BUPINIYBAaTH aKTyallbHI MPOOIeMH 3a0e3MedeHHs IKOCT Ta Oe3neKn nmporpaMHux cucteM. O06'€KT A0CTiTKeH-
Hfl: BUXiJTHI TEKCTH MPOTPAMHOTO 3a0e3MeUYeHHs K CTPYKTYpa, IO MiAsIrae GopMarbHOMY, CEMAaHTHYHOMY Ta IOBEIIHKOBOMY
aHaJIi3y 3 METOIO BUSBIICHHS IIOMIJIOK, BPa3JIMBOCTEH, HEOJIKIB apXiTEKTYpH Ta MOPYIIEHb CTAaHAAPTIB KOAyBaHHs. MeTa cTraT-
Ti: JOCHIi/DKCHHS ICHYIOUMX METOJIB aHali3y BHXIJIHUX TEKCTIB MPOrpaM, 30KpeMa CTAaTHYHUX 1 JUHAMIYHHUX MiIXOiB, iX iH-
CTPYMEHTAJIBHOTO 3a0e3MeYeHHs Ta MEePCIEeKTHB 3aCTOCYBaHHS CyYaCHHX TEXHOJIOTiH, 30KpeMa LITYYHOTO iHTEeNeKTY, JUIsl IMil-
BUIIICHHS ¢(DEKTHBHOCTI BUSABJICHHS MMOMMIIOK, 3a0€3MCUeHHS SIKOCTi, HAAIMHOCTI Ta O€3MeKH MPOrpaMHOTO KOIy Ha BCIX eTamax
JKUTTEBOTO LUKy pO3poOKH mporpaMHoro 3abesmnedeHHs. Peyabratn gocmimkenns. Cucremarn3oBaHo kiacugikaiilo MeTo-
IIiB aHaNi3y BHXITHOTO KOXIYy MPOTPAMHOTO 3a0e3ledeHHs, 30KpeMa CTaTHYHHX, IWHAMIYHUX, TIOPUIHUX Ta iHTEIEeKTyalbHHUX.
[IpoBeneHo MOPIBHSIBHUI aHAII3 CTATUYHOTO Ta TUHAMIYHOTO MiAXO/IB 32 KIIIOYOBUMH KPUTEPISIMHU: €(EKTUBHICTh, OXOTUICHHS
MOMMJIOK, PECYPCOMICTKICTh Ta 3aCTOCOBHICTh Ha PI3HHX €Tarax )HTTeBOro nukiay I13. BusHaueHO THIIOBI KaTeropii IOMHIIOK,
SIKI BUSIBIISIFOTBCS JTHHAMIYHHMH METOJAMH: BUTOKH I1aM’sTi, MOMUIIKH JIOCTYIY IO pecypciB Ta mpoOJeMH MPOAYKTHBHOCTI.
[TpoaHanizoBaHO MOXKJIMBOCTI BUKOPUCTaHHS IHTEJEKTYaJbHUX IHCTPYMEHTIB, 30KpeMa HeiipomepexeBux mopenei (code2vec,
VulLibMiner), 111 aBTOMaTH30BaHOTO aHaJi3y Ta MPOTHO3YBaHHs Bpa3auBOCTEil. OOIPYHTOBAHO MOIUIBHICTH KOMILICKCHOTO
HiIXO0y, LIO MOETHYE CTATUYHUK 1 TUHAMIYHUIA aHali3, K HaHOiNbII eeKTHBHY cTpaTerilo 3abe3medeHHs SKOCTi Ta Oe3meKkH
nporpaMHoro 3abesmneucHHs. BucHoBkH. CtaTuuHHil aHami3 eQEeKTUBHUI A1 PAHHBOTO BHSABJICHHS IMOMEJIOK 1 BiIMOBIAHOCTI
KOy cTaHaapTaM. J[MHaMiuHWH aHaii3 HeOOXiAHHMI IUIs BUSBICHHS IOMHJIOK BHKOHAHHS, TAKUX SK BUTOKH IaM’siTi Ta YMOBH
rouku. JKolleH MeTo]] He € yHiBepcabHIM. Halikpaii pe3yibTatu Aae iX nmoeqHaHHs. [HrenektyanbHi migxoau (AI/ML) 3HadHO
MIJIBHILYIOTH aBTOMATH3AIliI0 Ta TOYHICTh aHatizy. KOMIIEKCHE BIPOBA/DKEHHS aHaNli3y KOy CIIPUs€ CTBOPEHHIO OE3MEYHOro,
SIKICHOTO Ta HiaTpuMyBaHoro [13.

Kaw4yoBi cioBa: aHami3 BHXIJIHOTO KOIYy, CTATUYHUI aHAII3, IMHAMIYHHAHN aHANI3, TOMWJIKA B IPOTpaMHOMY 3a0e3Iie-
4eHHi, Oe3neka Koy, sIKiCTh IPOrpaMHOro 3a0e3MeueH s, IHCTPYMEHTH aHali3y, IITyYHMI IHTEeJIeKT, MallMHHe HaBYaHHS, aBTO-
MaTu30BaHa repesipka, code2vec, VulLibMiner, CI/CD.
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METOJ OONITUMAJIBHOI'O PO3TAIIYBAHHSI OB’€KTIB
JOITIOBHEHOI PEAJIBHOCTI

AHoTanisi. O0'€eKTOM JOCTITKEHHSI € IIPOIEC PO3CTAHOBKH O0'€KTiB JOIOBHEHOI PEAIBHOCTI Y (hi3MYHOMY IPOCTOPI,
SIKAi oOMeXxeHni y po3Mipax. [IpeqMeTom AocTixzKeHHS € aITOPUTMU ONITHMAJIBHOTO PO3TAIIyBaHHS 00'€KTIB JOIIOBHEHOT
peanbHOCTI y (hi3MIHOMY IPOCTOpI KiHIIEeBUX po3MipiB. MeTa cTaTTi mossrae y po3po0Iii MeToy ONTUMAaIEHOTO PO3Tally-
BaHHA 00’€KTIB OMOBHEHOI peaabHOCTi. OTpUMaHO HACTYIHI pe3yJbTaTH. BusHaueHui miaxix 1o ¢opMyBaHHSA oNTUMA-
JIBHOT NeplenTHBHOI BifcTaHi. Po3pobiena MaTreMaTiHyHa MOJENb, IO J03BOJISAE BU3HAYUTH KUTBKICHI OKA3HUKH JIBOX OC-
HOBHUX KPHUTEPiiB ONTHMANbHOCTI. 3aIpONOHOBaHUH MiJXid 0 BU3HAUYEHHA BifcTaHi Mk o0'ekramu AR Ta rpaHunsmu pe-
anpHOI IIonMHM. Ha npoMy miaxozi 6a3yeThesl 3apOOHOBAaHUI adrOPUTM ONTHMAIFHOTO PO3TAIYBaHHS 00 €KTiB JJOMOB-
HEeHOi pealbHOCTI. BUCHOBKH. 3apONIOHOBaHMI METOA ONITHMAJIBHOTO PO3TALIyBaHHS 00’ €kTiB AR, 10 cKiIafaeThes 3 Ma-
TEMaTUYHOI MOJIeli, BU3HAUYCHHs BiJICTAHEH IO TPaHMIb IUIOIIMHHU PeaJbHOro 00’ €KTy Ta BiIIOBIIHOTO anroputMy. Meroxn
JIO3BOJISIE BapiroBaTH 3MiHAMHU BipTyaJIbHOTO 00’ €KTY y peajbHOMY Haci.

Kaw4doBi ciaoBa: xoMn’l0TepHa CHCTEMA, TOTIOBHEHA PEaIbHICTh, BIpTyalbHUH 00’ €KT, IUIOIIUHA PEAIEHOTO 00’ €KTY.

Beryn

V CBITI criocTepiraeThest 3HAYHE 3pOCTAHHS 00CSTY
iH(opMarii, 0 TeHEepyEThCS Ta CIIOXKHUBAETHCS IOIAHS
[1]. B pe3ynbrarti 3poctae norpeda y 0ibll e(heKTHBHUX
crocobax 00poOku Ta Bizyamizallii miei indopmarii. lo-
MOBHEHa pealbHICTh (AR) — mepcnekTuBHA TEXHOIOTs,
sIKa MOYKE JIOTIOMOT'TH BUPIIIKUTH 110 IpodiemMy, 3ade3re-
YyIouM OUIbIN IHTYITMBHUH Ta 3py4HHH crioci0 Bi3yalri-
3anii qanux [2, 3]. OfHaK IpoIec PO3MIIIICHHS BipTyalib-
HUX O0'€KTiB B OTOYEHHI KOPHCTYBada 3a JIOTIOMOTOIO
AR-niporpam Moxxe OyTH ITOB'sI3aHUM 3 TETKUMHU TPYIHO-
mamu. OnHa 3 mpo0iieM, 3 SIKOI0 CTHKAIOThCS KOPHCTY-
Badi, MTOB'sI3aHAa 3 PO3MIMICHHSIM BipTyallbHUX O0'€KTIB y
cBOEMY OToYeHHI [4]. BaximBuM MOMEHTOM € HEoOXiI-
HICTB 3a0€3MeYNTH KOpUCTyBadaM Oe3reuHuid Ta Mpupo-
JHO-IHTYITUBHUI TOCBIA B3a€MOIIT 3 BipTyaabHUMHU 00'-
exktamu [5]. Lle mocsaraeTbes 3a paxyHOK JOCTaTHHOTO
[IPOCTOPY HABKOJIO BIpTyaJIbHUX 00'€KTIB, 11100 KOPHCTY-
Bayl MO HAOJIMKATHCS IO HUX Ta B3AEMOJISTH 3 HUMH
3 ycix OOKiB 6e3 pHU3MKy 3ITKHEHHS 3 pealbHUMHU 00'€K-
TaMU Y 1HITAMH KOPHCTyBadami [6, 7].

OpnHak Ha ChOTOJHIIIHIN Yac icCHye 0OMeKeHe KiJlb-
KiCTB JTOCIIPKCHD, BUBYAOUHX 1 OI[IHFOIOTD Pi3HI METOIH
1 pillIeHHs JUIsl TaKOTO PO3MILIEHHS JUIS BHYTPILIHBOI Ta
30BHIIIHKOI cepenosuma [8—11].

Hamnpuknan, B po6oti [8] 06roBoproroTeCst ocTaHHi
JOCITIPKEHHST METOiB po3mimeHHst 3D-moneneit B AR.
CraTTs IOYMHAETHCS 3 ONVIAY METONIB po3MimieHHs AR
1 pillleHs, 3aMpOMOHOBAaHKX B JiTepaTypu. IloTiM onmcy-
€TBCS MIIX1JT 10 OIIHKY, IKWH BKJIIOYAE K SKICHY, TaK i
KUTBKICHY OLIHKY KITBKOX METOZIB po3MimeHHs AR st
BHYTPIIIHBOI 1 30BHIIIHBOI CepeoBHUIIa. ABTOPH JaHOL
CTaTTi NPOINOHYIOTh KUIBKICHY 1 SIKICHY OLIHKY KiJBKOX
MeToniB po3mimeHHs AR Ha 3D moneni. Bonu Takox Ha-
BOJISITH OOTOBOPEHHS BUMOT JI0 TOYHOCTI 1 CTa0LIBHOCTI
PO3MIIIIEHHS B JIEIKUX BHIIAJIKaX BUKOPUCTAaHHA B 00Ia-
cti AECO, anaizyroun NpuaaTHICTh BUKOPUCTAHHS KO-
YKHOTO BUBYEHOTO METOy po3MilieHHs. [yt MOpiBHSAHHS
TOYHOCTI KO>)KHOTO METOJy PO3MIIIEHHs Oy/ii BU3HAYEHO
JIOKaJIbHI  BIAXWJICHHS KOOPAMHAT MK pEaJIbHUMH

TOYKAaMH 00'€KTa 1 IX KOPECIIOHCHTaMU. Y JOCIIHKCHHI
[9] BuBYaAOThCSI MPOOIEMH BiAJAICHOTO CIiBPOOITHHMII-
TBa 3 BUKOPUCTAHHSM IHCIUIETB JOMOBHEHOIO pealbHO-
CTi. ABTOpH 3a3HAYa0Th, 1110 OJJHI€T 3 OCHOBHHX IIPOOIIeM
TPH BigaJICHOMY B3a€MOJIT 3 BUKOPHUCTaHHAM AR-muc-
IUIEiB € MO3UIIIOHYBaHHS BipTyaJbHHUX 00'€KTiB. ABTOPH
TaKOK BU3HAYMIIN MPOOJIEMHI CUTYallii, XapaKTepHi IS
KOHKpETHOUj 3aBIaHH, 1 3aIIpOIOHYBAIH PEeKOMEHAANI]
1o po3podiii po3noaiicHux AR ais moserieH s mo3u-
LIOHYBaHHS BIPTyaJbHUX 00'€KTIB.

Heo0xigHicTh ONTHMAaIbHOTO po3TanryBaHHs B AR-
3aCTOCYHKax OOyMOBJIeHa JIeKUIbKOMa (haKTopamy,
BKJIIOUAIOUU 3PYYHICThH 1 Oe3lmeka KOpUCTyBada, peaic-
TUYHICTh 1 3aHYPCHHS, IHTEPAKTUBHICTH, MPOTYKTHB-
HICTP 1 €)EKTHBHICTH, @ TAKOK KOHKPETHI LiJIi IPOTPaMHu.
JloCATHeHHsSI ONTUMAIBEHOTO PO3TAallyBaHHS BKIIOYA€E B
ce0Oe ToJoNaHHs KUTBKOX MPOOIIeM, TaKUX SIK MiATpUMKa
peanisMy i y3TOIKEHOCTI, 3a0e3MeYeHHsT KOM(OPTHOTO
KOPUCTYBaJIbHULIBKOTO JIOCBIi/Y, IOJETIICHHS iHTEPAKTH-
BHOCTI 1 ONTUMI3allisi MPOXYKTUBHICTb. OTiKE, HAyKOBO-
TeXHIYHE 3aBJaHHs ONTUMAJIBHOTO PO3TAllyBaHHS BIpTY-
aJIbHUX 00’EKTIB Y CHCTEMax KOMIT IOTEPHOIO 30PY € aK-
TyanbHUM. Q0'€KTOM J0CJTiIPKEHHS € IPOIIEC PO3CTAHO-
BKU 00'€KTIB JOMIOBHEHOI PEaTbHOCTI Y (pi3HUHOMY ITPO-
CTODI, KU 0OMexeHu# y po3mipax. [Ipeamerom moci-
JKEeHHSI € aITOPUTMH ONITUMAJIBHOTO PO3TallyBaHHS 00'-
€KTIB JIOTIOBHEHOT peajbHOCTI y (hi3MIHOMY ITPOCTOPI Ki-
HIIEBHX po3MipiB. MeTa cTaTTi nomnsrae y po3po0ui me-
TOy ONTHMAaJIbHOTO PO3TallyBaHHS 00’€KTIB JIOMOBHE-
HOI peasbHOCTI.

OnTumManbHa nepuenTUBHA BiACTAHb

YV IonoOBHEHIH peatbHOCTI IIEHTpalbHa yBara npuii-
JSETHCS HE TUTBKU PO3TAlTyBaHHIO 00'€KTIB II0JJ0 KOpHC-
TyBada, ajie i iX B3a€EMHOMY CTaHOBHIY B rpoctopi. Lle
3abe3nedye rapMOHilHe MO€JHAHHS BipTyalbHUX €JIeMEH-
TIB 3 peaJlbHUM CBITOM, BHKJIIOYAIOYH Bi3yallbHE HEpeK-
PHTTS 1 MIATPUMYFOUH HUTICHICT CIpUHHATTS. [1ix 30HOI0
MIPOCTOPOBOI HEUTPATBHOCTI pO3yMieThCs OydepHe mpoc-
Tip, MiHIMIi3yI04e PU3UK HAKJIQJACHHS BipTyalbHUX 1 (Pi3u-
gyHUX 00'ekTiB. [l KOHIEMIS cHpuse yTPUMAHHIO
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BipTyaJIbHHX O0'€KTIB B MeXaX OE3NEeYHOro i BUIUMOTO
NPOCTOPY, YHUKAIOYM CTBOPEHHS CHUTYyalil, sIKI MOXYTb
MOPYLINTH IIaBHICTH 1 peanizm AR-nocsiny. Lleit npus-
LIUIT CTIPSIMOBAHWH Ha BU3HAYEHHS 1/1€JIbHOTO MPOMIXKKY
MDK 00'eKTamH, 100 MakCHMI3yBaTu 3pY4HICTh CHpHIA-
HATTA 1 iHTepaKTUBHICTH. LId BificTaHb BapiroeThes B 3aje-
XKHOCTI BiJ] KOHTEKCTY BHKOPHCTAHHS Ta XapaKTEPHUCTHK
BipTyaJIbHHX 00'€KTiB, 3a0€311eUyI0qr KOXKHOMY SIIEMEHTY
JOCTaTHBO MICIS JJIS B3aeMOmil Oe3 pPI3HKYy KOHQIIKTY
abo mucxomdoprty. IIpocTopoBa Y3rOMKEHICTH CIPHIA-
HATTS TiIKPECITIOE BAYKIMBICT BiATIOBIIHOCTI M BipTy-
AILHUMH 1 pealbHUMH 00'€KTaMu JJIsI CTBOPSHHS OTHOMA-
HITHOTO CIIPUHHSATTS IPOCTOPY. JlaHa y3ro/pKeHicTh MOe
OyTH KUIBKICHO BH3Ha4Y€Ha Yepe3 ONTUMANIbHY MepIenTH-
BHY BiJICTaHb, SIKa Iependayac onTUMajbHY BiJICTaHb YH
PpO3TalIyBaHHS BipTyaJbHHUX 00'€KTIB 1110710 KOPUCTyBaya i
IHIIUX 00'€KTiB B (DI3MYHOMY MPOCTOPI, IO 3a0e3meuye
HaWKpalle CIPUIHATTS Ta B3a€EMO/II0 0€3 BUKIIUKY AHUCKO-
M(OpTy, HOPYIICHHS 1TF031i MPUCYTHOCTI 200 Bi3ya bHOTO
HaBaHTaXeHHS. Po3poOka edekruBroro AR-nocBiny Bu-
Marae iHTerparii uX NPUHIHIIB: BpaXyBaHHs MPOCTOPO-
BOTO PO3MEXYBAaHHS i ONTUMAJIBEHOTO PO3TAIIyBaHHS 00'-
exTiB. Takuil miAXix J03BOJSIE CTBOPIOBATH IHTYITHBHO
3po3yMii, Oe3MeuHi i Bi3yaJlbHO NMPUBAOJMBI BIpTyallbHi
cepeloBHIIIA, CIPHSIOU] IIPUPOHOMY B3a€MOJIIl KOPUCTY-
Baya 3 JIONIOBHEHOIO PEaIbHICTIO.

[ OCATHEHHsS HaWKpaloro KOPUCTYBaJbHUIIb-
KOTO JIOCBIJly y IOTIOBHEHIH PeajbHOCTI KPUTHYHO BaXK-
JIUBO 320€3MEYNTH ONITUMAIBHY BiICTaHb MIX BipTyaJb-
HUMH 00'ekTaMu 1 KopucTyBadeM. Lle BizcTaHh TOBHHHA
OyTH BU3HA4Y€HA TAKUM YHHOM, 1100 MaKCHUMi3yBaTH 3py-
YHICTh CHPUIHATTS 1 MiHIMi3yBaTH MOTCHIIHHUHA TUCKO-
MpopT. Y HONOBHEHHS MO I[LOMY HEOOXigHO 3abe3rre-
YUTH MPOCTOPOBY Y3TODKEHICTh CIIPUHHATTSA, TapaHTy-
104H, L0 BipTyasbHi 00'€KTH TapMOHIHHO 1HTErpyHOThHCS
B pealibHe OTOYEHHS, 3MILHIOIOUH THM CaMHUM 3arajibHe
Bpa)XEHHsI BiJI MPUCYTHOCTI B JIONIOBHEHIH peajbHOCTI.
BukopucTaHHs 1IMX NMPHUHIMIIB B CYKYITHOCTI JIO3BOJISIE
cTBOpUTH e(heKTHBHI i ecTeTn4HO npuemMHi AR-crienapii,
MOKpAaIIeHy B3a€EMOJII0 KOPUCTyBada 3 BIpTyaJbHUMH
eneMeHTaMu. {71t moOyIOBM MaTeMaTHIHOI MOJIEI ITpo-
MTOHYETHCS MPUHHATH HIDKYE3a3HAYCHI HEOOXimHI (ak-
TOPH JUTA BipTyaJbHO PO3TAIIOBAHUX 00'€KTIB:

— TPUBUMIpHI JiHIIHI po3MipH (IOBKUHA, IIUPHHA,
BHCOTA);

— 30Ha MPOCTOPOBOI HEUTPAIBHOCTI HABKOJIO 00'€-
KTY, COPHUSTINBA TO3UTUBHOMY JIOCBIJly B32€MOIi KOpH-
cTyBaJa 3 00'€eKTOM.

VY mportieci po3po0OKH 3aCTOCYHKY JIOTIOBHEHOI pea-
JILHOCTi PO3pOOHMK YacTo Bi3yallizye CrieHapiid BUKOPHC-
TaHHS, B IKOMY BipTyanbHHI 00'€KT MO3UIIIOHY€ETHCS Ha
TOPU30HTAJIBHOIO TIOBEPXHi, TAKUH SIK CTLT a00 MiIory.
11106 3a0e3neuntyn Oe3nepepBHE B3aEMO/IIsl 3 KOPUCTYBa-
YeM, KpUTHYHO BaXKJIMBO, 1100 JIOCTYII 10 IIbOMY 00'€KTY
OyB 3a0e3reueHnit 3 nepeHii cTopoHu. [neansHo, KON
KOPHUCTYBa4i MaJI MOKITUBICTD OIVISIIATH 00'€KT 3 pi3HUX
TOYOK 30pY, BKIIIOUAIOUH BHJ 3BepXy. [1sl CTpyKTYypOBa-
HOTO OTHCY XapaKTePUCTHK 00'ekTa Ta rapaHTii Horo
KOMITJIEKCHOTO CHPUUHATTSA Oysia po3poOiieHo mporpa-
MHa MOJIeJTb, IETAJILHO BiOMBaIO4a I1i aTpuOyTH.

Jlis 3a0e3nedeHHs KOPUCTYBaviB €(peKTUBHUMMU ITi-
JTKa3KaMH¥ 1 peKOMEHAITisIMU 110 OpTaHi3aiii BipTyaabHO1

CIIeHM B iHTepdelCi, KPUTUUHO BaXKIMBO POBECTH aHa-
i3 TaHWX, 10 HAAXOMIATh BiJl TaTYMKIB MOOUTHLHOTO TIPHU-
CTPO¥O, PO BipTyasbHi twionuH. L1i maHi ciaix 3icTaBUTH
3 rabapuTamMu 00'€KTIB JIOMIOBHEHOT PEaIbHOCTI 1 acolli-
HOBaHMMU 3 HUMH Oy(QepHUMH 30HAMHU 3a HU3KOIO KpH-
TepiiB.

[epummii kpuTepiit, mo mo3HadaeTses sk K1, Bu3na-
Yae TomepenHi yMOBH IS PO3MIIIEHHS BipTyaJbHOTO
o0'exta. BiH € HEOOXiTHOIO YMOBOIO JJIsI BAKOHAHHS Ha-
CTYIHOTO 3aBIaHHS ONTUMI3allii po3mimeHHs. g Toro
00 ycTaHoBKa 00'ekTa Oylia MOXKIIHMBA, JIiHIHHI pO3MipH
JOCTYMHOTO (Di3MYHOTO MPOCTOPY MOBHHHI HEPEBHIILY-
Baru abo JOpIBHIOBaTH po3MipaM 00'€KTa, IO PO3MiLIy-
eTbcs. Lg monepenHs ymoBa Moke OyTH copMyJIbOBaHa
Yyepe3 Taki CIIiBBIHOLIEHHS ISl KOXKHOT 3 Ocel:

Kix :%Sl; Kiy =:—°s1; Kiz :i—osl, 1)
P P P

ne Xo Ta Zo IpeICTaBISIOTh JHIHHI po3MipH (LLIUPHHY Ta
rMOUHY BIAMOBIZHO) BipTyanbHOTro 00'ekTy; Xp Ta Zp €
JHIAHUMH po3Mmipamu (IIMPHHOIO Ta TJIHOUHOIO,
BIAMOBITHO) JOCTYMHOI IUIOIMHK Yy mpoctopi; Yo
No3Hayae JiHIMHUA po3mip BucOTH o00'ekta, a Yp
TIPEACTABIIIE TOCTYITHY BHCOTY y (Di3MIHOMY IPOCTOPI.

Hpyruii kputepiii, mo mo3HadaeTbes K K2 € xpu-
TEpiEM ONTHMAIBHOCTI, SKHH OIIHIOE, HACKUIBKH O0CST
BUJIBHOTO MTPOCTOPY HABKOJIO BipTYaIILHOTO 00'€KTa BiATIO-
BiZIa€ BCTAHOBJIEHOMY PO3POOHMKOM HapaMeTpy IpoCTo-
poBoi HelTpanmpHOCTI. [T HAOYHOCTI pO3TIITHEMO (HOp-
MyBaHHs Kputepito K2 Ha npuknazni oci X (3 aHaJIOTTY4HUM
3aCTOCYBaHHSM JI0 IHIIMX OcCsix). Bincrane no o00'exTa,
BIZIHOpMOBaHa Ha 30HY IPOCTOPOBOI HEHTpaNbHOCTI,
Ha3MBaTUMEMO NEPIENTUBHOO BijicTanHI0. Toxi nepuen-
THBHa BijcTaHb K y mpaBiii yacTHHI 3aJ]aHOTO MakeTy
00'exTa MOke OyTH BU3HAUEHA TAKUM YHHOM:

X,./D,, sxwo X, <D,;

K+(X+'D+): 2

1, saxmo X, =2D,,

ne X+ € pakTHYHOIO BiICTAHHIO 110 OCI X Bijl Kparo 00'exTa
JI0 IPABOTO KPako IUIONIMHK CKaHyBaHHs, a D+ mo3Havae
3amady OydepHy BiICTaHb A JOCIIHKYBAHOTO 00'€KTa.
[lepuenTrBHa BiAcTaHP 3 JIBOrO OOKy MOXe OyTH
BU3HAYCHA aHAJIOTTYHHM YHHOM:

X_/D_, sxmo X_<D_;

K_(X_,D_)=
_( - _) 1, saxmo X_>D_,

3)
IneansHa mepuenTWBHA BiACTaHb MO OCi X MOXe
OyTH JOCSTHYTA, SIKIIO BUKOHYETHCS TaKa YMOBA;

K_(X_,D_)=K, (X,,D,)=1, (4)

X04a L€ HE 3aBXKJU MOXKIIHBO.
SIK1110 BUKOHAHO YMOBY

XP—D+—D_<Xo<Xp, (5)

TO po3Mip 00'ekTa MeHIIe po3Mipy obusacTi, B 5Ky LeH
00'ekT BOYIOBYETBCS, ajie pa3oM 3 00OMa 30HAMH
KOM(OPTY BiH TyIIH BKE HE MOMIMAETHCS.

Jus  pocsrHeHHs 30anaHCOBaHOI B3aeMOIii Ta
BUKJIFOUEHHSI CHUTYyallild, KOJW 30UIbIICHHS BijcTaHi, 3
ofHOTO OOKYy, MPU3BOMUTH [0 3MEHIICHHS HOro 3
MIPOTUJICIKHOT, BBEIEMO TaKy LIJTLOBY (DYHKIIIFO:
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Kp =(K_-K,)". (6)

OnTrManbHUM BBaXKAE€THCS TaKe PO3MIIICHHS, SKE
MiHiMI3ye 10 ¢yHKIit0. OueBuaHO, MO MiHIMyM K>
JIOCATAETHCS TPU BUKOHAHHI TaKOT YMOBH:

Ko=K, (7

Le cmiBBIAHOUICHHS € KPUTEPi€EM ONTUMAJIBHOCTI.
MepnentuBui Bigcrani K. 1 K+, mo 3am0BOIBHAIOTH
pIBHSHHIO 7, € ONTHMAJIGHHMH IEPLENTHBHUMHU
Bifcransmu (OI1B).

Hexaii Xp — niHiiHUHA pO3MIp TOCTYIHOTO BUIBHOTO
npocropy, Xo — IiHIHHMHA po3Mmip 00'€KTa B3OBX
ob6panoi oci, L — | — moexwuHa BiibHOTO TpocTopy. Toxi
i3 KpuTepito ontUManbHOCTI (7) MOXXHA pPO3paxyBaTH
ONTHMAaJIbHE PO3MIILEHHS 00'€KTa 1O aHii oci:

X_=(L-1)-(D,/(D, +D_)); (3.8)
X, =L-X_=(L-1)-(D,/(D, +D_)). (3.9)
AHANOTIYHAH  PO3paXyHOK BUKOHYETHCS VIS

koxkHoro Bektopa (X, Y, Z) y nomatHomy (+) Ta
BiZ’€MHOMY (-) HanpsMKax.

Busnauenns Biacrani Mick 00'ekramu AR
Ta TPAHUIAMH PeaJTbHOI MJIONIAHI

Mozienb ONTHMAaJIbHOTO MO3UIIOHYBaHHS O0'€KTIB
JIOTIOBHEHOI pealbHOCTI BKIIIOUAE PI3HOMAHITHI Mapame-
TpH, SIKI BUCTYIIAIOTh B SIKOCTI MOKAa3HHUKIB a/IeKBATHOCTI
MOTOYHOTO MICISl PO3TaIlyBaHHS ISl BIpTYaJbHOTO KOH-
TEHTY 3 ypaxyBaHHSIM [POCTOPOBOI y3ro/KeHocTi. Miciie
PpO3TallyBaHHS BBOKAETHCS 11€alIbHUM, KOJIK TpaHUL 00'-
€KTa JOTIOBHEHOI PeajlbHOCTI, BKITIOUAOIH Horo OydepHy
30HY, ITOBHICTIO YKJIIal0ThCs B TPAHMIII IPOCTOPOBOI 00-
nacti. Mozens, O ONMUCY€EThCS, 3aCTOCOBYE MaTeMaTH-
YHI METOIWKH JJIS OI[IHKH PO3MipiB IPOCTOPOBOI 30HH,
JMHIHHAX TabapuTiB BipTyalsHOTO 00'€KTa Ta 00CATY Bi-
JILHOTO MPOCTOPY HaBKOJIO HhOTo. AR-3acToCcyHOK, iHTe-
rpoBaHuii 3 Gi3MYHUM JBUT'YHOM, 33/IiI0€ 1li pO3paxyHKH
JUISl 3HAXO[DKEHHS 0aJlaHCy MIXK BUMOTaMHM ITPOCTOPOBOT
rapMoOHIi Ta OOMEXEHHSIMH peasibHOro CBiTy. OCHOBHE
3aBIaHHs — po3poouTH AR-B3aeMojIit0, 110 MAKCHMI3ye
€(EeKTUBHICTh PO3MIILIEHHS BIpTyalbHUX €JIEMEHTIB J10-
MOBHEHOT peallbHOCTI y KopucTyBaya. Lle mpumyiiueHHs
Be/ie JI0 ITEBHOI OOYMCIIOBAaJbHOI 3ajadi: BU3HAYEHHS
MIPOCTOPY MIX BIpTyaJIbHUM O0'€KTOM 3 OIVISAY Ha ioro
IIPOCTOPOBO-HEUTPANIBHI 30HH Ta Kpasi CKaHOBAHOI Bip-
TyaJbHOI IUIONIMHY, Ha SIKiH 3MIHCHIOETHCS PO3MIIIICHHSI.
Jst boro MoTpiOHO aKTHBYBATH OCHOBHI (yHKIIT (i3u-
YHUX JIBVIKKIB, IO BUKOPUCTOBYIOTHCS y PO3poOII 3a-
CTOCYHKIB JIOTIOBHEHOT pealTbHOCTI.

BipryaneHi 00'eKTH Ta MpoIleC CKaHyBaHHS ILIO-
LIMHH TPALIOIOTh Y MeXKax TPUBUMIpHOTO mpoctopy. Li
00'eKTH TIPOMOHYIOTH TIOTEHITiaN JIsi OTPUMAaHHS Ta aHa-
J1i3y TEOMETPUIHHX JaHUX, OE3I[IHHOTO pecypcy B 00ia-
cti AR. Taki reoMeTpuyHi JaHi O3BOJSIOTH CTBOPUTH
CKJIQIHY CiTKY, B3a€MO3QJICKHY CTPYKTYPHY MEPEXY, sIKa
Bu3Havae Gopmy o00'exTa.

ApXITeKTypa CITKM B OCHOBHOMY CKJIaJa€Thbcs 3
JBOX (hyHJaMEHTAJILHUX €JIEMEHTIB: BEPIUUH, a00 Hapi-
YKHUX TOYOK Y TPHBUMIPHOMY IIPOCTOPI, Ta TPUKYTHHKIB

- TeOMETPUYHHMX OJIMHMIb, MOPOJKEHUX B3aEMO3B'S3-
Kamu BepirH. KoykHa BepirHa OB's13aHa 3 OKPEMHM iH-
JIEKCOM, YHCJIOBUM iIeHTH(}HIKATOPOM, 1110 €PEKTHBHO Bi-
nobpaxkae reomerpiro o0'exra. TpUKYTHHKH, 3 1HIIOTO
00Ky, BUHHKAIOTH 13 3B'SI3KiB MK I[IMU i1HICKCOBAHUMHU
BEepIIMHAMHU. BOHM B CyKyIHOCTI CTBOPIOIOTH BUINMY
moBepxHIO 3D-00'exTa, CIPUSAIOUN CTIIPHHHATTIO MaCHB-
HOCTi Ta pOpMU BipTyasbHOTO 00'€KTa.

Oco0nuBy yBary ciniJ NpUAUTIATH CKJIAIHIN reoMeT-
pii BipTyaTbHUX IUTOLIHH, CTBOpeHUX Oi0mioTexoro AR 6e3
MapkepiB. Y SKOCTi iHCTPYMEHTIB I aHaIi3y oOpaHi Oi-
omioreka ARKit i 1T o6ononka ARFoundation. ARKit cia-
BUTHCSI CBOIMH HOTYXHUMHU MOXJIMBOCTSIMH II0 CTBO-
penHio AR- cepenosuina, a ARFoundation BucTymae B
SIKOCTI yHiBepcanbHoro API, criponrytoun po3poOky AR,
HaJIal0uy 3arajibHy OCHOBY JUII MHOXXUHU AR-1m1atdopm.
[Ipu BuKopucTaHHi 3 irpoBuM aBUryHoM Unity, BiJoMUM
CBOIM YHIBepCaJlbHAM i TTOBHUM HabOpOM IHCTPYMCHTIB
JUIsL CTBOPEHHS 1HTepakTHBHOTO 3D KOHTEHTY, Il pecypcH
YTBOPIOIOTH Tpiamy Ay po3podku AR-3acTocyHKiB.

OnuieMo miaxia 4o BU3HadeHHs Bincrtadi. OmouH 3
MOXKJIMBHX IIJXOJIB MOJATAE B BU3HAYECHHI TOYOK Iepe-
THHY NEPIEHIUKYISIPIB, IPOBEICHUX 3 IEHTPY 00OMExKy-
I04OT0 Tapajiesnernineaa Mo KOOpJHHATHUX OCSX, 3 rpa-
HSMH TUTONIUHI CKaHyBaHHs. Takuii Mae HU3KY MepeBar.
T'onoBHOIO 3 HUX € F10T0 MPOCTOTA, 1110 3BOIAUTD 3aBIaHHS
JI0 eJIEMEHTAPHOTO T'€OMETPHYHOTO 3aBIaHHS, SIKE PO-
6uTh 00UMCIICHHs MeHIIIe ckiaanaumu. Kpim Toro, mpoc-
TOTa aJITrOPUTMY AO3BOJISIE IIBHIKO HOTO peasi3yBat,
oo OyXe LIHYeThCsl B Oi3HEC-3aCTOCYHKAX, /¢ IIBH[I-
KIiCTh 1 e()eKTHBHICTh YaCTO CXWJIAIOTH Yallly Bar Ha KO-
PHUCTb IPUHHATTS PillIEHHS.

Tum He MeHIIe OCHOBHMI HEJIOMIK TAKOTO ITiAXO0Iy-
ToJIATae B HEJOCTATHIA TOYHOCTI PO3paxyHKIiB MpH 3a-
CTOCYBaHHI /10 NPUMILIEHb HEMPaBUIBbHOI GOpMHU 1 CKa-
HOBaHUX Hil. J[JIs1 MOBEpXOHb CKIaaHOI (hOpMH po3pa-
XyHKH BIZICTaHi, sSIK MPaBHUJIO, HE JO3BOJISIOTH TOYHO BHU-
MIpSITH IIPOCTOPOBE MOJIOKEHHS 00'€KTa BiJTHOCHO 3ajia-
HOT noBepxHi. TUM He MeHIIle BaXKJIMBO BiI3HAYHUTH, L0
YacTille BCbOr0 KOPUCTYBadi CTHUKAIOTHCS 3 MPSMOKYT-
HUMH 00NacTAMM, JUISl SKMX T€OMETPUYHMH MiXi] Ha/lae
TOYHI 3Ha4YCHHsS BiacTaHi. ToMy B paMKax JaHOTO TiJ-
XOZy J10 BU3HAUEHHS Bi/ICTaHI MOXKHA HE 3BEPTaTH yBaru
Ha HECTaHIapTHI oBepxHi. [IpiopuTeT MBHIKOCTI i po-
CTOTH peaizallii BUNPaBIOBY€E 1€l KOMIIPOMic, BU3Ha-
J0YH, [0 B MPAKTUYHHUX 3aCTOCYHKaX e(eKTHBHICTH Ya-
CTO TIEPEBEPIIIYE i7ieaIbHy TOUHICTb.

AJITOPUTM ONTHMAJIBHOIO PO3TALIYBAHHS
00’€KTIB 10TIOBHEHOI PeaJIbHOCTI

AJNTOPUTM, BHKOPHUCTOBYBaHHUH ISl CHCTEMaTHy-
HOTO PO3TallyBaHHS 00'€KTa JOIOBHEHOI pealbHOCTI, B
TiepIry 4epry 3aCHOBaHHMH Ha Oe3nepepBHil OIiHII BiJiC-
KaHOBaHOTO IMPOCTOPY 1 HACTYITHOMY IOPiBHSHHI HOro
rapameTpiB i3 3aJaHUMH aTpudyTamMHy BipTyalbHOTo 00'-
€KTA.

[MocninoBHICTE Ailf TpH 3acTOCYBaHHI ITAHOTO AJIro-
pUTMY HaBe/IeHa Ha puc. 1.

Otpumani 3Ha4eHHS KOe(iIli€HTIB CIyXaTh IIiH-
HUMU 1HAUKATOPaMHU, SIKi MOXKYTh OyTH BUKOPHUCTaHI JIJIst
Bi3yamizallii miaKa3oK y KOPHUCTYBalbHHUIIBKOMY iHTEp-
(betici Ta s peryitoBaHHS po3MileHHs ciieHn AR.
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AR-3acTocyHOK

3anyck AR-3acTocyHKy

nepeeognTeCH
y HEaKTUBHWIA CTaH

Bubip AR-06'ekTy

Ob'ekt
PO3IMILEHAR?

OTpuMaHHs napameTpis
AR-0b’ekTy

dopmyBaHHA pekomeHaaLil
LOAO PO3MiLLEHHS

BipTyaneHoro ob’ekTy

CkaHyBaHHA npocTopy [
KopMcTyBa4a — W
PospaxyHok K2
Tak
OTpyMaHHs gaHnx
WoAo NNoLwwH Hi
K1<1?

CniBBigHeCeHHA NapameTpis
BipTyansHoro of'ekTy Ta
BifICKaHOBaHOro NpocTopy

Puc. 1. [TocnigoBHICTE Aiii TpH BUKOPUCTAHH] aJTOPUTMY
po3ranryBaHHS 00'€KTa IOMOBHEHOI peabHOCTI

3aBASKM TaKOMy CHCTEMaTHYHOMY IiAXOIY KOpHC-
TyBadi OTPUMYIOTh Bi3yallbHE IOJAHHS O MPOCTOPOBOI
MIPUAATHOCTI IS PO3MIIIEHHS 00'€KTa, 10 MOKPAIIYye iX
PO3YMIHHS INTaHyBaHHs BipTyalbHOIO CIieHH. Buxopmuc-
TOBYIOYH OLIIHKY QJITOPUTMOM BiICKAHOBAHOTO IIPOCTOPY
1 MOPIBHSHHA 31 BIACTHUBOCTSMH BIPTyaJbHOTO 00'€KTa,
MOYKHA JIOCSATTH OLIbIIIE IHTYITHBHOTO 1 ONTHMi30BaHOTO
CHPHUMHSATTS IOTIOBHEHOI PEabHOCTI.

KokeH BipTyanbHUI 00'€KT XapaKTepHU3y€eThCs CBO-
MU rabapuTamu i BUMarae BUJIUICHHS HABKOJIO ce0e mpo-
CTOpOBO-HeHTpasibHuil 30HU. 151 30Ha BUKOHYE JBI KITIO-
YOBi (DYHKIIIi: TO-TIepIIie, BOHA FAPaHTY€E HAsBHICTH OCTa-
THBOTO MPOCTOPY JJISL TOTO, 100 KOPUCTYBadi MOIIH Bi-
JIBHO MIAXOIUTH JI0 BIPTyalbHUX 00'€KTIB 1 B3a€MOIISATH 3
HuMu. [lo-1pyre, BOHA NIepeIIkopKae NepEeKpUTTIO BipTy-
TFHUX 00'€KTIB MiXk COOO0F0, TITPUMYIOIH TAKIM YHHOM
Oe3IepepBHICTE 1 pealliCTUYHICTh CIIPUHHSTTSL, IO € KPHU-
TUYHO B)KJIMBUM JJI €()EKTHBHOTO 3aCTOCYBAaHHS 3aCTO-
CYHKIB JIOTIOBHEHOI peajbHOCTI.

AJITOpUTM, ONHMCAaHMW Jall, € y3arajlbHEHHSM Ha
JIBOBUMIPHUH BUIAI0K OJTHOBUMIPHOTO aJITOPUTMY PO3Ta-
uryBaHHs 00'ekTiB. [lonepenHii anropuTM 4y70BO CIIPaB-
JSIETBCSL 3 BUOYJOBYBaHHSAM 00'€KTIB MO 3a3/1aHii JiHIl B
IpocTopi, Oepydu 0 yBarw sk po3MipH, i HEOOXiaHI Bi-
JIbHY 30HY HaBKoJIo. OJIHaK oMy He BHUCTa4a€e MOXKIIMBO-
CTi 3alOBHIOBAaTH 00'€KTaMU BECh JOCTYITHHH JBOBHMIp-
HUH TIPOCTIp, a/ke 00'€KTH MOXKYTh PO3TaILIOBYBATHCS HE
TUIBKH JIIBOPYY 1 IpaBopyd, aie i xaii abo Grinkge 10 Ko-
puctyBaga. HoBuii anroputm ycyBae 1iei HeIoIiK.

Ha mowatkoBoMy eTami poOOTH alropuTMy B JTiBOMY
HIDKHBOMY KyTKy KOJKHOTO 00'€KTa BH3HAYAETHCS TOUKA
npuB's3ku. s Touka Mae mepriopsiiHe 3HA4YEHHs, TaK K
BOHA BU3HAYa€ KOOPIMHATH po3TantyBaHHs 00'exty. [Ticms
IIFOTO BCi 00'€KTH YHMOPSAKOBYIOTHCS y CIIAAAl0dy IOCITi-
JIOBHICTB B 3aJIS)KHOCTI BiJl IX CyMapHOT JOBKHHH B3I0BXK
0ci Z B CyKyITHOCTI 3 po3MipaMH BUIbHUX 30H LIHOTO K Be-
KTOpY, TOOTO B JaHOMY BHMNaJKy (ppoHTasbHA Ta 3a[H
30HH MPOCTOPOBOI Y3TrOKEHOCTI.

[otim popmyeTbest maprist 3 KIbKoX 00'exTiB. Dop-
MYBaHHsI L€l TapTii pery;II0eThCs IEBHUM NPaBUIIOM. Sk
TUTBKY 3arajibHa NIMPUHA B3OBXK 0Ci X IIMX 00'€KTIB - 115
LIMpPUHA BKJIIOYAE B ce0e SIK iX JIiHIHHI po3MipH, TakK i po3-
MipH Oy(epHHUX 30H B3IOBX FOPU30HTAIBHOIO OCI - IT0YH-
Ha€ MEPEBHUIITYBaTH 331aHy MIMPUHY POCTOPY, MpH3HAde-
HOTO JJIsl PO3MIIIEHHS 00'€KTIB, TOAaBaHHS HOBHX 00'€K-
TiB B TIAPTit0 IPUITHHAETHCA.

VY meit MOMEHT 3aITyCKa€ThCS ANTOPUTM JIiHIHHOTO
PO3MIIIICHHS, SKUH 3aCTOCOBYETHCA O BCiX OO'€KTIB B
mapTii. Pe3ymeraToM miei mporierypu € po3TanryBaHHA 00'-
€KTIB Ha nepurii niHii B30k oci X. [Ipu Takomy po3mi-
IIIEHHI TOPU30HTAIBHUI POMIXKOK MK 00'€KTaMu BU3Ha-
YaeThCs MapameTpoM rneprentuBHol Bigctani K. Ieit ma-
paMeTp HiATPUMYETHCS OTHAKOBUM 1 MOCTIHUAM IS BCiX
00'eKTiB, ynopsaKoBaHuX B JiHio. [ToTiM mpouec po3mi-
LICHHS B37I0BXK OCi Z IHIIIOETBHCSA BiJ] BEPXHBOTO Kparo
IUTOIIHHI. 3a JOTIOMOTOI0 0a30BOi MaTeMaTUYHOI OTepartii
— MHOXeHHs K Ha BenmumHy nepenHboi Aensra-BiacTaHi
(mmo3HavaeTHCA SIK Z+) — BCTAHOBIIOETHCS BEJTMYHMHA BiJIC-
TYITy KOKHOTO 00'€KTa BiJ BEPXHBOI TPAHUII IDIOMIMHH.
[orim 3 permTa 00'€KTiB 30MpaeThCs 1HINA TAPTIS, 1 A
UX 00'€KTIB MOBTOPIOETHCS MPOLIEC PO3PAXYHKY TOPHU30-
HTaJIBHOTO TIPOMIXKHOTO BiJICTaHI.

[Ticns uporo po3paxoByeTbes 3MiLEHHS MO oci Z
IOJT0 TIOJIOKEHHS 00'€KTIB B mornepeanboi inii. [{eit mpo-
LIEC PO3PaXyHKY CKIAIAEThCSA 3 KUIbKOX eTamiB. [o-me-
piiie, BUOUPAETHCS MaKCUMaNTbHIN KoedimieHT K Mix mo-
TOYHOIO 1 momepenHsoi psiakoM. [lo-apyre, mis KoXXHOTO
o0'ekTa B IMOTOYHOMY pSAY BH3HAYAIOTHCS ITOTCHIIHHI
BEpPXHi CYCiJIH 3 TIOTIEPETHBOTO PAMY, TO € 00'€KTH, MAIOTh
3arajbHi 00JIaCTi B3MOBXK KOOpAWHATH X. 3pEIITor0, 009H-
CITFOETHCS TIJICYMKOBE 3MIIlEHHA IO BepTukaii. [lpu
LIbOMY ITPUIMAETHCS J10 yBaru He TIIbKY IepeiHs 30Ha Oy-
(hepHOTO BifICTaHI MOTOYHOTO 00'€KTA, ajle 1 HIKHS 30HA
ONTHUMAJILHOTO BijfIcTaHi 00'€KTa, PO3TAIIOBAHOTO BHIIE,
SIKIIO TaKMH €. AJITOPUTM MPOOBXKYE LUKI JI0 THX IIip,
MOKU He Oy/e JTOCSTHYTO MO3UIIIOHYBaHHS BCiX 00'€KTIB.
Bax1uBo 10/1aTH, 110 aIropuT™M 00po0IIsie 00'eKTH 3iTiBa
NpaBopyH AJIst BCIX JIiHIN 3 HETAPHUMK HOMEpaMH 1 clipaBa
HAJTIBO IS BCIX JIiHIN 3 TApHUMHU HOMepamu. JlaHwid mi-
XiJ1 103BOJIsIE O1ITbIIIE PIBHOMIPHO PO3MOALIATH 00'€KTH 110
ix rabapuTiB, KOMOIHYFOUYH OUTBIIIE BETHKI 3 OUIBIIE Pi0-
HuMH. OmEcyBaHa IUKIIIYHA OTepallist 3a0e3redye Mmoo
IpocTe y peastizanii i BUCOKOIPOXYKTUBHE PO3TAITyBaHHS
BipTyaJIbHHX 00'€KTiB, IpH 3a0e31edy0du KoM(POPT KOpH-
cTyBa4a Ta e()eKTUBHE BUKOPHCTAHHS TIPOCTOPY.

BucHoBxku

BusnadyeHuit minxin 10 GgopMyBaHHS ONTUMAIBHOL
MepenTHBHOT BijcTaHi. Po3polOiena mareMatndHa MoO-
JIeNb, 110 JO3BOJISE BU3HAUNTHU KiJIbKICHI ITOKA3HUKH JIBOX
OCHOBHHUX KpPHTEpPiiB ONTHUMAIBHOCTI. 3alpOIIOHOBAHUIMA
T IX 171 IO BU3HAYEHHS BicTaHi Mixk 00'ektamu AR Ta rpa-
HUIIMH peajibHOT TutomuHu. Ha mpoMy miaxomi 6a3yeTbes
3alpPONIOHOBAHNN aJITOPUTM  ONTUMAJIBHOTO PO3TAIITy-
BaHHSI 00’€KTiB JIOTIOBHEHOI peajbHOCTI. 3amporioHOBa-
HUM METOZ ONTHUMAJIBHOTO PO3TanryBaHHS 00’ekTiB AR,
10 CKJIAIA€THCS 3 MATEMATHYHOI MOJIE1, BU3HAYEHHS BiJI-
CTaHEH 10 TPaHHUIlb TUIONIMHU PEaIbHOTO 00’ €KTY Ta BiJI-
MOBIJTHOTO airopuTMy. MeTos J03BOJISE BapirOBaTH 3Mi-
HAMH BipTyaJbHOTO 00’€KTY Y pealbHOMY Yaci.

115



Control, Navigation and Communication Systems. 2025. No. 3 ISSN 2073-7394

CIICOK JIITEPATYPU

1. Kuchuk, H. and Malokhvii, E. (2024), “Integration of iot with Cloud, Fog and Edge computing: a review”, Advanced Infor-
mation Systems, vol. 8, no. 2, pp. 6578, doi: https://doi.org/10.20998/2522-9052.2024.2.08

2. Criollo-C Santiago, Guerrero-Arias Andrea, Guana-Moya ~ Javier, Samala Agariadne, Lujan-Mora " Sergio. Towards sustain-
able education with the use of mobile augmented reality in early childhood and primary education: a systematic mapping.
Sustainability 2024;16(3):1192. https://doi.org/10.3390/su16031192

3. Kuchuk, N., Kashkevich, S., Radchenko, V., Andrusenko, Y. and Kuchuk, H. (2024), “Applying edge computing in the exe-
cution 10T operative transactions”, Advanced Information Systems, vol. 8, no. 4, pp. 49-59, doi: https://doi.org/10.20998/2522-
9052.2024.4.07

4. Atwood-Blaine D, Huffman D. Mobile gaming and student interactions in a science center: the future of gaming in science
education’. Int J Sci Math Educ 2017;15:45-65. https://doi.org/10.1007/s10763-017-9801-y

5. Alvarez-Marin Alejandro, Velazquez-lturbide JAngel. Augmented reality and engineering education: a systematic review.
IEEE Trans Learn Technol 2021;14 (6):817-31. https://doi.org/10.1109/TLT.2022.3144356

6. Aivelo T, Uitto A. Digital gaming for evolutionary biology learning: the case study of parasite race, an augmented reality
location-based game. LUMAT 2016;4(1): 1-26. https://doi.org/10.31129/LUMAT.4.1.3

7. Ruban, 1., Kuchuk, H., Kovalenko, A., Lukova-Chuiko, N. and Martovytsky, V. (2021), “Method for Determining the Struc-
tural Reliability of a Network Based on a Hyperconverged Architecture”, Studies in Computational Intelligence, vol. 976, pp.
147-163, doi: https://doi.org/10.1007/978-3-030-74556-1_9

8. El Barhoumi N., Hajji R., Bouali Z., Ben Brahim Y., Kharroubi A. (2022), “Assessment of 3D Models Placement Methods in
Augmented Reality”, Applied Sciences, 12 (20), pp. 106-120, doi: https://doi.org/10.3390/app122010620

9. Miiller J., Butscher S., Feyer S. P. and Reiterer H. (2017), “Studying collaborative object positioning in distributed augmented
realities”, The 16th International Conference on Mobile and Ubiquitous Multimedia, Stuttgart Germany, ACM, pp. 123-132,
doi: https://doi.org/10.1145/3152832.3152856

10. Kyza EA, Georgiou Y. Scaffolding augmented reality inquiry learning: the design and investigation of the Trace Readers
location-based, AR platform. Interact Learn Env 2019;27(2):211-25. https://doi.org/10.1080/10494820.2018.1458039

11. Laato, Samuli, Heinrich Sobke, ~ and Manuel F. Baer. 2024. ‘ Augmented Future: tracing the trajectory of location-based Aug-
mented reality gaming for the next ten years’. 23(2):189-203. doi: https://doi.org/10.1515/icom-2024-0018

Received (Hanxiiinnia) 07.06.2025
Accepted for publication (TIpuitasita no apyky) 20.08.2025

BIZIOMOCTI ITPO ABTOPIB / ABOUT THE AUTHORS

Kyuyk I'eopriii AnaroJifioBHY — TOKTOp TEXHIYHHUX HayK, npodecop, npodecop Kadeapy KoMIT IOTepHOT iHXeHepii Ta mporpa-
MyBaHHsI, HarioHanpHui TeXHIYHUHA yHiBepcuTeT “XapKiBChbKUIT MONITEXHIYHUN IHCTUTYT”, XapKiB, YKpaiHa;
Heorhii Kuchuk — Doctor of Technical Sciences, Professor, Professor of Computer Engineering and Programming
Department, National Technical University "Kharkiv Polytechnic Institute", Kharkiv, Ukraine;
e-mail: kuchuk56@ukr.net; ORCID Author ID: http://orcid.org/0000-0002-2862-438X;
Scopus ID: https://www.scopus.com/authid/detail.uri?authorld=57057781300.

Jlucuns Imutpo OJiekcaHAPOBHY — KaHU/IAT TEXHIYHUX HayK, TOLEHT Kadexpu KOMII I0TepHOT iHXeHepii Ta mporpaMyBaHHS,
HamionansHui TeXHIYHUHA yHIBEpCUTET “XapKiBCHKUH MONMITEXHIYHUH IHCTHTYT , XapKiB, YKpaiHa;
Dmytro Lysytsia — Candidate of Technical Sciences, Associate Professor of Computer Engineering and Programming
Department, National Technical University "Kharkiv Polytechnic Institute", Kharkiv, Ukraine;
e-mail: Dmytro.Lysytsia@khpi.edu.ua; ORCID Author ID: https://orcid.org/0000-0003-1778-4676;
Scopus ID: https://www.scopus.com/authid/detail.uri?authorld=57220049627.

Ipxa IMmutpo MakcuMOBHY — CTYJCHT Kadenpu eIeKTPOHHUX 00UNCIIOBaJIbHUX MAIIMH, XapKiBChKU1 HalliOHATBHUH YHIBEPCH-
TET palioe’eKTpoHikH, XapKiB, YkpaiHa;
Dmytro Irkha — student, Department of Electronic Computers, Kharkiv National University of Radio Electronics, Ukraine;
e-mail Dmytro_Irkha@nure.ua; ORCID Author ID: https:/orcid.org/0009-0001-5997-1704.

Kupuienko JImutpo BosonumupoBuy — cTyneHT kadepu eIeKTPOHHUX O0YHCITIOBANTEHIX MAIINH, XapKiBChKUH HAI[lOHATEHIN
YHIBEPCHTET paJlioeNIeKTPOHIKH, XapKiB, YkpaiHa;
Dmytro Kyrylenko — student, Department of Electronic Computers, Kharkiv National University of Radio Electronics, Ukraine;
e-mail Dmytro_Kyrylenko@nure.ua; ORCID Author ID: https://orcid.org/0009-0001-5902-9794.

Method of optimal location of augmented reality objects
Heorhii Kuchuk, Dmytro Lysytsia, Dmytro Irkha, Dmytro Kyrylenko

Abstract. The object of the study is the process of arranging augmented reality objects in physical space, which is limited
in size. The subject of the study is algorithms for the optimal arrangement of augmented reality objects in physical space of finite
size. The purpose of the article is to develop a method for the optimal arrangement of augmented reality objects. The following
results were obtained. An approach to the formation of the optimal perceptual distance is determined. A mathematical model is
developed that allows you to determine the quantitative indicators of two main optimality criteria. An approach to determining the
distance between AR objects and the boundaries of the real plane is proposed. The proposed algorithm for the optimal arrangement
of augmented reality objects is based on this approach. Conclusions. A method for the optimal arrangement of AR objects is
proposed, consisting of a mathematical model, determination of distances to the boundaries of the plane of the real object and the
corresponding algorithm. The method allows you to vary the changes of the virtual object in real time.

Keywords: computer system, augmented reality, virtual object, plane of a real object.
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Denys Levchenko, Andrii Podorozhnyak, Nataliia Liubchenko
National Technical University «Kharkiv Polytechnic Institute», Kharkiv, Ukraine

TOOLS AND METHODS FOR EXPLOSIVE OBJECTS DETECTION USING
ARTIFICIAL INTELLIGENCE AND COMPUTER VISION

Abstract. Relevance. The problem of detecting explosive ordnance remains one of the most acute in the modern world and in
Ukraine, in particular due to the growing number of armed conflicts and contamination of territories with landmines and unexploded
ordnance. Traditional methods of demining are time-consuming, dangerous, time-consuming and not always effective, necessitating
the introduction of innovative technologies based on artificial intelligence and computer vision. Object of research. The object of
research is intelligent tools and methods for detecting explosive objects, in particular the proposed prototype combining deep
learning (YOLOV8) and robotic platforms for real time. Purpose of the article. The article is aimed at analyzing existing solutions,
developing and experimentally testing an efficient, portable system for automated mine detection using lightweight deep learning
models capable of operating on mobile devices in a variety of environmental conditions. Research results. Two specialized datasets
covering different types of mines (POM-2, POM-3, PMA-2 "starfish") and various environmental conditions, soil types, weather
factors and the presence of obstacles were used, modernized and annotated in the work. To speed up the training of the Al models,
distributed and parallel computing are applied. The YOLOV8-nano and YOLOv8-small models demonstrated high precision (up to
98.8%) and recall for major landmine classes, which was confirmed by the analysis of confusion matrices and key metrics. The
focus is on the development and research of a prototype system for automated landmine detection based on deep learning and
computer vision, integrated with robotic platforms and unmanned aerial vehicles. The system provides real-time operation (2-2.6
frames per second) on mobile devices, has a simple architecture and the ability to integrate with robotic and unmanned platforms.
Conclusions. The proposed system is promising for humanitarian demining due to its high accuracy, mobility and ease of
deployment. At the same time, the results of the experiments indicate the need for further improvement of models to increase
resistance to changes in environmental conditions and reduce the number of false positives. The implementation of such solutions
will contribute to increasing the efficiency and safety of demining in post-conflict regions.

Keywords: unmanned ground operations, landmine detection, artificial intelligence, visual data processing, computer
vision, distributed and parallel computing.

real-time inference. The YOLO architecture was selected

Introduction for its speed, efficiency, and portability.

Landmines and explosive ordnance continue to
pose a significant humanitarian challenge, driven by the
growing number of global conflicts. Vast land and urban
areas remain contaminated with antipersonnel (AP) and
antitank (AT) mines, as well as unexploded ordnances
(UXOs), requiring decades for clearance using current
technologies. Effective solutions demand improvements
in detection, clearance, and victim assistance.

Traditional detection methods rely on metal
detectors and ground-penetrating radar, often integrated
into dual-mode handheld systems [1]. Recent
advancements include UAV- or robot-mounted sensors
such as microwave radar, infrared cameras, and
magnetometers [2]. Surficial ordnance - either
abandoned or cluster-deployed — also presents a growing
risk, necessitating specialized detection tools.

Electronic sensors and Al-based image processing
now enable autonomous systems capable of identifying
and mapping surface threats. High-resolution cameras,
paired with real-time Al analysis, offer reliable detection
across varied environments. This study introduces a
prototype system using a sensor-equipped, remotely
operated robotic platform for detecting visible surface
UXOs, notably the PFM-1 and PMA-2 plastic landmines,
which remain common and deadly in post-conflict zones.

Recent efforts in object detection, particularly
through deep learning, have enhanced identification
accuracy across multiple fields — including autonomous
navigation, surveillance, and now humanitarian
demining. Both CNN- and transformer-based models can
analyze high-resolution imagery, though not all support

The proposed system integrates real-time detection
with robotic mobility, adaptable to additional platforms
such as UAVs. This research presents a lightweight and
high-recall solution tailored to operational constraints,
addressing a critical gap in landmine detection through a
practical, deployable, and scalable approach [3].

Analysis of proposed system implementation.
The "Demining Robots" project deploys autonomous
robots for landmine detection and removal. The UGO
(Unmanned Ground Operations) robot is key in detecting
surface landmines, using LIDAR, holographic radar,
accelerometers, GPS (5 cm accuracy), RGB, and depth
cameras. Some robots in the swarm also feature trip-wire
detection to counter mines like the "starfish." Fig. 1
provides an overview of the swarm's functionalities [4].

For real-time surface landmine detection, an RGB
camera mounted on the robot is utilized, ensuring
effective identification and processing of visual data [5].

Fig. 1. Details of demining robot. On the left, is the robot

with the on-board GPS system and off-board GPS tower;

on the right, a panoramic view of the robotic platform
scanning the test field

© D. Levchenko, A. Podorozhnyak, N. Liubchenko, 2025
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As an example, a lightweight detection system has
been introduced, capable of running on mobile devices
operated by remote personnel at a safe distance from
hazardous areas. The model's execution speed is
dependent on the processing capabilities of the device, as
it operates entirely within a web browser. The system
architecture is illustrated in Fig. 2 [4].

The system demonstrates high flexibility, requiring
only a Python backend to run on the robotic platform
while connecting to a mobile camera. In this
implementation, an iPhone 13 Pro serves as the primary
sensor, utilizing its video camera to capture data as the
robot navigates the environment. The backend streams
video input from the camera, awaiting connection from
the frontend interface.

REMOTE DEVICES

Detection on
the browser

Backend

INTERNET

R

video
streaming

2]
m
o
<
m
A
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Fig. 2. The proposed system architecture; the components of
the camera, backend, and frontend are independent of the
moving vehicle used; this flexibility makes it possible to be
used both on robot (left) and UAV (right) vehicles

Upon connection, the frontend retrieves YOLO (You
Only Look Once) ONNX (Open Neural Network
Exchange) weights from various sources and processes the
incoming video stream using the model. The processed
images, along with detection results, are then displayed on
the user interface, as depicted in the tablet and smartphone
visuals in the top-left section of Fig. 2.

Dataset creation and processing

To create comprehensive datasets for training and
testing a real-time surface landmine detection system,
data was gathered in diverse conditions to mimic real-
world scenarios. The datasets cover various factors,
including:

1) environment: grass and gravel terrains to
capture surface variations;

2) weather: multiple conditions like cloudy, sunny,
and shadowy settings, affecting image quality and
landmine visibility;

3) obstacles: presence of bushes, branches, walls,
trees, trunks, and rocks, which can obscure landmines.

Two open datasets have been used as an example.
The datasets specifically built for surface landmine
object class. First dataset uses scale models of Russian
POM-2 and POM-3 surface mines. The second dataset
uses model of PMA-2 “starfish” landmine. All landmines
are illustrated in Fig. 3.

Fig. 3. Images of used landmines:
a—POM-2, b — POM-3, ¢ — PMA-2 “starfish”

First dataset consists of 4485 images (88% are used
for train set) with a valid set of 402 images where each
image represents a mine (not only the mines illustrated
above) that has been put under a certain environment and
weather conditions and the test data set consisted of 249
images [7, 8]. Additional dataset details are presented in
Table 1. The second dataset comprises 47 recorded
videos, each with an average duration of 107 seconds,
captured at a frame rate of 6 frames per second (FPS).
Approximately 25% of the frames contain at least one
landmine, resulting in 6,640 annotated frames out of a
total of 29,109 frames in the dataset [4]. Additional
dataset details are presented in Table 2.

Table 1 — Data categories for the first dataset. Values were
calculated from 4485 varying in resolution from
800px x 400px up to Full HD (1920px x 1080px)

Environment Weather
Split Grass| Gravel| Sunny| Shadow | Cloudy
Train | 2009 1892 2192 678 1031
Valid 296 106 164 97 141
Test 155 94 91 75 83

Table 2 — Data categories. Values were calculated over the
47 ITA (Image Transformation Augmentation) videos
(11D (Independent and Identically Distributed)), and
11 USA videos (OOD (Out of Distribution))

Environment Weather
Split Grass | Gravel | Sunny | Shadow | Cloudy
Train 26 8 15 12 7
Valid 3 2 1 3 1
Test (1ID) 4 2 2 3 2
Test (OOD) 11 0 8 1 2

Model selection and determination

The annotation process was conducted using the
Computer Vision Annotation Tool (CVAT), a widely
utilized framework for image annotation. Fig. 4 presents
examples of annotated frames captured under various
conditions. To meet the requirement for real-time
processing in landmine detection, a single-stage object
detection method was selected. Object detection approaches
are generally categorized into single-stage and multi-stage
methods. Multi-stage models, such as the R-CNN (Region-
based Connected Neural Networks) family (R-CNN, Fast
R-CNN, Faster R-CNN), first generate potential object
regions before performing object detection within those
regions [9, 10]. In contrast, single-stage models, such as
YOLO, detect objects directly without a separate region
proposal step [11, 12]. YOLOvV8 was selected for its real-
time performance and efficiency, crucial for landmine
detection [13]. After conversion to ONNX, the models
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became lightweight (3MB for "nano" and 11MB for
"small"), ensuring easy deployment on platforms like
browsers, smartphones, and tablets. This compact size
reduces computational load while maintaining accuracy.
YOLOV8's strong performance with smaller annotated
datasets made it ideal for efficient landmine detection.

Fig. 4. Examples of annotated data using CVAT:
a— for the first dataset; b — for the second dataset

Al-driven computer vision and multi-sensor
robotics improve the efficiency and accuracy of
explosive object detection. Using deep learning models
like YOLOV8 with UGVs and UAVs enables real-time
landmine detection in diverse environments [14]. Datasets
reflecting different weather, terrain, and conditions
enhance model reliability. Lightweight deployment on
mobile devices ensures flexibility in hazardous areas,
while advancements in Al, robotics, and aerial
surveillance reduce risks and improve safety in demining
operations, supporting global humanitarian efforts.

Experimental setup

To thoroughly evaluate the performance of the
landmine detection system, a set of metrics was defined
to measure precision, recall, and overall model
effectiveness across varying conditions [15]. These
metrics are essential for minimizing false negatives, as
accurate detection of each landmine is critical for safety.
For this particular case a few key metrics were selected:

TP

~TP+FP’

P — precision, proportion of true positive predictions
relative to all positive predictions made by the model;
a higher precision indicates fewer false positives; TP —
true positive predictions; FP — false positive predictions;
TP

"~ TP+FN’
R — recall, the proportion of true positive detections out of
all actual positive cases; essential for reducing the likelihood
of missed landmines; FN — false negative predictions;

P *R

P+R’
A — the weighted average of Precision and Recall,
reflecting the overall accuracy of the model. YOLOV8
model training was performed using the composed dataset,
which was collected and annotated specifically for this
task. The training process included the following stages:

P

R

A:Z*

1) pre-trained model: the initial phase involved
training on the “ImageNet” dataset, comprising RGB
images and corresponding annotations across 1000
classes sourced from the internet. This stage is essential
for learning fundamental image features such as colors,
shapes, and general object structures;

2) initial fine-tuning: fine-tuning was conducted
using the “SurfLandmine” dataset, which consists of RGB
video recordings annotated with landmine instances under
various environmental conditions in Italy. Video
sequences were divided into individual frames and
shuffled to ensure variability. The dataset includes a range
of weather conditions, soil types, and surroundings,
providing a comprehensive base for robust training;

3) validation: a designated subset of data was
utilized to validate model performance at intervals during
the training process, ensuring the system’s ability to
generalize effectively to previously unseen data.

To accelerate the training process, distributed and
parallel computing was applied.

Results

The YOLOV8 model's effectiveness in landmine
detection was evaluated using both IID and OOD data.
Performance results for YOLOv8-nano model are shown in
the confusion matrix (Table 3) and summarized in Table 4.

Table 3 — Confusion matrix for YOLOv8-nano

Predicted! POM- | POM- Starfish | Environment
Actual 2 3
POM-2 384 0 0 18
POM-3 0 188 0 9
Starfish 0 0 166 5
Environment 81 67 90 0

Table 4 — Summary table for YOLOv8-nano

Class Precision Recall Avg. accuracy
(P, %) (R, %) (A, %)
POM-2 95.5 82.6 88.6
POM-3 95.4 73.7 82.8
Starfish 97 64.8 77.7
Environment - 0 -

Results breakdown for YOLOv8-nano:

— POM-2 class: TP = 384 (POM-2 predicted as mine
POM-2); FN =81 (POM-2 predicted as environment); FP =
18 (Environment predicted as POM-2).

— POM-3 class: TP = 188 (POM-3 predicted as
mine POM-3); FN = 67 (POM-3 predicted as
environment); FP =9 (Environment predicted as POM-3);

— Starfish class: TP = 166 (Starfish predicted as
mine Starfish); FN = 90 (Starfish predicted as
environment); FP =5 (Environment predicted as Starfish).

Another model used for results evaluation was
YOLOv8-small. The observations are collected in the
confusion matrix in Table 5 and summarized in Table 6.

Results breakdown for YOLOv8-small:

— POM-2 class: TP = 395 (POM-2 predicted as
mine POM-2); FN = 90 (POM-2 npredicted as
environment); FP =9 (Environment predicted as POM-2).

— POM-3 class: TP = 182 (POM-3 predicted as
mine POM-3); FN = 51 (POM-3 predicted as
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environment); FP = 7 (Environment predicted as POM-3);

— Starfish class: TP = 172 (Starfish predicted as
mine Starfish); FN = 101 (Starfish predicted as
environment); FP = 2 (Environment predicted as Starfish).

Table 5 — Confusion matrix for YOLOv8-small

Predicted\ POM- | POM- Starfish Environ-
Actual 2 3 ment
POM-2 395 0 0 9
POM-3 0 182 0 7
Starfish 0 0 172 2

Environment 90 51 101 0

Table 6 — Summary table for YOLOv8-small

Class Precision Recall Avg. accuracy
(P, %) (R, %) (A, %)
POM-2 97.8 814 88.8
POM-3 96.3 78 86
Starfish 98.8 63 76.9
Environment - 0 -

As shown in Table 4, the YOLOV8-nano model
achieved high precision in detecting POM-2, POM-3,
“starfish” mines with 95.5%, 954% and 97%
respectively. However, it demonstrated lower precision
for the "environment" class, where non-mine objects
were often misclassified as threats. Despite the low false
negative rates — a critical factor in mine detection — the
model produced false positive rates of approximately
18% for POM-2, 26% for POM-3 and 35% for "starfish".

Table 6 indicates similar behavior from the
YOLOv8-small model, with a slight reduction in the
overall false positive rate. Precision values for POM-2,
POM-3 and "starfish" reached 97.8%, 96.3% and 98.8%
respectively. While false positives for POM-3 decreased
compared to the nano model, they still present challenges
for real-world deployment. A detailed evaluation of the

model’s performance on the proposed datasets indicates
that YOLOvV8 models deliver strong recall and precision
when operating within the training data distribution.
Running at 2 FPS in a smartphone browser, the model
demonstrates notable portability, with compact sizes of 3
MB (nano) and 11 MB (small), making it suitable for
deployment on a wide range of devices. However, results
highlight a significant distribution shift between 11D and
OOD data, emphasizing the composed dataset’s
complexity and the challenge of object detection under
unfamiliar conditions, as evidenced by a high false
negative rate in OOD scenarios. These findings underscore
the need for further model enhancement through targeted
data augmentation, focused training on edge cases, and
refined hyperparameter tuning to improve generalization.

Conclusions

This study introduces a novel real-time surface
landmine detection system integrated into a demining
robot. Operating at 2.6 frames per second, the system is
lightweight, user-friendly, and accessible through web
browsers and smartphones. Its high recall rate marks a
substantial step forward in improving landmine detection
capabilities. To the best of current knowledge, this is the
first approach to surface landmine detection with a strong
emphasis on operational speed, resulting in longer
deployment durations compared to UAV-based methods,
which are typically constrained by battery limitations.

A key feature of the system is its handling of false
positives — an inherent challenge in detection tasks.
Although the YOLOV8-nano and YOLOv8-small models
exhibit elevated false positive rates, this conservative
approach is justified in landmine scenarios. Alerts can be
promptly reviewed by a human operator via smartphone,
reducing the chance of missing real threats and enhancing
the safety of both robotic platforms and nearby personnel.

©
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IncTpyMeHTH Ta MeTOAM BUSIBJIEHHSI BHOYXOHe0e3MeuHnX NMpeIMeTiB
3 BUKOPUCTAHHAM IITYYHOI0 iHTEJEKTY Ta KOMIT’OTEPHOr0 GaYeHHs

. B. JleBuenko, A. O. [Togopoxusk, H. 10. Jlro6uenko

AHoTanig. Y 1poMy JOCTI)KCHHI MPEACTABICHO JCTAIbHUN aHai3 IHCTPYMEHTIB 1 METO/IB, 0 BUKOPHUCTOBYIOTHCS,
BKJIFOYHO 31 CTpaTerisiMu 300py OaHWX, BHOOPOM MOJENi Ta apXiTEeKTypOIO CHCTEMH. 3aBISKH BHKOPWUCTAHHIO TEXHOJOTIH
IITYYHOTO 1HTEJIEKTY B PEXXUMI PEaTbHOTO Yacy Ha POOOTH30BaHUX 1 MOBITPSIHUX IUIAT(GopMax MOXKIHNBE TOCATHEHHS MIPOTPECY B
aBTOMATH30BaHOMY BUSBIICHHI BUOYXOHEOE3IIEYHUX MPEIMETIB, 110 3HIKYE PU3UKHI PyYHOTO PO3MiHYBaHHS Ta MiIBHUILYE Oe3MeKy
B YPOKEHHX PETiOHAX y BCHOMY CBIiTi. AKTyasbHicTh. [IpoOrema BUsBICHHS BHOYXOHEOE3NEUHUX TPEAMETIB 3aJHIIAETHCS
OJTHI€I0 3 HAUTOCTPIIINX Y Cy4aCHOMY CBIiTi Ta B YKpaiHi 30KpeMa uepe3 3p0CTaHHs KiJIbKOCTI 30pOiHIX KOH(IIKTIB i 3a0py THEHHS
TEpUTOpiii MiHAMU Ta Hepo3ipBaHWUMHU Ooempunacamu. TpaauLiliHI METOANW PO3MIHYBAaHHS € TPYIAOMICTKMMH, HeOe3NEeYHHMH,
BHMAararoTh 0arato 4acy Ta He 3aB/IH € epeKTHBHIMH, 1110 3yMOBIIIOE HEOOXiTHICTh BIIPOBAPKCHHS iIHHOBAIlIHHUX TEXHOJIOTIH Ha
OCHOBI LITYYHOTO IHTEJIEKTY Ta KOMII'IoTepHoro GaueHHs. O0’ekT mocaimkeHHsA. O0’€KTOM JOCTI/UKEHHS € iHTEJIeKTyallbHi
IHCTPYMEHTH Ta METOJM BHUSBJICHHS BHOYXOHEOE3MEYHUX MPEIMETIB, 30KpeMa MPOMOHOBAHUIT IPOTOTHII, LIO MOEHYE TIHOOKE
nayaHHg (YOLOVS) Ta poboTti3oBani miathopMu i1t peaabHoro yacy. Meta eTatTi. MeToIo CTaTTi € aHai3 iCHYI0UHX pillleHb,
po3poOKa Ta eKCIepHUMEHTalbHA IepeBipka e()eKTHBHOI, MOPTATHBHOI CHCTEMH Ul aBTOMAaTH30BAaHOTO BHSBICHHS MiH i3
BUKOPHCTAHHSM JIETKHX MOJIeJIeH TIIMOOKOr0 HaBYaHHS, 3/1aTHOT MPAIFOBATH Ha MOOIIBHUX MPUCTPOSIX y PI3HOMaHITHUX yMOBax
cepenoBuia. Pe3yabraTn gociimkeHHs. Y poOoTi BUKOPHCTaHO, MOJICPHI30BaHO Ta aHOTOBAHO [[Ba CIIeLliasli30BaHi AaTaceTH,
1110 OXOILTIONTH PiHi THIHU MiH (POM-2, POM-3, PMA-2 “starfish™) Ta pi3HOMaHiTHi yMOBH HaBKOJIMIIIHEOTO CEPEIOBHIIA, THUITH
IPYHTIB, MOTOAHI (akTOpH Ta HasIBHICTh Mepenko. JJisi MpUIIBUILICHHS TPEHYBaHHS MOJIENI ITY4YHOTO IHTEJIEKTY 3aCTOCOBAHO
posnoineHi Ta mapanenbHi obuucineHHa. Mogeni YOLOvS-nano ta YOLOvS-small nponeMoHCTpyBamd BHCOKY TOYHICTB
(precision mo 98,8%) i recall [u1st OCHOBHHX KJIaciB MiH, IO MiATBEPPKEHO aHAII30M MaTPHIb IUTyTAHWHHU Ta KJIIOYOBUX METPHUK.
OcHOBHa yBara NMpHUIISETbCS PO3POOILi Ta TOCIIPKEHHIO TIPOTOTHITY CHCTEMH JUISl aBTOMATH30BaHOTO BHSBJICHHS MiH Ha OCHOBI
rIIMOOKOTO HaBYaHHS Ta KOMI FOTEPHOTO OaueHHs, IHTErpPOBaHOi 3 pOOOTH30BaHUMH TIaTGopMaMu Ta OE3MIIOTHIMH JTiTATEHIMU
amapatamu. Crucrema 3abe3nedye po6oTy y peansHoMy 4aci (2—2,6 kanpis/c) Ha MOOUTBHUX TIPUCTPOSIX, MA€ TIPOCTY apXiTEKTypy
Ta MOKJIHMBICTh iHTEerpamii 3 poOOTH30BaHMMHU 1 OE3MITOTHHUMHU IUIATGopMamMH. BHCHOBKHM. 3ampomoHOBaHa CHCTEMa €
MEPCIICKTUBHOIO /I TYMaHITapHOTO PO3MiHYBaHHsI 3aBSIKH BUCOKiif TOUHOCTI, MOOLIBHOCTI Ta MPOCTOTI po3ropTanHs. BogHouac
Pe3yNbTaTH €KCIIEPUMEHTIB BKa3ylOTh Ha HEOOXIAHICTh MOAAIBIIOrO BIOCKOHAJICHHS MOJENEi Ul MiABUIICHHS CTIHKOCTI 10
3MIHH YMOB CEPEIOBHIIA Ta 3MEHIICHHS KUIBKOCTI XHOHOMO3UTUBHUX CIIPALlOBaHb. BIPOBaXKEHHS TaKUX PillleHb CHPHUATHME
IIiABUIIEHHIO €()eKTUBHOCTI Ta O€3IeKH PO3MiHYBaHHS Y MOCTKOH(IIKTHUX perioHax.

Knwo4yoBi cioBa: 0e3mijoTHI Ha3eMHi omeparii, BUSBICHHS MiH, IITY4YHHH IHTENEKT, oOpoOKa Bi3yaJbHHX HAaHHX,
KOMIT I0TepHe GayeHHs, PO3MOAIICHI Ta HapaieibHi 00UHCIICHHSI.
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ADAPTIVE FILTERING AND DYNAMIC COMPUTATION OFFLOADING
FOR RESILIENT TASK EXECUTION IN IIOT

Abstract. Relevance. The execution of time-sensitive tasks in Industrial Internet of Things (I110T) systems requires de-
centralized and fault-tolerant computing models that can operate under dynamic workloads, unstable node availability, and
limited resources. Object of research: task management and offloading processes in edge—fog Il0T environments. Pur-
pose of the article. Development of a method for decentralized, latency-aware task processing using adaptive filtering and
dynamic computation offloading, which ensures high availability, efficient resource usage, and responsiveness in distribut-
ed edge systems. Research results. The paper presents the AFDCO method, which integrates local data filtering, node
availability evaluation, latency-based offloading, and lightweight redundancy into a unified framework. This approach ena-
bles autonomous and fault-resilient task execution without relying on centralized controllers. Simulation results confirm
that AFDCO reduces response time, improves task deadline compliance, and minimizes network and energy overhead.
Conclusions. Compared to static or centralized task allocation models, the proposed method demonstrates better adaptabil-
ity and robustness under variable conditions by dynamically adjusting execution and replication strategies based on system
feedback. Scope of application of the obtained results: distributed 10T systems, edge—fog computing platforms, and low-
latency industrial automation scenarios requiring decentralized execution and fault recovery.

Keywords: Industrial Internet of Things, Edge Computing, Task Offloading, Redundancy, Latency-Aware Scheduling,
Fault Tolerance, Adaptive Filtering, Decentralized Systems.

Introduction

The rapid expansion of the Internet of Things
(10T) has led to an unprecedented increase in the num-
ber of interconnected devices and sensors. These devic-
es generate massive amounts of data, which traditionally
have been processed in centralized cloud servers [1-3].
However, this approach introduces significant latency
issues due to the physical distance between data sources
and data processing centers. As real-time data pro-
cessing becomes increasingly critical for applications
such as autonomous vehicles, smart cities, and
healthcare monitoring, the limitations of cloud compu-
ting have necessitated the development of more efficient
data management solutions [4, 5]. loT edge computing
has emerged as a viable alternative, offering a decentral-
ized approach where data is processed closer to its point
of origin, thereby reducing latency and improving re-
sponse times [6, 7].

The evolution of the Industrial Internet of Things
(I1oT) has revolutionized the way data is generated,
transmitted, and processed across modern industrial
infrastructures. With the proliferation of smart sensors,
actuators, and intelligent control systems, industrial
environments now produce vast volumes of heterogene-
ous, latency-sensitive data that must be processed in real
time [1-2]. Traditional cloud-based processing para-
digms struggle to meet the stringent timing and availa-
bility requirements of such systems due to their reliance
on remote data centers, which introduce inherent net-
work delays, potential bandwidth congestion, and lim-
ited reliability during connectivity disruptions [3].

To overcome these limitations, edge and fog com-
puting architectures have emerged as decentralized
models that enable computational tasks to be offloaded
and executed closer to data sources [4]. Edge nodes
deployed near the physical endpoints, reduce response
latency, alleviate network loads, and support real-time
analytics for mission-critical operations such as predic-

tive maintenance, industrial automation, and remote
supervision [5]. Fog nodes, situated between the edge
and cloud, provide an intermediate layer for coordina-
tion, caching, and fallback computation. While this ar-
chitectural shift significantly improves system respon-
siveness, it introduces new challenges related to task
allocation, fault tolerance, and decentralized decision-
making in highly dynamic and resource-constrained
environments.

Maintaining system availability and reliability un-
der conditions of partial node failure, resource instabil-
ity, and unpredictable network performance remains a
critical challenge for 1loT deployments. Many existing
task scheduling and offloading methods depend on cen-
tralized control or assume static system behavior, which
makes them prone to single points of failure and limits
their applicability in scalable, distributed industrial set-
tings [6]. In addition, most solutions do not incorporate
latency sensitivity or perform real-time evaluation of
node availability, both of which are essential for con-
sistent operation under variable workloads and changing
environmental conditions [7].

To address these challenges, we propose a novel
latency-aware and decentralized task management
method designed specifically for edge—fog—cloud envi-
ronments in 1loT systems. The proposed method inte-
grates dynamic task offloading, adaptive backup alloca-
tion, and localized decision-making to enhance service
continuity and processing efficiency. Each node inde-
pendently evaluates its own availability, resource load,
and communication latency, enabling it to select the
most suitable execution paths for incoming tasks. A
redundancy-aware model ensures that backup execution
plans are in place in case of primary node failure, while
the decentralized coordination protocol eliminates de-
pendence on global control entities.

This paper presents the design, mathematical mod-
eling of the proposed method, followed by simulation-
based evaluation in a representative 10T setting. The
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contributions of this work are relevant for industrial
applications requiring high availability, low latency, and
scalable computing strategies under real-world deploy-
ment conditions.

Related Works

The increasing complexity and scale of 1loT de-
ployments have intensified the need for efficient task
management frameworks capable of addressing latency
sensitivity, system availability, and fault tolerance in
resource-constrained and dynamic environments.
Cloud-centric architectures, though powerful in terms of
computation and storage, are often unsuitable for real-
time applications due to long transmission delays, con-
gestion, and lack of localized control [7]. Edge compu-
ting has emerged as a promising alternative, enabling
data processing closer to the source and offering better
responsiveness, bandwidth efficiency, and context-
awareness [8].

Despite these advantages, edge environments pose
new challenges such as limited computational capacity,
energy constraints, heterogeneous hardware, and vul-
nerability to failure. Ensuring stable task execution un-
der such conditions requires decentralized, lightweight,
and fault-resilient mechanisms. Static or centrally man-
aged systems often fall short in dynamic 10T settings,
particularly where mobility, connectivity disruption, or
partial node failure are present [9].

To enhance system responsiveness and availabil-
ity, various studies have proposed collaborative task
execution through dynamic group formation among
edge nodes. These approaches typically assign subtasks
to multiple nearby nodes within execution clusters,
which improves load balancing and resource utilization
[10]. However, many of these techniques rely on cen-
tralized orchestration or assume a known and stable
network topology, reducing their flexibility in mobile
and failure-prone environments.

Fault tolerance is often addressed through task rep-
lication, where primary and backup nodes are statically
assigned. While this enhances availability, static redun-
dancy schemes frequently lead to inefficient resource
usage, high energy consumption, and increased commu-
nication overhead. Moreover, they often do not account
for the real-time availability or reliability of nodes, lim-
iting their effectiveness in edge environments where
conditions change rapidly [11].

Fog computing has been proposed as an intermedi-
ate layer between edge and cloud to support caching,
aggregation, and fallback execution. Such architectures
improve scalability and reduce the need for central co-
ordination, but they often depend on periodic synchro-
nization or rely on semi-centralized management enti-
ties, which introduce latency and complexity [12].

Recent efforts have introduced availability-aware
and redundancy-controlled task scheduling. These ap-
proaches use metrics such as task priority, node failure
probability, and resource availability to optimize of-
floading and backup selection [13]. However, most of
them still rely on predefined thresholds or global state,
and few implement adaptive redundancy levels that
change based on observed network or node conditions.

Cluster-based coordination has also been investi-
gated to improve stability under node mobility and in-
termittent connectivity. These solutions form temporary
execution clusters based on proximity or link quality,
enabling stable communication. Yet, they typically do
not integrate tightly with runtime scheduling logic or
support real-time failover [14].

In summary, existing works often address latency
optimization, fault tolerance, or decentralization in iso-
lation. Centralized models suffer from scalability limita-
tions and single points of failure, while static redundan-
cy schemes fail to adapt to runtime conditions. Decen-
tralized approaches frequently lack latency awareness or
coordinated backup planning. To overcome these gaps,
this paper introduces a fully decentralized task man-
agement method that combines adaptive data filtering,
dynamic node availability scoring, latency-sensitive
offloading, and real-time redundancy adjustment. The
proposed method operates without global coordination,
enabling robust, responsive, and scalable task execution
across heterogeneous 10T systems.

Proposed Method

The proposed method, Adaptive Filtering and Dy-
namic Computation Offloading (AFDCO) is designed to
support low-latency and highly available task execution
in decentralized 10T environments. It operates within a
multi-layer architecture composed of sensor-level de-
vices, edge nodes, and fog/cloud servers. Unlike tradi-
tional cloud-centric systems or statically replicated edge
models, AFDCO emphasizes autonomy, responsiveness,
and resilience through localized decision-making, real-
time evaluation of execution conditions, and adaptive
redundancy mechanisms. Each component of the meth-
od contributes to efficient task management in dynamic
settings. Adaptive data filtering at the device level re-
duces computational and network load. Node availabil-
ity evaluation allows the system to prioritize stable and
underutilized nodes. Latency-aware offloading ensures
timely task execution by selecting the most suitable
execution path. The redundancy mechanism provides
localized failover recovery without centralized coordi-
nation. Finally, runtime adaptability enables the system
to continuously reconfigure itself in response to work-
load fluctuations and node behavior changes.

A. Adaptive Data Filtering

To minimize the volume of redundant or non-
critical data entering the processing pipeline, AFDCO
applies adaptive filtering at the data generation level.
This mechanism is particularly important in IloT sce-
narios with high-frequency telemetry and constrained
communication channels. Each device or edge node
evaluates incoming data points using a threshold-based
filter:

di €Ty & f(di,¢) =true,

where d; is a data point at time t, and ¢, is a dynami-

cally adjusted threshold reflecting the current system
state. The filtering function determines whether the data
point should trigger task creation based on its deviation
from expected patterns, the criticality of the source, and
the node’s current load.
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The threshold ¢ increases in response to elevated

queue lengths, network congestion, or high CPU utiliza-
tion. Under stable or low-load conditions, the threshold
is relaxed, allowing more data to pass through. This
dynamic behavior ensures that task generation adapts to
the system’s ability to process and deliver results in real
time. By filtering data early, AFDCO reduces transmis-
sion delays, conserves bandwidth, and prevents pro-
cessing units from being overwhelmed by non-urgent
computations. This mechanism plays a crucial role in
maintaining overall system responsiveness, especially
under bursty traffic or degraded network conditions.

B. Node Availability Evaluation

To ensure that tasks are assigned to the most relia-
ble and capable nodes, AFDCO includes a decentralized
mechanism for evaluating node availability in real time.
This component enables each node to make informed
scheduling decisions based on the operational health
and workload status of itself and its neighbors, without
requiring global system knowledge.

Each node computes an availability score A; for
every candidate node N; using a weighted model:

Aj=a-U;+4-1-Q))+y-A1-F;),
where Uj; represents the normalized uptime ratio of

node N; over a defined observation window, Q; denotes
the current task queue utilization (Q; €[0,1]), F; is the

recent failure rate, calculated as the ratio of failed or
expired tasks to total assigned tasks, «, S,y €[0,1] are
application-specific weight coefficients satisfying
a+p+y=1.

This scoring model reflects both short-term fluctu-
ations and long-term reliability trends. Nodes with high-
er scores are interpreted as more available, stable, and
responsive, making them more favorable for task execu-
tion or backup assignment.

Each node maintains a local state table that in-
cludes availability scores for itself and neighboring
nodes. These scores are updated periodically based on
internal monitoring and lightweight status exchanges.
This decentralized update mechanism avoids the over-
head and fragility associated with centralized state syn-
chronization.

The availability score plays a critical role in two
decision-making stages. First, it influences the selection
of execution nodes during task offloading, balancing
latency performance with node reliability. Second, it is
used to rank backup candidates, ensuring that redundan-
cy mechanisms rely on nodes with a low probability of
failure and sufficient spare capacity.

By quantifying node stability and workload pres-
sure in real time, this component enables AFDCO to
dynamically adapt task placement strategies to the cur-
rent system context. As a result, task distribution be-
comes both resilient to failures and efficient in terms of
resource utilization.

C. Latency-Aware Task Offloading

AFDCO incorporates a decentralized offloading
mechanism that selects the most suitable execution node
for each task based on expected latency and availability.

This ensures that computational tasks are completed
within application-specific deadlines while maintaining
system responsiveness under dynamic conditions.

When a new task T; is generated, the originating

node Ny estimates its local processing delay using:
k _ ik ik
L = 7comm *+Tproc
where rébkmm is the expected communication delay and

Ti;ilfoc is the estimated time to process the task locally. If

Lli( exceeds the task’s latency constraint, the node initi-

ates offloading by evaluating a subset of candidate
nodes N;. Each candidate is scored using a composite
suitability function:

Sij 249'(1_ Lij/Lmax)"'(l_g)'Aj '

where Lij is the estimated latency on node N;, A; is
the availability score of node N, Lpay is the maximum

tolerated latency for normalization, 6 €[0,1] controls the
trade-off between latency sensitivity and reliability.
The node N, with the highest score s is select-

ed as the primary executor. To increase fault tolerance,
a backup node N is also selected if it satisfies the

proximity condition:
ISP -SP <5,

where ¢ is a redundancy margin threshold. This condition
ensures that the backup node is sufficiently comparable to
the primary in terms of responsiveness and stability.

This latency-aware offloading scheme enables
AFDCO to avoid bottlenecks, bypass overloaded or
unstable nodes and maintain compliance with real-time
execution deadlines. The decision process is lightweight
and fully decentralized, requiring only local estimation
and limited peer communication.

Moreover, the offloading logic naturally adapts to
network conditions. When local latency is low, tasks are
executed without offloading. As latency or queue depth
increases, the system shifts execution to more suitable
nodes, balancing load and reducing the probability of
deadline violations.

D. Redundancy and Localized Recovery

To ensure continuity of task execution in the pres-
ence of partial node failures or disconnections, AFDCO
incorporates a lightweight redundancy mechanism with
localized failover control. This mechanism improves
system availability without requiring centralized orches-
tration or global state monitoring.

For each task T;, once the primary execution node

N, is selected, a backup node Ny, is assigned based on

its suitability score and its proximity to the primary. The
backup remains in standby mode, maintaining a mini-
mal copy of the task context, including task parameters,
metadata, and priority level. No active processing is
performed on the backup unless failure is detected on
the primary path.
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Failure detection relies on timeout-based monitor-
ing. After dispatching a task to Np, the origin node or an
organizer node expects periodic acknowledgments con-
firming task receipt and execution progress. If no ac-
knowledgment is received within a predefined window
T 14i1 » the backup node is activated and resumes execu-

tion from the preserved task context.

This decentralized failover process reduces recov-
ery latency and eliminates the need for complex check-
pointing or rollback protocols. The replication strategy
adapts to runtime conditions by selecting backups dy-
namically using availability scores, rather than through
static assignments. Unlike traditional high-availability
models that reserve resources continuously for backup
tasks, AFDCQ’s on-demand redundancy preserves edge
resources by activating backups only when necessary.
This is particularly important in constrained IloT envi-
ronments where computational and energy budgets are
limited. Additionally, if the original primary node re-
covers after failover, conflict resolution is handled
through task versioning and coordination between
nodes. The task instance with the most recent execution
state is retained, and duplicate execution is avoided.

Overall, the redundancy and recovery mechanism
in AFDCO ensures robust operation in unstable and
failure-prone networks. It allows tasks to be completed
despite hardware faults, connectivity loss, or overload,
thus supporting high application-level availability
across distributed edge—fog infrastructures.

E. Runtime Adaptability

AFDCO is designed to operate effectively under
the variable and unpredictable conditions typical of in-
dustrial 1oT environments. To this end, the method in-
corporates runtime adaptability, allowing its key com-
ponents to dynamically reconfigure in response to sys-
tem state changes without requiring external interven-
tion or centralized control.

All critical operational parameters within AFDCO
are adaptive. The filtering threshold , used to determine
the relevance of incoming data, is continuously updated
based on CPU load, queue length, and task urgency.
This enables the system to prioritize critical inputs dur-
ing peak demand periods while reducing overhead dur-
ing stable conditions. Similarly, the availability score
weights «, 5,y , which influence node selection, can be

rebalanced over time to reflect changing performance
characteristics or evolving reliability patterns. For ex-
ample, in scenarios with increased task failure rates,
more emphasis can be placed on historical success met-
rics to avoid overloading unstable nodes.

The offloading strategy, governed by the trade-off
parameter @, is also adjustable at runtime. When low-
latency execution becomes more critical than node reli-
ability (e.g., during alarm conditions), 6 can be in-
creased to prioritize speed over availability. Conversely,
in degraded network conditions, lowering & shifts pref-
erence toward stable execution paths.

In terms of redundancy, the threshold ¢ that gov-
erns backup selection can be tightened or relaxed de-
pending on observed failure trends or energy con-
straints. This ensures that resources are not wasted on

unnecessary replication under stable conditions, while
maintaining fault coverage during periods of instability.

The adaptability of AFDCO is achieved through
localized monitoring and feedback. Each node inde-
pendently tracks system conditions and tunes its behav-
ior accordingly, enabling a fully decentralized form of
self-optimization. No global coordination is required,
and system-wide adaptation emerges from the aggrega-
tion of local decisions.

This runtime flexibility allows AFDCO to main-
tain high levels of responsiveness, reliability, and effi-
ciency even as network topology, workload intensity, or
device availability change over time. It ensures that the
system remains resilient and effective in both normal
and adverse operating conditions, making it well-suited
for real-world 10T deployments.

Results and Discussion

To evaluate the performance of the proposed AFD-
CO method, a series of simulations were conducted in a
virtual 1loT environment modeled after a hierarchical
edge—fog—cloud architecture. The simulation environment
included 72 edge nodes with heterogeneous CPU and
memory configurations, 8 organizer nodes responsible for
group coordination, and 1 central cloud server. End devices
generated time-sensitive tasks at variable intervals, simulat-
ing dynamic workloads common in industrial monitoring
and control system. Each edge node was initialized with
resource parameters (CPU: 2-8 cores, RAM: 2-16 GB)
randomly selected from a defined distribution to reflect
real-world heterogeneity. Node failure events were intro-
duced probabilistically, with availability rates ranging from
60% to 100%, to test the method’s fault resilience. The
network latency between nodes was modeled using a
Gaussian distribution with a mean of 15 ms and a standard
deviation of 5 ms. Each experiment was repeated 20 times,
and average results were recorded. The performance of
AFDCO was compared against three baseline strategies:
cloud-only task execution, edge execution without redun-
dancy, and static redundancy assignment with no latency
awareness. All models were evaluated using the same
workload profiles and network conditions. Metrics of in-
terest included average response time, task success rate,
network utilization, and energy consumption.

Results demonstrated that AFDCO significantly re-
duces application latency by minimizing unnecessary data
transmission and enabling localized execution. While
cloud-based models experienced delays exceeding 6000
ms under high task loads, AFDCO consistently maintained
latency below 1500 ms, even with multiple concurrent
sources. This improvement is attributed to adaptive filtering
at the device level, which limits non-critical task generation,
and latency-aware offloading, which prioritizes nodes in
optimal conditions. The performance trend is illustrated in
Fig. 1. In terms of reliability, AFDCO achieved a higher task
deadline success rate under varying system loads and node
failure rates. Even with 30% of edge nodes intentionally
deactivated, AFDCO maintained a deadline compliance rate
above 90%, outperforming the baseline methods. This resili-
ence is made possible by continuous evaluation of node
availability and dynamic backup selection based on real-
time system feedback, as shown in Fig. 2.
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Fig. 1. Average response time under increasing task load
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Fig. 2. Deadline success rate under varying node availability

Network utilization was also reduced due to early-
stage data suppression and selective task replication. Com-
pared to static redundancy models, AFDCO lowered over-
all data transfer volume by up to 30%, while cloud-only
systems generated more than twice the traffic. This reduc-
tion is illustrated in Fig. 3. Additionally, the reduced com-
munication overhead contributed to lower energy con-
sumption, as backup nodes in AFDCO remain inactive
unless triggered by failure, avoiding unnecessary standby
power use common in static high-availability systems. The
system exhibited strong fault recovery capabilities. As
node failures increased to 40%, task success rates remained
above 85% without requiring centralized coordination.
AFDCO adjusted the level of redundancy dynamically,
increasing replication when instability was detected and
relaxing it under stable conditions, thereby optimizing re-
source usage. This behavior is demonstrated in Fig. 4.
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Fig. 3. Network traffic volume across task generation rate

Overall, the experimental results confirm that
AFDCO provides a balanced trade-off between respon-
siveness, fault tolerance, and resource efficiency, making
it suitable for deployment in decentralized 10T systems
where latency constraints, dynamic environments, and
limited resources must be addressed simultaneously.
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Fig. 4. Task success rate under increasing node failure rate

Conclusion

The research presents AFDCO, a decentralized
method for adaptive filtering and dynamic task offload-
ing in edge—fog—cloud environments for industrial 10T
systems. The method addresses key challenges associat-
ed with latency sensitivity, fluctuating resource availa-
bility, and fault tolerance in highly distributed and dy-
namic networks. By integrating locally applied data
filtering, real-time node evaluation, latency-aware task
allocation, and lightweight redundancy mechanisms,
AFDCO enables efficient and resilient execution of
tasks without relying on centralized control.

Unlike traditional cloud-based or statically repli-
cated edge models, AFDCO empowers each node to
autonomously evaluate its workload, availability, and
response time to make informed scheduling decisions.
The adaptive filtering component significantly reduces
the amount of non-essential data entering the system,
helping to avoid congestion and allowing nodes to prior-
itize critical computations. The task offloading mecha-
nism selects execution candidates based on a composite
score that balances latency estimates and availability
metrics, ensuring that each task is processed in the most
suitable location with minimal delay.

To improve reliability, AFDCO introduces dynam-
ic backup assignments and decentralized failover man-
agement. Rather than relying on pre-allocated resources,
the system continuously re-evaluates backup candidates
during runtime. Backup nodes remain idle until failure
is detected on the primary path, allowing for rapid re-
covery without unnecessary energy consumption or
communication overhead. This design enables high task
completion rates even under node failure scenarios, as
demonstrated in experimental evaluations. The results
show that AFDCO consistently outperforms baseline
configurations in terms of application latency, deadline
compliance, fault resilience, and resource efficiency. In
scenarios with high task concurrency or intermittent
edge availability, the method maintained low response
times and sustained execution success rates above 85%,
while reducing network traffic and energy usage. These
findings highlight the method's suitability for real-world
IloT deployments, where responsiveness, reliability, and
scalability are simultaneously required.

Future research will aim to enhance AFDCO by in-
corporating predictive models that utilize historical work-
load patterns to improve scheduling accuracy under uncer-
tainty. Additional focus will be placed on supporting node
mobility and context-aware task migration in highly dy-
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namic topologies. The method may also be extended to  ing its performance under real industrial workloads will
operate across federated fog infrastructures, enabling coor-  provide deeper insight into its practical applicability, par-
dination between multiple administrative domains. Finally,  ticularly in terms of real-time responsiveness, energy effi-
deploying AFDCO on physical edge hardware and evaluat-  ciency, and integration with existing 10T platforms.
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Adaptive Filtering and Dynamic Computation Offloading for Resilient Task Execution in 110T
E. E. Manoxsiit

AHoTaunisnn. AKTyaibHicTh. BUKoHaHHS 3324 3 )KOPCTKUMH YaCOBHMMH BHMOT'aMH B CUCTEMAaX MPOMHUCIIOBOTO [HTEepHETy pe-
yeit (IloT) motpebye AeIeHTpaTli30BaHUX Ta BiMOBOCTIMKHX OOYHCIFOBAIBHUX MOJENCH, 3aTHUX (DYHKI[OHYBATH 3a JTHMHAMIYHHX
HaBaHTa)XeHb, HECTAOUTHHOT JOCTYITHOCTI BY3JIiB i 0OMeKeHnX pecypciB. O6’€KT JOCTIMKeHHs : IPOLECH KepyBaHHS BUKOHAHHSIM Ta
oddroymHrOM 3a/1a9 y cepeoBUINaX KpaioBux-TymMaHHUX apxitekTypu |10T. Meta crarTi. Po3pobOka MeTomy AerneHTpaizoBaHoi
00poOKH 3a11a4 3 ypaxyBaHHIM 3aTPHMKH, KM IPYHTYEThCS Ha aJalTHBHIA (QuTbTpamii Ta TuHAMIYHOMY OQQIoyuHTY 0OUNCIIeHb,
110 3a0e3Medye BICOKY JOCTYIHICTb, e()eKTHBHE BUKOPUCTAHHS PECypPCIB 1 IIBUKE pearyBaHHs y PO3MOAUICHHX cucTeMax. Pe3yibra-
TH Jociimkenns. 3anpornoHoBaHo meroq AFDCO, skuit 00’€qHye TOKanbHy (DiTBTpaIifo JaHWX, OMIHFOBAHHS JOCTYITHOCTI BY3JIiB,
ooy MHT 3 ypaxyBaHHSIM 3aTPUMKH Ta JICTKUI MEXaHi3M pe3epBYBaHHS B €MHY JICIICHTPasIi30BaHy cxeMy. MeTos 3abe3redye aBTo-
HOMHE Ta BiZIMOBOCTiiike BHKOHAHHS 3a/1a4 0e3 3aydeHHs IICHTPaTi30BaHOTO KepyBaHHs. Pe3ynbTaTél MOJENIOBAHHS ITiATBEPIKYIOTH
3HWKEHHSI 3aTPUMOK, TIOKPAIICHHS IOTPUMAaHHS TePMiHIB BUKOHAHHS 33/1a4 1 3MEHIIICHHS HABAHTKCSHHS Ha MEPEXY Ta CIIOXKHBAHHSI SHe-
prii. BiucHOBKH. Y NOpIBHSHHI 3 LIEHTPaTi30BaHUMH 200 CTATUHAME MOJICTISIMH PO3MOALTY 3314, 3aIpONOHOBAHMI METO/T KpAILle a/lamTy-
€TBCS JI0 3MIH y CHCTeMi Ta 3a0e3redye cTablIbHy poOOTy 3aBIAKH AMHAMIYHOMY PEryJIIOBAaHHIO BUKOHAHHSA Ta perutikarii. Cdepa 3acto-
CYBaHHSI OTPUMAHHX pe3yJbTariB: posnoniieHi cucremu 10T, miarpopmu KpalioBUX-TyMaHHHX OOYHCIIEHb Ta CLEHApii MPOMHUCIOBOL
aBTOMATH3AIIIl 3 HU3BKOIO 3aTPUMKOI0, IO TIOTPEOYIOTH JEIeHTPaTi30BaHOTO BUKOHAHHS T BiTHOBJICHHS ITIiCIIS 3001B.

Knwuosi caosa: npomuciosuii [nteprer peueit (110T), kopmoHHi 004YKCICHHS, epeaya 3a/1ad Ha BAKOHAHHSI, Pe3ep-
BYBaHHI, IUIAHYBaHHS 3 YpaxXyBaHHIM 3aTPUMKH, BiIMOBOCTIHKICTb, alaiTHBHA (LIBTPALLis, AeLEHTPATi30BaHI CHCTEMHI
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HarioransHuil aepokocMidHU yHIBEpCUTET « XapKiBCHKUAN aBialliitHuiA iHCTUTYT», XapKiB, YKpaiHa

CUCTEMA JJIs1 MOJAEJIIOBAHHSA ITIOAOJTAHHSA ITIEPEIIKO/ I
OPT'AHI3ALIl KOMYHIKAIIIA B HEBE3ITEYHUX ITPOCTOPAX:
CTPYKTYPA TA EKCIHEPUMEHTAJIbHI JOCJILIZKEHHSA

AHoTanisi. Y cTarTi NpeacTaBiIeHO KOMIDIEKCHY CHCTEMY MOJICTIOBAaHHS MOJOJIAHHS IePEeIKo/] Ta OpraHi3amnii KOMyHiKa-
il y HeOe3NeYHNX IPOCTOpax i3 3aCTOCYBaHHAM PO€BHX OC3MIIOTHHX arapariB. 3alporOHOBaHI MOJEI CepeIoBHINa, T1e-
peuIKoA, TMHAMIYHNX BIUIMBIB Ta BITA 103BOJISIOTH BiITBOPIOBATH CIIEHApil poOOTH y 3pyHHOBAHHUX 200 BaXKKOIOCTYITHIX
MIPUMINIEHHSIX, BPaXOBYIOUN CTaTUYHI H ANHAMIUHI 00’ €KTH, a TaKOXK Kibep(i3udHi BIUIMBU. APXITEKTypa CHMYJIATOpA I10-
OymoBaHa Ha 6a3i Python Ta pymiist Panda3D 3 interpamiero 3aco6iB 360py it ananisy manux (InfluxDB, Grafana, Docker),
10 3a0e3nedye THyYKe HaJAIITyBaHHS MapaMeTpiB Ta BIATBOPEHHS LIMPOKOTO CIIEKTpa CIEHapiiB. Y CTAaTTi HaBEOCHO pe-
3yJbTaTH €KCIEPUMEHTIB, 10 JEMOHCTPYIOTh e(heKTHBHICTh anropuTMiB Mapuipytusamii (A*, Greedy Best-First Tomo) ta
KOOpJAWHALIT POI0 I pO3TOPTAHHS JAHIFOKKA 3B’A3KY 3 BUKOpUcTaHHsAM Li-Fi. JloBeneHo, mo cucteMa € KOpUCHUM Ha-
BYAIBEHO-JOCIITHUI[LKUM IHCTPYMEHTOM IS TIEPEBipKH aJITOPUTMIB, aHAIII3y HAAIHHOCTI pOlo, OLIHKK eHeproedeKTHBHOCTI
Ta CTIMKOCTI 10 KibepBIUIMBIB. [lepcriekTnBY po3BUTKY NependavaroTs inTerpariro 3 ROS, po3mupenHs 6i0mioTeKy JaTInKiB
Ta MOJIEIIFOBAHHS ITPOTOKOJIIB MEPEKEBOTO PiBHS.

KawuoBi cioBa: MoznemoBanHs, O€3MUIOTHI amapaty, po3ropTans poro BITJIA, Hebe3neuHe cepenoBHIIle, MapIIPyTH-

3ais, MapuIpyTH, OMUHAHHS MEPEIKo1, KoMyHikarii, Li-Fi, Panda3D, kiGep¢iznyHi BIIIHBH.

Beryn

HanzBuyaiini cutyanii (TeXHOTeHHi aBapii, CTHXiHHI
JIMXa, BIMCHKOBI JiT TOILO) YacTO MPU3BOIATH JI0 BiJIMOB,
pyiiHyBaHHSI ab0 3HMILEHHS CTalliOHAPHOI iH(pacTpyK-
TypH 3B’S13Ky. Y TaKMX yMOBaxX BUHUKAE MOTpeda y IBU/I-
KOMY PO3rOpTaHHI THMYacOBHX MEpEX, 37aTHUX Mepera-
BaTH J]aHi BiJl CEHCOPIB i MOCTPaXKAAINX JJO KPH30BHX IICH-
TpiB. besmimorHi mitameri anaparu (BILJIA, abo mpocto
Oe3minotHI amapaTt — BITA) Bce gacrilie po3risigaoThCs
SIK TIEPCHEKTUBHUN 3aci0 BiIHOBJICHHS KOMYHIKaLid y
Ba)KKOJIOCTYITHHX 1 HEOe3MeUHUX 30HaX. 30KpeMa, APOHU
MOXYTb CIIyTYBaTd “JiTal0OYUMH” PETPAHCIATOPaMHU abo
HaBiTh 0a30BUMH CTAHILISIMU JJIS CTBOPEHHS THMYACOBHX
MEpEeX TaM, Jie Ha3eMHHUI 3B’ 130K BiaCyTHiN. Hampukian,
y poOOTi pO3TISIIAETECS Mepexa ONTHYHOTO 3B’S3KY
Light Fidelity (LiF1) na 6a3i poto IpoHiB J1st 300py AaHHUX
y 3pyHHOBaHHMX aBapi€l0 NPHUMIMICHHSX, IO JO3BOJIIE
OTIEpaTHBHO IIepeaBaTH iH(GOPMAMio 10 PATYBAJIHHOTO
mraly HaBITH 32 BIJICYTHOCTI pajio3B’si3Ky. [Hine moci-
JDKEHHSI JIEMOHCTPY€E MOJKIJIMBOCTI JIPOHIB BiTHOBIIOBATH
Pazio3B’s30K y 30HAX JIMXa, MIATPUMYIOYH KOMYHIKAIIiio
pATYBaIBHUKIB. Tako)k po3rIisiIaeThcsi BAKOPUCTaHHS Pi3-
HUX 0e3MioTHUX 1aThopM (Ha3eMHHUX, HAIBOTHIX ) 3aJie-
JKHO BiJI THITy cepefoBHIIa Ta 3aBaaHb [1]. Iponn Bxe 3a-
CTOCOBYIOTBCS U1 MOHITOPUHTY CTaHy KPUTHYHOI iH(ppa-
CTPYKTYpH Ta O€3MeKH MiCT [2], MOITyKy mOoCTpaXkaainX, a
TaKOX TYMaHITapHOTO PO3MiHYBaHHS Ta BUSIBICHHS BHOY-
xoHeOe3neyHnx npeaMeTiB [3]. 3okpeMa, JOCIiKYIOThCS
Meto i BukopuctanHs BILJIA mist BUsIBIICHHS MiH Ta BUOY-
XiBKH Ha HeOe3NEeYHNX TepUTopisx [4], a Takox riopuaHi
PpOOOTH30BaHI CHCTEMH 3 010JIOTTYHUMH CEHCOPAMHU TS TI0-
LIyKy BUOYXOBHUX IpUCTPOiB [5]. Bei i 3apaui motpeOyroTh
PpeTeNbHOI MOTIepeIHBOT NIEPEBIPKH AITOPUTMIB 1 MOJIEITFO-
BaHHsI CIICHapiiB, a/pKe OE3IMUJIOTHI amapaTh MaroTh Ipa-
IIOBATH B JUHAMIYHHX, HETMIEpen0adyBaHUX YMOBAX.

He6e3neunwuii mpoctip (HIT) Bu3Haua€eThCs K qU-
HamiuHe 3D-cepemoBuIle, 110 MiCTUTh MEXaHIvHI Tiepe-
IIKOJAW Ta Pi3HOMaHITHI Gi3u4yHi W iHPOpMaIiitHi

(xiGepHETHYHI) BIUIUBH, SIKi MOXKYTb 3aIIKOTUTH MOOLITh-
HUM pOOOTH30BaHMM 3aco0aM, YCKIIaJHHUTH iX INepecy-
BaHHS a00 mopymuT KoMmyHikamii [6]. [Tpukmamamu HIT
€ BeJIMKI 3pyHHOBaHI IPUMIILIEHHs (EHePreTU4Hi, TpaHC-
HOPTHI YM IIPOMUCIIOBI 00’ €KTH), TPUPOJIHI CepeIOBHILA
3 HepeuIKoAaMHu (JIicu, TOpH) UM aKBaTopii, HOTEHIIHHO
HAIIMUTOBaHI BHOYXOHeOe3NeYHUMH mpeameraMu [7].
3abe3neueHHs CTIKOro 3B’ 513Ky 1 YCIILIHOTO [TOJ0TaHHSI
Takux npocTopiB cwiamu poro BITA € HeTpuBiaIbHOIO
3aja4yero, Mo NoTpedye 3acTOCYBAaHHS CIIEIiadbHUX ajl-
TOPUTMIB MapuIpyTH3anii, yHUKHEHH 3iTKHEHb Ta KOOp-
muHAaIii poro. Bogrodac cami HIT MOy Th BKITIOYATH Ki-
Oeparaku Ta eJICKTPOMATrHITHI 3aBaad (TIyIIiHHS CUTHA-
niB, ciryginr GPS Tormo), siki citig BpaxoByBaTH MPH IIPo-
eKTyBaHHI cuctem 3B’s13Ky [8].

Jlyist mocmipKeHHsT TOAI0HMX CIIeHapiiB Ta Bifmpa-
[FOBAHHS AJITOPUTMIB Ha IMPAKTHUII CTBOPIOIOTHCS MPOTrpa-
MHI cumyssiTopu. Bimomi cumynstopu  (OMNeT+H,
Gazebo, AirSim ToII0) 103BOJSIIOTH BiATBOPIOBATH OK-
peMi acTieKTH MTOBEAIHKU POIO JIPOHIB, ajie Hapasi BiACyT-
Hil yHIBepcaIbHUI IHCTPYMEHT, SIKHI OM 0/IHaKOBO 100pe
MOJIENIOBAB 1 KOMYHIKaIIHHI Mepexi, 1 Gi3HUHy TUHAMIKY
6esminotaux cucteM [9, 10]. Tomy po3pobka crerianizo-
BaHWX CHCTEM MOJICITIOBAHHS ITiI KOHKPETHI 3a1a4i — aKk-
TyaJIbHE 3aBJaHHs. BaximBo migKpecauTH, 110 3arporio-
HOBaHa B LI} CTaTTi CUMYJIALI{HA CHCTEMa HE TIPU3HAYeHa
JUISL peasbHOTO 3aCTOCYBAHHSA IIiT 9ac PO3MiHYBaHHS 49U
IHIMX HeOe3nmeuHux omneparii. BoHa ciyrye BHKITIOYHO
HaBYAIBHO-JIOCTITHUIIBKAM IHCTPYMEHTOM — CEpEeIOBH-
meM JUIsl BiJNPalOBaHHSA NMPOTPAMHUX DillleHb, EpeBi-
PKH aJITOPUTMIB Ta EKCIIEPUMEHTAIFHOTO aHAi3y MOBE/i-
HKH poeBux BITA 110 iX po3ropTaHHsS Ha IPaKTHII.

MeTo10 gocTizKeHHsI € PO3POOJICHHSI KOMITIEKC-
HOi CUCTEMH MOJICITIOBAHHSI, 1110 JO3BOJISIE TECTYBATH Ta
BJJOCKOHAJTIOBATH METO/IM OJOJIAHHS MEPEIIKo] i 3a0e3-
NeyeHHs1 Oe3MepepBHUX KOMYHIKalid pOEM iHTEJIEKTya-
JpHUX OE3MUIOTHHX amapariB y HeOe3neuHux Kidep-¢i-
3MYHUX NpocTopax. /it JoCATHEHHS MOCTaBICHOI METH
HEOOXiHO BUPIIIUTH TaKi 3aBIaHHI:
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NpoaHajli3yBaTH Cy4acHI MiJXOJIH Ta iCHYIOYl MO-
neni BukopuctanHs BITA st miaTpUMKH 3B’ SI3Ky B €KC-
TpEMaJIbHUX CHTYAlliX, a TaKOXX HasABHI CHUMYJIATOPH
6e3minoTHUX cucteM (iXHI MOXKIIMBOCTI Ta OOMEXEHHS B
konrekcti HIT);

copMyIJIIOBaTH BHMOTH 10 CHUMYJIATOpPA, SKHH
00’enHye Qi3UUHY MOJENb CepeIoBHUIIA i MEPEXEBi ac-
MIEKTH, BKIIFOYHO 3 BPAaxXyBaHHSAM IIEPEIIKON Ta Kidep-
BIUIMBIB;

POo3po0OuTH MOJEIi KOMIIOHEHTIB CHCTEMH (ceperno-
BHIIIE, IEPEIIKOIH, BIUIUBH, APOHU 1 pilf) Ta apXiTeKTypy
MIPOTrPaMHOT0 CUMYJISITOpa Ha iX OCHOBI;

peaiizyBaTH HPOTOTHII CUMYJISITOpa Ta IPOBECTH
eKCIIEpUMEHTAJIbHI JIOCII/DKEHHSI e()EeKTHBHOCTI 3ampo-
MIOHOBAHMX aJTOPUTMIB posropranHs mepexi BITA B pi-
3HUX cueHapisx HII.

1 Orusa npodIeMaTHKH TA CTAHY JOCTiIZKEHD

3acTocyBaHHS O€3MIIOTHHUX amapariB y HeOe3med-
HUX MPOCTOpax. Y OCTaHHI POKHU 3’IBUJIOCS OaraTo J0Ci-
JDKCHb, TPUCBSIYEHUX BUKOPUCTAHHIO OE3MUJIOTHUX CHC-
TeM Ui 3a0e3MeyeHHs 3B’s3Ky Ta 300py iH(opMmariii B
EKCTPEMAIIbHUX YMOBaX. 30KpeMa, KOHIICIIIIis JITalunuX
ad hoc-mepex (FANET) nepenbauae, 1110 IpOHH yTBOPIO-
I0Th aBTOHOMHY 0€3J]pOTOBY Mepexy, OOMIHIOIOUHUCH Ja-
HUMH MiX COOO0F0 Ta 3 HA3eMHUAMH By3JIaMu. Taki Mepexi
JIOBENTN e(PEKTUBHICTh Y BIHCHKOBHUX 1 PATYBAJIFHHX OTIe-
pamisix, Ipu MOHITOPHHTY JOBKIJIIS, Y CIIIbCEKOMY TOCTIO-
napctBi Tormo. OrsmoBi poOOTH Bi3HAYAOTH HEOOXIiJ-
HICTH PO3pPOOKH MacITaDOBaHUX 1 THYYKHX apXiTEKTyp
3B’SI3KY JUISl POEBHX CHCTEM, 3/IaTHHUX IIATPUMYBATH Pi3Hi
KoHQirypauii Ta 3aBganHs. OJHUM i3 KIIOYOBHX ClIeHa-
piiB € Bukopuctanus BIIJIA sik peTpaHCIATOpIB y 30HaX
JIMXa, JIe JPOHH HIBUJIKO CTBOPIOIOTH TUMYACOBY MEPEKY
JUIsl KOOpJMHALIT PATYBaJIbHUKIB 1 Mepeadi JaHuX MOoCT-
paxnanum. Hanpuknan, y poOoTi 3amporioOHOBaHO Me-
pexy BITA Ha ocnosi LiFi nms aBapiiiHoro o0’ekra, a y
nocnimkerHi[ 1 1] 3ampororoBaHo aHai3 HaIHHOCTI poe-
BUX CEHCOPHHUX MEPEX IJIsi MiCbKOro MOHiTOpHHTY. Jlis
3a0e3IedeH s 3B 3Ky i1 9ac MacOBHX MOAIN (KOHIEPTH,
MITHHTHY) IPOHU PO3TILIIAIOTECS STK TAMYACOBi 0a30Bi CTa-
HI{ CTITEHUKOBOTO 3B’S3KYy. 30Kpema, aBTOpH poOOTH
OIHUCYIOTh AJITOPUTM ONITHMAIILHOTO PO3TOPTAaHHSI JICKiJIb-
KOX JpoHiB-BS mis o6ciyroByBaHHS BEHKOTO CKYTI-
YEHHs] KOPUCTYBAYIB, 110 JO3BOJIMIIO CYTTEBO TOKPAIUTH
MTOKPHTTS 1 SIKICTB 3B’A3KY B IIIKOBI TIEPio/H.

Oco0imBy yBary AOCTiIHHWKIB NPUBEPTAIOTH POl
BITA Ta ixHsa camoopranizamis. Piif — e rpyna npoHis,
0 JIOTh CHUIFHO, KOOPAWHYIOUU CBOI Jii JUIsL JTOCST-
HeHHS cIiIbHOT MeTH. [lepeBaraMu po€eBUX CHCTEM € ITiJI-
BHIIICHA HAIMHICT (BIAMOBA OJHOTO amapara He MpHu3-
BOJUTH JIO0 NIPOBaJy Micii), IIUpIIe NOKPHUTTA Ta THYY-
KiCTh MEpeHaNAIITyBaHHs IMiJ] HOBI 3axaui[12]. BoaHo-
Yac BUHUKAIOTh BUKJIMKH: PO3p00Ka IPOTOKOJIIB 3B’ SI3KY
MiXx 6araTbMa pyXOMHUMH By3JIaMH, YHUKHEHHS 3iTKHEHb
Y TPUBHUMIPHOMY IIPOCTOPI, Y3TO/KEHHS PillleHb BEIUKOT
KUJIBKOCTI areHTiB y peasibHOMY 4aci[ 13,14]. 3anpomoHo-
BaHO Pi3HI MiIXOAW M0 KOOPIWHAIII: BiJ OI0HATXHEHHX
NITOPUTMIB (32 aHAJIOTI€I0 3 MOBEIIHKOIO MTaXiB YU KO-
Max) JI0 METOAIB MalIMHHOTO HaB4yaHHA. Hampukinan, y
po0ori[15] onricaHo MOAETH POEBOT KOMYHIKAIIT IS TIO-
LIYKOBO-PSTYBAIBHUX MiCilf, i BHUKOPHCTOBYIOTBCS

anroputMu kiacrepusauii (K-means) Ta meroau Ha oc-
HOBI BHIIaJKOBOT'O JICY JJISl ONTHUMIi3auii po3MilleHHs
JPOHIB 1 TOKpalleHHS NOTY)XHOCTI curHaiy. IHmom
OTJISIIN Y3araJbHIOIOTh apXiTEKTYPU YHPaBIiHHI POEM
Ta OKPECIIIOIOTh BIAKPHUTI MpoOieMu, 30KpeMa 3ade3rie-
YeHHs HaJilfHOro oOMiHy JaHWUMH i CIIPaBEIIMBOTO BU-
KOPHCTaHHS KaHAITy BCiMa IPOHAMH B MEPEXKI.

Cumynstopu Ta MozemoBaHHS Mepesk BITA. Jlis
TIEPEeBIPKHU aNTOPUTMIB 3B’SI3KY 1 MapIIpyTH3alii y Mepe-
JKax JPOHIB 3aCTOCOBYIOTBCS MEPEKEBI CHMYIISTOPH 3a-
rTampHOTO TpH3HAaYeHHA — Tnepexycim  NS-3  Ta
OMNeT++[16,17]. BoHu miaTpUMyIOTh MOJIEIIOBaHHS
6e3aporoBux ad hoc-mepex (30kpeMa, MaHEBPEHUX Me-
pex UAV, Binomux sik MANET/FANET) i 3naTHi iMiTy-
BaTH nepenauy tpadiky, BIIMOBHU BY3iB, 3MIHHY 3aBaH-
Ta)KEHICTh KaHaTy ToIIo. JIoCiKeHHs moKa3aiy, 1o IIi
IHCTPYMEHTH J03BOJISIOTH JIOCHTh MacIITa0OBaHO BiJT-
BOPIOBATH MEPEXi 3 ECATKIB i coTeHb By3miB[18]. NS-3
BiJI3HAYAETHCS HASBHICTIO BEIHMKOI 010TiI0TEKH MTPOTOKO-
niB, a OMNeT++ — rHy4KICTIO 1 3pyYHUM TpadiuHuM iH-
tepdeticom[19]. [IpoTe ixHIM HEHONMIKOM € OOMEKeHa
MOJKJIMBICTH MOJENIOBATH (Pi3UUHUI pyx ApoHiB y 3D-
HPOCTOPI Ta BPaxOBYBaTH PEalIbHI MEPEIIKOIN Cepeio-
BuIa (OyaiBii, penbed), mepenkoau pagioxsuisam)[20].
3 iHmoro 60ky, ¢iznuni cumynsitopu (Gazebo, AirSim,
MATLAB/Simulink Tomio) 103BoJSIFOTE AETaLHO MO/IE-
JIOBATH TOJILOTHY JIUHaMIKy, CEHCOpHI AaHi (Kamepw,
LiDAR) i HaBiTb aJrOPUTMH aBTOMIJIOTA AJIsl OE3MiN0T-
HukiB[21]. Taki 3aco0M BUKOPHUCTOBYIOTHCS TS Bifmpa-
LIOBaHHS HaBiramii Ta KepyBaHHS, ajie 3a3BHYail He MO-
JIETIIOIOTh HABAaHTAXKEHHS MEPEKEBOTO TPadiKy.

AKTyaJIbHIM TPEHJIOM € CTBOPEHHS iHTETPOBaHHUX
CepeIOBHIII CITIBCUMYJIIT (co-simulation), mo o0’ eqHy-
FOTh KiJIbKa CIEIiali30BaHUX CHMYJIITOPIB IS OJTHOYA-
CHOTO MOJICTIFOBAaHHs Pi3HUX acrekTiB cuctemu[22]. Ic-
HYIOTb pimieHHs noequanus NS-3 3 Gazebo (s Bpaxy-
BaHHS 3aTPUMOK 1 BTpar y paaiokanaii mij yac 3D-pyxy
npoHiB) a00 3B’ s3ku OMNeT++ 3 SUMO (st ogHOUAC-
HOT CUMYJISILIT pyXy TpaHCIoOpTy i podoTu Mepexi)[23].
[Torpy HasIBHICTH TaKMX IHCTPYMEHTIB, YHIBEpCAILHOTO
cumyaropa poeBux BITA Ha croromni He icHye[10]. Ko-
XHa raTdopma Mae cBOi 0OOMEKEHHS, TOMY JOCITHUKH
YacTO CTBOPIOIOTH BJIACHI TECTOBI IOJIITOHU ITiJ] KOHKpe-
THI oTpeOu[24]. ¥ 3B’s13Ky 3 MM Y JlaHiid poboTi 3arpo-
MIOHOBAHO CIIEIiai30BaHUH CUMYJISATOpP, OPI€EHTOBAHUH
Ha CIieHapii 3a0e3nedeHHs 3B’ A3Ky B HEOE3MEUHUX MPOC-
Topax. Bin moegnye 6a3oBe (iznyHE MOIETIOBAaHHS Ce-
penoBHUIIa 3 eJIeMEHTaMHd MEpeKeBOi MOJIeNi, Halaloun
THY4Ki 3aco0M HalamTyBaHHA apameTpiB. Hmxde onu-
CaHO KOHIIETITyallbHI MO, 3aKJIaJieHi B OCHOBY CHC-
TeMH, Ta ii IpOrpaMHy apXiTeKTypy.

2 Mopeuai cucreMu

ITpu po3poOrii cumynsaTopa GopMaizoBaHO KilbKa
MojieNiel, 0 OMHUCYIOTh Pi3HI aCHEeKTH HeOe3NMeYHOTO
MIPOCTOPY 1 KOMIOHEHTIB poro. Koxna Moaens Bu3HaYae
rapamMeTpH, IKi MOXKYTh HaJAIITOBYBATHCS KOPHCTYBa-
4eM JiIs TOOYTIOBM KOHKPETHOTO CIIEHAPiIo.

Mooenw cepedosuwa. Hebesnedanunii mpocTip mpen-
CTaBJICHO y BUIIISAI TPUBUMIpHOI obusacti 3amaHoi ¢o-
pmH 1 po3MipiB. B 3aransHOMy Bunanky ¢opma cepeno-
BHUIIA MOXKe OYTH NMpPSMOKYTHOIO (HAaIpUKIaj, KiMHATa,
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aHrap) abo JOBUIBHOIO ((parMeHT JaHaAmadTy, aKBaTo-
pii). [lapamerpamMu Mozelni € rabapuTH MPocTopy (I0B-
JKIHA, NIMPHHA, BUCOTa abo0 pajiyc), a TAKOXK Bi3yallbHE
BioOpaxkeHHs1 oToucHHs. CepenoBHIEe MOXKE MiCTUTH
Mexi (CTiHM, TiJyIora, CTens), 3a SKi APOHH HE MOXYTh
BWJTATH. Y CHMYJSTOpPiI NependadeHo 3aBaHTAKCHHS
3D-mopeni penpedy un 00’€KTa K cepeIoBHIIa ado Te-
Hepario MPUMITHBHOTO TIPOCTOPY i3 3aJaHAUMH pPO3Mi-
paMu CIeHH.

Mooenv nepewroo. Ilepemkonn — e 00’ €XTH Bee-
penuni HII, sKi 3aBaxaroTh pyxy IpoHIiB a0 OIOKYIOTH
JiHIT 3B°s13Ky. MoJieNb Mepeniko]] BKIKYAE sIK CTATUYHI,
Tak 1 fuHaMivHi 00’ exTH. CTaTHYHI MEPENIKOIN XapaK-
TEPU3YIOThCA (PIKCOBAHUM IOJIOKEHHAM Ta PO3MipamMH
(HampuKIaz, 3pyHHOBaHI KOJIOHH, 3aBajH, cTiHK). J{nHa-
MiYHI TEpeuIKOAN MOXYTh 3MIHIOBATH CBOE PO3Tally-
BaHHs a00 TTapaMeTpH 3 YacoM (HanpuKIIaji, pyxomi Tex-
HiYHI 3aco0m, TpaHCIOpT abo IUIaBalodi 00 €KTH Ha
Bogxi). Kokna mepemkona ommcyerbest popmoro (reome-
TPUYIHOIO MOJEIIIIO), PO3MipaMH, OYATKOBUMH KOOPAH-
HaTaMH Ta (JUII PyXOMHX) TPaeKTOpiero abo 3aKOHOM
pyxy. Y cuctemi mMiATPUMY€EThCS 3aBIAHHS TOBLIFHOT Ki-
JIBKOCTI HEPEUIKO] PI3HUX THIIIB: IX MOXXHA PO3MiLIy-
BaTH 4yepe3 KoHQirypauiiinuii gaiin abo reHepyBaTu aB-
TOMAaTHYHO 13 33/JaHMH CTATUCTUYHHMH XapaKTEePUCTH-
Kam# (IIUIBHICTB, po3mofin po3mipis). [lpu 3aBanTa-
JKEHHI CIIEHH CHUMYJIATOpP IepeBipsie KOJi3il — 4M He Iie-
pEeTHHAIOThCS 00’ €KTH MiXK CO0O0I0, — 1 KOPHUTYE PO3Mi-
IICHHS TIPU HeO0OXiTHOCTI.

Mooenv dunamiunux enaugie. OKpiM TBEPAUX Tepe-
mkozx, y HIT MoxyTs OyTH nIpucyTHI SIBUINA, IO HETaTH-
BHO BIUIMBAIOTh HAa BHUIUMICTH, (QI3WYHAH CTaH Ta
3B’5130K. MoJIeIb TMHAMIYHHX BIUTHBIB OXOILIIOE PI3HOTO
pony edexTH: 3aAMMIICHICTh, TyMaH, 3allMJICHICTb, BO-
rOHb, MApY, a TAKOX EJIEKTPOMATHITHI 3aBaju Ta Kibe-
paraku. KoxkeH BIUIMB BU3HAYAETHCS TUIIOM, JDKEPEIOM
a00 IJIONICIO MOIIHUPEHHS, IHTCHCUBHICTIO Ta 3aKOHOM
JMHAMIKH (HapUKIIaJ, TyMaH MOXe PO3CIFOBaTHCS 3 ya-
COM, paioNepeIIKoii MOXYTh 3 SBIATHCS M 3HHMKATH
cTpuOKONOIIOHO). YV paMkax cuMyJisilii ¢izuuHi edexTr
(M, TyMaH) MOJICITIOIOTECS TIEPEBAKHO TpadivHO — Ue-
pe3 cucTeMy 4acToK y pymii (110 BIUIMBA€E HAa BUIUMICTb
ceHcopiB aApoHiB). [HdopmaniiiHi BIIMBY peai3oBaHi Ha
PiBHI MOJeNi 3B’A3KY: BBOAMTHCS KOe(illieHT mIymMy Ha
KaHaJl a00 iIMITYIOThCS panToBi po3puBH 3’enHaHHs. Ki-
OepHEeTHYHUI BIUTMB MOKe OyTH 3MOAEIHOBAHO SK CIie-
Hapiil, KO OJAWH YW KiJIbKa JAPOHIB MOYMHAIOTH TiSTH
HEKOPEKTHO (KOMIPOMETOBaHI By3iH) ab0 HaIXOIATh
ITOMIJIKOBI JIaHi TIpo cTaH cucteMu. Taki cuTyartii 703B0-
JISITh TIPOTECTYBATH JKUBYHICTh AJITOPUTMIB POIO 32 YMOB
[iJIecTIpsSIMOBAaHUX aTak. B moTouHilt peamizalii cumys-
TOpa JUHAMIYHI BILTHBU 00MEKEHI MIPOCTUM BiIKIIFOYCH-
HSIM 3B 513Ky NIPH 33J]aHOMY PiBHI NEPEIIKO/; Y TIepCIek-
THUBI IUTAHYETHCS JOAATH OUIBII JIeTanbHEe MOJIEIFOBAHHS
(HampuKIaz, MOUIMPEHHs AUMY 1O 00J1acTi, MOl 3a-
TyXaHHS PaJiOCUTHAJIY TOIIO).

Mooeni BIIA ma poro. Y cuMynsaTopi KoKeH 0e3Iri-
JIOTHUH arapar MpeCcTaBICHO IK OKPEMHH areHT 3 MeB-
HUMH napamerpamu. /lo OCHOBHUX TEXHIYHHX XapaKTe-
puctuk Moxeni BITA Hanmexarb: MakcHMabHA TIBH]I-
KICTh Ta BHCOTa TOJBOTY, 3amac eHeprii (eMHicTh Oara-
pei), MOTYXKHICTh B CTAIliOHAPHOMY CTaHi, MOTYXHICTh B

T0JIbOTI, NAJIBHICTB 3B 53Ky, HA0OpU CEHCOpIiB (Kamepa,
TEIJIOBI30p, Ta30aHAII3aTOP TOIO, 3aJIEKHO BiJ| CIIEHa-
pito). Takox QikcyroThCsI TaOApUTH APOHA VIS Bpaxy-
BaHHS IIPY 3iTKHEHHSX 1 MiHIMaJIBHO JOIMyCTHMa JTUCTa-
HIIis 10 1HIIMX APOHiB abo iHmmX nepemkon. [linrpumy-
€THCS ICKITbKA THITIB allapaTiB — HAPHUKJIA, 0araTorpo-
nentepri BITJIA 3amaHoro po3mipy, 0e3milloTHI Ha3eMHi
poOOTH, HAABOAHI JPOHH — 3 PI3HAMH XapaKTEPHCTHU-
kamu. CTapToBe PO3MIIIEHHS JAPOHIB 3aJa€THCS OKPEMO
(xoopamHaTH 200 IETI0 CTApTY). IHTENeKTya bHI MOKITH-
BOCTI areHTiB 3aJaf0ThCS Yepe3 MPOrpaMHi “TOBEIiHKOBI
KOMIOHEHTH” — (DYHKIIIT, 110 BU3HAYAIOTh peakilito BITA
Ha MeBHi noii (BTpara 3B’sI3Ky, BUSBJICHHSI HOBOI Iiepe-
LIKO/AM, HU3bKUH 3apsn Oarapei Tomo). Takum 4nHOM,
MOJIEIIIOETBCS TIPOCTUH PIBEHb aBTOHOMHOCTI: APOHH
MOXYTb CaAMOCTIHHO NPHIMAaTH JIOKaIbHI pilieHHs (Ha-
NPUKIIAJ, OOJETITH MepeIkoy abo MOBEpHYTUCS Ha 3a-
pAAKY Tpu po3pAni akymyinsTopa). Piit BITA posrisana-
€TBCS SIK MHOXKHMHA areHTiB, [0 OOMIHIOIOTHCS MOBIZIOM-
JICHHSAMH 1 NIIOTH y3ro/pkeHo. B Momeni mepenbadeHo
JIBa IIXOAX A0 KOOPOUHAILII: MEHTpalli3oBaHul (depes
BHJIICHUH TOJIOBHUH BY3011 200 30BHIIIHIH IEHTP Kepy-
BaHHs) Ta JIeLIEHTPaJi30BaHUi (KOOmepaTUBHUIA piif Oe3
Jinepa). Y LEHTpai30BaHOMY BHIIQJIKy OJUH 13 JIPOHIB
(abo 0a3oBa craHIlis) 30upae iHpOpMAaIIito Bl yCiX yda-
CHHUKIB 1 00YHCIIIOE HOBI MO3MLIT Ta MapIIPyTH JJIsI HUX;
y JeLeHTPai30BaHOMY — KOXKEH APOH BHKOHYE alro-
PUTM KOOpJAUHAIT CAaMOCTIIIHO, OOMIHIOIOYHCH JaHUMHU
auie 3 cycizamu. B 000X BHIagkax KJIHOYOBUM KOMIIO-
HEHTOM € JITOPUTM KEePYBaHHS POEM — IPABHUJIO, 38 SKUM
JIPOHH KOPHUTYIOTH CBOE TMOJIOKEHHS Ul HiITPUMaHHS
3B’S3HOCTI Mepexki. Y MPOTOTHIN Peayi30BaHO CIpOIIe-
HUH anropuTM: nepiogmgHo koxxeH BITA mopiBHrOE pi-
BEHBb CUTHAITY BiJl CYCiJIiB i 3MIIIy€EThCS ¥ OiK TOro By3Ia,
CHUTHAJI Bijl SIKOTO Haicnmalimii (To0TO “natae mipky” y
HOKpUTTI Mepexi). Taka rnoBeziHKa aHAJIOTYHa JIO POIO
OJDKLI, SIKI pEOPraHi3yrThCS MPHU BTPaATi OKPEMUX OCO-
6uH. Hanani mianyerbes BUNpoOyBaTu il iHII MeToaAM
KOOp/MHalii (Ha OCHOBI IPaBMJI POKO YaCTHHOK, ONTHMI-
3aii poem 0111, Q-HaBYAHHS TOIIO).

3 ApxiTekTypa cumyJasiTopa

Po3pobrnennii cuMynaTop Mae MOAYJIBHY apXiTek-
Typy 1 peanizoBaHUI MOBOIO iporpamyBaHHs Python. 3a
Bi3yaui3amio TPHBIMIPHOTO CEPeIOBHUINA Ta 00paXxyHOK
¢i3ngHOT B3aEMOZI{ areHTiB BiINOBIga€ iIrpOBHH PyIIii
Panda3D. Bu6ip Python + Panda3D o6ymoBnennii ray-
YKICTIO HAJAIITyBaHHS ITOBEIIHKH areHTiB 1 MOXIIUBI-
CTIO IIBHMJIKOTO ITPOTOTUITYBaHHS AJITOPUTMIB KEPYBaHHS
poeM. IlomiOHMU miIXi BUKOPHUCTOBYBABCS W IHIIUMHU
PO3pOOHMKAMH CHMYJISITOPIB — HaNpUKIaA, y poOoTi
Annaz HaBeJIeHO IUIATQOPMY HABYAILHOTO TIOJIITOHY /IS
BITJIA 3 Bukopuctanusam Panda3D [25].

ADpXITEKTypa CKJIATA€ThCS 3 HU3KH MOJTYJIiB, IO Bi-
JMoBiaroTh MojensaMm cucremu (puc. 1). Moayis cepe-
JIOBHIIA 3aBaHTAXy€e a00 TEHEPYE CIICHY 3aJaHuX PO3Mi-
piB, BCTAHOBIJIFOE MOJIETI CTATHUYHUX 00’€KTiB (penbed,
OyniBiIi, MEXi TOIIO) Ta OCBITIACHHS. MOIYJIb IEPEIIKO
OTIpaIboBy€ KOH(pIrypariiiiti Jadi mpo NepentkoIu: 3aBa-
HTaxye 3D-moneni abo mapamerpu NpuMITHBIB (KyO,
cdepy) sl KOKHOI NMEepelKoy, 3agae iX M04YaTKoBE
po3TalryBaHHs.
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Puc. 1. ApxiTektypa cucreMu

JlnHaMivHI IepemKoau CTBOPIOIOTHCA 3 IPUB’s3a-
HUMH QYHKIISMH pyXy (HAIpUKIAJ, TEpiogHdHe Tepe-
MIIIEHHS 10 3aJaHiil TpaekTopii). Moxyns BHUSBICHHS
komisiit (CollisionHandler) BincTexye 3iTKHEHHS JPOHIB
3 TIEPEUIKOAaMH Y1 MiX cO0010, BAKOPHUCTOBYIOUH MeXa-
Hi3MH QizugHOoTro pymris. [Ipu 3iTKHEHH] TONTBOTH BiIIIO-
BiTHHUX JPOHIB 3YIUHSIIOTHCS a00 3MIHIOETHCS IXHIN Ma-
puIpyT (3aJIe)KHO BiJ| HANAIITYBaHb CIIEHAPIl0 — MOXKHA
abo MoIeroBaTy “aBapiro” qpoHa, a00 MPUMYCUTH HOTO
00JIETITH MEPEIIKOTY).

Moy 6€3MiIOTHUX anapariB BiANOBI A€ 3a CTBO-
peHHA 1 mapameTpu3alio 00’ eKTiB-APOHIB y CHMYJIALII.
KoskeH areHT iHimiamizyeTscst 3 arpuOyTamu, BH3Haue-
mumu B mozeni BITA: Bcra”osmroerscss 3D-mopens
npoHa (YMOBHa abo AeTaibHa), Maca, pajaiyc Hii ceHco-
piB, 3amac 3apsay Tomo. Pyx npoHa 3xilicHIO€TECS 200 3a
TIOTIepeIHbO PO3PaXOBAHOI0 TPAEKTOPI€I0, a0 3TiAHO 3
AITOPUTMOM KEpPYBaHHS POEM Y peabHOMY Yaci.

Moaynb 3B’s3Ky (3alJITaHOBAaHHUK JI0 PO3POOKH)
Oyne peamizyBaTh OOMIH MOBIJOMJICHHSIMH MiX areH-
TaM¥ 1 MozeroBaTH (pi3myHMA KaHad. SKImo Mix ABOMA
areHTaMH 3HAXOJHTHCS MEpPelIKo/ia, MOIyJb Ha Iep-
oMy eTarti po3poOku Oyie 3a00pOoHATH 3B’ 130K. Takoxk
Ha JIpyroOMY eTari Ui pagioKaHaTy BpaXxOBYBaTHMYThCS
(OHOBI 3aBaJM 1 MOXIIMBI MEPEMIKOAN Bix Kibepdizna-
HUX BIUIHBIB.

Monyne KoopAMHALIT pOEM peanizye oOpaHuil an-
TOPUTM KepyBaHHs POiHHsAM. BiH Mo)ke mpauioBaTH y
JIBOX PEXHMMax: IIEHTPaJi30BaHO — 5K OKPEMHH Ipolec
a00 TOTIK Ha ‘“HazeMHOMY BY3Ii, IO 30Mpae TeleMeT-
pito BiJ yCiX APOHIB i OOYMCIIOE JUISI HUX HOBI IIJILOBI

TOYKH; a00 JCUEHTPATI30BAHO — K METO/], BUKINKAHUI
JUISL KOKHOTO JIPOHA JIOKAIBHO 3 BUKOPUCTaHHSM JIHIIE
yacTkoBoi iH(popmMartii. L{eit Moxynb TicCHO OB’ sI3aHMIA 3
MOJyJIEM 3B’SI3KYy: y JCLEHTPATi30BAaHOMY PEXHMi KO-
JKEH JPOH Ma€ CIHCOK CYyCimiB (THX, 3 KHM € pa-
JI03B’S30K), 1 PIlIEHHS PO PyX YXBAIIOETHCS HA TIiJIC-
TaBi JIOKAIBHUX MMOKA3HUKIB (PiBHSA CHUTHAITY, KiIBKOCTI
CyCi1iB, BiZICTaHi JI0 I[IJIbOBOT TOUKH TOLIO). Y LEHTpaJi-
30BaHOMY — INI00AJIbHUIT KOHTPOJIEP Ma€ MOBHI JIaHi TIPo
Mepexy Ta MOXKE BUKOHYBATH, HAIIPUKIIa, ONITUMI3allif0
PO3MillleHHS BCHOTO Poro (1151 3a7a4a KOMOIHATOPHA 1 BU-
Marae 3HaYHUX OOYHCITIOBAIBHUX PECYPCiB IPH BEIMKIH
KUTBKOCTI JIPOHIB).

JlonatkoBo 3arulaHoBaHO iHTerpamito 3 Robot
Operation System (ROS)[26], Moy b KOOpAHHALIT pOEM
3aIUIAaHOBAHO SK iHTepdeHC MK CHCTEMOIO MOJIEIIo-
BaHHS 1 IPUCTPOEM 20O MPOTPaMOI0 KEpyBaHHs POEM Ha
ocHoBi ROS.

Kondiryparis i inrepdeiic. g 3pydHOCTI CTBO-
PEeHHs CIieHapiiB, BCi BXiJHI MapaMeTpu CHCTEMH 3aa-
JOTBCSl Yy BHUIUIAII TEKCTOBUX KOH(IryparifHux Qanmis.
3okpema, Bukopuctano ¢opmatn YAML Tta CSV:
Y AML-@aiin onucye 3araipHi mapaMeTpu CEpeIOBHUINA i
crieHapiro (po3Mipu 00JacTi, KiIbKIiCTh IPOHIB, PEXKUMH
KOOpJMHAIli{, YMOBU cepefoBHIIa Ta iH), Toai sk CSV-
(aiiiu MOXyTh BUKOPHCTOBYBATHUCS JIJIsl HEPETIIKY KOOp-
JUMHAT MEPELIKO/T UM IUIIXOBUX TO4YOK. Takuii miaxiz mo-
JIETIIY€ MTOBTOPHE BUKOPUCTAHHS CIIEHApiiB 1 BHECEHHS
3MiH 0Oe3 3MmiHM Koay. I'paciunmii intepdeiic cumymns-
Topa Hamae orisn cueHd y 3D-pexkumi Bim TpeThoi
0CcOo0H; KOPUCTYBad MOXKe 00epTaT KaMepy, 3MiHIOBaTH
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MacmTad Ta KyT orjsiny. JlocTyrHa MOXIIUBICTE B3SITH
il KOHTPOJIb OJIMH 3 IPOHIB Ik (00paTy 3i CIIHCKY Ha
KJIaBiaTypi), 00 MepeBipuTH POoOOTY ANTOPUTMY KEpy-
BaHHS POEM Y peajlbHOMY Yaci.

MowHitopuHr i 30ip gaHuX. Y X0Ii cuMyJsLii cuc-
TeMma 30Hpae TeIeMEeTpUYHI JaHi: KOOPAWHATH BCIX APO-
HiB, CTaH iX 0aTapei, CTATUCTHUKY 3B’ SI3HOCTI Mepexi (SKi
BY3JIH 3B’si3aHi, 4epe3 sKi peTpaHCIATOPH IPOXOIUTH
MapIIpyT Bij Jxepena 1o 6a3u), 3aTPIMKH JTOCTaBKH I10-
BiOMJICHB TOIO. J{1st 30epiranHs X MaHUX BUKOPHC-
TaHO 9acoBO-psAAHy 0a3y manux InfluxDB, y sxy Momyms
MOHITOPUHTY HAaJCWJIAE 3allMCH B peajibHOMY 4aci. Lle
JI03BOJIsIE OyayBaTH rpad)iku Ta METPHKH ITiJ] Yac eKCIie-
puMeHTy 3a noromMoroto Grafana — 3py4Horo iHcTpyMme-
HTY Bisyamizauwii. HamamToBaHo Kkijnbka maHenei
Grafana, o BioOpaxar0Th, HAPUKIIAJ, 3apsau Oarta-
peii Mepexi 3 4acoM, piBeHb CHTHAJy Ha Pi3HUX IUISH-
Kax, BiICTaHb, IPOHACHY KOXXHAM JPOHOM, TOIIO. ApXi-
TEKTypa mepeadadae TaKoXK MOKIMBICTh KOHTeHHepH3a-
uii: Bci kommnoHeHTH (cumynsatop, CYBJI, Grafana) mo-
KYTh OyTH po3ropHYTi B cepenosui Docker mis crmpo-
IICHHS BCTAHOBJICHHS Ta MEpeHECeHHs Ha pi3Hi miatdo-
pmu. 3a nmoromororo Docker-o0pa3y cumynsTop Jierko
3alyCKaTH Ha HaBYAJIBHUX KOMII'IOTEPHUX Kjacax abo B
XMapHi# iHppacTpyKTypi.

4 ExcriepuMeHTAJbHI 10CTi3KeHH

ExcniepuMmeHTanbHI JOCTIKEHHS OyJIH IpOBEICHI
3 METOI0 OIIHKK e()eKTUBHOCTI Ta IMpare3JaTHOCTI 3a-
MIPONIOHOBAHOI CUCTEMH MOJICITIOBAHHS Y PI3HUX CIICHA-
pisix. g ekcriepuMeHTiB OyJii BAKOPUCTaHI CIIeIiajlbHO
po3pobiieHi KoHGIrypaiii IpocTopy 3 MEePEHIKOIaMH Ta
3alpONOHOBAHI QJITOPUTMHU TMOMIYKY MAapIIpyTiB s
BITA.

4.1 YMoBM ekcriepuMeHTiB. [ eKCIIepUMEHTIB
BUKOPHCTOBYBABCSl CLieHapiii 1MOOYZOBH JIAHIIIOXKKa
3B’3Ky MDX JIBOMa 33JIaHUMH TOYKAMH 32 JOTIOMOTOIO

BITA ski nepenatots indopmaito mo texuosorii Li-Fi.
Mix TOuKaMM TO4YaTKy Ta (hiHIIly pO3MIIIEH] neper-
Koz cTatuyHoro tuiy, [loOynoBa naHmtoxka BinOyBa-
€THCS 32 AITOPUTMOM A* 31 CHIPOLICHHSM LUIXY 3a JI0-
roMororo (yHKIIT BUIUMOCTI (TIpuOpaHi BCi MPOMIXKHI
TOYKHA PO3MIIIEHHS SKi MOXYTh OyTH mpuOpani 0e3
BTpPAaTH BUAMMOCTI MK TOYKaMH). 3a CIICHApieM HOBI
BITA 3’SBIAIOTBCS Ha TOYII iX CTapTy OIOHHO TOYKA 3Bi-
nmeHAETHCS Bin momepeansoro BITA, momsotn BinmOyBa-
FOTBCS 3 ypaxyBaHHAM iHMHX BITA B sIkoCTi pyXOMuX Iie-
pemkon. [lepen moyatkoM pyxy BinOyBaeThCs po3paxy-
HOK TPA€EKTOPIi MOJBOTY, sIKa MOKe OyTH 3MiHEHa ITij] yac
pyxy. YMOBHa MakCHUMalbHa JaJbHICTH IEpenadi CHr-
Hany Oyia BcTaHOBJIeHA Ha piBHI 8 merpiB. [Ipsima auc-
TaHIisI MK CTApTOBOIO Ta (DiHIIIHOIO TOUKaMu: 57 M, 3a-
rajbHa JIOBXXHHa 00y 10BaHOTO MapupyTy: 97.53 M, Ki-
neKicTh BIUIA: 15. Yac momtyky MapuipyTy JJist JaHI0-
’kka BITA He BXOIUTh B Uac po3ropTaHHs CUCTEMHU.

Bumipu iz yac eKCIiepuMeHTIB!

e TOBXKMHA MPOieHoro murxy ycima BITA;

® KUTBKICTP CETMEHTIB TpPaeKTOpiii MapmipyTiB

BIIA;

® 4ac PO3rOPTaHHS CHCTEM.

4.2. ExcniepumenT 1 (puc. 2). OcobnuBocTi: Exc-
NepUMEHT OyB TPOBEACHHH 3 BUKOPHCTaHHSIM A* 3i
CIPOIIEHHSM IUISIXY 32 JONOMOroio (GpyHKIii BUIUMOCTI
Ut I00ya0BY IULIXy /it BITA mo HaiOamKk4ol ToukH
JaHIoKKa. [ nepemimeHHs 3 Touky 6a3yBaHHS 10 Mi-
CII PO3TAIIyBaHHS B JIAHIIOKKY OyJI0O BUKOPHCTAHO Me-
TOJ| pO3MIIIEHHS 10 TpaekTopii sanmoxka (BITA micra-
I0ThCS HAWOIIKIOT TOUKH JIAHIIOXKKA O TOYKH 3TBOTY 1
PO3MOJUISIOTECS IO HBOMY CHOYATKy B CTOPOHY KiHIIe-
BOI TOYKH ITOTIM ITOYATKOBOI TOUkH). Llst cTpareris 3Ha-
YHO 3MEHIIY€E HaBaHTAXXCHHS Ha MOJYJb KepyBaHHS 00
TPAEKTOPIs BiOMa 3a31ajerijib, aje B pa3l BHUSBICHHS
PYXOMHX MEpENIKo]| MOTPiOHI J0AATKOBI CIIOCOOH YHHUK-
HEHH 3ITKHEHb 1 Iepe0yI0BH JaHIFOXKKA.

Puc. 2. PesynbraT exciepuMeHTy 1

Bumipu:

e I0BXUHa npoiinenoro nuisixy BITA: 791.14 m;
e KUIBKICTh CETMCHTIB TPAEKTOPIii ApoHiB: 120);
e 4ac pO3ropTaHHs CUCTEMHU: 22 CeK.

4.3. Excnepumentn 2, 3 (puc. 3). OcobauBocTi:
ExcniepumenTH OyiM MPOBEACHI 3 BUKOPUCTAHHSM ajro-
putmy A* i sxaniOHoro nepmmi-kpamuii (Greedy Best-
First) 3i cnpomieHHsM HUTAXY 3a JOMOMOTOK (YHKLIT
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BUANMOCTI Jutsl oOynoBu MapmpyTiB BITA no ix micup
pO3TallyBaHHsS B JIAHIIOXKKY, KokeH BITA 3HaxoauTh
CBill NULIX 1HAMBIAYyanbHO. Bumipn:

¢ JOBXKMHA NpoiiaeHoro nusixy ycima bBITA: 865 m;

e KUIbKICTh CErMEHTIB MapiupyTis: 147,

e yac posropranHus cuctemu: 1 ron 40 xB 21 cek (A*);

e yac posropranHs cuctemu: 1 rojg 36 xB 34 cex
(Greedy Best-First).

Puc. 3. PesynpraTu excriepuMenty 2, 3

4.4, Excnepumenr 4 (puc. 4). Oco6musocri: Exc-
mepuMeHT OyB TPOBENCHUH 3 BHKOPHCTAaHHAM >Kamio-
Horo nepmuii-kpamuii (Greedy Best-First) momryky ms

o0y moBu MapmpyTiB BITJIA mo ix Micup po3TanryBaHH
B JIAHITIOXKKY, KOxeH BITA 3HaX0ouTh CBiif IIISAX iHIUBI-
JIyallbHO.

Puc. 4. Pe3ynpTaT excriepiumenty 4

Buwmipu:

e JIOBXHMHA mpoijeHoro uusixy ycima BITJIA:
1316 M;

e KUIbKICTh CErMeHTIB MapupyTiB: 1316;

e yac posropranns cucrtemu: 1 roxa 43 xB 59 cek.

4.5. Anani3 pe3yabTatiB ekcnepuMeHTiB. /lonat-
KOBO OyB mpoBeneHi EXCTIEpUMEHT 3 BUKOPHCTAaHHIM
anroputMiB RRT ta RRT* ane Haxxais BOHN He BHOpa-
JIMCH 3 TTOCTABJICHOIO 3a/1a4€l0, HUMH OyJI0 100YI0BaHO
JIAHII0XKOK JIMIIE JI0 CEPEeMHY a Aaji MOUIyK He AaB pe-
synbraTiB. Haii0inpm BHanuM € BapiaHT pPO3MIILCHHS
BIIUTA 3a momoMororw Bke MOoOYTOBAHOTO MapUIPYTy

JIAHII0OKKA 5K 3p0o0JIeHO B eKCIepuMeHTi 1, ane Tyt Ta-
ko € cBoi Minycu: BITJTA mig wac miaminu BITA Hanpu-
KJaj U1 MOBEPHEHHS HA Iepe3apsaKy HOTpiOHO BUKO-
pHUCTOBYBAaTH JOAATKOBI 3acodu aist ooxomy BITA ski
3aliMalOTh CBOi MICIIS B JIAHIIOKKY a00 BCE X BUKOpPHC-
TOBYBATH IHINWH aJTOPUTM UIS IIOBEPHEHHS Ha TOYKY
0a3yBaHHS.

PesynbraT excrniepuMeHTIB 2 1 3 MOKa3yloTh Be-
JIMKY CXOXICTh aJTOPUTMIB IT00YIOBU HIISIXY 4Yepe3 10
pe3yJbTaTi JysKe MoJi0HI OIMH IO OJJHOTO, JIUIIE 32 pa-
XYHOK MEHIIOi KiIbKocTi o0unciens JKaniouuii nmouryk
riepeMarae Io 4acy.
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ExcrniepuMeHT 4 mokasye 1o aaropuT™ CIpOIICHHS
[UIAXY 32 TOTIOMOT'010 (DYHKIIIT BUTUMOCTI JO3BOJISIE 3HA-
YHO 3MEHIIUTH KUIBKICTh il (CErMEHTIB IIIAXY) IO
3MEHIIIY€E CKJIQJHICTh TOJANBIINAX PO3PAXYHKIB i IPHCKO-
PIOE PO3rOPTaHHS CHCTEMHU.

BucHOBKH Ta NEPCHNEKTUBU

VY craTTi npeAcTaBIeHO KOMIDIEKCHY OCBITHBO-IO0-
CHITHUIBKY CHUCTEMY MOJEIIIOBAHHS JUIS BiITBOPEHHS
CIieHapiiB MOI0JIaHHS MEPEIIKO/l Ta OpraHi3alii KOMyHi-
Kaliil y HeOe3MeuyHUX MPOCTOPax i3 3aCTOCYBAHHIM POE-
BUX 0e3miJIOTHUX anapariB. Cuctema JI03BOJISIE IETaTbHO
MOJICTIIOBATH CUTYyalii, B SKUX TpaguLiiHI Mepexi
3B 3Ky HEIOCTYIHI abo 3pyHHOBaHi, i JOCITIKyBaTH
MOXJIHBOCTI poto BITA momo mBHIKOTO BiIXHOBICHHS
iHpOpMaLiHOTO 3B’ 53Ky .

OcCHOBHIi pe3ynsTaTd poOOTH MOXKHA TiICyMyBaTH
TaKUM IHHOM:

IIpoananizoBaHO Cy4acHi TEXHOJOTII Ta PIillICHHAS y
cdepi BUKOpUCTaHHS OE3MIOTHUX arapartiB Juisi 3a0e3-
MIeYeHHs 3B’ SI3Ky B KPUTHYHUX cuTyauisx. [lokazaHo, 1o
POE€BI cUCTEMH 3 PO3NOIICHUM YIPaBIIiHHSM 3/1aTHI 3a-
0e3MeunTH )KUBYYl KOMYHIKaIlil y CKJIaJIHUX YMOBax, 3a-
BJISIKM HAUIAIIIKOBOCTI BY3JIiB 1 THYUKiil mepe0y10Bi Me-
pexi [11].

3anponoHOBAHO 1 peali3oBaHO METOIOJIOTII0 MOIe-
moBauHs HII, sxa BKiIrouae Qopmaiizamiro mpocTopy,
MOJIEJ CTAaTWYHUX Ta AWHAMIYHUX MEPELIKO, IUIaHy-
BaHHS MapuIpyTiB 00X0/y, ONTUMAJIbHE PO3TAIlyBaHHS
perpancnaTopiB-bITIA Ta anroput™Mu KoopauHALIi POFO.
Le mae 3Mory morepeaHpo OLIHUTH Pi3HI CTpaTerTii i BU-
Opatu HailOLIbII eEeKTUBHI PILlIeHHs JJIsl BiJHOBJICHHS
Mepexi 3B’ 3Ky .

Po3po06iieHo apXiTeKTypy CHCTEMHU MOJIEIIOBAHHS,
o noeauye 3D-pyrid 11t Gi3HIHOro MOCTIOBAHHS Ta
iHCTpyMeHTH 300py W aHami3dy naHux. BukopucraHHs
Python/Panda3D cmpomrye iMIDIeMEHTALil0 TTOBEHiHKH
npoHiB, a inTerpamis 3 InfluxDB/Grafana 3a0esmedye
3pYYHHUI MOHITOPHHT Pe3yJIbTaTiB. X04a HOTOYHA BEpCis
HE TMATPUMYE NETATbHY IMITAIIF0 MEPEKEBUX IIPOTOKO-
JIiB, BOHA JJO3BOJISIE BIITBOPIOBATH IIMPOKUIL CIIEKTP CIIe-
HapiiB 0e3 3aTpar Ha peaibHi MOJIBOTH.

ExcniepuMmeHTanbHi  JOCTIIKCHHS  MiATBEP AT
Mpane3JaTHICTh CUCTEMH Ta e(heKTHBHICTh MOAH(DiKOBa-
HUX JITOPUTMIB MOMIYKY NUIAXiB. 3a pPaxyHOK CIIpoO-
LIEHHS TPAaEKTOpill Ta MPOIYMaHOrO MOPSIKY PO3rop-
TaHHS POIO BJIAJIOCH 3MEHIINTH CyMapHy JOBXHHY Map-
HIPYTiB 1 KITBKICTh MaHEBPIB, 10 TO3UTUBHO BIUIMBAE Ha
IIBUKICTH BUKOHAHHS 3aBIaHHS i EKOHOMIIO 3apsay Oa-
Tapei IpoHiB.

[TokasaHo, 110 CUMYJIITOP MOXKE CIIYT'YBaTH KOPHC-
HUM IHCTPYMEHTOM SIK B OCBITHOMY IIPOIIECi, TaK i B Ha-
YKOBHX TOCTiKCHHAX. BiH Ja€ MOKIIHMBICTh CTy/I€HTaM
Ta po3pobHrKam poiB BITA Ge3nedno BunpoOyBaTH pi3Hi
migxoau a0 posropraHHs Mepexi BITA, HamamrtyBaTH
rapamMeTpy cepe/IoBHIla, BUNPOOOBYBATH BJIAacHI CIiEHa-
pii aBapiliHMX CHTYyaIliif Ta NepeKOHaTUCS B HAAIHHOCTI
3alpONOHOBAHUX pillleHb. 30KpeMa, MOXHA MPOaHai3y-
BaTU TUTaHHS eHeproe)eKTHUBHOCTI (INIaHyBaHHS 3apsi-
JUKaHHS/3aMIHH IPOHIB), 3aXUCTY Bif KibepaTak, OITHMi-
3yBaTH KUIBKICTB alapaTiB Ui TIOKPUTTS 3a1aHOT Tepu-
TOpii TOIIO.

[TepcrieKTHBH HOIAJIBIIOrO PO3BUTKY CHMYJIATOPA
BKJTIOYAIOTh!

iHTerpailito 3 onepariiiHor cucremoro ROS st Bu-
KOPHCTaHHS peallbHUX KOHTPOJIEPIB IPOHIB Y KOHTYPI MO-
JICITIOBAHHS;

posiupenHs 0i0mioTekn qaTduKiB (imitamis 6opTo-
BUX KaMep, TEIUIOBI30PiB, TUCTAHIIITHUX JATUUKIB);

JIOIaBaHHsI CLIEHAPIiB 3 Kidepdi3NuHUM IIPOTUCTOSTH-
HSIM (MOJICITIOBAHHS aTaK THITY “TIIYIIiHHA 1 3ac001B IPO-
THJIi1 HAM Ha PiBHI nporpamHoro 3abe3mneuenns BITA) [8];

MOKPAIICHHS MOJIeTI cepeioBUIIa (penbed MicIeBoO-
CTi, TIOTOJTHI YMOBH) Ta pealli3allifo MATPUMKH Mepeke-
BHX TIPOTOKOIIB (HaNpWKIAM, iHTerparmis Momyiis NS-3
JUTSL IETATEHOTO MOJICITIOBAHHS MapIIPyTH3aIlii TaKeTIB).

VYce e po3mmpuTh Chepu 3aCTOCYBAHHSI CUMYIIS-
TOpa 1 HAOJU3UTh HOTO 0 MOTPEO K HABYATIBHUX J1ab0pa-
TOPii 3 poOOTOTEXHIKH Ta KibepOe3reku, Tax i 10 IMpHKIIa-
JHUX 3aBIaHb CIIy:KO HaJA3BHYAWHHMX CHTYyaIliid. Bperrri,
BUKOHaHE JIOCIIIJPKEHHSI € BHECKOM Y PO3BUTOK iHTEJIEK-
TYaJIbHUX POEBHX CHUCTEM, 3/1aTHUX €()EKTHBHO BHKOHY-
BaTH 3aBJAHHs Y CKJIAJIHHX Ta HEOE3MEeUYHUX yMOBAX, Mi-
HIMI3YIOYH PU3UKH JJIS JIFOJICH.
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System for simulation of overcoming obstacles and organizing communications in hazardous environments:
structure and experimental evaluation

Leonid Ostapenko, Vyacheslav Kharchenko

Abstract. The paper presents a comprehensive simulation system for overcoming obstacles and organizing communica-
tions in hazardous environments using UAV swarms. The proposed models of environment, obstacles, dynamic influences, and
UAVs enable the reproduction of scenarios in destroyed or hard-to-reach indoor areas, considering static and dynamic objects as
well as cyber-physical impacts. The simulator architecture is implemented in Python with the Panda3D engine and integrated with
data collection and analysis tools (InfluxDB, Grafana, Docker), providing flexible configuration of parameters and reproduction of
diverse scenarios. The paper presents experimental results demonstrating the efficiency of routing algorithms (A*, Greedy Best-
First, etc.) and swarm coordination for deploying a Li-Fi-based communication chain. It is shown that the system serves as a
valuable research and training tool for testing algorithms, analyzing swarm reliability, evaluating energy efficiency, and resilience
to cyber impacts. Future development perspectives include integration with ROS, extension of the sensor library, and modeling of
network-level communication protocols.

Keywords: simulation, unmanned aerial vehicles, UAV swarm deployment, hazardous environment, routing, paths,
obstacle avoidance, communications, Li-Fi, Panda3D, cyber-physical impacts.
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ONTUMIBANIA MHOXEHHSA KBAHTOBAHUX OTHOBITHHUX MATPUIIb
JJIsA BEJIMKUX MOBHUX MOJAEJIEN

AHoTaunis. Y 3B’43Ky 3 aKTUBHUM PO3BUTKOM Ta BAOCKOHAJICHHSIM CHCTEM LITYYHOT'O 1HTEIEKTY OCTaHHIM 4acoM 00po-
OKa IpUPOTHOI MOBHU CTajla OJHI€I0 3 HaHOLIbII aKTyalbHUX Ta 3aTpeOyBaHMX 3a4ad. 3acoOu Ta anropuTMu Ha 0asi Belu-
KHX MOBHHX MOJIEJNIeH, 110 3a0e3meuyroTh 00poOKy MPUPOAHOI MOBHU Ta MEPETBOPEHHS MOBH B TEKCTOBI JaHHI, aKTUBHO 3a-
CTOCOBYIOTBCS TSI peati3alii MeTOIiB aBTOMAaTH3allii Pi3SHOMaHITHUX MOBCAKICHHUX 3a/1ad, a TAKOX CHUCTEM OOCIyTroBY-
BaHHS Ta OIEPaTHBHOI B3a€EMOJII 3 JMOAWHOIO. JIJIs IMIBHIKOTO Ta aJeKBAaTHOTO OIPAIFOBAHHS NPHUPOJHOI MOBH, 3 Bpaxy-
BaHHSIM CHHTaKCHYHHX Ta HAI[IOHATEHUX OCOOJIMBOCTEl HEOOXIIHO BUKOPHCTOBYBATH JOCUTDH CKJIQJHI MOBHI Mozemi. Are
BEJIMKI MOBHI MOJIeJli TOTPeOyIOTh 3HAYHUX OOCSTIB IaM’ATi Ta 00YNCIFOBAIBFHOT HOTY)KHOCTI, III0 YCKJIATHIOE 1X ITOBCSIK-
JICHHE BUKOPUCTAHHS Ha IPUCTPOSX 3 OOMEKCHUMH PECypcaMy, TaKUX sIK MOOUIBHI IIPHCTPOI 3 aBTOHOMHHM >KUBIICHHSIM,
BOYZOBaHI CHCTEMH Ta MpUCTPOi [HTepHeTy pedeld. Takum YMHOM, ONTHMI3allisl ANTOPUTMIB POOOTH MOBHHUX MOJENEH Ta
3HIDKCHHS allapaTHMX BUTpAT Ha IX peaii3aliio € sK HIKOJHM aKTyalJbHOIO 3amaucto. [l MpUIIBHILICHHS BUKOHAHHS Ta
3MEHIIECHHA HEOOXiTHUX 00’€MiB ITaM’sTi BUKOPHUCTOBYIOTH aJrOPUTMHU KBAaHTYBaHHS Koe(illi€HTIB MOBHUX Moneneil. B
naHii po0oTi chopMyIHOBAHO MPOOJIEMH, 110 BUHUKAIOTH ITiJ] YaC BUKOHAHHS KBAHTOBAaHHX OIEpalliii MHOKEHHSI MAaTPHIIb,
PO3IILSIHYTO HOIYJISIPHI MiJAXOIH 0 peatialiii aropuTMy MHOXEHHSI MaTpUIb Ha rpadivHUX MPUCKOPIOBAaYax, Ta peaizo-
BaHO ONTHMi30BaHe 3a MIBUJIKICTIO BUKOHAHHS PO MHOXKEHHS KBAHTOBAaHHX |-0iTHHX MaTpHILIb.

KiawuyoBi ciaoBa: KBaHTOBaHi omeparii, MHOXXEHHs MaTpHIib, Tpancopmepu, Bemuki MoBHiI moxeni, CUDA, GPU,

LLM, Pytorch, neliporni mepesxi.

Beryn

Benuki moBui mozmeni (LLM, Large Language
Models) € opHi€ro 3 Hall3HAYHIMIMX IHHOBAIH B ramysi
IITYYHOTO iHTENEKTY i 00pOOKH MpHpoIHOi MOBH. BoHM
3[IaTHI aHANII3YBaTH, PO3YyMITH i TeHEpyBaTH 3MiCTOBHUI
TEKCT, II0 POOWTH IX HAA3BUYAWHO KOPUCHUMH JUIA
BHKOHAHHS PI3HUX 3aBJaHb, IOB’S3aHUX 3 OOpPOOKOIO
npupoaHoi MoBu. OJHAK, 00 3a0e3NeYUTH €PEKTHBHY
poboTy Takux Mojened, HeOOXiTHO BUPIIINTHA HHU3KY
TEXHIYHUX NpoOJIeM, MOB'I3aHUX 3 BUKOHAHHSIM MaTpH-
YHUX omeparii. MaTpuuHi oneparii € KJIFYOBUM KOM-
MOHEHTOM B apXITEKTypi HEHPOHHUX Mepexk, 0COOINBO
B TpaHcdopMmepax, siKi € OCHOBOIO 0araTthbOX Cy4acHHX
LLM, takux sk GPT-3 i BERT.

OnHa 3 OCHOBHHMX IIPOOJIEM MaTpUYHHX OIeparii
JUIsl BENIMKAX MOBHHX MOJENCH IOJATaE y CKIAIHOCTI
mporecy iX oOuucieHHS. MatpudHi omeparii, SK-OT
MaTpuUYHI MHOXKEHHS Ta OOYMCIIEHHS BJIACHUX BEKTODIB,
MOTPeOYIOTh 3HAYHUX OOYMCITIOBAIIBHUX PECypciB, 0c00-
JUBO KOJNU WIEThCS MPO OOPOOKY BEIHMKHX OOCSTIB Ja-
uux. Jlo mpuknany, y [1] onmcaHo OCHOBU apXiTeKTypH
TpaHc(OpMepiB, SKi BIKOPUCTOBYIOTh MAaTPHU4HI Omepa-
il Ju1s 0OpOOKHU MOCTiTOBHOCTEH NaHUX. [HIOIO BaXKITH-
BOIO TPOOJIEMOIO € HE JOCTATHHO €(PEeKTHBHE BUKOpHC-
TaHHS maM'sTi. Bemnki MoBHI Mozieni moTpeOyoTh 3HaY-
HO1 KUTBKOCTI OTIEpaTUBHOI MaM'sTi JUTsl 30epiraHHs Tpo-
MDKHHMX pe3yJbTaTiB MaTpHyHHMX oOuucieHb. lle crae
0COONMMBO KPUTHYHUM Y BHIAJKaX, KOJM MOJENb MAae
00pOOIIATH OB MOCIHIAOBHOCTI TEKCTy ab0 BEIHKi 00-
csru aHux. JloKnajHO 3 MEpeTikoM OCHOBHHMX METO/IIB
ONTHMI3alil BUKOPUCTAHHS MaM'sTi y BEJMKHX MOBHHX
MOJIEIISIX MOYKHA 03HAHOMUTHUCSA Y poOoTi [2].

Takox BapTO 3BEPHYTH yBary Ha NMHUTaHHS 004HC-
JIIOBABHO{ MOTY)KHOCTI Ta €HEeprocroXuBaHHS. Buko-
HaHHS CKJIaJHUX MATPUYHUX Olepalliii BUMarae BUCO-
KOi OOYHCITIOBAIBHOT TOTY>KHOCTI, IO TPU3BOJIUTH JI0
3HAYHOTO eHeprocrmoxuBaHHA. lle mimHiMae mUTaHHS
PO EKOJIOTIYHY CTiHKICTh Ta BapTICThb eKcIuTyaTamii

BEITMKHAX MOBHHX Mojeneit. ABtopu pobotu [3] mpuso-
JITh JTOCHIJKCHHS aCMEKTiB CHEProe(peKTHUBHOCTI Ta
00YHUCITIOBAJIbHOT TOTYKHOCTI CY4YacHHX HEWPOHHHUX
Mepex.

OKpiM TEXHIYHHMX acCHeKTIB, BXXJIMBUM € MMUTAHHS
MaciuTa0yBaHHS MaTpUYHMX olepauiil. 31 3pocTaHHAM
pO3MipiB MOBHUX MoOAeNeH 1 30UIbIIEHHAM OOCATIB Ja-
HUX, SKi BOHH OOpOOISIOTH, 3pocTae moTpeda y Oiimbmn
eeKTHBHIX METOJax MacimTabyBaHHs o0uncieHb. Y [4]
MPOBEJICHO aHAaJI3 PIi3HHUX MIIXOMAIB JO MacUITaOyBaHHS
MOBHHUX MOJIENIeH 1 HOoro BIUMBY Ha €()eKTHBHICTH 00UH-
cieHb. OJTHUM 13 HaNpsIMKIB BHPILICHHS LUX MPOOJIeM €
po3polKa cremiani3oBaHOro anapaTtHoro 3ade3nedeHHs,
Takoro sk rpadiuni nporecopu (GPU) Ta TeH3opHi mpo-
necopu (TPU, Tensor Processing Units), siki ontumizo-
BaHi JyIsl BUKOHAHHS MaTpuuYHMX orepaiiii. Y [5] Hama-
I0TBCSI 0COOJIMBOCTI Ta nepeBaru Bukopuctanus TPU mist
BUKOHAHHS MATPUYHUX OOYHCIICHb y HEHPOHHUX Mepe-
xkax. llle omHUM Ba)KIMBUM HANpPSIMKOM € OIITHMIi3allis
ATOPUTMIB TSI MAaTPUYHUX oOIepaliid. BukopucranHs
CYJacHHX aJTrOPHTMIB Ta METOIIB ONTHMI3alii MOXe
3HaYHO 3HU3HUTH OOYMCIIOBAJbHY CKJIAIHICTh Ta ITiJBH-
IUTH e(EeKTUBHICTE MaTPUYHUX O00UMCIIeHb. Y [6] po3r-
JSTHYTO CIOCOOM ONTHMI3allii MaTpUYHHUX OIepamid y
KOHTEKCTi TTIMOOKNX HEHPOHHUX MEPEXK.

TakuM 4YHMHOM, BHPILICHHS HaBEACHUX MNPOOJIEM
MaTPUYHMX OIepaliil € KIYOBHUM acleKTOM JUis PO3-
BUTKY Ta PO3UIMPEHHs chep BUKOPHUCTAHHS BEJIHKHX
MOBHHX Mojieneid. [loenHaHHs anapaTHUX i POTPaMHUX
METOJIB J03BOJIsIE 3abe3neuutn e(eKTUBHY poOoTy
MOBHHUX MoOjeJeH, 3HWXKYIOUN OOYHCIIOBAaJIbHY CKJIa[-
HICTh, CHEPTOCIIOKMBAHHS Ta 00CITH HEOOX1THOT mam 'si-
Ti. lle BiAKpHUBaE HOBI MOMJIMBOCTI JIIS 3aCTOCYBaHHS
BEJIMKHX MOBHUX MOJENEH y PI3HUX Tally3siX: MEIHIHU-
Hi, OCBiTi, 0i3Heci Ta BUPOOHHMIITBI, a TAKOX BUKOPHC-
TaHHS y KiObep}i3MIHUX CHCTEeMax Ta MPUCTPOSX 3 00-
MEXEHUMH pecypcaMu, TaKMX sSK aBTOHOMHI POOOTH,
BOyIOBaHi CUCTEMH Ta PUCTPOi [HTepHETY peuei.
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BupiieHHsl nuMX BUKJIMKIB BHMarae TiCHOI CIiB-
mpani MK JOCHTITHUKAMH, PO3POOHHKAMHU arapaTHOrO
3a0e3neucHHs Ta IHXKEHepaMu-Tporpamicramu. Jluiie
32 YMOBU KOMIUICKCHOTO TMiJXOAY MOXIIUBO IOCSTTH
3HAYHUX YCIHIXiB y ONTUMI3alii MaTpUYHUX Olepalii Ta
3a0e3MeUnTH MOJATIbIINA PO3BUTOK BEIHUKHX MOBHHX
mozeneit. [Tomanbmm qOCHiMKEHHS Yy Wil Tamxy3i Jomo-
MOXYTh BUSIBUTH HOBI METOJH Ta MiJXOJH, IO CHPHS-
TUMYTH IIABUIICHHIO ¢(PEKTHBHOCTI i HAIIITHOCTI MOB-
HUX MOJEJICH, a TAaKOX IOIIyKy IUIAXIB [UIA IX peaiiza-
il I BUKOPUCTAHHS Yy CydacHHX KiOep(i3myHUX cuc-
TeMax Ta MPUCTPOsX [HTepHETY peyeii.

OCHOBHOI0O METOI0 CTATTi € po3poOKka Ta JOCIHi-
JOKCHHSI €(DeKTMBHOCTI ONTHUMI30BAHOTO 3a INBUAKICTIO
BUKOHAHHS peai3allii sipa MHOXCHHS KBaHTOBaHUX |-
OITHUX MATPHIb 3 ypaxyBaHHIM ONTUMAJIbHUX aJlTOPHUT-
MiB MHOKEHHSI MaTpHIIb Ha rpadivHiX MPUCKOPIOBaYaX.

MHoOXkeHHsI MAaTPpULb
3 KBAHTOBAHUMHU KoedinieHTammu

binpuricTh KOHKYPEHTHHUX HEWPOHHUX Mojenei
MePETBOPEHHS TOCIIIOBHOCTEH MalOTh CTPYKTYpy CH-
Kozep-IeKoaep. Y Takii apXiTeKTypi eHKomep BimoOpa-
)Ka€e BXiJHY MOCIIJIOBHICTh CUMBOJIB (X1,...,Xn) Y MOCIIi-
JIOBHICTh OE3MepepBHUX MPEACTABICHb Z = (Z1,...,2Zn).
Ha ocHOBi z nmexonep reHepye BUXITHY ITOCIIIOBHICTBH
CHUMBOJIB (V1,...,Ym) MO OJTHOMY €JIEMEHTy 3a pa3. Ha
KOXKHOMY KpOLIi MOJIEJIb IPAIIOE B aBTOPETPECHBHOMY
PEXUMi, BUKOPHUCTOBYIOUH paHillle 3reHepOBaHi CHMBO-
JIM SIK TOJATKOBE BBEJICHHS JJIsl POTHO3yBaHHS HACTY-
THOTO cuMBOJY. TpaHcdopmep peanizye 10 apXiTeKTy-
Py, BUKOPHCTOBYIOUM OaraTtourapoBuii MexaHizm ¢op-
MYBaHHs yBard Ta NOKOMITOHEHTHI IOBHO3B 5I3Hi IapH
SIK Y €HKOZEpi, TaK 1 B IEKOJIEPi.

OyHKIIiS yBard BU3HAYAETHECS SK BiTOOpaKeHHS
3aIMTy Ta HAOOpYy Map «KIIOY-3HAYCHHS» Y BHXIiIHUH
BEKTOp, [I¢ 3aluT, KIIOYi, 3HAYeHHS Ta BUXIOHI HaHi
MIPEJCTaBICHI y BHUIVIAAI MaTpulb. BuxigHa MmaTpuis
O0OYHCITIOETHCS SIK 3Ba)KEHA CyMa 3Ha4yeHb, JIe Baru BU-
3HAYAIOTBCSl 32 JIOMOMOTrOK (YHKIIT CyMICHOCTI MiX
3aIMTOM 1 BiJIMOBIAHMM KitoueM. Ha npakTuii ¢yHKIis
yBard OOYHUCIIOETHCS OJHOYACHO [UISl IILJIOro Habopy
3aMuTIB, SIKi 00’ €IHYIOTHCS B MaTpuito Q. AHAIOTIYHO,
KITIOYi Ta 3HAYEHHsS opraHi3oByroThcs y MaTpumi K iV
BignoBigHO. Cxema oOumcieHHs (yHKIi yBaru 300pa-
eHa Ha puc. 1. Pobotu cxemMn MOXkKHa omnmcaTu BHpa-
3oM (1). Bupa3 Bkimowae B cebe NEKUIbKAa Omepariii
MHOXKEHHSI MaTpHllb. 3a3BHYail Taki oneparii € OgHUMH
3 HaMOLIBII ONTHMI30BaHMX, OCKIILKH 3a7a4ya MHOMKEH-
HS MaTpHIb AyXE YacTO € TEePIIOUYEepProBUM 00’ €KTOM
PO3B’sI3Ky B 00J1aCTi BHCOKOIIPOAYKTUBHUX OIEparliif.

Att(Q,K,V) = softmax(Q <KT /ﬁ)xv, 1)

e Q, K ta V — ne marpuui 3anuTiB, KJIIOYiB Ta 3Ha-
YeHb, BIAMOBiAHO, a Ok — 1€ PO3MIPHICTE KOXKHOTO
BEKTOpa KIJII0Ya/3aIHnTy.

3aBAsIKM MOKIIMBOCTI PO3MapaseltoBaTH MHOXKEH-
Hs MaTpulilb, cydacHi rpadiuni mpouecopu (GPU) abo
crierianizoBani mpuctpoi, Taki sk TPU, MOXyTh 3HAYHO
MIPUIIBHIIIATA OOYUCIICHHS, BUKOHYIOUM O€3J1id orre-
pauiii 0HOYaCHO.

Cxema obumncneHHa PpyHKLiT ysarn

O —b
MM | Scale B mask B softmax [
K — MM B> At
14 >
baraTowapose
¢popmysaHHA
yHKUii yBaru

3 Concat S

Att

| |
Lin}

Puc. 1. Cxema obuncnenss ¢GyHKmii yBaru

Ha ocnoBi Bupasy (1) MoxxHa 3poOUTH BHCHOBOK,
o caMa MOJIeTb TpaHc(opMmaTropa HE € CKIAJHOIO B
obuucnmioBabHOMY IuiaHi. [lpore ans miagBHIIEHHS
TOYHOCTI OTPUMYBaHHX PE3yJIbTAaTiB BOHa Mae OaraTo-
piBHEBY cTpykTypy. Takum YHMHOM, CKJIQIHICTh MOJEI
3pOCTAE 13 3pOCTAHHAM KIIBKOCTI PIBHIB YBaru MOJIENI.

I3 301bIICHHSM SIKOCTI POOOTH HEHPOMEPEIKEBHUX
MoJieNieii 3pOCTae TaKOXK 1 KUIBbKICTh 0OYHCIICHB, HEO0-
XimHUX 171 1X (QyHKIIOHYBaHHS, a TAaKOXK 00’ €M maM’sTi
U1 30epiraHHs pe3yNbTaTiB OOYHCICHHS Ta BaroBUX
koedimienTiB Moaeni. CydacHi rpadidHi TpUCKOPIOBaYi
maroth Big 8010 (Nvidia H100) mo 141 I'6 (Nvidia
H200) omepaTtuBHOI mam’siTi, MO MpUAaTHA i 30epi-
raHHs JaHuX, KOeQilli€HTIB Ta Pe3yJIbTaTiB 00YHCIICHb,
TOJIl SIK IEPCOHAJIbHI KOMIT FOTepH Ta MOOIJIbHI Tenedo-
Hu oOoMexeni 16-64 I'6. B Toii camuii yac, JuIIe TiMbKH
00’eM BaroBux KOC(QIli€HTIB TOMOJOTIT BEIHKOI MOBHOT
mogeni GPT-4 nepesuirye 300 I'6. OCKiNbKY KiJIBKICTb
OTIEPATHBHOI MaM’sITi € CyTTEBUM OOMEXYIOUUM (haKkTo-
pOM cydacHHX OOYHCIIOBAIBFHUX 3aC00IB, 3aKOHOMIipHO
BUHHMKA€E HEOOXITHICTh CTHCKAaHHS JAHWX SIKMMH OIle-
PYIOTh HEHPOHHI MepexXi — KBaHTyBaHHs. KBaHTyBaHHS
— IIe METOJI CTHCHEHHsS MOJENeH, SIKHH NepeTBOPIOE
Baru Ta Koe(ili€HTH aKTHBAIlii BETMKUX MOBHHUX MOJIE-
neit i3 popMary HpeiCTaBIeHHs 3 BUCOKOIO TOYHICTIO y
¢dbopmar 3 MeHIow TouHicTio. Ile 03Havyae 3MiHy THIY
JAHUX Ha TakWi, 1o MicTuTh MeHme iHdopmauii. Tu-
NOBUM TIPUKIAJOM € KOJAyBaHHS 32-0ITHMX 4HCeN 3
IUTaBalOYOI0 KOMOIO Ha IIEBHOMY Jiama3oHi y 8-OiTHi
il yucia, abo KoMIpecist 300paxeHb, 110 Mepeaar0Th-
Csl MEpeXero JUIsl BiIoOpakeHHsI Ha BeO-CTOpiHKaX.

3MEHIIIEHHSI KIIBLKOCTI OITiB, HEOOXIAHHX s
MPEJICTaBICHHS Bar a00 Koeilie€HTiB aKTUBAIliT MO,
CYTTEBO CKOpOUye i 3arajpHUi po3mip. SIK HacmiJoK,
KBAaHTYBaHHS JIO3BOJISIE 3MEHIIUTH OOCST I1aM’ATi, He-
oOXiHMIA [T 30epiraHHs MOJENi, 3HU3UTH BUMOTH IO
CXOBHINA Ta IiABUIIUTH €HEProe()eKTUBHICTD BETUKUX
MOBHHUX Mojesie. KBaHTyBaHHS BEeJIMKOI MOBHOI MOJie-
ai (LLM) Takox 3HIDKYe ii BUMOTH 10 3ac00iB o0dnc-
JIEHHs, 110 Ja€ 3MOTY 3aIllyCKaTH ii Ha MEHII MOTYXHO-
My amapaTHoMy 3a0e3ledeHHi, 30epiraroun mpu 1LOMy
MPUHHATHUNA PpiBeHb NPOAYKTUBHOCTI. bimpmmicts cy-
YacCHUX HEHPOHHHX MEpeX MOXYTh OyTH KBaHTOBaHi
JUTSL 3MCHIIICHHS 00’ €MIB 1aM’siTi, 10 BUKOPUCTOBY€ETh-
cs1, 6€3 CYTTEBOTO 3HMKEHHS TOYHOCTI poOOTH alnropu-
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TMY. AJrCOPUTMH JJIsl KBAaHTYBaHHS IPEACTABISIOTH  3MEHIINTH €HEProCHOXKMBAHHS Ha MOPSIKU. 3MEHILIECH-
KOe(hilieHTH Y BUTJISIII CHiBBiHOIICHHS (2): HSl €HEpProCHOXUBaHHS 0E3I10CEPEIHBO CIPHSE PUCKO-
() Ppemmo oGuncnenb. OkpiMm 06‘II/ICJ'IIOBaJ'II>H.I/IX BUTPAT,
3HAYHUM (DAKTOPOM € Iepepada mapameTpiB Mojeni 3
Iapamerpu Scale Ta Bias BuOuparots oaut Ha me-  BigganeHol mam’sati (DRAM) no mam’sTi BHYTPIiLIHBOTO
BHHUI 00’€M JaHUX 3aJIe)KHO BiJ 3ajadi B sKii BiH BHKO-  mpuckoproBada (SRAM) mig yac BUKOHAaHHS 3aIlUTIB.
puctoByeTbcss. OCHOBHI aNTOpUTMH KBaHTYBaHHS po3r-  Crmpobu 30impmuTe 06car SRAM s moxpamieHHS
nstayTi B [7—10]. Ockinbku 30epiraHHs mapaMerpiB Ta  MPOMYCKHOI 3JaTHOCTI MPU3BOASATH JIHIIE O 3HAYHOTO
KOE(QII€HTIB B CTUCIIOMY BHUTJIAI € HEOOXIMHUM I  3pOCTaHHS BapTOCTI Ta TEXHOJIOTIYHOI CKIIAJHOCTI BHU-
OUTBIIOCTI CyYacHHWX ANTrOPUTMIB HEUPOHHHX MeEpeX, TOTOBJICHHS OOYHCIIIOBAYA.
IocTae 3a1ada eeKTHBHOTO BUKOHAHHS OIeparlii MHO- [MopiBHSAHO 3 MOAEISIMH MTOBHOI TOYHOCTI, 1-OiTHI
YKEHHSI MaTPHLb 3 PI3HUMU TUITAMH JaHHX. LLM MaroTh CYTTEBO 3HIKEHE CITOKMBAHHS T1aM’ ATl K
OnHUM 3 NEpCIEeKTUBHUX, HA MMOTOYHUH MOMEHT, 3 TOYKH 30py 00CsTry, Tak i MpomyckHoi 3naTHocTi. Lle
BU/IIB KBAaHTYBaHHs € METOJl KBAaHTYBaHHs, ONIMCAHWN y  3HAYHO CKOPOYYE BHUTPATH 4acy Ta pecypciB Ha 3aBaH-
poborax [11-14]. ABTOpH MPOMOHYIOTh BUKOPUCTaHHS  TaeHHs Bar i3 DRAM, 1o, y CBOKW uepry, CIpHSE
TaK 3BAaHOTO MOCTTPEHYBAIBHOTO KBaHTYBaHHS Il  IIBUANIOMY Ta €(EKTHBHIIIOMY BHKOHAHHIO 3aITUTIB.
CTBOPEHHSI MOJIEJIeil 3 eKCTpEeMalIbHO MaJIO0 KubKicTIo  Takuil ekcTpeMaibHUil BUJ KBAaHTYBaHHs JIa€ HE TUTbKU
OiTiB JUIA TOAaHHS 3HAYCHb Bar Ta KOCQIIi€HTIB aKTH-  BUCOKI IMOKa3HUKU CTHCKAaHHS, a i HE 3HIDKYE CyTTEBO
Barii. Ll mMerommka 3HWKYE TOYHICTHh TPEICTABICHHS  SKiCTh pOOOTH MOBHOI MOJIEIT.
Bar Ta akKTHWBAIil, IO CYTTEBO 3MCHIIYE BHUMOTH IO TuM He MEHIIE 3 TOYKH 30py IIBHIKOCTI BHKO-
mam’ati Ta oduncioBanbHEX pecypciB LLM. [lorouna  HaHHA MOAIOHWH MiAXiJ MPU3BOAWUTH IO YCKIIATHCHHS
TEHJICHIIISl TOJIATae B MOCTYNOBOMY mepexoni Bim 16-  anropurMmy pospaxyHkiB. Hampuknan, piBHSAHHS JeKBa-
OiTHUX (opMaTiB [0 Ie HIDKYMX PO3PSAHOCTEH, Ha-  HTYBaHHS 3 ypaxyBaHHsM OITOBUX OIepauidi BHUIJIsiia-
npukian 4-0iTHUX. Xo4ya MOCTTPEHYBaJIbHE KBAaHTYBaH-  TUME TAKUM YHHOM:
Hsl HE MOXHA HA3BATH ONTHMAILHUM DIlICHHAM, BOHO  (~of =((Va| &mask) > Iog(mask))xScaIe+ Bias . (3)
IIMPOKO BUKOPUCTOBYEThCd B LLM nis nmpakTU4HOrO
3aCTOCYBaHHS y Pi3HUX raiy3sx. OCcTaHHI JOCIIIKEHHS Eranonna peanizaiisi HeiipoMepeKeBOro 1mapy BH-
y ctepi 1-6iTHux apxitektyp [11] BimKpuBaroOTh Mepc-  KOPHUCTOBYE mpuMiTHBH OiGmiotekn PyTorch, mo mae
MIEKTUBHUNA HAmpsM Ul 3HMKEHHS BapTOCTI BUKOPHC-  3MOTY HIBHJKO peali3yBaTH Ta BUIPOOYBATH aarOPUTM
tanHA LLM 0e3 3HauHMX BTpaT NMPOAYKTUBHOCTI. TH-  alie HEe € ONTUMAJbHUM. 30KpeMa 3 pe3yJbTaTiB Mpo-
TOBI MOBHI MOJieJli ONepyloTh 16-0iTHUMH 4mcinamu 3 Qaininry (puc. 2 ta Tabn. 1) BUaHO, IO IS pO3paxyH-
ruaBaroyoto komoro (FP16 a6o BF16), a ixHsf ocHOBHa  KiB BUKOPHUCTOBYETBCS CTaHAapTHE SAApO
oOuncioBalbHa CKJIAAHICTE TOB’s3aHa 3 omepamisiMu  volta sgemm 128 ta omnepaii 3cyBy, sIKi BAKOHYHOTHCS
MHOXXEHHS MaTpuilb. OCHOBHA YacTHHA BUTpAT NPHIIA-  IIPOLECOPOM CHUCTEMH. Slpa MHOXEHHS MaTpHllb
Jla€ Ha JI0JlaBaHHs Ta MHOXEHHs uuceln 3 miaBarouoro  CUDA (3okpema volta sgemm 128) cuiibHO onTHMi30-
koMor0. HartomicTh, y 3ampomoOHOBaHOMY pIIIEHHI — BaHi JUIs JOCSATHEHHS HAaWOINBIIOI MOKIHBOI IIBHIKO-
MHOKEHHSI MaTpPUIlb BUKOHYETHCS JIMIIE 33 AONOMOrow  xii. [IpoTe BOHM CHpoOeKTOBaHi Ui PO3paxyHKIiB B Me-
orepariii IIOYUCENFHOTO JOJaBaHHs, IO JO3BOJSIE  jkax ojHoro tumy manux — float32, bfloat, hfloat i T. m.

Coef =Val x Scale + Bias .

25 - ms +370ms +380ms +390ms +400ms +410ms +420ms +430ms +440ms +450ms +460ms +470ms

» CPU(2) .10 100% .
~ CUDA HW (0000:00:04.0 - Tesla Mgs;g;;'
v 41,1% Kemnels (]
+ 100,0% volta_sgemm_128x6
» 589% Memory

~ Threads (9)

: o 100 [N . . B
+ | [5453] pt_main_thread « J | e —— — —

—— T ———

0S runtime libraries -
» CUDAAPI

1 [ED) cudaFree
i E55. A

- 9,3s 9,4s 9,58 9,65 9,7s 9,8s 99s 10s 10,1s 10,28

» CPU(2)
~ Processes (4)
~ (e [3738] python3 10 100% AN SE MM SN SN S BRSNS NN L SSSSSNEN  SEEN. N SRS W
~ CUDA HW (0000:00:04.0 - Tesla T4) oo

- 86,7% Kernels
» 48,8% vectorized_elementwise_kernel
» 27,4% elementwise_kernel
» 11,9% reduce_kernel
» 10,3% volta_sgemm_128x64_tn
» 1,6% unrolled_elementwise_kernel
» 13,3% Memory

6

Puc. 2. Pesynbratu npodaiininry pobotu anroputMy 3a nronomororo Nsight Compute:
a — omepatiii Tpancdepy sanux Mix nmpouecopom ta GPU; 6 — sapa GPU BukopucTaHi st pearizauii mapy
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Tabruys 1 — KinbkicHi pe3yJbTaTi npogaiiainry podoT ajaropurmy

Ha3zsa CPU, mc CUDA, mc CUDA cepenne Buxankis
aten::mm 615.19 10539.00 1.054 mc 10000
volta_sgemm_128x64 tn 0.00 10525.00 1.054 mc 10000
native::elementwise kernel 1 0.00 1424.00 71.196 Mkc 20000
aten::mul 221.29 731.01 73.101 mkc 10000
native::elementwise kernel 2 0.00 731.01 73.101 mkc 10000
aten::sub 246.81 724.06 72.406 mMKc 10000
aten::add 228.42 699.87 69.986 mkc 10000
aten:.copy 1368.00 540.07 6.751 MKC 80000
native::unrolled elementwise kernel 0.00 540.07 6.751 Mkc 80000
aten::bitwise and 4829.00 263.67 3.296 mMkc 80000
native::vectorized elementwise kernel 0.00 263.67 3.296 MKc 80000
aten::rshift__ 2203.00 222.69 3.181 mkc 70000

Binemre Toro cywacHi rpadiuHi mpuckoproBadi He
MAalOTh alapaTHOl MiATPUMKH LiJIMX THUIIB JaHUX MCH-
mre 8 OiT. Uepes e BUKOPUCTOBYETHCS OIIEpallisi po3Ia-
KOBKH JJaHHUX 3 OAHOOiITHOTO popMaTty B onuH 3 hopMa-
TiB 3 pyxoMor koMmoro. Taka omepariis BUKOPHCTOBYE
omeparii 3 HaKJIaJIeHHS OITOBUX MAacoK Ta 3CYyBY, IiCIA
4oro BifOyBaeThbCcs MHOXCHHs Ha Scale Ta momaBaHHS
Bias. SIkmio 11i omepallii BUKOHY€E MPOLIECOP CHCTEMH,
JlaHi TOTIM HEeOoOXIJTHO CKOMIIOBATH JI0 mam’siTi rpadiy-
HOTO INPUCKOpIOBaya. TakuM YMHOM, HE 3Ba)KAIOUM Ha
TE 10 AITOPUTM MHOXKEHHS MaTpHIb € 100pe ONTHMi-
30BaHMM, OULIBIIy YaCTHHY Yacy KBaHTOBaHUH IIap
MOJIeNi BHKOHYE OIllepaliii IMepeTBOPEeHHS OTHOOITHUX
KoedirmieHTiB y 32-0iTHi 9rcia 3 pyXOMOI KOMOIO.

Metoau onTumizaunii anropurmy

IMutanus onTuMizamii OOYMCICHb CHEIUpIYHUX
JUIsl HEeHPOMEPE)KEBUX alrOPUTMIB PO3IIISIHYTO B poOo-
tax [15, 16].

Cuiz 3a3HaYMTH, 10 HA TpaH3aKii mam’sTi 3 ro-
JIOBHOI CHCTEMHU A0 TPHCTPOIO Ta Ha3aj, a TakoX Ha
BUKOHAHHS Olepamniii po3NakoBKH NaHUX Yy (opmar 3
PYXOMOIO KOMOIO BHUTPAYa€ThCA CYTTEBUH BIiICOTOK
4acy poOOTH AJITOPUTMY.

BpaxoBytoui e, HaBiTh HE ONTHMI30BaHHU aJro-
PUTM MHOXEHHS MaTpHLb, [0 HE BUKOHYE TaKi TpaHC-
(epu naHKUX € OLIBLI ONTUMAIBLHUM 3 TOYKHU 30pY LIBH-
JIKOCTI BUKOHaHHS (puc. 3).

134.35 M Inst
(+96.62%, z=+0.82)

(+96.68%, z=+0.82)

65.54 K Req
(+23.08%, z=+0.50)
0.00 Req
0.00 Inst
(+0.00%, = 00) (+0.00%, 2=+0.00)
— - LYTEX
0.00 Req Cache
(+0.00%, z=+0.00)
0.00 Inst
(+0.00%, z=+0.00)

0.00 Rex

q
m (+0.00%, z=+0.00)

0.00 Req
(+0.00%, z=+0.00)

0.00 Inst
(+0.00%, z=+0.00)

0.00 Req
(+0.00%, z=+0.00)
0.00 Req
0.00 Inst .
(-100.00%, 2=-0.58) (1100.00%. 2=-0.55) ey
Memory

0.00 Req
(-100.00%, 2=-0.65)

a

Memory Chart

546.93 MB
(+22.91%, z=+0.51)

(+169.16%, 2=+1.22)

Show As:  Transfer Size ~

100%

% Peak

384.31MB
(+40.57%, 2=+0.70)

10.31 MB

(+3.25%, 2=+0.52) 40%

0.008
(+0.00%, 2=+0.00) 20%

0.00B
(+0.00%, 2=+0.00)

0%

294.91K Inst
(-99.57%, z=-0.84)

16.38 K Req
(-69.23%, 2=-1.22)
0.00 Req

0 inst (+0.00%, z=+0.00)

0.0
(+0.00%, 2=+0.00)
LYTEX
0.00 Req Cache
(+0.00%, z=+0.00)
0.00 Req

(+0.00%, z=+0.00)
Texture

0.00 Req
(+0.00%, z=+0.00)

Hit Rate:
15.18 %
(-71.20%,
z=-0.70)
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Memory
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Puc. 3. Crarucruka TpaH3akiiil M am’sITTIO Ta SAPOM HPH MHOXKESHHI MaTPHUIb:
a — CTaTHCTHKA TPaH3aKIilf MaM’ATi He-ONTHMI30BAaHOTO /pa; O — CTATHCTHKA TPAH3AKI[IH ITaM’Ti ONTHMI30BaHOTO sIIpa
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AJNTrOpUTM MHOKECHHSI MaTPHUIlh € JOCUTH IPOCTUM
3 TOYKH 30pY PO3paxyHKiB. Sk BUIHO 3 Bizyauizalii Ha
puc. 4, KOKEH PAJAOK MATPHIli A MHOKUTBHCS Ha KOKEH
CTOBIICI[b MATPUIll B, pe3yibTaTH HAKOMUYYIOTHCS Ta
30epiraroThesi B MaTpHilto pe3yibraty C.

B

C

>
>

S ER"

Puc. 4. Bizyaunizamis anropuTMy MHOXEHHS MaTpHLb

VY BumajKy, MO PO3MISIIAETHCS, MATpHlsl A Mae
tun float32, B Toif wac sk marpuns B — tum 1-bit mpen-
CTaBJICHUI y TeH30pi uint8. 3 TOYKM 30py onTHUMizamii
MPOrpaMHOro 3a0e3neyueHHs, HalOLIbII MPOOJIEMHOO
YACTHUHOIO € OpraHi3allisi TOCTYIy IO MaMm'sTi mapaMer-
piB anropurmy. CyudacHi KOHTpoOJiepH mam’siTi 3abe3re-
YYIOTh TEBHY ONTHMI3allil0 TOCIIJOBHUX TPaH3aKIlii
3YUTYBaHHS Ta 3alKCy. TakuM YUHOM, HEOOXiHO opra-
Hi3yBaTH MPOILEC 3aBAaHTAKCHHA IS MiHiIMi3alii TOBTO-
PHEX OTmepariii 3 mam’siTTI0 Ta MaKCHUMi3allii mociizoB-
Horo moctymy. Jist momatkoBoi omrumizarii Oyno Bu-
KOPHUCTaHO Kelll maM’siTh MPUCKOpIoBava. SIK MoKa3aHo
Ha puc. 5 ke nam’sate GPU opranizoBana sk N 0aHKiB
nam’siTi po3mipoM M.

B#0 | B#1 | B#2 B #N
0 1 2 N
N+1 N+2 N+3 2N
2N+1 | 2N+2| 2N+3 3N
MN+1 | MN+2 | MN+3 KN

Puc. 5. Crpykrypa kem nam’siti GPU

BukoHaHHS JEKUIHKOX OIEpalliii 3UUTyBaHHS Pi3-
HUMH SM-npoliecopaM  OJHOYACHO IPHU3BOAUTH [0
3aTPUMOK OOpOOKM, Y TOW Yac SIK 3YMTYBaHHS/3AITHC
3/mo pi3HHMX OaHKIB BHKOHYeThCS 3a | Takt. OTxe, B
3aMpOTIOHOBAHOMY  PIIlIEHHI pealli30BaHO  aJTOPUTM
MHOXKEHHSI TalJIaMH, J1e KOXKEH PSIOK MaTpuii A MHO-
JKHUTHCS HAa JICKUIbKA CTOBMIIB Matpuii B; 32 enemeHnTn
PAIKY 3UMTYIOTBCS Ta 30€piraroTbCsi 10 Kl ram siTi;
koxxeH SM-nponecop GPU BukopuctoBye oxpemuil
0aHK 1am’sTi; MPOMDXKHI pe3yJbTaTH 30epiraroThCs 10

KEeII-TIaM’siTi; HANpHUKIHLI QJITOPUTMY BHKOHYETBCS
CHHXpOHi3auis SM-nporecopis Ta 30epexeHHs pe3yJb-
taty 1o HBM-miam’siti.

SIk BUZTHO 3 puc. 5, TaHWil MiaXig K03BOJISIE CYTTE-
BO 3HHU3UTH KUIBKICTh TpPaH3aKIid JO 30BHIMIHBOT
mam’4ti (0) mopiBHAHO 3 HAIBHUM ainropuTMoM (a). Cuixg
3a3HAYMUTH IO, KUTBKICTh 3BEPHEHB 0 KeII-TIaM ST Ipu
OOMY 30UNBIIYETHCSA, OJHAK CaMe BHCOKA IIBHIKICTDH
JOCTYITy 10 Kelly SIK pa3 i 3a0e3nedye CyTTeBe MPUCKO-
peHHs anroputMy. PeanizoBanuii anroputm gocsrae 1.7
TFLOPS/s 3 teopetnuno moximeux 2.9 TFLOPS/s, a
OT)KE 3AIUINAETHCS CYTTEBHH HPOCTIP IS MOJAIBIIOT
ONTUMI3aIlil 00YHCITIOBAIBLHOTO SIpPA.

PesynpraTy OIIIHKM TPHBAJOCTI BUKOHAHHS OIle-
pauiii Ui 3aIpOIIOHOBAHOIO S/Ipa y MOPIBHSAHHI 3 010-
niorexoro HQQ mpencrasneHi Ha puc. 6.

—8— 3anponoHoBaHa peasizalis
304 —+*- Peanizauisa HQQ

TpusanicTe, Mc
=
o]
)

T T T u T
128 256 512 1024 2048 4096
Po3Mip MaTpULL

Puc. 6. TpuBanicTs BUKOHAHHS
KBAHTOBAHOTO S/IPa MHOXEHHS MaTPHIIb

BucnoBku

Slnpa MHOXKEHHSI MaTPHIlh 13 KBAHTOBAHUMH Mapa-
METpaMH IIHPOKO BUKOPUCTOBYIOTHCS B raily3i MallliH-
HOTO HaBUYaHHs, 30KpeMa IIpu peasti3aiii BEITUKHX MOB-
HHUX MOJICJICH, 3aBISKH BHCOKINA 00YHCIIOBANIBHIN edek-
THUBHOCTI Ta ONTUMaJIbHOMY BUKOPHCTAHHIO 11aM’SITi.

Po3pobiniene B 1iii poOOTI AAPO MHOKEHHS MaT-
pHUIb i3 KBAaHTOBAaHMUMH BXOJAMH € ONTUMAJBHIIIUM SIK
3a 9acoM OOYHCIICHb, TaK i 32 alapaTHUMU BUTPATaMU,
JOCSATAI0YH MPOIYKTUBHOCTI KIIACHYHUX sICp MHOXKCH-
a1 Matpunb CUDA, mo mpaIforoTs i3 enuHIM GopMa-
TOM JTaHHX JJIs BCiX onepanniB. Kpim Toro, 3anpormoHo-
BaHE S/IPO 3MEHIIye MOTpedy B maM sITi, OCKIIBKH BiJ-
CYTHS HEOOXiTHICTh y 30epiranHi po3MmakoBaHUX Koedi-
LI€HTIB y MaM’SITi PUCTPOIO.

[Momanmprmi gocmimkeHHS OyIyTh 30CEpe/KEHI Ha
peaizaiii TiATPUMKHN IHINMUX THITIB JaHUX, CIieliai3a-
mii anropuTMy, a TaKOXX IiJBUIICHHI MIBHAKOAII 3a
PaXyHOK BUKOPUCTAHHS BEKTOPHUX OIEpamii.
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Optimization of 1-bit quantized matrix multiplication for large language models
Dmytro Salnikov, Oleg Vasylchenkov, Dmytro Karaman

Abstract. With the rapid development and improvement of artificial intelligence systems, natural language processing has
recently become one of the most relevant and in-demand tasks. Tools and algorithms based on large language models (LLMs) that
enable natural language processing and speech-to-text conversion are actively used for automating various everyday tasks, as well as
for service systems and real-time human interaction. Efficient and accurate natural language processing, taking into account syntactic
and linguistic peculiarities, requires highly complex language models. However, large language models demand significant memory
and computational resources, making their widespread use challenging on resource-constrained devices such as battery-powered
mobile devices, embedded systems, and Internet of Things (10T) devices. Thus, optimizing language model algorithms and reducing
hardware costs for their deployment is an increasingly pressing issue. To accelerate execution and minimize memory requirements,
quantization algorithms for language model parameters are employed. This work formulates key challenges associated with perform-
ing quantized matrix multiplication operations, explores popular approaches to implementing matrix multiplication algorithms on
GPUs, and presents an optimized high-performance kernel for 1-bit quantized matrix multiplication.

Keywords: quantized operations, matrix multiplication, transformers, large language models, CUDA, GPU, LLM,
PyTorch, neural networks.
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XapKiBChKHIA HAIlIOHATHHUN YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

TH®OPMAIIAHI TEXHOJIOI'T JIJIsI CTBOPEHHS
MY3UYHO-ITPOBUX ITPOEKTIB: BIBJIIOMETPUYHUI AHAJII3

AHoTanisi. AkTyaiabHicTh. Po3Butok inpopmaniitnux TexHounoriit (IT) crpuse BAHUKHEHHIO HOBHX ()OPM TBOPUOI B3ae-
Moii, 30kpemMa y cdepi My3HIHO-ITPOBUX TPOEKTIB, IO MOEJHYIOTh My3HKY, irpOBi MexaHiku Ta 1u(poBi TexHoJjorii. [HTer-
pauis IT y Taki npoayKTH cTBOPIOE iHHOBAIIHHI MO>KIIMBOCTI I HABYaHHS, peabimiTarii Ta po3Bar, 1o akTyai3ye notpedy B
CHCTeMaTn3alil 3HaHb y il ramy3i. O0’eKT AocTiIKeHHsI: HayKOBi MyOTiKallii, IpUCBAYeHI BUKOPHUCTAHHIO iH(QOpMaLifiHIX
TEXHOJIOTIH JUIsl peasti3ariii My3HIHO-IrpPOBUX NPOEKTiB. MeTa cTaTTi: BUSBJICHHS IMyOmikamii, o GopMyIOTh 3HAHHS PO Cy-
vacHi [T 1t cTBOpeHHST My3WYHO-ITPOBUX IMPOEKTIB. Pe3ybTaTn qociimkenHs. Y cTarTi npoBeieHo 0i0nmioMeTpHyHuii aHa-
13 414 nokymeHTiB i3 6a3u Scopus 3a 3armmuToM “music AND game AND projects” (1995-2025 pp.). BunineHo 24 npexmerHi
obracti, 00’€fHaHI y IIICTh rajy3eil 3HaHb. BcTaHOBIIEHO, IO HaiiOLIbIIe IMyOiKaiil HAJIGKUTH JO KOMII'IOTCPHUX HAyK.
Kito4oBi cioBa mpoaHasIi30BaHO Ta CTPYKTYPOBAHO B YOTHPH CEMAHTHYHI KJIACTEPH: TEXHOJIOTII pO3pOOKH MY3HYHHX irop,
OCBITHI MYyJITUMEIiHI TIaT(HOPMHU, TICUXOJIOTIUHI i TepareBTUYHI ACIEKTH, a TAKOX COI[IaJIbHO-eKOHOMIUHI eekTH. Busis-
JICHO HEJOCTATHIO TPE/ICTABICHICTh HANPSMIB, TIOB’I3aHUX 13 POOOTOTEXHIKOIO, MYJIBTHCCHCOPHUMH CHCTEMaMH Ta My3H4-
HOIO TEpari€lo B irpoBoMy cepefoBuilli. BucHoBku. OTprMaHi pe3yabTaTd JO3BOJIIOTH PO3MIMPUTH YABICHHS PO HAYKOBY
CTPYKTYpy TEMH MYy3HYHO-IFDOBHX IIPOEKTIB Ta BHSIBUTH HAaNpsMHU IIOJATBIINX JOCIIDKEHb, 30KpeMa B OCBITHBO-
peabinitaniitniit cdepi Ta mpu po3podui inTepakTuBHUX IT-npomykTiB. Chepa BUKOPUCTAHHS OTPHMAHHX PE3yJIbTaTiB: OCBIT-
Hi, KyJIbTYpHI, peabiitamiiiHi Ta kpeaTuBHI (pPpoBi m1atGopMu, o 6a3yI0TECS Ha My3HIHO-ITPOBHX B3aEMOJIISX.

KawuoBi ciaoBa: My3suaHo-irpoBi npoekty; indopmariiiai texuosnorii (1T); 6i6niomeTprunuii aHami3; 6i0aiOMeTpUYHI
naHHi; 0101iOMeTpUYHA KapTa; KIacTepHU3aLisl KIIFOYOBUX CIIIB.

Beryn

IMocTanoBKa mpodaemu. [HdopMmariiiiai TeXHOIO-
rii (IT) menani akTHBHIIIE BHUKOPUCTOBYIOTBCS JUIS
CTBOPEHHS MY3MYHHX ITPOBHX IPOEKTIB, IO IOEIHY-
I0Th Y €001 n(poBy My3HUKY, IHTEPaKTHBHICTh Ta IrPOBi
MeXaHIKdA. 3pOCTaHHS iHTepecy pO3pOOHHKIB, TOCIII-
HUKIB 1 KOpHCTyBadiB 10 iHTerpamii cydacHux [T-
pillleHs y MY3WYHi irpoBi NMPOIYKTH BiIKPHBAa€E HOBI
MOXJIMBOCTI /ISl TBOPYOCTI, HABYAHHS Ta PO3Bar.

OCHOBOIO /IJIsl MY3UYHO-ITPOBHX IIPOEKTIB € pi3-
HomawitHi IT: nudposi aymioiHcTpyMeHTH, irpoBi py-
wii, mryuHuid iHtenext (Artificial Intelligence, Al),
XMapHi cepBicu, MepexeBi TexHouorii. Lndposi aymio-
po6oui craumii (Digital Audio Workstation, DAW) Tta
mwiatopmu sk Unity3D 103BOIISAIOTH CTBOPIOBATH 1HTE-
PaKTHUBHI My3W4HI CEPEOBHUINA, 1€ My3HKa aJIalTyEThCs
JI0 i KOPUCTYyBaya, CTBOPIOIOYH YHIKAIGHUH JTOCBIT.
Al (30KkpemMa TreHepaTUBHI MOJENi) aBTOMAaTHU3yBaTH
MIpoLleCH KOMIIO3HMILi1, TreHepanii My3W4HUX TeM, apaH-
)KYBaHHSI Ta HaBITh CTBOPEHHS IIEPCOHAII30BAHUX MY-
3WYHUX TPEKIB Y peajbHOMY 4aci, 10 3HAYHO PO3LIH-
PpIO€ TBOPYi MOXKIIUBOCTI po3poOHUKiB [1-4].

BaxmmBuM HampsiMOM € OCBITHIH HOTEHIIad My-
3WYHHUX ITPOBHX IPOEKTIB. 3aCTOCYBaHHS BipTyalIbHOI
(Virtual Reality, VR) Ta 10mOBHEHOI peaNbHOCTI
(Augmented Reality, AR) y noemHanHi 3 iHTEpaKTHB-
HUMHU ITpaMH CTBOpIOE e(EeKTHBHI CepefoBHIIA JUIs
HABYAHHS MY3WIl, MiJIBHIOIyE€ MOTHBAIII0 Ta 3aiyde-
HICTh yYHIB, a TAKOX CIIPHs€ PO3BUTKY MY3MYHHX Ha-
BUYOK Y JOCTYIHIH i 3axomimsiii ¢popmi [5]. Brposa-
JDKCHHS ITPOBMX MEXaHIK y HaBYaJIbHI NPOLECH JJ03BO-
JIsi€ aJanTyBaTH KOHTEHT IIiJ iHAWBITyalbHI MOTPEOU
KOPHUCTYBadiB, 3a0e3Meuyloyd 3BOPOTHUH 3B 530K i
CTHMYJIFOKOYHM KPEaTUBHICTH [6, 7].

THQpacTpyKTypHi acnekTH, 30KpeMa OINTHUMIi3allis
MEpPEeKHAX aITOPUTMIB, 3a0€3MeUYeHHS BiITAICHOTO

JOCTYIIy JIO PECYpPCiB i BUKOPHCTAHHS TPifl- Ta XMAPHUX
TEXHOJIOTiH, € KPUTHYHO BaXITMBUMH [UII CTaOiIbHOT
pobotu My3uyHHX irpoBux miatdpopm. B poborax [8—
12] BHCBITIIOIOTBCS METOMU IMiABUINEHHS >KHUBYYOCTI
KOMIT FOTEpHUX MEpEeX, YIPaBIiHHSA pecypcaMH Xmap-
HOI iH(pacTpykTypHu Ta 3a0e3reucHHs OE3MeKH TaHuX,
1o 0e3mocepesIHbO BIUIMBAE HA SKICTh 1 HaAIHHICTH
MY3WYHHUX IrpoBUX cepBiciB. KpiMm Toro, ymnpapiiHHS
MY3UYHO-ITPOBUMH IPOEKTAMHU BHMarae KOMIUIEKCHOTO
MiAXO0Ty, IO BPaXxOBY€e TEXHIYHI, OpraHi3alliifHi Ta sKi-
cHi acnekTu [13, 14].

Jns cuctemarmszanii 3HaHb y cepi 3acTOCyBaHHS
iHQOpMAIIHHIX TEXHOJOTIH I peaii3amii My3UJHO-
IrPOBHX MPOEKTIB IIMPOKOTO 3acTOCYBaHHs HaOyBae 0i0-
miomerpuunuii anamiz [15, 16]. Lleit metox mo3Bossie
BUSIBUTH KJIFOUOBI TEH/ICHIII], BU3HAYUTH MPOBIIHUX aB-
TOpIB, IHCTUTYLIT Ta KpaiHH, a TAKOK NPOCTEKUTH JNHA-
MIKy PO3BUTKY TeMaTHKH y 4aci. Bukopucranus 6i6io-
MeTpuuHEX TUTaTdopm, Takux sk Scopus, Web of Science
ta Google Scholar, cripusie migBUIICHHIO SKOCTI HAyKO-
BUX JIOCII/DKEHb 1 ()OpMYBaHHIO e(DEKTHBHMX cTpateriit
po3BUTKY Tany3i. Orisn myOmikamii mpo 3acTocyBaHHS
IT iHCcTpyMeHTIB peanizamii My3W4HO-IFPOBHX IIPOEKTIB
JIO3BOJIMB HAM OKPECIIMTH ILIiJIi IIbOTO JIOCIIJDKEHHSI.

Mera i 3aBaaHHs JocJailxeHHsi. MeTOIO JaHOTO
JOCIIJKEHHS € BUSIBJIICHHS IyOJikariii, mo GpopMyroTh
3HaHHSA Tpo cydacHi [T pans CTBOpeHHS My3WYHO-
irpoBUX TPOEKTIB. s mOCSATHEHHS Ii€i MeTH Oyiu
chopMyITbOBaHI HACTYITHI 3aBJIaHHS:

— 3IIACHUTH TONIYK MyOJIiKAaIlii, 1mo BUCBITIO-
I0Th MOXJIMBOCTI Ta pe3yibTaTH BUKopucTanus 1T mis
CTBOPEHHSI My3UYHO-IrPOBHX IIPOEKTIB;

— mpoaHali3yBaTH IyOiikamii, po3MimieHi y Hay-
KOBO-METpWUHiil 6a3i SCOPUS, i3 BUKOPHUCTAHHSM iH-
CTPYMEHTIB Bizyati3alii;

— po3pobutn Oibmiorpadiyni KapTH KIIIOYOBHX
CITiB 13 BUKOpHCcTaHHSAM VosViewer Software.
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MeTtopoJiorist 300py Ta CTPYKTypH3alii JaHUX

BiGmiomeTpis € BaXJIMBUM IHCTPYMEHTOM JUIA
TIPOBEACHHS KiNBbKICHOTO aHaNi3y HayKOBOi IisUTBHOCTI.
BoHa TIpyHTyeTbCcs Ha BHKOPHCTaHHI CTATHCTUYHHX
MTOKA3HUKIB, IO JO3BOJISIOTh IMPOCTEXKUTH ITyOuTiKamiii-
Hy IWHAMIKy B OKPEMHUX TaTy3iX 3HaHb. 3aBIAKH 0i0i-
OMETPUYHHM JIOCITI/PKEHHSIM MOKHA OLIHUTH E€BOJIIOIII0
HAYKOBHX TEM Ta HAINpsIMiB Y YaCOBOMY BUMIpi. 3 TOUKH
30py eICTEMOJIOrii, Il METOJAMKA JI03BOJISIE BUSIBHUTH,
SIK 3MIHIOBAJIMCS I PO3BHBAJINCS HAYKOBI TUCLUILIIHH.
BibmioMeTpryHMIA MiX1 TAKOX Ja€ 3MOTY BCTAHOBUTH
B33a€MO3B’SI3KM MK aBTOPaMH, HAyKOBUMH YCTaHOBAaMH
Ta HAWOIPII OWUTOBaHMMH pOOOTaMH B KOHKpPETHil
ctepi. o Toro k, BiH CIyTye iHCTPYMEHTOM IS i/IeH-
TrQiKanii NOTSHIIHHUX JOCTITHUIBKIX KOJNEKTHBIB 1
BHSIBJICHHS MaiiOyTHIX HAYKOBUX TPEH/IIB.

s BimOopy ITOKYMEHTiB OYyJI0 BHKOPHCTaHO Hay-
KoMeTpuuHy 0a3y manux Scopus. [omyk y 0a3i maHux
3aificuioBaBcsa B moii «Hassa crarri, Anorais, Kirro-
4oBi cioBa (Article title, Abstract, Keywords» i3 Buko-
pucraHHsM TepMiHiB «music AND game AND
projects». BpaxoByBaBcs nepiox myOumikamii — Bix 1995
no 01 gepBus 2025 poky. [lone «IIpeamerna oGmacth
(Subject Area)» mokazano, 110 KOHTEKCT BHOpaHHX J0-
KyMeHTiB motparuise a0 24 chep 3naup (huc. 1). Haii-
OUTBII 3HaYHA KITBKICTh (228 HOKYMEHTIB) CTOCYETHCS
KOMI'IOTepHUX HayK. [nsi mopampmoro aHamizy 24
cthepu 3HaHP OyJH 3rPYIOBaHi B 6 ramy3eil 3HaHB:

1) Texuiuni HAyKH (Computer Science,
Engineering, Energy, Materials Science, Chemical

Engineering) — 269 nokymeHTiB;

2) comianbHi Hayku (Social Sciences, Economics,
Econometrics and Finance, Business, Management and
Accounting, Psychology, Decision Sciences) — 128 no-
KyMEHTIB;

= = Computer Science
Arts and Humanities
Engineering
Social Sciences
= Medicine
= Physics and Astronomy
= Mathematics
= Nursing
= Business, Management and Accounting
= Psychology
= Neuroscience
= Environmental Science
= Economics, Econometrics and Finance
Health Professions
Energy
Earth and Planetary Sciences
Decision Sciences
104 Biochemistry, Genetics and Molecular Biology

113 = Materials Science
= Chemical Engineering
= Agricultural and Biological Sciences
Pharmacology, Toxicology and Pharmaceutics
= Immunology and Microbiology
= Chemistry
Puc. 1. PenpesenraTuBHicCTb my0Oiikauiil y npeaMeTHUX
raiys3sx, oopanux 3a 3anuroM «music AND game AND

projects» y HaykoOMeTpH4Hii 6a3i maHux Scopus

3) mpupoaumnui mHayku (Physics and Astronomy,
Mathematics, Environmental Science, Earth and Plane-
tary Sciences, Chemistry) — 65 nokymeHTiB;

4) memunuHa Ta oxopoHa 310poB’s (Medicine,
Nursing, Health Professions, Pharmacology, Toxicology
and Pharmaceutics) — 46 nokyMeHTiB;

5) Giomoriuni Haykm (Neuroscience, Biochemis-
try, Genetics and Molecular Biology, Immunology and
Microbiology, Agricultural) — 17 mokymeHTiB.

6) rymanitapui Hayku (Arts and Humanities) —
113 moKyMeHTIB.

3a IOMOMOro0 KOHTEHT-aHalizy Oylio BHSABICHO,
o0 TEeMaTHKa MY3WYHO-ITPOBHX IPOEKTIB OXOIUICHA
yciMa Tany3sMH 3HaHb, a came: TexHiuaumu — [17-22];
comiansaumu — [23-28]; mpupommmummu — [29-34];
MEHUITHOI0 Ta OXOPOHOI0 310poB’st — [35-37]; Gioso-
rivganmu — [38, 39]; rymaniTapuuMu Haykamu — [40-
45]. Ilpu upomy OyJi0 BUSBICHO, IO 0a3a JaHUX Scopus
JIesKi TOKYMEHTH PO MY3WYHO-ITPOBi MPOEKTH BiJIHO-
CHTb JI0 KUIBKOX raity3eil 3HaHb, 30KpeMa:

— JIOTOBiAb Ha KOH(QEpEeHINI Mpo HOBI (Qopmu
B3a€MO/Iii KOPHCTYBaUiB (JIFOAU MOXUIOTO BIKY), AU3aHH
Ta OLIHKY iHTepdeiicy rpu DanceMove, mo iHterpye
HAJIAIITOBaHy Xopeorpadito, afanTUBHI piBHI CKJIaTHO-
cTi Ta BUOIp My3ukH [ 18] — nBoX ramy3ei 3HaHb (TeXHi-
YHI HAYKW, MEIUIIHA 1 0XOpOHa 3I0POB’s);

— JIOTIOBib Ha KOH(EPEHIIii MPEeICTaBIISIE MPOEKT
«Gamelan Metaverse», CTBOpPEHHIl 3a JOMOMOTOK TeX-
HoJjoTii BipryanbHoi peanbuocti (Virtual Reality, VR) 3
MATPUMKOIO 3axorutodoro 3D-cepenosumia [25] —
TPHOX Tajy3eil 3HaHb (TEXHIYHI, COLiaJIbHI HAayKH, Me-
JUIIMHA T2 OXOpOHA 3/I0POB’51);

— JIONOBiib Ha KOH(EpeHLIl Mpo MPOeKT, MpHC-
BSUEHHUI BHBYCHHIO Ta peajizaiii cucTeM MyJIbTUMO/Ia-
JBHOT B3a€MOJII Ay TeHepallii, 00poOKHA Ta KOHTPOIIO
3BYKY ¥ My3UKH 1 mpencTtaBieHuii y mysei B [apmki y
BUTIsIAI iHTepakTHBHOI iHCTanswil [30] — Tphox ramyseit
3HaHb (TYMaHITapHi, TEXHIYHI, IPUPOTHIYI HAYKH);

— JIOTIOBib Ha KOH(EPEeHIl MpOo BHKOPHCTAHHS
COMLIANBHUX JOMOMDKHHUX POOOTIB JUIA KOTHITUBHOI pe-
abimitamiiHoi Tepamii jroaei 3 imBamigaictio [36] —
JIBOX rany3eil 3HaHb (TEXHIYHI HayKH, MEJMIMHA Ta
OXOpOHA 370POB’s);

— CTaTTs MpO IHTENEKTYaIbHUH MPUCTPIH Ta ai-
TOPUTMH, SKi JO3BOJISIIOTH IrPOBI 3aCTOCYHKH JOTIOB-
HIOBATH apOMaTaMH Ta TEKCTOBMMH cyOTuTpamu [38] —
TPHOX Taxy3ei 3HaHb (010JOTiIYHI, IPUPOTHNYI, TEXHIY-
Hi HAYKH);

— JIOTIOBib Ha KOH(EpeHI mpo irpoBuil iHTEp-
¢eiic, Akuil 103BOJISIE HEEKCIIEPTaM CTBOPIOBATH EKC-
MIPECUBHI BiATBOPEHHS iCHYFOYOI MY3UKHU (HE BOJOJIIIO-
YW IHCTPYMEHTOM), a JIOCBIAYCHUM MY3HKaHTaM — JO-
3BOJISIE EKCIIEPUMEHTYBATH 3 0OpaHHM TBOPOM, HE Orla-
HOBYIOYH HOT TBOPY [42] — TproX ramy3eii 3Haub (Ty-
MaHITapHi, TEXHIYHI Ta IPUPOTHUII HAYKN).

V¥ momni «Tun nokymenra (Document type)» moxka-
3aHO, IO BHOpaHi JOKYMEHTH CTPYKTYpOBaHI HacCTYyII-
HUM YHHOM: JIOTIOBiAI Ha KoH(pepeHmisx — 169, craTti —
122, poznain kaur — 56, ormsian koHpepeHniit — 31, kHu-
ru — 21, ormsimu — 10, penakuidHux crateit — 4, KOpoT-
kuit orsin — 1. B pesynbrari nepesipku yci (414) no-
KyMEeHTH Oy BifiOpaHi JUIsl MoJaNbIIOro aHalli3y.

3rigno 3 monem «Kpaina/repuropis (Country/ter-
ritory)», aBTopu JOKyMEHTIB TIPEACTABISIIOTE 57 KpaiH, y
tomy uncii: Crionmydeni IlItatu (95 noxymenris), Bemn-
ka bpuranis (53 mokymenriB), Itamis (31 mokymeHTn),
Kanama (20 moxymentiB), Icmamis (12 mOKyMeHTIB),
[IBeris (14 moxymenris), Himewunna (13 qoKyMeHTIB).

143



Control, Navigation and Communication Systems. 2025. No. 3

ISSN 2073-7394

BucoxopiBHeBuii anaJi3
0i0JioMeTPUYHIX JaHUX

3a pesyipTaTaMH aHaJi3y BHABJICHO, IO IS ITyO-
JiKamii pe3ynbTaTiB AOCTiIKEHh HPO MY3WIHO-ITpOBi
MPOEKTH aBTOpW HamaBamu mepesary: Lecture Notes in
Computer Science Including Subseries Lecture Notes in
Artificial Intelligence and Lecture Notes in Bioinfor-
matics (16 nokymenriB); Proceedings of the Internation-
al Conference on New Interfaces for Musical Expres-
sion (11 moxymentiB); ACM International Conference
Proceeding Series (10 mokymenriB); Journal of Sound
and Music in Games (zoxyMeHTiB). Hali0ib1m nuToBaHi
JIOKYMEHTH OIyOJIKOBaHYy y TaKHMX IDKepenax, SK. B
Self-Expression [30] — 262 uutatyBans; B Computers
and Education [4] — 139 nurarysaus; B Africa [31] —
137 uuryBans; B ACM International Conference Pro-
ceeding Series [5] - 134 uuryBanr 1 [32] -
129 uuryBans; B Interactions [6] — 100 uuTyBans.

I'eorpadist nociikeHp PO My3UYHO-IIPOBI MPOEK-
TH 1oB’s13aHa 3 160 opraHizauisiMu, OUIBLIICTD 3 SKUX €
HAyKOBHUMH Ta akajgeMiunumMu ycranoBamu (101), a 59 —
iHmi opranizauii, 3okpema: SoftServe (IT-xommawnis 3
[JI00AIBHUM  BIUIMBOM, CIELIai3yeThcsi Ha po3poOii
MIPOTPaMHOTO 3a0e3medeHHs Ta KoHcanTtuary), ARGUS
DATA INSIGHTS Schweiz AG (Mi>kHapoaHa KOMITaHis
3 MOHITOpWHTY Mefia Ta aHamiTukn), Deep Impact AG
(mBeiiriapchka KOMITaHisI B Tay3i IITyYHOTO 1HTEICKTY i
IT-pimmens), Schibsted Media Group (oamH i3 HaiOiLTB-
mmx MexpiakoHrnmomeparis CkanamHagii), FOCUS TV
(niMenpka Mejtia/TeneBizilina kommanuist), Interactive
Media Institute (amepuKaHChKa OpraHi3ailis, IO MOETHYE
IT i ncuxonoritoo), PublicVR (amepukaHchka KoMIaHisi,
ska 3aiimaetbest VR/AR st ocBitH, Hayku, My3eiB),
Netural GmbH (aBcrpiiicbka undpoBa areHuis, sika BH-
koHye npoextd y cepi UX/UI, Be6 Ta MOOITBHUX pi-
mieHs). [IpuHane:KHiCTh aBTOPIB 10 IWUX OpraHi3arii mi-
TBEPJDKYETHCS PI3HOIO KUIBKICTIO JOKYMeHTIB (Bixm 1 mo
7). Universita degli Studi di Genova (Tenys, Itanis) mae
7 IOKYMEHTIB, JIeB’SITh aKaJJeMiYHUX i HAYKOBUX yCTaHOB
Mmaoth 1o 4 pokymentH: The Royal Institute of
Technology (Crokronbmi, lIBewis), Luled University of
Technology (JIyneo, Ilsemis), Goldsmiths, University of
London (Jlemmon, Benuka bBpuranis), National
University of Singapore (Cinranypi, Cinramyp),
Consiglio Nazionale delle Ricerche (Rome, Italy),
University of Cincinnati (I{uanuasaTi, CnomymieHi
Llratui), Sant'Anna Scuola Universitaria Superiore Pisa
(ITiza, Itamis), Mines Paris - PSL (ITapmk, ®panmis),
University of Alberta (EnmonToH, Kanana).

BaxuBumM eneMeHTOM 0i0JiOMETPUYHOTO aHai-
3y € YacToTa BHKOPHCTAaHHS KJIIOYOBUX ciiB. 3 414
JOKyMeHTiB Oyno BingdinmeTpoBano 160 KI0O490BUX
criB. JIJis OAANbIIOTO aHami3y OyJio BUKIIOUEHO CJIO-
Ba: Article, Clinical Article, Current, Priority Journal,
United States, Research, Pilot Projects, Pilot Study,
Controlled Study, Case-studies, Surveys,
Questionnaire. Takox, OyJid 3rpyroBaHi KJIKYOBI ClI0-
Ba, mnoxiOui 3a 3mauenHam: Adolescent/Students/
College Students/Young Adult (y 16 nokymenrax),
Adult/Female/Male (y 55 noxymenrax), Aged/Aged,
80 And Over/Older Adults (y 12 nokymenrax),

Child/Children (y 13 nokymenrax), Computer
Programming/Programming (y 18 mokymeHTax),
Design/Design And Development/Software Design (y
27 mokymentax), Digital Music/ Computer Music (y
33 nmokymenrtax), Education Computing / Learning
Systems (y 19 mokymentax), Education/ Teaching/
Engineering Education (y 44 noxymeHnrax), E-
learning/Computer Aided Instruction (y 21 mokymes-
Ti), Game Design/ Game Development (y 16 mokyme-
HTax), Game Music/Games Musics (y 10 mokymen-
tax), Game/Games/ Computer Games (y 49 noxymeH-
tax), Human Computer Interaction/Interaction/
Interaction Design (y 36 nokymentax), Hu-
man/Humans (y 57 nmokymentax), Immersion/
Immersive (y 10 nokymenrax), Mobile Devices/
Smartphones/Smart Phones (y 13 moxymentax), Mul-
timodal/Multi-modal (y 8 noxymenrax), Music/ Music
Composition (y 68 moxymenrax), Open Source/Open
Source Software/Open Systems (y 14 mokymenrax),
Psychology/ Psychological Aspect (y 9 mokymenrax),
Robotics/Robots  (y 12 pgokymenrax), Social
Networking (online)/ Social Interactions/Facebook/
Youtube/Internet (y 28 moxymenrax), Video Game
/Video Games /Video-games (y 42 mokyMeHTax).

Taki iHCTpyMeHTH, K «XMapa» (puc. 2) Ta «aiar-
pamay (puc. 3), Bi3yalli3yloTh 3HAUyNIICTh TEPMIiHIB, SKi
CTOCYIOTBCSI MY3MYHO-IIPOBHX IIPOEKTIB Ha OCHOBI Ki-
JIBKOCTI 3raJyBaHb B aHalli30BaHUX JoKymeHTax. Cia-
6osumumumi cioBa (3-d Environments, Application
Programming Interfaces (API), Architectural Design,
Art, Automatic Generation, Awareness, Background
Musics, Biofeedback, Composition) moka3ywoTs, o B
ICHYIOUHX JOCITI/PKEHHSX HEIOCTATHIO HAayKOBY pO3pO-
OJICHICTH BiAIIOBIIHOTO ITUTAHHS.

Composition

Students

Immersion/Immersive
]nlcruclinn.\/Fucc?nnk DeSlgl’l Aoed
=)
Educathn Human/Humans E-learning

Design/Design Interaction/Interaction
O Performance Children
pen Interactive Intelligence

Learning Therapy

Youtube
Digital Networking
Virtual Reality )
Curc Social y, T
Child Teaching ame Serious o
Older

Development/Software Dcmcnli:lM ical

usica
Adult
Devices

Computer.

Male Theory online

Expression

Aspect

) Multimedia Young
Acoustics College  Human

Video

. Mobile
. Programming  Adults
Audio Robotics/Robots _ Artificial Smart

Games Musicz\'lusic/(};uncs

Fcnmlc Source Game/Games
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Puc. 2. Xmapa KIIFOYOBHX CIIIB Y JOKyMEHTax
PO MY3UYHO-ITPOBI IIPOEKTH Y Scopus
(3reneposana WordItOut)
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Music/Music Composition

Human/Humans

7

Adult/ Female / Male

Game/Games Computer Games =
. . - =
Education/ Teaching —
s - —_—
Engineering Education - —
Video Game /Video Games —
/Video-games ——
Human Computer Interaction/ ’ ‘\%
Interaction/Interaction Design ’ %
Audio Acoustics ’ Artificial

Digital Music/ Computer Music Intelligence

s

Design/Design And

Game Design/
Development/Software Design

Game

Virtual Reality Development

Animation Computer Programming/
Interactive Computer Graphics pute £rd 2/

Programming
les o/ Co ater Aided Instructios : , Tl
E-learning/ Computer Aided Instruction Education Computing/

Learning Systems
Puc. 3. JliarpaMa 94acTOTH KITFOUOBHX CJIiB

y JOKYMEHTax PO My3HUYHO-IIPOBI IPOEKTH B Scopus
(copmoBana i3 Bukopucranusm MS Excel)

Bi0aiomeTpnyHi kapTH Ta aHaTi3 KiIacTepiB
KJIIOYOBHX CJIiB

BiGmiomerprunmii aHami3 gaHUX OyII0 MPOBEICHO
3a IOTIOMOTOI0 MPOTpaMHOTo 3abe3medeHHs VOSviewer
Bepcii 1.6.20. [dnsa excnopty maHuX mpo BuOpani 414
JOKYMEHTIB 3 0a3u manux Scopus y ¢opmari CSV Oymo
BUOPAHO TaKi HaJALITyBaHHS:

— indopmamis mpo uuryBaHHs (Author(s),
Document title, Year, EID, Source title, Volume, issues,
pages, Citation count, Source & document type,
Publication stage, DOI, Open access);

— Oibmiorpadiuna  indopmaris  (Affiliations,
Serial identifiers (e.g. ISSN), PubMed ID, Publisher,
Editor(s), Language of  original  document,
Correspondence address, Abbreviated source title);

— aHoralis Ta Kiaro4oBi ciosa (Abstract, Author
keywords, Indexed keywords);

— iHdopmanis npo QiHaHCyBaHHS
Acronym, Sponsor, Funding text);

— inma inpopmanis (Tradenames & manufactur-

(Number,

educationjgomputing

™ computer aided instruction
sngmeenrweducanon

ers, Accession numbers & chemicals, Conference in-
formation, Include references).

Jnst cTBOpeHHs KapTH Ha OCHOBI 0i0niorpadivyamx
naHux y nporpami VOSviewer BCTaHOBJIGHO Taki Iapa-
MeTpu: Tun aHaiizy — CO-OCCUIrence; oJuHULS aHaIi3y
— All keyword; meron miapaxyuky — Full counting; wmi-
HIMaJIbHA KIUIBKICTh BXOIDKEHH KIFOYOBOI'O CJIOBA — D,
npu oMy 8 wmouoBux ciiB (article, pilot projects,
pilot study, priority jornal, united states, clinical article,
case-studies, research) sukmroueno. B pesynbrari ckpu-
HiHTYy mporpama VOSviewer BimiOpama 85 xmo4oBHX
CIIiB, IS KOXKHOTO 3 SIKMX pO3paxyBaja KiJIbKICTh Ta
cuny (LOTYXKHICTB) 3raayBaHb. AHaji3 J03BOJIUB BH-
SIBUTH, 110 HaiiyacTilie BUKOPHCTOBYBAaHMM KIIIOYOBUM
cIIoBOM Oyiio «Music» 3 79 B3aemMo3B’si3kamu i 60 3ra-
nyBaHb, aam #inyte «human/humansy, «female/maley,
«computer games» Ta «audio acousticsy». ¥V Tabmuii 1
HaBeneHO 10 HaMMOMyJSPHIMKX KIFOYOBUX CHIB i3 iX
CHIIOFO (TIOTYKHICTIO) 3rayBaHb.

Tabnuya 1 — JecaTh HaifyacTille 3ralyBaHUX KJIOYOBUX
cJIiB y myOutikauisx mpo My3u4Ho-irpoBi IPOEKTH

Kinekicts Cuia
Panr Kitouose cioBo

3ragyBaHb | 3ranyBaHb
1 music 60 283
2 human/humans 57 482
3 female/male 46 430
4 computer games 35 158
5 audio acoustics 36 122
6 virtual reality 25 117
7 computer music 29 113
8 human computer 21 110

interaction

9 video games/video game 32 195
10 animation 20 90

Bibmiomerpuuna kapra (puc. 4) mictuth 84 Kito-
YOBHX CJiB, CTPYKTypOBaHHX Yy YOTHPH KJIacTepa,
BKJIFOUAIOUM «COMputer games», «music» (y Kiacre-
pi 1), «game/games» (y Knacrepi 2), «video game/video
games game» (y Knacrepi 3) ta «game theory», «music
educationy (y kmactepi 4):

adult
multimedia syﬁems L o
adolgscent
- A augmented reality game TecrRug
curgiguta ¥ teaghing intggnet
computegigraphics students
Aaakni rograpmi compters
videoggames visualization W - A SR, Sl videgygames -
ames ‘e
!omp\‘games algoithms 2. motivation h n chijd
y | - education
immgRehe c&’tpt‘mus‘ s videgigame humans b
5 ‘ r‘: surveys '
gameigesign animation
music education psychplogy
interactije music ¥
audio “ustn& & seriouigames _ R oh
roboetics musicéerapy &
game RS @ softwag@design -~ % gametheory rogets < denigntia
digitaligames 4 - neurodegenerative diseases
interaction
gamegEne open systems

music cagpposition

Puc. 4. bibmiomeTpryHa KapTa KJIacTepiB (€IEMEHTIB) KIIIOYOBHX CIIIB y JOKYMEHTAX MPO My3HYHO-IrPOBI MPOEKTH Y Scopus
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— Kiactep 1 (uepBoHmii) — 28 KIIIOYOBUX CIIiB
(algorithms, artificial intelligence, audio acoustics, be-
havioral research, computer games, computer, music,
curricula, design, digital games, game design, game
development, game engine, gameplay, games musics,
gamification, human computer interaction, immersive,
interactive computer graphics, interactive music, music,
musical expression, performance, serious games, soft-
ware design, three dimensional computer graphics, user
interfaces, video-games, virtual reality);

— Kimacrep 2 (3ernenuii) — 26 karodoBHX ciiB (an-
imation, augmented reality, computer aided instruction,
computer graphics, computer operating systems, com-
puter programming, e-learning, education computing,
engineering education, game, games, internet, learning
systems, machine learning, mobile devices, multimedia
systems, music composition, musical instruments, open
source software, open systems, programming, social
interactions, social networking (online), students, teach-
ing, visualization);

— Kuacrep 3 (cuniit) — 19 kirouoBux ciuiB (ado-
lescent, adult, aged, child, cognition, computers, demen-
tia, exercise, female, human, humans, male, music ther-
apy, occupational therapy, priority journal, psychology,
questionnaire, recreation, video game, video games);

— Kiactep 4 (ripunynuii) — 10 KIHOYOBHX CIiB
(economic and social effects, education, game theory,
interaction, motivation, music education, neurodegen-
erative, diseases, robotics, robots, surveys).

Ha Gibmiomerpuuniit kapti (puc. 4) MO3HAYCHO
1020 B3aeMo3B’s3kiB MDK 84 exeMeHTaMH, 3arajabHa
cra B3a€EMO3B’SI3KiB — 2258.

KnacrepHuii aHaii3 KIIOYOBHX CIIiB (€IEMEHTIB)
MoKa3as, I0:

— Kiacrtep 1 00’ennye TexHonOrii po3poOKH ir-
POBOrO MPOrPaMHOro 3a0e3MeYeHHs 3 My3UYHHAM KOH-
TEHTOM 1 BKJIIOYAE. aJTOPUTMH, IUTYYHHUH IHTEJIEKT,
TpuBUMIpHY Tpadiky, refimidikai., iHTepdeiicn Kopuc-
TyBadiB Ta BIpTyaJbHY PEAIbHICTB;

— Kiactep 2 mpencraBisie KOHICIIIIIO 3aCTOCY-
BaHHS MY3WYHO-ITPOBUX TEXHOJOTiH Ta IX MpPOTpaMHy
peaiizaliito B OCBITHIH Tanmy3i (BUKJIAICHHS MPOTrpamy-
BaHHs, KOMH’IOTGpHa HiZ[TpI/IMKa HaB4YaHH, COLIiaJ'IBHa
B3a€EMOJIil CTYICHTIB Y LU(PPOBOMY CEpeJOBHINI, iH-
KITFO3WBHA Ta MDKIUCIHIUTIHAPHA OCBITA);

— Knactep 3 BimoOpakae B3a€MO3B’S30K Mixk
TICUXOJIOTi€r0, earorikoro, I'T 1 oIiHKY BITUBY irop
1 My3uKH (My3W9HA Teparlisi, TpyZoBa Teparmis) Ha (i3u-
YHi, KOTHITUBHI, TICUXOJIOT1UHI XapaKTePUCTUKH JIFOACH
Pi3HUX BIKOBHUX 1 T€HAEPHUX IPYTI;

— Kiactep 4 cTBOpIOE CHHEPril0 COLaJbHUX,
€KOHOMIYHMX 1 MOTHBALIMHUX aclekTiB (QyHKLioHY-
BaHHsA My3I/I‘lHO-in0BI/IX HpOGKTiB HUIAXOM 3aCTOCy-
BaHHS Teopil irop, MOTUBalii, OCBITH, colliaJIbHUX ede-
KTiB, pOOOTH30BaHUX PIllICHb.

3actocyBanns QinbTpa «Keywords» B Scopus no-
3BOJIMIIO BI/I6paTI/I JOKYMEHTH, 10 CTOCYIOTHCA KOKHOTO
kiactepa. B tabnuii 2 moka3aHO MOKYMEHTH 3 HaiOi-
JIBIIOIO KUTBKICTIO ITUTYBaHb B KO)KHOMY KJIACTepi.

AHai3 B3a€MO3B’S3KIB MiXK KIIOYOBUMHU CJIOBAMH
«Computer games»— «Video games» — «Robotic» (puc.

5) mokasaB, IO BIICYTHICTb IHTErpauii Mi>kK My3H4YHO-
iIrpoBUMH cUcTeMaMU (irpamu, 3aCTOCYHKaMH) Ta po6o-
TOTEXHIKOIO Ha O0i0JiOMETpHYHIN KapTi «ITiACBIYyIOTH)
JOCIITHUIBKI MPOTIMHM y IyOmikaisx. MoxxHa npu-
IyCTHUTH, 110 3aCTOCYyBaHHS My3u4HO-irpoBux IT mpo-
OYKTiB y peaOimiTamiifHuX mporpamMax 3 eJIeMEHTaMH
POOOTOTEXHIKA TOKH HEAOCTATHBO NPEACTaBICHUN Yy
myOmiKamigax, SKi iHIEKCYIOThCS Scopus.
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Puc. 5. bibmiomeTpnuHa Kapra ciB:
a— «Computer gamesy, 6 — «Video games», B — «Robotic»

Ha pucysky 6 mnpenctaBieHO KapTy KiacTepiB
KITIOYOBUX CIIiB (€JI€MEHTIB) JOKYMEHTIB PO MY3HYIHO-
irpoBi NpoekTH y Yaci (3a pokamwu). [IpumMiTHO, IO 10O
2020 poky B HOKyMEHTax 37e0iIbIIOro BHKOPHUCTOBY-
BaJMCs eJIeMeHTH, BKiroyeHi go Kimacrepa 1 (musical
expression), Knactepa 2 (multimedia systems, mobile
devices, teaching, computer graphics), Kinacrepa 3 (ado-
lescent, recreation, child), Kinacrepa 4 (education, game
theory, interaction). TIpoTsromM OCTaHHIX TPHOX POKIB
(2023-2025) moMiHyHOYAMH CTATH JOKYMEHTH, 1110 Mic-
TATH eneMeHTH: Video-games, games music (Kmacrep
1); machine learning, computer aided instruction, game,
programming (Knacrep 2); psychology (Kmacrep 3);
economic and social effects (Knactep 5).
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Tabnuys 2 — CTPYKTYpYBaHHSI KJIIOUOBHX CJIiB (eJIeMeHTIiB) Y JOKYMeHTaX PO My3H4HO-irpoBi mpoexTn y SCOpPUS

Haspa
KJacrepa

KirouoBi cimoBa

Cluster Description

Haii6inpin nurosani
JIOKYMEHTH

algorithms, artificial intelligence, audio acoustics,
behavioral research, computer games, computer,
music, curricula, design, digital games, game
design, game development, game engine, game-
play, games musics, gamification, human com-
puter interaction, immersive, interactive computer
graphics, interactive music, music, musical ex-
pression, performance, serious games, software
design, three dimensional computer graphics, user
interfaces, video-games, virtual reality

Knacrep 1. Tex-
HOJIOTii pO3pOOKU
Ta Au3aliHy My3H-

YHHX irop

O6’eHye TeXHOIOTI PO3pOOKH irpoBOrO
HPOrPaMHOro 3a0e3MeUCHHS 3 My3HYHUM
KOHTCHTOM 1 BKJIFOYA€: AIITOPUTMH, IITYYHHUI
IHTEJIeKT, TPHBUMIpHY rpadiky, reiimicika-
wii, inTep¢eiicu KOPUCTYBaUiB Ta BipTyaJbHY
peanbHicTh. POKyC Ha 30CEepeKEHO HA iHTe-
PaKTHBHOCTI, IM3aifHi Ta iIMEpCUBHOCTI My-
3MYHO-I'POBHX cepeoBuInax. My3uka BU-
CTyTAa€ SIK KIIOYOBHH €JIeMEeHT TeiiMIniero, a
inHOBanii B rpadimi it UI — sk ocHOBa B3ae-
MOJIi1 3 KOPHCTYBAYEM.

[46] — 262 tuTyBaHs,
[21] - 134 uutyBans,
[48] — 129 uutysans,
[22] - 100 ruryBans,
[49] — 89 muryBaus,
[50] — 67 uurysans,
[51] - 61 tmTyBanb

animation, augmented reality, computer aided
instruction, computer graphics, computer operat-
ing systems, computer programming, e-learning,
education computing, engineering education,
game, games, internet, learning systems, machine
learning, mobile devices, multimedia systems,
music composition, musical instruments, open
source software, open systems, programming,
social interactions, social networking (online),
students, teaching, visualization

Knacrep 2. OcBi-
THi TEXHOJIOTII Ta
MyJIbTUMETIHHI
iathopmMu

I[Ipexacrapiisie KOHLELIK 3aCTOCYBaHHS
MY3HUYHO-IrPOBUX TEXHOJIOTH Ta IX mporpa-
MHY peaji3allilo B OCBITHIil ray3i Ta BKIIIO-

qae: e-learning, komm’0TepHy rpadixy,
aHiMallilo, JONOBHEHY PeallbHICTh, IIPOrpa-

MyBaHHs, BUKOPUCTAHHs Open source Ta
iHTepHeT-Uathopm. My3rka BUKOPHCTOBY-
€THCSI SIK «ITACHITIOBAa™) (KaTani3aTop) HaB-

YabHOTO €EKTY, a irpH — SIK IHCTPYMEHT
3aJIyYCHHS Ta MOTHBALL1.

[20] — 139 uuryBans,
[21] - 134 uuryBans,
[48] — 129 uutyBans,
[22] — 100 uuryBaus,
[52] — 56 umuryBans,
[53] — 42 uurysanb

Kuacrep 3. Coui-
AJIBHO-TICHX0JI0-
Ti4HI aCIIeKTH
BIUIHBY My3H4HO-
irPOBUX CHCTEM

adolescent, adult, aged, child, cognition, comput-

ers, dementia, exercise, female, human, humans,

male, music therapy, occupational therapy, psy-

chology, questionnaire, recreation, video game,
video games

BingoGpasxae BILUTHB My3UYHO-ITPOBHX HPO-
IPaMHHUX NPOJYKTIiB Ha IICUXIKY, PO3BHTOK i
3JI0POB’s1 JIFOAWHHU (JTFOJIeH 3 IEMEHIIIEr0, 0Ci0
MOXUIIOTO BIKY, AiTeHl, pi3HUX T€HACPHUX
rpyn).

[21] — 134 uurysaus,
[50] — 67 umnrysans,
[51] - 61 umryBans,
[54] — 54 uurysaus,
[55] — 47 tmryBanb

Kuacrep 4. Coi-
AJIbHO-CKOHO-
MiYHI [IHHOCTI

MY3UYHO-IFPOBHX

economic and social effects, education, game
theory, interaction, motivation, music education,
neurodegenerative diseases, robotics, robots,

CrpateriyHo BaIHBHI Kiactep, o Gopmye
PaMKy TS QHATI3Y COLIATbHUX, EKOHOMIYHHX
1 MOTUBALIHHUX aCTIEKTiB (DYHKIIOHyBaHHS
MY3HYIHO-ITPOBUX MPOEKTIB, SIKi MAIOTh KOMe-

[20] — 139 uutyBaus,
[21] — 134 uurysaus,
[52] — 56 umuryBans,
[53] — 42 uurysans,

surveys .y X
CHCTEM Y pLiiiHe a60 CoLiaIbHE CIPSIMYBaHHSI [56] — 42 uuTyBanb
educationigcomputing
) computer aided instruction
sngineering education
adult
multimedig systerns du
recreation ado@cent
% - augmented reality game
curgigula 4 teaghing int@gnet
computefigraphics Stl*nts
i - i rogrammi computers
video-games visualigation W € e A S videa,games e
. games - ‘E e
tompt@games algotithms motidiation hwn child
e 2 edugation
c&npt' musie : female
immersive 0 Vldquame hu@ns
i W SUAEYS exefcise
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V t
games musics @ software design -~ % gamagheory rogots . dementia
digitaligames % neurodegenefative diseases B
- open systems interdction
game@ngine
music camposition
A& vOsviewer I ]
! 2012 2014 2016 2018 2020

Puc. 6. bibmoMerpryHa KapTa KJlacTepiB KIFOUYOBUX KIFOUOBHX CITiB
y JOKYMEHTaX MpOo My3HYHO-ITPOBI MPOEKTH ¥ Scopus y daci (3a pokamu)

BucHoBkH

IIpoBenenuit aHami3 3acBiguye, MO MY3UYHO-
irpoBi TpoekTH (POPMYIOTh MIKIUCHHILTIHAPHY cdepy,
sgKa 00’eqHy€e UPPOBY MY3HKY, irpOBY B3a€MOJII0 Ta
cydacHi iHpoOpMaIiiiHi TeXHOJOril — 30KpemMa ITyd4-
HUH IHTENEeKT, BipTyalbHy Ta JIOTIOBHEHY DPEabHICTh,
XMapHi cepBicH Ta MepexeBy iHppacTpykrypy. Lli
MIPOEKTH BiJKPUBAIOTH HOBI MOXKJIMBOCTI JIJISl TBOPYOCTI,
HABYaHHs, peaburiTamii Ta comiaabHOI B3aeMoIii B nud-

POBOMY CEpEIOBHIII.

biomiomerpuynnii ananiz myoutikanii y 6a3i gaHux
Scopus, 3mificHenmii 3a 3amuToM “music AND game
AND projects”, oxonus 414 moKyMeHTiB, OIyOmiKOBa-
HuX y nepiof 3 1995 poky o 1 gepsrsa 2025 poky. 3Mi-
CTOBa KJIAaCH(]iKaIlisl 3acBiquniIa MPUHATIEKHICTh TOKY-
MEHTIB 110 24 MpeIMeTHUX rajxy3ei, siki Oynu 3rpymnoBa-
Hi y 1ICTh YKPYIMHEHHUX Tay3el 3HaHb: TEXHIYHI, COIIi-
QJIbHI, IPUPOAHNYI, MEINYHI, 610JIOTIUHI Ta TyMaHiTap-
Hi. Haiibinpia kinbkicTs myOiikauiid npunanae Ha cde-
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Py KOMIT'IOTepHHX Hayk (228 MOKYMEHTIB), IO CBiJ-
YUTh NPO TEXHOJOTIYHY IOMIHAHTY B JOCIHIIKYBaHIH
TEMATHIII.

Konrenr-anani3 my0mikamiii mokasas, 10 My3u4-
HO-ITPOBI MPOEKTHU € MPEIMETOM IHTEPECY PI3HUX Taly-
3ei 3HaHb, HHU3KA ITyOJIKaIiil OXOIUIIOE JEKilbKa JIHC-
LUIUTIH OTHOYACHO (HANPHKIAM, TEXHIYHI HayKH Ta Me-
nunyHa, abo TyMaHiTapHI Haykd 1 mpupoxaHudi). ['eor-
padis gocmimkeHs 0XOIIoe 57 KpaiH CBITY, a 10 CTBO-
peHHs myOuikaniit momyurmucs 160 opranizariii, cepen
SKUX SK aKaJeMidHi ycTaHOBH, Tak i mposimHi IT-
KOMIIaHii.

AHaii3 KII0YOBUX CIIB, Bi3yasi30BaHMH 3a JOMO-
Moroto xmapu ciiB (WordItOut) i miarpam (MS Excel),

“human-computer interaction”. MeHII BUIUMI TEepMiHK
(manpuxnag, “robotics”, “biofeedback”, “interactive
composition”) cBiqYaTh Mpo HEJOCTATHIO HAYKOBY PO3-
poOKy okpemux HampsiMiB. biGmiomerpuyne kapTyBaH-
Hs1 (VOSviewer) 103BOJIMIIO BUOKPEMHUTH YOTHUPH KITFO-
YOBi KJIacTepu TeM: | — TeXHOJOTIl qu3aifHy My3W9HUX
irop; 2 — ocBiTHI aTpopMu Ta MyJIbTHMEAIHHE cepe-
JIOBHINE; 3 — COIiaJIbHO-TICUXOJIOTIYHIHA BIUTUB MY3HY-
HO-ITPOBHX CHCTEM; 4 — COIiaIbHO-€KOHOMIYHI aCTIeKTH
3aCTOCYBaHHS MY3HKH B irpOBHX II1aTopMax.
PesynpraTi TOCHIIKEHHS MOXYTh CTaTH OCHOBOIO
JUISL OJIbIIMX HAYKOBUX PO3BIJOK y HampsiMax iHTer-
pauii My3WYHO-ITPOBHX CHCTEM 3 pOOOTOTEXHIKOIO, a
TaKOX PO3IIUPEHHS IX BHUKOPUCTAHHS Yy HaBUAIbHHX,

JAO03BOJIMB BUOKPEMUTU HaiuacrTille BXXHBaHI TepMiHI/I,

peaOimiTalifiHUX Ta IHHOBAIIMHUX IUPPOBUX CEPeo-

30KpemMa: “music”, “computer games”, “virtual reality”,  BuIax.
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Information technologies for creating music and game projects: bibliometric analysis
Tetiana Fesenko, Danylo Serheiev, Oleksii Dolhopolov, Illia Serhorodtsev, Maksym Zhuk

Abstract. Relevance. The development of information technology (IT) is contributing to the emergence of new forms of
creative interaction, in particular in the field of music and gaming projects that combine music, game mechanics, and digital technol-
ogies. The integration of IT into such products creates innovative opportunities for learning, rehabilitation, and entertainment, which
makes it necessary to systematize knowledge in this area. Object of research: scientific publications on the use of information tech-
nology for the implementation of music and gaming projects. Purpose of the article. to identify publications that form knowledge
about modern IT for creating music and game projects. Research results. The article conducts a bibliometric analysis of 414 docu-
ments from the Scopus database using the query “music AND game AND projects” (1995-2025). The article identifies 24 subject
areas grouped into six branches of knowledge. It was found that the majority of publications belong to computer science. The key-
words are analyzed and structured into four semantic clusters: music game development technologies, educational multimedia plat-
forms, psychological and therapeutic aspects, and socio-economic effects. The insufficient representation of areas related to robotics,
multisensory systems, and music therapy in the game environment has been revealed. Conclusions. The obtained results allow us to
expand our understanding of the scientific structure of the topic of music and game projects and identify areas for further research, in
particular in the educational and rehabilitation field and in the development of interactive IT products. Scope of application of the
results: educational, cultural, rehabilitation and creative digital platforms based on music and game interactions.

Keywords: music and game projects; information technology (IT); bibliometric analysis; bibliometric data; bibliometric
map; keyword clustering.
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AHAJI3 NIAXOAIB 10 MOJAEJTIOBAHHA TA APXITEKTYPHOT'O
IMPEACTABJIEHHA IH@OPMAIIMHOI TEXHOJIOI'TI OBPOBKH 30BbPAKEHD
3 BOPTOBUX CUCTEM OIITUKO-EJIEKTPOHHOI'O CIIOCTEPEXXEHHS

AHoTtauisi. IIpeamMerom BHBUCHHS B CTATTi € MiJAXOAHU 10 MOJCIIOBAHHS Ta apXiTEKTyPHOTO MpeacTaBaeHHs iHopMaliiiHoT
TexXHOJIOTii. MeTol0 € aHai3 MiIXOIiB 10 MOJETIOBAHHS Ta apXITEKTYPHOT0 MPEeACTaBIeHHs iHpopMaLiifHOT TeXHOMOTii 00pOOKH
300paxkeHb 3 OOPTOBUX CHUCTEM ONTHKO-EJICKTPOHHOTO CIIOCTEPSKECHHS. 3aBJAHHA: 3/IICHUTH aHAJ3 iCHYIOUMX HiXOIIB 10
MOJIEITIOBAaHHS Ta apXiTeKTypHOI'O HPEICTaBICHHs iHPOPMALIHHNX TEXHOJIOTIH 3 ypaxXyBaHHSIM OCOOIMBOCTEH 00poOKH 300pa-
JKEHb 3 OOPTOBUX CHCTEM OITHKO-CJICKTPOHHOTO CIIOCTEPEKEHHS; BUOKPEMHUTH HAHOLIBII pefeBaHTHI I po3poOku iHdopMa-
LIMHUX TEXHOJIOTI 00pOOKH 300pakeHb 3 OOPTOBUX CHCTEM OINTHKO-CIICKTPOHHOTO CIIOCTEPEKEHHS; CHOPMYBATH PEKOMEH LTI
II0/I0 3aCTOCYBaHH! yHi(hiKOBaHMX Mojelel 11 3a0e3nedeH s 3pyYHOI B3aeMOIii pi3HHUX (axiBIliB y MeKaxX OJHOTO TEXHIYHOIO
cepeoBuIla. BUKOPHCTOBYBaHNMH MeTOAAMM €: aHATITHYHI Ta EMITIPHYHI METOAW MOPIBHAIBHOTO TOCIIKEHHS, METOAN CTBO-
peHHS iHpopMaIiiHNX TexHoJIoriH. OTprMaHi Taki pe3yJbTaTH. [IpoaHanizoBaHO Ta CHCTEMaTH30BaHO OCHOBHI MIAXOIH 10 MO-
JCMIOBaHHA 1H(QOPMAIIHHNX TEXHOJOTIH, 30KpeMa (YHKIIOHAJIbHE, 00 €KTHO-OpI€EHTOBaHE, IIOBEIIHKOBE Ta Oi3HeC-
MoZeNIoBaHHA. Bu3HaueHO, MmO e(eKTHBHE IPOEKTYBAHHA CHCTEM OOpOOKH 300pakeHb 3 OOpPTOBHX CHCTEM ONTHKO-
CIIEKTPOHHOTO CIIOCTEPEKEHHS MOTpedye KOMIUIEKCHOTO BHKOPHUCTaHHS IMX IMiIXOMIB 3aIeKHO Bl crermdiku 3amad. OxpemMo
PO3IITHYTO apXiTeKTypHi KOHIMLT (MOHOMITHA, MikpocepsicHa, C4-monens, TOGAF, TpupiBHeBa CTpyKTypa), IO JAr0Th 3MO-
ry (hopMatizyBaTH JIOTIKy (yHKIIOHyBaHHS cKiagHuX IT-pimens. Takok oXapakTepH30BaHO CydacHi iHCTPYMEHTH I OOy I0-
BU JiarpaM i Mogiesiei, o HiATPUMYIOTh HPOLeC NPOEKTYBaHHs, Bepudikallii Ta JoKyMeHTyBaHHs cucTeM. BrucHoBkH. Mope-
JIFOBAHHS € KPUTHYHO BKJIMBOIO CKJIAJJOBOIO IIPU CTBOPEHHI iH(GOpMaiitHUX TeXHOJOTiH st 00poOKH 300paykeHb 3 GOPTOBHX
CHCTEM OIITHKO-EJIEKTPOHHOTO crioctepekeHHs. EdexruBHicTh Takux [T-pimeHs 3a0e3nedyeTscs KOMILIEKCHIM 3aCTOCYBAaHHIM
PI3HUX MiAXOMiB IO MOJETIOBAHHA Ta APXITEKTYPHOTo MpoekTyBaHHA. [loeqHaHHA (QYHKIIOHATBHUX, 00’€KTHO-OPiEHTOBAHHX,
TIOBEJIIHKOBHX Ta Oi3HEC-MOIeNeH, a TAaKOK BUKOPUCTAaHHS CY9aCHHUX apXITEKTYPHHX PillleHb 1 IHCTPyMEHTIB, CIIPHUsIE CTBOPEHHIO
HaJifHNIX, MacIITaOOBaHUX 1 aganTUBHUX cucTeM. OTpUMaHi pe3yJIbTaTH MOXYTh OyTH BUKOPHCTaHi SIK METOJOJIOTIYHAa OCHOBA
TIpH po3po0Li iHPOPMALIIHHUX TEXHONOTIH y chepi G0PTOBOro CrIOCTEPEKEHHS Ta MOAIOHMX CKIIAIHUX TEXHIYHHX CUCTEM.

Kaw4yoBi caoBa: iHpopmamiiiHa TEXHOIOTISI, MOIENIOBAaHHS 1H()OPMALIIHOT TEXHOJIOTI1, apXiTeKTypHE TPEICTaBICHHS

iH(pOpMaIiitHOT TeXHOJIOTii, 00poOKa 300paKeHb 3 OOPTOBUX CHCTEM OINTHKO-EJIEKTPOHHOTO CIIOCTEPEIKEHHSI.

Beryn

ITocTaHoBKa NMpo0JeMHu y 3arajJJbHOMY BHIISAII.
VY cyyacHUX yMOBaxX IHTEHCHUBHOTO PO3BHUTKY CHCTEM
JUCTAHIIIMHOTO 30HAyBaHHS 3emili, OC3MJIOTHHX aBia-
LIIfHUX KOMIUIEKCIB Ta CYNyTHHKOBHX IaTopm 0co0-
JUBOi aKTyanbHOCTI HaOyBaroTh iH(OpMAaIiitHi TeXHO-
Jyorii, 31aTHI epeKTUBHO 00pOOISITH Bi3yanbHY iH(Op-
Malilo, OTpUMaHy 3 OOPTOBHMX ONTHKO-EJIEKTPOHHHX
3aco0iB criocrepeskennst [1-3]. Haniiina, onepatuBHa Ta
sKicHa 00poOKa Takux 300pa)keHb Iie KII0YOBa yMOBa
JUIs. BUKOHAHHS 3aBJlaHb MOHITOPHHTY, HaBirarmii, pos-
BIJIKHM Ta CUTYyalliiHOI 0013HAHOCTI B PEKUMi PEATHHOTO
vacy [4].

IIpore edexTuBHICTP (YHKIIOHYBaHHSA 3a3Hade-
HUX TEXHOJIOTil 3HAYHOIO MipOIO 3aJIeKUTh BiJl MpaBu-
JIBHOTO MOJICNIOBAHHSA X CTPYKTYPH Ta OOYZOBH apxi-
TEeKTypH iHQOPMAIIHHOT cHCTeMU. AJKE MOJCITIOBAHHS
Ta apxXiTeKTypHE NpE/ICTAaBICHHS € KIIOYOBUMHM eTara-
MH Yy CTBOPEHHI Cy4acHOi iH(OpMaIiifHOi TeXHOJIOTII,
ocoOimBO B Takiit ckianHii cdepi, sk 00podka 300pa-
XKEHb 3 OOPTOBHX CHCTEM OITHKO-EJIEKTPOHHOT'O CHO-
CTepexeHHs. B yMoBax 3pocTaiounx BUMOT JIO TOYHOC-
Ti, mBuAKomii Ta HazgiiiHOcTi IT-pimenp, rpaMoTHE
CTPYKTYpyBaHHs Ta (opMaJizallis KOMIIOHEHTIB CUCTe-
MH 320€3eUyI0Th OCHOBY JISI MOZJAJBIIOr0 PO3BUTKY,
MacmTaOyBaHHS Ta iHTerparii Takux pilleHb y CKJIATHI
TEXHIYHI KOMIUIEKCH.

Takox ocoOMUBICTIO 001acTi 00poOKH 300paXKeHb
3 OOPTOBHX CHCTEM OITHKO-EJIEKTPOHHOTO CIOCTEepe-
JKCHHS € HEOOX1THICTh 1HTErpaIlil TaKuxX pillleHb y CKJIa-
IHI OOPTOBI KOMILIEKCH 3 OOMEKCHHMHU pecypcaMu Ta
BHCOKHMHU BUMOTAaMH 0 IIBHAKOJiI, TOYHOCTI Ta aBTO-
HOMHOCTI.

KpiM TOro, cydacHi CHCTEMH CTBOPIOIOTHCS MIX-
JUCHHUIUTIHAPHUMHE KOMaHAaMHu (axiBIiB: MHporpamic-
TaMH, apXiTEKTOPaMH CHCTEM, aHANITHKaMH, OIepaTo-
pamu, iHXKEHepaMH TexXHIuHoro cynposoxy. KoxeH i3
HUX MpAaLoe 31 CBOIM 0aueHHSIM CTPYKTYpH Ta (YHKIIIH
CUCTEMH, Ma€ CBOI crieludivHi 3amuTH Ta BUMOTH. B
TaKOMY CepeJOBHIII yHi(iKalist MoaeeH i apXiTeKTyp-
HOTO TIpEeZCTaBJICHHS 1H(GOPMAIIfHUX TEXHOJIOTIH IOo-
3BoJIsiE 3a0€3MEeYNTH CIUIBHY MOBY, IO IOJIETIIYE KO-
MYHIKaIlifo, THTeTpaIlifo Ta MoJalbIINHA PO3BUTOK iH(O-
pManiiiHoi TexHoIorii 00poOKH 300pakeHs 3 OOPTOBHX
CHCTEM OINTHKO-EJIEKTPOHHOTO CIIOCTEPEIKEHHS.

OCHOBHMMH BHMOTaMH{ 3aMOBHHKIB JI0 CYYaCHHX
iHpOpMAaIIHHIX cHCTEM 00pOOKH 300pa’keHb 3 OOPTOBHX
OIITHKO-EIEKTPOHHUX CHUCTEM €: 3[aTHICTh 3a0e3MeUnTH
BHCOKY TOYHICTH OOpOOKH, ajamTarist 1o 3MiH cepeJo-
BUIIIA, MACIITA0OBAHICTh 1 IHTErpallis 3 IHIITUMU KOMIIO-
HEHTaMH PO3BilyBallbHO-aHANITUYHUX KOMIUICKCIB [3, 4].
BoaHouac po3poOHMKY CTHKAIOTHCS 3 HU3KOIO BHKJIMKIB,
TIOB’I3aHHUX 3 BEJIHMKUM 00CATOM OOpOOJIIOBAHUX JaHUX,
MoTpedOI0 B pealbHOMY Yaci ONparoBaHHs 300pakeHb,
00MEKEHUMH OOYHCITIOBAILHUMH pecypcaMu  OOPTOBOL
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1aThOpMH, a TAKOXK BUCOKMMH BUMOTaMH 10 HaJilHOC-
Ti Ta aBTOHOMHOCTI cucteM [5, 6].

AHaJi3 ocTaHHiX gocaizkeHb i nyOaikauniii.
CyvacHuil cTaH po3BUTKY 1H(OPMALIIHUX TEXHOJOTIN
3aCBiJJUy€ iCHYBaHHS BEJIHMKOi KITBKOCTI MiJXOMIB [0
iXHBOTO MOJIEITIOBaHHS Ta ApXITEeKTYPHOTO
npencraBieHHA. L[i miAXoaM aKTHBHO 3aCTOCOBYIOTHCS
B PpI3HOMAaHITHHX Taly3sX — Big Oi3Hec-aHamizy [0
TIPOMHCIIOBOT aBTOMAaTH3alil, BIJ MEINYIHUX
iHpOpMamiHHMX CHCTEM JO CHCTeM KepyBaHHA
TexHidHUMH 06 extamu [7]-[8]. fx mpasmio, BUOIp
TOTO YM IHIIOTO METOJY MOJETIOBAHHS 3aJIeKHUTh Bij
cneuudiky MpeaMeTHoI 00JacTi, HiNel MPOEKTY, PIBHA
CKJIamHOCTI 00’€KTa  MOJCNIOBaHHSA Ta  MOTped
KOpPHUCTYBayiB.

Ha cporonuiniHiii AeHb B HayKOBId 1 NpUKIAAHIN
JiTeparypi 3AeOLIBIIOr0 MPEACTABICHO MiIXOAHU, SIKi
Oynu po3poOiieHI B KOHTEKCTiI TaKUX Taly3e, sk 0i3-
nec-niporiecu  (BPMN, UML) [9]-[10], mpomwucnosa
aBromaru3auis (SCADA-cuctemu) [11], mpoekTyBaHHSs
IT-inppacTpykTyp, MoaemoBaHHs Kibepdi3nyHux cuc-
TeM Ta iHmi. Cepen HAUTOIMMPEHININX MiAXO0/IB MOYKHA
BIAMITUTH: 00’ €KTHO-OPiEHTOBAHE MOJETIOBAHHS
(UML, SysML) [10], ¢yHKIiOHATBHO-CTPYKTYpHE
npencrasnendss  (IDEFO, DFD) [12], mnpouecHo-
OpIEHTOBaHI MOJEINI, CEPBICHO-OPIEHTOBaHA apXiTEKTY-
pa (SOA) [13].

VY niteparypi TakoX NPUALISIETHCS yBara MOJEIIO-
BaHHIO iH(POPMALIHHIX TEXHOJOTIH y Talmy3sx i3 Mmif-
BHUIIIEHHMMHU BAMOTaMH JI0 HaJIWHOCTI, TAKUX SK aBlallis,
000pOHHA MPOMHUCIOBICTh, Tenemerpis. OmHak came
001acTe 00poOKH 300paKeHb 3 OOPTOBUX CHUCTEM ONTHU-
KO-EIICKTPOHHOI'O  CIIOCTEPEKEHHSI XapaKTePU3YEThCS
MMABUIIEHOIO CKJIAJHICTIO Ta HELOCTATHHOI KiJIBKICTIO
CTaHJapTU30BaHUX Mojeneil. J[aHa o0yacTh € BHCOKO
CHeLiaJli30BaHOI0: BOHA XapaKTePH3YEThCsl 0OMEKEeHH-
MH pecypcaMu OOPTOBHX IUTaTGOPM, BUMOTaMH J0 00-
POOKHM MaHMX y peajbHOMY Yaci, OTPeOOI0 B aBTOHOM-
HOCTI pillieHb, & TAKOX KPUTUYHOIO BXKJIMBICTIO TOYHO-
CTi, peTesbHOCTI ¥ HaJiiiHOCTI aHal3y Bi3yajbHOI iH-
¢dopmarii. YV 3B’sA3Ky 3 UM TocTae mpobieMa BHOOPY
TaKoOro MiAXOLYy 10 MOJENIOBaHHS Ta apXiTEeKTYPHOTO
MoJJaHHs 1H(POPMAIIHHOT TEXHOJIOTII, SKUi O He JuIe
BIJINOBi/IaB 3araJIkHUM IPUHIMIAM CHCTEMHOI iHXKEHe-
pii, ane ¥ OyB amanToBaHHH 10 crienu(iky 3aCTOCyBaH-
Hf B YMOBaxX aepOKOCMIYHMX 1 BifICBKOBO-TEXHIYHHX
mw1athopm.

JlocmiKkeHHsl, 0 PO3IMIIAaloTh CUCTEMH aBTOMa-
TUYHOTO aHaIi3y 300pa)keHb 3 OOPTOBUX CHCTEM OMNTH-
KO-EJIEKTPOHHOTO CIIOCTEPEKEHHS, 31e01IbIIOro (oKy-
CYIOTBCS Ha aJrOpUTMax KOMII FOTEPHOTO 30py (HeH-
POHHI Mepexi, KTacTepu3allisi, METOM TJIMOOKOTo HaB-
yaHHs1) [14]-[16], npoTe muTaHHS CTPYKTYpHOro # ap-
XITEKTYPHOTO TIO/IaHHS X CHUCTEM JIMIIA€ThCS MEHII
BUCBITJICHUM B HAyKOBiH 1 NpHKIamHIM JiTeparypi.
Oco0nmBO aKTyaJbHOIO € moTpeda B ajanTarii icHyro-
YUX METOJIB MOJEIIOBAHHS JI0 YMOB pOOOTH B peallb-
HOMY dHaci, 3 ypaxyBaHHSIM 0OMeXeHb OOPTOBHX ILIAT-
dhopm.

3BakarouM Ha Te, IO YHIBEPCAIBHOTO MiAXOMy HE
iCHy€, TIOCTa€ 3aBAAaHHA BU3HAUEHHS KPUTEPIiB, 3a SKU-
MH MOXKHa pO3pOOHUKaM OOIPYHTOBAHO 3IiHCHIOBATH

BUOIp METOAIB MOJICIIOBAHHS Ta apXiTEKTypHHX pi-
LIeHb: PiBEeHb a0cTpakuii, cTymiHb (Gopmaiizamii, mar-
pUMKa JKUTTEBOrO mukiy IT-pimenHs, miarpumka mo-
JIYJABHOCTI (MacIITabOBaHICTh), MIATPUMKA MIKTUCIIHII-
JiHapHOi B3aeMoxii (po3poOHMKIB, omeparopis, aHali-
THKIB), IHTErpais 3 amapaTHOI YaCTHHOIO CHCTEM TO-
1I10.

TakuMm dYuHOM, IpoOiieMa IOJNATaE He JHUIIE Y
CTBOpEHHI e(eKTHBHOI iHpOpMamiiHOi TeXHOJOTii 00-
poOKu 300paXkeHp, a i y BU3HAYCHHI Ta aJanTamii HasB-
HUX MiIXoAiB A0 ii yHi(ikoBaHOTO I cTaHIAPTH30BAHO-
IO MOJICIIOBAHHS, sIKe OyJI0 O 3pO3yMITNM, TOCTYITHHM i
MPUAHATHAM JJIs1 ITUPOKOTO Kona (axiBIiB — BiJ po3-
POOHUKIB TpOrpaMHOro 3a0e3MeueHHS 0 IiHXKEHEpiB-
eKCIUTyaTaHTiB Ta aHamiTukiB. Ile mepembauvae Takox
Y3TOJDKEHHS apXITEKTYPHHUX DIllleHb i3 BUMOTaMH MiX-
JUCHHUIUTIHAPHOT CHIBIpalli, MiATPUMKH KHUTTEBOTO IHU-
KIIy CHCTEMH Ta MOXKIHMBOCTeH i MacmTaOyBaHHS B
MaiOyTHEOMY.

3 orAny Ha Iie, B AaHIH CTATTiI MPOBEACHO aHAJI3
ICHYIOUHX MIAXO/IB O MOACTIOBAHHS Ta apXiTEeKTYPHO-
TO TIPENCTAaBICHHA iHQOPMAIIIfHAX TEXHOJOTiH, 3 Me-
TOIO:

— 3/1IHCHUTH TX aHai3 3 ypaxyBaHHSIM OCOOJIMBOC-
Teil 00poOKHK 300paxKeHb 3 OOPTOBHUX CHCTEM OITHKO-
EJIEKTPOHHOTO CIOCTEPEKEHHS;

— BUOKPEMHTH HaWOUIBII PEJICBAHTHI AJIsT pO3pPO0-
KU 1H(GOPMAIIfHUX TEXHOJOTid 00poOKH 300paxkeHb 3
OOpPTOBHX CHCTEM ONTHUKO-EIEKTPOHHOTO CIIOCTEpe-
HKEHHS,

— copMyBaTH peKOMeHIANil 00 3aCTOCYBaHHS
yHiIQIKOBaHUX MoOJeNel s 3a0e3neueHHs 3pyIHOI B3a-
€MOJiil pi3HUX (axiBIiB y MeXaxX OJHOTO TEXHIYHOTO
CepeaoBHILA.

MeTta cTaTTi — aHaji3 MiAXOMAIB 10 MOJEIIOBAHHS
Ta apXiTeKTYpHOTO IpeACTaBleHHs iH(pOpMAaIliiHOi Te-
XHOJIOTii 00p0o0OKH 300paXkeHb 3 OOPTOBHX CHUCTEM OIl-
THKO-EJICKTPOHHOTO CIIOCTEPEIKEHHSI.

OcCHOBHA YacTHHA

1. MonenoBanns indopmaniiiHoi TexXHOJOTII.
MonemoBaHHS iHGOPMAIIITHOT TEXHOJOTI — IIe MpoIeC
(opmaitizoBaHOTO OMHUCY ii CTPYKTypH, BYHKIIH, B3ae-
MOZIM Ta TOBENIHKH 3a JOTIOMOTOI0 PI3HOMaHITHHX
abCcTpakTHUX TpencTaBieHb. OCHOBHOIO METOH MOJie-
JIIOBAaHHS € CTBOPEHHS IIJTICHOTO YSBJIEHHS PO CHCTE-
My T1e 110 1 ¢ismuHoi peanisarlii, 1o J03BOJISIE 3AIHCHA-
TH ii aHami3, TepeBipKy, ONTHUMi3allifo, TEeCTyBaHHS,
yHi(iKaIiro Ta JOKYMEHTYBaHHs Ha BCIX eTarax »HTTe-
Boro 1ukiy. OcoONMBO aKTyaJlbHUM € MOJIETIOBAHHS B
KOHTEKCTI OOY/IOBH CKJIQIHUX iH(pOpManiiHUX TeXHO-
JIOT1#, TAKHUX SK CHCTEMH 00pOOKU 300paxeHs 3 OopTo-
BUX ONTHKO-EJNIEKTPOHHHUX IUIaTdopM, 1€ HEOoOXiaHO
BPaxOBYBaTH CKJIAJHY CTPYKTYpY BXIJHUX JaHUX, 00-
YUCITIOBAJIbHI OOMEXKEHHS, PeXKUMHU POOOTH B PEabHO-
My gaci Ta creruiky iHTerpamnii 3 iHMUMH OOPTOBUMH
a00 Ha3eEMHUMH T JCUCTEMaMH.

VY cydacHiél mpakTHIli iCHye KiJlbka 0a30BUX TIif-
XOJIB IO MOJEIIOBAaHHS, KOJKEH 3 AKUX 3aCTOCOBYETHCS
BIJIMIOBITHO N0 MOCTaBJCHUX IIUJICH, TUIYy CHUCTEMH Ta
BHMOT JI0 NIPEJCTABJICHHS JaHUX. PO3rissHeMO 1 miaxo-
JIM 10 MOJICITIOBaHHSI.
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1.1. @yukyionansne modenrosanns

Le#i migxig rpyHTYEThCS HAa PO3KJIAJIaHHI CUCTEMH
Ha OKpeMi (YHKIIl, MDK SIKUMHU MepelaroThbes AaHl y
BUTJISIAI MOTOKIB. BiH 7103BOJISIE HAOYHO NPENCTABUTH
0 caMe BHKOHY€E CHUCTEMa 1 K 311HCHIOEThCsl 00poOKa
JaHUX MiX 11 9JacTHHAMU.

HalimommpeHimyuMy TpUKIagaMHd  {HCTPYMEHTIB
¢byHKIioHaTEHOTO MOEMoBanHs € [12], [17, 18]:

— IDEFO (Integration Definition for Function
Modeling) — oauH i3 HaiGimbIIT ycTAICHHX METOMIB Y-
HKI[IOHAJIBHOTO MOJETIOBAHHS, 1[0 JA€ 3MOTY MpeacTa-
BUTH CUCTEMY Yy BUINIAAL iepapXii (yHKUIIOHAJIBHUX
OJIOKIB 3 BXOJaMH, BUXOJaMH, MEXaHi3MaMH Ta oOMe-
KEHHSIMU;

— DFD (Data Flow Diagrams) — miarpamu mOTOKiB
JaHWX, sKi (POKYCYIOThCS Ha MOTOKax iH(OpMAIll Mixk
nporecaMu, 6a3aMy JaHUX 1 30BHILIHIMU Cy0’€KTaMHu.

@OyHKIiIOHAIEHE MOJIEIIOBAHHS € 0COOINBO KOpH-
CHUM MJIsl aHaNli3y Ta MPOEKTYBAaHHS JIOTIKH OOpOOKH
300paXeHb, BKJIIOYAIOYN €TalH NMPUHOMY CHUTHAiy, IO-
nepeHbpo1 00poOKH, 00podKH, Kiracudikarii, iHTepIpe-
Tarii TOIIO.

1.2. 06’exmno-opicnmosane mooenio6anHs

Leit minxix Ga3yeTbcsi Ha MPUHLMIAX 1HKAICYJIs-
mii, ycmajKyBaHHS Ta MOJIMOP(}i3My, IO I03BOJISE
CTBOPIOBATH MOJENI, ONU3BKI 0 CTPYKTYPH CY4acHHX
MOB TIporpaMyBaHHs. Y LEHTpi Mojeni — 00’ exTH (CyT-
HOCTI), SIKI MalOTh BJIACTUBOCTI (JaHi) Ta MeToIu (IoBe-
TIHKY). OCHOBHUM IHCTPYMEHTOM 00’ €KTHO-
opiearoBanoro wmogemoBaHHt € UML  (Unified
Modeling Language) — yHiBepcaibpHa MOBa Bi3yallbHOTO
MO/ICITFOBaHHSI, sIKa BKITFOYAE Kijibka TumiB aiarpam [10]:

— miarpamM# KJaciB, 00’€KTiB, KOMIIOHCHTIB, IaKe-
TiB (CTPYKTypHHIA PiBCHB),

— JiarpamMu BapiaHTiB BUKOPHUCTAHHSI, TTOCIiIOBHO-
CTeH, JisUTbHOCTI, CTaHiB (MOBEAIHKOBHUI PIBEHB).

OO0’ €KTHO-OPIEHTOBAaHE MOJICIIOBAHHS OCOOJIHBO
e(eKTUBHE INPH apXITEKTypHOMY IPOEKTYBaHHI MpO-
rPaMHOro 3a0e3MeUeHHS I MOLYJbHUX a00 MiKpocep-
BICHHX CHCTEM, y SIKUX KOKEH KOMIIOHEHT Ma€ BJacHi
iHTep(eiicn, MeToIM Ta B3a€MO3B’ SI3KH.

Oxpim UML, mist MOZeTFOBaHHS CKJIaTHUX TEXHi-
YHUX CHCTEM YacTO BHUKOPUCTOBYeTbcsa SysML
(Systems Modeling Language) — cmeuianizoBane po3-
mmpenas UML, npusHadeHe st MiPKANCIHIUIIHAPHOTO
cucTeMHoro imkuHipuHTy. SysML miarpuMye mozemto-
BaHHs He JIMIIE MMPOrpaMHUX KOMIOHEHTIB, aie i ama-
paTHOrO 3a0e3meueHHs, (I3UYHUX MPOILECiB, BHUMOT,
rapaMeTpiB IPOILyKTHBHOCTI, OOMEKEHb TOIIO.

SysML Bkirouae tumu giarpam, ananoriuai UML
(cTpyKTypHi, TOBEJIHKOBI), ajie TaKOK Ma€ BIACHI cIie-
uianizoBani giarpamu [19]:

— JiarpamMy BUMOT — JJIsl IPECTaBICHHS (DYyHKITiO-
HaJIbHUX Ta HE(PYHKIIOHAIFHUX BUMOT JI0 CUCTEMH;

— MapaMeTpUyHi JiarpamMu — JUIsl ONUCY 0OMEXEeHb
1 3aJIeKHOCTEH MK ITapaMeTpaMu CUCTEMH;

— 6nok-cxemu (Block Definition Diagrams) — mst
MOJIEIIOBaHHS (DI3UYHUX 1 JIOTIYHUX YaCTUH CUCTEMH;

— AiarpamMul po3ropTaHHS — JUIsl MOJETIOBaHHS (i-
3UYHOTO PO3MIIICHHS KOMITOHEHTIB.

Buxopucrtanus SysML no3Bossie 06’eaHaTH mpo-
TPaMHY apXiTeKTypy 3 IH)KEHEPHHMH acIeKTaMH, IO

0COOJIMBO BaYKJIMBO JUISl IIPOSKTYBaHHS 1H(OpMaLiitHuX
TEXHOJIOTIH B aBialliiHUX, KOCMIYHUX Ta BOYIOBaHUX
cucTeMax, 30KpeMa IIpH CTBOPEHHI cHCTeM 00poOKu
300pakeHb 3 OOPTOBUX CEHCOPIB.

1.3. Mooeniosanns nogedinku cucmemu

He#t minxin opieHTOBaHWN Ha BimOOpaskeHHS -
HAMIYHUX acCNeKTiB (YHKIIOHYBaHHSI CHUCTEMH, TaKHX
SIK 3MiHa 11 CTaHIB y ¥aci, peakxiiis Ha MMOJii, Y4eproBiCTh
BHKOHAHHS TPOIIECIB.

Iuctpymenramu e [20]:

— miarpamu ctaniB (State Diagrams) — BigoOpaxa-
I0Th NIEPEXOJM MIXK CTaHaMHU 00’€KTa B pe3yJbTaTi IeB-
HUX IOJIM;

— nmiarpamu  akTuBHOCTI (Activity Diagrams) —
UTIOCTPYIOTh QJITOPUTMHU BUKOHAHHSI NPOLECIB, 4epro-
BICTbH JIi}i, MOKJIMBI MapayiebHi OTOKH.

VY cuctemax 00poOKH 300paXkeHb MOJICIFOBAHHS 110~
BE/IIHKH J1a€ 3MOTY BiOOpa3sHTH PEKUMH POOOTH CHCTe-
MU: HaPHUKIIaM, iHiIiaizalis KaMepy, 3YUTYBaHHS Kapy,
00poOKa, BUABJICHHS 00’ €KTiB, 30epekeHHs a00 Tepenada
JTAHUX, peaKIlisi Ha 3MiHy YMOB OCBITJICHHS TOIIIO.

1.4. Biznec-moodentosanus

bBi3sHec-MonentoBaHHs ~ BUKOPHUCTOBYETHCS IS
omucy Gi3Hec-TpoleciB a0o onepaiifHuX clueHapiiB, sSKi
peanizyloTbesi abo 00CIyroBylOThcs 1H(MOpPMALiHOO
TexHonorieto. Takuil minxing 103BoJisie MOOYyIyBaTH
3B’S130K MK TEXHIYHOIO peayizali€lo Ta NpaKTHYHUMH
norpebamMu KOPUCTYBava 4M OpraHizaiii.

OcuoBHuM craHmaptoM € BPMN (Business
Process Model and Notation) — rpadiuna HoTamis s
ormucy Oi3HecC-TIPOIeCiB, sKa MIATPHUMYETHCS OaraTbMa
Cy4acHUMHU iHCTpyMeHTamu [9].

Y KOHTEKCTI CHCTEM ONTHKO-EIEeKTPOHHOTO CIO-
crepeskeHHss BPMN Moyke OyTH BHKOpHCTaHa U MO-
JICITIOBAHHS B3a€MOJIT MiX MOIYJIsIMH O0OpOOKH 300pa-
JKEHb, OTIEPATOPaMH, aHAJITUYHUMHU CIIyKOaMH Ta 30B-
HIIIHIMU 1HQOPMALITHUMH CHCTEMaMH.

Omxe, (yHKIIOHAIBHI MeTOAMKH, Taki sk IDEFOQ i
DFD, 3abe3neuytoTs YiTKy CTPYKTYPY, IO KPUTHIHO IJIsI
NOSICHEHHsT TIOTOKIB  00poOku. UML Ta 006’ekTHO-
OpIEHTOBaHI MOJENTI MiIXOAATH UL MPOTPaMHUX apXiTe-
KTyp 1 IHTETpYyIOThCS 3 MiKkpocepBicamu. MoJeTrOBaHHS
noseninkn yepes UML minTBepaKyeTbcs NPAaKTHKOO
apXiTeKTopiB mporpamHoro 3abesnedeHHs, a BPMN — sk
CTAaHJApPTHUH IHCTPYMEHT Oi3Hec-MojeroBaHHsA. Take
TOETHAHHS TIIXOMIB JIEXUTh B OCHOBI €(eKTHBHOTO
CTBOpPEHHS iHPOPMAIIHUX TeXHOJOTH 00poOku 300pa-
JKEHb 3 OOPTOBUX CHCTEM ONTHUKO-EIEKTPOHHOTO CIIOCTe-
pexernHs. KomrurekcHe MopemoBaHHS iH(poOpMamiiHOi
TeXHOJIOTi] oTpeOye MoeTHAHHS KUTbKOX TimxoniB. Ha-
MIpUKIa]], (QyHKIIOHAIFHE MOJEIIOBAHHS MOKE BUKOPHC-
TOBYBAaTHUCS JUIS TIPEICTABIICHHS 3arajbHOl JIOTiKM pobo-
TH, 00’ €KTHO-OPiEHTOBaHE — /I peaiizalii apXiTeKTypu
MPOrpaMHOTO 3a0e3eUYeHHs, a OBEIIHKOBE — JUISl CUMY-
AUl AMHAMIKM (DYHKIIOHYBaHHS CHCTEMH B DIi3HHX
ymoBax. Bubip migxomy mMae 3xificHIOBaTHCS 3 ypaxyBaH-
HSM XapakTepy 3ajadi, TUITy CUCTEMH, HassBHUX PECYPCIB
1 KIHIIeBHX KOPUCTYBAUiB MOJIEIT.

2. ApxiTeKTypHe mnpeacTraBjeHHs iHpopmaiii-
HOI TexHoJorii

Apxitektypa IT-cucremun — 1€ CTPYKTypHE YsIB-
JIEHHS TPO 11 OCHOBHI KOMIIOHEHTH, CIOCOOHM IXHBOI
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B3a€MO/Ii, po3noAia QYHKIIIH, TEXHOJIOTIYHI 3aJIe)KHOC-
Ti Ta NPUHIMIM OpraHizamii. ApXiTeKTypHe IpeJCcTaB-
JICHHSI CIIyTY€ CBOEPIIHOIO "KapTow" CHUCTEMH, siKa JO-
3BOJIsIE 3a0€3MEUYUTH PO3YMIHHS, MAacCIITaO0OBAaHICTH,
MiATPUMYBaHICTb 1 HaIIHICTh NPH MPOEKTYBAaHHI CKJIa-
JTHHUX TEXHOJIOTIYHHX PillleHb.

VY Bumaaxy po3poOku iHGOPMAIIfHAX TEXHOJOTii
00poOKM 300pakeHp 3 OOPTOBHX CHCTEM ONTHKO-
SNIEKTPOHHOI'O CHOCTEPEeKEHHS apXiTeKTypa BH3HAYaE,
SIK caMe pealizyloThes eramu 300py, o0poOkwm, 36epi-
TaHHSA Ta Tepenadi 300pakeHb, a TaKOXK SK CHCTEMa
B33a€EMOJII€ 3 IHIIMMHU IIaTGOPMaMH YU aHATITHYHUMHU
ciyx0amu.

Cepen HaHMOIIMPEHIMINX MIAXOIB A0 apXiTEKTy-
PHOTO IIPEACTAaBICHHS BHIUISIOTH HACTYIIHI, SIKI pO3r-
JISTHEMO J1aJti.

2.1. Apximexmypuni moodeni 3 GUKOPUCHAHHAM
waononis

Li Moneni ciMparoThCs Ha THUIOBI MIA0NOHU apXi-
TEKTYp, SKi JOBENH CBOIO e(DEeKTHUBHICTH y pi3HUX ce-
pax iHpopMamiiHUX TexHoJorii. [lo HUX HalleXaTh
[21]:

— MOHOJIITHA apXiTEeKTypa — CHCTeMa peaji3oBaHa
SIK €IMHE IIiJIe, 1€ BCI KOMIIOHEHTH B3a€MO3aJIe)KHI Ta
(YHKIIOHYIOTh B OJHOMY cepemoBuili. Takuil miaxina
MPOCTHH y peaiizallii, ajie Mae OOMEXEHY THYYKICTh i
MaclTaboBaHICTh, W0 YCKJIAJHIOE CYNPOBIJ BEIHMKUX
a00 PO3MOAUICHUX CUCTEM;

— KITI€HT-CEPBEPHA apXIiTeKTypa — KIACHYHHUHA Mij-
Xim, 3a SKOro (DYHKIIOHANBHICTE PO3MOAUIAETHCS MiX
kiieHToM (iHTepdeiic KopucTyBada) Ta cepBepoM (00-
poOKa 3amuTiB, TOCTYII 10 0a3 maHWX, 30epiraHHs JIOTi-
KH). AKTyanpHHH y 0araTtbOX NPHUKJIAJHUX CHCTEMax,
BKITIOYAIOYH BiIganeHy 00OpoOKy 300paeHsb;

— MmikpocepsicHa apxitektypa (MSA) — mepemnda-
Yae MoJIiJI CUCTEMH Ha Habip He3aleXHUX CEpBiCiB, KO-
JKEH 13 SIKUX BIAINOBiJae 3a OKpeMy (DYHKIIOHAJIbHICTb.
CepBicu  B3aeMOIilOTh MK coboro uepe3 API
(Application Programming Interface) a6o mosimomieH-
Hs. Le#t migxin 3abe3nedye maciiTaboBaHIiCTh, He3ale-
’KHE PO3TOPTaHH: MOMYJIB Ta THYYKICTh OHOBJICHb;

— cepBic-opieHTOBaHa apxitekTypa (SOA) — 6a3y-
€Tbcsi Ha OOMiHI naHMMH depe3 BeO-cepsicu (SOAP,
REST) Ta opieHTOBaHa Ha iHTETpAaLilO0 PI3HOPIIHUX CH-
cTeM. 3abe3nedye MOJIYJIBHICTD 1 TOBTOPHE BHKOPHC-
TaHHS QYHKIIIH y KOPIIOPaTHUBHOMY CEPEOBHIII.

2.2. C4-moo0enwv apximexmypu

C4-momens (Context, Containers, Components,
Code) — e cyyacHwii, Bi3yalbHO OpPi€HTOBAHWM IMiaXis
JI0 OMKCY apXiTeKTYypH MNPOTPAMHUX CHCTEM, 1[0 OXOI-
JIFO€ KijbKa piBHIB abctpakiii [22]:

— piBeHb | — KOHTEKCT: 3arajbHa KapTHHa B3aEMO-
Iil CHCTEMH 13 30BHINIHIM CEpeqoBHIIEM (KOPUCTYBa-
YaMH, IHITUMHA CUCTEMaMH);

— piBeHb 2 — KOHTEHHEPH: JIOT1YHE PO3/ICHHS CH-
CTEMH Ha OKpEeMi IIPOrpamMH, cepBicH 4M 0a3u TaHHX;

— piBeHb 3 — KOMIIOHEHTH: NeTami3amis (yHKIio-
HaJbHUX YaCTHUH YCEPEINHI KOHTEHHEDIB,;

— piBeHb 4 — KOM: pealtizaiisi KOHKPETHOI JIOTiKH
Ha PiBHI BUXIJTHOTO KOITY.

C4-monenp crpusie y3ropKEHOMY PO3YMIHHIO ap-
XITEKTypu SIK cepel po3poOHWKIB, Tak 1 Oi3Hec-

AQHANITUKIB, OCKUIbKM 3a0e3lnedye 4iTKe Bi3yasibHE
MIPEACTaBICHHS.

2.3. Apximexmypa 3a TOGAF

TOGAF (The Open Group Architecture

Framework) — 1ie BcecBiTHBO BU3HAHUN (GPEHMBOPK IS
moOynoBu KopropatuBHuX [T-apxiTektyp, sikuii 3acTo-
COBYETBCS B CKJIAIHHUX OPTaHI3AllIHHUX 1 TEXHOJIOTId-
HUX CEPEIOBHIIAX.

Apxitektypa B TOGAF po3ainseTscss Ha 9OTHPH
nomenu [23]:

— Oi3Hec-apXiTeKTypa — ONHCY€E CTPAaTeTiio, opra-
Hi3aliiHy CTPYKTYpy Ta Oi3Hec-mporec;

— apXiTeKTypa JaHHX — BHU3HA4ya€ CTPYKTYpy, IO-
TOKH Ta CXOBHINA iH(pOpMAaIii;

— apXiTeKTypa JOJATKIB — OIMCY€ B3AEMOJIIIO TPH-
KJIJHUX KOMIIOHEHTIB;

— TEXHOJIOTIYHA apxiTeKTypa — BKIIOYae iH(pa-
CTPYKTYpY, amapaTHe 3a0e3ledeHHs, MEpPEKeBl Ta IIa-
T(OpMHI pecypcu.

TOGAF 3acTocoByeTbCsS NMEPEBAXKHO B NPOEKTAX,
ne IT-TexHOMOTIi TICHO IHTETPYIOTHCS 3 OpraHi3amiiHu-
MH 3aBIaHHSIMU.

2.4. Tpupisnesa (mpvoxuwaposa) apximexmypa

Heit migxin nepenbauae JOTiYHE MOMIEHHS CHC-
TEeMU Ha TPHU B3a€EMO3AJICHKHI PiBHI, KOXKEH 13 SKUX BHU-
KOHY€ BIacHy QyHkiito [24]:

— Presentation Layer (Ul) — pisens intepdeiicy
KOPUCTYBaya, 4epe3 KUl 3MiHCHIOETHCS B3aEMOIIA i3
CHCTEMOIO;

—Logic Layer (Business Logic) — o6pobka 6i3Hec-
JIOTiKH, peai3allis OCHOBHHX aJTOPUTMIB OOpOOKH TaHWX;

— Data Layer (Data Access) — mgoctym a0 6a3 na-
HUX, 30€peKeHHs Ta OTPUMAaHHS iHpOpMaIIii.

Taka apxiTekTypa 3abe3medye MOIYIbHICTB, IIO-
BTOpDHE BHMKOPHCTaHHS KOMIIOHEHTIB Ta CIIPOIIEHHS
TECTYBaHHS, 110 € BXJIMBUM IPH CTBOPEHHI MpOrpam-
HOTO 3a0e3nedeHHs /11 00pOOKH 300pakeHb y pemuMi
peanbHOro yacy abo 3 BEIMKUMH 00CITaMu JTaHUX.

Otxe, apXiTeKTypHe TpeJCTaBIeHHs iHpopMallii-
HOI TEXHOJIOTII € OCHOBOIO UIs ii e(h)EeKTUBHOIO MPOEK-
TYBaHHS, BIPOBAJDKEHHS W MacmtaOyBaHHsA. Bubip ap-
XITEKTypHOTO TiIXOAY 3aJISKUTh BiJ XapakTepy 3aiadi,
TEXHIYHUX BHMOT, OOCATIB JaHWX, MOTPeO Y PO3MIHPIO-
BAaHOCTI Ta IHTErpamii 3 IHIOIUMH CHUCTEMaMH. AHAII3
ICHYIOUMX apXIiTEeKTyp Ja€ 3MOr'y oOIpyHTOBaHO o0OpaTH
MOJIeIb, sIKa HaWKpalle BiJMOBiae BUMOTaM KOHKPET-
Hoi IT-cucremu, 30kpemMa — y raiy3i OOpTOBHX TEXHO-
JIOTil ONTHKO-EJIEKTPOHHOTO CHOCTEPEKECHHS.

3. IHCTPYMEHTH JJIsi MOJeJIIOBaHHS il apXiTek-
TYPHOT'O ONHCY

Po3pobka cyuyacaux [T-cucrem BMarae BHKOPHC-
TaHHS IHCTPYMEHTIB, IO MiATPHUMYIOTh MOJIEIIOBaHHS,
apXiTEeKTypHE MPOEKTYBaHHS, Bi3yali3allio MpoLeciB Ta
BEJCHHS JIOKyMeHTalii. Bubip iHCTpyMEHTIB 3aJIeXKUTh
Bil 00paHOi METOMOJIOTII, CKIAIHOCTI CHCTEMH, PIiBHS
neranizamii Ta KosabopauwiiHuX TOTped KomaHau. Y
LEOMY PO3/UTI HABEJCHO KJIFOYOBI KaTeropii Takux 3a-
c00iB Ta MPUKIIATHN iX 3aCTOCYBaHHSI.

3.1. Incmpymenmu o
UML/DFD/BPMN-oiazpam

Ili iHCTpYMEHTH MO3BOJISIOTH CTBOPIOBATH CTaH-
JApTU30BaHi HOTAaIlii, SKi NTUPOKO BUKOPHUCTOBYIOTHCS

nobyooeu

154



ISSN 2073-7394

Cucrtemu yrpaBiiHHs, HaBirarii Ta 38's13ky. 2025. Ne 3

JUISL MOJICJIIOBAHHSI CTPYKTYPHHUX 1 ITOBEIIHKOBHUX aclie-
KTiB cuctem [25]:

— Lucidchart — Be6-3acTocyHOK st TOOYI0BH Aia-
rpam Oyap-sikoi cknagHocTi: Big DFD ta BPMN 1o
UML. Mae inTerpanito 3 Google Workspace, Slack Ta
Confluence. I[Tizxoauts M1 KOMaHAHOI poOOTH B pea-
JTFHOMY dYaci;

— Draw.io (diagrams.net) — Ge3KOIITOBHHI OH-
JMAH-THCTPYMEHT 3 MIMPOKHMM HabopoMm mIalioHIB
UML, BPMN, ER-giarpam Tomo. Mae npocTuii iHTEp-
¢eiic 1 miaTpumye 30epexXeHHS IPOEKTIB y XMapi
(Google Drive, OneDrive);

—StartUML — moTyXHEe JECKTOIHE CepeIOBHILE
st crBopenHst giarpam UML 2.x 1 SysML. ITintpumye
KOJyBaHHsS MOJIEJIeH, PO3IUUPEHHS IUIariHaMu Ta eKcC-
HopT y pizHi popmaru.

3.2. Inctpymentu a1 nooyaosu IDEFO-qiarpam

Hnsa crBopenss IDEFO-nmiarpaM BHKOPHUCTOBY€ETH-
cs HU3KA CIIeHiaTi30BaHUX IHCTPYMEHTIB, AKi BiApi3HS-
IOTBCS  (PYHKIIOHATBHICTIO, IOCTYIHICTIO Ta pPiBHEM
ckiaguocTi [17]:

— Visual Paradigm — npodeciiite cepenouiiie s
MOJICTIFOBaHHS 3 TOBHOI MIATPUMKOIO CTaHAAPTy
IDEFO0. Jlo3Boiisie cTBOpIOBATH iepapXiuHi (yHKI[iOHA-
JIbHI MOJIENTi, @ TaKOXK eKCHOpTyBaTH Jiarpamu y ¢Qop-
Mmatu PDF, 300paxenns, HTML;

— Microsoft Visio — momyssipra miatdopma s
nobyzxoBu giarpam. Ilinrpumye crBopenns IDEFO-
JiarpaM 3a IOTIOMOTOI0 IIa0JIOHIB (IOJAIOTECS BPYYHY
a00 3aBaHTaXYIOThCSI OKpemo). [linTpumyeThbes pydHe
MOJICITIOBaHHS (PYHKIIOHATBHUX OJIOKIB;

— Lucidchart — xmapHuuii OHIAHH-IHCTPYMEHT ISt
CTBOpEHHS Jiarpam, mo minrpumye mabrorau IDEF0 Ta
CIUIbHY POOOTY B peajibHOMY Yaci. 3pydYHHiA IS IIBHU-
nkoi moOymoBu Mojeneil 6e3 MmoTpeOM BCTaHOBICHHS
MIPOTPaMHOTO 3a0€3MEUEHHS;

— SmartDraw — riOpuaHuii OHIAWH 1 AECKTOMHUN
penakrop, skuii mMae roToBi mabdnonu s IDEFQ Tta
(YHKIIII0 aBTOMaTHYHOT'O BUPIBHIOBAHHS €JIEMEHTIB;

— OpenModelSphere — 6e3komToBHEe Open-source
cepenoBumie MojemoBaHHs, ske migrpumye IDEFO,
DFD Ta ERD. Iligzxomuts Ui HEKOMEpPIiHHOTO abo
HaBYAJILHOTO BUKOPHCTAHHS,

— Enterprise Architect (Sparx Systems) — notyxHe
npodeciiHe cepesIoBHILE, OPIEHTOBaHE Ha apXiTEKTypHE
MozemoBanHs cucteM. [Tintprmye IDEFO gepes mabronn
Ta npodimi, a Takoxx UML, SysML, BPMN, TOGAF;

— BPWin — crenianizoBanuii iHCTPYMEHT IS I10-
6ynosu IDEFO-nmiarpam 3 mpsMoOr0 MiATPHAMKOIO METO-
JoJorii Ta i€papXiyHUM TIpEeACTaBICHHSIM (QYHKILIH.
Xoua BK€ BBAKAETHCS 3aCTAPiNNM, 10Ci BUKOPHCTOBY-
€THCSl B OKPEMHX TaTy3sX.

Pexomennyerscst  obupatn  Lucidchart  abo
Microsoft Visio /s HaBYaHHS ¥ IIBUAKOI Bizyauizali,
Visual Paradigm um Enterprise Architect — nas npode-
CIfHOrO MOJENIOBaHHSI Ta KOMaHIHOI pobotH, a
OpenModelSphere — mis GeskomrroBHoro a6o open-
source BUKOPHCTaHHS.

3.3. 3acobu ona onucy apximexkmypu cucmem
(C4, TOGAF mouo)

Jnst apXiTeKTYpHOTO NPEICTaBICHHS CHCTEMH Ha
piBHI KOHTEKCTY, KOHTEHHEPiB, KOMIIOHEHTIB 1 TEXHO-

JOTi BHUKOPHCTOBYIOTH CIELialli30BaHi IHCTPYMEHTH
[21]-[22]:

— Structurizr — iHCTpyMeHT Ay o0yI0BH apXiTe-
ktypu 3a C4-monemmo. [linTpumye aBTOMaTHUHY reHe-
pauito miarpam 3 koay (Java, C#, DSL). 3pyunuit mis
DevOps-tipakTuk;

— Archi — Ge3komTOBHE CepeloBHINE U MOJIe-
JFOBaHHA KOPIIOPATHBHOI apXiTEKTypH 3a METOJOJIOTi-
eto ArchiMate (sixa ticHo inTerpyetbes 3 TOGAF). [lae
3MOTY MOJENIOBaTH Oi3Hec-TporecH, Aoxatku Ta IT-

iHPPACTPYKTYDY;
— Enterprise Architect — mnpodeciiiauii iHCTpY-
MeHT, mo miatpumye UML, SysML, BPMN,

ArchiMate, a takoxx TOGAF. Mae 3acobu ais 3BOpOT-
HOTO Ta MPSIMOTO 1HXHMHIPUHTY, BEACHHS JTOKyMEHTaLll,
MO/JICITIOBAHHS JaHUX 1 CTBOPEHHs 3BiTiB. IligxomuTh
JUISL BEJIMKUX KOMaHJT 1 MaCIITa0HUX MPOEKTIB.

3.4. Incmpymenmu 01 NPOMOMUNYGAHHA
Ul/uUXx

[IporotumyBanHs iHTep(eiiciB KOpUcTyBada — Ba-
JKIIMBUI eTall y CTBOPEHHI mporpamHOi yactuHm [T-
cucreM. L{i iHCTpyMEHTH IO3BOJIAIOTH CTBOPIOBATH Bi-
3yajbHi MakeTH # iHTepakTUBHI nportotuny [26]:

—Figma — xmapuuit pexaktop a8 au3aitHy
UI/UX, 1o niarpuMye CrijibHy poOOTy B peXUMI pea-
apHOTrO 4acy. [liaTpuMye MpoTOTHIyBaHHS, aHIMAaIlito,
KOMITOHEHTH Ta Iuariny. [IIupoko BUKOPUCTOBYETHCS B
agile-xkomanmax;

— Balsamiq — iHCTpyMeHT i CTBOpEHHS IIBH-
KHX, CXeMaTHYHUX MakeTiB iHTepdeficiB (wireframes).
Jae 3Mory MmBHIKO MEpeAaTH iero iHTepdeiicy, me 10
po3poOku foro nu3aiHy.

3.5. Tnamghopmu ons 3obepizanna ma cninbHozo
6e0eHHs 0OKyMeHmayii

Benennst nokyMmeHTalil € KPUTUYHO Ba)KIMBUM
JUTSL Y3TOJKCHHST KOMaHIHOI po0oTH, (ikcallii apXiTek-
TYPHHUX PIllIEHb Ta MATPUMKHU MPOEKTY Y MaOyTHLOMY
[21], [23]:

— Confluence — kopropaTiBHa BiKi-cHUCTeMa Bij
Atlassian. JI03BoJjisie OpraHi3oBYBaTH JOKYMEHTAIO Yy
BHTIIAI  CTOPIHOK, sKi  MOXHAa  KOMCHTYBAaTH,
OB ’sSI3yBaTH MiXk co00¥0, iHTEerpyBaTH 3 Jira;

— Notion — cyuyacHa yHiBepcaspHa miaTdopma st
CTBOPCHHSI JTOKYMEHTIB, 0a3 3HaHb, TaOJUIlb, CITHCKIiB
3aBaaHb Tomo. [linTpuMye rHyYKy CTPYKTYpy KOHTEH-
Ty, abnoHu, Tabmumi ¥ iHTerparii. YacTo BUKOPUCTO-
BYETBCS CTapTallaMy Ta KPOCc(yHKITIOHATEHUMH KOMaH-
JIaMH.

OTxe, BUOip IHCTPYMEHTIB MOJICITIOBaHHS Ta apXi-
TEKTYPHOT'O OIUCY 3aJI€KHUTh BiJl THITY IPOEKTY, CKIIa/-
HOCTI CHCTEMH, KIUIBKOCTI YyYacHHUKIB PO3POOKH Ta
MPUIHATHX CTaHAAPTiB. BakinnmBO He JHIIE CTBOPUTH
MOJIeNIb, ajle i 3a0e3NeUnTH ii 3pO3yMiicTh, MATPUMKY
Ta aKTyaJbHICTh YNPOAOBX YCHOTO XXHTTEBOTO IUKITY
cucTeMu. [HTerparis BiyalbHUX IHCTPYMEHTIB, apXiTe-
KTypHUX (PEeHMBOPKIB 1 JOKYMEHTAliHHUX IIaThopM
CIpHS€E IIiIBUIIECHHIO SIKOCTI NPOEKTHUX pIllleHb Ta
e(heKTUBHOCTI KOMaHTHOT B3a€MOIii.

4. IlepeBarn cCHCTEMHOr0 MO/JC/TIOBAHHS Ta ap-
XiTeKTypHOro onucy

CucreMHe MOJEIIOBAHHS Ta apXiTEKTypHE Mpe-
CTaBJICHHS 1H(POPMAIIKHHOT TEXHOJOTil € HEeBiJ’ €MHOIO
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CKJIaZIOBOIO CYy4YacHOT'O MiAXOAY J0 PO3pOOKH CKIIAIHUX
IT-pimieHp. BoHU O3BOJSAIOTH HE JIMINE Bi3yali3yBaTH
cucTeMy, a i 3a0e3MeunTH YiTKe IJIaHyBaHHS, YIpaB-
JIHHS PH3MKaMH Ta Y3TOJUKEHHS pillleHb MDK ycima
yYacHUKaMH NpoekTy. Hmkue HaBeaeHO KIFOUYOBI Iepe-
Bard OO MiIXOMY:

4.1. 3abe3neuenns yinicnoz2o 6auenus cucmemu

Mogeni Ta apxXiTeKTypHI AiarpaMu TO3BOJIIOTH
OXOIIUTH BCIO CHCTEMY SIK €JUHE IIiJIe — BiJl KOPUCTYBa-
IBKHX iHTepdelciB 10 BHYTPIIIHKOI JIOTiKK Ta 0a3 na-
HuX. Lle 0cobnmmBO BaXXIMBO IS

— CHUCTEM 3 BEJIMKOI0 KUIBKICTIO KOMIIOHEHTIB Ta
B3a€EMO3B’SI3KiB,;

— MDKIUCLIUITTIHAPHUX KOMAaH, 1€ BaXKJIUBO y3r0-
JIMTH ySIBJICHHS PO (PyHKIIOHAIBHICTB;

— 3abe3MeYeH s BIAMOBIAHOCTI MK TEXHIYHUMH,
0i13HECOBUMH Ta EKCILUTyaTalliiHUMU BUMOTaMHU.

LixicHa MozeNb ae 3MOTY Kpalie 3p03yMiTH IpH-
3HAYCHHS, POJIi Ta BiAIOBINANBHICTE KOYKHOTO €JIeMEHTa
CHCTEMH.

4.2. Panue euagienHs nOMUI0K ma HedoniKie

CucTteMHE MOJENIOBaHHS JIa€ 3MOTY IEPEBIPHTH
JIOTIKy pOOOTH CHCTEMH ILe JIO0 IOYaTKy KOJyBaHHS,
3aBJISIKH YOMY:

— MOXHa BHSIBUTH KOH(IIKTH, HEY3TOJKEHOCTI,
NPOIYIIEH] clieHapii Y HaaMipHI 3aJIE)KHOCT;

— 3HIKYIOTBCSI BUTPATH Ha BUIIPABJICHHS IIOMUIOK
y Mi3HIX cTalisaX po3pooKH;

—3pOCTae SKICTh (DiHANBHOTO PIMICHHS 3aBISKU
TIIMOMIOMY PO3YMIHHIO CHCTEMH II¢ Ha €Talli MPOEKTY-
BaHHS.

TakuM YMHOM, MOJENb CIYXHTh IHCTPYMEHTOM
JUIL aHaji3y, CUMYJLIi Ta TMEepeBIpKH MOBEIIHKU CHC-
TEMH J10 ii peaizarii.

4.3. ITonezmenns KoMyHiKayii Mixc yuacHukamu
npoekmy

BuxopuctanHg Bi3yalbHHX MOJeJeH, CTaHIapT-
Hux Hotauiit (UML, BPMN, C4 Tomio) cpusie edextu-
BHOMY OOMiHYy iH(OpMAIli€l0 MK yciMa y4aCHUKaAMH
PO3pOOKH, BKITFOUHO 3:

— pPO3pOOHMKAMH TIPOTPaMHOTO 3a0e3IeUeHHS;

— Oi3HeC-aHaIITHKAMM;

— 3aMOBHHKaMH Ta KOPUCTYBauaMH;

— apXiTeKTOpaMH i CHCTEMHHMH a/IMiHICTPaTOpaMH.

Mopgeni BUKOHYIOTH poib "CHiIbHOI MOBH'", sKa
3MEHIIIye HMOBIPHICTP HEMOPO3YMiHb, CIpPHSE Y3ro-
JDKEHHIO BIMOT 1 IIPUCKOPIOE MIPUHHATTA PIllICHb.

4.4. Ocnosy o0nsa macwmadyeanns, NiOMpumKu
ma esonouii cucmemu

MogemoBaHHS Ta apXiTeKTypHE IPEACTaBICHHS
CTBOPIOIOTH (popMaTi3oBaHy JOKYMEHTAIIII0, SKa:

— CIY)KUTH JIOBIIKOBUM JDKEPENIOM ISl HOBHX
YJICHIB KOMaHIH;

— JI03BOJISIE IIBUJIKO OPIEHTYBAaTHCS y CTPYKTYpi
IIPY BHECEHHI 3MiH;

— MOJIETIIY€ MacIUTaOyBaHHS, MOJEpHi3allilo Ta
CYIPOBiJ] CUCTEMH;

— 3a0e3rnevye BiAMOBITHICTL 3MiH ICHYIOUUM CTaH-
JapTaM, BUMOTaM 1 3aJIC)KHOCTSIM.

Ile 0co0MMBO BaXKIIMBO IJISI TOBIOCTPOKOBUX a0o0
PO3MOIIIEHUX TIPOEKTIB, Je AKICHA TOKyMEHTAIlis Bifir-
pa€e KPUTUYHY POIIb.

Otxe, cUCTEMHE MOJICITIOBAHHS Ta apXiTEKTYPHHUH
OIUC € HE JIMIIEe TEeXHIYHUM €TaroM IPOEKTYBaHHS, a
CTpaTeriYHuM IHCTPYMEHTOM JUIsl JOCSITHEHHS HaliiHO-
CTi, TPO30POCTI Ta Y3TO/HKEHOCTI IiJl Yac CTBOPCHHS
CKITaaHuX iH(opMaliitHIX TexHomori. IX BuKopHcTaH-
HS CYTT€BO MiJBUINY€E IIAHCH HAa YCIIIIHY peati3amio
IT-mipoexTy, 3abe3medyroun KOHTPONb, IependadyBa-
HICTP 1 JOBTOCTPOKOBY JKHUTT€3JATHICTH CHCTEMH.

BucHoBkH

VY cyyacHOMY CBIiTi pOo3pO0KH CKJIaJIHUX iH(pOpMa-
HIHHUX TEXHOJIOTiH, 30KpeMa B rairy3i oOpoOku 300pa-
KEHb 3 OOPTOBUX CHCTEM OINTHKO-EJIEKTPOHHOTO CHO-
CTEepEKEHHsI, MOJICITFOBAHHS BiHirpae KIIOYOBY POJIb 5K
Ha eTami NPOEKTYBAaHHS, TaK i B MpoOIleci iHTerparii,
TECTYBaHHSA Ta IMOJABIIOTO CYyMpOBOLYy cucTeM. IIpo-
BEJICHUI aHAaJi3 CBIMYHTH, IO €PEKTHBHE MOJICITIOBAH-
HA 1HPOPMALIHHOT TEXHOIOTii HEeMOXIIHBE 0e3 THYUYKO-
rO MOETHAHHS KUTPKOX MiAXOMIB — ()yHKIiIOHAIHHOTO,
00’ €KTHO-OPIEHTOBAHOTO, MOBEIIHKOBOIO Ta Oi3Hec-
MojenmoBanHs. KoxkeH 13 MUX MiAXOJIB BUKOHYE CBOIO
YHIKanbHy (DYHKLIIO y BiIOOpaXe€HHI JIOTIKU, CTPYKTY-
pY, TOBENIHKM UM KOHTEKCTy 3acrtocyBaHHs [T-
CHCTEMH.

OynkuionansHi Metoauku (IDEF0, DFD) nosso-
JA0TH (hOpMalli3yBaTH MOTOKH JAHUX 1 MOCITITOBHOCTI
00poOKH, 0 € BAXIIMBUM JUIS MOOYIOBH Mojenen 00-
poOKHM cUrHaJB Ta Bizyali3aIlil TEXHOIOTIYHIX IpOIle-
CiB.

O0’extHO-0OpieHToBaHI mimxomu (UML, SysML)
3a0e3neuyroTh TIHOOKe CTPYKTYpHE Ta IIOBEIIHKOBE
NPE/ICTABJICHHS MPOTPAaMHUX 1 anlapaTHUX KOMIIOHEHTIB
CHCTEMH, CIPHUSIOUN IHTErparii 3 peaJlbHUMH MOBaMH
NporpamMyBaHHsS Ta cepefoBUIIamMH po3poOku. [losemi-
HKOBI MoJielli (iarpamu CTaHiB, aKTHBHOCTEH) JIEMOH-
CTPYIOTh JMHAMIKy Ta peakiii cucTeM Ha Mojii, Lo
KPUTHYHO Ui CHCTEM pealbHOro 4acy. bisHec-
MonenmoBanHs (BPMN) no3Bornsie moemHaTH TEXHIUHY
peaiizaniio 3 NPaKTHYHUMH CLIEHAPISIMH BUKOPUCTaHHS,
BpPaxOBYIOUHM POJb JIOACHKOTO (pakTopa, opranizamiii-
HUX TPOIETYp 1 30BHIMHIX iHQOPMAIIHHAX MTOTOKIB.

He MeHm BaxIMBHM € apXiTEeKTypHE IpeJCTaB-
JIeHHs iH(popMamiiHOi TeXHOJOril, mo 3a1ae QyHIaMe-
HTaJIBHI TpUHOMNN i1 opraHizamii, MacmTaOyBaHHS,
ajanrarii 10 3MiH cepeloBHUIIa Ta IHTETpallii 3 IHITUMH
migcucteMamMu. Y po0oTi Oylu pO3TIISIHYTI CydacHi ap-
XITeKTypHI MiOXOAW: BiJl KJIACHYHUX (MOHOIITHOI, KIIi-
€HT-CEpBEPHOI) 10 THYYKHX 1 MacmrTaboBaHHX (MiKpo-
cepBicHa apxiTektypa, SOA), a Takox OaraTopiBHEBHX
Mojeneld (TpupiBHeBa apxitektypa, C4, TOGAF). 3a-
JeKHO Bix cnenu(iku 3amadi Ta KOHTEKCTY 3acTOCY-
BaHHS, KOXEH 3 HUX MOXke 3a0e31eynTd NnoTpioHui pi-
BEHb MOJYJIBHOCTI, T'HYYKOCTi Ta KEpPOBaHOCTI CHCTe-
MOIO.

Kpim TOrO, CydacHi iHCTPYMEHTH MOMETIOBAHHS
(Lucidchart, Draw.io, Visual Paradigm, Enterprise
Architect TOII0) HATAIOTh MTUPOKI MOXKIHUBOCTI JJIST TIO-
OynoBw, Bi3yamizallii, aHasizy Ta CympoOBOJIY MOJCIEH,
3a0e3Mmeuyrour KOMaHIHy poOOTy, TOKyMEHTYBaHHS Ta
MATPUMKY >kuTTeBOrO Kty [ T-npoaykry.

3aranom, po3poOka iH(opMamiiHUX TEXHOJIOTiH
Uit 00poOKK 300paskeHb 3 OOPTOBHX CHUCTEM OINTHKO-
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CJICKTPOHHOTO CHOCTEPEXEHHs] BHMAara€ CHUCTEMHOTO
MIX0/y IO MOJICNIOBAHHS Ta apXiTeKTypH. IloenHaHHs
PI3HUX METOJOJIOTIH Ta IHCTPYMEHTIB JJO3BOJISIE BPaxXy-
BaTH SIK TEXHIYHI acCIEeKTH CHUCTeMH (0OYHCIIOBaJIbHI
0OMEKEeHHS, PEeXHMH peaJbHOro 4acy, IHTerpamis 3
CEHCOpaMH), TaK 1 Oi3Hec-BUMOTH, eKCIUTyaTalliifHi ciie-
Hapii, MOXKJIHBOCTI MacmTabyBaHHS Ta amamraiii. Ta-
KAM YMHOM, MOJIETIFOBAHHS BHCTYIIA€ HE JIUILE 3aCO00M
MIPOEKTYBAHH, a i KpUTHUIHUM 1HCTPYMEHTOM 3abe3rre-
YeHHS SKOCTi, HaIiifHOCTI Ta e(peKTHBHOCTI CydacHHX
iHpOpPMaiHHIX TEXHOIOTIMH.

A TpaMOTHE MOJICIIIOBaHHS Ta apXiTEKTypHE Ipe-
cTaBJeHHs iHpopManiifHOT TEXHOJIOTII € He JIUIIE HXKe-

JIOCATHEHHS ¢(EKTHBHOCTI, MacIITabOBaHOCTI Ta aJar-
TUBHOCTI CHCTEM OINTHKO-CIIEKTPOHHOTO CIOCTEPEKEH-
HS y CKJIaJHUX YMOBax cydacHoro iHdopmauiiiHoro
MPOCTOPY.
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Analysis of approaches to modeling and architectural representation of image processing information technology
from onboard opto-electronic observation systems

Hennadii Khudov, Irina Khizhnyak, Oleh Salnyk, Petro Mynko, Vitalii Andronov

Abstract. The subject of the study in the article is the approaches to modeling and architectural representation of information
technology. The aim is to analyze modeling approaches and architectural representation of image processing information technology
from onboard optoelectronic observation systems. Tasks: to analyze existing approaches to modeling and architectural representation of
information technologies, considering the specific features of image processing from onboard optoelectronic systems; to identify the
most relevant approaches for the development of such technologies; and to provide recommendations for the application of unified mod-
els to ensure effective collaboration among specialists within a common technical environment. The methods used include analytical
and empirical methods of comparative research, as well as methods for developing information technologies. The following results
were obtained: the main approaches to modeling information technologies were analyzed and systematized, including functional, ob-
ject-oriented, behavioral, and business modeling. It was determined that the effective design of image processing systems based on
onboard optoelectronic platforms requires a comprehensive application of these approaches, depending on the specifics of the tasks.
Avrchitectural concepts such as monolithic, microservice, C4 model, TOGAF, and three-tier structures were also reviewed, which enable
the formalization of the logic of complex IT solutions. In addition, modern tools for creating diagrams and models were described, sup-
porting the design, verification, and documentation processes of such systems. The results can serve as a methodological basis for the
development of information technologies in the field of onboard surveillance and similar complex technical systems. Conclusions:
Modeling is a critically important component in the creation of information technologies for image processing from onboard optoelec-
tronic systems. The effectiveness of such IT solutions is ensured through the integrated application of various modeling and architectural
design approaches, allowing both technical and business requirements to be addressed. The combination of functional, object-oriented,
behavioral, and business models, along with the use of modern architectural solutions and tools, contributes to the creation of reliable,
scalable, and adaptive systems. Thus, modeling serves as a key factor in the successful development of complex information technolo-
gies in the field of optoelectronic observation. The research was conducted with grant support from the National Research Foundation of
Ukraine within the framework of the "Science for Strengthening Ukraine's Defense Capability” competition, project title "Information
Technology for Automated Image Segmentation of Objects in Strike FPV Drone Targeting Systems Based on Swarm Intelligence Algo-
rithms," registration number 2023.04/0153.

Keywords: information technology, modeling of information technology, architectural representation of information technolo-
gy, image processing from onboard opto-electronic observation systems.
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XapKiBChKHIA HAIlIOHATHHUN YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

IHd)OPMAH!.I?'IHA CUCTEMA
JJIA IHTEJEKTYAJIBHOI KITACU®IKALII KJIIEHTIB:
APXITEKTYPA, PEAJIIBALIA TA EKCIIEPUMEHTAJIBHI JOCJIIIXKEHHSA

AHoTanisi. AKTyaabHicTh. Y cygacHHX yMoBax IudpoBoi Tpanchopmarii 6i3Hec-TporieciB 3pocTae motpeba y po3po0-
Il IHTeNeKTyaIbHAX 1HpOPMaNifHIX CHCTEM I aHaTi3y Ta 0OpOOKH BEJIMKHUX OOCSTIB KIiEHTCHKUX MaHuX. OfHUM i3 Ba-
JKITUBHX HAMPSMIB € aBTOMATH30BaHa KIacU(iKallis KI€HTIB 3 BAKOPUCTAHHIM aJITOPUTMIB MAIIMHHOTO HABYaHHS, IO JI0-
3BOJISIE TIJBUINNTH €(DEKTHBHICTH MapKETHHTOBHX CTPATETiH Ta MPUHHATTS YIPaBIIHCHKUX pimieHb. O0’€KT mocaimkeH-
Hl: TIporiec Knacuikaiii Kmi€eHTiB B iHGOPMAaIiHHUX cUCTeMax i3 BUKOPHCTaHHAM METO/IB MAIIMHHOTO HaB4aHHI. MeTa
CTATTIi: MPOEKTYBAHHSI, peati3allis Ta TOCIIHKEHHS apXiTeKTypH MPOrPaMHUX KOMITOHEHTIB iH(QOpPMAIiiHOT CHCTeMH IS
iHTENeKTya bHOI Kiacu(ikamil KIi€HTIB 3 ypaxyBaHHSM BUMOT 10 MaciiTabOBaHOCTI, MPOAYKTUBHOCTI Ta TOYHOCTI ajro-
put™iB Kinacugikamnii. PesyabraTn gocaigKeHHs. Y CTaTTi 3alIpONOHOBAHO apXiTEKTYpHY MOJEb iHpOpMaIliifHOi cucTe-
MH, sIKa BKIIFOYa€ MOJYJIb 300py, 00poOku Ta Kiacudikamii KIIEHTCHKUX JaHHX. PeaizoBaHO HH3KY HMPOrPaMHHX KOMIIO-
HEHTIB, [0 IHTErpyIOTh AITOPUTMH MAaIIMHHOTO HAaBYAHHS (JIOTICTHYHA PErpecis, JepeBa pilleHb, METOJ OMIOPHUX BEKTO-
piB). IIpoBeneHo ekcrieprMeHTaIbHI JTOCTIIKEHHS Ha OCHOBI peajJbHOr0 Habopy AaHMX, IO MPOJAEMOHCTPYBAIM BHUCOKY
TOYHICTh Kiacudikarii Ta eQeKTUBHICTh CHCTEMH B YMOBaX OOMEKCHHUX OOUYHCIIOBAIBHUX pecypciB. BucHoBKH. Po3po6-
neHa iHdopMalliiHa cucTeMa 3a0e3mnedye TOUHy Kiach(ikailiro KIEHTIB i MOXe OYTH 3aCTOCOBaHa B KOMEPIIIHHHUX aHai-
TUYHUX IDIaTdopMax. Pe3ynpraTi TOCTiHKEHHS MOXKYTh OYTH BUKOPUCTaHI AJIsI TIOAAIBIIOTO BIAOCKOHAJICHHS 1HTEIEeKTya-
JIBHUX TIPOTPAMHUX CHCTEM aHAII3Y JaHHX.

Knaouoni cioBa: indopmariiina cucrema; kiacudikaiis KIi€HTIB; MalllMHHE HaBUAHHS; TPOTrpaMHa apXiTeKTypa; JIOTi-

CTUYHa perpeciﬂ; JA€peBa piH_IeHL; CKCIIEPUMEHTAJIBHE I[OCJ'Ii}l)KeHHH.

Beryn

HocranoBka mpodsemu. B ymoBax cydacHoro
KOHKYPEHTHOTO PHHKY €()eKTHBHA B3a€MOIS 3 KIIi€H-
TaMH € OJJHUM i3 KIIIOYOBUX (pakTopiB ycmimHoro ¢yH-
KIL[IOHYBaHHs KOMMaHiil. 3pocTaHHs 00CSTIB JaHUX, 10
TCHEPYIOThCS B TPOIECI KOMYHIKAaIil 3 KIi€HTaMHu,
CTBODIOE HOBI MOXUJIMBOCTI JUIsi aHali3y IOBEIiHKH
CHoXXKuBauiB 1 GpopMyBaHHs NEepCOHATI30BaHUX Oi3Hec-
crparteri#i [1]. OmHUM i3 HAWBaXITUBIIIUX IHCTPYMEHTIB
Yy IbOMY KOHTEKCTi € CerMEHTAIlis KIII€HTIB — IIPOIEC
MOJUTY KJTI€HTCHKOI 0a3M Ha OKpeMi TPYIH 3a CIIBHU-
MU XapaKTepUCTHUKaMH, TAKUMH SIK AeMorpadidHi o3Ha-
KM, KyIiBelIbHA TIOBEAiHKA, MICIIe3HAXOKCHHS, OH-
JaiH-aKTUBHICT a00 mcuxorpadigai ocodmuBocti [2].

CermeHrallisi JO3BOJISIE KOMITaHIsIM Kpallle po3yMi-
TH MOTPeOM PI3HUX KaTeropiil CroXMBadiB, ONTHUMI3y-
BaTH MapKETHHIOBI KaMMaHii, HOKPAIIUTH KIi€HTChKUMA
JOCBIJl 1 MiJBUINUATH PIiBEHb JIOSJIBHOCTI 10 OpeHy.
Cy4acHi Miaxoau 10 CerMeHTallii aefian 9acTimie rpyH-
TYIOTbCS Ha BHKOPHCTaHHI METOJIB MAIIMHHOTO HaB-
YaHHs, 10 3a0e3MeuyroTh OiJbIl TOYHWH, THYyYKHH i
MacimTabOBaHUI aHajli3 BEJIUKUX OOCATIB JaHUX. AJIrO-
putME Kinacuikamii J03BOJSIOTE aBTOMAaTH30BaHO BH-
SIBIISATH 3aKOHOMIPHOCTI B MOBENIHII KIIIEHTIB, 1ICHTH-
(iKyBaTH KJIIOYOBI BIAMIHHOCTI MiX Tpynamu Ta ¢op-
MyBaTh OOIPYHTOBaHI pEKOMEHAAUii Uil MPUHHATTA
YHPaBIiHCHKHUX PIillI€Hb.

AKTyallbHICTh TEeMH JOCHIHKEHHS 3yMOBJICHA He-
OOXiTHICTIO TOIIYKY e(EeKTHBHUX IMPOTPaMHHX PillIeHb
T OOy TOBU cucTeM Kiacuikaii KI€HTIB i3 3acTocy-
BaHHSIM CYYacHHX aJITOPUTMIB IHTENIEKTYalIbHOTO aHai-
3y nmaHuX. Takwif miaXig Ja€ 3MOTY KOMITaHISIM HE JIHIIE
Kpallle po3yMiTH CTPYKTYpY CBOE€I KIII€HTCHKOI 0asu, a i
3HAYHO MIJBUIIUTH €(QEKTHUBHICTh Oi3HEC-NPOILECIB, IO
0a3yIOTHCS Ha MIEPCOHAII30BaHII B3aeMOIil.

VY 1pOMy KOHTEKCTi JiaHa poOoTa CIpsMOBaHa Ha
PO3pOOKY Ta peanizamilo IpOrpaMHUX KOMIIOHEHTIB JUIS
cucTeMHd Kiacu(ikalli KIi€HTiB KOMIaHil 3 BUKOPHCTaH-
HIM METOJiB MAaIlMHHOTO HaBuaHHA. OCHOBHa yBara
MIPUAUIIEThCSA aHATI3Y KIIFOYOBHX (PaKTOpiB, SKi BILTHBA-
FOTh Ha SIKICTh CETMEHTaIlil, BUOOPY BiINOBIIHUX ajro-
PUTMIB, a TAKOK BIPOBAPKCHHIO apXiTEKTypHHX PIllICHb,
3MATHUX 3a0€3MeYnUTH MACIITabOBaHICTh, TOUHICTH 1 3py-
YHICTb 3aCTOCYBaHHs B peaJlbHUX yMOBax Oi3Hecy.

AHani3 ocTaHHIX AochimKeHb i myOaikamiii.
KnacuuHi miaxoau 10 cerMeHTalii 0a3yroThCs Ha JeMO-
rpadiunux i reorpadiynnx xapakrepuctukax [1], [2].
OnHak cydacHi METOIM TNepeadavyaroTh BHKOPUCTAHHS
MTOBEIIHKOBUX 1 TPaH3aKI[IHHUX TaHWX, a TAaKOX alro-
PUTMIB MaIIMHHOTO HaBYaHHI. 30Kpema, y poOoTax
Kotler i Keller [1] Ta Wedel i Kamakura [2] 3axnangeno
KOHIICTITYyaJIbHi OCHOBH CETMEHTAIlil, sIKi ctaimu (yHnma-
MEHTOM JUIS TTOJTANTBIITHX TIPUKIATHAX JOCHTIIKCHb.

Haii6inpi nommpeHuM MeTOIOM KJlacTepH3alil €
K-means, skuii 103BOJIsI€E €(PEKTUBHO TPYIyBaTH CIIO-
J)KMBa4iB Ha OCHOBI MHOMIOHOCTI NOBEIIHKOBMX O3HAK.
Joro BUKOPUCTAHHS ONKMCAHO B AOCTIHKEHHsX Jain [3],
Kumar S. [4], Tabianan, K., ta iuamii [5], me mpoaemMoH-
CTPOBAaHO €()EeKTUBHICTH I[LOT'O AITOPUTMY B €JIEKTPOH-
Hill KoMep1ii, 6aHKIBCHKIiH cripaBi Ta cepi odciyroBy-
BaHHs. OnHak K-means Mae HU3KY OOMEXeHb, 30KpeMa
YyTJIUBICTh 10 BHOOPY MOYATKOBHX LIEHTPIB KJIACTEPiB i
HEOOXiTHICTh 3a3/1aJIeTi/Ib BU3HAYATH KUTBKICTh TPYI. Y
3B’S3KYy 3 IIMM Yy HAYKOBIH JiTepaTypi 3alpONOHOBAHO
kimpka Momudikamiit. Tak, B podoti [6] moexnano K-
means i3 MeTogoMm rosioBHuUX KommoHeHT (PCA), a
Huang, S. ta immi [7] 3actocoBanu Bapiant K-medoids
JUTST T IBUTIICHHST CTIMKOCTI KIIacTepr3allii 10 BUKHUIIB.

lepapxiuHa kiacTepuzaris € me OJHAM IOIMyJIsp-
HUM METOJIOM, IIIO JTO3BOJIsIE TOOYIOBY epeBa KiacTe-
PiB 13 MOXIMBICTIO 1X AMHAMIYHOTO BUAUICHHS. Jloci-
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mkenus [8] Ta [9] UIOCTPYIOTH 3aCTOCYBaHHS LIBOTO
METO/y y TEJIEKOMYHIKallisiX Ta po3apiOHiil Toprisii. B
po6orti [10] mpencraBuian MoaubikoBaHMH BapiaHT ie-
papxi4yHoi Knacrepu3alii Ha OCHOBI OiHAPHOTO po3IIen-
JICHHSL.

Heuitka kmacrepmsanis (fuzzy clustering) mo3so-
JIs€ KJIIEHTaM HAJIEXKaTH 0 KiTbKOX CETMEHTIB OJHOYa-
CHO 3 PI3HUM CTYIICHEM MpHHAICKHOCTI. Takui mimxin
MIPOAEMOHCTpOBaHO B poOoTi [11]. Bukopucranus neit-
POHHUX MEpEeX UL KIacTepu3allii po3TIIIHyTO B JOCIi-
JoKeHH] [12], e anropuT™ yCIIITHO CeTMEHTY€E KITIEHTIB
TEJIEKOMYHIKaI[iifHOT KOMMaHii.

Merop onopHux BekTopiB (SVM) nponeMoHCTpy-
BaB XOpOIIli pe3yIbTaTh y 3a1avax kiacuikamii KiieH-
TiB y ctepi e-commerce, K IOKa3aHO y JOCIIJDKEHHI
[13]. ABropu pobGotu [14] 3anpornoHyBanu riOpUIHMIT
migxin, sikuit 06’eanye nepesarn K-means ta iepapxiu-
HOi kmactepusanii. B po6oti [15] 3actocoBano fuzzy
clustering y moenHaHHI 3 TTHOOKAMU HEWPOHHIMH Me-
peskaMu, 110 TO3BOJIMIIO AOCATTH BHCOKOT TOYHOCTI.

ABropu crarti [16] BHKOpmcTamu autoencoder-
Mepexi I 3MEHIIEHHS PO3MIpHOCTI aHWX Tepen 3a-
crocyBanHsM DBSCAN knactepuzanii. Y gociimkeHHi
[17] po3risHyTO BIUTHB MOIEpPEIHBOI OOPOOKU IaHHX
Ha TOYHiCTH cermenTarlii. B po6ori [18] BukonaHo mo-
PIBHSIHHSI pe3yJIbTaTiB TPAAMLIHHMX 1 FOpUAHUX MiAXO0-
IiB 10 kimactepusanii. B poboti [19] posrasHyTO cer-
MEHTAIlil0 B peajJbHOMY 4Yaci 3 BUKOPUCTAHHSM ITOTOKO-
BUX JIaHHX.

B po6oti [20] 3acTocoBaHi METOAW TIMOMHHOTO
HABYaHHS JI0 aHAI3Y IMOBEAIHKA KII€HTIB Y OaHKIBCHKi
ctepi. Bogaodac B poborti [21] aHami3yeThcs 3aCTOCY-
BaHHA HEHPOHHHX MEpPEeX Y IPOTHO3YBaHHI BiJTOKY
KiieHTiB. B pobori [22] mpoBoauThCS aHANI3 TIOpUIHUX
CUCTEM JUIS CerMEHTallil B CTPaXOBHX KOMIaHisX. AB-
Topu poOOTH [23] MPONOHYIOTH AaJalTUBHY MOJEIh
KJIacTepu3allii, 0 CaMOCTIIfHO BHU3HAYA€ KIIBKICTH Ce-
rMeHTiB. B poboti [24] nocimimkyeTsest iHTEprpeToBa-
HICTh MOJENeH Kiacudikarlii, o BaKJIMBO IS MPHIi-
HATTS pillieHb y Oi3Heci. B ocranHix po0Oorax, 30kpema
[25], posrisnaroThes MEepCIeKTUBH iHTerpamii Kiacudi-
kamii kinienTiB i3 CRM-cucremamu.

Takum 49MHOM, HayKOBa JiTepaTypa IEMOHCTPYE
IIMPOKHUA CIIEKTpP MIAXOMIB 10 Kiacu(ikamii KITi€HTIB i3
BUKOPHCTaHHSIM MAallMHHOTO HaBuaHHs. Bnbip xoHKpe-
THOTO METOJY 3aJIS)KUTh BiJ CTPYKTYPH JaHUX, PO3MIpy
BHOIpKHM Ta ninen 6i3Hecy. [lepcreKTHBHUM € rmoianbiie
JOCIiPKEHHST TIOpUIHUX MOJENeH 1 afanTUBHUX allro-
PHUTMIB, 110 JO3BOJSIIOTH THYYKO pearyBaTH Ha 3MiHU B
MOBEIIHII KITIEHTIB.

MeTo10 po60oTH € PO3poOKa METOIUIHOTO TiIXO-
oy 1 mporpamoro 3aco0y Juisi Kiacudikamii KIi€HTIB
KOMIaHii 3 BUKOPHUCTAHHSM aJTOPUTMIB MaIIMHHOTO
HaBYaHHS, 1[0 JO3BOJIUTH ITOKPAIIUTH SKICTh CErMEeHTa-
il Ta 320€3MeYNUTH MATPUMKY YIPABIIHCHKHUX PIllIEeHb.

OcHoBHu# MaTepian

ApXITeKTypa CHCTEMH KJacTepu3alii KII€HTIB y
0i3HEC-CepeTOBHILI ABIISIE COO0I0 OaraTopiBHEBY CTPYK-
TypHY MOJEJb, sika 3a0e3medye MOCITiIOBHY 00pOOKY,
TpaHcdopmariio, aHali3 Ta IHTEPIPETALiI0 KIIIEHTCHKUX
JaHUX 3 METOI0 OTPUMAaHHsS peJeBaHTHOI iHQopmaii

JUISL IPUMHATTS ynpaBiiHChbKuX pimens. [ToOynoBa Ta-
KOT apXiTeKTYpH IPYHTYEThCS Ha MIPUHLIUINAX BUSBICHHS
3HaHp y 0Oasax panux (knowledge discovery in
databases, KDD), ne koxeH eram CIyrye JIOTIYHHM
MIPOJIOBXKEHHSIM IOTIEPEAHBOT0 Ta 3a0e3neuye IMiaAroTo-
BKY JaHUX JJIS TOAAJbInoi aHATITHIHOI 00poOKH. Y3a-
raJpHeHE TPEICTABICHHS Ili€l apXiTeKTypH HaBEACHO
Ha PHCYHKY |, IO UTIOCTpy€ OCHOBHI (YHKIIOHAIBHI
OJIOKH CHCTEMH Ta HATIPSIMKH 1X B3a€EMOII.
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Puc. 1. ApxiTekTypa iHTEIeKTyalbHOI CHCTEMH
KJIacTepu3alii KIieHTiB

[TouaTkoBHM eTamoM € 0OpoOKa BXiITHUX IaHHX,
SIKI HAAXOJIATH 13 PI3HOMAHITHUX JDKEpEll, BKIIIOYAIUU
CRM-cucremu, TpaH3akiiiiHi 60a3u, MapKETHHTOBI ILIa-
Topmu, (ail KOPUCTYBAIbKOI aKTUBHOCTI Ta IHII
iHpopmaniiiHi MacuBu. BxXimHi maHi MOXYTh MaTH He-
OJTHOPiHY CTPYKTYpYy, MICTHTH IpomymieHi abo may0-
JHOBaHI 3HAYEHHS, a TAKOXK MOTPeOyBaTH MEPETBOPEHHS
(dbopmariB. Y 3B’S3Ky 3 IIUM, MEPIIOYEPTOBOIO 33IAUCHO
apxiTekTypu € momepenHs oOpoOka maHux (pre-
processing), 110 nependadae OUHMIEHHS, HOpMaTi3aIlito,
arperyBaHHsl Ta CTaHaapTu3auilo iHpopmarii. Pe3yms-
TATOM IIBOTO €Tally € IMIATOTOBJICHHN HAOIp NaHMUX,
MIPUAATHAH JUIS TIOAAJIBIIOT aHAJIITHKY.

[Ticns ouniieHHs qaHi NpoxXoasaTh uepes a3y Tpa-
HcdopMartii, e 311HCHIOETECS TPUBEACHH MHOXKHHHUX
Jokepen 10 yHidikoBaHoro ¢opmary o3Hak. Ha mpomy
eTari MOXYTh BHKOHYBATHCh OIeEparlii 3IUTTS JaTace-
TiB, PO3paxyHKy HOBHX 3MiHHHX, a TaKOX BimOip pene-
BaHTHUX O3HAK HA OCHOBI CTATHCTHYHUX a00 €BPHCTHY-
HUX KpuTepiiB. CHopMOBaHHMI y TakWid CIIOCIO BEKTOp
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Cucremu ynpaBiiHHs, HaBirarii Ta 38's13ky. 2025. Ne 3

O03HAaK MOJAETHCS HA BXiJ CErMEHTALIHHOIO MOJIYJIs
CHUCTEMH, JIc Pealli3y€eThCs KIIACTepU3allisi KIIEHTIB.

CermeHrauis sBisie co0OI0 KJIIOYOBHMH eTar apxi-
TEKTYpPH, B MEXKaX sIKOTO 3/IHCHIOETHCS 00y 10Ba Kiac-
TEpiB 3a JOMOMOIOI0 OJHOTO ab0 KiNBKOX aJIrOpHUTMIB
MaIlMHHOTO HaBUaHHA. Y 3aJ€XKHOCTI Bif Xapakrepy
JaHuX Ta Oi3Hec-3aa4 MOXXYTh BHKOPHCTOBYBATHCH
metoau K-means, DBSCAN, Fuzzy C-means, iepapxi-
YHa KiIacTepu3amisi abo CcaMOOpraHi3OBYBaHI KapTH
(SOM). MerToro naHOTO €Tany € BUSBICHHS BHYTpIIl-
HBOT CTPYKTYPH JaHHX i (OPMYBaHHS TOMOTEHHHX IPYII
KJIEHTIB, SIKI XapaKTepH3YIOThCS CXOKUMH IOBEJIHKO-
BuMH 200 geMorpadiyHUMH apamerpamu. Sk npasuio,
y Ppe3yibTaTi MEepBHHHOI KiacTepu3allii YTBOPIOETHCS
BEJIMKA KUIBKICTh TpYIl, 3HaYHAa 4YacTHHA SKHX MOXKE
OyTH Hepenpe3eHTaTUBHOIO a0 JyOII0I040I0.

Jnst onrtumizauii pe3ysbTaTiB KiacTepu3auii Ha-
CTYITHUM €TaIloM € OL[HIOBaHHA C)OPMOBAHHX KitacTe-
piB 3 MeTorO iX cenmekmii Ta ¢imprparii. OmiHKa IKOCTI
KJIacTepiB 3MIHCHIOETHCS HAa OCHOBI BHYTPIIIHIX MeET-
PUK, TakuX SK KoeQillieHT cuiyeTy, iHmekc Jleica-
Boynnina, iamexc Kamincekoro-Xapabasza rtomro. Lleit
MpoLIeC T03BOJISIE BiAIOpaTH HAWOLIBII 3HAYYIII KJlacTe-
pH, LIO MalOTh BHYTPILIHIO Y3rOJKEHICTh i JOOpe Bil-
JIJICHI OJMH BiJ| OJHOTO, 3a0€3MeUy0Yd MaKCHMaIbHY
LIHHICTh 3 TOYKHU 30pY MOJAJIBIIOT iHTEepIpeTarii.

[Ticnst Toro sk oOpaHO HaMOULIBII pesieBaHTHI Kila-
cTepH, cucreMa nepexoiuTth no ¢asu Bizyamizarii. Ha
BOMY €Talll JaHi MOJaroThes y TpadigHOMY BHTIIAMI,
10 TOJIETIIYE aHaNi3 Pe3yNbTaTiB KiIacHU(ikaIlii HaBiTh
JUIT KOPUCTYBadiB, SKi HE MalOTh TIHOOKOI TEXHIYHOI
MiATOTOBKU. Bisyamizamiss Mo)ke BKIIOYATH IIBO- a0o0
TPUBHUMIpHE 300paKeHHS KIAcTepiB (3 BUKOPUCTAHHIM
METOJIB 3HWKEHHS po3MipHOCTI, Takux sk PCA abo t-
SNE), ricrorpamu, aiarpaMmu po3moaily, a TAKOXK Jalll-
0opaHM 3 KIIOYOBHUMHU XapaKTEPHUCTUKAMU KOXKHOI IPYIIH.
3aBSIKM 1IbOMY KOPHCTYBadi CUCTEMH OTPUMYIOTh 3pY-
YHI IHCTPYMEHTH MAJisl iHTepnpeTanii Ta IOAaNbIIOro
BHUKOPHCTAHHS KJIaCTEpU3aLiiHUX PE3YJIbTATIB.

diHaNBHUM €TaroM apXiTEeKTYpH € iHTeprpeTaris
pe3yibTartiB Ta 3700yTTs 3HaHb (manual investigation).
Ha mpomy piBHI Oi3Hec-aHANITHKH, MapKETOJNOTH abo
iHIi QaxiBIi aHANI3YIOTh KiIacu(]iKOBaHI CErMEHTH,
(GOPMYIOTH BHCHOBKH, T'€HEPYIOTh TilIOTE3H Ta MpHUii-
MAalOTh YIPaBIIHCEKI pimeHHs. OTpuMaHi 3HAHHS MO-
XKyTh OyTH BUKOPHCTaHi AJIsI po3poOKH IepcoHai30Ba-
HUX MapKeTHHTOBHMX KaMIlaHii, MPOrHO3yBaHHS MOBe-
JIHKY KITI€HTIB, TOKPAIIEeHHS KIIIEHTCHKOTO JOCBi Ty abo
onTuMi3alii podboTH 3 OKPEMHUMHU CETMEHTaMH.

OnmcaHa apxiTeKTypa CHCTEMH KJIacTepHu3allii KJIi-
€HTIB peali3ye NPHHIMI HACKPi3HOTO IMKIY OOpOOKH
JIAHUX — BiJ] IOYaTKOBOTO 300py /10 MPAaKTHYHOTO 3aCTO-
CYBaHHS 3HaHb. [i MOJyJIbHA CTPYKTYpa J03BOJISE MaCI-
Ta0yBaHHS, 'Hy4YKe HAJIAIITYBAaHHS MiJI KOHKPETHI 3a/a4i
Ta iHTerpamuilo 3 IHIIMMH KOPIIOPAaTUBHUMH iH(OpMAaITiii-
HUMH cHUCTEeMaMH. TakuM YMHOM, BOHA € e(EeKTUBHUM
IHCTPYMEHTOM aHAJIITHKH B YMOBaX Cy4acHOro Oi3Hec-
CEpEeNIOBHUINA, 10 XaPaKTEPU3YEThCS TUHAMIYHICTIO, BH-
COKOI0 KOHKYPEHIIIEI0 Ta HEOOXiTHICTIO TPUHHATTS
IIBUJIKKX 1 TOYHHX PillleHb HA OCHOBI JJAHHX.

B po6oTi po3riIsiHyTO KITFOYOBI METOAM MAITHHHOTO
HABYAHH, SKi AKTMBHO 3aCTOCOBYIOTHCS JUIS 3aad Kia-

cudikanii KI€HTIB. YBary 30CepeKEHO Ha YOTHUPHOX
MONyJIIPHUX Tinxonax: aepesa pimenb (Decision Tree,
DT), wmeron omopHux BekTopiB (Support Vector
Machines, SVM), meton k-Gmmkuux cycinis (K-Nearest
Neighbors, KNN) ta BunaakoBuii jic (Random Forest,
RF). epesa pimens (Decision Tree, DT). Meton nepes
pilleHs € OJHUM i3 HaWZABHIMIMX MiIXOAIB y MAaIlHH-
HOMY HaBYaHHi, [I0 AaKTHBHO BHKOPHCTOBYETHCA 3
1970-x pokiB. KifouoBHM eJIeMEHTOM alTOPUTMY € BH-
3HaYCHHsS HEYHCTOTH BY3IiB. I bOr0 BHKOPHCTOBY-
FOTHCS OKa3HUKHU Gini-iHIekcy abo eHTpoTii:

Gini=1- p? :1—(ng /'ﬂ)2 —(”b/“)z’

Iie Pi — WMOBIPHICTD HAJIGKHOCTI J0 KJacy, Ng Ta Np —
KUTBKICTh 00’€KTIB y TO3UTHBHOMY Ta HETaTUBHOMY
KJ1acax BIIITOBIiZHO.

EnTtpormis:

Entropy =— p; log p; =—( g 1og pg + Py og py ).

Meton omopuux BekTopiB (Support Vector
Machines, SVM). MeTtoa onOpHUX BEKTOPIB € MOTYX-
HUM IHCTPYMEHTOM JUTs KIacHQikalii Ta perpecii, skuit
HaOyB IIMPOKOTO BUKOpHCTaHHA 3 1990-x pokiB. OcHO-
BHa MeTa SVM — 3HAaWTH ONTHUMAaIbHY TiHEPILIONIUHY,
sIKa MaKCHMaJIbHO PO3JUIAE KJIacH y 0araToBHMipHOMY
TpOCTOpi. PIBHSHHS TiIEePIUTONIIMHA:

W i+b=0,
ne W — BeKTop Bar, b — 3MillleHHs, U — BEKTOP O3HAaK.

Meron k-6mmxunx cyciniB (K-Nearest Neighbors,
KNN). Anroputm KNN 0a3yeTbcst Ha KOHICIIIIIT Tpoc-
TOPOBOI GJIM3BKOCTI JaHUX. J{7s1 HOBOro 00’€KTa BU3HA-
YaeThCsl BIZICTAHB JIO IHIIUX TOYOK y HaBUAJIbHIH BHUOIp-
1, MICJIsl YOTO BiH KIAacH(]iKyeThCs 32 OUIBLIICTIO TOJIO0-
ciB #oro k HallOMIKIHX CyCiIiB.

dopmysna oO4MCIIEHHs BIJICTaHI y N-BUMipHOMY
MIPOCTOPI:

D (%, %)= Zinzl(xli_XZi)z'

Bumnankosuii jic (Random Forest, RF). Mertox Bu-
MAIKOBOTO JIiCYy € aHCAMOJICBIM METOJOM, IO MOETHYE
KiTbKa JIepeB pilieHb. AJTOPUTM (OPMYE BHITAJKOBY
BUOIPKY O3HaK, CTBOPIOE Ul KOXHOI BHOIPKH OKpeme
JIepeBo, a IiJICYMKOBE PIIIEHHS NMPUIMAEThCA 33 MPHH-
LUIIOM O1IBIIOCTI.

AJNTOPUTM TaKOX BUKOPUCTOBYE MATPHIIO OJM3b-
KOCTi M 00’€KTaMH, sIka KOHBEPTYETHCS Y MaTPHIIO
BiJICTaHEH My MOJANbImIoi OOpOOKHM (HAmNpHUKIam, 3a
JIOTIOMOT'010 0araTOBUMIipHOTO IIKAIIOBAHHS).

3 Meroro pealtizalii cucTeMH KJlacTepH3alii Kii€eH-
TIB Yy paMKax Ii€i TUIIOMHOI poOOTH OYJI0 pO3TOPHYTO
EKCIIEPUMEHTANIBHAN CTEHJI, MI0 IPYHTYETHCS Ha MOBI
nporpamyBaHHs Python, sika € oxHi€0 3 MPOBIAHUX TeX-
HOJIOTiH y cdepl MaTMHHOTO HaBYaHHS, aHAJI3y JaHUX
Ta 0OYI0BY aHAJITHYHUX PilieHb. 3aBISIKHA CBOIH THyd-
KOCTI, 3pyYHOMY CHHTAKCHCY Ta HasBHOCTi BEJIMKOI KiJlb-
KOCTi crieriianizoBanux 6i6miorek Python no3Bosnse ede-
KTHBHO BUKOHYBATH BCi €TaIH KTy OOpOOKH TaHUX —
BiJl 3aBaHTaKEHHsI T4 OYMIICHHS 10 MOOYIOBH MOJEICH
kiacuikauii Ta Bizyanizauii pe3yabTaris.
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Puc. 2. INoTix ganux
B IHTEJIEKTYyalbHIl CHCTEMI KJIACTepH3allii KITi€HTIB

.\.

IMoTik maHMX JUIsi €KCIIEpUMEHTAJIBHOIO Cepeo-
BHIIIA TIPEJICTaBIICHa Ha pHC. 2. BiH 0XOILTIOE MOCITiTOB-
HICTh €TamiB, HeOOXiTHUX I OOPOOKHU BXiTHUX TaHHX,
HaBYaHHS MOjeNlel KiacTepu3allii, iXaHpoi Bamifarmii Ta
nofanbuiol inTeprperauii. [ToyarkoBum ertaroM € 3aBa-
HTXXEHHSI BX1JTHOr0 HabOpy aHUX — Y IIbOMY BHIAJKY
BUKOPHCTaHO Hallp OHNANH-piTeii-TaHnX, SKUH Mic-
TUTH iH(OpMALil0 NPO KIIEHTCHKI TpaH3akuii. BxigHi
JlaHl TIOJIAIOTBCSl y CHCTEMY 3a JIONIOMOTOI0 MOJYJIS
pandas, 10 BHKOPHUCTOBYETBLCA JUII CTAaTUCTHYHOI'O
aHaji3y Ta 0OpoOKH CTPYKTYypOBAHHX TaOJIHIIb.

[Ticnst 3aBaHTaXeHHS IAHUX BUKOHYETHCS Iiep-
BuHHE jgociimkenns ganux (EDA — Exploratory Data
Analysis), y mporieci SKOTO aHaNi3yIThCS PO3MOIiH,
BHSIBIISIFOTBCS MIPOIMYIIEHI 3HAYEHHS, aHOMAJil Ta Kope-
JSIiFHI 3B 13KU. [ OO BUKOPUCTOBYIOTBCS 0101110~
Teku pandas, numpy, matplotlib Ta seaborn, ski 3a0e3-
NeYyIOTh CTaTUCTHYHY 00pOOKy Ta rpadiuHe rnpeicras-

JeHHs. po3noainiB. Ha ocHOBI oTpuMaHuX pe3ysbTarTiB
BUKOHY€ThCSl BiZIOIp O3HAK 1 mMo0OyJ0Ba HOBHX 3MIHHHX
(feature engineering), 0 CHpUsAE MOKPAIICHHIO SKOCTI
knacudikanii kimieHTiB. Jani gaHi npoxonsTe eTanm Ho-
mepeIHpo1 0OpOOKHM, SKHMH BKIIOYAE MACIITAOyBaHHS
guciioBuX o3Hak (MinMaxScaler, StandardScaler), kxo-
nyBaHHS KarteropianpHux 3MiHHHX (LabelEncoder), a
TAaKOX OYHMINEHHS Ta HOpMaji3alifo 3HadeHb. Ilicis
OYHINECHHS BifOyBa€ThCSA PO3MAUICHHS NAaHNX Ha HaBya-
JBHY Ta TECTOBY BHOIpKH, IO JO3BOJIAE 3IIMCHUTH He-
3aJie)KHy TMEepeBipKy SKOCTI Kimactepm3amii. Momymi
train_test split i3 sklearn 703BOJISIOTH MPOBECTH LiE PO-
3MIIJICHHS 13 33IaHOK0 YaCTKOIO BAINANIHHOT BUOIPKH.

VY nojanbumomMy 31iHCHIOETBCS peaizalisl ajaropu-
TMIB KJacTepu3allii, cepes sKux 3acrocoBano: KMeans,
DBSCAN, GaussianMixture, a Tako:x PCA — mig mo-
HepeIHbOr0 3MEHIIeHHsST po3MipHOCTi. [[ns koxHOTrO 3
ITOPUTMIB BUKOHY€ETHCS HAJAIITYyBaHHS Tilleprapame-
TpiB i3 BuKOpucTaHHAM RandomizedSearchCV, mo no-
3BOJISIE MiAIOpaTH OoNTHUMaibHI KOHQITypamii Moserei.
VY mporeci MOZIENIOBaHHS TaK0X 3aCTOCOBYIOTBHCS CIIe-
miamizoBaHi (YHKII AJS OIiHIOBAHHS SKOCTi KJIacTepH-
saiii  —  silhouette_score, calinski_harabasz_score,
davies_bouldin score, siki gar0Th 3Mory obpartu Haii-
Kpally MOJIeJIb Ha OCHOBI ()OPMaJbHUX METPUK.

OLiHIOBaHHA TOYHOCTI Ta CTAOUIBLHOCTI Monenei
3MIHCHIOETHCS] HA OCHOBI TIOPIBHSUTBHOTO aHAITI3y PE3yJib-
TariB Kiacrepusanii. Pesynbratn knacudikauii BigooOpa-
JKAIOTBCS Y BHUTJISNL ABO- Ta TPUBUMIPHUX TpadikiB, mo-
OymoBaHuX 3a jgomomororo matplotlib Ta seaborn, mro
JIO3BOJISIE Bi3yasTi3yBaTH MPOCTOPOBE PO3TAIIyBaHHS Kila-
CTEpiB 1 3pO3YMITH JIOTIiKy PO3MOALUTY KIIEHTIB 3a cerme-
HTamu. Ha 3aBepmansHOMY etami (GpopMyIOThCS IMiACyM-
KOBI pe3yJbTarty, IKi MOXYTh OYTH iHTerpoBaHi y Oi3Hec-
QHAITHKY JIsi CTBOPEHHS IEPCOHAJI30BaHUX IPOIO3H-
it abo amamnTaIlii MapKeTHHIOBUX cTpateriit. OTpumai
3HaHH MOXYTb OyTH 30epexeHi y 0a3y nanux abo nepe-
JaHi 10 30BHINIHIX iH(QopMaliiiHux cucteM. CTBOpeHuit
EKCIIEPUMEHTAIIbHUI CTeHA BiOOpakae MOBHHH UK
kinacuikanii KIEHTIB — BiJI IMIOPTY AaHMX 1 MiJIrOTOB-
KW BHOIPKH IO KJIacTepH3allii, OI[iHIOBAHHS PE3YJIBTATIB 1
MOOYZOBH BHICHOBKIB, IO € 0a3010 Al MPHUAHSATTS pi-
meHs y Oi3Hec-cepeloBHINi. Y paMKaxX JaHOTO JIOCIHi-
JUKEHHS OyJI0 BUKOPWCTAHO BIAKPUTHHA HaOlp MaHUX 31
chepu po3apibHOi Topriemi, sikmit orpumano 3 UCI
Machine Learning Repository — oasoro 3 HaiiaBropH-
TETHIIHX JPKepeln y cdepi MammmHHOTO0 HapuaHHs. KoH-
kpetHO Oyno Bukopuctano Online Retail Dataset, stkuit
3HAXOIWTHCS Yy BIIPHOMY [OCTYIl 32 MOCHIAHHIM:
https://archive.ics.uci.edu/dataset/352/online+retail.

Bubip nporo Habopy maHUX 3yMOBICHHN HOTO 00-
CSITOM, CTPYKTYPOBAHICTIO, @ TAKOXK IITMPOKUM 3aCTOCY-
BaHHAM Yy HAayKOBUX IyOJiKamisiX, MPUCBSYEHHUX 3ajla-
YaM KJIACTEPH3allii KIII€HTIB Ta MOBEIIHKOBOI aHAIITHKH
y cdepi enekrponnoi xomepii. Habip micturs 541 909
3aIKCiB, 10 OXOILIIOIOTH iHQOpPMAIIiI0 PO TpaH3aKil,
3niiicHeni B mepiog 3 rpyans 2010 mo rpynens 2011
POKY OJHI€IO 3 OHJAWH-KOMITaHil, mo 6a3zyerscs y Be-
TUKOOpUTaHIi Ta 3alMaETHCS MPOJAKEM I0JIaPyHKOBHX
tToBapiB. KoxeH 3amuc y HaOOpi BigNoOBimae OKpeMii
TOBapHIii MO3MIIT y MeBHOMY 3aMoBlieHHI. Onuc Ha0o-
Py JaHUX MpeacTaeHuid B Tao. 1.
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Tabnuysa 1 — XapaktepucTuku gatacety Online Retail,

Ha3Ba ®opwmar / Tun Omue
3MiHHO1 3Ha4eHb
. YHIKaTbHAN HOMEpP paxy-
. Iine yucimo (6 P paxy
InvoiceNo HKy-(haktypu. [TlodaTok 3
uH@p)’ TeKCT n "
C" 03Hayae CKaCyBaHHSI.
StockCode Line uucno (5 | Ioentudikarop ToBapHOi
1udp), TEKCT TTO3HIII].
. TexcToBuit
ipti a3Ba abo OIHC TOBApY.
Description H 6 py
PSLIOK
Quantity ine uncio KinbkicTe npuadanux
OJIMHHUIIb TOBApY.
. . Yac cTBOPEHHS PaxyHKY-
InvoiceDate JaTa i yac P PaxXyHIy
(haxTypH.
UnitPrice [Hiticae yncno | lliHa 3a oAWHUILIIO TOBapy
(float) (y dyHTax cTepiHriB).
CustomerlD Line yncno (5 | VYHikanbHUi ineHTHdiKa-
1dp), TEKCT TOp KIi€HTA.
Countr TexcToBuit Ha3sBa kpainu npoxuBas-
y PSIOK Hs KJIIEHTA.

OmiHroBaHHA SKOCTI KJacTepu3amii € KPHUTHIHO
BaXIMBUM €TallOM Yy TMIPOIECI CeTMEHTAIlil KITi€HTIB,
OCKUTBKH JO03BOJISIE KUTBKICHO BHU3HAYHTH, HACKUIBKH
nobpe chopMoBaHI KIacTepH BiZOOpakalOTh peabHi
3aKOHOMIPHOCTI y TaHUX. Y MeXkax IL[bOro JOCITiIKSHHS
JUIsL BasTifanii KiacTepu3aliiHuX Mojened OyJio BHKO-
puctano Tpu ocHoBHiI merpuku: Silhouette Score, iH-
nekc Kaminceki-Xapa6asa (Calinski-Harabasz Index) ta
inzexc [leBica-boynnina (Davies-Bouldin Index). Kox-
Ha 3 HUX 3a0e3nedye cneuudiuHy OIHKY KOTe3ilHOCTi
(BHYTpILIHBOI Y3TO/PKEHOCTI) KJIACTEpiB Ta CTyNeHs iX
BiJOKpEMIICHHSI OJMH BiJl OAHOTO B 0araTOBHMipHOMY
MIPOCTOPi O3HAK.

Ha mepmomy erami uis KOKHOTO KIlieHTa OyIo
oOuncineno 3HadeHHs RFM-mokasHukiB. 3o0kpema,
Recency Bu3Hauamace SK KUIBKICTH THIB 3 MOMEHTY
OCTaHHBOI MOKYIIKH JIO JaTH 3aBEpLICHHS CIOCTepe-
xeHHsI, Frequency — siK KiJIbKICTh yHIKaJIbHUX TpaH3aK-
iH, 3MICHEHUX KIIIEHTOM, a Monetary — sIK 3arajibHa
Cyma BUTpAT 32 BCl 3aMOBJICHHSI.

Ha ocnoBi otpumannx RFM mnokasuukis 0yio pe-
QJII30BaHO MOALI KIIIEHTIB HA I’ITh OCHOBHUX KaTeropin
(puc. 3): Top customers — kiieatu 3 RFM-ckopom Buiie
4.5; High-value customers — 6insme 4.0; Medium-value
customers — 6inbmre 3.0; Low-value customers — 6inbie
1.6; Lost customers — Hik4e abo mpopiBHIOE 1.6.

Top customers

High-value customers
Lost customers

Medium-value customers

30.0%

Low-value customers

Puc. 3. Po3nozin kiieHTiB
3a cermentamu RFM ananizy

Pesynbratm RFM-aHanmizy mnokasanu, IO JIHMIIE
OJIM3BKO I1°SITOT YaCTHHH KJIIE€HTIB 31HCHIOIOTH PEryJis-
pHI Ta BHCOKOBapTicHi Nokynku. Lle cBimunuTh mpo no-
TeHLliaJl 10 ONTHMIi3allii B3aeMOJil 3 MEHII aKTUBHUMHU
KJIIEHTaMH [UIIXOM BIIPOBA/PKEHHS NEPCOHATI30BaHUX
KaMITaHif, CHCTEM JIOSITBHOCTI Ta PEKOMEHIAIHUX
CepBiciB. Y SIKOCTI OJJHOTO 3 OCHOBHHUX AJITOPUTMIB KJla-
crepusanii Oymno 3actocoBano K-Means, sxuif mmpoko
BHKOPHCTOBYETHCS 3aBISIKH CBOIM MPOCTOTI peamizamii
Ta e(heKTUBHOCTI IS BEIMKHUX OOCSTiB maHuX. [ng Bu-
3HAYCHHS ONTHMANBbHOI KinmbKocTi KiactepiB (k) Oymo
BHKOpHUCTaHO MeTo[ "nikoTh" (elbow method).

Ha ocHoBI BisyanpHOro anaiisy rpacdika (puc. 4)
OyJI0O BCTaHOBJICHO, L0 ONTHMAaJbHA KUIBKICTH KJlacTe-
piB IOpIBHIOE 3, OCKUIBKM caMe IpU LIbOMY 3Ha4€HHI
CIIOCTEPIracThCsl HAaWOLIBII BHpaKEHUH 371aM iHepIii.
[licns Bu3Ha4YCHHS mapameTpa k OyJo mpoBeneHO Mac-
mradyBaHHS O3HaK 3a  jgomomororo  Min—Max
Normalization, mo6 npuBeCTH BCi YHCIOBI 3HAYCHHS 10
OJIHOTO Jiama3oHy. Lle 103BOJIsIE yHUKHYTH 3MILICHHS B
pe3yibTaTtax KiacTepH3allii, sSIke MOXXe BHHUKHYTH 4e-
pe3 aucbanaHc y MacIuTabdax OKpeMHX O3HAK, 0COOIHMBO
3 oy Ha Te, mo K-Means BUKOpUCTOBYE €BKIIZOBY
BIICTaHb SIK METPHKY MOJIIOHOCTI.

Elbow method

254

20 4

15+

Inertia

10

T T T T T T T T T
2 3 4 5 6 7 8 9 10
Number of clusters

Puc. 4. Busnauenns kinbkocti kmacrepis 3a «elbow method»

[icna macmtabyBanHs O0yiio MOOYAOBaHO KiacTe-
pusariitny Monens meromoM K-Means 3 Tppoma Kiac-
TepaMu. Pe3ympTaTH Mojeni Bi3yalli3oBaHO y BHTJISMI
niarpaMu po3sciroBaHHA (scatter plot), e KOXHa TOYKa
npe/CTaBisie KI€HTa, a KOJIp MO3Ha4Yae KiacTep, 10
SIKOTO Horo BifgHeceHo (puc. 5).

Customer Segmentation
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Puc. 5. liarpama po3sciroBanus (scatter plot) ms k=3

JIyis BUKOHAHHS KJIaCTepHU3allii 3a JOIIOMOTOK MO-
neni Gaussian Mixture Model (GMM) nonepenuso Oy-
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JIO 3aCTOCOBAHO METO]| TOJIOBHUX KomroHeHT (Principal
Component Analysis, PCA) 3 MeTOX0 3HMKEHHS pO3Mi-
pHOCTI BXimHUX nanux. Ha puc. 6 mpezacTasieHo Bi3ya-
Ji3amnilo pe3ysbTaTiB KiacTepusalii, OTpUMaHuX 3a J0-
nomoroto Gaussian Mixture Model.

Gaussian Mixture Model Clustering (PCA projection)

Cluster 0

°
@ Clusterl o3 ° ... °
034 Cluster 2 PR, / A.-e
0. oG ORI
° °
- »_
0.2 L4 Ld
F) o; Se “‘ﬂ‘..
o1 o °¢%e W% X
*o Bl S “B.
° r. ° °
0.0 e ~

Principal Component 2

—0.6 0.4 -0.2 0.0 02 04
Principal Component 1

Puc. 6. Bizyaunizanis pe3ynpTaTiB KiacTepu3anii METo10M
Gaussian Mixture Model y npoctopi P1-P2

Iepen 3actocyBanasM DBSCAN mani 6ymo HOp-
MaJli30BaHO 3a JONOMOTOI0 CTAaHAAPTHOTO MacuITady-
BaHHS, 1[0 JI03BOJIIJIO BHUPIBHATH BHECOK YCIX O3HAaK y
oOuncieHHs BigcTtaHeli. OCHOBHUMH MapaMeTpamu al-
TOPUTMY €:

- eps — pajiyc OKOJIy TOYKH, SIKMH BHM3HAuae
MaKCHMaJIbHY BIJICTaHb MK TOYKAMH B MEKax OJJHOTO
KJIacTepa;

- min_samples — miHimMasbHa KiTBKICTh TOYOK Y
MeKax OKOJy, HeoOXiHa /I TOro, 00 TOYKY BBaXKa-
TH OCHOBHOIO (core point).

Jast migbopy ONTHMANBEHOTO 3HAYEHHS IapaMeTpa
eps Oyno Bukopuctano K-distance rpadix, sikuii JeMOH-
CTPy€ BINCTaHI OO HAWONIMKYUX CYCINiB A KOXKHOL
ToukH. [lonpu TpyAHOLII Y TOYHOMY BU3HAYEHHI 3j1aMy
(knee point), ekcriepuMeHTaILHUM 1IUIIXOM OYJI0 BCTa-
HOBJICHO, 1110 3Ha4YeHHsA eps = 0.3 3abe3neuye Halkpally
KJIACTEPH3AIlif0 3 TOYKH 30Py PO3AUICHHS JaHHUX Ta CTa-
O1JIBHOCTI pe3yJIbTAaTiB.

IMicns Bukonanus DBSCAN-knacrepusamii Kox-
Hill TOo4Ii OyJI0 MPUCBOEHO BiAIOBIIHY MITKY KJIacTepa,
a TOYKH, SKI HE MaJH HOCTATHBOI KITBKOCTI CyCiIliB Y
MeXax eps, Oynu kiacu(ikoBaHi sSK IIYMOBI Ta OTpHMa-
1 MiTKy -1. Inst o6umcieHHs 3aranbHOI KUTBKOCTI Kita-
cTepiB y BUOIpIi BpaxOBYBaIWCS JIMIIE BaJlifHI (HEHY-
JIbOBI) KJIACTEpH, TOOTO KUIBKICTh YHIKQIBHHX MITOK
0e3 ypaxyBaHHS [IIyMOBHX TOYOK.

Ha puc. 7 npeacraBieHo pe3ysibTaTy KilacTepusa-
uii metomom DBSCAN y nBoBUMipHOMY TPOCTOPi.

Ha puc. 8 HaBeneHo rpadiuHy Bizyamizariio pe-
3yJbTATIB KiacTepu3aliii 3a gomomoror BIRCH.

Anroputm BIRCH (Balanced Iterative Reducing
and Clustering using Hierarchies) € edexTuBHUM 3aco-
60oM iepapxiuHOi KJIacTepu3aii, creniaabHo po3podie-
HUM JUIsE OOpOOKH BEJIMKMX MAacHBIB JaHHX 32 OOMexe-
HUX pecypciB mam’sari. OnHi€l0 3 KIIOYOBUX IepeBar
BIRCH € #ioro 31aTHicTh 10 iHKpEMEHTAIBHOTO HO0Y-
JyBaHHS KIACTEPHOI CTPYKTYpPH, IO 3a0e3euye Macil-
TabOBAHICTh Ta BUCOKY IIBHIKOJIIIO IMiJ 4ac 0OpoOKH
pealbHUX Oi3HEC-CIIeHapiiB.

DBSCAN Clustering Result

Cluster 0
Cluster 1
Cluster 2
Noise

0.5

0.0
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Puc. 7. Bizyamizamis pe3yspTaTiB KIacTepu3arii

metogom DBSCAN
BIRCH Clustering Visualization
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Puc. 8. Bizyanizaunis knactepusanii Mmeromom BIRCH

KinrouoBuM mapaMeTpoM airoputMy € Hopir
(threshold), sikuit Bu3HA4Ya€e MaKCUMATBbHUI JOMYCTH-
MHUH JiaMeTp MigKIacTepiB, mo (HOPMYIOTECS Ha KOXK-
HOMY etami moOynosu nepesa kiactepiB (CF Tree)

VY Mexax eKCIepUMEHTy OyJI0 IpOTEeCTOBAaHO HHU3-
Ky ITOpOTOBHX 3HaveHb y miama3oni Big 0.01 mo 1.0. Ha
ocHOBI aHamizy Mmerpuku Silhouette Score Haiikparii
pe3ysbratd Oyiiu JOCATHYTI npu 3HaveHHi threshold =
0.01, mo mo3BoNMIO CHOPMYBATH UITKO BiIOKpEMIICHI
Ta CTPYKTypHO 30anaHcoBaHi rpymnu. KinbkicTs BusiBIie-
HHUX KJIACTEpiB 3a TaKOrO HaJallTyBaHHs CKJaja TPH,
IO BIJIOBIAE OUiKyBaHIM KiacTepHi CTPYKTypi Ha
OCHOBI BXIJIHUX O3HAaK.

VY Mexax JaHOTO JOCHTIPKEHHS OyJIo IPOBEJIECHO
MOPIBHSUIbHY OLIHKY €()eKTHBHOCTI KiIacTepH3alliiiHuX
QITOPUTMIB Ha ocHOBI nokasHuka Silhouette Score. [lo
a”anizy OyJo BKJIIOYEHO Taki Metoau: Gaussian Mixture
Model (GMM), K-Means, BIRCH, DBSCAN. O6paHni
anroputMu 3abe3neunin moOynoBy KiIacTepiB i3 MiHi-
MaJbHUMH OOYHCIIOBAIFHUMH BUTpPATaMH, IO POOUTH
iX MPUAATHUMU I 0OpOOKH MACHBIB JJaHUX 13 HEBEIH-
KOO KiBKICTIO BUMIpiB. 3a pe3yJbTaTaMH MOJCIIOBaH-
Hs OyJI0O BCTAaHOBJICHO, 1110 Mosieinb GMM y noeaHaHHi 3
MOTIepeIHIM 3HIKEHHAM po3MipHOcTi Metomom PCA
3a0e3meunia HaBuiuii mokasHuk Silhouette Score,
skt cxnaB 0.80 (puc. 9). Lle cBiquuTh Npo YiTKE Bifo-
KpeMJIEHHsI KJIacTepiB Ta MiHIMaJIbHE IEPEKPHUTTS MiXK
HUMH. BizyanpHuii aHai3 migTBEpAHB BUCOKY 3TypTO-
BaHICTh €JIEMEHTIB y MeXKaX KOXXHOI IpyIu, LI0 J103BO-
JI€ TIPUITyCTUTH BiICYTHICTh XMOHO KiTach(piKOBaHUX
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00’extiB. Takuil pe3ynbTaT IMOSICHIOETHCS 3/ATHICTIO
GMM MozenoBaTH Bapialilo JaHUX Y KOKHOMY KJac-
Tepi, o 3a0e3Mnedye THyYKiCTh Ta TOYHICTh PO3MOILTY.

lMopiBHAHHSA KNacTepu3aLiiHux anropuTMis 3a Silhouette Score
L0

0.8 4

Silhouette Score
°
@

o
=

pCh V‘Means B‘N‘,H

aBSCN‘

MM *

Puc. 9. [TopiBHSIHHS AITOPUTMIB KJIacTepH3aLil

Mertoau BIRCH ta DBSCAN mnoka3anu nomipHi
pe3ysbTaTH, 3BaXKAOUU Ha Te, 110 O0M/Ba OpPiI€HTOBAHI
Ha IMUTBHICTH Ta BiACTaHI MiXK TOYKaMH, a HC Ha mapa-
METpHYHE MOJIENIOBAHHA PO3MOALTiB. IXHA Tepesara
MIPOSIBIISIETHCST B 00pOOIIi BEIMKAX MAaCHBIB JaHHX 1 PoO-
00TH 3 HeCTaHIAPTHUMH (OpMaMHU KIACTEPiB, 0COOIH-
BO y BHIIaJKax BHUCOKOI po3MipHocTi. OHaK y TaHOMY
JIOCITI/KCHHI, 3aBASKH 3HIKCHHIO PO3MIPHOCTI 3a J0-
nomoroto PCA, GMM 3Mmir npopeMoHCTpyBaTH Kpariii
pe3ysbTaTy.

Merton K-Means noka3zaB pe3yJsbTar 31 3HAYSHHIM
Silhouette Score na piHi 0.64. IIpu npoMy B x01i jae-

KUTPKOX 3aIlyCKIB MOJENI 3 Pi3HHMH IHII[iai3aisamMu
LEHTPOIniB Oyio 3ahikcOBaHO BapiaTHBHICTH pe3yJbTa-
TiB y Mexax 0.06, 0 € THIIOBOIO OCOOJMBICTIO IIHOTO
MeTony. BoHa 00yMOBJIeHa CTOXaCTHYHHUM XapaKTepoM
BHOOpY MOYATKOBUX KJIACTEPIB, II0 MOXXE BIUIMBATH Ha
KiHIIEBYy SKICTh pO30OWTTS, OCOONMBO B 3a/aYax,
OB’ SI3aHUX 13 BEJIMKIMH HabOopaMy JaHUX.

3aramoM pe3ynpTaTH CBiM4aTh MPO €(EeKTUBHICTH
nmoegaanHs PCA + GMM pmns xnactepu3aliii KII€HTIB
3a KOMIUIGKCHUMH oO3Hakamu. lled migxim Jgo3BoJIsIE
BHUSBISTH TJIMOOKI 3aKOHOMIpPHOCTI B  TOBEIiHII
00’exTiB O3 BTpaTn KpUTHYHOI iH(pOopMaIlii, 10 poOUTH
HOro MEepCreKTUBHUM 11 Oi3Hec-aHaJITHKH, TepCcoHa-
JIi30BaHOT0 MapKETHHTY Ta CUCTEM PEKOMEH/Ialii.

BucHoBku

Pesynbrati poOOTH MiATBEpAMIN TOUITBHICTE Ta
e(QeKTHBHICTh BUKOPHCTAHHS METOJIB MAIIMHHOTO HAaB-
YaHHA U1 3ajad Kiacudikarii kimieHtiB. Po3pobneHa
CHCTeMa MOXe OyTH ajanToBaHa JJIs BUKOPHUCTaHHS Y
cdepi ereKTpoHHOI KoMepiii, OaHKiBCBKOTO 00cIyro-
BYBaHHSI, TEJICKOMYHIKallil, a TAKOX B 1HIIUX Taly3sX,
Jie BOKJIMBUM € aHANI3 CIIOKUBUOI MOBeniHKH. [IpakTu-
YHa pealtizallisi CTBOPEHOTO PIllICHHS 03BOJISE IHTETPY-
BaTH HOro y OUTbII MIMPOKI iHPOpMaNiiHO-aHATITHYHI
aTGOPMH 3 METOI0 aBTOMAaTH3aLlil POLECIB NPUITHST-
TSl yNPaBIIHCHKUX PIllIeHb, 110 BiIKPUBAE MEPCIEKTUBH
UL TIONANBIINX JOCHTIDKeHb Y HANpsIMKY IHTerparii
KJacTepus3anii 3 MPEIUKTUBHUMH MOICISMH Ta PEKO-
MEHAALIHHAMH CHUCTEMaMH.
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Information system for intelligent customer classification: architecture, implementation, and experimental research
Oleksandr Shmatko, Daria Malyshenko, Olena VVoloshchuk

Abstract. Relevance. In the context of ongoing digital transformation of business processes, there is a growing demand
for intelligent information systems capable of analyzing and processing large volumes of customer data. One of the key direc-
tions in this field is automated customer classification using machine learning algorithms, which significantly enhances the effec-
tiveness of marketing strategies and decision-making. Object of the research: customer classification processes in information
systems using machine learning methods. Purpose of the article: to design, implement, and investigate the architecture of soft-
ware components of an information system for intelligent customer classification, taking into account requirements for scalabil-
ity, performance, and classification accuracy. Research results. The article proposes an architectural model of an information
system that includes modules for data collection, preprocessing, and customer classification. Several software components were
implemented, integrating machine learning algorithms such as logistic regression, decision trees, and support vector machines.
Experimental studies based on a real-world dataset demonstrated high classification accuracy and the system’s efficiency under
limited computational resources. Conclusions. The developed information system ensures accurate customer classification and
can be applied in commercial data analytics platforms. The research findings can be used to further improve intelligent software
systems for data analysis.

Keywords: information system; customer classification; machine learning; software architecture; logistic regression; de-
cision trees; experimental research.
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METHODS AND ALGORITHMS FOR VIRTUAL MACHINE MIGRATION

Abstract. The article discusses various aspects of virtual machine migration. The process of moving them between
different hosts, data storages, or even between cloud environments. It can be performed in two modes: cold migration,
when the virtual machine is previously turned off, and live (dynamic) migration, which occurs without stopping its
operation. Thanks to live migration, it is possible to transfer active virtual machines, for example, between servers within a
cluster, without interrupting the provision of services. To organize such a process, special administration tools are used, in
particular Hyper-V Manager or System Center Virtual Machine Manager from Microsoft Learn.

Keywords: cold migration, virtual machine, host, data storage, cloud environment, dynamic migration.

Introduction

In the context of the rapid development of
information technologies and the growth of computing
workloads, virtualization technologies are gaining
special importance, which ensure the rational use of
hardware resources and increase the flexibility of
infrastructure management [1, 2]. One of the key
mechanisms of virtualization environments is the
migration of virtual machines (VM), which is the
process of moving VM between different physical hosts,
data storage systems or cloud platforms in order to
ensure the continuity of computing processes, load
balancing and increase the fault tolerance of systems
[3]. In the scientific and technical literature, two main
approaches to migration are distinguished: cold, which
involves stopping the operation of the virtual machine
before transferring, and live (dynamic), which allows
moving without interrupting service [4, 5]. The latter
approach is of particular relevance in the context of
critical services, where even minor delays can lead to
significant losses.

The choice of optimal migration methods and
algorithms is determined by the need to minimize
transfer time, reduce latency, preserve data integrity,
and ensure high performance of the computing
environment [6, 7]. That is why conducting a systematic
analysis of existing solutions in this area is an urgent
scientific and practical task aimed at improving
approaches to building and operating modern virtualized
and cloud infrastructures.

Main part

The concept of cloud computing is a type of
distributed data processing and storage aimed at
promptly providing consumers with secure, high-
quality, scalable and automatically configured IT
services on demand based on the pay-as-you-go model
[8]. The National Institute of Standards and Technology
(NIST) defines cloud computing as a combination of
three service models: SaaS (Software as a Service) -
software as a service; PaaS (Platform as a Service) -
platform as a service; laaS (Infrastructure as a Service) -
infrastructure as a service [9, 10]. The implementation
of these types of models is carried out within the
framework of the data center, which is owned or leased
by the service provider. Currently, as part of improving

the processes of organizing and functioning of the data
center, the technology of their virtualization is used as
the main technology for managing its computing and
communication resources [11]. This type of data center
is called virtualized or software-defined data center
(SDDC) [12]. SDDC is a software add-on within a
physical data center, which is a set of virtualized VRCs,
such as servers, data storage systems (DSS), network
components (telecommunication infrastructure), as well
as a management system for them, which are deployed
and managed as a single unit. The VCDC has the same
functionality as a physical data center, while having
additional  benefits  provided by virtualization
technology. In fact, the VCDC, using virtualization
technology, forms an abstract representation of the
physical data center. In this case, the entire
infrastructure of the physical data center, namely:
processors (processor cores), RAM, data storage
systems, network equipment, automation and
information security tools are represented in the VCDC
as a set (pool) of VRCs. In general, the concept of a
virtual data center is formed on the basis of a
generalized approach to virtualization of computing
resources and already well-formed concepts of
software-defined networks (SDN) and software-defined
data storage systems (SDS). As in the case of SDN and
SDS, such an approach allows us to present a virtualized
data center in the form of IT as a Service (ITaaS)
platforms.

Fig. 1 discusses the detection of underloaded or
overloaded physical machines (PM) (steps 5 and 6)
where one or a subset of VM must migrate between PM.

One of the goals of this migration is the need to
eliminate SLA violations. The types of migration are
presented in a generalized form in Fig. 2.

It is obvious that, regardless of the type of
migration, this process boils down to the transfer of the
state of virtualized computing and communication
resources of the VM between the original and target
PM. The state of virtualized computing and
communication resources includes:

- state of the processor or processor cores (VCPU
State);

- content of the operational memory (Memory
content);

- the contents of storage of virtual disks (Storage
content).
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Fig. 2. Types of VM migration, their criteria and purpose

It is obvious that, regardless of the type of
migration, this process boils down to the transfer of the
state of virtualized computing and communication
resources of the VM between the original and target
PM. The state of virtualized computing and
communication resources includes: state of the
processor or processor cores (VCPU State); content of
the operational memory (Memory content); the contents
of storage of virtual disks (Storage content).

Modern data centers support a single storage of
virtual disks, accessible through the telecommunications
system of the data center in read-write mode for the
whole set of VMs located on different PMs. The state
VCPU State actually determines the context of the
registers of the processor (processor core), which is not
critical from the point of view of transfer between the
source and target CPU. The most critical from the point
of view of the operational efficiency of the VM
relocation process is the content of the pages (pages) of
its operational memory (Memory content). In general,
the VM migration process is presented in Fig. 3.

As part of the process of VM migration presented
in Fig. 3, it is classified into:

- non-live migration (VM Non-Live Migration);

- live (or dynamic) migration (VM Live
Migration).

Non-live migration is performed offline. This
means that VMs must be suspended on the source VM
and the state of their virtualized computing and
communication resources must be copied to the target
VM, after which the VMs can be resumed. To transfer
the state of Memory Content, non-live migration uses
the stop-and-copy method, in which the execution of the
VM must be suspended in order to copy its pages of the
virtualized RAM to the target PM (stage 1 in Figure 3),
and the VM can be resumed only after performing this
copy operation. VM Live Migration refers to the
transfer of the state of its virtualized computing and
communication resources between the hardware
computing and communication resources of a set of
VMs located either within one data center node or on
territorially distributed data center nodes.
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Fig. 3. General representation of the VM migration process

Existing VM Live Migration technologies mainly
differ in the features of the transfer of the Memory
Content state, which are based on the concept of
memory organization of modern operating systems (OS)
of server platforms that support the software and
hardware technology of page memory allocation (Page
Memory). According to this concept, the Memory
content resource is represented by two sets of memory
pages: Many free F pages (from Free); many busy
("dirty™) pages D (from Dirty).

A busy ("dirty™) memory page is a page in which a
part of the C software context, the software being
executed, or its individual modules is written: software
code (modules); the code of the libraries necessary for
the functioning of the software code; software
configuration data (modules, libraries); data processed
by software (modules, libraries).

It is obvious that the power of the set D is a
variable value, the value of which depends on: the
current value of the power of the set F at the moment of
loading the software (modules, libraries) into the PM
memory; values of the C software context at the time of
loading the software (modules, libraries) into memory;
values of the dynamically loaded context tn of software
C at moments of time tn. In a generalized form, the
principle of VM live migration is presented in Fig. 4.

It can be seen from Fig. 4 that two types of VMs
are used in the process of implementing VM Live
Migration:

1. Migratable (initial) VM, the state of which
requires transfer (migration).

2. The target VM is located on the target VM,
which, when started, will implement the functions of the
migrated VM.

It is obvious that the state of the target VM at the
time of startup should not be active (sleeping). Otherwise,
the VM hypervisor will not get access to the set F ee
memory pages. In turn, the state of the migrated VM
must be active (running), since the current context of the
C software running on it must be transferred during the
Live Migration process, both at the start of the VM Live
Migration process and during its development.

P
/ Migrating VM Target VM \
| |
| (—\ |
| Memory resource Memory resource |
| = |
3 Restart VM1 : F D ik F :
2 D B
MigratingVM1 | | [ — ? |
¥
| |
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~ e U P e -
- T T T T Sy
! N
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\ Data center Data center /
> /

Fig. 4. General presentation of the technology
of VM live migration

The basic operation of VM Live Migration is the
copying (Copy) of a set of pages D. At the same time,
the VM hypervisor, having determined the target VM,
iteratively selects a subset of pages D ' D of the
memory resource of the migrated VM, available for
performing the Copy operation, at each moment of the
VM Live Migration process. The elements of the subset
D ' include pages that, at the time of their selection, are
not accessed for the execution of the write operation
(Write) by the software (modules, libraries) operating
on the migrated VM. It is obvious that the duration of
the VM Live Migration process depends significantly
on the activity of the software functioning (modules,
libraries) specified above and can take a significant
amount of time and can lead to an increase in the target
quality indicator of the service provided to the user
(software response time).

For example, studies of VM Live Migration of
specific application services [6] showed that VM
downtime varies depending on the implemented software
workload template (software workload) from 60
milliseconds (gaming software) to up to 3 seconds in the
case of high-performance computing software. Numerous
studies have shown that the response time of software
running on migrated VMs increases significantly during
the entire Live Migration period. As part of the
optimization of the VM Live Migration process in terms
of the response time of the software, algorithms for its
implementation  were developed, using various
approaches to the implementation of the Copy operation.
Currently, there are implementations of VM Live
Migration based on two approaches:

1. Pre-copy — based on a two-stage scheme that
implements a preliminary iterative sending of the
contents of the VM RAM pages to the source VM
(stage 1), and its stopping, and copying the state of its
other resources (processor and disk storage) to the target
VM (stage 2);

2. Post-copy — based on the preliminary transfer of
the minimum VM state (CPU state, state of registers and
input/output  subsystem) and subsequent iterative
transfer of memory pages on demand (paging on
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demand). Depending on the implementation, modern
hypervisors of the first type support various of the VM
Live Migration technologies considered above or their
hybrid solutions.

A summary of the features of the functioning of
various implementations of the pre-copy and post-copy
Live Migration algorithms is presented in Fig. 5 and 6.

( Start of migration >

Are the pages
copied?

Selection of target PM

NO

Reservation of virtualized

resources of the target PM Temporary stop of YM and copying

CPU state and Storage content

Select all memory content pages and |
set their status to busy (dirty)
Restart VM on target PM
k—f'\
Iterative copy of occupied memory l

content pages to the target PM

( End of migration )

Fig. 5. Scheme of the VM Live Migration pre-copy algorithm
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resources of the target PM page:
L YES
Selecting the minimum VM
state Copying a page from a migrated VM
]
Transferring VM configuration to
target PM
T NO Have all pages been
transferred?
Transferring the minimum state of
the VM to the target PM
YES
( End of migration )
Restart VM on target PM

Transferring WVCPU
State and remaining
pages

I

Fig. 6. Scheme of the post-copy VM Live Migration algorithm

Fig. 7 summarizes the time diagrams of the
specified migration algorithms, reflecting the ratio of
idle time to the total migration time.

Restart VM on
target PM

| -

temporary downtimepages

A)O.

total migration time

Temporary stop Transferring

Restart VM on

Transferring
dirty pages

Transferring

of VM on the
original PM VCPU State | target PM : pages
temporary downtimepages
B} : total migration time
]
I
. Temporary stop .
Transferring of VM on the Transferring Restart VM on Transferring
target PM
pages sets | original PM | VCPU State | g | pages
C) temporary downtimepages

total migration time

Fig. 7. Generalized timing diagrams of Live Migration algorithms: a) pre-copy, b) post-copy, c) hybrid Live Migration

In Table 1, a brief study of the features of the
implementation of the specified algorithms is performed
from the point of view of idle time, which leads to an
increase in the response time performed on VM
software. In particular, basic metrics reflecting the
effectiveness of the Live Migration process

implemented by pre- and post-copy algorithms are
defined (Table 1).

Figure 8 shows the time diagrams of the
implementation of the pre- (a) and post-copy (c)
algorithms, showing the interrelationship of the metrics
presented in Table 1.

170

SuiBed-aug



ISSN 2073-7394

Cucremu yrpaBiiHHs, HaBirarii Ta 38's13ky. 2025. Ne 3

Table 1 — Metrics for evaluating the effectiveness of the live migration process of virtual machines

The name of the
metric

Description of the metric

t1 - preparation time

The time between the start of the migration and the transfer of the CPU (processor) context of the
VM to the target VM, during which the migrated VM continues to execute and form new pages of
set D. For the pre-copy algorithm, it includes an iterative procedure of copying the entire set of pages
D. For the postcopy algorithm, this time is insignificant.

t2 - downtime

Time during which execution of the migrated VM is suspended. First of all, it includes the CPU
context transfer time. For the pre-copy algorithm, this transfer time includes the transfer of the last
subset of pages D ' D. For the post-copy algorithm, the time required by the VM to start on the
target PM t3 - the time of resume

t3 - renewal time

The time between the resumption of VM execution on the target PM and the end of the migration as
a whole. For the pre-copy algorithm, it consists of replanning the target VM and deleting the
migrated VM. For the post-copy algorithm, it implements the main stages of migration (Figure 8)

Npage - the number

The total number of copied pages of the set D, including their duplicates, according to the metrics
tpod, simple t, t3. The pre-copy algorithm copies most of the pages for tpod. The postcopy algorithm

of copied pages

copies most of the pages for t3.

t1 t2 ta
A)
Pre-copy iterations
1 2 3 n
G T T T T TTToTTooTTmommgesees »
t post-copy t pre-copy
B} T t i3
Procedure Pre-paging

Fig. 8. Time diagrams of the implementation of live migration algorithms: a) pre-copy, b) post-copy

When performing Live Migration algorithms, Xen
VMM, KVM Hypervisor, Microsoft Hyper-V, ESXi
hypervisors are connected. As part of the process of
functioning of the data center, the implementation of the
VM Live Migration process (regardless of the algorithm
of its implementation) is performed for a certain subset
of VMs on the basis of a previously formed
reassignment plan (VM-PM Remapping). Usually, it is
presented in the form of a migration matrix (MM) - a bit
map that determines the mapping of the nth VM to the
kth PM.

Figures 4-8 show that, depending on the Live
Migration algorithm used, the time characteristics of
this process, as well as the characteristics of computing
and communication resources involved in its
implementation, differ significantly. They determine the
overheads that are part of the data center administration
process and can influence the overall efficiency of the
data center operation.

It is obvious that the dynamics of the functioning
of VMs in large virtualized data centers, which are
generally random in nature, in combination with the
automatic solution of the VM hypervisor to the task of
balancing the load on multiple VMs using the VM Live
Migration algorithms discussed above, over time can

lead to the fragmentation of a set of VMs by a set of
distributed VCRs of VMs. Usually, such a
fragmentation problem arises during the operation of the
formed structure of virtualized computing and
communication resources, depending on the intensity
and specifics of the tasks solved by the users of these
VMs.

Thus, it is important to consider methods that
support the VM relocation process, taking into account
the influence of Live Migration algorithms on this
process.

Conclusion

The analysis shows that virtual machine migration
is a key mechanism of modern virtualized and cloud
environments, which ensures the continuity of service
provision, optimal use of computing resources and
increased fault tolerance of the infrastructure. The main
approaches to its implementation are cold and live
migration, with the latter gaining the most popularity
due to its ability to provide minimal downtime and high
availability of critical applications.

Research into modern methods and algorithms has
shown that the efficiency of the migration process
depends on optimizing transfer time, reducing network
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costs, preserving data integrity and maintaining quality Thus, further scientific research should be aimed at
of service (QoS). improving existing algorithms and developing new

The development of new approaches in this area is  migration methods, which will increase the scalability
focused on the use of intelligent control algorithms, load  and reliability of virtualized systems, as well as ensure
forecasting technologies and integration with cloud and  their effective integration into the architectures of next-
edge computing infrastructure. generation computing networks.
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MeTonu Ta aaropuT™Mu Mirpanii BipTyaJasHUX MaIIMH
C. C. Ilupoxenko, B. O. Paguenko

AHoTanisi. YV crarTi po3risHYTO Pi3Hi acHeKTH Mirpamii BipTyalbHHX MAIIHH, NPOILEC 1X MEpeMilleHHs MK Pi3HUMH
XOCTaMH, CXOBHILIAMH JIaHUX ab0 HaBiTh MK XMapHUMH cepeloBUIIaMy. BoHa MoJKe 3iiCHIOBATHCS y JBOX PEKUMaX: XOJOAHA
Mirpariisi, KOJIi BipTyaJibHa MalllHA [ONEPEIHO BUMUKAETHCS, Ta XKUBa (IHHAMIYHA) Mirpallis, ska BiOyBaeThcs 0e3 3ynHHKH ii
pob6otu. 3aBasky KUBIH Mirparii MOXJIMBO NEPEHOCUTH aKTHBHI BipTyalbHI MallWHH, HATPUKIAN, MDK CepBEpaMH BCEpeHHI
KiacTepa, HE IepepuBaloyd HaJaHHsA nociyr. st opraHizamil Takoro IpoLecy 3aCTOCOBYIOTh CIIEIiaibHi iHCTPYMEHTH
anMiHicTpyBaHHs, 30kpema Hyper-V Manager ago System Center Virtual Machine Manager Big Microsoft Learn.

KawuoBi caoBa: xonoxHa mirpaiis, BipTyaJlibHa MallWHa, XOCT, CXOBHIIE JaHUX, XMapHE CEpelOBHUILE, TUHAMIYHA
Mirparis.
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FEATURES OF PLANNING MOVABLE CLOUD VOIP SERVICE

Abstract. The article discusses approaches to planning a non-stationary cloud VolP service, which is characterized by
dynamic load variations and increased quality of service requirements. Key parameters of effective service operation are
analyzed, including traffic forecasting, adaptive allocation of computing resources, infrastructure scalability, load balancing,
and fault tolerance. It is shown that the use of cloud technologies ensures flexibility and high availability of VVolP services,
while also reducing infrastructure costs. Special attention is paid to challenges related to minimizing network latency and
maintaining stable voice call quality. The obtained results can be applied to optimize the processes of designing and managing

cloud-based telecommunication systems.

Keywords: VolP service, cloud, computer system, infrastructure cost, scalability, traffic.

Introduction

The current stage of information technology
development is characterized by the widespread use of
cloud computing and services that provide scalability,
flexibility and high availability of computing resources.
One of the most popular areas of application of cloud
platforms is the implementation of voice communication
systems over the Internet (VolP), which allows to
significantly reduce the costs of telecommunications
infrastructure and ensure integration with other digital
services [1, 2]. However, unlike stationary solutions,
cloud VolP services have a dynamic nature of the load,
which varies depending on the number of users, time of
day and external conditions. This necessitates the
development of effective planning methods that can take
into account the non-stationary nature of traffic and the
peculiarities of the cloud infrastructure. Important tasks
in this regard are ensuring quality of service (QoS),
optimal use of resources and minimizing delays in voice
data transmission [3, 4].

Thus, the relevance of the research lies in creating
approaches to planning a non-stationary cloud VolP
service that will increase the efficiency of using
computing and network resources, as well as ensure high
quality communication under variable load conditions.

Main part

Large and small corporations are implementing
VoIP technology in their companies to reduce
operational costs at the infrastructure level.

It has a simpler connection and requires less
hardware. In addition, VolIP is considered a long-term
perspective for service development, offering greater
flexibility and more capabilities than the traditional
telephone network — Public Switched Telephone
Network — PSTN. It is able to cope with various
workloads, dynamically adapting resources depending
on demand. Service provision scheduling depends not
only on the properties of the infrastructure handling calls
and video conferences, as well as transmitting data, etc.,
but also on other users sharing the resources.

This problem is complicated by the unpredictable
impact of time delays when starting VMs, changing call
processing speeds depending on the codecs used, and
uncertain call times. Traditional solutions do not
adequately account for such uncertainty, infrastructure
heterogeneity, and dynamic performance changes
inherent in scalable VolP services.

To better understand the implications of such non-
stationarity, this chapter examines the properties of VVoIP
scheduling proposed in Table 1.

Table 1 — Key Parameters of Planning a Non-Stationary Cloud VolP Service

Parameter

Description

Impact on Service Quality

Traffic Forecasting

Consideration of peak and minimum values of
VolP traffic

Helps avoid overload and packet loss

Resource Allocation

Dynamic distribution of virtual machines, CPU,
and memory

Ensures stability and performance

Infrastructure Scalability

Horizontal and vertical scaling in the cloud
environment

Increases flexibility and availability

Load Balancing

Distribution of VolIP sessions
across different nodes

Reduces delays and probability
of failures

Reliability and Fault Tolerance

Use of redundancy and recovery mechanisms

Maintains service continuity

Infrastructure Costs

Optimization of resource usage and cloud
services

Reduces financial expenses

Asterisk powers IP Pate Bank Exchange PBX
systems in CVoIP solutions. Asterisk runs in VMs to
provide calls, voice mail, video/audio conferencing,

interactive phone menus, call distribution, etc. In addition
to transmitting images and text, users can create new
functionalities, opening up a completely new telephony

© Andrusenko Yu., Datsenko S., 2025
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experience. The success of CVolP largely depends on
QoS and price. QoS is the first aspect to be considered in
the model because it has more stringent constraints and
sensitivities. Call delivery and processing determine QoS
in CVolP. The most important aspect of call delivery is
adequate voice transmission over IP network. It depends
on the time it takes for packets to travel across the
Internet, delays in router queues, time it takes for packets
to travel from source to destination, packet delay
variations (jitter), packet loss, etc. Adequate voice quality
is the most important aspect of call processing. It takes
into account the time it takes to set up and tear down a
call, as well as to convert the voice portion of the call into
packets transmitted over the network.

Voice quality is subjectively perceived by the
listener. A common criterion used to determine voice
quality is the Mean Opinion Score (MOS). It evaluates the
speech quality provided by a codec. Each codec provides
a certain speech quality only at a sufficiently low processor
load. Theoretically, 100% processor load provides the best
expected performance. However, at loads of up to 85%,
the processor cannot cope with the load, and jittering and
breaks in sound appear [5]. Moreover, additional elements
inherent to cloud environments may affect call QoS, such
as the deployment time of the virtual infrastructure of the
CVolP system, encryption of VolP traffic, etc. All these
factors must be studied in order to minimize their impact
on voice quality and ensure correct call processing. Cost is

Call Manager

the second aspect that must be taken into account for the
success of the CVolP model. CVolP providers must
optimize the rental and use of resources in order to offer
competitive prices to potential customers. Moreover,
inefficient resource management has a direct negative
impact on performance and cost. Rental of VMs in the
cloud is used as a parameter for assessing the cost of the
CVolIP service. It allows providers to measure the cost of
the system in terms of resource demand and the time of
their use. CVolP providers can offer the user economical
and adequate services if: 1) the rental of resources for
providing the service is as low as possible; 2) the use of
resources is low enough to guarantee voice quality, and
therefore the quality of the service. Both goals are in
conflict. The provider should maximize the resource
utilization to reduce the infrastructure cost, but this
worsens the QoS. On the other hand, reducing the resource
utilization guarantees the QoS, but increases the
infrastructure rental cost. VolP providers use load
balancing techniques to achieve high QoS and reduce
costs. Unfortunately, the existing techniques are
ineffective in large-scale systems such as cloud
computing. In recent years, various algorithms have been
presented to overcome the problems of CVolP. However,
call distribution in CVolP considering QoS and provider
cost optimization is still poorly understood. This chapter
formulates the problem of scheduling VolIP services in
cloud computing.

Web Server

Email Server

Fax Server

Voice Mail

Firewall
Session Controller
Media Gateway

ISDN Switch

ﬁ 4| IPphone
IP phone

Database

Fig. 1. VolP architecture

The disadvantage of this architecture appears when the
hardware reaches its maximum capacity. Traditional VVoIP
solutions are difficult to Call Manager Web Server Email
Server Fax Server Voice Mail Database Firewall Session
Controller Media Gateway Switch ISDN Internet IP Phone
IP Phone expand, so to scale the system it is necessary to
increase the infrastructure or replace the existing equipment.
Redundant equipment and its associated costs are not an
effective solution, even taking into account the growing
number of customers and the potential security associated
with the ability to provide service during peak hours or
abnormal system behavior. Moreover, VoIP requires
constant availability for any number of users. Providers can
invest in a large infrastructure to avoid call loss and therefore
users and cope with the growing number of customers. In
this case, the infrastructure is usually underutilized.
Moreover, servers need to be replaced due to resource
degradation. MXop [6, 7] developed the concepts of a voice
super node (Supe Node — SN) and a super node cluster (Supe
Node C, abbr. — SNC) to enrich the functions of telephone
exchanges. An SNC is a set of SNs deployed in the cloud

and logically interconnected at the local level. SNCs allow
minimizing the path between two local users and improving
the voice quality. Such deployment provides redundancy in
a given geographic area and guarantees high quality of voice
transmission between SNCs over the public Internet. SNCs
are deployed in widely distributed geographic locations. The
constituent elements of the SN layer are shown in Fig. 2.

The main components of the layers are: the operating
system OS, the security system, the monitoring system and
the voice node. The OS runs the VolP Aste sk software.
LINUX distributions are used as the main option, but other
OS can also be used. The security level determines access
to the server, for example, a user can access the phone
through his login and password, using SSH and FTP
sessions. Monitoring checks resource usage and reports
problems with voice nodes. VVoice Node (VN) contains the
functions of the telephone system: voice mail, call transfer,
music on hold, conference function, etc. This distributed
architecture distributes computations across several nodes,
reduces the risk of failures and limits the cost of purchasing
equipment.
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Voice node Yoice node

Voice node Yoice node

Voice node Yoice node

Monitoring

Security

Operating system

Fig. 2. Super Node Voice Architecture

MIX uses the concept of SNs and SNCs to increase
capacity and provision services. In this model, SNs are
deployed by multiple cloud providers using the laaS
model. Hyb d VoIP HVolIP model is an improvement on
the traditional SNs-based VolP model. HVoIP uses the
traditional VolP infrastructure and VMs to deploy VolP
services when the installed servers reach their maximum
capacity. HVoIP provides several advantages over
traditional VolP: it improves system scalability and
reduces over-provisioning, granularity, and cost.
Unfortunately, HVoIP also has disadvantages: It is an

expensive model because providers still need to lease
offices and facilities and maintain the resources to
provide the service. In addition, it can lead to an increase
in unused resources; the provider must use its own
resources as much as possible Operating system Security
Monitoring Voice node Voice node Voice node Voice
node Voice node Voice node use less rented resources. A
fully cloud-based model is a possible improvement of
HVolIP. In cloud VolP CVolP, the infrastructure is rented
in local clouds. This allows VolP providers to reduce
infrastructure costs and idle resources. In addition,
CVolP allows for increased redundancy over a
geographical area and provides high-quality voice
transmission between SNs. Similar to HVolIP, SNs run in
VMs in some cloud environment. In addition, CVolP
adds new features and capabilities, provides simpler
implementation, and integrates dynamically scalable
services. Other advantages include availability, integrity,
and security of data transmission. Figure 3 shows a cloud
solution to this problem. Voice nodes provide various
services such as call transfer, voice mail, conference
function, music on hold, etc. The advantage of this
architecture is increased scalability, since VMs can be
distributed across multiple processors.

Data Center

s Paid Calls
== VoIP Calls

Cloud PBX

Users

Main/Branch Office

PHBH

LR zm

Data ISwchADSL

-

VolP Gateway

Internet

Small Office/Home Office

IP Phone

Fig. 3. VolP cloud architecture

The following advantages of supernodes in CVolP
can be distinguished:

Granularity. Supernodes reduce conflicts between
user workstations and the central infrastructure when
updating the Internet IP phone IP phone Internet O.S.
Security Monitoring Voice node Voice node DB Central
performance data center. They have full compatibility
between phone manufacturers and telephone exchanges
and manage several versions of phone software.
Scalability In case of saturation, the infrastructure can
increase the number of nodes without changing the
existing architecture or affecting customer service.

Spreadability. Supernodes can be deployed in other
geographical areas, while providers do not need to

physically install servers and equipment, they just need
to rent infrastructure in local clouds.

Resilience The distribution of nodes makes it
possible to achieve greater fault tolerance. CVVoIP can
detect failed nodes and automatically redirect traffic to
healthy instances until the failed instances are restored.

Cost reduction. The use of cloud systems reduces the
cost of infrastructure and investment in equipment.
Providers pay only for used resources. In the CVolP
system, the distributed architecture assumes that VNs are
distributed geographically, therefore, they are grouped in
different locations in data centers. For the deployment and
effective management of telephones through the cloud, it
is necessary to improve various characteristics of the
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system, the most important of which is the use of
infrastructure. To optimize the overall performance of the
system, it is necessary to balance the workload of the voice
signal processing processor over IP. Overloading the
processor reduces the quality of the voice in the call. A
similar problem may arise with network bandwidth. In
addition, the idle time of the processor increases the
useless expenses of the provider. Call distribution
maximizes CVolP performance by reducing the number of
active resources and keeping their idle time to a minimum.
To minimize quality degradation, all resources must
contain the same amount of computational work without
exceeding the threshold guaranteeing QoS. Thus, the
advantages of CVolP technology will be used only when
using effective planning methods.

characterized by dynamic load changes and high
requirements for quality of service. The analysis showed
that the key aspects of the effective functioning of such a
system are adaptive allocation of computing resources,
traffic forecasting and timely scalability of the
infrastructure.

The use of cloud technologies allows to ensure
flexibility and resilience of the service to peak loads,
reduce infrastructure maintenance costs and increase the
level of availability. At the same time, to achieve stable
operation, it is necessary to take into account the risks
associated with network delays, load balancing and
system fault tolerance. Thus, effective planning of a non-
stationary VolP service in a cloud environment is a
complex task that combines technical, organizational and

economic approaches. Further research in this direction
can be focused on the application of artificial intelligence
and machine learning methods to optimize forecasting
processes and dynamic resource management.

Conclusion

The article considered the features of planning a
non-stationary cloud VolP service, which is
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Oco6uBocTi iIaHyBaHHs HecTanioHapHoro xmapuoro VOIP cepsicy
10. O. Angpycenko, C. C. [lanienko

AHoTaniss. Y craTTi pO3MSIHYTO MiAXOAM JO IUIAaHYBaHHS HecTamioHapHOro xmapHoro VolIP cepsicy, mo
XapaKTepU3y€eThCsd AMHAMIYHHMHM 3MIiHAMH HABaHT@XXEHHS Ta IIABUIIEHAMH BHMOTAMH IO SKOCTI OOCIyrOBYBaHHS.
[IpoananizoBaHo KIIOYOBI MapamMeTpu epeKTUBHOTO (DYHKIIOHYBaHHS CEPBICY, cepell SKUX MPOTHO3YBaHHS TpadiKy, alanTHBHHN
PO3MOAIT OOYMCIIOBATIBHUX PECypCiB, MacIITa0OBaHICTh iH(PPACTPyKTypH, OajaHCyBaHHsS HaBaHTXKEHHS Ta 3a0e3NedYeHHs
BiZiMoBoCTiliKOCTi. [ToKa3aHo, 110 BUKOPUCTAHHS XMAapHUX TEXHOJIOTIH JO3BOJIsA€ 3a0€3MeUNTH THYUKICTh i BUCOKY JOCTYIHICTh
VoIP-cepBiciB, a Takok 3HM3UTH BHTpATH Ha iHpacTpykTypy. OcobinmBa yBara NPHUIIETHCS BHUKIMKAM, OB SI3aHUM i3
MiHIMi3aLi€l0 MEPEKEBUX 3aTPHUMOK 1 MATPUMAHHSIM CTaOLIBHOT SIKOCTI TOJIOCOBUX 3’ €AHaHb. OTpUMaHi pe3yJIbTaTH MOXKYTh OyTH
BUKOPHUCTAHI I ONTHMI3amil IPponeciB MPOSKTyBaHHS Ta YIPABIiHHS XMapHUMH TEICKOMYHIKAI[IHHIMH CHCTEMaMU.

Kawuosi cioBa: VOIP cepsic, xmapa, KOMIT'IOTepHA CHCTEMa, BapTiCTh iHPPACTPYKTYPH, MacIITa00BaHICTh, Tpadik.
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OPI'AHIBAIIIMHO-TEXHIYHI 3ACOBH HOPMAJII3AIIIL PIBHIB
EJJEKTPOMATHITHUX IOJIIB HAJTHU3bKOI YACTOTH

AHoTanisi. JlocTiKeHO OCHOBHI MiAXOAN 10 HOPMai3alii eJeKTpOMarHiTHOi 00CTaHOBKHM y OyMiBIIIX 1 criopyzax 3ara-
JIGHOTO TIpH3HAYeHHs. BU3HaueHo, o HaHOUTBII ITOMMpPEeH] pe30HAHCHI CHCTEMH 0JJHOYacHOI KOMITeHcamii peakTHBHOT Mo-
TYXKHOCTI 1 IPUTYIIEHHS BUIIUX FAPMOHIK Ta IHTEPrapMOHIK €IeKTPHYHOTO CTpyMy (HAaIpyTrH) MIPOMHUCIOBOI YaCTOTH Hee-
(eKTHBHI 32 HasIBHOCTI CKJIQJHOTO CIIEKTpa FapMOHIK Ta iHTEprapMoHiK. EKCIIepUMEHTaIbHO BU3HAUEHO, IO Y CyYacHUX
OyIIBISX 1 COPYAax 3 BEMUKOK KUIBKICTIO €IEKTPOCIIOKUBAYIB 3 HENIHIHHUMH BOJBT-aMIIEPHUMH XapaKTEPHCTHKAMHU
CHEKTpP 1HTEPrapMOHIK, Y TOMY YHCIi i CyOrapMOHiK, CKIaHUH 1 HerepeabauyBanuii. [lokazaHo, 10 cydacHi yHiBepcalbHi
CHCTEMH NPHUIYLICHHS TAPMOHIK Ta IHTEprapMOHiK MAlOTh BUCOKY BapTICTh i AOIUIBHI I 32aCTOCYBaHHS Ha IMiAIPHEMCTBAX
3 BUCOKHMH €JIEKTPOCIIOKUBAHHIMH JUIS 3a01IaDKSHHS eHeprii. 3alporoHOBaHO CXeMy NPHUAYIICHHs TapMOHIK Ta iHTepra-
PMOHIK €JIeKTPUYHOTO CTPyMY IIPOMHUCIIOBOI YaCTOTH 31 3BOPOTHUMH 3B’ sI3KaMH 3 BUKOPHCTaHHAM TpaHcopmaropa. Takuii
MIAX1T TOpEUHUIA T Hetlepe0adyBaHuX 3MiH FapMOHIYHOTO CKJIaly HAIIPYTH y CHCTEMI eNIeKTpOXHBIIeHH. [1oka3aHo, 1110
reHepalist iHTeprapMOHiK MO>KJIVBA i y OyAIBISIX 3 BIIHOCHO HEBEJIMKAM BHECKOM HENIHIHUX €JIeKTPOCIOKUBAYIB y 3ara-
JIbHE HaBaHTa)KeHH. [HTeprapMOHIKH MOKYTh TeHEpyBaTHCS BHACIIIOK MOIYJIALIITHUX SIBUI Y ITpoLiecax MaliHHs HAPYTH
P BMHUKAHHI MMOTY>KHHUX €IEKTPOCIIOKUBayiB. HanaHo mopsaok po3poOiieHHs OpraHi3alifHO-TEXHIYHAX 3aX0/1iB eNeKTPO-
MarHiTHO1 0€3MeKH Ha OCHOBI €JIEKTPOMArHiTHOTO MOHITOPHHTY. HaromomnieHo, 1110 Ha mepioMy erarni Takux poOiT HeoOXi-
IHO 320€3MeYnTH PiBHOMIPHICTh HABAHTAXKCHHS Ha OKpeMi (a3u CHIIOBOI €IeKTPOMEPEIKi, TPOBECTH MTOBHY PEBI3iI0 CHCTEM

KOMIIEHCALlii peakTUBHOI IOTYHOCTI Ta JIIKBIJAIlil0 eNEKTPUYHUX CTPYMiB BUTOKY.

KawuoBi cioBa: exekrpomartitHa Oes3rneka, rapMOHIKH, IHTEPTapMOHIKH, €JEKTPOMAarHiTHUI MOHITOPHHT

Beryn

Y OumpmocTi OymiBeNms i CIOPYA TPOMaICHKOTO
NIPU3HAYECHHS T4 Y TOOYTOBOMY CEpeIOBHINI TOJOBHUM
eJICKTPOMArHiTHUM YMHHUKOM BIUTUBY Ha JIIOZIEH € ere-
KTPOMArHITHI IOJISI HAJHU3BKOI YaCTOTH, B OCHOBHOMY
npomucioBoi wactota 50 ['m. B ocTanHe mecsaTupivus y
OyniBisAX Oyb-SKOTO MPU3HAYEHHS 301IBINY€ETHCS KiJlb-
KIiCTb Ta IIUIbHICTh PO3TalllyBaHHS JIEKTPUYHOTO Ta elie-
KTPOHHOTO OOJaJHaHHS 3 HEJIHIHHMMHU BOJBT-aMIlep-
HUMHU XapaKTepUCTHKaMH. Y pe3yibTaTi HOro ekcrurya-
Tauii BinOyBaeThcs reHepallisi TapMOHIK Ta iHTeprapMmo-
HIK €JEeKTPOMArHiTHOTO IOJIsS MPOMHCIIOBOT YacTOTH.
AMIUTITYTHI 3HaYeHHSI TAPMOHIK Ta iIHTeprapMOHIK HeTre-
pendadyBaHi Ta 3MIiHIOIOTECS Y TIPOCTOPI 1 Yaci, 1o mpu-
3BOJIUTD JI0 IMiJBHMIICHHS €JIEKTPOMAarHiTHOTO (hJOHy He-
nepe10avyBaHUM YMHOM. 3HMKEHHSI PiBHIB TaKHX IOJIB
TpaIMLITHUMH 3ac00aMH €KpaHyBaHHS HEMOXJIMBE Ye-
pe3 KBaziCTamioHapHICTh TakuX MoJiB. ToMy JOLIIBHO
JOCIIAUTH MOYJTMBOCTI MAaKCUMAIILHOTO 3HIKEHHS PiB-
HiB €JIEKTPOMAarHiTHUX MOJiB HAJHW3bKOI YaCTOTH 3a pa-
XYHOK PO3pOOIIEHHS 1 BIPOBAKECHHS OpraHi3amiifHo-Te-
XHIYHUX 3aXO0JIiB 3 MPHUIYIICHHS IeHeparlii rapMoHiK Ta
IHTEprapMOHIK eJIEKTPUIHOTO CTPYMY MTPOMHUCIIOBOI Ya-
CTOTH.

Orasp aiTepaTypuux axepen. PiHi enexkTpomar-
HITHUX TOJIIB IPOMHUCIIOBOT YaCTOTH PETJIaMEHTY€EThCS B
VYkpaiHi a7 BUpOOHUYNX YMOB CaHITAPHUMH HOpPMaMH
[1], a st moGyTOBMX YMOB — HOpMATUBOM [2]. Anie BoHM
HE pO3MIAJAIOTh DIBHI TapMOHIK Ta IHTEPrapMOHIK.
TobTo, BUMipIOBaHHS 3HAYCHb €JIEKTPUYHOI Ta MarHiT-
HOT CKJIQZIOBHX €JIEKTPOMArHiTHOTO ITOJSI MMPOMHUCIOBOT
4acTOTH Jae GopMalbHi ImiICTaBU pOOUTH BUCHOBOK TIPO

CTaH JICKTPOMArHiTHOT 00CTAHOBKH IIOJI0 TOJIiB HAaTHU-
3bKOT yacToTH. PiBHI rapMOHIK €JIEeKTPHUYHOTO CTPYMY
(HampyTrn) MPOMUCIIOBOT YaCTOTH PETIAMEHTYIOThCS HU-
3KOI0 MIDKHAPOJHUX CTAHJIAPTIB 3 €JIEKTPOMArHiTHOI Cy-
micHocrti cepii 61000, Hanpuknazn [3], ski HaOyu YuH-
HOCTI B YKpaiHi MetogoMm minTeeppkeHHs y 2016 p. bi-
JBIIICTh TOCTIKCHb y IOMY HampsMi CTIpsIMOBaHI Ha
3HI)KEHHS BTPAT €NIEKTPOSHEPTil i CTOCYIOTHCS €Hepro-
€MHUX MIJIPUEMCTB, TaKUX, SK JyTOBi CTaJICTIABUIIbHI
medi. Taki croXuBadi CIIOTBOPIOIOTH CHHYCOIATBHICTh
HaIpyTH, 1 KpiM BTPAT €Heprii HeraTHBHO BIUIMBAIOTh Ha
poboty cuoBux Tpancdopmatopis. Llst mpodiemaTrka i
OCHOBHI MiZIXOJIM 10 BUPILIEHHS 33a]ja4 3HWKEHHS PiBHIB
rapMOHIK PO3MIIHYTO ¥ hyHIaMeHTanbHi#i po6oTi [4]. V
poborax [5, 6] HaromoIIyeTHCS, 110 MATHITHI TOJIA Tap-
MOHIK MPOMHMCIIOBOT YacTOTH MOXYTh MaTd Tiri€HiYHe
3HaYeHHs. AJie 3ac000M 3HIDKEHHS iX BILIMBY Ha Ipaiio-
FOUUX MPOTIOHYEThCS OOMEXCHHS BHECKY HEIHIHHUX
CIIOKMBAYiB y 3arajibHe eJICKTPOCIOXXMBaHHS 110 20—
25 %. Ha motoyHOMYy eTari po3BUTKY €J1eKTPOTEXHIKHU Ta
CJIEKTPOHIKH IIe HE 3aBXKIU MOXIIMBO. Takuif miaxiy 1o-
LUIBHUH, KOIM y Oy[iBII 3 TpU(A3HOIO CUCTEMOIO elleK-
TPOKHUBIICHHS €KCILUTYyaTYIOThCS KOMIT FOTEpH MaJioi mo-
TYKHOCTI. Y fnociimpkeHi [7] pakTuaHo yTOIHAETHCS Bijl-
HOCHHUH BHECOK Yy €HEePrOCIIOKMBAaHHS HENiHIHHUX CIIO-
JKMBAYiB, 32 SIKOTO BIUIMB MAarHiTHHUX IIOJIiB TapMOHIK
NIPOMMCIIOBOI YaCTOTH MOYHA BBA’KATH HEKPUTUYHUM. Y
po6orti [8] moka3aHo, 1110 HAROINBII JOLMITEHUM € OJIHO-
YacHa KOMIICHCAllis PEaKTUBHOI MOTYXXHOCTI W mpumy-
LIEHHsI TapMOHIK IPOMHCIIOBOI yactoTu. IlepeBaroro no-
CJIIJPKEHHS € OLliHKa e()eKTUBHOCTI (BLIBTPOKOMIICHCYIO-
YUX MPHUCTPOIB y 3aJIEKHOCTI BiJl XapaKTEPUCTHK EJICKT-
PUYHOTO CTPYMY, KUIBKOCTI # T'YCTHMHH TapMOHIK Ta
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iHTeprapmoHik). Lle gocmimpkeHHs Moxke OYTH OCHOBOIO
JUISL BUPILICHHS 3a]a4 eJICKTPOMarHiTHoi Oe3neku y Oy-
JIBJISIX MacOBOT'O BUKOPHUCTAaHHS. SIK 3a3Havaocs BUILE,
O1IBLIICTh PO3POOOK CTOCYIOTHCS MIANPUEMCTB 3 BEIIH-
KHM €JIEKTPOCIIOKMBAaHHAM Ta BIIMOBIAHUMH BTpaTaMH
e”eprii. Tomy 3acTocyBaHHS CKIaTHUX (LIBTPOKOMITCH-
CYIOUHX CHCTEM BEJIUKOT BapTOCTI BUMpasaane y [9]. Ane
y OUIBIIOCTI OyAiBETH i CITOPY/I TOJIOBHY YBary JOLIBHO
MIPUIUTATH aMILTITYZTHEM 3HaYSHHSIM TapMOHIK Ta iHTep-
TapMOHIK 3 TOYKH 30py €JIeKTPOMarHiTHoi Oe3meku. Lle
JIO3BOJIUTH OOpaTH HAMOLIBIN MPUAHATHUNA CTIOCiO Tpu-
JyLIECHHS TAPMOHIYHUX CIIOTBOPEHb HANPYTH )KUBJICHHS
W 3a0e3meunTH piBEHb EJIEKTPOMArHiTHOiI Oe3neku Ha
MIPUHIXIAX PO3YMHOI JOCTATHOCTI.

MeTta po6OTH — BU3HAUUTH MEPEITIK Ta BMICT Opra-
Hi3aI[ifHO-TEXHIYHUX 3aXOJIB 3 €JICKTPOMArHITHOI Oe3-
MeKH B yMOBAX BIUIMBY €JIEKTPOMArHITHHUX TI0JIiB HA/IHU-
3bKOI YaCTOTH.

BukiageHHsI 0CHOBHOI0 MaTepiay

3ajayi, NOB’sI3aHi 31 3HW)KEHHSIM PiBHIB MarHiTHUX
TOJTiB YaCTOT BUIIMX TAPMOHIK Ta IHTEPrapMOHIK IPOMH-
CJIOBOT YaCTOTH MO>KHA BUPILINTH 32 PaXyHOK 3HUKECHHS
SNIEKTPUYHHUX CTPYMIB LIUX YACTOT Y CHIIOBIH eJIeKTpOMe-
pexi Oyaisii. PakTHYHO 11 3a7a4a 3a0e3MeUeHHS MaK-
CHMalIbHOI CHHYCOIHAIBHOCTI €JIEKTPUYHOTO CTpyMy. Lle
peanizy€eTbCsi OMHOYACHO 3 KOMIICHCALIED PEaKTUBHOL
MOTY>KHOCTI Y MEpeKi 3a paxXyHOK 3aCTOCYBaHHS pe30Ha-
HCHUX (impTpiB. Halibimpm mpocTi cucTteMu NpUAY-
IICHHS BUIIMX FAPMOHIK Ta IHTEPrapMOHIK PO3IJISIHYTO Y
[8] Ta Bu3HaueHO iX mepeBaru Ta HeAoIiKH. CXeMaTHYHO
Il CHCTEMH HaBEJICHO Ha pHc. 1.
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B——YY Y —
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L2
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R —
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Puc. 1. CxeMu pe30HaHCHUX (QiTbTPOKOMIICHCYIOUNX
HPHUCTPOIB: & — pe30HAHCHUI QinbTp, 6 — TBOPE3OHAHCHUIT
¢bineTp, B — AemndepyBabHU GLUTBTP

Pe3onancHuil GinbTp HaMAIMITOBAaHWN HAa OJHY Yac-
TOTY ¥ «HE ITOMidaey iHII TapMOHIYHI CIIOTBOPEHHS eJIe-
KTPOXHBIICHHA. SIKIIO TapMOHIK IEKiTbKa, TO MOMIIUBO
3aCTOCOBYBATH, HAPUKIAJ, IBOPE3OHAHCHUHA DUITBTp. Y

pasi MEeBHOrO CIIEKTpa IHTEPrapMOHIK 3aCTOCOBYIOTHCS
neMndepyBasibHi GUIBTPU. AJle y peallbHUX YMOBaX eKc-
uryarauii OyiBJI 1l TapaMeTpy MOXKYTb 3MIHIOBAaTHCS y
3aJIeXKHOCTI BiJ] KUTbKOCTI HEJIHIHHHUX EJIEKTPOCIIOKNBA-
YiB, sIKi MIJKIIOYCHI 10 CHUJIOBOI MEpexi y NaHWl MO-
MeHT. KpiM TOro, MOKJIHBI NIEBHI 3MiHH HaBaHTa)KEHHS
Ha oKpeMi ¢a3u TpudhazHOI CHIIOBOI eleKTpoMepexi (Tre-
pexoc ¢a3).

3a BENUKHX BIIHOCHHX 3HAUEHb EJIEKTPOCHOXKH-
BaHHS HEJHITHUX HaBaHTa)KeHb, OibiIe 25 %, crieKTpa-
JHHAN CKJIAJ MarHITHOTO TOJIS TAPMOHIK Ta iHTeprapMo-
HIK MOXe¢e OyTH JIy’Ke CKIaTHUM (pHC. 2).

dB

-50

AMa A

100 200 Hz

Puc. 2. CriekTpansHul CKIIaJl €CKTPOMATrHITHOTO MO
HaJTHU3BKOI 9aCTOTH y OYAiBIIi 3 BEIUKOIO KUIBKICTIO
HENHIMHUX CII0KUBaYiB

Puc. 2 He Hajae aOCOMIOTHUX 3HAYEHb HANPY KEHO-
CTI MarHITHUX IIOJIiB, aJie CBIAYUTH, IO 3HAYCHHS Tpe-
THOI TAPMOHIKHU Ta CyOrapMOHIK (4aCTOT, HIDKYHX 3a OC-
HOBHY) NEPEBHUIIYIOTh 3HAUCHHS MArHiTHOTO MOJIS Yac-
ToToro 50 I'm.

3a TakMX YMOB IpH (POPMATBHOMY KOHTPOJIi €JIeK-
TPOMarHiTHOI OOCTAaHOBKM CTaHIAPTHUM HPHUIIAIOM HE
BPaxoOBYIOTbCS MAarHiTHI IOJISi HANpPY)XEHOCTSMH, BH-
IIMMHU 32 HaIpy’KeHICTh Mot yactoToro 50 ['m.

ExcriepuMeHTanbHi  JOCIHIKEHHS. CBiquaTh, IO
Taki BiIXWJIEHHS MalOTh CUCTEMHUI Xapaktep. Ha puc. 3
HaBEZICHO CIEKTPAIbHUI CKJIaJl MArHITHOTO MOJIS Y TIPH-
MIIICHH] 3 BEJIMKOIO KUIBKICTIO KOMIT FOTEPHOI TEXHIKH.

TepMiH «KOMIT'FOTEpHA TEXHIKa» BKIIOYAE y cede
JIpYKyFodi i KOIiIOBaJbHI MPUCTPOi, JKepena Oe3mepe-
O1ifHOTO JKUBJIEHHS TOIIO. TOMY Yy 3aJIe)KHOCTI BiJ] KiJlb-
KOCTIi ¥ THIIB TEXHIYHUX 3aCO0iIB, SIKi MPALIOIOTH OIHO-
YacHO, 3aJeKUTh N CIEKTPaJbHUHA CKJaJ MAarHiTHOTO
nostst. CoiJt BiJ3HAYMTH, 11O MOJISl PI3HUX FapMOHIK Ta 1H-
TeprapMOHIK T€HEPYIOThCS BiJIIOBIIHUMH €JIEKTPOCTPY-
MaMH, SIKi IPOTIKAIOTh HyJIbOBUMH POOOYNMH POBiTHHU-
kamu TpudaszHoi cuioBoi enekrpomepexi. Lle nobdpe Bi-
JIOMO €JIeKTPOTEXHIKaM, ajie He BPaXOBYETBCS MPH PO3-
poOJIeHH] Ta BIPOBA/DKEHHI 3aXO0JIiB €IEKTPOMAarHiTHOL
Oe3IeKH.

Hasezeni Ha puc. 3 3HaUe€HHS MarHiTHOTO MOJIS He-
BEJIMKI, aJle TPAaHUYHO JIOMYCTHMI PiBHI MAarHiTHOTO MOJIS
y vactotHiil cmy3i 5 ['m—2 k[ cknamarote 250 HT,
TOMY HaBiTh MarHiTHe noJje yacrororo 50 I'n nepesurye
e 35auenss, 1 A/m = 1,26 mxTi.

Crix 3a3HaYMTH, IO 3aKOHOMIPHOCTI y TMOfABI iH-
TEprapMOHIK He BUSABJICHO. Y 0araTboX BUMaIKax cyOra-
pMmoHika dactotoro 12,5 ['m mepeBuitye cyOrapmMoHiKy
25Tu. 3’sBuseTbesi iHTeprapMoHika wactoTtoro 75 I
AJte yce 1ie CBIIYUTh PO CHCTEMHICTh IPOOIEMHU.

VY Takux yMOBax MPHUCTPOi MPUAYILEHHS T'APMOHIK
Ta IHTEPrapMOHIK €JIEKTPHUYHOTO CTPyMYy HPOMHUCIOBOL
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Cucremu ynpaBiiHHsI, HaBiramii ta 38's13ky. 2025. Ne 3

YacTOTH NOBUHHI OyTH NMHAMIYHMMH W pearyBaTH Ha
(akTH4HI 3MIHM TapPMOHIYHOTO CKJAJy EJIEKTPUYHOIO
cTpyMy (Hampyru) y cuioBiid Mepexi. Takuit dinsrpo-

H, Am

05
. m B
10 20

0

h

KOMIICHCYIOUMI MPUCTPIi MOBHHEH MAaTH 3BOPOTHI
3B’s3kM. [IpMHIMIIOBA CXEMa TaKOro MPHUCTPOK0 HaBe-
JileHa Ha puc. 4.

100 150 200 f.Im

Puc. 3. Hampy’keHOCTi MarHiTHOro MOJIS HaTHU3bKOT YaCTOTH
y MPHUMIIIEHHI 3 BEIMKOKO KIJIBKICTIO KOMIT FOTEPHOT TEXHIKH

baox
KepyBAHHHA

Lx2

L1 §

Puc. 4. Cxema ibTPOKOMIICHCYIOUOTO MIPHUCTPOIO
31 3BOPOTHUMH 3B’ SI3KaMH

VY npakTuuHIi AiSIBHOCTI MO0 BpaXyBaHHs HasiB-
HOCTI BUIIMX F'APMOHIK Ta IHTEPrapMOHIK y CHJIOBIHi ele-
KTPOMEpEeXi CIIiJ| BpaxyBaTH, 1110 CTBOPEHHS CHHYCOia-
JILHOCTI HAIIPYTH JKUBJICHHS MOXKJIMBE M 32 MiHIMaJIbHOT
KUTBKOCTI 200 BiZICYTHOCTI €JIEKTPOCIOKUBAYIB 3 HEJIi-
HIMHIMH BOJBT-aMIlepHUMH xapaktepuctukamu [10].
SIKIo y enexTpoMmepeki € TapMOHIYHI KOJMBAHHS Ha-
npyra amIutitynoo AU i DuKinigHo0 4acToToo Aw, To
MUTTEBE 3HAYCHHS HANpPYT'W BH3HAYAETHCS CITIBBITHO-
LICHHSM:

U(f)=By (Sint+%(COS((\)—A(D)t —COS((D+A(D)t)) =
= B(1+ksinat)sin ot,

ne B — cepenmHe 3HaYeHHS OTWHAIOYOI aMIUTITYJIW Ha-

HpyrH 3a oyl nepio, K= Aoo/ («/E B) — koedirienT Moy-

TS,
3a oWH TepioN KpHUBa HANIPYTH BiAPI3HAETHCS Bif
CHHYCOiI! YacTOTaMH ® + A, sIKi € iHTeprapMOHiKaMH.

ToOTo nosiBa iIHTEPrapMOHIK Y CHUJIOBIH eleKTpoMe-
PeXi MOXKIIMBA Y pa3i KOJUBAHb CIICKTPOHABAHTAXKCHHS
y OymiBJIi 32 paXyHOK BMHUKaHHS Ta BUMUKAHHS MOTYXK-
HOT'O €JIEKTPUYHOTO O0JIaTHAHHS.

[Mporec po3pobiieHHs i BIPOBaKEHHSI OpraHiza-
HifHO-TeXHIYHUX 3aXOMiB €JICKTPOMArHITHOI O€3MeKH y
OymIBIIIX 1 CIOpyIax 3arajJbHOTO TPH3HAYCHHS MOIIi-
JIBHO MOYHMHATH 3 PEBi3il CUCTEMH EIIEKTPONOCTAYAHHS.
Heo0OxigHO 3a0e3meunT MakCHMalbHO piBHOMIpHE Ha-
BaHTa)XEHHs Ha OKpeMi (ha3u Tpuda3HOi CHIOBOT €IeKT-
poMepeki. BusHaunTH TEXHIYHHUN CTaH iICHYIOUHX CHC-
TEM KOMIICHCAIlil peaKTUBHOI MMOTYKHOCTI, 30KpeMa 0J10-
KiB KOHJICHCATOPiB. TakoX HEOOXiTHO BU3HAYHUTH HAasIB-
HICTB €JIEKTPUYHUX CTPYMIB BUTOKY Ha HYJIbOBI 3aXUCHI
NPOBIJTHUKN M 3a3eMJIeHI MeTajeBl KOHCTpyKuii Oyni-
Benb. Ha HacTynmHOMy eTari BUKOHYEThCS MOHITOPHUHT
€JIEKTPOMArHiTHOI 0OCTAHOBKU 3 0OOB’SI3KOBHM BH3HA-
YEHHSIM CHIEKTPa MArHiTHUX MOJIB HAJHU3bKOT YaCTOTH.
Taki maHi HO3BOJIIIOTH PO3POOHTH aIeKBAaTHI 3aXOIH
€JIEKTPOMArHiTHOI Oe3MeKH 3 MiHIMaIbHIMH BUTPAaTaMH
Yacy ¥ KOIITIB.

BucnoBku

1. Po3rnsiHyTo e(eKTUBHICTH OCHOBHUX KOHCTpY-
KIii JUTA OJHOYACHOT KOMIICHCAIl peaKTHBHOI MOTYXK-
HOCTI ¥ IPUAYIICHHS BUIMX TaPMOHIK Ta IHTEprapMOHIK
SJICKTPUYHOTO CTPYyMY (HANpPYTH) IIPOMHCIOBOI YaCTOTH.
BuznaueHo, 110 B yMOBaXx CKJIaJHOT'O CIIEKTpa HAIIPYTH Y
€JISKTPOMEPEIKi BOHN HEJIOCTaTHbO e(eKTUBHI. [cHytoui
e(eKTHBHI CHCTEMH MAIOTh BEJIUKY BapTiCTh W JOLLIBHI
JUISl BAKOPHCTAHHS Ha MiJIPHEMCTBAX 3 BUCOKHM €Hep-
TOCIIOXKUBAHHSM JJIsl 3HUILIEHHSI BTPAT €HEePrii.

2. ExcriepuMeHTaJbHO BU3HAUEHO IOSIBY y CHUCTeE-
Max eJEeKTPOXWBICHHA TapMOHIK, IHTEpPrapMoOHIK, Yy
TOMY YHCIi i CyOrapMOHIK eNEeKTPUIHOTO CTPYMY IIPO-
MHCJIOBOI YaCTOTH, SIKi TEeHEPYIOTh MarHiTHI NMOJIA Tirie-
HIYHO 3HaYYIIMX HaINpyKeHOCTel. 3aporOHOBAaHO KOH-
LENTyanbHy CXeMY NMPHUCTPOIO MPUAYIICHHS FAPMOHIK Ta
IHTEPrapMOHIK i3 3aCTOCYBaHHSIM 3BOPOTHHX 3B’SI3KiB 3
ABTOMATHYHHMM pearyBaHHsSM Ha 3MIiHM HaIpyru y CHjo-
Bill €JIEKTPOMEpPEXi.
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3. Tloka3zaHO MOJIJIMBICTB IOSIBH Y CHJIOBIi €JIEKT-
PUYHIA Mepexi IHTeprapMOHIK Harpyrd HPOMHCIOBOL
YacTOTU BHACIIJIOK TAJIiHb 1 MiABUIICHb HAIIPYTH 3a pa-
XYHOK BMHKaHHS TIOTY>KHOTO €JEKTPUYHOIO 00Jaj-
HaHHS. Bu3HaueHO mNOPSOOK poO3poOJeHHS opraHiza-
LiHO-TeXHIYHNX 3aXOIiB EJIEKTPOMArHITHOI Oe3meKu.

Ha nonepeansoMy erarti 000B’SI3KOBOIO € TIOBHA PEBi3is
CHCTEMH €JICKTPOXKUBIICHHS 3 BUPIBHIOBAHHSIM HaBaHTa-
JKEHHsI Ha oKpeMi (a3u TpudasHoi CHIOBOI MEpexi, BU-
3HAYEHHSM TEXHIYHOT'O CTaHy CHCTEM KOMIIEeHcalii pea-
KTHUBHOI MOTY>KHOCTI Ta BHUSBIICHHS 1 JTIKBIaIlis CJICKT-
PHYHHX CTPYMiB BHTOKY.
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Organisational and technical means of normalising ultra-low frequency electromagnetic field levels
Nataliia Burdeina, Yaroslav Pidlisnyi

Abstract. The main approaches to normalizing the electromagnetic environment in general-purpose buildings and structures
have been investigated. It has been determined that the most common resonant systems for simultaneous compensation of reactive
power and suppression of higher harmonics and interharmonics of industrial frequency electric current (voltage) are ineffective in
the presence of a complex spectrum of harmonics and interharmonics. It has been experimentally determined that in modern build-
ings and structures with a large number of electrical consumers with non-linear volt-ampere characteristics, the spectrum of inter-
harmonics, including subharmonics, is complex and unpredictable. It has been shown that modern universal systems for suppress-
ing harmonics and interharmonics are expensive and are suitable for use in enterprises with high electricity consumption for energy
saving. A scheme for suppressing harmonics and interharmonics of industrial frequency electric current with feedback using a
transformer is proposed. This approach is appropriate for unpredictable changes in the harmonic composition of the voltage in the
power supply system. It is shown that interharmonics generation is also possible in buildings with a relatively small contribution
of non-linear electrical consumers to the total load. Interharmonics can be generated as a result of modulation phenomena in voltage
drop processes when powerful electrical consumers are switched on. The procedure for developing organizational and technical
measures for electromagnetic safety based on electromagnetic monitoring is provided. It is emphasized that at the first stage of
such work, it is necessary to ensure uniformity of the load on individual phases of the power grid, conduct a complete overhaul of
reactive power compensation systems and eliminate leakage currents.

Keywords: electromagnetic safety, harmonics, interharmonics, electromagnetic monitoring.
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3ACOBU HOPMAUII3ALIIL PIBHIB PIBUYHUX PAKTOPIB
HA EJIEKTPUYHUX HNIJCTAHIIAX BUCOKOI HAIIPYT'H

AnoTtanis. JJocmimpkeHo piBHI €1EKTPOMArHITHUX MOJIB, IIyMYy, KOHLIIEHTPAaLill apOiOHIB Y NOBITPi IPUMILIEHb JUCHET-
YEepChKHX CIYKO €JIeKTPUYHMX IiACTaHLIN BUCOKOI Hampyru. BeTaHOBIEHO, 1110 HANPY>KEHOCTI eNEKTPOMATHITHUX OB
MIPOMHCIIOBOi YaCTOTH Ta IIUIBHOCTI MOTOKIB €HEPril eJIeKTPOMArHiTHUX MOJNIB YJIBTPABHCOKOI YaCTOTH MepedyBaroTh Ha
HOpMAaTUBHOMY piBHi. EnekTpoMaruiTHi mojs paxioyacToT Ta iMITyJIbCHUH IIyM MEPEBUILYIOTh TPAHUYHO JOMYCTHMI PiBHi.
CrioctepiraeTscs eioHi3amis MoBiTps. BeraHoBIeHO, IO JHkepesioM HEHOPMATHBHUX PIiBHIB IOJIB € Ay BTOPUHHUX Ja-
Hiforis. I1pyu npomy, Oinst peneiiHNX mad KOHIEHTpaNil aepoioHIB 3HAUYHO BHIII 3a MiHIMalIbHO fJomyctiMi. Hopmanmizaris
PIBHIB €JIEKTPOMATHITHHUX Ta aKyCTHYHUX IIOJIB JOCATAETHCS 3aCTOCYBAaHHSAM YHIBEPCAIBHOTO MephOPOBAHOTO EKpaHa, BU-
TOTOBJICHOTO 3 KOMITO3HIIIIfHOTO MaTepialy Ha OCHOBI KapOOHUIBHOTO 3aji3a. MaTpHIlsl BUTOTOBISLIACS 31 CTAaHIAPTHOTO
naky XC. VY pe3ynbTaTi 3aCTOCYBaHHS €KpaHyBaHHS PiBHI €JIEKTPOMArHITHUX MOMIB pajioiama3oHy 3HIDKCHO 10 3HAYEHb,
Ha0araTo HIKYMX 32 HOPMATUBHI. [HIEKCH 3HIKEHHA [IyMY CepellHiX Ta BHCOKHX 4acToT ckianae 8—12 nb. BpaxoByroum,
10 IMITyJIECHUH IIYM CepeIHhO Ta BUCOKOYACTOTHHM, el pe3yNbTaT € 3a0BUIbHUM. Hopmarizamnis KOHIEeHTpaliil aepoio-
HiB 000X MOJSPHOCTEH JOCATAETHCS 3a PaXyHOK IEPEMIlIeHHS acpoiOHiB BiJ mad BTOPHHHUX JIAHLIOTIB POOOYNX MicIh
CIPSIMOBAaHMM PYXOM HOBITPS Kpi3b OTBOPH €JIEKTPOMArHiTHOTO Ta aKyCTUYHOTO ekpaHa. [lepeBaroro KOMIO3UIIHHOTO eK-

paHa € BiJICyTHICTh HAKOIIMYCHHS CTATHYHUX 3apsIIiB, SIKi HEHTPaIIi3yIOTh 3apsiiy aepOioHiB.

Kaw4oBi cioBa: elekTpuyHa MiICTAHIIIs, SICKTPOMAarHiTHE NOJE, IIIYM, a€pOiOHH.

Beryn

[MincraHmii BUCOKOI HATIPYTH € HAUOUIBII MMOIITHpe-
HUMH 00’€KTaMH KpUTHYHOI iH(ppacTpyKTypH. Bin cra-
OUTBHOCTI iX poOOTH 3aNekuTh Oe3mnepediitHe PyHKIIIO-
HYBaHHS TPOMHCJIOBUX MiIIPHUEMCTB, 00 €KTIB iH]pa-
CTPYKTypH Tommo. ToMy yMOBH mpalli IIepcoHaiy i3 00-
CJIyrOBYBaHHSI €IEKTPUYHUX I1JICTAHIIIH TTOBHUHHI 3a0e3-
NeyyBaTH MaKCUMAaJIBbHO CIPUSTIUBY OOCTaHOBKY ISt
BHUKOHAHHS CIIy)kK00BUX 000B’s13KiB. B TOM e uac Ha po-
00YMX MICISIX IEPCOHANy MPHUCYTHI TEXHOTEHHI YWH-
HUKH, SIKi 32 IEBHUX YMOB MOXYTh MaTl HEHOPMAaTHBHI
3HaueHHs. Lle enexTpoMarHiTHI Mo Ta eNeKTPOo3aleKHi
(dakTopu — neioHi3aIlis MOBITPSA Ta MATHITHUH IIyM. Y
OaraTtboX BHMHagKax i (aKTOpU € B3aEMO3AIECKHUMH,
TOMY 3acO0M iX HOpMami3amii JOLTBHO PO3TISIIATH y
KOMIUIEKCI, [0 KPiM TEXHIYHOTO MOKE€ MAaTH €KOHOMiY-
HUH eheKT 32 paXyHOK 3aCTOCYBaHHS yHIBEpCAJIbHHX 3a-
c00iB 3aXHCTY.

Cran nuraHHsa. be3neyHocTi eHepreTHYHMX
00’€KTIB JJIsl IPALIOIOYMX Ta HACENEHHS MPUIIISETHCS
Oararo yBaru sik B YKpaiHi, Tak 1 y cBiti. B Ykpaini rpa-
HUYHI PiBHI €IEKTPOMArHITHHUX TI0JIiB BU3HAYAIOTHCS Ca-
HiTapHUMH HOpMaMmH [ 1], BupobHHIOTO MIymy [2], KOH-
LeHTpaIlii aepoioHiB [3]. Yci BOHM MarOTh HE3HAYHI PO-
30DKHOCTI 13 MDKHapoJHMMH HopMmaruBamu. Jlocii-
JDKEHHS €JIEKTPOMArHiTHHUX ITOJIB Ta BU3HAYCHHS 3acO-
06iB 1X 3HM)KEHHS CTOCYIOTBCSI, 3/1€01IbIIIOTO, TIOBITPSIHUX
JIHIN eNeKTpornepeayi yepes iX BEJIMKY PO3Tary>KeHiCTh
[4, 5]. JocmimkeHHs moa0 iHINX (akTOpiB — MIyMy, i0-
Hi3aii TaKoX CTOCYIOTHCSI CUCTEMH Tiepeadi Ta meper-
BOpeHHs enekTpoeHeprii [6]. bimpm cydacuHi mocii-
JDKEHHS Y I[bOMY HampsiMi BUKOHaHI U1t 0¢iCHHX Ta MOo-
OyTOBHUX MPHUMIIICHb, III0 HE BiMOBIA€ YMOBaM €JIEKT-
puuHuX miactaHmid [7]. Y gocmimkenHsax [8, 9] Bu3Ha-
YaJmcs Ta po3poOIIsUINCs 3aC00M HOpMaTi3allii eJIeKTpo-
MarHiTHHUX IOJIB, IIyMY Ta KOHIIEHTpALIi aepoioHIB Ha
00’€ekTax reHepaii eeKTpuaHoOi eHeprii. 30kpeMa noka-
3aHO, L0 HA TOJOBHMX ITYHKTax KEpPyBaHHS TEILIOBHX

EJICKTPOCTAHIIIH PIBHI (I3MYHUX YUHHUKIB NOTPEOYyIOTh
HOpMaJTi3allii. Aje Ha TaKUX POOOUMX MICI[IX CICKTPO-
MarHiTHE OTOYEHHS BiAPI3HIETHCS BiJl yMOB POOOTH M-
CIETUYEePiB ENEKTPUYHUX IMiJICTAHIIH BHCOKOI HAIpYTH.
YMoBaM miparii Ha MiJICTaHIIAX BHCOKOI HAIPYTH TIPaK-
TUYHO HE MPUAIIAEThCS yBarn. [looquHOKI poOoTH 3 i€l
TeMatukd [ 10] meBHUM YHHOM 3aCTapiii, TOMY aKTyallb-
HO¥O 33/1a4CT0 € TOCIiPKSHHS PiBHIB (DI3MYHIX YMHHUKIB
Ha eJIeKTPUYHUX MiJCTaHIISX BUCOKOI HANPYTH.

Meta pobdOTH — IOCTIIUTH PiBHI €JIEKTPOMATHIT-
HHUX TIOJIB, KOHIICHTpAIlii aepOioHIB Ta IIyMy Ha po0o-
YUX MICHSIX NEPCOHATY ENEeKTPUYHHUX MiJICTaHIil BHUCO-
KOf HANpyTW Ta BU3HAYUTH 3aC00M TX HOpMaJTi3aii.

BuknagenHsi 0CHOBHOT0 MaTepiajy

O0’€KTOM JIOCIiIKEHHS Oyiia eleKTpUIHA TiIcTa-
HIIis 3 HOMiHANBEHOK Hampyrorw 330 xB. BumiproBanHs
PIBHIB MarHiTHHX Ta €JICKTPUYHUX IOJIB MPOMHCIOBOT
YacTOTU 3IIHCHIOBAIUCS KaniOpoBaHuM mpuiaagom 13-
50, eJIeKTPOMArHiTHUX IOJIB AyK€ BUCOKOI YaCTOTH —
[13-31. BumiproBaHHs KOHIEHTpAIliii aep0ioHiB 000X T10-
JSIpHOCTEH — NMiunabHUKOM 10HIB MAC-01.

PiBHi mrymy BusHauanucs mymomipom OKTABA-
110A. BumiproBaHHS 3/1i/{CHIOBAIICh 32 YMOB IITaTHOTO
peXuUMy poOOTH MiACTaHIIl IPH TUIOBOMY (HOMiHAJb-
HOMY) HaBaHTa)KeHHI.

BumiproBaHHSI Hanpy)X€HOCTEH EJIEKTPUYHOTO Ta
MAarHiTHOTO T10JIs1 IPOMHCIIOBOI YaCTOTH Ha poOOYHX Mi-
CISIX ITePCOHAITY IiICTaHIIi (UCTIeTYePiB) CBIAYUTD, IO
HaINpPY)XEHICTh EJIEKTPUYHOIO TMOJIsI HE MEepPEeBHIIYE
3 B/Mm, inaykuis marditaoro nosst — 0,25 mx T, IinsHO-
CTi IIOTOKIB €HEPTii eIEKTPOMArHiTHUX BUMipIOBAHb yiIb-
TpaBHCOKUX yacToT — 11-24 MxB1/M2. Vi 1i 3HaueHHs
Habarato HWKYi 32 TPaHUYHO IOMYCTHUMIi PiBHI 3TiAHO
[1]. He nuBnstuuchk Ha HasABHICTH JHKEPEN MAarHiTHOTO Ta
SJISKTPUYHOTO MOJIS BEJIUKHX HANpYXEHOCTeH 3a Me-
YKaMU NPUMILleHb, BOHH €KPaHYIOTHCSI METaJICBUIMH KOH-
CTPYKLISIMU ¥ po3TalioBaHi Ha JOCTATHBO BEJIMKIH Bijc-
taHi. B To# e 4ac, Mae Miclie NepeBUILIEHHSI PAaHUYHO

© T'nmusa B. A., Ocanuwii [I. Bb., 2025

181



Control, Navigation and Communication Systems. 2025. No. 3

ISSN 2073-7394

JOIYyCTUMUX PIBHIB €JIEKTPOMArHiTHUX MOJIB pajgionia-
na3oHy. BusHadeHo, 110 JUKEpEIoM pajioBHIPOMIHIO-
BaHHS € mady BTOPUHHUX JIAHIOTIB, Ta 1HII HaCHUYEHI
KOMYTAI[IHHUMH IPUCTPOSMH MaHEJi CUCTEM TEXHOJIOTI-
YHOTO KEepyBaHHs MiJCTaHLIEO, SKi pO3TaIIOBaHi M00-
T3y pobounx Micip. Take po3TalryBaHHS € THIIOBUM
JUTS yCiX TiACTaHIii BUCOKOI HanpyTH. [lpu ripoMy Oins
mad BTOPHHHUX JIAHITIOTIB, CIIOCTEPIraroThCcs BHCOKI
KOHIICHTpAIii aepoioHiB 000x momspHocTeil. Lle 00ymo-
BJICHE ICKPOBHUMH PO3PsAaMHU MK KOHTaKTaMH peJie, SKi
TaKOX € JDKepelaMy eJIeKTPOMAarHiTHUX IOJIB pajaionia-
nasony. [Ipu npomMy Ha poOOYHX MicUsIX IIEPCOHATY KOH-
LeHTpalii aepoioHiB HIDKYI 32 HOpMaTuBHi (n° — 600 cM”
3, n* —400 cm [3]).

[pumimenHs aucneryepchbKux o0JIagHaHHI CHUCTe-
MO0 IPUMYCOBOI BEHTHJISLIi, TOMY OYJIO JOCIHIiIKEHO
3MIHHM a€pOIOHHOTO CKJIay TIOBITPS y TAKHUX CUCTEMaXx.

BuMiproBaHHS BUKOHYBAJIHCS 32 TEMIIEPATyPH 30B-
HIHBOTO TOBITPs 27 °C, i TeMuepaTypu y IpUMIIICHHI
— 24 °C. BignocHa BoJoricTh ckaagana — 52-53 %. Tuck
— 762—763 mM. pr. cT. [ToBiTpOBOI BUPOOIICHHIA 3 OIMH-
KoBaHoro 3aiiza. [Iepepis nosirpoBomxy — 0,5-0,5 M, 10B-
xwHa 18 M. [IIBUAKICTE pyXy IOBITPs y MOBITPOBOML —
6 M/c. PesynbraT BUMiprOBaHb HaBeleHi y Ta0u. 1.

AHaui3 JaHux Tadi. 1 cBiTYHTE, IO Y TIOBITPOTIPO-
BOJIi CHCTEMH MIPUMYCOBOI BEHTWIIALI] BiTOyBa€eThCs Ya-
CTKOBa JeioHi3amis moBiTps. Lle mobpe kopemroe 3 pe-
synbraTamu, oTpuManumu y [11]. Jleski po30iKHOCTI
00yMOBJICHI Pi3HUIICIO IIepepi3iB MOBITPOBOIIB, HAIIAPY-
BaHHSIM IUITY TOLIO.

l

Tabnuya 1 — 3mina koHIeHTpaUii aepoioHiB Ha podounx
Micusix Aucneryepis Mix BIVIMBOM
NPHUMYCOBOI BEeHTHJIALIT

Konuenrpauii
YMoBH BUMIpIOBaHHS aepoionis, cm®
n n*
3a MEKaMH TPUMILICHHS 810-850 730-760
Ha POGOHX MiCIX 290300 | 270-300
(BeHTWIIALISI BUMKHEHA)
Ha POGOHX MICIX 250-320 390-410
(BEeHTHIIAIIISI BBIMKHEHA)

BumMmiproBaHHS piBHIB IIyMYy CBiTYHTB, 10 HOTO K-
BiBaJIeHTHE 3HaUeHHA Lo = 62—67 nbA, mo nmpubmm3Ho
BIJINOBiJa€ HOPMATUBHIM yYMOBaM IJIsi pOOOTH TUCTICT-
gepchKux ciyx0 (65 nbA, [2]). Ane 3Ha4eHHS IMITyJIBC-
HOTO HIyMy gocsirae 72—75 nbA. J[xepenoM 1boro mymy
€ CIpalbOBYBaHHS KOMYTAIIIHO-pENEeHHUX MPHUCTPOIB.
[NepeBuiieHHs 3Ha4eHHsI nocTiiiHOro mymy Ha 7 n1b Bu-
Marae BpaxyBaHHS JJOJATKOBOTO IyMy 3TiaHO [2].

BpaxoBytoun, 1o mKepenaMu eaeKTpOMarHiTHUX
MOJIB pajiofiana3oHy Ta MIyMy € MPUCTPOI PEICHHOrOo
3axuCTy, 1 TOH (PakT, o0 MOOIM3y HUX MPUCTPOIB TeHe-
PYIOTbCS aepOiOHH 3 BUCOKMMH KOHIIGHTpaMisIMH, JIOL-
JHHUM € po3poOJIeHHS YHIBEpCcalbHUX 3ac00iB HOpMaITi-
3aIii eNeKTPOMAarHiTHOTO i eJeKTPO3aISIKHUX (Hi3UIHUX
YHHHUKIB Ha POOOYHX MicIlsiX mepcoHanry. Cxema po3ra-
IIyBaHHS poOOYMX MiCIlh, JKepen (Pi3sUYHUX YHMHHUKIB
Ta 3ac00iB 3aXHMCTy HaBeIeHO Ha puc. 1.

BEHTHJIATOP

v W

Po6oui micus

Puc. 1. Cxema po3rantyBaHHS poOOYNX MiCIb, [PKEpeN TEXHOTCHHUX YHMHHUKIB Ta 3aC00IB 3aXHUCTy
HAa eJeKTpuyHii miactanii Hanpyroto 330 kB: 1 H 3 M, koHIIeHTpaIlii aepoioHIB CKIIaa0Th:
1) n* = 1100 cm3, n" =900 cm3; 2) n* =700 cm3, n = 800 cm3; 3) n* = 500 cm3, n" = 600 cm™3

BeHTHnaTOp NMEepeHoCHTh MOTOKOM IIOBITPS aepoi-
OHH, SIKi TeHEpPYIOThCs ad)aMHu BTOPHHHUX JIAHIIOTIB Yy
0iK poOoYHX MicIb. BUMiproBaHHS CBiqUaTh, IO HA Ta-
KHX BiZICTaHAX PEKOMOIHAIlis aepoioHIB HE 3HMKYE iX
KOHLIEHTpALil 10 3Ha4YeHb, HIDKYNX 3 HOpMaTuBHI. [Ipn
IOMY KOHIIEHTpalii aepoioHiB 000X MHOJAPHOCTEH Y
30HI pOOOYMX MICI[h MEPEBUIIYIOTh MiHIMAJIBHO OMYC-
THMi 3HadeHHs. ToOTo, HaBiTh 3a YMOBH HeHTpamizalii
aepoiOHIB BHACTIZOK eJeKTpH3alii MOBepXOHb (Kpicha,

MTOBEPXHI CTOJIIB, IMiJUIOTH) 3HWKESHHS KOHIICHTPALlill HU-
’K4e MiHIMaIBHOTO piBHS HE BiI0OYBA€ThCS.

EnexTpomarHiTHHI Ta IIyMO3aXHUCHUI €KpaH BUIO-
TOBJISIBCSL 3 METAJIONOJIIMEPHOTO KOMITO3HLIIITHOTO Mate-
piany Ha ocHoBi naky XC Ta kapOoHimbHOTrO 3a1i3a. To-
BIIMHA eKpaHa ckyazana 5 M. [lepdopauis expana
YTBOPIOETHCS OTBOpamu Aiamerpamu 30 MM. Taki oTBOpH
€ HeTIPOHUKHHUMH TS €JICKTPOMAarHiTHUX TIOJiB Paioi-
amasoHy.
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EdexTuBHiCTh €KpaHa IIOJ0 €KpaHYBaHHS €JIEKT-
POMarHiTHUX IOJIB pajiofiana3oHy HaBeJEHO Ha pHUC. 2.

H, Am
12
10

= k& e oh DO

50 100 200 300 400

[ITymo3axucHI BIAaCTHBOCTI €KpaHa HaBEJEHO Ha
puc. 3.

600

.‘

B EkpaHoBaHeno/1e M Buxinne moqe MBIJIP

Puc. 2. 3HIWKEHHsI HAIIPY)KEHOCTI MarHITHUX CKJIJ0BHX €JIEKTPOMAarHiTHHUX IOJIB
pazioziaa3oHy KOMIIO3HLIHUM €JIeKTPOMarHiTHUM eKpaHOM

AL, 1b
14
12
10
8
6
4
2
S, Tn
315 65 125 250 500 1000 2000 4000
Puc. 3. [Hnexcu 3HIKEHHS IIyMY 3aXUCHUM €KpPaHOM
Y OKTaBHHAX CMYTaX 9acTOT
SIk BUAHO 3 pHC. 3, IHACKCH 3HIKCHHS HU3bKOYAC- BHCHOBKH

TOTHOTO IIyMYy HE3HA4HI, 110 [[IIKOM IIPOrHO30BAHO, aje
3HIDKEHHSI IIIyMY CEpe/IHIX Ta BUCOKMX YacTOT 3a0Bi-
JIbHE.

IMnynbcHUI IyM cepeHbO Ta BUCOKOYACTOTHMIA,
TOMY IIPOTHO30BAHHH 3aXUCT € EPEKTUBHHM.

[epdoparist expaHa cripusie IIyMOIOTTIMHAHHIO Ta
3abe3meuye MepeHoc aepoioHiB, TEHEPOBAHUX MPHUCTPO-
SIMH PeJICHHOTO 3aXKCTY Yy 30HY nepeOyBaHHs JIF0Iei 1o-
TOKOM TIOBITpS Bix BeHTHIATOpA. Llei moTik JogaTKoBO
3a0e3meuye OXOJIO/DKEHHS OOJaJHAHHS y TEIUTy IOpPY
POKYy.

IlepeBaroro po3poOICHOTO METAIOMOIIMEPHOTO
Marepiainy € BIJICYTHICTb eJIEKTpHU3allii IT0BepXHi BHACITI-
JOK TpuboenekTpuuyHoro epexry. Ha BinMiHy Bin mera-
JIEBUX €KpaHIB BiH He HEHWTpaii3ye 3apsy aepoioHIB y
poLeci MPOTiKaHHS MOBITPs Kpi3b OTBOPH nepdoparii.

HaBenena xkoMnoHoBka po0OOYMX MICIb Ta IpH-
CTPOiB PENEHHOro 3aXUCTy € THUIIOBOIO JUIS YCIX €JIEKT-
PUYHUX MiICTAHIIN BUCOKOI HANPYTH, MOYUHAIOYH 3 35
kB. ToMy po3po0ieni 3acobu HopMaii3alii piBHIB eex-
TPOMArHITHUX TIOJIIB Ta EJNEKTPO3aJSKHUX (i3HIHUX
YMHHHUKIB MOKHA BBaXKAaTH YHIBEPCAIbHIMHU.

1. BuzHaueHO, 0 TOJIOBHUM JKEPEIOM HEHOpMa-
THUBHUX PIBHIB €JIEKTPOMArHiTHUX TOJIIB, KOHLEHTpAIIi
AepOIOHIB y HOBITPI Ta IIYMY Y IPUMIILIEHHSX TUCTIETYE-
pu3alii elneKTpOMarHiTHUX IMiCTaHIIi BUCOKOT HANPYTH
€ madu BTOPUHHUX JIAHITIOT1B.

2. Po3poOieHuii KOMILIEKC opraHi3aliiiHO-TeXHi-
YHHUX 3aXOMiB HOpMauizamii piBHIB (i3WYHNX YNHHHKIB
JI03BOJISIE  OJJHOYACHO HOPMAJIi3yBaTH HaNpy)KEHOCTI
€JISKTPOMAarHiTHUX IOJIB pajioiana3oHy, KOHIIEHTpalii
aepoioHIB 000X MOJIIPHOCTEH Ta PiBHI HIyMy.

3. 3HWKEHHs piBHIB €JIEKTPOMArHiTHUX Ta aKyc-
THYHHUX TIOJIIB JIOCSITAETHCS 32 PAaXyHOK 3aCTOCYBAaHHS
nepGopoBaHOTO METAIOMOIIMEPHOTO €KpaHa Ha OCHOBI
KapOOHIIFHOTO 3aIi3a.

Kpim BHCOKOI €(peKTHBHOCTI eKpaHyBaHHS TaKWil
MaTepial He HAKONMIye EJeKTPOCTATH4HI 3apsaiau, sKi
neioHi3yroTh moBiTpsA. Hopwmamizamist aepoioHHOTO
CKJIaJy TOBITPS Ha POOOYHMX MICIX AOCSTAETHCS TEpe-
MIIIICHHSAM aepOiOHIB BiJ 11ad) BTOPUHHMX JIAHIIIOTIB, 1C
BOHU TEHEPYIOThbCS, A0 POOOYMX MiCIb CIPSIMOBaHHM
MTOTOKOM TOBITpSL.
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Means of normalising the levels
of physical factors at high-voltage electrical substations

Valentyn Glyva, Dmytro Osadchiy

Abstract. The levels of electromagnetic fields, noise, and concentrations of air ions in the air of the premises of the control
rooms of high-voltage electrical substations are investigated. It was found that the intensity of electromagnetic fields of industrial
frequency and the density of energy flows of ultra-high frequency electromagnetic fields is at the standard level. Radio frequency
electromagnetic fields and impulse noise exceed the maximum permissible levels. Air deionization is observed. It was established
that the source of abnormal field levels is relay protection devices. At the same time, near the relay cabinets, the concentrations of
air ions are significantly higher than the minimum permissible levels. Normalization of electromagnetic and acoustic field levels
is achieved by using a universal perforated screen made of carbonyl iron composite material. The matrix was made of standard XC
varnish. As a result of the shielding, the levels of electromagnetic fields in the radio range have been reduced to values far below
the standard. The noise reduction indices for medium and high frequencies are 8-12 dB. Given that impulse noise is of medium
and high frequency, this result is satisfactory. Normalization of air ion concentrations of both polarities is achieved by moving air
ions from relay protection devices to workplaces by directed air movement through the openings of the electromagnetic and acous-
tic shield. The advantage of the composite screen is the absence of static charges that neutralize the charges of air ions.

Keywords: electrical substation, electromagnetic field, noise, air ions.
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3ACOBM NIABUINEHHA EHEPITOE®EKTUBHOCTI TA 3AXUCTY
BIJ BIVIMBY ®I3UYHUX ITOJIIB Y ITPOLHECI BIZIHOBJIEHHA BY AIBEJIb

AnoTtanis. J[ocmiKeHO MOKIMBOCTI CTBOPEHHSI KOMIO3HUIIITHOTO MaTepially /Uil 0JTHOYAaCHOTO OJOKyBaHHs iH(pauep-
BOHOT'O BUIIPOMIHIOBAaHHS Ta eKpaHYBaHHS €JIEKTPOMAarHiTHUX Ta aKyCTHYHUX ITOJIB IIMPOKUX YaCTOTHUX Jiarna3oHiB. Mo-
JeTTbHUH Matepial 3po0JIeHO Ha OCHOBI JIaTeKCy (MaTpHIli) Ta JpiOHOANCIICPCHUX HANlOBHIOBAUIiB 3 0a3albTy Ta JIyCKAaTOTO
rpagiry. bazanbToBa KOMIOHEHTa MICTUTh (hepoMarHeTHku y Kimbkocti 18—20 %, 1o 3abe3nedye ekpaHyBaHHS MarHiTHOT
CKJIaJIOBOI €IeKTPOMAarHiTHOro nossi. HaBeneHo po3paxyHKOBHI anapat, SKHil 103BOJISE MONEPEIHFO BU3HAUYUTH MarHiTHI
Ta eJIeKTpo(di3nyHI MOKa3HUKU KOMIIO3MII] Ta OLIHUTH TepMiuHuii omip. EkcepuMeHTanbHO BCTAaHOBJICHO, IO /TS OJIOKY-
BaHHS iHQPauEepPBOHOTO BUIIPOMIHIOBAHHS JOLIIFHO 3aCTOCOBYBaTH MaTepias 3aBToBIIKM 10 MM. 3a Takoi TOBIIMHH ioro
TEPMIYHHH OITip HAOIMKAETHCS 10 ONOPY MiHepanbHOI BaTH TOBIIMHOI0 50 MM. [Toka3aHo, 110 3a TOBIIMHU Matepiaiy Bij 4
MM CIIOCTEpiraeThes pi3Ke MiIBUIIEHHS KOoedillieHTa eKpaHyBaHHs MarHiTHOI CKJIaJ0BO{ €IEKTPOMAarHiTHOTO MOJIS IIPOMHC-
noBo1 yactoty. [TinBuIeHHs KoedillieHTa eKpaHyBaHHS SICKTPOMArHiTHOTO MOJsl 4acToToro 2,45 [T 31 301IbIIIEHHSIM TOB-
IIMHU MaTepiaiy BiIOyBaeThcsl OLIBII MOHOTOHHO. 3a TOBIIVHH, OUIBIIOT 32 4 MM e(eKTHBHICTh €KpaHyBaHHs JOCTAaTHS IS
Oyab-AKO0i IHTEHCHBHOCTI 30BHIITHBOTO MOJIAL. J{OCiIKEHO 1HACKCH 3HIKEHHS IITyMY Y OKTAaBHHX CMYTaX 4acToT. [IJIsi HU3bKUX
YacTOT 3ByKOBOTO CIEKTpa BOHU ckianaioth 420 ab, st cepennix i Bucokux vactot — 34-46 ab. Lleit pe3ynpTaT HabmmKa-
€TBCSI 10 €(heKTUBHOCTI MOPHCTHX ITYMO3aXHCHHUX MatepiaiiB. s po3pobaeHHs: IpOMICIOBOT TEXHOJOTi BUPOOICHHS 3aXH-
CHOTO KOMIIO3UIIITHOT0 MaTepiaiy i3 3a0e3MeUeHHAM JOCITHY THX OKA3HUKIB Y SKOCTI MaTpUIli He0OXigHO oOpaT MaTepiai

3 BiTHOCHOIO JIICNICKTPUYHOIO MPOHUKHICTIO 34—40, sika BiTIOBIAa€ MieICKTPHYHUM MPOHUKHOCTSIMH JIATCKCIB.

KawuyoBi ciaoBa: iHppadepBOHE BUIPOMIHIOBAHHS, €IEKTPOMArHiTHE MOJIe, aKyCTHYHHN IITyM, €KPaHyBaHHS .

Beryn

Bracnimok 00WOBHX il Ta TEPOPHUCTHYHHUX aTak
3HaYHA KUTBKICTh Oy[iBenb 1 copyd B YKpaiHi 3a3Hana
YIIKO/DKEHb Ta IMOTpeOye BiqHOBIEHHS. YacTHHA TakuX
OyaiBesb Mae BEIMKI TEPMIHHM SKCILTyaTallil Ta CIopy-
JDKyBasacsi 0e3 ypaxyBaHHs Cy4aCHUX BUMOT JIO €Hepro-
30epeKeHHS, 3aXKUCTY BiJl BIUIUBY LIyMY, €IEKTPOMAarHi-
THHX TIOJTiIB TEXHOTE€HHOT'O TOXOKEHHS TOIo. Tomy, y
pa3i eKOHOMIYHOI JOUUTBHOCTI BiIOYJOBH TaKHUX
00’exTiB 200 KOJIM BOHH € 00’€KTaMH iCTOPUIHOL CTIaj-
[IMHY JOIITFHO 3a0€3MEeYNTH y MPOIeci iX BiTHOBICHHS
BHCOKY €Heproe()eKTUBHICTB Ta 3aX¥CT BiJ] BIUIUBY (i3H-
yHHUX 1odiB. Ha croromHi icHye O6arato marepiaiiB i BU-
po0iB, MpU3HAYCHUX IS TEPMOI30JIAIIii 00’ €KTIB, ITyMO-
MOTJIMHAHHS, CKPaHyBaHHsS EJIEKTPOMAarHiTHUX MOJIiB
[IMPOKOI'0 YaCTOTHOTO Jiama3oHy. AJjie 3a0e3leucHHS
3aXMCTY BiJl OKPEMHX BIUIMBIB Ta OJIOKYBaHHs iH(paue-
PBOHOTO BUIIPOMIHIOBAHHS MTPU3BOJHUTH JI0 301IbIICHHS
MacorabapuTHHUX TapaMeTpiB OONHIIOBaHHS OymiBi #
MOJK€ MaTH BHCOKY BapTicTh. ToMy MOLIIBHUM € JOCTi-
JOKEHHS MOJJIMBOCTI 3aCTOCYBaHHsI IS LIJICH ITiJ(BU-
LIEHHs eHeproe(eKTUBHOCTI PEeKOHCTpyHoBaHoi OyaiBi
Ta 3aXHUCTy BHYTPIIIHBOTO CEpeIOBUINA, IPUHANMHI Bij
LIyMy Ta €JIEKTPOMArHiTHUX MOJNIB W BHIIPOMIHIOBAaHb
OJIHMM YHiBEpCaJIbHUM MaTepialioM.

Orasa JgirepatypHux jgxepen. CydacHOIO TeHe-
HIJI€I0 Yy Tajy3i HiABUIIEHHS eHeproeeKTUBHOCTI Oy/Ii-
BEJIb 1 CIIOPY/ € 3aCTOCyBaHHS (a303MiHHUX MaTepiamiB,
AKi CIIPOMO’KHI IUKJIIYHO HAKONMYYBaTH Ta BiAJIaBaTH
TerIoBy eHeprito [1, 2]. I'0OTOBHUM HacHiKOM TaKOTO
MiAXOMy € JOIUIBHICTD 3aCTOCYBaHHS y HOBOMY OyIiB-
HunTBi. Lle 00yMOBICHEe HEOOXITHICTIO 3aKiaecHHS Ta-
KHX KOHCTPYKIIH Y NPOEKTHI pillleHHs. 3HaYHa YacTHHA
JOCII/DKEHb CHPSIMOBaHAa Ha PO3POOJICHHS MarepiaiiB
MaJIoi TOBILMHY JUIsl LJIeH iHppauepBOHOT0 KaMy QIIsDKY

[3, 4]. Taxi marepiasiu MarOTh TyXe BHCOKY €(EKTHB-
HICTb, aJie ¥ BEJTUKY BapTicTh. Uepes 1ie BOHU HEMPUHHS-
THi y IuBiTEHOMY OyamiBHUITBI. CTaHOApTHI TEIIIoi3o0-
JFOIOYi MaTepiald Ha OCHOBI MiHepalbHOI BaTH MAaroTh
BenuKy ToBIIMHY. Lle yckmamHioe iX 3acTOCyBaHHS IS
OOJHIIOBaHHS TIOBEPXOHB OyAiBeTh cTapoi 3a0yA0BH. Y
OmIIAIOBIN poOOTi [5] MOKa3aHO, MO MOKIMBO 3a0e31e-
4yuTH 30epiraHHs Teria OUIbII TOHKUMHU MaTepiajiamu,
30KpeMa Ha OCHOBI 0a3anbTOBHX BOJIOKOH. Ha chorosHi
0a3abTOBI BOJIOKHA, CITKH, apMaTypa pO3rIIsAal0ThCs K
HEePCIIEKTHBHI CKIIaJ0B1 OyiBebHUX MaTepiaiiB. Y 1o-
CITi/KeHH] [6] mokasaHo, 1110 3aCTOCYBaHHS PEryJIsIPHUX
0a3aJbTOBUX CTPYKTYpP CHPHUSIE EKPaHYBaHHIO €JIEKTPO-
MAarHITHHX IOJIiB Ta 30epexeHHto Tema. Y poborax [7,
8] 3nilicHeHe MOJIEITIOBaHHS TEIUIONEPEHOCY Kpi3b Mapy-
BaTy CTPYKTYypY, FOJOBHOIO KOMIIOHEHTOIO SIKOi € 0a3a-
npTOBa TKaHWHA. JlocmimkeHHs [9] Hamae oriim ycix
KOMITO3HILi} [UIsl eKpaHyBaHHS €JIeKTPOMAarHiTHUX MOJIB
Ha OCHOBI 0a3anbTOBMX BOJIOKOH. HaBeneni y poOorti
MPOBiIHI KOMITOHEHTH, SIKi I0JAI0ThCS 10 0a3anbTy, Ma-
IOTh BHCOKY BapTiCTh, TOMY AOIIIBHO JOCTIAUTH MOXK-
TUBICTH 3a0e3MedeHHs JOCTaTHIX KOeillieHTIB eKpaHy-
BaHHS €JICKTPOMArHITHUX TIOJIiB iHITMMH KOMITO3HUIIIIMH
Ha OCHOBI 0a3aibTy, SIKi MICTATH OUTBII JIEIIEBI HATOB-
HIOBaul, JyckaTtuil rpadit, TepMOpo3mUpeHnii rpadirt
TOLIO.

Meta po6oTu — po3poOIIeHHS i AOCIIKEHHS 3a-
XHMCHMX BJIACTHBOCTEH Matepiaiy Juisi OJIOKyBaHHS iH(Q-
padepBOHOTO BUIIPOMIHIOBaHHS TA eKpaHyBaHHS aKyCTH-
YHUX 1 €JIeKTPOMArHITHUX MOJIB.

BukaneHHs 0CHOBHOIO MaTepiany

Ha cporomHi BupoOu 3 6a3abTOBUX BOJOKOH IITH-
POKO 3aCTOCOBYIOTHCSI IIJIsl BHPOOJICHHS YTEILTIOBAaYiB
OyniBens. Boru maroTh ToBImHEU 50 MM Ta 100 MM, 1110
HE 3aBXIU 3pPYyYHO I OOJIMIFOBAHHS [OBEPXOHb
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cxiagHuX GopM. J{omiabHO PO3IIISIHY TH MOXKIIMBICTh BU-
KOpHUCTaHHs 0a3ajbTy Y BUIJISI YACTHHOK Pi3HOT TUcCTIe-
pcHocTi. Lle MosSICHIOETCSI HU3BKOKO TEIUIONPOBIAHICTIO
6azanbty, 1,3-1,5 Br/MK, mopiBHSHO 3 iHIIMMEH Marma-
TUYHUMU MaTepianamu. [Ipu nbomy B YkpaiHi icHye po-
noBuiie 0azanbTy 3 BEMKAM BMICTOM CIIONYK 3ai3a
(18-20 %), o 06yMOBITIOE HOTO MarHiTHi

BiactuBocTi. Lle crpormrye 3actocyBaHHs Takoro 0a3za-
JBTY U €KpaHyBaHHS €JIEKTPOMArHITHUX MOJiB. [
BHTOTOBJICHHS 3pa3KiB BUKOPHUCTOBYBABCs 0a3aibT 3 po-
3mipamu gacTHOK 50—100 MxMm. [lns 3a0e3neueHHs eK-
paHyBaHHsI €JIEKTPOMArHITHOTO T10JIS1 BUKOPHUCTOBYBABCS
Jmyckatuii rpadit 3 posmipamu aycku a0 10 mxm. s BU-
TOTOBJICHHSI MOJICJIEHUX 3pa3KiB BUKOPHUCTOBYBABCS Pif-
KUH JIaTeKC, SIKU CIlyTyBaB MaTpPUIIEIO.

BumiproBaHHsI TEIUIOI30JIOI0UMX — BIACTHBOCTEH
MarepiaiiB 31iHCHIOBAIOCS 3 BUKOPUCTAHHSM TEILIOBI-
3opa UNI-T UTi120S. BumiproBanHs koedilli€HTIB eK-
paHyBaHHS MAarHiTHOTO MOJIS MPOMHCIOBOI YacTOTH
3IIHCHIOBANIOCS BUMIpIOBaYeM HAIPy>KCHOCTI eJIeKTPUY-
Horo Ta MarHiTHOTO TIoJst [13-50, KoedimieHTiB ekpaHy-
BaHHS eNIEKTPOMArHiTHOTO MOJIS YJIBTPABUCOKOT YACTOTH
— I13-31. Inaexcu 3HMWKEHHS IIyMy BU3HaJajucs 3a J0-
IMOMOTOI0 cTallioHapHOi amapatypu bprois 1 K’ep y pe-
BepOepauiitHiii kKamepi.

O1iHKa TEIJI0i30JIF0I0YUX BIACTUBOCTEH MaTepiany
BU3Hayasacs 3i CriBBiAHOIICHB!

Q=-23 :i(Tl_TZ)*
dx d
ne Q — KUTBKICTB TerIa, X — HapsIMOK PO3MOBCIOKEHHS
Tera, A — koeillieHT TemIonpoBifHOCTI MaTepiany, d —
TOBINKMHA MaTepiany, T1, T2 — TeMIepaTypu 30BHIIIHBOT
Ta BHYTPIIIHBOI MIOBEPXOHB MaTepiaiy. [Ipu npomy:

1
Q:E(Tl_TZ)'

ne R — TemioBuii omip matepiainy.

[TonepenHio OIIHKY €(QEKTUBHOCTI €KpaHyBaHHS
MOJKHA 3IIMCHUTH, PO3paxXyBaBIIHU eIEKTPOhi3HIHI BIa-
CTHBOCTI KOMIIO3HIII] 3a CIiBBiTHOMmMEHHAMHU JlopeHTIa
Ta MakcBesuia-I"apHeTa:

O (4 —1)

u=1+ —
1+ ()

l

Je u — eeKTHBHA MarHiTHA IPOHUKHICTh MarHITOiesre-
KTPHKA, {m — MarHITHA IPOHUKHICTH HAIIOBHIOBAYA, Um —
00’eMHUI BMICT HaIIOBHIOBada y MaTepiai.

&—&y4 Em —&qd

c+26y " eg+2sq

II€ €d, €m — JICNEKTPUYHI TPOHUKHOCTI MATPHII Ta HATIO-
BHIOBa4Ya, Vm — 00’ €MHA JIOJII HATIOBHIOBAYA y Ji€NEKT-
PpHUYHI MaTPHII.

e=¢ +ig =¢'+4no/w,

ne &', ¢”— nificHa Ta ysaBHA CKJIaJ0B1 KOMITJIEKCHOT JTieste-
KTPUYHOI MPOHUKHOCTI Matepiany, G — MUTOMa IPOBiJI-
HICTh Martepianxy, ® — KOJIOBa 4acTOTa €JIEKTPOMArHiT-
HOT'O TOJISL.

ExBiBasieHTHa rIMOWHA IPOHUKHEHHS 110JI Y Mate-
pian 6 BU3HAYa€THCS SIK:

5 =/2/(ouy0),
Je [ts — aOCOJIOTHA MarHiTHa IPOHMKHICT Marepiary
(ta = o ).

Crig BpaxoByBaTH, 1110 TaKa OI[iHKA Ma€ BEINKY I10-
XHOKy ¥ MOKe CIyTYBaTH TUTBKH IS MPHOIHM3HOI OIli-
HKH TIOTPiOHOTO BMICTy HAIIOBHIOBAaYa y MaTpPHIIi.

[TonlepenHe OLIHIOBaHHS MNOIJHMHAHHA IOYyMY Cy-
OUTBHAM MaTepiaioM HeIOLiJIbHE depe3 BKpal BHCOKY
3aJISKHICTh 1HIEKCIB 3HIDKEHHS IITyMY BiJ HOTO 9acTOTH.

JHocuninni 3paskn mictimun 20 % 6asanety (Maco-
BHX) Ta 3 % JyckaToro rpadiry.

[MuToMa TEMIONMPOBIAHICT, MaTepialy HE y TCB-
HOMY 00Cs31 XapaKTepU3y€e TSPMOIi30JIFOr0Ui BIACTHBOCTI
y peabHUX YMOBaX BUKOPUCTAHHSI.

EdekTuBHiCT 3aXUCTY 3aJI€KUTh BiJl TOBIIMHH Ma-
Tepiaixy Ta TeII000MiHy HOTO IMOBEPXOHB 3 OTOUYIOUUM
cepenoBHIieM. TOMy JOCIHIIKyBanacs 3aJIe)KHICTh Tell-
JIOBOTO OIOPY MaTepiaiy Bill Oro TOBILMHY y CTaHAAp-
THHUX YMOBax (puc. 1).

R, m*K/Br
125

1,00
0,75
0,50
0,25

0,00 d, mm
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Puc. 1. 3anexHicTh TEIUIOBOTO ONOPY
KOMITO3UIIIHHOTO MaTepiaty BiJ TOBIIMHH

OTpuMaHui pe3yJbTaT CBIAYMTH, LIO MaTepiaiu
MaJioi TOBIIMHHU HEJIOCTaTHbO e(eKTHBHI. AJie 3a TOB-
mwrHA 10 MM TETUI0BHH OIip HAOIMIKAETHCS 10 ONOPY Mi-
HepanbHO{ BaTH 3aBTOBIIKH 50 MM.

Brigao JBH B.2.6-31:2021 «TermmoBa i30J1is»
TETUIOBHA OIIp CTiH y TeMIlepaTypHiid 30Hi | moBuHEH
oytu 3,3 M2K/Br, a y 30Hi Il — 2,8 M?K/BT. Ane kpim 06-
JMIIOBAHHS, TCTUIOBHH OIIip 3a0€3MeuyroTh i OyaiBebHi
koHcTpyKii. Tomy 3Havenns 1,1-1,2 M?K/Bt ms 06m1n-
LIOBAJILHOTO Marepiairy 3aBTOBHIKM 10 MM MO>XHa BBa-
JKaTH 33J0BITBHNM.

IIpobnematnka 3abe3medeHHsT EIeKTPOMArHiTHOL
Oe3meKkn Mae JBi CKJIQJOBI — 3aXHCT BiJ ENEKTPUIHHX i
MAarHITHUX CKJIAJOBUX €JIEKTPOMArHiTHOTO MOJISl IPOMH-
CIIOBOi YaCTOTH Ta €KpaHyBaHHA €JIEKTPOMArHiTHUX I10-
JIB yIBTPABUCOKUX 1 BUIIKX 9acTOT. OCTaHHE aKTyaJibHE
Yyepe3 MOCTYIOBE BIPOBAKEHHS MOOIUIBHOTO 3B SI3KY
5G. EnexTtpnuna ckianoBa €JIEKTPOMAarHiTHOTO OIS
IIPOMHUCIIOBOT 4YacTOTH E€KPaHYIOThCS JIOCHUTH IIPOCTO
Oy/b-SIKMM €JIEKTPOIIPOBIIHUM MaTepiajloM HaBiTh Ma-
701 eJIeKTPONpOBiAHOCTI. MarHiTHa CKJaJoBa €KpaHy-
€TBCSl MaTepiajamMy, SIKi MalOThb MarHiTHI BJIACTHUBOCTI.
Byno pochimkeHo edeKTHBHICTh €KpaHyBaHHS MarHiT-
HOTO TIOJIsI IPOMUCIIOBOI YaCTOTH PO3POOJICHUMH Marte-
piamamu (puc. 2).
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Puc. 2. 3anexHicTh iHAYKIIT MArHITHOTO TIOJISI MPOMHCIOBOT
YacTOTH BiJl TOBILMHU 3aXUCHOTO KOMIIO3UIIIHHOTO MaTepiary

BpaxoByrouu, 1110 IKepesoM MarHiTHOro noss OyB
cuioBuit TpancdopmaTrop HalOIIBII MTOMIUPEHOTO THITY,
CTYIiHb €KpaHYBaHHS MarHiTHOTO IOJISI € TIPUHHATHUM.
Lle BuIUIMBaAE 3 TOTO, IO 3TiHO 3 TUMYACOBUMHU HOpMa-
tuBamu [10], iHAYKIlS MarHiTHOTO MOJIS MPOMHUCIOBOT
YaCTOTH Y )KUTJIOBUX MPUMIILCHHSX HE TIOBHHHA ITEPEBU-
mryBatu 0,5 MxTo, Ha TepUTOPii KUTIOBOI 3a0yAOBH —
10 MxTn. Aranoriuni BumpoOyBaHHsS OyIH IMPOBEACHI

110710 €JIEKTPOMATrHITHOTO T10JIs1 yJIbTPABUCOKOT YaCTOTH.
Jxepenom mosnist OyB MarHeTpOH MIKPOXBHJIBOBOI TEYi.
Yacrora — 2,45 I'Tu (puc. 3).

W, meBT/em?
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Puc. 3. 3anexHicTh MIIBHOCTI TOTOKY €HEprii
BiJl TOBIIMHHU 3aXHCHOTO KOMITO3HIIIHHOTO MaTepiairy

BpaxoBytoun ,110 IpUHHATHIT TEIUIOBUI OTip Mae
MaTepian 3aBTOBIIKH 10 MM, BU3HA4YCHHS iHACKCIB 3HU-
JKEHHS IyMy OYJI0 POBEIEHO caMe JUI TaKOTo MaTepi-
any (tabm. 1).

Tabnuysa 1 — 3HNKEHHS IyMY KOMIO3HIIHHUM 3aXHCHHM MaTepiajioMm

IHnexcu 3HIKEHHS IyMy, 1b

OKTaBHI CMyTH 49acToT, ['11

315 63 125 250 500 1K 2K 4K 8K 16K
ITinonartexc 10 MM 8 26 27 28 37 44 41 43 44 32
[HaeKC 3HIKEHHS IIyMY Y HU3bKOYaCTOTHIN 00J1acTi
A My y BucHoBkm

3BYKOBOTO CIIEKTPa OYiKyBaHO HEBEIHKI, III0 MTOB’SI3aHE 3
HU3bKNM 3TaCaHHsIM HU3bKOYAaCTOTHHUX KOJHBaHb y Oymb-
SIKOMY CEpEIOBHINI. AJie 3aXWCHI BIIACTUBOCTI MO0
3BYKY CEpeIHIX Ta BHCOKHX YacTOT 3a0BuIbHI. Llei pe-
3ynbTaT MPaKTHYHO 30iraethest 3 HaBeneHuM y [11], ne
CYTTEBE 3HW)KEHHS PIBHIB IIyMy 3a0e3IeuyBaiocsi Heo -
HOPIZIHUMH MaTtepiajiaMi Ha OCHOBI MIHOJIATEKCY Ta MiHO-
TOJICTUPOJTY, SIKi He NMPUIATHI JUIs 30BHINIHIX OONUIIO-
BaHb OyjiBenb. Y TpoOIeci MPOEKTYBAHHS 3aXHUCTY Bij
BIUIMBY PO3NISTHYTUX (DI3UUHMX YMHHHKIB CIIiJl BPaXOBY-
BaTH pealbHi MOTPeOH y TePMOI30IIAIii KOHKPETHOI Oy Ii-
BJi Ta aMIUTITYJHO-4aCTOTHI XapaKTEePHCTHKU LIyMy Ta
EIIEKTPOMArHiTHUX TOJIB 3a Mexkamu Oynisii. Lle mo3Bo-
JUTH 00paTH NMpPIOPUTETH IIOJ0 3HWKEHHS BIUIUBY KOX-
HOT'O YMHHHKA HA CTaH BHYTPIIIHBOTO cepeloBuIa Oymi-
Bii. Hanpukiaz, 3riiHO BUMOT MIXKHAPOIHOTO CTaHIap-
THY MPR 1l 3 Ge3neunoi ekcruryaramii KOMIT FOTEpHOI Te-
XHIKH PiBHI MarHiTHHUX IOJIB Y 4aCTOTHIN cMy3i 5 'y — 2
k[ 11 He moBuHHI iepeBumryBatn 250 HTI, ay emy3i 2 kI 11—
400 xI['q — 20 5T, ToMy ai1st IpUMITIEHB 1 Oy IiBEIb 3 Be-
JIUKOIO KUTBKICTIO KOMIT IOTEPH30BaHUX POOOUMX MicIb
MIPIOPUTETOM € 3HIM)KEHHS PiBHIB MAarHITHUX MOJiB. Po3po-
OreHuii Marepian € MoJebHIM. OOpaHHS JIaTeKCy Y SIKO-
CTi MaTpuIli KOMIO3HLiT 00yMOBJIEHE 3pYYHICTIO BUTOTO-
BJICHHS 3pa3KiB. Y Tporeci po3poOsieHHs] MPOMHCIOBOT
TEXHOJIOTIi JUISl MPUHHITHOTO 30iry NMOKa3HHUKIB 3 IOKa3-
HUKAaMU JTOCJITHUX MaTepiaiB CIIii 00OpaT Marepiali Ma-
TPULIi 3 BiJHOCHOIO JieJIeKTPHYHOI0 TIpoHHKHICTIO 30—40,
sIKa BIJIMOBia€ Mi€JIEKTPUUHIN MPOHUKHOCTI JIATEKCIB.

1. Po3pobieHo KOMIO3MLIHHUN MaTepiall 1yis o1-
HOYacHOTo OJIOKyBaHHs iH(pauepBOHOrO BHIPOMIHIO-
BaHHsI, EKpPaHyBaHHS €JIEKTPOMArHITHUX Ta aKyCTHYHHUX
nouniB. Takuil MaTepian NpU3HAYCHUH Ul HOpMaJTi3anii
piBHIB ()i3MYHUX YMHHHUKIB ycepenuHi OyaiBesb y Ipo-
meci iX BiTHOBJICHHS Ta PEKOHCTPYKILii. Mana TOBIIMHA
MOKPUTTS, 10 10 MM, 103BOJIsIE OOJIMIIBOBYBATH TTOBEP-
XHI CKJIaJHUX KOH(}Iirypariii 6e3 3MiH 30BHIITHHOTO BU-
sy OyaiBelb.

2. Bu3Ha4eHO 3aJIeKHOCTI TETIIOBOTO OIIOPY Mate-
piaiy Bix oro ToBIIMHU. BcTaHOBIIEHO, 1110 32 TOBIIMHU
10 MM TeIIOBHH oOIip Marepiany HaOJIMKAEThCS JI0
OTIOpY MOPHCTOT MiHEpaNIbHOI BaTH 3aBTOBIIKU 50 MM.
JlociipkeHo 3aIeKHICTh CTYIIEHIB €KpaHyBaHHs MarHiT-
HHX TIOJIIB TPOMHMCIIOBOT YacTOTH W €JIEKTPOMArHITHUX
TIOJIiB YIBTPABUCOKOI YAaCTOTH BiJ TOBIIMHU MaTepiaiy.
BcraHoBieHo, 10 TOBIIMHU MaTepiay Oiubiine 4 MM Bi-
NOyBa€eTHCS 3HAYHE MIJIBUIICHHS KoedillieHTa eKpaHy-
BaHHS MarHiTHOTO TOJISI IPOMHUCIIOBOT YaCTOTH W €JIEKT-
POMArHITHOTO T10JIS YJITPAaBHCOKOT YaCTOTH.

3. JlociiJpKeHO 1HAEKCH 3HI)KEHHS LIIyMY Y OKTaB-
HUX CMyrax 4acToT MarepiajoM 3aBTOBIIKM 10 MM.
BcraHoBneHo, 10 y HH3BKOYACTOTHiM 00JacTi 3BYKO-
BOTO CIIEKTpa IHIEKCH 3HWKEHHS IIyMY cKianaioTh 4—20
nb, a st cepeHix 1 BUCOKHX 4acToT — 34—46 nb. Otpu-
MaHl 1HIEKCH HaOIMKAIOTHCS OO 1HAEKCIB 3HIDKEHHS
IIyMy ITOPUCTHX MaTepialiB HEMPUAATHHUX YIS OOJIHITIO-
BaHHS 30BHIIITHIX MOBEPXOHD Oy TiBEIb.
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Means of improving energy efficiency and protection
from the effects of physical fields in the process of building restoration

Viktor Gusev, Serhii Zozulya, Ruslan Levkivskyi

Abstract. The possibilities of creating a composite material for simultaneous blocking of infrared radiation and shielding of
electromagnetic and acoustic fields of wide frequency ranges have been investigated. The model material is made on the basis of latex
(matrix) and finely dispersed fillers of basalt and flaky graphite. The basalt component contains 18-20 % ferromagnets, which provides
shielding of the magnetic component of the electromagnetic field. A calculation tool is provided that allows preliminary determination
of the magnetic and electrophysical properties of the composition and assessment of thermal resistance. It has been experimentally
established that a material with a thickness of 10 mm is suitable for blocking infrared radiation. At this thickness, its thermal resistance
is close to that of mineral wool with a thickness of 50 mm. It has been shown that with a material thickness of 4 mm, there is a sharp
increase in the shielding coefficient of the magnetic component of the industrial frequency electromagnetic field. The increase in the
shielding coefficient of the 2.45 GHz electromagnetic field with increasing material thickness is more monotonous. At thicknesses
greater than 4 mm, the shielding efficiency is sufficient for any external field intensity. Noise reduction indices in octave frequency
bands were investigated. For low frequencies of the sound spectrum, they are 4-20 dB, for medium and high frequencies — 34-46 dB.
This result is close to the efficiency of porous noise-reducing materials. To develop industrial technology for the production of protec-
tive composite material with the achieved quality indicators, it is necessary to select a material with a relative dielectric permeability
of 34-40, which corresponds to the dielectric permeabilities of latexes.

Keywords: infrared radiation, electromagnetic field, acoustic noise, shielding.
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! Hanionansuuii Tpancnioptauii yuisepeurer, Kuis, Vkpaina
2YepKachbKuil IEp/KaBHUN TEXHOJIOT YHMN yHiBepcHuTeT, Yepkacu, Ykpaina

®IBUYHI MEXAHI3MHU CTBOPEHHS TEXHIYHUX KAHAJIIB
BUTOKY AKYCTUYHOI IHOOPMAIIIL

AHoTaunis. AkryajabHicTs. ®i3u4HI NpouecH, 0 BUHUKAIOTh B TEXHIYHUX 3ac00ax 1 CHCTeMax, CTBOPIOIOTh Y HaBKO-
JUIITHBOMY MPOCTOpi MOOIYHI eNeKTPOMAarHiTHI i aKyCTHYHI BUIIPOMiHIOBaHHS. BiAmoBigHO, A po3poOKu epeKTUBHHUX
METO/IB 1 3ac00iB 3aXucTy iH(popManii HeoOXiTHO PO3yMITH (i3WUHI OCHOBU CTBOPEHHS 3a3HAYCHOTO MOOIYHOTO BUIIPOMI-
HioBaHHs. O6’€KT AoCHimKeHHs: (Di3UYHI IPOIECH, IO MPU3BOAATH 1O BUHUKHEHHS TEXHIYHUX KaHAJIiB BUTOKY aKyCTHY-
Hoi iHdopmanii MeTa cTaTTi: po3risa Gi3MYHUX MEXaHI3MiB CTBOPEHHS TEXHIYHUX KaHAIB BUTOKY aKyCTHYHOI iH(popMa-
Iii Ta 3aXOJiB IIOMO 3amoOiraHHs UM BUTOKaM iH(opmanii. PesyabraTm nocaimkenHs. Y po0oti 3’scoBaHO, IO
aKyCTH4HI Ta aKyCTOBIOpaIiliHi KaHaJIM BUTOKY iH(poOpMamii yTBOPIOIOTECS B HACIIOK MOIIUPEHHS aKyCTHYHUX XBHJIb B
Iudy3iiHOMY Ta MPYKHOMY CEpeIOBHIIAX BiAMOBIAHO. AKYCTOEIEKTPUYHI KaHAIM BUTOKY iH(OpMaIii yTBOPIOIOTECS B
HACJIJOK Iapa3sUTHOTO IEPETBOPEHHS AKYCTHYHUX CHIHAJIB B CINCKTPHYHI Ha EJIEMEHTaX CJICKTPOHHUX IPHJIAMIB.
AKYCTOONTOENEKTPOHHI KaHAJIH YTBOPIOIOTHCS NIIIXOM IHCTAHLIMHOTO 3HATTSA Ja3epHUMH 3acobamMu  BiOpamiiHHX
KOJIMBaHb TIOBEPXOHb IHXXKCHEPHUX a00 OymiBeNbHUX KOHCTPYKHid. KaHamu BHCOKOYAaCTOTHOTO HaB’sI3yBaHHSI
YTBOPIOIOTHCS B HACJIIIOK BUIIPOMIHIOBAaHHS CTPYMOIIPOBITHUMH €JIEMEHTaMH MOJYJIbBAHOTO BHCOKOYACTOTHOTO CHTHAITY.
BucnoBkn. TakuM unHOM, 3’s1cOBaHO (Di3WUHI MEXaHI3MU CTBOPEHHS TEXHIYHMX KaHATIB BUTOKY aKyCTHYHOI iH(opmarii
Ha 00’eKTi iHpOpPMALIHOI TIsTTBHOCTI Ta PO3IIISHYTO 3aCO0M 3aXUCTY BiJ HHX. 30KpeMa, CIIJIBHUM 3ac000M 3aXHCTYy IS
yCiX 3a3HAauYeHHX KaHAJIiB BHTOKY aKyCTH4YHOI iH(popMamii € BHKOPHCTaHHS aKyCTHYHOrO, BiOpamiiHOTO Ta JiHIHHOTO
3aIIyMIICHHS Ha 00’ €KTi iHpopMamiiHOi AIsTTBHOCTI.

Knaouosi cnoBa: ¢ismynnii MexaHi3m, 3axucT iHpopMaril, TEXHIYHIH KaHaJ, BUTIK iHpOpMaIlii, aKyCTHYHA XBHIIS.

Beryn

IHocranoBka npoOjeMu. [HTEHCUBHUN PO3BUTOK
iHpOpMaNiHO-KOMYHIKAIIHHIX TEXHOJOTIH Ta popmy-
BaHHs iH(OpMalifHOrO CycHiibcTBa OOYMOBIIIOIOTH
BUHHMKHEHHSI IUTaHHS 11010 iHpopMmaniiiHoi Oe3neku. Y
3B 513Ky 3 I[MM, BUHUKAIOTh IIPpoOJIeMH, OB’ s13aHi 3 ede-
KTUBHHM OIIPALIIOBAaHHSIM, ONEPATHBHOIO MEpeaaveto Ta
HajiiHUM 30epirandsm ganux [1]. BiamosigHo mo 1po-
ro, npo0seMa HaAIWHOTO 3aXUCTy iH(oOpMaIli € aKTya-
JIbHOIO HAYKOBO-TEXHIYHOIO 3a]auero.

BuxopucraHHs pi3HOMaHITHHX TEXHIYHHX 3aCO0IB
Y BCIX cepax JFOICHKOI MisUTBHOCTI IPU3BEIIO 10 TOSBU
TEXHIYHUX KaHaNiB BUTOKY iH(opmarii. Pi3udni mpo-
mecH, mo BiAOYBAaOTHCA B TAKUX IMPHUCTPOSX TMiJ 4ac
iXHBOTO (YHKIIOHYBaHHS, CTBOPIOIOTH y HaBKOJINII-
HBOMY MPOCTOPi MOOIYHI eEeKTPOMAarHiTHI W aKyCTHYHI
BHUIIPOMIHIOBAHHSI, IO TOB’s13aHi 3 00poOKoI0 iH(hOopMa-
uii. HexonTponboBanuii BUTIK iH(opMarii BinOyBaeTs-
cs caMe 4epe3 MOOIUHI eJIeKTPOMArHiTHI Ta aKyCTHYHI
BHIIPOMIHIOBaHHSA 1 HaBEICHHS PI3HOMAHITHOTO MOXO-
TokeHHs. 111 po3poOku epeKTUBHUX METOJIB 1 3aC00iB
3axucTy iHpopmaii [2], HeoOXigHO po3yMiTH (i3HyHi
OCHOBH CTBOPEHHS TEXHIUYHHMX KaHAJIIB BHTOKY iH(Op-
Marii. OCKUIBKH 3a3HaYCHHUH HAMPSIMOK JOCIIIKCHHS
BEJIMKUIL 32 00CATOM, J1laHa pobOTa MPUCBSTYEHA PO3TIIS-
ny Gi3UYHUX MEXaHi3MiB CTBOPEHHS TEXHIYHUX KaHAJIB
BHUTOKY aKyCTH4YHO{ iH(popmarrii.

AHani3 ocTtaHHIX aocaimkeHb i myOaikamiii. vV
BITYM3HSHIM HAYKOBO-TEXHIUHIW JiTepaTypi iCHyeE psl
poOIT, TPHUCBSYEHUX PO3MIISAIY OCOOJHMBOCTEH CTBO-
PEHHsI TEXHIYHUX KaHAJliB BUTOKY iH(oOpMarlii Ta MeTo-

JIB 1 3aC00IB 3aXKCTy JaHWX BiJl BKA3aHUX KaHAJIB BHU-
TOKy. 30Kpema, aBTOpoM poOoTH [3] HaBeJAEHO BH3HA-
YeHHs TeXHIYHOTO KaHAIy BUTOKY iH(opMaIlii, BUKOHA-
HO aHami3 (i3WIHUX MPOLECIB, SKi 3HAXOIIATHCSA B OCHO-
Bi (DYHKIIIOHYBaHHS Pi3HUX TEXHIYHUX KAaHAIIB BHTOKY
iHpopmamii. Y poGoti [4] po3pobiaeHO CTPYKTYpYy Ta
BHU3HAYeHO (DYHKIIT i OCHOBHI XapaKTEPUCTHKH elieMe-
HTIB KiOep(i3udIHOI CHCTEMH MOJCTIOBAHHS METOJIB Ta
3ac00iB TEXHIYHOTO 3aXHCTy aKyCTH4HOI iH(opmariii
B/l BUTOKY OITHKO-EJIEKTPOHHUM KaHalIoM. Y po0OoTi
[5] Big3HAUeHO, 110 CHCTEMH BiIEOCIIOCTEPEKEHHS O~
LIJIbHO BUKOPUCTOBYBAaTH Ha 00’€KTax iHQpOpMauiiHOi
JISUTBHOCTI IS 3amo0iraHHs BUTOKY iH(opMarrii, 30K-
peMa, BHKOPHCTOBYBAaTH (DYHKIIO NETEKTOPY PYXy B
3a3HAYEHUX OXOPOHHUX CHCTEMaX.

3a3HaueHNi HANpPSMOK JOCIIDKEHHS MpeJcTaBlie-
HHH TaKOX 1 B 3aKOP/IOHHIM HayKOBO-TEXHIYHIN JiTepary-
pi. 3okpema, y poboti [6] aBTOpaMu PO3pPOOICHO METOX
3aXHUCTy aKyCTHYHOI iH(opMallii, a came — 3aceKpedyBaH-
HS aKyCTWYHHMX CHTHAJIB Ha OCHOBI KpuITOrpadiqHmx
IropuTMiB. Y po0OTi [7] IOCTIPKEHO BIUIMB CTOPOHHBO-
IO eJIEKTPOMAarHiTHOTO BHIIPOMIHIOBAHHS Ha Ipare3/aT-
HICTh PI3HMX €JEeKTPOHHMX NpHiIafiB. BmsnaueHo, mo
BUIIPOMIHIOBaHHS CyOMIIIMETPOBOTO Iiala3oHy MOXKe
OyTH IPUYMHOIO BiIMOB 3a3HAYEHUX MPHUCTPOiB. Y PoOOTI
[8] 3anponoroBaHO MacKBHi i aKTHBHI 3aX0H, COPSIMOBa-
Hi Ha 3axucT iH(popMalii BiZl BUTOKY KaHAJIaMH TOOIYHUX
€JIEKTPOMArHITHUX BHUIIPOMIHIOBaHb. 30KpeMa, /10 MacHB-
HUX 3aXO[(iB HAJIC)KATh IiIBUILCHHS 3BYKOI30JIAIIIT Oropo-
JDKYBJIBHUX KOHCTPYKLIH Ha 00'ekTi iH(pOpMaLiiHOI 1isi-
JIBHOCTI, 10 aKTUBHHUX — CTBOPEHHS aKyCTHYHHX Ta BiOpo-
aKyCTHYHHX TIEPELIKO]] y MEKaX KOHTPOIBOBAHOI 30HH.
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Takum 4uHOM, 3 OISy SIK BITYM3HSHOI, TaK i 3a-
KOpPAOHHOI HayKOBO-TEXHIUHOI JIiTEpaTypy MOXKHA 3po-
OWTH BHCHOBOK MO Te, 110 MHUTaHHS (DI3MYHUX MeXaHi-
3MiB CTBOPEHHS TEXHIYHUX KaHAJIIB BUTOKY aKyCTHYHOI
iHpopMarlii HejoCcTaTHBO BUBYEHE Ta MOTpeOye moja-
JIBIIIOTO JOCIIKEHHS.

Meta po6oTu ToiATae y po3rrini Qi3mIHUX Me-
XaHI3MIB CTBOPEHHSI TEXHIYHHX KaHAJiB BHUTOKY aKyc-
THYHOI iH(OpMAIii Ta 3aX0MiB MO0 3armoOiraHHs UM
BHTOKaM iH(popMarii.

OcHoBHHH MaTepian

3a pesynpTaTaMy aHali3y HayKOBO-TEXHIYHOI JIi-
TepaTypH, IPUCBIUEHOI TOCTIHKCHHIO TEXHIYHIX KaHa-
JiB BUTOKY iH(opMariii, 3p001eH0 BUCHOBOK IIPO T€, 1110
€IMHOTO TiAXOMy IO BMU3HAYEHHS Ta Kiachdikarii 3a-
3HAYCHUX KAHAIIB HEMae. Y3aralbHHBIIU DPE3yJbTATH
JOCII/DKEHHST 1HIMUX aBTOPiB, OyJIO 3alporOHOBAHO
pO3TIIIATH TEXHIYHWNA KaHAT BHUTOKY iH(popMarii sx
¢bi3nyHM ISIX HEOE3MEeYHOT0 CUTHATY Bij [pKepesa 10
3ac00y TEXHIYHOI PO3BiAKH. Y 3aranbHOMY BHIAIKy
TEXHIUHI KaHald BUTOKY iH(pOpMamii MoALIAIOThCS Ha
HACTYITHI: eJeKTpUYHI (HeOe3IeUHi eNeKTPUYHI CTPYMH
B PI3HUX CTPYMOIIPOBIHUX EJIEMEHTAX), EICKTPOMAarHi-
THI (€JIeKTpOMAarHiTHe BUIIPOMIHIOBaHHS Pi3HOTO Jiara-
30HY), aKyCTHYHI (IIOLIMPEHHS 3BYKOBHX KOJHBAHb Y
Oyap-KOMY 3BYKOIPOBIZHOMY MaTepiaii), Marepiaib-
HO-PCUOBHMHHI (MarHiTHi, ONTHYHI HOCIi, mamip, ¢$oTo
tomo) [9, c. 22-24].

Jlo TexHIYHWX KaHaJiB BHTOKY aKyCTHYHOI iHQOp-
Marlii HaJie)kaTh TaKi: aKyCTHU4YHI, aKyCTOBiOpaIliiHi, aKy-
CTOEJIEKTPHYHI, aKyCTOONTOENEKTPOHHI, KaHaJIH BHCOKO-
YaCTOTHOTO HAaB’SI3yBaHHS Ui 3HATTS MOBHOI iH(op-
Martii. Po3risiHemo (hi3udHi MeXaHi3MU CTBOPEHHS 3a3Ha-
YEeHHX KaHAJIB Ta METO/M 1 3aCO0M 3aXHCTY Bijl HUX.

Axycmuuni KaHaJIM BUTOKY iH(opMarii (puc. 1) yt-
BOPIOIOTBCS. B HACHIJOK MOIIMPEHHS aKyCTHYHHUX XBHJIb
BiI JpKepena akyctuuHol iHpopMmanii (JAI) Timeku B qu-
¢y3iliHOMY cepemoBHIIi (Ta3H, PIAWHH, B SKAX MOJCKYIH
HE MalOTh IPYKHHUX 3B’SI3KiB).

P g olA
R

B =

Puc. 1. AkyctuyHuii, akycToBiOpariiHuii
Ta aKyCTOENCKTPHYHHUI KaHaId BUTOKY iH(pOpMAIIii

BikHO

Taki kaHaIM YTBOPIOIOTHCS MUIIXOM MEPEXOIUICHHS
aKyCcTHYHHMX (MOBHMX) CHT'HAJIB 3 00’€KTy iH(opMariiHol
nisutbHOCTI (OI/1) MikpohoHamMK HanpaBIIeHOT Aii Ta aKyc-
TUYHAMH aHTCHAMU. 3a3HA4YeHi 3aCO0M TEXHIYHOI PO3BiJI-
ku (3TP) BCTaHOBIIOIOTBCS 32 MEKAaMH KOHTPOJIHOBAHOT
3oaM (K3) B 0o0macti nmpssMoi BUIUMOCTI 3 BIKOH Ta 1HIIINX
otBopiB OlJ]. 3amoGiranHs BUTOKY iH(MOpMAMii aKycTHd-
HUMH KaHAIaMHU JOCSTA€ThCS TAKUMHU CIIOCOOAMH: BHKO-

PHCTaHHS OTOPOKYBAIBHUX KOHCTPYKLIH, SIKI BHKIIIO-
YaloTh €EKT MapyCHOCTI, TOOTO CTIHM, CTENS Ta MiIora
MOBMHHI OyTH JOCHTH MAacHUBHHMH (3aJ1i300€TOHHHUMH,
LETJISTHUMH TOIIO); JIKBIIALisl [IUIMH B OTOPOIKYBATBHUX
KOHCTPYKUisAX (IIMAKTIOBAHHS TPIlMH, TePMETH3allis
IIUJTHH 3BYKOI30TIOI0YNMH MaTepiallaMi); BAKOPHCTAHHS B
TEXHOJIOTIYHIX BiKHAX Ta CHCTEMi BEHTHJIALI 3BYKOIIOT-
JIMHAIOYHX PE30HATOPIB, CHCTEM Ta MaTepiajiB; IPOCTOPO-
BOTO aKyCTHYHOTO 3allyMJICHHS IOBITPSIHOTO CEPEIOBHINA
30BHI OI/I.

Axycmogibpayitini KaHadH BUTOKY iH(popMamii
(muB. puc. 1) yTBOPIOIOTHCSI BHACHIOK BILIMBY aKyCTH-
4yHOI XBWIII (HEOE3MEYHOr0 aKyCTUYHOTO CHTHAJy) Ha
MIOBEPXHIO TBEPAOTO Tija, M0 MPU3BOJAMUTH 10 Horo BiO-
patii — KOJMBaHHS MOJIEKYJ TBEPJIOTO TiJia, SIKi MOXYTh
MOLIMPIOBATHCSL HA BEJIMKI BiAcTaHi (4MM Ounbiua ryc-
THHA Tija, TUM OlNIbIlIa BiJCTaHb MOIIUpEeHHs). Takumu
TBEPIUMH TiJJaMH, II0 SKUM HOIIMPIOETHCSA BiOpallis,
MOXYTb OYTH: CTiHH, CTEJN, MiAJOora, CKJIO BiKOH, CHC-
TeMa OMAaJICHHs, ra30NpoBil, TPyOHW BOJOIMOCTadaHHS i
BozoBinBeneHHA. OTKe, BUKOPUCTOBYIOUN KOHTaKTHUH
Mikpo(oH (CTETOCKOIT), BCTAHOBJICHUH 3a Mexxamu K3,
HOPYIIHUK MOXXE NEPEXONMHUTH HEeOE3NeYHUIl aKycTHhd-
HUA curHai, o nomuproerbess 3 OIJ]. 3anobiranus
BUTOKY iH(OpManii akycToBiOpauliiHUMH KaHaJIaMH
JOCSITAa€ThCS ~ HACTYIMHHUMH  CHOCOOAMH:  MOKPHTTS
OrOpoKyBaJIbHUX KOHCTpyKWii OIJ] 3BykonorsiuHaro-
YUMH MaTepiajJaMd Ta BHKOPUCTaHHs BiOpaLiiiHUX
PO3BaHTaXyBayiB Mif 9ac MoOYJOBH CHCTEM OIAJICHHS,
ra3onocTavyaHHs, BOJOIOCTAYaHHS Ta BOAOBIIBEACHHS
TOIIO; BiOpalliifHe 3alIyMIICHHS BHUINE BKa3aHUX KOHC-
TPYKIiH 1 cHCTEM.

Axycmoenekmpuuni KaHAJIA BHUTOKY i1H(oOpMaii
(muB. puc. 1) yTBOPIOIOTBCS HUISIXOM NApa3UTHOTO Iie-
PETBOPEHHSI aKyCTHYHHX CHUTHAJIIB B EIEKTPUYHI Ha
CJICKTPOHHHMX KOMITOHEHTaX TEXHIYHUX 3aCO0IB Ta CHUC-
teM (T3C), posramosanux Ha OIJ]. 30kpema, BIIUB
AKyCTHMYHOTO THCKY Ha KOHAEHCATOPH 1 PE3UCTOPH, PO-
3TalllOBaHI B EJEKTPUYHUX CXeMax IPUIIaJIiB, IMPHU3BO-
JUTh 710 BIOpaIlii Ta 3MiHH JIHIHHAX PO3MIPIB 3a3Have-
HUX CJIEMEHTIB. BiZioMO, 1[0 eIeKTPOEMHICTh IIOCKOTO
konaencaropa (C) Ta enektpuuHuii omip pesuctopy (R)
BU3HAYAIOTHCS CITIBBiIHOMICHHSIMU:

C=¢y-¢-S/d, (D)

ze g9 =8.85 1072 d/v - eJIeKTpUYHA CTaja; & — BITHOC-

Ha JIeJIEKTPUYHA TPOHMKHICTE 130J1TOpa (JIieIEKTpUKa),
PO3MIIIIEHOTO0 MK OOKJIaIKaMu KOHIEHCATOpa; S — IUIOo-
ma oOKJIaJKKu KoHIeHcaTopa; d — BifcTaHp MixK OOKIIaI-
KaM¥ KOHJIeHcaTopa (200 TOBIIMHA IIapy JieJIeKTPUKA);

R=p-1/S, 2
Jie p — MIATOMUH SIIEKTPUIHHUN OTIip MaTepiary pe3nucTo-
pa (upoBinnuka); | — moexuna pesucropa; S — mioma

MIOTIEPEYHOT0 NEpepizy pe3ucTopa.

OTxe, 3MiHa JIIHIHHUX PO3MipiB KOHICHCATOPIB i
PE3UCTOPiB, CIPHYNHEHA BIUIMBOM aKyCTHYHOTO THCKY,
3rigao 3 Gopmymnamu (1) i (2) mpU3BOANUTE [0 3MIHH iX
€JIEKTPOEMHOCTI Ta €IEKTPUYHOTO OIOPY BiMOBITHO. Y
CBOIO 4Yepry, 3MiHa €JEKTPOEMHOCTI Ta EJIEKTPUYHOTO
OIIOPY BHKJIMKAE 3MIHY HANpyTH i CWJIM CTPYMY B €JIeK-
TPUYHOMY KOJIi, 1110 IPU3BOJUTH 10 TOSBH HEOE3NEYHO-
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IO eJEKTPUYHOrO CUTHAJY. SIKIO JiHis, 110 1MOB’s3aHa 3
CJICKTPOHHUMHU TNIPUIaJaMH, B SIKUX IiJ JI€I0 aKyCTHY-
HOTO THCKY BHHHMKA€ HEOE3NEUHHH EJICKTPUYHHNA CHI-
HaJl, BUXOANTH 3a Mexi K3, To mopyurHuk 3a gonomo-
roto 3TP Moke nepexonuTH 3a3HaYEeHUH eNEeKTPUIHUH
curHai. 3amoOiraHHs BUTOKY iH(oOpMaIlii aKycToelek-
TPUYHUMH KaHAJIAMH JOCSTa€ThCSI TAKUMH CHOCOOaMU:
BUKOPHCTaHHS B EIEKTPUYHUX CXEMaxX TEXHIYHHX
3ac00iB, IO 3aTPUMYIOTh EJEKTPUYHI CHUTHAIA HU3b-
KOTO DPiBHA; BUKOPUCTAHHA B CINCKTPHYHHX CXEMax II-
iHIITHOTO 3a1TyMJICHHS.

Axycmoonmoenekmporui KaHaId BHUTOKY iHpOp-
Marlii (puc. 2) yTBOPIOIOTHCS MUISIXOM JHUCTAHIIHHOTO
3HATTS JIa3epHUMH 3ac00aMU aKyCTHYHOI pPO3BIOKH BiO-
palifHIX KOJIMBaHb TNOBEPXOHb IH)KEHEpHUX abo Oyni-
BeNbHUX KOHCTpyKUiit Ha OlJ], mo cripryuHeHi akycTud-
HUM T0J1eM (HeOe3MeYHUM aKyCTUYHUM CUTHAJIOM).
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Puc. 2. AKyCTOONTOCNEKTPOHHUH Ta KaHAJ
BUCOKOYaCTOTHOTO HAB’SI3yBaHHS

®Oi3nuHNI MeXaHi3M aKyCTOONTOEJIETPOHHUX KaHa-
JiB BUTOKY iH(opMalii nojsirae B HactynHomy. Ha OI/],
JIe 03BYYY€ETHCS IH(OPMAIList, ITi/ BILTABOM HEOE3MCYHOT0
AKyCTUYHOTO CUTHaITy 3HAXOJSIThCs yci npeameTH. Jeski
MpeAMETH, 10 MAlOTh ONTHYHI BIACTHBOCTI BiII3epKa-
JICHHS, TIPUBOIATHCA 10 BiOparii. Takumu npenqmeramu €
CKJIO BIKOH, J3epKaia ToIo. Bibparis Takux mpeaMeTiB
OB’ s3aHa 3 KOJMBAHHIM X MOBEpXHi. SIKIO i3 30BHI Ha
MOBEPXHIO CKJa a00 I3epKaia, 10 BiOpYIOTh, CHpsAMY-
BaTH JIA3€PHUI POMiHB, TO BiH BiJli0’€THCS BiJl IIOBEPXHi
y BHUIVISIII MOAYJIbOBAHOTO HPOMEHs (MOIyJsiList BigOy-
BaeThcsi HeOe30eYHUM aKyCTHYHHMM CHTHaiioM). Binou-
THH MOJyJIbOBaHHN HEOE3MEeYHUM aKyCTUYHHM CHUrHa-
JIOM JIa3epHHUH NPOMiHb MOXe OyTu mepexoruienunit 3TP
3JI0BMHCHUKA. B momampmoMy 3a3HaueHWil BigOWTHit
MIPOMiHb JEMOJIYJIOIOTh 1 BHAULIIOTH MOTPIOHMI aKyc-
TUYHMH CHTHAJ. 3arnoOiraHHs BHUTOKY iHQopmarii akyc-
TOONTOEJEKTPOHHUMH KaHAJaMH JIOCSTAEThCS TaKUMHU
crioco0aMu: BHUKOPUCTaHHS BaKyyMHHUX Ta IHIIMX 3aXH-
IIIEHUX BIKOH; MaTyBaHHS y BIKHAX 30BHIIIHBOI MOBEPXHi
CKJIa; BUKOpPHCTaHHsS BiOpamiifHOro 3amrymiIeHHs 3a3-
Ha4YeHUX KOHCTPYKIIIH.

Kananu eucoxouacmommnoco (BY) wnae’sizyeannus
onss  3uAmms  MO6HOI  iHGopmayii  yTBOPIOIOTHCS
HACTYITHIM YMHOM. SIKIIIO Ha CTPyMOIPOBi/IHI €IeMEHTH
T3C abo Ha IiHIl €NeKTPOKUBICHHS YH 3a3eMJICHHS

BrumBat BY enekrpomarHiTHUM nosieM (IEpBHHHUM
BY curnanom), To B HUX BUHUKaTUMYTb ejekTpuuni BU
ctpymu  (puc. 2). SIKmi0  0JHOYACHO 3a3HAYCHUM
CTPYMOIIPOBIJIHUH €JIEMEHT 3HaXOAUTUMEThCS M IO
aKyCTUYHOTO  THUCKY  (BHKIHMKAaHOTO  HEOE3NEeYHUM
akyctmaanM curHanoMm Ha OIJl) i1 BiOpyBaTmme, TO B
HBOMY  BIiIOyBaTUMYTBbCS  KOJIMBAHHSA  BJIACHOTO
SIIEKTPUYHOTO OMOpY Ta 3OiHCHIOBATUMETHCS HOTO
Moxyssnist BU ctpymom.

Takuii  cTpyMompoBimHUIT  eleMeHT  Oyze
BHIIPOMIiHIOBaTH MoxyiasBaHui BY curnam (Momgyssmis
3IICHIOETBCST HEOE3MEYHUM aKyCTUYHHM CHTHAJIOM),
SKMH Moke mommproBatuca 3a Mexi K3 Tta Oyru
nepexorienuM 3TP 3noBmucHuka. B mopambmomy,
JOCIIDKYIOUM PI3HUII0 MK HEPBHHHUM 1 BiIOMTHUM
MOJTYJIbOBaHUM BY CUTHaJIaMH, OTPUMYIOTb
iHpopMmalilo Tpo HeOEe3MEeYHUi aKyCTUYHHMH CHTHAIL
3amobiraHHs BHUTOKY iHpopmamii kaHamamu BY
HaB’s3yBaHHSA [UIA  3HATTS MOBHOI  iH(popMamii
JOCSTa€ThC HACTYIMHHUMH CIIOCOOAMM: BHKOPHUCTAHHS
MIPOCTOPOBOTO E€JIEKTpOMarHiTHoro 3arrymieHHs OI]
Ha dYacrorax BY BHUIPOMIHIOBaHHSI, IiHAWKAIIS,
curHamizanis nons BY  BumpomiHIOBaHHS, TOOTO
BUSIBJICHHS 32a3HaYE€HOTO BUIIPOMIHIOBAHHSI.

BucHoBku

TaknM 4MHOM, TEXHIYHI KaHAJIN BUTOKY aKyCTHYHOI
iHpopMarii TOAIIAIOTECS HAa II'SATh THIB. aKyCTHYHI,
aKyCTOBIOpaliiiHi, aKyCTOEIEKTPUYHI, aKyCTOOITOCIIECK-
TPOHHI Ta KaHAIN BHCOKOYACTOTHOTO HAaB’SI3yBaHHS I
3HATTA MOBHOI iH(popMarii. Po3ristHyTo ¢i3nuHi Mexa-
HI3MH CTBOPEHHS 3a3Ha4€HHMX KaHaJiB BUTOKY aKyCTHY-
HOl iH(popMmanii. 30KkpeMa, aKyCTHYHI Ta akycToBiOpa-
LilHI KaHaIM YTBOPIOIOTHCS B HACIIIIOK MOIIUPEHHS aKy-
CTUYHHMX XBWJIb B AUQY3IHHOMY Ta NPYXHOMY Cepejo-
BUINAX BIJMOBIIHO. AKYCTOCICKTPHYHI KaHAIA BUTOKY
iHpopMaIlii YTBOPIOIOTECS B HACHIJOK MApa3sUTHOTO Iie-
PETBOPEHHS aKyCTUYHHUX CHTHAJIB B €JICKTPUYHI Ha eje-
MEHTaxX EJICKTPOHHHX MpWIaiB, IO PO3TALIOBAaHI Ha
00’ekTi 1HQOPMAIIHHOI TISUTEHOCTI. AKYCTOONTOCIEK-
TPOHHI KaHAJIM YTBOPIOIOTHCS HIIIXOM JAWCTAHIIHHOTO
3HATTA JIa3epPHUMH 3ac00aMU  BiOpaIlifHUX KOJHBaHBb
HOBEPXOHb 1H)XXEHEPHHUX a00 OyiBeJIbHUX KOHCTPYKIIIH,
IO CIPHUYMHEHI aKycTW4HMM 1oneM. Kanamm Buco-
KOYAaCTOTHOTO HaB’sI3yBaHHS YTBOPIOIOTHCS B HACIIJIOK
BHUIIPOMIHIOBAHHS CTPYMOIPOBIIHUMH €IEMEHTaMH MO-
JIyJIbOBAHOT'O BUCOKOYACTOTHOTO CUTHAIY.

B 3ajexHOCTI Big THUIY TEXHIYHOTO KaHAITy
BUTOKY aKyCTH4YHOI iH(opMmalil BUKOPUCTOBYIOTHCS Ti
4y iHII 3acO00M 3aXMCTY BiJ HUX. 30Kpema, CIUIbHHM
3ac000M 3aXMCTY JUISl YCIX 3a3HAUEHHUX KaHAJB BUTOKY
aKycTH4HOI iH(opMallil € BUKOPUCTAHHS aKyCTHYHOTO,
BiOpamiiHOTO Ta JIHIHHOrO 3alIyMJIEHHS Ha 00 €KTi
iHpOpManiiHOI AiSTEHOCTI.

B mopanmsmomy miaHyeTbes AOCHIIKEHHS (i3wmy-
HUX MEXaHI3MiB CTBOPEHHS €JIEKTPOMArHITHUX KaHANIB
BHUTOKY iH(pOpMAIii.

CIMCOK JIITEPATYPU

1. Humeniuk, 1., Kosterev, D., Sheihas, V. (2024). Method of optimizing the blocking means number of acoustic information
leakage channels at information activity object. Ukrainian Scientific Journal of Information Security, vol. 30, Ne 2, pp. 288-

298. Doi: https://doi.org/10.18372/2225-5036.30.19241.

191


https://doi.org/10.18372/2225-5036.30.19241

Control, Navigation and Communication Systems. 2025. No. 3 ISSN 2073-7394

2. Anmp-Ammopi A.H., lextap M.M., Imenko P.M., Knouan A.€. Meroau Ta 3acobu 3axucty indopmanii. Cucmemu ynpaenin-
Hs1, Hasizayil ma 36 'A3Ky. 36ipnuk naykoeux npays. 2024, Ne 1. C. 38-44. Doi: https://doi.org/10.26906/SUNZ.2024.1.038

3. TlomoBuu H.I. ®i3uvHi OCHOBH YTBOPEHHS TEXHIYHUX KaHANIIB BUTOKY iH(bopMmauii. Haykosuil gichux Yaceopoocvrozo yHige-
pcumemy. Cepis @izuxa. 2015. Bunyck 37. C. 154-160. URL: https://dspace.uzhnu.edu.ua/jspui/bitstream/lib/15861/1/

4. Kornienko, V., Kruchinin, O., Pliets, O., Herasina, O., Timofieiev, D. (2021). Cyberphysical modeling system for protection
of acoustic information from leakage by optoelectronic channel. Information Technology: Computer Science, Software Engi-
neering and Cyber Security, Ne 2, pp. 19-25. Doi: https://doi.org/10.32782/1T/2021-2-3

5. Kotenko A.M. 3anoGiranns BUTOKY iH(popMaIii 3 00MeXEHIM JOCTYIIOM MaTepiallbHO-PEYOBHM KaHAJIOM 3a PaXyHOK BHKO-
puctaHHs cucteM BimeocnoctepexxeHHs.  Cywachuii  3axucm  iHgopmayii. 2017. Nel. C. 48-52. URL:
https://journals.dut.edu.ua/index.php/dataprotect/article/view/1411/1344

6. Mozhaiev, M., Mozhaiev, O., Gnusov, Y., Strukov, V., Klimushin, P., Yevstrat, D. (2023). Analysis of acoustic information
protection methods in critical applications. Innovative technologies and scientific solutions for industries, Ne 1 (23), pp. 96-
107. Doi: https://doi.org/10.30837/ITSSI.2023.23.096

7. Serkov, A., Breslavets, V., Breslavets, J., Yakovenko, 1., Yatsenko, 1. (2024). Influence of pulse electromagnetic radiation on
performance of electric radio products. Control, Navigation and Communication Systems, Ne 1, pp. 201-205. Doi:
https://doi.org/10.26906/SUNZ.2024.1.201

8. Sydorkin, P., Nesterenko, S., Salnyk, S., Konotopets, M., Kulynich, O., Smolkov, O. (2021). Methods and techniques of
protecting information from leakage by technical channels via side electromagnetic radiation. Political Science and Security
Studies Journal, vol.2, Ne 3, pp. 16-25. Doi: https://doi.org/10.5281/zenodo.5534847

9. Texuivyni KaHamu BUTOKY iHdopmarii. [Topsaok CTBOpEHHsS] KOMIUIEKCIB TexHidHOTO 3axucty iHdopmariii / C.O. IBaHueHko,
O.B. TaBpunenko, O.A. Jluncekmii, A.C. IleBmoB. — K. IC331 HTVY «KIll», 2016. — 104 c. URL:
https://ela.kpi.ua/handle/123456789/15155

Received (Hanmiitnuia) 15.05.2025
Accepted for publication (ITpuitasTa 1o apyky) 06.08.2025

BIIOMOCTI [TPO ABTOPIB / ABOUT THE AUTHORS

Aub-AMmmopi Aji HypaanHoBUY — TOKTOp TEXHIYHUX HAyK, podecop, 3aBiayBay kadeapu iHPOpMaiifHO-aHATITHIHOT TisIb-
HocTi Ta iHdopmaniiiHoi O6e3neky, HanionansHuiA TpaHciopTHHH yHiBepcuteT, KuiB, YipaiHa;
Ali Al-Ammouri — Doctor of Technical Sciences, Professor, Head of Department of Information Analysis and Information
Security, National Transport University, Kyiv, Ukraine;
e-mail: ammourilion@ukr.net; ORCID Author ID: http://orcid.org/0000-0002-0375-6108;
Scopus Author ID: https://www.scopus.com/authid/detail.uri?authorld=57193071217.

Imenko Pycian MukosaiioBuy — KaHauaaT (ismKo-MaTeMaTHYHHX HAyK, JAOLEHT, MOLEHT Kadeapu iHpopmamiiiHo-
aHANITHYHOI HisTbHOCTI Ta iHpopManiiiHoi 6e3nekn, HanionansHUit TpaHcopTHUI yHiBepcutet, KuiB, YkpaiHa;
Ruslan Ishchenko — Candidate of Physical and Mathematical Sciences, Associate Professor, Associate Professor of Depart-
ment of Information Analysis and Information Security, National Transport University, Kyiv, Ukraine;
e-mail: rm_ischenko@ukr.net; ORCID Author ID: https://orcid.org/0000-0003-0158-4020;
Scopus Author ID: https://www.scopus.com/authid/detail.uri?authorld=24774554000.

,Z[smemco HeTpo BacunboBuY — KaHauaaT TEXHIYHUX HayK, JOLEHT, JOLCHT Kad)el[pl/l KOMH’IOTepHI/IX HayK Ta CUCTEMHOTO
aHanizy, Yepkacbkuii iep>kaBHUH TEXHOJIOTIYHUN yHiBepcuTeT, Yepkacu, Ykpaina;
Petro Dyachenko — Candidate of Technical Sciences, Associate Professor, Associate Professor of Department of Computer
Science and System Analysis, Cherkasy State Technological University, Cherkasy, Ukraine;
e-mail: p.diachenko@chdtu.edu.ua; ORCID Author ID: https://orcid.org/0000-0001-8475-5854;
Scopus Author ID: https://www.scopus.com/authid/detail.uri?authorld=57193452357.

Himuu IBan OsekcaHAPOBHY — CTYASHT MarictpaTypu Kadenapu iHdopMamiiHO-aHaTITHYHOT JisIIBHOCTI Ta iH(popMamiiHol
6e3nexn, HanionansHuit TpancnopTHuii yHiBepentet, KuiB, Ykpaina;
Ivan Nimych — Master's Student of Department of Information Analysis and Information Security, National Transport Uni-
versity, Kyiv, Ukraine;
e-mail: in7264@gmail.com; ORCID Author ID: http://orcid.org/0009-0001-1878-7783.

Physical mechanisms of creation of technical leakage channels acoustic information
Ali Al-Ammouri, Ruslan Ishchenko, Petro Dyachenko, Ivan Nimych

Abstract. Relevance. Physical processes occurring in technical devices and systems create side electromagnetic and acous-
tic radiation in the surrounding space. Accordingly, to develop effective methods and means of information protection, it is necessary
to understand the physical foundations of the creation of the specified side radiation. Object of research: physical processes leading
to the appearance of technical channels of acoustic information leakage. Purpose of the article: to consider the physical mechanisms
of creating technical channels of acoustic information leakage and measures to prevent these information leaks. Research results.
The work revealed that acoustic and acousto-vibrational channels of information leakage are formed as a result of the propagation of
acoustic waves in diffusive and elastic environment, respectively. Acoustoelectric channels of information leakage are formed as a
result of the parasitic transformation of acoustic signals into electric ones on the elements of electronic devices. Acousto-optoelectronic
channels are formed by removing the surface’s oscillations of engineering or building constructions. Channels of high-frequency binding
are formed as a result of radiation by conductive elements of a modulated high-frequency signal. Conclusions. Thus, the physical mech-
anisms of creating technical channels for the leakage of acoustic information at the object of information activity were clarified and
means of protection against them were considered. In particular, a common means of protection for all these channels of acoustic
information leakage is the use of acoustic, vibration and linear noise at the object of information activity.

Keywords: physical mechanism, information protection, technical channel, information leakage, acoustic wave.
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XapKiBChKHIA HAIlIOHATHPHUN YHIBEPCUTET PaJliOeNeKTPOHIKH, XapKiB, YKpaiHa

METO/ BUSABJIEHHS AHOMAJIIIA B KOPIIOPATUBHINA MEPEXKI

AHoTanisi. AKTyaJbHIiCTh JOCHI/DKEHHS HOJISITAaE B TOMY, IO ICHYIOYl METOJY BUSBICHHS aHOMAJiil HEpilKO JeMOH-
CTPYIOTh HEAOCTATHIO TOYHICTH Ta OIIEPATHBHICTH y pealbHUX yMOBax ekciuryaramii. O6'e€KT MOCTimKeHHs: MepeKeBUH
Tpadik KopropaTuBHOI iH(pOpMaIiifHOI cucTeMn, SIKM aHANTI3y€eThCs 3 METOIO BHSBIICHHS aHOMAIBHOT MOBEIIHKH, IO IT0-
TEHLIITHO CBIAYMTH PO KibepaTaku, MOPYIIEHHS MOJITHK Oe3neku abo BHyTpimmHI 3arpo3u. MeTa cTaTTi: po3poOka, pea-
Ji3alis Ta eKCIepruMEeHTaJIbHe OOTPYHTYBaHHS METOIY BHSBJIICHHS aHOMalill y KOPIOpPATHBHIN Mepexi Ha OCHOBI Mozei
aBTOCHKOIEPA, KUl H03BOIIsIE epeKTHBHO iMeHTH(IKYBAaTH BiXUICHHS BiJl HOPMaJIbHOTO MepexeBoro tpadiky 6e3 mot-
pebu B momnepeHbO MIYSHHX JaHUX. Pe3yjbTaTH H0CHiIKeHHs. Y MpoLeci MOJENIOBaHHS OYyJI0 3reHepOBaHO JaHi, sKi
IMITYIOTH THIIOBY Ta aHOMAaJIbHY aKTHBHICTB y Mepexi. [ictorpamu Ta boxplot BkasyroTh Ha Te, 10 HOPMaJbHI 3pa3KH Xa-
PaKTepU3YIOTHCSI HU3BKUM 1 CTaOLTFHUM 3HAUCHHSM CepeHbOKBAPATHIHOI TOXHOKH, TOAI SK aHOMaJbHI — MalOTh BHpa-
xeHi BigxueHHs . ROC-kpuBa 3 AUC = 1.00 miaTBeprKye, 0 MOJIEITb 371aTHA O€3IMOMUIIKOBO PO3PI3HATH OOUIIBI KAaTEro-
pii. Marpuus ryTaHWHY NOKa3ajia MPaKTHYHO iJealbHe CIiBBITHONICHHS MK Iepen0adyeHIMHU Ta (GaKTHIHIMH MiTKaMH,
110 MiATBEP/KY€E BUCOKY TOYHICTD i 4y TIIMBICTH MoJieni. TpeHyBabHa KpUBa CBITYNTH PO CTabiIbHE HaBUaHHS Oe3 mepe-
HaBYaHHS, a OOpaHUi TUHAMIYHUAN MOPIT JO3BOJIMB 3HU3UTH PiBeHb XMOHOTIO3UTUBHUX CIIPAIfOBaHb J0 MIiHIMyMY. 3arpo-
MMOHOBAaHUH MiAXiA MOXe OyTH IHTErPOBAaHHUN Y CUCTEMH MOHITOPUHTY OC3ICKH AJIsl BUSIBIICHHS HETUITOBMX aKTHBHOCTEH y
pexuMi peasibHOTO Yacy. BucHoBkm. IIpoBe/ieHi ekCriepUMEHTH MPOIEMOHCTPYBAIM BUCOKY TOYHICTh Kiaacudikariii, 4iTke
pO3IUICHHS HOPMAJIbHUX 1 aHOMAJIbHUX 3pa3KiB 3a MOXHOKOI0 PEKOHCTPYKIII, a TaK0XX CTaOLIbHICTh HABYAHHS MOJEII.
OtpumaHi pe3yabTaTH HiATBEPIKYIOTh JOIIBHICTS BUKOPUCTAHHS TIIMOOKOTO HABYAHHS I aBTOMATH30BaHOTO MOHITO-
PHHTY MeperkeBoi Oe3IekH, a 3aIpOOHOBaHUN METO MOXKe OYTH YCIIIIIIHO 3aCTOCOBAHUH y pealbHUX YMOBaxX KOPIOpPATH-
BHOI [ T-iHdpacTpyKTypH 1Sl BUSIBIICHHS IHIMICHTIB OE3MIEKH B PEXXHUMI peabHOTO Jacy.

Kaw4oBi ciioBa: xopnopaTHBHA Mepe)ka. BUSBJICHHS aHOMAJiil, KOPIIOpaTHBHA Mepeka, MEpeKeBUH Tpadik, aBTOCH-
KOJZiep, MalllMHHE HaBYaHH, KibepOesneka, peKOHCTPYKTHBHA OXUOKa, HABYaHHA 0e3 BUMTENSI, HEHpOHHA Mepeka, podi-

JIFOBAHHS MOBEIHKH, iHpOpMaIlliitHa Ge3meka.

Beryn

IMocranoBka mnpodJjemu. CydacHi KOPIOpaTHBHI
MEpEeXi € HEBIIEMHOI CKIIaJ0BOKO HUGpPOBOI iH(pa-
CTPYKTYpH Oy/ib-5IKOT KOMIaHi1, He3aJIeXKHO BiJ il po3Mi-
py Ta cepu mismbHOCTI. BoHM 3a0e3nedyroTh KIFOYOBI
npolecH, Taki sk nepenada iHdopMmallii, maTpUMKa ore-
pamifHUX Ta YIpPaBIIHCHKUX CHCTEM, KOMYHIKAIis Mix
MAPO3iIaMH, a TAKOK 30BHILITHIO B3a€MOJIIFO 3 KITi€HTa-
MH H mapTHepamu. B yMOBaX MOCTIHHOTO 3pOCTaHHS
o0csry mepegaHuxX i OOpOONIOBaHMX [aHUX, a TaKOXK
YCKJIaJHEHHS TOIOJIOTIi MEpPEX, 3pOCTalOTh PU3MKH BH-
HUKHEHHSI HeOE3NEeYHUX CHUTYyallil, 30KpeMa aHOMaJIbHUX
MO, 110 MOXKYTh CTAHOBUTH 3arpo3dy Oesmneli Ta cTadi-
JIBHOCTI 1H(OPMAIIIHUX CUCTEM MIAMPUEMCTB. AHOMAJTIT
y KOPIIOPAaTUBHUX MEPEeXkax IPOSIBIISIOTHCS SIK HECTaHIap-
THi 200 HETHIIOBI 111a0JIOHH TTOBEIIHKY MEPEXEBUX BY3JIIB,
KOPHUCTYBaYiB 4d MporpamMHoro 3abesnedeHHs. Bonu mo-
XKyTb OyTH TIOB’s13aHi 5K 3 MOTEHIIIHHUMHE Kibep3arpo3zaMu
(aTakaM¥ Ha CHCTEMY, BTOPIHEHHSM, 3JIOBMHCHUM MpO-
IpaMHUM 3a0e3MeYeHHsIM, HECAaHKIIIOHOBAaHUM JIOCTYTIOM),
TaK i 3 pi3HOTO POy TEXHIYHUMH IpobIeMaMu (BiAMOBa-
MU 00J1aTHaHHS, TOMUJIKAMH TIPOTPaMHOTO 3a0€3IeueHH,
Hee)eKTHBHICTIO HAJAINTYBaHb YM KoHQirypauiif). Ocob-
JIUBICTh TAKUX AHOMANIH TOJIATAaE y TOMY, IO iX BaXKKO
CBOEYACHO PO3MI3HATH 3a IONOMOrOK CTaHAAPTHHX iH-
CTPYMEHTIB MOHITOPHHTY H aHaii3y TpagikKy, OCKIIbKA
BOHH YacTO HE BIHCYIOTHCS y TMOTEPENIHBO 3aIaHi MO
Ta MPaBUIIa, 1 MOXKYTh 3aJIMIIATUCS IPUXOBAHMMHE y BEJIU-
KHX 00csrax JaHuX. 3arpo3y, 10 BUHUKAIOTh y Pe3yiIbTaTi
AQHOMAJIPHUX TOJiM, MAalOTh CEpPHO3HI HACIIIKH, cepel
SIKUX OCOOJIBO HEOE3MEUHIMU € BUTOKU KOH(DIICHIIIHHIX
JAHUX, TIOPYIICHHS MpPAae3aTHOCTI Oi3HeC-MpoIeCiB,
3HIDKEHHS TIPOJYKTHBHOCTI CHIBPOOITHUKIB Ta CYTTEBI

penyTaniiiHi Brpati. ToMy akTyaabHUM 3aBIaHHSM € CBO-
€4yacHe 1 TOYHE BUABJIEHHS MOMIOHMX MOIINA 3 METOIO OIle-
paTHBHOTO pearyBaHHS Ta 3MEHILIECHHS HETaTHMBHHX Hac-
migkiB. ChOTOJHI HA PUHKY IPEICTABICHO BEIHKY KiJlb-
KICTb pIICHs U1 MOHITOPHHTY MEpEeKeBOro Tpadiky,
NpOTe ICHYI0Yi METOAW BUSIBJICHHSI aHOMAiil JeMOHCTPY-
I0Th DS/l CYTTEBUX HEAOJIKiB. [lo HMX HalexaTh BHCOKA
KUIBKICTh XMOHHX CIIPAIFOBaHb (IIOMHJIKOBUX MTO3UTHBHHX
a00 HEeraTMBHUX CHTHAJIB), TPY/HOII ajanTari 10 3MiH-
HHMX YMOB €KCIUTyaTallil, a TaKOX HEJOCTaTHs e()eKTHB-
HICTh MpU POOOTI 3 BEIMKUMHU 00CSATAMHU JAHHUX Yy peajib-
HOMy 4Yaci. Lli HeoMiKM CTUMYIIOIOTH TIONTYK HOBHX ITiJI-
XOJIiB 1 METOJIiB, IO TO3BOJATh €(PEKTHBHO BHUSBISATH Ta
Kiacu(ikyBaTH aHOMaJIi B KOPIIOPATHBHIX MEpexkKax.
AHani3 OCTaHHIX A0CaiIKeHb i myOsikaniidi. Y cy-
YaCHOMY HAayKOBO-TIPAKTHYHOMY CEpEIOBHIII Mpodiema
BUSIBJICHHS aHOMaJliii y KOPIIOPAaTHBHUX Mepexax crajia
OJTHI€IO 3 HAWOLIBIIT OOrOBOPIOBAHUX Y cepi KibepoOese-
KM Ta IHTENEKTYaJIbHOTO aHalli3y JaHuX. PO3BUTOK Mepe-
JKEBOI 1H(PaACTPYKTYpH, 3pOCTaHHS 00CATIB Tpadiky, mo-
IIMPEHHs] XMapHUX CEPBICIB 1 BimmaneHoi poOOTH 3HAYHO
YCKIIQIHWII 3aBJIaHHS BUSIBJICHHS 3arpo3 Yy peajlbHOMY
yaci. Came TOMy OCTaHHI POKH CTAJIM CBiJJKAMH CTPIMKOTO
3pOCTaHHS iHTEPECY JI0 METOJiB BUSBJICHHS aHOMANTiN Ha
OCHOBI IITYYHOTO IHTEJEKTY, MAIIMHHOTO HaBYaHHS, Ti0-
PUIHAX Ta KOHTEKCTHO-OPI€HTOBaHMX MiAXomaiB. ba3oBi
METO/IY, HAIPUKIIaJ], CUTHATYpHUH aHaii3, 1o0pe 3apeko-
MeH/lyBaJ ce0Oe y BUSIBIICHHI BIJJOMHUX 3arpo3, OJIHAK BOHU
HE3/IaTHI PO3ITi3HaBaTH HOBiI a00 oO(dyckoBaHi aTaku. Y
BIZITIOBI/Ib, 3'IBIJIMCS YHUCIIEHHI ITyOJIKallii, B SIKHX 00Tpy-
HTOBYETBCS MIEPEXiJl IO CTATUCTUYHNX METOIB Ta aBTOMa-
THUYHOI TOOYI0BU MPOGIITI0 HOPMATLHOT TOBEIHKH.
Crarts [1] mpucBsdeHa orysiay CydacHHX METOIIB
HaBYaHHS 0e3 BUMTEINS JUIl BHSBJICHHS aHOMaJH y 4a-
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COBHIX psiiax. Y HiHl po3IIsAAIOTECS JOCSATHEHHS B Tay3i
300py Ta aHaji3y AaHMX, SKi MPU3BEIH 10 HAKOITUYCHHS
BEJIMKOT KiJIBKOCTI MOCIIJIOBHHX criocTepexeHb. CrarTs
MiJKPECITIOE BAXJIMBICTh BHIOOYBaHHSA 3HAHb 13 TaKHX
JIaHHUX, 30KpeMa BUSBJICHHS BUKHIIB ab0 aHOMAii, 110
MOXYTh CHTHANI3yBaTH NIPO NMOMMIIKH, HOPYIIEHHS YH
3Hauymi moxii. B poboti [2] aBTOpH MPOBOIATH TOpIB-
HSHHS KJIACHYHMX aJTOPUTMIB MAIlMHHOTO HABYaHHS i
PpOOIISATE BUCHOBOK, IIIO TiOpHIHI METOIN (MAIIMHHE HAB-
YaHHS + (QUIBTpAIisd 03HAK) MEPEeBHUIYIOTh 10 TOYHOCTI
6a30Bi eBpucTHKH. OCOOIMBY yBary npHBEpTaIOTh METO-
I1 TIMOOKOrO HaBYaHHS, 30KpEMa aBTOCHKOJCPH,
LSTM-moneni Ta pexypeHTHI HelpoHHI Mepexi. BoHu
JIO3BOJISIIOTE  MOJENIOBATH CKJIAJHY YacoBY CTPYKTYPY
MepexeBoro Tpadiky Ta BHABIATH aHOMalli Oe3 HeoO-
xigHocTi Mitok. Y pocmimkenHi [3] ommcano Kitsune —
CHCTEMy, 10 BHKOPUCTOBYE aHCAMOJb aBTOCHKOJICPIB
11 BHSIBJICHHS aHOMaiiii Ha ocHoBi flow-manux. Bona
MPaIIOE B PEaIbHOMY Yaci 3 HU3bKOI OOUYHCITIOBAILHOIO
CKJIAIHICTIO, 0 POOUTH 11 IPUIATHOO I KOPIIOPATHB-
HUX Mepex. Crarrs [4] mpucBsideHa OrmAy Cy4acHHX
TAXOMIB 10 BUABJICHHS aHOMAJiH y KiOepi3maHuX crc-
TemaxX. OCKUIBKM TakKi CUCTEMH INIMOOKO IHTETpOBaHi B
iHQpaCTPyKTypy Ta aBTOMATH3allil0 Cy4YacHOrO CBITY,
BOHM OCOOJIMBO Bpa3iuBI J0 pPI3HOMAHITHHX 3arpos,
BKJIIOYHO 3 MOJIOMKaMH 00JIaJHaHHSI, TOMHJIKAMH CEHCO-
piB, 300siMH 3B’s13Ky Ta Kibeparakamu. AHOMaJii B KiOe-
PpOIBUYHEX cUCTEMaxX MOXKYTh CBIIYUTH PO HECIIOiBaH1
MOPYIIEHHS HOPMalbHOTO (DYHKIIOHYBaHH], TOMY iX
CBOE€YACHE BHSBJICHHS € KPUTHYHO BKIMBHM JUIS 3aIl0-
OiraHHS OIKOII, 3yIMMHKAaM cepBiciB abo HaBiTh HeOe3re-
YHUM aBapisiM. Y CTaTTi CHCTEMAaTH30BaHO Ta ITOPIBHSIHO
TIXOJH, SIKi BUKOPUCTOBYIOTBCS ISl BUSBJICHHS TaKHX
aHoMaJIii. 30KpemMa, po3risIIaoThCsl METOIN MAIIHHOTO
HaBYaHHS, TIIMOOKOr0 HaBYaHHS, MaTEMaTHYHOTO MO/e-
nroBaHHs. TakoX 3aJMIIaeThesi MpobiiemMa OIiHKK Mojie-
Jiell BUSIBJICHHS aHOMaJlii B poOOTi [S] aBTOpH KPUTHKY-
I0Th TIOMYJIIPHI HA0OPH JaHHUX 32 HU3BKY penpe3eHTaTH-
BHICTb 1 NPOMOHYIOTh CTBOPEHHSI HOBHX CLEHApilB Ha
OCHOBI pPeasibHOr0 KOPIIOPATUBHOTO TPadiKy.

Metoro po6oTH € po3poOKa yIOCKOHAJIEHOTO Me-
TOJy BUSIBJICHHS QaHOMAJIiil y KOPIIOPATHBHHUX MEpexax,
sIKAi 0a3yeThCsl HA CyYacHUX IMIAXO0Jax y cdepi MarrmH-
HOTO HAaBYAHHS Ta INTYYHOTO IHTENEKTY. 3alpONOHOBA-
HHUHA MeTO] Ma€e 3a0€3MeUNTH BUCOKY TOYHICTB, IIIBH/IKO-
Jit0, aJanTUBHICTD 10 TWHAMIYHO 3MiHHMX YMOB i HU3b-
KW piBeHb XMOHUX CIPAIOBaHb, II0 € KPUTHIHO BaXK-
JIMBUM JUIsl ONIEPATHBHOTO MPUHHATTS pillleHb Ta 3a0e3-
MeYeHHsT HaAidHOCTI (pyHKIiOHYBaHHS iH(pOpMamiiHIX
CHCTEM iAMPUEMCTB.

OcHoBHUIT MaTepian

[MpoGnema BHSBNEHHS aHOMAIil y KOPIIOPaTUBHUX
Mepexax yKe JAaBHO € TPEeIMEeTOM aKTHBHOTO JOCIIi-
JDKEHHS B Talty3i iHpopMariiiHoi 6e3nekn. Y pi3HUX M-
Xomax 10 il BHPIMIEHHS 3aCTOCOBYIOThCA SK KITaCHYHI
METOIM aHaji3y JaHWX, TaK i CydYacHI alTOPUTMH Ma-
[IMHHOTO HABYaHHS Ta INTYYHOro inTejekty [6]. OcHoB-
Ha MeTa TaKMX METOJIB IOJTaE y TOMY, I[OO0 BYACHO
BUSIBUTH HETHIIOBY IIOBEAIHKY B MepexeBoMYy Tpadiky,
sIKa TIOTCHIIIHO MO CBIUUTH TPO 3arpo3y, abo mpo
KPUTHYHI BIIXWJIEHHS B POOOTI cuCTEeM. Y LbOMY KOH-

TEKCT] BaXKJIMBOIO € 3/1aTHICTh CUCTEMH BiIOKPEMITIOBATH
HOpMaJIbHY aKTHBHICTb BiJl aHOMaJIbHOI, HAaBITh 3a Bi/ICY-
THOCTI SIBHOT CHTHaTypH 3arpo3u.

Tpanumiiiai MeTOH, 30KpeMa CUTHATYPHHI aHANI3
[7], opienToBaHi Ha BUSBICHHS BXE BiJOMHX IIaOJIOHIB
aTak, o 30epiratoTecst y 0a3i qaHWX cUrHatyp. BoHm
e(peKTHUBHI y BUABIICHHI BIIOMHX 3arpo3, OIHAK ITOBHiC-
TIO Oe3cili Tiepe; HOBIMH, paHilie HeBIIOMUMH (opma-
MH aTak, OCOOJMBO TaK 3BAaHMMHU aTaKaMH HyJIHOBOTO
mast. KpiMm TOro, CHTHaTYpHI CHCTEMH BHMAraroTh ITOC-
TITHOTO OHOBIICHHS 0a3 JAHWX 1 9aCTO CTBOPIOIOTH BEJIH-
K€ HAaBaHTA)XEHHS HA CUCTeMy Oe3NeKkd uepe3 3HAYHY
KIJIBKICTB NEPEBIpOK.

VY npoTHBary CUrHaTypHUM METOJaM, aHOMaJIieopi-
€HTOBaHI METOIY IPYHTYIOThCS Ha TOOYZOBI Mopenei
«HOPMAJIBHOD» MOBEIIHKA MEPEXi, 3 IKUMH TTIOPIBHIOETh-
csl TIOTOYHA aKTHBHICTh. [lOopylIeHHs BCTaHOBJIEHOT'O
1a0JIOHY BBaXKAETHCS MITO3pUTAM 1 MOXe OyTH Mapke-
poM aHoMautii. Taki MEeTOIM BIMAararoTh €Talry HaBYaHHS
abo 300py CTaTUCTHKW, NMPOTE€ BOHM 37aTHI BHSBIATH
HOBi a00 panime He 3adikcoBaHi 3arposu. Haitgacrime
BOHHU DEAJI3yIOThCS Y BHIJIAIl CTATUCTHYHOTO aHATIZY
a00 KxacuQikaiiHIX aITOPUTMIB.

Cepen CTaTHCTHYHHUX METOJIB HAMOUIBII TOIIUpE-
HHMH € KOHTPOJIb CEepe/IHIX 3Ha4eHb, TUCIIepcii Ta iHTep-
BAJILHUX OI[IHOK. Y I[bOMY BHUIAJKy BCS BXiJHA MEPEIKHA
iHdopMmallis aHaTi3yeThCs OJ0 BIAXWIICHHS BiJ BU3Ha-
YEeHHX CTaTHCTUYHMX MapamerpiB. Bucoka TouHicTh MO-
JKJIMBA JIMIIIE 32 YMOBH CTaOUTBHOTO TpadiKy Ta HU3BKOT
BapiaTUBHOCTI, IO y AWHAMIYHHMX KOPIIOPATHBHUX Me-
peXax CIoCTepiraeThCs PiJKo.

OcTraHHIMH POKaMH 3pOCTA€ TOMYJSPHICTH METOIIIB
MAallMHHOTO HAaBYaHHS, SKi JI03BOJIOTH MOJIEIIOBAaTH
CKJIaJTHI 3aJIS)KHOCTI MIX TTapaMeTpaMH MEpeXeBOTro Tpa-
¢iky. Cepen HUX BUIULIIOTH KiacuGiKaIlifHI MiIX0au,
ANTOPUTMHU KJIacTepH3allii Ta HeWpoHHI Mepexi. Taki Mo-
JIeTTi ICMOHCTPYIOTh XOPOIIly aIaTHBHICTh 10 3MiH Cepe-
JIOBUILA, 3/IaTHICTh JI0O CAMOOHOBJICHHSI Ta BUSBJICHHS
NPUXOBAHUX NIA0JIOHIB, OJHAK iX 3aCTOCYBaHHS MOTPEOye
peTenbHOl MiZIrOTOBKH JIaHNWX, BUCOKUX OOUHMCITIOBAILHUX
pecypciB Ta KBami(hiKOBAHOTO HAJAIITYBaHHS. Y KOHTEKC-
TI KOPIOPAaTMBHOI Mepexi BaXJMBO HE JIMIIEC BUSIBUTH
(dakt aHOMaii, a W JOKaJi3yBaTH KEPENo 3arpo3d Ta
OLIHUTH {i TMOTEHIIHHY KPUTHYHICTH. J[JI1 IBOTO YacTo
3aCTOCOBYIOTh TIOPHIHI ITiIXOMIH, SKi TTO€IHYIOTh CHUTHA-
TYPHI METOJH 3 aITOPUTMAMH MaIIMHHOTO HaBYaHH:. Taxi
CHCTEMH JIO3BOJISIFOTH €()EeKTHBHO TIPAIOBATH SIK 3 YKe
BIJIOMMMH I1a0JIOHAMH aTakK, Tak i 3 HOBUMH, HEBI1IOMHMHU
3arpo3aMu, a TaKOX 3HWKYIOTh PU3HK XHOHHUX CIIpAlo-
BaHb 3aBJSIKM OaraTopiBHEBil MepeBIpIN MiO3PLINX i

HesBakaroun Ha 3HAUHHUI Mporpec y Iiif ramysi, BCi
ICHY104i METO/IM MafOTh IIEBHI 0OMEXEHH!, SIK Y TOYHOCTI
knacudikaii, Tak i B MaciiTabOBaHOCTI Ta CIIOKUBAaHHI
pecypciB. Lle 3yMoBIrOE HEOOXIAHICTE PO3POOKH HOBUX
METO/IiB, SKi BPaxoBYIOTH crenu}iky KOpIOpaTHBHOTO
CEepeZoBHINA, JMHAMIKY TOIOJIOTIi Mepexi, pi3HOPIHICTH
Tpadiky Ta NOTpedy B peasbHOMY 4aci BUSBIATH aHOMa-
neHI Aii 6e3 KPUTHYHOTO BIUIMBY Ha MPOIYKTHUBHICTH
cucTeMu. Y BINIMOBiIb HA BUSBJICHI OOMEXEHHS Tpaiu-
OiHHUX MIXOMIB 10 BUSBJICHHS aHOMAJii TOCTA€ MOTpe-
0a y CTBOpEHHI HOBOTO, OiJIbIII THYYKOTO Ta aallTUBHOTO
METOJy, 3JaTHOTO €(EKTUBHO IPAIfOBATH B YMOBAX
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CKJIQJIHOTO Ta JMHAMIYHOTO KOPIOPAaTHBHOIO CEPEIOBH-
ma. [IporoHoBanuii y naHii poOOTI METOA MOETHYE TIe-
peBaru cyyacHHX MoJejeil rmOOKOro HaB4YaHHS 3 MPHUH-
LUIaMH JMHAMIYHOTO MOJICIIOBaHHs Tpadiky, 3abe3me-
YyIOYHM BUCOKY 4y TJIUBICTb O HETHIIOBOI aKTUBHOCTI TIPH
3HIKEHHI PiBHS XHOHOTIO3UTHBHUX CIIPAIIOBAHb.

OcHOBHa izesi po3pOOJICHOTO MINXOMy IOJSTaeE y
BUKOPHCTaHHI aBTOCHKOJEpa — CHMETPHYHOI Hehpome-
PEeXEeBOI apXiTeKTypH, [0 HABYAETHCS BiATBOPIOBATU
HOpMaJbHI malnoHNW ToBemiHKH Mepexi. Ilicmsa eramy
HAaBYAaHHA Mepeka 3/laTHAa BHABIATH BIIXWICHHS Ha OC-
HOBI BEJMYMHHM MOXHUOKM PEKOHCTPYKIIi: 4nuM Oinbina
noxuOka MDK BXIIHMM 1 BIATBOPEHHM TpagikoM, TUM
BUILOIO € HMOBIPHICTB TOTO, 1110 CIIOCTEPIra€ThCsl aHOMa-
JIist. 3aBISKH LIbOMY aBTOEHKOJEP He MoTpeOye HasBHOC-
Ti SIBHOTO MapKyBaHHS JIaHUX 1 MOXe (DYHKIIOHYBaTH B
YMOBAXx CJ1a0KOro abo HEMOBHOT'O HABYAILHOTO HAOOPY.

OnHak, OCKUTPKM KOpPHOpaTHBHHUI Tpadik € Oara-
TOIIAPOBUM, KOHTEKCTHO-3aJIC)KHAM 1 3MIHHHUM Y dHaci,
OyJI0 3aMpOIIOHOBAHO JOTOBHUTH apXITEKTYPy PEKypeH-
THUMH HEHpOHHUMHU Mepeskamu tTairy LSTM, siki mo3Bo-
JAIOTH Mojeni 30epiraté iHdopMmamito Tpo morepenHi
CTaHM Ta Kpallle MOJIEJIFOBATH YacOBY JAUHaMIKy TpaQiky.
VY noennanHi 3 aBroeHkogaepom LSTM-mexaHi3m Hajae
MOy KOHTEKCTyalli3allilo Mepe)eBoi aKTUBHOCTI Ta
JI03BOJISIE  PO3PI3HATH KOpOTKouacHi uiykryamii Bix
CIpaBXKHIX aHOMaJil, MOB'I3aHUX 3 MOPYLIEHHSM MOJi-
THUK 0e31eKkr ab0 30BHIIIHIM BIUIUBOM.

IIle omHi€r0 BaXKIIMBOIO CKIIAJJOBOI0 METOLY € eTam
JIMHAMIYHOTO MpodimoBanHsa. Ha BiaMiHy Bix cTaTHYHHX
MOJIENEH, 10 CTBOPIOIOTHCS JIMIIIE OJIMH pa3 MiJl yac Io-
YaTKOBOT'O HABYAHHS, y 3alpOIIOHOBAHOMY ITiJIXOZ1 HpO-
¢uE MepexeBoi aKTHBHOCTI ITOCTIHO OHOBIIOETBCS 3
ypaxyBaHHIM 3MiH Y CTPYKTypi, KOPHCTYBAIbKii IOBeE-
JUHII Ta MOJITHKAX MocTymy. lle mocsraeThcst uepes Bi-
KOHHY aJialTaiilo BaroBUx KoeQilieHTiB MoJeli Ha oc-
HOBI HEIIOJABHIX «OEe3MEeYHUX» HaHMX, IO JO3BOJISIE
3MEHIINTH HMOBIPHICTh XMOHUX CHpallOBaHb y pasi Je-
TITUMHHX 3MiH y CHCTeMI (HalpHKJIaj, HOBI KOPUCTYBaui,
JIOJIATKOBI cepBicH abo 3MiHEeHUi rpadik poOOTH).

3 METOI0 3MEHIIICHHS! HaBaHTAXXEHHS Ha O0OYHCIIIO-
BaJbHI pecypcH Ta 3a0e3leueHHsT MacTaboBaHOCTI Me-
TOJ| MiITPUMY€E TOINEPEAHE arperauniiiHe MepeTBOPEHHS
BXiTHOTO Tpadiky — 30KpeMa, Mepexia Bi CHpHUX MaKeT-
HUX gaHuX 710 flOW-CcTpyKTyp, IO y3araibHIOITH iH(O-
pMamito mpo 3’e€gHaHHA (4ac MOYaTKy, TPUBATICTh, IP-
azipecH, MPOTOKONH, obcsary mepenanoi iHdopmamii To-
o). Takuii miAXia CyTTEBO 3HIKYE PO3MIPHICTH BXiTHO-
ro mpocTopy 6e3 BTpaTH KPUTHYHO BaKJIMBOI iH(popma-
1ii. 3arajgbHa CTPYKTypa METOLy BKIIFOYAE 11’ ITh STaIliB:

1) 36ip 1 momepeaHss 0O6poOKa MepexeBoro Tpadiky
(oummieHHs, HopMaiizamis, neperBopeHHs g0 flow-
opmary);

2) ¢opMyBaHHS TIOYATKOBOTO MPO]ITIO0 HOPMATBHOT
TIOBEJIIHKM Ha OCHOBI ICTOPHYHUX JJAHUX;

3) HaBYAHHS aBTOEHKO/Epa 3 PEKyPEHTHHUMH KOM-
TIOHEHTaMH;

4) Ge3nepepBHE MOHITOPUHT Ta OOYUCIICHHS MOXH-
OKM PEKOHCTPYKIII 3 BUSBJICHHSM aHOMAJili Ha OCHOBI
aalITHBHOTO TIOPOTY;

5) oHOBNEHHS MPODITIO MOBEIIHKK 32 JTOTIOMOTOIO
BIKOHHOTO MeXaHi3My, 0a3yeThCsl Ha TOBIPEHUX JaHUX.

3anponoHOBaHUI METOJ| OETHY€E MIMOMHY aHalli3y
HEWPOHHHUX MEPEX i3 THYYKICTIO aJlallTHBHOTO MOJEIIO-
BaHHSI, 30epiraroyn BUCOKY TOYHICTh B yMOBaX JHHaMid-
HUX 3MIH MEpe)XeBOl NOBEIIHKU. Y HACTYITHHUX PO3Zijax
Oylie po3MIISIHYTO 0COOJIMBOCTI 300py JTaHUX, peaji3alliio
MIPOTOTHITY Ta PE3YJIbTAaTH E€KCIIEPUMEHTAIBHOI IepeBip-
K# e(peKTUBHOCTI 3aIIPOTIOHOBAHOTO METOIY.

Ha nepmomy erari cuctema oTpuMye IepBHHHI Ja-
Hi i3 KOPIIOPAaTHBHOI MEpEXi Y BUTIII CHPOTO Mepeske-
Boro Tpadiky. Lle MoxyTs OyTu: makern nanux; NetFlow
ab6o IPFIX-maHi; ciucTeMHi JI0TH; )KypHAIH 3 MbDKMEpeke-
BUX €KpaHiB, Mpokci-cepsepiB, SIEM-mmardopm Tormro.
JlaHi mignaroThCs MEePBUHHIN 00pOOIIi: OUYHIIICHHIO, HOP-
Maytizauii ta arperauii. Ha gpyromy erami 3 Hopmaiti3zo-
BaHMX 1CTOPUYHMX JIAHUX CTBOPIOETHCS MOJENb "HOpMa-
JBHOT" TTOBEIIHKA MEPEKi: BU3HAYAIOTHCS THIIOBI Xapak-
TEPUCTHKU 3'€lHAaHb (TPUBAIICTb, OOCAT, IPOTOKOJIH,
4acToTa); OOYMCIIOIOTHCS CTAaTUCTUYHI MapameTpu (ce-
penHe, mucmepcisn); Gopmyerses 0a3a "HopMalBHHX"
mrabioHiB Tpadiky. Ha TpeThoMy erarmi Ha OCHOBI 1modat-
KOBOTO NMPO(IITIO MPOBOIUTECS TPEHYBaHHS aBTOCHKO/IE-
pa abo TiOpUIHOI MOZETi: MOJIENTh HABYAETHCS BiATBOPIO-
BaTU HOPMaJIbHI 1A0JIOHU Oe3 aHOMaii; MiHIMI3y€EThCS
noxuOKa MiX BXOJIOM 1 BHXOJIOM; (IKCYETHCS PiBEHb
JOIyCTMOI MOXMOKK pekoHcTpykuil. Helipomepeska
npaioe 6e3 moTpedu B MIYEHHUX JaHHX, IO 3PYYHO JJIs
peansHoro 3actocyBanus. Lleit mpodins Oyne BHUKOpHC-
TOBYBAaTHUCH SIK €TAJIOH JUIS IOPIBHSIHHS B MOy THEOMY .

UYerBeptHii eran nepenbadae MOAAHHS MEPEKEBHX
JAHNX Ha BXiJ HaBYEHOI MOJENI y peaJbHOMY daci: 00-
YHCITIOEThCS TMOXMOKA PEKOHCTPYKIIii; SKIIO ITOXHOKa
MIEPEeBHIy€E AWHAMIYHUI TIOpir — Tpadik BH3HAETHCS
AHOMAJILHUM; cHcTeMa (IKCye Ta Hepefae CUrHal Ipo
IHIMJIGHT JI0 MOZYJISl pearyBaHHsL.

PirreHHst Moxe OyTH JOAATKOBO MEPEBIPEHO 3 ypa-
XYBaHHSM KOHTEKCTY (4ac JI00H, THUII KOpUCTyBaya, KpHu-
THUYHICTH PECYPCY TOIIIO).

Ha octanHpOMy eTari y pasi, SIKIIO CIIOCTEPEKESHHS
He KIacu(iKyeTbCsl SK aHOMalbHE, abo ICNsl PY4HOI
HEepeBipKU IHIMACHTY (axiBLeM, JlaHi MOXKYTb OyTH BH-
KOpPHUCTaHi JUIA: OHOBIICHHS MOJENi "HOpMaibHOI" MmoBe-
JHKH; MOCTYIIOBOTO JOHABYAHHS MOJENI; ajanTarii 1o
3MiH Y MOJIITHKAX, KOPUCTYyBaYax YM CepBicax.

e 3abe3neuye XMBY aJanTallil0 CHCTEMH JI0 HOBUX
YMOB, HE BTpadaroyd KOHTPOIb 3a Oe3mnekoro. Lluki mo-
BTOPIOETHCS MOCTIHHO, 110 Ja€ 3MOTY CHCTEMI He JIUIIe
BHSIBIIATH TOTEHIIHHO IIKIJIMBY aKTHBHICTb, a i HaBYa-
THCSI HA OCHOBI HOBHX O€3MEUHUX CIIEHAPiiB TMOBEIIHKH.
Ile cyTTeBO 3HMXKYE KIJIBKICTh XHOHHX CIIPAIIOBAaHb 1
MiABUILY€E €(QEeKTUBHICTh aHA3y y CKJIAIHHX yMOBax
BENMKOMACIITa0OHOT MEpexi.

[pakTnuHa peaizamisi 3alpPOIIOHOBAHOTO METOIY
BUSIBJICHHS aHOMAJIiH Y KOPHOPATUBHIN Mepeki moTpedye
MOETAITHOTO KOHCTPYIOBAHHS IIPOTrPAaMHOI CHCTEMH, SIKa
TIOEJTHY€E MEXaHi3MH 300py, 00poOKH i aHaIli3y JaHuX, a
TaKOXX HEHMPOMEPE)KeBY MOZEINb Ul BU3HAYEHHST aHOMa-
mid. Jlani onuimeMo apxiTeKTypy MporpaMHOro MpoTOTH-
My, oOpaHi 3ac00M po3pOOKH, KITFOUOBI KOMIIOHEHTH CHC-
TEMH Ta OCOONWBOCTI ii iHTerpailii 3 KOPIOpaTUBHOIO
iHppacTpyKTyporo. Po3pobieHuii MpOTOTHTT CKITaaEThCS
3 IT’SITH JIOTTYHUX MOJYJIB, IO MPAIIOIOTh Y3TOKEHO B
€IrHOMY 1H(QOpPMAIITHOMY TIOTOII:
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- MOyJb 300py JaHKX BiIMOBIJA€ 33 MEPEXOIUICH-
Hs Ta 30epeKeHHs MepexeBoro Tpadiky abo ioro arpe-
TOBAaHHX MPEJICTABIICHb;

- MOJIyJIb TIOTIEpeIHBOT 0OPOOKH 3111 ICHIOE OUUCTKY,
HOpMaJi3alio Ta arperauito Tpagiky B HaOOpH O3HaK,
10 MOKYTh OYTH TIOZaHi HA BXi MOJEN;

- HelpoMepekeBa TJICHCTEMa peaji3ye aBTOCHKO-
nep abo aBtoenkozxep 3 LSTM-koMmoHeHTaMu Uit BH-
SIBTICHHS BiIXWJICHD Ha OCHOBI IIOXUOKH PEKOHCTPYKITII.

- MOIYJb MOHITOPHHTY Ta JIOTYBaHHS IIOCTIiHHO
aHaNi3ye pe3ynbTaTH poOOTH Herpomepexi, ¢ikcye mo-
TEHLIHHI aHOMaJTiT Ta CTBOPIOE 3BITHI (haiiny;

- MOJyJIb aJanTallii 3a0e3rneuye mepioJuuyHe OHOB-
JICHHS TIOBEIHKOBOTO NMpo(dinio Mepexi Ta 3a morpedu
IHILIIOE TIepeHaBYaHHS MOJIENi Ha HOBUX JIaHUX.

Jns peanizanii nporpaMHOro NpoToTUiy Oyio o0-
pano MoBy Python, sik HalGiIBII MPUAATHY TS IIBHIKO-
ro MPOTOTUITYBaHHS CHCTEM MAIIMHHOIO HABYaHHSA, 3
BHUKOPHCTAHHAM TakKHX 0i0mioTek i pperMBOpKIB:

- Scapy [u1s mepexOIUIeHHS Ta HapCHHTY MEPEKEBO-
ro Tpadiky;

- Pandas, NumPy myst po60oTH 3 TaOMMYIHUMU TaHH-
MU Ta MaCMBaMH O3HAK;

- Scikit-learn s momepenHBOTO aHANI3y MaHHX Ta
noOynoBu 6a3oBHX Mopenel Kiacugikanii abo kiacte-
pu3ariii;

- TensorFlow st peaizanii HeHPOHHOI MEpeKi aB-
TOEHKOJIepa 3 MOKIIUBICTIO nonaBaHHsi LSTM-1napis;

- Loguru mms BemeHHs >KypHAJiB MOMIM Ta Bizyai-
3aIii pe3yNbTaTiB.

Jnsa miaTpuMke MacmTaboBaHOCTI peai3arlis Iie-
pendadae oOpoOKy MaHHWX y MOTOKOBOMY PEXKHMIi, BUKO-
PHCTOBYIOUH YEPrH ITOBiIOMIICHD.

HeiipomepesxeBrii aBTOSHKOIEp ITOOYIOBAaHO 3a Kila-
CHYHOIO CHUMETPUYHOI0 CTPYKTYpOIO: BXiJHMI miap:
npuiiMae HabIp HOPMaTI30BaHUX 03HAK TPaiKy (KITBKICTH
MAaKeTiB, CepelHsl 3aTPUMKa, IIPOTOKOJI, TPUBAJICTh cecil
TOIO); OJIOK KOMYBAHHS: CKJIAQMAEThCSI 3 KIIBKOX TIOB-
HO3B’SI3HUX IHAPIB 31 3MEHIIICHHSIM PO3MIPHOCTI; JCKOIY-
BaJILHUH OJIOK: CHMETPUYHO BiJTBOPIOE BUXIIHHI BEKTOD;

ROC-kpHBa

Tiue Positive Rate

Boxplot noxnbkn

B —

- LSTM-1apu: 10#ar0Thes mepe/miciis KOTyBaHHS
JUISL BpaXyBaHHS YaCOBOI 3aJIEXKHOCTI TOJIIH.

@yHKII€I0 BTpAT € cepeJHhOKBAIpATHYHA TIOXHOKa
MDK BXiJJHAMH ¥ BiITBOpeHUMHU o3HaKamu. [lix dac pos-
TOPTaHHS MOJENb BUBOJUTH IIOTOYHE 3HAUYCHHS TTOXHOKH
PEKOHCTPYKIIii, IO MOPIBHIOETHCS 3 aJAaITHBHUM IIOPO-
TOM JUIS BUSIBIICHHS aHOMAJTIH.

PearizoBaHmii MPOTOTHIT JEMOHCTPYE MOXKIIHBICTh
TIOBHOIIIHHOTO BUSBICHHS aHOMAJIH y KOPIOPaTHBHOMY
CEepeNIOBHUIII B PEalbHOMY Haci, 3 ypaxyBaHHAM YacOBOI
JPHAMIKY TIOBEIIHKM Ta MOMJIMBICTIO THYYKOI amamTarii
JI0 HOBUX YMOB POOOTH.

Jns nepeBipku poOOTH TpOTOTHITy Oyno oOpaHo
peaicTUUHHUN TICeBO-HAOIp JaHWX, CTHJII30BAaHHUN TIiX
NSL-KDD (3 10+ o3Hakamu: TPpUBAIICTb, KUIBKICTh Oaii-
TiB, KUIBKICTh 3’€JJHaHb TOIIO), i HA IILOMY HaOOpi BYHU-
Jlacsi MOZENb ISl JIOKAJIBHOTO TECTYBaHHS alrOpUTMY.
3reHepoBaHU HaOlp TaHWX, KU IMITy€e TTOBEIIHKY Me-
pexeBoro Tpadiky B KOPIIOPATUBHOMY CEpPEIOBHIII, Mic-
tuth 1000 HOpManbHUX 3pa3kiB (mo3naueHi sk label = 0);
50 anomanpHux 3paski (label = 1), sxi mMaroTh 3HAuHI
BIIXWJICHHS y KIIFOUOBHX mapamerpax. s peamizamii
MOJIeJli aBTOGHKOZEPY BHKOPHCTOBYBAJIOCS CEpPEIOBUIIE
Google Colab.

Anani3 rpadikiB Ha puc. 1, noOyoBaHUX 3a pe3yIib-
TataMd poOOTH MOJIEII BHSBJICHHS aHOMAJil y KOpropa-
THBHIH Mepexi, a€ 3MOTy 3pOOHMTH HU3KY BaKJIMBHX CIIO-
CTEpEXeHb, 1110 CBLIYATh PO €PEKTUBHICTH BUKOPHCTAHO-
ro migxomy. Ha mepmomy rpadiky 300paxeHo ROC-
KpHBY, sIKa BiIOOpa)kae CHiBBIAHOIICHHS MDK PIBHEM XH-
OHOMO3UTHBHUX Ta ICTHHHO IO3MTUBHHUX CIHPALIOBAHb.
KpuBa mae diTko BHpaxeHy (opMy, OIH3BKY 10 imeaib-
HOI, 3 PI3KIM IiAHOMOM Y JIIBOMY BepXHBOMY KyTi. [Lmomia
i1 KprBOIO cTaHOBUTH 1.00, 10 CBiIYUTE PO BHHSATKOBO
BHCOKY TOYHICTh MOJICJI: BOHA OE3MOMHIIKOBO PO3PI3HSE
HOpMaJIbHI Ta aHOMaJIbHI 3pa3ku. Takuii pe3ysbTaT miar-
BEPJUKYE, L0 aBTOSHKOZIEP HABYMBCS TOYHO BiJTBOPIOBA-
TH JIMIIE XapakTepHi ablloHH HOpMaJbHOI MOBEAIHKH, a
OyIb-sIKi BIIXMJICHHS BH3HAYAKOTHCS SIK MOTCHIIMHO ITi10-
3pijii 3 BUCOKMM PiBHEM BIIEBHEHOCTI.
ngnﬁne PEKOHCTPYKL L )

0 L] === lapir

35

30

»
- P *
0 o

on 0.2 0.4 oa 0a 1.0
False Positive Rate

HopmMansHi

AHamanii 0 50 100 150 200 250 300
label Homep 3pazka

Puc. 1. Pesympratu poboTH MOIEmNi

Hpyruit rpadix (boxplot mOXuGOK PEeKOHCTPYKIIiT)
HAOYHO JEMOHCTPYE KOHTPACT MK HOpPMalbHUMH Ta
AQHOMaJIbHUMH 3pa3kamu. Jljisi HOpMaJIbHUX crOCTepira-
€ThCSI HAaA3BMYAHO INUIBHE CKYITYCHHS MOXHOOK y Me-
’Kax MIHIMQJIbHUX 3HAYEHb, TOJl SK Ui aHOMAaJIbHHX
XapakTepHa 3HauyHa BapiaTHBHICTH 1 po3kun. MeniaHa

MOXHMOKH I aHOMAJIiil iCTOTHO TepeBUILy€e HABITh Ha-
BHIIII 3HAYCHHS Cepe] HOPMalbHHUX, IO CBIIYHUTH TIPO
CYTT€BY BiIIMIHHICTh MK MMM JBOMa Knacamu. Lle Bka-
3y€ Ha Te, 10 MOAEINb 3/1aTHa (OpPMYBaTH CTIMKUI Hpo-
¢inp "HOpManbHOTO" Tpadiky, 1 Oyab-siKi BIAXWUICHHS,
HaBITh HE3HAYHI, Bil HBOI'O MHUTTEBO IICHTH(DIKYHOTHCS
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sIK aHoMaJbHI. Take po3AiIeHHs MK KiacaM Ha pPiBHI
CTaTHCTHKH TOXMOKHM O3Hayae, 110 0OpaHWi MeTox Mae
XOpOIIy 3JaTHICTh /10 TeHepaizaunii. Tperiit rpadik, mo
MOKa3y€e PO3IMOJII MOXUOOK PEKOHCTPYKIIi 10 KOKHOMY
3pa3Ky, MIATBEPXKY€E TONEpeHI CrocTepexeHHs. binb-
IICTh TOYOK, IO BiNMOBIAAalOTh HOPMAIBLHUM 3pa3KaM,
30CcepepkeHi B HIDKHIM dacTuHi rpadika i po3MimmieHi
HIDKYE BCTaHOBJIGHOTO IIOPOTY, NMO3HAYCHOTO YEPBOHOIO
MyHKTHPHOIO JIiHiet0. BogHOWac aHOManbHiI 3pa3kd Ma-
IOTh BUP@KCHI BUKUAW — iXHi MOXMOKH 3HAYHO TEPEBHU-
IIyIOTH ITOPOTOBe 3Ha4YeHH:. Lle cBimunTh mpo diTke po3-
MEKYBaHHsI MK 3BHYAIHOIO Ta MiZ03PLIOI0 TIOBEIiHKOIO.
BuauMicTh Takux pi3KUX BiJXWJICHB IIE Pa3 MiJKPECITIOE
3[aTHICTb aBTOEHKO/IEpa HE JIMILE TOYHO PEKOHCTPYIOBa-
TH "mpaBwiIbHI" JaHi, a i BUABJIATH HCTUIIOBI IA0JIOHH,
SIKI BUXOJIATh 32 MEKi HABYAJIBHOTO TIPOCTOPY.

TieTorpaia noxubor peRoHcTRyRUI

VY CyKyIHOCTI pe3yJbTaTH, Bi3yasli30BaHO Ha rpadi-
KaX, MiATBEPIUKYIOTh €(EeKTUBHICTH PO3pOOIEHOro Imij-
XOJy JI0 BUSIBJICHHS aHOMaIiid. Mozens 1eMOHCTpYeE 3/1a-
THICTb JJO TOYHOTO BHSBJICHHS HABITh OJUHMYHUX BiJXHU-
JIeHb 0e3 MOTpeOH YSIBHO MapKOBaHUX JaHUX abo HaMi-
pHOTO BTpyYaHHA KopucTyBada. Lle BimkpmBae MmHMpOKi
MEPCIEKTUBYU 1i MPAKTUYHOIO 3aCTOCYBAHHS B YMOBax
KOPIIODAaTUBHUX MEpEeX, J¢ BHCOKa IIBHIKICTb peary-
BaHHSJ Ha HECTAHAAPTHI CHUTyamii Ta MiHIMi3aIlis XHOHO-
MO3UTHBHHX CHPALIOBAHb € KPUTHYHO BAXIIMBUMH LA
MATpUMaHHS KibepOe3mekn Ta MUTICHOCTI iH(pOpMAITiii-
HOT iHQPACTPYKTYpH.

Mo rpadikax Ha puc. 2 MOXKHA 3pOOUTH BUCHOBOK,
0 MaTpHIl IUTyTaHWHU JIEMOHCTPYE NPAKTUYHO inea-
JbHY Kiacu(ikalilo: yci HOpMajbHi 3pa3Ky BU3HAYEHO
TIPaBHJIGHO, @ OIBLIICTD aHOMAJIBHUX TaK0XK BHSBIICHO.
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Puc. 2. Pesynsratn pobotn

He minTBepmkye HamidHicTs Mozem. [icTorpama
MOXMOOK PEKOHCTPYKIIii MOKa3ye 4iTke PO3UICHHS: HO-
pMaJbHI 3pa3kd MalOTh HU3bKY IMOXHMOKY, a aHOMAaJIbHI —
sHauHo Buiny. OOpanwuii nopir (= 0.0237) nobpe Bino-
KpemJIroe 1ii kiacu. TpeHyBaibHA KpHBa IIFOCTPYE IOC-
TYTIOBE 3HIKEHHsI MOXHUOKK K Ha train-, Tak i Ha valida-
tion-nabopax 6e3 mnepeHaB4yaHHs. Mojens cTabiTbHO
CXOAUTBCS, IO CBITYUTH PO e(PEKTHBHE HABYAHHS.

TakuM 9rHOM, pO3pOOIICHHI aBTOSHKOAEP CTa01Ib-
HO Ta TOYHO BUSBISIE aHOMAJIT Y JaHWX, 3 HU3BKUM DiB-
HEM MOMHJIOK i BUCOKOIO BiJOKPEMITFOBAHICTIO KIIaCiB.

BucHoBku

OOTpYHTOBAaHO, PEATi30BAHO Ta EKCIIEPUMEHTAITHLHO
MATBEP/DKEHO €(EeKTHBHICTh METOIy BHSIBICHHS aHOMa-
JH y KOPIOPATUBHIM Mepexi, o 0a3yeTbcst Ha BUKOPHC-
TaHHI HEHPOHHOI MepeXi aBTOEHKOJepHOro Thiy. Takuid
X1 nepeadavdae CTBOPSHHS MOJIEN, 34aTHOI CaMOCTIi-
HO HaBYATHCS XapaKTePUCTHKaM HOPMaJIbHOTO MepEeKeBO-
ro Tpadiky Oe3 3alydeHHsS IONEepeaHbO0 MAapKOBAHHX Jia-
HuX. lle 0coOMMBO BXIIMBO IS KOPIIOPATUBHUX 1HDOP-
MaliHUX CHCTEeM, JIe IIBUJIKICTh pearyBaHHs Ta aJalTHB-
HICTP JI0 HOBHX 3arpo3 MarTh KPUTHYHE 3HAYEHHs, a 00-
MEXKEHHS B IOCTYIII /IO MIY€HUX TIPUKJIAIIB YCKIIAHIOIOTh
BUKOPHCTAHHSI TPAJULIIHIX METO/IIB KOHTPOITIO.

B ocHOBI MeTOy NEKWUTh MPHUHIIUI, 3TiTHO 3 SKUM
ABTOCHKOJZIEp J100pe PEKOHCTPYIOE JIMIIE Ti 3paskH, sIKi
BIATIOBIIAIOTH 3BUYHMM, 4YacTO IIOBTOPIOBAHMM IabIIo-
HaM TOBEIIHKH MEpeXi. YCi HETHITOBI YU HEBIIOMI Bapi-

aHTH Tpadiky, o0 He OyNH NpeACTaBIICHI MiJ Yac HaB-
YaHHsI, BUKJIMKAIOTh CYTTEBE 3POCTaHHS MIOXHOKH PEKOH-
CTPYKIIil, 110 1 JI03BOJISIE TPAKTYBATH iX SIK MOTCHIIIITHO
HEOE3MEeYHI Y CyMHIBHI. AHai3 pe3yJibTaTiB MOJEIIO-
BaHHSI, 1110 BKJIIOYaB MOOYNOBY KiNbKOX rpadikis, rmoka-
3aB BUCOKHH PiBEHb TOYHOCTI, CTaOLILHOCTI Ta y3rojKe-
HOCTI poOOTH Momerm. Momels YiTKO pPO3MeKOBYBasia
HOpMaJIbHI Ta aHOMaJIbHI 3pa3Ku 3a JJOIOMOTOIO MOPOTY,
BM3HAYEHOTO Ha OCHOBI PEKOHCTPYKTHUBHOI ITOXHOKH.
BoaHouac BifCYTHICTH O3HaK IEpEHABYAHHS, IO BHIHO
Ha Tpadiky TpeHyBaJIbHOI TMHAMIKH, CBITYUTH TIPO 31aT-
HICTh MEpeXi y3araJlpHIOBATH MOBEAIHKY Oe3 BTpaTH
TOYHOCTI.

OtpumaHi pe3ynbTaTH JOBOJATH, 10 OOpaHWH ITij-
X1l 7I03BOJISIE TOCSTTH BHCOKOI €(PEKTUBHOCTI Y 3aBAaHHI
ABTOMAaTHUYHOTO BUSIBJICHHS BIIXUJICHb Y KOPIIOPATHBHOMY
Tpadiky. [lepeBaraMmu MeTOy € He JIMIIE HOTO TOYHICTh, a
W THYYKICTh JI0 MacImTaOyBaHHs, MiHIMalIbHI BUMOTH JI0
MIYEHHX JIaHUX Ta MOXKJIMBICTB iHTErparii y Bxe icHyroui
cuctemu iHdopMariiiHoi Oe3neku (Hanpukiaan, SIEM a6o
SOC-mnardopmn). Lle nae mipcraBu CTBEpPKYBaTH, LIO
MofIaIblIIe  BJIOCKOHAJICHHS aBTOEHKOJIEPHHX MOJIEIIeH,
30KpeMa MUIIXOM BpaxyBaHHs YacoBOi IHMHaMiKu abo
BIPOBAKEHHS! KOHTEKCTyalbHUX O3HAK, MOXKE 3HAYHO
PO3IIUPHUTH CIEKTP 3aad, sKi YCIIIIHO BHPIIIyIOTHCS B
paMKax apxiTeKTyp KOpHopaTHBHOI Oe3neku. Takum du-
HOM, pO3pOo0JieHa MOJeNh aBTOSHKOZEpa ITiATBEpAMIA
CBOIO 3JIaTHICTh €(PEKTUBHO BUKOHYBATH BHSBIICHHS aHO-
MaJIiii y CEpeIOBHII 3 BHCOKMM PiBHEM NUHAMIKU Ta iH-
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(opmariiiiHoro HaBaHTa)KeHHs. BoHa Moke OyTH BUKOpPH-  Mepekax, J€ BaXKIIMBO CBOEYACHO pearyBaTH Ha Oyb-siKi
CTaHa SIK OCHOBA I NMOOYIOBH IHTENEKTYaIbHUX CUCTEM  HETHIOBI Jii a00 MOpyIIeHHs y 3BHYHIM cXeMi (yHKIO-
PaHHBOTO BHSIBJICHHS 3arpo3 Y PealbHUX KOPIIOPATUBHUX  HyBaHHs iH(OpMAIiiHOT iHPPaCTPyKTypH.
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Method for detecting anomalies in corporate networks
Yelyzaveta Hloba, Vladyslav Smirnov, Mykola Naraievskyi, Volodymyr Fedorchenko

Abstract. The relevance of this study lies in the fact that existing anomaly detection methods often demonstrate insuffi-
cient accuracy and responsiveness in real-world operational environments. The object of research: the network traffic of a corporate
information system, which is analyzed to detect abnormal behavior potentially indicating cyberattacks, security policy violations, or
internal threats. Purpose of the article: the development, implementation, and experimental validation of an anomaly detection
method for corporate networks based on an autoencoder model, which makes it possible to effectively identify deviations from nor-
mal network traffic without the need for pre-labeled data. Research results. In the modeling process, synthetic data simulating both
typical and anomalous network activity was generated. Histograms and boxplots indicate that normal samples are characterized by
low and stable mean squared error values, while anomalous samples demonstrate significant deviations. The ROC curve with AUC =
1.00 confirms that the model can reliably distinguish between the two categories. The confusion matrix showed a nearly perfect match
between predicted and actual labels, indicating high accuracy and sensitivity of the model. The training curve demonstrates stable learn-
ing without overfitting, and the selected dynamic threshold minimized the false positive rate. The proposed approach can be integrated
into security monitoring systems to detect atypical activities in real time. Conclusions. The conducted experiments demonstrated high
classification accuracy, clear separation between normal and anomalous samples based on reconstruction error, and stable model
training. The obtained results confirm the feasibility of using deep learning for automated network security monitoring, and the pro-
posed method can be successfully applied in real corporate IT infrastructures to detect security incidents in real time.

Keywords: corporate network, anomaly detection, network traffic, autoencoder, machine learning, cybersecurity, recon-
struction error, unsupervised learning, neural network, behavior profiling, information security.
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TEXHOJIOI'Ii MPOI'PECUBHOI'O KOPITYCYBAHHSA
IHTEI'PAJIBHUX MIKPOCXEM

AHoTanisi. AKTyaabHicTh. 3 oIy Ha T7100aIbHE 3pOCTAHHS MTOMUTY Ha MIEPEA0BI HAIIBIPOBITHUKOBI PiIlICHHS, BIOCKO-
HaJieHHs TexHoJorii Advanced packaging € cTpaTeriayHo BayKIIMBUM /I €IEKTPOHHOI IPOMHCIOBOCTI. MeToro podoTH € aHawi3
CY4acCHUX TEHJCHIIN i OCHOBHMX BUKJIHMKIB, MOB'I3aHHX 13 MIPOTPECUBHUMH TEXHOJIOTisIMU KoprycyBanHa IMC, mis monams-
1I1oro BUOOPY ONTUMAJIBHOI MOZEII TECTYBaHHA MDK3 €JHAHD YUIUICTIB. O0'€KTOM JA0C/IiIZKeHHS BUCTYIIAIOTh TEXHOJIOT1i KOM-
noHyBaHHs Ta Koprycysanus IMC. IIpeqverom pocTiTKeHHs € TEXHOJIOTIYHI PillIeHHS Ta KOHCTPYKTHBHI 0COOIMBOCTI IIPO-
TPECHBHOTO KopiycyBaHHs i komnoHyBaHHs IMC. Jlo HUX Haiexats 2.5-BUMipHa iHTeTparlis, 0 3a0e31edye HaJBICOKY IIiIb-
HICTB MIX3’€IHaHb, TaKi SK IHTETpallis Ha piBHI KpeMHieBoro iHTepro3epa (CoWoS) 1 kpeMHIEBOT0 MDKKPHCTAIBHOTO MICTKa
(EMIB). Takox po3IismaroThesi MaTepiald Ta IMOB’SI3aHI TEXHOJIOTIYHI NMPOLECH, SKi CHPHSIOTH CTBOPEHHIO e()eKTHBHHX
MDK3’€HaHb. Pe3yabTaTu. Y X0A1 JOCTiKeHHS IPOaHalli30BaHO OCHOBHI IPOOJIEMH, IO CYTIPOBOIKYIOTh CydacHI TEXHOJIOT 11
KOpITyCyBaHHsI, BKJIFOUAIOUH Mapa3UTHI eJIEKTPUYHI XapaKTEePUCTHKHY, TEPMiuHI HAaBaHT)KEHHS Ta MEXaHIYHUHA CTpeC, 10 MO-
JKYTbh BIUIUBATH Ha JJOBTOBIYHICTS 1 mpoaykTuBHicTH IMC. Po3risiHyTO epeBaru Ta HEIOIKH HOBITHIX METOMIB KOPITYCYyBaHH!,
30KpeMa TEXHOJIOTiH 2.5-BUMipHOI iHTerpailii, sIKi JO3BOJAIOTH 3HAYHO MiJBHUIIUTH MILUTBHICTh IHTErpawii KOMIIOHEHTIB, 3MEH-
IIATH JOBXKHUHY EICKTPUYHUX 3B'S3KIB 1 MOKPAIUTH TEIUIOBiABeAeHH. [IpencrapneHo 6a3oBy peaisaiito ctpykryp CoWosS i
EMIB y MoBi onncy amapatypu Verilog sk BiIlipaBHy TOUKY JUISl CTBOPEHHS CKJIaIHIIINX MOJCITCH CUMYJIALIT.

Kawuosi ciosa: Advanced Packaging, ASIC, 2.5D-IC, EMIB, CoWosS, Interposer, Chiplets, Wirebonding, Flip Chip

CUMYJIALIS, BepuQiKallisi, TECTyBaHHS.

Beryn

OCHOBHMMH YMHHHKaMH PO3BHTKY HPOTPECHBHOTO
KopmycyBaHHs/maketyBaHHs (Advanced Packaging) € He-
0OXiHICTh BUPIMICHHS HU3KU BUKIIUKIB, IO CTOSATH TIEPe]
BupoOHIKamu cnenianizosanux IMC (ASIC). Cepen Hux:
MIPOIYKTUBHICTh, €HEProe()eKTHBHICTh, Maco-radapuTHI
XapaKTEePUCTUKH, TPHBAIICTh BUPOOHMYOTO [UKITY Ta Ba-
pricte. Hanpukian, AuHamiuHa niam’siTb, 3SMOHTOBaHa 3a
TPaIMIIIHHOIO CXEMOIO Ta 3’€JJHaHa 3 IPOLIECOPOM Ha Jpy-
KOBaHill Iiiaty, Mae 0OMeXeHy NpPOIYCKHY 3JaTHICTb 4e-
pe3 BIIHOCHO BHCOKHH IMITEIaHC Takux 3’€aHaHb. llei
MPUKIIAJ TAKOX JAEMOHCTPYE MpoOJieMy iHTerparii rere-
POTEHHHX KPHCTAJIIB, TOOTO BUKOHAHUX 32 PI3HUMH TEX-
HoJoTisME. [TaM’ATh Ta MpoIecop MOXYTb CYTTEBO Bifpi-
3HSTHUC SIK 3 TOUKY 30pY 1 TEXTIPOLIECY TAK 1 €IEKTPUIHOTO
iHTepdelicy mo T0IaTKOBO YCKIAIHIOE iHTerpariro. Bu-
0ip ONITHIMABEHOI MOJIEITi TECTYBaHHS MIXK3'€/THAHB € KITIO-
YOBHMM JUJIsl IOAQJIBILIOTO PO3BUTKY T'€TEPOTeHHUX MIKpO-
cucTeM. Y 1IbOMY KOHTEKCTI PO3POOJIFOBAaHMH CTaHIApT
IEEE P3405 Bigirpae BaJIUBY poJib, OCKUIBKH perjiaMeH-
Ty€ METOJOJIOTIi OIIHKU MiX3'€THAHb 1 CIIPHSE IIiJ[BU-
IIEHHIO TXHBOT HagiiHOoCTi [1]. THroBi 3acTocyBaHHs pi-
LIEHb HA OCHOBI IIPOTPECUBHUX KOMIIOHOBOK BKITFOYAIOTh:
IMC nns  BucokomponyktuBHuX obOuuciens (High
Performance Computing), IMC ans Artificial Intelligence
ta Machine Learning, BHCOKOIIPOXyKTHBHI rpadiuHi mpo-
uecopu, mepexeBi ASIC Ta HaniBIPOBITHUKOBI KOMITOHE-
HTH JUIsI MOOUTBHUX mpUcTpoiB [2]. Bubip ontumaibHOT
MOJIEINI TECTYBaHHS MIXK3'€JHAHb € CyTTEBOIO CKJIA/I0BOIO
JUIsl PO3BUTKY TeTeporeHHnx MikpocucreM [3]. Ckian-
HICTB 1 BapTicTh Bepudikamii KpUCTaIiB 3pocTae yepes Mi-
KPOMETPOBi PO3MipH, HAAMIPHY KiTBKICTH KOHTPOJIEHHUX
TOYOK [4], a TaKOX MPHUXOBAHICTh 3HAYHOI YACTHHU PO3-
BOJIKM B MAKeTi. Y I[bOMY KOHTEKCTI Ba)KJIUBY POJIb Bifir-
pae crannapt IEEE P3405, ockisibku periiaMeHTye METo-
JIOJIOT'11 OIIHKY M1)K3'€THAHD 1 CIIPHSIE MTiABUIIEHHIO TXHBOT
HanifHoCTi. KpiM Toro, KilacHyHi TEXHOJIOTIi TPOTOBOTO

MoHTaxy (Wirebonding) abo MOHTaXy METOZOM IepeBe-
puaytoro kpuctainy (Flip Chip) Ha cTaHAapTHHX KyJbKax
npurnoro (C4-6amnn) 3a0e3rneuyroTh BiTHOCHO HEBEITUKY
KIUJIBKICTP 3’ €THAHb: COTHI KOHTAKTIB IPH PO3MIIIICHHI 10
NEPUMETPY KpUCTAla i THCAYl MPU PO3MIICHHI 1O BCii
fioro mrormi [5]. OmHak i3 3pocTaHHAM piBHS iHTerparii
IMC nporo crae HEIOCTATHBO.

[Ile cepiio3HINIMM BUKIMKOM € BUPOOHHIITBO BEJIH-
KAX MOHOJITHHX KpHCTaNiB. BumbImicTh mitorpadivaux
TpolLeciB OOMEXYIOTh 30HY €KCIIOHYBaHHS KpUcTajia OJi-
HuM reticle (26 x 33 MM), a B IeSIKHX BHIIaJKaX — HaBiTh
10 26 x 16,5 mm [6]. HaBith SIKIO BAAETHCS OCITTH Oi-
JIBIIOT 30HH €KCIIOHYBaHHSI, 3BOPOTHO-IIPONIOPIIiliHA 3a1e-
JKHICTh MIXK IUIOIICIO KPUCTAJIa T BUXOIOM CITPABHUX YH-
HiB pi3KO MiJBHIILY€E COOIBapTICTh TOTOBOrO BUpoOy. Lle
JIO/IATKOBO MOCHITIOETHCS 3HAYHUM 3POCTAHHSIM BapTOCTi
KPEMHIEBHX IUIACTHH JUIs TEXTPoIieciB 7 HM i MeH1e. Ha-
npukian, miHa 300-MM KpeMHI€BOI IUTACTHHU IS 2 HM
texnporecy TSMC moxe csrata 30 Tresra moapis CILIA.
{06 3aI0BONEHUTH IIi BUMOTH, OYIIO pO3pOOJICHO ILTY
HU3KY ABOBUMIpHUX (2D), 1BO- 3 MOJOBHHOIO-BUMIPHIX
(2,5D) i HaBiTh TpuBuMipHHX (3D) iHTerpariii.

MeTor0 I0CTiIZKEHHS € aHAJl3 CyYyacHHUX TCHACHIIIN
1 OCHOBHHX BHKIIHKIB, TIOB'SI3aHHX 13 IIPOTPECHBHUMH TEX-
HoJjorisiMu KoprycyBaaHs IMC, i mofaneimoro Budopy
OIITHMAJIBHOI MOJIETi TECTYBAaHHS MiK3’ €IHAHb YHILIETIB.

OcCHOBHA YacTHHA

Iarerpanis IMC 3 BHyTpilIHIM po3BEJEHHIM BUBO-
nie Fan-In Wafer-Level Package (WLP) — ue nBoBuMi-
pHa TexHomoris nakeryBaHHs IMC, mpu skiii posBe-
IIEHHSI BUBOJIB 3QIMCHIOCTHCA III€ HA €Tarl IJIol iac-
THHH, Ha BIAMiHY BiJ TpaaUIiHOTO MpoIiecy, Koiu 30i-
pKa OKpPEeMHX KPHCTaTiB y MaKeTH BiAOyBa€ThCS MicCIs
po3pizaHHs mIacTUHU. TexHOooris 3a0e3nedye KopIyc i3
rabapuTamu, HAOJMKEHUMH JI0 PO3MIpy KpHCTaa, 3 Te-
peposnoainsauM mapom (RDL) y mexax Horo nepume-
Tpa, OJJTHAK Ma€ OOMEKCHHS IOJI0 KITBKOCTI BUBO/IIB.
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Konm icHye HEOOXimHICT OTpUMAaTH OLIBILY KiJlb-
KICTh BUBOJIIB TO PO3HOBCIOJDKYIOTH 30HY KOHTAKTIB 3a Ie-
puMeTp Kpuctaity. Taky TEXHOJOTIIO BITHOCSTB 0 iHTerpa-
1ii 3 30BHiIITHIM po3BeneHHsM BuBoiB (Fan-Out-WLP). Ic-
Hye peaizanis qoMa criocodamu Chip First Ta Chip Last.
V Chip First kpucTain crio9aTKy BCTAHOBIIOETHCS Ta 0OBO-
JIOYY€ETHCSI KOMITAYHJIOM, TICIS YOTO MPHUKPIILIIOETHCS 10
i uToKKH 1 HaoctaHok opmyeTbest RDL. ¥V Chip Last ma-
KeT CIIOYaTKy CTBOPIOETHCS nounHatoud 3 RDL Ha mimmo-
KIIi, @ IOTIM JJOAAE€THCS KPICTANT 1 KOMITayHI,

Iarerpamnis IMC cucrema Ha kpuctaii (SoC) iHTerpye
IMC 3 pi3HUMH (YHKLISIMH, TAKAMH SIK HEHTPAIBHUN MPO-
recop, rpadivHmil MpoIecop, MaM'sTh TOIIO, B OJIMH KPHUC-
Tay 1yt cucteMu abo miacucremu. Komu oHOro Kpucrana
HEJIOCTATHRO TO MOXJIMBA iHTerparis Package-on-Package
(PoP) neii MeTos KOMIIOHYBaHHSI JIO3BOJISIE BEPTUKAIBHO
MOETHYBATH TTAKSTH KPUCTAIIB B OTHOMY Kopiryci. /IBa abo
OubIIe (depes3 mpoOJIeMH TEIUIOBIABOAY IBOTO YHHKAIOTH
[7]) maxeTiB BCTAaHOBJIOIOTHCS OJIMH HA OJHOMY 3i iHTEp-
(eiicom 11 MapmIpyTH3amii curHaNB Mk HuMH. PoP 3a-
Oe3nedye BUIY MIUTHHICTh KOMITOHEHTIB y MPUCTPOSIX, Ta-
KHX SIK MOOLTBHI TeneoHH, IUpPOBi KaMepH, X04a 1 Ipu
LbOMY 30UIBIIY€ETHCS 3arajibHa BUCOTA KOMITOHEHTA.

Oco06nMBY yBary 3acilyroBytoTh 2,5-BUMIpHI iHTerpa-
il IMC, 110 SIKMX BIZIHOCSITH Pi3HI TEXHOJIOTIT HA OCHOBI 1H-
Teprio3epa abo KPEeMHIEBOTO MOCTa. [HTepIo3ep — 1ie To-
HKa wiactuHa (~100—200 MKM), BUTOTOBJICHA IEPEBAXKHO 3
KPEMHII0, X04a MOJIMBE BUKOPUCTAHHS 1 1HIIMX MaTepia-
JIB, TAKHX SIK CKJIO 200 OpraHivyHi CHIOMYKHU. Y il IIacTHHi
CTBOpeHi Tak 3BaHI MikmepexinHi 3’emHanas (Through
Silicon Via — TSV must kpemniro abo Through Glass Via —
TGV y Bunanxy ckia) [8]. Tunosuil giaMmeTp Takux 3°€-
HaHb 3HAXOIWThCsA B miama3oHi 10—25 mkwm. Ilicis Tpas-
JeHHsT a0o Ja3epHOi OOpOOKM OTBOPH 3allOBHIOKOTHCS
MIII0 UBIXOM METaji3allii. [HTeprno3epu MmiATPUMYIOTh
BHCOKY LIUTbHICTh KOHTAKTIB — 10 10° cM 2, 1110 CYTTEBO Te-
PEBHIILYE MOXKIIMBOCTI KEPaMi4HMX a00 OpraHiYHHX TaKe-
TiB, sIKi 3a3BHYAi MAKOTh MIUTEHICTE Osik3bK0 10° cM 2, Kpim
TOr0, KPOK 3’€/1HaHb (pitch) BUBO/IB Ha iHTEpIIO3epax MOXKe
CTQHOBUTH BCHOTO 5 MKM, TOJIi SIK Y KepaMi4HHX TaKeTax
BiH HA MOPSIOK OUTBIIKIL. 32 (PYHKIIOHATBHICTIO IHTEPIIO-
3epy TOAULIIOTECS Ha: TIACHBHI, sSIKi JIMIIIE 3a0e3MevyI0Th
ENMeKTPUYHI MDK3’€JTHAHHS Ta aKTHBHI, II0 MICTAThH A0AT-
KOBI (DYHKIII1, HATIPHUKIIA, PETPAHCIIAIII0 CHTHAJIIB.

[NpykiagoM aKTUBHUX IHTEPIO3EPIB € IHUPOKHH Ki1ac
IMC mam’siTi Ta noriku. [HTErpartis Joriku 6e3mocepeHbOo
B iHTEpIIO3€ep MOKpaNTye HOoro (pyHKIIOHATBHICTD, ajle BOJ-
HOYac 301TBIIYE BAPTICTh Ta YCKIIAJHIOE IPOSKTYBAHHS CH-
CTeM Ha 1oro ocHOBi. HaTomicTh macuBHI iHTEpIIO3EpH 3Y-
CTPIYaOTHCSA YACTIIIIe i 3a3BMYal MiCTATh KiJIbKa IIapiB Me-
Taizali Jyisl mepeaadi CUTHAJIB 1 )KUBJICHHS, IeSKi MalOTh
BOY/IOBaHi ITaCUBHI KOMITOHEHTH, TaKi sIK KOHJEHCATOPH.

TexHonorist iHTeprIo3epiB Oyi1a po3po0diIeHa K MpoMi-
HUH etart 10 3D-iHTerpoBaHNUX CHCTEM, OCKLIBKH IIMPOKE
BIPOBAKEHHS OCTaHHIX TOTPEOYE MO0IAHHS YUCIEHHUX
TEXHIYHHMX 1 JIOTICTHYHHUX BUKJIMKIB. 30KpeMa, BiJICYTHICTh
€IMHOT MOJIeNi Ta HaJIaro/PKEHOro JIAHIIIOTa MOCTAYaHHS
MDK PI3HUMHU YYaCHHKaMU BUPOOHUIOTO TMPOIIECY yCKIIaI-
HIOE iX BIPOBapKeHHS. Uepes 1e iHTepIosepH, sKi eBOIIo-
IIOHYBAJIX 3 TEXHOJIOTiH 6araTOKpUCTAILHUX MOTYJIiB, Ma-
FOTh MEHIIIE BUPOOHUIHNX OOMEKEHD 1 HIXKIY COOIBapTICTh
niopiBHsHO 3 3D-iHTerpariero. Ile poOuTh X KUTTE3MATHAM

PIICHHSIM JUTst 320€3MeUeHHSI BCe OUIBIIT CKIIATHOT KOMYHi-
Kallii MK KpUcTanaMu. 3aBAsKH CBOIM IepeBaraM TeXHO-
JIOTisl IHTEpIO3epiB IMIBUJKO PO3BMBAETHCS, @ BIOCKOHA-
JIHH TPOIIECiB BUPOOHUIITBA Ta MaTepiaiiB cripusie i ne-
PETBOPEHHIO Ha OKpEMY IIEpCIIEKTHBHY TEXHOJIOTIIO, a HE
MIPOCTO TPOMIXKHE pirIeHHs Ha nuisixy 10 3D-cucrem. Ce-
pe HEeAONIKIB sIKi BHHUKAIOTh IIPY eKCIDTyaTallii iHTepIo-
3epiB 3 METATI30BaHIMH MIKIIEPEXiTHIMH 3’ €THAHHS € PH-
30K edopMartii CTpyKTypH aKeTy BHACTIZIOK CYTTEBOI pi-
3HUIII MK KOe(ilieHT TEIIOBOTO PO3IMIUPEHHS Mifli Ta Kpe-
mHi (16,5 x 1076 /°C mpotr 2,6 x 107¢ /°C).

AuprepHatuBoro 10 TSV € BUKOpHCTaHHS BepTHKa-
JILHOTO 3’€/THAHHSI KPUCTAJIIB HA IBOCTOPOHHBOMY IHTEPIIO-
3epl 3a jomomoror oTBopiB 4epe3 kpemuid (Through
Silicon Hole — TSH) Ha mimmoxmi Ta 3pOCTaHHI MigHHX
wru¢TiB (10-20 MxM B nmiametpi) Ha Kpucraiax. [HmmMu
CJIOBaMM, METaJIi3allisi OTBOPIB B IMiJIOXKI[I HE BUKOHYETBCS,
HATOMICTh 4epe3 IIi OTBOPH BiOYyBa€ThCS 3’€JHAHHS Mij-
HUX ITAQTIB.

OpnHi€ro 3 HAMBIMOMIIIIX peatizalliii TeXHOJIOT il iHTe-
pmozepa € imterpamii  CoWoS (Chip-on-Wafer-on-
Substrate) Bix kommanii TSMC. [epim BipoOoM Ha Ii1a-
topmi CoWoS OyB npoaykt mis Xilinx B 2011 poui 3 po-
3MipoM  iHTepmosepa  BiAnosizatouomy  1Xxreticle
(26x33 Mm). Texwomorist icHye B Bapiantax CoWoS-S,
CoWo0S-R ta CoWoS-L [9].

CoWoS-S nnardopma iHTerpariii 3 KpeMHI€BUM iHTe-
PIIO3epPOM 1 BUCOKOIIUILHUME MiXK3’€THAHHAMH, HA BEJU-
Ki#t momi (o 3,3 xreticle ~ 2700 Mm?) iHTepiO3epa LIS po-
3MIIIEHHS PI3HUX (YHKIIOHANBHUX BEPXHIX KPHCTANIB,
BKJIIOYHO 3 JIOTTYHIMH YHIIIETAMHU Ta BUCOKOIIBHJIKICHOIO
mam’sitTro (HBM).

CoWo0S-R mmardopma iHTErpAaIlii 3 OpraHiqHIM iHTe-
prosepom Ta RDL 30BHINIHIM pO3BEICHHSAM BHBOZIB) —
BUKOpHCTOBYE iHTeprio3ep 3 RDL st 3’eiHaHHs M cuc-
temoro Ha Kkpuctani (SoC) Ta BHCOKOLIBHIKICHOIO
nam’sitio (HBM), 3a0e3nedyroun reteporeHHy iHTerpa-
wiro. [urepmozep RDL ckiamaethes 3 MOTIMEPHOTO MaTepi-
anmy Ta Migaux 10poxok. CoWoS-L — 1ie oauH 13 BapiaHTiB
texuoJiorii Chip Last na miardopmi CoWoS. Bukopucrto-
ByeThCs iHTepriosep i3 Local Silicon Interconnect (LSI) mst
MDKKPHCTATBHUX 3'€/IHaHB Ta Mapu repepo3noniry (RDL)
JUTSL TiepeIadi )KUBIICHHS Ta curHaiTiB. OCHOBHI XapaKTepH-
cruku CoWoS: kpucrtamu LSI 3a06e31euyoTb BUCOKY IIiIb-
HICTh TPacyBaHHS MDKKPHCTAIBHHX 3'€IHAHb Yepe3 JeKi-
JIbKa IapiB cyOMiKpOHHHUX MiTHUX MPOBiTHUKIB. [HTEpIIO-
3ep MicTuTh mapu RDL i3 mmpokuM KpoKoM I Tiepeadi
CUTHAJIB 1 uBJeHHs. 1le 3HIKYy€e BTpaTH BHCOKOYACTOT-
HUX CUTHAJIB MiJ] Yac MBHUIKICHOT mepenayi nanux. Cepen
THIINX HEJOJIIKIB BApPTO BiJIMITHTH: HIDKIMH BUXi TIpH 30i-
JIBIIIEHH] PO3MIpy i1HTepIo3epa, CKiIaHa Bepudikaris 2,5-
BUMIPHHX 1 3-BUMIPHUX CTPYKTYD.

Ha puc. 1 npencraBnenuii onuc naxkery iHTeprosepa 3
yuIieTaMy Ha MoBi Verilog. XapakTepHOIO BIaCTHBICTIO €
HasIBHICTB O/IHOTO IHTEpII03epa Ha 0/jpa3y KiJlbKa YHILIETIB.
[NopTn makeTy MpoxoAaTh Yepe3 iHTepo3ep NOUMHAIOYH 3
HIDKYOTO piBHS (TTOpTH 3 cydikcoM bot) 1 3aKiHUyI0uH piB-
HEM BHIIMM piBHEM (TOpTH 3 cydikcoM top). 3a motpedu
JIeSKi 3 TIOPTIB PO3TaTy’KyIOThCS Ha KilbKa Pi3HUX KpUCTa-
JB, TOMAI SIK JesIKi OITH MOPTIB NMpHU3HAYEHI KOHKPETHUM
KpucTaaM. [HakIre — MOXKITHBA TATPUMKA Pi3HOT TOTOJIO-
rii po3senenss (1 10 1, 1 mo 6aratrox).
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[Hmmi BapiaHT 2,5-BUMIpHOI iHTErpauii € iHTerparis
Ha OCHOBI HCBEJIMKOTO KPEMHIEBOTO MIKKPHUCTAIIBHOTO Mi-
crka — EMIB (Embedded Multi-die Interconnect Bridge).
JlaHa TEXHOJIOTIs MAKETYBaHHS HAMIBIPOBITHHUKIB PO3p0O0-
neHa Intel, e HeBenuKkuit BOYIOBaHUIA KPEMHIEBHI MICT Bi-
JITOBIfIae 3a 3’ €JHAHHS KUTHKOX KPUCTAJIB a00 YMITIETIB y
MeKax OHOro Koprrycy. Ha BiaMiHy Bif OJJHOTO BEIHKOTO
KpeMHi€eBoro iHTeprosepa, mict EMIB oxormmoe e Ty
o0macTp, sika HeoOXiTHa ISt 3’ €HAHHS KOHKPETHUX KpHC-
TaJIiB, [0 POOUTH CaM MICT OLITBIIT KOMITAKTHAM i €KOHOMI-
YHO BHTiTHAM piterss [ 10].

module interposer(

ouftput wire clk top,

input wire clk bot,

oufput wire rst_n_top,

input wire rst_n_bot, u3 ud

inout wire [63:0] data_top,
inout wire [63:0] data_bot);

assign clk_top = clk_bot;
assign rst_n_top =rst_n_bot;

assign data_top = data_bot; ul u2
endmodule -

interposer x1
module package interposer( chiplet ul chiplet v2

input wire clk_pkg,

input wire rst_n_pkg,

input wire ctl_pkg,

inout wire [63:0] data_pkg);

INX X

XXX b 4
II_

wire clk_chp;
wire 1st_n_chp;
wire [63:0] data_chp;

15:0]) );

31:16]) );
47:32]) )
63:48]) ):

chiplet_die ul( .clk(clk_chp), .rst_n(rst_n_chp), .data(data_chp
chiplet_die u2( .clk(clk chp), .rst n(rst n chp). .data(data_chp
chiplet_die u3( .clk(clk chp), .rst n(rst n chp), .data(data_chp
chiplet_die ud( .clk(clk_chp), .rst_n(rst_n_chp), .data(data_chp
interposer  x1( .clk_bot(clk_pkg), .clk_top(clk_chp),
.rst_n_bot(rst_n_pkg), .rst_n_top(rst_n_chp),
.data_bot(data_pkg). .data_top(data_chp) )

endmodule

Puc. 1. Onuc CoWoS nakery mosoro Verilog

EMIB no3Bomsie iHTETrpyBaTH KiTbKa KPHCTANIIB Y
BHCOKO IHTErpoBaHy cUcTeMy SiP 3 MOXJIHBICTIO BHKO-
pucraHHs Kibkox MocTiB EMIB y mexax onHOro kop-
mycy. lled miaxia BHMarae TICHOI CHUIBHOI PO3pOOKH
kpucrtaiis, EMIB i 3aransHOi apXiTEeKTypu KOPITYCY IS
onTUMi3alil MPOAYKTHBHOCTI Ta BapTOCTi, HAa BiJMiHY
BiJl OUIBIII OPIEHTOBAHOIO Ha iHTEepdeiicu KPEMHIEBOTO
iHTepriozepa. Kirtouosa nepesara TeXHOJIOTIT MOJISITae B
MOJKJIMBOCTI IHTEIPYBaTH BEJINKY KiJIbKICTh KPUCTANIB B
0JTHOMY KOPITyCi BUKOPHUCTOBYIOUH ITPU IIbOMY HEBEJIHKI
kpemHieBi mictku (1-5 MM mmpusu, 10 10 MM I0BKHHH
i 100 Mmkm TOBIMHN). TumoBuii po3mip MikpoOamiB
CKJIaae 55 MKM, IpU bOMY pO3Mip GaMmiB Ha MiCTKY
MOJKe BIIPI3HATHUCH [UIS iHTETpamii KpUCTAJIB 3 1HIINM
KpOKOM 3’etHaHb. Lle Moke OyTH TiepeBaror B TOMY ce-
HCI, 0 BiOyBa€eThCs JIOKami3allis MikpoOaMItiB (BUKO-
PHUCTOBYETBCS TaM J€ MOTpiOHO, a He MO BCiH IUIomi y
BHIIA/IKy KPEMHI€BOTO iHTEepmo3epa). [lo HemoiKiB i
BiIHECTH MEHINY NIUIbHICTh 3’€IHAHb TOPIBHIHHO JIO
KPEMHIEBOT'O 1HTEPII03€pa, MEHIITY IIBH/IKOIII0 CUT'HAIB
1 TipIIMIA TETJIOBUH PEXUM Uepe3 BUKOPUCTAHHS TT0JIiMe-
PHHX MatepiaiB sIKi OTOUYIOTh KPEMHIEBHH MiCT.

Ha puc. 2 npeacrasnenuii moxuusuil onuc EMIB
MakKeT 3 YuiieTaMu MmoBoto Verilog.

module emib(

inout wire clk left,
inout wire clk_right, u3 -- | I —_— ud
inout wire rst_n_left, 1
. . - | x34
inout wire rst_n_right, N 1
inout wire [31:0] data_left, = _]_I' - =
inout wire [31:0] data_right):
assign clk_right = clk_left; L - _I
assign rst_n_right =rst n_left; 1 x12 1
assign data_right = data_left; ul L= _l—l'_ - 2

endmodule

module package emib(
input wire clk_pkg,
input wire rst_n_pkg,
input wire ctl_pkg,
inout wire [63:0] data_pkg);

chiplet ul

chiplet u2

wire clk_chp_12. clk_chp_34:
wirerst n_chp 12, rst n chp 34:
wire [31:0] data_chp_12, data_chp_34;

chiplet_die ul( .clk(clk_pkg), .rst n(rst n_pkg), .data(data_chp_12[15:0]) );

emib x12( .clk_left(clk_pkg), .clk right(clk_chp 12),
.rst_n_left(rst_n_pke). rst_n_right(rst_n_chp 12),
.data_left(data_pkg[31:0]), .data_right(data_chp_12));

chiplet_die u2( .clk(clk_chp_12), .rst_n(rst_n_chp_12). .data(data_chp_12[31:16]) )

chiplet_die u3( .clk(clk_pkg). .rst_n(rst_n_pkg), .data(data_chp_34[15:0]) );

emib x34( .clk_left(clk_pkg), .clk right(clk_chp 34),
rst_n_left(rst_n_pke), rst_n_right(rst_n_chp_34),
.data_left(data_pkg[63:32]), .data_right(data_chp_34) );

chiplet_die u4( .clk(clk_chp_34), .rst_n(rst_n_chp 34), .data(data_chp_34[31:16]) );

endmodule

Puc. 2. Oruc EMIB nakery moBoto Verilog

XapaKkTepHOIO BIACTUBICTIO € HASBHICTh KITBKOX
MOCTIB, KOXKEH 3 SIKUX MOEHY€ Mapy YUIUIeTiB. Yurietu
TaK0X MOXYTh MaTH 3’€IHaHHS 11032 MOCTOM, HalpH-
KJ1aJ] 3a3BUYail )KUBJICHHS PEajli30BY€ThCSI TAKUM YHHOM.

BucnoBku

UYepes 00'eKTHBHI BUKJIMKY SIK Ha (Di3HIHOMY, TaK i Ha
eKOHOMIYHOMY piBHI, TPaJWIiAHI MIXOAN IO KOPITYCY-
BaHH: Ta akeTyBaHH IMC TOCTYIOBO 3aMiHIOIOTBCS TEX-
Honorisimu Advanced Packaging. V 3B'3ky 3 1um Bce 0i-
JIbILIE PillleHb BUKOPUCTOBYBaTUMYTh 2,5D/3D iHTerpariito
Ha OCHOBI 3'€/THYBaJILHOT'O KpUCTaJa (MIXXKPHUCTAIBHOTO Mi-
CTKa YM IHTEpIIo3epa) 3 HAaJBUCOKOIO HIUIbHICTIO MDK3'e/I-
HaHb (COTHI THCSY — MUTBHOHU 3'€/JHAHD MiXK KPHUCTAJIAMH).
Sk 3a3HaueHo B 1opoxkHiit kapTi TSMC, KoMmaHist akTHBHO
TIpaIrfoe HaJl 30UTBIICHHSM TUIOMII iHTepro3epa (rmepepoo-
JSETBCS MTOrpadiyHuil TPoIiec, 3MIHIOIOTECS (poTorrad-
JIOHH TOIIO), IO JO3BOJHUTH 301IBIIUTH KUTBKICTh MIXK3'€/T-
HaHb Y MallOyTHROMY. 3 ocBoeHH:M 2,5D iHTerparmiii, odi-
Ky€TbCSl aKTUBHHH pyX y Oik moBHOLIHHKX 3D iHTerpamii
Ha OCHOBI aKTHBHUX IHTEPIIO3epiB Ta CIIOPiTHEHNX TEXHO-
JIOTIH, SIK1 BKJIIOYAIOTH MOEAHAHHS aKTUBHUX €JIEMEHTIB 1
MDKKPUCTAIBHUX 3'¢THaHb. [Ipy 1IbOMY iCHYIOU1 TPy XHOIII
y NOCSATHEHHI HaIHHUX MiX3'€JHaHb HE TUTHKU HE 3HUK-
HYTb, a i OyIyTh I11e OiTBIII MHOXKHUTHUCH 1 3aTOCTPIOBATHCE.
[Insixamu 7715 O/I0JIAHHS LIMX BUKJIMKIB € TI00Y10Ba ONTH-
MaJIbHOI MoJieni TecTyBaHHS Oararokpuctanshnx IMC Ha
PI3HHX eTarax iX BUpOOHNYOT0 IIMKILY — BiJl IPOSKTYBAHHS
JI0 TecTyBaHHS Ha etarnax BupoOnuirsa (Pre-Bond, Mid-
Bond, Post-Bond). [epcrnekTrBHIM € TOAAIBLINI PO3BH-
TOK ONKUCIB 0araTOKpHUCTaJIbHUX CTPYKTYP 32 JONOMOTOFO
Verilog/SystemVerilog. MoBu onucy amapaTypu MaroTh
PO3BUHEHWH (PYHKITIOHAT, 3IATHUI TOYHO OIMCATH CTPYK-
TYpHY KOMIIOHOBKY TaKHX BHPOOIB 1 IPOBECTH CUMYJISIIIO
B paMKax (pyHKIIIOHAILHOTO TEeCTyBaHHs. Binbin ToTO, 1IE
JIO3BOJIUTH  3/IIHCHIOBATH CHUMYJAINI 3  ypaxXyBaHHIM
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napameTpiB 3aTpuMok curnaiiB (STA — crarnunuii yaco-
BUIi aHaJIi3) Ha PI3HUX eJIeMEeHTax MiX3'elHaHb. Taka Mo-
JIeNb TIOBMHHA BPaXOBYBATH ICHYIOYI TEXHOJIOTIUHI 0OMe-
JKEHHS Ha PO3MIpP KOHTAKTHUX MaiJaHYMKiB TECTOBHX TO-
YOK (Y BUIaJIKy MIKpOOaMITiB — I1e AECATKA HAHOMETPIB), iX
00MexkeHy KUTBKICTb (30UTBIIICHHS PO3Mipy TECTOBHX Maii-
JTAHYHUKIB TIOTIPIIy€ EICKTPHIHI XapaKTEPUCTHKH BHCOKO-
YaCTOTHHX CHUTHAJIB i He Hece (DYHKITIOHAIBHOI KOPHUCTI Ti-
cist Bepudikamnii KpucTaia), iX HeJOCTYITHICTD ISl Oe3rmo-
CepeHIX OTeparliif Mmcis MeBHUX eTalliB MTaKeTyBaHHA, a
TaKOXX PU3UK (Di3UMIHOTO TOIIKOKSHHS MIKpOOaMITiB de-
Pe3 BIUTUB 30H/IyBaJILHOTO 00JIaIHAHHSI.

OcHoBHa npo0iemMa — SIKy MOJENb CJiJ| 3aajpecy-
BaTH, — LIC MOXITUBICTh IIBHJIKOI 1 HaIiiHOT Bepudikarii
0araTOTUCSYHUX MIXKPHCTAIBHUX 3’€JHAHb. MOXIIMBUM
MIX0J0M, SIKWH BapTO AOCTIIMTH, 1€ PaHKUPYBaHHSI
npoBigHuKiB y wire-clusters (IEEE P3405) mo nesHiit re-
OMETPHYHIA XapaKTePHUCTHI, II00 BiTOKPEMHUTH MEHII
0 KiJIBKOCTI MIAKIACTepH SIKi MalOTh OUTBIININ BIUTHB B
paMKax CBOTO MiIKIacTepa 9uM mo3a HuM. HeoOximHO Ta-
KOXK BUKOPHCTOBYBATH IIPOCTi BEKTOPHO-JIOTTYHI MOJEII
JUTSL TECTYBaHHI YiIUIeT-3’€JHAaHb, 3a3/aJeTiab 3pOOHBIITH
CETMEHTAIIII0 CYKYITHOCTI 3’€IHaHb, OCKUIBKH IX y MaKeTi
KpucTaiiB Moxe Oytu 6inst 100 Tuc. [3, 11].
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Advanced packaging technologies for integrated circuits
Oleg Demchenko, Svetlana Chumachenko

Abstract. Relevance. Given the global surge in demand for advanced semiconductor solutions, improving advanced pack-
aging technologies is strategically important for the electronics industry. The purpose of this work is to analyze current trends and
major challenges associated with advanced IC packaging technologies to support the selection of optimal chiplet interconnect
testing models. The object of study is IC layout and packaging technologies. The subject of study includes technological solutions
and design features of advanced IC packaging and layout. These include 2,5D integration, which enables ultra-high interconnect
density, such as silicon interposer-based integration (CoWoS) and embedded multi-die interconnect bridge (EMIB). The study also
considers materials and related technological processes that contribute to the creation of effective interconnects. Results. The study
analyzes the key issues that accompany modern packaging technologies, including parasitic electrical characteristics, thermal loads,
and mechanical stress, all of which can affect IC longevity and performance. It examines the advantages and drawbacks of advance
packaging methods, particularly 2,5D integration technologies, which significantly improve component integration density, reduce
electrical interconnect lengths, and enhance heat dissipation. A basic implementation of CoWoS and EMIB structures in Verilog
hardware description language is presented as a starting point for building more complex simulation models.

Keywords: Advanced Packaging, ASIC, 2,5D-IC, EMIB, CoWoS, Interposer, Chiplets, Wirebonding, Flip Chip, simula-
tion, verification, testing.
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Harioransauii TexHIYHUHN yHIBEpCUTET «XapKiBCHKUH MOMITEXHIYHUH IHCTUTYT», XapKiB, YKpaiHa

OLIHKA EOEKTUBHOCTI HEPEJAYI JAHUX'Y ATMOC®EPHO-ONITHYHIN
JITHII 3B’AA3KY HA OCHOBI OJHOMOJ0BOI'O BATATOYACTOTHOI'O
3 CUHXPOHI3AIICIO ITO3A0BXHIX MO/ JIASEPHOI'O BUITPOMIHIOBAHHA

AnoTanisi. O6G’eKTOM JOCIIDKEHHS 1aHOI poOOTH € aTMOC(EpHO-ONTHYHI JiHIT 3B’ 3Ky 3 OpraHi3alli€io nepeaadi JaHux
Ha OCHOBI OZTHOMOJIOBOTO 0araTo4acTOTHOTO 3 CHHXPOHI3AIlI€I0 ITO3JOBKHIX MOJ JIa3epHOTO BUIIPOMiHIOBaHHs. MeTa 1aHoi
po6oTH nossirae y npeacTaBieHHi pe3yiIbTaTiB OLIHKY e()eKTHBHOCTI ITepeiadi JaHUX Y aTMOC(epHO-ONTHYIHIH JIiHIT 3B’ SI3Ky
Ha OCHOBI OJJTHOMOJIOBOTO 6araTo4acTOTHOTO 3 CHHXPOHI3aIli€I0 TO30BXKHIX MOJI JJa3ePHOTO BHIIPOMIHIOBaHHS 33 Pi3HUMHA
MOKAa3HUKAaMH. 3alpOIIOHOBAHO aTMOC(EPHO-ONTUYHY JiHIiIO 3B 53Ky, O OCHOBHHX (PyHKUIH SIKOi BIZHOCATHCS HACTYIIHI:
BUJUICHHS HECYYHX YacTOT 31 CIIEKTPY OJHOMOJOBOTO 0araTo4acTOTHOTO 3 CHHXPOHI3ALIEI0 MO3IOBXKHIX MOJ JIA3EpPHOTO
BUIPOMIHIOBAaHHA 3a JIOTIOMOTOI0 MPUCTPOIO0 (OPMYBaHHS KaHAIB, IO JO3BOJISIE BUKOPHCTOBYBATH OKPEMi IO3TOBXKHI
MOJIH; TIEPETBOPEHHS €IEKTPUIHUX iHPOPMAIHHIX CUTHANIB 10 (opMaTy, MpUAaTHOMY I MOIYJIALIT 3 HECYIHMH 4acTO-
TaMH, 3 TIOAAIBIION TX MOIYJISIIEI0 32 aMILTITY 10X, IHTCHCUBHICTIO, YaCTOTO0, ()a3010 a0 MOJIApU3aIli€t0; ONTHYHA 00pO-
Oka Ta mepejaya TPyHOBOT0 KOMOIHOBAHOT'O ONTHUYHOIO iH(GOPMAIIITHOTO CHTHATY 4epe3 Oe3pOTOBY JIIHIKO 3B’S3KY 0
npuiiMaua, Jie BinOyBaeThcs (GOKyCyBaHHs, IEPETBOPEHHS B €JIEKTPUYHHUN iH(pOpManiiiHuil curHai Ta nmojasibiia oopobka
JUIsL BUAUIEHHS aHMX 1 X mepexada 1o crokuBadiB. OTpUMaHi pe3yjbTaTH MaTeMaTHYHOTO MOJENIOBAHHS TO3BOJIIOTH
3IIMCHHUTH OI[IHIOBaHHS MOXJIMBOCTEH IepeiaBaya JIa3epHOro BUIIPOMIHIOBAHHS 3a Pi3HUMH [TOKa3HUKAMH Ta CBIAYATh PO
Te, IO 3aIPONIOHOBAaHY aTMOC()EPHO-ONTHYHY JIHIIO 3B’ SI3KY 3 OpraHi3amli€elo nepeaadi JaHuX Ha OCHOBI OTHOMOJZIOBOTO Oa-
raTo4acTOTHOTO 3 CHHXPOHI3aMLi€l0 MO3I0BKHIX MO J1a3epHOTO BUIPOMiHIOBAHHSI KOPHCHO BUKOPHCTOBYBATH.

KnaouoBi ciroBa: mepenaya 1aHux, aTMOC(epHO-ONTHYHA JIiHIs 3B’SI3KY, KaHA 3B’ 3Ky, OOHOMOJZOBE 0araTo4acToTHe
JIa3epHe BUIPOMIHIOBaHHS, CHHXPOHI3allis TO3I0BXKHIX MOJI, HECYYa JacToTa, eINeKTPHYHU iHpopMariifHuii cUrHait.

Beryn

[ocranoBka mpodaemu. CydacHi atMmocgepHi or-
TiaHi niHii 38'13ky (AOJI3, abo Free Space Optics, FSO),
JIO3BOJISIOTH SIK BiIMOBHUTHCS BiJI KabeiB (iX MOHTaX, Oy-
JIBHUILITBO MEPEK, 00CITyroByBaHHs KaOeliB TOLIO), TaK i
3a0€e31e4YNTH Y CTHUCII TEPMiHH CTBOPEHHS HEJIOPOTHX Ha-
JIHHUX BIIKPUTHUX JIiHIH 3B 513Ky BUCOKOT SIKOCTI MIXK BiJI-
JaJIEHUMH 00'€KTaMHM Ta BUPILIUTH MPOOJIEMY «OCTaHHBOT
muitiy. [lepenaua nanux (iHdopmariii) 3a 10MOMOTO¥0 Jia-
3epHOro BurpoMintoBanHs (JIB) € oquuM 3 Haiinepcnek-
TuBHIIMX MetoiB 1t AOJI3. Taka AOJI3 HedyTimBa 10
TIEPEIIKO/| pajioAiana3oHy, 10 JO3BOJIAE iX BUKOPUCTO-
BYBAaTH Y MICIIIX 3 BEJHMKOK HACHUYCHICTIO paliOTEXHIY-
uux cucrem [1-6]. Immynsc JIB mig yac npoxoukeHHs y
atMoc(epi He 3a3Ha€ AUCTIEPCIHHUX CIIOTBOPEHB (DPOHTIB,
110 XapaKTEPHO [T BOJIOKOHHUX ONTHYHUX JIHIN 3B’ 3Ky
(BOJI3). Taka nmepenaya iMITyJIbCy Ja€ 3MOTY TepeIaBaTH
MOTIK JaHHUX 31 MIBUAKOCTAMHE JI0 TepadiT 3a cekyHmy. J{o
OCHOBHHX IIepeBar Takoro Crocody nepenadi JaHUX MOX-
JIMBO BiJIHECTH HACTYTIHI: BUCOKA IIBUIKICTh Mepeaadi J1a-
HUX, IPOCTOTA 1HCTAJIALLIT, @ TAKOXK BiJICYTHICTH HEOOXi-
HOCTI IJTATH 38 BUKOPUCTAHHS YaCTOTHOTO Jialla30Hy.

AOIJI3 3abe3mneuye nepenady nanux go 10 I'6i/c, mo
JIa€ 3MOTy: BUpILIyBaTH NpoOJIeMy «OCTaHHBOI MUJID 3a
BHCOKOT 3axXHIIEHOCTI KaHay 3B'13Ky (K3); po3BuBatu Mi-
CBKI Mepexi mepemavi gaHux Ta ronocy (Metropolitan
Area Network, MAN); po3suBaru piuieaass WDM (xBu-
JFOBE MyJIbTUILIEKCYBaHHS) A1t Mepesk SONET/SDH.

WDM (XBuIIbOBE MYJIBTUILIEKCYBAHHS ) — JIA€ 3MOTY
3HAYHO 30UIBIINTH TPOIYCKHY CIPOMOXKHICT MEpex
SONET/SDH 3aBasiku iepeiaBaHHIO IEKIJIbKOX CUTHAIIB
Ha PI3HHX JIOBXKHUHAX XBHUJIb 110 OJJHOMY ONITHYHOMY BOJIO-
kay BOJI3. Ile mocsractbest 3a paxyHOK IMOJITY CIIEKTpa
ONTHYHOTO BOJIOKHA HA OKPEMi KaHaJIN, KOXKEH 3 SIKUX 3aii-
MAa€e CBOIO JIOBXKUHY XBHII. TakuM YUHOM, 3aMiCTh OZHI€T

«noporm» (noexunu xBwii) y SONET/SDH, WDM nanae
0e3nmiv «1opir» (IOBKHH XBWJIb), TAFOYHM 3MOTY Tepena-
BaTH OLIbLIE TAHUX OJHOYACHO.

AOJI3, 110 OCHOBaHI Ha BUKOPHUCTAHHI OJHOMOJIO-
BOro 0araTo4acTOTHOTO 3 CHHXPOHI3AIIEI0 IMO3IOBXKHIX
Moz JIB MatoTh BENMKY HPOIyCKHY 3JaTHICTB, sika 00yMo-
BJIEHA BUCOKMM 3HAYE€HHSIM HECYUMX 4acToT, 10 3a0e3re-
uye mepenaqy nanux (iHopmarii) sk BeTHKHX 00’ €MiB,
Tax i 3 BEJIMKOO MIBUKICTIO [7].

[pu upomy, mMasna KyToBa po30ixHicTs JIB 3a0e3mne-
4y€e BUCOKI SIK IPOCTOPOBY NMPHUXOBaHICTh, TAK 1 eHEPTreTH-
YHYy CTIHKICTh mepenadi JaHUX MO BIAKPHUTOMY KaHATY
3B'I3Ky IIpU Manux rabapurax npuiManbHO-TIepeaaBalb-
HOI anaparTypH.

3aBIsIKH CHHXPOHI3AI] MO30BKHIX MOJ MOXKJIHBO
SIK JIOCSITTH BUCOKMX BHXIHHUX XapakrepucTHk JIB, Tak i
copMyBaTH JIeKiTbKa KaHANIB mepenadi gaHux (iHdop-
Marlii) Ha HeCy4rX 9acToTax.

TakuMm 9HHOM, OIliHKAa e()eKTHBHOCTI Iepenadi ra-
Hux y AOJI3 Ha OCHOBI OTHOMO/IOBOTO 6AaraTro4acTOTHOTO
3 CHHXPOHi3alli€lo Mo3oBxHiX Moz JIB 3a pisunmu noka-
3HUKAMH € aKTyaJlbHUM HAyKOBUM 3aBJaHHSIM.

AHaJii3 ocTaHHIX qocaimkeHb i myGaikanii. ¥ [1]
3[IMCHEHO MTOCTAHOBKY 3a/adi CTPYKTYPHOTO CHHTE3y aT-
MOC(EPHO-ONTHYHOT CUCTEMH Ta JIOCIIPKEHO METO/IU BH-
3HaueHHs X kputepiiB edextuBHOCTI. [IpoBexeHo anami3
METO[IIB OIIHIOBAHHS BIUIMBY DPaJiOAKTUBHOTO BUIIPOMi-
nroBanHs Ha AOJI3. ¥V [2] mpoBeneHo aHai3 NUISIXy pO3BH-
Ty TexHouorii LTE. Jlocmimkeno texHomorito OFDM Tta
BU3HAYCHO BJIACTUBOCTI, SIKi JIO3BOJISIIOTH 3a0€3MEYUTH BH-
MOTH 171 cucteM Joctyiy Ha 6a3i LTE. Beranosieno, mio
B CHCTEMax 3BI3KY, JIe 0COOJIMBO KOPCTKI BUMOTH JI0 3aBa-
JOCTiii-KocTi mepenadi iHpopmarii, HalleheKTUBHIIIAM €
BHUKOPHUCTaHHS 0araTOMO3UIIHHIX CUTHAJIB 3 aMITTI Ty THO-
(hazoBoro MomayJsIi€ero. Y [3] po3kpuTo GaraTopiBHEBY ap-
XITEKTYpY Ta TEOpito MOOYOBH CYYaCHHUX 1 MEPCTIEKTUBHUX
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TeJIeKOMYyHIKalllfHUX cucteM Ta Mepex. OmHak, po3ris-
HyTH IyOunikanii He BpaXxoByIOTh 0c00IMBOCTI criekTpy JIB
3 OOKY CHHXPOHI3aIIi{ MO30BKHIX MOJI T4 MOXJIUBICTh TIe-
penadi JaHuX Ha HECy4YHX YacToTax.

Meta cTaTTi — NpOBECTH OLIHKY e(EeKTHBHOCTI
nepenadi gannx y AOJI3 Ha OCHOBI 0THOMOJOBOTO Oa-
raTO4acTOTHOTO 3 CHHXPOHI3AIli€I0 TO3J0BXKHIX MOJ
JIB 3a pi3HUMHU MOKa3HUKaMH, IO € aKTyaJbHHM Hay-
KOBHM 3aBJIaHHSIM.

OcHOBHA YacTHHA

CyuacHi AOJI3 1103BOJISIIOTH CTBOPIOBATH HaJiiHI
KaHaJIX 3B'I3Ky Ha BiZICTAHSIX BiJ] METPIB JIO ICCATKIB Ki-
JIOMETPiB B yMOBax atMocdepu. JJo OCHOBHHX IepeBar
AOJI3 MOXIHUBO BiJHECTH TaKi:

1. AOJI3 He BUKOPUCTOBYIOTH pafiofiana3oH Ta He
CTBOPIOIOTH MEPEIIKO]] Y Palio4aCTOTHOMY CHEKTPI.

Obnamnanas AOJI3 He noTparuise mifg iro 3aKoHy,
SIKHH perJIaMeHTye poOoTy 3 paaio3acodamy, IO Tparko-
10Tk y Aiana3oni 10 400 I'T1. PeanbHi 4acTOTH ONTHYHUX
nepeaBayiB y TUCSYl pa3iB BHILI 32 BCTAHOBJICHY MEXY.
OnTuyHi epeaaBayi He MPU3BOIUTH 10 MOPYIICHHS PO-
00TH paIiOCUCTEM Ta 0OJIaTHAHHS.

2. AOJI3 He moTpeOye 103BOJIIB HA PO3TOPTAHHS Ta
BIJINIOBITHUX PETyJIIOBAJbHAX OPTaHiB.

VY micrtax (Meramoiicax) AOCTYIHI YaCTOTH HACTi-
JIBKH CHITBHO «3aceleHi», 110 JlaHa IiepeBara Biairpae no-
MiHy04y poib. Yac, HeoOXiqHHUH Ha M ArOTOBKY Ta OTPH-
MaHHS JOKYMEHTIB AT €KCIUTyaTanii pagiocucTeM, cTa-
HOBHTH OJNM3BKO IMIBPOKY, SKIIO B3araii BUIbHUI miama-
30H € y HasgBHOCTI. [1iIrOTOBYMI eTarl 11 pO3ropTaHHSA
AOJI3 moxe ckianaTu IeKiIbKa roJHH.

3. IIpocrota BcTanoBieHHs enaemeHTiB AOJI3 Ta
'€ THAHHS 0 MEPEKI.

Onruune obnanHanHs AOJI3 norpebye MiHiMalb-
HHUX TOTY)XHOCTEH AJisl pOOOTH, MIBUAKO MiJI'€THYETHCS
JI0 TIOPTIB MepexeBoro (TeaekoMyHikaiiitnoro) obna-
HaHHS Ta HE NOTpedye OaraTo MIcCIs U PO3MIIICHHS.

4. Mauit gac Ha posropranas AOJI3.

[psimuit Hacninok monepenHpoi nepeBaru AOJI3.
VY npeskux BUIagKax HEOOXiTHE MIBHIKE PO3TOPTAHHS
s'ennanb. [HppadepBony (IY) cucremy mapa ¢axiBiiis
MOJKE BCTQHOBHUTHU 3a 1-2 ToJ JUIsi BEIMKUX BiICTaHEH
(monan 1 xm) Ta 3a 15-20 XB — 111 KOPOTKHUX.

5. Y AOJI3 Hemae piuHOT OPEHTHOT IJIaTH.

Pobota o6maguanus AOJI3 He moB's13aHa 3 peryis-
PHHUMH CIUIATaMH 32 KOPUCTYBaHHSI CEPEIOBUIIIEM Iepe-
Jadi JaHUX Ha BiMiHY BiJl paJlio CHCTEM.

6. Y AOJI3 mBuaKe MOBEPHEHHS 1HBECTHUIIIH.

IIIBunke BcraHoBieHHs oOmagHanas AOJI3 nae
3MOTY OIIepaTopy OTPUMYBATH JOXiJ Bil eKcIuTyaTamii
JiHiT 313Ky 0e3 3aTpuMOK. Y 3BHYAfHOMY BHIAJIKY, 3a
Yyac, BUTPAueHUH HA PO3TOPTaHHS JAPOTOBHX KOMYHiKa-
1iit abo pajio cUcTeM, OTIepaTop Ma€ TiINbKH BUTPATH.

7. AOJI3 He 9yT/InBi 70 palioNepenKko.

BcranoBieHHsT 0€3ApOTOBUX ONTHYHUX NPHHOMO-
nepenaBadiB AOJI3 MOKITUBO y 30HaX 3 BUCOKHUMH TIepe-
[IKOJaMH BiJ paaiooGagHanHs (IPOMHUCIOBOr0) 001aI-
HaHHSI, JIe BUKOPUCTAHHSI PAJi0CHCTEM MPOOIeMaTHYHE.

8. Y AOJI3 noBHa npomyckHa 3aaTHicTh K3.

[MpomyckHa 3naTHicTh KaHay 3B's3ky AOJI3 Buko-
PHUCTOBY€EThCSI TIOBHICTIO, 0€3 BUTpAaT Ha OpraHizaljio

3'eJIHaHHS Ta MATPUMAHHS HOTO y aKTUBHOMY CTaHi.

9. IIpo3opwuii MexaHi3M nepenadi ganux y AOJI3.

[Ipo3opicTe TexHOMNOTIi mepeaavi AaHUX HPHU3BO-
JUTh JI0 TOTO, WO, Hacmpasidi, [Y-cuctemu € ycboro
JIMIIIe KOHBEPTOpaMU CepeIOBHUINA Niepeiadi Ta eKBiBase-
HTHI 3BHYaifHOMY ONITHIHOMY KaOelTto, UL IKOTO HeMae
0CO0HMBOI PI3HUII y IPOTOKOJIAX Teperadi JAHUX TOIIIO.

10. Y AOJI3 BixcyTHS 3aTpUMKa y KaHaJi 3B'A3KY.

BincyTHICTD CKIaTHAX MIEPETBOPEHD CUTHAITY MIPH3-
BOJIUTH JI0 TOTO, IO 3aTPUMKa y KaHaJ mepenadi JaHuXx,
10 BHOCHUTHCSI ONTHYHOIO CHCTEMOI0, He3HauHa. BincyTre
O0OMEXEeHHSI Ha IIBUAKICTH Nepezadi JaHHX, 10 € OJHIEI0
3 KJIIOYOBHMX TEXHIUYHHX IepeBar ONTUYHHUX CHCTEM 3B'S-
3Ky, SIKa BUKJIMKala OypXJMBe 3pOCTaHHs iHTepecy /10 Te-
XHOJIOTI1 cepe]] BUPOOHUKIB 1 MOTEHIIHUX 3aMOBHHUKIB.

11. AOJI3 criiiki 10 TeMIepaTypHHUX Ta KIiMaTH4-
HHUX 3MiH.

AOJI3 mpamroroTh K y paifoHax KpalHBOI MBHOYI,
Tak i B yMOBaX TPOIIYHOI CIICKH.

12. Y AOJI3 BuCOKa 3aKpHUTICTh KaHATY 3B'S3KY.

Komua 6e3gpoToBa TEXHOJOTIS Mepeaadi JaHuX He
MOJKE 3alpOIOHYBATH TaKy KOH(QIACHIIIHICTE 3B'S3KY,
sk AOJI3. IlepexonuTH cUrHajJ MOXKJIHMBO TIBKU BCTa-
HOBUBILM CKaHepH npuiimadi Ge3nocepennso y JIB Bix
nepenasadviB. [lepexorieHHs qaHUX MPAKTHYHO HEMOXK-
nuBo. HasBHicTh JIB He MOXJIMBO BH3HAYUTH 3a JONO-
MOTOI0 PI3HHX CKaHEpiB.

Panime ¢axiBui BUALTIIN J1Ba OCHOBHHUX HEIOJIKA Y
AOJI3 — e Manuii yac Ha HaNpaIOBaHHS Ha BiIMOBY (I10-
ka3HuK Mean Time Between Failures, MTBF) Bumpomi-
HIOBAJILHOTO eJleMeHTa (Jla3epHoro mioga abo CBITIOI-
0]1a) Ta 3aJEXKHICTh BiJICTaHI Iepeaavi CUTHAIY Bif ITOTO-
MHUX yMOB. [lepmimii Henomik BUPOOHUKH JTa3epHUX JIi0-
IIB BUPIMIMIN — Ji0aW 3 OTYXHicTIO 10 100 MBT 31aTHI
3abeszneuntn MTBF, mo popiuioe 150 Tuc. roguu (15
POKiB poboTH y 1taTHOMY pexumi). Y AOJI3 3acTtocoBy-
tothest cxemu Adaptive Power Control (APC), o kepy-
I0Th MOTYXKHICTIO JIB 3a/e:KHO Bifi aTMOC(EPHUX YMOB.
Ha npuknaj, y scHy noroy nortyxHicts JIB MiHiManbHa.
Taki cxemu 1at0Th 3MOTY NMPOJOBKHUTH TEPMiH JKUTTS J1a-
3epPHUX MPHUCTPOIB Ta MIABHUIINUTH iX HATIWHICTB. Jpyruit
HEJOJIIK, SIKHH MTOB'SI3aHIUH 13 3HIDKCHHSM JTOCTYITHOCTI Ka-
HAaITy 3B'SI3Ky IIPH 3MCHIIIEHHI METEOPOJIOTIYHOT JaTbHOCTI
puammocTi (M/IB) mo 100-200 M 9acTKOBO BHPILITYETHCS
monagaasM JIB y BikHa Ipo3opocTi atMocepH TomIo.

OCHOBHUH «BUHYBaTeIb» IMepedoiB y 3B'I3KYy
AOJI3 € tyman. I[Tpu MJIB menme 100 m 3aracanus JIB
y Tymadi gocsirae 170 nb/km mia 780 am (6mxHin 14
cnextp) Ta 320 n1b/xm st 555 HM (3enennii criexTp). Cy-
gacHi AOJI3 marote enepreTuanunii 3anac 60 nb. ¥V no-
moBy moroxy AOJI3 mparroroTs kpaie, HiXK pamiope-
neiiHi ninii 38'13ky (PPJI3), mo BUKOPHUCTOBYIOTH pajio-
niamazoH 18-64 I'Tu. «CuibHa 3muBay (piBeHb OnmaaiB 75
MM/TOx) He 3aBaxkae JIB mepenaBatu naHi Ha BiICTaHi 10
1.5 kM Ta 31 mBuakicTio g0 1 I'6it/c, Todi sSK y KaHaIax
3B's13ky Ha ocHOBi PPJI3 mBuukicTe mepenmadi JaHWX
MOJKE BIIACTH JI0 KUTBKOX MeraliT 3a CEKyHY.

TakuM YMHOM, TEXHOJIOTisS, 3a SKOK PO3POOIEHO
AOJI3, 3acHoBaHa Ha Tiepeadi JaHUX Yy ONTHYHOMY Jlia-
ma3oHi yepe3 arMocdepy. BepxHsa Mexa paaiocrekTpa,
Ha Ky HEOOXiTHO OTPHMYBATH JO3BiJ HA HOTO BUKOPH-
cranHs, - 400 I'Ta. Yactotu, BukopuctoByBani y AOJI3,
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Ha Tpu mopsAkd Bunii. ToMmy, BHKOpHCTaHHS 00Jan-
HauHs AOJI3 He noTpeOye >KOOHUX HPOEKTHHX, Y3ro-
JDKYBaJIbHUX, JTO3BUIBHUX 3aXOAiB, 30KpeMa W OIUIaTH
BUKOPHCTAHHS Paio4acTOTHOTO crieKTpa. Take BUKOpH-
CTaHHs 00JIaIHAHHS € OJTHUM 13 HAB)KJIMBIIINX YHHHU-
KiB Ha KOpUCTH 3acTocyBaHHA AOJI3 Ta oOnagHaHHS Y
TEJIEKOMYHIKaIlifHIX CHCTeMaX.

3anpomoHoBaHo MeToxn mepenadi manux y AOJI3,
CYTHICTB pOGOTH SKOTO MOJIATAE y HACTYIHOMY [4-7].

AOJI3 ocHoBaHa Ha BuKopucTadHi JIB 3 cuaXpOoHi-
3aMi€r0 MO30BKHIX MOJI Ta OPTaHi3y€eThCs 32 3'€ THAHHIM
TUIy «TOYKa-TOYKa» 3a Mapol0 iJEeHTHYHHX JIa3epHUX
npuiiMansHo-niepeaasayis (JIIIIT). JIIIII po3ramoBani y
MeXKax MPsIMOi BUAUMOCTI BITHOCHO ouH ojHoro. JITIIT
MICTUTB: Ha IlepelaBaIbHOMY OO11i: JIa3ep 3 HAKauKOo Ta
CHUHXPOHI3AII€I0 MO3JOBXKHIX MO, NpUCTpild dopmy-
BanHs kaHaniB ([IOK) nepenaui naHuX, MOIYJIIOIOYMI
mpucTpiit (3MinryBad, 3M) Ta ontudHy cucteMy (popmy-
109y ONTHKY); Ha MPUHOMHOMY OOIli: ONTHYHY CHCTEMY
(popmytrouy onTuky), dpotomerekrop (DPT/), mmporoc-
MYTOBHH MIiACHIIOBAY Ta PE30HAHCHI MiJACHIIOBAYi, IO
HAJIAIITOBAaHI Ha HECYYi 4acToTH, 1 (opMyrodi KaHaIH
nepesayi JaHuX JI0 CIIOKUBAYIB.

Ho cxknany AOJI3 Bxoasare JIIIII ta mpuctpoi, 1o
BIJINIOBIJAIOTh 3a JKMBJICHHS, MOHITOPUHI, HAJAIITY-
BaHHs Ta miakmoueHHs JIIIIT mo kaHamoOyTBOprOBalIb-
HOro o0Na/iHaHHS — MPUHMaNIbHO-TIEPEaBAILHOIO MO-
aynst (ITTIM) tomo. B ocHOBI TeXHOJOTIT JIEKUTH Tepe-
Jada TaHUX MOAyJboBaHMM JIB 3 cuHXpOHI3aIi€0 mo3-
JOBXKHIX MOJ depe3 atMocdepy. Y SKOCTI mepeaaBada
BUKOPHCTAHO TBEPAOTLIMH (HAIIBIPOBITHUKOBHI) Jia-
3ep 3 OJHOMOJOBHM 0araTo4acTOTHHUM 3 CHHXPOHI3a-
Li€F0 TTO370BXHIX MOJ criekTpoM. JIB noctymnae y [1OK,
10 BUAiIsEe HeoOXinHI Hecydi yactoTu. Ha Bxin JITIII Ha-
JIXOJUTh €JEKTPUYHUI iHGOpPMAaliHUI CcUTHAI, SKUit
KOJY€ThCS Ta MOAYJIIOETHCS 3 HECYUUMHU yacToTamu JIB.
@dopMyeThCs TPYIIOBUIT ONTHYHUN CUTHAJ, SIKUH BiAIo-
BiJla€ KaHajaM repeaadi JaHux (OJHa Hecyda 4yacToTa —
onuH kaHan). ['pynoBuii curnan GpoxkycyeTbcst ONTHYHOO
CHUCTEMOIO NlepeaBayda y By3bke JIB Ta nepenaerbcs ye-
pe3 atMocdepy 1o croxuBava. Bukopuctanns JIB 3 cu-
HXPOHI3aII€I0 TO30BXKHIX Mo Y AOJI3 BuMarae HakIa-
JICHHS Ha HECydy YacTOTy EJICKTPUYHOTO iH(popMamii-
HOTO CHUTHAJY, IKAW MICTHTh naHi. Momymsmis JIB — e
3MiHa OJHOTO a00 NEKLTBKOX IMapaMeTpiB BHIIPOMIHIO-
BaHHS 32 33/IaHUM 3aKOHOM Y TpocTopi Ta/abo y yaci. 3a-
KOH 3MiHM MOJYJIhOBAHOTO TapaMeTpa BiAMOBimae aa-
HUM, 110 nepenaroTbes (inpopmanii). Beenenus nanux y
JIB moxnuBe pizHUMHU criocobaMu. MOKITUBO MOJTYITIO-
BaTH CHUTHAJIOM JIaHuX (iH(popMamiitHuM) iHTeHCUBHICTD
JIB, wactorty, a3y ta monspuzarnito. Haibinenie 3acto-
CyBaHHS Ma€ aMIUTITYZHAa MOIYJILisl Yepe3 MpPOCTOTY
KOHCTPYKIii BIIOBITHUX NPHCTPOiB. TakuM 4nHOM, do-
PMYETBCS BUXIJHHUH IpyNOBUH KOMOIHOBaHMi iH(pOpMa-
LWifHUI ONTHYHMEI CUTHAN 13 3aJaHUMM IapaMeTpamMu
MOJIYJISIIIT Ta BUXITHOIO TOTYXKHICTIO.

Ha npuitmMansHiit ctoponi ontnana cucrema JIIIT
¢dboxycye ontuunuii curnan Ha OT]] (BucokouyTmuBuit
¢doronion abo JTaBMHHUH 1ion), sIKUi mepeTBopioe JIB y
eNekTpuIHui iHpopMariitHuii curHai. [Tpu npomy, 9um
MIMpIIA eIEKTPUIHA CMyTa CUTHATY, TUM OiTbIlIa IIBHU]-
KicTh nepenadi inopmartii. [IpuiinaTuit indhopmaminHui

CHT'HaJI IEMOJIYJIIOETHCS Ta IEPETBOPIOETHCS HA CUTHAIH
BHXI1JTHOTO iHTEpdeiicy, ki HaaxoaaTh Ha [T[IM.

[Ipu 3oBHimHBOMY posmimenni JIIIIT MoxyTh
BCTAaHOBJIFOBATUCS Ha IMOBEPXHI JaxiB Oy/iBesnb abo CTiH.
JITIIT MOHTY€ETBCS Ha cHeuiabHIA KOPCTKii omopi (Me-
TayeBiit), 0 KpimuThCs 10 cTinu OyxiBmi. Onopa 3a6e3-
Tedy€e MOXKIIMBICTh PETYIIOBAHHS KyTa HAaXWIy Ta a3u-
myta JIB. Ockinsku JIB mepenaeTscst MiXK IMyHKTaMH
3B'SI3KYy Y aTMocdepi, To HOro MONTHPEHHS CHIIBHO 3alie-
JKUTD BiJI METEOPOJIOTIYHNX YMOB, Bill HAsIBHOCTI JUIMY,
MMATY Ta IHIMAX 3a0pynHeHb noBiTps. KpiM Toro, y atMo-
cepi cnocrepiratotTecst TypOyJISHTHI SBHIIA, SIKI MPH3-
BOJAITH 110 (pIyKTyamii Moka3HUKa 3JIOMJIEHHS ceperio-
BUINA, KoauBaHb JIB Ta CIOTBOPEHb NPUUHATOrO CHUI-
Hany. OnlHaK, He3Ba)KalOuM Ha 3a3HadeHi MpobieMu, aT-
Moc(epHH JIa3epHUI 3B'I30K BUSBUBCS ILJIKOM Haiid-
HUM Ha BiJICTaHi BiJl ACKUIBKOX KIJIOMETPIB J0 KIIBKOX
JIECATKIB KIIOMETPiB 332 JOTPUMAHHAM IICBHUX YMOB.

3a yMOBHM BUKOPHCTaHHS OIHOMOJOBOTO OaraToda-
CTOTHOTO 3 CHHXpOHI3ali€o mo3noBxHiX mon JIB Tta
mpucTporo (GOpMyBaHHSA KaHANIB TMepeAadl OaHuX Yy
AOJI3 HeoOXigHO BU3HAYMTH NAIBHICTH Iil Takol JiHiT
3B’S3Ky BiJ mepemaBada 10 MpHUiiMada, SIKHH MOMXIUBO
po3risaaTH K An(y3HO BiAOUBHUIT 00’ €KT.

Toni, JanpHICT Aii MOXKJIMBO BU3HAYUTH K

2
R=2 Eﬂ '806 'dnp "Po6 “Teun Tnp “Tnc 7 (1)

2

ne E, — enepris JIB na3epa-nepenaBaua; S,s — mroma po-
3CifOBaHHS MpHUiiMaya, Kk AU y3HO BiTOUBHOTO 00’ €KTY;
d,y — miamerp 00'€kTHBA MPUIMAIBHOI ONMTHYHOI CHC-
TEMH; pPos — KOC(DIIEHT BINOUTTS MOBEPXHI NMpHUMaya;
Toun, Tnp — KOC(DILIEHTH MPOMYCKaHHS BUMPOMIHIOIOUOTO
Ta MPUHOMHOTO ONTUYHUX TPAKTIB JIiHIT Mepenadi JaHuX
BIJITIOBIZIHO; Ty — KOC(DIIIIEHT MPOMYCKAHHS OBITPSHOTO
CepelloBHUILA y 30HI OXOPOHH; Y — IUIACKHH KYT PO30ixk-
HocTi JIB; g — BitHOmIEHHS curHan/myMm; E,q, — moporosa
€Heprisd NPUHHATOTO iH)OPMAIIIHHOTO CUTHAITY, IO pe-
ectpyeTbes poromerekropom (OT).

3a ymoBH, komu giamerp JIB mopiBHIOe (MeHIIe)
mwromi OTJ] npumitmaga (1), To mameHICTP nii JiHIT
3B’513Ky MOJIMBO BH3HAYUTH 32 TAKOIO (hOPMYJIOH0:

2
R = E./T 'dnp “Po6 " Teun " Tnp “Tnc . (2)
4'q'En0p

3a pesylbTaTaMH MaTEeMaTHYHOTO MOJICIIOBaHHS
(1) Ta (2) orpuMaHo BiANOBiAHI rpadikd 3aJIeXKHOCTEH,
mo HaBeneHo Ha puc. 1-3. Ilpu oMy, NpHUITyCKaEeThCS,
mo eHeprist JIB piBHOMiIpHO po3noaineHa ycepeuHi Jii-
Hil mepeaavi JaHUX Ta NPOEKIis MpruiiMava Ha TUTOLHHY
MOTIEPEYHOT0 TIepepizy Mae ¢opmy koia. Takox, He0O-
X1JTHO BpaxOBYBaTH TO# (haxT, 1110 CyKYIHHUI BIUIMB B3a-
emozii JIB 3 MOBITpSIHMM cepeloBHIIEM IpH Iepenadi
nanaux mo AQOJI3, sike 0AHOYACHO € MOTIUHAIOYNM, PO3-
CIIOIOYHMM Ta BHIIAJIKOBO HEOTHOPITHUM CEPEIOBHIIIEM.

KoedimieHT mpomyckaHHS MOBITPSHOTO Cepeno-
BHINA T, € QYHKIIEI NANTbHOCTI R 10 mpuiiMava, sKuii
MOJKJIIBO BU3HAYUTH 32 TaKOIO (hOPMYJIOI0:

Tne = exp(—2¢-R), 3)
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ne € — xoediuieHt ocnadnenns JIB y armocdepi, skuii
MOKJIMBO BU3HAYHTH 32 EMITIPUYHUM BHPA30M:

oo 39 ,(0, 55)0'585%

S A ’ @

M
Ie A — moBkuHa XBWII 30HIyBambHOrO JIB; S, — MeTeo-
poJoriuHa TanbHICTh OaueHHS Bix mepemaBada 10 MpUii-
Maya.

6x10°

ol 4<10%

Puc. 1. I'padix 3anexxHocti HeoOxinHo1 eHeprii JIB £, mo
30H/IYE, Bi JanbHOCTI R 10 mpuiiMaya npu pi3HUX 3HAYCHHSIX
napametpy curaan/mrym q: 10, 20, 50 11 3HaueHHS AiameTpa

00'eKTHBA MPUAMATBHOT ONTHYHOI cucTeMH Oy = 0,2 M

8000 T T T T

E, g A=107 B

210°F

o 200 400 600 800 1000
Rom

Puc. 2. I'padix 3anexHocTti HeoOxinHo1 eHeprii JIB £, 1o 30-
HJIy€, Bia fanbHOCTI R 10 mpumiiMaya npy pi3HUX 3HAUYSHHSIX
niamerpa 00'eKTHBa MPUHMAaIbHOI onTHYHOT crctemu Uyp: 0,1;
0,2; 0,3 mpu 3HaYeHHI TapaMeTpy curHai/mym g= 20 ta
o6'extrBa mpuitMansHOi ontr4aHOI cuctemu dyp= 0,2 M

3000 T T T T

Er Hx

110’ 4

Tlo®

600 800 1000

Puc. 3. I'padix 3anexxHocti HeoOXinHOo1 eHeprii JIB E,, mo
30HYE, BiI HanbHOCTI R 10 mpuiiMada mpy pi3HUX 3HAYCHHSX
noporosoi eneprii, mo peecrpyerbea @TM: 108, 107, 106 Tx

I 3HAUCHHI MapaMeTpy curHan/mym g = 20 ta 00'ekTuBa

IpUAMaNbHOT ONTHYHOT crcTeMu Unp = 0,2 M

TakuM 4MHOM, y 3araJbHOMY BHUIILAL JaibHICTH R
JI0 priiMaya Moxe OyTH OTpHMaHa JIMIIE METOI0M Ynce-
JIBHOTO PIILICHHS JIOKALiHOTO PiBHAHHS. 3HAYCHHS S,, U151
PI3HHX YMOB 3aCTOCYBaHHs IiepeiaBaya 3 IpUCTPoiM (o-
pMyBaHHS KaHAJIIB NIepeadi JaHUX HaBeJeHo y Taour. 1.

Tabnuysa 1 — 3naYeHHsI METEOPOJIOTiYHOT JaTBHOCTI
O0adyeHHs 115 Pi3HUX YMOB

Iloroani ymoBu 3naveHHsn Sy, KM
CuyIbHHUM TYMaH, TYCTHH CHIT 0,05-0,5
Cna@xm‘& TyMaH, CHITbHA JIUMK3, 05_2
MOMIpHUII CHIT '

Cnabkuii cHIT, MOMipHHH JT0MI, Clia- 2_10
OKa JUMKa
Crnalbxuii momg 10-20

Ha ocHoBi Bupasy (4) po3paxoBaHi 3aJIe)KHOCTi KO-
edimierTy ocnabnenns JIB ans pi3HUX NOTOIHHUX YMOB
Ta moexuHu xBuii JIB, puc. 4.

4=0,53 MEM

7=1,06 MEM

:‘. \ 4=10,6 MkM

Su, kM

Puc. 4. I'padik 3anexxHocti ocnabienns JIB y mosiTpstHOMY
MIPOCTOPi Bl METEOPOJIOTIYHOT JadbHOCTI OaueHHS

3a pesyabTaTaMu OTPHUMAHUX 3aJCKHOCTEH MOXK-
JIUBO 3pOOUTH HACTYIHI OCHOBHI BHCHOBKHU: ITOTOJIHI
YMOBHM MOXYTh BIUIMHYTH Ha ocnabienus JIB y armoc-
(epi; B yMOBax TyMaHy, CHITY Ta IUMKH 3HaYCHHS KOe-
¢imienty ocnadienns JIB 3HaYHI Ta CKIIaTarOTh € > 2 KM;
B YMOBax ciabkoro jgomry ociadieHHs JIB HesHauHe Ta
3Ha4YCHHS Koe(ilieHTy Horo ociaOlieHHS BigmoOBigae
£<0,4 xMl; i3 3pOCTaHHAM [JOBKUHM XBHJIM 3HAYCHHS
KOEQIIEHTY & 3MEHITYIOTHCS JJIs1 OJJTHAKOBHUX TOTOJTHUX
YMOB, Ha IiJICTaBi 9OTO MOXKYTh (OPMYBaTHCS pEKOMEH-
narii moao nepenasadis JIB, TOOTO — AOIITHHO BUKOPH-
CTaHHA Ja3epiB-TiepelaBaviB i3 MAaKCHUMAaIbHO MOXIIH-
BOIO JIOBJKMHOIO XBHIII.

B cBoto uepry Ha ocHOBI (3) MOXJIMBO 3IiHCHUTH
OLIIHIOBaHHS HeoOXinHOI eHeprii JIB, mo 30H1yYE, Bif Na-
JBHOCTI 10 TpHUiiMaya Jyisl pi3HUX IOTOJHHUX yMOB (TY-
MaH, CHIT TOIIO), IKKM BiIMOBIAAIOTh 3HAYCHHS Tne: 0,7;
0,5; 0,3 (mns momxkmum xBuii JIB, sika ckimamae A = 0,53
MKM), puc. 5 (q = 20, d,, = 0,2 m).

BucHoBku

Jlo ocHoBHEX nepeBar BukopuctaHast AOJI3 mox-
JIMBO BiJTHECTH HACTYITHE:

— TIBHWJKA OpraHi3ailis KaHaly 3B's3KY;

— BIACYTHICTh HEOOXITHOCTI OTPUMAaHHS JTO3BOJIIB
HA YaCTOTH, SIKi BUKOPUCTOBYIOTHCS;
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3000 7 . BIJICYTHICTb BIUIMBIB CYCIJTHIX KaHAJIB Ta eICKTpOMar-

/ / HITHOT'O IIyMY;
/ " — BIZICYTHICTh OPEH/IHOI IIJIaTH 3a KaHal;
/ S — BHUCOKHH CTYIMiHb O€3MeKH.
0 fos  fos o ] TakuM 9MHOM, OTPHUMAaHi Pe3yJbTaTH MaTeMaTHd-
HOTO MOJICJIIOBAHHS JIO3BOJISIIOTh 3IHCHUTH OLIHIO-
BaHHS MOXXJIMBOCTeH nepenasaya JIB 3a pizHUMH 1OKa3-
Hukamu. [Ipu npoMy, BpaxoBaHO, HACTYTIHE:
— Brpatu JIB y onrnuHiii cucremi nepenasadya
cTaHoBIATH 10 %, TOOTO — Tgun, Ty = 0,9;
— KoediuieHT BigOUTTS npuitMaya — p,s = 0,9;
— niamerp o0'eKTHMBa NpuiMadya NpPU ICHYIOYHX
600 300 w0 KOHCTPYKIIHHUX oOMexkeHHsX — U,y = 0,2 M;
Rn — TOpOroBa EHepris NpUHHATOrO iH(pOpMAIii-
Puc. 5. I'padix 3anexuocti eneprii JIB Ej, 1o 30HIy€, Bia HOrO curHaiy, mo peecrpyerbcs OTJ npuiimauem,
JATBHOCTI JI0 MpuiiMaya JUIsl Pi3HUX MOTOJHUX YMOB (TyMaH, Enop =10° Jx (BiZ[HOBiJI% CepiﬁHO BHUTI'OTOBJICHUM
CHIT TOIIO), AKUM BiANOBIAIOTH 3HAUEHHS Tnc: 0,7; 0,5; 0,3 DOTN);
(,IUBI JOBXWHU XBUJI JIB, sixa ckiamae A= 0,53 MKM) — 3HAYECHHS BiZ[HOH.IeHH?[ CI/IFHaJ'I/H.IyM q= 20.

110
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Evaluation of data transmission efficiency in an atmospheric-optical communication line
based on single-mode multifrequency laser radiation with synchronization of longitudinal modes

Oleksii Liubchenko

Abstract. The object of study of this paper is atmospheric-optical communication lines with the organization of data trans-
mission based on single-mode multifrequency synchronized longitudinal laser radiation modes. The aim of this work is to present the
results of evaluating the efficiency of data transmission in an atmospheric-optical communication line based on single-mode multifre-
quency synchronized longitudinal laser radiation modes by various indicators. An atmospheric-optical communication line is proposed,
the main elements of which include separation of carrier frequencies from the spectrum of single-mode multi-frequency laser radiation
with synchronization of longitudinal modes by means of a channel shaping device that allows the use of separate longitudinal modes;
conversion of electrical information signals into a form suitable for modulation with carrier frequencies, followed by their modulation
by amplitude, intensity, frequency, phase, or polarization; optical processing and transmission of the group combined optical signal
through the communication line to the receiver, where it is focused, converted into an electrical information signal and further pro-
cessed to extract data and transmitted to consumers. The obtained results of mathematical modeling make it possible to evaluate the
capabilities of the laser radiation transmitter by various indicators and indicate that the proposed atmospheric-optical communication
line with the organization of data transmission based on single-mode multifrequency with pulse synchronization.

Keywords: data transmission, atmospheric-optical communication line, communication channel, single-mode multifre-
quency laser radiation, synchronization of longitudinal modes, carrier frequency, electrical information signal.
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METHODS OF DATA PROCESSING AND ANALYSIS IN A CORPORATE NETWORK

Abstract. Relevance. The relevance of studying methods of data processing and analysis in corporate networks is
driven by the rapid development of information technologies, the growing volume of corporate data, and the need for
prompt and accurate analysis to support effective decision-making. The importance of such methods is also linked to the
challenges of ensuring cybersecurity in corporate networks, particularly the protection of information at all stages of its
processing and transmission. The quality of the technologies and methods applied to data handling affects a company’s
performance, competitiveness, and ability to adapt to rapidly changing market conditions. Therefore, systematizing
knowledge about the most effective methods of working with corporate data remains a relevant task for both modern
science and practical applications. The object of research is data processing processes within corporate networks,
including the collection, transmission, storage, filtering, analysis, and protection of information circulating within the
information and communication infrastructure of a modern enterprise. These processes are considered in the context of
their impact on the efficiency of the corporate information system, data security, support for managerial decision-making,
and integration with analytical and cloud platforms. Purpose of the article is to investigate the main stages and methods of
data processing and analysis in the corporate environment, including data collection, preprocessing, storage, analytical
evaluation, and information security, as well as to analyze modern tools and platforms that ensure efficient and secure data
handling at the scale of a large organization. Research results. During the study, a comprehensive analysis of the stages
and methods of data processing in the corporate environment was conducted. A systemic model of the corporate data
lifecycle was established, covering all key stages — collection, preprocessing, storage, analytics, and protection. Each of
these stages requires the application of a specific class of technologies and presents its own implementation challenges.
Tools for data collection and preprocessing were classified, with ETL processes, logging, aggregation technologies,
sampling, and normalization playing an important role in ensuring data cleanliness and suitability for further analysis.
Modern data storage platforms were analyzed, including cloud-based (Azure, AWS, GCP) and on-premises solutions. The
effectiveness of using OLAP and machine learning in analytical processing was evaluated. The role of information security
in corporate networks was addressed. The necessity of implementing cryptographic protection, access control, as well as
anonymization and masking mechanisms was demonstrated as a response to the risks of data loss or compromise.
Conclusions. Modern methods of data processing in corporate networks have been examined, covering the stages of data
collection, preprocessing, storage, analytics, and information security. It has been established that effective data
management is achievable only through a comprehensive approach that combines technical tools, software platforms, and
security policies. Particular attention was given to the use of cloud technologies, ETL tools, OLAP analytics, and machine
learning algorithms. The importance of cryptographic protection, anonymization, and access control was emphasized. The
obtained results can be applied to improve the efficiency of enterprise information systems and to implement analytical
solutions in business practice.

Keywords: corporate network, data processing, ETL, cloud technologies, data storage, OLAP, machine learning,
information security, anonymization, cryptography, analytics, Big Data.

for further analysis. Methods such as normalization,
aggregation, filtering, and compression enable the
adaptation of data streams to the requirements of

Introduction
In the current context of business digital

transformation, corporate networks have become a key
environment for the generation, transmission, storage, and
processing of information. They serve not only as a
communication tool between individual departments of an
organization, but also as a foundation for building
integrated information systems that support business
process automation, decision-making, and increased
competitiveness. The constant growth in the volume of
data circulating within corporate networks generates the
need for efficient, scalable, and secure methods of data
processing. Modern corporate networks are characterized
by complex architectures, heterogeneity of data sources,
and the necessity to handle various types of data — from
numerical tables and logs to unstructured text, images, and
streaming sensor data. In such conditions, effective
information flow management requires the implementation
of specialized technologies at every stage of the data
lifecycle: from collection and preliminary cleaning to
analytical processing, visualization, and protection.

A critical component of this process is data
preprocessing, which ensures the quality of information

computing platforms. Additionally, at the data storage
stage, the choice of appropriate infrastructure (on-
premises, cloud, or hybrid) and the assurance of data
availability and integrity are of fundamental importance.

Analytical processing tools play a crucial role in
corporate information systems, including OLAP models
[1], Data Mining technologies [2], and modern machine
learning methods [3], which not only analyze large
volumes of data but also identify patterns, generate
forecasts, and support well-founded managerial decisions.
Therefore, considerable attention is also given to
platforms that support such processes, as well as to cloud-
based analytics tools.

Equally important is the issue of data processing
security — encryption, masking, anonymization, and
access control has become integral components of
corporate system architecture, as data loss or compromise
may have critical consequences for an organization.

Thus, the article examines key approaches to data
processing in corporate networks, systematizes the
methods and tools used at all stages of the information
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lifecycle, and explores ways to improve the efficiency
and security of working with corporate data in large-scale
information environments.

Analysis of Recent Research and Publications.
Recent research highlights that effective data processing
within corporate networks is critically important for
modern organizations. Real-time data processing, the use
of cloud technologies, process optimization, and the
provision of reliable network communication are key
aspects in achieving competitive advantages. At the same
time, the implementation of these technologies is
accompanied by challenges such as data security, the
integration of heterogeneous sources, and resource
management, which require further study and the
development of effective strategies. Article [4] explores
the impact of real-time data processing on the timeliness
of business decision-making. It examines technologies
such as Apache Kafka, Apache Flink, Google Cloud
Dataflow, and Spark Streaming, which enable companies
to respond quickly to market changes, optimize
operations, and improve customer service. The study also
analyzes implementation challenges, including data
integration, scalability, data quality, and security. Article
[5] focuses on factors affecting data processing
efficiency, such as volume, variety, velocity, and
veracity. It examines optimization techniques, including
hardware improvements, software innovations, and
architectural approaches such as distributed computing
and cloud solutions. Special attention is given to the
processing of unstructured data, integration of
heterogeneous sources, and the assurance of energy
efficiency and data confidentiality. Article [6] analyzes
the use of cloud technologies for processing large
volumes of industrial data. It discusses the advantages of
cloud platforms in ensuring efficiency, security, and cost-
effectiveness of data processing, as well as challenges
related to data security, confidentiality protection,
performance, and scalability. The study also considers the
potential for integrating artificial intelligence and
machine learning in this domain. Article [7] addresses the
impact of modern technologies such as hyper automation,
process mining, and predictive monitoring on business
process management. It emphasizes the importance of
integrating data from various sources to optimize
processes and support well-informed decision-making.
Article [8] presents a method for predictive resource
allocation in networks supported by Multi-Access Edge
Computing, aimed at ensuring the required quality of
service. The study highlights the importance of effective
resource management to guarantee reliable data
processing in corporate networks.

The purpose of this work is to investigate data
processing methods in corporate networks, with a focus on
technological solutions that ensure efficient data collection,
preprocessing, storage, analysis, and protection.

Main part

In the current conditions of global digitalization, the
corporate network serves not only as a channel for
information transmission, but also as a full-fledged
information and communication environment forming the
foundation of an organization’s internal and external

interactions. Corporate networks are the primary
environment for collecting, routing, storing, and
processing critical information related to production
processes, financial activities, customer bases, marketing
strategies, and more.

Corporate networks are typically built on a multi-
level architecture that includes local, wide area, and
virtual private networks. The main goal of such a
structure is to provide stable access to information
resources regardless of the user’s physical location. The
architecture of a corporate network may be centralized
(with a single data center) or distributed (with multiple
computing nodes). The data circulating within corporate
networks is highly diverse in both structure and origin. It
can be broadly categorized as structured, unstructured, or
semi-structured. In addition, data may be historical,
operational or streaming, which requires different
processing approaches depending on the context of use.

Information flows in corporate networks are divided
into internal (between departments, servers, internal
users) and external (interactions with clients, suppliers,
cloud services). Each type of flow has specific
requirements in terms of transmission latency, reliability
and fault tolerance, scalability, and security. Processing
such flows requires the use of complex routing protocols,
traffic monitoring tools, intelligent load balancing
systems, and the application of access control and
encryption policies. Given the growing number of
devices and services, corporate networks are increasingly
integrating cloud solutions, edge computing, and Internet
of Things (loT) components [9], which expand the
possibilities for data collection and processing directly at
the network edge. The initial stage of corporate data
processing is crucial for subsequent analytics, as it is at
this stage that the raw data sets are formed, determining
the quality of analytical insights, the accuracy of
forecasts, and the effectiveness of decision-making. Data
collection and preprocessing approaches include a range
of technical and logical processes aimed at transforming
unstructured or raw data streams into structured, clean,
and analysis-ready formats.

In a corporate environment, data may originate from
a wide variety of sources: software systems, internal
registers, event logs, API requests, 10T device sensors,
network traffic, or external information systems. To
integrate such heterogeneous streams, the following
technologies are used: event and transaction logging,
ETL processes, integration platforms, and streaming
technologies. Data collection must meet criteria for
reliability, accuracy, and completeness, while also
accounting for the format and semantics of the source.

After the collection stage, the data often contain
duplicates, missing values, logical inconsistencies, or
input errors. Preprocessing involves data cleaning,
normalization, standardization, type conversion, and
filtering. These procedures are implemented using SQL
queries, data processing languages, and specialized
environments such as KNIME, RapidMiner, and SAS.

To ensure the scalability of corporate data storage
and reduce storage costs, a variety of methods are widely
used: compression algorithms to minimize the volume of
stored data without losing integrity; aggregation for
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analytical purposes; sampling to reduce computational
load; and window aggregation for analyzing metric
changes over time intervals. Compression and
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Fig. 1. Methods of Data Processing and Analysis in Corporate Networks

Data storage is one of the key stages in the
information lifecycle within corporate networks. It is in
storage systems where data is accumulated, organized, and
structured for subsequent access, analysis, and use in
business processes. In the context of modern companies,
data storage encompasses not only the physical placement
of information on servers but also concepts of logical
organization, dynamic scalability, availability, and security.
There are two primary approaches to database architecture
in corporate environments: centralized and distributed.
Centralized databases involve storing all data in a single
data center or server repository. This simplifies
administration and backup, but it scales poorly and is
vulnerable to hardware failures. Distributed databases
allow information to be stored across multiple nodes within
the corporate network. They provide high fault tolerance,
load balancing, and fast access to information in
geographically distributed offices, but require more
complex mechanisms for consistency (consensus) and
replication. The choice between these models depends on
data volume, access time requirements, risk levels, and
existing IT infrastructure. Cloud storage has become an
integral part of corporate infrastructure due to its high
flexibility, scalability, and reduced hardware costs.
Leading platforms offer automatic scaling based on data
volume, high availability, integration with analytical and
machine learning services, and support for access policies,
encryption, version control, and logging. Hybrid models
allow companies to store confidential or critical data
locally, while hosting less sensitive information in the
cloud —optimizing costs while maintaining control over
data. Corporate systems increasingly operate with Big Data
arrays. Traditional database management systems are
insufficient for their efficient storage and processing,
prompting the use of file systems for distributed
environments, NoSQL solutions, and unified repositories
for structured and unstructured data with flexible
processing capabilities. A distinctive feature of Big Data
storage is support for parallel processing, decentralized
access management, protection against data loss through
replication, and fast horizontal scalability. Once corporate
data is collected, preprocessed, and stored, the next key

stage is analytical processing, which involves identifying
patterns, building decision-making models, and supporting
strategic planning. In the modern corporate environment,
analytics goes far beyond traditional reporting. It has
evolved into a comprehensive data intelligence system
combining classical statistical methods with machine
learning and artificial intelligence algorithms.

Online Analytical Processing (OLAP) enables
interactive exploration of large volumes of data across
multiple dimensions. Its main advantages include quick
access to aggregated indicators, category-based analytics,
and operations that allow users to drill down or roll up
information. OLAP systems are widely used in
management accounting, financial planning, and marketing
analysis. They require preprocessed, structured data and
typically support regular reporting. For more complex
analytical tasks, machine learning and artificial intelligence
algorithms are increasingly applied. These techniques
model non-linear dependencies, handle unstructured data,
enable predictive analytics, and even support automated
decision-making. Typical use cases for machine learning in
corporate environments include demand forecasting and
supply chain optimization; risk assessment in banking and
insurance; personalization of marketing campaigns;
sentiment analysis based on customer reviews or social
media; automatic  document  classification;  and
recommendation systems. In corporate settings, effective
data processing requires not only appropriate methods but
also powerful tools that can scale, integrate with various
sources, automate processes, and ensure the reliability of
results. Depending on their objectives, companies use both
universal platforms and specialized solutions for ETL,
analytics, storage, or visualization. ETL is a core
mechanism for preparing data for analysis. Its main
function is to extract data from various sources, transform
it into the appropriate format, and load it into a data
warehouse. Among the most popular ETL tools are
Apache NiFi, Talend, Microsoft SQL Server Integration
Services, Pentaho Data Integration, and Airflow. These
tools automate data collection and transformation, reduce
the workload on IT departments, and ensure data
consistency across storage systems.
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Analytical platforms enable the creation of dynamic
reports, dashboards, visualizations, and automated
analytical models. ERP and CRM platforms also include
built-in analytical functions, allowing the integration of
planning, accounting, customer interaction, and analytics
processes within a unified environment.

Table 1 presents the key capabilities of three cloud

platforms: Microsoft Azure, AWS, and Google Cloud.

Table 1 — Comparative Analysis of Models

_ Microsoft Amazon Web | Google Cloud
Characteristic Azure Services Platform
Azure - .
) Synapse, Data Redshift, BigQuery,
Core Services Factory. ML Glue, Dataflow,
Stl%i o SageMaker Vertex Al)
Integration Powerful Vertex Al,
Big Data with Power toolset for AutoML
Analytics Bl, support Data Tables,
Data Lake Lakehouse TensorFlow
Platform SageMaker Vertex Al,
Machine AutoML, SageMaker AutoML
Learning Azure ML with advanced Tables,
Designer customization TensorFlow
Prﬁg;ZTan;Lng Python, R, Python, Scala, | Python, SQL,
Support SQL, .NET Java, SQL TensorFlow
Azure Active IdeAn(t‘:lthsznd
. Directory, 1AM, KMS,
Security Encryption, DLP MgnageLment,
RBAC ata Loss
Prevention

Each of the platforms has its own specialization:
Azure offers close integration with office products, AWS
provides flexibility and scalability, and GCP is optimized
for analytics and artificial intelligence.

It is also important to mention the issue of ensuring
data security in corporate networks, as the constant
growth in the volume of information circulating within
corporate systems makes information security a matter of
primary importance. Data is a strategic asset of an
enterprise, and its loss, modification, or unauthorized
access can lead to significant financial, reputational, and
legal consequences. Therefore, at all stages of the data
lifecycle — from collection to archiving — reliable
protection measures must be implemented in accordance
with the internal policies of the organization and
international standards. A comprehensive approach to
security requires implementing protection at every stage
of data processing: at the collection stage, this includes
the use of secure transmission protocols, authentication of
data sources, and client-side encryption; at the processing
stage, this involves isolation of processing environments,
access control to computing resources, and logging of
data operations; at the storage stage, encryption at the
disk level, access control to file systems, backup, and data
retention policies are applied.

The integration of cryptographic mechanisms into
software and network protocols allows information to be
protected even in the event of physical access to storage
media or traffic interception. In addition to encryption,
methods for restricting access to personal or confidential
information are increasingly applied, including data
masking, anonymization,  pseudonymization, and
differential privacy. These methods make it possible to
comply with legislation on the protection of personal data
while maintaining the analytical value of the data.

Conclusions

As a result of the conducted research, it has been
established that effective data processing in corporate
networks is a critically important prerequisite for the
stable functioning of information systems, strategic
enterprise management, and ensuring competitiveness
under conditions of digital transformation. The examined
structure of data processing methods covers the entire
data lifecycle — from the moment of collection to the final
stages of analytical use and protection.

The effectiveness of data collection and
preprocessing within corporate networks determines the
subsequent quality of all information analytics. Proper
implementation of these stages allows for increased
accuracy of models, minimized risk of erroneous
conclusions, and preservation of data integrity within the
corporate environment. Efficient data storage is also a
vital condition for ensuring the stable operation of the
information infrastructure. Modern approaches to storage
organization enable flexible adaptation of corporate
storage systems to business needs and provide a reliable
foundation for analytical data processing.

Proper implementation allows not only for assessing
the current situation in a company but also for projecting
its future development, adapting strategies to market
changes based on evidence-driven data. Modern tools and
platforms for data processing offer enterprises a broad
range of technologies for tasks of any scale. Effective use
of these tools significantly improves the quality of
management, reduces the time required for analytical
operations, and enables rapid responses to market
dynamics.

At the same time, ensuring the security of data
processing requires a systematic approach that includes
technical, organizational, and procedural measures. A
well-considered combination of classical protection
methods — encryption, access control, and authentication
— with modern practices such as anonymization, machine-
based incident monitoring, and continuous auditing
allows organizations to minimize the risks of data leaks,
manipulations, and privacy violations within a complex
and dynamic corporate environment.
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MeTonu 00poOKH Ta aHATI3y JaHUX B KOPNOPATUBHI Mepe:xi
B. B. Poccixin, 4. I. Tapanara, O. M. Smenko

AHoTanisi. AKTyaJbHiCTh. AKTYalbHICTh TEMHU JOCITIIPKSHHsSI METOMIB 0OpOOKM Ta aHali3y JaHUX y KOPHOPATHBHUX
Mepekax 3yMOBJICHA MIBUIKUM PO3BHTKOM iH(pOpMAaLifHUX TEXHOJOTIH, 3pOCTaHHsAM oO0cCsTiB KopropaTtuBHOI iHdopmarii Ta
HEOOXiJHICTIO OINEpPaTUBHOTO i TOYHOTrO aHajii3y Uil e(QEeKTHBHOTO MPUHHATTS pilleHb. BaxIUBICTH IOCTIIKEHHS TaKuX
METOJiB TaKoX IOB’s3aHa 3 BHKIMKAMU II0J0 3a0e3nedeHHs KibepOe3nekd KOPHOPAaTHBHHX MeEpekK, 30KpeMa 3aXHUCTy
iHpopMmanii Ha Bcix eramax i 0OpoOku Ta mepemadi. Bin sSKOCTI 3aCTOCOBaHMX TEXHOJIOTIH Ta METO-JAIB pPOOOTH 3 TaHUMH
pusky. Tomy cucTemaTH3amis 3HaHb MPO HAHOUIBII eQEeKTUBHI METOAM POOOTH 3 KOPIOPATHBHUMH JTaHUMH € aKTyalbHUM
3aBJaHHSAM CydYacHOi HayKd Ta MpakTHUKH. O0’€KT MOCTiIKeHHS: MpoIecH OOpoOKH NaHWX y KOPIOPATHBHHUX Mepexax, II0
BKITIOUAIOTH 30ip, epeaaBaHHs, 30epiraHss, GinbTpallito, aHalli3 Ta 3aXUcT iHhopMallii, sika MUPKYITIOE B MeKax iHpopMaIiitHo-
KOMYHIKaliiHoOT 1H(QpacTpyKTypH cydacHoro mignpueMmcTBa. Lli mpomecn po3risfaroTbCss B KOHTEKCTI iX BIUIMBY Ha
e(eKTUBHICTh (YHKI[IOHYBaHHS KOpHOpaTUBHOI iH(opMaIiiiHOT cHcTeMH, 3a0e3nedeHHs O€3MeKH JaHMX, MiATPUMKY
YNPaBIiHCEKUX pIllIeHb Ta IHTErpaiiio 3 aHATITHYHHUMH W XMapHUMH Iuatdopmamu. MeTa cTaTTi: TOCITIKCHHS OCHOBHHX
eTamiB Ta METO/AIB 0OpOOKM Ta aHaji3y JaHUX y KOPIIOPAaTUBHOMY CEPEIOBHILI, SIKi BKIIOYAIOTH 30ip, IMomepenHio oOpoOKy,
30epiraHHs, AHATITHYHUA aHaii3 Ta 3axucT iH(opMamii, a TakoXX aHaJi3 Cy4acHHX IHCTPYMEHTIB Ta IUIaTGOpM, IO
3a0e3mneuyoTh epeKTUBHY i Oe3reuHy poOOTy 3 TaHWMH B MaciiTabax BenHKoi opraHizamii. Pe3yabTaTn gocaimxenns. Y xomi
JOCHIJPKeHHsT Oyno 3MiHCHEHO KOMIUIEKCHHH aHalli3 eTamiB i MeToAiB OoOpoOKM MaHWX y KOPIOPAaTHBHOMY CEpPEIOBHIII.
BCTaHOBIIEHO CHCTEMHY MO/IENb JKMTTEBOTO LUKIY KOPIIOPATHBHUX JAHHX, sIKa OXOILTIOE BCi KIIFOYOBI cTaail — 30ip, monepeiH:o
00poOKy, 30epiraHHs, aHATITUKY Ta 3aXUCT. KOKeH i3 IUX eTamiB BHMarae 3aCTOCYBaHHS OKPEMOIO Kiacy TEXHOJIOTIH 1 Mae
BJIACHI BUKJIMKH y peanizaiii. KnacugikoBano iHCcTpyMeHTH 300py il monepeHpOi MiJrOTOBKY JaHHUX, CEPe IKUX BaXJIHBY POJIb
Bigirpatots ETL-mpouecu, joryBaHHs, TEXHOJOTIi arperamii, CEMIUTIHIY Ta HOpMaii3awil, 1o 3a0e3rmeuyloTh YHUCTOTY W
NPHUIATHICTh JaHUX 0 MOAANbIIOro aHaily. IIpoaHanizoBaHo cy4acHi riat¢opMu 30epiraHHs JaHUX, BKIIOYHO 3 XMapHUMH
(Azure, AWS, GCP) ta nokansHuMH pimeHHsIMH. OrniHeHo edexTnBHICTh BuKopucTaHHI OLAP Ta MammHHOTO HaBUaHHS B
aHamTHYHIA 00podui. Poskputo ponbs iH(opMmariifHOi Oe3nekn B KOPIOPAaTHBHUX Mepexkax. JloBelneHO HEeOoOXimHICTh
BIIPOBADKEHHS KPUNITOTPaiqHOTO 3aXHCTY, KOHTPOJIO TOCTYITY, a TAKOXK MEXaHI3MiB aHOHIMI3aIlil Ta MaCKyBaHHS SIK BiIIIOBiIb
Ha PU3HMKH BTpatH abo KoMmIpoMmeTanii JaHuX. BHCHOBKH. PO3IJISHYTO CydacHi MeTOau OOpOOKHM JaHUX y KOPIOPAaTHBHUX
Mepexax, 10 OXOIUTIOIOTh eTamH 300py, MornepeHb0i 00poOKH, 30epiraHHs, aHATITHKA Ta 3aXUCTy iHopmalii. BcranoieHo,
o eeKTHBHE YNPAaBIiHHA AaHUMH MOXJIMBE JIMIIE 32 YMOBHM KOMIUIEKCHOTO MiIXOHy, SIKMH TMO€IHYE TEXHiYHI 3aco0w,
nporpaMHi mwiathopMu Ta ModiTHkK Oe3nekr. OcoOIMBY yBary MpuaiieHO BUKOPUCTAHHIO XMapHHUX TEXHOJIOTIH, IHCTPYyMEHTIB
ETL, OLAP-aHamiTHKM Ta QJIrOPUTMIB MAIIMHHOTO HaBYaHHs. I[liIKpecIeHO BaXKJIMBICTh KPUNTOrpadivHOrO 3axHCTY,
aHOHIMi3amii Ta KOHTpoo HocTymmy. OTpuMaHi pe3yIbTaTH MOXKYTh OyTH BUKOPHCTaHI JUISl MiABUIIEHHS e()eKTUBHOCTI poOOTH
iH(opMaIIHIX CHCTEM MIANPHUEMCTB 1 BIPOBAHKEHHS aHAJITUIHHX PillleHb y Oi3HeC-TIPaKTHKY .

KawyoBi cioBa xoproparuBHa mepexa, 00podka manux, ETL, xmaphi TexHouorii, 36epirants inpopmanii, OLAP,
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IMPROVING THE EFFICIENCY OF THE FIRE CODE FOR COMBATING SHORT
PULSE INTERFERENCE

Abstract. Relevance. In modern telecommunications networks, it is extremely important to effectively protect information
from short impulse noise, which can cause local packet errors. Such noise is particularly characteristic of environments with
high levels of electromagnetic noise (e.g., 10T, power cables, satellite communications). To counteract such types of failures,
it is advisable to use specialized codes, in particular the Fire code, which has a high ability to detect and correct sequential
bit errors of fixed length. Research object: the Fire code in data transmission systems with impulse interference. Purpose
of the article: to analyze the effectiveness and study the Fire code, optimize and improve the code's effectiveness using the
proposed methods of generating polynomial optimization, hybrid coding, adaptive coding, and parallel processing. Research
results. The article proposes and tests methods for improving the efficiency of the Fire code in conditions of impulse noise.
A comparison of the probability of correct decoding for different methods was carried out. A comparison of processing delay
and computational complexity was performed. The results of the analysis clearly demonstrate the advantages of the proposed
methods for optimizing the Fire code, confirming their effectiveness in increasing the probability of correct decoding and
reducing processing delay. The proposed methods were implemented in a prototype data transmission system. The results
showed a reduction in the probability of decoding errors to 35% compared to the baseline code. Conclusions. Analysis of
the Fire code confirmed its effectiveness in combating short impulse noise, but revealed limitations at high noise intensities
and high computational complexity. The proposed optimization methods significantly improved the code's performance. The
improved Fire code provides increased noise immunity in telecommunications networks, which allows it to be recommended
for use in networks with strict transmission quality requirements.

Keywors: Fire code; noise resistance; correction properties; redundancy; processing delay; computational complexity.

Introduction

Statement of the scientific problem. One of the key
challenges in modern telecommunications systems is
ensuring reliable transmission of information in unstable
communication channels, especially in the presence of
short-term impulse noise. Unlike uniformly distributed
random errors, impulse noise tends to group errors into
series that can completely damage consecutive bits or even
entire data blocks [1, 2]. This characteristic of disturbances
makes it impossible to correct them effectively using
classical block or convolutional codes without a significant
increase in redundancy.

The problem is particularly acute in systems with
stringent requirements for latency, power consumption,
and computational complexity, such as unmanned
platforms, sensor networks, military telecommunications
complexes, and critical infrastructure systems [3]. In such
cases, excessive complication of data protection measures
is unacceptable, and the use of codes with high redundancy
contradicts the requirements for speed and throughput.

The Fire code, which belongs to the class of
combined codes with the ability to effectively correct
serial errors, offers promising opportunities for use in
conditions of impulse noise. Its structure combines the
properties of convolutional codes and cyclic redundancy
check (CRC), allowing a compromise between
implementation complexity and error correction efficiency
[4, 5]. However, the classic parameters of the Fire code are
not always optimal in conditions of short intense pulses
characteristic of practical telecommunication channels [6].

The lack of adaptation of the code structure to the
statistical characteristics of the channel, as well as the use
of rigid decoding methods without taking into account
the probabilistic nature of errors, limits the effectiveness
of the Fier code. Thus, there is a need to develop methods

for modifying the parameters of this code in order to
increase its noise immunity while maintaining moderate
computational complexity.

The relevance of solving this problem is determined
by the need to improve the reliability of data transmission
in real radio channel conditions containing short impulse
noise, while simultaneously complying with the
requirements for resource-efficient processing. The
proposed improvement of the Fier code aims to
implement structural and algorithmic changes aimed at
improving coding efficiency without significantly
complicating hardware or software implementation.

Analysis of recent studies and publications. The
problem of protecting information from interference in
telecommunications systems for various purposes has
been actively researched over the past decades. Particular
attention is paid to effective error correction methods that
can ensure reliable data transmission in conditions of
limited computing and energy resources. In classic works
devoted to coding theory, such as [5-7], the basic
principles of constructing block and convolutional codes,
their characteristics, and efficiency criteria are
formulated. At the same time, most of them are focused
on random (independent) errors and do not always work
adequately in conditions of short pulse interference.

In [2, 8], modifications of correction codes for
memory channels were investigated, in particular for
Gilbert—Elliott models, which describe channels with
impulse noise well. However, the implementation of
most of these methods is associated with the
complication of decoding algorithms, which makes it
impossible to use them in real-time systems or devices
with limited resources.

Of particular interest are combined codes, in
particular the Fire code proposed in [4]. It is an example
of a cyclic code with the ability to effectively correct
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serial errors by combining CRC control with linear
recurrent connections. Classic publications such as [5],
[6] describe the structure and mathematical apparatus for
constructing the Fire code. Its application has been
considered mainly in magnetic recording systems, but in
recent years there has been growing interest in the use of
this code in telecommunications, particularly in
conditions of short pulse interference.

Works [3, 9] provide an overview of lightweight
codes adapted for devices with limited resources (sensor
networks, 10T, etc.), but most of them do not provide
sufficient resistance to serial interference. At the same
time, [9] investigates the effectiveness of using the Fire
code in combination with soft decoding methods, which
allows partially compensating for the effect of
interference without significantly increasing complexity.

In the context of Ukrainian scientific research, it is
worth noting the works [10, 11], which consider
approaches to constructing combined and compound
codes to improve the noise immunity of
telecommunications systems. Separately, [12] analyzes
the effectiveness of structural modifications of
convolutional codes under the influence of clustered
impulse noise.

However, there are currently no comprehensive
studies that systematically consider the adaptation of the
Fire code structure to the statistical characteristics of
short impulse noise using methods for restructuring its
parameters and improving decoding algorithms. This
article aims to fill this gap.

The purpose of this work is to improve the
efficiency of using the Fire code in telecommunication
systems operating under conditions of short-term
impulse interference. The main focus is on developing
approaches to adaptive modification of the code structure
and improving decoding algorithms in order to improve
noise immunity, maintain low redundancy, and ensure a
moderate level of computational complexity.

Presentation of the main material and
substantiation of the obtained research results

The Fire code is a type of block code with a cyclic
structure designed for the efficient detection and
correction of fixed-length packet (sequential) errors. The

no more than b. Its construction is based on the product
of two polynomials [13]:

g0 = (=" +1) p(x), 1)
where x? + 1 - a binomial that allows detecting and
correcting group errors of length up to b, p(x) - an
irreducible polynomial, usually of degree 1 or 2, to
ensure the check distance.

The cyclic nature of the code allows encoding and
decoding to be implemented based on shift registers,
which significantly reduces hardware complexity.

Let us consider the correction properties and
parameters. The main characteristics of the Fire code are:

- code word length: n=2m-1;

- number of information bits: k=n —r, where r is
the degree of the generating polynomial;

- ability to correct a single packet of errors with a
length of no more than b;

- minimum distance d,,,;;, = b + 1.

The Fire code is capable of detecting up to
dnin — 1 arbitrary errors (not necessarily consecutive)
and correcting one packet up to b in length, or
simultaneously detecting one packet of errors and one
single error under certain conditions.

The Fire code is capable of detecting not only single
errors, but also multiple errors. Although the Fire code
guarantees the correction of only one packet of length <
b, it can also detect a larger number of errors, in particular
two or more errors if they are separated (not part of the
same packet), as well as combinations of single and
packet errors if their total length does not exceed the
detection limit. This is ensured because the polynomial
x? + 1 is not a divisor of any arbitrary error packet of
length < b, which makes the syndrome unknown. Thus,
the interfering effect is detected but not corrected.

Due to the cyclic nature of the Fire code [4], it is
capable of detecting and correcting errors regardless of
their location in the code word. Cyclic shifting does not
change the code structure, and the generating polynomial
remains invariant to the packet position.

Let's compare the Fire code with classical codes.
The results of the comparison are shown in Table 1.

For example, let's take b = 4 and p(x)= x+1, then the
generating polynomial will look like this:

code is optimized for correcting packet errors of length g =x*+DE+1) =x5+x+1. 2
Table 1 - Comparison with classic codes
Characteristics Fire code BCH code CRC

Correction object 1 packet of length < b

t arbitrary bit errors Error detection only

Minimum distance >b+1 =>2t+1 Depends on the polynomial
Redundancy Depends on b Depends on t, m Usually 16-32 bits
Implementation complexity Low Medium Very low
Adaptability to packet interference High Low / limited Low

Tonui r=5, i mpu n=15 otpumyemo k=10, T00TO KOA
(15, 10, dypin = 5).

Based on the result obtained, the code corrects 1
error packet up to 4 bits long. Let us analyze the code

parameters depending on the length of the correction
packet b.

The results of the analysis are presented in
Table 2.
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Table 2 - Fire code parameters depending on packet length

Maximum Redun-
packet Generating polynomial, g(x) d
ancy, r
length, b
2 E+DE+1D)=x*+x+1 3
3 E+DE+1D)=x*+x+1 4
4 E*+DE+D=x>+x+1 5
5 E+DE+1D)=x0+x+1 6
6 +DE+1)=x"+x+1 7

Let's plot a graph of redundancy r versus packet
length b, as shown in Fig. 1. The graph shows that
redundancy increases linearly with the maximum length
of the correction packet. This allows you to flexibly
configure the Fire code for specific channel
characteristics, ensuring effective correction at minimal
cost.

Redundancy r = deg (g(x))

2 3 4 5 6 7
Max. packet length b

Fig. 1. Dependence of redundancy r
on the length of the correction packet b

The effectiveness of the Fire code was investigated
by modeling under transmission channel conditions
subject to short impulse noise typical for industrial and
military telecommunications environments [2], [8].
Impulse noise in the model was set as a series of
consecutive errors lasting from 5 to 10 bits with a
frequency of 10 to 1072 per bit.

Main analysis metrics:

- probability of correct decoding (Pcorrect): the ratio
of correctly decoded words to the total number;

- computational complexity: the number of
operations for encoding and decoding;

- redundancy: the ratio (n — k)/n;

- processing delay: the time required for encoding
and decoding.

The simulation results showed that for a code with
n=31, k=21:

- at an error rate of 10 and an interference duration
Of Up tO 5 bItS, Pcorrect = 98,7%,

- at an interference duration of 10 bits or an error
rate of 102, the probability decreases to 92,3%;

- the computational complexity of decoding using
the Berelkamp-Messy algorithm [5] is O(n?), which may
be a limitation for real-time systems;

- the redundancy of the code is =~ 32,3%,

which is acceptable for many applications, but can be
reduced to improve efficiency.

Limitations of the Fire code include reduced
efficiency at high interference intensities and significant
computational complexity for large n.

To improve the effectiveness of the Fire code in
conditions of impulse noise, the following methods were
tested:

1. Optimization of the generating polynomial.
Selecting a polynomial g(x) with better correlation
properties allows increasing the code distance and
reducing the probability of false decoding.

For example, the polynomial
9(X)=x10+x9+x8+x6+x5+x4+1 increased Pcorrect bY 1,2%
(to 99,9% at an error rate of 1079).

2. Hybrid coding. The combination of Fire code
and Reed-Solomon code provides additional protection
against single and packet errors. In the hybrid scheme,
the Fire code corrects packet errors, and the Reed-
Solomon code corrects single errors. Simulation showed
an increase in Pcorrect to 99,4% with interference lasting
up to 10 bits.

3. Adaptive coding. An algorithm that adapts to
interference characteristics (duration, frequency) reduces
computational complexity by 15-20% through dynamic
selection of decoding strategies.

For example, when interference intensity is low, the
algorithm uses simplified decoding, reducing the number
of operations.

4. Parallel processing. Implementing the decoder
on the GPU (using CUDA) reduced the decoding time by
35% for code with n=3. This is especially important for
real-time systems such as telecommunications or IoT.

The results of the analysis and comparison are
shown in Tables 3 and 4. Graphs (Fig. 2 and 3) were
constructed based on the analysis and optimization of the
Fire code according to the results obtained in the previous
analysis, namely the probability of correct decoding
Pcorrect, COmputational complexity, and processing delay
for different optimization methods.

(32-31)

Table 3 — Comparison of the probability of correct
decoding Pcorrect for different methods

Method a0y | e 109
Basic Fire code 98,7% 92,3%
Optimized polynomial 99,9% 93,5%
Hybrid coding 99,4% 94,2%
Adaptive coding 99,2% 93,8%
Commton el o | 909 | e
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<
g
2

Basic Fire code Optimized polynomial

Comparison of the probability of correct decoding

99%
98%
97%
96%
%
94%
93%
92%
- iim
90%

Hybrid coding
Method

@ Pcorrect (10°) @ Pcorrect (102)

Combination

Adaptive coding

Fig. 2. Probability of correct decoding

Table 4 — Comparison of processing delay and
computational complexity

Proces- | Delay
sing reduc-
delay, ms| tion, %

Computational
complexity
(operations)

Method

0(n2) (~ 961

Basic Fire code 10,00 0%

forn =31)
Adaptive coding 8,2 18% ~788
Parallel processing on 961 (reduction in
(GPU) 6.5 35% execution time)
Combination 6.0 40% ~788

(adaptive + parallel)

Comparison of Processing Delay and Computational Complexity

euonENdwos

Processing Delay (ms)
@

(suoiesed0) Axe1dwon |

7o
‘Combination

Basic Fire code

Adaptive coding Parallel processing (GPU)

Method

@ Processing Delay (ms) @ Computational Complexity (cperations)

Fig. 3. Comparison of processing delay
and computational complexity

These tables and figures clearly demonstrate the
advantages of the proposed Fire code optimization
methods, confirming their effectiveness in increasing the
probability of correct decoding and reducing processing
delays. The proposed methods were implemented in a
prototype data transmission system. Testing was
conducted under conditions of impulse noise lasting 5-10
bits and with a frequency of 103102,

The optimization showed these results:

- the chance of correct decoding went up to 99,5%
with the hybrid scheme and optimized polynomial,

- processing delay dropped by 30% thanks to
parallel processing;

- computational complexity went down by 18%
with adaptive decoding;

- redundancy remained at 32,3%, but the hybrid
scheme allowed for more efficient use of redundant bits.

Conclusions and prospects for further research

The study is devoted to the analysis and optimization
of the Fire code as an effective tool for ensuring noise
immunity in telecommunication systems operating under
conditions of short-term impulse noise. The results
confirm that the basic Fire code, thanks to its cyclic
structure and ability to correct fixed-length packet errors,
is a powerful means of counteracting group errors that
occur in environments with high levels of electromagnetic
noise, such as loT networks, satellite communications,
power cables, or unmanned platforms. However, the
analysis revealed key limitations of the classic version of
the code: reduced efficiency at high interference intensities
(for example, at an error rate of 1072, the probability of
correct decoding is only 92,3%); high computational
complexity (O(n?) operations), and significant processing
delay (up to 10 ms), which makes it less suitable for real-
time systems with limited resources. To overcome these
limitations, a set of optimization methods has been
proposed that combines structural, algorithmic, and
hardware improvements.

The results of the comparative analysis presented in
Tables 3 and 4 demonstrate that the combined approach
(optimized polynomial + hybrid coding) provides the
highest efficiency: Pcorrect reaches 99,5% at 107 and
94,5% at 1072, and the overall reduction in the probability
of decoding error is up to 35% compared to the baseline
variant. The graphs in Figures 2 and 3 illustrate the trend
toward increased noise immunity and reduced latency,
confirming the practical value of the proposed methods.
These improvements were implemented in a prototype
data transmission system, where testing under 5-10-bit
impulse noise conditions confirmed the stability and
scalability of the solutions.

In practical terms, the improved Fire code is
recommended for implementation in networks with strict
transmission quality requirements, such as military
telecommunications complexes, critical infrastructure,
and sensor networks. It reduces the number of
retransmissions, optimizes power consumption, and
provides a compromise between noise immunity and
resources, which is critical for modern systems. The
corrective properties of the code make it ideal for
memory channels where impulse noise dominates over
random errors.
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Prospects for further research include the
integration of artificial intelligence for even more
accurate real-time adaptation of code parameters,
performance analysis in combination with quantum
computing, and experimental testing in real 5G/6G

networks. Overall, the proposed methods not only
improve the performance of the Fire code, but also pave
the way for the creation of flexible, resource-efficient
data protection systems in future telecommunications
technologies.
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HinBumenns epextuBHocTi kKoay Paiipa 1is1 60pOTHOU 3 KOPOTKUMM iMITYJILCHUMH 3aBaaMH
0. B. Lledep, O. 1. €BnoyeHko

AHoTalisi. AKTyaJbHicTb. Y CyJacHHX TEJCKOMYHIKAlifHUX MepeXax HaJ3BUYAHO BAXKIUBHM € ¢(DEeKTHBHHHN 3aXHCT
iH(opMaIIii BiZf KOPOTKUX IMITyJIbCHHUX 3aBaJl, sIKi MOXKYTh CIIPHYMHHUTH JIOKAIBHI MAKEeTHI MOMIUIKA. OCcOOIMBO XapaKTepHIMH TaKi
3aBaJii € JUIS CEPEIIOBHIIL 3 BUCOKUM PIiBHEM €JIEKTPOMArHITHOro Irymy (Hampuknaj, 10T, cuinosi kaberi, CylyTHUKOBHIT 3B’S30K).
J1st npoTuaii moaiOHUM THaMm 3601B IOLIIEHO 3aCTOCOBYBATH CIIellialli3oBaHi Koau, 30kpema kox Daiipa, skuii Mae BUCOKY 37aTHICTb
JI0 BUSIBJICHHS Ta BUITPABIICHHS OCTIJOBHHUX OITOBHX MOMIIIOK (pikcoBaHoi noBxkuHu. O6’€KT Hocaimkenns: kox Daiipa B cucremax
nepenayi AaHMX NpH IMIOyJIbCHUX 3aBazax. Mera craTTi: mpoBeneHHs aHamizy edekTuBHOCTI 1 jgociimkeHHs koxy Daiipa,
OTITHMI3aIlisl 1 MiABUIICHHS €EKTHBHOCTI KOy 3a JOMOMOTO0 3alpOITOHOBAHUX METO/IB ONTUMI3allil MOPOHKYOYOro TOJIIHOMA,
riOpUIHOTO KOJyBaHHSI, alallTHBHOTO KOJAYBaHHsI 1 HMapaieibHol 00poOku. Pe3yabTaTn HocaiTxKeHHs. Y CTaTTi 3alpOMOHOBaHI i
MPOTECTOBAaHI METONM s MiABHINEHHS edekTuBHOCTI komy Pajfipa B yMOBaxX IMIyJbCHHX 3aBaj. [IpOBEACHO MOpPIBHSAHHS
HWMOBIPHOCTI MPaBIJIBHOTO JIEKOMYBaHHS Ul Pi3HUX MeToAiB. [IpoBeneHO MOpIBHSIHHS 3aTPUMKH OOPOOKH Ta OOYHCITIOBAIBHOL
CKIIaJHOCTI. Pe3ynbraTd aHalli3y HAaOYHO JEMOHCTPYIOTh IIepeBard 3alpONOHOBAaHHMX METONIB onTuMisamii kony aiipa,
MATBEPUKYIOYH iXHIO e()EeKTHBHICTh Yy MiIBHICHHI WMOBIPHOCTI MPABHJIBHOTO JEKOAYBAaHHS Ta 3MEHILICHHI 3aTPUMKH OOPOOKH.
3anponoHoBaHi METOAN OYyJI0 peati3oBaHO B MPOTOTHMITI CHCTEMH IMepenadi JaHux. Pe3ynabTaTd MoKasalnd 3HMKEHHS HMOBIPHOCTI
HNOMUJIKM JIeKOIyBaHHs 10 35% mopiBHAHO 3 0a30BMM BapiaHTOM Koay. BucHoBKM. Anani3 kony Qaiipa minTBepauB iforo
e(eKTHUBHICTh Y 60POTHOI 3 KOPOTKHMH IMITYJIbCHUMH 3aBaJIaMH, ajie BUSBHB OOMEKESHHs PH BUCOKi IHTEHCUBHOCTI 3aBaJl 1 BEJHKIi
00UHCITIOBANIBHI CKJIaIHOCTI. 3apONOHOBaHI METOIM ONTHMI3aLlil 3HAYHO MiIBHUILNIA IPOLYKTUBHICTh KOIY. Y IOCKOHATICHUH KO/
Qaiipa 3a0e3nedye MiJBHIICHY 3aBaJOCTIHKICTh y TEIEKOMYHIKAIHHUX Mepexkax, IO 03BOJSE PEKOMEHIyBaTH HOTo JJis
BHKOPHCTAHHS B MEPEXax 3 )KOPCTKMMHU BUMOTaMH JI0 SIKOCTI Hepe/adi.

KawuoBi cmoBa: xox daiipa; 3aBajocTiiikicTh; KOPEKLiiiHI BIaCTHBOCTI; HaJIMIIKOBICT, 3aTpHUMKa OOPOOKH;
00YHUCITIOBAJIbHA CKIIAJHICTh.
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