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A COMPREHENSIVE APPROACH TO ENSURING THE CYBERSECURITY
OF CORPORATE NETWORK INFRASTRUCTURE

Abstract. Relevance. The rapid development of digital technologies, the widespread implementation of corporate
information systems, and the continuous increase in the number of cyber threats necessitate the improvement of approaches
to protecting corporate network infrastructure. Traditional protection methods based on the use of separate software or
hardware security tools do not provide an adequate level of resistance to modern cyberattacks, which are characterized by
complexity, multiple attack vectors, and the ability to bypass individual security mechanisms. Therefore, the development of
a comprehensive multi-layered cybersecurity system aimed at ensuring the confidentiality, integrity, and availability of the
information resources of enterprises, institutions, and organizations is highly relevant. Subject of the research: modern
approaches, models, protocols, and technologies for ensuring the cybersecurity of corporate network infrastructure. Purpose
of the research: to substantiate a comprehensive approach to designing secure corporate computer networks based on multi-
layered protection and the integrated application of modern network security technologies. Research objectives. To analyze
the role of the Open Systems Interconnection reference model as a methodological basis for designing secure computer
networks; to identify the main information security threats affecting corporate networks; to investigate the implementation
of security mechanisms at the physical, data link, network, and application layers; to examine the principles of the Defense
in Depth concept; to analyze the capabilities of the AAA, RADIUS, SSH, ACL, VLAN, Port Security, DHCP Snooping, and
Dynamic ARP Inspection models, protocols, and technologies; and to determine the advantages of their integrated application
for improving the cybersecurity of corporate network infrastructure. Research methods. The study employs the methods of
systems analysis, comparison, generalization, classification, and systematization of scientific and technical information. A
structural and functional approach is applied to analyze security mechanisms at different layers of the OSI model. The method
of modelling a comprehensive corporate network security architecture is also used. Research results. The main threats to
the information security of corporate networks are identified, including MAC Spoofing, MAC Flooding, ARP Spoofing, ARP
Cache Poisoning, Man-in-the-Middle attacks, unauthorized device connections, the compromise of user and administrator
accounts, and violations of access control policies. The Defense in Depth concept, which involves creating several
complementary layers of protection against external and internal cyber threats, is analyzed. It is established that the
application of a multi-layered approach makes it possible to minimize the consequences of the compromise of individual
network components and ensure the continuity of information systems even when particular attacks are successfully
implemented. The capabilities of the AAA model for centralized access management to information resources are examined,
together with the operating principles of the RADIUS protocol as a means of centralized authentication, authorization, and
accounting of user activities. The advantages of using the cryptographically protected SSH protocol for the secure
administration of network equipment are identified. The application of Access Control Lists for implementing security
policies and controlling communication between corporate network segments is investigated. Port Security, DHCP Snooping,
and Dynamic ARP Inspection technologies aimed at countering data-link-layer attacks and unauthorized device connections
are analyzed. It is established that the logical segmentation of the network environment using VLAN technology is an
effective mechanism for improving cybersecurity, as it enables the localization of cyber incidents, limits the lateral movement
of attacks, and supports the implementation of the principle of least privilege. Conclusions. The highest level of protection
of corporate network infrastructure is achieved through the integrated application of AAA, RADIUS, SSH, ACL, VLAN,
Port Security, DHCP Snooping, and Dynamic ARP Inspection technologies in accordance with the principles of the Defense
in Depth concept. The proposed approach provides centralized access control, increases the protection of information
resources, improves the manageability of the network environment, reduces the risk of cyberattack propagation, and meets
modern requirements for designing secure corporate information systems.

Keywords: cybersecurity; corporate network; network infrastructure; information security; Defense in Depth; AAA;
RADIUS; SSH; ACL; VLAN; Port Security; Dynamic ARP Inspection; OSI model, access control.

1. Introduction At the same time, the expansion of digitalization is
accompanied by a constant increase in the number of

1.1 Relevance of the Topic

The rapid development of digital technologies, the
widespread implementation of corporate information
systems, and the increasing number of network services
significantly increase the requirements for ensuring the
cybersecurity of modern computer networks. Almost all
business processes of enterprises, institutions, and
organizations operate on the basis of corporate network
infrastructure, which provides information exchange
among users, servers, databases, and cloud services, the
use of which requires a separate cybersecurity risk
assessment when selecting a cloud provider [1-3].

cyber threats aimed at violating the confidentiality,
integrity, and availability of information. Attacks focused
on exploiting vulnerabilities in network protocols,
configuration errors in active equipment, weaknesses in
authentication systems, and deficiencies in access control
mechanisms are particularly dangerous. Successful
implementation of such attacks may result in the
compromise of corporate information resources,
disruption of business continuity, financial losses, and
reputational risks [4-6].

Under modern conditions, information security can
no longer be limited to the use of individual software or
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hardware protection tools. A comprehensive approach is
required, combining modern technologies for network
segmentation,  centralized  access  management,
cryptographic protection of data transmission channels,
monitoring systems, and control of network activity.
Therefore, the study of modern threats to corporate
computer networks and the development of effective
mechanisms for their neutralization are among the
current areas of cybersecurity and network technology
development. The relevance of this approach is
confirmed by modern international recommendations for
building  multilayered  protection of  network
infrastructure [7-9].

1.2 Literature Review and Problem Statement

The issue of ensuring the information security of
corporate computer networks is the subject of research by
both Ukrainian and foreign scholars. A significant
contribution to the development of the theoretical
foundations of network security has been made by W.
Stallings, A. S. Tanenbaum, J. Postel, D. Comer, as well
as the authors of international ISO/IEC standards and
IETF recommendations [10, 11].

Practical aspects of building secure corporate
networks are addressed in the recommendations of the
U.S. National Institute of Standards and Technology
(NIST), particularly in the SP 800 series documents,
which define modern approaches to building network
infrastructure protection systems, applying firewalls,
access control policies, and information security
management [12].

Considerable attention in modern research is paid to
the use of the Defense in Depth concept, centralized user
authentication, AAA mechanisms, the RADIUS
protocol, network segmentation using VLAN, Access
Control Lists (ACL), Port Security technology, and
cryptographic protection of administrative access using
SSH. However, most scientific works consider individual
security tools without a comprehensive analysis of their
interaction within a corporate network [13, 14].

Thus, the development of a comprehensive
approach to ensuring the cybersecurity of corporate
network infrastructure remains relevant. Such an
approach combines modern protection technologies
while taking into account current threats and the practical
features of operating local computer networks [11].

1.3 Aim and Objectives of the Study

The purpose of the article is to study modern threats
and vulnerabilities of corporate computer networks,
analyze the mechanisms of their occurrence, and
substantiate a comprehensive approach to ensuring the
cybersecurity of network infrastructure based on the use
of modern authentication, access control, network
segmentation, and cryptographic protection
technologies.

To achieve this purpose, the following objectives
were defined:

— to study modern threats to the information
security of corporate computer networks;

— to analyze vulnerabilities of protocols at different
layers of the OSI model;

—to investigate the implementation mechanisms of
the most common network attacks;

— to evaluate the effectiveness of modern
technologies for protecting corporate networks;

— to substantiate a comprehensive approach to
building secure corporate network infrastructure.

2. Materials and Methods

2.1 Corporate Network Architecture
and the OSI Model

The Role of the OSI Model in Building Secure
Network Infrastructure. The design of modern
corporate computer networks requires a systematic
approach to organizing data transmission processes,
resource administration, and information security. The
conceptual basis for building network systems is the
Open Systems Interconnection (OSI) reference model,
standardized by the International Organization for
Standardization in ISO/IEC 7498-1. This model defines
the logical structure of network communications and
provides a unified approach to designing, analyzing, and
protecting information systems [15].

The OSI model consists of seven interconnected
layers: physical, data link, network, transport, session,
presentation, and application. Each layer performs a
defined set of functions and interacts only with adjacent
layers, which ensures architectural modularity and
simplifies the implementation of protection mechanisms
[10].

In the field of cybersecurity, the OSI model is used
as a methodological basis for identifying potential
threats, analyzing vulnerabilities, and implementing
protection tools at different stages of information
processing. This approach makes it possible to form a
multilayered security system in which the compromise of
one layer does not lead to a complete disruption of
network infrastructure functioning [16].

For corporate networks, the ability to correlate
specific cyber threats with the corresponding layers of the
OSI model is of particular importance.

Levels of Information Protection in a Corporate
Network. Effective information security requires the
implementation of protective mechanisms at all layers of
network interaction. Within the OSI model, each layer
has its own set of potential threats and corresponding
countermeasures [1].

At the physical layer, the main protection tasks
include controlling access to network equipment, cable
infrastructure, and server rooms. Physical security is
implemented through access control systems, video
surveillance, backup power supply, and protection
against unauthorized network connections [9].

At the data link layer, the priority direction of
protection is ensuring the security of switching
equipment and controlling connected devices. The most
common threats at this layer include MAC Spoofing,
MAC Flooding, ARP Spoofing, and unauthorized
connection of user devices. To minimize these risks, Port
Security, Dynamic ARP Inspection, DHCP Snooping,
and network access authentication mechanisms are used
[17].
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At the network and transport layers, routing
mechanisms and data-flow control play a key role.
Protection at these layers is implemented using Access
Control Lists (ACL), firewalls, intrusion detection and
prevention systems (IDS/IPS), network segmentation,
and packet filtering in accordance with established
security policies [18].

The application layer is of particular importance for
corporate networks because it is where users interact with
network  services and information  resources.
Application-layer protection involves the use of
authentication ~ and  authorization  mechanisms,
multifactor ~ authentication,  centralized  account
management,  cryptographic  protection of data
transmission channels, and information security event
monitoring tools [12].

Implementation of the Defense in Depth
Principle in a Corporate Network. One of the key
concepts of modern cybersecurity is the Defense in Depth
principle,  which involves  building  several
complementary security layers to protect information
resources from external and internal threats [14].

The main idea of the concept is that no single
security mechanism can guarantee absolute protection of
network infrastructure.

Therefore, a security system must consist of a set of
interconnected organizational, software, and hardware
tools, each of which performs its own protective function.

If one layer is compromised, an attacker encounters
additional barriers, which significantly complicates the
implementation of an attack [7].

2.2 Analysis of Modern Technologies
for Protecting Corporate Networks

Effective cybersecurity of corporate network
infrastructure requires the integrated use of modern
protection technologies that cover different layers of
network interaction and implement the principle of
multilayered defense (Defense in Depth).

During the design of a secure corporate network, a
number of technologies aimed at ensuring access control,
protecting network equipment, preventing unauthorized
connections, and countering common network attacks
were analyzed.

These technologies include AAA, RADIUS,
SSH, ACL, Port Security, and Dynamic ARP
Inspection [17].

AAA Technology as the Basis of Centralized
Access Control. In corporate networks, the TACACS+
protocol may also be used alongside RADIUS to
implement the AAA model. It is used for centralized
control of authentication, authorization, and accounting,
particularly during network equipment administration
[19].

One of the key concepts of modern network security
is the AAA (Authentication, Authorization, Accounting)
model, which provides centralized management of access
to information resources.

This model involves the implementation of three
interrelated processes: user authentication, authorization
of user actions, and accounting of performed operations
[12].

Authentication is used to confirm the identity of a
user or network device before access to system resources
is granted. Authorization determines the list of permitted
actions after successful authentication. Accounting
ensures the registration and storage of information on all
login attempts, executed commands, and user network
activity [10, 12].

Use of the RADIUS Protocol for Centralized
Authentication. The practical implementation of the
AAA model in corporate networks is often carried out
using the RADIUS (Remote Authentication Dial-In User
Service) protocol. This protocol provides centralized
authentication, authorization, and accounting of users
during access to network resources [10, 11].

The operating principle of RADIUS is based on
interaction among a client, a network device, and an
authentication server.

After receiving an access request, the network
device transmits the user credentials to the RADIUS
server, which verifies their validity and returns a decision
to grant or deny access [10, 11].

2.3 Secure Administration
of Network Equipment Using SSH

Secure management of network infrastructure is an
important component of ensuring the cybersecurity of
corporate networks.

Traditional remote administration protocols, such
as Telnet, transmit credentials and service information in
clear text, creating conditions for their interception and
subsequent system compromise [16].

To eliminate these shortcomings, modern networks
use the SSH (Secure Shell) protocol, which provides
secure remote management of network devices by
creating a cryptographically protected communication
channel between a client and a server [20].

2.4 Access Control Lists as a Network Traffic
Filtering Mechanism

Access Control Lists (ACL) are among the most
widespread tools for protecting network infrastructure.
This technology makes it possible to regulate the passage
of network traffic in accordance with defined security
rules and implement access policies among different
segments of a corporate network [16].

ACLs are sets of rules that define permitted or
prohibited actions for network packets based on
parameters such as source IP address, destination IP
address, port number, protocol type, and data
transmission direction [18].

2.5 Port Security Technology for Protecting
Switching Equipment

One of the most common threats at the data link
layer is the connection of unauthorized devices to a
corporate network. To minimize this risk, Port Security
technology is used on switches.

The operating principle of Port Security consists in
limiting the number of allowed MAC addresses on a
specific physical switch port. The administrator may
define permitted devices manually or automatically store
the MAC addresses of connected equipment.
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When a security policy violation is detected, the
switch may perform various actions: generate an incident
message, block traffic, or automatically disable the port.
This approach makes it possible to effectively counter
MAC Spoofing attacks, unauthorized equipment
connections, and attempts to gain access to corporate
resources.

2.6 Dynamic ARP Inspection as a Means of
Countering ARP Attacks

ARP Spoofing and ARP Cache Poisoning attacks
pose a significant threat to corporate networks, as they
allow an attacker to substitute records in the ARP tables
of network nodes and intercept network traffic [16].

To counter these attacks, Dynamic ARP Inspection
(DAI) technology is used. It ensures verification of the
authenticity of ARP messages within the network. The
operating principle of DAI is based on analyzing the
correspondence between IP addresses and MAC
addresses using a trusted database formed by the DHCP
Snooping mechanism.

When an ARP message is received, the switch
checks its correctness. If a mismatch is detected between
the declared IP address and the physical address of the
device, the packet is blocked and the event is recorded in
the security log.

3. Development and Research Results

3.1 Proposed Multilayered
Security Architecture

In the proposed corporate network architecture, the
Defense in Depth principle is implemented through the
combination of several protection layers.

At the physical infrastructure layer, access control
to server equipment and switching devices is provided.
At the data link layer, Port Security and VLAN-based
network segmentation are used to limit the possibility of
unauthorized connections and lateral movement of
attacks [2].

At the network layer, ACLs are applied to regulate
interaction among individual network segments and
implement the principle of least privilege.

At the application layer, a centralized authentication
system based on the RADIUS protocol is implemented,
while network equipment administration is performed
exclusively through the secure SSH protocol [17].

Continuous monitoring of network activity,
analysis of event logs, and auditing of user actions are
also important components of multilayered protection.
The integrated use of these mechanisms makes it possible
to ensure a high level of corporate network resilience
against modern cyber threats, reduce the risks of
compromising information resources, and increase the
overall reliability of information infrastructure
functioning [12].

Thus, the OSI model serves as a methodological
basis for building secure corporate networks, while the
implementation of the Defense in Depth principle
ensures the formation of a multilayered security system
capable of effectively countering modern threats to
information security.

3.2 Implementation of Centralized Access
Management Based on AAA and RADIUS

Within the proposed architecture, the AAA model
is used as the basis for centralized management of user
and administrator access.

Authentication is performed before access to
network resources is granted, authorization determines
the permitted resources and operations, and accounting
ensures the recording of login attempts, executed
commands, and user network activity. This approach
enables the consistent application of access policies and
provides traceability of actions within the corporate
network [9].

Within  the  proposed corporate  network
architecture, the RADIUS server functions as the central
node for authenticating users and network equipment
administrators, ensuring the implementation of the
principle of centralized access management.

3.3 Implementation of Secure
Administration via SSH

In the proposed network architecture, SSH is used
as the main mechanism for remote administration of
switches, routers, and server equipment, ensuring the
secure execution of configuration and diagnostic
operations [18].

3.4 Implementation of Inter-Segment
Communication Control

In the context of a VLAN-segmented architecture,
ACLs perform an important function in controlling inter-
segment interaction.

They allow limiting user access to critical servers,
regulating interaction among structural departments of an
enterprise, and implementing the principle of least
privilege [13].

3.5 Implementation of Port Security

Within the proposed architecture, Port Security is
used to protect the user ports of access switches, which
significantly increases the level of network connection
control [17].

3.6 Results of the Comparative Analysis

The results of the comparative analysis of corporate
to systematize the obtained results, the selected corporate
network protection technologies were compared
according to four main criteria: their functional purpose,
the corresponding layer of the OSI model, the principal
threats they counteract, and the practical advantages of
their implementation.

This comparison makes it possible to determine
the role of each security mechanism within the
proposed multilayered architecture and to identify
how the analyzed technologies complement one
another.

Particular attention was paid to the distribution of
security functions among the application, network, and
data link layers.

The results of the comparative analysis are
presented in Table 1.
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Table 1 — Comparative Characteristics of Corporate Network Protection Technologies

Technology Main purpose OSIIa)r;Lc;del Main threats countered Advantages of use
Authentication, Unauthorized access Centralized access
AAA authorization, and user Application L ' management and user
L - privilege abuse . L
activity auditing activity auditing
RADIUS Centralized agthentlcatlon of Application Use of local accounts, Single pqlnt of 'm_anagement
users and devices weak access control for security policies
Secure remote Password interception, Data encryption and
SSH - - Application Man-in-the-Middle protection of administrative
administration .
attacks sessions
o Unauthorized access . . .
ACL Control and f.llterlng of Network between network Flexible cc_)n_flguratlon of
network traffic access policies
segments
. MAC Spoofing, - .
Port Security Control .Of device . Data link unauthorized equipment Protection of phys!cal
connections to switch ports - network access points
connection
Dynamic ARP Verification of ARP Data link ARP Spoofing, ARP Protection of ARP
Inspection message authenticity Poisoning, MITM attacks | interaction integrity
Logical network . Lateral movement of Traffic isolation and
VLAN segmentation Data link attacks, data leakage incident localization
Formation of a trusted I1P—
DHCP. Control of DHCP traffic Data link Rogue .DHCP' DHCP MAC correspondence
Snooping Starvation database

Network protection technologies are presented in
Table 1.

As shown in Table 1, none of the considered
technologies provides complete protection of a corporate
network by itself.

Each mechanism is aimed at neutralizing a
particular class of threats and operates at the
corresponding layer of the OSI model. The highest
effectiveness is achieved through the integrated use of
access control, network segmentation, and network
interaction protection technologies. Such an approach
makes it possible to implement a multilayered
cybersecurity system that meets modern requirements for
corporate network infrastructure.

Thus, the results of the analysis indicate that the
integrated use of AAA, RADIUS, SSH, ACL, Port
Security, and Dynamic ARP Inspection forms a
multilayered protection system for a corporate network.

The combination of these mechanisms provides
centralized access control, secure administration of
network equipment, protection against data-link-
layer attacks, and effective management of
information flows, which corresponds to modern
requirements for building secure corporate
information systems [9].

4. Discussion of Research Results

The use of the AAA model significantly increases
the information security level of a corporate network due
to centralized access-right management, reduced risk of
unauthorized actions, and the possibility of security event
auditing. In modern corporate networks, AAA is a basic

component of Identity and Access Management (IAM)
systems.

The main advantage of using RADIUS is the
centralization of account management and security
policy processes.

An administrator is able to manage access to all
network resources from a single center, which
considerably simplifies administration and increases the
level of control over information infrastructure. In
addition, the use of RADIUS makes it possible to
implement detailed auditing of user actions and ensure
compliance with the information security requirements of
the corporate environment [12].

The main advantages of SSH are confidentiality of
transmitted data, protection against credential
interception, information integrity, and authentication of
the communicating parties. The use of SSH makes it
possible to significantly reduce the risks of Man-in-the-
Middle attacks and unauthorized access to network
equipment [16].

In the proposed network architecture, SSH is used
as the main mechanism for remote administration of
switches, routers, and server equipment, ensuring the
secure execution of configuration and diagnostic
operations.

The application of ACLs significantly reduces
the risks of lateral movement within a corporate
network and increases the effectiveness of information
flow control.

The use of Dynamic ARP Inspection makes it
possible to prevent Man-in-the-Middle attacks, ensure
the integrity of addressing processes in the local network,
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and increase the level of trust in network interactions
among nodes of the corporate infrastructure [13].

The combined use of Port Security and DHCP
Snooping strengthens control at the data link layer.

Port Security restricts device connections
through physical switch ports, while DHCP Snooping
prevents the operation of unauthorized DHCP servers
and creates a trusted IP-MAC address binding
database.

The integration of VLAN segmentation and ACL-
based traffic filtering is particularly important for
limiting the lateral movement of attacks. VLANS isolate
individual user groups and network resources, whereas
ACLs regulate permitted communication between the
created segments.

5. Conclusions

As a result of the study, modern threats to the
information security of corporate computer networks
were analyzed and the most critical vulnerabilities of
network infrastructure were identified. It was established
that the main sources of risk remain attacks at the data
link layer of the OSI model, the use of insecure
administration protocols, weaknesses in authentication

It is shown that effective cybersecurity can be
ensured only through the integrated application of
modern protection technologies. The most effective
mechanisms include centralized user authentication
based on the AAA model and the RADIUS protocol, the
use of the cryptographically protected SSH protocol, the
application of Port Security, Access Control Lists,
Dynamic ARP Inspection technologies, and logical
network segmentation using VLAN.
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KommiexcHuii migxix
10 3a0e3neyeHHs KibepOe3neku KOPNOPATHBHOI MepexeBoi iHppacTpyKTypu

T. M. Hepkau, A. O. Imutpenko, JI. A. Kiouko

AHoTaunisi. AkryaasHicTb. CTpIMKHH PO3BUTOK LUQPPOBHX TEXHOJOTIH, MIMPOKE BIPOBAIKCHHS KOPIOPATUBHHUX
iH(pOpMaLIHHUX CUCTEM 1 3pOCTaHHS KiTBKOCTI Kibep3arpo3 3yMOBIIOIOTh HEOOXIHICTh YAOCKOHAICHHS 3aXUCTY KOPIIOPATUBHOL
MepesxeBoi iHpacTpykTypu. TpaauiiiiHi MeTou, 3aCHOBaHI Ha BAKOPHUCTaHHI OKpPEeMHUX IPOrpaMHUX a0 anapaTHUX 3aco0iB, He
3a0e3MevyIoTh HaIeKHOI CTIMKOCTI IO cy4acHMX 0araToBeKTOpHHUX Kibeparak. ToMy akTyaidbHHM € (OpPMYBaHHS KOMILIEKCHOT
0araTopiBHEBOI CHCTEMH, CHOPSMOBAaHOI Ha 3a0e3MeueHHs KOH(IMEHIIHHOCTI, IUTICHOCTI Ta JOCTYIHOCTI KOPIOPATHBHUX
iHpopmaniitnux pecypcis. IIpeamer mocaixkeHHsI: MiAXOAM, MOJENi, MPOTOKOJIM Ta TEXHOJIOTIi 3a0e3nedyeHHs KibepOe3nekn
KOpHopaTuBHOI MepexeBol iHdpacTpykTypu. MeTa mocaimKeHHsI: OOIPYHTYBaHHS KOMIUICKCHOTO MiIXOAy A0 MOOYIOBH
3axXHIIEHUX KOPIIOPATUBHUX MEPEX HA OCHOBI 0AaraTOpiBHEBOTO 3aXHCTY Ta iHTEIPOBAHOTO 3aCTOCYBAHHS CYYacCHUX TEXHOJOTiH
MepeskeBoi Oe3mnexu. 3aBaanus gocaimkenns. [IpoananizyBaru pons Mozerni OS]y IpoekTyBaHHI 3aXUIEHUX MEPEX; BUSHAUUTH
OCHOBHI 3arpo3u; IOCHTIJUTH MEXaHI3MHU 3aXUCTy Ha PI3HHX PIBHIX MEPEKEBOI B3aEMOJIi; po3risHyTH KoHuenmiro Defense in
Depth; npoanamizysatu texnomorii AAA, RADIUS, SSH, ACL, VLAN, Port Security, DHCP Snooping i Dynamic ARP
Inspection Ta mepeBaru iX KOMIUIEKCHOTO 3aCTOCYBaHHs. MeTOau JOCTiKeHHsl. BUKOpHUCTAaHO METOIM CHCTEMHOrO aHawi3y,
NOpIBHSHHS, y3arajJbHEHHS Ta CHCTeMaru3alii HayKOBO-TEXHIYHOI iH(opMalil, CTPYKTYpHO-QYHKIIOHAJBHUM MiAXig i
MOJICIIOBaHHsI KOMIUIEKCHOI apXiTeKTypH Oe3leKkd KopropaTHBHOI Mepexi. Pe3yabraTm mociimkeHHs. BusHaueHO OCHOBHI
3arpo3u KOpIopaTuBHIM MepeskaM, 30kpeMa MAC Spoofing, MAC Flooding, ARP Spoofing, ARP Cache Poisoning, Man-in-the-
Middle, HecaHKIIOHOBaHE MIAKIIOYEHHS MPHUCTPOIB, KOMIIPOMETAIII0 OONIKOBUX 3aIUCIiB 1 MOPYIICHHS ITOJITHK JOCTYITY.
[IpoananizoBano konuenmito Defense in Depth Ta BcTaHOBNEHO, 0 OaraTopiBHEBUH MiAXin 0OMEXy€e HACTIAKA KOMIIPOMETAIIl
OKpEeMHUX KOMITOHEHTIB Mepexi. Po3ristHyTo 3acTocyBanns AAA i RADIUS s nenTtpanizoBaHoro ynpasiiHHs goctynoM, SSH —
JUISL 3aXUIIeHoro aaMinicTpyBanHs, ACL — 1 KOHTpoJIro MiXkcerMeHTHOI B3aemoil, a Port Security, DHCP Snooping i Dynamic
ARP Inspection — ans mpoTuaii arakam KaHajabHOrO piBHS. Beranosieno, mo VLAN-cermeHTalist crnpuse JoKamizarii
KiOepiHINAEHTIB, 0OMEXEHHIO TOPU30HTAIBHOTO MOLUIMPEHHS aTak i peai3auii NPUHIMIY HailMEeHIINX NpHBiieiB. BHcHOBKH.
KommnekcHe 3acrocyBanns AAA, RADIUS, SSH, ACL, VLAN, Port Security, DHCP Snooping i Dynamic ARP Inspection
BianoBifnHo mo konuenii Defense in Depth 3abe3neuye neHTpanizoBaHuii KOHTPOJb AOCTYIY, 3aXHIIEHE aJMiHICTpyBaHHS,
CEeTMEHTAIIiI0 MepexXi Ta MPOTUAIIO TOIINPEHNM MEPEKEBUM aTaKaM.

Knwuosi caoBa: kibepOesneka; KOpIOpaTHBHA Mepeka; MepeskeBa iHppacTpykrypa; iHpopmariiiHa Oesneka; Defense
in Depth; AAA; RADIUS; SSH; ACL; VLAN; Port Security; Dynamic ARP Inspection; mozens OSI; KOHTPOIIb HOCTYIIY.
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