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A RISK- AND TIME-BASED MODEL FOR PROCESSING INFORMATION FLOWS

IN THE PHYSICAL PROTECTION OF SPECIAL-PURPOSE AND CRITICAL
INFRASTRUCTURE FACILITIES

Abstract. The effectiveness of a physical protection system depends not only on sensor sensitivity, barrier delay, and
response-force readiness, but also on the timely, complete, and undistorted delivery of heterogeneous security data to the
decision-making level. This study proposes an integrated risk- and time-based model for processing information flows in the
physical protection of special-purpose and critical infrastructure facilities. The information environment is represented as a
directed graph. Transmission, processing, and queuing delays are combined with completeness, accuracy, consistency,
reliability, and cyber-resilience indicators. A partially non-compensatory information-quality index is developed by combining
a weighted geometric mean with the weakest component and a time-decay factor. Information latency is explicitly embedded in
the detection, delay, and response time balance, and analytical expressions are formulated for the probability of timely
intervention and residual risk. A 10,000-run Monte Carlo experiment is performed for a hypothetical three-zone facility. The
distributed backup route achieved an integral information-quality score of 0.849, compared with 0.782 for the centralized primary
route and 0.590 for the congested and partially compromised route. In the insider-bypass scenario, the distributed route increased
the probability of satisfying the time condition from 0.442 to 0.562 and the mean integrated interruption probability from 0.246
to 0.326. The proposed approach enables weaknesses in information channels to be evaluated jointly with physical barriers and
allows information routes to be selected dynamically according to event risk and the time available.

Keywords: physical protection system; information flow; information latency; data fusion, risk; time sufficiency; critical

infrastructure; partially non-compensatory model.

1. Introduction

Protecting special-purpose and critical infrastructure
facilities is essential to the uninterrupted operation of
energy, transport, communications, water supply, industry,
defense, and public administration systems. At such
facilities, a physical protection system integrates the
detection of an adversary, the delay of adversary
movement, and the timely intervention of response forces
within a single organizational and technical framework.
Under the classical approach, system effectiveness is
assessed using the probability of detection, the delay created
by physical barriers, and the time required for response
forces to reach the scene [1, 2]. The widespread deployment
of digital sensors, networked cameras, biometric access-
control devices, unmanned surveillance platforms, and
analytical software has shown that the interaction among
these three functions depends heavily on the information
infrastructure. If a sensor signal is not verified in time, an
event is misclassified, or a command reaches the response
force too late, the time reserve created by physical barriers
may lose part or all of its operational value.

Within the information environment of a physical
protection system, data about the same event arrive from
heterogeneous sources. A perimeter radar provides the
target coordinates and speed, a thermal camera supplies a
heat signature, a video surveillance system provides visual
features, an access-control system reports an identification
result, and a security officer contributes contextual
observations. These data differ in frequency, format,
accuracy, and reliability. Processing them separately

increases the operator’s information load, while
combining them without proper correlation may produce
contradictory decisions. More data do not automatically
result in better situational awareness. On the contrary, a
high false-alarm rate, repeated notifications, and multiple
interfaces can delay the appearance of a critical signal in
the overall information stream [3, 4].

The role of information flow in physical protection is
defined by two interdependent properties. The first is
information quality. Data used for decision-making must
be complete, authentic, consistent, traceable, and resilient
to cyber effects. The second is the time value of
information. Correct information may be tactically useless
if it arrives after the decision window has closed. An
information channel therefore cannot be evaluated solely
in terms of packet loss or availability. The entire route
from source data to a decision and an actionable command
must be considered, together with the route’s latency and
reliability and the time remaining in the event scenario.

Current regulatory and methodological documents
require defense in depth and a balanced combination of
detection, delay, and response functions in physical
protection [2, 5]. The NIST approach to operational
technology security emphasizes information-security
requirements such as availability, integrity, monitoring,
event logging, and network segmentation [6, 7].
Nevertheless, an important methodological gap remains
at the intersection of physical protection and information
processing. Information quality is often studied as a
separate cyber-resilience problem, whereas time
sufficiency is addressed as a separate physical protection
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problem. Consequently, there is no unified indicator that
measures how information latency reduces the time
reserve created by physical barriers and influences the
choice of an optimal route.

The purpose of this study is to develop a
methodological approach for modeling the generation,
transmission, processing, multisource fusion, assessment,
and conversion of data into management decisions in the
physical protection of special-purpose and critical
infrastructure facilities using risk and time criteria. To
achieve this purpose, the study formalizes the information
environment as a directed graph; determines route latency
and reliability; proposes a partially non-compensatory
information-quality indicator; incorporates information
latency into the time balance of physical protection;
develops a criterion for event prioritization and alternative-
route selection; and verifies the approach through scenario
analysis and Monte Carlo simulation.

The scientific contribution of the study consists of
three main results. First, the quality of an information
route is assessed not only through an average indicator,
but also by considering its weakest component and the
loss of information value over time. Second, information-
processing time is treated not as an external parameter of
the detection, delay, and response model, but as an
internal variable that directly reduces the available time
reserve. Third, route selection is formulated as a
multicriteria optimization problem involving information
quality, residual risk, violation of the time condition, and
resource consumption. This approach provides a
quantitative basis for demonstrating that a bottleneck in
an information channel can be as dangerous as a weak
link in a physical barrier.

2. Literature review

The theoretical foundation of physical protection
systems lies in the functional compatibility of detection,
delay, and response. Garcia relates the effectiveness of a
physical protection system to the probability that an
adversary will be detected and stopped by response
forces before completing a critical action [1]. The IAEA
recommendations identify defense in depth, a graded
approach proportional to the threat, assessment of
detection alarms, and the integration of response
measures as core principles [2, 5]. Wadoud et al. linked
detection, delay, and response functions to probabilistic
and temporal indicators when evaluating the physical
protection of a nuclear facility [8]. Although these studies
establish the time logic of physical protection, signal
transmission through a communications network,
queuing at processing nodes, and conversion into
decision-relevant information are generally subsumed
within an aggregated detection time.

In digital physical protection systems, sensors,
software, communications, and actuating elements create
cyber-physical interdependencies. IAEA  Nuclear
Security Series No. 42-G requires the integrity and
availability of computer-based systems that perform
nuclear security functions to be protected [5]. NIST SP
800-82 Rev. 3 emphasizes real-time requirements, high
availability,  deterministic ~ response,  continuous
monitoring, and risk-informed network architecture in

operational technology environments [6]. NIST SP 800-
160 Vol. 2 Rev.1 presents cyber resilience at the
systems-engineering level as the ability to continue,
recover, and adapt essential functions under adverse
conditions [9]. These sources show that information
infrastructure is inseparable from security functions, but
they do not provide a calculation mechanism that directly
links the current state of an information route to the time
remaining in a physical attack scenario.

In the field of multisensor data fusion, Hall and
Llinas systematized the basic principles of integration at
the data, feature, and decision levels [10]. The refined
JDL model proposed by Steinberg, Bowman, and White
distinguishes among object assessment, situation
assessment, impact assessment, and process refinement
[11]. Khaleghi et al. provided an extensive review of
uncertainty, conflict, correlation, and synchronization
problems in heterogeneous data fusion [12]. Castanedo
grouped data-fusion methods into data association, state
estimation, and decision-fusion approaches [13].
Tsanousa et al. compared architectures for storing,
indexing, and fusing sensor data in smart environments
[14]. This body of research demonstrates that combining
multiple sources can improve accuracy and event
recognition. In many models, however, latency is treated
only as a constraint or a computational cost, while its
effect on the probability of timely intervention by
physical response forces is not evaluated separately.

Under dynamic security conditions, situational
awareness is a major determinant of operator decision
quality. Endsley describes situational awareness through
three levels: perception of environmental elements,
comprehension of their meaning, and projection of their
future status [3]. In physical protection, this sequence
corresponds to receiving a sensor signal, classifying the
event, assessing the adversary’s intent, and selecting a
response option. As the volume of information presented
to the operator increases, selection and prioritization
become more important. Situational awareness is
improved not by the number of data items displayed on a
screen, but by information that is relevant to the decision
and delivered in time.

Studies of security operations centers demonstrate
the practical consequences of a high notification load.
Agyepong et al. established the need for systematic
performance indicators to measure analyst work [15].
Forsberg and Frantti proposed a framework of technical
metrics for detection, investigation, and response
processes [16]. Tarig et al. identified false alarms,
disconnected dashboards, staff shortages, and excessive
notification volumes as key causes of alert fatigue [4].
The probabilistic cyber-alert management model
developed by Chen et al. demonstrates the value of
prioritization based on risk and uncertainty [17]. These
findings are equally relevant to the control center of a
physical protection system. The key difference is that, in
a physical intervention scenario, the consequences of a
delayed decision may emerge immediately in the real
facility and affect people, rather than remaining confined
to the information system.

Recent research has shown growing interest in the
joint assessment of physical and cyber effects. Sandia
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studies indicate that cyber effects on digital detection and
delay measures can weaken physical protection functions,
while alternative detection and response architectures can
improve overall system effectiveness [18, 19]. The scenario-
based assessment by Wadoud et al. further strengthens the
route and time logic [8]. Nevertheless, the partially non-
compensatory aggregation of information completeness,
authenticity, consistency, channel reliability, and cyber
resilience, together with the direct subtraction of
information latency from the available time reserve, has
not yet been sufficiently developed within a unified model.

A comparative review of the literature reveals three
gaps. First, data-fusion models focus primarily on
information content and accuracy but generally do not
account for the decision deadline imposed by physical
protection. Second, physical protection models assess
time sufficiency but do not explicitly describe the internal
delay structure of the information route. Third, cyber-
resilience documents protect availability and integrity but
do not formalize dynamic route selection according to the
risk level of the current physical attack. The proposed
methodology brings these three directions together
within a unified risk-time framework.

Several English-language studies included in the
reference list examine conceptual models of multilevel
physical protection, the limitations of normative design
under dynamic threats, justification of requirements,
systems analysis of the design process, and the integration
of machine learning with physical-process models [20—
22]. Findings on the probabilistic formalization of risk,
individual, collective, and societal risk indicators, time
sufficiency, and sensitivity indicators strengthen the
theoretical basis of the risk-time framework [23, 24].

The role of information processes in conceptual
design, the derivation of measurable requirements, and
information-to-action ~ requirements in  high-tempo
operations have also been investigated [25]. Research on
selecting cyber-defense architectures for critical
information infrastructure, the cyber resilience of
communications and command systems under hybrid
attacks, the efficiency of MIMO-based multiservice
networks, the probabilistic-temporal limitations of
software-defined network controllers, and network
indicators under dynamic threats provides a basis for
defining reliability criteria for information routes [26-28].

At the sensor level, findings on advanced sensing
technologies, intelligent monitoring, deep learning,

multisensor detection of ground targets, multimodal
fusion, and multisensor architectures for unmanned aerial
vehicles support the joint assessment of information
completeness, authenticity, and consistency [29, 30].

Research on accelerating decision-making through
C4ISR architecture, visual analytics in security systems,
and the use of C4ISR systems in operations provides a
methodological foundation for processing information
flows at the decision level [31-33]. A systems approach
to protecting critical infrastructure in  urban
environments, monitoring special-purpose information
networks, analyzing information flows in technical
support, and assessing the efficiency of critical
communications infrastructure extends the practical
scope of the model [34, 35].

3. Methodology

3.1. Research design and basic assumptions

The study combines conceptual modeling, graph
theory, probabilistic ~ assessment, multicriteria
aggregation, scenario analysis, and Monte Carlo
simulation. The physical protection facility is represented
by three levels: an external perimeter, an internal
protected zone, and a critical zone. Each zone contains
detection sources, preliminary-processing devices,
communication nodes, and decision-making elements.
The endpoint of the information flow is not limited to the
central control room, but also includes the operational
command delivered to the response force. The route
therefore covers every stage from signal generation to
receipt of an actionable instruction.

The model is based on the following assumptions:
event scenarios are assigned to predefined threat classes;
the processing time and reliability of each information
node can be estimated; at least one functional backup
route exists; quality indicators are normalized within the
interval from O to 1; event probability and impact severity
are obtained from the risk register; and the response-force
travel time is represented as a scenario-dependent
random variable. In an operational system, the model can
be calibrated using logs, network telemetry, sensor tests,
and exercise results.

Fig. 1 traces the sequence from data generation to
response action and feedback. At the sensor level, the
initial signal undergoes filtering and feature extraction
before being correlated with other sources (Table 1) at
the multisource fusion node.

Table 1 — Information sources and assessment characteristics in physical protection

Information source Primary data

Typical risk Characteristic assessed in the model

Perimeter radar and
vibration sensor

Coordinates, speed, boundary
violation

Atmospheric effects, false

alarms Authenticity, reliability, latency

Daylight and thermal
cameras

Image, object features,
trajectory

Degraded visibility, loss of

Completeness, consistency, cyber

video stream resilience

Identification, authorization,

Access-control system :
time of passage

Credential forgery, insider

threat Authenticity, traceability, integrity

Observation, context,

Security officer confirmation

Subjectivity, delayed

reporting Authenticity, processing time

OT and building
automation

Status of doors, locks, power,
and equipment

Cyber interference,
synchronization error

Availability, consistency, cyber resilience
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INFORMATION SOURCES

PROCESSING AND ASSESSMENT

[ Time criteria: T, AT J

tion fTow I

Perimeter sensors
Initial processing,
J filtering and

feature extraction

Video and thermal

Risk- and time-based
threat assessment

Multi-source fusion
and correlation

surveillance

Information quality: C,A,D,P,5 J

Access control
and personnel

DECISION AND EXECUTION

Response action and
outcome recording

OT and building
automation

Decision and
route selection

Command
transmission

FEEDBACK, CALIBRATION AND ADAPTIVE UPDATING

Fig. 1. Structural and functional model of information flow in a physical protection system

The threat assessment determines the event
probability, target criticality, and remaining time reserve.
The decision module assigns a priority and selects a
route, the command is transmitted to the response force,
and the outcome of the action generates feedback for
updating the model parameters.

3.2. Graph model of the information environment

The information environment is represented as a
directed, attributed graph:

Gy = (V,,E;,8y,05), 7€ R, €))

Here, V, is the set of sensor, processing, fusion,
decision, and execution nodes; E, is the set of
communication links between nodes; 6, contains the
node parameters; @ contains the channel parameters;
and R, is the set of feasible information routes for
scenario s. Each arc (i,j) of the graph is assigned a
transmission time ¢{7, a queuing time ¢*“, a successful-
transmission probability p;;, and the current channel load
u;;. Each node j is characterized by a processing time
t/", a correct-processing probability pf", and a
computational reserve.

The total information latency along route r for event
s is defined as follows:

M) = Y (et + ) 0+
@i, ))er jer

+edec 4+ t5me, (2)

Here, t2¢¢ is the time required to formulate the
decision, while tS™¢ is the time required to transmit the
operational command to the response force. This
decomposition makes it possible to identify the source of
the delay. For example, a high ¢l may indicate network
or server congestion, whereas a high t#¢¢ may indicate

inefficiency in the operator interface, procedure, or
event-classification process.

Assuming independent ~ components,  the
information reliability of a route is estimated using the
following product:

P (r) = l_[ pij,snp;".:' 3
(i,j)er jer
When common-cause failures exist among

components, the product estimate may be optimistic. In
operational applications, dependencies such as a shared
power source, synchronization service, network switch,
or software platform should be represented by separate
group coefficients. For this purpose, a correction
coefficient y, € [0,1] for common-cause failure can be
applied to the resulting value of P; ;(r).

3.3. Partially non-compensatory assessment
of information quality

Information quality is described by five basic
components: completeness  Cg,, authenticity A,
consistency Dg,, route reliability P;,, and cyber
resilience Sg,. Completeness represents the extent to
which the attributes required to describe an event have
been obtained. Authenticity expresses how accurately the
information reflects the actual situation. Consistency
indicates the absence of conflicts among sources.
Reliability is the probability that information will be
processed and transmitted without loss. Cyber resilience
is the ability to preserve the critical information function
under cyberattack or failure conditions.

Initial indicators measured on different scales are
converted into benefit-type criteria. A benefit indicator is
normalized using the following expression:

Xsrk — xlz

sk = 71 — 0< sk <1
X — Xk

4

Here, x; and x; are the best and worst reference
values, respectively, for criterion k. Cost-type indicators,
such as latency and packet loss, are normalized in the
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opposite direction. The reference values should
preferably be derived from acceptance-test protocols,
service-level requirements, and threat scenarios rather
than solely from expert judgment.

A simple weighted sum allows a weak indicator to
be fully offset by other indicators with high values. Such
compensation may produce an unacceptable result in
physical protection. For example, high completeness
should not compensate for low reliability if otherwise
complete and accurate information has been altered by a
cyberattack or arrives after the decision deadline. The
integral information-quality score is therefore calculated
using the following partially non-compensatory function:

Ql,s(r) =
m 1-n
= [1_[ q:}ﬁkl [minlsksmqs,r,k]nexp[_AsTl,s (T‘)] (5)
k=1

Here, w, = 0 and Yj=,wy, = 1 are the criterion
weights; n € [0,1] is the sensitivity coefficient for the
weakest link; and A, > 0 is the rate at which the time value
of information decays. When n = 0, the model reduces to
weighted geometric aggregation. As 7 increases, the
model responds more strongly to the weakest component.
The exponential factor gives preference to the route with
lower latency when two routes have the same underlying
quality. The value of A, varies with event dynamics. It
should be small for a slowly developing event and larger
for a rapid armed intrusion or an adversary already close
to the critical zone. The criterion weights can be
determined through expert pairwise comparison, the
entropy method, or a combination of both. In the present
calculation, the weight vector for completeness,
authenticity, consistency, reliability, and cyber resilience
isw = (0.20,0.25,0.15,0.20,0.20). Authenticity receives
a relatively high weight because it directly affects decision
correctness, while the minimum-component factor creates
a mandatory protective threshold for all indicators. The
weakest-link sensitivity is set to n = 0.25, and the
information-aging parameter is set to A, = 0.025 s~1.

3.4. Time sufficiency, intervention probability,
and residual risk

The principal decision constraint in physical
protection is the time available before an adversary
reaches the target and completes the critical action. Let
Tps denote the time required for the adversary’s
unimpeded movement and action, T; ¢ the additional
delay created by physical barriers, T the interval
between the first detectable adversary action and the
generation of a reliable alarm, and Ty ; the time required
for the response force to reach the intervention point after
receiving the command. The time margin for scenario s
and information route r is then defined as:

ATs,r = T/?,s + TG,s - TD,s - [Tl,s(r) + TR,S]- (6)

The condition AT, > 0 indicates that the response
force can intervene before the adversary completes the
critical action. A negative value means that the
information and response chain exceeds the time reserve
created by the physical delay measures. Equation (6)

makes information latency an explicit variable in the
physical-protection time balance. Under this formulation,
every additional second of network or decision latency
reduces the time margin by the same amount.

Because the parameters are probabilistic, a strict
threshold of zero alone is insufficient. The probability of
timely intervention is evaluated smoothly using a logistic
function:

1

1+ exp[—icsATs,T]'

Here, k, determines the sharpness of the time
threshold. When AT, is strongly positive, Pr(r)
approaches one; when it is strongly negative, the
probability approaches zero. Near the threshold, the
logistic function provides a more realistic representation
of measurement and execution uncertainty.

Timely and correct event detection, information-
route quality, satisfaction of the time condition, and the
neutralization capability of the response force jointly
determine the integrated intervention probability:

Pint,s (T') = PD,s Ql,s (T') PT,s (T’) PN,s- (8)

Here, Py ; is the probability of detecting the event,
and Py s is the probability of neutralizing the adversary
once a timely engagement has occurred. Multiplying the
factors preserves the direct influence of any weakened
function on the final result.

If m, is the probability that scenario s will occur
during the period under consideration and Lg is the
impact severity of its successful realization, the residual
risk is calculated as:

Rres,s(r) = T[sLs[l - Pint,s (T)] )

This expression shows that route selection affects
not only technical quality but also the criticality of the
protected asset.

The same improvement in route quality produces a
greater reduction in risk for a scenario with more severe
consequences.

PT,s (T) = (7)

3.5. Event prioritization and route selection

When several alerts are generated at the same time,
their processing order should not be determined solely by
arrival time. The following risk-time priority index is
proposed for event h:

pAh Lh Uh Kh

maX(Tremaining,h' ’S) .

Here, Py, is the current probability that the event
represents a genuine threat; L, is the normalized severity
of the potential damage; U, is the information-
uncertainty coefficient; K, is the criticality of the target;
Tremaining_h is the time remaining for a decision; and ¢ is
a small constant that prevents division by zero. A high
threat probability, severe potential damage, a critical
target, and little remaining time all increase the priority.
Including the uncertainty coefficient prevents an
unconfirmed but potentially high-consequence event
from being assigned an unduly low priority.

Route selection is formulated as a multicriteria
optimization problem:

I, = (10)
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= argminreﬁs{a[l - Qi s(M] +

Ryess(r) Cr max(O, —A Ts‘r) 1
Rgnax cmax Tref ( )

Here, ¢, 1is the route’s consumption of
communication, computing, and energy resources; «, f3,
y, and & are the weights of the objective function. For
critical events, § and § may be assigned relatively high
values, whereas y may be larger during routine operation.
The selection is performed subject to the following
mandatory thresholds:

Qus() 2 Q" P (1) = A, T, () < T/, (12)

+B

If a route fails to meet any mandatory threshold, a
favorable average value in the objective function is not
sufficient for its selection. This property retains the
partially non-compensatory logic at the optimization stage.

Figure 2 presents the logical sequence of the
algorithm. After receiving an event, the system evaluates
source reliability and information quality, then calculates
latency and the time margin for the feasible routes. Routes
that fail to meet the mandatory thresholds are excluded.
The remaining alternatives are compared using risk,
quality, time, and resource criteria. If the current route falls
below a threshold, the system switches to a backup route
and reassesses the outcome through feedback.

[Event and initial signal reception]

4

_[ Assessment of information quality, threat risk,
and remaining time

v

[ Formation of feasible information routes: reR ]V——————————————ﬂ

!

Calculation of risk, time, and quality indicators
for each route
Qi(r), Ti(r), AT(r), R(r)

reassessment

Is a feasible route available?
Qi(r) = Qmin, AT(r)=0,
R(r) = Rmax

Formation of a backup route|
and request for additional
information

monitoring, calibration, and recalculation

Risk- and time-based prioritization of feasible routes
IT5(r) = wrer(r) + woo(r) — wrer(r)

)

Selection of the optimal information route
r* =arg mgxl'h,(r)
TERy

k J

Command transmission, execution confirmation,
and outcome recording

Fig. 2. Algorithm for risk-time-based prioritization and information-route selection

3.6. Computational experiment and input data

A hypothetical three-zone critical infrastructure
facility is used to verify the methodology. The first zone
contains perimeter radar, a vibration sensor, and daylight
and thermal cameras. The second contains access control,
video analytics, and a security post. The third contains
critical-room sensors, an independent local controller,
and the response force. Three information modes are
compared: 1y, the primary route through a central server;
15, a distributed backup route with local edge processing
and an independent communication channel; and 5, a
degraded route characterized by high load, packet loss,
and indications of cyber interference.

As shown in Table 2, route r; has high
completeness, but its cyber-resilience value of 0.84
lowers the minimum component. Route r, has slightly
lower completeness at 0.89, yet its advantages in
authenticity, reliability, cyber resilience, and latency

increase the integral result. For route r3, both the quality
components and the temporal indicator deteriorate. The
combined effects of exponential aging and the minimum-
component penalty therefore reduce Q; to 0.590.

Three threat scenarios are considered: sq,
unauthorized entry through the perimeter; s,, a
coordinated forced intrusion; and s, an insider bypassing
the access procedure for the critical zone (Table 3). The
parameters do not reproduce classified information from
an actual facility. They are engineering-realistic synthetic
values selected to demonstrate the behavior of the method.

After the deterministic calculation, the effect of
uncertainty is evaluated using Monte Carlo simulation
(Table 4). A total of 10,000 runs is performed for each
scenario and route. T)) and Tx are modeled using normal
distributions with standard deviations equal to 10% of
their respective means. T; and T, are modeled using
normal distributions with standard deviations equal to
15% of their means.
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Table 2 — Initial and integral indicators of the information routes

Route T, s c A D P S Q;
1, centralized primary 4.8 0.92 0.90 0.88 0.94 0.84 0.782
1y, distributed backup 3.1 0.89 0.93 0.91 0.97 0.93 0.849
73, congested and compromised 10.6 0.86 0.81 0.77 0.83 0.70 0.590
Table 3 — Time and probability parameters of the threat scenarios
Scenario T, s T;, S Tp, S Tk, S Pp Py
s1, perimeter intrusion 75 25 4 65 0.94 0.90
s,, forced intrusion 52 18 5 54 0.90 0.88
s3, insider threat 38 10 8 36 0.82 0.85
Table 4 — Monte Carlo simulation results, 10,000 runs
Scenario Route Mean 4T, s P(AT = 0) Mean P,; 5th percentile | 95th percentile

51 n 26.21 0.993 0.654 0.650 0.662

51 7 27.99 0.995 0.713 0.712 0.718

51 3 20.49 0.969 0.479 0.383 0.499

Sy n 6.32 0.786 0.472 0.026 0.619

Sy 7 7.87 0.836 0.545 0.058 0.672

Sy 3 0.46 0.525 0.244 0.001 0.467

S3 n -0.84 0.442 0.246 0.006 0.533

S3 7 0.89 0.562 0.326 0.014 0.586

S3 3 -6.61 0.138 0.075 0.000 0.337

To preserve positive values, T; is modeled using a
lognormal distribution. The coefficient of variation is set
to 0.15 for r; and r, and to 0.25 for r;. The random-
number generator seed is set to 20260816 to ensure
reproducibility. A value of k;, = 0.45 s is used for the
sharpness of the time threshold.

4. Discussion of results

The deterministic results show that changing the
information route directly affects the time balance of
physical protection. In scenario s;, a large positive time
margin remains for all routes. The values are AT11=26.2 S
for the primary route, AT12=27.9 s for the distributed
route, and ATy 3 = 20.4 s for the degraded route. Because
P+ is close to one in this scenario, most of the difference
in the integrated intervention probability is attributable to
information quality. The corresponding Pin values are
0.662, 0.718, and 0.499. In the forced-intrusion scenario
s,, the system approaches the time threshold. The time
margin is 6.2 s for r;, 7.9 s for r,, and only 0.4 s for r;.
The probability of timely intervention obtained from the
logistic function is 0.942, 0.972, and 0.545, respectively.
On the degraded route, the increase in mean latency to
10.6 s consumes almost the entire time reserve.
Consequently, while the integrated intervention
probability is 0.654 for r,, it falls to 0.255 for r5. In other
words, with the detection and neutralization indicators
unchanged, disruption of the information chain alone can
reduce the protection outcome by 61%.

Scenario s5, involving an insider threat,
demonstrates the greatest sensitivity to the information
route. Because the insider has already bypassed part of

the perimeter barriers and detection occurs later, the
decision window is narrow. The time margin is -0.8 s for
1y, 0.9 s for r,, and -6.6 s for r5. A reduction of only 1.7
s in route latency changes the time condition from
negative to positive compared with the primary route.
This change increases P; from 0.411 to 0.600 and Py,
from 0.224 to 0.355. It follows that, in scenarios close to
the time threshold, a small difference in information
latency may have a greater operational effect than
improvements in the individual quality components.

The Monte Carlo results reveal substantial
distributions behind the deterministic values. In scenario
s1, the time margin is large and the distribution of P;,,; is
therefore relatively narrow. In scenarios s, and ss,
variability in the response and attack times creates wide
differences between the 5th and 95th percentiles. For
example, the mean intervention probability for the
combination of s, and r, is 0.545, whereas the 5th
percentile is only 0.058. This result indicates that a
decision based solely on the mean may be excessively
optimistic. Route selection at critical facilities should
therefore be evaluated using a lower percentile or a
conditional risk measure in addition to the mean result.

Figure 3 shows that the distributed backup route
performs best in all scenarios, although the scale of its
advantage depends on the risk-time conditions. In the
perimeter scenario, the improvement is limited because
the time condition is almost always satisfied for every
route. In the forced-intrusion and insider-threat scenarios,
the faster and more resilient route affects the result
through two channels: it increases Q, and enlarges the
time margin that determines Pr.
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Fig. 3. Comparison of time-condition satisfaction and integrated intervention probability across scenarios

Compared with the centralized primary route, the
distributed backup route increases the mean P;,,; by 8.9%
for s;, 15.3% for s,, and 32.7% for s;. This nonlinear
improvement shows that the relative importance of
information latency increases as the threat approaches the
critical zone.

A centralized architecture may be convenient for
management and auditing, but routing all information

Table 5 — One-way sensitivity analysis for the main parameters

through the same server, switch, and analytical service
introduces a common-cause failure. An edge-processing
node and an independent communication channel reduce
this dependency by transmitting the minimum
information set required for a decision over a shorter
route.

The sensitivity analysis identifies response time Tx
as the most influential parameter (Table 5).

T | S e
T;, -20% and +20% +2.25% -2.41% Increased latency affects the result through both Q; and P
Tg, -10% and +10% +2.60% -22.35% The nonlinear effect near the time threshold is strongest
A, -20% and +20% +1.56% -1.54% The information-aging rate has an approximately symmetric effect
n,0.10 and 0.40 +0.61% -0.60% ;I’rr;ebv;/gilléees(.jt-link penalty is limited when the quality components
A, -0.05 and +0.05 -1.31% +0.99% The quality result changes because authenticity has a high weight
S, -0.05 and +0.05 -1.11% +0.79% Cyber resilience preserves the advantage of the backup route

A 10% increase in Ty reduces P;,; by 22.35% for
the combination of s, and r,. The fact that the decrease
is much larger than the corresponding increase is
explained by the nonlinear nature of the logistic function.
When the system is close to the time threshold, a negative
change produces a sharp loss, whereas the benefit of a
positive change is limited as the probability approaches
one. This finding indicates that information-route
optimization should be coordinated with response-force
deployment and readiness.

The relatively low sensitivity to 7 is attributable to
the balanced quality components of the selected route r,.
If one component, such as cyber resilience, fell to 0.50,
the influence of the minimum-component factor would
increase considerably. The parameter 7 is therefore not
merely a mathematical hardening factor. It expresses the
facility’s risk attitude toward a weak link. At high-
consequence facilities, a higher value of n and separate
minimum thresholds for each component are appropriate.

A three-level management structure is proposed for
practical application of the methodology. At the strategic
level, acceptable risk, minimum @;, minimum P;, and
maximum information-latency  thresholds  are
established. At the operational level, the state of routes,
server and network loads, sensor failures, time
synchronization, and cyber incidents are monitored. At
the tactical level, the priority of a specific event is
calculated, a route is selected, and a response command
is generated. This division links technical indicators to
management decisions.

The proposed model also offers a different way of
addressing false alarms. Simply filtering out false alarms
may increase the risk of losing a genuine event. In addition
to threat probability, the priority index considers potential
damage, target criticality, uncertainty, and the remaining
time. Consequently, a low-confidence signal associated
with a critical target and a narrow decision window is not
rejected outright. Instead, it is sent for urgent verification
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through an additional sensor request or a more reliable
route. This approach establishes a functional balance
between automation and operator oversight.

From a scientific perspective, the model connects
data-fusion theory with the time sufficiency of physical
protection. In the data-fusion literature, the principal
objective is to improve the accuracy of a unified situation
picture [10-14]. In the physical protection literature, the
main objective is to enable response forces to intervene
before the adversary completes the critical action [1, 2,
8]. Equation (5) integrates the quality and time value of
information, while Equation (6) links that value to the
physical ~ time margin. Information-architecture
improvements can therefore be assessed not merely as IT
performance measures, but as investments in physical
security.

The study also has several limitations. First, the
computational experiment uses synthetic data and cannot
be treated as a direct normative result for a specific
facility. Second, Equation (3) assumes conditional
independence among components, although operational
systems contain power, software, and communication
dependencies. Third, P, and Py are treated as constants,
although they may correlate with weather, adversary
tactics, personnel readiness, and information quality.
Fourth, the parameter k, of the logistic function must be
calibrated using exercise and incident data. Future studies
could address these limitations through Bayesian
networks, common-cause failure models, and adaptive
weight updating based on real-time telemetry.

5. Conclusions

This study develops a model that integrates risk and
time criteria for processing information flows in the
physical protection of special-purpose and critical
infrastructure facilities. From generation of the sensor
signal to delivery of the operational command to the
response force, the model separately accounts for
transmission, queuing, processing, decision, and
command delays. Representing the information
environment as a directed graph makes it possible to
identify alternative routes, bottlenecks in nodes and
channels, and common-cause dependencies.

Combining completeness, authenticity,
consistency, reliability, and cyber resilience through a
weighted geometric mean, a minimum-component
factor, and an exponential time penalty limits full
compensation for a weak indicator. This property is
essential for critical protection systems because distorted,
unreliable, or delayed information cannot be considered
safe merely because other quality indicators are strong.
The proposed Q; indicator reflects not only the technical
correctness of information, but also its operational
usefulness for the specific event.

Including information latency in the time-
sufficiency equation shows that each unit of time lost in
the communication and processing chain reduces by the
same amount the reserve created by physical barriers.
Near the time threshold, this effect is nonlinear. In the
insider-threat scenario, switching from the primary route
to the distributed backup route changes the deterministic
time margin from -0.8 s to 0.9 s. In the Monte Carlo
experiment, it increases the probability of satisfying the
time condition from 0.442 to 0.562. The mean integrated
intervention probability rises from 0.246 to 0.326,
corresponding to a relative improvement of 32.7%.

The results confirm that route selection should not
be treated as a static network rule. It should be
implemented as a dynamic decision based on event
probability, impact severity, target criticality,
information uncertainty, and the remaining time.
Distributed processing and an independent backup
channel not only increase availability, but also widen the
decision window. The design of a physical protection
system should therefore specify mandatory thresholds for
the latency, reliability, and cyber resilience of
information routes alongside sensor and barrier
performance requirements.

For practical implementation, the model parameters
should be calibrated using the facility’s risk register,
acceptance tests, communication logs, operator-activity
records, and tactical exercise results. The strategic level
should define acceptable risk and minimum quality
thresholds; the operational level should monitor route
and node status; and the tactical level should provide
real-time prioritization and route switching. Future
research may validate the model using data from an
operational facility, represent correlated failures through
Bayesian networks, detect adversarial data manipulation,
and update weight parameters adaptively.
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Mopaeanb 06po0/eHHs iHpopMaLiHHUX MOTOKIB 3 ypaxXyBaHHSIM PU3HKY Ta 4acy
B cHcTeMax (pi3sHYHOro 3aXHCTy 00’ €KTIiB cneniaJibHOr0 MPU3HAYEHHS TA KPUTUYHOI iHppacTPpyKTypH

E. I. Tamumos, P. I'. Axynmnos, A. M. Tani6os, M. P. PagoBanosuu

AHoTanisa. EpexTuBHICTE QYHKIIOHYBaHHA CHCTEMH (i3UYHOTO 3aXHCTy BH3HAYAETHCS HE JIMIIE XapaKTepUCTUKAMU
YYTJIMBOCTI 3ac00iB BHSBICHHS, 4acOM 3aTPUMKH, IO 3a0e3medyeThcst (i3MYHUMH Oap’epamMu, Ta piBHEM TOTOBHOCTI CHII
pearyBaHHs, ajie i CBOEYACHICTIO, TIOBHOTOK Ta LINICHICTIO TMEpEelaBaHHSA HEOMHOPIAHUX AaHUX Yy cdepi Oe3neku M0 piBHA
MIPUIHATTS pilieHb. Y poOOoTi 3aIpOIIOHOBAHO IHTErPOBaHy MOAENIL 00pOOIIeHHS iHPOPMALIiITHUX MTOTOKIB 3 ypaxyBaHHSIM PU3UKY
Ta YaCOBUX XapaKTEPHCTHK JUIsl CUCTEM (i3MYHOTO 3aXHCTy 00 €KTIB CIEIiaJbHOTO MPU3HAYEHHS Ta KPUTHYHOT iHPpacTpyKTypH.
THdopmariitHe cepenoBuIIie TOAAHO Y BUTIIAL OpieHTOBaHOTO Tpada. YacoBi 3aTpUMKH NiepeiaBaHHs, 00poOIeHHS Ta O9iKyBaHHS
iHpOpMaIii B yeprax iHTErpOBaHO 3 MMOKAa3HWKAMHM ii TIOBHOTH, TOYHOCTI, y3TO/DKEHOCTI, HaIiiHOCTI Ta KibepcTifkocTi. Jlis
KOMILIEKCHOTO OIlIHFOBaHHS SIKOCTi iH(OpMAIii po3poOJICHO YaCTKOBO HEKOMIICHCATOPHHN IHIEKC, IO IOEIHYE 3BaXKCHE
TEOMETPHUIHE CepeHe, 3HAUEeHHS HalcrmaOmoi CkiIagoBoi Ta Koe(il[leHT 9YacoBOTO 3racaHHsA. 3aTPHMKy iH(oOpMaIii sIBHO
BpaxoBaHO B OanaHci 4acy BUSIBJICHHS, 3aTPUMKH IMOpYIIHHKa Ta pearyBaHHA. CGOpMy/IbOBaHO aHATHYHI BHpa3H Ui
BU3HAYCHHS IMOBIPHOCTI CBOEYACHOTO BTPYYaHHs Ta OLIHIOBAHHS 3JIMIIKOBOTO PU3UKY. J[1s rimoTeTHyHOro 06’exTa 3 TphoMa
(GYHKIIOHATBHUMH 30HaMH TIPOBEICHO iMiTaliifHUI ekcriepuMeHT MeTotoM MonTe-Kapiio, mo oxorutoas 10 000 peanizariiii. 3a
pe3ynbTaTaMi MOJICIIOBAHHS BCTAHOBIICHO, 1110 PO3MOAUICHHUI pe3epBHUI MapIIpyT 3a0e3nedrB iHTerpalbHUil MOKa3HUK SIKOCTI
iHpopmanii Ha piBHI 0,849, Tomi SK IUIA IEHTPAi30BAHOTO OCHOBHOTO MapHIpyTy Iei mokasHuK ctaHoBuB 0,782, a mis
MIePEeBaHTAKCHOTO Ta YaCTKOBO CKOMIIpoMmeToBaHoro Mapmpyty — 0,590. Y cuenapii o6xomy cucTeMH ()i3UYHOTO 3aXHUCTY
BHYTPIIIHIM TTOPYIITHIKOM BHKOPHCTaHHS PO3IOAUICHOTO MAapUIPYTy Jajo 3MOTY IiJBHINNTH HMOBIPHICT BUKOHAHHS YacOBOI
ymoBH 3 0,442 10 0,562, a ceperHio iHTErpanbHy HIMOBIpHICTS IepepuBaHHs il mopynranka — 3 0,246 mo 0,326. 3anpornonoBanmuit
ninxig 3abesnedyye KOMIUIEKCHE OI[IHIOBaHHsS Bpa3iMBOCTEeH iH(OpPMAI[iHUX KaHATIIB y B3a€MO3B’S3Ky 3 XapaKTEPUCTHKAMH
¢bizuuHmx 6ap’epiB Ta Aae 3MOTY 3AIHCHIOBATH TUHAMIYHUIT BUOip MapIIpyTiB nepeaaBanHs iHGopMallii 3a1eXKHO Bij piBHS PU3UKY
nozii # JOCTYIHOTO Yacy AJIs pearyBaHHs.

Kaw4yosi croBa: cucrema Gpi3u4HOTO 3aXUCTy; iIHPOpMAIHHIIN TOTIK; 3aTpUMKa iHpOpMaIlii; iHTerpamis TaHuX; pU3HK,
JIOCTaTHICTD Yacy; KPUTHIHA iHPPACTPYKTYpPa; Y4aCTKOBO HEKOMIICHCATOPHA MOJEIb.
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