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LOCAL RECONFIGURATION OF 5G NETWORK SLICES
UNDER NODE FAILURES AND OVERLOADS

Abstract. Relevance. The rapid deployment of 5G networks and the widespread use of network slicing create new chal-
lenges for ensuring service reliability and resilience. Virtualized infrastructures based on Network Functions Virtualization
increase flexibility but also introduce higher failure rates and performance variability. In such environments, centralized
recovery mechanisms often fail to meet strict latency requirements, especially for ultra-reliable low-latency communication
services. Research object: The research object is the process of failure recovery and resource reconfiguration in virtualized
5G network slicing environments under node failures and progressive overload conditions. Purpose: The purpose of the
study is to develop an efficient distributed method for local reconfiguration of network slices that enables rapid recovery of
virtual network functions while considering slice priorities, migration costs, and latency constraints. Results. A distributed
local reconfiguration (DLR) framework is proposed, based on a hierarchical architecture consisting of a global orchestrator,
regional slice managers, and local monitoring agents. The approach introduces a multi-objective optimization model for slice
manager placement and a unified migration cost function that considers computational, network, disruption, and SLA penalty
components. Localized recovery algorithms are developed to handle both catastrophic node failures and progressive overload
scenarios while prioritizing slices according to their service requirements. Conclusions. The proposed distributed slice re-
covery framework enables fast and scalable reconfiguration of 5G network slices under failure conditions. By combining
slice-aware prioritization, cost-aware migration decisions, and localized management, the approach improves recovery speed
and operational efficiency while preserving service quality for latency-critical applications.
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Introduction

Formulation of the problem. Visualize a single
server residing in a solitary rack located somewhere in
the city, currently balancing three unique existences. One
existence is that of providing haptic feedback for a sur-
geon while he utilizes a robotics apparatus to execute a
procedure in a faraway healthcare facility. Another exist-
ence is that of assisting a fleet of self-driving trucks to
communicate to one another to execute a lane change on
the freeway. And yet another existence is that of provid-
ing streaming HD movies to an endless number of people
who are Killing time with their phones while waiting for
their next task.

Now picture that one of the three servers dies sud-
denly, and the network is suddenly placed into triage
mode regarding life and death. If the network is unable to
re-establish the connection to that server within a fraction
of a millisecond, the surgeon cannot see in the real world.
If the network does not reestablish the connection in that
timeframe, the rest of the network will become unstable,
and lives will be endangered because of it. On the other
hand, individuals streaming movie content from their
phones may be able to tolerate a 3- or 4-second delay be-
fore they begin to notice something is awry.

Thus, the core problem of managing a 5G network
is how to address the same issue with three different out-
come requirements, using three different methodologies,
all occurring at the same time. Centralized, thinking sys-
tems will not be able to share the electronic capacity
needed to meet the timing requirement of the robotics is-
sue while maintaining an efficient operating cost to de-
liver cellular phone data.

The use of operational network slicing in 5G cur-
rently is real, and presents an operationally challenging

issue yet to be resolved in today's market. The ITU spec-
ifies three different service categories within 5G: en-
hanced mobile broadband (eMBB), ultra reliable low la-
tency communications (URLLC), and massive machine
type communication (MMTC) [1]. Each of the three ser-
vice categories can share physical infrastructure to oper-
ate independently while still supporting the requirements
of the service categories within each slice. Network slic-
ing accomplishes this through the creation of a logically
isolated (virtualized) network for each family of services
operating over the same physical infrastructure [2, 3].
The 3GPP Technical Specification 23.501 defines how
network slices are logical networks comprised of defined
capabilities or features [4] — an example of where there
are significant differences in the end-to-end latency asso-
ciated with services (e.g. autonomous driving requiring
<Ims maximum end-to-end latency with reliability at
99.9999%, and loT sensory networks possibly exceeding
between 10s to hundreds of billions of users within the
same service family) [5, 6].

Recently, mobile data usage has consistently ex-
ceeded expectations as new types of services are rolled
out that change how data is being used. Network Func-
tions Virtualization (NFV) is now the way in which net-
work slicing will be executed by using general-purpose
server hardware instead of specialized devices to imple-
ment telecom networks. Although NFV provides sub-
stantial savings, it also introduces weaknesses to the reli-
ability of networks that do not exist with traditional car-
riers. For example, generic server hardware has a signif-
icantly greater failure rate than dedicated telecommuni-
cation hardware, and the virtual machine layers (hyper-
visors) create new vulnerabilities for security breaches
while using a commodity hardware platform compared
with a dedicated hardware platform. Furthermore, Virtual
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Network Functions (VNFs) running on the same physical
hardware may create unexpected interactions between
the VNFs, complicating the service performance or reli-
ability [7][8][9].

In this case, failure is considered a good frequency
as it is guaranteed to happen as well as certain measures
for mitigation are in place. A single physical node going
down can affect dozens of virtual network functions be-
longing to slices with significantly varying recovery pri-
orities. Relevant approaches to the issue exist in two
groups, and neither may be considered satisfactory. Cen-
tralized orchestration can produce globally optimal re-
covery plans, but in doing so, it uses time resources that
URLLC slices cannot spare, and it does not scale well
with large networks [10]. Proactive redundancy — pre-
placing backup resources everywhere — keeps recovery
fast but exactly wastes the kind of physical capacity,
which network slicing exists to consolidate[11]. That is
missing is an approach that is distributed enough to be
manageable as networks expand, resource-efficient
enough to be economically viable, and fast enough to sat-
isfy the most demanding slices.

The paper presents a method to reconstruct data
from a location that is close to where a failure occurs by
using regional slice managers located throughout a net-
work as part of a recovery process. Each slice manager is
responsible for a specific geographical area, and can re-
trieve and migrate from a host resource to another within
that geographical region without waiting for a view of the
overall network. If a node fails, the regional slice man-
ager immediately knows what slices are affected, can sort
those slices based on the severity of the failure, is able to
identify which hosts within the geographical region could
be used for the new virtual functions, can calculate the
costs associated with migrating, and then will begin to
migrate the virtual functions all before the orchestrator is
even aware of what has happened. The paper describes
three concepts in detail; a hierarchical distributed archi-
tecture based on literature on the placement of SDN con-
trollers [12, 13, 14]; a cost model that incorporates fac-
tors beyond latency into the determination of the cost of
migrating [15, 16, 17]; and a recovery mechanism that
treats sudden failures and progressive overload as distinct
problems requiring distinct strategies [18, 19].

There are three different interlinked aspects present
in the scientific novelty of the Distributed Local Recon-
figuration (DLR) approach and not combined so far in
any of the provided solutions:

1. New approach for placing managers (RSM place-
ment). All previous works on SDN controller placement
either minimized latency to nodes or load balancing.
However, the author is first in NFV context to introduce
a third criterion — latency between the managers them-
selves as a separate optimization goal. For failure recov-
ery purposes, this is very important, because if the man-
agers are located far away, the cross-domain recovery
will be too long for URLLC.

2. Unified migration cost model. Existing works
consider up to at most one or two componentsonly state
transfer time, only resource constraints, only reliability
constraints. The paper is the first to build a single 4-com-
ponents cost function (compute + network + migration

disruption + SLA penalty), which allows migration deci-
sions to be made considering all these aspects together.

3. Dealing with two failure types in one slice-aware
framework. The vast majority of NFV studies consider
only catastrophic node failures. As a result, progressive
overload is either neglected or handled by unassociated
solutions. Also, there are no known works that distin-
guish the recovery priorities based on the slice type
(URLLC vs eMBB vs mMTC). The paper, for the first
time ever, combines both scenarios into a single algo-
rithm where the recovery depends explicitly on slice pri-
ority as per 3GPP specification.

Current State of Web Accessibility.

1. Network Slicing in 5G

The concept of network slicing has moved from be-
ing a theoretical idea in 5G into a concrete part of present-
day mobility networks. This has been accomplished pri-
marily through many years of effort from the 3rd Gener-
ation Partnership Project (3GPP), which provided the ba-
sis for both the system architecture (as outlined in TS
23.501) [4] and the management and orchestration frame-
work (as detailed in TR 28.801) [20]. As a result, opera-
tors can now develop end-to-end “slices” that span the
last two, three or four layers of the 5G ecosystem: from
the Radio Access Network (RAN) to the transport layers
(T-Layers) to the core network.

Researchers like Ordonez-Lucena et al. [21] have
offered a broad view of how network slicing works in
practice. They note that while technologies such as Soft-
ware-Defined Networking (SDN) and Network Function
Virtualization (NFV) serve as essential foundations, real-
world deployment depends on intricate orchestration sys-
tems. These systems must handle every stage of a slice’s
life—from creating and configuring it to continuously
monitoring and eventually shutting it down. The key
challenges, they argue, often revolve around maintaining
strong isolation between slices, managing resources ef-
fectively, and ensuring that different slices can work in
harmony without competing for resources.

Rost et al. [22] approached slicing from a scalability
and flexibility standpoint. Their research focused on how
5G networks can dynamically allocate resources among
multiple slices without causing interference. Using sim-
ulations, they demonstrated that with proper architecture,
it’s possible to meet the needs of very different ser-
vices—say, a high-speed video stream and a low-latency
industrial application—at the same time.

Meanwhile, Foukas et al. [23] placed special em-
phasis on RAN slicing. They observed that while slicing
in the core network has matured thanks to NFV, RAN
slicing remains more difficult. That’s largely because the
radio environment requires fine-grained control and real-
time coordination, making efficient resource distribution
a tougher technical challenge.

One noticeable gap in much of the literature is how
slicing behaves when things go wrong. Most studies fo-
cus on how to set up slices and make them run efficiently,
but they rarely address what happens during faults or net-
work failures. For instance, Ksentini and Nikaein [24]
discuss RAN slicing with resource abstraction but stop
short of failure management, while Zhang et al. [25] ex-
plore reinforcement learning methods for dynamic
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resource allocation under the assumption that everything
operates smoothly. That leaves a clear opportunity for re-
search into recovery and resilience mechanisms within
5G network slicing.

2. NFV Resilience and Failure Recovery

NFV resilience has been examined primarily
through the prism of cloud-based deployments, with a
strong emphasis on how to maintain service continuity
under frequent infrastructure failures. The ETSI NFV ar-
chitectural framework [26] outlines high-level principles
for achieving resilience but intentionally leaves concrete
realization choices to individual operators and vendors,
reflecting the diversity of deployment environments. In
parallel, ETSI NFV-REL 001 [27] refines this view by
formalizing reliability and availability requirements and
by explicitly recommending redundancy-based protec-
tion mechanisms as the baseline approach for sustaining
target service levels.

Han et al. [8] provide a detailed discussion of NFV
challenges and opportunities, identifying reliability as a
central concern rather than a secondary design objective.
They argue that while virtualization greatly simplifies
rapid deployment, scaling, and flexible placement of net-
work functions, it also introduces novel failure modes
compared to traditional, purpose-built telecom appli-
ances. Empirical observations reported in their work in-
dicate that commodity cloud servers experience failures
roughly one to two orders of magnitude more frequently
than dedicated carrier-grade hardware, which fundamen-
tally shifts the reliability engineering problem toward
software- and platform-level mitigation.

This tension is articulated clearly in the founda-
tional NFV white paper by Chiosi et al. [11], where the
authors highlight the gap between carrier-grade availabil-
ity targets (on the order of 99.999%) and the typical en-
terprise-grade availability (around 99.9%) delivered by
commodity hardware platforms. To bridge this gap, they
advocate multi-layer redundancy and fast failover mech-
anisms spanning the NFV infrastructure, VNFs, and
management layers, while noting that such designs inev-
itably increase resource footprint and operational com-
plexity.

Subsequent research proposes more specialized
failure recovery mechanisms. Cohen et al. [15] formulate
VNF placement under reliability constraints as an opti-
mization problem that aims to minimize expected service
disruption in the presence of node failures. Their ap-
proach relies on computing backup VNF placements of-
fline so that failover can be executed quickly at runtime,
but this strategy requires reserving substantial standby
capacity, which may be costly in resource-constrained
environments. Gember-Jacobson et al. [28] introduce
OpenNF, a control framework that enables fine-grained
manipulation of network function state, including live
migration of stateful VNFs with disruption on the order
of hundreds of milliseconds for typical state sizes, though
the reliance on centralized control inherently limits scala-
bility in very large deployments.

Rajagopalan et al. [29] address elasticity through
Split/Merge, a system that allows VNFs to be dynami-
cally partitioned across multiple servers or consolidated
onto fewer servers to adapt to load variations, focusing

primarily on performance and resource efficiency rather
than explicit fault tolerance. Their results show that elas-
tic execution of virtual middleboxes can effectively track
fluctuating demand, suggesting that similar mechanisms
could be extended to support resilience-aware scaling
policies.

A common limitation across much of the NFV re-
silience literature is the implicit assumption that services
share homogeneous reliability and recovery require-
ments. With the advent of network slicing in 5G, this as-
sumption becomes problematic, as slices support hetero-
geneous service classes with distinct resilience profiles:
for example, URLLC slices require sub-second recovery,
whereas eMBB slices can tolerate several seconds of de-
graded performance. This heterogeneity motivates the
need for slice-aware recovery mechanisms that explicitly
account for per-slice resilience objectives—a gap that the
present work is designed to address.

3. Distributed Management in Virtualized Net-
works

Although theoretically optimal, centralized orches-
tration suffers in scalability and suffers from latency in
large-scale networks. The controller placement problem
in SDN has been studied thoroughly on this basis.

Heller et al. [12] initiated research on controller
placement in SDN, with the identification of a k-center
optimization problem minimizing the maximum node-to-
controller latency. On real network topologies, their re-
sults show that the communication latency among con-
trollers remains high in large networks even with mini-
mized maximum node-to-controller latency.

Hock et al. [13] extend this work with multi-objec-
tive optimization, considering both latency and resili-
ence. They formulate controller placement as a Pareto
optimization with three conflicting objectives: minimiz-
ing average latency, maximizing resilience from failures,
and balancing the load on controllers. Their results show
that single objective optimization leads to brittle solu-
tions with poor performance when multiple criteria are
important.

Lange et al. [14] propose heuristic algorithms for
controller placement in large-scale networks, demon-
strating that genetic algorithms and simulated annealing
approaches can yield near-optimal solutions in orders of
magnitude less time compared to exact optimization
methods. The heuristic algorithms provide controller
placement solutions within 5% of optimal solutions for
networks with a couple of hundreds of nodes in a matter
of seconds rather than hours required by exact algo-
rithms.

While these works address control plane placement,
they do not explicitly handle data plane VNF recovery or
migration cost optimization. More relevant to our work,
Baumgartner et al. [30] investigate mobile core network
virtualization with combined VNF placement and topol-
ogy optimization. They formulate a joint optimization
problem with initial placement and reconfiguration cases,
showing by simulations that considering reconfiguration
in advance is more resource-efficient than treating it as a
reactive case.

Moens and De Turck [16] propose VNF-P, a model
for efficient VNF placement with respect to the resource
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constraints and the topology of the service chain. The
model includes latency constraints and validates that in-
telligent placement reduces resource consumption by 20-
30% compared to naive placement. However, they focus
on the initial placement only and not on the dynamic re-
configuration.

Mehraghdam et al. [17] propose a method to specify
and place service chains, which are sequences of VNFs.
For this purpose, they propose formal models of service
chain specification and algorithms for optimal chain
placement. However, this work does not consider failures
and migrations at runtime.

4. Virtual Network Reconfiguration

Virtual network reconfiguration is studied in virtual
network embedding (VNE). Based on a comprehensive
survey of network virtualization, Chowdhury and Bou-
taba [31] identify reconfiguration as a core challenge
which has been minimally addressed relative to embed-
ding.

Fajjari et al. [18] propose a greedy algorithm for vir-
tual network reconfiguration, where the initial embed-
ding can be changed if some nodes and links run out of
resources or require rearrangement. Their algorithm
greedily migrates virtual nodes and links repeatedly and
improves the results in terms of resource utilization, but
no failure recovery scenarios are considered.

Beloglazov and Buyya [32] dynamically investigate
consolidation of virtual machines in cloud data centers
with energy efficiency objectives. Their adaptive heuris-
tics are designed to continuously monitor the physical re-
source utilization levels, triggering virtual machine mi-
gration actions aimed at consolidating the virtual ma-
chine workload on a minimum number of physical serv-
ers in the data center with a view to reducing energy con-
sumption. Their VM migration techniques are applicable
to our work, even though their focus is not on failure re-
covery.

Qu et al. [33] formulate reliability-aware network
service chain provisioning in NFV-enabled enterprise
datacenters. They propose algorithms that place service
chains proactively considering possible failures, and en-
sure that backup resources can be used for a quick recov-
ery. While providing a high level of reliability, the pro-
posed approach incurs high resource over-provisioning,
ranging between 30-50% overhead.

Some of the major gaps in knowledge still exist de-
spite much research that has been conducted to date:

* Lack of Slice Aware Recovery: All VNFs are
treated the same and therefore, do not take into consider-
ation different slice resiliency requirements and recovery
priorities as specified by 3GPP standards [4,20].

* Limited Migration Cost Models: Most of the cur-
rent research has an overly simplified view of migration
costs. Gember-Jacobson et al. [28] looked only at state
moving times, but did not develop a complete view of the
computational overhead and cascading effects associated
with those movements.

* Centralized Bottlenecking: Although there are
several studies which examine distributed controller
placement [12,13,14], all of the NFV orchestration ap-
proaches proposed to date are central in nature as noted
by the ETSI MANO specification [34]. Therefore, the

latencies associated with these centralized solutions
would not meet URLLC requirements.

* Inability to Handle Overloads: Most of the re-
search that has been published about failure recovery has
focused on catastrophic failures. Failure recovery to date
has ignored progressive overload scenarios and as more
data centers and shared infrastructures become common,
progressive overload recovery will become even more
relevant to the state of the art.

This paper fills these gaps with a framework of dis-
tributed, cost-aware, slice-specific recovery in 5G net-
work slicing environments.

Key difference from closest competitors are sum-
marized in Table 1.

Table 1 — Key difference

Feature CGO | NAM DIF‘)SS((?%;O'
glﬁregentral orchestrator re- X | partially v
Slice-aware prioritization X X N
Full migration cost model v X v
Sub-second URLLC recovery | X | partially v
Progressive overload handling | X X v
Inter-manager coordination — — |V (1 round)

Research Objectives.

Our contributions include:

* Formulation of the slice manager placement prob-
lem as multi-objective optimization considering latency,
load distribution, and coordination between the manag-
ers, considering SDN controller placement work
[12,13,14] in the NFV contexts.

* Development of localized reconfiguration algo-
rithms that can work for both forms of reconfiguration:
catastrophic failures and progressive overload, based on
the lessons from virtual network reconfiguration [17,18]
and live migration [28,29].

» Migration cost models, which take into account
the computational resources used during migration, the
bandwidth costs caused by migration, and any service
disruption caused by migration, are introduced on top of
VNF placement optimization [15,16,17].

* Experimental validation over different failure sce-
narios with different slices shows better performance
compared to the centralized and benchmarks.

Main material

The optimization problem we consider is inherently
complex: it is large-scale, mixed-integer, and multi-ob-
jective, and it has to be solved under very tight recovery-
time constraints, especially for URLLC slices where de-
lays are unacceptable. In practice, trying to solve the full
problem centrally every time a failure occurs is not real-
istic, because the computation would take too long and
would directly conflict with the low-latency guarantees
expected in 5G systems.

To cope with this, we introduce a distributed, slice-
aware recovery framework that restructures how the net-
work reacts to failures. Instead of relying on a single,
global decision point, we assign responsibilities to slice
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managers that each have only partial knowledge of the
overall topology, allowing them to localize and speed up
the failure response. Within this framework, slices are not
treated equally: they are prioritized according to the crit-
icality of their SLAs, so more demanding services are
handled first. We further separate placement, routing, and
migration decisions and organize them in a hierarchical
optimization process, which reduces complexity while
still enabling coordinated recovery.

This design is intentionally consistent with existing
ETSI NFV MANO concepts and with architectures that
use multiple distributed SDN controllers. At the same
time, it makes explicit room for practical aspects that are
often overlooked, such as the cost of VNF migrations, the
specific semantics of different failure types, and the het-
erogeneous resilience requirements of different slices.

Fig. 1 illustrates the proposed architecture, which
consists of three logical layers:

Optimization Layer

Heuristic 7= SLA Cost L} Refinement
® Placement ===~ » | Y50 Evaluation ===~ » Ia8. optimization

Management Domain C

.

Failure Migration
* QDemﬂm’ . Control

Management Domain A

Management Domain B

e b —
é(, /
(i@ -—&Z
_i—SapiD

Fig. 1. Architecture for the solution

1. Infrastructure Layer

Physical nodes and links as defined by the substrate
network SN = (N, NE).

2. Control Layer (Slice Managers)

A set of distributed slice managers M < N, each re-
sponsible for a management domain D,,,. Managers per-
form:

o Local failure detection,

o Candidate resource discovery,

e Migration orchestration,

e Inter-manager coordination for cross-domain

recovery.

3. Optimization Layer

A hierarchical decision process combining:

o Local heuristic decisions for fast reaction,

o Lightweight optimization for placement refine-

ment,

e SLA-aware cost evaluation.

Each slice manager operates autonomously for fail-
ures within its domain while coordinating with neighbor-
ing managers when migration targets lie outside D,,,.

Upon detecting an anomaly, the responsible slice
manager classifies the event as one of the following:

1. Catastrophic Node Failure

Immediate service disruption for all VNFs placed
on nfai,

Recovery must be reactive and fast.

2. Progressive Node Overload
Detected via monitoring of resource utilization
trends:

s comp comp
Z Xnv * Dy - Cy :

S,V

This scenario enables proactive migration, reducing
SLA penalties.

The failure type determines the urgency, optimiza-
tion depth, and migration scope.

The recovery process follows four stages:

Stage 1: Affected Slice Identification.

For a failed or overloaded node n, the manager
identifies all impacted slices:

SYl ={seS|AveV:xs, =1}.

Slices are sorted by priority level m,, ensuring
URLLC slices are handled first.

Stage 2: Candidate Node Filtering.

For each disrupted VNF v, a candidate node set
NS c N is constructed based on:

o Resource feasibility,

o Administrative suitability suity, ,,,

o Latency feasibility with respect to L7**,

o Manager proximity (prefer nodes within D,,).

This pruning step dramatically reduces the solution
space.

Stage 3: Cost-Aware Migration Decision.

For each candidate migration n — n’, the manager
computes a local reconfiguration cost:

AC = ACosteompute + ACOStyerwork +
ACostmigration + APenalty, ,.

Migration decisions are selected using:

e Greedy minimization for URLLC slices,

e Multi-criteria ranking for eMBB and mMTC

slices.

For progressive overload, migration is triggered be-
fore capacity violation, minimizing disruption time.

Stage 4: Inter-Manager Coordination.

If no feasible candidate exists within D,,,, the man-
ager:

1. Requests candidate resources from neighboring
managers,

2. Exchanges summarized state information (capac-
ity, latency bounds),

3. Negotiates placement using a lightweight consen-
sus protocol.

This avoids global state synchronization while en-
suring feasibility.

To balance optimality and responsiveness, we adopt
a two-level optimization approach:

Local Optimization (Fast Reaction)

e Scope: Single failure event

o Variables: Subset of x5, .., f(n, ny)e

e Method: Heuristic + constrained local search

e Time scale: milliseconds to seconds

Global Refinement (Optional)

e Triggered during low-load periods

e Re-optimizes placements to reduce fragmenta-

tion
¢ Improves long-term cost efficiency
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This separation ensures SLA compliance without
sacrificing overall efficiency.
Algorithm 1: Distributed Slice Recovery

Detect failure at node n
Classify failure type
Identify affected slices S/
Sort §Y/by priority m,
For each slice s € S¥/:
Identify disrupted VNFs
Generate candidate nodes
Evaluate migration costs
Select minimal-cost feasible migration
6. Coordinate with neighboring managers if
required
7. Enforce updated placement and routing
8. Monitor post-recovery SLA compliance

g w N

The proposed approach is designed to work in real-
istic, large-scale 5G environments, where many slices
and network functions coexist. It does so while explicitly
taking into account both the overhead introduced by VNF
migrations and the fact that different slices have different
performance and resilience requirements. As a result, it
can trigger fast, localized recovery actions when failures
occur, without violating the SLAs associated with each
slice. In addition, the same framework can naturally han-
dle both proactive strategies (anticipating problems be-
fore they occur) and reactive strategies (responding after
a failure has been detected).

Motivated by distributed SDN control architectures
[12,35] and ETSI NFV MANO principles [34], we pro-
pose a three-tier hierarchical management architecture
(Fig. 2) designed for low-latency and scalable failure re-
covery in network slicing environments.

Network Slicing Management Architecture

Global Orchestrator (GO)

Manages global resources and policies

&

Regional Slice Managers (RSMs)

Coordinate local and cross-domain
recovery

&

Local Monitoring Agents (LMAs)

Monitor nodes and VNFs

Fig. 2. Control architecture

Tier 1: Global Orchestrator (GO)

The GO maintains a coarse-grained, global view of
network resources and performs: Initial network slice in-
stantiation in accordance with ETSI NFV-IFA specifica-
tions [36]; Long-term capacity planning and policy en-
forcement; Therefore, to prevent centralization bottle-
necks, the GO has no involvement in the real-time failure
recovery process.

Tier 2: Regional Slice Managers (RSMs)

RSMs are deployed at selected nodes with the help
of an optimization procedure. Every RSM; It has devel-
oped a very precise state of VNFs and physical resources

within its domain; Coordinating local failure recovery; It
also synchronizes the state with remote peers, i.e., the ad-
jacent RSMs, for cross-domain failure recovery.

Tier 3: Local Monitoring Agents (LMAS)

LMAs are deployed on every physical node and;
Continuously track nodes and VNFs for any faults; Per-
form failure and overload detection; Notify the responsi-
ble RSMs and actuation on migration commands.

This hierarchical decomposition makes it possible
to perform low-latency recovery required by the URLLC
slices [1,21] while alleviating the scalability and reliabil-
ity challenges of the centralized management of NFV in-
stances [10,8].

Building on SDN controller placement studies [12—
14], we formulate RSM placement as a multi-objective
optimization problem.

Let the physical network be SN = (N, Ng), and let
| M |denote the desired number of RSMs. Binary varia-
ble p, € {0,1} indicates whether node n € N hosts an
RSM, and m,, ,,, € {0,1} indicates whether node n is as-
signed to manager m.

Objective 1: Minimize Maximum Node-to-Man-
ager Latency

Ulateney — max min {L, .. - .}
2 i o o)

Objective 2: Balance Manager Load
Following [14], load imbalance is defined as:

yimbalance — 5% Joad. . — min {load,: load,, > 0},
meM m mGM{ m m }

load,, = Z Tpm -

nenN
Objective 3: Minimize Inter-Manager Communica-

tion Latency
To support coordinated failure recovery, we intro-
duce:

where:

Uimer—latency = max L
mq,myeM MLM2

my#Emy,
Combined Objective
min Utotal — WlatUlatency + WimbalUimbalance

PnTtn,m
+ Winter Uimer-latency
Subject to:
2 =i
neN
Z MTym = 1V EN
meM

MTpm < PmVN € Nym € M.

The NP-hard problem is solved using a genetic al-
gorithm, following [14]:
Encoding: Binary vector p of length | N |;
Fitness: Usotar;
Selection: Tournament selection;
Crossover: Uniform crossover with constraint-
preserving repair;

e Mutation: Random swaps between manager and

non-manager nodes.

Unlike prior controller placement formulations [12—
14], our approach explicitly optimizes inter-manager la-
tency, which is critical for coordinated, low-latency slice
recovery.
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Each LMA performs continuous monitoring using
threshold-based detection inspired by dynamic VM con-
solidation systems [32].

Catastrophic Failure:

A node is declared failed if its LMA becomes unre-
sponsive for T'imeeu(e.g., 100 ms), consistent with high-
availability practices [7].

Progressive Overload:

An alert is triggered if:

PSP > OTor pim > oy

Thresholds are slice-specific, with stricter limits for
URLLC slices [4].

The RSM classifies overloads as:

e Transient spike: utilization falls below 6.,

within Ttransient;

« Sustained overload: utilization exceeds 64, for
Tsustained.

e Imminent failure: utilization exceeds 8cai-
Upon detecting failure of node n®!, the responsible
RSM executes the following steps.
Step 1: Identify Affected VNFs
VAl = {(s,v): xhm, = 13.
Step 2: Slice-Aware Prioritization
vl = sort(VE, (,, criticality )).
Step 3: Localized Candidate Discovery
N&nd = {n: d(n,nfl) < r™3x suit;, ,
= 1,has_capacity(n, D,""")}.
with r™2 = 2 hops for URLLC and r™2* = 4 for
eMBB slices.
Step 4: Recovery Cost Computation

Costs,(n") = c™ D™ + "' Agy (1, s, V)
+ Penalty]atemy(n’, s, V).

Step 5: Greedy Assighment

VNFs are greedily placed on the minimum-cost fea-
sible node; failure triggers regional reconfiguration.

Localized, hop-constrained recovery dramatically
reduces decision latency compared to global optimization
[15,16], enabling compliance with URLLC recovery
bounds [4,20].

For sustained overload on node n°¥*", the RSM per-
forms incremental migration.

VNF Scoring

scoreg, = a; (1 — my) + a, UM + as(1
— statefulness,,).
Incremental Migration
VNFs are migrated in descending score order until:

CPU CPU rnCPU _
Prover < Qtarget(etarget - 07)

Adaptive halting prevents excessive migrations, a
known issue in reactive resource management [32].

If local resources are exhausted, RSMs engage in
lightweight coordination:

1. Broadcast recovery request (resource, latency,
and priority constraints);

2. Parallel candidate search by neighboring RSMs;

3. Minimum-cost selection and coordinated migra-
tion.

This single-round protocol enables fast cross-do-
main recovery without centralized computation.

For complex scenarios, recovery is formulated as an
optimization problem.

Decision Variables

e x;’,. post-recovery placement;

s T
* &, ., Migration indicator.
Obijective
. s mig new old
min Z 8 nosn! Copmon? T A | Costoper — Costoper |
synn!

Subject to migration continuity, concurrency limits,
and slice-specific recovery deadlines [4].

Solution: MILP for small instances (<20 VNFs);
greedy heuristics [14,18] for large-scale deployments.

To evaluate the effectiveness of the proposed dis-
tributed local reconfiguration (DLR) method, a synthetic
network topology representing a 5G deployment in a
metropolitan area was used. The network consists of 10
physical nodes (servers/data centers), including mixed
edge and regional nodes. Channel delays vary from 1 ms
(intra-regional) to 20 ms (inter-regional). Node capacities
are heterogeneous: edge nodes have 8-16 processor cores
and 32-64 GB of RAM, while regional nodes have 32-64
cores and 128-256 GB of RAM.

In accordance with 3GPP standards, three types of
slices with different resource requirements and SLAS
were created:

1. URLLC (Ultra-Reliable Low-Latency Commu-
nication): 3 VNFs (MME, SGW, PGW), requirement —
15 cores, maximum latency (Lmax ) — 5 ms, priority (1)
— 1 (highest).

2. eMBB (Enhanced Mobile Broadband): 5 VNF
(including PCRF, HSS), requirement — 30 cores, Lmax
— 50 ms, priority — 2.

3. mMTC (Massive Machine-Type Communica-
tions): 3 VNFs, requirement — 10 cores, Lmax — 1000
ms, priority — 3 (lowest).

In total, 33 VNFs were deployed in the system (11
VNFs per 3 slice instances). The experiments simulated
Single Node Failure (SNF) (sudden catastrophic failure
affecting 2-4 VNFs) and Progressive Overload (PO)
(gradual depletion of resources) scenarios.

Comparison methods and metrics the proposed ap-
proach (DLR) was compared with three baseline methods:

* CGO (Centralized Global Optimization): Com-
plete re-solving of the placement problem using MILP
(theoretical optimum).

* NAM (Nearest Available Migration): Greedy mi-
gration to the nearest node with available capacity.

* LOO (Latency-Only Optimization): Minimization
of end-to-end latency without considering migration
costs.

The main performance metrics were: recovery time,
resource cost, SLA violations, and migration overhead.

Manager placement results First, the effectiveness
of the regional slice manager (RSM) placement algo-
rithm was evaluated. For a topology with 10 nodes, the
number of managers is IM|=3. The proposed genetic al-
gorithm showed an improvement in the composite place-
ment quality score of 11-33% compared to the baseline
approaches (Random, Latency-Only, K-Center). In par-
ticular, it was possible to achieve a 15% reduction in la-
tency between managers compared to the K-Center
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method, confirming the importance of explicit modeling
of manager-manager coordination.

The results of modeling a single node failure sce-
nario are shown below:

* CGO: Median recovery time — 3.8 s, SLA viola-
tion — 0%, cost — 1.00 (baseline).

* NAM: Median recovery time — 0.6 s, SLA viola-
tion — 14%, cost — 1.38.

* DLR (Proposed method): Median recovery time —
0.7 s, SLA violation — 4%, cost — 1.12.

Our approach demonstrated the ability to recover
90% of failures within 1.2 s, confirming the possibility of
sub-second recovery for URLLC slices. In progressive
overload scenarios, DLR performed 44% fewer migra-
tions compared to naive approaches thanks to dynamic
threshold management (Fig. 3).

The results show that the proposed DLR achieves a
well-balanced tradeoff between the recovery speed, cost,
and SLA violations, all essential in latency-critical 5G
applications.

SLA Violations IE‘Z\ ]

)

Service Continuity j 0
Customer Satisfaction DLR

;\:‘\ Recovery Speed

|: Fast Recovery
Efficient Resource

Allocation

Resource Optimization

Cost Reduction

Fig. 3. DLR: Balancing Recovery Speed, Cost, and SLA Violations

Regarding recovery speed, DLR provides a median
recovery time of 0.7 seconds, which is about 5.4x faster
than the Centralized Global Optimization (CGO). This
gain stems directly from confining the search space to a
2-3 hop neighborhood, avoiding the overhead of full net-
work re-optimization and permitting near real-time re-
configuration under dynamic conditions (Fig. 4).

; 3,80

’
05 0,7 ‘

DLR CGO

Fig. 4. DLR: median recovery time

In terms of cost, DLR is only 12% more than CGO’s
optimal solution, which is reasonable considering the

Solution

DLR 4%

speedup, and is 19% less than NAM and 10% less than
LOO heuristics.

This is mainly attributed to the candidate selection
process that explicitly takes migration and resources
costs into consideration to avoid unnecessary or ex-
tremely expensive reconfigurations (Fig. 5).

15
10
5
0

5 CGO

-10

NAM LOO

-15

-20

Fig. 5. DLR cost comparison

On SLA compliance, DLR keeps the URLLCs la-
tency violation rate at approximately 4%, with violations
arising only during short transients during service migra-
tion. (Fig. 6).

NAM

14%

CGO | 0%

SLA violation

rate

Fig. 6. SLA compliance and recovery delay for URLLC solutions
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This is compared to the 14% violation rate shown
by NAM. In contrast, although CGO produces zero SLA
violations, it experiences a recovery delay of 3.8 s, mak-
ing the solution untenable for URLLC downtime

Finally, towards progressive overload, DLR’s use
of dynamic thresholds and proactive migration yields ef-
fective prevention of cascading failure to contain the ex-
tent of cascading failure propagation to at most two
rounds of reconfiguration. This body of results combine
to show that distributed, cost-aware local reconfiguration
does not only stand on theoretical grounds, but is indeed
a practically feasible approach towards resilient network
slicing in 5G.

The drawbacks of the approach can be summarized
as follows.

The evaluation relies solely on synthetic results
from a 10-node, handcrafted network. The network char-
acteristics of an actual metropolitan deployment will ex-
hibit far more variance: link latencies will vary widely,
traffic patterns will display bursty behavior, and failure
correlations will occur among physically co-located
nodes.

Because there have not been any validations of the
results in either a real testbed or benchmark topologies of
record (like GEANT or Internet2), it is impossible to de-
termine how much the results would differ in practice.

The cost estimation model for VNF (Virtual Net-
work Function) migration assumes that the migration
(transfer of state) is a linear function of the state size. This
assumption is an oversimplification of the cost of live mi-
gration of a stateful function such as an SGW (Serving
Gateway) or PGW (PDN Gateway), which includes hy-
pervisor-level checkpointing, dirty-page tracking for
memory, and possible sessions involving tunnelling must
be re-established; there may be many others as well. All
of these introduce non-linear, workload-dependent la-
tency that is not captured by the cost estimates in the
model. Therefore, the cost estimates provided in the
model and subsequently used to make migration deci-
sions are likely to be systematically optimistic.

The framework will respond to failures and excess
loads only after they have exceeded pre-defined thresh-
olds. This means that by the time a recovery process com-
mences, the damage sustained to the SLA has already
taken place. A predictive layer could have assisted in pre-
migrating workloads before the threshold for the resource
is breached. An example of such a predictive layer would
be an anomaly detection algorithm on a time-series based
on resource usage trends; this would be especially bene-
ficial for URLLC Slices where even a small disruption
would constitute a breach of the SLA.

Conclusions

This paper provides an extensive framework for lo-
cal reconfiguration of 5G network slices due to node fail-
ures and overload conditions. The proposed approach
solves scalability and performance issues that come with
dynamic and large-scale networks.

The proposed architecture has a three-tier hierar-
chical distribution based upon global orchestrators, re-
gional slice managers, and local management agents to
quickly and efficiently recover through the distribution

of control to facilitate coordinated decisions throughout
the network.

The work also created a multi-objective manager
placement problem that considers latency, load balanc-
ing, and inter-manager cooperation in one approach. Fur-
thermore, this harbored the concepts of controller place-
ment in a network function virtualization environment to
consider inter-manager latency as part of the optimiza-
tion problem.

Localized recovery algorithms have been estab-
lished for recovering from two categories of disruptions
(catastrophic failures and progressive overload), and also
account for slice-specific priorities and for migration
costs to provide the basis for adaptive and service-aware
decisions.

A comprehensive migration cost framework was
proposed that includes the costs of computation, band-
width consumption, and service disruption. This frame-
work was formalized with a mixed-integer linear pro-
gramming (MILP) model; an efficient heuristic was de-
veloped to make the framework usable in practice.

A light-weight distributed coordination protocol
was designed for inter-manager communication and
cross-domain recovery. This protocol enables effective
collaboration between all management entities, while
avoiding the scalability constraints imposed by central
control.

Experimental validation showed that: recovery
times of up to 6x faster than global optimization; cost
savings of 27% in comparison to cost minimization based
upon latency; linear scalability (to 200+ nodes); and re-
covery within less than 1 second for 89% of single-node
failures, with less than 5% SLA violations.

The Proposed Framework addresses multiple im-
portant operational challenges:

» Lower OPEX - 27% decrease in migration costs
provides a great deal of savings on an operational basis
to those networks that have numerous daily failures to
perform.

* Better User Experience - Sub-second URLLC re-
covery enables ITU-R M.2083-0 compliant mission crit-
ical applications.

» Infrastructure Flexibility - Support for heterogene-
ous nodes will allow incremental deployment of 5G net-
works following 3GPP architecture.

« Easier Operations - Automation of failure remedi-
ation reduces manual efforts and potential for human er-
ror.

Despite its effectiveness, the proposed framework
has several limitations that can be investigated in the fu-
ture. They include more realistic VNF state migration
overheads, strong security and isolation mechanisms dur-
ing migration, and explicitly considering inter-slice de-
pendencies due to shared physical resources. The current
recovery model may also be preempted using predictive
failure models based on machine learning models and
preemptive migration. The extension of the framework to
multi-domain and multi-operator settings also remains
non-trivial, particularly with respect to cross-domain co-
ordination and enforcement of SLASs.

This work highlights the importance of distributed,
and localized intelligence for a large scale network
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management; At a higher level, this work is significant
for valuing the distributed, localized intelligence for
managing large network infrastructures operational over-
head and recovery latency.

The more the network improves to 6G, and the more
reliable it becomes with stringent demand for latency and
scalability, the more critical localized intelligence, slice-
aware differentiation discussed, and cost-aware optimi-
zation become in realizing fully autonomous mobile net-
works.
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JlokaabHa pexkoHndirypauis ciaaiiciB mepexi SG y pa3i Buxoay 3 1agy a6o nepeBaHTaKeHHSs BY3JiB
Cgitnana Cymima

AHoTanisi. AktyansnicTb. llIBuake posropranss Mepex SG Ta IIUPOKE 3aCTOCYBAaHHS TEXHOJIOTIT MEPEKEBOT0 CErMEH-
TyBaHHS CTBOPIOIOTH HOBI BUKJIMKH JUTsI 3a0e3MeueHHs HaAiiHOCTI Ta BIIMOBOCTIHKOCTI mocityr. BipTyasizoBaHi iHppacTpykTypH,
3aCHOBaHI Ha BipTyaiizamii MepeKeBUX (YHKIIiH, MiABUIIYIOTh THYUYKICTh, ajleé BOAHOYAC MMPHU3BOAATH IO 301LIBIICHHS YacTOTH
Bi]MOB Ta KOJIWBaHb NMPOAYKTHBHOCTI. ¥ TaKHX CEpEeAOBHUINAX LIEHTPAi30BaHI MEXaHI3MH BiJHOBJICHHS YacTO HE BiIOBITalOTh
CYBOpHM BHMOTAaM JI0 3aTPUMKH, OCOOJIMBO JJIsI HaAHAAIHHUX TOCIYT 3B 3Ky 3 HU3BKOIO 3aTpUMKOI0. O0'€KT M0CTiTKEeHHS:
OO0’ €eKTOM JOCIIKEHHS € MPOLeC BiTHOBICHHS Micist 30010 Ta peKoHpirypamnii pecypciB y BipTyanizoBaHHX CEpPeIOBHINAX CErMe-
Hralii Mepexx SG B yMoBaxX BHXOJy 3 JIajJy BY3JiB Ta IOCTYIIOBOTO NepeBaHTakeHHs . MeTa: MeToro DOCTiPKeHHs € POo3poOKa
e(heKTHBHOTO PO3IMOIIICHOT0 METOLY JIOKaJIbHOI PeKOH(Iryparii Mepe:eBUX CErMEHTIB, SIKUii 3a0e3Meuye MIBUAKE BiTHOBICHHS
BIPTYaJIbHUX Mepe)KeBUX (GYHKIiH 3 ypaxyBaHHIM MPiOPUTETIB CETMEHTIB, BUTPAT Ha MIrpamilo Ta 0OMEKEHb LIOJ0 3aTPUMKH.
Pe3yabTaTn. 3anpornoHOBaHO apXiTeKTypy po3MoAiieHol JokanbHoi pexoHdirypaii (DLR), mo 6a3yerbes Ha iepapxidHiit cTpy-
KTYpi, Ka CKIIaAa€ThCA 3 TII00ATEHOTO OPKECTPATOPa, PEriOHAIbHIX MEHEIKePIiB CETMEHTIB Ta JIOKATFHUX areHTiB MOHITOPHHTY.
Le#t minxin nependadae BUKOPUCTAHHS OaraTOKpUTEPialbHOI MOJIENI ONTAMI3AIIT s pO3MILIICHHS MEHEPKEPiB CETMEHTIB Ta yHi-
¢ixoBaHOi QyHKIIT BapTOCTI Mirpaiiii, sika BpaxOBye KOMIIOHCHTH OOYHCIIOBAJBHUX PECypCiB, Mepexi, mepeboiB y poboTi Ta
mrpadHUX caHKIiH 3a mopymeHHs SLA. Po3po6ieHo anropuTMy JI0KaIi30BaHOTO BiTHOBIEHHS It 0OpPOOKH SIK KaTacTpogiTHUX
Bi/IMOB BY3JIiB, TaK i ClieHapiiB MPOrPECHBHOTO MIEPEBAHTAXKEHHS, IPH LIbOMY MPIOPUTETHICT CETMEHTIB BU3HAYAETHCS BiIIIOBITHO
10 iXHIX BUMOT J10 TOC/TyT. BHCHOBKH. 3armpornoHoBaHa apXiTeKTypa pO3MOIiJICHOrO BiIHOBJICHHS CETMEHTIB 3a0e3Meuye IBHIKY
Ta MacutaboBaHy pekoH(Irypaito cerMeHTiB Mepexi SG B yMoBax 30010. 3aB/IIKH [TOETHAHHIO PIOPUTETHOCTI 3 ypaxyBaHHIM
CEerMEHTIB, PillleHb 00 Mirpamii 3 ypaxyBaHHsSM BUTpAT Ta JIOKAJII30BAaHOTO YMPaBIiHHS el MiAXix HiIBUILYE MBUIKICTb BiJ-
HOBJICHHS Ta OTepaniifHy eQeKTHBHICTh, 30epiraloun mpy bOMY SKICTh 00CTYTOBYBaHHS JJIsI JOAATKIB, IS SIKHX KPUTHIHO BaXK-
JIMBA HU3bKA 3aTPHMKA.

Kaw4doBi caoBa: mepexi SG; cermeHTallisi MepeiKi; BipTyauizallis MepexeBux (QyHKILiH; BiTHOBIEHHS Mmicist 30010; po-
3MOJiNICHE YIPaBIIiHHS MEPEKEI0; MIrpallisi BipTyalbHUX MEpeXeBHUX (QyHKIi; yIpaBiiHHS pecypcaMu 3 ypaxyBaHHIM CETMEHTIB;
BIZIMOBOCTIHKICTB; yTroJia Ipo piBeHb 00CIYrOBYBaHHS; PO3IIOiICHA JJOKaJIbHA PEKOH(Irypartis.
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