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ABTOMOOINbLHUN, PiIYKOBUMN,
MOPCbKUM Ta aBialiHUW TPaHCNOPT

VIK 621.43

O. B. JleBuenko, O. B. MensanK

doi: 10.26906/SUNZ.2022.2.004

JepxaBHUi yHiIBepcUTET iHPPACTPYKTYpH Ta TexHoiorii, Kuis, Ykpaina

CIIOCIBb 3AIIOBITAHHA ITIEPEBAHTAKYBAJIBHUX PEXKUMIB POBOTHU
I'OJIOBHOTI'O JU3EJBHOI'O JIBUT'YHA

AHoTanif. 3 pO3BUTKOM HAyKOBO-TEXHIYHOTO MPOTpecy BUKOHAHHS 0araThboX TEXHOJIOTIYHUX ONepaliil Ha CyTHax aB-
TOMATU3YEThCS. Bech KOMIUIEKC 3aBAaHb yNPaBIiHHSA TEXHOJOTIYHUMH KOMIUICKCAMH 1 TEXHIYHHMH IPOLECAaMH, TaKIMHI
SK cTablmi3alis 9acTOTH 00epTaHHS KONIHYAaCTOTO Baly CyIHOBOTO AW3EINS, MATPUMAHHS HAMPYTH 1 YaCTOTH TeHeparopa
Ha 3aJlaHOMYy piBHI, cTa0ii3awis piBHS 1 TEeMIepaTypy BOIH B KOTJIAX, CTa01Ii3alis Cy/JHA HA 3aJaHOMY KypCli BHPIIIy€ThCS
Ha 0a3i 00YHCITIOBANBHOT TEXHIKM. METOIH 1 alNrOpUTMH YIPaBIiHHS CYZHOM, €KCIUTyaTallil TOJOBHUX IU3EIbHUX IBHTY-
HIB, peayi3oBaHi B iCHYIOUMX KOMIUIeKcax 3aco0iB aBromaTm3anii (K3A), 3a0e3neuyioTh aBTOMaTHUHEe KEPyBaHHS PEXH-
MaM# poOOTH TONIOBHOTO au3enbHoro aApuryHa (I'/IB). s 3anobiraHHs mepeBaHTaXyBaIbHUX PSKUMIB pOOOTH TOJOBHO-
TO JU3eIBHOTO JBUTYHA Ta BUPOOJICHHS PEKOMEHIALIN AT IPUHHATTA PillieHb I 3HIKEHHS 3aJIe)KHOCT] ITOKa3HUKIB Te-
IUIOMEXaHIYHOTO HAaBAaHTA)XEHHs BiA 30BHIIHIX (akTOpiB eKcIuTyaTauii OOIpyHTOBaHUI Ta €KCIIEPUMEHTANIFHO MiATBEp-
JOKEHUH c1oci® 0OMeXeHHs BIUIMBY 30BHIIIHIX YMOB Ha TEIDIOBY i MEXaHIYHY HANpPYXKCHICTh TOJIOBHUX ABHTYHIB. [linT-
BEPXKEHO TillOTe3y PO OOMEKCHHS TEIUIOBOI Ta MEXaHIYHOI HAIPYXEHOCTI FOJIOBHOTO JBUTYHA HIISIXOM 3MiHH OIOPY
oOepTaHHs rpeOHOTO TBHHTA peati3alli€lo CTpPyMHHHOTO BIUIMBY Ha jomati. Ha mifgcraBi oTpUMaHHX pe3yJbTaTiB MOXKHA
CTBEP/PKYBaTH, 0 JOAATKOBA CTPYMHHHA I10/1ada BOJIY Ha JIONATI rpeOHOro IBUHTA J03BOJISE BUKIIOUNTH ITEPEBAHTAKEH-
Hsl TOJIOBHUX JIBUT'YHIB 3a IapaMeTpaMH TEIUIOBOI Ta MEXaHIYHO! HaBaHTa)XCHHs B IIMPOKOMY Jiana3oHi peXXUMIB pOOOTH
cyaHa. MoXJIMBICT 301TBIICHHS CTYICHS 3aBaHTa)KCHHS FOJIOBHUX JBHUTYHIB IIPU 3MIHHUX YMOBaX ITIABAHHS HE3aJe)KHO
BiJl BIUIMBY 30BHIIIHIX ()aKTOPIiB EKCIUTyaTallii CIIpUsie palliOHAIFHOMY BHKOPHUCTAHHIO HOMIHAJIBHOI MOTY>KHOCTI, IO TO-
3UTHBHO BIUIMHE Ha COOIBapTICTh MOPCHKUX MEpeBe3eHb Ta 3a0e3MneunTh Oe3aBapiiiHy poboTy cynHa.

Knio4yoBi cioBa: rojoBHI JBUI'YHH, TBHHT (DIKCOBAaHOTO KpPOKY, TOJIOBHA €HEpreTHYHA YCTAaHOBKA, HPOIYJIECHBHHUN

KOMILJICKC, 30BHIIIHI ()aKTOpH eKCILTyaTaIlil.

Beryn

Y IoCKOHATIOBAaHHA TEXHIYHOI eKCIUTyaTallii cyn-
HOBOi eHeprernuHoi ycraHoBku (CEY) € omaum i3
MPIOPUTETHUX CIPSIMOBAaHUH CTpaTerii po3BUTKY BOII-
HOTO TpaHcropTy. Jl0 OCHOBHMX 3a/lad TEXHIYHOI eKc-
mtyaraiii rosioBHOi eHepreruuHoi ycranoBku (['EY)
CyJlHa BIJHOCSITBCS: 3armo0iraHHs NepeBaHTAXEHHS IO-
nosHoro npuryHa (I'J) B ymoBax IuiaBaHHs, IO 3Mi-
HIOIOTHCS, 30CPEKCHHS EKOHOMIYHOCTI 1 HAIHOCTI
MPOTATOM YCBOTO LUKy eKcIuryartauii [5], BHKOHaHHA
€KOJIOTTYHHX HOPM, JAOCATHEHHS HEOOXIJHOTO KOHCTpY-
KTUBHOTO KoeilieHTa eHepreTHIHO] e(peKTHBHOCTI.

PeansHi yMOBH ekcrutyaTamii (30BHImHI (akTopm)
BIUTMBAIOTH Ha MOKa3HUKU pobotu 'EY (moBropiuHICTS,
0E3BIIMOBHICTE 1 pecypc), 0OMEKYIOUM MOKIIUBI PEXKHU-
Mu pobotu ['J[ Ha rBuHT (ikcoBaHoro kpoky (I'OK).
HagiTh He3HauHI BIIXUIJICHHS 30BHIIIHIX ()aKTOPIB, TAKHX
SIK 00pOCTaHHsI KOpITyca, 3MiHa METEOPOJIOTIYHUX Ta Ha-
BiralifHUX yMOB IUIaBaHHs BiJ MPUHHATHX TPH MPOEK-
TYBaHHI, BiJIOOpa)kaloThCsl HA MOJIOKEHHI TBUHTOBOI Xa-
pakrepuctrk (I'X) Ta mpU3BOIATH K0 30UIBIICHHS Ma-
TepiaJbHUX BUTPAT Ha TEXHIYHY EKCIUTyaTallil0 CyJHOBOI
JIM3eNbHOT YCTaHOBKH. BIimB 30BHImHIX (akTopiB exc-
TUTyaTamii Ha MOKa3HUKHU ['J] BU3HAYAETHCS CYKYIHICTIO
mapaMeTpiB Ta KpUTepiiB, MO GOPMYIOThCS TIPH TIPOCK-
TyBaHHI CyJHa i HOTO €HEpPreTHYHOi YCTaHOBKH, y3TO-
JokeHH1 pexnmiB poootH ['/] 1 rpedroro reunTa (I'T).

Amnamiz 3Mian ['X, y 3ameXHOCTI BiJ 30BHIIIHIX
(akTOpiB eKcIITyaTamii, BHKOPUCTOBY€ETHCS IS OLIHKH

TeroBoi Ta MexaHiyHol HampysxeHocti ['/l. ¥V TexHiu-
Hil1 JiTepaTypi i JOKyMeHTalii 3BUYaifHO TPUBOASTHCS
XapaKTEPUCTUKU JIBUTYHa B 3aJIE)KHOCTI B YacTOTH
obepTaHHs mpu poOOTI ABHMTYHA 3a HOMiHaTbHOWO ['X.
ITpn mpoMy, SIK MpaBWIIO, HE AKLEHTYETHCS yBara Ha
3MiHI TemyIoBOi W MexaHiuHOi HampyxeHocTi ['JI mpwm
oOBaxeHHi abo mosermrenHi ['X.

e moxe npuBecTn 10 nepeBaHTaxeHHa ['J] 3a
MTOKa3HIKOM TETUIOBOI HANpPYXKEHOCTI (3a TemmepaTy-
poto BimnpanpoBanux razi (BI')) Ta mexaHiuHOi Ha-
npyxeHocTi (3a odepransHuM MoMeHToM (OM) Ta Mak-
CHMAaJIbHOMY THCKY). 3pOCTaHHs TEIJIOBOI Ta MEXaHiy-
Hoi HanpyxeHocTi ['/] moHa npoeKTHI 3HaUeHHs, SIK 1ie
BiJI3Ha4YCHO, HAINpUKian, y poborax BacmiweBa B.B.,
lirtuca B.JO., Bene 1o piskoro 3HMKEHHS 0€3B1IMOB-
HOCTI Ta pecypcy aetaneii [2].

BignoBiaHiCTe MPUHHATHUX TIPU MPOEKTYBaHHI Ta
BrumBatounx Ha ['EY mpu ekcruryaramii 30BHINIHIX H
BHYTpIIHIX (akTopiB 3abesmnedye 30epexkeHHS HEO00-
ximHux nokasaukiB HagirHocTi I'Zl. TIpu HEeoOXimHOCTI,
xapakrepuctukn ['EY mparrorouoi Ha 'K, xopery-
10ThCs peryiatoBanasM )] ta 3minoro koHCcTpykiii I'T.
CraHOBIIATH 1HTEpEC CMOCOOM BIUIMBY HA JIONATEBI pY-
i, siki 1o0pe 3apeKoMeHyBau cebe B CyMiKHIiH 00-
JacTi — aepoiMHaMilll, IO I03BOJSIIOTH KOPEKTYBaTH
pexxum pobotu I'/] B excrryaranii.

AHani3z my0uaikamiii 3a TemMOI0 JOCJITKEHHS.
OcobnuBocTi pobotn nBuryHa Ha I'T" 3aBxnu Oynu 00'-
€KTOM ITWJIBHOI yBaru BueHux. [Iutanus, 38's13aHi 3 npo-
extyBanHsM ['EY, ocobmuBocti podotu '] Ha I'T, oco-
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OJIMBOCTI BHKOPUCTAHHS HOTO HOTY)XKHOCTI OINHKCaHi B
npansx ~ Karmvana @. M., bacina A. M., Taspuo-
Ba B. B., IBanuenko A. A., Caxaposa B. B., Illumixi-
Ha B. A., OBcsaHikoBa ML.K. 1 iH. ¥ 3B’s3Ky 31 3HaUHUM
YCKJIQ[IHEHHSIM, IO CIIOCTEPITa€ThCsl y KOHCTPYKIIAX
IBUTYHIB UIA TIBUIIEHHS KOeQiIieHTy KOPHUCHOI Iii
(KKI) Bim3nadaeThcs, Ha IOYMKy 0aratboX aBTOPIB,
HEIOCTaTHS yBara CIIO’KUBaueBi MEXaHIYHOI eHeprii Ha
CyIHi — TpeOHOMY TBHHTY.

Merto10 cTaTTi € OOTPYHTYBAaHHS MOXXIIBOCTI BH-
KJIFOUEHHSI TIePEBaHTAXYBAIBHUX PEXHUMIB POOOTH TO-
JIOBHOTO JIU3EJIBHOTO JBHUTYHA MLUISIXOM OOMEXEHH:
BIUIMBY 30BHIIIHIX (DaKTOpPIiB eKCIUTyaTalii Ha Horo Te-
IUIOBY Ta MEXaHIYHy HaIpPy>KEHICTb 3a JOIOMOTOI0
CTPYMHHHOTO BIUIMBY Ha TPeOHMI T'BHHT (hiKCOBAHOTO
KPOKY.

OcHOBHA YacTHHA

B3aemopis enementiB I'EY ta KC, mo yTBOprooTh
cnuTbHO mpomnynbcuBHUE KoMmiuieke (ITY), MmonemoeTs-
csl 32 JJONIOMOTOIO CITUIBHOTO pillleHHs An(epeHIiab-
HUX PIBHSHB PIBHOBArW CHII, AKi JIIOTh Ha KOPITYC CY[-
Ha, 1 MOMEHTIB CHIIL, Kl AifoTh Ha I'T.

Jisa cynHa, ke pyXaeThes MPsSMOIIIHIIHO, PiBHIH-
HS CHJI i MOMEHTIB, mo nitots Ha IIK, ommcyerbes Ha-
CTYIHUMH PiBHSHHSAMH.

PiBHOBaXkHICTE cmil, sKi aifoTh Ha KC:

d
MC=£=ZPB+R, (1)

ne M. - Maca cyqHa 3 ypaxyBaHHSIM MacH JI0/IaHOT BOJH

(kr); v - mBUAKICTH pyxy cyana (m/c); ). P, - cymapHa

Tsira TBUHTIB (H); R - omip pyxy cyana (H).
PiBHOBa)keHICTH MOMEHTIB CHJI, Ki Hif0Th Ha I'T":

. d
2-mYj - gn =M.+ Mrp + M, )

Ie Y. j - MoMeHT iHepiii obepranbHux Mac ['J], pemyk-
TOpa, BaJONPOBOAY, siki mpuBeneHi g0 Bici [T Ta mo-
ment imepuii I'T (H:c?M); M, - 06epTalbHA MOMEHT
I'T (H -m); Myp - MOMEHT TEpTS B ITiJIIUITHAKAX BaJIOI-
poBoxay penykropa ta mydt (H -m); M, - MOMeHT Tiapo-
JUHAMIYHUX cI, ki aitoTh Ha [T (H -m).

Cymapna tsira I'T Bu3Havaetscst popmynoro:

LR =XP1-1), ©)
ne P - ynop I'T (H); t — koedimieHT 3acMOKTYyBaHHS,
SIKMH BpaxoBYe€ BIUTMB Tpartorounx [T Ha omip koprrycy
CyIHa.

Maca cynHa BU3Ha4a€eThes 3a (popmynoro:

M, = (1+K)3, 4)

ne K, = 0,05+ 0,15 xoedimienT momanoi macu; A -
MacoBa BOJIOTOHHaXHICTH cyHa (H).

Cucrema mudepennianpaux piBsHb (1) Ta (1) mo-
3BOJISIE OL[IHUTH BIUIMB 30BHIIIHIX YMOB Ha MOKa3HUKH
po6oTu I'J] a7st BCiX eKCIlyaTalifHuX PEXKUMIB.

Jnst piBHOMIpHOTO MPSMOJIHIHHOTO PYXy OJHO-
I'BHHTOBOI'O Cy/HA BeﬂM‘{I/IHaZ—Z} obepTaeThcsl B HyJIb, a

pywIiiiHi cunm (KOpUCHA TATa T'BUHTA) P, MOpIBHIOE Ta
IpOTHIIEXHE oropy Boau Ta nositps R (H) [6]:

P, =R, )

BykcHpoBOYHA MOTYKHICTb, SIKa BUTPAYaeThCsl Ha
pyx cyana (kBr):
Ny =P, -v, (6)

[MotyxHicTbh, sika miaBeneHa a0 ['T', Bu3sHaYaeThCs

3a (opMmyiI010:
Ny =72, ()
n
e =n, M = o
(1-wyp)i

(0,45+ 0,70); t — Koedili€HT 3aCMOKTYBaHHS;, W; - KO-
e(IIlieHT MOIyTHOTO TOTOKY; [ - Koe(imieHT HepiBHO-
MipHOCTI TOTOKY B aucky I'T.

EdexrusHa notyxxnicte MOJI, HeoOXinHa ai1s py-
Xy CyIHa 3 33JaHOIO0 MIBUIKICTIO V, PO3PAXOBYETHCSA 3a
(dbopmyoro:

— MPOMYJIBCUBHUHN KOC]IilieHT

Ny Ry
Ne - Nnep - 77'77nep, (8)
A€ Nuep = Nem " Men ~ KK/ nepenaui (0,92 + 0,97), Nem -
KK 3emnyBansHoi Myt (0,95 + 0,98); n,, - KKJI
Basonposoy (0,95 <+ 0,99).

3aJeKHICTh MOTYXHOCTI, siKi BUpoOisieThest [']] Ta
cniokuBaHoro I'T' s mocsTHEHHs 3aJaHOi MIBUIKOCTI
Cy/Ha TP TIOBHICTIO 3aHYpPEHOMY T'BHHTI, IPEACTABIIS-
€TBCSI PIBHSAHHIM BHTJISY:

Ne = Cy - v, )

ne C; — xoeQillieHT XOIOBOI XapaKTEepPUCTHUKH; A =
2,8 + 3,2 a1 CyaiB 3 MOMIiPHOFO IIBHIKICTIO.
3aJeXHICTh TOTYXHOCTI, HEOOXigHOI IS JOcsT-
HEHHS MOTPiOHOI MIBUIKOCTI Cy[THA Bl 30BHIIIHIX YMOB
eKCIUTyaTallil NpeACTaBisie Co00K KyOiuHy mapadory
(puc. 1) Ta MOXxe OyTH Npe/ICTaBlIeHA TAKUM PIBHSIHHSIM:

v2/3.43

N, =
e Ca

: (10)

ne V — 06’eMHa BOJZOTOHHAXKHICT cyaHa, M3} ¥ - IIBUJI-
KicTh cymHa y By3nax; C, - agMipanTeidchkuil Koediri-
€HT, BU3HAYECHHUH 3a pe3yJibTaTaMy BUIPOOYBaHb CYIB
3 ogHakoBUM unciioM @pyza Ta BiTOMUMH OYaTKOBHU-
MH TOKa3HUKAMH TOTYXHOCTi Ny,, BOZOTOHHAKHICTIO
V, Ta WBUAKICTIO V.

Ne

A
Ne = ¢v?®

B 6anacri

y BaHTaxi

Puc. 1. XonoBa xapakTepucTHUKa CyHa

[IpakTH4HO BBaXKAETHCS, IO NPH CTAJOCTI 30B-
HIIMHIX (DaKTOpIB eKCIUTyaTalii, TaKUX SK OCajl, CTaH
MOpsI, CHIA 1 HAaIIPSAAMKY BIiTPY, IBHAKICTH CyJHA PSIMO
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npormnopiiiiiHa yacrotri obepranns I'T, i Tomi moryx-
HICTB, SIKa MIJBOAMUTHCSA IO TBHHTA, OIUCYETHCS TAKOIO
3aJIEXKHICTIO:

N, =c-n3, (11)

_ 6,29'K,p-D5

ze ¢ — Koe(illieHT I'BUHTOBOI XapaKTepHc-

MNnep

TuKY; K, - koedinieHT Mmomenty ['T; p — minpHicTH BO-
1, D - miamerp [T

Amnani3 puc. 1 cBITYNTb, 110 IIPU 3MiHI 30BHIIIHBO-
ro Qakropa exciuryaramii (ocamy) BinOyBaeTbcs 3MiHa
pexxumy podotn I'OJl, mo BupakaeTscst B 3MiHI Horo
TEIUIOBOI Ta MEXaHIYHOI HaIpy>KeHOCTi. Buxix neuryna
Ha HOMIHAJIbHY YacTOTy OoOepTaHHs NP 3HIDKEHiH mo-
TY>KHOCTI 3HIKY€ PalliOHAIBHICTD BUKOPUCTAHHS HOMi-
HanmbHOI TOTyXHOCTI. [lomampmmii picT CHOXHBaHOI
MOTYXHOCTI MO>K€ IPUBECTH 10 NMEPEBAHTAXKCHHS JIBU-
ryHa 1o yactoti obeprants. KpuBusHa niHiit (auB. puc.
1) XapakTepu3yeThCsl OMIOPOM CY/HA 1 BU3HAYAE MOTYXK-
HICTb, BUTPaueHy Ha PyX 3 HEOOXiTHOIO MBHUKICTIO.

B3aemHe posramyBanas ['X (puc. 2, minii 1-3),
KOXKHa 3 SIKUX XapaKTepPH3YeThCs MOCTIHHOIO BiIHOC-
HOIO XOJI0F0, (POPMY€ETHCS B 3aJI€KHOCTI BiJl KOHCTPYK-
tuBHHX ocobnmBoctelt I'T ta KC, a Takox BIUIIMBY 30B-
HIITHIX eKCIDTyaTalifHuX (aKTOpiB.

Kl\ 2 1 /| Ne
\

10K,

Fi

/
L

71\

AN
\

=

Puc. 2. TBUHTOBI XapaKTePUCTHKHU JBUTYHA,
CIIOJTy4€eHi 3 XapaKTepUCTHKAaMU IPeOHOT0 TBHHTA,
koedimienramu ymopy (K1) i momenty (K2):

1 — nominaneHa ['X; 2 — o6Baxkena I'X; 3 — montermena I'X

n A

CyMapHUii BIUIMB 30BHIIIHIX ()aKTOpIB eKCIuTya-
Talii BpaxoBYETbCS yepe3 BiHOCHY xoay it ['T. 3mina
30BHINIHIX (DaKTOPIB EKCIUTyaTallii CTBOPIOE IEepeayMo-
BU JI0 TIEPEBaHTAKCHHS ABUTYHA 10 YacTOTi 0OepTaHHs,
MOTY>KHOCTI, TEIUIOBi# Ta MEXaHiIuHiIl HANPy>KEHOCTI.

Ha puc. 3 mokazane ciMeHCTBO TBHHTOBUX Xapak-
TEPHCTHK, CHOJNyYeHHX i3 BIACHUMH i 00OMeXyBaJbHHU-
MU XapaKTEePUCTUKAMH JIBUTYHA.

B excrutyarariii, A5 OLIHKH peKUMY poOOTH 1 Ha-
BaHT@XCHHS TOJOBHOTO [BUTYHA, HAWOLIBIIE YacTo
BHUKOPUCTOBYIOThCA [8]: MakCHUManbHUN THCK 3TOPSHHS
(Pz), Tuck mamnyBy (Px), obepranbHuii MOMEHT (Mkp)
abo cepenHiii edexTuBHuil THCK (Pe). Bennunna oGep-
TAJIFHOTO MOMEHTY MKp Ha KOJIIHYaTOMY Bally JBUT'YHa
B CyJHOBHX YMOBAaX OI[IHIOETHCS HETPSIMUM IILIIXOM.
"V psni BumankiB mpu crajocti OM, 3abe3medyeThes
3pa3koBa craiicth Temrepatypu BIM te" [18]. " V 3B'si3ky

3 BHUINECKA3aHUM, 3aBOJM 3BHUYAHO 5K OOMEKYBaIbHY
XapaKTePUCTUKY OPUHMAIOTh XapaKTePUCTUKY
Ne = f(n) mpu Mxp = const, sixa B koopauHatax Ne - n
SIBJIsIE COOO0FO MpsIMY JiiHiro» [1].

e L
v 2
e 2 b4
0.8 1
- C3
o/A /
0.6 g
3|8
Ne=cn
™ 3
A
0.4 A //
0.2 /// e
%/ 6~
[ 5
0 0.2 0.4 0.6 0.8 1 n

Puc. 3. [BUHTOBI XapaKTepUCTHKU IBUI'YHA CIIOTYUYCHI

3 00MEKyBaJIBHUMH XapaKTepUCTUKaMU: 1 - HoMiHanbHa ['X;
2 - o6Baxkena I'X; 3 - monermena I'X; 4 - 0OMeXeHHs 10 I10-
TYXKHOCTI; 5 - 0OMEXEHHS 110 MiHIMAIIBHIH 9acTOTi 0OepTaH-
HsI; 6 - peryIsTOpHa XapakTepUcTHKa; 7 - ooMexeHHs o MO;

8 - 0OMexeHHS 110 MeXaHIYHil Halpy>KeHOCT;
9 - 0OMeXeHH 10 TEIUIOBiH HaIPyKEHOCTI;

A - obnacTp momycTuMux pexumis podotu I'/]; b - obnacts

HEJIOMYCTUMHUX | KOPOTKOYACHO JAOMYCTHUMHX PEXUMIB POOOTH

TernoBy HampyKEHICTh AW3ENBHOTO JIBUTYHA
MPUAHATO OIIHIOBATH IO TEMIIEPATypi ACHIISA MOPIIHS.
VY peanbHHX yMOBax eKCILIyartalii, Mpu HEMOXJIUBOCTI
KOHCTPYKTHUBHO peaji3yBaTH BHMIp TeMIIEpaTypH Iop-
LIHS JABUT'YHA, TETUIOBHH CTaH OIL[HIOIOTH 10 HENPsSMO-
My HOKa3HHKY - Temneparypi BI'.

Amnani3 pucyHka 3, BAKOHaHUH Ha ITiJICTaBi IpUBe-
JICHHX BUIIE IOJIOXKEHb, MIITBEP/XKYE, IO 30HA MIX
miHisME 2-3 TpeacTaBise co0O 0071acTh MOXKIHBHIX
I'X, xoXHa 3 SKHX BiJNOBiga€ CBOIM 30BHIITHIM yMO-
BaM. [Ipu meoMy pesxxum pobotu I'Jl MoxkHA XapaKTepu-
3yBaTH B3a€MHHM pO3TAaIlyBaHHSIM T'BUHTOBOI Ta oOMe-
JKYBAJIbHOT XapaKTEPUCTUK.

3amobiranHs nepeBaHTaxeHHs [/, mo mparioe
6e3nocepeanbo Ha ['OK, 3abe3rneuyeThcst 3MIHOIO pe-
KHUMY HOT0 poOOTH. Y 3arajJbHOMY BHIIQJIKy, OCHOBHUM
METOJIOM YNPABIIiHHS JBUTYHOM € KEpyBaHHS IO 30Y-
PIOBaHHIO.

HasBaicTs perynsaropa B cuctemi neuryH — I'T” mae
Ha yBas3i yNpaBJIiHHS JBUTYHOM 3a JJOIOMOT'0I0:

— BUTpPATH TAJIMBA MU poOOTi IBUTYHA I10 30BHi-
IIHIH HOMIHAJIBHIN a00 YaCTKOBIH XapaKTepHUCTHIII;

- BUTPATH TIOBITPS;

- mapametpiB [ T.

Ha mincraBi anamizy cBiToBOrOo An3encOyTyBaHHS,
YCTaHOBJIEHO, IO HeTepeBaHTaxyBaibHa podorta ['/]
3a0e3nedyeThesl B MEPIIy Yepry PeryssiTopoM YacTOTH
obepranns (PYO), mo xepye nogayuero najanBa B JBUTYH
1 BCTaHOBJIOE OajaHC MiX MiZBEJECHOIO 1 BiJBEICHOIO
eHepriero, Mmpu 3MiHI YMOB eKcIulyaraumii (30BHIIIHIX
¢axropiB). CymapHHU BIUIMB 30BHILIHIX YMOB OLIHIO-
eTbest Koedinienrom I'X, mo Bxoauts y hopmyiry (11).

6



ISSN 2073-7394

Cuctemu yrpasiiHHs, HaBirauii Ta 38's3ky. 2022. Ne 2

IIpoananizyemo crmocodu, siki 3aCTOCOBYIOTHCS B
Cy4acHOMY JBHTYHOOYAyBaHHI, JUIi OOMEXEHHS BIUIU-
By 30BHILIHIX YMOB Ha TEIUIOBY 1 MEXaHIYHYy Harpysxe-
uicts I,

1. Obomedrncenna excniayamauiitHol nomyxcHocmi
207106H020 08UZYHA.

Hotyxnicts I'Jl Nexowy, ycTaHOBIEHOTO Ha Cy.IHI,
BHU3HAYAETHCS BINMOBITHO A0 pPEKOMEHIALid 3aBOIy
BUT'OTOBIIIOBAYA, 3 yPaxyBaHHAM CTATUCTHYHUX PE3YIIb-
TaTiB eKCIUTyaTalii CyaiB JaHOTO THILY, XapaKTEPHUCTHK
KopIyca Cy/Ha i rpeOHOro rBUHTA.

Ha puc. 4 noka3zasi Tpu OCHOBHHX HapaMeTpH, LI0
(hopMyIOTh eKcIUTyaTamidHui 3amac motyxHocti I'J] i
MpPU3HAYCHI T KoMITeHcarii [2]:

— 30BHIIIHIX (akTopis ekcruryaTamii (SM):

SM = Jeom

(12)

Ne €eKC

ne N, onr — TOTYXHICTB ['J] 7151 TOJ0NaHHs IPOEKTHOTO

omopy cyaHa; N, e — TOTYXHicTh ['J] i momonaHHs

MaKCHMAJIbHOTO PO3pPaxyHKOBOTO OIOpY CyZIHA, ONTH-
ManbHUH mianaszon (1,1; 1,25);

— BHYTpilHix (akropiB excruyararii (EM):

EM = Jeom (13)

Ne MaM

ne Ne yjm - MakcuManbHa pyIIidHA MOTYXHICTh i

MOJIOJIaHHA MAaKCHMaIbHOTO PO3PAaXyHKOBOTO OIIOPY

CyIHA 3 ypaxyBaHHSIM BHYTPIIIHIX (aKTOpiB, SKi BIUTH-

BalOTh Ha pOoOOYMI MUK AW3ETs, ONTHUMAIBHUH Miamna-

30H (0,8; 0,9);
— 32Ky 9aCTOTH O0epTaHHS MPHU POOOTI MO ToJIe-
TIIeHil rBUHTOBIH xapaktepuctuii (LRM):
LRM = nHOM_nOHT’

(14)
nMIM

JIe Ny - HOMIHAJBHA YacToTa obepranus I'[I; nyy, -

yacToTa 00EpPTaHHSA NMPH MAaKCHMAJIBHOMY PO3PaxyHKO-

BOMY OIOpY; MM - YacToTa 00epTaHHs, 11O BiJNOBi-

Jla€ MaKcUMaJbHil motysxxHocti /1.

Negonm
Ne MM 1
[EM
2
Ne g -
SM p ya
Ne
SKCILT
s LRM
T onT My MHOM

Puc. 4. [Tapamerpu, mo GOpMyIOTh eKCIUTyaTaIIHIHN 3amac
notyxHocTi: 1 — npoektHa ['X; 2 — excruryaraniiina I'X
npu podori I'/] na nonermenuii ['T

Y3aranpHUBIIU peKOMeHparii [7-9], MOXXKHA KOHC-
TaTyBaTH, MO B Pe3yJIbTaTi NPUHHITHX MPOCKTHUX J0-
MymeHb (OPMYEThCS 3HAYHUM MO BEJIMYHHI 3armac Io-

tyxuocti ['JI. ¥V pesynbrati ['EY cynHa xapakrepusy-
€THCS TIJIBUILEHOIO, 11010 HEOOXiJHOI0 Ha pO3paxyH-
KOBOMY pexumi, motyxHictio ['J], skuii mpaioe Ha
"monermwenui" TZl [9]. Lle npuBOOUTH [0 3HUKEHHS
BHKOPHCTAHOI MOTY>KHOCTI Ha PEXHMi, HepalioHaIbHO-
My BHKOPHCTaHHIO HOMiHAIBHOI MTOTY>KHOCTI.

2. 3nusicenna ennuey 00pocmanna enemeHmis.

30impIICHAS 3aTpadyBaHOi OYKCHPOBOYHOI IMOTYX-
Hocti (1) mpu OOpOCTaHHI eNEMEHTIB MiABIIHOI YaCTHHH
KOpITyca, BUMAarae 3aCTOCYBaHH: ITOKPUTTIB, SIKi IIEPEIIKo-
JDKAIOTh 00pOocTaHHIO. Pi3HI BUMOTH JI0 SIKOCTi TIOKPHTT i
niepiofly 30epexkeHHs HeoOXiMHMX sIKocTel (OpMYyIOTh
o0acTs MOXXIMBHX OyKcupoBouHux ornopiB KC [5].

3. 3uusicennn enaugy ammocghepuux ymoe.

BukonyeThcs nusixom 3a00py MOBITPS 3 MalllvH-
HOTO BiJIUICHHS, TPU OCTATHOCTI BHUTpPATH IOBITPS,
SIK€ TIIBOJUTHCS] CHCTEMOIO BEHTHIIALLI.

4. 3nudsicenna empam, w0 cynpogootcyioms po-
oomy zpebnozo zéunma.

3MEHIIEeHHS BTPAT, 110 CYyNPOBOKYIOTh IEPETBO-
PEHHS MEXaHIYHOI eHeprii OIBUTYHa B pyX CyIOHA, IO-
3Bosisie He Tinbku minsumutn KKJ[ npomysibcuBHOTO
KoMIUIeKCy [3], ane i 3HU3UTH HEraTUBHUM BIUIMB 30B-
HIIIHIX (QakTopiB ekcrutyaTanii Ha pexxum poodoru I'/].

3a pesynpTaTaMu JIOCHIPKEHHS cdopmoBaHi 1
MpHUBEJICHI B TaOnwHIli 1 OCHOBHI 3aX0/H, CIIPSIMOBaHI Ha
3HWDKEHHS BTparT 1 miaBuiieHHs eekruBHocTi [T

Cepexn MOXXJIMBUX 3aXOiB, MPUBEACHUX y Ta0I. 1,
HaNOLIbIIe TOMUPEHHS OfCPIKaIH:

— Kopekiis ¢gopmu nomaTi (KpUBW3HH, IUTOMI i
T.IL);

— yCTaHOBKA Ha JIOMATsIX TpeOHOTO TBUHTA iHTEP-
uentopiB (sl TpeOHUX TBUHTIB HIBHIKICHUX CYCH)
200 3arvH Kparo JIomari;

— HampaBJIslO4i Hacaaku (10 CBOEMY NpPH3HAYECH-
HIO MOXKYTb BUKOPHCTOBYBATH JUIsl IIJIBUILEHHS yIopa
rpeOHOro IBUHTA, MIBUAKOCTI Cy/IHa 1 HOro MaHeBpeHO-
CTi, 3HIDKEHHS! HEraTUBHUX (haKTOpiB poOOTH TpeGHOTO
T'BHHTa B KOCOMY Ha0iratouomy IoToII).

XapakTepHOIO PUCOIO BCIX 3aX0JIiB, 1[0 HETATUBHO
BIUITMBA€ HAa OTPUMaHH €(EKT, € HEMOXIIUBICTh pery-
JIIOBaHHS BIUIMBY HAa EHEPTEeTUYHY YCTAHOBKY ITPH 3MiHi
30BHIMIHIX (paKTOpiB eKCILTyaTaltii.

BucnoBxu

1. VY pesynbrati aHamizy JiTepaTypy BCTaHOBJICHO,
10 3am00iraHHs MEepeBaHTAXYBAIBHUX PEKUMIB poOo-
TH TOJIOBHOTO IM3EJBHOTO NBHTYHA, IO MpAIOe€ Ha
I'®K 371ilcHIOETBCS 32 paXyHOK PETYIIOBAHHS YaCTOTH
obepraHHSL.

2. Taxwuii crioci® KepyBaHHS MPUBOIUTH 1O iCTOT-
HO{ 3MiHH TEIIOBOI i MEXaHIYHOI HANPYXEHOCTI Iu3e-
JLHOTO JIBUT'YHAa B YMOBaX €KcIUTyarallii, 0OMeXyruH
HOro excrutyaraiiiHi pexuMu.

3. PoGoTa rojoBHOro ABHIYHa Ha YaCTKOBHX Ha-
BaHT@)XEHHSX HEraTHBHO BIUIMBAE Ha HOro eQeKTHB-
HICTh, BEJIC 10 HEIOBUKOPHUCTAHHS HOMIHAJIBHOI MOTY-
YKHOCTI, 3HIKEHHIO IIBUIKOCTI pyXy cyaHa. B ymoBax
eKCIUTyaTalil yTpYJHIOEThCS 3MiHA HalallITyBaHHS pe-
T'YJISTOpa 4aCTOTH O0EpTaHHS B 3aJISKHOCTI Bijl peXXUMY
poboTH TpeOHOT0 IBUHTA, TiIPOMETEOPOJIOTIYHNX (hak-
TOpIB 1 XapaKTEPUCTUK KOPIYCYy CyIHA.
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Tabnuys 1 — 3axoan moao0 miABHIIEHHS e()eKTHBHOCTI rPeOHIX IBUHTIB ikKCOBAHOTO0 KPOKY

3axin

PesyabTar

I'®K 3i 30inbIeHol
cabJIeBUAHICTIO

30iIbIICHHS 3amacy 1o KaBitaril i Biopartii, 30iapments KKJI, 3MeHIIeHHs IMCKOBOTO BijI-
HOILCHHS

I'OK 6e3 KiHLEBUX BUXPIB

36inpmenns KKJ reunTa Ha 10%

I'®K i3 uaTepienTopaMu

30imbIIeHHS yHIopa cynepKaBiTylounx rBUHTIB Ha 100% npu HesminHoMy KKJ|

T'®K 3 Bizcocom

MO>KIHBICTS TIPOEKTYBAHHS TBUHTA 3 BEJIMKIM KPOKOM IIPH 30epeKEeHHI CIOKUBAHOI TOTYXKHOCTI

I'oK

ExoHOMIs TOTY>KHOCTI Ha KPYMHOTOHAXHUX cyfax 10 13-15%. Ha mBuAKicHUX cyaax 10 7%

306inbLICHHS AiamMeTpa rpeOHo-
ro IBHHTA

3HIKCHHS BUKJIHKaHUX 0choBHX HiBHaKocTe. Pict KK/ rpebHOro remnTa, pict KoedirieHta
3aCMOKTYBaHHS

VYcranoBka 3a OK
TypOormpornenepa

36inbIeHHs yrnopa 10 13 % npwu Tiit ke croxuBaHii notyxHocTi, migsuienHs KK/ Ha 10 %

T'®K i3 moTOKOCTIPAMOBAHUMH
npodinamu

MEHIIIEHHS TOTPIOHOT MOTYKHOCTI H 0T Y CIIOJIYYEHHI 3 HacaaK -9%
3MeHIIe OTpPiOHOI 110 ocTi Ha 7%T y CHOJYYeHH] 3 HAacaaKkow 8-9%

I'®K ¢ KoHTprBUHTOM

36insmenns ynopa Ha 13%. 36insmenns KK/ Ha 10%

I'®K y Hanpasnsrouiit Hacani

30inbIICHHS TATH Ha TaKy, Ha MIBapTOBUX pexxumax 50%. npu mBuakocti 10 km/rox 1o 30%
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A method for storing transvantage modes in the operation of the lead diesel engine
O. Levchenko, O. Melnyk

Abstract. With the development of scientific and technical progress, the number of technological operations on ships is
being automated. The whole complex of control of technological complexes and technical processes, such as stabilization of the
frequency of the wrapping of the crankshaft of a ship diesel engine, adjustment of the voltage and frequency of the generator at a
given level, stabilization of the level of water in boilers, stabilization of the vessel at a given course Methods and algorithms for
ship control, operation of the head diesel engines, implemented in basic automation systems, ensure automatic control of the
modes of the head diesel engine. To prevent overloading of the main diesel engine and make recommendations for decision-
making to reduce the dependence of thermomechanical load on external factors of operation, a well-established and experimen-
tally proven way to limit the influence of external conditions on thermal and mechanical stress of main engines. The hypothesis
about the exchange of thermal and mechanical stresses of the head engine by changing the support of the propeller screw wrap by
implementing the strum injection on the blades was confirmed. Based on the substantiation of the results, it is possible to confirm
that the additional strum water supply to the blades of the propeller screw allows turning on the revantation of the main engines
for the parameters of thermal and mechanical stress in a wide range of modes of operation of the vessel. Possibility of increasing
the level of engagement of the head engines with a change of minds, swimming is independent of the influence of the external
factors in the operation, adhering to the rational variation of the rated pressure, which is positively dependent on the compatibility
of sea transport and to ensure safety without accidents.

Keywords: head engine, fixed gear screw, head power plant, propulsion complex, main operating factor.
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HauionanbHuii TeXHIYHUN YHIBepcUTET «XapKiBChKUI MOMITEXHIYHUNA iHCTUTYT», XapKiB, YKpaina

PO3POBKA ITPOI'PAMHO-AITAPATHOI'O KOMIIVIEKCA IMITATOPA
INOBEJAIHKH OB’€EKTA KEPYBAHHA

AnoTtaunis. IlpenMeToM MOoCHiPKEHHS € MPOLEC NOOYAOBH CTPYKTYPHU CTEHIA-iMIiTaTOpa Ta iMiTalliiiHi MOJelNi MOBediH-
KU MIPOMHUCIIOBHX 00’ €KTiB aBToMaTH3amii. MeTa cTtaTTi — moOy10oBa anapaTHO-IPOTrPaMHOTO KOMIUIEKCY iMiTallii MOBEMiH-
K{ aBTOMAara BU/avi HaMoiB. 3aBAaHHSA, [0 BUPIIIYIOTHCS: OIUC alTOPUTMY OTpUMaHHS iH(opMarii mpo 00’ eKT KepyBaH-
HSl, aHANI3 CTPYKTYPH 1 QPYHKIIH 00’€KTa KepyBaHHS [UIs MOOYIOBH iMIiTalliifHOT MOZENi OT0 MOBEIHKH, CHHTE3 PIllICHHS
y BUIJISZII allapaTHOI Ta MMpOrpaMHOl YaCTHHH. 3aCTOCOBYBAaHI METOAM: TE€OPis aIrOPUTMIB, METOAN 1 MOJIENi OIiHIOBaHHS
00’€KTiB, Teopiss 6araTopakTOPHOTO EKCIIEPUMEHTY, IPOrpaMyBaHHs IIPOTrPaMOBAHKX JIOTIYHUX KOHTpoiepiB. OTpuMaHO
Pe3yJbTaTH: ONMCAaHO OCHOBHI IIPOOJIEMH, SIKi BHHUKAIOTh ITPU CTBOPEHHI pillleHb aBTOMATU3alii MPOMHCIOBHUX 00’ €KTiB;
CTBOPEHO MEPEITiK BXiTHUX-BUXiMHUX CHTHATIB aBTOMAaTa BUAa4i HAIOIB, 32 JOMIOMOTO0 SIKOTO IiIiOpaHo oOJaTHaHHS st
CTBOPEHHSI aIlapaTHOTro Ta MPOrPaMHOT0 KOMILIEKCY; PO3pOOJICHO IPOrpaMHy YacTHHY 3 JABOX MOJYJIIB: IPOrpaMu Ha IIpo-
rpaMOBaHOMY JIoTiuHOMY KOHTpoJiepi Ta nporpamMu SCADA-cuctemu. BucHoBKM: 17151 moOyI0OBH iMiTaTopa 00’€KTiB BH-
X1THOYO TH(OPMAIII€IO € TIePeTiK BXiTHUX-BUXITHUX CUTHAIIIB, SKHH CKIIAJIAI0Th 33 PE3yJIbTaATAMH OITUCY ITOBEIIHKH 00’ €KTa
KkepyBaHHs1. [Ipy CTBOpPEHHI CTEH/A HA IPOrPaMOBAHOMY JIOTIYHOMY KOHTpOJIEpi HEOOXIZIHO BpaxoBYBaTH, IO MEPEIiK CH-
THaNIB IJIs TOOYOBH iMiTaTOpa MPOTHIISKHMI CUTHATIaM 00’€KTa KepyBaHH:. BukopucTaHHs po3pobiaeHol IporpamMu iMi-
TaTopa 00'€KTa YIpaBIiHHS [TOKA3aJI0 3HIKEHHS Yacy TeCTyBaHHS (QYHKIIOHATY Ha 00'€KTi, IMiJBHUINMIO IIBHIKICTH yCy-
HEHHsI 0ariB y mporpami, IpoCTOTY TECTYBAHHSI ITiCIIsI OaBaHHS HOBOTO (hYHKIIIOHAITY.

KuawuoBi caoBa: creng-imitatop, SCADA-cicTemMa, mporpaMOBaHHUN JIOTIYHUN KOHTPOJEP, 00 €KT KepyBaHHS, BEH-
JIHT, aBTOMAT BH/a4i HAIOiB, allapaTHO-TIPOTPaMHHUI KOMILIEKC.

Beryn

OO0'ekTn aBTOMaTM3aIlii — 1€ OKpeMi YCTaHOBKH,
arperary, KOMILICKCH MallMH Ta anapariB, SIKHMHU IOT-
pioHO kepyBaru. CkiagHicTh 00'€ekTa aBTOMATH3AIll
BU3HAYAETHCSl CTYNEHEM HOr0 BHBUEHOCTI Ta pi3HOMa-
HITTSIM BUKOHYBaHUX HUM (QyHKIIH. /s aBromaru3anii
00'eKTiB ynpaBiIiHHS PO3POOIISIOTECS PillIeHHS 13 3aCTO-
CYBaHHSIM KOHTPOJIEPIB, SIKI JUIS YIIPaBIiHHS BHKOHAB-
YHUMH MEXaHi3MaMH BHKOPHCTOBYIOTh iH(OPMAIIIO Bif
nmatyukiB. Po3poOka pimreHHs 3 aBToMaTn3alii 3a3BU4ai
BKJIFOYA€ TaKi CTAIH:

1. HocuimxeHnHs: 00'eKTa KepyBaHHA. 3a pe3yJbTa-
TaMH [BOTO €TaIy CKIAJAa€Thesl JOKYMEHT, SIKUH Ha3u-
BaeTbes «lloprper BupoOy». Y HBOMY HAJa€THCS OIHC
KOHKPETHOTO 00'€KTa aBTOMAaTH3allii, epeik Horo ¢y-
HKLI# Ta BX1JHUX-BUXIJHUX CUTHAIIB.

2. CTBOpEHHS TEXHIYHOTO 3aB/IaHHS.

3. [Ticnst MOTO/KEHHS TEXHIYHOTO 3aBIaHHsI BiIOY-
BaecThCsl po3poOka pimeHHs 3 aBTomaruzanii. Bono
BKJIFOYa€ CTBOPEHHS CXeM aBTOMaTH3allil, miadip 1 3aKy-
B0 oOnagHanHs, 30ip madu aBromMarusarii, po3poo-
Ky IIPOTPaMHOT0 3a0e3MeYCHHS.

4. Po3pobka mokyMeHTarii Ha po3poOitoBaHe pi-
meHHs. e MoxyTh OyTH KepiBHUIITBO 3 €KCIUTyaTarlii
Ta NPOrpaMHI JOKYMEHTH, TaKi sIK: OIIUC IPOrpaMHu,
KepiBHHULITBO KOPHCTYBada, KEPIBHUILITBO OTIEpaTopa.

5. IlyckonanaromxyBansHi pobotu. Ilpu myckona-
JIaroJLKyBaJbHUX poOOTax BinOyBaeThCsl BUI3N (axiBIis
Ha 00'eKT, KU y NMOJBOBUX yMOBaX TECTye€ Ipale3ar-
HICTb MPOTrpamu.

KinpkicTh eTaniB Ta ix omuc onucyetbes y [1]. Sk
MIOKa3ye MPaKTHKa, IHKeHEepH, SIKi pO3pOOIISIOTH pillieH-

HS Uil aBTOMaTH3allii, He MalTh Oe3roce-peaHbOro
moctyrmy a0 o0'exta ympaBiiHHA. BiH MoXe 3HaXomm-
THCh HAa 3HAYHIM BifCTaHI BiJ MPOEKTHOI OpraHi3aiii.
Omnara BiIpsPKEHB U PO3POOKH MPOTpaMu Ha 00'eKTi
a0o TOCTiifHI BHi3MM CHemialicTiB Ha 00'€KT € BHTpaT-
HuMH. Takok 00'€KT ympaBIiHHSA MOXKE OyTH CKIIaTHUM
abo mepeOyBaTH B eKCIDTyarallil, i 3ymiuHKa HOro poOoTH
JUIsl TECTYBAHHS MOXKE 3aBJIaTH 30UTKIB MIAMPUEMCTBY.

Ha BigmiHy Bi TecTyBaHHS HpPOTpaMHOTO 3a0e3-
MIEYCHHS], SIKE 3[IMCHIOETHCS 32 JOTIOMOTOI0 PyYHHX abo
aBTOMAaTHU30BaHMX TECTIB, IPOrpaMHe 3a0e3MeUeHHS IS
aBTOMAaTH30BaHUX CHCTEM e MmoTpedye Oe3mocepe-
HBOTO TeCTyBaHHs Ha 00'ekTi. TecTyBaHHS BCHOTO Tepe-
niky QyHKIiH Ha 00'€KTi, HEOOXiAHICTD YCyHEHHS BHSIB-
JICHNX HETOYHOCTEH MOXYTb TPHMBATW IIEBHHUH Iepiof i
MIPOIOBKUTH dac TepeOyBaHHS iHKeHepiB Ha 00'exTi
a00 TPU3BECTH 10 TOBTOPHOTO BHi3My Ha 00'€KT.

ToMy mpu po3poO1Ii CHCTEM YIPABIiHHS CTOITh 3a-
BIAaHHS CTBOPEHHS IMITaI[iifHOT TECTOBOI YCTaHOBKH, 3a
JIOTIOMOTOIO SIKOT MOXKJIMBE TeCTyBaHHs (YHKIIIH cucTe-
Mu. CTBOpEHHSI Takoi YCTaHOBKHU JUIsl KOHKPETHOTO 00'-
€KTa TaKkoX 3aiiMae NMEeBHMH 4yac 1 BUMarae BUTpaT Ha ii
CTBOPEHHSI, OJTHAK BOHA JIO3BOJIUTH IIiJIBUIUTH HaMIid-
HICTh CHCTEMH, IO PO3POOIISETHCS, 38 PaXyHOK Oe3ro-
CEepeHBOTO TECTYBAHHS (DYHKIIIH.

Jlo cTtBOpeHHS iMiTaropa 00'eKTa yHpaBIliHHS 1TOT-
PIOHO TIAXOMUTH JyKe BimmoBinambHO. )11 mBOro He-
00XITHO MaTH IETaJbHUHA OIMC MOBEMIHKH 00'€KTa Ke-
pyBaHHA. SKICTB imiTaTopa, IO PO3pPOOISAETHCS, 3aie-
JKUTPH BiJI TOTO, HACKUTBKHU SKICHO 1 BUYEPITHO OyIo mpo-
BEJIEHO JOCIIDKEHHS 00'€KTa yIpaBTiHHS.

Pimennst mpo cTBOpeHHs1 00'ekTa-imiTatopa o0y-
MOBJIEHO THIM, II[0 aBTOMAT BHa4l HAIOIB MICTHThH aB-
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TOMATHKY, SKa 3IIICHIOE NEpeMIillleHHs] TPUCTPOIB JI0
MOMEHTY CITpallfoBaHHs KiHIIeBOro repemukada. [Toc-
TiHE TECTyBaHHS IIPOTPaMH, IO PO3POOJSETHCS Ha
00'eKTi, 1 HECBOEYACHE BiKITIOYEHHS pOOOTH MEXaHi3My
MOXXYTh NPU3BECTHU J0 NICyBaHHs oOnaaHaHHsA. [lo Toro
’K BUKOPUCTAHHS PEabHUX IHTPENIEHTIB i Yac TeCTy-
BaHHS MOXe OyTH 3aTpaTHUM.

Orasn icHylouuXx pilieHb MO0YA0BH CTEH/IB
IJIM1 00°€KTiB aBTOMATH3AIlil

Cucremu iMitamii IOBENIHKH TEXHOJIOTIYHUX
00’exTiB Ha 0a3l aBTOMaTH30BaHUX CHCTEM KEpyBaHHSI
3HaXOJATh 3aCTOCYBAaHHS IIPH CTBOPEHHI HaBYaJbHO-
TPEHAXEPHUX KOMIUIEKCIB I HABYAHHS CIICIIATICTIB,
CTyZAeHTIB okpeMmill Temi. Hampuknan, komu 6e3mocepe-
JTHSL B3a€MOJIis JIFOMUHK 1 00’€KTa HEMOXKIIUBA depe3 ii
HEeMirOTOBJICHICTh. Y TOH ke yac po3poOka CTEHIiB-
IMITaTOpIB 3 MPOrpaMHUM KOMILIEKCOM JI03BOJISIE HAOY-
TH CHEUIANICTY MPAaKTUYHUX HABUYOK.

3a3Buyail CTBOPIOIOTH HABYAJIbHI CTEHH 3arajbHO-
ro npu3HadeHHs. Y [2] ctBopeHo HaBYanbHUIA 1aboparto-
pHHUIL cTeHa Ha 6a3i MPOrpaMOBaHOTO JIOTIYHOTO KOHTPO-
Jepa, 0 Ma€ 5 NUCKPETHUX BXOMIB, 5 aHAJIOrOBUX BXO-
IiB, 6 IUCKPETHHX BUXOIIB Ta 3 aHAIOTOBHX BHXOIH.
Le#t crenn mpu3HAYEHO I BUBYEHHS OCOOIHMBOCTEH
MOOYZOBH aBTOMATH30BAaHHX CHCTEM Ha KOHTpOJepi
Freemax mini, BuBuenHs npotokony Modbus RTU Ta
CTBOpEHHs TpocToro iHrepdeiicy kopucrysaua. [Iporpa-
Ma KOHTPOJIepa CTBOPIOETHCSI KOPHCTYBa4eM CaMOCTIHHO.

VY crarri [3] Takox Ha 6a3i IpOrpaMoOBaHOTO JIOTi-
YHOTO KOHTpOJIepa (CEHCOPHOTo KOHTpoJiepa) 1molyo-
BAaHO KOMIUIEKCHHH CTEHI-IMITaToOp ISl JOCIIKEHHS
eKCIUTyaTallifHNX XapaKTepUCTUK COHAYHMX MaHeNeH.
IMo cyTi 1ei cTeH TaKoXK € HAaBYATHHUM 1 HeOOXiTHUI
JUTS THABHINEHHS MPOQeciifHOl MiArOTOBKU iH)KEHEpiB-
€JIEKTPOMEXaHIKIB AJIs1 BUBUCHHS MTUTaHb, ITOB’I3aHUX 3
BUBUCHHSIM XapaKTEpPUCTUK COHAYHUX naHenei. [Ipore
nporpama CTeHJla TECTY€E caMe COHsSYHY Oarapero, a He
CTBOPEHHUI IIPOrPaMHUI KOMILIEKC.

Tpenaxep-imitaTop po3pobneno B podori [4]. Ha-
TOJIOIIYETHCS, 0 AMHAMIYHI TPEHAXKEPH JIy’KE BaXKIIHBI
Juist azanTanii axiBLiB 0 MOBEIIHKHA PELHOTO 00'€K-
Ta 1 BUPOOJICHHSI HUMH BIPHUX CIIOCOOIB pearyBaHHs B
pi3HUX BUPOOHUYHMX CUTYyaLisx [4].

VY poboti [5] cTBOprOEThCS MaTeMaTHYHA MOJIEINh
cTapTep-TeHeparopa, sika BOylOoBaHa B CTEHJI-IMITaTop.
s Mozens € MaTeMaTHYHOIO, BOHA HE IMITy€ MTOBEIIIH-
Ky QyHKIIi# Oi3HEC-JIOTIKH.

Jyxe mommpeHa KOHLETIsI CTBOPEHHS HaBYab-
HO-71a00paTOPHUX CTEHIIB IS MIATOTOBKH CTYICHTIB
TEXHIYHUX crenianbHocTel [6-8]. Bukopucranns momui-
OHux 3aco0iB HaBUaHHS 3a0e3Meuye BUKOHAHHS OJTHOTO
i3 (yHIAMCHTAJIBPHUX TMPHUHIUIIB JIUIAKTUKA — TPUH-
LIUITY 3B 513Ky TEOpii Ta NpakTHUKy [6].

Haii6impnr ONMM3BKUMH 70 TEMH CTaTTi € POOOTH
[9, 10], ne nporoHyeThCsl y3arajibHeHa KOHLETLIsS Bip-
TyaJbHUX O0'€KTIB aBTOMAaTH3alil, 10 CKJIamy SKOI BXO-
IUTH iMiTamiiHa Momenb 00’ekra kepyBaHHS. [IpoTe B
HaBelIeHUX po0oTax HE HAMAEThCA PEKOMEHJIAIN 11010
moOyIOBH iMiTaTOpa peaabHOro 00’ekra. He 3po3ymiio,
IUI  SIKMX BHITAJAKIB IOTPIOHO CTBOPIOBATH CTEHII-
imiTarop, OyayBaTH iMiTaliiHy MOJEINb AJIsl HIPOMHCIIO-

BUX OO’€KTIB Ta KOJU CTBOPCHHS CTEHJa-iMiTaTtopa €
€KOHOMIYHO OOTPYHTOBaHUM.

MeTo10 CTATTi € ONMCaHHS IPOLECY CTBOPEHHS
anapaTHO-TIPOrpaMHOr0 KOMIUIEKCY Ha 0a3i creHpa-
iMiTaTopa Ha MPUKIIAAl IIPOMHUCIOBOTO 00’ €KTa aBTOMA-
Ta BHA4i HAIOIB.

Onuc 00'ekTa ynpapJiiHHS

ABTOMAT MPOAAXKy HAMOIB € 00'EKTOM aBTOMATH3a-
Iii, 10 CKJIaay SIKOTO, 3aJeKHO BiJ KUIBKOCTI Ta THITY
HATIOIB, IO MPONAIOThCS, MOXke BXxoauTtH Bix 50 mo 100
KOHTPOJIbOBAHUX MapamerpiB. THIIOBHI aBTOMAar MOXe
BKITIOYATH TaKi IPOTPaMHi Ta CTPYKTYPHI ITiICHCTEMH:

— TijcucTeMa 30epiraHHs Ta BUIadi BOIM;

— TiJCHCTeMa MiATOTOBKH Ta J03yBaHH:I, MOJIOKa
ra3oBaHOI Ta OXOJOMKEHOI BOOM;

— TiAcCHCTeMa MiATOTOBKHU Ta JO3yBaHHS MOJIOKA,

—  MiICHCTEMA MiATOTOBKH Ta BHIaui rapsaol BOIH;

— migcucTeMa 30epiraHHs Ta J03yBaHHS CUPOIIIB;

—  MiJCHCTeMa PYKH JUIs Mojavi HaIoiB;

— TIJCHCTeMa CTaKaHHOTO MiKcepa;

— JpeHaKHA IMiJICHCTEMA;

—  IiJCHUCTEMa BHJIavi CTaKaHIB;

— TijcucTeMa BUaadi TpyOoK;

— miacucTeMa mpuiioMy OaHKHOT, MOHET Ta BU-
Jlagi perTy;

— TMigCHCTeMa KOHTPOJIO IOCTYIy 1O aBTOMaTa
Ta CUTHAaJII3alil;

— migcucrema GSM-3B's13Ky;

—  MIJCHCTeMa TePMOCTATYBaHHs aBTOMATa.

Jlai HaBOOUTHCS OMHUC AEIKUX IMiJCHCTEM aBTOMa-
Ta BHJa4l ra30BaHOl BOAM, sIKi OyIyTh MOJCIIOBATHCS
IMITaTopoM.

1) IHiocucmema 36epicanns ma euoaui 600u

[Migcucrema mpu3HaYCHA IS MIATOTOBKH Ta MOMAa-
9i BOOM, SKa B TONANBIIOMY BUKOPUCTOBYETHCS IS
HarpiBaHHs, OXOJIO/DKEHHs, KapOoHi3allil Ta MpOMHUBaH-
Hs1 aBTOMaTa. SIK JpKeperna BOIU BUKOPUCTOBYIOThCSI:

— BOJOIIPOBI i3 (pinbTpamieo BoAM;

— OJHAa €MHICTH I 30epiraHHs BOAM;

—  KUIbKa EMHOCTEH [T 30epiraHHs BOMIM.

SIkuo B aBTOMATi TependavaeThCsi BUKOPUCTAHHS
JIEKUTBKOX €MHOCTEH JJIsl BONM, BOHH MOXYTh OyTH
3'€JIHaHI 32 CXEMOIO CYyJMH, IO CIIOJy4YeHi, Boma HaOu-
Pa€eThCs 3 ICKUTBKOX EMHOCTEH OJHOYacHO, abo 3a cxe-
MOIO 3 TMOCIIJOBHUM CIIOPOXKHECHHSM, sIKa TOKa3aHa Ha
puc. 1.

. . JlaTuuk pisms
Krnanauu cnoposkHCHHA €MHOCTCH

— .
HZ\KOHIT"IYBHH‘EHP{H
ﬁa‘lok

L] L] [ ]
L) L) *®

Hacoc

) ~" Ilonmasox

bak 1 Bak 3 Bax 5

Bax 2 Baxk 4 Bak 6

Puc. 1. Cxema miIroTOBKH BOIH
3 MOCIIIOBHUM BHITOPOKHEHHSIM €EMHOCTEH

PiBeHb BOAM Y HAKOMHMYYBaJbHOMY OauKy KOHTPO-
JIFOETHCSI 3@ JIOTIOMOTOIO MOTUIABKOBOTO JJaT4HKa.
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2) Iiocucmema nidzomoexu ma 003y6aHHA 2a-
306aHOI Ma 0X071002ceHOi 600U

Bona € OCHOBHUM IHTPEAI€HTOM ISl IPUTOTYBaH-
HSl Ta30BaHMX HAIOIB Ta KUCHEBHX KOKTeisiB. Cxema
MJICHCTEMH, MPU3HAYCHOI Ui OXOJIOMKCHHS Ta rasy-
BaHHs MMUTHOT BOJIH, MIOKa3aHa Ha pucC. 2.

Hacoc oxonomxenof Boau
[Toaaua BoaK N . N

»

3 Hacoc kap0oHizaTopa
. <

[ | Pene
THCKY

Knanan
N03yBaH-
HA

Taosana Boza
Kommpecop Banon CO2 3
Temneparypa DPeayKTOPOM
TEXHITHOT BOIH

Puc. 2. Cxema micCUCTEMH OXOJIOIKEHHS
Ta ra3yBaHHs MUTHOI BOIH

VY mifi migcuctemi BoJa HAIXOIWTH CIIOYATKY JO
3MiHOBHKA TETNTIOOOMIHHHKA, IO 3HAXOAUTHECS B 0aKy 3
TEXHIYHOIO BOIOI0, JI€ OXOJIODKYETHCSA O HEOOXimHOI
Temmeparypu. Temneparypa TeXHIYHOI BOAU KOHTPOJIO-
€THCS BiMOBITHIM JaT4iKoM Temmeparypu. [Ipwu ii min-
BHUILECHHI BKJIIOYAETHCS KOMIIPECOP XOIOAMILHOTO arpe-
rary, sSKAH JO3BOJSIE HiNTPUMYBAaTH IIPOLEC OXOJIO-
JOKEHHSI BOIM, 10 HAJXOMUTh JUIs NPHUIOTYBaHHS Ha-
mor. [IpuroryBaHHs HamoiB Ha OCHOBI HEra30BaHOI
OXOJIO/KEHOI BOJM 3a0e3Meuye BiAMOBIIHUI HACOC, IO
JI03y€ (3a 4acom) Bo/ly 0e3MocepeiHbO B CTaKaH.

3) Hiocucmema niozomoexu ma euoaui 2apavoi
600u

Jo cxiamy micucTeMu BXOJSTH HacoC Ta KJlalmaH
JI03yBaHHS Tapsidoi BOAM, IO NPALIOI0Th CHHXPOHHO, Ta
eMHICTh 3 HarpiBadeM. CTyIliHb HarpiBaHHS BOIHM KOHT-
POJTIOEThCS 32 MMOKA3aHHSIMH JaTYMKa TeMIIepaTypu Ha-
rpiBada. Boma B eMHOCTI Taps4oi BOOM MiATPUMY€ETHCS
Ha MiHIMaJIbHO JIOITyCTUMOMY PiBHI HarpiBaHHs, HalpH-
knan, 70 rpanyciB 3a Lenbciem. Konu kimienT BHOUpae
rapsiumii Hariii, Boga HarpiBaetbes a0 95 — 100 rpany-
ciB Iembcis.

4) ITiocucmema 36epizanna ma 003y8anHs cu-
ponie

L5 mizcucremMa KOMITJIEKTYETBCS 3aJI€XKHO BiJ He-
00Xi/IHOTO aCOPTUMEHTY HAmoiB, IO MPOAAIOThCA. 3a-
JISKHO BiJl aCOPTHMEHTY BHOMPAETHCS KIIBKICTH CHPO-
miB. Y TakoMy BapiaHTi, KpiM €MHOCTEH 3 CHPOIIOM, y
MIJICHCTEMY BXOAUTH TAaKOXK KOHIEHTPAToOp KHUCHIO 3
oCyIlIyBadeM i TpyOOIpPOBOAOM, SIKHH MOAA€ KHUCEHBb
Oe3mocepeJHbO B CTaKaH IIiJ| 4ac HPUTOTYBAHHS KOK-
teitmo. KoHcTpyKTHBHO TpyOKa mojadi KMCHIO 3MOHTO-
BaHa Ha PyXOMil TaropMi i OMyCKAEThCS B CTaKaH
pa3oM i3 aKTHBaTOPOM CTaKaHHOTO MiKcepa.

st naHoro BapiaHTy 3arajibHa KUIBKICTB 1HIpei-
€HTiB (6 + KHCEHbB) 3aJHINAETHCS HE3MIHHOK, IMPOTE
KpiM piIkux J00aBOK JUIsl KHCHEBUX KOKTEHIIB (CHPOIH
1-3), yBeneHi eMHOCTI i3 CyXUMH (IOPOIIKOIOIIOHUMN)
J00aBKaMK IS MOJIOYHHMX KOKTeWmiB (noOaBku 4-6).
IMonaga cyxux m00aBOK JJIs PUTOTYBAHHS HAIOKO BiJl-
OyBa€eThCS 32 OMOMOTOI0 IIHEKOBHX MEXaHI3MIB, IO

JI03yIOTh HEOOXiZHY KUIBKICTh IOPOLIKY B MOPOXXHUHY
NepeMillyBaHHsI MiKcepa CHIYYHX IIPOAYKTIB. Y IIf0
MIOPO’KHUHY TOJIA€ThCSI HEOOXi/1Ha KiJIbKICTh OXOJIOIKe-
HOTO MOJIOKA, JTO3YBaHHS SIKOTO 3HIHCHIOETHCS BiIO-
BiTHIM HacocoM (puc. 3).

Hacoc no3ysanms

MOzIoKa i
Cupon 1 Cupon 2 Cupon 3 Ocywrysay — Moaoko Opin
= EMHOCTI i3 cyxHMi 10GaBKaM 1 ofyus
§
RS
= =
w2 2
@
5 Voro
2 KonueHTparo 0.191Ha Mixcep
z 35 TPATOD - cywmim nepeMilysaHns
———. | KHCHIO P J |
[ 5 CHITYHHX MPOIYKTIH
[«

Oxpin Ha 06MIB

' Crakan Hanoio

Puc. 3. Cxema miJICHCTEMHU BUIa4i MOJOYHHUX HAIOIB

[Ticas mepeminryBaHHS MOJIOYHA CyMimI (3 mo06aB-
KaMH) TOAA€ThCs 0E3MOCEPEHbO Yy CTaKaH Ha IMO3MIIIT
HanuBy. OcTaToYHe MPUTOTYBaHHS MOJIOUHOTO KOKTEM-
JIFO BiZIOYBA€ETHCS 3a TOTIOMOTOI0 CTAKAHHOTO MiKcepa y
crakaHi. [licis 3aKiHYEHHS [IUKITY IPUTOTYBaHHS MOJIO-
YHOTO KOKTEIII0 MOPOKHMHA MiKcepa HepeMilryBaHHs
CHUITyYUX MPOIYKTIB Ta aKTHBAaTOp CTaKaHHOTO MiKcepa
MiAAI0THCSI OOMHBY OKPOITOM, IO HAJXOTUTH 3 TiACHC-
TEMHU TI0/1a4i TapsTI0i BOIH.

5) Iiocucmema pyku nooaui nanoie

Pyka monmaui HamoiB BHKOPHUCTOBYETHCS B IESKHUX
MoaudiKamisx aBTOMATiB IS TONIMIICHHS KiHEMaTH4-
HUX XapakTepPHCTUK MEXaHI3MiB MOfadi CTaKaHiB i CTa-
KaHHOTO Mikcepa. Cxema MiJCHCTeMH Moka3aHa. Mexa-
HI3M «PYKW» CKJIAJa€ThCsl 3 PyXOMOTO BaXKessl, Ha SIKO-
My 3aKpiIlJICHI BUXIJIHI COIUIA MOAa4i BOIHU, CHPOIMIB Ta
iH.

KoHTponb MonoXKeHHs! 31IHCHIOETHCS 3a JI0MOMO-
TOI0 KOHTaKTHHUX JaTYMKIB KPaifHiX MOJIO0KEHb.

6) Iliocucmema cmaxkannozo mikcepa

CrakaHHMI MiKCEp BXOIUTH /10 CKJIAJy aBTOMATIB,
SIKI MalOTh MOMJIMBICTH TIPHUTOTYBAaHHS KHCHEBHX YU
MOJIOYHHX KOKTeHimiB. Cxema IICHCTEMH TIOKa3aHa Ha
puc. 4.

Pyxnusa
mwiatopma

Mikcep 3Bepxy

Mpuso .
[PHBOL Mixkcep 3HH3Y
migifomy
MiKcepa
P [Tepewxona
[MpuBon Lrop
Mikcepa
3axmcHa
TOpKA
Crakau 3
HATIOEM

Puc. 4. Cxema mijicucTeMu CTaKaHHOTO Mikcepa

CrakaHHHMI MiKcep 31 CBOIM IIPHBOJIOM BCTaHOBIIE-
HUIl Ha pyxoMid mmardopmi, ska IO3BOJSIE OITyCKATH
Mikcep 0e3rmocepelHb0 B TIOPOKHUHY CTakaHa, 1o CTO-
iTh Ha MO3WIil HaNMKMBY (MPUTOTYBaHHS Haroro). [lixiiom
Ta OMYCKAaHHS PyXOMOI IIarOopMu 3IiHCHIOETHCS MPHU-
BOJIOM ITiIHOMY BiJIMIOBITHO /10 CUTHAIIIB, 110 HAIXOMASATh
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BiJl KIHIICBUX BHMHKAUiB BEPXHBOTO Ta HIDKHBOTO IIO-
JIOKEHHSI.

Ha pyxomiii minardopmi pa3om 3 MiKcepoM BCTaHO-
BIIIOETHCSL 3aXMCHA IPO30pa IITOPKA, SKa MOBHICTIO 3a-
KpUBAa€ CTaKaH, IO CTOITh HA IO3HUIII MPHUTOTYBAaHHSI
HAIIo0 3 JINI[bOBOTO OOKY aBTOMara.

L mropka mpu3HavYeHa A 3a0e3reueHHs Oesre-
KM KJTi€EHTa B TPOIIECi IPUTOTYBaHHS KOKTEWIo (HeOe3-
MIEYHUM € aKTHBaTOp MiKcepa, 0 00epTaeThCS 3 BENH-
KOIO IBHIIKICTIO).

VY Buma Ky, SKIIO MPU OMYCKaHHI IITOPKH (pa3om 3
pyXoMoI0 TIarOopMOI0 MiKcepa) BHHUKHE Mepelkoa
3aKpUTTIO (HAIPHKIAA, CTOPOHHIH mpeamer abo pyka
KJIieHTa OyayTb y 30HI CTakaHa), TO CIIPAIfOBaHHS BiJ-
MOBIJTHOTO KIHIIEBOTO BUMHMKaya 1 pyX ImiiaTgopMu BHH3
Oyze 3yIHMHEHO.

7) Apenasicna niocucmema

Taka crcTeMa BCTAHOBIIOETHCS y BUITAIKY HEMOX-
JMBOCTI NPUEIHAHHS 3/IMBY aBTOMaTa J0 KaHaJi3amiiHo1
Mepexi. 3MMBHA €MHICTh OCHAIeHa KOHTaKTHUM JaT4H-
KOM DiBHSI IIOTIJIaBKa, 33 CHTHAJIOM SKOT'O aBTOMAT ITOBH-
HEH MPUIIMHUTH POOOTY uepe3 HeOe3reKy MepesuBy.

8) Hiocucmema suoaui cmaxanis

[TizcucTema BUIaYi CTakaHIB MOKa3aHa Ha pHC. 5.
Bona ckmamaerbes i3 aBox yactuH. [lepmia — obepraHus
TyO 3i crakaHamu. TyOW cTakaHIB BCTAHOBJIOKOTHCSA Ha
MiZCTaBII, [0 00EPTAETHC.

IIpu obepraHHI OCHOBH 3 Ty0amMH BOHHU IO 4ep3i
ONIMHSIIOTHCS HaJl OTBOPOM, SIKMH JO3BOJISE CTOIIII CTa-
KaHiB BUIIACTH B 30HY MEXaHi3My cTakaHoBupaadi. IIpu
IpOMY (PaKT MOSBU CTakaHa y Hill 30HI (PiKCyeThCS Om-
TUYHAM JaTYAKOM CTakaHa y TyOi, i MexaHi3m obepraH-
HS1 Ty0 3yNUHSETHCA.

SIKIIO MTpU AOCHUTH TPUBAJIOMY 00epTaHHI MPHUBOIY
TyO CTakaHH HE 3'SIBISIFOTHCS B 30HI MEXaHI3My CTaka-
HOBHJIa4i, I[¢ CBIJYUTH MPO TE, IO B XKOJHIHN i3 TyO He-
Ma€ CTakaHiB, 1 aBTOMaT MOBWUHEH NPHUITUHUTH POOOTY
yepes iX BiZICyTHICTb.

TyOu 31 crakaHaMu

/

JlaTunk 06epTy =

CTaKaHOBHJAYi N

- [TpuBox e

JlaTuuk CTaKaﬂiB

Craxanu y Ty0i
MexaHi3m
CTaKaHOBHIAYi

"

[Tpusox obepranHs

y Ty0i = Ty0
- XKomno6 momaui
il CKJISTHOK
JlaTyuk cTakaHy Ha
103. HAJIUBY

Puc. 5. CxeMa mmigcucTeMu BUadi CTaKaHiB

Jpyra yacTuHa MiICHCTEMH BUa4i CTAKAHIB — BH-
Jlada CTaKaHiB KIEHTY. SIKIIO K CTakaHW HAIIWIUIA B
30HY MEXaHi3My CTaKaHOBHIAYi, TO Tepe] MPUTrOTyBaH-
HIM HaIlOK IIe MeXaHI3M BKIFOYAETHCS 1 3MIMCHIOE
oIMH 000pOT (10 CrpanbOBYBaHHS KIHIIEBOTO JaT4UKa
obopoty). IIpu pbOMY HMXXHIN CTakaH B CTOIILI rapaH-

TOBaHO BiJJOKPEMJTIOETHCS 1 IiJT [II€F0 BJIACHOI Bard mot-
paruise Ha IO3MLII0 HaJlUBY (NMPUTOTYBAaHHS HAIIOIO).
HasBHiCTh cTakaHa Ha TO3MLIi HAJIMBY TaKOX MOXKe
KOHTPOJIIOBATHCH BiJIIOBITHUM ONTHYHUM JaTINKOM.

Mo:xuBi BapiaHTH aBTOMATIB, I¢ BiACYTHS YacCTH-
Ha oOepraHHsA TyO 3i cTakaHamMu abo 1€ KOPUCTyBad
nepe 3aMOBJICHHSM HAIlOK) CaMOCTIHHO CTaBHUTh CTa-
KaH Ha MO3HIIiI0 HAJIUBY.

9) Iiocucmema eudaui mpybox

Jlng TX BapiaHTIB KOMIDIEKTAIlii aBTOMATIB, SIKi y
CBOEMY aCOPTUMEHTI HarloiB MalOTh KHCHEBI abo MoJIO-
YHI KOKTEHJIl, y IX KOHCTPYKIIi epenoayaeThes miacuc-
TemMa BHJa4i TpyOOK («comoMuHOK»). TpyOku 3aBaHTa-
JKYIOThCsl B OyHKep. MexaHi3M Buaadi TpyOOK J03BOJIsIE
rapaHTOBaHO BUIABaTH OJHY TPyOKy 3a OJHH O0OPOT
MeXaHi3My.

10)Iliocucmema Konmponto docmyny 0o agmo-
mama ma cuzHanizayii

Jlnsa 3abe3medeHHs 3aXUCTy BiJ HECAHKIIOHOBAHO-
r0 JOCTYIy aBTOMAT OCHAICHHH NaTYMKOM BiJKPHUTTA
JBepeil Ta CUTHAIBHOIO CHPEHOIO.

[Mepen BiaKpUTTSIM ABepeit aist 3amobiraHHs crpa-
LOBYBaHHSI CUTHAJILHOT CUpEHH OOCIYTrOBYIOUHM Iiep-
COHAJIOM 32 JJONIOMOT'00 KHOIIOK MiJICHCTEMH iHTepden-
Cy 3 KOpUCTyBadeM IOBHHHA OyTH BBeZEHa KOJ0Ba MOC-
JITOBHICTP (TaK 3BaHMH «Iapoiby). SIKIIo mapoib yBe-
JICHO HENpaBWIIbHO, a0o0 Micis BIIKPUTTS JBepel ma-
posib He GyJI0 BBEIEHO MPOTATOM 3aJaHOro 4Yacy, Clpa-
[IbOBY€ CUpPCHA.

11) ITiocucmema GSM-36'a3Ky

[Mincuctema GSM-3B's3ky 3abesmedye mepemady
mo GSM/GPRS kanamy Ha cepBep iHpopmarii mpo mo-
TOYHHUI CTaH CHCTEM, CTATHUCTHKY MPOJaXiB, aBapiiHUX
curyaniif. Takox nependavaeTbCss MOXKIHMBICTh HaJICH-
naHHs SMS-TIOBIOMIICHE 3 KOPOTKHMH BiJOMOCTSIMH
PO CTaH aBTOMara Ha OCOOMCTHH TeneOoH BIACHHUKA
200 00CITyTOBYIOYOTO MIEPCOHAITY.

12)Iliocucmema mepmocmamyeanus (éenmuis-
uii) asmomama

Jlnst 3HWDKEHHST TeMIepaTypu BCEpeIHI aBToMara
B HOoro KOHCTpYKIii nepe0aqaroThCsl BEHTWISATOPH, SIKi
BKITIOYAIOTHCS TIPU MiABHIICHHI BHYTPIIIHBOI TeMIiepa-
TypH BHIIE 3a1aHOTO 3Ha4eHHS (puc. 18).

Temmeparypa MOBITPSl BCepeIuHi aBTOMAaTa BUMi-
PIOETBCSI JATYNKOM TeMIIEpaTypH MOBITPS B aBTOMATI Ta
MIATPUMYETBCSA B Jdiama3oHi Big 22 mo 26 rpamyciB 3a
Iensciem.

CrtBopeHHs iMiTaniiHoi Moaesi
00'eKTa KepyBaHHA

BuxopucToByroun omuc 06'ekTa, CKIIaIeHO EPETiK
BXIIHUX-BUXIMHUX cUTHamiB (Tabdm. 1). V Ttabmumi:
[IIBI'B — migcucTemMa MiATOTOBKM Ta BHIAdi Trapsdoi
Bomu [IKJIAC — migcmcTema KOHTPOIIO IOCTYITY [0
aBToMata Ta curHamizanii, [ITBA —Ilincucrema Tepmo-
craryBaHHsA (BeHTWIAMii) aBTOMaTa, DI — muckpernuit
Bxig, DO — muckpernuii Buxia, Al — aHamoroBuii BXif,
AO — aHaNOroBHiA BUXIJI.

SIKII0 KOHTpOJIEp 3aMHKA€e JIUCKPETHE pesie o0ep-
TaHHS CTaKaHOBH[a4yi, TO iMITaTOp NMOBHHEH 3 JHCKPET-
HOTO BXOJy NPUHHATH II¢ 3HAYCHHS 1 BioOpasuTH Ha
ekpani y SCADA-cucremi.
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Tabnuys 1. Tlepeik BXiTHUX-BHXITHHX CHTHAJIIB aBTOMATA
MaKCHMAJIbHOI KOMILJIEKTAIil

Tun curuaJy|
Ne ninlc-lp?s::Mpl Ha3Ba Toukn npo- | imi-
To- |TaTo-
THIY | pa
1 BepxHiif piBeHP HAKONHYyBaIbHOTO| bl | po
bauka
Hacoc minxauyBaHHS HaKOIHYyBallb-|
. DO | DI
ITizcucre- [HOrO Oayka
Ma 30epi-  |Knanan BiKpHTTs eMHOCTI No 1 DO DI
raHHS Ta Knanas BigkputTs eMHOCTI Ne 2 DO DI
Bunaui Boau| Kiamas Bigkputts emHocTi No 3 DO DI
Kianau Binkpurts emuocti Ne 4 DO | DI
Knanas BigkputTs eMHocTi Ne 5 DO DI
Kianau Binkpurts emHocti Ne 6 DO | DI
2 THCK BYTJICKUCIOTH DI | DO
Mincucre- |KapOowizatop BepxHiii piBeHb DI | DO
Ma migroro- | KapOoHi3aTop HuKHiH piBeHb DI | DO
BKM Ta Temmneparypa TexHiuHOI Boau Al | AO
InosyBanus |Hacoc xapOonizaropa DO | DI
rasoBaHoi | MimkajiKa MOJIOKa DO | DI
[Ta oxono- |KnamaH J103yBaHHsI ra30BaHOi BOJU DO DI
IKeHOT KoMmpecop OXOJOMKEHHS TEXHIUHO]] po | bi
Bomu (MO-  [Bosut (XOJIOIMIIbHUKA)
bToKa) Hacoc n103yBaHHS 0X0J10JUKEHOT BOJIH DO DI
BuTparoMip nozadi cuporo MoJjioka DI | DO
3 Temneparypa rapsiuoi BoJu Al | AO
IITIBIB Hacoc (i xnmaman) mo3yBaHHSI rapsol] Do | D
BOIH
HarpiBau rapsiuoi Boju DO | DI
4 Hacoc nosyBanHs cupory (IIHEK J10- Do | DI
6aBkm) Ne 1
Hacoc nmosyBaHHst cupory (LIHEK [0- oo | i
6aBku) Ne 2
Hacoc nosyBanHs cupomy (IIHEK JO-| oo | oi
ITincucre- 6aBKI/I) Ne 3
Ma 36epi- |Hacoc mosysanms cupomy (IIHEK mo-| Do | DI
ranns ta  [0aBKu) Ne 4
lmosyBanHs |Hacoc nosyBanHs cupomy (IIHEK [0 oo | i
cupomiB Ta [0aBku) Ne 5
cyxux 10- |Hacoc nosyBanHs cuporty (IIHEK J10-
6aBoK 6aBkn) Ne 6 bo | ol
Hacoc mnopaui pinnnu UL Mikcepa) DO DI
CHITy4HX IPOIYKTIB
Mikcep | TepeMillyBaHHA  CHIYSHX o | )
POAYKTIB
KoHIleHTpaTop KHCHIO DO | DI
5 |Ilincucre- |Pyka BepXHE MOIOKEHHS DI DU
Ma pyKu Pyka HIDKHE TIOJI0KEHHS DI | DU
mozaui Pyky migHsATH DO | DI
HaroiB Pyky onycruru DO | DI
6 Mikcep BEpXHE HOJIOKECHHS DI | DO
Tigcucre- |Mikcep HHXKHE MOJOKSHHS DI DO
Ma ctakad- |Ilepelkoa MTOpPLI MPH 3aKPHUTTI DI | DO
HOTO MiKce- | MiKkcep miHsTH DO DI
pa Mikcep OImyCTHTH DO | DI
O0epraHHs MiKcepa DO | DI
’ le CHAKHA PiBeHb apeHaxHOrO Oaka DI | DO
migcucTeMa
8 . CrakaHu B cTONI DI | DO
I\EQHC"CTG_ OO6ir cTakaHOBHIAY] DI | DO
. CrakaH Ha T03HIi] HATUBY DI | DO
BHzadi - -
e raanin O06epranns Ty6 3i cronkamu ctakadis | DO | DI
[loBepHeHHSs CTaKaHOBUAYL DO | DI
9 |Ilincucre- |OGIr MexaHi3My BHAui TPyOOK DI | DO
Ma Buadi | OGepTaHHs MeXaHi3My Buadi TpyOGOK po | bi
[Tpy6oK
10 CepBicHa KHOIIKa DI | DO
TIKJAC |Hdarunk Binkpurrs asepeit DI | DO
CurHaizaiis (CHpeHa) DO | DI
11 IITBA gemnepaTypa y Bijicikax aBToMara Al | AO
EHTUJIITOP OXOJIOIKEHHS DO | DI

ImitaTop oO'ekta ynpaBiiHHA (DOPMYE CUTHAIH
JUIS KOHTPOJIEpa TaKUM YHMHOM, II0 IMITallisl CUTHAJIB €
MIPOTHIICKHOIO CHT'HAJIaM, SIKi BUPOOJIsie KOHTPOJIEP.

Po3pobka komIuiekTy cTeHAa-imiTaTopa

3a mepemikoM  BXIIHHWX-BHXIJIHUX  CHUTHAJIB
(Tabn. 1) 3i0paHO CTeHA-IMITATOp ISl TECTYBaHHS PO-
6oTu aBTOMaTa rasoBanoi Boau. [lo ckiamy CTEHAy-
iMiTaTOpa BXOJIUTB:

a) brok xxuBnenns OBEH BI1605-/14-24.

6) Brok ranbBaniuHOi po3B's3ku BI'P2-24/24.

B) IIporpamoBanmii noriuanii kontponep OBEH
IJIK110-220.60.K-L. KonTponep mictuts 36 muckper-
HUX BXOJIB Ta 24 TUCKPETHUX BHXOMIB.

r) Monyns yBenenns MB110-224.16/ITH. Moayns
MICTHTB 16 TUCKPETHUX BXO/IB.

n) Monyne anamoroBoro BuBemeHHS MY110-
224.6Y. Moaysb MicTUTh 6 aHanoroeux Buxonis 0-10 B.

e) Inime oOnagHaHHS A1 pOOOTH: aBTOMATHYHUIA
BUMHKAY (MEXaHI4YHUI), KJIEMH, PO3'€EMHU.

3i0panuii  CTEHA-IMITaTOp TpEJCTAaBIEHHH Ha
puc. 6.

Puc. 6. Crena-imirarop

Jo ckmany creHpa-iMiTaropa BXOAUTH Bidya-
npHE Tpadiune BimoOpaxeHHs 3a gormomororo SCADA-
CHCTeMH YCiX miJcucTeM po0oTu aBTomata (puc. 7),
po3pobiere B cepenopuili MasterScada v3.5.

T'ooBHOIO KEpyIOYO0I0 JIAHKOIO B IIbOMY CTEH/II
e IIJIK110-60. Mopy:ni BBeieHHS Ta BUBEICHHS HaJall-
ToBaHi Ha poboTy 3a inTepdeiicom RS-485. TIJIK110-60
ta MasterScada obminot0TECST OPC-3MiHHMMH dYepe3
Codesys OPC Server.

Puc. 7. SCADA-cucTeMa aBTOMara BHIadi HAIoiB

Lei#t crenn mig KepyBaHHIM CTEHIA-TIPOTOTHUITY, 200
peanpHOro 00’€KTa BioOpakae CTaH BUKOHABYMX MEXaHi-
3MiB BipTyaJIbHOTO aBTOMAaTa Mponaxy HamoiB. s pos-
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poOKHM mporpaMu JIs JioriuHoro koutposuepa I1JIK110-60
BukoprcroByeTsest Codesys 2.3. YV Codesys 2.3, Bimo-
BimHO 1o cranmapty IEC 61131-3, mist cTBOpeHHS mpo-
rpaMu MOKHa BHKopHcToByBatH Taki mosu: ST, LD,
FBD, SFC, CFC. [lns CTBOpeHHS NpOrpamu-iMiTaTtopa
BHKOPHCTOBYBAJIACh MOBA CTPYKTypoBaHOro Tekcty ST.

BucHoBkH

VY crarti ommcaHo mpolec po3poOKW amapaTrHO-
MIPOTrPaMHOTO KOMIUIEKCY iMmiTatopa 00'€KTa THIIOBOTO
aBTOMara Bujadi HaroiB. [TokazaHo, 1110 OCHOBOIO CTBO-
PEeHHS iMiTaTopa € MOBHHUH OmHC 00'€KTa YIpaBIiHHSA,
IO CKIIAJAEThCS 33 pe3yJIbTaTaMH JOCIIIKEHHS 00'€K-
ta. Omuc 00'exTa ympaBimiHHS (OPMYETHCS 13 TEpeNiKy
BXITHUX-BUXITHIUX CUTHANIB Ta MEPEJiKy BUKOHYBaHHUX
dyskmii. s GopMyBaHHS HeperniKy CUTHANIB I 00'-
€KTa iMiTaTOpa MIPOMOHYETHCA 3MIHUTH THII CUTHAIB
00'ekTa ynpasiiHHA Ha poTHiIexHuil. HactymaumM kpo-
KOM HEeOoOXiqHO mifiOparu oOnaJiHaHHS Ui CTBOPEHHS
cTeHay iMiTaropa. ITicis IbOro MOXKHA MEPEXOAUTH JI0
PO3pOOKH IPOTrPaMHOI YACTHHH iMiTaTOpa 00'€KTA.

[TporoHy€eThCs CTBOPIOBATH MPOTrPaMHy YaCTHHY 3
JIBOX YaCTHH: NPOTPaMH Ul MPOrpaMOBaHOIO KOHTPO-
nepa ta nporpamu aist SCADA-cucremu. ¥ mporpami
JUI TIPOTPaMOBAHOTO KOHTpOJIepa HEeoOXiJHO ommcarh
moriky o0'exra-imitaropa. Ilporpamy mms SCADA-
CHCTEMH PEKOMEH/IOBAaHO BHKOPHCTOBYBAaTH IJISI BiJO-
OpakeHHS POOOTH BUKOHABYMX MEXaHi3MiB, TOJIOKECHHS
JATYHKIB, IMITAIliTHUX 3HAYEHb TEMIIEPATYPH.

Y po3poOieHiii cuCTeMi BHKOPHUCTOBYBAJIOCH 54
mapameTpa. Ko 06’ €KT KepyBaHHS Ma€ OIHAKOBI Mif-
CUCTEMH, TO i/l 4ac pO3pOOKH MOKHA BHKOPHUCTOBYBA-
TH 1HCTpyMEHTH THpaxyBaHHS 3MiHHUX SCADA-
cucremu. [licnms CTBOpeHHs amapaTHO-TIPOrPaMHOTO
KOMITIEKCY imiTaropa Horo HeoOXiJHO MiJKITIOYUTH N0
KepyIuoro KOHTpOJiepa 3aMiTh 00’€KTa KepyBaHHS.
IToTim mpoBecTH TeCTyBaHHS.

Buxopucranas po3po0iieHOi TporpaMu imitaTopa
00'eKTa ympaBIiHHS IIOKA3aJ0 3HIDKEHHS 4acy TeCTy-
BaHHS (DYHKI[IOHATY Ha 00'€KTi, MiABUIIMIO IIBUIKICTH
yCyHEHHsI 0ariB y mporpami, IpoCTOTy TECTyBaHHS ITiC-
JIS1 TOIaBaHHs HOBOTO (DYHKI[IOHAY.
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Software and hardware complex of control object behavior simulation development
Oleh Yevseienko, Andrey Zuev, Natalia Yevsina

Abstract. The subject of the study is the process of the stand-simulator structure creation, simulation models of indus-
trial automation objects behavior. The purpose of the article is a hardware-software complex of the sparkling water automat
behavior simulation. Tasks: description of the algorithm for obtaining information about the control object building; analysis of
the control object structure and functions to construct a simulation model of its behavior; synthesis of solutions of hardware and
software complex. Applied methods: theory of algorithms, methods and models of object evaluation, theory of multifactor exper-
iment, programming of programmable logic controllers. The results: the main problems that emerge with creating solutions for
automation of industrial facilities are described; a list of input-output signals of the sparkling water automat was created; using
this list the equipment to create a hardware and software complex was chosen; software package that consists of two modules:
using a programmable logic controller, and SCADA-system were developed Conclusions: To create an object simulator using
programmable logic controller, information of input-output signals is required. This information is based on the results of the
control object behavior description. It is found that the list of signals of simulator is the opposite of the control object signals list.
The usage of the developed program control object simulator gives benefits like decreasing of the object functionality testing
time, increasing speed of eliminating bugs in the program, ease of testing after adding new functionality.

Keywords: control object, sparkling water automat, vending, hardware and software complex, simulator, SCADA sys-
tem, programmable logic controller.
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APPLICATION OF UNCONDITIONAL OPTIMIZATION METHODS
IN THE DEVELOPMENT OF INTEGRATED BUSINESS - MODELS
OF PRODUCTION AND CONSUMPTION OF INFOCOMMUNICATIONS

Abstract. The subject matter of the article is information processing in the production and consumption of info-
communication services in multiservice networks. The goal of the study is to investigate the process of information processing
in multiservice networks and to identify the quality class management tasks of infocommunication services production and
consumption could be connected by methods of the several variable functions unconditional optimization. The tasks to be
solved are: to analyze the processes of production and use of infocommunication technologies, taking into account the possibil-
ity of their optimization according to the QoS procedure; to propose a formulation of the QoS procedure optimization problem
in a form suitable for solving by unconstrained optimization methods; to investigate the unconditional optimization applica-
tion possibility of the methods according to the QoS procedure in the production and consumption of infocommunication ser-
vices. General scientific and special methods of scientific knowledge are used. The following results were obtained: On the basis
of the analysis of production processes and use of information communication services in different segments of the service market
the possibilities of infocommunication services optimizing for QoS procedures were identified. The problem of optimization in
multiservice networks providing QoS to be formulated as a problem of unconditional optimization of the two variables function.
The possibility of applied use of methods of crazy optimization of QoS procedure is shown on the application of integral business
model of convergent production and implementation of information communication services. Conclusions. The production and
use of infocommunication services today is convergent. The definition of a single variable for the coordination of processes in the
entire chain of production and consumption of infocommunication services on a unified criterion will support QoS convergent
production and implementation of infocommunication services. Really, the analytical method is practically not implemented in
multiservice networks, as it is difficult to approximate the second derivative. If a simple approximation of the first derivative is
possible, use gradient methods. The simplest to implement method is considered to be the method of fragmentation of the step.
The definition of optimization paths by the QoS procedure will provide in the multi-service networks in the field of state regu-
lation the necessary reliability, security and efficiency, in particular by optimizing the time of packets.

Keywords: Quality of Service, multiservice networks, numerical optimization methods, infocommunication services.

Formulation of the problem
and research tasks

The different types of economic activities of info-
communication functioning varies in their organization-
al structures, business processes, development patterns
and causes the need to implement different ways to im-
prove the properties of the production and consumption
of infocommunication services. (ICS). The emergence
of new players in this services market segment, the allo-
cation of the service sphere of infocommunication and
increasing role dictate the need to develop new science-
based approaches to create business models based on
costs and results of all market participants.

With the replacement of traditional communication
services by new multiservice and stiff competition on the
part of mobile ICS, a contradiction arises between the
increasing needs for information transfer and the dimin-
ishing capabilities of communication operators. The simul-
taneous provision of access to different services (standard
telephony, IP telephony, WEB services, organization of
virtual private networks) requires the development of
methods for ensuring end-to-end guaranteed quality of
communication services (Quality of Service, QoS) for the
transmission of different types of traffic through the inter-
acting networks of different operators. Given the abun-
dance of QoS routing methods and QoS architectures, it
becomes necessary to harmonize (harmonize) the latter.

In this regard, the development of business pro-
cesses, methods, technological procedures and algo-

rithms, optimal by one or more criteria for the compati-
bility of existing and prospective means of providing
QoS of multiservice networks seems relevant.

Analysis of recent research and publications.
indicate the relevance of the research. The eTOM (elec-
tronic Telecom Operation Map) architecture harmonizes
the processes and functions in different systems of oper-
ational support for telecommunications operators
through the same schemes [1].

This approach does not fully meet the goals of en-
suring end-to-end QoS, since the presence of the same
functions does not guarantee the compatibility of the
mechanisms for implementing these functions, for ex-
ample, at the compatibility level of the QoS feature lists.

The analysis in the source [2] allows us to con-
clude that there is currently no universal routing algo-
rithm with QoS. Taking into account the technical and
structural complexity of existing communication net-
works, the development of a universal algorithm is a
difficult task to formalize.

The concept of quality metrics presented in [2]
gives a certain formalization of traffic transmission
quality assessment by several parameters (delay, delay
jitter, cost of missing the load), but the mechanisms of
its optimization are not fully disclosed.

The goal of the study is to investigate the process
of information processing in multiservice networks and
to identify the quality class management tasks of infor-
mation and communication services production and
consumption could be connected by methods of the sev-
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eral variable functions unconditional optimization. This
goal defined the following research tasks:

—to analyze the processes of production and use of
infocommunication technologies, taking into account
the possibility of their optimization according to the
QoS procedure;

— to propose a formulation of the QoS procedure
optimization problem in a form suitable for solving by
unconstrained optimization methods;

— to investigate the unconditional optimization ap-
plication possibility of the methods according to the
QoS procedure in the production and consumption of
infocommunication services.

General scientific and special methods of scien-
tific knowledge are used.

1.Analysis of IC processes and the possibility
of their optimization by QoS procedure

The production and use of infocommunication ser-
vices today is convergent. The modern user of ICS con-
sumes both communication services and information
service in the form of content and applications, manu-
facturers and providers of services can be completely
different in terms of both types of communication and
services offered. In this case, the business related to
terminals, content and applications, as well as direct
customer service (contract, payment, service), can be an
independent link in the chain of production and con-
sumption of ICS. Different manifestations of conver-
gence suggest that the convergence of different commu-
nication networks is functional in order to provide the
client with the full range of services in one place from
different terminals and access points.

The implementation of such goals is possible with-
in the framework of the integrated business model, as it
would reduce those ICS processes and optimize them
for the purpose of the QoS procedure. When transfer-
ring tribute from multiservice fenders, call the service
provider to assess the following key parameters:

— Bandwidth — the transmittance, characterizes the
width of the channel,

— Delay — level of delay in sending the package;

— Jitter — number of receptions when sending
packets;

— Packet Loss — the number of packets, character-
izing the number of packets appear in the lower trans-
mission.

The quality of the number control of the parame-
ters is surrounded by the possibilities of the hedgehog
possession. QoS detection is a whole mechanism that
allows information to be given a smog throughput, low-
ering the level of jitter and catching up, gaining im-
portant packets from being lost [3].

In the process of data processing and transmission
in the nodes of multiservice networks, in the general
case, a fairly large set of optimization problems is con-
sidered. This set of tasks is formed, as a rule, network,
transport and session levels of the reference model of
open systems interaction (OSI), for example, in routing,
traffic management, data processing, etc.

Note that the solution of the optimization problem
involves the presence of an analytical function and the

search for its minimum or maximum, ie the definition of
a variable that would correspond to the quantitative val-
ue of the parameter of service quality. In the simplest
case, this may be the time or number of packets or the
time of a particular operation, such as the passage of a
packet along a certain route.

This formalization will allow optimizing the quali-
ty of service in multiservice networks using a mathe-
matical apparatus for studying functions within the dif-
ferential calculus.

That is, the definition of a single variable for the
coordination of processes in the entire chain of produc-
tion and consumption of ICS on a unified criterion will
support QoS convergent production and implementation
of infocommunication services. This is very possible, as
most ICSs are fairly deeply standardized and inter-
changeable. For example, communication or transmis-
sion channels of IP traffic are organized in different
transmission systems and therefore can be interchange-
able.

Thus, such a class of tasks can include the estima-
tion of the time of a single packet passing through the
return route in a multi-service network of an integrated
model of the information communication business.

However, not all optimization tasks that arise in
the process of information processing in MSS are re-
duced to finding extremes of single-valued functions.

In practice, the investigated system characteristics
often depend on two or more parameters, i.e. the opti-
mization problem is reduced to finding the extremum of
a function with several variables.

A problem of this class in any case has considera-
ble computational complexity and therefore the main
emphasis when selecting methods of its solution is suit-
able to do exactly on the time of finding the solution,
sometimes even at the expense of accuracy of the ob-
tained result. Nevertheless, the mathematical apparatus
of the analysis of functions, especially the crazy optimi-
zation of the function of several variables on the basis
of differential calculus, can be used for solving prob-
lems of this class [4].

Thus, when considering real routing tasks, to ana-
lyze the packet transit time, one parameter is not enough,
often several parameters of different sizes are analyzed,
between which the valued coefficients are not set.

2. Ways to solve the optimization problem when
providing QoS for multiservice networks

2.1. Analytical optimization problem solution.
Let us consider the simplest case: dependence of the
packet transit time on two parameters x; and Xa.

Analysis of the packet transit time in the multi-
service network showed that it depends on two pa-
rameters (x; and xz) which form a vector of parame-
ters and can be reduced to the following analytical
expression:

T=f(x). 1)

Therefore, the optimization task of providing QoS
for multiservice networks can be formulated as follows:

to find f*, which provides an estimate of the mini-
mum packet time
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T =f(x,,X,)—> min )
and the corresponding parameter values
X =(x,%;). 3)

If the optimized function can be given in analytical
form, and there are its second derivatives on all argu-
ments, the optimal solution can be found using standard
methods of mathematical analysis of the function of
several variables.

2.2 Algorithm for solving the problem for two
variables in a general form. If two differentiated by all
arguments, then f* can be found using the following
algorithm:

A. We find stationary points of the function by
equating its gradient to zero,

of of )
[a—ﬂ" @

which is a necessary condition for the existence of a
local extremum.

B. To determine the type of stationary point (a suf-
ficient condition for the existence of a local extremum)
it is necessary to construct its Hess (matrix of all partial
derivatives of the function):

o f o f
- OX,0X,  OX,0X,
ofx)- o't df | ©)
OX,0%,  OX,0X,

C. To calculate the eigenvalues of Hessian as fol-
lows

det(G(x)-%1)=0 (X =(1,.%,)). (6)

If all Hessian eigenvalues are positive (A> 0), then
the stationary point is the local minimum of the studied
function.

If all Hessian eigenvalues are negative (A <0), then
the stationary point is the local maximum of the studied
function. If the eigenvalues of the Hessian have differ-

ent signs (or there are zero values), then the stationary
point is the saddle point (for two variables, it is the sad-
dle point of the surface that characterizes the studied
function).

2.3. Gradient method with step crushing. Real-
ly, the analytical method is practically not implemented
in multiservice networks, as it is difficult to approxi-
mate the second derivative.

However, if a simple approximation of the first de-
rivative is possible, use gradient methods (more accu-
rate than scanning, but also more expensive), for exam-
ple:

- step splitting method;

- method of the fastest descent;

- Newton's method, etc.

According to the authors, the simplest to imple-
ment method is considered to be the method of frag-
mentation of the step [4].

3. Investigation of the unconditional
optimization application possibility of the
methods according to the QoS procedure

in the production and consumption

of infocommunication services

If necessary, at the junctions between communica-
tion networks that support different QoS algorithms, the
tasks of generating and planning traffic flow can be
solved, which partially allows to adapt the existing rout-
ing algorithm ¢ QoS to the routing algorithms of the
corresponding party. These include, for example, meth-
ods of reducing the effects of congestion, aggregation of
homogeneous traffic flows on the best routes, re-routing
of traffic in case of failure of communication equip-
ment, and so on (Fig. 1).

Exceptions are services that are in the field of state
regulation. Note that the expansion of the proposed op-
timization methods in the production and consumption
of infocommunication services can be effective, as the
integrated model of convergent production and imple-
mentation of ICS is inherent in the field of state regula-
tion with precision to tariff policy [6].

Terminal Production Applications, Customer
ermina workflow content service
Telephone Phong >  Phone < | Fixedline
connection connection
Mobile Mobile com- Unified
phone munication agreement
Internet 1 > Internet S
PC,
laptop Internet
TV set v > v ™

Fig. 1. Integrated model of convergent production and implementation
of infocommunication services
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Moreover, the definition of optimization paths by
the QoS procedure will provide in the multi-service
networks in the field of state regulation the necessary
reliability, security and efficiency, in particular by op-

2. Really, the analytical method is practically not
implemented in multiservice networks, as it is difficult
to approximate the second derivative. If a simple ap-
proximation of the first derivative is possible, use gradi-

ent methods.

The simplest to implement method is considered to
be the method of fragmentation of the step.

3. The definition of optimization paths by the QoS
procedure will provide in the multi-service networks in
the field of state regulation the necessary reliability,
security and efficiency, in particular by optimizing the
time of packets.

timizing the time of packets [7-9].
Conclusions

1. The production and use of infocommunication
services today is convergent. The definition of a single
variable for the coordination of processes in the entire
chain of production and consumption of ICS on a uni-
fied criterion will support QoS convergent production
and implementation of infocommunication services.
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3acTocyBaHHS MeTOAiB 0e3yMOBHOI onTHMi3awii mpu po3podui inTerpanabHoi
Oi3Hec - Moj1eJ1i BUPOOHMUTBA i cokUBaHHsA iHokoMyHiKaUiHHUX mocayr

B. A. 3onoraprop, A. 1O. Kpamuaninos, C. B. ITickyH, K. JI. bakanos, I'. B. 3aBepyxa, B. B. Hananko

Anortaunis. [IpetMeToM BUBYEHHS B CTATTi € mporec 0OpoOku iHpopmarii mpu BUpOOHHIITBI i CHIOKHBaHHI 1HQOKOMY-
HIKaI[IIfHUX TOCITYT B MYJIBTUCEPBICHUX Mepekax. MeTor0 cTaTTi € JocIiKeHHS potiecy 00poOKH iH(popMallii B MyJIbTHCEPBI-
CHHMX Mepexax Ta BHAIUICHHS KiIacy 3a1ad yIpaBiHHS SKIiCTIO BUPOOHUITBA 1 CIOKUBAHHS iHPOKOMYHIKAI[IHHUX MOCIYT, SIKi
Moriu 6 OyTH po3B'si3aHi MeTogaMu O0e3yMOBHOT ONTHUMI3alil GyHKIIT eKUTbKOX 3MIHHUX. 3aBAaHHA JOCTIIKEeHHsI: TpoaHaJIi-
3yBaTH MPOLECH BUPOOHHUIITBA Ta CHOKMBAHHS iHPOKOMYHIKAI[IMHUX MOCIYT 3 OIJISAY HAa MOXJIMBOCTI X onTHMi3awii 3a mpole-
nyporo QOS; 3anpornonyBaTr (HOpMYITIOBaHHS 3a/a4i ONTUMI3aLil 3a mpouexyporo QOS y BUIIISsIII, MPUAATHOMY sl PO3B'sI3aHHS
MeToaMH 0e3yMOBHOI ONTHMi3allii; MpoaHaTi3yBaTH MOKIUBICTh MPHUKIAJIHOTO 3aCTOCYBAaHHS METOIB O€3yMOBHOI ONTHMi3a-
il 3a mpoueayporo QOS mpu BUPOOHMIITBI i CIOXKKUBaHHI iHYOKOMYHIKAIHHUX MOCIYT. METOOIOTI4HOI0 OCHOBOIO JOCIIIKEH-
HS CTJIX 3arajJbHOHAYKOBI Ta CHelialbHI MeTOAM HayKoBoro misHaHHA. OTpumani HacTynHi pe3yiabraTu: Ha oHOBI anamisy
MPOIIECiB BUPOOHUIITBO 1 BUKOPHCTaHHS 1H()OKOMYHIKAIIIHHUX MOCIYT Y Pi3HUX CETMEHTaX PUHKY MTOCITYT BH3HAYEHI Ta MOX-
JMBOCTI onTuMi3alii iHpokoMyHiKaniifHNX HmocyT 3a mpouexyporo Q0S. 3agava onTumizanii npu 3ade3nedenHi Q0S mybTHCe-
pBicHEX Mepex OyTH copMmyiboBaHa K 3a1ada Oe3yMOBHOI onTuMizanii GyHKIii ABOX 3MIHHUX. MOXIIMBICTH MPUKIIATHOTO
3acTOCyBaHHsI METO/IiB Oe3yMOBHOI onTHMi3ailii 3a nmpoueayporo QOS mokaszana Ha NPHUKJIaAl iIHTErpanbHOI Gi3HEeC-Moeii KOHBe-
pPreHTHOro BHPOOHHLTBA 1 peaiizawil iHpOKOMyHiKaliifHiX mocnyr. BucHoBkH. BupoOHUITBO 1 criokuBaHHS iH(pOKOMYHIiKa-
LiHUX TOCIYT CHOTOJHI HOCHTh KOHBEPTEHTHIN XapakTep. BusHaueHHs eAWHOI 3MIHHOI U1 y3TO/DKEHHS IPOLECIB B YCHOMY
JIAHII031 BUPOOHMIITBA 1 CIIOKUBAHHS 1H()OKOMYHIKAIIHUX MOCIYT 32 €IMHUM KPUTEPIEM JO3BOJIHUTH 3IIHCHIOBATH MiATPUMKY
QO0S KoHBepreHTHOTr0 BUPOOHMIITBA i CIIOXKMBAHHS iH(HOKOMYHIKanifHUX MOCIyT. Bu3HaueHHs IUIAXiB onTHMIi3amnil 3a Mpoueny-
poro QOS HamacTs 3Mory 3abe3meunTy B MYJIBTHCEPBICHUX Mepexkax cdepi AepKaBHOTO PEeTyIIOBAHHS HEOOXiTHY HaIiHHICTS,
3aXHMIIEHICTh Ta ONEePAaTHBHICTh, 30KpeMa IIUIIXOM ONTHMI3awii 4acy IpoXopKeHHs nakeTiB. OCKIIBKY 3aCTOCYBaHHs aHAJIiTHY-
HOTO MeTONy INependayae anpoKCHMANilo APYroi HOXiAHOI, 0, CBOEIO YePro0, BUKIUKAE PsiJ IPAKTUUHHUX TPYJHOLIIB, y MYJIb-
THCEPBICHUX Mepexkax HOro 3acToCyBaHHA € e()CKTHBHHUM.

KawuyoBi caoBa: sxicts o6ciayroByBanss, QO0S, MyIbTHCEPBICHI Mepexi, YMCIICHI METOAN ONTUMI3alii, iHhoKoMyHi-
KaIliiiHi OCITyTH.
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ONTUMAJIbHUN MAPAMETPUYHUN CUHTE3 CTOXACTUYHUX CUCTEM
YIIPABJIIHHA KIHHEBUM ITOJOXEHHAM

Anortanis. [IpeameroM noCiiKeHb CTATTI € JiHIIHI CTOXaCTUYHI AWHAMIUHI CHCTEMH YIPABIiHHS KiHIIEBIM ITOJIOKEHHSM.
Mertoto poboTH € cuHTE3 e(hEKTUBHHUX YHCEIBHHUX aJIrOPUTMIB MALIMHHO-TO IIPOCKTYBAHHS JIHIHHUX CTOXaCTUYHUX AUHAMIY-
HHX CHCTEM YIPaBJiHHS KiHIIEBIM ITOJIOKEHHSIM. 3aBIaHHS JOCIIHKEHHS MOJSTaloTh y TOOYIOBI alTOPUTMIB CHHTE3Y, 3aCHO-
BaHWX Ha 3aCTOCYBaHHI METOy IHBEPCIHO-CIIOTYUESHUX CUCTEM, a TAKOXK Ha 3HIDKEHHI PO3MIPHOCTI IPOCTOPY MapaMeTpiB, 110
OINTUMI3YIOTECS. 3aCTOCOBYBaHI METOIM: IHBEpCIIHO-CIOMydeHI CHCTeMH IS (JOpMyBaHHS KPUTEPIIO SKOCTi, METOAW 3HHU-
JKEHHSI PO3MIPHOCTI IPOCTOPY MapaMeTpiB, IO ONTHMI3YIOThCS Ha MiJICTaBl CIEKTPAILHOTO aHAIi3y MaTpHIl KpuBU3HU. OTpHU-
MaHi pe3yJbTaTh: MOLIYK ONTHMAIbHUX MapaMeTpiB y 3alpONOHOBAHOMY MiAPOCTOPI MOXKE 3[IHCHIOBATHUCS BCIMa METOaMH
nepuoro abo Apyroro MOPSAKY 3 BUKOPUCTAHHSAM CIPOEKTOBAaHUX MaTpullb. [Ipu JoCATHEHHI B MIANIPOCTOPI TOUYKU MIHIMyMY
KPUTEPIIO y Hill OOUHCIIOIOTHCS TPAiEHT Ta KPHUBU3HA 1 HA MiACTaBi CIIEKTPAIBHOTO aHATi3y OyAyeThCsl HOBU MiAMIPOCTIp 3a-
HPOTIOHOBAHOTO THUITY 3 HACTYITHUM MOBTOPOM IPOLIECY ONTHUMI3aLlii. 3aponoHOBaHa CTPATETis MOIIYKY CKOPOYYE KiIbKIiCTh
KpOKIB onTuMi3arii. I[IpakTH4yHa 3Ha4yIiCTh POOOTH MOJISTaE Y TOMY, IO 3 BUKOPHCTAHHSAM MATPHIb CIIONYYCHHX 3MIHHUX
OTpHMaHi e()eKTHBHI CIIOCOOM OOUNCIIEHHS IPalieHTa Ta KPUBH3HU KpHUTEpito onTuMisarii. OCKiNbKH 9ac 00YHCIEHHS rpaie-
HTA 3a 3alPOIIOHOBAHUMH 3aJI€)KHOCTSIMI B OCHOBHOMY BU3HAUA€THCS YaCOM iHTETPYBaHHS PIBHSHb JUIS CIIOTyYEeHHX MaTPHIb,
TO BOHO NPUOJIM3HO TOPIBHIOE Yacy iHTErpyBaHHS PiBHAHB IS BU3HAUYCHHS (yHIaMEHTaIbHOI MaTPHIL Ta JUCTIepCil.

Kaw4yoBi c10oBa: 9uceNbHUN AITOPUTM; MAIIMHHE [IPOEKTYBAHHS,; JiHIIfHA CTOXaCTHYHA JUHAMIYHA CHCTEMa, IPOCTIp

mapameTpiB, ONTHMI3allisl.

Beryn

CyudacHa inTeHcH(iKallis BUpOOHHINX MPOIECIB y
BCIX Tay3sX IpU3BeEJa 10 CHHTE3y Pi3HOMAHITHUX CHC-
TEM yTIPaBIIiHHS, SKi (PYHKIIIOHYIOTH Ha TEXHOJIOTIYHOMY
PiBHI yHpaBIliHHS BUPOOHUIITBOM Ta CUCTEM YIIPABITiHHS
PI3HUMH 00’ €KTaMH.

OnHUM 3 OCHOBHHMX KOMIIOHEHTIB Ha3BaHUX CUCTEM
YIpPaBIIiHHS € IPOTPaMH, B SIKUX Pealli3y€eThCsl aJITOPUTM
YIpaBIliHHS, TOOTO. BU3HAYAIOTHCS PEaKLii CUCTEMH Ha
30BHIIIHI BIUIMBH 3 YpaxyBaHHSIM 3MIHHHX BHYTPIIIHIX
CTaHIB CaMOi CHCTEMH, 110 Y pe3yJIbTaTi MOXKHA HA3BaTH
TIOBEAIHKOIO CHCTEMH YIPaBIIiHHS.

Astopu po0it [6 — 10] 3a3HauaroTh, 110 B MPOCKTY-
BaHHI CHCTEM YTIPABIiHHS, SKi BHPIIIYIOTH OJHOTHIIHI
3aBNIaHHS, JOLITHPHO BUKOPHUCTOBYBATH €KBiBaJICHTHI Me-
TOJM, TOOTO 3aCTOCOBYBAaTH KOMIOHEHTHHMH MiIXia y
MPOEKTYBaHHI, TPH SKOMY IOBTOPHO BHKOPHCTOBY-
I0ThCS BXKE CTBOPEHI Ta anpoOoBaHi MPaKTHKOK KOMIIO-
HEHTH CUCTEMH KepyBaHHSL.

Cam mpouiec aBTOoMartu3allii BAPOOHUITB CHOTO/IHI
XapaKTEepU3y€eThCsl MOSBOIO BENUKOI KUTBKOCTI 1HTEINEK-
TyaJbHUX MEXaHi3MiB aBTOMaTuky. Lle 3ymMoBIeHO THM,
1110 TTOCHITIOIOTHCSI BUMOTH JI0 00’ €My, IIBUIKOCTI Ta Ha-
IAHOCTI TIepeadi JaHuX, TOMY MMUTaHHS 3a0e3MeYeHHs
KOMYHIKaIliil BUXOAATh Ha riepiruii mwaH [4]. [Ipu ipomy
CJIiJT BpaXOBYBaTH, IO 1MOOY10Ba aBTOMaTH30BAaHUX CHC-
TEM YINpPaBJIiHHSI Mae 00OB’SI3KOBO BPaxoByBaTH HEOO-
XIIHICTh 3JICHICBJICHHS Ta CIPOIICHHS TEXHOJOTIYHUX
nporecis [1 — 14].

OkpiM TOro, y TEXHilli PEeryJItOBaHHs 0COOJIUBE Mi-
cIie 3aliMar0Th CUCTEMH YIIPABJIIHHS KiHIIEBUM IT0JIOKEH-
HsIM. 3a3BUYail Taki CHCTEMH MOXYTh OyTH OIHMCaHi Jii-
HifHUMH InepeHliaIbHUMU PIBHAHHAMH, KOe(illieHTH
SKUX 3aJIeXkKaTh Bix yacy t Ta MomeHty {; 3akiHueHHs

npouecy. IIpukiiazoM Takux cucTeM MOXyTb OyTH CHC-
TEMH, sIKi HaBeJleHi y poOori [4].

x BiZMIHHOIO OCOGIHMBICTIO € HASBHICTH Koedirie-
uris Buny a(t; —t) . lpu t —>t; cucrema npsamye j1o ze-
SIKOTO KIHIIEBOTO CTaHy, SKMH BH3HA4Ya€ Pe3yjbTaT yIi-
PaBIiHHS.

Meta po6oru — cuHTe3 e()eKTUBHHX YHUCEITbHUX
aITOPUTMIB MAIMHHOTO MPOEKTYBAHHS JIIHIHHUX CTOXA-
CTHYHUX JIWHAMIYHUX CHCTEM YIPaBIiHHS KiHIIEBUM I10-
JTOKEHHSIM.

3aBmaHHSA AOCHTIKEHHS IOJATAIOTh Y TOOYIOBi
aJrTOPUTMIB CUHTE3y, 3aCHOBAHHMX Ha 3aCTOCYBaHHI Me-
TOAY IHBEPCIHHO-CIOIYYCHUX CHCTEM, a TAKOX Ha 3HHU-
KEHHI PO3MIPHOCTI IPOCTOPY MapaMeTpiB, IO ONTHMI-
3YIOThCA.

®opMyBaHHS 3a/1a4i
3 MiHiMi3ani€0 KpuTepiro sIKOCTI
Hexaii cucrema ynpaBiiHHS KiHIEBUM IOJIOMKEH-

HSIM ONUCYETHCS JIHIHHUM PiBHSIHHSIM:

X = A(t, —t)x+B(t; —t)w, (1)

ne A(t, —t), B(t; —t) — marpuni cucremu 3 xoedirien-
TamH, 10 3aNexarh Bix {; i t,aTakox Big I' mapamer-
pis h,i=1r;

W — IIGHTPOBaHMH OUIMI IIyM IHTEHCHBHOCTI
V(t, —t); x(t,) =X, — BUMagKOBHI BEKTOp i3 cepenHiM
3HaYeHHsAM M, Ta MaTpuuero auctepcii C, .

3aBaHHs MMOJsIrac B TakOMy BHOOpi Iapamerpis,
100 HaJaTH MiHIMYM KPHUTEPItO SIKOCTI:
£ max
J= _[ M {XT (t;)C, (tf)x(tf)}dtf =
b t e - 2
= j trC, (t, )R(t, )dt, .
f
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Tyt R(t) —cumerpuyna Nxn MaTpuLs APYTHX HO-

YJaTKOBUX MOMeHTiB, 110 3a0BOJIBHSIE piBHHHHiO BI/I,Z[y:
R(t) = A(t; —t)R(t) + (At, —R())" +
+B(t, —t)V (t, —t)B (t, —t); 3

R(t,) =C, + mym;,

ne C,(t;) —Barosa marpums;

M — 3Hak MaTeMaTHYHOTO CIO/IiBaHHS;
tr — 3Hak ciigy Marpuii;

T —3HaK TPaHCIIOHYBaHHS;

N — NOPSAOK CHCTEMH.

3acTocyBaHHSI MeTOAY iHBepCiiiHO-CIIOJydeHHX
cucrtem AJs1 GopMyBaHHSI KPUTEPit0 AKOCTI

OuiHKa iHTerpagy npu OOYHCIEHHI KPUTEPilO0 BHU-
pasy (2) Bumarae Gararopa3zoBoro mpopaxyHKy MaTpHy-
Horo piBHsHHA (3) 1uis pisHuUX {; . Xoya, 3 ypaXyBaHHAM

cumerpii marpuii R(t) mopsimok piastiHES (3) HOpiBHIOE
n(n+1)/2, Gesnocepenniii MmiapaxyHOK KpPUTEPIIO 3

MPUAHATHOIO TOYHICTIO MTOTpeOy€e HAIMIPHO BEIIUKOT Ki-
JBKOCT] O0YHCIICHB.

Hwmxde ommcano minxifd, M0 J03BOJISIE BUPIIIATH
3a/1a4y 3a NPUHHATHUN MallMHHUN Yac.

Matpuiiss aucrepcii 3a HYJbOBHX ITOYaTKOBHX
YMOB BH3HAYa€THCS IHTETPaJIOM BHILY:

C(tf):

- "[cp(tf DBt~V (1, —1)B (t, -0)@" (¢,,0)dt,’ @

ne @D(t,,t) — pyHnameHTanbHa Matpuus cuctemu (2),

sIKa 3aJ0BOJIbHAE piBHHHHﬂI

do(t, 1)
d—cD(tf At —1),D(t, 1) =1,

telt,t,].

BBenemMo iHBEpCiHHO-CIIONYUYCHY CHUCTEMY, TOOTO
nosHaunmo T =1, —t — wac mo kiHus mporecy ympas-
JIIHHS; TOJI:

do(t; ¢, —1)

0 =@(t,,t, —7)A(7);

D(t,,t, —0)=1;
7€[0,t, —t,].

A60, no3naunsmm (¢, ,¢, —7) =y (r), oTpuMaemo

TakKe:

dy (7)
dr

= V/(T)A(T)v l//(O) :11 Te [O’tfmax _to] . (5)

Takum ynHOM, QyHIAMEHTAIbHA MaTPHULIS CHCTEMH
(1), sxuro ii mepimit apryment popishioe t; , He 3aie-
JKHTb BiJ {; 13a1eXUTh TITBKY Bif yacy ¢ OO KiHLS Opo-

1ecy. Matpuiis Aucrnepceiii BU3HA4YaEThCsl IHTErPalioM:

C(tf ) = C(tf _to) =
ty -t

= [ w@BEV @B (O (),

0

abo Moke OyTH OTpHMaHa sIK po3B’s30K Au(epeHIIiab-
HOTO PiBHSHHS BUIY:

ac(t, -t,)
d(tf _to)

—w(t —t)B(t; ~t,)V (L, _to)BT (t; _to)V/T (t -t).

Beenemo nosHavenss t; —t, =7, roni:

)y BV 8 (@ (o)
Clty—1,) =0, (6)

7€[0,t; 0 — L1

Po3risiHeMO OOYHCTICHHS! BEKTOPY MAaTEMaTHYHOTO
crioxmiBands M(t) ms kinneBoro Momenty t; . Ockinpku

MaTeMaTH9HE CIIOAIBaHHS ONMCYETHCS OTHOPITHIM PiB-
HAHHSIM BuAy (1), To BUKOHYIOUH 3aMiHy 3MiHHUX, OTPH-
MaeMo:

m(tf ) = @(tf ylo)m(lo) =
=(D(t, iy _(tf _to))m(to) =
=y (t, —t,)m(t,) =y ()m(t,),
Te[o'tfmax _to]'

OTxe, MiApaxyHOK MaTeMaTU4HOI'O CHOAIBaHHS B
KiHIIEBUH MOMEHT Yacy MOKHA BUKOHYBATH OJJHOYACHO
3 iHTerpyBaHHsM cucteMu (5) Ta (6) 3 iHTETrpaTbHUM
KpHUTEpiEM:

dr
=y (r)A(r)w(0) =1,

dC(r) _

Cdr @
=y (2)b(z)V (r)B (r)y' (r);C(0) =0;

J =

ttmax o

= j trC, (z)[ w (z)mymy " () + C(z) |dx.

0

IIpeacraBieHHst
BHPOOHUYOI0 KpHUTEPilo
3 BUKOPHCTAHHSAM CIOJYYeHMX 3MiHHUX

EdexTuBHi MeToan mapaMeTpuyHOI ONTHMI3arii,
II0 HAJEXaTh O IPYNH METOIIB APYroro MOpPsAKY, BH-
MararoTh JJI CBOTO 3aCTOCYBaHHS IPAliEHT Ta MATPHLIO
KPUBU3HU KPUTEPIIO:

g=(0J/0h,...,0T 10h.)" =(Jy,.rr J,);
G={0°J/ohoh}y={J. };
ik=1r.
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OTpuMaeMO piBHSHHS IS MOXIAHUX, TA(EPEHIIit0-
1oun kputepiit J B (7) 3a mapamerpamu:

¢ =

=y,BVB'y" +y(BVB'),p" +yBVBy/;

tmax —to T T
-m,m +
J = j trc, ()| VeV dx; (8)
0 +ymemoy; +C;

v, =

=y A+yA.

JUis yHUKHEHHSI I -KpaTHOTO IHTETPYBaHHS piB-
HsHb U1 ;, C; BBegeMo cromydeHi matpuui F i H
Ta PO3IITHEMO TOTOXHOCTI:

I' max *‘o tf max 40 .
—try,F | + j tr(,F +y,F)dz =0;
0 0
- )

|+ j tr(C,H +C,H)dz =0.
0

Jonmaroum ix 1o Bupasy J; B (8) Ta BpaxoByIOuH 10
y;(0)=01iC;(0)=0,

OTPHMAEMO TOXIZHY J; sika Bxke He MicTuTb ¥, Ta C;:

tHnax_lo

Jo= | tlyAF+y(BVB )y Hldz;

0
E o AR (Cf +Cf )Tmomg:L o
. +(H+H")BVB (10)
H=-Cy=vA
F(tfmax _to);
H (tfmax _to) = 0!
w(0)=1.

SIK BUZTHO 3 OTPUMAHUX PiBHSHB, MAaTPHIII CHIOTyYe-
HHUX 3MIHHHUX 33/I0BOJIBHSIOTH HEOAHOPIIHUM PiBHSIHHS,
1110 PO3B’SI3YIOThCS Y 3BOPOTHOMY Haci 3 HyJIbOBUMH TO-
YaTKOBHMH yMmoBamu. [Ipy BHKOHaHHI OOYMCIIEHB ene-
MEHTH MaTpHIli |y HEOoOXimHO 30epirat, OCKITBKH piB-

HSIHHS JUTSL i Ma€ PO3B’A3yBaTUCS y NPSMOMY 4aci.
OtpumaeMo BHpa3M Ul HOXiJAHUX KpHUTepito J,

JdepeH oyl criBBigHOIIEHHS (8):

. Ciwimmiy’ +Commiy, +
Jy = _[ tr| +C,y,mmiy; +Cymmiy, + dz;
’ +C,C,
Vie =V ATV ATV A+ A
Ci = BVBTy" +y,(BVB"), y" +y,BVB Ty +
+y, (BVB"), " +w(BVB"), ' +
+y/(BVB')yy +y,BVBy +
+y(BVB"), v +wBVB ;.

st yHUKHEHHSI 1HTeTrpyBaHHsI PIBHSHb IS Wy, 1
C,. 3HOBY BBemeMo criomydeHi matpumi F 1 H Tta po3-

IJISHEMO TOTOXKHOCTI:

trmax—To

+ .[ tr(y, F +y, F)dr =0;
0

£ max 1

—try Fo |
0

A
EECRTR I [ tr€,H+c Hydz=0.
0 0
Jonaroun 1i TOTOXXHOCTI 10 BUpaszy J, Ta Bpaxo-
BYIOUH, IIIO
v (0)=C, (0)=0,
MO>KHA OTPHMATH HOXiTHY J; , KOTpa HE MICTHTH 3MiH-

HUX Yy 1 C
Cfl//imomg'//: +(U/im0mgl//; )+

+ A+ A+ AR+ (dr,
+(P+PT)H

 max

Ju = _[ tr (11)

P=y,(BVB"), " +w,BVBy, +

ze

+, (BVB")y/",
a cronydeHi marpuii F i H 3a10BONBHAIOTH PIBHSH-
HsM, aHaorigauM (10).

TakuMm 4MHOM, 3 BUKOPHUCTAHHSIM MaTpHIb CIIOJY-
YEHUX 3MIHHHUX OTpHMaHi e(eKTHBHI criocoOu obumc-
JIeHHs TpajiieHTa Ta KpuBu3HU Kputepito (10), (11). Ocki-
JIBKU Yac 00YMCIICHHS TpajienTa 3a Bupazamu (10) B oc-
HOBHOMY BHU3HA4YaeThCs YacoOM IHTEIPYBAaHHS DPIBHSHb
g F i H, To BoHO npu0OaM3HO MOPIBHIOE Yacy iHTer-
pYBaHHS DIBHSHb JUIS BHU3HAuCHHS (yHAaMEHTAIbHOI
Mmatpuui y T1a gucnepceii C.

st oOuMcIIeHHs: MaTPHIl KPUBU3HU HEOOXIIHO 1H-
TerpyBaT I map piBHsAHB s ¥, i C,, a piBHSHHS 1715t

CIIONMYYCHUX 3MiHHUX 30€pIraroThCs.

3HMKEeHHS PO3MiPHOCTI IPOCTOpPY NapamMeTpiB,
10 ONTUMI3yIOThCA HA MiICTABi CEKTPAJIBLHOIO
aHaJi3y MaTpHlli KPUBU3HU

Cepito3HOIO IIePEIIKO/I0I0 Ha IIUIAXY 3aCTOCYBaHHS
BiTOMHX METOJIB IOIIYKY MiHIMyMY € SIpY>KHHH Xapak-
Tep MOBEPXOHB PiBHSA KPUTEPIIO y MPOCTOPi ONITUMI30Ba-
HUX MapaMeTpiB.

[TomryKoBi anropuT™MH 3MyIIEHI pOOUTH OLIBIIY Ki-
JIBKICTh KPOKIB JJIs1 JOCSATHEHHS MIHIMyMY, 110 ITPH3BO-
JIATH JI0 BTPaTh e(eKTUBHOCTI MOIIyKy [7].

Jli1st OI0JIaHHS i€l NEPEIKOIH Y yeprosii K -To-
YI1i IPOCTOPY MapaMeTpiB GOPMy€EThCS HiNPOCTIp MEH-
101 PO3MIPHOCTI, 110 BIANOBiZAa€ HWKHIM TOUNI TOBEp-
XOHb PiBHS.

Le#t miampocTip BU3HAYAETHCS IEPETHHOM TillepIi-
JIOUIMH, SIKI MEepPHeHAMKYJSPHI BJIACHUM BEKTOpaM 7],

Marpulli kpususau G, , 10 BiAMOBIZAIOTH TOMIHYIOYUM
BiacHuM wncnam 4, i=11, I <r:

Dx=E, (12)
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ne D—Ixr — marpuus, enemenTu i-ro psaka skoi €
e -
KoMIoHeHTamu 100yTky 77, G, ; E — | -BexTop 3 KOM-

T
IOHEeHTaMu Buay — N; g, .

Miampocrip (12) po3ramoByeTbesi y HANPsAMI Haii-
O1IIbILIOT BUTSATHYTOCTI MOBEPXOHB PiBHS KPUTEPIlO, 1 NO-
IIYK MiHIMyMY JOLJIBHO ITPOBOAMTH CamMe y I[bOMY TiJI-
POCTOPI.

BekTop-rpamieHt g, Ta maTpuiro kpuBusHu G, B
4epro.iif TOUII HEOOXiAHO CIIPOEKTYBATH HA MiAMPOCTip

(12):

gz :ZTgk;

13
G,=2'G,, (13

Je Z — MaTpuId, 0 CKIaJaeThes 3 BEKTOPIB Oa3ucy Iii-
nopocropy (12).

B sxocri 1iei MaTpuii MoxHa B3t I —| ocranHix
ctoBnuiB Marpuni Q B LQ -¢akropuzamii marpumi D :
DQ =(L0),
ne L —nmwkus tpukyTtHa | x| - MaTpuns. Buxinna touka
X" mouaTky onTuMizanii B migmpoctopi (12) Moxke GyTH
IIpe/ICTaBIIeHa MPOEKIII€I0 TOUKH X,

X :ny;
ny:E,

ne Y — Marpuls, KOTpa cKiajgena 3 | mepumx cToBIiis
Matpuri Q .

Jiaronamizaifisi Ta BUJIJICHHS BJIACHUX BCEKTOPIB
matpuli G, MOXyTh OyTH BHKOHaHIi 3 3aCTOCYBaHHSIM

CTaHIApPTHHUX MPOLEIYpP TUILy alrOpHUTMY BIACHUX 3Ha-
4geHb ko061, a LQ -¢akTopu3alis — 3aCTOCYBaHHSIM IIe-

peTBopeHHs XaycxoJiaepa.

BucnoBxu

Momyxk y miampocropi (12) mMoxe 3xificHIOBaTHCS
BCiMa METOJJaMH TIEPIIOTO a00 IPYTOTo MOPSAKY 3 BHKO-
PHUCTaHHSIM CIIPOEKTOBaHUX MaTpuib (13).

[Ipu mocsrrenni B mignpoctopi (12) Touku MiHi-
MYMY KpUTEpit0 J Yy Hill 3HOBY OOUYHMCIIOIOTHCS TPAIIEHT
Ta KPUBM3HA 1 Ha MMiJICTaB1 CIIEKTPAIBLHOTO aHaji3y Oyy-
€ThCs HOBHH miampocTip tumy (12); mporec onTumizamii
TIOBTOPIOETHCS.

3anpornoHoBaHa CTPATETis MOMIYKY CKOPOUYYy€e Kilb-
KiCTh KpoKiB onTuMizanii. Takuii miaxiza g0 hopMyBaHHs
KpHUTEPIIo Ta 00YKMCIICHHS H0ro MoXiaHuX 0co0nnBo ede-
KTHBHHH y pasi, ko matpuns C, (t;) cwisHO pospi-

JDKEHA, TOOTO KPUTEPIii 3aJICKUTh Bl OHIET a00 KITBKOX
KOOpAMHAT BEKTOpY cTaHy cuctemH (1).

Hanpuxnan, sxio
Cf (tf )= diag{a1(tf ),0...,0},

piBHsiHHS (7) mOTpiOHO PO3B’sI3yBaTH JMLIE JUIs Iep-
LIOTO PsIJIKa MaTPUILIi ¥ , @ CUCTEMa PIiBHSHb JUIs IUCTIe-
pcii mMae nepumii mopsiok. Tomy 3arambHUI MOPSIIOK
cucremu (7) mopiBHIoe N+1. SIKIo kpuTepiit 3aIeKUTH
BiJl IBOX KOMITOHEHTIB X, TO 3arajbHHU MOPSIOK BXKE
nopiBHIOE 2N+ 3 1 Tak jgani. SIKII0 KpUTEpii 3a1ekuTh
BiJl MaJI0i KUIBKOCTI KOMITOHEHTIB, MOXKJIMBE 3aCTOCY-
BaHHS JaHOTO MIAXOJy 1 NMpH HYJBOBUX MOYATKOBHX
YMOBaX I MaTPUIIL JTUCTICPCIl.

VY moka3HHWKax SKOCTI CHCTEMH YacTO IOTPIOHO
BpaxOBYBaTH iHTErpajl BiJ] TPAaeKTOpii MaTeMaTHYHHX
croziBaHb nporecy 3a yacoMm Bix t, no t; . Y pamkax 3a-
MPOMIOHOBAHOTO MiJXOIy IF0 BUMOTY MOXKHA 3aJJ0BOJIb-
HUTH JIMIIC 33 JiHIKHOI 3aJIeKHOCTI IMiIHTETPaIbHOTO
BHpa3y Big MatemaTHunux croxianb: C/m(t) (C,-sa-
TOBHI BEKTOD).

Jlomatoun 0 cucremu (1) piBasuns Y =C X, 3mi-
HIOFOYH BiAMOBiIHKM 4ynHOM Matpuii 4 i C,, miHotwo
JIESIKOTO TI/IBUILIEHHS MOPSIIKY MOXKHA BPaXxOBYBaTH iH-
TerpaybHi OOMEKCHHS Ha TPAEKTOPIi.

VY aHanizoBaHOMY MiJXOJli € MOXKJIMBICTh KOMIICH-
canii BIUIMBY OyJIb-SIKOTO MapaMmeTpa ¢ , IO NpHiMace
BiJ| peanizauii g0 peaiizauii pi3Hi 3HaYE€HHS 3 MEBHOTO
imrepBany [e,,a,]. [t 1poro HeoOXiHO MiHIMI3yBaTH

3a TTapaMeTpaMy IHTeTPaIbHUNA KpUTepii

)
J, = j J()de,
&
ne J, — kputepiii Buay (2).
I'pamieHT Ta MaTpHUIs KPUBU3HHU [IFOTO KPUTEPIIO 32
napametpamu h,, i= LI 06YMCIIOIOTBCS SK iHTerpan

BiJl TPaJIiEHTa Ta KPUBU3HH

Ji :TJi(a)da;

Jai = _[ Ji(@)da.

Y

Jns omiHKM iHTETpadiB y IHUX BHpaszax MOTpiOeH
MPOPaxXyHOK KPUTEPilo, TpaieHTa Ta KPUBU3HU y KiJlb-
KOX TOuKax iHTepBany [a,a,].

[lepciekTiBM ~ JOCHIDKEHHS  MOXYTb  OyTH
OB’ sI3aHi 13 OAAIBIINM aHAJTi30M NOBEIIHKH CHCTEMH 3
ypaxyBaHHSIM OKPEMHUX METOIiB ONTUMi3allil.
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Optimal parametric synthesis
of stochastic end position control systems

Yevhen Kalinin, Vitalii Tkachov, Dmytro Lysytsia, Alina Rybalchenko

Abstract. The subject of research in the article is linear stochastic dynamic control systems for the final position. The
goal of the work is to synthesize efficient numerical algorithms for machine design of linear stochastic dynamic systems for
controlling the final position. The objectives of the study are to build synthesis algorithms based on the application of the
method of inversion-conjugate systems, as well as to reduce the dimension of the space of optimized parameters. Applied
methods: inversion-conjugate systems for the formation of a quality criterion, methods for reducing the dimension of the space
of optimized parameters based on the spectral analysis of the curvature matrix. The obtained results: the search for optimal
parameters in the proposed sub-space can be carried out by all methods of the first or second order using the designed matrices.
When the minimum point of the criterion is reached in the subspace, the gradient and curvature are calculated in it and, based
on the spectral analysis, a new subspace of the proposed type is constructed, followed by repetition of the optimization process.
The proposed search strategy reduces the number of optimization steps. The practical significance of the work lies in the fact
that using matrices of conjugate variables, effective methods for calculating the gradient and curvature of the optimization
criterion are obtained. Since the time for calculating the gradient according to the proposed dependencies is mainly determined
by the time of integrating the equations for conjugate matrices, it is approximately equal to the time of integrating the equations
for determining the fundamental matrix and variance.

Keywords: numerical algorithm; machine design; linear stochastic dynamical system; parameter space, optimization.
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DEVELOPMENT AND IMPLEMENTATION OF CUSTOMER RELATIONSHIP
INFORMATION MANAGEMENT SYSTEM

Abstract. The article analyzes the state of the problem of developing and implementing a customer relationship
management system. Features of the concept of "customer relationship management system" are considered. The authors
performed an analysis of the developed system and its implementation in the field of professional development of IT
professionals. Possibilities of intensification of information process development in the field of professional development
of IT specialists are shown and analyzed. A database has been developed to solve the problem of software in the field of

professional development of IT professionals.

Keywords: information, information systems, customer relationship management system, software.

Introduction

The customer relationship management system
(CRM system) plays a key role for a company of any
scale and time of existence, whose main activity is
related to sales of products or services. Today, in order
to make a profit, companies need to build mutually
beneficial and long-term cooperation with their
customers, based on constant contact and development
of relations between them. Implementation of customer-
oriented strategy in modern business is impossible
without the appropriate methodology and tools.
Therefore, the concept of customer relationship
management system is closely related to specialized
CRM-solutions - computer programs that implement in
their functionality the principles of customer-oriented
work. As the human circulatory system carries oxygen
to all organs, so the customer relationship management
system "feeds" the company with information about
customers, their needs and preferences, the state of
relationships with them, the results of employees, sales,
and others. The modern CRM concept goes beyond the
classic framework and, in addition to the above areas,
affects the time management of employees who interact
with customers, as well as the processes used when
working with customers (service, claims processing,
satisfaction assessment, etc.).

Analysis of recent research and publications.
The issue of developing the CRM concept should be
explored, starting with the analysis of the meaning of
words as "customer relationship management system".
In particular, U. Parpan believe that special software
allows you to automate relevant business processes in
marketing, sales and service [7]. The main task of CRM
systems analyzes A. Aksyutina, O. Nestertsova-
Sobakar, V. Tropin [5, 7]. The main task of CRM
systems is to increase the efficiency of business
processes focused in the front office and aimed at
attracting and retaining customers in marketing, sales,
service and service, regardless of the channel through
which customer contact takes place [1, 2, 4].

The presented results of researches of experts
allow to assert about urgency of the set task of
development of the corresponding software. We believe

that there is a problem in the study and application of
software in the information space of modern
development.

Main part

At the level of CRM technologies, it is a set of
applications related to a single business logic and
integrated into the company's corporate information
environment on the basis of a single database. Special
software allows you to automate relevant business
processes in marketing, sales and service. As a result,
the company can contact the right customer at a certain
time with the most effective offer and the most
convenient customer channel of interaction. In practice,
the integrated system of the developed software product
provides coordination of actions of different
departments, providing them with a common platform
for interaction of all subjects of cooperation.

There are different types of advanced training
courses: educational, developmental, professional. In
the field of information technology (IT), courses help
people much easier, in a short time to gain the necessary
knowledge for the initial entry into the profession, or the
study of other technologies. The purpose of this work is
to automate IT courses by creating a template database
and CRM system, which contain tables for participants,
teachers, payment, time spent, which will help reduce
the cost of resources for their implementation [1, 2, 4].

The dbForge Studio for SQL Server development
environment was chosen to implement the database.
dbForge Studio for SQL Server includes built-in tools
for process automation to help developers speed up the
database development process, namely: editing and
executing SQL queries; creation of database objects in
the visual editor; organization of relationships between
tables. Let's move on to creating database tables
directly. Creating tables involves adding fields and their
types, and entering data values.

The "Teacher" table contains information about
teachers. It contains fields such as: IdTeacher - is
responsible for automatic numbering of rows of the
table; LFM - contains information about the name,
surname and patronymic of the teacher; Age - contains
information about the age of the teacher. The "Students"
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table contains information about the list of students
enrolled in the courses. It contains fields such as:
IdStudent - is responsible for the identification number
of students in the system; LFM - contains information
about the name, surname and patronymic of the listener;
Birthday - contains information about the date of birth
of the listener; Sex - contains information about gender;
Education - contains information about education;
Telephone - contains information about the phone
number; Email - contains information about e-mail;
Subscribe - contains information on whether the student
has an active subscription. The Payment table contains
information about each transaction. It contains fields
such as: ID_Payment - contains information about the
payment index; ID_Student - contains information about
the student index; Data - contains information about the
date of payment; Sum - contains information about the
amount paid.

The "Way" table contains information about
possible types of tasks that appear in the list of tasks of
the Olympiad. It contains fields such as: ID_Way - is
responsible for the identification number of course
directions; Name_Way - contains information about
destinations; Hour - contains information about the
number of hours in this direction.

The "Group" table contains information about the
groups studying at the academy. It contains fields such

as: ID_Group - is responsible for the identification
number of the group; Auditorium - contains information
about the audience in which the lesson takes place, or
codes for distance learning; Date Start - contains
information about the start date of classes; Date End -
contains information about the end date of classes;
Days_lessons - contains information about the days on
which the tasks take place; Time_lessons - contains
information about the time of classes; Id_way - contains
information about the identification number directly;
Id_Teacher - contains information about the teacher's
index; Payment - contains information about the
payment, how much you need to pay to have access.

The "Set_In_Groups" table contains information
about which listeners are connected to which group. It
contains fields such as: ID_Group - is responsible for
the identification number of the group; ID_Student -
contains information about the student's identification
number; Type_Payment - type of payment. To establish
relationships between tables, you must either: on the
toolbar, select the New Relation button and link from
the field that requires data from another table to the field
with these values; set the Primary Key property for the
field that contains the required data and the Foreign Key
property for the field that should contain this data. Once
the connections are established, the connection diagram
looks as shown in Fig. 1.

7 dbo.Payment
v ID_Payment int

} Constraints = ID_Group

5 dbo.Group

&8 dbo.way

b Indexaes

FK_Payment_Students_ID_Student

b+ Indexes

7 dbo.Students

= ID_Student int
LFM warch

7 dbo.Set_In_Groups
LA L e 2
oups_Students_ID_Student

In

¢ Constraints
¢ Indexes

¢ Constraints

FK_Set_In_Groups_Group_ID_Group ==

il Hou int
PO Group Way 1D Way b Constraints

» Indexes

= dbo.Teacher

& >ﬂ FK_Group_Teacher_ID_Teacher

™ ID_Teacher int
} Constraints
¢+ Indexes

varchar

Fig. 1. Database connection diagram

The process of verifying data integrity and
database consistency (DB) is called database testing.
The importance of database testing is due to the fact that
the database is an integral part of the software. Database
testing includes checking stored procedures, views,
schemas in the database, tables, indexes, keys, checking
data and their integrity. In this case, the testing was
performed using the dbForge Studio for SQL Server
database interface. It involves checking data types in
tables, checking data types in primary and foreign keys,
zero field values, checking the ability to add, delete and
update data.

The "heart" of any CRM system is a database of
both individuals and legal entities that interact with your

company in the enterprise. These are not only
customers, but also branches of the company, partners,
suppliers, competitors. Customer information itself is a
valuable asset, and competent data management in the
system allows you to use it to work with maximum
efficiency. The customer base is consolidated, the
organization receives complete information about its
customers and their preferences and, based on this
information, builds a strategy of interaction.

CRM program reduces time to daily routine. The
system provides all the necessary tools to manage both
external and internal document management of the
company. These tools provide tools for automatic
document generation by template, preparation of printed
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forms of documents, support for the latest version of
documents, quick search of documents in the system,
creating an electronic document repository and more.
When maintaining documentation in CRM, you can
organize teamwork with documents with flexible
delimitation of access rights, electronic visas, as well as
accounting for relationships between documents.

It is impossible to increase the profitability of the
enterprise without an in-depth analysis of information
about customers, their values and profitability,
identifying "bottlenecks" in the company's business
processes, analysis of the sales system. Standard reports
provide an opportunity to analyze and monitor all
typical business tasks. With the built-in report
generator, you can create analytical forms that meet the
specific objectives of each enterprise. CRM system
functions: basic integrations do not require the
participation of programmers; versatile analytics;
prognostication; real-time notification.

In the same way we create a group for course
participants. After forming groups, select the Contacts
module and enter information about each student and
teacher, not forgetting to mark the corresponding
contact group in the Account Name field. To create, you
need to select a link to create a new one from the
existing modules.

After entering all the records for the groups
available in the academy, the list of records is
configured by selecting the fields to be displayed.

An office suite such as Zoho Office Suite, namely
Zoho CRM, was used to complete the task of creating a
CRM system.

The main advantages of this CRM system are:
accounting for contacts, transactions, customers and
orders of suppliers, invoices, customer referrals,

products and more; the ability to create your own
modules; automation of business processes; free version
for 30 days; Integration with a huge number of
proprietary applications and third-party vendors.

To get started you need to register, then you will
be able to view the available applications, among which
we are interested in Zoho CRM. After registration,
select the Accounts module to create two groups of
users - students and teachers who read the course.

Conclusions

During the work, a database and CRM-system on
the topic "Academy of IT courses” were developed,
which allows to automate the process of conducting
group formation classes and checking the payment of
classes.

The database contains tables with fields for
accounting of students and teachers, for payment
transactions, for areas in which there are groups, for the
groups themselves. In turn, the CRM system provides a
user-friendly interface and opportunities to expand and
develop the project by connecting additional modules.
To develop a database.

DbForge Studio for SQL Server database
management system was used to establish connections,
enter data, create connections and query charts, and
ZohoCRM client relationship management system was
used to create CRM system.

The practical result of the work is the development
and implementation of information system for IT
courses by creating a template database and CRM
system, which contain tables for participants, teachers,
payment, time spent, which helped not only reduce the
cost of resources, but to solve a number of other in the
study of tasks.
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Po3podka Ta BnpoBam:keHHs iHpopmaniiiHoi cuctemu
YHpaBJ/IiHHSA B32€EMOBITHOCHHAMU 3 KJIi€HTAMH

A. Kamitow, P. bBapanenko, Jl. Tumenko, T.dpanayx

AHoTtanisi. CraTrs aHamisye cTaH mpoOJieMd po3poOKM Ta BHPOBA/DKEHHS iH(OPMAliHOT CHCTEMH YyNpaBIiHHS
B3a€EMOBIZTHOCHHAMH 3 KIIiEHTaMH. PO3MIISTHYTO OCOOIMBOCTI MOHSTTS «CHUCTEMa YIPaBIIiHHSI B3a€EMOBIIHOCHHAMH 3 KIIIEHTaMID).
ABTOpaMy BUKOHAHO aHAI3 po3pOOJIEHOT CHCTEMH Ta BIIPOBA/KEHHS ii B cdepi miaBuineHHs kBamidikamii ¢paxismis IT ramysi.
Ilokazani Ta mpoaHaNi30BaHi MOXJIHMBOCTI IHTEHCH(®iKalii po3BUTKY iH(poOpMamiiiHoro mpouecy B cdepi MiIBUIICHHS
kBanigikanii ¢axisniB IT ramysi. Po3spobneno 6a3y maHux s BUpIMIEHHS MpoOJieMH NPOTrpaMHOro 3abesmedeHHs B cdepi
migBHIIeHHS KBamidikamii ¢paxismis IT ramysi.

KawouoBi cuoBa: indopmaris, iHpopmamiiiHi CHCTEMH, CHCTEeMa YIpPaBIiHHSA B3a€MOBIIHOCHHAMU 3 KIIIEHTaMH,
mporpaMHe 3a0e3MeueHHs.
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MANAGEMENT IN HIGH-DIMENSIONAL MARKOQOV SYSTEMS

Abstract. A problem of analyzing Markov systems along with a large number of states has been considered. The
conventional computational procedure for obtaining analytical ratios for calculating the distribution of system states is based
on the use of a system of Kolmogorov differential equations. The system of linear algebraic equations being formed later can
be easily solved numerically. However, the complexity of obtaining an analytical solution increases rapidly with the increase
in the problem dimension. In this regard, the purpose is to develop an effective method for studying Markov systems, the
computational procedure of which ensures the possibility of obtaining solutions for high-dimensional models. The method is
based on the decomposition of states graph and system transitions. The obtained analytical expressions allow to set and solve
the problem of rational resource distribution for changing the values of the system parameters to increase its efficiency. The
method ensures the possibility of solving management problems in Markov systems along with a large number of possible
states. An example of method application has been considered.

Keywords: Markov system, calculation of distribution of states, decomposition computational pattern, states probabilities

management.

Introduction

The procedures of functioning of a significant part
of modern complex technical, environmental, military
and other systems can be described by a mathematical
model of the same type in many important respects.
Firstly, such systems can be in one of the many possible
states at any specific time. Secondly, the system shifts
from one possible state to another under the impact of one
or more random events (requests, service requirements,
etc). Thirdly, the service duration of each requirement is
a continuous random variable, the distribution density of
which is assumed to be well known (or it can be
determined by the results of statistical tests). Fourthly,
the system is manageable in the sense that it has a limited
consumable resource that can be used to change certain
given system parameters to increase its efficiency. The
similarity of various systems under these distinctive
features predetermines the possibility of using the same
type of mathematical models to analyze them.

On the other hand, the observed differences in the
functioning procedures for specific systems are primarily
due to differences in their individual specifications. The
most important role here is played by various
mechanisms inherent in each system for the formation of
random variables of the related parameters. Herewith, to
the utmost, the nature of the mathematical description of
the procedure of functioning of such systems is
determined by the type of probability-theoretic models of
the dynamics of system transitions from one possible
state to another. The complexity level of solving the
problems of analyzing such systems and managing them
is determined by the type of dynamics models of these
systems. Let's briefly analyze the traditional approaches.

Analyzing known results

The simplest model of system dynamics occurs
unless all procedures within the system are Markov ones.
In this event, a set of differential equations of
AN. Kolmogorov [1, 2] is used to analyze the system,
obtained as follows [3]. For arbitrary pair of possible
states of the system (j, k), an indicator R(j,k) is entered,

which shall be equal to 1 if a transition from the j-th state
to the k-th one is possible in one step. Otherwise,
R(j,k)=0. Now, for an arbitrary state k of the system, a set
of Z. of its states is entered, from which a transition to
state k is possible in one step, that is:

Zy ={i:R(j.k) =1},

and also, a set Zyof such states in which a transition from
state k is possible in one step, that is:

Zi ={j:R(k, j) =1},

Next, P () is entered, which is a function
specifying the probability that the system at time period t
shall be in the state k, k € Z, Z is the set of possible states
of the system, Z = {0;1;2;...; n}. The A.N. Kolmogorov's
differential equations system in regard of the functions
Py, k € Z, is as follows

dp, (t

Pl 5 P00 T Agkez @

jeZk+ jezZy

Here 1 j is the rate of transition of the system from
state j to state k, the parameter of the distribution density
of the random duration of the system's stay in state j prior
to the transition to state k,

P () = ijke_ijkt,t >0.

To solve the differential equations system (1), one
should use the Laplace transformation, which converts
differential equations into algebraic ones. As it is known
[3, 4], the Laplace transformation of the function u(t) is a
function

L(u(t)) = Ofu(t)e-St dt = F(s). )
0

Herewith the following important property of the
Laplace transformation is used:

2 _OO 2 —st —st o
L(u'(t)) = g u'(Detdt=u(ne |+
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+5Tu(t)e_5tdt =sL(u(t)) —u(0).
0

)

By converting ratios (1) according to Laplace, we get

st (8)-R(0) = D Ajm(8)—mc(8) D Ag- (4)
jeZE’ jezZy
Upon the reduction of such terms, the system of
linear algebraic equations (4) shall be as follows

boo 770 (8) +bgg 71.(8) + ...+ g 7, (8) = Cp;

b_l_oﬁo(s)'i'b_l_lﬂ'l(s)‘i‘...‘f'b_l_n 7Z'n(S)=C1; (5)

bno ﬂo(s)+bn1 7[1(5)+...+bnn 7Z'n (S) = Cn.

Following the solution of the equations system (5)
according to Cramer's rule [5], we get
mi(s) =2,
D(s)
where Di(s), D(s) are the determinants of the related
matrices.

Next, the inverse Laplace transformation is
performed, while providing the required set of functions
P«(t),k=0,1,..,n.

In terms of practice, the maximum variables of the
obtained functions are of the greatest interest, i.e.,
variables equal to

tIim R @) =R, ,k=01..,n,

=0,12,...,n,

Herewith the differential
simplified to as follows:

> AP R X Agk=012,..n.

jezit jezi

equations (1) are

(6)

The solution of this linear algebraic equations
system, being easily obtained for any set of rate variables
(Aj), determines the required distribution of system
states. (Px),_k=0,1,...,n. It is enough to analyze a specific
system, thus in the predominant number of known works,
the problem solution is limited thereto [6, 7]. However,
the problems of managing the system resource to increase
its efficiency the analytical expressions are required that
explicitly reflect the dependences of the probabilities of
system states on the values of related parameters. The
equations system (6) allows to obtain the required
analytical ratios unless the system order is minor (n<5).
But the technical and computational complexity of
solving this system "manually" along with an increase in
the problem dimension rapidly becomes difficult to
overcome [6, 7]. This circumstance manifests itself
especially demonstratively unless the system under
consideration is multi-threaded. Let's enter, for instance,
a graph of states and transitions of the simplest triple-
threaded two-phase system (Fig. 1). This system has
27 states. It is difficult to analyze such a system using
conventional methods. Pursuant thereto, the purpose of
the study is to develop a method for calculating
management in a high-dimensional Markov system.

Fig. 1. Graph of states and transitions
in a triple-thread two-phase Markov system

Development of a method for analytical
calculation of system states probabilities

To obtain the required analytical expressions, one
should use a technique based on the idea of decomposition
of states [8]. The related computational procedure is
implemented as follows. Initially, the entire set of possible
system states Z is divided into non-overlapping subsets
(Z1, Z2, ..., Zn), U Zx=Z, NZ= w=. The set of states included
in a particular subset shall be called the related group state.
At the first step of the procedure, a state transition matrix
is formed for each group state, using which a system of
linear algebraic equations is given with respect to the
probabilities of states of this subset.

The solution of this equations system determines
the conditional distribution of states of the allocated
group state. At the second step, the probabilities of
transitions from each group state to other states are
calculated. For the allocated pair of group states, the
probability of transition from the first state to the second
one is equal to the sum of productions of the conditional
probabilities of each state of the first subset multiplied by
the probabilities of transition to incident states from the
second subset. The aggregate of calculated probabilities
of transitions between group states is used to find the
distribution of group states. At the final step of the
procedure, the system states probabilities are determined.
Herewith the probability of a particular state from a
certain group state is determined by the production of
both the conditional probability of this state and the
probability of the related group state.

Let's consider the simplest instance of this approach
implementation. Let the graph of states and transitions
for a double-channel Markov system along with two
independent incoming threads is as shown in Fig. 2,
where, 11 is the rate of the first incoming thread, u is the
rate of the first thread requests servicing, 1 is the rate of

28



ISSN 2073-7394

Cucremu ynpaBiiHHS, HaBiramii Ta 3B's3Ky. 2022. Ne 2

the second incoming thread, u is the rate of the second
thread requests servicing.

0,0 \4

A

TNy

1.0

M1

A M2 Az Hz

3 Ay

0,1 \4

'

/ 1.1

H1

Fig. 2 Graph of states and transitions

Let's make a Kolmogorov equations system
concerning the required probabilities

710 + Ha7mo1 — 7m0 — 427000 =0,

Moo + ppmyy — g — Ao =0,

Ap7moo + 71y — A 7moy + a7y =0,
Tog + o1 + 7m0 + 7111 =1,

or, upon ordering the addends in each of the equations,
we get

(44 + A2)mo0 — Ho7o1 — tamg =0,
Mmoo + (g — ) 7mor + tamyq =0,
Mmoo — (w4 + Ap) g + ppmyg =0,

7Too + o1 7710 T 7011 = 1.

Let's enter
M—lp i —H 0
yo| 2 A 0 M.
A 0 —(u+h) w|
1 1 1 1
71'00 0
0
= ro1 B= .
72'10 0
72'11 1
Then
Hr=B, from which z=H"! B. @)

The obtained ratio allows to easily find a numerical
solution, however, obtaining first-order definable ratios
describing the analytical dependence of states
probabilities on the transition rates even in this simple
problem causes a rather cumbersome procedure. In this
regard, one should use the technology of decomposition
of the system structure.

Let's enter a set of lumped states E and E ;:

Eo ={S00,S10}: Eo ={So1,S11}- 8)

Herewith the conditional probability distributions
of the system staying in the states of subsets Eo, E; are as

follows
5 _ (B B mo A
P = (Foo. Fo) =( —J 9
mth mtAy
s (B B m_ A
R =(Po1, R1) =[ —] (10)
M+l mtAh

The probability of the system transition from the
lumped state Eo to the lumped state E; is equal to

Woz = Poo 2,22

. 11
A+ 1Oﬂerﬂl D

In like manner, the probability of the system
transition from the lumped state E; to the simplified state
Eo is equal to

5 H 5 H2
Wio = Por +Ry : (12)
A+ 1 + iy
Pursuant thereto, the stationary probabilities of
the system staying in the lumped states Eo and E; are
equal to

Wio Woy } (13)
Wor +Wyg Wog +Wig

Q ={Q0’Q1}={

Then the stationary probabilities of the system
staying in its possible states are determined by the
following ratio

700 = PooQo: 7710 = FoQos

. . (14)
7o1 = Po1Qr; m1 = PiQp.
Let's perform the required calculations. Let's
substitute (9), (10) in (11), (12)
Wy = 4. h A b '
Mt M+l o+t Lty
W ——ta M2, Ao
Mt Mty A
Next
A W].O A 1
700 = Pog = Poo (15)
Wig +Wos 14 Wou
Wi
Since
) A % A
Wor = =

_ﬂ1+ﬂ'l.ﬂ'1+12+/11+ﬂ1.12+ﬂ1
A [ M A jz
mru\ b+l Aot

_ A (tay +ﬂ12+ﬂi/12) _
(tn + ) (A + A)(Ap + 14)

thg” + dpin® + g” + i’
(t+2)( A+ ) (Ao + 1)
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T R R S S
o = =
Mty Mty ot Tt

_ M [ H Gl J:
A\ Mty gt
2 2
_ (" gy + A"+ )
(ea + ) (g + 24 )y + 14)

2 2 2 2
_ Hopn” + gy + "+ Ayt
(et + 20)(ptp + 20 ) + 112)

then

[ﬂlﬂzz + A +
Wy +4A + 4

Wi pot” + phpty +
{ ) ) (A +42) (A + 1)
+p M+ Al

_ il tm)+ g (Lt )
(A + 1) (M + A2)

(4 + 1) (14 + 1)

X —

pttp (e + 1) + A pip (g + 1)
(1102 /(A + X))+ 2020 (2 + 1))

(rattn /(P + g )+ Aapan [ (1 + 117 )

(ta/%) 2 . A

I+ h/h  Ap/h+m/h
(/%) 12/ 2 Lk

Y+ (/7)) (YA2)+
/) +(12/ %)) 2

Let's enter new variables: x = %; Xp = 2 Then
2

J(#z +4 )(#1+#2)

(16)

(15) considering (16) shall be as follows:

X

TT| = — — =
00 X 1

+

1+i—2 &,

L4
@+x) |1+ A
X1 Xo + X2

. (17)

%

X+ Xo ——

Zl

X 1

Clex 1+A

1+x2iz
A

Next, considering (14) we get:
A1
g+ A+1’

M 1
A +y 1+ AL
- 1
n=""":

p+py 1+A7L

(18)

Let's analyze the obtained ratios. Let
M=N 2, =A1, po=As.

Then in such a system that is completely symmetric
in respect of all parameters, the probabilities of all states
shall be the same and, as follows from (17), (18), equal
to 0.25. Within normal functioning system, the request
servicing rate is higher than that of the reception thereof,
that is, p1>A>1, u2>1>», i.e., x1>1>, x,>1>. Herewith
the probability mg, which determines the system
efficiency, will be as higher, as greater the variables x;
and x2. The problem of optimizing a resource that can be
used to increase the servicing rate, shall be provided with
a restriction

X +X <C, %>l x>1 (19)

Now this resource allocation problem is formulated
as follows: let's find a set (xi, X2) satisfying (19) and
maximizing (17). The complexity of the analytical
description of the objective function (17) restricts the
possibility to solve the resulting mathematical
programming problem using standard methods of both
the first and second orders. In this context, one should use
the downhill simplex method [7] to solve the problem.
The objective function of the problem contains addends
specifying penalties for violating restrictions (19):

Fx, %) =
= 790 (X1, X2 )Rg [max{(x + Xp), c}—c]2+

2
+>_ Ri[1-min{1, xi}]z.

i=1

(20)

Herewith the component
Ro [max{(x; + X,),c}— c]2
determines the penalty unless the variable (X, +X5)
exceeds c. Components
R; [1—min{1, x; }]2

act in a similar way unless the values of variables x; or X,
shall be less than one.

The coordinates of the vertices of the initial simplex
A, B, C are given by the matrix

(1 di+1 dp+1)
1 dy+1 dp+1)

d, :%(ﬁu) —0.96; d, =%(¢§-1) —0.26.

The coordinates of the vertices of this simplex were
chosen so that the distance between any two vertices was

1
equal to one. Indeed, let the vector (J sets the

coordinates of vertex A of the simplex, the vector

1+%(\/§+1>

1+%(\E—1)

sets the coordinates of vertex B and
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e
the vector 212 sets the coordinates of
1+——(+3+1
zﬁ( )
vertex C.
Herewith
Rag =Rac =

-t (gt -
\/ 4+2:3)+ (4 2\3) =1

e gt 4)- (54 -

_ 2[ 1 1 T _
22 22

Resulting from the implementation of the downhill
simplex method procedure the c=5 shall get a vector
specifying the distribution (xi1, X2) = (3.06; 1.94), while
maximizing the system state probability whereby both
channels are free.

Herewith, TEoo:0.44, 7'510:0.14, 11701:0.28, 1'[1120.14.
The problem has been solved.

The proposed decomposition technology of state
aggregation allows to solve the problem of finding
analytical ratios linking the numerical values of the
parameters of high-dimensional Markov systems with its
efficiency. These ratios provide an opportunity to

formulate a criterion for the system efficiency and, thus,
to set and solve the problems of system resource
management. It should be also noted, that when solving
a management problem in an ultra-high-dimensional
Markov system, a hierarchically organized multi-stage
decomposition can be used so that the problem dimension
does not exceed the permissible value at each stage. An
important area of further research in terms of practice is
the dissemination of a decomposition approach to
analyze multi-threaded systems with a priority set, for
instance, using the pair-wise comparison method [9].

Summary

The known methods for solving the problem of
Markov systems have been analyzed. It was confirmed
that the conventional procedure based on solving a
Kolmogorov equations system provides a numerical
solution for problems of almost any dimension.

It was demonstrated that the computational
complexity of obtaining analytical expressions for
calculating the distribution of system states increases
rapidly with an increase in the number of states and
becomes compelling for systems of actual dimension.

A method for calculating the probabilities of states
of a Markov system was proposed based on the
decomposition of states graph, which reduced high
dimension problems to a sequence of low-dimension
ones.

The proposed approach allows to obtain analytical
ratios that establish a relationship between the system
probability distribution and a set of its initial parameters
(system transition rates). The obtained ratios allow for
system resources management to increase its efficiency.
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YnpaBaiHHs y MapKiBCBKHX CHCTeMaX BUCOKOI po3MipHOCTi
JI. T. Packin, JI. B. Cyxommun, []. O. Caraiinaunuii, P. O. Kopcyn

AnoTanis. Po3msiHYTO 3aBIaHHA aHANi3y MAapKiBCBKUX CHCTEM 13 BEJIHKOI KIJIBbKICTIO cTaHiB. TpaaumiiiHa
o0uKCIIOBaNIbHA MPOLIEYPa OTPUMAHHS aHANITHYHUX CITIBBIHOLIEHD JUIS PO3PAaXyHKY PO3IOALTY HMOBIPHOCTEH CTaHIB CHCTEMH
3aCHOBaHa Ha BUKOPUCTaHHI cucteMu mudepernianbHux piBHsHb Koamoroposa. ChopMoBaHa B oJajbLIOMy CHCTEMA JHIHHNX
anreOpaidHuX PiBHSHB JETKO BUPILIYEThCs YUceNbHO. OHAK CKIIAJHICTh OTPUMAHHS aHATITHYHOTO PIIICHHS MIBUAKO 3POCTAE 3i
301IbLICHHSIM PO3MIPHOCTI 3a1aui. Y 3B'SI3Ky 3 UM MeTa - po3poOka e()eKTUBHOIO METO/Y JOCIIKCHHS MapKiBCbKUX CHCTEM,
o0uKCIIIOBaJIbHA TIPOLIEypa SKOro 3abe3neuye MOXIMBICTh OTPHUMAaHHS PillIHHS Ui Mojeieil BUCOKOI po3MmipHocTi. Meron
3aCHOBAaHMI Ha JEKOMIIO3UIIi rpada cTaHiB Ta mepexoniB cucteMu. Onep:KyBaHi aHANITHYHI BUPAa3H IO3BOJSIOTH MOCTABHUTH i
BUPILINTH 33J]ady palioHaIBHOTO PO3MOALUTY pecypcy Uil 3MiHM 3Ha4eHb MapaMeTpiB CHCTEMH 3 MiABUIICHHS 11 e()eKTHBHOCTI.
Meron 3abe3medye MOXIMBICTH BUPIIICHHS 3aBJaHb YNPABIiHHSA y MapKIBCBKHX CHCTEMAaxX 3 BEJIMKOIO KUIBKICTIO MOXIIMBUX
cTaHiB. PO3riIsiHyTO NpHKIIag 3aCTOCYBaHHS METOY.

KawovyoBi caoBa: MapkiBcbka cCHCTEMa, pO3paxyHOK pO3MOJINY WMOBIpHOCTEH CTaHiB, JIEKOMIO3HLiHA

o0YHCITIOBaIbHA CXEMa, YIIPaBIiHHS IMOBIPHOCTSIMU CTaHiB.
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Harmionansawmii aepokocmiunuil yHiBepcuTeT iMeHi M. €. XKykoBcbkoro «XAly», Xapkis, Ykpaina

PO3POBKA CUCTEMMU IIOJOJIAHHSA HEPEIIKO/
JJI5A BE3IIIVIOTHOTI'O JIITAJIBHOI'O AITAPATY

AHoTrauisi. Binburicts icHyrounx GesminoTHux sitansaux anapatis (BIIJIA) minoTyroThCs 3a JOMOMOTOK MYJIBTIB JAUC-
TaHIiKHOTO KepyBaHHs. [Ipu nboMy npy BUKOHAHHI JEIKUX POOIT (TE€OTOTIYHUX, T€0JE3UYHHX, PATYBAIbHUX, MTOIIYKOBUX)
€ 0OMe)XeHHs OB 513aHi 3 HEAOCTaTHROI podouoro manbHicTIO BIIJIA. Tomy € HEOOXiIHICTD aBTOMATHYHOTO KEpyBaHHS
BIUIA. [Ipu aBromMatnyHOMy KepyBanHiI BITJIA omunM 3 3aBaHs € GopmyBaHHA TpaekTopii pyxy BIUIA, nmpu BukoHaHHI
TE€OJIe3NYHHUX, MOIIYKOBUX Ta IHIMMX poOiT, BKIIOYAIOUN aBTOMaTHYHE MAaHEBPYBAHHS UL 00XOMy Hepemkos. Y pasi Bin-
CYTHICTB iH(opMaii Ipo TOUHE PO3TANIyBaHHS IEPEIIKO JOLUUTHHIM € YIIPaBIIiHHI Ha OCHOBI HEWITKO]I JIoriku. B crarri Ha-
BEJICHO CXEMY HEYITKOTO JIOTTYHOrO BHCHOBKY. CyKYIHICTh 3HAUeHb HEUITKUX BXIJHUX JIHTBICTUYHUX 3MiHHUX (JI3), BUXiO-
HuX JI3 yTBOpIOE HeuiTKy 0asy AaHHX, CYKYIHICTh IIPaBII HEUITKUX MPOAYKLIH YTBOPIOE HEUiTKy 6a3y 3HaHb. KoxkHe HediTke
YUCIIO TIPEJCTABICHE TPUKYTHUMH 200 TPANeHienoiOHUMK YIOPSAKOBAHUMH TIHCHUMH YHCIAMHU Ta 337aHO (QYHKIIE Ha-
nexHocTi. s onmcy npoctopy B Hampsmy pyxy BITJIA BUKOpHUCTOBYIOTECS BXiZHI CUTHAIM AAT4YMKiB. [licns oOMuHaHHS me-
petikoau Hasirauist BIUTA moxxe 3aificaioBarucst 3a gonomororo GPS. IIpoctip B Hanpsmy pyxy BIUIA noxineHo Ha m’sth
CEKTOPIB, B SIKUX aHANI3YETHCS HASBHICTH TIEPEIIKOJ Ta BiZICTaHb 10 HUX. BBeZ€HO TpH BXIiIHI JIHIBICTHYHI 3MiHHI — ABI JUIS
aHayizy posrairyBanHs nepenikoau (JI3 «I'opusoHTans» Ta JI3 «BepTukanb») Ta oJHa Ui aHAI3y BiACTaHI 10 NEPeLIKOAN
(/13 «Bincranby). 1l{omo BUXiIHMX 3MIHHUX, B 3aJI)KHOCTI Bi po3raiiyBaHHs nepenikoan BITJTA Gyne 3MiHIOBAaTH KyT pHC-
KaHHsI, IIBUJIKICT PyXy Ta BHCOTY. BBeneno Tpu BuxinHi JI3 — «Ky», «llIBuakicts» Ta «BucoTay Ta modynoBaHo ix GyHKIl
HaexxHocTi. CKiasieHo 06a3y HEUiTKHX MPOIYKIIHHNX MTPaBIJI BUAY: SIKIIO «3HAYEHHS BXITHUX 3MIHHUX», TO «3HAYEHHS BUXI-
JIHUH 3MiHHUX». BHKOpHCTaHO cHCTeMy HE4iTKOro BUBOAY TUITy MawmpaHi. 3a JOIOMOTOI0 MPOrpaMy Meperyisiay MpaBuil CUC-
TeMu HediTkoro BuBeneHHs (Rule Viewer) Ta mporpamMu meperyisity MOBEpXHI CHCTEMH HeWiTKoro BuBezneHHs (Surface
Viewer) Fuzzy Logic Toolbox mpoanaiizoBaHo pe3ysibTaTd CTBOPEHOI HEUITKOI cHCTeMH. Po3pobieHuii y wilt cTaTti miaxin
Jo 3anobiranss 3iTkHeHHIO BIIJIA 3 mepemikogamu Ha OCHOBI anapary HEYiTKOI JIOTIKH Bipi3HAETHCS Bill BIIOMUX aHAJIOTIB
cniocobom koopauHanii BIUIA, CyKynmHICTIO KepyIOUnX MpaBuil. 3aCTOCYBaHHS amapary HEYiTKOI JIOTIKH JO3BOJISAE YCIIIIHO
BUPIIITYBaTH 3aBIaHHS popMyBaHH: TpaekTopii pyxXy BILJIA B 3a1eKXHOCTI Bil po3TalyBaHHS IEPEIIKOM Ta BiCTaHi 10 Hel.

Kaw4vori cioBa: 6e3mioTHUI NiTaTbHUI anapar, CHCTEMa MOIOJaHHS IEPEIIKOI, JTIHTBICTUYHA 3MiHHA, HEUiTKa JIOTiKa.

Beryn

IocTranoBka 3amaui. Ha temepimmiit wac BITJIA
3aCTOCOBYIOTBCS B PI3HUX OOJIACTSX JIFOACHKOI JTiSUTEHO-
cti. 3acrocyBanns BITJIA y nucranuiiiHoMmy MOHITOpH-
HTY 3€MHOi ITOBEpXHi, MiJABHIIYE€ BUMOTH [I0 CHCTEM
aBromatnuHoro ympasiniHHsa BIIJIA Tta mHapiramiifHOTO
3abe3neueHHs monsoty. KepyBanus BIIIA 3a momomo-
rOI0 oreparopa NpU OXOIUICHHI 3HAYHHUX TEPUTOPIi
BUMarae BJIOCKOHAJICHHS CHCTEMH KOHTPOJIIO Ta Kepy-
BaHHs BITJIA, Takox icHye mpobiiema moB’si3aHa 3 MO-
JIOJIaHHSIM TIEPEIIKO/ NMPH aBTOMATHYHOMY YITPaBIiHHI
BITJIA. Tomy akTyanbHOIO 33aa4ero € po3poOka cucre-
MU TIOJIOJIaHHS TIEPEIKO/ NP aBTOMAaTHYHOMY YIpaB-
niaHi BITJIA mpu nocnmimpkeHHSX B Te0JIe3UYHUX poOo-
Tax, y BHMAJKaxX HaJA3BHYalHUX CHUTYyalild, B MOIIyKO-
BUX Ta IHIIMX poOOTax.

Meta po6oTu. Y pa3i HEMOXIIUBOCTI OOYHUCIUTH
Tpaekropito BITJIA no mouartky #oro pyxy abo BimcyT-
HICTH iH(OpMAIIil PO TOYHE PO3TAIIYBAHHS MEPEIIKOL
JIOLIJIBHAM € YIPaBIiHHSA Ha OCHOBI HEYITKOI JIOTIKH.
Tomy MeTa aHOT poOOTH MOJISIrae B po3poOLli CUCTEMH
tdopmyBanHs Tpaekropii pyxy BIIJIA mis monomaHHs
MEPEIIKO]] Ha OCHOBI HEUiTKOT JIOTIKH.

1 HeuiTka Jiorika

JI. 3ame po3MMpPUB KIaCHYHE KaHTOPIBCHKE IOHSAT-
TSI MHOXKMHH, TIPUITYCTUBIIHN, L0 XapaKTepHUCTHIHA DYH-
Kiist ((yHKIIST HAJIEKHOCTI €JIeMEHTa MHOXHHH) MOXKe
HaOyBatu Oynp-sKuX 3HaueHb B iHTepBaii [0,1], a He
Tibky 3HaYeHHst 0 abo 1. Taki MHOUHM Oynu Ha3BaHi

uuM Heuitkumu (fuzzy) [1]. BiBig noHsSTTS JIiHrBiCTH-
9HOI 3MIHHOI, 1 IPUIYCTUBIIH, IO B SKOCTI ii 3HAYEeHBb
(TepMiB) BHCTYNAIOTh HediTKi MHOXUHH, JI. 3ane cTBO-
PMB amapart JUis ONHUCY MPOIECIB IHTENEKTYaIbHOI Hisiib-
HOCTI, BKJIFOYalOYH HEYITKICTh 1 HEBU3HAYEHICTh BUPA3iB.
MareMaTuuHa Teopist HEUITKUX MHOXKHH JIO3BOJISIE OIH-
CyBaTH HEUITKI MOHATTS Ta 3HAHHS, ONEpyBaTH IIMMH
3HAHHSAMH Ta POOUTH HEYITKi BUCHOBKH [2, 4].

B3aeMO03B'130K BXIAHUX 1 BUXITHUX 3MIHHHX OIH-
CY€ThCS HEUITKUMH TNpoAyKuiiiHnmu mnpaswiamu. Cy-
KYIHICTh 3HAYCHb HEYITKUX BXIAHUX JIHTBICTHIHHUX
smiaauX (JI3), Buxigamx JI3 yTBOproe HediTKy 0azy
JTAaHUX, CYKYIHICTh MPaBHJ HEUITKUX MPOIYKIIH YTBO-
pro€e HediTKy 0a3y 3HaHb. Cxema HEYiTKOro JIOTIY4HOIO
BHCHOBKY IIOKa3aHa Ha puc. 1.

—

DyHKILIL
HaJIeKHOCTI

Manrasa
Heditkoro | B

: —
JOTIYHOTO
BHCHOBKY

1

Hewitka
0asa
3HAHb

Hedazn- B

= A
A Dasn ¢
dixatop

¢ixaTop

Puc. 1. Cxema HEUiTKOTO JIOTiYHOrO BUCHOBKY
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ne A — BXiIHHMH YiTKHH BEeKTOp; A — BEKTOp HEUITKHX

MHOXHH, IO BiIMOBimae BximHOMy BekTopy A; B —
pEe3yJIbTAT JIOTIYHOIO BHMBEIEHHA y BUIVIAAI BEKTOpa
HEUITKUX MHOKHH; B — BuXigHwii uiTkuii BekTop [3].

2 Po3po0ka NpUHIUIIB KepyBaHHSA
nepemimennsam BILJIA

®daz3udikaTop MEPEeBOANUTH MPOCTIP BXOMIB, KU
3a3BUYail OmHCye MpocTip B Hampsmy pyxy BILIA, B
HewiTkuil (opmar. s ommcy mpocTopy B HAmpAMy
pyxy BIIJIA BUKOpPHCTOBYIOTHCS BXiIHI CHTHAIN Jat-
yukiB. [Ipoctip B Hanpsimy pyxy BIIJIA monineHo Ha
II’Th CEKTOPIB, B SIKUX aHAJI3YEThCS HAsBHICTD Iepell-
KOJI Ta BIJICTaHb 10 HUX. ToMy BBelIEHO TPH BXiJHI JIiH-
TBICTUYHI 3MiHHI — JIBI JJIsl aHaJIi3y pO3TAlIyBaHHS IIe-
PELIKOIM Ta OJJHA JUIS aHATI3Y BIJICTaHi IO MEePEeIIKO/IH.

Po3poOka cucreMn KepyBaHHS NepeMillIeHHAM
BIUUTA nms momonmaHHS TEpeIKOA BKIIOYA€E HACTYITHI
KPOKH.

Kpox 1. Beegenns Bxignoi JI3, mo omwmcye Biac-
TaHb 10 nepemkoan («Bigcrans») Ta po36UBaE 3HAUCH-
Hi, IO BHUPAXAIOThCS TEPMaMH: «OJIHM3BKO», «CEpemHs
BIZICTaHBY, «TAJIEKOY.

Kpox 2. Benenns BxigHoi JI3, 1o onucye po3ra-
IIyBaHHS TEPENIKO B TOPU30OHTANbBHIH urormuHi («I o-
PH3OHTAJIBY») Ta PO30MBAE 3HAUYCHHS, IO BHPAKAIOTHCS
TEpPMaMU: «ITIBOPYY», MOMEPEY», KIIPABOPYI».

Kpox 3. Beenenns BxigHoi JI3, mo omucye posra-
IIyBaHHS MEPEeIKOA B BEPTHKANBHINA miommHi («Bep-
THKaJb») Ta pPO30MBac 3HAYCHHS, IO BHPAXKAIOTHCS
TEpPMaMH: «3BEPXY», IIOTIEPEAY», «3HUZYY.

Kpox 4. TlobynoBa ¢GyHKIIH HAIEKHOCTI TEPMiB
JI3 «Bincraney, «['opuzoHTane» Ta «Beprukamey. Ko-
JKHE HEUiTKe YUCIIO TpeicTaBieHe TpukyTHuMH (1) abo
TpaneuienoAionumMu (2) ymnopsAKOBaHUMH JIHCHUMH
YHCIIAMH Ta 33/1aH0 QYHKIIERO HAJIEXKHOCTI (puc. 2, 3):

J”(I!)h

0 a b ¢ u

Puc. 2. OyHKIis HANEKHOCTI TPUKYTHOT'O HEUITKOTO YUCIIA

H{u)a

OF-ccmmmeaeama

Puc. 3. Oynkuis HanexHocTi
TpaMNeIienoi0HOro HEYiTKOTro YHCIIa

0, u<a,uzxc,
puy={-=2 a<u<h, )

b-a

Eiﬂ, b<u<cg,

c-b

ne a<b<c,(ac) - Hociii HeuiTKOro uncma, b - Mona
HEYiTKOro 4ucna, U - enemeHt 3 MHoxkuHn U |, (U) -

¢byHKis HanexHOCTI [3],

0, u<a,u=x=d,
B, asu<h,
wlu) = L_a b<u<c, @)
952, c<u<d,
—-C

nme as<b<c<d, (a,d) - HOCii He4iTKOro 4YmHCIA,
[b,c] - sapo HeuiTkOT MHOXKHHH.

[MobymoBa (yHkIii HanexxHOCTI TepMmiB JI3 Oyna
3mificHena B cepenosuiii makery Fuzzy Logic Toolbox,
mo € posmmpenaaM makery MATLAB. Oyrkuis Hae-
)kHOcTi TepmiB JI3 «Bimcramp», «lopu3oHTaNB» Ta
«BepTtukanpy nokazaHo Ha puc. 4-6 BiIIOBIIHO.

Membership function plots o 181

T T T T T T T
cepegHe

T T
Bnusbko paneko

input variable "disigcTans)”

Puc. 4. ®ynkuis HanexxHocTi TepmiB JI3 «Bigcranp»

Membership function plots RS 181

T
nisgpyy4 nonepeay npaEopyy
1

=

T T T T T I T T T
= e = - = - an an o

-50 -40 -30 -20 -10 0 10 20 30 40 50

input variable "x(ropusoHTans)"

Puc. 5. Oynkuis HanexxHocti TepmiB JI3 «"opH30HTaATB»

Wembership function plots BB 181

3H3Y nonepegy 3BEpXY

< 1 T T T T T T T T
-5 -0 -30 -20 -10 o 10 20 30 40 50

=
-
-

input variable "y(BepTukans)”

Puc. 6. ®ynkuis HanexsocTi TepMiB JI3 «BepTukamb»
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Kpox 5. Beenenns BuxigHoi JI3, mo omnucye Kyt
puckanss BIUJIA («KyT») Ta po30uBae 3Ha4YeHHs, LIO
BUPQKAIOThCS TEPMAMU: «IiBOPYY», «Ha MicLi», «mpa-
BOpYY».

Kpox 6. Beenenns Buxignoi JI3, mo onmcye mBH-
nxicte pyxy BIUIA («IlIBuakicte») Ta po30uBae 3Ha-
YeHHS, 10 BUPAXKAIOTHCA TEPMaMU: «HA MICIi», «IIOBi-
JIBHOY, «IIBHIIKO.

Kpox 7. Beenenns BuxigHoi JI3, mo omucye 3mi-
merns BIUJIA mo Beprukanmi («Bucora») Ta po36mBac
3HAYEHHS, L0 BHPAKAIOTHCS TEPMaMHU: «BHH3», «HA
MICITi», «BFOPY».

Kpox 8. TloOynoBa (GyHKIIHA HAIEKHOCTI TEPMIB
JI3 «Kyt» (puc. 7), «IBuakicte» (puc. 8) ta «Bucortay
(puc. 9).

Iurepdeiic pemaktopa FIS (Fuzzy Inference
System Editor) mnst cucremu HEYiTKOrO BUBOIY THITY
Mawmpnani 300pakeno Ha puc. 10. Ha mpoMy 3 puCyHKY
MMOKAa3aHO TapaMeTpH HEYITKOi MOIeNi Ta METOX [ie-
(hazzudikarii.

Membership function plots Flat poirs 181

HamicLi

NoBINLHG WEKHAKD

0 5 10 15 20

25 30 35 40 45 5

output variable "LUsugricTs”

Puc. 8. ®ynkuis Hanexuocti Tepmis JI3 «I1IBuakicTb»

Membership function plots el pairs 181

HamicL Bropy

n
=
-
)
-]

Membership function plots Hai paris 181
nisgdpyy Bnepeq npasppyy
1
0 | 1 | = 1 1 1 1 1
80 50 -40 -20 0 20 40 &0 80
output variable "Kyt"

Puc. 7. ®ynkuis HanexsocTi TepMmiB JI3 «Kyt»

Kpox 9. CknamanHsi HEUITKHX MPOIYKIIAHUX TIpa-
BWJI BUAY: SKIIO «3HAYEHHA BXIJHUX 3MIHHHX», TO
«3HAYEHHS BUXIAHWA 3MIHHMX» Ha OCHOBI JIOTIYHOTO
anamizy (puc. 11).

Kpoxk 10. IlepeBipka Ta aHaji3 pe3ylbTarTiB po3-
poOJieHOT HEediTKOl CHCTEMH KepyBaHHS IepeMillieH-
HSM Oe3MiIOTHOTO JITanbHOrO amaparta ISl [OJOJaHHS
MEPEIIKO/.

) Rule Editor: nsop

0 10 20 30 40

n
=

output variable "BucoTa”

Puc. 9. Oynkuis Hanexnocti Tepmis JI3 «Bucora»

) FIS Editer: nsop

File Edit View

R

d(sigerans) .

(mamdani)

nsop.

X(ropHEORTaNS) WangKicTs
yiBepTUKan:) BucoTa
FIS Name: nsop FIS Type: mamdani ‘
And method = | || current Variable
Or method max ™ || T
Type output
impiication = -
Range 8080]
Aggregation max -
Defuzzification centroid - ‘ Help o | ‘

Updating Wembership Function Editor

Puc. 10. Iatepdeiic penaxropa FIS
JUISL CHCTEMH HEYiTKOTO BUBOLY

File Edit View Options

O NmIN LN

A

If (d(BipcTaunk) is Gnuseko) and (X(ropusoHTans) is nisopyy) and (y(BepTHKaNL) is 38epxy) then (KyT is npasepyu)(LLUBKAKICcTE is Hamicui)(BucoTa A
If (d(BipcTaunk) is Gnuserko) and (X(ropuseHTans) is nonepeay) and (y(BepTukans) is nenepeay) then (KyT is nigopyuy)(LLUBKGKICT: is Hamicwi)(Buco
If (diBigcTaunk) is Gnuskko) and (X(ropusoHTans) is npasopyy) and (y(BepTHrank) is 2Bepxy) then (KyT is nisopyu)(lLUBuaricTe is Hamicui)(BucoTa
If (diBigcTank) is Gnussko) and (X(ropusoHTans) is nisopyy) and (y(BepTHKaNs) is nonepegy) then (KyT is npasopyd)(LUBKAKICTE I8 HaMicUi)(Buco
If (d{BipcTane) is Gnuserke) and (x(ropusoHTans) is nisopyy) and (y(EepTHKaNk) is 3Hu3y) then (KyT is npasepyy)(LUENAKICTE is HamMicui(BucoTa is
If (d{BipcTank) is cepegHe) and (X(ropusoHTan.) is nisepy4) and (y(BEpTHKaNL) is seepxy) then (KyT is npasopyd {LLUBMGKICTb is nesinbHo )(Buco
If (d(BipcTane) is cepegre) and (x(ropusoHTans) is nonepegy) and (y(BepTvkant) is ssepxy) then (KyT is nisopyy)(LLUENAKICTE is nosineHo )(Bucot
If (d(BipcTane) is cepegre) and (x(ropnsoHTant) is npasopyy) and (y(eepTukant) is seepxy) then (KyT is nisopyd)(LUBngkicTs is nosinkHo )(Buco
If (diBipcTane) is cepegre) and (x(ropnioHTans) is npasopyy4) and (y(BepTHkans) is nonepegy) then (KyT is nisopyy)(lUsnakicTe is nosineHo)(Buc v

>

If and and

nisopyy A D
CcepegHe pe nonepegy
aneko npasopyy 3HISY
none none none

Then

diBigcTanb) is X(ropWsoHTanb} is y(BEPTHKANL) is KyT is

and

LBngrICTL is

snepen
npasopyy
nong

noBiNEHD
wWBHgKe
none

[ nat O ot [ not
- ‘Connection Weight:
Oor

(®) and 1 Delete rule

[ not

Add rule | Change rule

| The rule is changed

‘ ‘ Help |

Puc. 11. IlpoxykuiiiHi npaBuia
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3 AHauni3 pe3yJbTaTiB CTBOPEHOY
HeYiTKOI cucTeMu

o cknany nakery Fuzzy Logic Toolbox Bxoauth
nporpama Teperiisily npaBii CUCTEMU HEYiTKOI'O BHBE-
nennst (Rule Viewer). Takuii 3aci0 meperiysiny npaBui
BHUBOJY N1a€ MOXKJIHBICTh IMpOaHANi3yBaTH PE3YJIbTAaTH
cTBOpeHOI HewiTkoi cucremu. Ha puc. 12 mokazano ro-
noBHe BikHO Rule Viewer. BoHo cKiTama€eTbes 3 I€Kib-
KOX Tpa(iyHUX BIKOH, KUTBKICTh PSJAKIB BiIIOBIIAIOTH
YHCIy MPaBUJI HEYITKOTO BHCHOBKY, a KUTBKICTh CTOBII-

IiB — YHCJIy BXIJHHUX 1 BUXIIHUX 3MIHHHX, 33J]aHUX B
CUCTeMi HEYITKOro BUCHOBKY. [IpoaHaiizyemo pi3HO-
MaHITHI KOMOIHaLil BXIJHUX Ta BUXIIHUX 3MIHHHX. SK
BHJHO 3 puc. 12, SKmio mepemrkona po3rairoBana OJm-
3pK0 110 BITJIA, miBopyd Ta 3HH3Y, TO Tpeba MOBEPHYTH
MPaBOpYY, PyXaTHCs HA HEBENHKIA IIBHUIKOCTI Ta Mif-
HATHUCS BHILE JUIsi OOMHUHAHHS MEpelKoay. Sk BUIHO 3
puc. 13, sKIIO mMepemkoja po3TalloBaHa JANeKO BiJ
BIUTA, mpaBopyu Ta 6esmocepenuro nepen BIUIA, To
Tpeba MOBEPHYTH JIiBOPYY, PyXaTHCS MIBUAKO Ta MiTHA-
THUCSI BUILE JUIsi OOMUHAHHSI NIEPEIIKOTH.

-} Rule Viewer: nsop - O X
File Edit View Options
d(sineTant) = 6.36 x(ropusonTans) = -41.8 y(BepTuKans) = -15.2 KyT = 64 WangricTs = 5.4 Bucora =20.7
v | i | =l ] | I S S
2 ] [ ] [ ] | — ] [ ] [ ]
3] ] [ ] - ] I ] [ ] [ — ]
9 — [ —
s —] L= ]
6 ] [ ]
7 | [ ] = | — | [ | — |
L ] [ ] = ] | — ] [ ] [ — ]
N ] [ ] [ ] | — ] [ ] [ ]
0| ] [ ] [ ] — ] [ ] [ ]
" ] [ ] [ ] | — ] [ ] [ ]
12 | ] [ ] [ ] — ] [ ] [ ]
13 ] [ ] [ = ] | — ] [ ] [ — ]
L ] ] = ] [ ] [ ] [ — ]
15
16
17
15| J 0 ] [ ] [ ] [ ] [ ]
19 [ | 0 ] =] ] [ ] [ ] [ |
20 | J [ ] = | — ] [ ] | — ]
2 | J [ ] [ ] — ] [ ] [ ]
2 | ] [ ] [ ] | — ] [ ] [ ]
2 | J [ ] [ ] | — ] [ ] [ ]
2 ] [ ] [ ] | — ] [ ] [ ]
E J [ ] . ] | — ] [ ] [ — ]
£l ] [ ] [ ] | — ] [ ] [ ]
27 | [ | [ | — | [ | [ |
2 | ] [ ] [ ] | — ] [ ] [ — ]
Input: Plot points: Move:
[6.364,-41.76,-15.24] 101 left ‘ right ‘ down ‘ up ‘
Puc. 12. Anani3 pe3ysbTatiB npu GIM3HKO PO3TALIOBAHIH MEePEKoIi
J Rule Viewer: nsop1 = m} X
File Edit View Options
diBigcTans) = 90.2 X(ropusonTank) = 38.1 y(BepTHEanL) = 3.3 KyT = -54.9 LUBHAKICTE = 43 BucoTa = 38
1 ] — ] — ] [ ] [ ] — ]
N ] [ ] [ ] [ — ] = ] [ ]
3 ] [ il e ] — ] [ ] — ]
4 ] e ] [ ] [ ] [ ] [ ]
5 | — ] [ | [ ] e ] [ ]
g | ] — ] — ] [ ] [ ] — ]
7 ] [ ]  I— ] | — ] [ ] — ]
| ] [ il e ] — ] [ ] — ]
e | ] [ il [ ] — ] [ ] [ ]
10 ] [ | [ ] — ] [ ] [ ]
1 ] [ ] [ ] — ] [ ] [ ]
12 ] [ ] [ ] — ] [ ] [ ]
13 [ ] [ ] — ] — ] [ ] — ]
14 [ ] — ] — ] [ ] [ ] — ]
15 | ] — ] [ ] [ ] [ ] [ ]
16 [ ]  — ] [ ] [ ] [ ] [ ]
7 | [ — ] [ ] [ ] [ ] [ ]
18 [ ]  — ] [ ] [ ] [ ] [ ]
18 [ | — | — | [ | [ | [ |
20 | | [ | — | — | [ | [ |
21 | [ ] [ ] = ] [ -] [ ]
22 [ | [ ] [ ] [ — ] [ ] [ ]
23 [ ] [ | [ ] | — ] [ ] | — ]
2 | I H I ] . = -
25 | | [ | [— ] [ — ] [ | [ ]
26 ] [ /; [ ] — ] [ ] [ ]
27 [ 1 [ [ 1 = 1 [ 1 [ 1
R [90.21;38.14,3.297] PR m Move: left ‘ right ‘ down ‘ up ‘

Puc. 13. Anamni3 pe3yabpTaTiB IpH AalIeKO PO3TAIIOBAHIH MEPEIIKO/]
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[Maker Fuzzy Logic Toolbox nae
MOJKJIMBICTh TPOAHATI3yBaTH peE3yJIbTa-
TH CTBOPCHOI HEUITKOI CHCTEMH 3a JIO-
MTOMOTOI0 TIPOTPAMHU HEPErisiay MOBEpX-
HI CHCTEMH HEYITKOIO BHUBEICHHSI
(Surface Viewer). 3 puc. 14 BumgHO, 1110
YUM MEHINE BiJCTaHb JO IIEPEIIKO.IH,
THUM MEHIIIE IMIBUKICTH TA HABIAKH.

TakuMm 9MHOM, HABEJCHI HA PHCYH-
kax 12-14 pesynbraTd TOBOPSATH MPO
a7ICKBaTHICTh PO3pPO0JICHOT HEUiTKOI CH-
CTeMHn II00JIaHHA MEPEUIKOa JJIIsL

) Surface Viewer: nsopl = O x

File Edit View Options

LW empkicTE

BITJIA. :
u T ,
BucHoBKkH %(MOPM3OHTANE] diEigcTaHL)
Po3pobnena y wmiit crarri cucrema || % (nputk d(sigcran... ~ | ¥ 0Pty xiropuson... ~ £ OIS yipyagery
3anobiranHs 3iTkHeHHIO BITJIA 3 mepe- || X arids: 15 Y grids: 15 Evaluate
IIKOJIaMM Ha OCHOBI amapaTy HeJiTKOI
JNOTiKM BiApi3HSAEThCA Bim Bimommx ama- ||FhMPUE  [NaN NaM 0] Hpm paints: 1101 || Hep | Close |‘

joriB crmocobom koopmuHanii  BITJIA,
CYKYTIHICTIO KEPYIOUHUX IPaBUIL.

3acToCcyBaHHS amapary HEYITKOI JIOTIKH JIO3BOJISE AHaii3 TpaBWJI CHCTEMH HEYITKOTO BUBEICHHS
VCIIITHO BHPIIIyBaTH 3aBAaHHsA (opMmyBanHs Tpaekrto- (Rule Viewer) Ta mporpamu meperisay HOBEpXHI CHC-
pii pyxy BIIJIA B 3amexHOCTI Bil po3TallyBaHHS Iepe-  TeMH HediTKoro BuBeneHHs (Surface Viewer) cBiguuth
IIKOJH Ta BiCTaHi 0 Hei. PO e(eKTUBHICTh OAEP>KAHNX PE3yJIbTATIB.

Puc. 14. 3anexxHicTh MBUIKOCTI Bil pPO3TALTyBaHHS EPEIIKOH
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Development of obstacle crossing system
for unmanned aerial vehicle

Yulija Tolkunova

Abstract. Most existing unmanned aerial vehicles (UAV) are piloted using remote controls. However, when per-
forming some works (geological, geodetic, rescue, exploration) there are restrictions related to the insufficient working
range of the UAV. Therefore, there is a need for automatic control of the UAV. When automatically controlling the UAV,
one of the tasks is to form the trajectory of the UAV, when performing geodetic, search and other works, including auto-
matic maneuvering to bypass obstacles. In the absence of information on the exact location of obstacles, it is advisable to
manage on the basis of fuzzy logic. The article presents a scheme of fuzzy inference. The set of values of fuzzy input lin-
guistic variables (LV), output LV forms a fuzzy database, the set of rules of fuzzy products forms a fuzzy knowledge base.
Each fuzzy number is represented by triangular or trapezoidal ordered real numbers and is given by the membership func-
tion. Input signals of sensors are used to describe the space in the direction of UAV movement. After bypassing the obsta-
cle, the UAV can be navigated using GPS. The space in the direction of the UAV is divided into five sectors, which ana-
lyze the presence of obstacles and the distance to them. Three input linguistic variables were introduced - two for the anal-
ysis of the location of the obstacle (LV "Horizontal" and LV "Vertical") and one for the analysis of the distance to the
obstacle (LV " Distance"). Regarding the output variables, depending on the location of the obstacle, the UAV will change
the yaw angle, speed and height. Three source drugs were introduced - "Angle", "Speed" and "Height" and their member-
ship functions were built. The base of fuzzy production rules of a kind is made: if "values of input variables", then "values
of output variables”. Mamdani fuzzy inference system is used. The Rule Viewer and the Surface Viewer Fuzzy Logic
Toolbox analyzed the results of the fuzzy system. The approach developed in this article to prevent UAV collisions with
obstacles based on the fuzzy logic apparatus differs from the known analogues in the way of UAV coordination, a set of
control rules. The use of fuzzy logic allows you to successfully solve the problem of forming the trajectory of the UAV
depending on the location of the obstacle and the distance to it.

Keywords: unmanned aerial vehicle, obstacle crossing system, linguistic variable, fuzzy logic.
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MULTIPLICATIVE APPROXIMATION METHOD
OF FUNCTIONAL DEPENDENCIES BY LINE SEGMENTS

Abstract. The article is devoted to the approximation problems of functional dependencies during conversions
performed in intelligent measurement devices. Non-linearities are essential parts of most control processes and
systems. When using a nonlinear transmitter with a conversion function in measurement information systems used
in various fields, it is necessary to perform nonlinear functional conversion operations on numbers in
microprocessors/microcontrollers during direct and indirect measurements. For this purpose, various approximation
methods are used. The purpose of the approximation is to describe nonlinear functions in a simpler, more convenient
way for utilization and calculations, with an insignificantly small loss of accuracy. Existent methods for
linearization, although some of them are effective, can be burdensome for implementation in microprocessor-based
systems. Here, one of the proposed methods for the approximation of nonlinear functional dependencies by line
segments is proposed. In this method, the range of the argument changes in the function is divided into line
segments, and the parts of the coordinate system bisector, remaining within the line segments of the function, is
swapped to perform approximation. Having involved few simple mathematical operations, the proposed method can
be implemented efficiently in microprocessors/microcontrollers to perform approximations in measurement

systems.

Keywords: Linearization, Non-linear systems, approximation methods, multiplicative approximation method,

Introduction

In modern times, the development of measurement
techniques is aimed at increasing their functional
capabilities, improving metrological characteristics, and
performing some intelligent functions that require mental
activity.

Problem statement. When designing any
measurement device, first of all, attention is paid to the
requirements for its metrological characteristics.

Such metrological characteristics contain:
accuracy,
sensitivity,
rigidity,
obstacle resistance,
dynamic range,

o reliability, etc.

In addition, in many cases, high requirements are
expected for the linearity of the conversion
characteristics (function) of measurement devices
intended for use in information and measurement
systems.

This is explained by the fact that the nonlinearity of
the conversion characteristics of measurement devices is
a cause of additional problems:

e presence of additional errors during the
subsequent  linear  conversion of the
measurement information;

e complexity of data processing algorithm;

e the complexity of presenting the input quantity
value in its own measurement unit, etc.

On the other hand, since it is considered more
relevant to present the measurement results in the unit of
the input quantity, the measurement device must also
perform the scaling operation.

In many practical cases, the conversion
characteristics of measurement devices are nonlinear.
There can be several reasons for this:

e nonlinearities due to the physical principles
underlying the construction of measurement
devices;

e non-linearity owing to imperfection in the
design or technology of measurement device
manufacturing process;

e nonlinearities depending on the nature of the
measurement methods;

e nonlinearities arising from the aggregation of
several of these reasons.

Nonlinearity of the transformation characteristic
of a measurement device means its deviation from the
linear characteristic of the real transformation
characteristic.

In the direction of the effective organization of the
measurement process and the implementation of some
issues that need to be addressed by the program on the
structure and programs developed by humans, as a result,
led to the emergence of intelligent measurement methods
and devices.

Purpose. The aim of the work is to formulate a
method through which a linearization process can be
implemented with high accuracy and less computational
power to enable it suitable in microprocessor/
microcontroller applications.

Analysis of recent research
and publications

Intelligent measurement devices are measuring
devices in which hardware and software components
operate together.

A large number of studies on the transformation
process have been carried out in the past, including:

o near-optimal nonlinear regression [1],

e nonlinearly Preconditioned FETI Solver for

Substructured Formulation [2],
e using piecewise linear functions [3-7].

Piecewise approximation techniques have a

© Khudaverdiyeva M., 2021
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significant role in many fields of engineering and
mathematics [8-10].

Linear programming techniques are also used in
optimization problems

In general, the main methods of linearization of the
conversion characteristics of measuring instruments are:

o - technological methods;

e - construction methods;

e - structural methods;

e - structural-algorithmic methods;

e - Algorithmic methods.

Technological methods include the preparation of
individual elements and junctions of measuring
instruments from special materials, stabilization of their
mode of operation and conditions, etc. is carried out with
technological limitations.

Construction methods are performed by making
appropriate changes in the design of the measuring
instrument or its constituent elements.

In this case, determining and implementing the
optimal design is not an easy task. On the other hand,
both methods require an individual approach to each
measurement tool.

In the modern era, when microprocessors and
microcontrollers are widespread and inexpensive, there
are more opportunities for structural, structural-
algorithmic and algorithmic methods.

When using structural methods, it is necessary to
include additional functional blocks in the structure of the
measuring instrument created to improve its metrological
characteristics, as well as to linearize the conversion
characteristics, and to organize the information
conversion channel accordingly. Examples of structural
methods are compensation methods.

In addition to the measures of the structural method
in the structural-algorithmic method, certain control,
calculation, etc. are also performed by the
microprocessor computing devices included in the
measuring instrument. algorithms are executed. This
method includes additional equation methods and
iteration methods.

Algorithmic methods do not involve the inclusion
of any additional functional block or element in the
structure of the measuring instrument and are based only
on the processing of information from the measuring
instrument by certain algorithms by a microprocessor
computing device within the system [11-20].

Of the linearization methods of the conversion
characteristics of measuring instruments, only
algorithmic linearization methods meet the following
modern requirements [19]:

e can be applied to linearization of various forms

of nonlinear characteristics;

o the effectiveness of the method does not depend
on the degree of deviation of the nonlinear
characteristics of the measuring instrument from
the linear characteristics;

e can be used for measuring a wide range of
electrical quantities, especially non-electrical
quantities;

e ensuring the accuracy of the given line with
minimal costs;

e no need to use high-precision sample
measurements of electrical and non-electrical
quantities;

e there is no need to separate the measured
guantities from their input in order to linearize
the conversion characteristics of the measuring
instruments;

e structure, principle of construction,
construction, production technology, etc. of
functional blocks operating in the system.

Solve the problem of linearization without
interference, using only algorithms for processing
measurement information in modern microprocessor
computing devices.

Approximation methods of functional dependencies
with corrective adjustments are based on the
methodology of solving problems of linearization and
correction of integral errors.

The range of the argument changes in the function
is divided into line segments, and the parts of the
coordinate system bisector, remaining within the line
segments of the function, is swapped to perform
approximation to f(x).

Multiplicative Linearization

Depending on the mathematical operations used to
perform the shifting, these methods are called:

o additive (A),

o multiplicative (M),

e combinatorial (K),

o additive-multiplicative (A-M)
approximation methods.

The article is devoted to the method of
multiplicative approximation.

In the multiplicative approximation method of
nonlinear functional dependencies, the function f(x) is
replaced by straight line segments approximating this
function graph by rotating the ordinates of the linear

y=X
coordinate system bisector parts with the correcting
coefficients.

Fig. 1 illustrates the i-th parts of the function ¢(x),
which approximates the nonlinear function f(x) by a
multiplicative method.

Here A; is a multiplicative coefficient that rotates
the i-th part of the bisector to the function f(x) and

i1 =&

are deviations of the functions ¢;(x) and f(x) on the
boundaries of x;_, and x;.

The function ¢;(x) that approximates the nonlinear
function f(x) in the i-th section ¢;(x) is expressed with
the following equation;

¢i(x) = M; - x; ()
if f(x)>x,thenM; > 1;
if (x) <x thenM; < 1.

The boundary values of these parts x; are defined
with the multiplicative coefficients M; within these parts,
and boundary deviation values ¢&; having constant values
and opposite signs.
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Fig. 1. Multiplicative approximation method by line segments

xp=x4[ fO) £e]l/[ fl)] F e (2
My=[fl—) +fGD] / (e +x)0 ()
g = £0.5- [MAx; — Af (x) |; (4)

where:
Af (x) = f(x) — f(xi1); Axg = x; — xi-4; (5)
f(x;—y)and f(x;) — i-th part lower and upper

boundaries f(x;) < 0 (upward convexity),

Itis obvious that the relative positioning of function
f(x) with the y=x, does not make changes in their
corresponding expressions. Analysis of equation (3)
shows

that if Af(xl) = Axi ) then & F 0.

Therefore, the following equation can be
constructed:
€ = iOS - [Ml. 'Axl-—Axl-) ]:

The main propery of this method is that, in the line
segments with the multiplicative coefficient of M; # 1,
linear characteristics is approximated to f(x).

However, in the line segments with the condition
of Af (x;) = M; - Ax;, the deviation could be zero,

&; = 0. Therefore, the error of this method does not exist
in line segments with Af(x;) = Ax;, but can receive
minimal values in line segments with Af (x;) # Ax;.

Fig. 2 illustrates realization of multiplicative
linearization method by line segments.

X I;OE{X} = ME' X
0 F—
N
Xi < xE[xi1:xi] ~| M
. - -~
1=1-m
Fig. 2. Realization scheme of multiplicative method with line segments
. current argument boundary value x and its inclusion
Conclusions

A method through which a linearization process can
be implemented with high accuracy and less
computational power to enable it suitable in
microprocessor/microcontroller applications is proposed.
In the method, the boundary values within dynamic range
of argument and constant multiplicative coefficent values
within these line segments are stored in memory. The

interval are defined to determine multiplicative
coefficient, after which is multiplied by argument x. As
a result, the value of ¢;(x) = M; - x is calculated within
line segments of argument.

To sum up, in the proposed method non-linear
functional dependencies are just approximated using line
segments few comparison and one multiplication
operations.
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MeToa MyJIbTHILTIKATHBHOI apoKcUMAaNii PyHKIiOHATbHUX 3a/1€sKHOCTel
Biapizkamu Jinii

XynasepnieBa Maxa66ar

AnoTanisi. CraTTs NpHUCBSYCHA 3aBAAHHAM aNpOoKCUManii GyHKIIOHATBPHUX 3aJI€)KHOCTEH MpPH NMEePETBOPEHHSX, IO
BHUKOHYIOTBCS B IHTEJIEKTYaIbHUX BUMIPIOBAILHUX NMPHUCTPOsX. HeniHIHHOCTI € HeBi'€MHOIO YaCTHHOIO OiIBIIOCTI IIPOLIECiB
Ta CHCTeM ympasiiHHA. [Ipy BUKOpHCTAaHHI HENIHIHOTO NepeTBoproBava 3 (YHKIIEIO NMEPETBOPEHHS y BHMIipPIOBAJIBHUX
iHbpopMalifHUX CHUCTeMax, LI0 3aCTOCOBYIOThCS B pi3HHX OOJIAaCTSX, HEOOXiAHO BHKOHYBAaTH oOmepauii HeliHiHHOTro
(YHKIIOHAIBHOTO TMEPETBOPEHHSI HajJ YHUCIAMH MIiKPOIPOLECOPiB/MIKPOKOHTPOJIEPIB MpH MPSIMHX 1 HEHpsSMHUX
BUMIpIOBaHHAX. {7 IBOTO BUKOPHCTOBYIOTHCS Pi3HI METOIM ampoKcuMmalii. Mera ampokcumanii mojsrae B TOMy, 00
OmHCaTH HeNiHIMHI QyHKIIi O1bII MPOCTUM, 3pYYHHM JJIS BUKOPUCTAHHS Ta PO3PaxXyHKIB CIOCOOOM i3 Mi3€pHO Malloio
BTpaTOI TOYHOCTI. [cHyIOWi MeToaM TiHeapu3allii, Xxo4a AesKi 3 HUX e(heKTHBHI, MOXKYTh OyTH OOTSHKIMBHMH TS peajtizamii
B MIKpONPOIECOpHUX cucTeMax. TyT MpPONMOHYEThCS OAMH i3 3aIpPONOHOBAHMX METOJIB ampoKCHMalii HeTiHIHHHX
(GYHKIIOHATBHHUX 3aJIC)KHOCTEH Bipi3kaMu MpsAMUX. Y I[bOMY METO/Ii Jiana30H 3MiHH apryMeHTY QyHKII1 po30UBa€ETHCS Ha
BIJIPI3KM TNPSIMHX, & YaCTUHH OiCEKTPHCH CHUCTEMH KOODPJAMHAT, W0 3JIMIIMINCA B MEXaxX BiAPI3KIB MpsSMHUX (GYHKMIT,
MEePECTaBIAIOTh MICISIMU Ui BUKOHAHHS ampokcuMarlii. 3ajisBIIM Kilbka MPOCTHX MaTeMaTHYHUX OINEpaiii,
3alpONOHOBAHUN METOJ MOXKe OyTH e(peKTHBHO peaii3oBaHMil y MiKpOIpolecopax/MiKpOKOHTpoIepax sl BUKOHAHHS
anpoOKCHMAaIliil y BUMipIOBaJIbHUX CHCTEMaX.

KnawouoBi cuaoBa: IniHeapu3salis, HENiHIHI CHCTEMH, METOIU ampoOKCUMaIlii, METOJ MYJIbTHUIUTIKATUBHOI
AnmpOKCUMAIii.
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®PEMMBOPK 111 METPUYHOI'O OIIIHIOBAHHSI
CUCTEM HLITYYHOI'O IHTEJIEKTY HA OCHOBI MOAEJII AKOCTI

Anortaunis. MoruBauis. Ha cboronHi Bkpaii BaKIMBO pPO3YMITH, 94 MOXKHA JIOBIPATH CHCTEMaM, 110 0a3yI0ThCs Ha BUKOPH-
cranHi mry4Horo iHTenekry (CILI). Bennka kinbkicts cygacanx CIII mo6ynoBaHo 3a IPUHIUIIOM «9OPHOI CKPHHBKI», TOOTO
HE3p03yMLIO, SKUM YHHOM BOHH IIPALIOIOTh,  TUIBKH € Pe3yNIbTaTh poOoTH. Takok noTpiGHi 3ac00M JUIs TOPIBHSAHHS IEKUTEKOX
CUII. ¥V Bumanky, konu aekinbka BapiaHTiB LI KOHKypyrOTh 1100 BUKOPUCTAHHS y JesKiil cuCTeMi, TOTPIOHO BU3HAYUTH
Kpatmii. MeTolo JociizKeH s € po3po0iIeHHs MoJieNb-0a3oBaHoro dpeiiMBopKy s ouintoBaHHs sikocti CILI 3 BuKOpHCTaH-
HSIM METPHK 1 MeTOAy Bizyamizauii pe3ysibrariB. ETanu gociaixkenns. B crarti ananizyrorses moneni sxkocti CLUIL, meTpuku i
BUJIM 3TOPTOK IS il OLIHIOBAaHHS, IPOIIOHYETHCS METOJI OLIHIOBAHHA Ta Bidyamisallii pe3y/bTaTiB 1 MPUKIAZ BUKOPUCTAHHSI
Mmeroy. BucHoBkm. /i onintoBanns CLI BukoprcTaHo 6a30Bi MOIENi SIKOCTI, 00’ €IHAH] Y YOTHPHOXPIBHEBY ie€papxiro. s
IIMX XapaKTePUCTHUK BU3HAYCHO MpaBuia (HOpMyBaHHSI METPUK i METOJT PO3PAXYHKY SIKOCTI 3 BUKOPHCTaHHSIM 3TOPTOK Ta Bi3y-
aymi3arii IPOMDKHHX 1 KiHIIEBHX pe3yJIbTaTiB 3a JOIIOMOTOI0 paialIbHIX METPHYHUX JiarpaM. Binnosigni Mozeni sSKOCTi, MeT-
PHKH 1 METOZM OLIIHIOBAHHS 1 Bi3yaui3amil yTBOPIOIOTH (pPeHMBOPK JUIs aBTOMATH3aMi] POIIECIB, SIKUI peai3y€eThcs 3 BUKOPH-
CTaHHSIM PO3pPOOIICHOT0 IHCTpyMEHTAIBLHOTO 3aco0y. Llei 3aci0 103BoIsIE KOPUCTYBATy CTBOPIOBATH MOJENb SKOCTi, BCTAHOB-
JIFOBaTH METPHKU SIKOCTi, BBOAUTH 3HAYEHHS [TOKa3HHUKIB MeTpUK. [10TiM Ha OCHOBI ITUX HOKAa3HHKIB PO3PaXOBY€ETHCS y3araib-
HEHa METPHUKa SIKOCTI CHCTEMH Ta Bi3yanlizyeThbes 3a torioMororo PM/I. 3acib € IecKTOmHNM 3aCTOCYHKOM, CTBOPEHUM Ha ILIa-
tdopmi .Net Framework. Hanpsim noaajibIuux Joctiixkesb. MaiiOyTHI KDOKH MOXKYTh Oy TH MPUCBAYCHO PO3BUTKY MOJIEI Ta
IHCTPYMEHTApiIO OLIHIOBAHHS AKOCTI IS PI3HUX JOMEHIB 3 YpaXyBaHHSAM aCIEKTiB €BOJIOLII SIKOCTI.

Kaw4oBi c1oBa: cucreMa ITYyYyHOro iHTEIEKTY, OLIHIOBAHHS SKOCTI, METPHKH OLIHIOBaHHS, Bi3yaizawis, GppeiMBOpK.

Beryn

MotuBanisi. B ocraHHii 4Yac po3poOJsFOTBCS 1
BIPOBA/DKYIOTHCSL Pi3HI 3aCO0M INTYYHOTO IHTENEKTY
(ILT), mo BUKOHYIOTH BiZJTHOCHO HPOCTi, HA MEPIIHIA HOT-
TSI, 3aBJIaHHS, SIKi 3aiiMany 6araTo 4acy Ta 3yCHib Y MH-
HyJIOMY, 30KpeMa, 00pobieHHs 6araTopo3MipHHUX 300pa-
JKeHb Ta BijIeo, aHIMAaIlil CTAaTHYHHX 300paskeHb, PO3ITi3Ha-
BaHHS 00JIIY, pO3po0IIeHHS JaT-00TiB Ta iHII. AKTHBHO
JOCITI/DKYIOTBCS 1 CTBOPIOFOTHCS 3acobu 11 myst Gibin
CKJIQIHHMX 33714, a came, BCTAHOBJICHHS] XBOPOOH Mallie-
HTa Ha OCHOBI CHMIITOMIB, pO3pOOJICHHSI aCUCTEHTIB /IS
MIJIOTIB JliTaKa, BUSIBJICHHSI 3T0BMUCHUKIB To1O [1, 2].

Bkpaii BaxuBO po3yMiTH, Y1 MOXKHA JOBIPSTH CH-
cTeMam, 110 0a3yroThCsl Ha BUKOPHCTaHHI IITYYHOTO iH-
testexty (CLII). Benuka xinskicts cygacanx CILI mo0y-
JIOBAHO 32 MPUHIUIIOM «YOPHOI CKPUHBKM», TOOTO He-
3pO3yMLII0, SIKHM YHHOM BOHH IPAIIOIOTh, a TUTBKH € pe-
3ynbTaTH podotn. Baxkko nmepesiputy, sskuM grHOM LI
mpuiiMae pillieH s, Y9 € BOHHU B3araii BipHAM ab0 IOMHU-
nkoBuM. Takox NOTPiOHI 3aco00M ISl TOPIBHSHHS JIEKi-
apkox CHII. ¥V Bumaaky, konu aekijbka Bapiantis I
KOHKYPYIOTb LII0/I0 BUKOPUCTAHHSI Y JIesIKii cucTeMi, no-
TpiOHO BU3HAYMTH KpaIInii.

Amnauni3 my6aikaniii. Monens sixkocti CHII moxe
OyTH IpeACTaBICHO Y BUTIISLII Tpadyy TUITY «JIEpPEBOY, 11O
HaJa€ yIopsaAKoBaHy iepapxiro xapakrepuctuk [3]. Bona
OymyeThcs 3a aHAJIOTIEI0 3 MOAEISAMH SIKOCTI ITpOrpam-
Horo 3abesnedeHHs [4-6]. XapakTepHCTUKH BifiOpaHO
Ha TizxcTaBi aHami3zy qokyMmeHTiB [6-10], rapmonizamii ix
BU3HAYCHD Ta MMONIYKY 3aJIeKHOCTEH BinmosimHo 1o [3].

i cxmamoBi MOXKYTh Halli pO3IUIATHACA Ha CBOL
cyOxapaKTepuCTHKH. Y KOXKHOI CKIJIQIHOI XapaKTepuc-

THKH TIOBUHHO Oya¥ IMIOHAMEHIIIe IBi cyOxapaKkTepuc-
tukd. OTKe, BUKOPHCTaHI B JIaHOMY IOCIHIIKEHI MO-
Jeni 6a3yroThCs Ha pesysbraTax pobortu [3], ska Gyia
ampoboBana 11 mooOyaosu Mojeneit sikocti CHII, omu-
canux B [11, 12].

MeTo10 f0CHiTKEHHsT € PO3pOOJICHHST MOJIeNb-0a-
30BaHOTO (peiiMBOpKy st omiHroBaHHs sikocti CIII 3
BUKOPHCTaHHSIM METPUK 1 METO/Ly Bi3yaumizarii pe3yabTa-
TiB. BiImOBiTHO TO METH B CTATTi aHANI3YIOTHCS MOZCII
sikocti CIIT (po3min 1), MeTpuKH i BUIM 3TOPTOK LIS 11
OLIIHIOBaHHS (PO3ALT 2), IPOMOHYETHCS METOJ OIIHIO-
BaHHS SIKOCTI Ta Bi3yamizaiii pe3ynbTariB (po3aii 3) i
MPUKJIaJ] BUKOPUCTaHHS MeToay (po3zin 4). Y BHCHOB-
Kax aHalli3yl0ThCS OCHOBHI PE3yJIbTaTH JOCIIIKEHHS Ta
PO3pOO0JICHHS BiIMOBIIHOTO IHCTPYMEHTAIBHOTO 3aC00Y,
a TaKoX ONHCYIOThCS HACTYNHI KPOKH, CIIPSIMOBaHI Ha
PO3BUTOK MOJICJICH 1 METOMIB IS pi3HUX cep 3acTocy-
BanHs CIII.

1. Mopeai sxkocti CHII

3arajgbHa cTpyKTypa Moaerdi. B ocHoBi mojeni
(puc. 1) nmexuTh OIIHKA 3arajbHOi SIKOCTI CHCTEMH
(artificial intelligence system, AlS).

Puc. 1. Monens sxocti CIIIT
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BoHa po3ainserses Ha 1Ba CKIanoBux [3]:

— mnardopma LI (artificial intelligence platform,
AIP) — cepenoBuiie, y SKOMY HpaLIOE LITYYHUH iHTe-
nekT. BoHa BiINOBifae 3a B3a€MOJII0 3 KOPUCTYBaUEM,
YIpaBIiHHA IITYYHAM IHTENIEKTOM, Iiepenady HoMy
IaHuX Ta oOpoOyeHHs pe3ynbraTiB. [lmaTdopma sBise
co0o10 3BMYAlHY Nporpamy, HamucaHy JoauHOM0. Lle
Moxke Oytu nomatok Ha I1K, abo xmapHuii cepsic. Uepes
11, 3arajoM, BIMOTH 10 IU1aT(HOpMH CIiBIIAAIOTh 3 BU-
MOT'aMH JI0 3BUYaiHUX Iporpam;

— mozens I (artificial intelligence, Al) — naBye-
HUHA INTYYHUH 1HTENEKT, IO TIpUMac JAesKi NaHi Ha
BXO0/li, 1a (hopMye pe3ysbTaTH OOUUCICHb a00 Kepyrodi
BIUTHBHU (NPUHAHATI PillICHHS) HA BUXOI.

Mogaean sikocti maargopmu LI (puc. 2) Britouae
Taki xapakrtepuctuku [3,6,7]:

Puc. 2. ITnarpopma I

— moctynHicTh (accessibility, ACS);

— rounicts (accuracy, ACR);

— aymuronpunarHicts (auditability, ADT);

— roroBHicts (availability, AVL);

— keposanicts (controllability, CNT) — o Bkutro-
yae kepyBanus nanumu (data governance, DGV) Ta ke-
pysanns ¢yukiismu (function governance, FGV);

— edexrunicts (effectiveness, EFC);

— indpopmarusnicts (informativeness, INF);

— Haniaicts (reliability, RLB);

— obcnyroByBanicTe (maintainability, MNT) — o
BKIIOYae nepeHocumicts (transferability, TRF), pemon-
tonpunarHicts (repairability, RPR) Ta MmoaudikoBanicTh
(modifiability, MDF);

— crauicTs (Sustainability, SST);

— 3pyunicts (usability, USB).

Mopeus sikoeti I (puc. 3) BkiTtowae m’sTh Bax-
JIMBUX XapaKTepHUCTHK [3, 6, 7]:

D o
/

Puc. 3. Mogens 11

— etnunicTs (ethics, ETH) — spaTnicts 11 Bigmo-
BiaTH [il0OYMM HOPMaM MoOpali 3a pe3yJbTaTaMH

¢yHKIiOHYBaHHs. BoHa Mae cyOXapaKTepHCTHUKU: CIIpa-
BemmmBicts  (fairness, FRN),  copuiiHaTiuBicTh
(graspability, GRS), nroncekuii Harisg (human over-
sight, HMO) Ta BimukonoByBanicts (redress, RDR);

— noscHroBanicTs (explainability, EXP) — 3natHicTs
I 6ytr 3po3yminmM i mependadyBaHUM 3 TOYKH 30py
NpU3HAYCHHS Ta MOBENiHKH. BoHa BKIFOUae cyOxapakTe-
pucTHKy: Bimcrexxysanicts (accountability, ACN), mpu-
gyuHHIiCcTH (causality, CSL), 3aBepruenicts (completeness,
CMT), 3posymimicts (comprehensibility, CMH), mpo3zo-
picTh (transparency, TRP), MPOCTEXKYBaHICTh
(traceability, TRC), ommcysanmicts  (descriptiveness,
DSC), inTepnperabensHicTs (interpretability, INP), inte-
paktuBHicTh (interactivity, INR), BepudikoBaHicTh
(verifiability, VFB);

— 3akonnicts (lawfulness, LFL) — 3patnicts III
BIATIOBIIaTH 3aKOHOJABYMM 1 HOPMATHUBHO-TIPABOBUM
aKTaMm;

— Bignosimanehicte (responsibility, RSP) — 3xar-
uicts LI ¢pyHKIIIOHYBaTH 3 ypaxXyBaHHSM OUIKyBaHb 3a-
MOBHHKA (KOPHCTYBa4a) y BIAMOBIAHOCTI I0 €TUIHHUX
HOPM, 3aKOHOJIaBYNX HOPMATHBHO-TIPABOBUX aKTiB, a Ta-
KOX iH(opMyBaTH Horo npu X MOpyIICHHS;

— mosipuosaaTHicTs (trustworthiness, TST) - 3nar-
mictp I, sika XapaKTepu3yeThCs CTYNEHEM BIICBHEHOCTI
KOpHCTyBada a0o iHIIOi 3amikaBieHOi ocoOu (po3poo-
HHKa, ayJJUTOpa TowIo) B ToMy, 1o 1111 BinmoBigae Bumo-
raM i BUKOHY€e QYHKIIi y epenoadyBanuii croci6. Bona
CKNaJaeThcsi 3  CyOXapaKTepHCTUK.  JUBEPCHICTH
(diversity, DVS), peswnsenthicts (resiliency, RSL), po6a-
craicte (Robustness, RBS), o¢yHkiilina 6esmnedHicTh
(safety, SFT), szaxwmenicts (iH(popMmariiiina/kibepoes-
nieka) (security, SCR), mpusatsicts (privacy, PRV), mii-
cuicts (integrity, ING), 06’extuBHicts (0bjectivity, OBC),
npuitHaTHICTH (acceptability, ACP).

3. Merpuku s oninoBanas sikocti CLIT

Metpuku sikocTi. [ po3paxyHKy 3HaU€Hb Xapa-
KTEPHUCTHUK Y MOJIEIIi BUKOPHUCTOBYIOTHCS Pi3HI METPHKH.
KorkHa XapakTepHcTHKa HIPKHBOTO PiBHS TOBUHHA MATH
xo04a 6 ogHy MeTpuKy. L{i MeTpUKHu BCTaHOBIIOIOTHCS B
3ajiexHOCTI Bil KoHKperHoro tumy CIII, Bumor no cuc-
TEeMH, 0COOJIMBOCTEH i po3poOku Tomo. PesynpraTamu
PO3paxyHKy METPHK € MOKa3HUK XapaKTePUCTHKH, STKUH
Moxe Oyt [5]:

— METpUYHHH (a0COIIOTHUI a00 BITHOCHUI);

— TIOPSIAKOBHH (piBHEBHIT);

— HOMiHAJILHUH (BUKOHY€ETHCS TIOBHICTIO, YACTKOBO
a00 30BCIM HE BUKOHYETHCS).

OCKIJBbKH AEKiTbKa IIOKA3HUKIB MOXKYTh MaTH Pi3Hi
U (KUTBKICHI Ta SIKiCHI), HEOOXiqHHIA c1ioci0 mepeBe-
JIEHHSI OJTHHX ITOKAa3HUKIB B iHIII. [ bOTO X MOTPiOHO
HOpMaJTi3yBaTu Ta MPUBECTH 10 €AWHOI mikamu Bix 0 1o
1. Jlns HopMadi3zaiii METPUYHUX TOKa3HUKIB MOXKHA BH-
KopucToByBaTH hopmyIy 1.

_ _Mm-Mpin

P = _ R (1)
Mmax~Mmin

J€ p — HOpPMaJli30BaHe 3HAYEHHs MOKA3HHKA, M — OIli-
HEHE 3HAYCHHS IIOKa3HHUKA, Mypax — MAKCUMaJIBHE 3HA-
YEHHS MOKa3HKKa (200 3HAYCHHS [IPH IKOMY BBaXKAETHCSI

IO CHUCTEMa MOBHICTIO BIANOBIZA€ XapaKTEPUCTHIL);
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Myin — MiHIMaTbHE 3HAUeHHS NOKa3HWKa (abo 3Ha-
YEHHsI, IPU SIKOMY BBA)KAETHCS, 110 CHCTEMa IOBHICTIO
HE Bi/INOBia€ BUMOTaM 10 XapaKTePUCTUKH).

JInst IKICHMX TIOKa3HUKIB KOXKHE 3 MOYKIMBHUX 3Ha-
YeHb KW BiAMOBiNA€ IMEBHOMY METPHYHOMY 3Ha-
YeHHIO, TPAaHWYHI 3HaYCHHS MOBUHHI AopiBHIOBaTH 0 1 1.
Po3nopinenHs Mixk mKamor HEOOOB’SA3KOBO Mae OyTH
nponopuiauM. [Ipukian HopMaizarii SKiCHOI IIKaIi
300paxeHo B Tabm. 1.

Tabnuys 1 — Hopmastizanisi MOpsiAKOBOI HIKAJIN

BuxinaHa mopsKosa Ikana Hopwmari3zoBaHe 3HaUCHHS
He Bignosigae 0

Binnosigae 4acTKoBO 0,33
Bianosigae moBHICTIO 1

OCKITbKM  OZTHI XapaKTEpPUCTHKH MOXYTh OyTH
OLITBII BaXXITMBUMH, HIXK 1HIII, BBOASATHECS Baropi koedi-
LIEHTH, AKI 3MIHIOIOTHCS Big 0 1o 1.

Bonn BU3HAYar0Th, HACKIIBKH 151 CyOXapaKTepuc-
THKa € BOXJIMBOIO Ta Ky YaCTHHY BOHA CKJIAJla€ y Xapa-
KTepucTui Bumoro piBasa. CyMma BaroBux koe(imi€HTiB
cyOXapaKTepHCTHK OHIET XapaKTEPUCTHKH 3aBXKAU Ma€e
JTIOPIBHIOBATH OTHHHII.

3ropTku. {11 XapakTepUCTHK NMPOMDKHHUX PIiBHIB
Ta SIKOCTI B IIJIOMy BHKOHYETBCS OIEpallis 3TOPTKH.
Bona nossirae y po3paxyHKyY SIKOCTI XapaKTEpUCTHKU Ha
OCHOBI 3Ha4eHb METpPUK ii cyOxapakrepuctuk. Ll onepa-
IIisl MOXKE MaTH JCKiJIbKa BapiaHTIB peaizallii, K 11e BU-
3HaueHo B [5] /s orinku sikocTi [13:

— aJNTHBHA 3TOPTKA;

— 3rOpTKa Ha OCHOBI HEUITKHX OMepartiii;

— IIpeIMKaTHBHA 3TOPTKA;

— OyJieBa 3ropTKa;

— KOMOIHOBaHa 3ropTKa.

AJIMTHBHA 3rOpTKA MOJISITac y CyMi 3Ba)KEHHX HOP-
MaJli30BaHUX MMOKAa3HUKIB YCiX CyOXapaKTepUCTHK:

P = YL wps )
nie P — 3HaYeHHs MOKa3HUKA XapaKTEPUCTUKH; 7 — KUIb-
KicTh CyOXapaKTepHCTUK XapaKTCPUCTUKH; W; — Baro-
BHIi KOeilieHT i-01 CyOXapaKTepUCTHKH; P; — 3SHAUCHHSI
MOKa3HHKA i-01 CyOXapaKTepUCTHKHL.

3ropTka Ha OCHOBi HEUITKHX OIIEpaliid IMOJSATaE y
(hopMyBaHHI TIPaBHUI PO3PAXyHKY 3HAYEHHS MOKa3HUKA
xapakrepuctuku. Taki mpaBuwiia MOXYTh OyTH Oynb-
SIKUMH, TOJIOBHE, 11100 y pe3ysbTaTu OyB OTPUMAaHUii HO-
pMati3oBaHHA MOKAa3HHUK.

VY npenuKaTHBHIA 3ropTHi AU MOIIYKY 3HAYCHHS
nmokasHuka (GopMyeThcs HaOIp MPEIUKATIB — JIOTIYHUX
NIPaBUJI, 33 IKUMH BiH BU3HAYAETHCA.

Y OyneBiit 3ropTii 3HAYEHHS yCiX MOKa3HUKIB Ma-
10Th HaOyBaTH OyjieBux 3Ha4deHb, To0TO 0 abo 1. 3Ha-
YEeHHS TOKa3HNKa XapaKTePUCTUKN BUKOHYETHCS 32 T1EB-
HOIO OyJeBoto (QyHKIi€0, Ta HaOyBae 3HaueHHS 0 — He
BiamoBigae, abo 1 — Bigmosizae.

Y koMOiHOBaHI#1 3ropTili BAKOPUCTOBYIOTHCS AEKi-
JIbKa 3raJlaHuX METOZIB — 11€ HEOOXI1HO, SIKIIO y cybOxa-
PaKTEPUCTHKAX 3aiisiHI PI3HI BHIU MOKA3HUKIB, SIK IO-
PSAIKOBHX, TaK i METpUYHUX. TO/11 Ma€ BUKOHYBATUCS OK-
peMa 3ropTKa IOKa3HHUKiB KOXKHOTO THITY, 1100 OTPUMATH
KIiHIICBE 3HAYCHHSI IHTETPOBAHOI'0 NTOKA3HUKA.

4. MeToa ouiHIOBaHHS
Ta BidyaJizauii pe3yabTaTinB
Panianbui merpuuHi giarpamm. [{ns Bizyamizamii
MoOJIelli BUKOPHCTOBYIOTHCSI pajiajibHi METpW4HI Jiar-
pamu (PM]]) [5]. 3arasnbHa cxema Takoi giarpamu 300pa-
’KEHa Ha puc. 4.

Torazame 1

e
=

I
$1
§
&

A
'*4-%1
.

% &
Puc. 4. Cxema PMJ{

LenTpanbHa TouKa AiarpamMy € TOYKOIO BiLTIKY I10-
Ka3HMKIB. {71 KOXKHOT 3 CyOXapaKTepHCTHK IPOBOAUTHCS
BiCh 3 mi€l Toukn. Ha mpOMy MpOMEHi BCTaHOBITIOETHCS
IIKajia OIHIOBAHHS, B 3aJIGKHOCTI BiJI THITY ITOKAa3HUKA.
Ha puc. 4 moka3auku 1 Ta 2 mMOKa3yOTh MPUKIIA] METPHU-
YHUX MTOKA3HUKIB, 3 Ta 4 — MPUKIaA JBO3HAYHOTO TIOKa3-
HUKa («BiATIOBiTae», «HE BIANOBIAE»), 5 — TPU3HATHOTO
MTOKa3HUKa («BIAMOBIAAE», «BIAMOBINAE YACTKOBO», «HE
BIZIMIOBiTa€»).

Ilix yac OIiHKHM, Ha MIKAJi TO3HAYAETHCS MMOTOYHE
3HAaYCHHS MOKa3HuKa. [1oTiM yci CycifHi mO3HAYEHI TO-
YKU 00’ €JHYIOThCS JIHISIMU Ta OTpuMaHa ¢irypa 3ama-
JIHOBYEThCs. Taka miarpama J103BOJISIE HAOUHO MOKa3aTH
piBEHb OIIIHKM XapaKTepHCTHKH. UuMm Ounplue mioma
oTpuMaHoi (irypu, THM BHIIE PiBeHb SKOCTI. Takox oJ-
pasy BHIHO, SKi 3 CyOXapaKTepHCTHK HE BiJIOBINAIOTH
norpedam sIKOCTi.

TlocaigoBHicTh oninoBanus. OiHIOBaHHS 3a J10-
ITOMOT OO MOJIEJTi IKOCT1 BHKOHY€THCS Y HACTYITHI KPOKH:

1) BCTaHOBHUTH XapaKTEPHCTUKH, AKi OyIyTh OIli-
HIOBAaTHUCS, 3 YPaxyBaHHSIM CTaHIAPTIB rayiysi poOOTH
CIIII, BuUMOT 10 CUCTEMHU TOIIO;

2) BU3HAYHUTH CTYIiHb BIUIMBY IUX XapaKTEPUCTUK
Ha SIKICTh CHCTEMH, Ta BCTAHOBHUTH BaroBi Koe(illieHTH
JUISL YCIX XapaKTepHUCTHK;

3) BCTaHOBUTH METPHKH JUIS OL[IHIOBAaHHA YCiX Xa-
PaKTEepUCTHK HIKHIX PiBHIB, Ta 33JaTH iX MiHIMaJIbHE Ta
MaKCHMaJIbHE 3Ha4EHHS, 3a IKUMH BOHH Ha0yBalOTh 3Ha-
yens 0 Ta 1 BIAIIOBIAHO;

4) obpaTu THI 3TOPTKH JUIS PO3PAxXyHKY 3HAYEHD
XapaKTepUCTHK BUIIHUX PiBHIB;

5) po3paxyBaTH 3HAuY€HHS ITOKA3HUKIB HIDKINX
PIBHIB 3a BCTAaHOBJIEHHUMH METPUKAMH;

6) 32 BCTAHOBJIICHUMH METOIaMH 3TOPTKH, pO3paxy-
BaTH 1HIII XapaKTEPUCTHKHY;

7) BizyanizyBaT HEOOXi/IHI XapaKTEPUCTUKH 3a JI0-
nomororw PMJI.
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4. lpuxnan ouinoBanus skocti CLII

[pu ominroBanui moxemni LI ams aBTominoTy aBTO-
Mo6imst [13] Gymur BimiOpaHi XapakTepUCTHKH, IS SKHUX

BIINOBI/IHI BEPIIMHU MapKYIOThCS CBITJIIMM KOJILOPOM Ha
puc. 5.

Jlis OWiHIOBaHHS JOBIPYO3AaTHOCTI EKCICPTHUM
[UITXOM BCTAHOBJICHO BaroBi KoedimieHTH (Tad. 2).

R G X

Puc. 5. Mogens LI aprominoty

Tabnuys 2 — Po3paxyHoOK OIiHKM A0BipY031aTHOCTI

JloBipUO3IaTHICTH
Cy0xapaKkTepuCTHKa Baroswuii koedimieHt 3HaYeHHs MOKa3HHUKA
JuBepCHICTD 0,1 0,7
Pe3nnbeHTHICTD 0,2 0,9
PobacTHicTh 0,2 0,9
DyHKIiiiHA Oe3NCUHICTh 0,3 0,95
Indopmarriiina 3aXHIICHICTh 0,2 0,8
3Ha4YeHHs JOBIPYO3IaTHOCTI 0,875

[MotiM BU3Ha4YeHO sIK pUKIIA PiKCOBaHI 3HAUCHHS
MeTpUK cyOxapakTepucTHK. Lli 3HaUeHHS MOXYTh OyTH
00paxoBaHO MUISAXOM OOYNMCICHHS BiTHOIICHHS KiJIBKO-
CTi ycmimHuxX TecTiB (a00 KiTBKOCTI BHMOT, SKi BHKO-
HaHO) JUIS BIAIMOBITHOT CyOXapaKTepUCTHKH JI0 iX 3ara-
JIbHOT KIJIBKOCTI.

TecTu i BUMOTH MOXYTb, 3aJI€)KHO BiJI IX BOXKJINBO-
CTi, TAKOX OyTH 3BaXKCHUMH, 1110 IiIBUIIYE TOYHICTH Me-
TPUK.

3a JI0MOMOTOK aTUTHBHOT 3ropTKH (3) po3paxoBy-
€THCS TOKA3HUK JI0Bipuo3aTHOCTi. Ha mii migcrasi pos-
pobseTsest PM/I, st BimoOpaXXeHHS piBHS JOBipYO03/1a-
trocti CILI (puc. 6).

i 3mauenns Bm3HAuUae BIIMOBITHY CKIIQJOBY IS
PM/I sixocti I B tiimomy (puc. 7).

JluBepCHICTh
[1],

3axHIeHicTs > Pe3HIbEHTHICTh

Besmeunicrs PobGacrtHicTh

Puc. 6. PM/] noBipuo3naTHOCTI

JIOBIpUO3AaTHICT . TloACHIOBaHICTh

BiamoBi fanbHICTh 3aKOHHICTh

Puc 7. PM/I monemi LI
BucHoBKkH

PesyabraTu. {ns ouintoBanns CLII Bukopucrano
6a30Bi MoJIeTTi sIKOCTI, 3ampornoHoBaHi B [3] i 00’ eqHani
Y YOTHPBLOXPIBHEBY i€papxito.

J7st mux XapakTepHCTHK BH3HAYCHO MpaBmiia Gop-
MYBaHHS METPHK i METOJ PO3PaxXyHKY SKOCTi 3 BUKOPH-
CTaHHIM 3rOPTOK Ta Bizyaii3alii MPOMIKHUX 1 KIHIIEBUX
pe3yIBTATIB 32 JONOMOTOIO PaialbHUX METPHUYHUX Jdia-
rpam.

BignosinHi Mozeni SKOCTi, METPHKH 1 METOIH OIi-
HIOBaHHJ 1 Bi3yautizailii yTBOPIOIOT (hpeiiMBOPK JyIsl aBTO-
MaTu3allil MPOLECB, SIKHI PeaTi3yeThCsl 3 BAKOPUCTAHHSIM
PO3pOOJIEHOTO THCTPYMEHTAILHOTO 3aC00Y.

Leii 3aci® 103BOJIIE KOPUCTYBAYy CTBOPIOBATH MO-
nenb sikocti CLUI (200 BUKOPHCTOBYBATH 3aIIPOIIOHOBAHY
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B [3] i amantoBaHy y 1iit CTATTi), BCTAHOBIIOBATHA METPUKH Maii6yTHi KPOKHM MOXYTh OyTH NPUCBSIYEHO PO3-
SIKOCTI1, BBOJIUTH 3HaUCHHsI IOKa3HUKIB MeTpuK. [1oTiM Ha ~ BUTKY MOAeNi Ta IHCTpyMEHTapio (METPHUK, METOIUK i
OCHOBI IIMX TIOKa3HUKIB PO3PAX0OBYEThCS y3aralbHeHa Me-  3ac00iB) OIIIHIOBAHHS SIKOCTI JUIS Pi3HUX JOMEHIB (00-
TPUKa SIKOCTI CHCTEMHM Ta Bi3yaJli3yeThcsl 3a JAOIOMOIOI0  POHA, MEIWLIMHA, OPUCTIPYICHIIISI, IHTepaKTHBHE MHUCTE-
PM/I. 3aci6 € necKkTOImHIM 3aCTOCYHKOM, CTBOPEHMM Ha  IITBO TOINO) 3 ypaXyBaHHSAM acCHEKTIB €BOIIOIII SKOCTi
mardopmi .Net Framework. [14].

CIIMCOK JIITEPATYPU

1. Trustworthy Al [Text] / R. Chatila, V. Dignum, M. Fisher, F. Giannotti, K. Morik, S. Russell, K. Yeung // Lecture Notes in
Computer Science (including subseries Lecture Notes in Artificial Intelligence and Lecture Notes in Bioinformatics): collective
monograph, edited by B. Braunschweig, M. Ghallab. — Cham: Springer International Publishing, 2021. — Vol. 12600. —
P. 13-39. DOI: 10.1007/978-3-030-69128-8.

2. A Systematic Review of Explainable Artificial Intelligence in Terms of Different Application Domains and Tasks [Text] /
M. R. Islam, M. U. Ahmed, S. Barua, S. Begum // Applied Sciences. —2022. —Vol. 12. — Article Id: 1353. DOI:
10.3390/app12031353

3. Xapuenko B. C., ®ecenko I'. B., Immsmenko O. O. (2022), bazoBa Moaens HeYHKIIIITHAX XapaKTEPUCTHK IS OL[IHKH SKOCTi
MITYYHOTO 1HTeNeKTY // PamioenexkTpoHHi i koMm'toTepHi cuctemu 2(102). c. 1-14.

4. 1SO/IEC 25010 (2011). ISO/IEC 25010:2011, Systems and software engineering — Systems and software Quality
Requirements and Evaluation (SQuaRE) — System and software quality models.

5. Xapuenko B.C., XXuxapes B.Sl., Inromko B.M. Ta in. (2004), OcHoBu HaziliHOCTI udpoBux cuctem, Xapkis: Ham. Aepo-
KocM. YH-T. «XAl».

6. NIST Four Principles of Explainable Artificial Intelligence: Draft NISTIR 8312 / P. J. Phillips, C. A. Hahn, P. C. Fontana,
D. A. Broniatowski, M. A. Przybocki, C. A. Hahn, P. C. Fontana. — Gaithersburg: National Institute of Standards and
Technology, 2020. — 24 p. DOI: 10.6028/NIST.IR.8312.

7. European Commission, Directorate-General for Communications Networks, Content and Technology, Ethics guidelines for
trustworthy Al, Publications Office, (2019), https://data.europa.eu/doi/10.2759/346720

8. UNESCO (2021), Recommendation on the Ethics of Artificial Intelligence,
https://unesdoc.unesco.org/ark:/48223/pf0000380455, Jlara 3Beprenns 21.05.2022

9. ISO/IEC TR 24028:2020. Information technology. Artificial intelligence. Overview of trustworthiness in artificial intelligence
[Electronic resource]. — Available at: https://www.iso.org/standard/77608.html. — 10.03.2022.

10. OECD. Tools for Trustworthy Al: A Framework to Compare Implementation Tools [Electronic resource]. — Available
at: https://www.oecd.org/science/tools-for-trustworthy-ai-008232ec-en.htm. — 10.03.2022.

11. Mockanenko B. B. Bararoeranauiit MeToa rmiMOMHHOTO HABYAHHS 3 MIOTIEPEIHIM CaMOHABYAHHSM /ISl KiacuikaliifHoro aHa-
nmi3y npedekriB crivanx Tpy6 [Texcr] / B. B. Mockanenko, M. O. 3apeupkuii, A. C. Mockanenko, A. I'. KopoGos,
4. 0. Kosanbebkuii // Pagioenextponni i koM totephi cucremu. — 2021. — Ne 4, — C. 71-81. DOI: 10.32620/reks.2021.4.06.

12. Kuchuk, H. System of license plate recognition considering large camera shooting angles [Text] / H. Kuchuk, A. Podorozhniak,
N. Liubchenko, D. Onischenko // Radioelectronic and Computer Systems. — 2021. — No. 4. — P. 82-91. DOI:
10.32620/reks.2021.4.07

13. Some, Evariste & Gondwe, Greg & Rowe, Evan. (2019). Cybersecurity and Driverless Cars: In Search for a Normative Way
of Safety. 352-357. 10.1109/I0TSMS48152.2019.8939168.

14. Gordieiev, O. IT-oriented software quality models and evolution of the prevailing characteristics [Text] / O. Gordieiev,
V. Kharchenko // Dependable Systems, Services and Technologies (DESSERT): Proceeding of 9th Int. Conf., 2018. — P. 375-
380. DOI: 10.1109/DESSERT.2018.8409162.

Received (Hapniiinuia) 30.03.2022
Accepted for publication (ITpuitusta 1o npyky) 18.05.2022

A framework for metric evaluation of artificial intelligence systems
based on quality model

lhor Vasyliev, Vyacheslav Kharchenko

Abstract. Motivation. Nowadays it is crucially important to understand whether systems based on artificial intelligence
(Al) can be trusted. Many modern Al systems are built according to the "black box" principle, i.e. it is not clear how they work,
but we see only the results of their work. Besides, it is needed tools to compare different Al solutions. When several Als are
competing for use in some system, it is required to determine the best one. The goal of the research is to develop a model-
based framework to evaluate the quality of an Al system (AIS) using metrics and a method for visualizing the evaluation results.
Research stages. The article analyzes the models of AIS quality, metrics and types of convolution for its evaluation, proposes
a method for evaluating and visualizing the results and describes an example of applying the method. Conclusions. The basic
models of quality, combined into a four-level hierarchy are used to assess AlS. The rules of metrics formation and the method
of quality calculation using convolutions and visualization of intermediate and final results using radial metric diagrams have
been defined for these characteristics. Corresponding quality models, metrics, and evaluation and visualization methods provide
implementing automation framework by use of the developed tool. This tool allows the user to create a quality model, set
metrics, and enter metrics values. Then, based on these metrics, a generalized quality metric for the system is calculated and
visualized using the radar diagrams. The tool is a desktop application created on .Net Framework platform. The direction of
further research. Forthcoming steps can be devoted to development of the model and tools for quality assessment for different
domains, considering the aspects of quality evolution.

Keywords: artificial intelligence system, quality assessment, evaluation metrics, visualization, framework.
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PO3POBJIEHHA MOBIVIBHOI'O 3ACTOCYHKY
Y ’KAHPI ENDLESS RUNNER 3ACOBAMM ITPOBOI'O PYILUIA UNITY

AHoTanisi. PO3NIsTHYTO OKpeMi acrieKTH po3poOJICHHS BiZIeOTpH Uil MOOTBHOT IIaThopMu, cepel SKUX BUOIp CHCTEMHU
MOHETH3aLi1, MOJIeJIi CHCTeMH 30epekeHb 1 BULY MH(PyBaHHs, BUPIIICHHS IPOOJIeM MPOIYKTHBHOCTI 3a IOMOMOTOIO iH-
CTpyMeHTiB npodintoBanHs, interpais Google Play cepgicis Tomo. CokycoBana yBara Ha TEHICHIISX Ta MEPCIEKTHBAX
PO3BUTKY PHHKY MOGIIBHIAX PO3BAr i KIIOYOBHX IepeBarax irpooro pyiis Unity, mo BUABHIIKCS KOPHCHAMH TIPH PO3PO-
6ui 3actocynky. Came el pymriii po3poOHHKH OOMparoTh Haifvactiine s CTBOpeHHs Bimeoirop mis Android ta iOS —
HaWOLIBII MOMYJISIPHUX MOOLTBHUX onepaiiHuxX cucteM. Lle MOXKHA MOSCHUTH THUM, LIO BiH CIIABUTBHCS CBOEK MYJbTHILIA-
ThopMHiCTIO, THYUKicTIO Ta JocTynHicTio. [IpoBeaeHo aHami3 )KaHPOBUX TPEHIIB Mara3uHy 3acTocyHkiB Google Play, o6-
paHo XaHp Ta HalOUIBII MOMYJISIPHI HOro 0COOIMBOCTI, IO JIO3BOJIMIIO BiJCIATH HAMOUIBII CYTTEBI crienU(idHi HEOMIKY,
3YNMHHUTHCH HAa HAMBAXIMBIIIKMX IepeBarax Ta BiIHAWTH OCOOIUBOCTI, sIKi 6 BUPI3HSUIH Bineorpy Ha (oHi psay HailOImK-
YUX KOHKYpeHTiB. Meta. Po3po6iieHHst MOGIIBHOTO 3aCTOCYHKY B skanpi endless runner, 1o, 3 oxHOro 60Ky, HacCIiaye TH-
MOBi TeWMITICHHI PUCH aHAJIOTIB, a 3 IHIIOrO0 MIiCTHTh PsJi HOBOBBEJCHD, IKi POOJSITH HOro OUIBII YHIKAIBHAM Ta 3aXOIl-
morounM. Cepest KITIOYOBHUX TAKUX OCOOIMBOCTEH €: TIOBHA CBOOOA MEpEMIleHb IIEpCOHaXka B IrpOBOMY IIPOCTOPI, TIPOIie-
JIypHa XaOTHYHA TeHEepalis IIEePeIIKo, CHCTEMa JOCSITHEHb 1 PEKOP/IB Ta BiACYTHICTH Oyab-s1KOi 000B’SI3KOBOI PEKJIAMH.
Pospobieno cucremy 30epexkens, 1mo 3axunieHa XOR-mudppyBaHHIM Ta MepeBipKor0 aBTEeHTHYHOCTI. Lle 1o3Bonuito 3amo-
6irTy mommpeHHro QaiiiB 30epekeHHsT MiXK HeToOpOCOBICHUMH KOPHCTYBadaMH Ta B IIUIOMY IiIBHIIMIO PiBEHb Oe3NeKn
3aCTOCYHKY, IO € Ba)YKJIMBUM JUIS BIJICOIrop 31 3MaraJbHUMH €JIeMEHTaMH. 3 IHIIOTo X OOKy cHcTeMa MiATPUMY€E XMapHi
GyHKLIT, 1m0 M03BOJNAE IEPEHOCHTH IPOrpec IpaBld MDK PI3HUMH JeBaiicaMu 3a yYMOBM aBTOpM3alil B cepBicax
GooglePlay.

KawuoBi ciaoBa: Mo6UtbHHIA 3acTocyHOK, Unity, C#, Android, moGinbHa Bifgeorpa, pUHOK, TEAMILIEH.

10 3HAYHO BIAPI3HAIKCA BiJ MONMYJSIPHUX AHAJIOTIB Ha

Beryn iHmux miardopmax. [Ipore 3apa3 moHATTS «MOOiITBHA

CranoMm Ha mouatok 2022-ro poky icHye Oarato
pi3HOMaHITHHX IUIATGOPM, IO HANAIOTH MOMJIHBICTH
CIIIJIKYBATHCs, CIIO)KUBATH MEJIaKOHTEHT, MpPAIOBaTH,
HABYATHUCS Ta rpaTH B Bimeoirpu. Came pHHOK MOOiNTB-
HUX MPHUCTPOIB MOKA3y€e OAWH 3 HAWOUIBII MIBUIKUX Ta
CTaOUIbHUX TEMITIB PO3BUTKY.

3BiCHO, HAWOIIKYMM YaCOM HEe MOXKHA Oyze croc-
TepiraTi MOBHUM CIIaj MPOJaKiB KOHcolei abo mepco-
HanpHux KoM totepiB (1K), amke ui miatrdopmu Bee
II€ 3aIMIIAIOTHCS JOCUTH TOMYJIIPHUMHU Ta 3aiiMaroTh
3HAYHy 4YacTKy puHKY. OJHaK CKJIaJHO 3arepedyBartw,
10 came cMapTPOHH € OJHUM 3 HaWIEepPCIEKTHBHIIINX
HAaIpsIMKIB y SIKOMY PYXa€Tbes Taly3b 3apa3. [Iporsirom
JIECSITHIITh Ha MOOITBPHAX TPUCTPOSX JTOMIHYBAIH irpH,

BiZIeorpay Jy)Ke IIBUAKO 3MIiHIOEThCs. Mexi po3muBa-
IOTBCS 3aBISIKM 3POCTAHHIO IOTY>KHOCTI MOOUIBHHX
JICBaliCiB, a TaKOX TOMY, IO BUPOOHHMKHM KOHCOJEH i
KOMIT FOTEPHHUX Irop X04yTh OTpUMAaTH YacTHHY TiraHT-
CBKOTO PHHKY MOOITBHHMX mpHCTpoiB. Tak, 3rigHO 3
Newzoo prHOK MOOLTHHUX irop 3apobuB 93,2 Minpsapaa
JI0JIapiB MUHYJIOTO POKy 1 cTaHoBuB 52% iHmycTpii, B
TOH 4ac K KoHcouli 3aiimanu 28% punky, I1IK — 20%
[1].

MaiiGyTHe iHIYCTpii MOOUTBHHUX IrOp CTAaHOM Ha
CBOTO/IHIIIHIM JIeHb BHJA€ThCS MEPCIEKTHBHUM. Taki
BHCHOBKH MOJXHA 3pOOHUTH 3 OIVISAIY Ha MOCTiiHE 3poc-
TaHHS NPOAAXIB CMapT(OHIB YNPOAOBK OCTaHHIX 14
pokiB, 3a BukiroueHnsm 2019-2020 poxis (puc. 1) [2].

2007 2008 2009 2010 2011 2012 2013

1,244.74

1,536.54 1:936.27 154066 1,535.36

1,495.96
1,423.9
1,378.72

2014 2015 2016 2017 2018 2019 2020 2021*

Puc. 1. Kinbkicts nmpoganux cMapTQoHiB KiHIEeBUM KopuctyBadam 3 2007 mo 2021
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Buiesrajane He3HaYHEe MOPYIIEHHS TPEHIY MOX-
Ha TOSICHUTH CTPIMKHM IIOIIMPEHHSIM KOPOHaBIpyCHOL
XBOpPOOW Ta BBEIEHHSM JIOKAAYyHIB, 10 Majlo 3HAYHHUH
HEeraTHBHHH BIUIMB Ha OUIBIIICTE eKOHOMIYHHX cdep.

[Tompu 1e cBiTOBa €KOHOMiKa IOCTYIOBO IMPHXO-
IUTh B HOPMY, TOMY, 33 OL[IHKAMH EKCIEpPTIB, raiy3b
MOOLTBHUX po3Bar Oy/ie po3BUBATHCS 1 HAANI Ta MaTH-
M€ JOCUTB MHUPOKI NEPCIIEKTUBH.

BuxkJan ocHOBHOT0 MaTepiairy

IrpoBuii pymiif — e cepeaoBUIe po3poOKH TPO-
TPaMHOTO 3a0€3Me4eHHs, SKe TAKOXK Ha3MBAIOTh «irpo-
BOIO apXITEKTypOro» ab0 «irpoBuM (peiMBOpKOMY, 3
HAIAIITYBaHHAMH Ta KOHQITYypaIisMu, SKi ONTHMI3Y-
IOTh 1 CTIPONIYIOTH pO3pOOKY Bifeoirop Ha pi3sHHX MOBaxX
MpOrpaMyBaHHs.

IrpoBuii pyiii MOKe BKIIFOUATH pyLIil Bi3yauniza-
uii 2D a6o 3D rpadiku, cymicHuii 3 pisHUMH (popmara-
MU IMIOPTY, (Qi3UYHMN PYIIii, MO IMITY€e peanbHi i,
mty4Hni iHTenekT (Al), mo aBTomMaTndHO pearye Ha mii
rpaBIs, 3ByKOBUI pYIIii, 110 Kepye 3BYKOBUMH e(dek-
TaMHu, aHIMalidHui pyurii Tomro [3].

Unity € oqHMM 3 HaWIOMYJSIPHINIMX ITPOBUX pYy-
miiB ceorogenus. Unity, sIK BUIUIMBAE 3 HOTO HA3BH, 1Ie
pymIiii, sskuit Mae HaMmip 00’€qHATH IrpOBY IHAYCTPIIO.
JlilficHO, BiH BUKOPUCTOBY€ETHCS IS CTBOPEHHS Hapi3-
HOMAHITHIIIUX irop, IOYMHAIOYM BiJ TPUMITHBHHUX
KiIoHIB Angry Birds mo emiyHuX SIMOHCBKHX POJIOBHX
irop (JRPG).

[NoennaBuM BCi HalKpalli NpakTHKU rany3i Ta iH-
TErpyBaBIIM iX B YHIKalbHe, ajie MPOCTE CEPEAOBHIIE
po3po6ku, Unity 3poOHB CBili IBUTYH HapiXHUM Kame-
HeM ranysi [4].

Lei#t irpoBuit IBUTYH Mae psii mepesar, IpoTe ce-
pelI HUX BapTO BUIITUTH TaKi:

e pnoctynHicTh — Unity Ma€ sk G€3KOIITOBHY, TaKk
i mpodeciiiHy Bepciro;

e kpocmiardopmuicts — Unity mo3Bomsie po3po-
OHHMKaM irop CTBOPIOBATH Ta PO3TOPTATH irpy Ha HaHpi-
3HOMaHITHINIKX TuaTdopmax;

e DPEXHM BIATBOPEHHS — OJWH 13 IHCTPYMEHTIB
Unity, mo [103BOJIIE MIBWAKO MEPErysiAaTH BHECEHI
3MiHM Ta pelaryBaTH Ipy;

e MIUPOKI MOKITUBOCTI Bi/IJIaJIKY;

e enuHud Mapketmeiic Unity Asset Store.

Bci nepeniveni nepesaru Unity BUSBHIHCS CyTTe-
BUMH TIpu cTBOpeHHI Android-3acTocyHKy Ta 103BOJH-
TH CYTTEBO ONTHMI3YBaTH IIPOIIEC PO3POOKH BiZleOTpH B
6araTbOX acreKTax.

Cama x po3poOieHa Tpa € THIIOBUM TPEICTaBHU-
koM endless runner — mipkanpy irop-miargopmepis, B
SIKAX TIEPCOHAX Ma€ MOAO0JIATH SKOMOTa JOBIINH IJISX,
YXWISIOUUCH BiJl TIEPELIKOA, 30Mpaloyu irpoBy BaJIOTy
Ta PI3HOMAHITHI MiJCHIOBavi. ['0J0OBHA IJIb TpaBHs —
OTpUMAaTH HaWOIbLIY KiNBKICTh OYOK, BMXKMBILIHU SIKO-
Mora JoBIIE.

Irpu mporo >aHpy wacTto 3amo3U4ylOTh OaraTo
pHcC, XapaKTepHUX Ui Ka3yaJbHUX 3aCTOCYHKIB, Cepel
SKUX HECKJIaJHI IpaBWia, CIPOIIEHE KEepyBaHHS Ta
npocTa rpadika. Born He moTpeOyr0Th BUCOKOTO KOTHi-
TUBHOTO HAaBaHTa)XKEHHS, (DOKYCYIOUHCH ITUIIE Ha ped-
JeKcax, II0 9YacTo JI03BOJIIE T'PABIEBI 3aHYpPHTHCH B

MEIMTATUBHUN MCUXIYHMN CTaH MijJ yac irpoBOro Ipo-
ecy.

B3aemopis HOBOTO TpaBLs 3 3aCTOCYHKOM PO3IIO-
YMHAETHCS 3 IPOIIO3HUIIIT aBTOPHU3YBAaTUCh (pHC. 2).

11.8KB/s B 2 il il B G

Games

Sign in with Google Play Games

Pick up where you left

PhantomOracle (used 6 min. ago) -
2pgmail.ca
Continue as PhantomOracle:

Cancel

cloud save, earn achievements, and more for supported games

Puc. 2. [Ipouec aBTopm3armii

ABTOpH30BaHHN KOPHCTYyBad OTPUMYE IOCTYI IO
JIOCSATHEeHb, TAOJIUIN JiACPiB Ta, HAWTOJOBHIIIE, XMap-
HUX 30€peKeHb, 1110 JO03BOJIAIOTH MEPCHOCUTH ITPOBHI
nporpec Mix npuctposiMu (puc. 3). Skio x KopucTy-
Ba4 BIJIMOBUTBCS BiJ aBTOpHU3aIlii, TO BiH 3MOXE 3a
OakaHHSM 3pOOUTH Iie Ti3HiIIe.

Hey! We "ve found save file from another
device. Here what we know:

Do you want to use the cloud save?
YES NO

Puc. 3. Bu6ip ¢aiiny 30epe:keHHsI B TOJIOBHOMY MEHIO

[Ticnst 11bOTO rpaBelib HOTPAILISE B TOJIOBHE MEHIO,
3BIIKH MOXXHA PO3MOYaTd rpy, MEpeTH A0 MarasuHy,
MEPerITHYTH PO30JIOKOBaHI Ta JOCTYIIHI JOCATHEHHS Ta
TabMI0 peKopaiB (puc. 4-6).

@45

"/ Tap the boster to choose it

0.3KB/s § [ Ll

What Is That Melody?
Push away 500 obstacles during Gravity Impulse booster effect
0 XF

Keep Calm And Be Stable Sep 22, 20:
Collect 25 Stabilization boosters
1,500 XF

o
m It's Not a Bug, It's a Feature! Sep 2

Survive after falling off the road for 1 or more seconds without any boosters

2 T Boundless Curiosity ep 21,202
Show some curiosity!

Radical Decisions

Puc. 5. Cucok irpoBux J0CsrHEHb
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All Time -
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0.1KB/s % 9 ol il T G

Puc. 6. Tabnuis pekopais

Ha puc. 7 HaBejeHO THITOBUH PUKITA]] TeHMILIEIO,
JIe TaKO>K 300paskeHO €PEeKT OJHOTO 3 IiACHIIOBAYIB.

B pozpobGireHoMy 3acTocyHKY Oyiia BIIpOBaKeHa
cHCTEMa MOHETH3aIlii, B OCHOBI SIKOI JIE)KaTh TaK 3BaHI
«rewarded videos» — BimeoposuKH, 3a MEPErsm SIKHX
KOpHUCTYBa4 OTPUMYE MeBHY BUHaropony. Tak, 3a mepe-
U] BiIEO TpaBellh MOXKE MPOJOBKHUTH TPy IICs Iopa-
3KH 3 TOTO XX caMoro Miciist (puc. 8) abo moABOITH 310-
paHi MOHETH.

Takuii migxix He ApaTye ayquTOpil0 3aCTOCYHKY,
MOKa3y€e 3HAYHO Kpalli pe3ysibTaTd 3a IOKa3HUKaAMH
pexnamu (Hanpukian, eCPM) Ta 3arasom € Oiipin
CIpaBe/ITUBHM.

s cucrema Oynma BHIpoOBa/LKEHa 3a JOMOMOTOIO
pimenns s mouetusanii Unity Ads.

Oxpim nerxoi Ta 3pyuHoi iHTerpamii 3 Unity-
3aCTOCYHKaMH, IIPOIIOHYETHCS LTOCTpaTHBHA aHATITHY-
Ha iHdopmaris (puc. 9).

[liHHUM DKEpeIoM aHaIITHYHOI iH(pOopMaIli omy-
6nikoBanoro B Google Play 3actocynky Takox € KOH-
coub pospobruka Google (puc. 10).

Puc. 7. Irpouii mporec

Do you wanna watch video
and rewind time?

Fonatization . Road i the Sun

1 Froject Tecrvie Total Revenue
Englect T iem

so'ﬂ'] BT

B Orgweizalion Cusrvies

Armlyiics

b Unity Ads Roporing

Dnrps B Ad Contrsls ' /

v pecizenn [0
Lua0ps Ak Rovenue W ISP o
F M Sciup
@ Akaul & Supperl
kionetization
¢ App Haalth
FHpesisaen s uby e oz e eng ararhane T L EMRLY propcinte TR

Adks Performance

§0.01

BT

30

+ZB00%

myy e

Wizw mione

Puc. 9. ®parmMeHT 1aHHUX MO0 MOHETH3AIIIT
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Puc. 10. ®parmeHT 1aHux B KOHCOJI po3pobHuka Google

B Toii yac sk Unity Ads GokycyeTbes mep 3a Bce
Ha (hiHAHCOBHMX aCIEKTaxX, KOHCOJb MICTHUTh iH(OpMa-
Iitfo mpo Oe3nocepesHbO caM 3aCTOCYHOK: TPHPICT Ta
BTPaTH ayAnuTOpii, €(EeKTHUBHICTb CTOPIHKH 3aCTOCYHKY,
naHi ipo cepsicu Google Play Torio.

OpHi€l0 3 TOJOBHUX TpoOJeM, MO BHHUKIA TMiJ
4yac pO3pOOKH 3aCTOCYHKY, CTajla MPOJYKTUBHICTH Ha
MOOIUTBPHHUX TPHUCTPOSX. 33 JOMOMOIOK BHKOPHUCTAHHS

pisHOManiTHHX iHCTpyMeHTiB UNnity, Hampukmaza, rid-
Ookoro npodimtoBanus (puc. 11) Ta koHcomi, Oyno
BUSBIICHO, IO TPUYMHOI0 HHU3BKOi MPOAYKTUBHOCTI
OyJa HeONTHUMaJbHA irpoBa (i3uKa.

ro curyamiro Oyno BHIIPABICHO 3a JOMOMOTOIO
3aMiHM OLIBIIOCTI JUHAMIYHAX 00’€KTIB B CII€HI CTAaTH-
YHUMH, TOOTO TAaKWMH, TO3HUINS SKUX HE MOXe OyTH
3MIHEHA.

B 20 Ancther Ore - SampheScene - Androd - Unity 20192 3711 Persena [PREVIEA PACKAGES IN LSE] « D011 »

Fle Edt Zasets CormeORgect Corponest  Seeww

Puc. 11. TIpodaiinep Unity

Le nmo3Bomnste Unity oOYMCIUTH BENHKY YaCTHHY
pobotu 3 00poOKH 3a3maNnerinp, a He i Yac BUKOHAHHS
3actocyHky [5]. Tlpu oMy, SIKIO TpaBels Crpodye
B3aEMOJIISATH 3 JaHUMH OO0 €KTaMH, TO BOHH OyAyTh
3aMiHEHI Ha 1X AMHAMIYHI KOMil B PEXHMI PEaJbHOIO
yacy. TakuM 4YMHOM BAAIOCS MOKPALIMTH MPOIYKTUB-
HICTh Ta 3QJIMIIATH IIEPEBard TUHAMIYHUX 00’ €KTIB.

OxpeMo BapTO 3yNMUHUTHUCH HA CTBOPEHIN CHUCTEMI
30epexkeHb. B xomi 11 po3poOku OyJI0 BUPINIEHO BigMO-
BUTHCH BiJl BUKOPUCTAHHS TpaIWLidHUX 0a3 IaHMX Ha

kopucth BLOB-¢aiiniB [6], mo micTaTh 3ammdpoBany
CTPYKTYpPY HaHUX THILy «KJIIOY-3Ha4eHHs». Take pi-
meHHs Oyno o0OyMoBIeHe AeKiTpkoMa npuanHamu. [lo-
mepiie, BUKOPUCTaHHSA 0a3 maHWX s 30epeskeHHS
HEe3HaYHOro o0csry iH(popMalii B TAKOMY HEBEIUKOMY
MPOEKTI He HAJIa€ HiSIKUX CYTTeBUX mepesar. [lo-mpyre,
chucTeMa XMapHuX 30epexens Big Google Play Games
BuKopuctoBye came BLOB-(aiinu, 1o 103BosIsi€ YHUK-
HYTH OyJb-SIKUX 3aCTOCYHKOBHMX KOHBEpTalliil JaHuX, a
TOMY B I[JIOMY MOKpAIUTH NPOJYKTUBHICTH. [lo-TperTe,
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TaKU# MiAXiA B LIIOMY NPOCTILINH, HE MOoTpedye 3acTo-
CYHKOBHMX KOMIIETCHIIi Ta 4YyIOBO HiATPUMYETHCS
CcaMHUM pYIIiEM, IO JO3BOJIWJIO 3€KOHOMHUTH JIOCUTb
Oarato vacy.

Jns mmdpysanHs (aitniB 30epexeHHs 0yno 00-
paHO TaMyBaHHA — MH(P, B OCHOBI SKOTO JISKHTh BH-
kopuctanus onepauii XOR (Bukimo4HO! a13’IOHKIIIT).
Moro ronoBHa mepeara Nonsrae B HPOCTiil peanmizanii
Ta Ay)Xe HU3BKIH «BapTOCTI» 3 TOYKH 30pPYy OOUHCIICHB.
[Ipote y pa3i BUKOPHUCTaHHS IOBTOPIOBAHOTO KIIOYa
abo pO3KpUTTS dacTWHH 3ammdpoBanoi iHpopmallil,
TaKui MWU(Pp MOXHA TPUBIAJIBHO 37aMaTH 3a JOMOMO-
rOI0, YaCTOTHOTO aHaji3y abo aTaku 3 BIJJOMHM BiJKpH-
TUM TEKCTOM. TUM He MEHII, SKIIO K04 € BUIAJKOBUM
1 floro TOBXKKHA € HE MEHIIOIO JJOBXXUHH MOBIIOMIICHHS,
mmdp XOR crae Habarato OesmeunimmmMm [7]. Came
Taky Moaugikamito mudpy i Oy10 BHKOPHUCTAHO.

Takox B cucTemi 30epexkeHp OyJ0 peasi30BaHO
MepeBipKy aBTEHTUYHOCTI. B KoxkHOMY (haiini KoxyeTh-
Csl YHIKQJBHHUH 11eHTH(]IKaTOp MPUCTPOIO i, AKIIO 30e-
pexeHui ineHTudikaTop He 30iraeThCs 3 MOTOYHUM, TO
30epeKeHHS 3HHUIIYEThCSA. TakKMM YHMHOM IEPEHOCHTH
Iporpec MK MPUCTPOSIMH 32 JIOTIOMOTOI0 IIPOCTOTO
KoIitoBaHHs (aiiyiB, a He XMapHHUX 30epekeHb, HEMOX-
muBo. Ile Oyno 3poOieHO 3 METOI 3amodiraHHs HEIo-
OpocoBiCHOMY MOMIMPEHHIO (aiyliB 3 MPOrpecoM Mix
IpaBISIMHU.

BucHoBkH

CTBOpEHHSI BiZIeoirop — 11e KOMIUIEKCHUI Ta Oara-
TOTpaHHUI TpolLieC, SIKKK MOoTpedye BUPIIIEHHS Halpi3-
HOMAHITHIIIMX MUTaHb, 3HAYHA YaCTHHA SKHX CTOCY-

€ThCSI HE TUIBKHA CYTO TEXHIYHHMX a00 MPOrpaMHHX ac-
nekTiB. TMM He MeHI, BOHM BCE Ille MalOTbh 3HAYHUH
BIUIMB Ha MOAAIBLIMK YCIIX Y MPOBaj MPOTrpaMHOIO
npoxykry. Hampukian, iHTerpaiist JOCSTHEHb Ta Tal-
JUI peKOpIiB pOOUTH BiZeoTrpy OLTBII COIiabHOIO Ta
IKaBOIO, a CICTEMa XMapHUX 30€peKeHb 3 MATPUMKOIO
MU(pyBaHHs 3aXUIIA€ 3MarajJbHAA eIEMEHT 3aCTOCYH-
Ky Ta JO3BOJSIE€ KOPHCTyBayaM HE XBHIIIOBAaTUCH IIPO
0e3meKy BIaCHUX JAaHUX.

Po3pobneHo MoOinBHY Bigeorpy, sKa, KpiM THIO-
BUX TeHMIUICHHUX PUC JKaHPY, BOJIOIIE PAIOM OCOOIIH-
BOCTEM, cepel SIKUX:

e BIJICYTHICTb YiTKOTO IOJTYy irpOBOrO MOJS Ha
TPH JIOPOTH;

e paHJOMi30BaHA TeHepalis MEepemkos 3 JHHa-
MIYHOIO CKJIAOHICTIO;

e synthwave-cTuiicTHKa, IO BHPAXKAEThCA Y
BIIOBiTHIM My3HWIli Ta MiHIMaNICTHYHIA Tpadimi 3 He-
OHOBUMHU €JIEMEHTAMHU;

e TOBHa cBOOOIA IEPEMILIICHHS TPaBII;

e MexXaHiKa pI3HOMAaHITHHX MiJICHJIEHb Ta Mara-
3MH, JI€ IX MOKHa IIOKpAIyBaTH;

e cHucTeMa XMapHHX 30epexeHb 3
mrpyBaHHIM Ta NEPEBIPKOIO aBTEHTUYHOCTI;

e OHJIAHH-TAONUIISI PEKOP/IB Ta CUCTEMA IrPOBHUX
JIOCSITHEHb.

Jlo mojanpmmx HanpsIMKiB y poOOTI MOXHa BiflHEC-
TH TepeHeceHHs 3acTtocyHky Ha I0S, 3araimbHi MOKpa-
IICHHS CHCTEMH TeHepaIlil MepemiKko/I Ta IHIHUX 00’ €KTIB,
BTUICHHS TEHEPOBAHUX CTPYKTYD, PO3LIMPCHHS CHCTEMH
OycTepiB 1 mopanplle BAOCKOHAJIICHHS alTOPUTMY IMIHQ-
PYBaHHS Ta CHCTEMH 30epeKeHb B IIJIOMY.
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Development of an endless runner mobile app using Unity Game Engine
I. Ishchenko, O. Rudenko

Abstract. Some aspects of video game development for a mobile platform are considered, including the choice of mone-
tization system, storage system model and type of encryption; solving performance problems with profiling tools, integration of
Google Play services, and more. The special focus was on the trends and prospects of the mobile entertainment market and the
key benefits of the Unity gaming engine, which proved useful in the development of the application. This is the engine most
often chosen by developers to create video games for Android and iOS — the most popular mobile operating systems. This can be
explained by the fact that it is famous for its multiplatform capabilities, flexibility and accessibility. The genre trends of the
Google Play app store were analyzed, the genre and its most popular features were selected, which allowed to eliminate the most
significant specific shortcomings, focus on the most important advantages and find features that would distinguish the video
game from a number of nearby competitors. The purpose of the article is a development of a mobile application in the genre of
endless runner, which, on the one hand, inherits the typical game play features of analogues, and on the other hand contains a
number of innovations that make it more unique and exciting. Key features include complete freedom of movement for the char-
acter in the game space, procedural chaotic generation of obstacles, a system of achievements, the leader board, and the absence
of any mandatory advertising. A storage system has been developed that is protected by XOR encryption and authentication of a
save file. This prevented the distribution of save files among unscrupulous users and generally increased the level of security of
the application, which is important for video games with competitive elements. On the other hand, the system supports cloud
features, which allows users to transfer progress between different devices, subject to authorization in Google Play services.

Keywords: mobile application, Unity, C #, Android, mobile video game, market, game play.
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AOCIIUKEHHA METOAY KOAYBAHHS TPA®IKA
B 3AXNIHIEHUX KAHAJIAX IEPEJIAYI IH®OOPMALII

AHoTanisi. Ham cydacHuii CBIiT, Hallle CyyacHe CyCIIBCTBO MOKHA IIIJIKOM i IIOBHICTIO Ha3BaTH IHHOBALIHHOIO Ta iH(O-
PMaLiifHOIO CIIBHOTOO, B SIKiM TEXHOJOTIT pO3BHBAIOTECS CTPIMKO. Lle cTpiMkuif pO3BHUTOK KOMYyHIKaliid Ta TEXHOJOTIH
JIO3BOJIUB BUBECTH HOHATTSA "iHQopManig" Ha HOBUH piBeHb. 3aBASKH KOMIT'IOTCPHIM TEXHOJIOTISIM JIIOJCTBO HABUMIIOCS TIe-
penaBatu Ta 0OpOOIATH iHPOPMAILI0 Y HEHMOBIPHO BeMUKHX 00csrax. OmepaTHBHICT 0OpOOKH Tak camMo 3poOmiia KpoK
Briepea. Bei mi iHHOBAIIT Tl BEIMYE3HUH TOMITOBX Y PO3BUTKY PO3IMOBCIOKEHHS 1HQOPMALIHHUX MPOIYKTIB 1 MOCIYT.
Bce 11e crano 6ibpI1 MOOLTEHEM Ta MOJIEPHI30BaHKM 3 TIOSIBOIO, Maike Y KOXKHOTO KOPHCTyBada, IePCOHANBHOTO €JIeKTPOH-
HOTO KOMITTOTEpHOTO OOJIa{HAHHS Ta PO3LIMPEHHS TEJIECKOMYHIKAIIMHIX CHCTEM. 3 KOKHHM JHEM cTajla 30UIbIIyBaTUCh
notpeba y po3poOili Ta 3acTocyBaHHI epEeKTUBHUX pillleHb B iHpopMaLiifHux cepax. 30inpImnacs KibKicTh BAPOOHHIITBA
amapaTHOIO Ta IPOrpaMHOTro 3abe3neueHHs. [HhopMaItiiiHi TeXHOIOTIT st OTpPUMaHHS Ta 0OpPOOKH HOBHX 3HAHb TAKOXK BH-
Marajy BAOCKOHAJICHHS. 3 PO3BUTKOM yCiX HOBHX TEXHOJOTIH Ta iH(opMamiii, cTao 3apomKyBaTHcs iHpopMarliiiHe cycri-
JILCTBO B IKOMY NOTPiOHO 0OpOOIATH, 3aXUILATH T NIEpeAaBaTH Ti UM 1HIII BiTOMOCTI uepe3 Mepexy. LIs cTaTTsa npucBsueHa
aHaJi3y METO/iB KOIyBaHH: TpadiKy, iX BIaCTHBOCTEH, BIIMIHHOCTEH Ta BHOOPY HaHOLIBII ONTUMAIBFHOTO METOY TS 3a-
XUIIEHUX KaHaJiB repenadi inpopmariii.

Kiaw4yoBi ciioBa: KOMI'TOTEpH30BaHi CHCTEMHU Ta MEPEXKi, CHCTEMa 3aXHCTy iHpOpMaILlil, afanTHBHE KOIYBaHHSI, IIHPO-

KOCMYTOBI CUTHAJIH, CUTHAJIbHO-KOAOB1 KOHCTPYKIIi.

Beryn

Onuc npodJieMn y 3aralbHOMY BHIJISIIi: MOJEp-
Hi3allisg armapaTHOTO Ta IPOrpaMHOro 3abe3nedeHHs 00-
poOKH, 3aXUCTy Ta Mepeaadi Beiei iHpopmMarlii B yI0CKO-
HAJICHUX KOMI'IOTEPHUX CHUCTEMax Ta Mepe)kax i3 CTaH-
JAPTU30BAHIMHU METOJIaMH 3aXUCTY iH(pOpMaIii, SIKi BU-
KOHYIOTB OTIepallio ajanTallii Ta BiAMOBIal0Th BUMOTaM
MiHIMaNbHUX anapaTHUX Ta CHEPreTHYHUX BUTPAT, €
HAWOIIBI AKTyaJbHAUM HAYKOBO-TIPAKTUYHUM 3aBJIaH-
HSIM y TaHoMy HampsiMi [1-6].

VY cdepi ogHOMaHITHIX 3aCO0IB 3aXHCTY ICHYE IO~
Tpeba y cTBOpeHH] QYHKIIOHATHFHIX CHCTEM 3aXHCTY. 1X
OCHOBA JIS)KUTh Y METO/IaX aJalTHBHOTO KOJyBaHHs, Ki
3aCTOCOBYIOTh 3MIHHM OCOOJIMBOCTEH CHCTEMH Iepenadi
3a JIBOMa MapamMeTpamH, 10 BUMIPIOIOThCS: CHEpreTHY-
HUI BUTpAI 3a CeT KOAyBaHHS 1 MBHUIKICTH Iepeadi,
mo6 3a0e3nmeunTr HANOLIBII CIPHUSTINBE CIIBBIIHO-
IIEHHs BUTPaIIy 0 337aH0i HIBUKOCTI NPH pi3HOMaHi-
THUX CTaHaX iH(popMariifHoro kanamy. [1ig gac mporecy
aJaNTUBHOTO KOAYBAaHHS HEOOX1THO BUPIIIIATH HACTYIIHI
OCHOBOIIOJIOXKHI 3aB/IaHHS:

— BU3HAUUTH SIKY SIKICTh Ma€ iH(pOpMAIIHHIIA KaHa
3B'SI3KY;

— 3pOOHTH BUCHOBOK IIPO 3MiHY 3Ha4YEHB I1apaMeT-
piB Koziepa Ta aekojepa, 1100 3abe3neynTy 3a1aHy WMo-
BIpHICTh JIOBCICHHS TMOBIMOMJICHHS, MPH MiHIMaIbHIN
HAIMIPHOCTI KOJY;

— BCTaHOBWTH HOBI IapaMeTpu KOy B KOJyBaib-
HOMY Ta JI€KOJlyBaJIbHOMY IPHCTPOI.

AHaJni3 iCHyl04YMX pillleHb

B nanwuii yac Bijomi Jesiki METOAM 3MiHH TTapaMeTpiB
KOJIy 32 pe3yJIbTaTaMy [OBIIOMJICHHS, a OLIBII Jli€Ba JIBO-
KOHTYpHa cxeMa KOpeKLii mapamMeTpiB KOy B 3aJIeKHOCTI
BiJl SIKOCTI KaHaITy 3B'S3KYy IO CYTi HE BUKOPUCTOBYETHCS
[7]. MeTonu BU3HAuUEHHS SKOCTI KaHAy 3B'I3Ky 3a pe-
3yJbTaTaMy JAEKOyBaHHS KOy Ta METOIM peaizamii 3a-
BaJIOBHX KOJIB 31 3MIHHIMH ITapaMeTpaMy Majlo BHBYCHI.

OcHOBHHI IPOPHB Y 3AIHCHEHHI CHCTEM 13 3BOPOTHHM 3B'-
SI3KOM MOJKe OYTH NOKa3aHHUH PH BUKOPHCTAHHI METOIIB
aJIalITUBHOTO KOJyBaHHs. BuKOpHCTaHHS OCTaHHIX JO-
3BOJIUTH CTBOPUTH OCHOBY PO3POOKH YHIBEpCAIBbHHX IIPH-
CTPOIB 3aXKCTy BiJi MOMWJIOK y CKJaJi YHi(iKOBaHOTO
psiIy KiHLEBHX NMPUCTPOIB nepenadi nanux. Le macts mo-
IITOBX, BUKOPUCTOBYIOUN €IWHUI NPHUCTPIH 3aXHUCTY Bij
MOMWJIOK CTBOPHUTH HE TUIBKH aJalTamilo 10 HOTOYHHX
3MiH CTaTHUCTHKH ITOMHJIOK KaHATy 3B'SI3KYy, ajie 1 Joro-
JIUTH IIMPOKOMY Jialla30Hy BUMOT JI0 IPaBMBOCTI Mepe-
nmadi iHopMarii 11 pisHUX BUAIB 3B's3Ky. OCHOBHHMH
TapamMeTpamu 3aBajloCTiiKoro Koy € [8]:

- OmokoBa MoBkHHA (OJIOKOBI KOM) a00 TOBXKUHA
KOJIOBOTO MEXIi (3rOPTKOBI KOJIH);

- MBUAKICTH KOy, 5IKa BU3HAYA€E HOro HAIMIPHICTh
Ta KOPUTYIOUY 3/IaTHICTb.

TuM He MEHIII, 3MiHa TAPaMETPiB KOy JIUIIIC YacOM
rapaHTye HeOOXiJHy MiHIManbHy KOJIOBY BIJICTaHb, i
CTIMKICTB JI0 TICPEIIKOI MOXKE 3HIXKYBATHUCS. Y 3B'SI3KY 3
THM, IO aJTOPUTMH KOJYBaHHS 1 JIEKOJYBaHHS NEBHUX
KOJIiB TIPHB'sA3aHi 710 CTPYKTYPH MOJTIHOMIB KOAY, III0 HO-
POJUKYIOTH 1 TIEpEeBipOYHi, HE BCI 3aBaOCTIHKI KOIU MO-
KYTB JIETKO 3MIHIOBaTH CBOi mapamerpu. Ha manuii Mo-
MEHT € TapaMeTpH KOy, sIKi MOKYTh OyTH 3aCTOCOBaHi
B SIKOCTI TapamMeTpudHoi axanTamii. Citif 3apaxyBartu Ki-
JIBKICTH 1H(GOPMAIIIHHUX Ta HAITUIIKOBUX PO3PSIIIB, 110
MPUIAAAI0Th HA KOJOBY KOMOIHAIi0 a00 CITMCOK CIIiB,
110 IiJUIAraloTh nepenadi. [cHye 0e3iiy pi3HUX BapiaHTIB
KOpEeKIii mapaMeTpiB KOJy, 1[0 I'PYHTYIOThCSI Ha BUja-
neHHi abo oAaBaHHI EPeBIPOYHUX, IHPOpMaLIHHUX CH-
MBoJiB (puc. 1). Ilepmmii BapiaHT afanTUBHOT KOPEKIIii
KOJly TIOJIATa€e y 3MEHIICHH] iH(pOpMAIIfHIX pO3pPsIIiB i
HA3UBAEThCS yKOPOUeHHAM koay [9]. Taka mpouenypa He
MIPU3BOJUTD IO ITiIBUIICHHS MIBUAKOCTI KOAY.

; k=i .
R() = n—_i koau i = (0, f) tan > k. (@)

Icaye ¢ynkmis (1) MoHOTOHHO cmagaroda. Takwmit
MiXig y cucreMax oOMiHY iHQopmaliero eheKTHBHUIA

JII BI/IpiH.IeHHﬂ 3aBAaHHsA 3HHMXXCHHS CKJ'Ia,Z[HOCTi
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KOJIYIOUHMX Ta JEKOAYIOUUX MPUCTPOIB, IPH BHKOHAHHI
YMOBH JIOCSITHEHHSI HEOOXiJHOT BHIIPABIISIOYOi 37aTHO-
cTi Koay. [HIIMM BapiaHTOM 3MiHM TapaMeTpiB KOy € Te-
xHika nepdopanii abo BUKOJIIOBAaHHS IIEPEBIPOYHHX PO3-
psnis. [lepdoparist TiHIHHAX OITOKOBUX KOJIB MOJISTAE Y
BHJAJICHHI ITePEBipOYHUX CHMBOIIB 1 1€ TIPH3BOIUTH IO
TiHiHOTO OII0KOBOTO KOy 3 mapamerpamu (n—f, k, d'), y
skoro MiHiManeHa Binctade d’ < d. Koam mBHOKICTE
Koxy Oyzae 3pocTaTH, YHCIO IEPeBipOK 3MEHIIHTHCS.
Taka TeXHOJIOTis CX0Ka Ha BUAAJICHHS [IEBHUX CTOBIILIB
3 OIMHUYHOI MaTpPHII MIEPEBIPOK.

BupaneHHna
cUMBONIB

DopasaHHA
CUMBONIB

NouatkoeMi kog (n,k,d)

7

Nouatkoeuii Kog (n,k,d)

e,

WengnicTs
IMEHIIYETLCA

WenaicTe
IMEHILYETLLA

WBMgKicTE WBMgKicTE
i ThLA i TELA

Y

H n n-l n+l n+l n
k-l kA K kH kK k+l
d=d d=d d=d d=d dz=d d=d

Puc. 1. Cnocobu kopexkuii mapamMeTpiB 3aBaloBUX KOJiB

€ cyMicHI 3a IIBUJAKICTIO, eppOpOBaHi 3rOpTKOBI
komu (rate compatible punctured convolution codes
RCPC codes). 11i kou 6a3y10ThCs 3 HU3bKO MIBUAKICHUX
KOMIB 3a JOMOMOTOI0 IepiognyHOi mepdoparii, ToMmy
Moke OyTH 301LTBIICHO MIBHAKICT KOAY. SIKII0 MaTepu-
HCBKHI KOJ € 3rOPTKOBHUM KOJOM IIBHIKOCTI 1/2, TOmi
Matpuni mnepdopamnii P(1)-P(4) mopomxyiots RCPC
KoaH 31 mBuAKicTIO 4/5, 4/6, 4/7, 4/8 BignosinHo. B aga-
NTUBHUX CHUCTEMaX 3 aBTOMATHYHHM IEPEIUTYBAHHIM
RCPC xomu 3HalIIIN CBOE BUKOPUCTAHHSA, 33 JOIIOMO-
rOI0 IXHBOI 3MATHOCTI JI0 HAPOIIyBaHHS HAJAMIPHOCTI, a
TaKOXX CIIOCO0Y MOOYIOBH KOIB 31 3MIHHOO IIBHIKICTIO
a00 KoJIiB 3 HepiBHOK 3axucToM [10].

3acTOCOBY€EThCSL 1€ OJMH BapiaHT PO3LIMPEHHS
OyIb-sKoro JBiiikoBoro (n, k, d) koay 10 Koy 31 3HAYCH-
HAM dmin=d + 1, 32 101TIOMOT0I0 TOATKY /10 KOXHOI KO-
J10BOT KOMOIHAIIT pe3yabTaTy CKIaJeHHS 32 MOJYyJeM 2
il cumBomiB. II0BTOpEHHS TakMX KOZOBHUX KOMOiHAIliit
CTBOPIOE MIIBUIIEHHS MiHIMAIFHOTO BiIICTaHi 10 JTBOX.
[Ipu 1ipOMy IIBHAKICTH KOy 3MEHIIyEThCs BABidi. [lo-
JTIOB)KCHHSI Ta MOITOBHEHHS KOy IMOJIATaE Y MiJBUIICHHI
yucna iHpopMaliiHUX CHMBOJIB, SIKE 3rOJIOM TSTHE 3a
c00010 30ibIICHHS PO3MIPIB MATPHIIi, IO MOPOIKYE.
Sk mpaBumIIO, TaKi KOJU 3 KOPUTYBaHHIM IIapaMeTpiB, Ha
npuiManbHii CTOPOHI JEKOAYIOTHCS 1 32 JOIOMOT 010 aJl-
TOPUTMY CIIMCKOBOTO JEKOIyBaHHS, SKMU 3abe3mnedye
MTOKpAIIICHE CITiBBiTHOIICHHS MiXK CKJIQIHICTIO Ta IMOBI-
PHICTIO IOMWJIKM, HDXK iHII anroputMmu. Jins kaHamiB 3
BHIIAIKOBUM XapaKTePOM ITOMIJIOK ITPAKTHYHA yBara Ie-
penbadae mume Kinbka koxiB 3 10 momymspaux. Pimgmre
aBTOPH KOPUCTYIOThCS 3 BUIM KOMIB: 3TOPTKOBi, Pinma-
ConomoHa i Typ00 KOJH, 10 HUX BiTHOCATHCS KOAHX 3 HU-
3bKOIO MIUJIBHICTIO BHUIIPOOYBaHHA Ha mapHicTh (Low
Density Parity Check codes - LDPC) [11].

CyKyIHICTh KITBKOX CXEM 3aBaZOCTIHKOIO KOAY-
BaHHSI JI03BOJIsIE OpaTy 10 yBaru pi3Hi 00CTaBHUHH €KCILTY-
aranii. Hanmpukian 3ropTkoBuid Koj 3a3BUuail 3acTo-

COBYETBCSI TIEpeAiadi MOBHOTO TpadiKy, KOJIH MOXKIUBICTH
MIOMWJIKH Ha OiT, MOXKe OyTH JIOCUTh BEJIMKHUH , ajie HEKpH-
TUYHOI CIPUIHATTS 1 YCBIIOMIIEHHS TIepeiaHoi iHpopma-
wuii. [Ipy nepenayi TaHUX BUKOPUCTOBYIOTHCS, HATIPUKIIA,
IMEHOBaHI KacKaIH1 KOJIH, IKMX 30BHIIIHIM 3a3BHYail BBa-
skaethbes ko Pima-ConomMoHa, a BHYTPIIIHIN 3TOPTKOBHHA.

Jlnis1 3BeIeHHS aIallTUBHUX CHUCTEM KOAYBaHHS MIX
3aBaJIOBIMHU KOAAaMH BEJIHKY yBary HpUALIAIOTH CyMic-
HUM 32 IIBUKICTIO, Tep(pOpOBaHUM 3TOPTKOBHM KOJaM
(Rate Compatible Punctured Convolutional Codes —
RCPC) ta rui3noBuM (BKJIaJIEHUM) 3rOPTKOBUM KOJaM
(Nested Convolution Codes — NCC). I'ni310Bi 3ropTkoBi
KOJIM € KOMIIJIEKTOM KO/iB 31 mBHKicTIO R = 1/(n+1), s1Ki
BBa)KAIOTHCSI IMOX1THUMH BiJ] 3rOPTKOBOT'O KOJY HIBHUIKO-
cti R = 1/(n+1), 3a 1oOMOMOro10 MOIIYKY HalKpaIux re-
HepaTtopHUX TociinoBHocTe Gnt+1(D). TakuMm unHOM,
3aCTOCOBYIOYHM TEXHOJIOTIIO DPO3KJIAJaHHS MaTepUHCH-
KOT'0 3TOPTKOBOTO KOy Ha CHCTEMY I'Hi3I0BUX (BKJIaJIe-
HUX) 3TOPTKOBUX KOIB, MOXKJIMBO OTPHMATH 00'€MHUIA
KOMIUTEKT KojoBuX Bignosigaocter (EBK), mpu mipomy
30epirarouu CTPyKTYpy Ta METOJ KOAyBaHHSI MaTepPHHCH-
Koro kojicka Ha nmaHwii 4ac cMHTE3 THI3MOBUX 3rOPTKO-
BHX KOJIIB, @ TAKOX TX SKOCTI JOCIHKYIOThCS, TIOIPE IS
3aJIMIIAETHCS HE3aKPUTUM MHTAHHS PO AEKOIyBaHHS
THI3/IOBUX 3rOPTKOBUX KOJiB. BTiM HafmaeThcs yBara Oy-
JIIBHHLTBY aJalnTHBHOI CHUCTEMHM KOJIyBaHHA Ha 0asi
RCPC Ta NCC xozax, sika JOIyCKae 3MiHHM 1O 2 BHMi-
paM: OTpHMaHHS HEOOX1JHOI BEIMYMHHU BUrPaIy 3a pa-
XYHOK KOJyBaHHS Ta 3a0e31eUeHHs pi3HUX BUMOT 10 iH-
(dhopmarmiifHOi Ta KaHATHHOT IIBUAKOCTI.

Cur"uajbHO-KOI0BI cCcTeMH
JJISl CUCTEM HIHPOKOCMYTOBOr0 J0CTYIY

Vi cUrHaIbHO-KOAOBI CUCTEMH BIAIIOBIIHO 10 aK-
TUBHOI 33/1a41, sIKa BUPIIIYETHCS, TTOIUISAIOTHCS HA TPYIIH.
ITpu crBopenHi HoBoro nokoiHHS CKC (curnansHo-Ko-
JIOBUX CHCTEM) OJTHMM 3 BUMOT BBa)Ka€ThCs yHiikaris
3a 3aCTOCOBYBaHMUMHM BHJaM{ MOJYJISILII B YaCTHHI K-
PUHHM Jiana3oHy paJioBHIIPOMiHIOBaHHA. JleTanbHe
OTIPALIIOBaHHS BUMOT JI0 IPOIPECUBHUX CHUCTEM Pajio3-
B'SI3Ky J03BOJMJIA YTBOPDUTH 4 OCHOBHI TPYIH CHTHA-
JIbHO-KOJIOBHX CHCTEM.

1. CKC, m1o 3acTOCOBYIOTHCS ISl aBTOMATHIHOTO
BCTAQHOBJICHHS Ta BeICHHS 3'€IHAHHA. XapakTepu3y-
IOTHCSI BUCOKOIO CTaOUTBHICTIO IO IITyMOBHUX, CTPYKTYp-
HHX, IMITYJIbCHUX 1 By3bKOCMYTOBHX HEPEIIKO, a TAKOXK
0araTornpoMeHeBOMY MOLIMPEHHIO, JIONILIEPIBCEKOMY
PO3MUTTIO Ta 3MiHM 4YacToT y KaHaui. s rpyma 6a3y-
€TBCSl HAa IIyMOIOMIOHOMY CHTHAJ, CTBOPIOBAHOMY SIK
PO3MIICHUN KO 13 TPAHUYHOIO BiJICTAHHIO.

2. CHrHajgbpHO-KOJIOBI CHUCTEMHM, IIO 3aCTOCOBY-
I0TBCS IS CepeTHbO IBUAKICHOI ITepeiadi JaHux. 3a pa-
XYHOK Ha/IBEJIMKOTO KaHAJIBHOTO aj(aBiTy CHTHAIBHO-
KOJIOBOI cucTteMH, 224 i Oliblle KaHAIBHHUX 3HAKIB, IO
PO3pI3HAIOTECS, MBHUIAKICTE epenadi 2400 6it/c rapaH-
TYEThCS TIPHU TPHUBAJIOCTI KaHaibHOTO 3HaKy 20 mc, Lle
BCE J03BOJISIE TPAIIOBATH 32 YMOB MiIHO{ OaraTornpomi-
HeBocTi. CTBOpeHi Tpanchopmarii e 3a0e3nedyoTh po-
00Ty 3a YMOB BY3bKO CMYTOBHX Ta IMIyJIbCHUX HepeLl-
Kox y cMy3i curaamy [12].

3. CKK mBuakicuoi (6uneme 2400 6it/c) mepe-
navi gaHuX. B gaHuil yac BemyThCs poOOTH 3 HOBOT'O

52



ISSN 2073-7394

Cucremu yrpasiiHHs, HaBirauii Ta 38's13ky. 2022. Ne 2

MTOKOJTIHHS JaHUX CHUTHAJIB, SIKI BOJIOIIOThH OLIBII HEBH-
COKHM MiK(aKTOPOM B IOPIBHIHHI 3 CUTHAJIAMU T1apasie-
neHEX (OFDM) MonemiB. CUTHAIH HE CTaHYTh IOTPEOyY-
BaTH HAKJIQJHUX NPOLENYp KOPUTYBaHHS IMITYJIbCHOI
BJIACTHUBOCTI KaHaIy, 10 3afMarOTh y MOJEMaXx IOCIiI0-
BHOTO THITY 3a cTannaprom MIL-STD-188-110B mo 25%
MPOIYCKHOI CIIPOMOKHOCTI KaHAITy.

4. CKK na xmrant CHESS (Correlated Hopping
Enhanced) Crpen Spectrum), 10 BUKOPHUCTOBYIOTH PO3-
IIMPEHHS Tialla30Hy CUTHAITY KOPEIbOBAHUMHE CTPHOKaMHU
3a yactororo. [laHa rpymna curHaiiB 3yMOBJIEHa Hepesa-
YOI HEBENUKUX o0csriB iHpopmanii. [Ipy mBuakocTi
TICEB/IOBUMIAAKOBOI TepedymoBr 3a wactororo 1o 200
CTpHUOKIB 3a CEKYHIY B cMy3i 0 10 MTII, CUTHATIH I[HOTO
THUITy MAIOTh BUCOKY CKPHTHICTb 1 XapaKTepH3yIOThCS CTa-
OimpHicTIO. Lle mpairoe 3 BUSBICHHSM, IIEPEXOIUICHHSIM
HATypaJbHUX Ta IITYYHOTO MOXOMKEHHS nepermkos [13].
CriBBiJHOLIIEHHS €HEPT€THYHOI IPOAYKTUBHOCTI BiJ IPH-
TaMaHHOI IIBHIKOCTI IS PI3HUX CHCTEM IITHPOKOCMYTO-
BOT'O JIOCTYITy IIPEACTABIIEHO Ha PUC. 2, 1€ TI0B’SI3aHO Ie-
PEIMKOAOCTIMKICTD 13 MPOITYCKHOIO MOJIUBICTIO.

' 100
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Puc. 2. 3anexHicTh eHepreTHIHOI e)eKTHBHOCTI
BiJl TUTOMOI MIBHIKOCTI

3 rpadika BUIUIMBAE, 110 3AJICKHO BiJl METH 3aCTO-
CYBaHHS CUCTEMH 3B'SI3Ky, MOXKHA [TO3HAYNUTH 3 MPOBiJI-
HHUX HAampsMH 3BEICHHS CHIHAJIBHO-KOJOBHX CHCTEM
[14]:

— CUTHAJIBHO-KOZI0OBI1 crcteMu Ha 6a31 OFDM curna-
JB ISl CHCTEM 3B'S3Ky, IO 3a0e3MedyloTh HAWOLIbIIY
MPOIYCKHY 3JIaTHICTh JUISl JAHUX CMYT TPOIyCKaHHS Ta
MOKJIMBOCTI IPOMaXxiB B yMOBaX HaTypaJIbHUX MEPEIIKO/;

— CUTHaJIbHO-KOJI0Bi cuctemMH Ha 6a3i CDM curHa-
JIB 3 IpSAMHUM po3mpeHHsM aianasony (DSSS) s cu-
CTeM 3B'SI3KYy 3 HAUOIBIIO CTIHKICTIO 0 TEPEIIKO/ IO
KPHUTEPisX BIUTUBY KOXKHUX HEPELIKOL;

— CHTHAJIbHO-KOJIOBI CHCTEMH JUISl CHCTEM 3B'SI3KY 3
MaKCUMaJIbHO WMOBIPHUMH TIEPEIIKOIOCTIHKICTIO Ta
MIPOIYCKHOIO MOKJIMBICTIO B KPUTEPIsIX BHYTPIITHBO-CHU-
CTEeMHHX Ta 30BHIIIHIX MEPEIIKO/, sIKi OTPUMAaJN Ha3By
OpPTOrOHAIBHO-KOAOBHUH po3noaii kanaitis (OCDM).

BaxxnmuBum nedexToM mpu 3aCTOCYBaHHI IIUX THIIIB
CKC y crinpHiit cMy3i 4aCTOT BBaXKA€ThCS CIIEKTPAILHE
BTOPTHEHHSI CUTHAJIIB, 1110 TATHE 32 COO0I0 HAPOIILyBaHHSI
XapaKTepHUX BUTPAT CMYTH IpoiryckanHs. [lepemkono-
3aXMILICHICT 3-X PO3IMJISTHYTUX TEXHOJIOTiH CTBOPEHHS

CHUCTEM MIMPOKOCMYT'OBOI'O JOCTYIy MOXe OyTH 3Ha-
YyIIIe MiJBUIIEHA METOIOM peallizallii CHTHAIBHO-KOIO-
BHX CHCTEM, Ha 0a3i CHTHAJIB 31 MITyYHO CTBOPIOBAHUM
IIUPOKOCMYTOBUM J11alla30HOM.

Ouinka IK0OCTi KaHAJy 3B'SI3KY
B cucTeMax nepenadyi ingopmanii

OmHUM 13 CIOCOOIB KOHTPONIO KaHAJIB Iepenadi
JAaHUX BBAYKAETHCS KOHTPOJIb 38 BTOPUHHUMH CTaTHUCTH-
YHUMH PUCAMH — CTATHCTHULI IOMHJIOK B 4€PTrOBOCTI JHC-
KpPETHHX CKJIAJOBUX Ta Oiokax iHdopmarii 3 ypaxyBaH-
HSIM 3aJI)KHOT'O BiJ] CYTHOCTI 1X 3aJ0MIIeHHS. J[71s OIliHKH
3MIHHOT HMOBIPHOCTI 3aCTOCOBYETHCS, SIK MPABUIIO, KOE-
(IIEHT MOMIJIOK TI0 OAMHOYHHM CKJIaJOBUM (KOJIOBHUM
KoMOiHamisM). BTiM, HOro BUKOPHUCTAaHHS LiJIeCHpsMO-
BaHO TIILKY Ha KaHAJH 3 PO3IOILIOM IIOMIUIOK, HAHOIH-
JKYMM 710 HezasexHoro. OIiHKa cTaHy KaHaJiB, XapakTe-
pPH3YIOTBCS TPYIYBaHHSIM MPOMaxiB CKIaJOBHX (IO
TIPU3BOJUTE JIO 3B'sI3KY CIIOTBOPEHB OJIOKIB iH(OpMaIIii).
[pu 3acToCyBaHHI BKa3aHOTO CIIOCOOY CTa€ OYEBHIHO
HENIPUHHATHIM 1 BeJie 10 BEIUKUX IIOMUJIOK KOHTPOJIIO.
BHacmigok 115010 3aCTOCOBHICTD IIHOT0 METOAY OOMEXYy-
€THCS YaCOM KBa3iCTAI[IOHAPHOCTI CTaHy KaHAJY 3B'S3KY.

[TonynsspHAM € METOJ KOHTPOJIO SKOCTI KaHATy
3B'S3KY, MPH SIKOMY Ha BUXOJ KaHaly i3 MPUHHATOI BU-
poOyBabHOI MTOCIIIOBHOCTI BiTHIMAIOTh NIEpelaHy BHU-
poOyBabHY ITOCIIIOBHICTD, 1 B pE3yJIbTaTi OTPUMYIOTh
MIOCITIZIOBHICTh TOMIJIOK, @ ITOTIM OOYHUCIIIOIOTH XapaKTe-
PHCTHKH KaHAIy 3B'SI3KY, III0 XapaKTEepU3yIOTh HOTo SIK-
icte. JleekTOM TaHOTO METOAY BBa)KAETHCS 3HIDKCHHS
MIBUKOCTI Tepeadi HeoOXiqHoi iH(popMarii, ske o0y-
MOBIICHE THM, [II0 BU3HAYECHHS SIKOCTi KaHaJTy 3B'I3KY poO-
OJIATH T 9ac mepeaadi KaHajaoM BHIIPOOYBaIbHOI TOC-
JOBHOCTI, 1 KaHAJI y 1€ YaC BUKOPHUCTOBYETHCS IS BH-
MiproBaHb. KOHTPOJIb SIKOCTI KaHay 3B'S3KYy MpHiiMa-
€ThCS IPUAMATILHOIO CTOPOHOIO 32 TiJICYMKaMH JIeKOTy-
BaHHS TEKCTIB BHYTPIIIHBOIO 3aBaJOCTIHKOTO KacKal-
Horo kofy. [Ipy 11boMy XapakTepUCTHKN KaHATy 3B'SI3KY
OINUCYIOTH JIBOMa IMapamMeTpaMH: CEPEeAHbOI0 MOJKIIHBI-
CTIO TIPOMaxiB Ha OiT Ta Koe(illieHTOM IpyITyBaHHS MO-
MHJIOK 32 3MIHHOIO MOiei KaHaiy 3B's13Ky Ilyprosa.

JedexToM 11b0ro MeTo Iy BBaXKa€ETHCSI HEBUCOKA JI0-
CTOBIPHICTH KOHTPOJIIO, TOMY 1110 y KaHajlaX HEBHCOKOTO
SIKOCTi OTPAMaHHS HECIIOTBOPEHOTO CITOCO0Y TEKCTIB I1e-
PEIIKOIOCTIHKOTO KOy MOXE BiI0YBaTHCS 3 HEBEIINKOIO
MoHBicTIO. 1]e MOCTOBIpHICTE KOHTPOITIO 3HIKYE€THCS
4yepes Te, 1110 Ha IPUHOMHIN CTOPOHI HE3PO3yMIJIO YHCe-
JIBHICTh MEPEAaHNX TEKCTIB 3aBaIOCTIHKOr0 KOy,

Ilpu aHATITUYHOMY TOCTIMIKCHHI YH CTATHCTHUY-
HOMY BUINPOOYBaHHI JMCKPETHUX KaHAJIIB Jy)Ke IIHPOKO
BHUKOPHCTOBYIOTHCSI MMOBIPHICHI XapaKTEpPUCTHKU TO-
TOKY IIOMMJIOK HA BUXOJI iHpOpMalifHOTO KaHaIy.

3a3BU4ail Taki XapaKTEpPUCTUKH BHKOPHCTOBY-
IOTBCSL:

— ycepeqHeHa HMOBIPHICTh MTOSIBE TIOMUIIKH Ha 0€3-
nigi Buxigaux cumBoniB JIKC;

— WMOBIpPHICTD CIIOTBOPEHHS KOJIOBOI IOCIiJOBHO-
cti P(i(1,n)) Ha Oe3mivi KOZOBUX IOCITIIOBHOCTEH HA BH-
xoi iHpopMaifHOro KaHay;

— ¢yHkuis kpatHOCTI HoMUIOK P(m,n), sika BU3HA-
Ya€eThCS K HMOBIPHICTh MOSBU M MOMUJIOK HA KOJIOBIi
MOCITIZIOBHOCTI JIOBKHHH N.
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3HaHHS [IUX XapaKTEPUCTHUK, 3 OJHOTO OOKY, J103BO-
JIsi€ BU3HAYUTH BJIACTHUBOCTI PEaJbHUX KaHAIIB 3B'SI3KY
Ta po3poOHUTH Ha iX OCHOBI MaremarnuHi (imiTariiiHi)
MOJIeJ, AITOPUTMH SKUX OIHUCYIOTH 3 IOCTATHIM CTYIIE-
HEM TOYHOCTI.

3 iHmOoro OOKY, Ii XapaKTePUCTUKH JAFOTh MOKIIH-
BiCTh OIIIHUTH HMOBIPHICTh TOMHJIKOBOTO JACKOTYBAHHS
IIpU BUKOPUCTAHHI KOIIB 13 3aJaHOI0 KOIOBOIO BiJC-
TaHHIO B PEXMMi BHIIPABICHHS ITOMIJIOK 32 MiHIMallb-
HOIO XeMIHIOBOIO BiJICTAHHIO, HE MPOBOISYH CKIIATHUX
IpoLenyp KOoJyBaHHs Ta AEKOyBaHHS.

BucHoBxu

YV KOMIIIeKci 3aBIaHb PO3POOKH Ta CTBOPSHHS €111~
HOT aBTOMATHYHOT CHCTEMH YNPAaBIiHHS BarOMHUH Ipoc-
Tip HAJIE)KUTH pealtizaii BUCOKOe(eKTUBHUX yHI(iKoBa-
HHUX anapaTHO-TIPOTPaMHHUX MOJIYJIB 3aXUCTy Ta Iepe-
Jadi iHpopmarii.

3pocTaHHs 3aMUTIB A0 JOCTOBIPHOCTI Ta CBOE€YAC-
HOCTI nepezayi iHopmalii B MpU3HAUYSHUX KOMIT'IOTEp-
HHUX CHUCTEMax y TIO€JHaHHI 3 BUMOT'aMH JI0 IMOBIpHICHO-
YaCOBHX PHC JIOBEICHHS OBIIOMIICHHS NOTpeOye MOTiIl-
IIEHHS Ta po3po0KH yHiBepcalIbHUX 3ac00iB 3aXHCTY Ta

nepenadi indopmanii. 3pobnenuii anaiz B obiacTi npo-
EKTYBaHHSI anapaTHO-IIPOTrPaMHOr0 3a0e3NeueHHs I
nepenadi iHpopmanii B KOMI'IOTepU30BaHNX BOYIO0Ba-
HHUX CHCTEMaXx I10Ka3aB, 110 HEMA€E €IMHOTO METOI0JIOTi-
YHOTO MiAXO0JY, CHPSIMOBAHOTO Ha CTBOPEHHS YHiBepca-
JBHUX MOXYJIB 3aXUCTy iH(popMarii, ke J03BOIsII0 O
rapaHTyBaTH HAJIC)XHY BiIMOBIJHICTb EHEPreTHYHOTO
BHTpAIy Ta MIBUAKOCTI mepexadi. ['onoBHUM nedexrom
iHpOpMaiHHUX CHUCTEM Iepenadi JaHWX B aBTOMAaTHY-
HHX CHCTEMaX 3B'A3Ky — KOXHHUH IIPUJIaJl 3aXUCTY Bij I10-
MUIIOK PO3pOOJISIETHCS Ml KOXKHUI 00pa3 KaHajy 3B'si-
3Ky, 1[0 IOPOJDKYE BEIUKY KUTBKICTh Pi3HUX MPUCTPOIB,
SK1 pealtizyloTh Ty camy (DyHKIIIO — 3aXUCT iH(popMarii
BiJl MOMIJIKHU. [CHYIOYI MeTOM 3axXUCTy iH(popMarlii Bif
MIOMUJIOK HE Nepe10av4atoTh TOIOJIOTII0 IIOTOKY TOMHIIOK
HAa BHUXOJI CIIPaBXKHIX KaHAIIB 3B's3Ky. TakuM YHHOM,
METOIO IIi€1 CTaTTi BBAKAETHCS PO3TILA 3aCO0IB 301Tb-
IICHHS JTOCTOBIPHOCTI Ta MIBHIKOCTI Miepenadi inpopma-
LifHUX TOBIIOMJIEHb Y KOMITIOTEpPH30BaHUX BOYHOBa-
HUX CHCTeMaX, Ha 0a3i po3poOKHu Ta MOKparieHHs yHidi-
KOBaHHX CIIOCOOIB Ta alTOPHTMIB 3aXHCTy Ta Iepenadi
iHpopMalii, mo peani3yloThCs Ha MPOTPECHBHIN ele-
MEHTHOI OCHOBH.

CIIMCOK JITEPATYPU

=

Sojuyigbe S., Daniel K. Wearables/IOT devices: Challenges and solutions to integration of miniature antennas in close

proximity to the human body. Electromagnetic Compatibility and Signal Integrity, 2015 IEEE Symposium, March 2015.

N

Gagliardone 1., Gal, D., Alves, T. and Martinez, G.: Countering Online Hate Speech. UNESCO, Paris, France, 2015.

3. Mipoumauk M.A. Metoau 3axucty undposoi iHdopmalii y po3noaineHux KoMm'rotepHux mepeskax/M.A. Mipormnuk // Ta-
(bopMmaniiiHo — Kepyro4i CUCTeMH Ha 3ai3HuYHOMY TpaHcnopti — 2014. — Ne5, ¢.66-70.
4. Pentrok B. KopoTkuii myTiBHHK 0€3pOTOBHX TeXHONIOTiH «IHTepHETY pedeii». YacTrHa 1. Mepexi, MITIo3u, XMapH Ta MpoTo-

xoiu // Control Engineering Pocis. 2017. Ne6.

5. Pentiok B. Kopotkuii myTtiBHUK 0e3apoToBHX TexHONOriH «IHTepHeTy peuei». YactnHa 2. bimsekuii paaiyc aii// Control

Engineering Pocis. 2018. Nel.

6. Pentiok B. Koporkuii myTiBHUK 0e31poTOBHX TexHONOTiH «IHTepHeTy peuei». Hactuna 3. Wi-Fi// Control Engineering Pocis.

2018. Ne2.

7. Pentiok B. Kopotkuii myTtiBHHK Oe3apoToBuX TexHoumoriil «lHrepHety peuein». Yactuna 4. Bemukuii paniyc nii// Control

Engineering Pocist. 2018. Ne3.

8. PenTiok B. EnexrpomarHiTHa CTiliKicTh: mpoOieMa, pimeHHs skoi He ixyTs // KommonenTn Ta texHounorii. 2017. Ne7.
9. 36inbluTe TepMiH city)0u 6aTapei MobibHOTO a60 6e3apoToBoro npuctporo (5991-0519EN).
10. Kpunosa B.A. Peanizaris azantiuBHOTO pUCTpoIo KoxyBaHHs/nekonyBanHs Ha [1JIIC / B.A. Kpunosa // Bicaux HTY "XTII".

- Xapkie: HTY «XIII», 2014. — Ne15 (1058) — C. 86-90.

11. Tanyukin, A.l. HeiiponHi Mepexi: icTopist po3BUTKY Teopii: HaBuanbHuit nociouuk ms By3is. / A.l Tanymkin, $1.3. unkin.

- M: Anbsac, 2015. - 840 c.

12. Kannan, P. Heliponni mepexi: Koporkuit moBigauk/P. Kamnan. - M: Binssmc 1.11., 2017. - 288 c.
13. Xaiikin, C. Heiiponni mepexi: moBuuit kypc / C. Xaiikin. — M.: lianexkruka, 2019. — 1104 c.
14. Iupses, B.I. ®inancosi punku: HeitporHi Mepexi, xaoc Ta Heniniiina quaamika / B.I. Iupses. - M: Jlenang, 2019. - 232 ¢

Received (Hapniiinuia) 30.03.2022
Accepted for publication (ITpuitnsta 1o apyky) 11.05.2022

Study of the traffic encoding method in secure information transmission channels
Y. Korsunskaya, I. llina

Abstract. In the era of global informatization, social networks are of great importance for obtaining various information
by network users. But it must be taken into account that social networks such as Facebook, Twitter, instagram contain billions of
raw unstructured data, the processing of which is indeed quite a difficult task to study. Data mining allows you to extract current
information from a large number of data sets, structure and, after the analysis, gain knowledge by detecting patterns between data,
which makes it possible to predict changes in the network that have occurred based on the interactions of information flows and
events. This information is used in various fields such as business, education, medicine, cyber security, etc. The field of data mining
has made huge strides from its inception to its current level, but Data Mining continues to face many challenges, especially when
processing social media data. This article is devoted to the analysis of various data mining methods that are used for social network
analysis, as well as the study of the most priority areas in the field of data mining based on the review of various studies, and also
focuses on the field of data mining in social networks, which will be used in further research.

Keywords: computerized systems and networks, information security system, adaptive coding, broadband signals; signal-
code structures.
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JUHAMIYHA BIJEO®IKCALIA TPAHCIIOPTHUX 3ACOBIB
JJIsA CACTEMU MOHITOPHUHI'Y JTOPOKHBOI'O PYXY ¥V MEI'AIIOJIICI

AHoTanisi. Ha chorozHi st CHCTEMH MOHITOPHHTY JOPOXKHBOTO PyXY Y METramoici HeoOXiHi KOMIIOHEHTH TPOBEICHHS
ki1acuikaiii TpaHCIOPTHUX 3aC00iB, 0 MOXKYTh (DYHKI[IOHYBATH Yy PEKHMIi peaibHOoro yacy. OfHaK JaHe 3aBJaHHs CYTTEBO
3aJIeKHUTh BiJl XapaKTEPUCTHK Ta MOXKIMBOCTEH MporpaMu AWHaMivHOI Bifeodikcarii TpaHcnopTHHX 3aco0iB. Tomy MeTor0
JAAHOI CTATTI € po3po0Ka IpOrpaMu MIBUAKOL IMHAMIYHOI Bigeodikcallii TpaHCIOPTHHUX 3aC00iB, sIKa J03BOJUTH 3aMyCTUTH
B PEXMMI PEalbHOTO Yacy KOMIIOHEHT KiIacudikamii pyXxoMHX 3ac00iB CHCTEMU MOHITOPHHTY JOPOKHBOTO PYXY Y MeTrarno-
mici. [IpeaMeToM I0CTiIzKeHB CTATTI € METOOM AMHAMIYHOI (ikcamii TpaHCTIOPTHUX 3ac00iB. O0’€KTOM J0CTiTKEeHHS
€ TIpolleC JOPOXKHBOTO PyXy y Meramodiici. st TOCATHEHHST METH BUPIIIEH] Taki 3aBAAHHS JOCJTi/IZKeHHsI: TIPOBEACHIH
aHaJi3 TeXHIYHOTO 3a0e3IeUeHHs, 0 BUKOPUCTOBYETHCS Ui (ikcamii 00’€KTiB JOPOKHBOTO PyXy, BUOpaHi MOTPiOHI
MporpamHi 3aco0u Ta po3pobiIcHa BiAMOBIIHA IPOrpaMa y 00paHOMY cepe/IoBuIill. BUCHOBOK. 3anponoHOBaHUH y CTATTi
NporpaMHHUN KOMIUIEKC IMHAMIYHOT Bizeodikcalil TpaHCIIOPTHUX 3aC001B IIPH TOPOIKHBOMY PYCi y MEranosici JO3BOJIUTh
MPOBOJIUTH iX iAEHTU}IKALIIO Y PEXKUMI PEaTbHOTO Yacy.

KawuoBi ciaoBa: nopoxHiil pyX, TpaHCIIOPTHUH 3aci0, Bineodikcais, Meramoic.

Beryn

[IpoGiiemu TpaHCHOPTHOI CHCTEMH Oe3mocepea-
HBO TOB'13aHi 31 3pOCTAHHAM KUTBKOCTI TPaHCIIOPTHUX
3ac00iB, IO MEPECYBAIOTHCS CYYaCHHM METalOIiCOM.
CuctemMa MOHITOpPHHTY IOpokHBOTO pyxy (CMIP) €
e(heKTHBHOIO aIbTEPHATHUBOIO JJIS 3MEHIIIEHHS 3aTOPiB
Ha noporax. CM/IP aBromarn4Ho Ta 6e3nepepBHO KOH-
TPOJIIOE TPAHCIIOPTHI 3aCO0M, 110 pyXaroThes. JaTunk,
BCTaHOBJICHI Ha 10031 200 Mo0JIN3Yy Hel, BUKOPUCTOBY-
I0TBCSI JUIs1 3aIMCY, y3arajJbHEeHHs, OIIIHKH Ta Bizyalliza-
1ii pi3HOMaHITHUX MapaMeTpiB TPAHCIIOPTHHUX 3aco0iB,
iH(QPACTPYKTYpH Ta HABKOJIMIIHBOTO CEPEOBHUIIIA.

3anexxHo Bif cdepu 3acTOCYBaHHS Bi3yamizamis
JTAaHUX MOXeE 3/1IHCHIOBAaTHCS Ha PI3HMX PIBHAX arpera-
il (Big Bizyamizanii Beiei 3i0paHoi iHdopMmariii B peaisb-
HOMY 4aci JJ0 KOHKPETHHUX ITOBiTOMJICHb 1 ITONIepEKEHb
y pa3i BigXwieHp Ta/ab0 MOpYIIeHb, IO CTOCYIOTHCS
6e3mexn). CM/IP BUKOPUCTOBYIOTHCS IJIsI HATAHHS J10-
MOMOTY TOJINEHChKUM Ta TPAHCHOPTHUM OpraHam y
npo(UIAaKTHYHUX Ta HOPMATUBHUX 3aX0JaX IS ITiIBH-
IIeHHs 0e3MeKH TOPOKHBOTO PYXY.

CM/IP meranosnicy BUKOPHCTOBYETHCS Ha KIIFOUO-
BUX MepexpecTsx nepes abo Ha 00'exTax iHpacTpyk-
TypH (MOCTH, TyHENi), B ITyHKTaX OTJISAY BaHTaKHUX 1
KOMEpIIfHNX aBTOMOOIIIB, Ha 3yNMHMHKAX BiIMOYHHKY,
MaHIycax, Ha3eMHHX Ta MiI3eMHUX Mepexo/1ax TOLIO.

OpHi€ero 3 OCHOBHUX (YHKIIiHf CHCTEMH MOHITOPH-
HTY pyXy € Kiacudikallis TpaHCIOPTHHX 3ac00iB, IO
0a3yeTbcsa Ha AMHAMIYHIHN Bimeodikcamii TpaHCIOPTHIX
3aco0iB. TouHa knacudikalis TpaHCIOPTHHUX 3aCO01B 3a
PI3HUMH TUIIAMHU Ma€ BUpILIalbHEe 3HAYCHHS s epek-
THBHOTO PyXy Ta IUIaHyBaHHs mepese3ens [1]. Hampu-
Knaj, iHQopMarlis Mpo KUTbKICTh BEIMKOTA0APUTHHX
BaHT@)XIBOK Ha AUISHII aBTOMaricrpaji BUKOPHCTOBY-
€TbCS U1l OLIHKW TPOIYCKHOT 3AaTHOCTI AIISIHKH Ta
IUTaHYBAHHS POOIT 3 PEMOHTHHUX POOIT TOPOKHBOTO MO-
KpUTTS. Bu3HaueHHs THMIB TpPaHCIOPTHHX 3aco0iB,
0COOJIMBO KUIBKOCTI TPAHCIIOPTHHX 3ac00iB, 0cO0IMBO
3 Baroro OiNbIIe IT’ITH TOH, IPECTABIISE BEIUKIHA iHTE-
pec mns cuinbHOTH. HaBiTh reoMeTpwyHUil nH3aifH

MPODKIHKOT YaCTHHU Y HH3IIl BUIQJIKIB HaNpsMy 3alie-
KHTh, BiJl THIIB TPAHCIOPTHUX 3ac00iB, SIKI 4aCTO BHU-
KOPHCTOBYIOTh MPODKIKY 4acTHHY [2].

Amnaui3 my6aikauiii 3a Temor0 gocaixkenHs. [1u-
TaHHSIM, IT0B’13aHUM 13 Ki1acudikauiero 300paxxeHb, pu-
CBsIYeHO 0araTto HayKOBUX Ipallb, Hanpukiaz, [3-5]. Ok-
pEMO MOKHA BUILTUTH HU3KY Ipallb, [0 OPi€HTOBaHI HA
JMUHaMiuHy Bigeodikcarliiro 300paxens [6, 7] Ta moB’s-
3aHi i3 00 €KTaMu TOPOXKHBOTO PyXy [8]. Ase Bci po3r-
JISTHYTI METOJIM HE Opi€HTOBaHI Ha MIBHIKY Bimeodikca-
Iif0, PUYOMY HE y CTATHUIl, & Y AMHAMHIII.

Tomy meTor0 1aHoi cTaTTi € po3poOKa mporpamu
HIBUAKOT AMHAMIYHOT Bieodikcarlii TpaHCIIOPTHUX 3aCO-
0iB, sIKa JI03BOJIUTH 3aITyCTHUTHU B PEIKHMI PEaTbHOTO Yacy
KOMITOHEHT KJ1acHu(ikalii pyXoMHx 3ac00iB CHCTEMH MO-
HITOPUHTY JOPOXKHBOTO PyXy y Meranouici. 3aBgaHHs
DOCTiZKeHHS TTOJISATAI0Th Y aHalli3i TEXHIYHOTO 3a0e3-
TIe4eHHsI, BUOOPI MporpaMHuX 3aco0iB Ta po3po01i Bif-
MIOB1THOT POTPaMH.

1. Texniune 3a6e3nedyennss CMJIP

1.1 JlerexTopu Ta JaT4MKH. Po3risHEeMO OCHO-
BHI IPUHIUIHK Jii AETEKTOPIB TPAaHCIOPTHHUX 3aco0iB,
10 BukopuctoBye CM/IP niist BU3HAUYCHHS IHTCHCUBHO-
CTi 1 CKIIazi pyxy.

Maenimno-inoykmueni demexkmopu 3aCHOBaHI Ha
BAMIpi 3MiHM IIapaMeTpiB EJIEKTPOMAarHiTHUX KOJH-
BaHb, 110 TEHEPYIOTHCA B IHAYKTUBHHX JETEKTOpax, po-
3TAIIOBAHMUX B TIOKPUTTI aBTOMOOITEHOI TOPOTH.

Paoionoxayiuni (CBY) demexmopu 3acHOBaHI Ha
edekri Jlommiepa i CKIamalOThCsA 3 BHIPOMIHIOBAYA 1
npuiiMaya BUCOKOYACTOTHOTO BUIpoMiHoBaHHs [lapa-
METpHU BIIOMTOTO Bifl MOKPHUTTS JOPOTH CUTHAIY, IIO
NpUHMAIOThCs NMpUMadeM, 3MIHIOIOTBCS MPH MPOi3.i
TpaHCHOPTHOTrO 3aco0y B 30Hi aii nerextopa. Li nerek-
TOPH YYTIHUBI JO 3MiHU ITOTOIHO-KJIIMaTUYHHUX YMOB.

Yavmpaseykosi oemexmopu Tex 3acHOBaHI Ha
edekri Jlommiepa i CKIamalOThCsA 3 BUIPOMIHIOBaYA i
npuiiMaya yJIbTpa3ByKOBOIO BUNIpOMiHIOBaHHS.  Po-
0oTa yIpTPa3ByKOBOTO JAaTYMKa 3aCHOBaHA Ha M'€30€-
(eKTi - 3MiHI TEOMETPUYHUX PO3MipiB KepaMmiuHOI abo
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KBapuoBOIO IUIAaCTUHU B CJICKTPUIHOMY HOJ'Ii, a TaKOX
MOSIB] €JIEKTPUYHOTO MOJISl HA MOBEPXHI MJIACTUHH TIPU
MeXaHIYHUX BIUTUBAxX Ha Hel.

Inghpauepsoni demexmopu MNATHCS HA aKTUBHI 1
MACUBHI. AKTHBHI IETEKTOPY 3aCHOBAHI Ha peecTpartii
3MIiHH 1HTEHCHUBHOCTI i1H(padepBOHOTO BHIIPOMIHIO-
BaHHS, 1[I0 BUHUKAE MPU PyCi TPAHCIOPTHOTO 3aco0y.
[TacuBHI IeTeKTOpU HE MAIOTh BUIIPOMIiHIOBaYa i peary-
I0Th Ha IMOSABY TPAHCIIOPTHOTO 3aco0y.

Maenimnui 0oemexmopu 3aCHOBaHI Ha BIUIMBI Mar-
HITHOTO TOJIs 3eMJIi 1 pearyoTh Ha HOTO 3MiHY IIPH MPO-
3711 TpaHcopTHOTO 3aco0y (puc. 1). BoHu ninsitbest Ha
aKTHBHI (MarHiTOMeTpH) i macuBHi (heppo30HIN).

(PN
-
.
Y ¥ F i
Deconcentrated Concentrated Deconcentraled Concentrated Deconcentrated Mormal

Puc. 1. [IpuHImn po60oTH MarHiTHOTO AETEKTOpa

Ilnesmamuuni Oemexmopu 3aCHOBaHI Ha BU3HA-
YEeHHI 3MiHU TUCKY MPH HPOI3/i TPAHCIIOPTHOTO 3ac00Yy.
BuHuKa€e iMITysbC MOBITPSHOTO TUCKY, SIKHU TOIIUPIO-
€ThCS Y3JIOBXK TPYOKH 1 BIUTUBAE Ha IIEPETBOPIOBAY €JIe-
KTPUYHHUX CUTHAJIB.

Tenzo0emexmopu NO3BOJISIIOTH BU3HAYATH YHCIIO
ocel TPaHCTIOPTHOTO 3ac00y i HABaHTAXXEHHS HA OCi.

Bioeooemexmopu, ue, 3a3Bu4ail, pi3HOMaHITHI
cremiaai3oBaHi BiJleOKaMepH, IO HAJar0Th OaraTy iH-
dopmamiro ams kmacugikamii TpaHCIIOPTHUX 3aco0iB,
TaKy SIK Bi3yallbHI XapaKTePUCTUKH Ta TEOMETPisl TpaH-
CIIOPTHHUX 3aC00iB, MO TMPODKIKAIOTh MoB3 HUX. CHc-
TEeMU i3 BiJicOKaMepaMHu MOXKHa Kiacu(iKyBaTH Ha OC-
HOBI TOTO, SIK (DIKCYEThCS 300paKEHHsI TPAHCIIOPTHOTO
3ac0o0y (HaIpHKIIa1, METOIU 3MEHIIICHHS BILTHUBY (hPOHO-
BOT'0 300pa)KEHHS).

Jlamuuku 6i6payii BAUKOPUCTOBYIOTh CaMe JOPO-
JKHE TIOKPHUTTS SIK TEPETBOPIOBAY, BiOpalliiiHi JaTYNKK
(ikcyroTh yHIKambHI BiOpamiiiHi Mojeni, BHKJIMKaHI
MPODKPKAIOYMMHU TPAHCIIOPTHUMH 3aco0aMu depe3 HH-
3bKY €TaCTHYHICTH JIOPOXKHBOTO MOKPHUTTS, 10 POOUTH
BiOparii moOpe T0KaTi30BaHUMH B Yaci Ta IPOCTOPi.

1.2 Bu6ip mikpoxomm’orepa. s po3poOku Mo-
neni 0yJo po3rIITHYyTO 6arato pisHUX MiKpOKOMII FOTe-
piB. 3ynuHWiIMCS Ha BUOOpPI  MIKPOKOMIT'IOTEpPY
Raspberry Pi 1 Model B+ (puc. 2), sikuit, xo4 i Mae ra-
OapuTH, MOPIBHAHI 3 KPEAUTHOIO KAapTKOIO, aje MOXKeE
3a0e3meuuT (PyHKIIOHANBHICTE CEPEIHHOI0 HACTLIb-
HOTO NEPCOHAILHOTO KOMII'loTepa 1 miaiiae asns 3amy-
CKy Ta poOOTH 0araTboX 3acCTOCYHKIB, TAKHX SIK TEKC-
TOBI peakTopH, Tabmnumi, irpu, cepdinr B iHTEpHETI, a
TaKO’ HeperJIsiy Bileo B BUCOKIH PO3AUIBHINT 31aTHO-
cti (Full HD). Horo KoHCTpyKIlis He BKIIOYae BOYI0Ba-
HUH JKOPCTKUN AMCK a00 TBEPAOTIIBHAN HAKOTMIyBaY.
VY miif poii BUKOPUCTOBYETHCS KapTa MmaM'aTi popMaTy
microSD, Ha sKiif pO3MIIIyE€ThCSl 3aBaHTAXyBa orepa-
LIHHOT CHCTEMH, a BiJIbHE MiClle BUKOPUCTOBYETHCS SIK
CHCTEMHHH ANCK 1 CXOBHIIE AaHUX.

Puc. 2. Mikpokxomm'torep Raspberry Pi 1 Model B+

OcHosHi 1ioeo nepesazu:

— HU3bKE CHePrOCIIOKHBAHHS ;

— CHCTeMa KepyBaHHs KHUBJICHHIM JI03BOJISIE Kepy-
BaTH JKUBJICHHAM Pi3HHX IPUCTPOiB mpsMo 3 Raspberry
Pi 1 Model B+, mo no3Bosie BUKOPUCTOBYBAaTH IpH-
CTPOi 3 BUCOKUM EHEpPTrOCIIOKWBAHHSAM, Taki SK 30BHi-
rHi sxopetki qucku USB ;

— yHiBepcanbHuii po3'em 40 pins GPIO, na Bin-
MiHY Bijl 26-KOHTAKTHOTO y TONEepenHii Moaugikarii;

— HasBHIicTh 4-x USB-nopTiB.

OcHO8HI 11020 XapaKmepucmuKu.

— gin: Broadcom BCM2835 mpotiecop MynbsTuMe-
IIAHUX TonaTkiB 3 miarpumkor Full HD;

— CPU: EneproedexTHBHHH HpoLecop INporpam
ARMI11CPU: 700 MI'nt ;

— GPU: mBosneprmii mporecop VideoCore IV®.
3abe3neuye Open GL ES 2.0, anapaTHe mpuCKOpeHHS
OpenVG Ta BHCOKOTIPOIYyKTUBHE AexomyBaHHS H.264
1080p30. IMpoxykruBnicte no0 1Gpixel/s, 1.5Gtexel/s
a60 24GFLOP 3 dinprpariieto Tekctyp Ta iHpacTpyk-
Typoio DMA ;

— mam'ssite: SDRAM 512 MB , 400 MHz;

— omepariiiHa cucTeMa: 3aBaHTAXXEHHS 3 KapTH
Micro SD, mio mpairoe miji KepyBaHHSIM OIEPaIiifHOT
cructemH Linux;

— xuBieHHs: pos'eM Micro USB 5V, 2A. TMoryx-
HicTh / Hanpyra: Bix 600 MA 1o 1,8 A mpu 5 B;

— Ethernet: 1 mopt RJ45 10/100 BaseT;

— Bigeosuxig: HDMI (Bepcis 1.3 Ta 1.4), komrio-
sutHuit RCA (PAL Ta NTSC);

— ayaio: 6ararokananbue HD-aynio uepes HDMI,
cTepeo uepes pos'em 3,5 mm;

— intepdeiicu: GPIO 40, 1x CSI-2 ans kamepu
Raspberry Pi, 1x DSI nns nucnineis Raspberry Pi;

— po3mipu : 85 mm X 56 mm;

—nBara : 0,055 xr.

2. Bubip nporpamHoro 3aée3ne4eHHs

Ilpoepamne 3abesneuennss ona Raspberry Pi.
ITnardopma Clover 3acHOoBaHa Ha OnepanidHil cCHCTEMI
Raspbian i monynsipHomy poOoToTexHIYHOMY (peiim-
Bopky ROS. [ToTpiOHO BcTaHOBUTH MporpamHe 3a0e3-
nedYeHHs Jyist 3py4Hoi podotu 3 Clover. MoxuBo mij-
kimouenss 10 Clover mo Wi-Fi.
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Moea npoepamysanns. st po3poOKu mporpam-
HOro 3a0e3MeyeHHs, A BU3HAYCHHS IHTCHCHUBHOCTI
pyxy Ha nursHOi goporu, OyB BuOpanuil python, sik
MOBa nporpamyBaHHs. Python mae edexkTuBHI CTpyK-
TypH JaHUX BUCOKOTO PiBHS Ta IMPOCTHA, ae e(heKTHB-
HUH MiOXix A0 00'€KTHO-OpI€EHTOBAHOTO IIPOTPaMy-
BaHHA. Enerantamii cuatakcuc Python, muaamivaa 00-
poOKa THuIIiB, a TAKOXK Te, 11O Ie iIHTepIpeTOBaHa MOBa,
poOATH 1i imeanbHOIO I HANHMCAaHHSA CKPHUITIB Ta
MIBUAKOI PO3pOOKH MPUKIAZHHUX MPOrpaM y 6aratbox
raiy3six Ha OUTBIIOCTI TIATPOPM.

Cepeoosuuge pospodbxu. Sk cepeloBHUIINE PO3PO-
6xu O0yno obpano Visual Studio Code — penakTop Buxi-
JTHOTO KOJy, po3poOmenuit Microsoft mms Windows,
Linux Ta macOS. [To3u1ioHy€eTbCS SIK «JIETKUi» pefax-
TOp KOIy A Kpoc IiatgopMHOi po3poOKu BeO- Ta
XMapHHX porpam. Bkirrouae B cebe BitaIauK, iHCTPY-
MeHTH i poboTn 3 Git, miACBiYyBaHHS CHHTAKCHUCY,
IntelliSense Ta 3acobu mis pe dakropunry. Mae mm-
POKi MOkITUBOCTI. Po3po0iseTses sk mporpaMue 3a6€3-
MEYCHHA 3 BIAKPUTHUM BUXITHUM KOJOM.

Bibniomexu ons npoexmy. J{yst po3poOKu mporpa-
MHOT0 3a0€3Ie4YeHHs] BUKOPUCTaHi Taki 0i0mioTeku:

—OpenCV (Open Source Computer Vision
Library), 6i6mioTeka, HarmucaHa MOBOIO BUCOKOTO PiBHS
(C/C++), MicTHTh aNrOpUTMHU IUISA: iHTepmpeTamii 30-
OpakeHb, KaJiOpyBaHHS KaMepH 3a 3pa3KoM, YCyHEeHHS
ONTHYHUX CIIOTBOPEHB, BU3HAUCHHS MTOTI0HOCTI, aHaJi3
nepemMimeHHs 00'ekTa, BU3HadeHHS (opMu 00'ekTa Ta
CTeXKEHHA 3a 00'eKkTOM, 3D-peKoHCTPYKIis, CeTMEHTa-
i 0o0'ekTa, po3mi3HaBaHHA JKECTIB TOWI[O; IS 0i0iio-
TeKa OyXe MOMyJsIpHa 3aBOSKH CBOIM BiIKPUTOCTI Ta
MOJJIMBOCTI OE€3KOIITOBHOTO BHUKOPHCTaHHS; (DaKTH-
YHO — I1¢ Hablip TUMIB JaHuX, QyHKIIH, KIaciB 1 00-
POOKH 300paXkeHb allrOPUTMAaMU KOMITFOTEPHOTO 30pY;

— Imutils, y upomy nakeri B ocHoBHOMY 4 (yHK-
Wil, sKi 3py4HIilI A7 KOPHUCTYBadiB, HiX BUKOPHC-
TaHHs 0i0mioTeku Opency 0e3mocepeHbo;

— Matplotlib, 6i6aioTeka MOBOIO TpOrpaMyBaHHs
Python s Bizyauizamii JaHUX JTBOBUMIPHOIO TA TPUBH-
MipHOIO Trpa(ikoio; OTpUMYBaHI 300paKCHHA MOXHA
BUKOPHUCTOBYBATH SIK LTIOCTpaLill y MyOTiKaIlisax; maKeT
migTpuMye 6arato BUIIB rpadikiB Ta miarpam;

Dlib, 6i6miorexa C++ 111 MAaIIMHHOTO HABYAHHS,
sIKa MICTUTB 0€3J1i4 4acTO BUKOPHCTOBYBAHHMX aJrOPH-
TMIB U1l MAlIMHHOTO HAaBYaHHS; MOXE JOIOMOITH
CTBOpUTH 0arato CKJIaHUX HpOrpaMm JJisi MAaIlIMHHOTO
HaBYaHHS, IIUPOKO BUKOPUCTOBYETHCS B MPOMHUCIOBUX
Ta aKaJIEMiYHUX 00J1aCTAX, BKIFOYAOYH POOOTIB, BOY10-
BaHi NpHcTpoi, MOOLITBHI TeaedOoHN Ta BETUKI BUCOKOII-
POMYKTHBHI OOYHCITIOBAaNIbHI CEPEOBHINA; BiIKPUTHN
BUXIZHUH KOJI, 0€3KOIITOBHA.

3. Po3po0Oka imiTauiitHoi MoaeJti

IMicnst migkmroueHHs 6i0aioTeK Oyyo po3podsIeHO
porpamMmy MOHITOPHHTY IHTEHCHBHOCTI PyXy Ha IEBHii
JUJISTHITL IOPOTH.

[porpama minkirouaerscs no [P-kamepu, po3smi-
3HA€ pi3Hi BUIM TpaHcnopry (puc. 3), 36epirae Bineosa-
nuc 1 Bunae 3Bit (puc. 4), B SKOMY MOKa3aHa KiIbKiCTh
PI3HMX BUIB TPAHCIOPTY, IO MPOIXaJM AUISHKOIO, 110
TIOCTIIKYEThCA, 32 TIEBHUH Iepiof Jacy.

Puc. 3. Ilpuxiaza po3mi3HaBaHHS TPAHCIIOPTHOT OAWHHUILE
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Puc. 4. 3pa3ok 3BiTy (TOpU30HTAIbHA BiCh — KIJIBKICTh
KaJpiB, BEPTHKaIbHA BiCh — KUIBKICTh TPAHCIIOPTHUX
3aco0iB) yac 3Bity: a — 14.46-14.48 21.02.22,

6 — 15.01-15.02 22.02.22)

3 mepmioro npuknany (puc. 4, a) 6aunmo, 1o Ha
2300 Ta 2700 xagpax Oynu 3adikcoBaHi 00’€KTH, a Ta-
KO BKa3aHa IXHs KUTbKicTh. Jpyruii mpuknan (puc. 4, 0)
MOKa3ye, M0 33 Yac CIOCTEepIraHHs 00’€KTiB 3adikco-
BaHO He OyII0.

[icnst 3aKiHYEHHsT BUKOHAHHS [IPOrPaMH B KOpeHe-
Bili mamui nporpamu 3’sBiAThkes 2 daitmu (puc. 5), 3 3a-
ITUCOM 3 KaMepH y Gpopmari .avi, i 300pakeHHsIM BiImo-
BimHUX TpadikiB y ¢popmari .png.

BucHoBku

ITpoGnemu TpaHCIOPTHOI cUCTEMU Oe3MOCepeHbO
TIOB's13aHI 31 3pOCTaHHSM KUIBKOCTI TPAHCIIOPTHHX 3aCO-
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Puc. 5. [Ipuxiiax kopeHeBoi Manku NporpamMu

0iB, 110 TIepecyBaroThesl MicToM. CHUcTeMa MOHITOPUHTY
JIOPOXKHBOTO PYXY € €(EeKTUBHOIO JIbTEPHATHBOIO JIJIS
3MEHIIIeHHS 3aTOPiB Ha JJOporax.

ByB mpoBenenHnit aHai3 TEXHITHOTO 3a0€3CUCHHS,
0 BUKOPHUCTOBYETHCSA Ui (ikcamii 00’ €KTiB TOPOXK-
HBOTO PYXy, BHOpaHi MOTPiOHI IporpaMHi 3aco0H Ta po-
3po0jeHa BiAMOBiAHA mporpama y oOpaHOMY cepeno-
Buti. Takosx OyJH pO3TIISTHYTI IPUHITUIHN Jii TETEKTOPIiB
TPAHCIIOPTHHX 3ac00iB, 0 BU3HAYAIOTH IHTCHCUBHICTB 1
CKJIaJl pyXy, 1X HEJONIKH 1 epeBar.

3anpornoHOBaHUH Y CTATTi MPOrPaMHHUI KOMIIIEKC
JUHAMIYHOI Bifeodikcauii TpaHCIIOPTHUX 3aco0iB TP
JIOPOXKHBOMY PYCl y METaroici JO3BOJUTh IPOBOIUTH
ix imeHTH}IKAIIO y PEXKUMI pealbHOTO Jacy.

HanpsaM nmoaaiabpIIux A0CTiTKeHb — po3po0Ka cH-
CTeMH MIBHIKOI AMHAMIYHO] ieHTH(IKAIl] pi3HUX BUIIB
TPAHCIIOPTY, IO MPUHAMAIOTh Y4acTh y JOPOKHBOMY
pyci, Ha OCHOBI 3aIIPOIIOHOBAHOTO MiIXOAY 110 Bieodik-
carfii 3 BUKOPHUCTaHHSIM MAaTEMAaTHIHOTO arapary cydac-
HUX HEUPOHHUX MEPEXK.
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Dynamic video fixation of transport facilities for the system of monitoring road traffic in the metropolis
N. Kuchuk, O. Mikhal, A. Shiman, M. Naumenko

Abstract. Currently, the traffic monitoring system in the metropolis requires components for the classification of vehicles
that can function in real time. However, this task significantly depends on the characteristics and capabilities of the program for
dynamic video recording of vehicles. Therefore, the purpose of this article is to develop a program for fast dynamic video recording
of vehicles, which will allow to launch in real time the component of the classification of moving vehicles in the traffic monitoring
system in the metropolis. The subject of research in the article is the methods of dynamic fixation of vehicles. The object of the
study is the traffic process in the metropolis. To achieve the goal, the following research tasks were solved: the analysis of the
technical support used to fix traffic objects was carried out, the necessary software tools were selected and the corresponding
program was developed in the selected environment. Conclusion. The software package for dynamic video recording of vehicles
during road traffic in the metropolis proposed in the article will allow for their identification in real time.

Keywords: road traffic, vehicle, video recording, metropolis.
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KOHIEIIIA CUCTEMUA
BUSBJIEHHS TA 3AIIOBI'AHHSA BTOPT'HEHbB 10 MEPEXKI

AHoTanisi. BusBneHHs Ta 3anm00iraHHs MepeXeBUX aTak € OJHUM 3 HalBaXIUBIIIKNX 3aBJaHb CUCTEMHU O€3IIEKU MEpexi.
JlaHa cTaTTs NpUCBSIYEHA 3aXHMCTY KOMIT'IOTEPHUX MEPEX BiJl aTak, BTOPTHEHb Ta HECAHKIIOHOBaHOTO AocTymy. OcobnuBa
yBara NpUIUISETHCS IPUHIUITY POOOTH MEPEKEBUX CHUCTEM BHSBJICHHS Ta 3ar00iraHHs BTOPTHEHb. PO3IIIsIHYTO MOBEdiH-
KOBY aHANITHKy KopucTyBauiB 1 00'ektiB UEBA muist BUsIBICHHS NOpyIIeHb B oOmacTi 6e3mekn. Ha mpuknazni neHTpy 6e3-
meku AZUre JOoCIiIKY€EThCs iHTENeKTyalbHi 3ac00r Oe3MEeKH 1 PO3MIMPEHHS aHATITHKY ISl IIBHIIIOTO BUSBICHHS 3arpo3 i
3MEHIIEHHS KiTBKOCTI HeNPaBIUBUX ONOBIIeHb. Ha OCHOBI pO3IIISTHYTOI KOHIIEIIIIT BUSBICHHS Ta 3aIl00iraHHs BTOPTHEHb
MOXIIMBO OOy TyBaTH e()eKTUBHY CHCTEMY CIIOBIIIEHHS 3a 3aXHCTY MEPEK.

KamouoBi caoBa: akTHBHHUII MepexeBHI CEHCOp, iHpopMaliiiHa Oe3reka, KOMII I0TepHa Mepexka, MEPEeKEeBl CHCTEMHU
BUSIBJICHHS BTOPTHEHB, HECAHKIIIOHOBAHHUT TOCTYII, CHCTEMa 3a100iraHHs BTOPTHEHb.

Beryn

BusiBieHHsI MepexeBUX aTaKk € B JaHUW MOMEHT
OJIHUM 3 HaWOUIBII TOCTPUX MNpoOJeM Oe3MeyHOro 3a-
CTOCYBaHHS KOPIOPAaTHBHUX Mepek. MacmrabHi eri-
JeMii MepeeBHX 4YepB'AKiB, aBTOMAaTH30BaHI 3aco0Hu
MIOLIYKY BPa3IMBOCTI MEpEX — yce 1ie poOuTh 3abe3re-
YeHHS Oe3MeKH JIOKATBHIX MEPeXk TyXKe TPYIOMiCTKOIO
CIpaBoro. 3apa3 BaXXKO 3HAUTH MEPEXKy, B SKill BiACYTHI
TaKi aKTHBHI 3ac00U TOTMEepePKEHHS aTaK sK aHTHBIpYC,
OpanaMayep, CHCTEMH TONEpPeKEHHS Ta BHUSIBICHHS
BTOprHeHb. Ha jkanb, OJHHX aKTHBHHX 3aco0iB Bifo-
OpakeHHS aTak HeAOCTaTHRO. ToMy, Ha JOIATOK 10 HUX
3aCTOCOBYIOTh MACHBHI 3ac00M 0OpOTHOM 3 aTakaMu —
MEpEXEBI CUCTEMH BUSIBIICHHS] BTOPTHEHb.

MepekeBl  CUCTEMH  BHSBICHHS  BTOPTHEHb
(MCBB) nepernsiiaroTh yBech MepexxeBuil Tpadik (uu
Tpadik MEeBHOT AUISHKHA MEPEKi) 1 IPH BUSBJICHHI SKUX-
HeOyIb BIIXHMJICHb Y HOMY CHTHANI3YIOTh 1po 1e. Po-
pmansHi MCBB BUKOPHCTOBYIOTH CHTHATYpHI IpaBuiia
— ITaKeTH, IO MOTPAIUIAIOTh HAa CEHCOPH, TOPIBHIOIOTH-
cs 3 BJl curnaryp i, y pa3i BHSABICHHS 30iTy, OrOJIOMNTy-
eThcsl TpuBora. Ha xainp, HaBiTh dopMamsHnx MCBB
CTa€ HEJIOCTATHHO IS HAIIHHOTO 3aXHCTy MEpexi. 3a
nmanumu CERT, KiTbKiCTh BiJOMMX HOBHX METOJIB BTO-
pruenns Tinbku 3a 2010 pix nmepesummia 25000. Lle
O3HayYae, Mo B CEPeAHHOMY, LIOMHS 3'ABIISETHCS OJN3b-
ko 70 HOBHMX aTak. Di3WYHO HEMOXKIIMBO OHOBIIIOBATH
B/l curnatyp dopmanpaux MCBB 3a Taki mpoMiXKu
yacy. Kpim Toro, 30inbieHHs1 00'eMy CUTHATyp HeraTu-
BHO TI03HAYA€ThCS HAa POYKTHBHOCTI CHCTEM.

AHaJi3 ocTaHHiX AocaimxkeHb i myOjikaumiii. B
CYYacCHHX JIOCII/DKEHHSAX CHOCTEPIraroThCs JIBa IMiIXOIH
JI0 CTBOpPEHHS CHUCTeM 3axucty iHdopmamii. [leprmmit
MigXix rmepeabavae peamizallifo 3axoJiB, CIPIMOBaHUX
Ha 3armobiraHHs HECAHKI[IOHOBAaHWUM BIUIMBAM IOPYIII-
HUKa Ha iH(OpMaIliiiHy cdepy KOMITIOTEPHOT MEpexKi.
[Ipu boMy MiAXOIi 0 CTPYKTYpPHU CHCTEMH BKIIIOYA-
I0ThCS MIDKMEPEKEBI €KpaHH, 3acO0M KOHTPOJIIO JIOCTY-
my Ta aHaiizy 3axuuieHocti [1, 2]. JIpyruii miaxin rpyH-
TY€TbCSl Ha BUSIBJIICHHS (haKTy HECAHKIIIOHOBAHOTO IIPO-
HUKHCHHS TOPYIIHHMKA, a TAKOXK Ha JIOKATi3amii MicIs
Ta BCTaHOBJICHHS JUKepena BIUMBY. OCHOBY CTPYKTypH
CHCTEMH CKJIAIaloTh 3aCOOM BUSIBJIIEHHS HECAHKI[IOHO-

BaHUX BIUIMBIB, 3JaTHUX (DiKCyBaTH CpOOH MOPYIICHHS
iH(opMariifHoi Oe3nmeKn Ha MOYAaTKOBOMY €Talli X po3-
BUTKY.

B posrisHyTHX Tigxomax BiACYTHI 3acobwu, siki O
OJIHOYACHO MOEIHYBATH y co0i BCi iH(popMaliiiHi xapa-
KTEPUCTUKU CHCTEM 3aXHCTy Mepexi. s cTBopeHHs
IHTETPOBAHMX CHUCTEM 3aXHCTy 3 yciMa (DyHKIIOHAIb-
HUMH XapaKTepPUCTHKAaMH BUILE PO3MILHYTUX ITiIXOJIB,
JIOLUTFHO BKJIIOYUTH 0 CTPYKTYPH CHCTEMH HACTYITHI
KOMITOHEHTH: 3aco0W BHSBJIECHHS HECAHKI[IOHOBAHOTO
OCTYTy (MEpEeXEeBUI CEHCOp Ta IETEKTOpH), 3aco0um
aHaNli3y 3aXWIICHOCTi, CIEIiai30BaHi MPOrpaMHO-
amaparHi 3aco0H 3aXHCTy TOLIO.

Meroro cTarTi € migBUIIeHHS iH(OpPMAIHHOT
0e3meKn KOMIT IOTepHIX MEpeX Ha OCHOBI CTBOPEHHS
HAJIHHOI MEPEeXEeBOi CHCTEMH BHSIBIICHHSI BTOPTHEHB, SIK
e(heKTHBHOTO €IIEMEHTY IHTErPOBaHOT CUCTEMH 3aXHUCTY.

Buxnang ocHOBHOTo MaTepiajy

Moowcnugocmi  susenenns. HuHIIHIA Tapamadt
3arpo3 BEMara€e HOBOTO MiJXO/Iy IO CHCTEM BHUSBJIICHHS,
IO CIHPAETHCS HA TPATUIIHHY CKIAIHICTH TOHKOTO
HaNAIITYBaHHS TIOYAaTKOBUX IPaBWJ, MOPOTOBUX 3Ha-
4eHb, 0a30BHX IIOKa3HUKIB. bopoThba 3 MHOXHHOIO
XMOHUX CIPAlbOBYBaHb CTa€ HEMPHUUHATHOW Ui Oara-
THOX OpraHizaii.

Ilpu miAroToBHi 10 3aXUCTy BiA 3J0BMUCHHKIB
KOMaHJla MOBMHHA BHUKOPHCTOBYBATH DSl METOJIB, sIKi
BKITIOYAIOTh B ceOe:

- KOPEJISIII0 JaHWX 3 NCKITBKOX JDKEPET;

- mpodimizaris;

- TOBEIIHKOBA aHAIIITHKY;

- BUSBJICHHS aHOMAJTii;

- OIIHKY aKTHBHOCTI;

- MallMHHE HABYaHHSI.

BaxnuBo migkpecnuTd, mo ekl TpaauiidHi 3a-
co0u yrpaBiiHHsI O€3MEeK0I0, TaKi SIK aHai3 MTPOTOKOJIIB
Ta antuBipycHe II3 Ha OCHOBiI curHaTyp, Bce IIe 3aii-
MaroTh CBOIO HIlly Ha JIiHIi 3aXMCTy, ajie MpU3HaueHi
Uit OOpOTHOM 13 3acTapuiUMM 3arpo3amMu. Bu He mo-
BUHHI BUAAJIATH CBOE aHTHBIPYCHE MporpamHe 3ade3rie-
YCHHS TUTBKU TOMY, III0 BOHO HE BOJIOIIE MOXKIUBOCTSI-
MU MallMHHOTO HaBYaHHA. lle Bce mmie piBeHb 3aXHCTy
BaIIlOT'0 XOCTA.

© Saxo A. C., Makapenko O. 1., 2022
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3 iHmoro OOKy, TpaJAuIliiHE MUCIICHHS 3aXHUCHUKA,
sKe (POKYCYETHCSI TUTBKH Ha MOHITOPHUHTY KOPUCTYBaYiB
3 BEJIMKUMH TIOBHOBRKCHHSIMHM, 3aKIHYMIIOCS, 1 y Bac
Oinbie He Moke OyTH Takoro miaxoxy. J{is BusBIEeHHS
MOTOYHUX 3arpo3 HEOOXiAHO meperitimaTh OOJIKOBi
3aIUCH YCIX KOPUCTYBadiB, MPOGLIIOBATH X i pO3yMITH
3BUYAIHY TOBEAIHKY.

Hitoui cyO'ekTH 3arpo3 HamMaraTUMyTbCS CKOMII-
pOMeTyBaTH 3BHYAIHOrO KOPHCTYyBaua, 3QIMLIMTHCS B
Mepexi 1 IpoIOBXKyBaTH BTOPTHEHHS IUIIXOM MOJalb-
IIOT0 MOIIMPEHHs 1 30UIbIIeHHsT puBiieiB. 3 wi€el mpu-
YMHU y Bac MalOTh OyTH MEXaHi3MH BUSBIICHHS, SKi
Moryi 0 ineHTH(iKyBaTH Taky IOBEIIHKY Ha YCIX IMpH-
CTPOSIX, B PI3HUX MICIX 1 CTBOPIOBATH CIIOBILIEHHS Ha
OCHOBI KOpeJIsiMii JaHuX, 5K II0Ka3aHo Ha puc. 1.

lMoBeajiHKOBa
aHanituka

BuABneHHA

aHomaniu
MawmnHHe

HaBYaHHA

\
. Kopenauia gaHHmx
\ .//

\

l 3HauyLi cnosileHHA
.

i
— |
Puc. 1. [Ipouec kopenALii TaHUX Ta CIIOBIIICHHS

Konn KOHTEKCTyali3yroThCs J1aHi, TO MPUPOIHUM
YMHOM 3MEHIIYEThCS KUIBKICTh XHOHHMX CIIPalbOBY-
BaHb, 10 Jla€ 3HAYYIIUIl pe3ylabTaT il CUCTEMH Oe3-
TIEKH.

Inouxamopu komnpomemayii. I'oBOpsidM TPO BU-
SIBIICHHS, BXXJIMBO 3rajaTd MpoO IHAWKATOPU KOMIIPO-
Mmetanii. Konm HOBI 3arpo3u BHUSABISIOTHECS B IPHPO/I-
HOMY CEpE/IOBHII, Y HUX 3a3BHYAll € SKHUIICh MOBE/iH-
KOBHMI1 1Ia0JIOH 1 BOHHU 3aJIMIIAIOTE CBIM CHIJ B CHUCTEMI
JKEPTBU.

Hanpuknan, nporpama-sumarau Petya BukoHana
HACTYITHI KOMaHIW B LIJTBOBIA CHCTEMI, OO Tepernia-
HyBaTH MEpe3aIycK:

schtasks /Create /SC once /TN "™ [TR
"<systemfolder>shutdown.exe /r /f* /ST <time>
cmd.exe /c schtasks /RU "SYSTEM" /Create /SC once
/TN """ /TR "C:Windowssystem32shutdown.exe /r /f" /ST
<time>

[Ile omHMM iHAMKATOPOM Aii Li€l MpOrpamMu € cKa-
HyBaHHS JIOKaJIbHOI Mepexi uepe3 moptu TCP 139 i
TCP 445. Ile BaxxKBI 03HAKK TOT'O, IO B LIJILOBIM CUC-
TeMi BimOyBaeThCs aTaka, a BUHyBaTenb — Petya. Cuc-

TEMH 3HAXO/DKCHHS 3MOXYTh 30MpaTH Wi IHIUKATOpU
KOMIIpOMETAIlii i BUJJaBaTH CIOBIIICHHS NPH 31HCHEHHI
aTakd. BuxopucroByroun Azure Security Center sk
NIPUKIIaz, yepe3 JESKUN dac ITCHs BUSBICHHS 3arpo3u
Petya meHTp aBTOMAaTHYHO OHOBITIOE CBiif MEXaHI3M 3a-
XHUCTY 1 MOXKE MOTIePEeIUTH KOPUCTYBAdiB MPO Te, M0 IX
KOMITTOTep OyB CKOMIIPOMETOBAaHMH, SIK ITOKa3aHO Ha
puc. 2.

Detected Petva ransomware indicators o X

DETECTION TIME

SEVERITY © High
STATE Active
ATTACKED RESOURCE

SUBSCRIPTION

DETECTED BY B8 Microsoft

ACTION TAKEN Detected
ENVIRONMENT &8 Azure
RESOURCE TYPE %* Virtual Machine

_cmdAexe

“emd /c rundli32 c:\ProgramData\perfc.dat.#1 30"

SUSPICIOUS PROCESS

SUSPICIOUS COMMAND LINE

Puc. 2. Bussnenns Bipycy Petya
3a moromororo Azure Security Center

Bu moxere 3apeectpyBatucs Ha caidti OpenlOC
(http://openioc.org), mo6 orpumaru iHboOpMario mpo
HOBI IHIMKATOPH, a TaKOX BHECTH CBif BKJIag B Cyc-
MTBCTBO.

Bukopucrosyroun IOCEditor (3BepHiThCS 10 10-
BIIKOBOTO po3aidy, ne Bkazauuit URL- ampeca, 3 sikoi
HOro MOXKHa 3aBaHTAXXHTH), BU MOXKETE CTBOPUTH CBIii
BJIACHHUH 1HAMKATOP 200 MPOTJIIHYTH BXKE iCHYIOUHI.

Cucmema eusenenusi emopeHeHs. SIK BUILIMBAE 3
Ha3BH, cHcTeMa BuUsiBleHHs BTopraens (CBB, Intrusion
Detection System — IDS) Bianosifae 3a BUSIBICHHS I10-
TEHIIITHOTO BTOPTHEHH Ta iHimiamiro crosimenHs. o
MOXXKHA 3pOOWTH 3 IUM CIIOBIMICHHSM, 3alIC)KUTh Bif
noiTHKA cuctemu BusiBieHus [3]. Tlpu cTBOpeHHi mo-
nmitukn CBB HeoOXimHO BiANOBICTH Ha HACTYIHI ITH-
TaHHS:

- XT0 noBHHEH KoHTpoioBaTH CBB?

-V koro mae OyTH JOCTYII 3 TIpaBaMH aJMiHICT-
patopa CBB?

- Sk 0oOpoONATUMYTHCS IHIUACHTH Ha OCHOBI
CHOBIIICHB, 3reHepoBaHMu CBB oI1iHKY aKTHBHOCTI?

- SIxa momitrka oHoBieHHs CBB?

- Jle tpeba BcranoBut CBB?

e mumre neski NpUKJIAIW TEPBUHHUX MUTAHb, SKi
MOBWHHI JIOTIOMOTTH B IUIaHyBaHHI mpuiiHATTs CBB.
[Tpu nomryky CBB Takox Mo>kHa 3BEpHYTHCS 1O CIIHC-
Ky mocradansaukie B ICSA Labs (www. icsalabs.com)
IUTsE OTPUMAaHHS JI0JATKOBOI iH(OpMaIii mpo mocrava-
JIbHUKA.

HesanexHo Bij OpeHIy THUIIOBa CHCTEMa BUSIBIICH-
HSl BTOPTHEHb BOJIOZIE€ MOXIIUBOCTSAMH, TIOKa3aHUMH Ha
puc. 3.
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MaHenb ynpaeniHia CBB

MoHiTopMHr Ta aHanis
Ailt KopUcTyBa4a

¢ CTaTUCTUYHUM aHanis
| * AHanis aHOMasbHOI aKTUBHOCTI
¢ AHanis wabnoHis

i

Ananis giu i
BpasnuBocTen
cepeepa

i

Puc. 3. Cxema CBB

Xoua 11e OCHOBHI MOKJIMBOCTI, KUTBKICTh (PYHKITiH
HACTIpaBJi 3aleXaTUMe BiJ MOCTadyalbHHUKA 1 METOXY,
BrukopuctoByBanoro CBB. Cucrema BUsBIIEHHS BTOPT-
HEeHb Ha 0a3i CUTHATYyp IpocuTUME 0a3y JaHWX PO CH-
rHaTypu (ciijiax) BXKe BiJOMHX aTaK 1 BIIOMUX CHCTEM-
HHUX Bpa3JIMBOCTEH, 11100 MEPEBIPUTH, YU SIBISETHCS Te,
1110 OyJI0 BUSIBIICHO, 3arpo3010 1 YK MOBUHHE CIIpaIlloBa-
TU croBimeHHst. OCKiTbKH 11¢ 0a3a IIMX CUTHATYp, BOHA
BUMarae MocTiiHOI0 OHOBJICHHS, 11100 MaTH B pO3IOpsi-
JDKEHHI OCTaHHIO BepCio. [pyHTOBaHa Ha MOBEMIHII
CBB mpartoe, cTBOpror0YN 0a30Bi MIa0JIOHH, HA OCHOBI
TOTO, III0 BOHA Ji3Hajacs Bix cucrteMu. BuumBImm HoO-
pMaibHy HOBEIHKY, CTa€ JICTTIE BUSBISTH BiIXUICHHS.

Cucrema BUSIBICHHS BTOPTHEHb TaKOX MOXe Oa-
3yBaTHCA Ha OKpeMiil MammHi, komu MexaHisMm CBB
BUSIBJIITME CIIPOOY BTOPTHEHHS TUIbKH HA KOHKPETHUIH
X0CT, 200 11e Moxe 0ytu MCBB, sika Bu3Hadae BTOpT-
HEeHHS JUIs CErMEHTY MEpexi, B SKOMY BCTaHOBJICHA
MCBB. Ile o3nauae, mo y Bumaaky 3 MCBB po3wmi-
IIEHHS CTa€ KPUTHYHO BAXIIMBHUM JUI 300py LIHHOTO
Tpagiky. Came TyT KOMaHJa NMOBMHHA TICHO CIIBIIpa-
moBatu 3 komanzaoto IT-indpactpykrypn, mob 3abe3-
MEYUTH YCTAaHOBKY CHUCTEMH BUSIBJICHHS BTOPTHEHb B
CTpaTeriyHo BaKJIMBUX MicHAX N0 yciii mepexi. [Ipu
TaHyBaHHI po3MmimenHs MCBB BcTaHoBiTh mpiopure-
THICTh HACTYITHHX CETMEHTIB MEPEXKi:

- IM3/nepumerp;

- OCHOBHa KOpIIOpaTHBHA MEPExa,;

- 0e3mpoToBa Mepexa,;

- Mepexa BipTyaizall;

- IHIIl KPUTUYHI CErMEHTH MEPEeXi.

i cencopu mnpociayxoByBaTumyTh Tpadik, a Le
O3Ha4ae, 110 BOHU HE CIIOKMBAaTUMYTbh HaqTO Oararto
MIPOITYCKHOI CIIPOMOYKHOCTI MEpexi.

Ha puc. 4 naBenennii npukian po3mimenss CBB.
3BEpHITh yBary, M0 B IIbOMY BUIIaJKy CHCTEMa BHSB-
neHHsa (ska Ha cmpaBni B maHoMy Bumanky € MCBB)
Oyia momaHa 1O KOXKHOTO CETMEHTY (BUKOPHCTOBYIOUH

SPAN-nopt Ha MepexeBoMy komyTtartopi). Cucmema
3anobicanHa emopeens. CUcTeMa 3amoOOIraHHS BTOPT-
menb (C3B, Intrusion Prevention System — IPS) Buxo-
pucroBye Ty X KoHuemiiro CBB, ame, 1k BumumBae 3
Ha3BU, BOHA 3aro00irae BTOPTHEHHIO, POOJSUM Jii, 110
kopurytots. Li aii OyayTh HajmaropKkeHi aaMiHiCTpaTo-
pom C3B.

[onibno no toro sik CBB moctymHa juist XocTiB
(XCBB) i1 mepexi (MCBB), C3B Ttak camo jgoctyrHa
it xoctiB (XC3B) i mepexi (MC3B). PoswminieHHs
MC3B y Bamiii Mepexxi Mae BHpilIaIbHE 3HAYCHHS, i
TYT 3aCTOCOBaHi Ti X pEKOMEHAAIii, o Oynu 3ramaHi
panime. TakoXX CIiJ PO3MIIAHYTH MOXIIUBICTH PO3Mi-
menHs MC3B BignoBigHo mo Tpadiky, mob mpu HeoO-
xigHOCTI pobutn Kopuryrouu mii. C3B 3a3Buuail Moxe
MpaIoBaTH B OHOMY a00 AEKIJIbKOX 3 HACTYIHHUX pe-
’KMMIB: Ha OCHOBI ITpaBuJI 200 Ha OCHOBI aHOMAJTIH.

Busienenns na ocnogi npagu. Ilpu podoTi B ibOMy
pexxumi C3B mopiBHIOE Tpadik 3 HabOpoM mpaBui i
HaMaraeTbesl epeBIpUTH, YU BiAmoBinae Tpadik npaBu-
ay. Lle myxe KOPHCHO, KOJIM BaM IOTPIOHO PO3TOPHYTH
HOBE TPaBUIIO, 1100 3a0JI0KyBaTH crpo0y eKcruryararii
Bpa3IMBOCTEN.

Cucremu MC3B, Taki sk Snort, 31aTHI OJIOKYBaTH
3arpo3u, BUKOPHCTOBYIOYHM BHSBIICHHS Ha OCHOBI Ipa-
Bu [4].

Hampuknan, npasmto Snort Sid 1-42329 s3patme
BusBUTH pizHoBH Win.Trojan.Doublepulsar.

[IpaBuia Snort 3HaxoAsTHCS TYT: etc/snort/rules, a
IHII [paBWia MOXKHA 3aBaHTAKHUTH 33  aJPEcoro
https://www.snort.org/downloads/#rule-downloads.

IHomi st HeWTpamizamii 3arpo3u MOTPiOHO JeKi-
nbKa npaBwil. Hanpukonazn, npasuia 42340 (cripoGa oc-
Tymy 10 IPC- pecypcy aHOHIMHOTO CEaHCY MPOTOKOIY
SMB), 41978 (cnpoba BHAAIEHOTO BUKOHAHHS KOIY
nporokoiy  SMB) i 42329-42332  (pisHOBHA
Win.Trojan.Doublepulsar) moxyTts GyTH BHKOpHCTaHi
JUIS BUSIBIICHHS ITporpamu-Bumarada WannaCry.
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KomyTaTtop
Tatop |VLAN cepsepa —10.1.1.0/24 IHTepHeT-poyTep
1 - - am3

Puc. 4. Cxema C3B

IlepeBara Bukopuctanas MC3B 3 Bigkputum mo-
YaTKOBUM KOJIOM, TaKuil SIK Snort, TOJISTae B TOMY, IO
KOJIM HOBA 3arpo3a CTa€ JOCTYITHOIO B MEpPEXi, CIIiBTO-
BapHCTBO 3a3BHYail TOCUTH LIBHIKO pearye, myOmiKyo-
YHM HOBE IIPABWJIO JUIS BHUSIBIICHHS 3arpo3u. Hampukmarn,
Ko OyB BHSABIICHHWU Bipyc-BMMarad Petya, cmiBTOBa-
PUCTBO CTBOPHJIO TIPABHIO 1 pO3MICTHIIO HOro Ha
GitHub (#oro MOHa nobayuTu TYyT:
https://goo.gl/mLtnFM). Xoua mocrayaabHUKH 1 CITiB-
TOBAapHUCTBO O€3MEeKH AIMCHO IIBUIKO MyOIiKYIOTh HOBI
NpaBuJia, BU MMOBUHHI CTEXHUTH 32 HOBUMH IHAWKATOpA-
MM KoMIpoMmerTarlii i ctBoptoBaTu npasuina MC3B Ha ix
OCHOBI.

Busenenus na ocnogi anomaniu. B upomy BUMaaky
aHOMaJIist IpyHTOBaHa Ha ToMy, mo C3B xnacudikye sk
aHomaibHe. L5 kmacudikaris 3a3Buyail IpyHTOBaHA Ha
eBpucTHUIll abo 3BeneHHI mpawi. OOUH 3 BapiaHTiB —
CTaTHUCTUYHE BUSBICHHS aHOMAIil, pH sIkoMy OepyTh-
csl BUOIpKH MepexxeBoro Tpadiky y BUMAJAKOBI MOMEHTH
4acy 1 BUKOHYETHCS TOPIBHSIHHA 3 0a30BHM CTaHOM.
Skiio 1eit 3pa3ok BHXOAWUTH 33 MEKi 0a30BOro CTaHy,
BUpYIIA€ CIIOBILICHHS 3 MOAAJIBLION €.

Tosedinkosa ananimuxa 6cepeduHi 0OpeaHizayii.
JIyis mepeBa)HOT OUTBIIOCTI KOMITAHIM, 110 3HAXOAATHCS
Ha pUHKY HHMHI, OCHOBHHMH Oi3HEC sIK 1 paHimie 3JiiicHIO-
€Thcs ycepenuHi opranizamii. e miciie, 1e 3HaX0IAThCS
KPUTHUYHO BAXXJIMBI J[aHi, MPaLIO0Th OUTBIIICTh KOpHC-
TyBadiB Ta 3HAXOIAThCS KITFOUOBI pecypcH. Sk Bu 3Hae-
T€, MU PO3TJISINANN CTPATErii aTakW B IMEpIIiil 4acTHHI
i€l KHUTH.

VY 3710BMHUCHUKIB iCHYE TCHCHIIiSI MOBYKH TPOHH-
KaTH y Ballly JIOKaJbHY MEpexy, NOIIUPIOBATHCS A,
MI/IBUILYBAaTH TpHUBLIE] 1 MITPUMYBATH 3B'S30K 3 KO-
MaHJHO-KOHTPOJILHHUM CEPBEPOM, IIOKH BiH HE 3MOXKeE
BUKOHATH CBOIO Micit0. 3 i€l NpUYMHM HasBHICTH aHa-
JITUKW TOBEAIHKU MOTpPiOHA, 11100 HIBHIKO pO3ipBaTH
JKUTTEBUN LUKI aTaku [5].

Ha nmymky xommnanii Gartner, Qy)xe BaXJIHBO 3pO-
3yMiTH, SIK TOBOAATHCS KOPHCTyBadi. Bincrexyrouu
JETITUMHI TIPOIECH, OpraHi3alii MOXyTh BUKOPUCTATH
MOBE/IHKOBY aHANITHKY KOpUcTyBadiB i 00'extiB (User
and Entity Behavior Analytics — UEBA) st BusiBeHHS
mopymenb B obmacti Ge3nexun. Buxopucranas UEBA
JUISL BUSIBIICHHS aTak Jae 0araTo Iepesar, ajie OXHUMH 3
HaOIBII BaXUTMBUX € MOXKJIMBICTh BUSIBICHHS aTak Ha
paHHIX eTanax i BXHUTTS 3aXOiB, 0 KOPHUT'YBAJH, IJIs
CTPUMYBAHHS aTaKH.

Ha nmpuBesneHoMy HMK4e puc. 5 mokazaHMH MPHK-
nman toro, sk UEBA meperisinmae pi3Hi 00'ektH, mo0
NPUIHSATH PilICHHS, TOBUHHO CIPAIIOBATH CHOBIIICHHS
abo Hi.

Be3 cucremn, sika MOke TUBHTHCS YCi aHi B IIH-
poknx macmrabax i poOUTH KOpenswii He JMIe 3a mia-
6roroM Tpadiky, ane i 3a mpodizem KopucTyBaya, ma-
HCH HETPaBIUBOrO CIPalbOBYBaHHS 3pocTaroTb. Ha-
npuknaa, ko € cuctema UEBA ycepenuni opraniza-
mii. Cucrema 3Hae, 10 AKUX CEPBEPIB 3a3BHUYAll 3BEpTa-
I0ThCSI KOPHCTYBaui, SIKi PECypcH BiJIBIIYIOTh, Ky OIle-
pauiiiHy CcUCTEMy BUKOPHCTOBYIOTh IJISl JOCTYIy JIO
LIUX pecypciB, a TakoX Iil Binome reorpagivyHe Micie
posramryBaHHs KopucTyBauiB. Ha puc. 6 mokazanumit
NPUKIa] 1IbOTO THUIy BUSIBJICHHS, OTPUMAaHOTO Bij
Advanced Threat Analytics (ATA) komnanii Microsoft,
sIKa BUKOPHCTOBY€ IOBEIIHKOBY AaHAIIITHKY /sl BHSB-
JIEHHSA MI03pLI0i MOBENIHKH. 3BEPHITH yBary, 1o B
[IbOMY BUITaJIKy MOBIIOMIICHHS JOCHUTPH 4YiTKe. B HphOMY
TOBOPUTHCS, IIO aIMIHICTpaTop HE BUKOHYBaB i Iil
MHHYJIOTO MICAILs, B pe3yJIbTaTi laHi He KOPEIIOITh 3
IHIIIMMH O0JIIKOBUMH 3aIliCaMM B OpraHizaiiii.

Ile momepempkeHHs HE MOXHa irHOpYBaTH, TOMY
110 BOHO KOHTEKCTYalli30BaHO, a Iie 03Hauae, 1110 aHali-
3ye naHi, 310paHi mij Pi3HUMH KyTaMH, 100 BUKOHATH
3iCTaBJICHHS 1 MPUHHATH PILIEHHS MPO Te, YU Tpeda BuU-
JIaBaTH CIOBIILIEHHS Y Hi.
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vl Bigwowenta >
a MiX KOpUCTyBayem
i komn toTepamu,

~_CepBepamu | pecypcamu

Puc. 5. [lpuauun po6otu UEBA

Suspicion of identity theft based on abnormal behavior
Administrator exhibited abnormal behavior when performing activities that were not seen over the last month and are also not in
accordance with the activities of other accounts in the organization. The abnormal behavior is based on the following activities:

« Performed interactive login from 2 abnormal workstations.

+ Requested access to 9 abnormal resources
+ Exceeded the normal amount of working hours.

&

Administrator

L+ L

ADMIN-PC

2 abnormal
computers

ae

2 normal
resources

+ [

9 abnormal
resources

G vienmere
| Ketberos (T |

G vienmeec
| Keberos Traffic |

[\O bet

Z\O e

Puc. 6. BusiBneHHs 1mi03piioi MOBeIiHKH KOPUCTyBada

Cucrema UEBA BcepeauHi oprasisaiiii Moxe 10-
MOMOITH KOMaHJi MpPOSIBUTH BEJIUKY AaKTUBHICTh 1
OTpUMATH BiJUYTHINI AaHi U1 TOYHOTO pearyBaHHS.
Cucrema UEBA cknanaerbes 3 JIEKUTBKOX MOJIYJIB, i
e OAMH MOJIYJb - Lle PO3ILIMPEHE BUSBICHHS 3arpos,
sKe IIyKae BioMi ypa3nuBocTi i mabmonn arak. Ha
puc.7. mokasaHo, sik Microsoft ATA BusBnse araky
Pass-the-ticket.

OCKIJBKH iCHYIOTH Pi3HiI cIIocOOM BUKOHAHHS ITi€i
aTakKW, PO3IINPEHE BUSABICHHS 3arp03 HE MOXKE LIyKATH
TUIBKH CHTHATYpY, HOBHHHE IIYKaTH CXEMY aTakH i Te,
0 HaMaraeTbesl 3poOUTH 37T0BMUCHHUK. lle Habarato
e(eKTUBHIIlIe, YUM BUKOPUCTATH CUCTEMy Ha 0a3i cur-
HaTyp.

Takox 3m1HCHIOEThCS TIOIIYK MMi03pily MOBEIiH-
Ky, siIka Wae BiJ 3BHYAlHUX KOPHCTYBauiB, sKi HE MO-
BUHHI BHKOHYBaTH IE€BHI 3aBIaHHs. Hanpukian, sKiio

3BUYAHMM  KOpPUCTyBad  HaMara€TrbCs  3allyCTUTH
NetSess.exe B nokajgpHoMy gomeni, Microsoft ATA
po3risinae e sk nepedip SMB-ceciii, 110, 3 TOUKH 30py
37I0BMHCHUKA, SIK TIPABUIIO, 3/1IHCHIOEThCS Ha €Tari po3-
Bigku. 3 i€l npuunau Microsoft ATA Bumae momepe-
JDKEHHsI TIpO HAMaraHHs KOPHCTyBaya 3allyCTUTH
NetSess.exe.

370BMUCHUKH HE Juile OyAyTh BUKOPHCTOBYBATH
BPAa3IMBOCTI, all¢ i CKOPUCTAIOTHCS TOMUIKOBUMH KOH-
¢irypamisMu B cHCTeMi, Ha 5Ky BOHH HAIUIMIHCS, Ta-
KAMU SK HETpaBUIIbHA peatizallis MPOTOKONY i BiICYT-
HicTh 3axucty. 3 1iei npuunau cucrema UEBA Takox
BUSIBUTH CHCTEMH, B AKUX BIACYTHs Oe3ledHa KOHQIry-
pauis. Ha puc. 8 nokasano, sk Microsoft ATA Busisisie
ciyx0y, 10 HAaJa€e TOCTYI A0 OOIIKOBHX JaHUX aKayH-
Ty, OCKUIBKH BOHa BUKOpHCTOBY€E Tpotokosl LDAP 6e3
mupyBaHHS.
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Identity theft using pass-the-ticket attack

TIME STOLEN FROM

L] aomin-pc

TO

Nuck Chorris's Kerberos tickets were stolen from ADMIN-PC to VICTIM-PC and used to access 3 resources.

6:32 AM /£
Q Nuck Chorris's Kerberos tickets g
ADMIN-PC VICTIM-PC

L] vienm-ec

OPEN

— [

3 resources

JAN

DC1

ACCESSED

E 3 resources

VIA DOMAIN CONTROLLERS

[\e DC1

Puc. 7. Bussnenns ataxu Pass-the-ticket 3a nonomororo Microsoft ATA

11:37PM > 11:40 PM
Friday, October 20, 2017

Services E

ing Account Cred

P

¢ Note &hShare i) Exportto Excel [ Details

Services running on SHAREDADMIN-SRV exposed 13 accounts’ credentials in deartext using LDAP simple bind.

Open

13 X

Is are

SHAREDADMIN...

AG

Puc. 8. I[Tonepemxenus

Llenmp 6esnexu Azure. LIeHTp Oe3meKu BUKOPHC-
TOBYE IHTEIIEKTyaJbHI 3acO0HM O€3NeKH 1 PO3MIHPEeHY
AHANIITUKY JUIs IIBHUIIIOTO BUSIBIICHHS 3arpo3 i 3MeH-
IICHHS KiJIBKOCTI HENpaBAWBUX CIIPalbOBYBaHb. B ime-

nporpamu Microsoft ATA

am OyauTe BHKOPHUCTOBYBATH CHCTEMY OJHOTO BiKHA
JUTS Bi3yauiamii CHOBIMICHb 1 MigO3puIHX il Ha yci
pobounx HaBaHTaXCHHsSX. OCHOBHA TOIIOJIOTiS BHIJIS-
Jla€ aHAJIOTIYHO Tii, 10 MoKa3aHa Ha puc. 9.

Amazon AWS

<,
Ny

v

Microsoft Azure

¢

v

P

I
Bpap,qmayep

MaHens
ynapasaiHHA

) T

Puc. 9. Tonosnoris Microsoft Azure
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Komnu tentp Oe3nexku Oye BCTAaHOBICHUN HA IUX
KOMIT'IOTepax, BiH 30upaTume:

- TpacyBanHs ETW
Windows),

- TOfil )KypHAIIiB OIepaniiHOl CHCTEMH,

- 3aIyIIeHi MpoIecH,

- iM's KoMIT'OTEpA,

- IP-ampecn,

3apeecTpOBaHNX KOPHCTYBaUiB.

i moxii Bupymarote B Azure i 30epirarotecs y

(Event Tracing for

HIGH SEVERITY MEDIUM SEVERITY | LOW SEVERITY

1147 1777 |31

BalllOMy OCOOHCTOMY CXOBHII[i POOOYOr0 MPOCTOPY.
LlenTp Oe3nexu npoaHaiisye i JaHi, BHKOPHUCTOBYIOUH
TaKi METOIH, SIK:

- Kibeppo3BilKa;

- IIOBENIHKOBA aHAJITHKA,

- BUABJICHHS aHOMAJIii.

[Micnst ominkm mx maxux LleHTp Oe3mexu 3amyc-
TUTH CIIOBINIIEHHS HAa OCHOBI MPIOPUTETY 1 AOAACTH Iie
Ha TaHellb MOHITOPUHTY, SIK [TOKAa3aHO Ha HABEJCHOMY
Hiwk4e puc. 10.

DESCRIFTION COUNT DETECTED BY

% Security incident detected 1 Microsoft
J  Potential SQL Injection 1 Microsoft
J  Suspidous process executed 2 Microsoft
Y Successful RDP brute force attack 2 Microsoft
J  Modified system binary discovered in dump... 1 Microsoft
J  Successful RDP brute force attack 1 Microsoft
J  Potential SQL Injection 1 Microsoft
J  Suspicious process executed 1 Microsoft

J  Suspicious double extension file executed 1 Microsoft

ENVIRONMENT DATE STATE SEVERITY
2 Azure 101517 Active 0 High -
52 Azure w17 Active 0 High
12 Azure 101517 Active 0 High
IS Azure 101517 Active 0 High
52 Azure 101417 Active 0 High vee
52 Azure 1wn2n7? Active O High
2 Azure omn7 Active 0 High
2 Azure 10/09/17 Active 0 High wes
52 Azure 10/09/17 Active 0 High

Puc. 10. ITanens crosimens Azure

3BepHITH yBary 110 IepIie CIOBIIICHHS Ma€ IHIIUI
3HAYOK i Ha3uBaeThes Security Incident Detected (BusiB-
JIeHUit IHIKMACHT y cdepi Oe3rekn).

BinOyBaeTbest 11e ToMy, 110 BiH OyB ineHTH(DIKOBaA-
HHM, a 1Bl a00 OUIBIIE aTaKWU € YaCTHHOK OJHI€l 1 Tiel
K KOMITaHil, CIPSIMOBAHOT IPOTH MIEBHOTO PECypCy.

e o3Hauae, mo, meHTp Oe3meKu 30upae naHi 3 Me-
TOO 3HAWTH B3a€MO3B'SI30K MiX MOMISIMA, BiH pOOUTH 1Ie
aBTOMATHYHO 1 HaJa€ BIAMOBIIHI CIOBIIIEHHS IS aHa-
mi3y.

Kouin HaTHCHYTH Ha 1€ CIOBILCHHS, 3'SBUTHCS Ha-
crymHe BikHO (puc. 11).

VY HWXKHII 4acTHHI 11i€] CTOPIHKKA BHIHO YCi TpHU
aTaki (B MOpsAAKY iX BUHUKHEHHs) Ha BMI1 1 piBeHb
CepHUO3HOCTI, MPU3HAYCHUIN IICHTPOM OE3ICKH.

[IpuBeeMO 0JJHO BayKJIMBE CIIOCTEPEIKEHHS BiJHO-
CHO TIiepeBard BUKOPHUCTAHHS IOBEIIHKOBOI aHaTiTHKH
JUIS BHSIBIIGHHS 3arpo3. MIeTbest Ipo TpeTe 1o paxyHKy
crnoBimeHns Multiple Domain Accounts Queried (3anut

JIEKIIBKOX 00JIiKOBHMX 3amuciB gomena). Komanna, sika
Oyjga BHKOHaHa, 00 BUAATH I  CIOBIIICHHS:
netuser<username> /domain.

[Ipote, m00 NPUIHHATH pillIeHHS NpPO Te, IO L
BUTJISIJIAE MM1A03Pii0, HEOOXIHO TTOJAMBUTHUCS HAa HOpMa-
JIbHY TIOBEJIHKY KOpPHCTYBada, SIKMH BHKOHAB IO KO-
MaHJy, 1 3ICTAaBUTH IO iH(OPMAIIIFO 3 IHIIUMHU JaHUMH,
SKi TIpH aHaNi3l B KOHTEKCTI OyayTh BiJHECEHI /10 KaTe-
ropii migo3pinux. SIk BUJHO 3 IHOTO NMPHKIALY, XaKepH
BHKOPHCTOBYIOTh BOYZOBaHI CHCTEMHI IHCTPYMEHTH Ta
inTepdeiic Tuiry «native» KOMaHIHOTO PsIKa IS BUKO-
HAHHS CBO€I aTaku. 3 i€l MPUYHUHHM BKpail Ba)KIIMBO
MaTd B HAsBHOCTI IHCTPYMEHT JIOTYBaHHS BHUKJIUKIB 3
KOMaHJHOTO PsiIKa.

Lentp Oe3neku TakoX BUKOPHCTOBYBAaTHME CTa-
TUCTUYHE NMPOQUIIOBAHHS Ul MOOYIOBH TpaIuLiHHUX
0a30BUX MOKA3HHKIB 1 CHOBIILEHHS PO BiJXUJICHHS, SIKi
BIJINOBIAIOTH MOTEHLIHHOMY BeKTOpY araku. Lle xopu-
CHO y 0araTbox cLeHapisX.
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0% Continue investigation

DESCRIPTION
DETECTION TIME

SEVERITY O High
STATE Active
ATTACKED RESOURCE VM1
SUBSCRIPTION

DETECTED BY B8 Microsoft
ENVIRONMENT Azure

REMEDIATION STEPS

Alerts included in this incident

The incident which started on 2017-10-15T05:40:20Z and most recently detected
on 2017-10-15T06:26:13Z indicate that an attacker has attacked other resources
from your virtual machine vm1

Sunday, October 15, 2017 12:40:27 AM

1. Escalate the alert to the information security team.
2. Review the remediation steps of each one of the alerts

DESCRIPTION COUNT  DETECTION TIME ATTACKED RESOURCE SEVERITY
PO T e 1 onsmmssaw wa | e
O Supicow SVCHOST process executed 1 10/15/17 0100 AM Wi 0 Low
U] Multiple Domain Accounts Queried 1 10/15M17 0104 AM Vi1l @ Low

Puc. 11. [ndopmanis npo crosimenHs B Azure

Tunosuii npukIam — BIAXWICHHS BiJl HOPMaIbHOT
JISUTBHOCTI.

Hanpuknan, TpumycTiIMo, 10 XOCT 3aIrycKae Mija-
kitoueHHst o RDP 3 pa3u B neHb, ane B MEBHUI J1eHb
pobuthes cotHs cripod. Konmu take BiaXuieHHS BinOy-
BA€ThCs, Mae OyTH BWJAHE CIIOBILEHHs, 100 morepe-
JTUTH TIPO TIC.

[le ogHUM BaXXJIMBUM acHeKTOM POOOTH 3 XMap-
HUM cepBicoM € BOyJOBaHa iHTerpamis 3 iHIIUMH IOC-
TayaJlbHUKAMM.

Hentp Oe3mekn Moxke iHTerpyBartucs 3 OaratbMma
IHIMAMU ~ pilleHHsIMH, TakuMu sk Barracuda, F5,
Imperva i Fortinet qyis 6panaMayepa BeO-3aCTOCYBaHb,
cepe IHIIUX I 3aXKMCTY KiHIIEBUX TOYOK, OI[IHKH Bpa-
3JIMBOCTEH 1 OpaHaMayepa HaCTYITHOTO TIOKOJIIHHSI.

[IpuBenene Ha puc. 12 300paxkeHHs OKa3ye MpH-
KJIaJl TAKO1 IHTerpaItii.

3BEpHITH yBary, 110 Ll CHOBIilIEHHs OyJo 3reHe-
poBane Deep Security Agent, i ocKiibKH BOHO iHTErpo-
BaHE 3 IICHTPOM OE3IIeKH, TO BiTOOpaKaTUMEThCS Ha Tiit
JKe TMaHeNdi MOHITOPHHTY, IO 1 iHIIN Momii, BUSBIICHI
HEHTPOM OE3IIeKH.

Tpeba 3amam sitaTé, OO HEHTP O€3MeKH — e He
€IMHE PIIICHHS, SIKE 3MIHCHIOBATHME MOHITOPHHI CHC-

TEM Ta IHTErpyBaTHMEThCS 3 IHIIMMHU MOCTaYallbHUKA-
mu. Icnye Gesmia SIEM (Security Information and Event
Management) — pimredsp i 3abe3rnedeHHs Ge3neKu
iHpopMarii 1 ympaBiaiHHS NoAisMH, Takux sk Splunk i
LogRhythm, siki BUKOHYBaTMMYyTh MOHITOPHHI aHajo-
TIYHOTO THITY.

BuchHoBxku

BusiBiieHHsI Ta 3amo0iraHHs MEPEIKEBUX aTaK € OJI-
HUM 3 HaﬁBa)KJ'IHBiLHPIX 3aBJJaHb CHUCTCMHU Oe3NneKu Me-
pexi.

B naniii craTTi Oyio po3risiHyTO pi3Hi THIIN Mexa-
HI3MIB BUSIBJICHHSI BTOPTHEHb Ta HaBEAEHI MepeBaru ix
BUKOPHCTaHHS.

Takox meTasbHO IpOaHai30BaHO CHCTEMH 3aIo-
OiraHHs! BTOPTHEHb, SIKi IIPAIIOIOTH HA OCHOBI IIPAaBUII Ta
aHOMAUJTIi.

B sxocti mpuknaxy Gymo Bukopucrano Microsoft
ATA Ta nentp 6e3nexu Azure, mo 0yB BUKOPHUCTaHUHN B
SIKOCTI TIOPUAHOTO PilIEHHS U TOBEIIHKOBOTO aHAII-
3y KOPUCTYBa4iB KOMIT FOTEPHOT MEPExKi.

Ha ocHOBi po3risiHyTOl KOHLENIii BUSBICHHS Ta
3aro0iraHHsi BTOPrHEHb MOXITMBO MOOYAyBaTH eeKTu-
BHY CHCTEMY CIIOBIILIEHHS 32 3aXHUCTY MEPEX.

66



ISSN 2073-7394

Cucremu yrpasiiHHs, HaBiraunii Ta 38's13ky. 2022. Ne 2

~

DESCRRTION

DETECTION T

UVERTY

STAN

ATTACKID RESOURC)

SUBSORPTION

DETECTID Bv

ACTION TAKEN

ENVEONVENT

RESOURCE T

Deep Securty Agent detected & malware

Monday. October 16 2017 120100 AM

0 Low

Actrve

v

Deep Securty Agent
Detected

M Azuee

@ Virtual Machne

MALWARE Coole_DoubleChck
INFECTID RESOURCH Intemet Explorer Cache
SCANALTION Delete

ANRISILY SUCCESS

2 AntMaware

REMIDATION 7195 Contact your Deep Secunty admenistrator.

Puc. 12. Criosimennst Bix Deep Security Agent
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Concept of the system of detection and prevention of networks
O. Makarenko, A. Yanko

Abstract. Detecting and preventing network attacks is one of the most important tasks of a network security system. It is
now difficult to find a network that does not have such active attack prevention tools as antivirus, firewall, intrusion prevention
and detection systems. Unfortunately, active means of repelling attacks alone are not enough. Therefore, in addition, passive
means of combating attacks are used - network intrusion detection systems. Therefore, this article is devoted to protecting com-
puter networks from attacks, intrusions and unauthorized access. Particular attention is paid to the principle of operation of net-
work systems for detection and prevention of intrusions. This article discusses the different types of intrusion detection mecha-
nisms and the benefits of their use. Intrusion prevention systems that operate on the basis of rules and anomalies are also ana-
lyzed in detail. Behavioral analytics of UEBA users and objects for detection of security breaches are considered. As an example,
we used Microsoft ATA and Azure Security Center, which was used as a hybrid solution for behavioral analysis of computer
network users. The example of the Azure Security Center explores intelligent security tools and the expansion of analytics to
more quickly detect threats and reduce the number of false alarms. Based on the considered concept of detection and prevention
of intrusions, it is possible to build an effective notification system for network protection.

Keywords: active network sensor, information security, computer network, network intrusion detection systems, unau-
thorized access, intrusion prevention system.
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XapkiBChKHIA HAIlIOHATBPHUN YHIBEPCUTET PaliOeNeKTPOHIKH, XapKiB, YKpaiHa

METO/J BUSHAYEHHS HEPEBA’KHOCTI CIIO’KMBYUX XAPAKTEPUCTHK
TOBAPY HA OCHOBI IH®OOPMALII ITPO UOTI'O BUBIP INTIOKYIILIEM

AHoTanisi. AKTyaabHicTh. OZHIM 3 HalfakTyaJIbHIIINX 3aBJaHb Cy4acHOTO MapKETHHTY € BHSBJICHHS Ta aHaji3 CIO-
JKMBYHX yII0J00aHb IepeBar, sKi BIUIMBAIOTh Ha BUOIp ToBapy MoKymieM. 3aBAaHHs. Y poOOTi 3alIpOIIOHOBAaHO METO]] BH-
3HAUCHHS ITIepeBar CIIOKHBYMX XapaKTEPUCTHK TOBapy, IO 0a3yeThcs Ha 3aCTOCYBaHHI JAeKOMIO3MLiitHOro migxoxy. Ha
OCHOBI iH(opMaii Ipo PEHTHUHT MOIMYIIPHOCTI MapOK TOBAPIB cepell MOKYILIB, BUPILIyEThCs 3aBJaHHs BU3HAYCHHS YacT-
KOBOT KOPHCHOCTI JUIsl KO)KHOI XapaKTepHCTHKY, i TTOTIM, BiATBOPIOETHCS CTPYKTypa IepeBar MOKYII 332 BCiMa CIIOXKHUB-
YMMH BIIACTUBOCTSIMH, SIKI XapaKTepHU3yIOTh MapKH TOBapy, 10 BUBUaIOThCA. Pe3yabTaTn. B pamkax akcioMaTuku Teopii
OararokxputepianbHoi kKopucHocTi (MAUT) po3pobieHo MeTon cepeAHbOi TOUKM [UIS BHPIIICHHS 3aBJAHHS BH3HAYCHHS
”BaroBux’’ KOe(IIi€HTIB BiTHOCHOI BaYKIIMBOCTI CIIOKUBYHX BJIACTHBOCTEH TOBapiB, 0 0a3yeThCs Ha iesX Teopii KoMIra-
paropHoi ineHTH(]iKaLii. BHacTigOK 3acTOCYBaHHS 3alIPOIIOHOBAHOTO METOY MOXKHA OTPUMATH €IMHE CTiiKe pillleHHS 3a-
nadi. ITokasaHo, 0 B I[bOMY BHIAJKy 3aBJAHHS BH3HAUCHHS II€peBar CIIOXKHBYMX XapaKTEPUCTHUK MOKHA IPHBECTH IO
CTaHJapTHOI 3aj1a4i JIHIHOTO NpOrpaMyBaHHs, PO3B'I3yBaHHA SKOI HE NPEACTaBII€e PHHINIOBUX TpyIHOIIiB. OTpuMaHi
Y XOJIi 3aCTOCYBaHH;I 3aIIPOIIOHOBAHOTO METO/Y 3HAYCHH BiTHOCHHX “Bar’” CIIOKHBYHMX XapaKTEPHUCTHK J03BOJISIOTH IIOPi-
BHIOBATH 1X MiX COOOI0 3a CTYIIEHEM BaXJIMBOCTI (KOPHCHOCTI™) JUTS IOKYILIS i, TAKAUM YHHOM, BUOpATH ~HalBayJIKBIlLy”
3 HUX 200 TMpoBecTH iX paHXyBaHHSA. HaBegeHOo pe3yabTaTu KOMIT'IOTEPHOTO MOJEITIOBAHHS, IO MiATBEPIKYIOTh e()EeKTHB-
HICTb 3aCTOCYBaHHS MeTony. BucHoBok. IIpakTudyHa 3HAYMMICTh pe3yJbTaTiB POOOTH MOJATa€E B TOMY, IO 3aIlPOIIOHOBA-
HHU{ METOZ 10 BU3HAUCHHS IIepeBar CIIOXKHUBAUiB JO3BOJIUTH MaPKETOJIIOraM TOYHO MO3HI[IOHYBAaTH TOBAp Ha PHHKY, aKTHB-
HO 3aCTOCOBYBAaTH ~TapreToBaHy  peKJIaMy [UIS BHIAdi peIeBaHTHUX PEKOMEHJAIIH MOKYMISIM, a TAKOXK CTBOPIOBATH HOBI
MapKH TOBapiB 3 HaHOLIBII 3aTpeOyBaHUMH XapaKTEPUCTUKAMH IS IiIBUIIEHHS 00CSTIB IIPOJAKIB.

KuamouoBi ciroBa: crnoxuBdi ynonoOaHHS, TeOpist KOPUCHOCTI, KOMIIApaTOpHa 1eHTU(IKaid, JeKOMIIO3ULIHHIN Tij-

X1/, QyHKIIisI KOPUCHOCTI.

Beryn

HeBig'eMHOIO 9acTHHOIO YCIIITHOTO BEACHHS 0i3-
Hecy € MOUIYK MOCTIHHMX MepeBar HaJ| KOHKYPEHTaMH.
[TinBuIIEHHS KOHKYPEHTOCIIPOMOXHOCTI TICHO MOB'si3a-
He, 30KpeMa, i 3 BCEOIYHMM BHUBYCHHSIM TOBCHIHKH
CI0XKMBaUiB HAa PUHKY.

ITo cyri, cnoxxuBya noBezinka [1] — me y3araib-
HIOIOYE MOHATTS s (PaKTOPiB Ta MPOIECIB, SKI BH3HA-
YaroTh €KOHOMIYHI JIii MOKYNIS y Mponeci NpuI0aHHs
Ta CIIOXXMBaHHA TOBapy.

Basyrounce Ha 0COONMHMBOCTAX CIIOKHBYOI MOBEIi-
HKH [1, 2], koMmaHii BUOYZOBYIOTb CBOIO MAPKETHHTOBY
MOJIITHKY, BCTAaHOBIIOIOTH IIHW, BH3HAYAIOTh XapakKTe-
PHUCTHKH Ta acCOPTUMEHT TOBapiB, a TaKOXK CIOcoOu ix
MPOCYBaHHSI.

CJ1ii KOHCTaTyBaTH, IO y TEIepillIHiil yac, HemMae
€IMHOTO YHIBEPCAJILHOTO MiIX0/AYy 10 BHBYEHHS MOBe-
ninku nokynus [3]. L{o6 3po3ymith, 4oro came xoue
CIIOXKHBAY, SIK CaMe BiH 3JIMCHIOE TIOKYIKY 1 JIJISI 4Oro
BHUKOPHCTOBY€ TOBap, TOOTO "NPOHUKHYTH B HOT0 rojo0-
By'", aHAITUKH 3aCTOCOBYIOTH BEJIMKY KiJBbKICTh Pi3HHX
METO/IIB.

Bepbanpanii omuc 6a30B0o1 MOJIENi CIIOKHUBYOL TO-
BeIIiHKM [3] MOXKHA TIPEICTABUTH TaK: MOKYIIEIh 3iHcC-
HIOE BUOIp (3 MPEICTaBICHOTO Ha PUHKY aCOPTUMEHTY)
MaKCHMaJIbHO KOPHCHOTO 1 I[IKaBOTO TOBapy (3 TOYKH
30py HOro CIOXHBUMX XapaKTEPHCTHK), BPaxOBYIOUH
NpU 1IbOMY CBOI MaTepiajibHi MOXJIMBOCTI. [Ipy LbOMy
nepen0avaeTbes, MO KOXKEH CIO0XKHUBAu IOBOJUTHCS
palioHaNbHO, TOOTO 3[JaTHUH JaTH OLHKY MOXJIMBUM
HacJiJIKaM NPUIHATHX HUM PILICHB.

Kommanii, 1110 mpornonye ToBap Ha PUHKY BaXJIHBO
3HATH, SIKi 3 OTO CIIOXXHMBYMX BJIACTUBOCTEH HaHBasKIIU-

Bimmi amst mokynist. Lst indopmartist Moxke OyTH BUKOpH-
CTaHa ISl 3aTyYeHHsS HOBHUX IOKYIILIB Ta IiABUILCHHS
PiBHS MPOAAXIiB, IO MPHU3BEAC 0 30LTBIICHHS MPHOYT-
Ky Kommadii. ToMy po3poOka MeTOMiB BHPIIICHHS i€l
MPOOIIEMH € Ty’Ke aKTyaJTbHOIO.

1. Anaji3 cy4acHUX J0CJIIKEHD
y rajy3i BUsiBJIeHHS IlepeBar CIoKMBaviB

CriokvBay, Tpen'sBISIOYM IONMHUT HA Ti YW iHI
TOBapH, Mparde OTPUMATH BiJ iX MpHIOAHHS HAUOLIBITY
KOPHUCTh, TOOTO MaKCHMI3yBaTH CYKYNHY KOPHCHICTb.
[Tpu 11bOMY BiH CTHKA€ETHCS 3 TIEBHUMU OOMEKEHHSIMH,
MOB'SI3aHMUMHU 3 BEJIMUMHOI0 CBOTO HASBHOTO JIOXOAY 1
piBHEM PUHKOBHX IIiH. [[i 0OMEXCHHS 3MYIIYIOTh CIO-
XKHMBava poOMTH BUOIp MiX PI3HUMH MapKaMH TOBapiB.

VYV rtemepinmHii 4Yac IS TOSCHEHHS MOBEIIHKH
CIO0)KMBa4a BUKOPHCTOBYIOTHCS /IBa OCHOBHI TE€OpETHY-
Hi miaxoau. Lle Teopist rpaHMYHOI KOpUCHOCTI (Kapau-
HANICTCHKUM minxin) [4] Ta aHami3 KpUBHX OalmayKOCTi
(opruHamicTCHKHH Miaxim) [4].

B ocHOBi 1ux Teopiil JEKUTh HU3KA TaKUX MpPHU-
MYUICHb.

1. OCHOBOIO CHOXHMBYOTO BHOOPY € KOPHCHICTh
TOBApy, BEJIMUUHY SKOT MOXHA SKMMOCh YMHOM BHMi-
pATH.

2. Yci NoKymnii MarTh y CBOEMY PO3MOPSIKEHHI
MOBHY, JOCTOBIpHY Ta akTyalbHy iHdopmaito, HeoO-
XiJHy iM A7 3AiHCHEHHS Mpoliecy BUOOPY Ta MpUHHAT-
TSl pilIeHb PO NPUAOAHHS TOBapY.

3. CnoxwuBayi 3aBXJI1 0OMpPAIOTh TOBapH, sIKi Ma-
IOTh OLUTBITY KOPHUCHICTB.

CrioxkuBa4 posrisigae Oyab-sKAil ToBap sSK HaOip
BrnactuBocTedl. Ilpn mpoMy, BiH CXWIBHHH HaJaBaTH
pi3HY 3HAYMMICTh BJIACTHBOCTSIM, SIKI BBa)KA€ aKTyallb-
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HUMHM I ceOe. BBaxkaeTnest, 110 KOKHIN BIACTHBOCTI
MOKYTIEIb MPUIKCYE AEsSKY (DYHKIII0 KOPHCHOCTI, sIKa
BU3HAYa€ CTYIMIHb OYiKyBaHOI 33JJOBOJICHOCTI KOXHOIO
OKpeMoIo BiacTuBicTio. OcTaTouHe CTABIEHHS /10 KOXK-
HOI TOBApHOI aJIFTEPHATUBU CKJIAJAETHCS Y CIIOKHMBaya
B pe3yNbTaTi MPOBEACHOI OIIHKK BCHOTO HabOpy BIac-
THUBOCTEH TOBapy.

Jlns oTpuMaHHS y3araJbHEHO{ OIiHKH KOPHUCHOCTI
TOBApiB MEBHOTO TUITY LIS CIIO’KUBAYiB 3a3BUYal BHKO-
PUCTOBYIOTBCS. METOJHM, IO TPYHTYIOTBCSA Ha 3aCTOCY-
BaHHI KOMITO3ULIMHOIO Ta IEKOMIIO3UIIIITHOIO MiIXOIB
[4].

Komnosuniitauit miaxin [4] monsirae y Bu3HaYeHHI
3HAYeHb y3arajlbHEHOI KOPHCHOCTI Ha OCHOBI BHMIpIO-
BaHb 3HAYYIIOCTI Ta KOPHCHOCTI MEBHHX (YACTKOBHUX)
XapaKTEePUCTHK TOBApy, OTPUMAHUX IUITXOM BUBYCHHS
JIYMOK CITO’KMBAdiB, IO BPaXOBYIOTH IX iHAWBITyalbHI
ynonoOanHs. Ha ocHOBI mi€l iHpoOpMaii mpoBOAUTEC
"3ropTaHHA" OLIHOK KOPHUCHOCTI 32 OKPEMHMHU YacTKO-
BHMH XapaKTEPUCTHKAMHU TOBapy B NESKy y3arajibHEeHY,
IHTETPAJBHY OIIHKY.

OCHOBHAMH METOAAaMH, IO BHUKOPHCTOBYIOTHCS
IpyU peatizaiii [bOro MiAXOAy € Pi3Hi ONUTYBaHHS, iH-
TEpB'I0, AHKETYBaHHs], 3a JOIMOMOIOK SKHX MOKYIIIIB
CHOHYKAIOTh JI0 CTPYKTYPYBaHHS Ta YCBIJIOMJIEHHS MO-
THUBIB Ta TepeBar npu BHOOPi TOBapy (Tak 3BaHI aKTUBHI
exkcriepuMentd). Lli merogm oTtpumanHs iH(opmaii
JIOCUTH CyO'€KTHBHI, TPYIOMICTKi, JOPOTOBAPTICHI, CH-
JBHO KOPENTBhOBaHI 31 CKIAIOM TPYIH CIIOKHUBAYiB, Y
SIKIf TIPOBOAMTHCS JOCIHIIKEHHS, MOTHBAIIEI0 CIIOXKH-
BadYiB, a TAKOX 3 METOIUKOIO MPOBEICHHS IOCIHIIKEH-
HSL

3acToCyBaHHS JEKOMITO3UIIHHOrO migxony [4], Ha
BIAMIHY BiJ] KOMIIO3HMIIHHOIO, MOYMHAETHCSA 3 BH3HA-
YCHHS MMEPEBAYKHOCTI IS CHOKMBaya TOBApiB IIEBHOTO
TUITy, CYKYIHOCTI XapaKTepHCTHK SKHX 3a3/aeripb
BiJIOMi. A BXK€ MOTIM 3HaXOJAThCS 3HAYCHHS IUX YacT-
KOBHMX KOPUCHOCTEH JJIsl KOXKHOI XapaKTEPUCTHKH, IO
JieKaTh B OCHOBI X repesar. {1t KOHKPETHOTO MOKY-
NI y3arajJbHEHa KOPHCHICTb TOBapy IEBHOTO THILY
JIOPIBHIOE CyMi 3HAYeHb I YaCTKOBUX KOPHUCHOCTEH.
YacTKOBI KOPHUCHOCTI aCOINIOIOTHCS SK 13 BaXKIIMBICTIO
KOXKHOI OKpPEMOi XapaKTEePUCTHKH, TakK i 3 11 3HAUCHHAM
JUISL KOXKHOTO ToBapy. Jlis peanizaiii JeKOMITO3HIIIHHO-
ro MiIX0/y 3a3BHYail BUKOPHCTOBYETHCS METOJI CIOCTE-
PEeXKEHHS 3a MOBEIHKOK TOKYIIB (TACHBHHUN EKCIie-
PHMEHT), Y XOJli IKOTO PEECTPYIOThCS IX peakiii Ha pi3-
Hi MapKH TOBapy, sIKi MOXKyTb OyTH OIMCaHi 3a JOIOMO-
roro Habopy 3HAa4eHb OJHOTHITHMX YAacCTKOBHX BIIACTH-
BOCTEH, III0 XapaKTepU3yIOTh IE€BHY TIPYIy TOBapiB.
TaxkuM 4nHOM, iH(pOPMAIis, SKa OTPUMaHa Bij CIOXH-
BayiB, 3BOJUTHCS 110 PAH)KyBaHHS IepeBar moa0 Mapok
TOBapy, IO po3rsaatoTbes. Jlami, Ha ocHOBI 1Ii€l iHbO-
pMartii, BUPIIIYETbCS 3aBIaHHS BH3HAYCHHS YaCTKOBOL
KOPHUCHOCTI I KOYKHOT XapaKTEPUCTHKH, 1 TTOTIM, BiAT-
BOPEHHS CTPYKTYpH IIepeBar MOKYII 33 BCiMa CIOXH-
BYMMH BIIACTHBOCTSIMH, IO XapaKTePH3YIOTh MapKu
TOBapYy, SIKi BUBUAIOTHCS.

Metoa crocTepexeHHs 1M030aBJICHNH 3HAYHOT Ya-
CTHHH THX HEJONIKIB, SIKi MPUTaMaHHI aKTHBHHM CKC-
MEepUMEHTaM, OCKUIbKH He Tepedauae Oe3nocepesHbo-
rO KOHTAKTy 3 TMOKYIISIMU, IPOTE JIO3BOJISIE OIIEPYBATH

31 3HAYHO MEHIIUM 00CsATroM iH(popMallii, 0 OTprUMaHa
BiJ HHX.

Po3risiHyTi BHIIE MiAXOAM HE € B3a€MOBHUKIIIOY-
HUMH 1 MOXYTh OyTH IITITHO BUKOPUCTaHi (OKpEMO 4H
pasoM) B 3aJEKHOCTI BiJI IIiIeH TOCITiKEHb, 10 TIPOBO-
ISITBCS.

AKTyanmpHICTb pO3pOOKH METOIIB BU3HAYCHHS
CIIOXKMBYHMX IIepPeBar Mpu BUOOPI TOBAPY MOKYIIIEM ITiJI-
TBEPKYETHCA BEIMKOIO KUTBKICTIO IMyOJIiKaIliil, B IKHX
PO3TIIIAIOTECS. MUTAHHS, IO IMOB'SI3aHI 3 BUPIMICHHAM
HU3KHU TIPAKTUYHUX 3aBlaHb. Tak, y [6] po3rismaeTscs
3aja4a 1MoOyJOBU TEOPETHYHOI MOJENI Ui BHBYCHH:
CHOXKMBYMX XapaKTEPUCTHK KPOCIBOK B'€THAMCBKUX
OpeHIiB Ta HAMIPIiB IX MOKYIKH; B [7] — MPOMOHY€ETHCS
METOJI ITPOTHO3YBAHHSI TOIYJISIPHOCTI OH-JIAH KypCIB Yy
Kurai Ha ocHOBI aHami3y mepeBaru ix atpuOyTiB I
KOPHCTYBadviB; B [8] — MiIXix 10 OLWIHKA MOBEMIHKH TIO-
KYIIIB TiJ 9ac oOMpaHHsA TPAaHCIOPTHUX 3ac00iB 3 ypa-
XyBaHHSIM HEOJHOPIIHOCTI iX mepeBar 3 ypaxyBaHHSIM
BHKOPHCTAHHS JIOTIT-MOZEIi BUIMaJKOBHX TapaMeTpiB; B
[9] — MeTon BU3HAYEHHS OL[IHOK CIIOKUBAYIB JEKIIHKOX
MapoK yIakoBaHUX (hPpPHUKaeIbOK, OTPUMAHHX Ha OCHO-
BI aHaui3y iX xapakrtepuctuk; B [10, 11] — MoxMBOCTI
BUKOPHCTaHHSI METOJIB IPOTHO3YBaHHS OI[IHOK Iepe-
BaXHOCTI TOBapiB JJIs TOKYIISI B PEKOMEHIAIIHUX
CUCTEMaX.

TakuM dYMHOM, 337a4a BU3HAYCHHS CIIOXKHMBYHMX
mepeBar JUisl NPaBHUIBHOTO (hOPMYBaHHS IPOMO3HUIIi
TOBApIB, IO BiIIOBITAIOTh iM, € aKTYAIBHOIO.

MeTor0 TaHOTO JOCTIDKSHHS € po3poOKa METOLy
BU3HAYCHHS IIEPEBAKHOCTI CIIOKHUBUUX XaPaKTEPUCTHK
TOBapy Ha OCHOBI AEKOMIO3HIIIHHOTO MiIXOY.

JIast JOCATHEHHS TOCTaBIEHOI METH HEOOXimTHO
BUPIIINTH TaKi OCHOBHI 3aBJaHHS:

—PO3pOOHTH METOA BH3HAYCHHS KOCQIIi€HTIB
BiTHOCHOI Ba)MBOCTI ("BaroBux" KOCQIIEHTIB) CIO-
KMBYHX BJIIACTHBOCTEH TOBapY, SIKi BILUIMBAIOTH Ha HOTO
BUOIp MOKYIIIEeM, 1110 0a3yeThesl Ha 11esX Teopii Komra-
partopHoi inenTHdikanii [12];

—TIPOBECTH EKCIIEPUMEHTANIBHY HEPEBIPKY Mparie-
3JaTHOCTI 3aIIPOITOHOBAHOTO METOJY.

2. ITocTaHoBKAa 3aBAAHHA JOCTIIKEHHS

CrioxxuBayaM TPONOHYETHCS JI0 PO3MIALY Jesika
oOMerkeHa MHOYKHHA TOBapiB Pi3HUX MapoOK OJHAKOBOTO
(YHKI[IOHAJILHOT'O MpHU3HAYEHHs (HaNpUKIaa, MOOUIbHI
TesedoHd, aBTOMOOIJIBHI HOKPUIIKH TOIIIO)
X ={%,X9,.... Xy}, KOXKCH 3 SIKUX OINUCYETHCS HaOOPOM

PI3HOPITHUX YACTKOBUX XapaKTEPHCTHK

K() = (ky (%), kp (6) +oees ke (X)), =11

Ili xapaKTepUCTHKH JOCTaTHHO IOBHO BimoOpa-
KAIOTh SIKICTh, HANIIHICTh, (DYHKLIOHAJIBHI BIACTHBOC-
Ti, O€31eKy, EKOHOMIYHICTh TOIIO TOBAPY, LIO MPONOHY-
€TBCS Ta, KPIM TOT0, JIOMYCKAIOTh 1X 00'€KTUBHE KUIBKi-
CHE BUMIPIOBaHHS.

Hexaii Bigoma iH(opmallisi Ipo peUTHHT MOIYJIsIp-
HOCTi, II0 OTpPMMaHa Ha OCHOBI CTATHCTHKH HPOJAXY
TOBapy KOKHOI Mapku X € X Ui IIEBHOI'O CEIMEHTY

cnoxuBadiB. HeoOXiJHO BH3HAYUTH BiJHOCHY Iiepe-
B&XHICTh (BaXKIIMBICTh) CIIOKHMBYMX XapPaKTEPUCTHK
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ki(%i), ko(%j), ..., kn(Xj) ToBapy muis mokymmiB Ha
OCHOBI iH(opMartii mpo 3pobieHi HUMH BUOOPH Tiel yn
1HIIOT MapKu TOBapy 3 MHOXKUHH X .

3. MeToa BU3HAYEHHS BiTHOCHOI BAKJIUBOCTI
JJISl IOKYNIS CHOKMBYHX XaAPAKTEPUCTHK
ToBapy

Teopist moBeninku croxuBaya [1, 2, 3] mepexnda-
Yae, Mo KOXKHIi Mapii ToBapy Xj, | =1,_n 3 MHOXWHH
X MOXHa TOCTaBUTH Yy BiJIIOBIIHICT JESAKY y3aralib-
HeHy owiHky P(X;), sika BUpakae cTymiHb "KOpPHCHOC-
Ti" IBOTO TOBAPY AJIS MTOKYTILIS.

VY cBoro yepry, ominka P(X;) Moxe Gyt oTpuma-

Ha Ha OCHOBI BUKOPUCTaHHS iJiel Teopii 6araTokpurepi-
anpHOi KopucHocti (Multi Attribute Utility Theory —
MAUT) [13]. V¥ Hiif mependayaeTbes, WO € Aeska yH-
KI5l KOPUCHOCTI albTepHATHBHY, sIKa 3aJISKHUTh BiJ yac-
TKOBUX KPHUTEPIiB.

dopmansHO Le 03HAdYa€, M0 TaKy OLIHKY, B 3ara-
JBHOMY BUTIJISI, MOXKHA NPEACTABUTH Y BUTILAII NESIKOT
(hYHKII1 KOPHCHOCTI HACTYITHUM YHHOM:

P(x)=F[A K], i=Ln, €N

ne A=(ay, ay,..., ay) — KOpTex mapametpis (koedimi-

€HTH BiZIHOCHOI Ba)XIIMBOCTI YaCTKOBHUX XapaKTEPHUCTHK
toBapy K(Xj)).

VY Mmexax Teopii panioHansHOI moBemiHku [4] me-
pendadaeTbes, IO CIIOKUBAY oOMpace "Halkpanry" Map-
Ky ToBapy (aJbTepHATHBY), TOOTO Ty, sika HaHOLIBII
KOPHCHA JUIsl HBOTO.

OTXe, CIIOXKHUBAY 13 YCIX MOXKJIMBHX albTCPHATHB-

HHUX BapiaHTIB Xj € X , i=1n obupae MapKy TOBapy

X% € X 3 MaKCHMAaTBHUM 3HAUEHHAM ¢$yHKIIT KOpHUC-

HOCTI, TOOTO

x0 = arg max P(x;) . 2
XiEX

JlexoMITO3UIIMHNE TiAXix mepemdadae criocTepe-
JKEHHS 32 TIOBEHIHKOIO CIOXKMBada 0e3 BTpydYaHHA Y
MpoIeC BUOOPY 1 MOSICHEHHS HOTO MPUYHUH.

VY pesysbrati 1bOro CHOCTEPEKEHHS MOXHA 3adi-
KCYBaTH JIMIIE TMOBEJIHKY CHOXHBadiB, sSIKa MPOSBIIs-
€TBCS1 Y BUOOPI OJTHI€T 3 MAPOK TOBaPIB.

Ha ocHoBi mi€i iHdopmarii HeOOXiTHO BU3HAUUTH
Ba)XJIMBICTH /IS CIIOKMBAa4Ya THUX YU IHIIMX YaCTKOBUX
XapaKTEepPUCTHK ToBapy (ToOTO iX BiAHOCHHX ''BaroBux"
koediuieHTiB A).

BupinieHHst 11bOT0 3aBlaHHS MOTPEOye PO3BUTKY
NPUHIMIIOBO HOBOT'O METOAY BH3HAUYCHHS IapameTpiB
A ¢ynxkuii kopucHocTi (1). Takumii MeTo MOXHA PO3-
pOOUTH Ha OCHOBI BUKOPHCTaHHSA i€l Teopii KoMmapa-
TopHOI igenThdikarii [12].

B pamkxax MAUT 0o0rpyHTOBY€ETBCS BUKOPUCTAHHS
nBox Gopm GyHKIIH y3aransHeHOT KoprucHOcTi P(X;) —
aJMTUBHOI Ta MyJIbTUILTIKATHBHOT [ 14].

JI1st 1iie Hamoro JOCTiPKEHHS HAWO1IbIIe ITijI-
XOIUTh aguTHBHA (opMa MPenCcTaBIeHHA (DYHKIII KO-
PHCHOCTI aJIbTEpHATHBH, siKa Mae Burisiz [15]:

PO4) =Y ajki (x), 3)
j=1

ne O<a j< 1, j=1,m — 4acTKOBI IIKAIIOOYi Mapame-

TpHu (KoedimieHTH i30MopQizMy), MO (GaKTHIHO BUpa-
JKaIOTh BiTHOCHY BakimBicTh ("'Bary") Ais crio)KuBada

JacTkoBUX KpuTepiis K;(X;), ] =1,m, sxi XapakTepu-
3yIOTh aNbTepHATHBH (TOBapH) X € X ; k}_' (x;) — om-

HOKpHTepianbHa (DYHKIIS KOPHCHOCTI, II0 XapaKTepu-
3y€ OI[IHKY TOBapy Xj € X 3a YacTKOBHM KpHTEpieEM

kj(x) i 3a70BOJIBHSIE  YMOBI  HOpMYBaHHS
o<k (x)<1, j=Lm.
YmoBa
m
2.2 =1
j=L

JTO3BOJISIE BU3HAYMTH BiHOCHI "Barosi" KoeQillieHTH
YaCTKOBUX KPHUTEPIiB y 3BMuHIN mikaini Bix 0 go 1, mo B
TIPUHITUITL HA0YHO JAEMOHCTPYE Ha CKUTbKH (200 y CKi-
JBKU pa3iB) OJMH YaCTKOBUH KPUTEPiil BaXIMBIIIHN 32
iHIMH Ta "BKIAA" KOKHOTO KPUTEPIIO y 3araibHy OIliH-
Ky ToBapy. IIpyu 1ipbOMy MyITBTHIDTIKATHBHA (YHKIIS HE
JTa€ TOJATKOBUX TepeBar MpH ii BAKOPUCTAHH.

TakuMm 4MHOM, HaJasli 3HAYCHHs MapaMeTpiB a i

j=1m 6ararokpurepianbuux ouinok P(xj), i=1n
BU3HAYATHMEMO BHXOISUM 3 aauTuBHOI (opmu (3)
npeacTaBieHHs QyHKIIT KOPUCHOCTI.
Axkciomatuka MAUT mnepenbauae, mo st pyHK-
mii xkopucHocti P(Xj) BHKOHYIOTBCS Taki CHiBBigHO-
LICHHSI P MOPIBHSHHI PI3HUX Mapok ToBapis [13]:
—sKIO TOBAp X Kpaume il MOKYNLs HiK Xj,

T06TO Xj > Xj, TO

P(x) > P(x;); 4)
—SKIIO TOBAapU X Ta X;j €KBIBaJIEHTHI, TOOTO

Xi ’“Xj , TO
P(%)=P(X;), VX, xjeX ,i#]. (5)

VY 3aranbHOMY BUNAJKY, CHOXKHBYI XapaKTEPHCTH-
KU TOBapy

KOG) = (ky (%), k2 (6) 1oers K (i)

€ PI3HOPIIHMMH 1 10 I[LOTO MAKOTh Pi3HY (i3UYHY PO3-
MIpHICTb, HE CHIBMaJal04i IHTEPBAIN BUMIpYy 1 HaNpsM
JIOMiHYBaHHS.

Jns nmoOynoBu (QyHKIIH KOPHUCHOCTI k}_' (%),

j=1m 3a KO)XHOIO XapaKTEPHCTHUKOIO Ta IPOBEACHHS

HOPMYBaHHS IX 3HA4€Hb CKOPUCTAEMOCS (DOPMYIIOO
[16]:

K: (%) =K (X _ _
_ﬁil_iill,j:Lm,i:Ln, (6)

ki (x) =
ki () —kj (%)
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ze kj(x)) — mificae (abcomtoTHe) 3Ha4eHHs | -0i xapa-

krepuctuxy; Kj (X)) Ta kj’(xi) — BIJNOBIIHO #OTO

"Halripire” Ta "Halikparie" 3HAYCHHS B 3aJIC)KHOCTI Bij
HAIPSMKY IOMiHYBaHHS.

[pu oMy k}'l (%) €[0,1] # menmomy #oro 3Ha-
YeHHIO BignoBigatuMme "Haifripmie” abcomoTHE 3HAaYEH-
HS XapaKTEPUCTHKH TOBapy.

BpaxoByroun npuitHATHI CIIOCiO HOpPMYBaHHS Xa-
PaKTepUCTUK, KoedimieHTn A= <a1, a, ..., am> cTa-
I0Th 0€3pO3MIPHUMH Ta BUKOHYIOTh Taki (yHKii: Mac-
mTabyroTh CKALIPHY OaraToKpuTepiajbHy OIHKY aJlb-
TepHatuBd P(X;), TOOTO BU3HAYAIOTH IHTEPBAI il MOXK-
JUBHUX 3HaY€Hb Ta BPAaXOBYIOTH Pi3HY BaXIUBICTH ('Ba-
ry") AJst ciokKKBaYa XapakKTepPUCTHK TOBApY.

Just Toro, 1106 3navenHs P(X;) BapiroBanmucs B iH-

tepsaii [0, 1], mocTaTHho M00 BUKOHYBAIHUCH YMOBH:

. m
ajel0,1], j=1m; > aj=1. )
j=1

PosrisiHeEMO MeTOn BHM3HAYEHHS 3HAYEHL ' Baro-
Bux" KoediuieHTiB KopTe)y A xapakrepuctuk K(X;)
Ha OCHOBI iH(OpMAIi PO PEUTHHT MOIYJIIPHOCTI TO-
BapiB pi3HUX MapoK cepe]] MOKYIIIIB, 10 OTPUMaHa Bij
HUX y TIpoIleci aHami3y iX MOKyHoK (BHOOpPIiB TOBapy 3
JesIKOo1 MHOYHHH TIPEJICTABIICHHUX iM albTePHATHB).

Hexaii, HanipuKIIa1, Ha OCHOBI aHAIII3y CTaTUCTUKH
NPOJAXiB YOTHPHOX MapoK TOBapy X;, Xp, X3, X4
OTpUMaHO iH(OpPMAII0 TPO TMepeBard CIOXKUBAYIB
(pediTHHr TIOMYJISIPHOCTI) B HACTYIIHOMY  BHIJISAL:
Xo > Xq >{X 1~ Xa}.

Tomi, B 1boMy BHMAAKy, BpaxoByioun (3) — (5),
MOYKHa 3aIMCaTH CUCTEMY JIIHIHHUX 0OMEXeHb, sIka Ma€e
BUTJIS;

P(x2) > P(x4)
P(x4) > P(x) <
P(x) = P(x3)
I{# cucTema BuIiIsE€ ONMYKIUi OaraTOrpaHHUK Ha
rineprutonyHi (7) i Oyap-sKa TOUKa, 1110 JSKHUThH ycepe-
JIMHI € JOMYCTUMHM PillICHHSM.

OTxe, 3a1a4a BU3HAYEHHsI KOe(illieHTIB BITHOCHOT
Ba)XJIMBOCTI XapaKTEPUCTHK

P(x2)—P(x4) >0
P(x4)—P(4q)>0. (8)
P(x)-P(x3)=0

A=(ay,ay,.., ay)

€ HEKOPEKTHOI 32 BU3HA4eHHIM TuxonoBa [17], ocki-
JBKM BOHA HE Ma€ €IuHOro po3B'sa3ky. LI{o0 orpumarn
€IUHUI PO3B'I30K HEOOXITHO AOMOBHUTH BHXIAHY 3a-
Jlady AESKUM PeryIsipH3yI0YnM CITiBBiTHOIIEHHIM [17].
Tak siK y HaIlIOMy BHIIQJIKy BiICYyTHs JoJaTkoBa iHdop-
Marlisi, Mo JO3BOJSIE BUCYHYTH OO'€KTHBHY TilOTE3y
PO BHJ LIbOTO PETYIAPU3YIOUOro BUpPA3y, BUXOIUTHU-
MEMO 3 €BPUCTHYHOT'O TPHITYLICHHSI, 0 UIyKaHUH PO3-
B'SI30K Ma€ 3HAXOJIUTHCS B ICHTpalbHIlM oOmacti Oara-
TOTpaHHUKA JOIyCTUMHUX 3Ha4eHb Koe(ilieHTiB A, 110
BHU3HAYAKOTHCSA CHCTEMOIO oOMexeHb (7) i (8). Apryme-
HTOM Ha KOpPHCTh BUOOpY CaMe Takoro po3B'sS3Ky MOXKe

OyTH Te, IO Ie MiIBUIIUTE HOrO CTIHKICTh 3a MOXKIIHU-
BHX 3MiH MEX OaraTorpaHHHKa IpU HAJIXOJKCHHI HO-
BHX JIaHHX.

JIis BU3HAYCHHS €IMHOTO PO3B'SI3KY 3ajadi Ipo-
MOHYETHCSI BUKOPHCTATH METOJ| CepeiHbol ToukH. Po3r-
JISTHEMO HOTO pealtizaitito Ha mpukiai (8).

Crioyatky BH3HAYAIOThCS TOYKOBI TpaHUYHI 3HA-
YeHHsI JJOMYCTUMOI MHOXXHHH KOXKHOT'O 3 TapaMeTpiB

aj, j=1,m.

s mporo cucteMa oOMekeHb (8) mepeTBOPIOETE-
Csl TAKUM YHHOM:

P(x)—P(x4) 20
P(x4)—P(x) 20
P(x)-P(x3) 20
—P(x)+P(x3)=0

©)

Y cucremi (9) 3naku ">" 3amineni Ha ">" 1 piB-
HicTb P(¥)—P(X3) =0 mnpencrasieHo y BUTIIAAI JBOX
HepiBHocTeill P(X)—P(X3) =20 ta —P(%)+P(x3)>0.
3MiHa 3HaKiB 0OMEeXeHb He BIUIMHE Ha PO3B'S30K 3a/aui,
OCKIJIbKM BOHO 3HaXOJHUTHCS y BHYTpIilIHii obnacti Oa-
raTorpaHHUKa, SIKuil onucyeTbest cuctemoro (7) ta (9), a
HE Ha HOro MeXax.

OobwmexenHs (9) 3 ypaxyBaHHIM (3) MOXYTh OyTH
3aIMCaHi TAKMM YHHOM:

m
P(x)~P(x) = Y a; [ ki (x)-k[' (x) ] >0,
[

VX, X € X, I#s, (10)

re aj, ] =1,M 3a70BONBHAIOTH ymoBam (7).

Jaii cuctema oomexensb (7), (9) mocaimoBHO 10-
MOBHIOETHCS PETYJISPU3YIOYMMHU IUTLOBUMH  (yHKIIisI-
MH, sIKi MaroTh Burisia [18]:

aj—>min, j=1m, (11)
m.

a; »>max, j=1Lm

j (12)

VY pesynbraTi OTpUMyeMO 2M 3a1a4, KOKHA 3 IKUX

€ 3aj1a4elo JiHiiHOTO MporpamysanHst (JII1) 3 mineoBoro
¢ynkmiero (11) abo (12) Ta cucremoro oomexensb (7),

9).
Po3B's3aHHSA BCiX IHX 3a1a4, HATPHUKIAL, CHMII-
JICKC-METOJIOM, TO3BOJISIE OTPUMATH KOPTEX IHTEPBAIb-

HUX 3HAYEHb aj, T00TO A= <[a5~mn, a;_nax], j :J.,_m> .

Ha ocuosi X 3HA4YCHb, IJIsI KOXHOTO iHTepBany

[arjmn aEnax] 3HAXOMUThCA j =1, M Horo cepeauHa:
min max
ai " +aj _
acp = ! ! ] j = 1; m y
! 2
ne agnm , aﬁnax — MEXI IHTepBaIy IOIyCTUMUX 3HAYCHB

a;, wo suxousan 3 (7), (9), (11) abo (12). Minimanbhe
a?"n Ta MaKCUMaJIbHE a'jnax 3HAYCHHS CITIBIA/IAIOTH 3

BEpHIMHAMU 6aFaTOFpaHHI/IKa JAOIMYCTUMHUX 3HAYCHb 1
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cp
J

3a0e3I1euYeHHsT BUKOHAHHS yYMOBH
m
> am =1
=1

JlalTi TPOBOIUTHCS HOpMaUTi3allisi KOXKHOTO 3 3HAUYeHb

TOMYy &; ILEHTPOBAaHO BiJHOCHO Horo BepuimH. Jlis

a?p 3a (hOpMYIIOIO:

a;=a® - S a1 |24 iim s
i =3 le o d=tme (43
W=
2, Mg
w=1
ne Aaj :a?nax —aTin — BEJIMYMHA 1HTEPBAIY.

Takum 4MHOM, B pe3yNIbTaTi 3aCTOCYBaHHS METOLY
CepeHbOI TOYKH OTPUMAEMO TOYKOBI 3HaYEHHS KOpTe-
Ky BIIHOCHHX BaroBUX KO€(illi€HTIB CHOXHBUMX Xapa-

KTEPHUCTHUK TOBapiB A = <a1, a, .., am> )

Lle m03BONUTH 3pOOMTH BHCHOBKH MO BiIHOCHY
B)XJIMBICTh TUX YM IHIINX CHOXKUBYMX XapaKTEPUCTHK
JUTSL TIOKYTITISL.

3anpornoHOBaHUM BHUINE MIIXiZ 10 perysspu3amii
3amadi (7), (9) nmpupomgno He € emuHNM. Hampuknan, y
poborti [19] mpomoHyeThCs METOI peryispH3aii, o
IPYHTYEThCS Ha OOYHCIICHHI YeOHMIIEBCHKOI TOUKH, a B
pobori [20] — @I IBOTO BUKOPUCTOBYETHCS T'CHETHY-
HUH aJITOPUTM.

4. ImocTpaTUBHMI MPUKJIAJ 3aCTOCYBAHHS
PO3p06JIeHOr0 MeTOaY

Juns imocTtpartii mparne3aTHOCTI 3arpoIIOHOBAaHO-
IO METOAY BH3HAUCHHS BiTHOCHOI BaXKJIMBOCTI CIIOYKHB-
YHX [apaMeTpiB TOBApY PO3IIITHEMO HACTYIHHHN IPUK-
nam.

Hexaii € iHdopmamis mnpo peHTHHr NPOAAXKIB
8 mapok cmaptdoniB X ={X1, Xs,..., Xg}.

i mani oTpuMaHi BiJl OHOTO 3 HAHTOMYISAPHITIAX
TOPTOBUX IHTEPHET-MaWJaHIUKIB YKpaiHM Ta 3HAXO-
JITBCS Y BIIKPUTOMY JOCTYTIL.

Jani MicTATh iHpOPMAIiO PO HAROUIBII MTOITYJIS-
PHI cMapT(OHH , IO MAIOTh 8-MHU SIJICPHI TPOLIECOPH Ta
miny g0 10000 rpu (Tadm. 1).

Koxken cMapToH ONMUCY€ETHCS ACB'SITbMA CIIOKHUB-
YUMH XapakTepucThKamu (Tadi. 1):

ki(X;) — wina (y TpH . — YMM MEHIIIe, THM Kpalle);

Tabnuya 1 — 3HaYeHHS XapaKTePUCTHK MapoK cMapT(oHiB

Ko (Xj) — miaronans expany (y AroiiMax — 4yuM 0i-
JBIIIE, TUM KpaIIle);

k3(Xj) — po3ainbHa 3maTHIiCTh ekpaHy (y MiKCesIx
— yuM O1JTBIIIe, TUM KpaIe);

k4 (Xj) —dacrora oHoBieHHs expany (y 'l — yum
OlnpIme, THM Kparie);

ks(xj) — wacrora pobortu mpouecopa (y I'Tu —
4yuM OiblIe, TUM Kpamie);

ks (X;) — posmiipHa 3maTHICTH KaMepu cMapThoHa
(y Mn — unm Oinblne, THM Kpatie);

k7 (X;) — obcsr onepatuBHoi mam'sati (y I'b — uum
OlbIIe, THM Kpare);

kg(X;) — obcsir BHyTpiHbOi mam'siti (y I'b — gum
Oinblle, THM Kparie);

Kg(Xj) — emHicTh akymynsaTopa (y MAT — 9uM 0i-
JIBIIIE, TUM Kpare).

VY 1abn. 1 mpencrasieHi 8 Mmoaenel cMapTdoHIB y

MOPSIIKY 3MEHIIEHHS IXHBOT MEPEBAXHOCTI ISl TIOKYTI-
1iB, TOOTO

X1>-X2 >'...>'X8. (14)

Ha ocHoBi wiei iHpopmarii HeoOXiTHO BU3HAYUTH
BIZJTHOCHY B KJIUBICTH JUISl CIOKMBAUiB XapaKTEPUCTHK
cMapT(hOoHIB

K(Xi) = <k1(Xi),k2(Xi) yerey kg(Xi)> .

Hopmosgani 3a ¢opmymoro (6) 3HaUeHHS Xapakre-
pUCTHK cMapT(OHIB MpeACTaBiIeHi y Tabm. 2.

BinmoinHo mo iHGopMarii mpo mepeBaru CroXxu-
BauiB (14) Ta npuHuumis (4) — (5), a Takox 3 ypaxyBaH-
HsM (opmynu (6) Ta ymoB (7), cucrema oOMeKeHb 3a-
Jadi Moxke OYTH 3amicaHa HaCTYITHUM YHHOM:

P(x)-P(x2) =20, P(x)-P(x3)>0,

P(x7)-P(x3) 20, (15)

a;20, j=19;

j aj=1.

Mo

j=1
B pesysbrari o04McieHHS cepeaHbOi TOYKH IS
CHCTeMH JIHIHHUX oOMexeHb (15) oTpruMaeMo KopTex
3HAYCHb
A=(aj, a,..., &)

BiTHOCHUX BaroBUX KOC(IIi€HTIB CIIOKUBYMX XapaKTe-
pHCTHK cMapTHOHIB (PAIOK 8 y TaluL. 2).

Xi Mapka ecmapmepona ke ka ks ks ks ke k7 kg kg

X Xiaomi Redmi Note 9 Pro 6499 6.67 1080 120 2.30 64 6 128 5020
X2 Motorola Moto G60 7499 6.80 1080 120 2.30 108 6 128 6000
X3 | Xiaomi Redmi 9C 3899 6.53 720 60 2.30 13 3 64 5000
X4 | ZTE Blade A51 2999 6.52 720 60 1.60 13 2 32 3200
X5 Samsung Galaxy A12 4599 6.50 720 60 2.00 48 4 64 5000
X Huawei P Smart 2021 5499 6.67 1080 60 2.00 48 4 128 5000
X7 Poco X3 Pro 8499 6.67 1080 120 2.96 48 8 256 5160
Xg Realme 8 Pro 8699 6.40 1080 60 2.30 108 8 128 4500
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Tabnuys 2 — HopMoBaHi 3Ha4YeHHS XapaKTePUCTHK cMapT(doHiB

X | ko) | ki) | ki) | ke () k' () | k&) | kO%) ke' (xi) | kg'(%)
X1 0.39 0.68 1.00 1.00 0.51 0.54 0.67 0.43 0.65
X2 0.21 1.00 1.00 1.00 0.51 1.00 0.67 0.43 1.00
X3 0.84 0.33 0.00 0.00 0.51 0.00 0.17 0.14 0.64
Xq 1.00 0.30 0.00 0.00 0.00 0.00 0.00 0.00 0.00
X5 0.72 0.25 0.00 0.00 0.29 0.37 0.33 0.14 0.64
X6 0.56 0.68 1.00 0.00 0.29 0.37 0.33 0.43 0.64
X7 0.04 0.68 1.00 1.00 1.00 0.37 1.00 1.00 0.70
Xg 0.00 0.00 1.00 0.00 0.51 1.00 1.00 0.43 0.46
a; 0.473 0.054 0.025 0.079 0.071 0.056 0.103 0.074 0.064
VYci pe3yabTaTH OTPUMAHO 3 BUKOPHCTaHHSIM IIPO- ExcniepuMeHTanbHI  TOCTIMKCHHS — ITiITBEPIFIIH

rpamuoro 3acody MathCad 14.

TakuM YMHOM, PEHTHHT CIIOKHUBYMX XapaKTECPHC-
TUK cMapTQOHIB (Y HOPSIKY 3MEHIICHHS iX BaXIHUBOC-
Ti), IO BIUIMBAIOTh Ha BUOIp MOKYIIIIB, BUTJIAIAE TAK:

Ky (%) — mima (g = 0.473),

k7 (Xj) — obcsir omeparuBHoi mam'siti (8 = 0.103),

k4 (Xj) —gacrora oHoBneHHs expany (@ = 0.079),

Kg(X;) — obcsir BHyTpitHbOI mam'siti (8 = 0.074),

Ks(X;) — uacrora poboru nporiecopa (8 = 0.071),

Kg (%) — emuicts akymyssitopa (8 = 0.064),

Kg(Xj) — po3niipHa 3maTHICTE KaMepH cMapTQhoHa
(3 =0.056),

Ko (Xj) — miaronass expany (8 = 0.054),

K3(X;) — po3nineHa 3matHicTs ekpany (8 = 0.025).

5. O0roBopeHHs Ta BUCHOBKHU

BuBueHHS TOBEMIHKH CIIOKMBAadiB Ha PHHKY Ta
BUSBJICHHS iX TIepeBar Ipu BHOOpI TOBApIiB € OTHHUM i3
HalaKTyalbHIIINX 3aBJaHb MAapKETHHTY.

Ha ocHoBi 3i0panoi indopmariii Ta moxanpomy ii
aHaJji3l, KOMNaHii MPOBOJSTH CBOIO MAapPKETUHIOBY TO-
JITHKY, BCTAHOBJIOIOTH IIIHH, BHU3HAYAIOTH CIIOXKUBYI
XapaKTEPUCTUKU Ta aCOPTUMEHT TOBapiB, a TAKOX CIO-
co0H iX poCyBaHHS.

Y po0oTi 3ampoOHOBAHO METO]] BU3HAYCHHS IIe-
PEBAXHOCTI CIMOXKHMBYMX XapaKTEPUCTHK TOBapy JUIs
MOKyTIs, Mo 0a3yeThess HAa 3aCTOCYBaHHI JIEKOMIO3H-
IiHOTO MiIXOAY 0 OIIHKH KOPHCHOCTI TOBapiB.

OCHOBOIO IBOTO METOAY € imei Teopii kommaparo-
pHOI imeHTH(]iKaIii, BUKOPUCTAHHS SIKUX IO3BOJSIOTH
OTpHUMAaTH KUIBKICHI BIIHOCHI OIiHKK BakiuBocTi (“'Ba-
roBi" kKoe(ilieHTH) CIIOXKUBYUX XapPAKTEPUCTUK TOBapY
Ha OCHOBI iH(opMallii Tpo Horo BUOIp MOKYMISMH.

e(eKTHBHICTh 3aCTOCYBAaHHS 3aIIPOIIOHOBAHOTO METO/Y.

HaykoBa HOBH3HA poOOTH TONATA€E B HACTYITHOMY:
BIIEpINIE 3aMIPOIMIOHOBAHO METOJ OTPHMAaHHS BiJHOCHHX
KUTBKICHUX OI[IHOK Ba)KIIMBOCTI CIIO)KHBYHX XapaKTepH-
CTHK TOBapiB U TOKYMIS, SKANA BiApi3HAETHCS Bif
ICHYIOUMX MOJJIMBICTIO BUKOPHCTaHHS OYy/1b-sIKO1 iH(O-
pMalii mpo BiHOIIEHHS MOPSIKY Ha MHOXUHI aibTep-
HaTuB (MapoK TOBapy), IO Ja€ MOXKIIHMBICTH OTPUMYBa-
TH a/IeKBaTHI pe3yJIbTaTH HaBiTh NPU HEBEIUKOMY 00-
cs131 TaHMX.

T'onoBHOIO TIepeBarol METONy € Te, Mo 'BaroBi"
KOEQIIIEHTH XapaKTepUCTHK MOXYTh OyTH OTpHUMaHi
TITPKH HAa OCHOBI iH(oOpMamii, M0 OTpUMaHa B XOIi
CIIOCTEPEKECHHS 3a MOKYIIeM (TaCHBHUI eKCIIEPHIMEHT)
—y pasi Bubopy HEM "HalKpamoi" MapKu ToBapy, abo B
X0/l aKTHBHOTO €KCIIEPUMEHTY, KOJIM MTOKYTIEIb PAHXKY€
yci ab0 4acTHHY MapoK TOBapiB Y MOPSJKY iX MepeBax-
HOCTI.

Ha xopucTh 3aCTOCyBaHHSI caMe Takoro MiJXoay
CBiIYaTh YUCIICHHI JOCIHIIPKEHHS, PE3YJIbTaTH SKUX MO-
Kazaid, 10 JIIAWHA OUIbII TOYHO BHKOHYE OIEpAIlifo
MOPIBHSIHHS, HDK KUIbKICHE BHMIpPIOBaHHS (IPHUIIUCY-
BaHHS YHCIIOBHX OILIIHOK).

[TpakTryHa 3HAYUMICTh pE3yNbTaTiB poOOTH TOJIS-
rae B TOMY, III0 3aIIPOITIOHOBAHHMI METOJI 0 BU3HAYCHHS
IepeBar CIOXKHBAYiB JTO3BOJIUTH MapKETOJIOTaM TOYHO
MO3HIIIOHYBaTH TOBAp HA PHHKY, aKTUBHO 3aCTOCOBYBa-
T "TapreroBaHy" pekiiamy JUis BHJaui peJICBAHTHHX
PEKOMEHAIIN TMOKYIMISAM, a TaKOXX CTBOPIOBATH HOBI
TOBapH 3 HaHOLIBII 3aTPeOyBAaHUMH XapaKTEPUCTHKAMH
JUISL TIIBUILEHHS 00CSTiB MPOAAXKIB.

[MepcriekTHBY MOJANBIINX AOCIIKEHb HOJISATAI0Th
y JOIOBHEHHI TPENICTAaBIEHOI0 METOJY MOJKJIHBICTIO
00Ky KUTBKICHUX CTaTHCTUYHHX ITOKAa3HUKIB PO3IIOJi-
JIy KUTBKOCTI BHOOpIB MOKYMIISIMH KOHKPETHHX MapoK
TOBApy, a TaKOX y BceOiuHiN ampoOarii po3pobsieHoro
METOIy BU3HAUCHHs IepeBar CIIOKMBadiB MiJ 9ac BU-
pIIIeHHS pi3HUX NPAaKTUYHUX 3aBJIaHb.
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Method for determining the preference of consumer characteristics
of a product based on information about its choice by the buyer /

Konstantin Petrov, Igor Kobzev

Abstract. Topicality. One of the most urgent tasks of modern marketing is to identify and analyze consumer preferences
that affect the choice of goods by the buyer. Task. In the paper proposes a method for determining the preference of consumer
characteristics of a product, which is based on the application of the decomposition approach. Based on the information about the
popularity rating of brands of goods among buyers, the problem of determining the private utility for each characteristic is
solved, and then, the structure of the buyer's preferences is reconstructed for all consumer properties that characterize the studied
brands of goods. Results. Within the framework of the axiomatics of the theory of multicriteria utility (MAUT), a midpoint
method has been developed to solve the problem of determining the “weight” coefficients of the relative importance of consumer
properties of goods, which is based on the ideas of the theory of comparative identification. As a result of applying the proposed
method, its can obtain a unique stable solution to the problem. It is shown that in this case, the problem of determining the pref-
erence of consumer characteristics can be reduced to a standard linear programming problem, the solution of which does not
present fundamental difficulties. The values of the relative ”weights” of consumer characteristics obtained during the application
of the proposed method make it possible to compare them with each other in terms of importance (“usefulness”) for the buyer
and, thus, to choose the “most important” of them or to rank them. The results of computer modeling are presented, which con-
firm the effectiveness of the method. Conclusion. The practical significance of the results of the work lies in the fact that the
proposed method for determining consumer preferences will allow marketers to more accurately position a product on the mar-
ket, actively use "targeted” advertising to issue relevant recommendations to customers, and also create new products with the
most demanded characteristics to increase sales.

Keywords: consumer preferences, utility theory, decomposition approach, comparative identification, utility function.
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HarmioHanpHMI TEXHIYHHN YHIBEPCUTET «XapKiBCHKHIA MOMITEXHIYHUHA IHCTUTYT», XapKiB, YKpaiHa

PO3NIOAIVTI OBYNC/IIOBAJIBHUX PECYPCIB Y XMAPHUX CUCTEMAX

AHoTamisi. Y crarTi po3rIsHYTO KiIacHQiKallilo iCHYIOUMX TEXHOJIOTiH HaJaHHs XMapHHUX MOCIyT. s KOXKHOT TeXHOJIOTil
BU3HAUYCHO IepeBark Ta HeAomiku. Takox BU3HAYEHO XapaKTepHi 0COOIMBOCTI XMapHUX OOUYHCIICHb, SIKi HEOOXIJHO BPaxoBY-
BaTU NIPH PO3MOALT pecypciB. BuzHadueHo, 10 y BCiX TEXHOJOTISIX BPaXxOBYIOTHCS TINBKU HEOOXiqHI 00CATH MPOIECOPHOTO
pecypcy, onepaTHBHOI MaM'sITi Ta MicLi y CXOBHILI faHUX. [Ipy 11boMy He BpaxOBYeThCs crieiudika poOOTH 3aCTOCYHKIB. Takox
HE BPaxOBYETHCS PO3UICHHS PECYpPCiB MK PI3SHUMH JOAATKaMH. TakuM YMHOM, HE 3aBXKIU Ma€ MicIe BHOIp ONTUMAIEHOTO
pecypey Wi po3MIIeHHS 3asBOK KITi€HTIB. Lle 9acTo mpu3BOOUTE 10 iICTOTHOTO 3HIKEHHS IPOAYKTUBHOCTI AomatkiB. Kpim
TOro, Hee()eKTUBHO BUKOPHCTOBYEThCS XMAapHHH pecypc. [cHyroui 1miXom Ta METOIH PO3IIOIiTy PECYpPCiB HE BpaXOBYIOTh YCIX
ocobmmBocTelt XMapHUX o0unciens. Lle Moxe npu3BecTn 10 Hee()eKTHBHOTO BUKOPUCTAHHS XMapHOi iHdpacTpykTypu. Tomy
METOIO JAHOI CTATTIi € BU3HAUYCHHS XapaKTEePHUX PHC XMapHHUX OOUYHCIICHb, sIKi HEOOXiTHO Oy/ie BpaXOBYBATH MPH PO3MOILNTI
pecypciB. 3aBaaHHs HoJsirae B 3a0e3MeYeHHi piBHOMIPHOTO PO3IMOALTYy HaBaHTa)KCHHS Ha BCi XMapHi cepBepH. Y pesysbTaTi
MPOBE/ICHOTO aHaJli3y OBENEHO, IO TexHouorid IAAS € HalOLIbLI ypa3auBOIO 0 SKOCTI PO3MOALTY pecypciB. BusHaueno

HeoOXiTHMI Habip NOKa3HUKIB i TexHoMorii IAAS, ki He0OXiTHO BpaXxOBYBaTH MPH PO3IOILI pecypciB.

Kuaw4oBi ciaoBa: XMapHi TEXHOJIOTIi, XMapHi pecypcH, ONTUMAILHUNA PO3MOALT pecypciB.

Beryn

Po3BuTOK iH(MOPMALIHHOTO CYCHIIECTBA 3MIHUIIO
VSIBIICHHSI KOPUCTYBadiB Mpo HaJaHHS iH(opMauiiHux
cepsiciB. Ha mepmmif m1aH BUXOIATh HE TEXHIYHI Xapa-
KTEPHCTHKH MOCIYT, a SKiCHI IOKa3HUKH. /10 HUX BiJHO-
CATBCS CBOE€YACHE 33/I0BOJICHHA MOTpeO Gi3Hecy, mpoc-
TOTa BHUKOPUCTaHHS, MIBUAKICTh BHKOHAHHS THUIIOBHX
ormepaii Ta iH. Y 3B'SI3Ky 3 UM JleAaji O1TbIIO] MOy JIs-
pHOCTi HaOyBaroTh XxMapHi obumcieHHs (aHria. cloud
computing). KpiM TOro, M0AaTKOBHM CTHMYJOM CTajIH
emigemiss COVID-19 ta arpecis Pocii y 2022 porii. Xma-
PHI 00YHCIICHHS — 11€ MOXKJIMBICTD HaJIaHHS 004YHCITIOBa-
JBHOTO pecypey 4epe3 IntepHet. Ilpu npomy 000B's13-
KOBI TaKi XapakTepucTuku [1]: camoobcnyzosysanns na
6UMO2y, CTIOXXHMBAY CAaMOCTIHHO BU3HAYA€E Ta 3MiHIOE 00-
YHCTIOBAIBHI OTPEOH, TaKi sIK CEpBEpHUH Hac, MIBUIKO-
CT1 JOCTYIIy Ta 0OPOOKH AaHUX, 0OCST TaHMX, 110 30epi-
TaroThes, 0e3 B3aEMOJIi 3 MPEeICTAaBHUKOM IOCTadallb-
HHKa TIOCIIYT; YHIBePCATbHULL 0OCIYR RO Mepedci, TIoC-
JYTH TOCTYIIHI CIIOKUBaYaM IT0 MEpEeXki mepenadi JaHux
HE3aJIeKHO BiJl TEPMIHAJILHOTO PUCTPOIO, 1110 BUKOPHC-
TOBYETHCS; 00 '€OHAHHA pecypcis, TOCTAYaTbHHUK ITOCTYT
00'elHy€e pecypcu OOCITyrOBYBaHHS BEJIMKOI KiJIBKOCTI
CHOXKMBAUiB y €IMHMHN IIyJI JJIsl TUHAMIYHOTO Iepepos-
MOJITy MOILIIHOCTEH MiX CIIOXKMBa4aMH 32 YMOB TOCTil-
HOT'O 3MiHH TONHUTY HOTY>XHOCTI; ITPY IIbOMY CIIOXKHBayi
KOHTPOJIIOIOTH JIMIIE OCHOBHI NMapaMeTpy IOCIyTH (Ha-
NIPUKIIaz, 00CsAT NaHWX, MIBHAKICTH JOCTYIy); (akTHd-
HHUHA PO3MOALT PecypciB, IO HAIAIOTHCS CIIOKHUBAUEBI,
3MIHCHIOE TTOCTAaYa bHUK (Y HCSKMX BUIAIKaX CITOXKH-
Bavi TaKW MOXYTh KEPyBaTH ACSIKUMH (Di3MIHIMH Tapa-
METpaMu Mepepo3noily, HapuKiIa, Bka3yBaTH Oaxa-
HUI LeHTp 0OpOOKM JaHWX 3 MIpKyBaHb reorpadidHoi
OJIU3BKOCTI); eracmuyHicmy, NOCITyTH MOXYTh OyTH Ha-
JlaHi, po3LIKPEHi, 3ByXeHi Oy1b-1K01 MUTI 4yacy, 6e3 Jo-
JIaTKOBUX BHUTpAT; 00K CHOKUBAHHSA, MOCTAYAILHUK
MOCIYr aBTOMATHYHO OOYHCIIIOE CIIOXKUTI PECypcH Ha
NeBHOMY piBHi aOcTpakuii (Harpukiaz, oocsar qaHnx, o
30epiraroThesl, MPOIYCKHA CIIPOMOXHICTbD, KITBKICTb KO-
pUCTYBaYiB, KUTBKICTh TPAH3aKIIiil); HA OCHOBI IMX Ja-
HUX BiH OI[IHIOE 00CAT HAJaHUX CIOXKHBAYaM MOCIYT.

BukoHaHHS IMX BUMOT CYTT€BO BIUIMBAE Ha PO3MO-
T pecypciB y XMapHiid iHQpacTpyKTypi. Y HayKoOBii Jii-
TepaTypi po3rIISAAEThCSl OaraTo METOJIB PO3MOILTY pe-
CypciB B iHGOpMAIIHHUX Ta O0UHCITIOBAILHUX CTPYKTY-
pax. Y crarti [2] aBTOp IpomoHye anropuT™m random
swap clustering. OnHak BiH CyTT€BO BTpadae e(peKTHB-
HICTh IIPU 3aCTOCYBaHHI AJIsI XMapHHUX iH(pacTpyKTyp.
[Tpu IpoBeCHHI ONTUMAIBHOTO PO3IOILTY POITY CKHHX
3mi0HOCTEeH IS CaMOBITHOBIIOBAJIbHOTO (aHri. self-
healing) cermenTy xomMmn'toTepHOi Mepexi B [3] cmemu-
¢ika XMapHHUX CKJIaJOBHX CHCTEMH HE PO3TIIAAAETHCS.
Metoau, 3anporoHoBaHi y [4], opieHTOBaHiI TNBKH Ha
MOO1TpHI KOMITOHEHTH.BB [5] Ginbmoio Miporo BpaxoBy-
I0ThCS OCOOJIMBOCTI PyXOMHX 00’ €KTIB, a HE XapaKTepH-
cruxu cloud computing. V crarri [6] po3risaatotscst Me-
TOIM PO3MOLTY PECcypciB, IO BiJCYBalOTh Ha JPYTHii
IUIaH YaCOBI TOKa3HUKH, POOJISTYM aKIIEHT Ha OE3ITEKOBUX
nutanssx. [paui [7, 8] cropsmMoBaHi Tinbku Ha CrelH-
¢ixy Big Data. Crartst [9] opieHTOBaHa TiJIbKUA HA CHC-
TeMH, 0 00poOIsIFOTh Bimeo3o0paxkeHHs. A B [10] ak-
LIEHT 3pO0JICHO TUBKK Ha CTIel(]idHI 32CTOCYHKH.

OpHak pO3TISIHYTI MiJXOAW Ta METOIU PO3MOILTY
pecypciB He BpaxOBYIOTh yCiX OCOOJIHMBOCTEH XMapHHX
obuncnens. Lle Moke mpu3BecTr 10 Hee(hEKTUBHOTO BU-
KopHUCTaHHs XxMapHoi iHppacTpykTypu. Tomy meToro jia-
HOI CTaTTi € BU3HAYEHHS XapaKTePHUX PUC XMapHHUX 00-
YHCJICHD, sIKI HEOOXiHO Oy/Ie BpaXOBYBaTH IPU PO3IIO-
JITL pecypciB.

Takox HEOOXiIHO BHUAUIMTH TEXHOJIOI HaIaHHS
XMapHUX IOCHYT, SKi € HalOUIbII BPa3IMBUMH MIPU He-
ONITUMAIBHOMY PO3IIOALTI a00 Mepepo3IoIii pecypcis.

1. Knacudikaiist TexHoJ1oriii HagaHHs
XMApPHUX NOCTYT

Ha cporoaHi TeXHOJIOTIT HAaHHS XMapHHUX MOCITYT
MOJKHA TOJITUTH HA TaKi THITH, SIKi BU3HAYAIOTHCS BiJIIO-
BIJTHIMH MOJIEJISIMH XMapHHX mociyr: laaS, ingpactpy-
KTypa sk mociyra; PaaS, mmatdopma sk nmociyra; Saas,
mporpamue 3abe3neueHHs sk nociyra; CaaS, po3paxyH-
KOBi OOYHCIIEHHS SK CEpBiC).

3a TexHOJOrier0 Ha 0a3i Mojelni 00CIyroByBaHHS
laaS crnoxuBau orpumye iH(GOPMAIIITHO-TEXHOIOTIUHI
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pecypceu — BipTyalibHi CEpBEPH 3 MEBHOKO 00YHCITIOBANIb-
HOIO TOTYXHICTIO Ta oOcsraMu Ham'siTi, TOOTO TOBHE
Software Ta Bipryansne Hardware. [1poBaiinep 3abe3rme-
yye ¢izuune Hardware (o6nagnanus). Bin BctaHOBIIOE
Ha HBOTO Software 1y CTBOpEHHS BipTyalbHHUX MAIlWH,
ajie He 3aiiMa€eThCsA yCTAaHOBKOIO 1 MATpUMKORO Software
(mporpamHe 3a0e3nedyeHHs) KopuctyBada. [IpoBaiinep
KOHTPOJIIOE TiNIbKHU (Pi3UUHY Ta BipTyalbHY iHPPACTPYyK-
Typy, Ky Hagae KII€HTOBI y BipTyaJlbHOMY BHIJIAII 3a
JIOTIOMOTOI0 XMapHUX CepBepiB. 3a3BHYaid, KII€HTaMHU
laaS € cucreMHi agMiHICTpaTOPH KOMIaHIH.

VY BumnajaKky BUKOPHCTaHHS TeXHOJIOTIT Ha 6a3l Mo-
neni obciyroByBaHHs PaaS xmapHUiA npoBaiinep Hajmae
JIOCTYT JI0 ONepaLiiiHuX cHcTeM, 3ac00iB pO3pOOKH i Te-
CTYBaHHS, CUCTEM YIpaBJIiHHA 0a3aMu NaHHUX, TOOTO
TUTBKH IO CUCTEMHOTO Ta npuKiaaHoro Software. I1po-
BaiiJiep KOHTPOIIIOE HE TIJIbKH CEPBEPH, CHCTEMH 30epi-
TaHHA JaHUX 1 OOYMCITIOBATBHI MOTYKHOCTI, ajJe TaKOXK
MIPONIOHY€ KOPUCTyBadeBi Ha BHOip meBHi miatdopmu i
3acobu ynpaiiHHg HUMHU. Haitbinpm yacto gaHy TeXHO-
JIOTi10 BUKOPHCTOBYIOTH po3poOHUKHN Software.

XMapHa Mojens SaaS € HaHMOIIMPEHIIIOW cepel
KJIIEHTIB XMapHUX NpoBaiiiepiB. Y BiAINOBIIHIA TeXHO-
JIOTI1 IpOTpaMu Ta CepBicH po3po0IIse i 00CIYTOBYE MPO-
Baiizep, po3Milrye ix y XMapi i IpOIOHy€ KiHIIEBOMY KO-
pucTyBaueBi 4epe3 Opay3ep abo 3aCTOCYHOK Ha HOTo
koM torepi. OCHOBHI KIIIEHTH TEXHOJOTii SaaS — 3Bu-
YaifHi KOPUCTYBadi, HANPHUKIAA, KOPHCTyBadi Haiaro-
JUKeHUX Oi3Hec-3acTOCYHKIB uepes [HTepHerT.

Jesiki XMapHi mpoBaiiieps HaJaloTh MOCIYTHU 3 BH-
kopuctanHaM TexHoiorii CaaS. [lpm mpoMy KITi€HT
OTpUMa€e OOYMCIIOBANBHI PECYpCH Ul BUKOHAHHS Yy
XMapi BIIACHUX 3aCTOCYHKIB. 3a3BM4ail 1[0 TOCIYTY BHU-
KOPUCTOBYIOTh Y BUIMAJKY, Ko BiacHe Hardware ne-
CIPOMOYKHE BUKOHATH 3aBJaHHS 3 IKUXOCh IPHYHH.

BiamosiaHo, 7151 KOXKHOT TEXHOJIOTIT € CBOT 0CO0IH-
BOCTI 111010 KOHTPOJTIO Ta IPOTHO3YBaHHSI 3aBaHTAKEHHSI
(hiznuHOi Ta BipTyanbHOI iHYPACTPYKTYypH XMapHOTO ce-
penosuina. Lle cyTTeBO 3a11€XKNTH Big PiBHS TOCTYILy KO-
pHCcTyBaya J10 XMapHHUX MOCIYT.

2. IlepeBaru Ta HeOJTiKH TEXHOJIOTii
HA/TAHHA XMApPHHUX MOCIYT

laaS — e HalOUTBII THYYKA MOJICITh XMapHHX TIOC-
JYT i3 MPOCTHM TIPOLIECOM PO3TOPTaHHS OOJIaTHAHHS.
laaS mo3Bomsie MimMpUEMCTBAM HApPOIIYyBATH OOYHCIIIO-
BaJIbHI peCypcH NpH HEOOXiAHOCTI, 3aMiCTh TOTO, MI00
KYIyBaTH JOpOre 00NagHaHHS sl BIacHOI iHppacTpyK-
Typu. Bapricth laaS BapitoeTbcst i B OCHOBHOMY 3aiie-
xuTh Bil notped kiienta B CPU ta RAM. laaS — 1e
TaK0)X €KOHOMIYHA MOJICIIb, Y TOMY YHCII Yepe3 BUCOKY
MacuITaboBaHICTh Ta aBTOMATU3AI[I0 XMAPHUX MOCIYT.
IMocnyru laaS akTyanbHi K UTS CTapPTAIliB Ta HEBEIUKUX
KOMIIaHi#, Tak i 1y Benukoro OisHecy. OTxe, mepexin
Ha laaS 3aomamKye gac Ta rpomi KIIi€HTa.

Aue ciin 3a3Ha4MTH, 10 TOOYIyBaTH T'OTOBE pi-
meHHs Ha 0a3i [aaS 3a mapy romuH MpakTHYHO HEMOXK-
mBo. Kpim toro, npu HasiBHOCTI BiacHOT0 Hardware He-
Ma€ CEeHCY OpeHAyBaTH XMapHi BipTyallbHi MpHUCTpoi. B
IUX BUMaAKax mnepeparae miardopma PaaS. IToaioHo 10
IHIMMX XMapHUX cepBiciB, PaaS mo3Bossie kmieHTaM KO-
PHCTYBAaTHCS CYYaCHUMHU IIOTYXKHHUMH IHCTPYMEHTaMH

pO3po0KH, MIATPUMKY SKUX Oepe Ha cebe mpoBaiimep.
[TnaTdopma sk mocayra xopoia THM, Ha BiaMiny laaS,
1o Bijipa3y roToBa ;1o podotu. 3a qomomororo PaaS mif-
BHUIIY€ThCS MIBUAKICTH PO3POOKH, TECTYBAHHS Ta 10CTa-
BKM nopatkiB. OTke, TexHomaoris PaaS mormomarae Kom-
MaHIsAM PI3HOTO PO3MIpy ONTHUMI3yBaTH TIPOIEC PO3PO-
6xu. Hanpuknan, PaaS moxe cipocTuté po6oTy Bennkoi
KOMaH/I! PO3POOHHUKIB, SIKi 3aiIMalOTHCS OTHUM 1 TUM ca-
MHUM MIPOeKTOM. L[5 TEXHOIIOTIs € KpaIoIo Ik KOMITaHiit
3 icHyro4omo [T-iHppacTpyKTypOIO.

OpnHak 6araro JpiOHUX 1 CepeaHiX KOMIaHii He Ma-
FOTh MOXJIMBOCTI KyIyBaTH on-premise-pimienss. Kpim
TOT0, KOPOTKOCTPOKOBI NMPOEKTH, 110 MOTPEOYIOTh HIBU-
JIKWX, TPOCTHX 1 JIOCTYITHUX PIllIeHb, TOUIBHIIIE peai-
30BYBATH CaMiii KOMITaHii. Y TaKUX BUMAJKaX HaWBUTI]I-
Himra TexHomorist SaaS. BignaneHa Hactpoiika Ta o0city-
roByBaHHs Software mpoBaiiiepoM HalarOTh KOMIIAHii-
3aMOBHHKY OLUTBIIE Yacy JUIS BUPIIICHHS iHITNX BaXITH-
BUX IMTaHb Ta 3aBOaHb. SaaS-pilleHHS KepYIOTHCS
LEHTPAII30BaHO i PO3MINIYIOTECS HA BiIAaJICHOMY Cep-
Bepi. BupoOHuk, a He KOpHCTyBay, HECe BiIIOBiTalb-
HICTh 3a HaJalITyBaHHS HEOOXIIHOTo OOJagHAHHS Ta
nporpamMHoro 3abesnedeHHs. Hailwactime mist poGoTH
SaaS He mMOTPIOHO 3aBaHTAKCHHS Ta BCTAHOBIICHHS
Software Ha npUCTpii.

VY Bumazky. KoJu NOTpiOHA THMYAcoBa XMapHa Io-
cilyra, HaitGinbII npuitHATHOIO € TexHomoris CaaS. 1T 3a-
CTOCYBaHHS JI03BOJISIE KOPUCTYBAUeBi JOIOBHUTH Ha Je-
SKUI TIepio]] BIACHI pecypcH 3a paXyHOK MPUI0aHHS I10-
TpiOHUX BIpTyabHUX PECYpPCiB.

OTxe, KOXKXHA XMapHa MOJIeIb IPOIIOHYE TIeBHi (y-
HKIIi Ta MOxJmBOCTi. Komm 6i3Hec Mae Habip KOHKpET-
HUX 3aBJIaHb 1 PO3YMIHHSI IIepeBar Pi3HUX TUITIB XMapHUX
CepBiciB, MpoCTilie BUOpaTH BiAMOBIAHUNA. TexHOIOTIsS
laaS nae mpakTHYHO MOBHHMH KOHTPOJIb 33 TOTOBOIO iH-
(bpacTpyKTypoIO.

Ile mo3Bosie opraHizailii CTBOPUTH CTEK TEXHOJIO-
Tiif, MOBHICTIO afantoBanui 10 motpeod Oi3Hecy. [liqnpu-
€MCTBa, SIKI B)K€ MalOTh JiesKi pecypeu Ta IT-Bimnin, Mo-
JKyTh BHOpaTH TexHounorito PaaS. 'orosa mardopma no-
MIOMOXE KOMIIaHIsIM pPO3pOOJIATH 1HAMBIAyalbHI pi-
IICHHS, SIKi JIETKO IHTeTPYBaTH 3 iCHYIOUUMH pOOOINME
mporecaMu. TexHoJoris SaaS 103BOJISE MiATPHEMCTBAM
32013 KyBaTH TPOIII.

KiienTam He moTpiOHO caMoCTiiHO 3aiiMaTucs po-
3pO0OKOI0 Ta MIATPUMKOIO MPOTPAMHOTO 3a0€3MEeUYCHHS.
A 3a 6pakom pecypciB HezamiHHa TexHouoris CaasS.

Xoua, Ha TEePIIMH OIS, I1i MOJEII CXO0Xi, SaaS,
PaaS ta laaS HayaroTh pi3Hi piBHI MOCIYT, 8 ONTHMAJILHE
BUKOPHCTaHHSI PECYPCIB 3aJISKUTh Biji BUKOPHCTOBYBa-
HHUX METOIB PO3IOAITY Ta Iepepo3NOALTY pecypcis.

3. MeToau po3noainy pecypcis
y XMapHux iHppacTpykTypax

VY xmapHux iH}ppacTpyKTypax, JK i cepes BipTyai-
3arii, mpobjeMa IUIaHyBaHHS Ta ONTUMi3alii BUKOPHC-
TaHHS PECYpCiB BHPIIIYETHCS TBOMA CIOCOOAMHU: Tepe-
PO3IOAIN pecypciB aAMIHICTPATOPOM CepelOBHUINA Bip-
Tyali3alil Bpy4Hy; aBTOMaTHYHE IDIaHyBaHHS PeCcypcCiB
3a JIOMOMOTO0 METO/IiB PO3IOIUICHOTO BU/ILICHHS pecy-
pciB DRS (Dirstibuted Resource Scheduling) ta po3smo-
JIJIEHOTO YIPaBJIiHHS eHeprocnoxuBanHsM DPM.
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VY pi3nux cepenopuiax meroau DRS ta DPM mpa-
IIOIOTH TI0-PI3HOMY, ITPOTE JIOTiKa POOOTH 30epiraeThesl.

Anroput™m pobotn DRS y 3aranpHOMy BHUMaaky
CKJIaZIa€ThCs 3 HA0OPY MPOCTHUX KPOKIB!

1) BUOHpaeTHCS HAMEHIII HABAHTAKEHUH XOCT ce-
pen THX, SKi MaloTh IOCTaTHIN pecypc;

2) mij yac poOOTH XOCTIB 30MPAEThCS CTATUCTHKA
3apanTaxeHHs1 CPU na Hux;

3) skmro CPU Ha 01HOMY 3 XOCTIB MPOTSTOM BCTa-
HOBJICHOTO iHTEpBaJly HaBaHTAXKEHO OiNbIIe 3a MEBHUMA
MOPIT, TO MPUAMAETHCS PIlICHHS PO MEPEPO3NOILT pe-
CypCiB;

4) SIKIIO TPUAMAETHCS PILICHHS PO MEPEPO3MOALT
pecypciB, To Merox DRS abo mepenece 3aBmaHHs Ha
OiIBII MTPOXYKTUBHUK a00 MEHII HaBaHTAXXEHUH XOCT,
a0o0 mepeHece iHII 3aBAaHHS 1HIT cepBepH.

Bracnimox po6otu Mmetony DRS Braetbest onTima-
JHHO PO3MOAUINTH HaBAaHTAXKEHHS MIX CepBepaMn XMa-
pHoOTrO cepenoBua. Lle migBUIye SK MKOBY MPOIYKTH-
BHICTB XOCTIB, 1 €()eKTUBHICTh BUKOPHCTAHHS PECypCiB.
Opnuak MeTon owiHoe e HapanTaxxeHds Ha CPU 1 He
MPOTHO3y€ 3MiHYy HABaHTAXXCHHS 32 IHIIMMH Mapamer-
pamu. 3 1i€i MPUYMHK METOJ HEYacTO 3aCTOCYBaHHS B
cepenosuiiax cloud computing, e aaMiHicTpaToOp XMa-
PHOTO OOUYMCIIOBAJIBHOTO CEPEAOBHIIA HE MOXKE Hepe/-
OaunTy BCiX HeOaXaHMX HACTIJKIB BiJl IEPEpPO3NOILTY
pecypciB y Takuii crocio.

Amnanoriuao, metoq DPM Bupimye 3amady 3HH-
JKeHHSI €HEproCHOXXHMBAHHS, NIPOTE HE BUPIMNIye 3a7ady
MakcHuMi3allii eeKTHBHOTO BUKOPUCTAHHS HAsSBHHUX pe-
cypciB. OTxke iCHyI04i METOAN HE JO3BOJIAIOTH ONTHMA-
JHFHO PO3IIOAUISATH Ta IIEPEPO3IOAUITH XMapHi PECYPCH.
[Tpu pOMy SIKICTB PO3IIOJINTY CYTTEBO 3AJIEXKITh Bil 00-
panoi TexHousorii. Pe3ynbTaTi MOPIBHSIBHOIO aHANI3y
MOJKJIMBOCTI ONTUMI3AIIIT 3a JSSIKUMH CyTTEBHMH Iapa-
METpaMH HaBeJleHO B Ta0I. 1.

Tabnuys 1 — TopiBHAIBLHUI aHAI3 XMAPHHX TEXHOJIOT i

TexHouoris

ITapameTtp Paas

laaS SaaS | CaaS

Bapricts <« « <« <«

Burpatu kiienTa Ha

00CITyTOBYBaHHS «

Burpatu npoaiinepa
Ha 00CITyrOBYBaHHS

MoxIHuBiCTh IEpEpO3-

&
e
TOJTLTY pecypciB <

[Iporuo3yBaHHs BUKO-
pHCTaHHSs pecypciB

T T

banancyBanHs HaBaH-
TaKCHHS

L I

MOXIMBICTE OLIHKU
HajliitHoCTi iH(pa- — + + +

CTPYKTYpH

3a pe3ysbTaTaMu MOPIBHUIBHOIO aHAJI3y XMapHUX
TEXHOJIOTIH MOYKHA IIHTH HEBTIIIIHOTO BUCHOBKY, 1[0 M€-
TOJIH, 32aCTOCOBYBAaHI B XMapHHUX OOUYMCIIOBAJIBHUX Ccepe-
JIOBUINAX, SIKI 3aBXKAN JTO3BOJISIIOTH ONTHMAJIBLHO PO3IO-
IUMTH XMapHi pecypcu. Haiibinem edexriBHO 3a-
BIaHHS PO3IIOJUTY PEeCypciB y XMapHOMY CEpelIOBHILI
BHPIIIY€ETHCS i Yac BHKOPHCTaHHA TexHojorii CaaS.

CytreBuX TpoOJieM He BUHMKAE 1 NPH BHUKOPHUCTAHHI
CKJIaJHIIMX TexHoyoriii SaaS Ta PaaS, xoua € Hu3Ka
0cO0JIMBOCTEM, SIKi MIEPEIIKO/HKAIOTH BAKOPUCTAHHIO Me-
toniB DRS Ta DPM y neBHUX clieHapisiX.

OpHak y XMapHHX OOYHCITIOBATBHUX CEPEIOBUIIAX
Ha OCHOBI TexHouorii laaS BHHHKAIOTH IPOOIEMHU OITH-
MaJIHOTO IUIAaHYBaHHS PECYpPCiB SIK Ha eTarli iX HaJlaHHS,
Tak 1 mig 9ac BukopuctaHas. Lli mpobiemMn HEMOKIHBO
BHPIIIUTH BPYUHY, K Y IPOCTHX TEXHOIOTIfAX.

[o-mepme, agmiricTpatopy XxMapHOi iH(QpacTpyK-
TypH HEBIJJOMO, SIKi IIOTPEOH TOJIATKIB A1 €)EKTUBHOTO
ix BukopuctanHs. [lo-apyre, 3aBaxkae HassBHICTh «CTaTH-
YHOCTI» MIaT(OPMHU — BiJICYTHICTb peaKito 3MiHa IOT-
peod y gaci.

Orxe, y Ttexnonorii laaS He Bupimryerbcs 3a-
BIAHHS ONTHUMAJIBHOTO MEpPEepo3NOoauTy OOYHCITIOBANIb-
HUX pecypciB y cepeloBHIIi xMmap. Tak, HampuKiam,
OJIHE 3 HAOLTBII MOMYIIPHAX B TAHW Yac pilieHb 3 YII-
paBiHHS XMapHOIo iHppacTpykTyporo OpenStack, miar-
pUMYy€ BCHOTO 3 METOAM BHIUICHHS PECYpCIiB: BHIIAAKO-
BHH, BUIAAKOBHN Y MeXKaxX 30HH JOCTYIHOCTI Ta IPOC-
TUil (BUALICHHS pecypciB BinOyBaeThes mo uepsi). 1o
CTOCY€EThCS TIEPEPO3IOIiTy HaBaHTaKEHHS 32 i HepiBHO-
MIPHOCTI, TAKUX MIIXO/IIB Y CEPEJOBHUILAX XMapHUX 00-
YHCIIEHb MOKH 110 HE iCHYE.

[Ipocrtuit MeTox po3MoOALTY BUALIIE PECYpCH KOX-
HOTO 3 XOCTIB, SIKi 33JIOBOJIGHSIOTH 3aIUTH KIII€HTA, I10
4yep3i, TOKW BOHU He 3aKiHdathcst. [Ipn BumagkoBoMy Me-
TOJIi PO3MOIUTY pecypcCiB XOCT JUIA 3ayCKy eK3eMILIIpa
BHOMPAETHCS BUMAAKOBO CEPE XOCTIB, Ha SIKUX € HE0O-
XiHa KUTBKICTh pecypciB. MeToz po3nofiny «BHMaaKO-
BUIl y M&XaxX 30HU JOCTYITHOCTI» TPAIIOE 32 THM CAMUM
MIPUHITUIIOM, 10 W BHIAAKOBUH, MPOTE 3ais€ JIHUIIE Ti
XOCTH, SKI 3a37ajierigb BHU3HAYCHI aIMiHICTPaTopoM
XMapHOT'0 00YMCITIOBAIILHOTO CEPEAOBHIIA K 30HA JI0C-
TYMHOCTI JUIsl TAHOTO €K3eMILIsIpa.

TakuMm yMHOM, MOPIBHSJIBHUI aHaNI3 TOKa3aB, IO
BCI TPH OIMUCaHI METO/X PO3MOJIiTYy PECYpPCiB MArOTh JBa
icToTHI Heponiku. [lepmmii y Tomy, mo mig gac yxsa-
JICHHS PILlICHHS PO BUKOPUCTAHHS Ti€l M iHIIOI pecy-
pCy HEMa€ OIiHKa ONTUMAIBHOCTI IPUHHATOTO PilICHHS.
Jpyruit HEOOMIK y TOMy, IO 1€ METOAW MPAIIOIOTh
JIUIIE 3 eTali MOYaTKOBOTO BHIUICHHS PeCypciB IpuMip-
HUKY. KpiM TOT0, KO/IeH 13 PO3TIITHYTHX METOIIB PO3IIO-
JITy OOYMCITIOBANILHUX PECYPCIB HE BPAXOBYE TaKUX Ba-
ITMBHX CKJIJIOBUX, SIK AMCKOBA ITiJICHCTEMA Ta MEpexa.
Yepes 1ie nporpamu 3 MiIBUIIEHUMH BUMOTaMH JIO TPO-
JMYKTHBHOCTI JUCKa (0a3u NaHWX, aHATITHYHI CHCTCMH)
Ta MiZIBUIIEHNMH BUMOTaMH 0 TPOTYKTUBHOCTI MEpexi
(BineokoH(epeHIii, iIHTepHEeT-IIIF031) BUMIAJIAIOTh 13 J10-
TiKH PO3MOAITY pecypciB.

Tomy y 3B'3Ky 31 criernudikoro XMapHUX 004HCITIO-
BaJIbHUX CEPeIOBHUII HeoOXimHO B TexHomorii IAAS Bpa-
XOBYBATH TPU PO3MOALNI pecypciB po3MHMpeHUH Halip
MTOKA3HHKIB, Y TOMY YHCIIi 3MIHIOBaHHUX Y Yaci:

e TMPOJYKTHBHICTb (KUIBKICTh MPOLIECOPIB; YHUCIIO
siIep MPOIIECOPiB; TAKTOBA YACTOTA MPOIECOPIB; MIBU/I-
KiCTh pOOOTH MEpexi);

e HaBaHTaxeHIicTh (3aiiHsite RAM, 3aBaHTa-
xenHst CPU; HaBaHTa)XeHHS Ha JUCKOBY ITiICUCTEMY; Bi-
JITYK TUCKOBOI MiJICHCTEMH 3aBAHTAXXCHHS MEPEIXKI; KiJIb-
KiCTh €K3EMILIIPIB, 110 BUKOHYIOTHCS);
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e HaAINHICTH (cepenHill yac Mixk 300saMmu; Bizuy-
HUIA CTaH 00JaHAHHS; SIKICTh CKJIaJaHHs 00JIaHAHHS,
piBEeHb KOMIIETEHII MEepCoHaNly Ul OOCIyrOBYBaHHS
o0JagHaHHS).

BucHoBku

VY crarTi po3msiHyTO Kiacu(ikallilo iCHYI0YHX Te-
XHOJIOT1H HaJJaHHSI XMapHUX MOCIYT, ISl KOXKHOT 3 SIKHUX
BU3HAUECHO IepeBark Ta HEJONIKH, BU3HAUCHO XapaKTe-
PHI 0COOJIMBOCTI XMapHHX OOYHCIEHB, SIKI HEOOXiTHO
BPaxoBYBaTH IPH PO3IOILII pecypciB.

BusHaueHo, 10 HEJOMIKOM KOXHOI 3 IepepaxoBa-
HUX TEXHOJIOTIH € Te, M0 MOTPeOr TOATKIB, IO MPAITIo-
I0Th YCepeIWHI NMPUMIPHHUKIB, BPaXOBYIOTHCS JIHIIE Yy
KOHTEKCTi HeOOXiTHUX 00CATIB MPOIIECOPHOTO PECcypcy,
OTIepaTUBHOI MaM'sATi Ta MIcCIs y cxoBuIli maHuX. [Ipu
IBOMY HE BPaxOBYeThCS cnenudika podboTH J0JaTKiB, a
TaKOX Te, K 13 UM JOJATKOM PO3IUIATUMYTEH PECYPCH
BIKE PO3TOPHYTI HA THX CaMMX XOCTax iHIi qoxarku. Ta-
KUM 9MHOM, HE 3aBXIH Ma€ MICIe BHOIpP OINTHUMAIBHOTO

pecypey Ais pO3MIIIEHHS 3asBOK KIIIEHTIB, IO YacTO
MIPU3BOJUTE JI0 ICTOTHOTO 3HM)KEHHS IPOJYKTHBHOCTI
JIOJIaTKIB Ta €()eKTUBHOCTI BUKOPUCTAHH XMapHOTO pe-
CypcCy. 3aBJJaHHS IOJIATA€ B TOMY, 1100 3a0e3MEeUUTH Pi-
BHOMIpDHHUI pO3MOJiII HAaBaHTaKEHHS Ha BCI cepBepH
XMapHOTO OOYHMCIIOBABHOTO CEpeAOBHUINA Pi3HOI Tpo-
IOYKTHBHOCTI, HaIaBIIH IIPY bOMY HalKpamli YMOBH JUIs
(YHKIIOHYBaHHS MOJATKIB 1 OHOYACHO MaKCHMAIIbHO
e(eKTHBHE BHUKOPUCTAHHS HasBHUX OOYHCIIOBAIBHHX
pecypciB. oBeaeno, mo TexHoioris IAAS HaiiOinpmI
ypa3zivBa IpH HEONITHMAILHOMY PO3IOALII Y epepos-
MOJIiTI pecypciB. BusHaueHO po3mupeHuii Hadip mokas-
HUKIB 1711 TexHoyorii [AAS, y ToMy 4mci 3MiHIOBaHUX
y 4aci, siIKi HeoOXiZTHO BpaxOBYBAaTH IIiJ 4ac PO3IOILITY
pecypciB.

BupilieHHsI MMOCTaBICHOTO 3aBIAHHS JO3BOJHTH
MiABUIUTH e()eKTUBHICTH BUKOPUCTAHHS PECypCiB XMa-
PHOT'0 OOYHCITIOBATEHOTO CEPEAOBHUINA B IIJIOMY, TTiJBH-
IIUTH NPOXYKTHBHICTb OAATKIB Ta 3HU3UTU BUTPATH Ha
iHpPaCTPyKTYpy Ta ii CynpoBia.
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Features of the distribution of computing resources in cloud systems
Inna Petrovska, Heorhii Kuchuk

Abstract. The article considers the classification of existing technologies for providing cloud services. Advantages and
disadvantages are determined for each technology. Characteristic features of cloud computing, which must be taken into account
when allocating resources, are also defined. It was determined that all technologies take into account only the necessary amounts
of processing resources, RAM and storage space. At the same time, the specifics of the applications are not taken into account. It
also does not take into account the sharing of resources between different applications. Thus, it is not always possible to choose
the optimal resource for placing customer applications. This often leads to a significant decrease in application performance. In
addition, the cloud resource is used inefficiently. Existing approaches and methods of resource allocation do not take into account
all the features of cloud computing. This can lead to inefficient use of cloud infrastructure. Therefore, the purpose of this article is
to determine the characteristic features of cloud computing, which will need to be taken into account when allocating resources.
The task is to ensure an even distribution of the load on all cloud servers. As a result of the analysis, it was proved that the IAAS
technology is the most vulnerable to the quality of resource allocation. The necessary set of indicators for IAAS technology, which
must be taken into account when allocating resources, is determined.

Keywords: cloud technologies, cloud resources, optimal allocation of resources.
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PO3POBKA CUCTEMMU BUABJIEHHA KIBEP3AT'PO3 HA OCHOBI AHAJII3Y
JAHUX 3 BEB-PECYPCIB HA MOBI IPOTPAMYBAHHS PYTHON

AHoTanisi. Meroto naHoi poOOTH € CTBOPEHHS CHCTEMH BHSBIICHHS KiOep3arpo3 Ha OCHOBI aHaJi3y JaHHX MEPEeKEBOro
Tpadiky Beb-pecypciB 3acobamu MOBM HporpamyBanHs Python Ta 3 BHKOpHCTaHHSM METOMIB MAIIMHHOTO HABYaHHSI.
O0’eKTOM JOCHIIKEHHS € MPOIeC aHali3y JaHHX 3 BeO-pecypciB y cucteMax KibepOesmneku. IlpeameTom HOCHiIKEHHS €
METO/IM Ta aJrOPUTMHU MAIIMHHOTO HaBYAaHHS IS aHANI3y JaHMX 3 BeO-pecypciB. s HaBUaHHS po3pobIeHoi Mojeni BU-
SIBIICHHS KiOeparak Oyno oOpaHo Biakputuit Habip marux CSE-CIC-IDS2017, mo MicTHTE HaliCy4acHiIi MOMHpPEHi iHpO-
pMarliifHi aTak, IO BiANOBIAAIOTH BUTIIAY CIIPABKHIX JAaHUX 3 PEalTbHOTO CBITY, OCHOBHI peaii3oBaHi aTaky BKIIOYAIOThH
opyrdopc FTP, 6pyrdopc SSH, DoS, Heartbleed, Be6-aTaky, iHdinbTparnito, 6otHeT Ta DDOS. Po3pobnene nporpamue 3a-
Oe3rneyeHHs BUSIBIICHHS KibepaTak Ha BeO-caliTH CKIIQIAeThesl 3 IEKITbKOX MOYJIIB, a caMe: MOJYJIS IOTepeTHb0T 00pOOKH
JaHUX JIaTaceTy, MOIYJIS JOCIIKEHHS 03HAKOBOTO MPOCTOPY MepexkeBoro Tpadiky Ta MOIYJIsl BAKOPHCTAHHS AJITOPUTMIB
MAIIMHHOTO HAaBYaHHS JUIA MOUIyKYy Kibepartak. [[yis BupilieHHS 3aBAaHHS 3 BiIOOpY O3HAK y paMKax peaiizalii 1aHOTO
MporpaMHOro 3abe3neueHHs Oyno BHPIIIEHO 00paTH CTpaTerito BixOip HA OCHOBI MOJIEINI 32 JOOMOTOI0 OJJHOTO 3 aHCaMO-
JICBUX METOJIIB MAIIMHHOTO HABYAaHHS BHUITQAKOBHII Jic. Binbip 03HaK Ha OCHOBI MOZEJ BUKOPHCTOBYE AITOPUTM MAallHH-
HOT'O HaBYAHHA 3 Y4UTENeM, 100 OOYHCIUTH BaXXIUBICTh KOXKHOI O3HAKH, 1 3aJIMIIAE JINIIE HaWBakuBimm 3 HuX. s
TpeHyBaHHS Mopeni Oynu BUOpaHi HACTYNHI aIrOpUTMH MAaIIMHHOTO HABYaHHS: HAiBHMI OaeciB KiacugikaTop,
k-HaitOmmKkuKX cyciniB, AepeBa pillleHb, METOJ] OIIOPHUX BeKTOPiB (SVM) 3 BUKOPUCTaHHSM rayCCiBCHKOTO sIapa, aJanTH-
BHHH OyCTHHT, lepeBa pillieHb 3 IPUCKOPEHHM (OyCTHHT TpazmieHTa). PazoM 3 TpeHyBaHHSIM 01pa3y BUKOHYBAIacs Mepex-
pecHa mepeBipka (3 KOHTPOJIEM) IO CeMH OJIOKAaX, JJIsl OTPUMAaHHs OB TOYHOI OLIHKH y3aralbHIOYO01 3MaTHOCTI MOJICITI.
Pesynprat po6oTH — nporpamHa peajizalisi METOIiB MAaIIMHHOTO HAaBUaHHS JUIsl BUSBJICHHS KibepaTak Ha BeO-caiiTu 3a 1o-

MIOMOTOI0 PO3Mi3HABAaHHS iX 03HAK y MepekeBOMY TpadiKy, a TAKOXK MPOBEICHHS NOPIBHAHHS iX €()eKTHUBHOCTI.

KuaiouoBi c1oBa: xibep0Oesmneka, kibeparaka, KlacTepH3allis, aHaJli3 JaHUX, BeO-pecypcH, MepexxeBHi Tpadik.

Beryn

3abe3nevyeHHs KOMIT IOTepHOI Oe3NleKkn y pi3HUX
cepax JIOJCHKOT XKUTTEMISUIBHOCTI € 3aa4er0, SKa Mae
BCI TI/ICTaBM PO3TIAOATHCS, SIK OJHA i3 HAMOLIBII BaXK-
JUBHUX TPOOJIEM CY4acHOTO CYCHIITBCTBAa. AJKE CyCITi-
JBCTBO CTa€ BCE OLIBII 3aJCKHUM Bill KOMII IOTEpiB Ta
InrepHeT-mMepexi y poOOTI Ta MPOBENEHHI JO3BIIS.
3pocTae 1 3HAYMMICTh HASBHOCTI Bpa3jIMBOCTEHl B
KOMIT FOTEPHUX CHUCTEMaXx, L0 MPUBEPTAIOTH yBary 3J0-
BMUCHUKIB, SIKI BHKOPHUCTOBYIOTH iX SIK MOXJIHBICTB
oTpumaTH rporiii abo 3anomisitd mkonay [1, 2]. Takox
BP@XIIUBOCTI KOMII IOTEPHUX CHCTEM MOXYTh BUKOPHC-
TOBYBATUCS TIPOTHOOPYMMH CTOPOHAMH JUIS 3400YyTTS
nepeBar Iija 4ac iHpopManiiHuX MPOTHOOPCTB Ta BiliH
[2]. Tomy Bkpaii BaXJIMBO 3aXHUIIATH KOMII IOTEPHI CHC-
TEMH Ta BeO-pecypcH Bif kKibepaTak, a TaKOXK PO3IIi3Ha-
BaTU TaKi aTakd Ui iX CBOEYACHOTO YCYHEHHS, SKIIO
METOJIM IIPEBEHTHBHOT'O 3aXUCTY HE CIPALIOBAJIH.

OpnHuMH 3 Hale(hEKTUBHIMNX METOIB BHSBICHHS
Kibeparak Ha BeO-pecypcH € Ti, IO BHKOPHUCTOBYIOThH
Meroau MammHHOTO HaBuaHHs [3-8]. CyuacHi amropu-
TMH aHaNi3y JaHUX J03BOJSIOTH BUSBISITH 3aKOHOMIp-
HOCTI Ta 03HaKku B Tpadiky Beb-caiirie [8-11], mo mae
JIOZIATKOBI MOXJIMBOCTI JJIsI BUSIBIEGHHS Kibeparak Me-
TOJIaMU IITYYHOTO IHTEIEKTY.

MeTo10 po60TH € JOCTIUKEHHS Ta IporpamMHa pe-
aizamisg METOIB BHUSBIICHHS KibepaTak Ha BeO-pecypcu
Ha OCHOBI MalllMHHOTO HAaBYAHHS Ta aHANI3y JaHUX.

OCHOBHA YacTHHA

VY naniif po6oTi OyJI0 PO3pOOICHO MPOTpaMHE 3a-
Oe3redeHHs U1 BUSABJIICHHS KibepaTak MepexeBOro pi-
BHs Mozeni OSI y mepesxi InTepHeT. ATakn BUSBISUTUCS

Ha OCHOBI iX O3HaK 3 BUKOPUCTaHHSIM METO/IB MallHH-
HOTO HaBYaHH:]. AHaji3 Ta 00poOKa OTPUMAaHMX JTAaHUX
MIPOBOAMIIACS 32 JIOTIOMOT'0I0 BUKOPHCTAHHS MOBH IIPO-
rpamyBanns Python 3.10 ta HacTynHuX 6i6mioTek:

— pandas asst 06poOKH JaHuX;

— scikit-learn mis MalIMHHOTO HABYAHHS,

— NUMpPY a8 BUKOHAHHS MaTeMaTHYHHX OIle-
partiif;

— matplotlib st Bisyamisariii Ta BUBEEHHS TaHUX
y BUDIISAI TpadikiB.

Jns TpeHyBaHHS pPO3pOOITIOBAHOI MOJIENI BHSB-
neHHs kibepaTtak Oyio oOpaHO BIIKpUTHII HAaOIp AaHUX
CSE-CIC-1DS2017 [12]. Lleit maTaceT OyB CTBOpEHUii 3a
pe3yibTaTaMu aHalli3y MEpEKEeBOro Tpadiky B i307b0-
BaHOMY CEpE/IOBHIIIl, B SIKOMY MOJEIIOBAINCS il 3BHU-
YallHUX KOPHUCTYBauiB, a TAKOX IIKIJIMBI Ji1 IIOPYyLITHHU-
kiB. Habip manux CSE-CIC-IDS2017 mictuts po3miue-
HUH MepexeBHil Tpadik 3 HassBHICTIO MOIIMPEHNX Kibe-
partax Ta BiAIIOBiZae BUTISAY peatbHOro Tpadiky y ¢o-
pmati PCAP. ¥V uboMy mipencrasiieHi Taki araku [12]:

- DoS Hulk,

- PortScan,

— DDoS,

— DoS GoldenEye,

- FTP-Patator,

- SSHPatator,

- DosS slowloris,

- DosS Slowhttptest,

- Bot,

- Infiltration,

- Heartbleed,

- Web Attack — Brute Force,
- Web Attack — XSS,

- Web Attack — SQL Injection.
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Haracer CSE-CIC-IDS2017 Ttakox BKJIIOYAE pe-
3yJIBTaTH aHalli3y MEPEeXeBOro Tpadiky 3a J0IOMOTro
CICFlowMeter, incTpyMeHTy reHepauil Ta aHamizy Me-
pexxeBoro Tpadiky, 3 O3HAUEHUMH TOTOKaMH Ha OCHO-
Bi BigmiTkm dwacy, [P-agpec mkepena i mpu3Ha4YeHHS,
MOPTIB JpKepera Ta MPHU3HAYCHHS, MPOTOKONIB Ta aTak
(daitmm CSV). CtBopeHHS peanicTHaHOTO Tpadiky OyIo
TOJIOBHUM TIPIOPUTETOM Y CTBOPEHHI ITLOT'0 HAOOPY Ja-
Hux. byno Bukopucrano cucremy B-profile mims mpodi-
JOBaHHS a0CTPAaKTHOI MOBEIIHKH JIOJACEKUX B3a€MOIIH
i cTBOpeHHs HarypajicTuuHoro tpadixky. s 1poro
HaOOpy IaHuX OyJIo MOOymIOBaHO aOCTPaKTHY MOBEIIH-
Ky 25 kopucryBayiB Ha ocHOBi mnporokoniB HTTP,
HTTPS, FTP, SSH ta ei1exTpoHHO{ MOIITH.

Cam Habip 1aHMX B 3arajibHIi CyKYITHOCTI MICTUTb
y co0i TmoHa JBa MUTBHOHM YOTHPHCTA THUCSY 3pa3KiB
JaHUX, KOXKEH 3 SIKHX PO3Mi4eHHUH SK CYTHICTb, IO Ha-
JIKATH J0 MEBHOTO KIIACY, SKUl OMICY€e HAICKHICTD JI0
HopMansHOTO Tpadiky (benign) um mkimmBoro (Ha-
npukinan, PortScan, DDoS, Bot, i T.1.). Beporo B mara-
CeTl BUAUTIETHCS OMM3BKO I’ SATHAIIITH Pi3HUX KIIACIB,
Ta CJiJl 3a3HAYMTH, 10 KUIBKICTh 3pa3KiB B KOKHOMY i3
HHUX PO3MOJiJICHA BKpail HEpiBHOMIPDHO, Ta Ti CHJIBHO
BIZIPI3HSIETHCS BiA Kiacy 10 kiacy. Hampuknam, Kijib-
KicTh 3paskiB y kiaci heartbleed ckianae ycboro oau-
HAJIATH, TOMI K Kiac goldeneye Hamiuye OMH3BKO Jie-
CSITH TUCSY 3pa3KiB. SIKIIO B3ATH YCIO CYKYIHICTH Ja-
HHUX TO YacTka kiacy benign ckianae 6musbko 84%, a
pemra 16% mpunamae Ha yci iHmn kimacu atak. Tox,
Oepyun 10 yBaru mi GakTopu, abu YHUKHYTH MIPOOIEMH
i3 30aaHCOBAHICTIO NaHMX HEOOXITHHM € TPOBEICHHS
HACTYNHHX [iii: 00 €IHAHHS YCiX KIIaciB aTak B OJUH
enuHMi (IIe TaKOX 3BOJMTH MpobieMy kinacudikamii 3
MYJIBTHKIIACOBOi /10 OiHapHOT); 3a0e3neyeHHs] MiXKKIIa-
COBOTro Oayamcy.

OHi€ero i3 METOIUK BUPIMICHHS Mpo0iaeMu au30a-
JIAHCOBAHOCTI MIXK KJIaCAMH € METOJAMKa CYOIUCKpETH-
3arii.

CyTHICTh AaHOTO METOJy HonsArae y BuOipmi ese-
MEHTIB 13 JIOMIHYIOUHX KJIAciB i3 METOI0 CKOPOYEHHS iX
Kinpkocti. Crparerii cyOauckpernsanii MOXyTb OyTH
MPOCTHMH, fK, HANPHUKIAL, BUMAIKOBHI BUOIp TpymHH
€JIEMEHTIB, ajie MPH [[OMY MOXKJIMBI BTpaTH iH(popMarii
y IIeBHUX Habopax AaHMX. Y TaKHX BUIAAKaX CTpaTeris
BUOIpKM Mae repeadayatd B HEpIIy 4Yepry BUAAICHHS
€JIEMEHTIB, SIKi Jy)Ke CXOKI Ha IHII eJIeMEHTH, IO 3a-
JIUIIAIOTHCS B HA0OPI nauux. [ist BiAKMJaHHS HaJUIUIL-
KOBHX JJaHMX OYyJIO 3aCTOCOBAaHO TEXHIKY CyOIMCKpETH-
3alil Ma)KOPUTAPHOTO (JOMIHYIOUOTr0) Kijlacy Ha OCHOBI
HEeHTPOINiB KiacTepiB. LIg TexHika momsrae y cTBOpeHi
3a JIOIOMOTOI0 alNrOpUTMYy KiacTepu3auii (y AaHoMy
BUMAAKy MeToa K-cepenHix) KiacTepy AOMIHYHOUYOTO
KJIacy Ta y MOJANBIIOMY BiIKMIAHHIO 3pa3KiB, KEpyro-
YHUCh BiJICTAaHHIO BiJ IEHTPOiga 0 TIOJOKEHHS 3pa3Ky y
MIPOCTOPi, PO3PAaXOBAHOIO 32 EBKIIITOBOIO METPUKOIO.

YBech aTaceT NpeICcTaBiICHH Y BUIIISI KUIbKOX
(aitni y popmari .CSV:

- Monday-WorkingHours.pcap_ISCX;

- Tuesday-WorkingHours.pcap_ISCX;

- Wednesday-workingHours.pcap_ISCX;

- Thursday-WorkingHours-Morning-
WebAttacks.pcap_ISCX;

- Thursday-WorkingHours-Afternoon-
Infilteration.pcap_ISCX;

- Friday-WorkingHours-Morning.pcap_ISCX;

- Friday-WorkingHours-Afternoon-
PortScan.pcap_ISCX;

- Friday-WorkingHours-Afternoon-
DDos.pcap_ISCX.

KoskeH ¢aiin 9acTKOBO 4H MOBHICTIO MICTHTH JaHi
JIUIIE PO TEeBHI BUIM MEPEKEBHX aTak, TOX y MaHIN
pobori ix Oyno 00’egHaHO y OAWH €IUHHUN (ailn 3a1msa
3a0e3MevyeHHs MPOCTOTH y TOAANBIINX MaHIMyJISIisX,
3MiHax Ta MEePEeTBOPEHHSX JaHUX.

3aranbpHa KUTBKICTh aTpuOYTiB, SIKi ONMUCYIOTH KO-
JKHHH OKpEeMHil 3pa3oK JIaHWX, CTaHOBUTH Onu3bko 80-
. Taka BeimKa KUTBKICTh XapaKTepH3YIOUHX O3HaK,
X0Ya 1 TOCIyTye A SKHAWOUTBIN SKICHIIIOTO BiAi-
JICHHA 3pa3KiB MK COOOI0 Ta KJIAaCiB, MOXE BHSBHTHCS
HaJUTHIIKOBOKO OCKUIBKH HE KOJKHa O3HaKa MOXe CIy-
TYBaTH Ui BUABIICHHA YHIKaIbHOCTI, O Oy/e BHUABIS-
TH BIMIHHICTh OJJHOTO KJIacy BiJ iHIIOTO; A€AKi O3HAKU
B3araii MOXYTh HE HECTH HisIKO1 KOpHUCHOI iH(opMaIlii,
ska 0 onmcyBana naHi. bepyun 10 yBaru BEJIHMKY Kilib-
KICTh 3pa3KiB JaHHUX Ta PO3MIP O3HAKOBOTO IPOCTOPY
Oyae MOLiIbHUM MpOBEeCTH BifOip o3Hak. ToOTO Oyie
JIOPEYHO CTBOPHUTH TaKy IiJIMHOXXHWHH O3HAaK, sika Oyne
3HAQYHO MEHIIOIO MOPIBHSHO 3 HAsBHOIO, aje 3BEIE JI0
MiHIMyMy BTpary Baromoi iHdopmamii. 3HMKEHHS
03HAKOBOTO MPOCTOPY HAbOpy JAaHWUX NO3BOJUTH TAKOXK
OTPUMATH HU3KY BarOMHX II€peBar, K HaIpUKIAI: Mmil-
BHIIICHHS CTYIICHIO iHTEpIIpeTallii Mojeli; 301IbIIeH s
IIBUAKOCTI HaBYaHHS; 3MEHIICHHS HMOBIPHOCTI MpHi-
MaHHs pilIeHh MOJIEIUTIO Ha OCHOBI «IIyMiB», IO Oyae
MaTy MO3UTHBHUH BILIMB Ha SKICTh HABYAHHSI.

OCKUIbKH CaMUX JIMIIE eKCIIEPTHUX 3HaHb (TOOTO
NPUAHATTS pillieHb 070 (GOPMYBaHHS UM BiJCIFOBaHHS
03HAaK OINEPYIOYKCh CYTO alpiOpHUMH 3HAHHIMU) MOXE
BUSIBUTUCS 3aMaJIO JJIsl IPUAHSTTS PillICHHS OO0 Bin-
KHZAHHS TOTO YW iHIIOTO aTtpuOyTy NaHWX, TO JUIS BHU-
SIBIICHHSI BOKJIMBOCTI (Ta HE BRXKIIUBOCTI) THX M 1HIITHX
aTpuOYTIB CIIiJ TAKOX MPUOITTH 10 MOXIIMBOCTEH, sKi
HaJal0Th AITOPUTMHU MAIIMHHOTO HaBYAHHSL.

3arayoMm BUIUISIOTH TPH OCHOBHI CTpaTeTii IS Bi-
n00py 03HaK: 1) OJHOBUMIPHI CTaTHCTHKH, 2) BifOip Ha
OCHOBI Mojieni Ta 3) irepaTuBHUIA BixOip.

Jist BUpilIeHHs 3aBJaHHs 3 BiIOOpPY O3HAK y pam-
Kax peaizailii JaHOTO MPOrpaMHOro 3abe3rnedyeHHs Oy-
JIO BUIIIEHO 00paTH CTpaTerio BigdOpy O3HaK Ha Oc-
HOBI MOJIeJTi 32 JJOTIOMOT'OI0 OJTHOTO 3 aHCaMOJIeBUX Me-
TOJIIB MalIMHHOTO HaBYaHHS eunaoxosuil nic. Binbdip
O3HAaK Ha OCHOBI MOJIeJIi BUKOPUCTOBYE allTOPUTM Ma-
IIMHHOTO HaBYaHHSA 3 YUHUTEJEeM, 00 OOUMCIIUTH BaX-
JIUBICTh KOXKHOI O3HAKH, 1 3aJIMIIA€E JIUIIEe HAalBaXKJIHBi-
mi 3 HUX. MoJienb MAlIMHHOTO HaBYaHHS 3 yYHTEIEM,
sIKa BUKOPUCTOBYETHCS [UIS BIOOPY O3HAK, HE MOBUHHA
BUKOPUCTOBYBATHCH IS HOOYJOBH MiJICYMKOBOT MoJIe-
mi. Mopenb, o 3aCTOCOBYETHCSA AJS BiOOpY O3HAK,
BUMarae OOYMCIICHHS NEBHOTO IOKAa3HHKA BaXXJIMBOCTI
JUTSL BCIX O3HAK, 00 XapaKTepHCTUKH MOXKHA Oyio pa-
H)KYBaTH 3a I[I€10 METPUKOIO.

Bunaoxosuii nic (Random forest) — e anroputm
MaIIMHHOI'O HaBYaHHS, IO IOJSra€ y BHUKOPHUCTAHHI
CYKYIHOCTI IepeB yXBaJICHHS PillleHb (TaKy CyKYIHICTbh
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Cuctemu yrpasiiHHs, HaBirauii Ta 38's3ky. 2022. Ne 2

e HasuBarTh ancambiem) [13, 14]. OcHoBHEME Ha-
NPSIMKaMH 3aCTOCYBaHHsI aITOPUTMY € 3a]adi Kiacugi-
Katlii, perpecii Ta kinacrepusaunii. OcHOBHa ijest rmojsirae
Yy BHKODHCTaHHI BEJIMKOro aHcaMOIIo JepeB Kiacui-
Kallii, KO)KHE 3 AKHX caMe COOO0 Ja€ MyXKe HEBHCOKY
SKICTh KJIacH]iKallii, aje 3a paxyHOK TOTO, IO iX BHKO-
PHCTOBYEThCS BENMKA KUIBKOCTI KiHLEBHI pe3ysbTaT
BUXOINUTH XOPOILHM.

CriouaTKy /715 HalaHHS OLIHKH Ba)KIIMBOCTI O3HAK
y TpeHyBaJbHOMY HaOOpi MPOBOIWUTHCS HABYAHHS BH-
MaJKOBOTO JIiCy Ha I[boMy Habopi. B mpomosx mporecy
noOyZ0BH MOZENI Al KOXKHOTO €JeMEeHTa TPEeHYBallb-
HOTO Habopy 3alMCYETHCSl TaK 3BaHA IMOMUJIKA HEBimiO-
panux enemenriB (ITHE). Iorim ns mommnka ycepen-
HIOETBCSI Y BCHOMY BHITIQJIKOBOMY JIiCi U KOXKHOI 13
CYTHOCTEH.

3amis Toro, a0 BUHECTH OI[IHKY Ba)KITMBOCTI IS
i-ro mapameTpa Iiclisl TPEHYBaHHS, 3HAUYSHHS [[OTO IMa-
paMeTpa BUITQJIKOBHM YHHOM IIEPEMIIIyIOThCS IS BCIX
3aMKCiB TPEHYBAJIFHOTO HA0OPY 1 BUKOHYETHCS 00UHC-
nernasa [THE 3HoBy. Bu3sHaueHHS BaXKITMBOCTI mapamert-
PY BiIOyBa€ThCs LIISIXOM YCEpPEIHEHHS 0 BCIX JiepeBax
pizuuui nokasuukiB [THE no mepemintyBaHHSI 3Ha4eHb
Ta micas. [lig yac 3miHCHEHHS I[OTO IPOIECY IMPOBO-
JUTHCSL HOpMali3alliss Ha OOYHCIIOETHCS CTaHIApPTHE
BIZIXWJICHHS 3HAYEHHSI JJIS1 BCIX TAKMX ITOMUJIOK.

BaxuuBicTe mapameTpy BHOIPKH Uil TPEHYBab-
HOTo HabOpy BU3HAYAETHCS BEIMYNHOIO HOTO 3HAUYCHHS.
OmuH i3 BaroMux HEJONIKIB IIbOTO METOIy MOJSTaE B
TOMY, IO Ul KATETOpiaTbHUX 3MIHHHX 13 BEJHKOIO Ki-
JIBKICTIO 3HAYEHBb METOJI CXMIIbHUHM BBaKaTH TaKi 3MIHHI
BaXMBIMHAMH. YacTKOBe TepeMilIyBaHHA 3HAYCHb
MOYKE 3HW)KYBATH BIUIMB LILOTO eekTy. 3 rpymn napame-
TpiB, BaXJIMBICTh SIKUX BUSIBIISETHCS OJHAKOBOIO, BUOU-
ParOThCs MEHIII 3a YncenbHicTio rpymu [13].

BaxknuBe Miciie y aHamizi Ta JOCHIDKEHI JaHHUX
BiJIBOIUTBCS iX ToIepeaHii oOpodui. Etan momepen-
HBOI 00pPOOKM NaHUX y AaHOMY BHIQJIKy BKIIOYAE B ce-
Oc mepeBipKy KOXKHOTO 3HAa4eHHs aTpHUOyTy, 3allOBHEH-
HS BIZCYTHIX 3HaueHb, KOAYBaHHS MaHUX y Qopmar
3pO3YMUTHI JJIST MOJETI.

Tak, 30kpemMa, HEOOXiTHO MPOBECTH JOCIiIHKECHHS
O3HaK i 3amiHWTH 3Ha4deHHs Infinity Ha 3HaueHHST -1,
3amicTh 3HadeHHs inf mocrtaBuTu 0, TEX caMme 13 3Ha-
yenusimu Ty NaN [6]. HaocTanok npoBoauThest Big-
0ip Ta MepeTBOPEHHs yCiX aTpHOYTIB HEYHUCIOBOTO THITY
(kareropialjibHi, CTPOKOBI, 3MilllaHi 1 T.1I.).

[Micns mpoBeneHHsI eTamy MOMEPEIHBOI 00POOKH
JIaHWX, 3MIHM 3HA4YEeHb IAaHUX, 3aMIOBHEHHS IPOILyIe-
HHUX Micllb, (DOPMYBaHHS O3HAK, BUAAICHHS O3HaK, (o-
pMaTyBaHHS 3HAa4eHb aTPHOYTIB — HACTYIAE €Tal po3-
JIJIeHHsT Ha0Opy JAaHUX Ha JBI pi3HI MIAMHOXWHH: Tpe-
HYBaJIbHUI Ta TECTOBHUI HabOpH.

Jns TpeHyBaHHS Moxeni Oynu BHOpaHi HACTYITHI
ITOPUTMH MAIITMHHOTO HaBYaHHs [14]:

- Haisnuil baecie knacughixamop. Leit kmacudika-
TOP HAa3MBA€THCS «HAIBHUM», TOMY IO IPYHTY€ETHCS Ha
BEJIbMU CYBOPHX CTAQTUCTUYHHMX BHXIJHUX IIEpeIyMO-
BaX, a caMe: O3HaKH BUOMPAIOTHCS HE3AIEKHO 3 JEIKO-
ro (HeBizomoro 3aznaneriae) posnoainy. OCHOBHA izes,
3aKJiaJieHa B OCHOBY HaiBHOro OaiieciBchbKoro kiacudi-
KaTopa, IOJISIra€ B HACTYIMHOMY: B3SIBIIM €JIEMEHT Ja-

HUX Ha OCHOBI HabOpy O3HaK HEOOXiHO BH3HAYHUTH
HMOBIpHICTB TOro, IO oMy Tpeba NPHCBOITH MITKY
SIKOTOCB TIEBHOT'O KJIacy;

- K-maibauoicuux cycioie. JlaHuit anroputM BUI-
JSIETBCS 3 TIOHAJ {HIIUX AJTOPUTMIB MAIlMHHOTO HaB-
YaHHS CBOEIO BIJHOCHOIO NPOCTOTOX. B OCHOBI mpwH-
Uy POOOTH JIGKHUTh HACTYIHHUHA HpOLeC: 3a-
naM’ITOBYBaHHS TpEHyBaJbHOro Habopy nanux. s
MIPOBEACHHS MPOTHO3Y AJISI HOBOTO (HEBIAOMOI0) 3pa3Ka
JAaHUX, AITOPUTM 3HAXOJUTh HAaHOMIKYMX CYyCilmiB —
TOOTO HaWOIMXKUI 10 HOBOTO 3pa3Ky TOYKH 3 HaBYaJIb-
Horo Habopy. Llei TUIT METOAUKM MAIIMHHOTO HaBYaH-
HS BiKJIagae OUTBITY YacTHHY OOYHCIICHb Ha Yac Kiia-
cudikarii, 3amMicTh TOT0, MO0 BUKOHYBAaTH II0 POOOTY
i1 yac HaB4YaHHA. Mogelni JIIHMBOrO HaBYaHHS HE HaB-
YalOTBCSl y3aralbHEHHS NaHUX IiJ 4ac TPEHYBABHOL
cranii. HatomicTs BOHU (ikCYyIOTH yCi IepenaHi iM ToY-
KU TPEHYBAJIbHUX JaHUX i BHKOPUCTOBYIOTH L0 iH(OP-
Mamilo Uil CTBOPEHHS JIOKAIBHUX y3arajJbHeHb Ha Tec-
TOBi# BHOipLi Tix yac Kracugikariii;

- depesa piutens. JlepeBa pileHb ABISIOTH cOO0I0
JIOCUTh YHIBEpCalbHI Ta THYYKi MOJAETl HABYAaHHS 3
y4uTeJIeM, SIKi MaloTh Jy)X€ BaKJIUBY BIACTHBICTH —
MPOCTOTY iHTepIpeTauii. BUKOPHCTOBYIOTh CTPYKTYpY
JTAaHUX y BUDIIAAL OiHapHOTO AepeBa Ul NPUHHATTS pi-
meHsb. /lepeBa € IUTKOM iHTYITHBHO 3pO3yMIJIMM CHOCO-
0OM Bi3yaJIbHOTO TIPEJCTABICHHS Ta aHANi3y JaHUX,
TOMY HIyXe IOMPOKO BHKOPHCTOBYIOTHCS HAaBITh 032
MeXaMH 00JIaCTi MAaIIMHHOTO HaBYaHHA. Lli cTpykTypHn
HaJaloTh MOKIIMBICTh NMPOTHO3YBAHHS SIK KaTeropiaib-
HUX 3Ha4YeHb (OepeBa Kiacugikarii), Tak 1 3HAYCHHS y
dopmari nmificHMX uYmcen (mepeBa perpecii), a TakoX
3MaTHI MICTUTH 1 YHCIIOBI, 1 KaTreropiajabHi maHi 0e3
omepauiii Hopmaiizauii abo CcTBOpeHHs (IKTUBHUX
3MIHHHX;

- memoo onopHux eexmopig (SVM). B naiinpocri-
momy BapianTi SVM mpencrasise 3 cebe JiHIAHUIA
KJacugikarop, ToOTO JO3BOJISIE CTBOPUTH TiNEPILIONIN-
HY Y BEKTOPHOMY IIPOCTOpi, 11100 crpoOyBaTH po31iIu-
TH JIBa KJIacH B 3aJjaHOMy HaOopi maHux. Meroj omop-
HHUX BEKTOPiB BUKOPHCTOBYE (DYHKILIO 3aJISKHUX BTPAT,
sKa mTpadye JTUIIE Ti TOYKH, SKI PO3TAIIOBaHI Ha He-
MPaBUJIBHIA CTOPOHI BiZHOCHO TiMEPIUTONIMHKA abo may-
e ONU3BKiI /O TINepIUIONINHHU, aje 3HaXOIAThCS Ha
npaBuiibHIN cTopoHi. binbm Touno, SVM knacudikatop
HaMaraeTbcsl 3HAWTH MaKCHUMANbHY TiMEPIUIONIHHY, IO
pO3insie NBa KiacH, A€ «KOPAOH» MO3HA4ae BiJICTaHb
BiJl TUTOIMHHU, [0 PO3JLISE BEKTOPHUHN MPOCTip HABIIL,
JI0 HAWOMM)KYMX TOYOK JNAHMX HAa KOXKHIM CTOpOHi. Y
TOMY BUIIAJIKy, KOJH JIaHl PO3JiJIeHI He IPSMOIO JIiHI€lO,
TOYKHM BCEpEIMHI i€l MexXi mTpadyoThess NpONopHii-
HO iX BiITaJICHOCTI BiJl KOPJIOHY;

- Adaptive Boosting. AnroputM MaIIMHHOTO HaB-
YaHHA, [0 TIOCHITIOE KJIacH(iKaTopH, MOEHYIOUH iX Y
«xomiter». AdaBoost € azanTHBHUM TOMY, IIIO0 KOXKEH Ha-
CTYITHUI KOMITET KiacugikaTopiB OyayeThbest 1o 00’ €KTax,
HEMPaBHIBHO KIaCH(DIKOBAHUX MOMEPEAHIMUA KOMITCTAMH.
AdaBoost uyTnuBui 10 mrymy naHux i BUkpaiB. OHak
BiH MEHII CXWIBHHUI 10 TIepeHaBYaHHs B IOPIBHSHHI 3 1H-
LIMMH AJITOPUTMAaMH MAIIMHHOTO HAaBYaHHS,

- Oepesa piuwienv 3 npuckoperusm (Tpaji€HTHHIH
Oyctunr). Takuii anropuTM 3acTOCOBYE BHUTOHUYCHI

81



Control, Navigation and Communication Systems. 2022. No. 2

ISSN 2073-7394

KOMOIHAI[IT TPOTHO31B OKPEeMHUX JIepeB pilieHb Ha (op-
MyBaHHS TOJIMIICHAX y3arajJbHEHUX MpPOTHO3iB. [Ipu
BUKOPUCTaHHI METOAMKH TNpHCKOpeHHs abo Gradient
Boosting mexinbka c1abKux 00’€KTIB, 110 HABYAIOTHCS
BHOIPKOBO 00’€IHYIOTBCSI 3a JIOTIOMOTOI0 BHKOHAHHS
onTuMi3alii TPamieHTHOTO CHYCKy Y (YHKIIi BTparT,
o0 OTPUMATH B pe3yNbTaTi Habarato OULIBIN MOTYXHY
MoJiesb HaBuaHHs. OCHOBHOIO METOAMKOK MPUCKOPEH-
ust a6o Gradient Boosting € momaBaHHs OKpEeMHX JiepeB
JIO JIiCy MO OJHOMY 3 BUKOPHUCTAHHSIM MPOLEAYpPH rpa-
JEHTHOTO CIIYCKY IUTS MiHIMI3aIlil BTpaT py J0AaBaHHI
nepes. [Iporienypa monaBaHHs AEPEB Y JIiC 3YMUHIETHCS
MpHU JOCATHEHHI BCTAHOBIICHOI TPAaHWYHOI KiJIBKOCTI,
KOJIM BaJiJaIliifHuil Habip BTpaT HOCATAE TMPUIHHITHOTO
piBHS a00 SKIIO TOAAJBINE JAOJABAHHS JCPEB HE MOXKE
TOJINIIUTH (MiHIMi3yBaTH) piBEeHb BTpAaT.

[Ticnst mpoBeneHHS HaBYAHHS MOJETI HEOOXiITHUM
€ HaJaHHS OI[iHKY 11 y3araipHIOIYiil 34aTHOCTI, TOOTO
mepeBipka TOro HACKIIBKH BOHA Ha OCHOBI OTPUMAaHHX
3HaHp 3 HAaBYAIBHOTO HAOOpYy MOXe iX e(eKTHBHO BHU-
KOPHUCTOBYBATH [UISI PO3Mi3HABAaHHS HOBUX JOCI HEBiIO-
MUX JaHuX. TOOTO HEOOXITHO BU3HAUYNTH METPUKH KO-
CTi (Y¥ TIOKA3HUKH MPOTYKTHBHOCTI) MOJIEII.

HaiinpocTimiown METpHKO SKOCTI MOJEINI € OIliH-
Ka MpaBWIBHOCTI 11 pobotu. st 11 migpaxyHKy HeoOXi-
JTHO 3HAWTH BiJICOTKOBE BiJJHOIIECHHS NPaBHJIBHO KJIa-
CcU(]IKOBaHHUX Pa3KiB JaHUX.

Binbrmn eeKTHBHAM MMOKa3HUKOM MOKE CIYTYBaTH
Matpulsd noMmwiok. CyTb METOLy MOJATAE Yy TOMY, 00
MigpaxyBaTH, CKUTBKH pa3iB 3pa3ku Kiacy 4 Oymm Bin-
HeceHi g0 kiacy B. Ilpu posrnanani 3agadi kinacudika-
il MepeXeBUX JaHUX SK 3a1a4i OiHapHOI Kimacudikamii
HeoOXigHO Oyze 3’ICyBaTh CKiJIBKH paziB KiIacudpikaTop
IUTyTaB 3BHYaiiHi AaHi 3 aTrakaMu. J[Jis po3paxyHKy Ma-
TpULI TOMHJIOK CHOYaTKy MOTPiOHO MaTu Halip mpo-
THO3IB, 00 iX MOKHa OyJI0 MOPiBHIOBATH 3 (haKTHYHHU-
MU faHUMHU. KOKeH psAoK y MaTpuili MOMHIIOK Ipen-
cTaBisie (PaKTHYHUH KJ1ac, a KOKEH CTOBIELb — ITPOTHO-
30BaHUH KJ1ac.

Y matpuni moMuinok (tabiu. 1) mizpaxoByeTbes Ki-
JBKICTh HACTYITHHX TIOTiH:

— BipHi Kiacugikamnii ganux sk kidbeparax (TP);

— MOMUJIKOBI Kiacuikarii ranux sk Kibeparak (FP);

— BipHi kmacudikarii ganux sk 3suuaitaux (TN);

— MOMWJIKOBI Kiacudikaiii AaHuX sK 3BHYANHHX

(FN).

Tabnuys 1 — MaTpuus NOMWIOK 1J1s1 BU3HAYeHHSI eeKTUBHOCTI MeToy KiIacudikanii Tpagdiky

3Buyaiinuii Tpadik

Ki6eparakxa

Po3nizHaHo sk 3Bu4. Tpagik

True-Positive (tp)

False-Negative (fn)

Po3niznaHo sik kibepaTaky

False-Positive (fp)

True-Negative (tn)

Ha ocHogi Tabn. 1 moxHa o04ncCIIOBaTH pi3Hi HO-
Ka3HHUKH SKOCTI pOOOTH CHCTEMH, 30KpeMa, TOUHIicTh (1)
Ta NOBHOTY (2) i poboTH, a Takox F-mipy (3):

Precision= t_p1 (1)
tp+ fp
Recall = t_p] (2)
tp+ fn

recision- recall
F=p. PrECl .
precision+ recall

©)

PozpobmoBane mporpaMHe 3a0e3nedeHHs aHallizy
JTAHWX JUIS BUSABJIICHHS KibepaTak CKIIQTaeThCs 3 JEeKib-
KOX MOJYJIIB:

— MOJLyJIb MOTIEPEIHBOT 0OPOOKH IaHHX JIATACETY;

— MOJyJIb JIOCJIJDKEHHSI 03HAKOBOT'O ITPOCTOPY Me-
pexxeBoro Tpadikxy;

— MOJlyJIb BUKOPHCTAHHS aJITOPUTMIB MaIIMHHOTO
HaBYaHHS JUIA TOIIYKY KibepaTax.

Monyns nonepeaHsoi 00poOKH AaHNX 00’ €qHyE B
onuH (ailn garacer, MO CKIATAETHCS 13 ACKITBKOX OK-
pemux (QaiiniB, a TaKO)XK BUKOHY€E HHU3KY BXKJIMBUX IiH
MOB’S3aHMX 13 MIATOTYBAaHHSAM [aHWX IO TOHAIBIIO]
pobotu anroputMamu. Tak i3 caMoro moyarky BinOyBa-
€ThCS TIepeBipKa Bcix (aiiriB HabOpy NaHMX Ha HasB-
HICTh Y HUX HyJbOBHX 3HAa4€Hb, IPOIYCKIB, THIIB Aa-
HUX, SKi He OyIyTh CHpuiiMAaTHCS aJropuTMaMH Ma-
IIMHHOTO HaBYaHHS 1 T.A. TakoX MPOBOIAMTHCS MPOC-
TUH CTAaTUCTHYHHMIA aHANI3 KIIBKOCTI JaHUX JaTacery 3
NOJAJbIIO Bi3yanizanicto y Bursial rpadikis. Ilicis

MPOBEICHHS MONEPEAHBOI 0OPOOKH JAaHWX BiIOYBAETHCS
3JIMTTSI HOBOYTBOPEHHX JIAHUX B OJUH (haiii i3 mojaanb-
MM 30epeKEeHHSM.

30epexkeHHS MPOMDKHUX (DaiimiB HEOoOXimHEe s
TOro abu 3a0e3Me4YnTH MOJIYJIBHICT (DYyHKIIOHYBaHHS
CHCTEMH, OCKUIBKH II¢ JIO3BOJINTH BUKOHYBAaTH OKpeMi
oreparii y JI0BUIbHOMY NOpsiAKy. Take pimeHHs HeoO-
XIJIHE OCKIJIBKM BUKOHAHHS NESKUX IIA IIOB’SI3aHUX 3
aHaIizoM Ta 00poOKoro iHpopMaIii Moke ToTpeOyBaTH
BEJIMKOiI KITBKOCTI Hacy, a 30epeXeHHS JCSKUX MPOoMi-
KHUX JAHUX Ta pe3yNbTaTiB BUKOHAHHS OIeparii mo-
3BOJIMTh YHUKHYTH HEOOXITHOCTI y IMOCTYIOBOMY 1 0O¢3-
MEepPEepPBHOMY BHKOHAHHI CHCTEMH 1 3apajuTh BTpaTi Oi-
JIBIIOT KUTBKOCTI BaroMHUX JaHUX y pasi 300r0. Takox
Take 30epiraHHsi JaHUX Ha KOXXHOMY eTami poOOTH cuc-
TEMHM Ma€ MO3UTUBHHMH BIUIMB HAa E€KOHOMIIO PECypCiB
MIEpCOHAJILHOTO KOMIT F0Tepa Ta Jyacy KOpUCTyBada.

HactynHuM KOMIIOHEHTOM CHCTEMH € MOIYJb JI0-
CIIIJPKEHHSI 03HAaKOBOTO TPOCTOpy. B mpoMy Monymi Bi-
OYBa€eThCS BUKOHAHHS OIEparliii moB’si3aHuX i3 JOCIi-
JUKCHHSIM O03HAKOBOTO TIPOCTOPY MAHHMX. 3 YCiX O3HAK
BHOHMPAIOTHCS. HAHOIIBII BaroMi Ta 3HAYYII [T 3pa3KiB
cBoro kiacy. IIpu HeoOximHOCTI BinOyBaeThes Gopmy-
BaHHs HOBHUX (HAIpUKJIaJ, 3a JOMOMOIOK 00’ €JHaHHS
JIBOX), BUIAJICHHS HE3HAUYIIHX 1 T.J.

Mopayiib BUKOPHUCTAaHHS aJOPUTMIB MallMHHOTO
HaBYaHHS JUIS NOIIYKY KibepaTak BiJoBinae 3a:

1) po3mijieHHs] BChOTO JaTaceTy Ha JBi MiIMHOXKH-
HU HaBYIBHUH Ta TECTOBUH HAOOPH aHHMX;

2) TpeHyBaHHS MOJeNiel MAIIMHHOTO HAaBYAHHS Ha
HAaBYAJbHUX AaHHX;
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3) mepeBipKy iX y3arajbHIOKYOI 3aTHOCTI Ha TeC-
TOBOMY MAacHBi JaHUX 3a JIOIOMOIOI0 METPHK SKOCTi
pobotu.

OyHKIioHANBHA cXeMa MPOrpaMHOro 3a0e3HnedeH-
HS JUIs aHANII3y JaHuX 300pakeHa Ha puc. 1.

Baok 00podku daiiais

A 4

OcHOBHI JaHi

A 4

3‘II/ITyBaHH${ JaHUX

Baok noexnanus gaiais

(¢paiimu .csv)

(DOpMaTyBaHHﬂ JaHuX

[oennanus daiii

Po3ninenHs 3a kimacamu

A\ 4

taiinis

BJ1ok npoMiKHUX JaHMX l

dopmyBaHHs .CSV Ta .dat

A

Baox Bizyasizamii

A 4

v A

b0k MAINIMHHOT0 HABYAHHSA

Haguanus mopaeneit

Orinka e(heKTUBHOCTI

CrBopeHHs rpadikis

Baok ¢popmyBaHHA 03HAK

3HIKEHHS PO3MipPHOCTI

[opiBHsTBHMI aHATI3

A 4

HOIJ_IyK 3HaAYyHMHX O3HAK

Puc. 1. ®ynkmionanpHa cXeMa CHCTEMH BHABJICHHS Kibep3arpo3 Ha OCHOBI aHaJIi3y JaHUX 3 BeO-pecypciB

[Mporpama mouynHae poOOTy i3 HOIIYKY HEOOXin-
HUX (ainiB y karanosi ta ¢opmyBaHHs crucky. Jami
BiZIOyBa€THCS BIAKPUTTS oHOTO (aiiny 3 naHuMu [HTe-
pHeT-Tpadiky i moYyuHaeThCs Horo o0podka. KoxeH ps-
JIOK (paiimy mpeicTaBisie COOOK OMNKC TMEBHOTO BUIY
Tpadiky (3pa3oK JAaHMX), A€ y KOJOHII BKa3aHO 3HAYCH-
Hs HOro 03HaK, CYyKYIHICTh SKHX, THM YM iHAKIIAM YH-
HOM, BiJIpi3Hs€ OJMH 3pa3oK Bif iHmoro. Bigkpurrs Ta
00xix momiB BigOyBaeThCS 3a JOTIOMOrOI0 0i0mioTeKH
Jutst 06po0KM aHuX pandas, OCKilbKM BOHA JOMIOMArae
39UTyBaTH (aitnmi ¢opmary .CSV Ta IMepeTBOPIOBATH iX
Ha mani gopmary Serial ta DataFrame — ¢opmar npen-
CTaBJICHHS JIaHUX, SKUH 3HAYHO TOJIETIIYE TPOBEACHHS
Oyap-sKUX onepaiid 3 TaHUMH (BUIIYYCHHS, COPTYBaH-
Hs, BUJAJICHHS, 3MiHa 1 T.1.). [IpoBeneHHs AaHOI mpo-
Heaypy HeoOXiHe I TOro, Moo 3aiicHuTH hopMmaTy-
BaHHS JaHUX, [IPUBECTH IX J0 BHUAY 3PO3YMLIOTO s
MOBH mporpamyBanHs Python aGo HaBiTh mo30yTHCS
JIeSIKMX HaUTMIIKOBUX O3HAK, THX, SIKI HE HECYTh SIKOi-
HeOy b Baromoi iHpopmariii. Takox BinOyBaeTbest cop-
TYBaHHS PaHHIX BHIIB CYTHOCTEH 3a 3HAUCHHSIM IIOJS
label, sixe Bkasye um € cyrHicTh mKigmuBoto uu Hi (be-
nign — 3BuyaitHuii Tpadik, a yce iHIIe MOXKHA BiHECTH
110 Tpaiky 3JI0BMICHOTO XapaKTepy).

[Ticns 3aBepiieHHs omeparlfiii ¢opmaTyBaHHS Ta
kiacuikamiii BimOyBa€eThcs cTaTHyHa 00poOKa HOBOCT-
BOpeHUX (hailiiB, ska HEOOXigHA I TOro, 100 MaTH
TOYHE MPEJICTABJICHHS PO BUIH Ta KUIBKICTh MOJIB, IO
BiJTHOCSITHCS JIO Ti€l UM iHIIOT CyTHOCTI.

Hactynuum eTaroM € BUSBICHHS TaKMX O3HAK IS
KO>KHOT'O OKpPEMOT'o Habopy CYTHOCTEM, sIKi HECYTh Hak-
Oimprry mpo Hux iH(opMarito. [y BTiEHHS 1i€l METH

BUKOPHCTOBY€eThCsl anroputM Random forest. Bin B
JTAHOMY BHIAJIKy BHKOPHUCTOBYETBHCS JJIsI OOYMCIICHHS
3HAYYyNIOCTI Baru 00’ €KTiB y HA0OPi NaHHX.

ITorim y po3poOioBaniii cuctemi BigOyBaeThCs
HaBuaHHs Mozelni Ha Habopi ganux CSE-CIC-1DS2017,
a TakoX i1 TeCTyBaHHS JJIsl BU3HAYCHHS TOYHOCTI ii po-
00TH IIpH BHSIBJICHHI KibepaTak y MepexxeBoMy Tpadiky.

EdextuBHicTS MOJENel OIiHIOBANACS 3a IMOKAa3HU-
KaM# 1X MPaBHIBHOCTI, TOYHOCTi, TOBHOTH Ta F-mipoto.
Hait6inemr edextrBHi pesynbraté (3a F-Miporo) mokasa-
m TpagmieTHHil OyctuHr (97,8%) Ta amanTuBHUMHA Oyc-
tuHr (97,6%), noTiM yci iHmm: K-HalOnmmk4mx cyciniB
(96%), ssnepHuii MeTol1 ONIOpHHUX BeKTOpiB (95%), nepeBo
pimens (95%) ta GaeciB knacudixkarop (77%).

BucHoBxku

YV craTTi HAaBEJCHO PE3YNbTATH TOCTIKEHHS Ta PO-
3pOOKHM CHCTEMH BHSBJICHHS Kibep3arpo3 Ha OCHOBI aHa-
N3y JaHuX 3 BeO-pecypciB Ha MOBI MpOrpaMyBaHHS
Python. Bysio po3po6iieHo nporpamue 3a0e3rneueH st s
BUSIBJICHHSI KiOepaTak MepekeBoro piBHs mozeni OSI y
Mepexi [HTepHeT. ATaky BUSIBISIIMCS HA OCHOBI 1X O3HAK
3 BUKOPUCTaHHSIM METOJIB MAIlMHHOTO HaB4aHHs. [l
TpeHyBaHHs MOJENI BUSBICHHS KibepaTak Oyyio oOpaHo
Binkputnit HaOip mannx CSE-CIC-IDS2017, mo MicTHTh
3MOJIENIOBAHNI pO3MideHnil MepeskeBuil Tpadik 31 3BU-
JaifHUMHU TaHUMHU Ta Kibepatakamu y ¢opmarti PCAP,
OCHOBHI pealli3oBaHi aTaku BKIFOUYaroTh Opytdhopc FTP,
opyrdopc SSH, DoS, Heartbleed, Be6-araky, indinpTpa-
miro, 6otHer Ta DDoOS.

[Iporpamue 3abe3nedeHns 0OpoOKM Ta aHANIZY Ja-
HHX CKJIQJIA€ThCS 3 AEKITBKOX MOJYIIB!
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- MOJTYJIb TIONIEPETHHOT OOPOOKHM TAaHUX JATACeTy;

- MOZYJIb JIOCTI/PKEHHSI 03HAaKOBOTO IPOCTOPY Me-
pexeBoro Tpadiky;

- MOJIyJlb BHKOPHUCTAaHHS AITOPUTMIB MAIIWHHOTO
HaBUYaHHA JUTA TOIIYKY KibepaTak.

Jliis TpeHyBaHHS Mojeli Oyiu oOpaHi HACTYTIHI ai-
TOPUTMH MalIWHHOTO HABYAaHHs: HAiBHHI 0a€ciB KilacH-
(hikaTop, k-Haiibmmxunx cycinis, AepeBa pilieHb, METOL
oropHHX BeKTOpiB (SVM) 3 BUKOPHCTaHHSIM TayCCiBCh-
KOTO spa, aAalTUBHIHA OYCTHHT, IepeBa pillieHb 3 IPHC-
KOPEHHSIM (Tpai€HTHH OYCTHHT).

Pa3zom 3 TpeHyBaHHSM Ofpa3y BUKOHYyBajacs Iepe-
XpEeCcHa TepeBipKa (3 KOHTPOJEM) MO ceMH OJIOKax, JUIs

OTpUMaHHs OLIBII TOYHOI OLIHKH y3arajbHIOI0YOol 31at-
HOCTI MOJIETI.

Haii6inbm edexTrBHI pesynsraTh (32 f-Miporo) mo-
Kazaynu TpamieHTHHil OyctuHr (97,8%) Ta amanTHUBHUHA
Oycrtunr (97,6%), motim yci iHmmi: k-HakOMmK4IHX CyciziB
(96%), snepHuii MeTO OIIOPHHUX BeKTOPiB (95%), IepeBo
pinrens (95%) ta OaeciB knacudpikatop (77%).

Po3pobiiene mporpamue 3abe3nedeHHs IpH3HaYeHe
JUT aHaJi3y MepexeBoro Tpadiky i mOmyky Kibeparak,
BOJIOJZi€ TaKNM (PYHKIIOHANEHIMH MOMITUBOCTAMH IS
poOOTH 3 MaHWUMU: TPOBEJECHHSI CTAaTUCTHYHOTO aHalizy
JTAHUX, CUCTEMATH3allisl, BUSBJICHHS 3aKOHOMIPHOCTEH Ta
TeHZEHIIH, TpadiuHe (Bi3yasbHE) IIPEACTABICHHS.
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The methods of data storing of a recommendation system based on linked lists
V. Prokopov, Ye. Meleshko, M. Yakymenko, V. Reznichenko, S. Shymko

Abstract. The goal of this work is to develop a system for detecting cyber threats based on the analysis of network traffic
data of web resources using Python programming language and using machine learning methods. The object of research is the
process of analyzing data from web resources in cybersecurity systems. The subject of research is the methods and algorithms of
machine learning for the analysis of data from web resources. CSE-CIC-1DS2017 open data set was chosen to train the developed
model of cyberattack detection, which contains the most modern common information attacks that correspond to the real world
data, the main implemented attacks include FTP brute force, SSH brute force, DoS, Heartbleed, web attack , infiltration, botnet
and DDoS. The developed software for detecting cyberattacks on websites consists of several modules, namely: a module for
data processing pre-processing, a module for researching the feature space of network traffic and a module for using machine
learning algorithms to search for cyberattacks. To solve the problem of selection of features in the implementation of this soft-
ware, it was decided to choose a selection strategy based on the model using one of the ensemble methods of machine learning
random forest. Model-based feature selection uses a machine learning algorithm with the teacher to calculate the importance of
each feature, leaving only the most important ones. The following machine learning algorithms were chosen to train the model:
naive Bayesian classifier, k-nearest neighbors, decision trees, support vector machine (SVM) with using Gaussian basis, and de-
cision trees with acceleration (gradient boosting). Along with the training, a cross-check (with control) was performed on seven
blocks at once, in order to obtain a more accurate assessment of the generalization ability of the model. The result of this work is
the software implementation of machine learning methods to detect cyber-attacks on websites by identifying their features in
network traffic, as well as comparing their effectiveness.

Keywords: cybersecurity, cyber-attack, clustering, data analysis, web resources, network traffic.
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HauionansHuii TeXHIYHUN YHIBEpCUTET «XapKiBChKUH MONIITEXHIYHUH IHCTUTYT», XapKiB, YKpaiHa

O YHKIIOHAJIBHA MOJAEJIb
EJIEKTPOKAPAIOJIOTTYHOI'O JOCJILIZKEHHA

Anortanisa. CyyacHa MeIUIMHA XapaKTEPHU3YETHCS PI3KUM 3POCTAHHAM KITBKOCTI iH(pOpMAIIii, 0 mepepodIse€ThCs TPH
BUPILICHH] TpaIuLiiHUX JIKapChKUX 3aBIaHB: BiI peecTpamii OiomeanyHoi iH(opMaii 0 MOCTaHOBKHU JiarHO3Y, BH3HA-
YEeHHs TIPOTHO3Y, BUOOPY Ta KOPEKIil TAKTUKH JIIKYBaHHS 3a pe3yJbTaTaMH JiarHo3y. [IpHHINIIOBOIO ITepeBarolo aHamizy
OloMeAMYHHX MaHHX 3a JOMOMOTOI0 MEIMYHUX iHGOpMAaNilfHUX CHCTEM € MOXKJIMBICTH OJHOMOMEHTHOI OIIIHKH 0araTbox
napaMeTpiB 3 00poOKOI0 BeMKHX 0oOcsTiB iHpOpMaii, 0 He i CHIy Hi JIFOJMHI, Hi aBTOMaTHYHUM aHalli3aTopaM, opie-
HTOBaHMM JIMIIC HA 0OpaHi MeToau aHami3zy. [y miaBUIIeHHs ¢EKTHBHOCTI €IEKTPOKAAPIONIOTiYHOI0 JOCTIKEHHS OYII0
BUKOHAHO CUCTEMHHUH aHali3 Mpolecy BUPOOICHHS JIarHOCTUYHUX PillleHb 3 METOI0 BUIUICHHS KPUTUYHUX €JIEMEHTIB Ka-
PAIONIOTIUHOI CHCTEMHU MiATPUMKH NPUIHATTS PIllIeHb, SIKI MOXKYTh MPHU3BECTH 1O BUPOOJICHHS HEKOPEKTHHX pillleHb abo
BIIMOBH BiJ MPHUUHATTS pimieHHS. MeTOI I0CTiIKeHHsI € PO3poOKa (PYHKIIOHATHHOI MOJAENTI €NeKTPOKAIPiOIOTiHHOTO
JOCIIDKEHHS 3 BUKOPUCTaHHIM METOJ0OTii PpyHKIioHampHOTo MoaetoBanHs IDEF0. PesyasTaTu. 3anponanosano ¢y-
HKI[IOHAJTEHY MOJICIb €JICKTPOKAIPIONOTIYHOTO OCHIPKEHHS y BUTIISII KOHTEKCTHOT fiarpamu, ii JEeKOMITO3HIIIi Ta IEKOM-
no3unii pobiT «BukoHaTH peecTpariiro Ta aHaji3 eIKTproKapaiorpaMm» it «Bukonatu miarHocTrkm». Po3pobiena ¢yskii-
OHaJIbHA MOJEINb EJIEKTPOKAIPIOIOTiYHOTO JOCTIIKSHHS IOoKa3ana, 0 HaWBiAMOBINANBHINI POOOTH BHKOHYIOTBCS OCO-
6010, sika MpUiiMae pilIeHHs, 32 JONOMOI'OI0 KapAioJoTiqHOi CHCTEMH MiATPUMKU IPUHHATTA pinteHb. Kpim Toro 3ampormo-
HOBaHa (pyHKI[IOHATbHA MOJIENb ENEeKTPOKAAPIOIOTiYHOrO JOCIIHKEHHS JO3BOIMIA BUAUIUTH Pi3HI peXUMH poOOTH Kap-
JOJIOT1YHOI CHCTEMH MiATPUMKH MPUKAHATTS pillleHb (aBTOMATHYHHM, HAiBaBTOMAaTHYHMUN Ta py4yHHi). 3alpOIIOHOBAaHA
(hyHKIIOHATBEHA MOJIEITH EIIEKTPOKAAPIOIOTIYHOTO JOCIIIPKEHHS € OCHOBOIO PO3POOKH CTPYKTYPH KapAiONOTIYHOI CHCTEMH
MiATPUMKH MPAXHATTS PillIEHb.

Kaw4yoBi cioBa: enekTpokapaionoriyte JOCHikeHHs, QyHKIIOHAIbHA Moelb, MeTonosorist IDEFO, kapnionoriuna
cHCcTeMa MiATPHUMKH MPUHHATTS pillieHb, Oi0OMeIMYHUIT CHTHAL.

Beryn

3 MosIBOIO HOBHX METOAIB (DYyHKIIOHAJIBHOI jiar-
HOCTHKH B KapJioJorii, HaIPpUKJIaJ, TaKUX SIK XOJTep-
MoHiTopuHr enekTpokapaiorpamu (EKI'), Bunnka nor-
peba B aBTOMaTHYHOMY aHaJIi3i BEJIMKHUX 0OCATIB iH(O-
pmanii. ToMy NpoeKTyBaHHS MEIUYHHX CHCTEM IiAT-
puMkn yxBaneHHs pintens (CIIIIP) y xapniororii € ak-
TyaJbHOIO0 HAyKOBO-NPAKTHYHOIO 331a4er0.

Binpmricts curnanis (y Tomy uucni i EKI), orpu-
MaHHX B pe3yJbTaTi QyHKIIOHAIBHOI JIarHOCTUKHU CTa-
Hy cepiis Ta cepreBo-cyauaHoi cucremu (CCC), BigHO-
cuthes 10 Oiomenuuaux curaaiiB (BMC) 3 mokaiabHO
3ocepemkenumu o3Hakamu (JI30). BMC 3 JI30 — e
KBazinepioguuHi (Maike MepioJUyHi) CHTHAIH, IO
MaroTh CKJIaJHy (QopMy Ta HecyTh iH(opmamio mpo
cTaH o0'ekTa Ha HEBEJIMKUX (parMeHTax IHTepBaly
criocTepekeHHs curnaiy [1].

IMocTanoBka npo0/1eMHu B 3araTbHOMY BHIJIAAL

Pi3Hi kmacu MenuuHUX iHPOPMALIHHUX CHCTEM Y
Kap/ioJorii BUKOPUCTOBYIOTECS SIK 3 METOIO BBEICHHS
Ta 30epiraHHs HEoOXimHOi iH(OpMAIii 3 MOXIUBICTIO
CTBOPEHHS Pi3HOMAHITHUX 3BITiB Ta MPOTOKOJIB 0OcTe-
JKEHHSA, TaK 1 3 MeTo (POpMyBaHHS KOMIIFOTEPHOTO
JUarHOCTUYHOTO BHUCHOBKY, SIKHH BHKOPHUCTOBYETHCS
nikapeM-¢axiBieM st BUPOOJICHHS OCTaTOYHOro pi-
mieHHss npo cran cepis Ta CCC marienta. Meauui
CIIITP 3a0e3ne4ytoTh MIATPUMKY YXBAJICHHS PillleHb Ha
OCHOBI MaTeMaTHYHHX, (GYHKIIOHAJIBHUX, CTPYKTYPHHX,
EBPUCTUYHUX Ta IHIINX MOJIEJIEeH, IPH CTBOPEHHI SIKHX
Ba)XJIMBO BPaxOBYBaTH crenu@iky sK MOJAaHHS, Tak i
NposiBY KiiHIYHOT iHpopmaii [2, 3].

AHaJi3 ocCTaHHiX gociailKeHb 1 myOaikauniii.
V [4] BumineHo Taki 0coOIMBOCTI MOOYIOBH MEAMIHHUX

CIIIIP, sKi 3a CBOEIO CYTTIO € Ipo0ieMaMyu IXHBOI TO-
OynoBu:

— MeOWYHI 3HaHHS MalOTh JOCHUTH CKJIAIHY CTpY-
KTypy, IO BaXKO (pOpMami3yeTbcs B CHIy TOTO, IO
JIIOZICBKHIA OpraHi3M IyKe CKJIaJHa 1 He 0 KIHIS BH-
BYeHA (pyHKIIIOHANbHA CHCTEMA;

— MeIW4YHI 3aBAAHHSA SBISAIOTE CO00K0 ci1abo-
CTPYKTYpOBaHi a00 HECTPYKTYpOBaHi IpoOieMH BHa-
CHIZIOK TOTO, IO XBOPOOM CXWIJIBbHI J0 TPHPOAHOI MiH-
JINBOCTI,

— po3pobieHi MaTeMaTHYHI METOAW NPHHHATTS
pIlIeHb y TEXHIYHIM MiaTHOCTHIII BaXXKO, a JCSIKUX BH-
najikax HEMOJJIMBO TIEPEHECTH Ha PIIICHHS aHaJIOoTid-
HHX 3aBJaHb Yy MEIHULUHI, OCKUIBKH MPOLEXYpU HpHid-
HATTS pilleHHs JiKapeM-IiarHOCTOM He (popMali3oBaHi;

— TIOJaHHS MEAWYHHX JaHUX HE CTaHAApTH30Ba-
HO (MOXYTh CYTTEBO BIAPI3HATHCS TEPMIHOJIOTIs, HO-
MEHKJIaTypa Ta LKA BUMIPIOBaHHS O3HaK, (opMaTH
JUTSE PEECTpAIlil TaHKX Ta MIPOTOKOJIIB 00OCTEKECHD TOIIIO);

— BeJMKa KUIbKICTh 1H(popMalil npo cTaH marie-
HTa (OpMYy€ThCS i3 aHaji3y CUTHAIIB, OTPUMaHHUX Y
pe3yabTaTi IHCTPYMEHTAIBHUX METOJIB OOCTCKCHHS;

— Oynpb-sika (i3ioNoOriyHa CcHCTEMa OpraHi3my
JIIOIMHA HE MOJKE PO3MIIAATHCS OKPEMO, TOMY, Xoua i
0araTo CIUTBHOTO MDK XBOPHUMH, SIKi CTPaXIalOTh Ha
OJIHE 3aXBOPIOBAHHS, Y KOXXHOTO XBOpPOOa Ma€ iHIUBI-
ITyaJbHi pHUCH;

— IIiHa TIOMWIKH TPU YXBaJE€HHI [IarHOCTUYHHUX
pillieHb y MEIUIIMHI JIy’Ke BUCOKa, OCKUIBKH 111 PIllICHHS
MoB'si3aHl 31 3710poB'aM marienTa, Tomy menuuni CITITP
MOBUHHI I'€HEPYBaTH MaKCHUMaJbHO JOCTOBIPHI JliarHo-
CTHYHI pIIIEHHS, SKI MOXYTh MaTH JIUILE KOHCYJIbTaTH-
BHUI XapakTep, a OCTaTOYHE PIILEHHS 3aJIMIIAETHCS 3a
JIKapeM.

© daxc M., dinarosa . €., 2022

85



Control, Navigation and Communication Systems. 2022. No. 2

ISSN 2073-7394

Jis migsumenns edpextuBHocti EKT mocmimken-
HS HEOOXiJHO BHUKOHATH CUCTEMHHH aHali3 MpoIecy
BUpPOOJIEHHS J1arHOCTUYHHX PIIIEHb 3 METOI0 BU/IIEH-
H KpUTHYHUX elleMeHTiB Kappionoriunoi CIIIIP
(KCIIIIP), sixi MOXYTh MPHU3BECTH IO BUPOOICHHS He-
KOPEKTHHUX pillleHb a00 BIAMOBH BiJ IPUHHSTTS pillIeH-
HA [5]. PosrisiHEMO OCHOBHI eTamu (OpMyBaHHS IIpoO-
tokony EKI" mocmimkeHHs JTikapeM-Kapaioaorom.

JU71st TOBHOTO Ta SIKICHOTO 3allOBHEHHS IIPOTOKOITY
EKT mocmimkeHHS TiKapeM-KapAiolioroM HeoOXigHO Ha
MOYaTKOBOMY €Talli BKa3aTd MiJcTaBH (TIOKa3aHHS) AJIs
EKI" mocnimxeHHsI, KOPOTKO OMKCATH PaHille IpoBee-
Hi JOCIJPKEHHS (SIKIIO TaKi Maju Miciie OyTH) i3 3a3Ha-
YEeHHSIM METH LUX AOCII/DKeHb (CKpHHIHrOBe abo s
JIarHOCTHKY ITTaTOJIOTIT Micis JIKyBaHHs), KOPOTKO OIIH-
catu icropito xBopobu (amamue3) Lls irdopmarris nor-
pibHa 1t OUTHII eEKTUBHOTO MPUHHATTA pilIeHb. Y
pasi HasBHOCTI monepenHix EKT' mocmimkeHs HEOOXin-
HO BUSIBUTH 3MiHHM B IWHAMIMi Ta/a00 BU3HAYUTH edeK-
TUBHICTP JiKyBaHHi. Ha HacTymHOMY eTari BUKOHY€ETb-
sl BU3HAYCHHS JIarHOCTHYHHUX O3HAK y pe3yJbTaTi aHa-
nizy EKT'. 3anexno Bin Buny EKIT mociimkeHHs, icHye
0e3uiu cTaHmapTiB, SIKi JAOMOMAaralTh CTAHAAPTU3YBATH
nporokon EKI' mociipkeHHs TpU OmMCi TpaauLiiHAX
JIarHOCTUYHUX O3HaK. Hampukman, craHmapt mpoToko-
niB EKT" g xonrepiBchkoro MoHiTopyBaHHs. Ha mimc-
TaBl aHaNi3y MIarHOCTHYHUX O3HAK BUKOHYETHCS €Tall
BUSBJICHHSI TATOJIOTIYHUX 3MiH (HANPHUKIAJ, TillepTpo-
(i mBOTO MUTYHOYKA, MUTYHOYKOBA, TIepencepaHa abo
BY3JIOBa EKCTPACHCTOJis, MHTOTJIIMBA apUTMIisl Iepen-
ceplb TOIIO). Pe3ynpraToM BUKOHAHHSA LBOTO €TaIly €
200 OIHMC MATOJIOTIYHHUX 3MiH, a00 KOHCTaTaIis (aKxTy,
110 1X He BUsABJIEHO. Jlami, y pa3i HassBHOCTI MOTNEpeaHiX
EKI' mocrnimkeHb, BUKOHYETHCS MTOPIBHSAHHS PE3yJbTa-
TIB MOTOYHOTO Ta MOMEPEAHIX JOCHIIKEHb 3 METO0
OLIIHKU JTMHAMIKH 3MiH, SIKIIO KOHTPOJb MPOBOJUTHCS
0e3 yikyBaHHs (HAIlPUKJIaJ, B pe3ysbTaTi CKPUHIHIOBUX
JIOCHI/KeHb) a00 OLIHKM e(EeKTUBHOCTI JIIKyBaHHS,
SKIIO MDK JOCITIDKEHHSMH IPOBOJMIIOCS JIKYBaHHS.
Ha nactynmHoMy erarmi 3 ypaXxyBaHHSIM YCiX OfepKaHHX
pesynbTariB EKI' nocmimkeHs (SK MMOTOYHOTO, TakK i
MONEPeaHiX, SKII0 BOHH IPOBOAWIINCS) BHKOHYETBHCS
BHUPOOJICHHS MIarHOCTHYHHX PIllleHb, SKi OQOopMITIO-
totecst y Buripiai nporokony EKIT mocmimkenns. Ha
3aKJIIOYHOMY €Talll Malli€eHTy HaJaloThCs Pi3HI peKoMe-
H/ALT 11010 TAKTHUKH MOJAIBIIOT0 OOCTEKEHHSI.

3amaua MiABUILEHHS SAKOCTI aBTOMAaTU30BaHOI 00-
pobku EKI' 6e3nmocepeiHbO 3aJICKUTh BiJ| TMiIBUIICHHS
eeKTUBHOCTI etary Mopgosoriynoro ananizy. [Tix gac
CTBOPEHHSI €(DEKTUBHHUX METOJIIB MOP(OJIOTIYHOrO aHa-
nizy EKT" gist KCITIP HeoOxiHO BpaxoBYBaTH MOJIETb
kopucHoro curHanmy (MIIC), i HaBiTh 3acHOBaHI Ha
MIIC meronu neperBopensss BMC 3 JI30. Anamiz pi3-
aux MIIC Ta BigmoBigHHX IM METOIB IEPETBOPEHHS
BMC 3 JI30 naseneno y [6-9].

Binbrmicts MeaUUHUX 1HGOPMAIIIHHAX CHCTEM, IO
(YHKIIOHYIOTh B YKpaiHCBKMX JIKYyBaJbHHX 3aKJalax,
MOpaJIbHO 1 (hizuuHO 3actapiau. [lepeBakHO BOHH PO3-
pobueni me 10-15 pokiB ToMy, TX HIXTO BXE JaBHO HE
miATpUMY€E Ta He BIockoHamoe. Lli cucremu no3BoIIs-
I0Th aBTOMATH3YBaTH JIMIIE MiArOTOBKY 3BITHHX (hOopM
[10]. Buxopucrauns 3apyoixxaux KCIIIIP nos'szane 3

TaKUMH TPYIHOIIAMH SIK Jy)K€ BHCOKa BapTiCTh IPO-
rpamMHOro 3a0e3IeYeHHs] Ta HEMOXKIMBICTh MOJEpHi3a-
uii mporpamHoro koxy. Tomy € HeoOXimHICTB CTBO-
penHst cyyacHux ykpaincekux KCIIIIP, siki He MarioTh
BKa3aHMX BUIIE HETOJIKIB.

Mera i 3aga4i gocaimxenuss. MeToro JOCIIUKEH-
HS € PO3BHUTOK 3aCO0IB MiATPUMKHU MPUHHATTS PIillICHbD
i 9ac MPOEKTYBAHHS KAapAiOJIOTIYHUX KOMITIOTEPHUX
MIaTHOCTUYHHAX CHCTEM Ha OCHOBI MOpP(OIOTigHOTO
ananizy BMC i3 JI30 3 meroro minBumeHHs e(heKTHB-
nocti EKI mociimkenns. J{is TOCSTHEHHS MOCTaBICHOT
METH BHPILIYBAIUCH 33/1a4a pO3POOKH (YHKIIOHATIBHOT
mogeni EKTT nocimkeHHs.

Pe3ysnbTaTu gociinkeHn

IIpencrasumo ¢ynakuionansHy Moxens EKT mocoi-
JDKEHHSI 32 JTOTTOMOTOI0 METOMOJIOTIT (PYHKIIOHATBHOTO
mozemoBanHs IDEF0. KonrekctHa miarpama mpezacras-
msie EKT nocniokeHHs sk €IMHe 1IiJIe Ta MOKa3ye 3B'I30K
i3 30BHIIIHIM cBiToM. [y 11 moOyn0BH HEOOXiTHO BU-
3HAYUTH BXOJM, BUXOMH, KepyBaHHI Ta MexaHi3mu. Jlis
BukoHaHHs EKI" mocmimkeHHs B mepry depry mOTpiOHO
Martu gaHi rpo margienTa (116, crats, Bik, KOHTaKTHI JaHi
TOIIO), TaHi aHaMHe3y (icTopis XBOpOOH, CYITyTHI 3aXBO-
PIOBaHHS TOIIO) Ta MaHi (PyHKIIOHAIFHOTO OOCTE)KEHHS
namiedTa (KIHIYHAN aHalli3 KpoBi, apTepiabHUN THUCK 1
T.JI.), @ TAKOXK HAIIPaBICHHA Ha JOCIIHKEHHS, B SKOMY
Bkaszyethes Tl EKTD mocmimpkeHHs (HanpuKiiaz, CTaHaa-
prHa peectpauis EKI, EKI' 3 mpoGamMu HaBaHTa)KEHH,
XOJITEP-MOHITOPHHT 1 T.1.). Y¢i Il aHi € BXOJaMH KOH-
TekcTHOi miarpamu (puc. 1). B pesynsrari EKIT moci-
JUKEHHS TALIEHT OTPUMYE ITPOTOKOJ, Y SIKOMY BKa3ylOTb-
csi HeoOXximHi Bimomocti mpo mposeaeHe EKIT moci-
okeHHA (Hampukman, naHi npo EKI-miarHocTraHMIA
komimieke (EKT-JIK), 3a 10ommoMoror sSKOro MpoOBOIHIIO-
cs pocmimkernHs, Tun EKT nocnmimkeHHS TOIMIO), OIMHC
pesynbrariB EKIT gocmimkeHHS Ta AiarHOCTHYHHN BH-
cHoBOK. Tomy mpotokon EKI' mocmimkeHHS € BHXOIOM
KOHTEKCTHOI miarpamu (puc. 1). Bynp-sike DOCTimKEeHHS
MPOBOANUTRCS Y BIAMOBIAHICTH 10 3aKOHOAABYOI 0asw,
TOMY HOpPMAaTHMBHI JOKYMEHTH (TIpaBWJia MpPOBEICHHS
JIOCITIJDKEHHS], CTaHAapTH (OpMyBaHHS HPOTOKONIB TO-
1110) — II¢ yMPaBJIiHHSA KOHTEKCTHOI Iiarpamu (puc. 1).

I, mapemri, EKI" nocmikeHHsT malieHTa MpoBO-
JIUTH MeJrepcoHan (MencecTpa, J1abopaHT, TEXHIK TO-
mo.) 3 Bukopuctanasim EKT-JIK, mo mo3Bossie peecr-
pyBaru HeoOxinHi BigseaeHnus EKT. Jlo cyqacaux EKT'-
JK migxmouatorees 11K, ae Bctanosaeni KCIIIIP, Bia-
MTOBiTHI MOJYIIi SIKOi OOPOOIISFOTE Ta aHANI3YIOTh OTPH-
Mani EKT', a Takox momomaraioTh Iikapro-(axiBIesi
BUPOOJIATH JIarHOCTUYHI pimeHHs . ToMy OCHOBHHUMH
MeXaHI3MaMHU KOHTEKCTHOI JiarpaMu € MaI[i€eHT, MeJrie-
pcoHain, Jikap-¢axiseis (To0TO ocoba, sKa mpuitMae
pitrennst — OITP), KCIIITP ta EKT-JIK (puc. 1).

JIis ieKoMITo3uIlii KOHTEKCTHOI JiarpaMu, 300pa-
eHoi Ha puc. 1, OyJI0 BUAIJIEHO YOTUPH OCHOBHI po0o-
tH (puc. 2):

pobota | «3apeecTpyBaTy narieHTa;

pobota 2 «Bukonatu peecrparito ta aHaniz EKI»;

pobora 3 «BuKoHATH OiaTHOCTHKY»;

pobora 4 «ChopmyBatu mpotokon EKI mocmin-
JKEHHS».
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HopMmaTHBHL
IOKYMEHTH

AHKeTHI gaHi
MmamieHTa

JaHi aHaMHe3y Ta
(DYHKITIOHATTEHOTO
00CTeKeHH

HanpasnenHa Ha
JOCTKEHHA

TIpoBeCTH eNneKTPOKAPIIONOTIYHE TOCTKEHHT

IIpotokon EKT”
OCTIKEeHHA

EKT -miarHoCc THIHHH
KOMILIEKC

AHKeTHI
maHi
TalicHTa

ITpotokon EKT

Jlani aHamMHe3y Ta

IOCTITKEHHA

(dyrx1ioHaNEHOTO M. l
oGCTEReHH namieHTa — ™ CdopmysatH
oTtokox EKT
HampasneHHs Ha BHKOHATH ™ Buxoratz H;l[)oc e
MOCTIKEHHA ‘ . iaTHOCTHKY i
peecTpanito Ta -
anamis EKT I[_lamocmme
iIeHHA
03HAKH P
Men- EKT -miarHOCTHUHHE . .
iemr <] [ KapaiomoriuHa
LETise nmepcoHan §KOMIUICKC OITP-x1 -X_CH%IP

Puc. 2. JlekoMmo3uirisi KOHTEKCTHOI aiarpaMu GyHkiioHansHoi Moaeni EKT™ nocmimkeHHs

Sk 1 U1 KOHTEKCTHOI Jiarpamu, YHpaBJIiHHIM
BCIM po0iT € HOpMaTHBHI ToKyMeHTH. HopmatuBHi no-
KyMEHTH € KepyBaHHSM Ul BCiX poOiT, K 1e Oyno mo-
Ka3aHO TS KOHTEKCTHOI JiarpaMu. AHKETHI JaHi, maHi
aHaMHe3y Ta (YHKIIOHAJLHOTO OOCTE)KEHHS MAalli€HTa,
a TaKoXX HANpaBJICHHS Ha JOCIHI/UKEHHSA HaIXOIATh Ha
BXix pobotu 1. MennepcoHan 3 BUKOPUCTAHHAM MOMY-
niB KCIIIIP (mexanizmMu) ¢opmye HOBY abO 3amOBHIOE
icHyrouy meau4Hy kapty (Buxinm). Ilpu mpomy naHi 3
MEIMYHOI KapTKU MOPS 13 HOPMAaTUBHUMH JIOKyMEHTa-
MU € ympaBiiHHsIM poboTu 2. Pobota 2 He Mae BXOJIB,
OCKIJIbKH JIaHl 3 MEIM4YHOI KapTKX Ta HOPMaTHBHI JO-
KyMeHTH € ynpapiiaasaM. Lli nani 103BosstoTh 32 HE0O-
X1THOCTI HanamTyBaTu HeoOxinHi mapamerpu EKI-JK
(manpukmazn, TpuBamicts peecrpanii EKIT abo cucrema
BiJIBE/ICHHS), @ TAKOXX BUOpAaTH HEOOXITHUH THI TOCTi-
JOKCHHS (HANpPHKIIAL, XOJITep-MOHITOPUHT). Memnepco-
Han 3a gormomororo EKT-JIK BuKoHYye peecTpariiro He-
ooxiguux BiaBeaeHs EKI, a OIIP 3a gomoMororw iHTe-
nexryanpHnx Monyiie KCIIIIP BukoHye mnomampmmit
anami3 orpumanux EKI' 3 MeToro BU3HA4YeHHS AiarHOC-
THUYHUX O3HAK (EJNEeKTPUYHA BiCh CEpIls, MapaMeTpu Ta

MOpPQOJIOTIUHI 3MIHU CTPYKTYpHHX EJIEMEHTIB, BiACYT-
HICTh CTPYKTYpHHMX EJIEMEHTIB, SIKI IPUCYTHI HOpMI,
Ta/ab0 HasABHICTH apTe(axTiB y BHUINISAAL JTOJATKOBHX
CTPYKTYPHHX €JIEMEHTIB, SKHX HE IOBHHHO OyTH B
HopMi) [11]. TakuM YMHOM, BHXiJHUMHU AaHUMH 2 PO-
0OTH € MIarHOCTHYHI O3HAKM, a MEXaHI3MaMH IIaI€HT,
meamnepconan, OITP, EKT-AK i KCIIIIP. Ha Bxix po6o-
TH 3 HaIXOAATH JaHi 3 MEAWYHOI KapTu (1aHi aHAMHE3Y
Ta pe3ysbraTd (YHKIIIOHAIBHOI AIarHOCTHKH), a TAKOXK
OTpHMaHi Ha BHXOJI POOOTH 2 IiarHOCTHUYHI O3HAKH.
OIIP, BukopucToBYIOYHM iHTenekTyanbHi moxyii KCII-
ITP, ¢opmye niarHOCTHYHE pIlICHHS, K€ € BHXOJOM
poboTu 2. BHacninok BUKOHaHHsS poboTH 4 Mearepco-
HasioM 3a jponomoroto KCIIIIP (mexanismu pobotu 4)
Ha TMJCTaBl AaHUX 3 MEIUYHOI KapTKU Ta OTPHUMAHOTO
Ha BUXOJi poOoTH 3 JiarHOCTHYHOTO pilleHHs (BXOIH
pobotu 4) 3anoBHIOEeThes mpoTokon EKT nocmimkeHHs
(Buxig poboTH 4).

Takum 4nHOM, 3 ypaxyBaHHSIM OCHOBHHUX BHIiIE-
HUX POOIT BUKOHAHO JEKOMITO3HIII0 KOHTEKCTHOI fiar-
pamu ¢yskmioHansHOi Moaeni EKIT mocmimkeHHs, ska
300pakeHa Ha puc. 2.
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[lepmia ta ocranHst pOOOTH TOCUTH JIETKO aBTOMa-
TU3YIOTBCSI, OCOOJIMBO 32 HAasBHOCTI CTAaHIAapTIB BEJICH-
HS MEIUYHHMX KapT Ta odopmieHHs npoTtokoiis EKI
nmociimxenns. Ha sikicte Ta edextuHicts EKI™ mocimi-
JOKEHHS OUTBIIOI0 MipOIO BIUTUBAIOTH PE3yJIBTATH BHKO-
HaHHA poOIT 2 1 3, TOMY TUTBKH y IHX POOIT OJHHUM i3
mexaHi3MiB € OIIP ta inTenexryansai momyni KCIIIIP.
Kpim Toro, mommku Ha erani ananizy EKI e kpurnu-
HuUME a5 Bcboro mpouecy EKD mocmimxenHs. Tomy
OyJ10 BUKOHAHO MOJAIBIIY TEKOMITO3HUIII0 pooiT 2 1 3.

R ans HopMaTHBHI JOKYMeHTH

KapTa

B pesynbrari nekommosuiii pobotu 2 «BukoHaTH
peectpanito ta ananiz EKI™» Oyno BuniieHo taxi ¢pyHk-
uionaneHi 610ku (OB, puc. 3):

@b 21 «Bukonatu peecrpanito EKI;

@b 22 «Bukonatu nepenoopodky EKI»;

®F 23 «Buxonatu anamiz EKI'»;

@b 24 «CdhopmyBaTH JiarHOCTUYHI O3HAKID).

Sk 1 poborm 2 3arajoM YHPaBIiHHAM BCIiM
OB 21-24 € HOpMATHBHI TOKYMEHTH.

Bukonatn
peecTpario

EKT"
21 BuxoraTtH

nepego6pooKy

O6pobaeni
EKT

PesynsTaTtn

EKT

22

po3mmH(GPOBKH

BHKOHaTH aHaI13
EKT”

CdopmyBaTi
TiarHOCTHIHI
03HAKH

23

EKT -qiarHOCTHYHHIH
51{01»111.11':1(0

L_e-Men-

[any IepCcoHAl

|

- ~KapmioloritHa
CIIIIP

OITP

Puc. 3. [lekomno3uitist pobotu 2 «BukoHatu peectparito Ta aHamiz EKI»

3a pomomororo EKT'-JIK meanepconanom 3 marfie-
HTa 3amucyloTbesi HeoOximHi BinBeaenus EKI, Tomy
BuxozoM @b 21 e HeobpooOieni mudposi EKI. V mpo-
My, siK OyJno 3a3HaueHo Buiie, @b 21 Hemae BXxoaiB, Tak
SIK JIaHI 3 MEIUYHOI KapTKu (HANpUKIAJ, CHCTEMa BiJ-
BE€/ICHb, THIT JIOCITI/PKEHHS Ta TPHBAIICTh PEECTpALil)
BUKOPHCTOBYIOThCS uist HanamtyBaHHs EKT-/1K, To6To
e xepyBaHHAM. HeoOpobOneni EKI" Hagxonsate Ha BXim
®b 22, B sKifi MEAIEPCOHATIOM 32 JOTIOMOTOO BiIOBI-
manx MoxnyiiB KCIIIP meromamu nudpoBoi oO6poOku
CUTHANIB (MeXaHI3MH) 3AIHCHIOETECS Pi3HOTO POy TIO-
nepenast 0opooka EKI™ (Hanpukiam, HU3pKOYaCTOTHA Ta
BHCOKOYACTOTHA (iNbTpaliis, po3aiaenss, Tomo) [12]. 3
Buxoay @b 22 ob6pobieni BiaBeaenus EKIT HagxoaaTh
Ha BXin OB 23, B pe3ynbTaTi BUKOHAHHS SIKOTO OIIIHIO-
€TBCSl PUTM CEPLEBUX CKOPOYEHb, BU3HAYAETHCS EJIEKT-
pUYHA BiCh Cepllsl, BUKOHYETHCS PO3MITKA CUTHAIIy Ta
BU3HAYAIOTHCS aMIUIITy/IHO-4acoBi MapaMeTpu 3Haije-
HUX cTpykTypHHX eneMeHTiB EKI (nanpuknan, noBxu-
Ha RR-inTepBany, monspusaiis, aMIUITyJu Ta TpHUBa-
mocri 3youiB P, Q, R, S ta T, Bucora cermenra ST, To-
mo) [13, 14]. Auaniz EKI' Moke IIPOXOIWUTH SIK B aBTO-
MaTHYHOMY, TaK 1 HAMiBaBTOMAaTUYHOMY a00 pydYHOMY
peXrnMax 3 BHKOPHCTAHHSIM BiIIOBIIHHUX IHTENEKTya-
meHux MonyiiB KCIIIIP. B aBromarndHOMYy pexumi
OIIP nwmme miATBEpIKYyE NPABHIBHICTH PE3yNbTaTiB
ananizy EKT, sxuii Bukonye KCIIIIP, To6To miaTBep-
JOKYE, 10 CJICKTPUYIHA OCh CEepIls, YCi 3yOlli Ta KOMILIe-

ker EKT 3HaiieHi mpaBUbHO Ta 1X MapamMeTpH BH3HA-
YEHO KOPEKTHO. SIKIO0 BHUKOPUCTOBYETHCS HalliBaBTO-
MaTuuHui pexum aHamizy EKI', To miciast BUIiTCHHS
cTpykTypHHX eneMeHTiB OIIP mpoBOIUTH KOpeKIiro
pe3ynbTariB aHamizy 3a gomomoror KCIIIIP, To6TO
KOpUT'Y€ 3HAUEHHS YaCTOTH CEPLEBUX CKOPOUCHb, EIIeK-
TpUYHOI OCi cepIst, 3a3Hayae MPOMYIIEHI CTPYKTypHi
eJIEMEHTH Ta/ab0 NpHOMpae MOMMIKOBI MITKH. Y pasi
BUKOpHCTaHHS py4Horo pexkumy anaiiz EKI' mosHicTro
BuKOHYeThcs OIIP 3 BHKOpHCTAaHHSIM IHTEPaKTHBHOTO
iaTepdeiicy KCIIIIP. Takum gunom, OITP ta KCIIIIP €
mexatizmamu OB 23. Tlapamerpu CTpyKTYpHHUX elieMe-
HTIB, sIKI OTpUMaHi B pe3yibraTi BukoHaHHsI OB 23 no-
cunarotbesi Ha BXin ®b 24. B pesynbraTi BUKOHaHHS
®F 24 dopmyroTbcss HEOOXiAHI IAarHOCTUYHI O3HAKH
(HanpuKIaa, HasBHICTH 1 THI EKCTPACHCTON, O3HAKH
MapOKCU3MaJIbHUX TOpPYIIEHb PUTMY CEpIs, O3HAaKH
MHUTOTJIMBOI apuTMii, momoBxeHui inrepsan P-R, 61o-
Kaza mpaBoi abo miBoi HiXOK myuka [ica, Tompo). IIpn
oMy Bei pimenns npuiiMae OITP, BuKopHcTOBYIOUH
KCIIITP namiBaBTOMaTHYHOMY a00 pyYHOMY PEKHMAX.
VY nepmomy Bumaaky OITP mae MOXIMBICTh KOpUTYBa-
T pimenns, supodiene KCIIIIP, Toxi sx y apyromy —
KCIIITP BukopucTOBYeThCS sIK iH(OpMaLidHO-TIONIY-
koBa cucrema. Y OB 24 apromarnunuii pexxum KCIIIIP
3a3BUYail HE BUKOPHCTOBY€ETHCS, TOMY II0 HECKOPEKTO-
BaHI NOMMJIKH, 110 BUHUKAIOTh Ha JJAHOMY €Talli, 3ro-
JIOM MOXYTh MPHU3BECTH JI0 MOMUJIOK JIarHOCTUKH 1-TO

88



ISSN 2073-7394

Cuctemu yrpasiiHHs, HaBiraunii Ta 38's3ky. 2022. Ne 2

Ta 2-r0 pojy, WO 3HWXKYE €()EKTHBHICTH MPOBEIECHOTO
EKT" mociikeHHS Ta € KpUTHYHUM JUIsl BUOOPY IMoja-
JIBIIOT TAKTUKY JIIKYBAHHS.

B pesynbrari gekommnosuiii podotu 3 «BukoHatu
niarHOCTUKY» Oyio BumineHo taki @b (puc. 4):

@b 31 «3HaiiTu monepeaHi JOCTiHKEHHD;

HopMaTHBHI TOKYMEHTH

@b 32 «IlpoananizyBaTu AiarHOCTHYHI O3HAKNY;

@b 33 «OuiHuTH TUHAMIKYY;

@b 34 «Ouinutn eheKTHBHICTD JIKyBaHHS;

@b 35 «IIpuiiHsaTH pilIeHHS».

SAx i g pobotu 3 3aramom ynpasiiHHIM BeiM @b
31-35 € HOpMaTHBHI JOKYMEHTH.

MemiraHa
KapTa
g 3HalTH
TionepenHi
TTOCTI;KEHHA -
3 ITonepenuii
IiarHO3
Ziarsocrars: i o DReHonoK
H1 O3HAaKH A Ouum:_m mpo
OSHAKH o, JTHHAMIKY | JHHaMIKY
33
OuiHATH
e()eKTHBHICTD
TMKYBaHHA 34
Men- Kapaionoriqaa P
nepconan; CIIIP ;O

Puc. 4. lexommno3urist po6otH 3 « BUKOHATH 1aTHOCTHKY

SAxmo namient npoxoauts EKD' nocmimkeHHs mo-
BTOpHO abo Oaratopa3oBo (HampHUKIAL, CKPUHIHT a0bo
OIliHKa AWHAMIKKA PO3BUTKY [ESKOTO 3aXBOPIOBAHHS
CCC), 1o mnst BUPOOJICHHS MMOBHOI[IHHOTO AiarHOCTHY-
Horo pimenHst OITP HeoOXigHO OTpUMAaTH AaHi Mpo Mo-
nepeani pocaimkenns. Tomy Ha Bxig @b 31 HagxoauTh
iH(pOpMaIlis 3 MEIUYHOI KapTH, a MEAINepCoHal 3a Jo-
nomoroto KCIIIP (MexaHi3MH) BUKOHY€E MOUIYK JaHUX
PO TONepeHi TociipkeH s (BUXin). Skiio nonepeaHi
JOCTIKeHHsT OyNHM 3HAlilieHi, Il JaHi € yIpaBIIiHHIM
@b 33 i 34, sxi onncani HIwk4e. KpiM Toro, 3 MequaHOT
KapTH BUOWpPAIOThCA HaHI aHAMHE3y, AKi € OTHUM i3
BxoziB @b 35, sxuii Takoxk onmcaHuit HIbk4e. Sk Oymo
3a3HAYCHO BWIIE, IIarHOCTHYHI O3HAaK{, OTpUMaHi B
pe3ynbTaTi BUKOHAHHSI POOOTH 2, € BXOJIOM JJIsl pOOOTH
3, a 30kpema, HaaxoauTh Ha BXigx @b 32 (puc. 2 ta 4).
Ha upomy erami OIIP (MexaHi3M) Takox MOKe BUKOPH-
croByBatu KCIIIIP (MexaHi3M) sIK HaniBaBTOMaTHYHO-
My, TaK 1 B py4HOMY pexuMax. Y MepIIOMy BUIAIKY
BUKOPHCTOBYIOThCSI iHTenekTyainbHi Moayni KCIIIIP, a
B JIPyroMy — IOLIYKOBI MOAYJI Ta MOJYJIi JUIsl Bi3yasli-
3anii EKT ta manux. Pesynpratom BukoHaHHS @b 32 €
noniepeniHii fiarno3 (Buxix), mo € Bxogom @b 33-35.
Sxmo B pesynbrati BukoHanHs @b 31 Oymo 3HaiineHO
MOTIepeTHI TOCITIHKEHHS, TO Jalli MOXKYTh OYTH BHKO-
Ha"i @B 33 (skmio momepenmHi NOCHTIHKEHHS MPOBOIH-
JHCS B pe3yJsbTari, HANPUKJIaJ, CKPUHIHTY) Ta/abo Ob
34 (Km0 mormepeaHi JOCTiKEHHS POBOJMINCS TTiCIIs
nikyBaHHA). Sk Oyno 3a3Ha4YeHO BHIIE, UII BUKOHAHHS
®b 33 i 34 gani mpo pe3ysbTaTH MONEPEAHIX JTOCHi-
JokeHb (Buxig @b 31) BuCTymaioTh sIK ynpaBiliHHA, a
nonepenHii aiaruo3 (Buxig @b 32) e Bxogom (puc. 4). 3

ypaxyBaHHAM noniepenHsoro gaiaraosy OITP 3a momomo-
rOl0 BiAMOBiAHUX iHTeNekTyansHuX Onokie KCIIIIP
(opMye BHCHOBOK TPO TUHAMIKy Ta/ab0 e(heKTUBHICTD
mikyBaHHs (Buxogu @b 33 i 34), sxi pazoM 3 IaHUMH
aHamHe3y (Buxin @b 31) Ta momepeaHiM aiarHo30M
(Buxig 2 Hagxomath Ha BXim @b 35. fkmio momepenHi
JIOCIIJKEHHST He npoBoauincs, To @b 35 BUKOHyeThCS
TITBKU Ha MIJCTaBl JaHWX MPO aHAMHE3 1 MOMepeaHii
niarao3 (puc. 4). Y @b 35 KCIIIIP (MexaHi3Mm) Takox
MOYK€ BHKOPHCTOBYBATHUCS SIK B aBTOMAaTHYHOMY, TaK i
HaIliBaBTOMAaTHYHOMY 1 PyYHOMY peXHMax, IpH LOMY
OIIP (mexaHi3M) BHUKOPHCTOBYE BiTNOBITHI MOy
KCIIITP.

BucHoBKH Ta nepcneKTUBH
NoAaJbIINX JOCTiIKEeHb

VY crarti po3poOiiecHO (PYHKI[IOHAIBHY MOJAETh
EKI' mocnimkeHHs, sika BPaXOBY€E eTanmud OOpPOOKH Bij-
Beaenp EKI. Jlekommosuiliss podiT «BukoHaTn peect-
pauito Ta anamiz EKI'» Ta «BuKOHaTH IiarHOCTHKY»
JIO3BOJIMJIA BUJIUIMTH HaWBaKIWBIII (yHKIIOHANIBHI
onoxku «Buxonaru ananiz EKI™, «ChopmyBaTu niarso-
cTiyHi Oo3HaKkM» Ta «[IpuitHATH pimeHHs », BiX SKHX
3aNeKUTh SAKiCTh Ta edekTuBHicTs EK[T mocmimkeHHS
3arajaoMm.

Pozpobnena ¢ynkmionansra monens EKT mocmi-
JUKCHHS TIOKa3ajla, [0 HaiBiAMOBiNANBHIMI poOOTH
BukoHytoThcsi OIIP 3 momomororo KCIIIIP, i HaBiTh
JIO3BOJIMJIA BUAUTATH (QYHKIIOHAIBHI OJIOKH, ISl peati-
3amii gxkux HeoOXimHi iHTenekryansHi Moyl KCIIIIP.
Kpim TOro 3ampomoHoBaHa (YyHKIiOHAJFHA MOJAETb
EKT' mocmimkeHHs TO3BOJMIA BUAUTUTH Pi3HI PEKUMHU
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pobotu KCIIIIP (aBromaTu4Huii, HaniBaBTOMaTHYHUI [Moganpuii gociimKeHHs CpPsIMOBaHi Ha PO3poOKy
Ta py4HUil). iHpopMmariitHoi Ta cTpyktypHoi mMozmeneir EKI' mocii-
3anpornioHoBaHa QyHKIioHaIbHA Mozenb EKI mo-  mkenns mis po3podku KCIIIIP 3 ypaxyBaHHSM 0c00-
CIIIJPKEHHS € OCHOBOIO po3poOku cTpykTypu KCIIITP. nmBocteil aHanmizy EKT'.
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Functional model of the electrocardiological study
Mohamad Fahs, Anna E. Filatova

Abstract. Modern medicine is characterized by a sharp increase in the amount of information processed when solving
traditional medical problems: from recording biomedical information to making a diagnosis, determining a prognosis, and choos-
ing and correcting treatment tactics based on the results of a diagnosis. The principal advantage of biomedical data analysis using
medical information systems is the ability to simultaneously evaluate many parameters with the processing of large amounts of
information, which is beyond the power of either a person or automatic analyzers focused only on selected analysis methods. To
improve the efficiency of an electrocardiological study, a systems analysis of the process of making diagnostic decisions was
performed in order to highlight the critical elements of the cardiological decision support system that can lead to the development
of incorrect decisions or refusal to make a decision. The purpose of the study is to develop a functional model of an electrocar-
diological study using the IDEFO functional modeling methodology. Results. A functional model of an electrocardiological study
is developed in the form of a context diagram, its decomposition, and the decomposition of the activities «To perform registra-
tion and analysis of ECG» and «To perform diagnostics». The developed functional model of electrocardiological study has
shown that the most important work is performed by the decision-maker with the help of a cardiological decision support system.
In addition, the proposed functional model of electrocardiological study made it possible to identify various modes of operation
of a cardiological decision support system (automatic, semi-automatic, and manual). The proposed functional model of electro-
cardiological research is the basis for developing the structure of a cardiological decision support system.

Keywords: electrocardiological study, functional model, methodology IDEFO, cardiological decision support system,
biomedical signal.
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CUCTEMA 3AXUCTY KOMIT'IOTEPHOI MEPEXKI

AnoTtaunisi. B gaHiii cTaTTi BUCBITICHO OCHOBHU 3aXUCTY iHPOpMAII] Y KOMITIOTEpHUX CHCTEMaX BiJl HECAHKI[IOHOBAHOTO
noctymy. Po3risiHyTi rooBHI (akTopH, sIKi HEOOXiTHO BpaxyBaTH IIpH IPOEKTyBaHHI Oe3rnedHol Mepesxi. [IpoananizoBaHo
HaWIOMMpEeHIII MeToan [HTepHeT-aTak Ta iHIINX 3arpo3 B CyYacHHX KOMII'IOTEPHUX Mepexkax. JlociikeHo MeXaHi3MHI
6e3nexn 10 HaOOpy MPOTOKOIIB [HTEpHETY Ha PI3HHUX PIBHIX, IO 3a0€3MEUyIOTh JIOTIYHUI 3aXUCT OJMHULL JaHUX, KOJIH
BOHH IIEPEMILyIOThCS 1o Mepeski. OriHeHo Hacmiiku ays Oe3reKy oToYHoi Ta HOBOi Bepciil [HTepHeT-mpoTokomy. A Ta-
KO’X BUCBITJIEHO Cy4acCHI TeXHOJIOT1i Oe3meku B [HTepHeTI Ta cucTeM BHABICHHS BTOPIHEHb B MEPEXKY.

KawuoBi croBa: acrextn 6esnex, [HTepHeT-ataka, [HTepHET-IPOTOKO, KOMIT' IOTEpHA Mepexka, KpUnrorpadivai cu-
CTeMH,MepekeBa Oe3IeKa, MporpaMHOro 3abe3nedeHHs Mepe)keBol Oe3IIeKH, CHCTeMa BHSBIEHb BTOPTHEHb.

Beryn

3aBasku [HTEpHETY Ta HOBHM MEPEKEBHM TEXHO-
JOTisIM CBIT cTa€ BCE OUIBII B3a€EMONOB’S3aHUM. Y
BCBOMY CBITiI iCHy€ BeNMYe3Ha KUIBKICTH O0COOHCTOI,
KOMEpLiHHOI, BifichkoBOI Ta ypsaoBoi iHdopmalii mpo
MepexeBl iHppacTpykTypu. YUepe3 Jerkictb, 3 SKOHO
IHTEJIeKTyalbHy BJAacCHICTh MOXKHA mpuadaTu 4epes IH-
TepHeT, Oe3neKka Mepexi CTae Bce OUIbII BayKJIMBOIO.
[HTEeneKTyanbHa BIIACHICTH MOXKe OyTH mopyiieHa. lc-
Hy€ JIBa THITH MEpEeX: Mepexi mepenadi JaHuX 1 CHHX-
POHHI MEpEeXi, IO CKIANAIOTHCS 3 KOMYTaTOPIB.

IaTepHer kmacuikyeTbcs SK Mepeka mepenadi
nmaanX. OCKiZIbKY MOTOYHA MepeXka JaHWX CKIIAJAETHCS
3 KOMIT FOTePHHX MapIIpyTH3aTOpiB, CHEHianbHi Ipo-
TpaMHu, TaKi SIK «TPOSHCHKiI KOHI», 3aKIaIHI B MapIIpy-
THU3aTOPH, MOXKYTh OTPUMYBAaTH iH(popMairo. OCKUTEKI
CHUHXpPOHHA Mepexa, ska CKJIaJa€ThCs 3 KOMYTAaTOpiB,
He Oydepusye naHi, BOHa HE Bpas3iuBa Ui 3JIOBMHCHH-
kiB. Ock YoMy Mepexi nepenaui TaHux, Taki sk [HTep-
HET, Ta iHII Mepexi, sKi MiKII0YalThes 10 [HTepHeTy,
HAJIAI0Th TIepeBary Oe3merli.

Ha cporonni mepesxeBa Oe3neka 1ie BeJIMKUN HaOip
BUMOT Ta TOJITHK, AKi IPEIsBISIOTECS 10 MEPEeKeBOi
KOpHopaTHBHOI iH(pacTpyKTypH aist aHamizy ii podoTn
Ta HENOMyNICHHS JOCTYNy A0 JaHUX 3JI0BMHCHHKIB,
3MiHM [UX JaHUX, iX Momudikamii, a TakoXX BiIMOBH
poboTH Mepexi 9u il OKpeMHX pecypciB.

HesanexxHo Bij macmraly Ta BHAY HiINPUEMCTBA
CKpi3b, JIe BUKOPUCTOBYETHCSI MEPEkHa iHPPACTPYKTY-
pa, HeoOXiHI anapaTHi pillleHHs Ta IMPOrpaMHi IPOAYK-
TH, SIKi TO3BOJISIOTH 320€3MEUUTH OC3MEKY MEPEKi.

VY rio6ansHOMY CeHCi HEOOXiTHO JAOTPUMYBATHCS
OCHOBHUX NPWHIMIIB, BUKOHAHHS SKHUX JIO3BOJIUTH I'O-
BOPHUTHU TIpO Oe3IeKy Mepeski Ha HiNpHUEMCTBI, HaNpH-
KJIaJ], 3aXMUCT KIiHIIEBUX MEPEKEBHX INPHUCTPOiB. 3abe3-
MEYUTH JOCTATHIH piBeHb OE3MEKM INPHUCTPOI0 MOXKHA
JUIIe y pa3i BUKOPUCTAHHS OCTaHHIX TexHojorii. Ha-
MIPUKIIAJ, TIEPCOHATbHI KOMI'TOTEPH MOXYTh OyTH ara-
KOBaHi 3a JOIIOMOTOI0 BipycCiB, XpoOakiB ab0 Bpa3iIHBO-
cTeif mig 9ac podoTH 3 BeOG-Opay3epamu. Bukopucranus
KOPHOPaTHBHUX AaHTHBIPYCIB 13 OHOBIEHUMH 0azamu
CUT'HATYp JO3BOJIIE CKOPOTUTH PU3UK aTaKH.

BigMOBOCTIHKICTh TaKMX NPUCTPOIB, MOXJIMBICTH
X BimHOBJCHHS. MOHITOPUHT iH)PACTPYKTYPH — 00OB'-
SI3KOBA JIis 3aXUCTY MEPEKi.

st Toro, mo0 po3yMiTH, B SIKOMY CTaTycCl 3HaX0-
JIITBCSI CEPBICH Ta MPOTpaMH, HEOOXiTHO BUKOPHUCTOBY-
BaTH 3aCO0M 3aXUCTY JAOCTYITy 0 MEPEXi.

[MocTiiiHNI KOHTPOJB MPOIYCKHOI CIPOMOXHOCTI
Mepexi. YCIITHO BUKOHAHA aTaka 3aBXIH NPH3BOAUTH
JI0 BUTpaT Ha BiTHOBICHHS iH(pacTpykTypu. Y pasi
BUKOPHCTAHHS 3aCO0iB 3aXWCTy BiJ IITFOBHX aTak, a
TaKoX 3ac0o0iB 3amo0iraHAs BTOPTHEHHSIM PU3HKH 3HA-
YHO 3MEHIIYIOTHCA, 1 ITAHCH 3JIOBMUCHHKIB Ha YCIIIIIHY
aTaKky ckopodyioTbes. Lle, y cBoro uepry, 1o3BoJIs€ op-
raHi3yBaTH Oe3mepepBHUN pOOOYHUIl MpOIeC I 3HU3UTH
BUTpaTH KOMIIaHil 32 IpOCTOi.

BigMoBOCTIHKICTh BHYTPILIHBOI Mepei opraHiza-
il Ta MOXJIMBICTBG TI BIJIHOBJIEHHS IICIIS aTaKH. 3aXUC-
TUTH niepumeTp komranii Ha 100% Bce x Taku He Bja-
€TBCS, 1 B TAKOMY BHIIQ/IKy BapTO MPOJYyMaTH MO>KIIH-
BICTH IEPEX0y 3 OJHOTO pecypcy Ha iHIIMH y pasi Bin-
MOBHU MEPIIOro, MPUYOMY HEIOMITHO Uil KOPHCTYBa-
9iB.

Tema Oe3mexu Mepexi IOCHIIPKYETHCS IIITXOM
TOCTIKEHHST HACTYIHOTO: apXiTekTypa [HTepHery Ta
Bpa3nuBi acnektu Oesneku IHTepHeTy; THmM IHTEpHET-
aTak 1 3axomu Oe3meku; Oe3lexka MEpexki Uil MEpeK,
MIAKITIOYCHHUX 70 [HTepHeTy; moToYHa po3podKka 0bJIaI-
HaHHS Ta MPOrpPaMHOro 3a0e3neyeHHs] MepexeBoi 0e3-
TIEKH.

AHaJi3 ocTaHHIX H0CTiTKeHb 1 myOJikamii. [H-
(dopmarriifHi 3arpo3u T KOMIT FOTEPHUX MEPEX MaroTh
CTIWKY TEHAEHLIiI0 O 3pocTaHHA Ta Moxaudikamii. Ha
JaHuii yac B o0OJacTi BUSIBJICHHS BTOPIHEHb B KOM-
TIOTEpHI MepeXi MepeBakae ITiIXiJ BUSBICHHS 3JI0B-
KHUBaHb, IKAN TPYHTYETHCSA Ha MOOYAOBI MOJEINi aTaKu
Oe3nocepeIHbO, K Ha cUCTeMy B Iiimomy. OmHak mei
MiAXI MA€ OYCBUAHMN HEIOMIK, MOB'SI3aHHUMU, MEpII 3a
BCE, 3 HEJOCTATHIM ypaxyBaHHIM BIUIUBY KOMIT'IOTEp-
HOTO CEpeJIOBHIA Ta YpPa3iIMBUX acleKTH OE3NeKH B
InTepHeT-apXiTeKTypi. 3araJlbHOTEOPETHYHI ACIEKTH
JIOCII/KEHHST 0e3MeKH KOMI I0TepHOT Mepexi mpeJcTa-
BiueHi B myOmikamisx B.T. Omigep, H.O. Omidep,
0. O. €podeena, B. M. Jlonarina, Ta iHIINX MTPOBITHUX
BYCHUX. AHAII3YIOUM JOCTIDKEHHS Ta IOIepenHi Ha-
MpaLOBaHHS B NaHii, OyJO MPUIHATO PIMIEHHS OLIBII
JIETaIbHO OIMCATH YPa3NMBi acleKTu Oe3reku B IHTep-
HET-apXiTeKTYypH, a TAKOX JUIS OLIHKKA HEOOXITHHUX 3MIiH
y TEXHOJOrii Oe3leKku MpoaHa i3yBaTH 3arpo3u KOM-
T’ IOTEPHOT MepeXki Ta [HTepHET-TIPOTOKOI.
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Mertoro cTaTTi € po3poOKa HAMIMHOT CHCTEMH 3a-
XHCTY KOMIT FOTEPHOI MEPeXki Ha OCHOBI BUKOPHCTAHHS
e(heKTUBHIX MEXAHI3MiB 3aXUCTy Ta BUSBJICHHS aTak.

Buknag ocHoBHOro Mmarepiasy

CHCTeMHI Ta MEpPEKEBl TEXHOJIOTIT HEOOXIqHI ISt
IIMPOKOTO KoJia 3acTocyBaHb. [Iyisi Mepexx 1 mporpam
HeoOximHa Oesmeka. HesBakarouw Ha Te, 1[0 Oe3leka
MEpEeXKi € BOKJIMBOK BUMOTOI0, ICHYE 3HAYHUIN HETONIK
METO/IiB Oe3MeKH, sIKi MOYKHA JIETKO peati3yBaTy.

Mix po3poOHMKaMHU TEXHOJIOTiIH Oe3NeKH Ta Me-
PEeKEBUMH PO3POOHUKAMH iCHYE «KOMYHIKAI[IHHUHA poO-
3pHBY.

Mognens intepdeiicy Bimkputux cucrem (OSI) me-
JKUTHh B OCHOBI IIPOCKTYBAaHHS MEPEXi, IO € J0Ope po3-
POOIIEHUM TIPOIIECOM.

[IpoTokonu pi3HUX PiBHIB MOKHA JIETKO KOMOIHY-
BaTH, 00 YTBOPHUTHU CTEKH, SIKi TO3BOJISIOTH PO3POOIIS-
TH MOJYJIbHY CHCTEMY.

Peamizaiiiss okpemux mapiB Moke OyTH 3MiHeHa
Mi3HIIIe, He BIUTMBAIOYM Ha 1HIII MIapH, 10 3a0e3rneuye
THYYKICTb PO3POOKH.

[IpoexTyBaHHs Oe3MevYHOT MEpexi, HA BIIMIHY BiJ
MPOEKTYBaHHSI Mepexi, He € J00pe po3poOIeHUM IIpo-
ecoM. Hemae metomornorii uist BUPIMICHAS CKIaTHOCTI
BuMor Oe3mex [1].

[IpoexTyBaHHS Oe3meYHOi MEpeki He A€ THX XKe
mepeBar, 1o i MpoeKTyBaHHSA Mepexi. besnexa mepexi
He mepenbadae 3axucTy 000X KiHIiB Mepexi. Kanman
3B'SI3Ky HE NOBUHEH OYTH BPa3JIMBHM JUIS aTak MiJ dac
nepeaadi ganux. [IOTCHIIAHIE XaKep MOXKE HAI[LTATHCS
Ha KaHaj 3B’sI3Ky, OTpUMaTH 3anmdpoBaHi AaHi, po3-
mu¢pyBarty iX, a IMOTIM 3HOBY BBECTH TIOMHJIKOBE TIOBI-
JIOMJICHHSI. 3aXHUCTUTH CEPEIHIO MEPEXy TaK CaMO BaX-
JIMBO, SIK 3aXHUCTUTH KOMIT FOTEpHU Ta 3amudpyBaTH HO-
B1JOMJIEHHSI.

[Ipn mpoextyBaHHI OGe3me4nHoi Mepexi HeoOXiTHO
BpaxoOBYBaTH Taki (hakTopH:

e JlocTyn — aBTOPU30BaHUM KOPHCTyBayaM Ha-
JTAETHCS MOKIIMBICTB CITUIKYBATHCA 3 TIEBHOIO MEPEKEI0
Ta 3 Hel.

o KoHbineHuifiHicTh — AaHl B MEpexXi 3ajuIia-
I0ThCS KOH(1ACHIIITHIMHU.

e AyteHTH(iKallis — IepeKOHaTeCs, 1110 KOpHC-
TyBadi MEpekKi € TUMH, 32 KOTO ceOe BUIAIOTh.

o IlimicHicTh — nepeKoHaTecs, M0 MOBIIOMIICH-
Hs He OyJ10 3MIHEHO ITiJ] Yac mepeadi.

e HeBigMOBHICTE — TepeKOHANTECS, IO KOpPHUC-
TyBad4 He 3allepedy€e BUKOPUCTAHHS MEPEXi.

EdexTuBHMiA 1aH Oe3MEKH MEpeki po3poOIIETh-
¢S 3 PO3yMIHHAM TpoOIIeM Oe3NeKkH, MOTeHIIHHNX 3710-
BMHUCHHKIB, HEOOXiTHOTO piBHS Oe3meku Ta (haKTopiB,
SIKI pOOJISITh MEPEKY BPA3IMBOIO ISl aTak. [cHye Oe3miy
MPOJYKTIB, SIKi POOJIATH KOMIT'FOTED MEHII Bpa3IUBHM
JI0 MEPEeKEBUX aTak.

[IpukiagaMu LUX IHCTPYMEHTIB € INUQpPYBaHHS,
OpanamayepH, MeXaHi3MH BHSIBJICHHsI BTOPIHEHb, Kepy-
BaHHs 0E3IMEKO0 Ta ayTeHTU(IKAITIT.

[MigmpremcTBa B ychbOMY CBITI BHKOPHCTOBYIOThH
KOMOIHAI[II0 ISSIKUX 13 IUX iIHCTPYMEHTIB. «|HTpaHeTm»
MiAKII0YeH] 10 [HTepHeTy Ta MOCTAaTHBO 3aXWINCHI Bif
HBOTO.

InTepHeT-apxiTekTypa cama o cobi Kepye B pe-
3yJIbTaTi HEAOJIKIB Mepexi po3yMiHHs npobsem IHTep-
HeT-0e3MeKr 3HaYyHOI MIpOI0 JoroMarae y po3poOmi
Oe3nevHux pilleHb IS 3aXUCTY Mepex Bi [HTepHeTy.

Takox HEOOXigHO BHBYATH THIA |HTEpHET-aTak,
mo0 TX BUABHATH Ta 3aXUCTUTH Bix HUX. CHUCTEMU BHUAB-
JICHHS BTOPTHEHb MOOYIOBaHI Ha OCHOBI HaMImommpe-
HIUX THUIB atak. [Ipy BTOPTHEHHI B MEpeXy MaKeTH
BBOJATBCS, 100 BUKJIMKATH NPOOIEMH 3 TAKHX MPUYHH:

e HenanexxHe BUKOPHCTaHHS peCypCiB

e BrpywyanHs y upusHadeHy ¢QyHKUito Oynb-
SIKOTO CUCTEMHOTO PECYpCY

e OrpuMaHHS CHCTEMHUX 3HaHb, TAKHX SIK Hapo-
JIi Ta JIOTiHM, SIKI MOYKHAa BUKOPHUCTOBYBATH IIiJ] Yac Ha-
CTYITHUX aTax.

Besneka naHuX — Iie acreKT Oe3MeKH, SIKUi JO3BO-
JIsi€ TIEPEeTBOPIOBATH JaHI KIIEHTAa B HE3PO3yMiNi JaHi
Ut Tiepeadi. HaBiTe KO 11l He3po3yMini JaHi OyIoyTh
MePEeXOIUIeH], IS JIEeKOAYBaHHS IOBIIOMIICHHSA IOTpi-
6en xitrod. [1eBHOIO Miporo 1el MeTos Oe3neKH € edex-
THUBHUM.

VY MuHyjOMYy MillHa Kpunrtorpadis Jerko 3nama-
Jacs; OJHAaK 1ie BKe He Tak. Yepe3 pO3BUTOK XakepiB
KpuntorpadigHi METOAN MOBHHHI MOCTIHHO PO3BUBATH-
cs1, 100 3aJTUIIATHCS Ha KPOK HOIepey.

[ix yac mepenayi MWHUPPOBAHOTO TEKCTY MO Mepe-
JKi BHTIJIHO BUKOPHUCTOBYBATH 3axWIICHY Mepexy. Lle
3aXUCTUTh MH(PPOBAHHUI TEKCT, 3MCHIIYHOYH HMOBIp-
HICTB TOTO, IO 0araTo Jroeil cipoOYIOTh 37IaMaTH KOI.
3axwuIieHa Mepeka TakoX 3aro0irae BCTaBISIHHIO B Me-
PEeXy HECaHKITIOHOBAaHUX MOBiJOMJICHb.

B pesynprati moTpiOHi KOpCTKI MUPPH 1 KOPCTKI
MEepexi JUIs aTaku.

Oprani3zailii BUKOPHCTOBYIOTh 3aXHILEHI MPUBATHI
Mepexi abo «IHTpaHETH» dYepe3 3aHCMOKOEHHS II0JI0
nopyuieHp Oesrneku B IHTepHeri. CrienianbHa rpyna 3
po3pobku Iurepuery IETF monmana mexaHizmu Oe3nexu
J10 Habopy MpoTOKONiB [HTEpHETY Ha pi3HUX piBHAX. LIi
MeXaHi3MH Oe3NeKu 3a0e3MeuyroTh JIOTIYHHH 3aXHCT
OJIMHHUIb JTAaHWX, KOJM BOHM IEPEMIMIyIOTECS 110 Mepe-
i. OIIHIOIOTHCS HACHIAKHA I Oe3IEeKH IIOTOYHOI Ta
HOBOI Bepciii [aTepHeT-TipoTOKOMYy. X09a B MPOTOKOMIL
icHye Oesmeka, He Bci aTaku 3axuieHi. L{i ataku mepe-
BIpSIOTHCS, 100 BH3HAYUTH, YU IMOTPIOHI JTOMATKOBI
3ax0H O€3MeKH.

Apxitektypa IP-Oe3nexku IHTEepHET-IPOTOKOIY €
cranaaprusaiiero IurepHer-Oezneku. IP-Gesmeka, abo
IP-cek, BimHOCUTBCS K /10 HOBOTO nokoutiHHS [P (IPv6),
Tak 1 1o morouHoi Bepcii (IPv4). Xoua HOBI MeTOmM,
Taki sk IP sec, Oynu po3poOieHi i YCYHEHHS AKX
3 HaWOLTBII BiJOMUX HENONIKIB [HTEpHETY, X BHSBIIA-
€THCSI HEZIOCTATHBO [2].

IPSec — e MpOTOKON «TOYKA-TOYKA», B SIKOMY OI-
Ha CTOpOHa MmMUQpye, iHIIA po3mMUMPOBYE, 1 OOMABI
CTOPOHHU MAarOTh OJHAKOBHH KoY abo Kirodi (puc. 1).
IPsec Mae aBa pexuMHu poOOTH: TPAHCHOPTHHH 1 TyHe-
JIbHUH pexuM [3].

Howupeni memoou Inmepnem-amaxu. Knacudi-
KOBaHO HaifrommupeHimi meroau [HrepHer-araku. [leski
aTakW, Taki SK MiACIyXOBYBaHHs Ta (IILIUHT, OTPUMY-
I0Th 3HaHHS cucTeMH abo ocobucty iHdopmarliro. Mo-
JKJIMBI Hallau.
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Puc. 1. BizyanbHe npenctaBieHHs peanizamii [Psec amst 3a0e3medeHHs 0e3MeYHOro 3B 3Ky

Bipycu, xpobaku Ta TPOSHH TaKOXX MOXYTh Iepe-
IIKO/DKATH TpU3HAYeHil poOoTi cucremu. IHmmi TuI
aTaky — 1€ KOJIM PEeCypPCU CUCTEMH BUKOPHCTOBYIOTHCS
Hee(PEKTHBHO, 10 MOKEe OYTH BHUKJIMKAHO aTaKO Bil-
MoBHU B oOciyroByBanHi (DoS). [HII TN MepexeBux
BTOPTHEHb BKJIIOYAIOTh aTaKM Ha 3eMJII0, aTaku cepdiH-
Ty Ta aTaku i3 CIb030I0.

Ili ataku He Tak Bimomi, sik DoS-aTaku, aje BOHH
BCe IIIe BUKOPUCTOBYIOTBCA B Till UM iHmIN ¢opwmi, Ha-
BITh SIKIIIO BOHU HE 3rafyloThcs 1o iMeHi [4]. Haiibinb-
IIMMA 3arpo3amMy Oe3leKd KOMI'IOTEPHHX Mepex Ha
CHOTOHIIIHIN JEHB €:

e Bipycu: Bipycu — 1e mporpamy, o caMmopo3M-
HOXYIOTBCS, IO 3apa)kaloTh 1 TOIIUPIOIOTHCS (aiiiamu
. Konu ¢aiin BinkpuBaeThes, Bipyc MPOHUKAE B CUCTEMY
1 CTa€ aKTHBHUM.

e TpostHM: TPOSIHU MOXYTH 3/1aBaTHUCS KOPHCTY-
BaueBi HEIIKI[UIMBUMHU IpOrpaMamH, aje Haclpasii
BOHHU CIy)XaTh HIKiJUIMBii MeTi. TposiHM 3a3BH4ail re-
PEHOCSATH KOPHUCHE HAaBAaHTA)KEHHS, HAIIPHKIIAJ Bipyc.

o IlizcmyxoByBaHHS: IiJICIyXOBYBaHHS — L€ TIe-
PEXOIUIEHHS KOMYHIKalii HECaHKIIOHOBAHOIO CTOpPO-
Hoto. [lacwBHE MiACTyXOBYBaHHS BilOYBA€THCS, KOIH
JIOAWHA TAEMHO CITyXa€ JIUIIE MEPEKEBI TTOBiTOMIICHHSI.
3 inmoro OOKy, aKTHBHE IPOCIyXOBYBaHHS BinOyBa-
€TBCS, KOJIM 3JIOBMHUCHHUK CJIyXa€ i BCTaBIISIE MIOCH Y
MOTIK KOMyHikanii. B pe3ynbrari NoBiIOMIIEHHS MO-
XKYTb CIIOTBOproBaTucs. Lle MeTo MOKHA BUKOPUCTO-
BYBATH JUIsl BUKpaJIeHHs! KOH(1IeHIIIHOT iH(popMarlii.

e @immHr: cmnpoba oTpumatH KOH)IIEHUIHHY
iH(pOpMaIlifo BiZi OKpeMoi 0coOu, Tpynu Yu opraHizaii
Bizoma sk Qimmar. @inrepu oOMaHOM 0OMaHIOIOThH KO-
pHCcTyBadiB, 1100 BOHU PO3KPWIIM KOH(iAEHIIHHY iH(O-
pMariro, Taky sIK HOMEpU KpPeIWTHHX KapTOK, OOJIKOBI
JTaH1 OHJIAH-0aHKIHTY Ta iHIIY 0COOHUCTY iH(OpMAIIifo.

e BimmoBa B 006cnyroByBaHHi: BiIMOBa B 00CITy-
TOBYBaHHI — II¢ araka, sKa BHHHKA€, KOJHM CUCTEMa
OTPUMYE HaJMIipHY KUIbKICTh 3alUTIB 1 HE MOXeE CIIiJI-
KyBaTHCs 3 3anuryBadamu . [lix gac odikyBaHHS 3aBe-
PILEHHSI PYKOCTHUCKAaHHS CHCTEMa CIIOKHBAE PECYPCH.
3pemroro, cucTeMa He 3MOXKE BIANOBICTH Ha OyIb-sKi
MOJIaJIbIII 3aITUTH, IO 3pOOHTH 11 Herpare3naTHO.

e Cnydiar IP: cnydinr oznaugae, mo axgpeca
KOMIT'IOTepa BifoOpaxkae ajnpecy HaAiHHOrO KOMH'toTe-
pa, mo0 OTpUMATH JOCTYN A0 IHIIMX KOMITIOTEpiB.
OcoOHCTICTh 3TOBMHUCHHKA IIPUXOBYETHCA PIZHUMH
crioco0amu, IO YCKIIAIHIOE BUABIICHHS Ta 3a00iraHHs.

[Migpo6neni IP-maketn He MOXXyTHh OyTH yCyHEHi 3a J0-
ITOMOT OO TIOTOYHOT TEXHOJIOT1i TIpoToKomy IP.

Texnonocii besnexu 6 Inmepnemi. InTepHeT-
3arpo3u 3aIMIIATUMYThCS CEPHO3HOI0 IMPOOJIEMOI0 Y
CBITOBOMY CITIBTOBApHCTBI, JOKH MOYXHa OTPUMATH JO-
cTyn no iHdopmanii Ta i mepemady udepe3 IHTepHeT.
Jist 60opoThOM 3 IMMU aTakaMu OyJin po3poOJeHi pi3Hi
MEXaHi3MHU 3aXUCTY Ta BUSBIICHHS:

e Dbpannmayep: Opanmmayep — e 3arajibHUH
MEXaHi3M KOHTPOJIIO KOPIOHIB a00 3aXUCTy MEepUMETpa.
Mertoro Opanmmayepa € OnOKyBaHHS Tpadiky 330BHI,
ajie oro TakoXX MO)KHa BHKOPHCTOBYBATH Ul OJIOKY-
BaHHS Tpadiky 3cepenuHu. bpanmmayep - me mepma
JHIS 3aXMCTY Bi 310BMUCHUKIB. lle cucrema, sika 3a-
no0irae HECaHKI[IOHOBAaHOMY JIOCTYITY 10 a00 3 IpHUBaT-
HOT Mepexi. BpanaMayepu MOKyTh OyTH peasti3oBaHi K
B anapaTHOMY, TaK i1 B IporpaMHOMY 3a0e3nedeHHi, abo
B ribpuai 060x [5].

o Kpunrorpagiuni cucremu. CbOrofHi KpHIITO-
rpadist € WiHHAM 1 IIMPOKO BUKOPHCTOBYBAHUM IHCTPY-
MEHTOM B imkeHepii Oesmneku. Lle mepenbauano BHKO-
pHCTaHHS KOMIB 1 IUQPIB IS IepeTBOPEHHS iH(pOpMa-
mii B He3po3yMim naHi. B pesymbraTi mi HE3po3ymimi
JTaHi 0e3MeYHO MepeAaaroThCs TI0 MEPEKI.

e Secure Socket Layer: HaOip mpoTokomiB Secure
Socket Layer (SSL) € cTangapTHUM METOJOM IS OCS-
THEHHS BHCOKOTO PiBHsI Oe3leku Mix BeO-Opay3epoM i
BeO-caiitoM. SSL npu3HaueHuit 1j1st CTBOpeHHs Oe3rey-
HOTO KaHaly a0o TyHEIr MiX BeO-OpayzepoM i BeO-
cepBepoM, 1mo0 3axuIaTu Oyab-aKy iHPOPMAILiI0, KOO
OOMIHIOETBCSI B 3aXUILEHOMY TyHEINI. 3aBASKA BUKOPHC-
TaHHIO cepTudikariB SSL 1o3Bosse KirieHTaM ayTeHTH-
¢ikyBaTucs Ha cepBepax. 11{o6 miaTBepaUTH CBOIO OCO-
Oy, KITi€EHTH HA/Ial0Th CepBepy cepTudikar.

e Cucrema BHSBIICHHS BTOPTHEHB: CHCTEMa BU-
serieHHsT BTopraeHs (IDS) — me momarkoBuit 3axin 6e3-
MEeKH, KUl JoroMarae B MonepeKeHHs KOMIT FOTEPHUX
BroprieHb. Cucremu IDS moxyTh OyTH 00MaBI mpo-
rpaMHi Ta amapaTHi MPHCTPOI, SAKI BHUSBIIAIOTH aTaKH.
IDS mpoayKTH BHUKOPHCTOBYIOTHCS JUIS MOHITOPUHIY
3’€/lHaHb, MO0 BHM3HAUWTH, YW OylM 3alylieHi aTaku.
JHesiki cuctemu BusiBiieHHs BroprHeHb (IDS) mpocto
KOHTPOJIIOIOTH 1 ONOBIIIAIOTH KOJIM BiIOyBa€ThCs HAMA,
TOJI SIK 1HIII HaMararoThCs 3aII00IrTH Hamaz,

Cdepa mepexeBoi Oeslekn Wae Mo CTOMmax CBOIX
MOTIEPETHAUKIB. 3 HOAaBaHHAM OiOMETPHYHOI imeHTHI-
Kallii BUKOPUCTOBYIOTHCS Ti X METOIAWKH. biomerpis €
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OinbIn Ge3MeYHUM MeTolIoM ayTeHTUdiKalii, HiX Hapo-
mi. e Moxe 3HaYHO 3MEHIINTH HECAHKIIOHOBaHUI
JIOCTYI JI0 3aXHIIEHHX cucTeM. [IporpaMHuii acrekT
MEpeXeBOi Oe3MeKH MOCTIHHO po3BUBaeThes. [locTiitHo
BIIPOBAKYIOTECS HOBI OpaHIMayepu Ta CXeMH Iugpy-
BaHHS. J{OCHUKEHHS, 10 TPOBOASATHCS, JOIOMAratoTh
3pO3YMITH MOTOYHI MOIii, @ TAKOXK CIPOCKTYBATH Maii-
OyTHi moxii B miif ramy3i. Y MepexeBiil Oe3meni BU3HA-
YEeHO [[Ba OCHOBHHX PO3TOPTaHHS: PO3TOpTaHHS MpO-
TpaMHOTO 3a0e3MEeUeHHS Ta PO3TOPTAHHSA 00JIaTHAHHS.

Habip mporpam BruimHe Ha Oesmeky B IHTepHeTi
Oinbie 3a Bce iHIIE. Y MaiiOyTHbOMY Oe3neka Moike
HarajyBaTH SIK IMyHHa cucreMa. IMyHHa cucTema 3a-
XMIIAE BiJl aTaKye 1 TOTYEThCS IPOTUCTOSITH OLIBII
CKJIaJITHUM BOpPOTaM.

AHanoriuto, MepexeBa Oe3reKa 3MoXKe BUKOHYBa-
TH pOJIb IMyHHa cHCTeMa. bioMeTpryHuil pyX, MOXIIH-
BO, MOYABCS JIESIKHH 4ac TOMy, ajie, CYAsS4d 3 YChOro,
BiH He TepeciiayeTbes arpecuBHO. bararo noziit 6esre-
KM BiIOYBaIOTHCS BCEpEAMNHI OXHOTO HAOOPY TEXHOJOT1]
Oe3mex, sIKi 3apa3 BUKOPHUCTOBYIOTHCS, 3 MiHIMaJIbHU-
MU 3MiHamu. [Ticlisg CTUIBKOX POKIB €BOJIOLIT € JesKi
na3iiiky, T06TO0 00Xijg abo 3MiHA 3axomiB OE3MeKH SKi
MOTPIOHO 3MIHUTH 1 SAKiI HEOOXiAHO 3a0e3meunTt. Kib-
Ka piBHIB 3ax01 0e3MeKH MOXKYTb 3al00IrTH M.

BucHoBku

Besmnieka Mepesxi € BaxIIHBOIO cheporo, sika Habupae
00epTiB, OCKiNbKH IHTEepHeT-aTaky Ta IHIN PI3HOBHIU
3arpo3 3pOCTal0Th B TeOMETPUYHUX po3mipax. 11106 orri-
HUTA HEOOXIiAHI 3MIHM B TEXHIII CHCTEM OE3IeKU
KOMIT'IOTEPHUX MEpeX, OyJi TpoaHasi30BaHi 3arpo3u

Oesnekn Ta IHTEpHET-IPOTOKOJ. BijbIIICTE TEXHOJIOTIH
Oe3nekn 06azyeThCsl HA POrpaMHOMY 3a0e3IeUeHHi, aje
Ha JaHWH Yac MaeMO HEOOXIJHO J0JaTKOBO BUKOPHCTO-
BYBaTH ariapaTHi 3ac00M CUCTEM 3aXHCTY.

EdextuBHMiA 1aH Oe3MEKH MEpexki Po3poOIIETh-
cs 3 PO3yMIiHHAM TIpoOIeM Oe3MekH, MOTSHIIHHIX 3710-
BMHUCHUKIB, HEOOXiTHOTO piBHS Oe3meku Ta (haKTopiB,
SIKi pOOJISTE MEpeXy Bpa3IHUBOIO AJ atak. [cHye Oe3miu
MPOAYKTIB, SKi POOJIATH KOMIT IOTEP MEHII BPa3TUBUM
IO MepekeBHuX aTak. [IpukmagaMu mux iHCTPYMEHTIB €
mnpyBaHHs, OpaHAMayepu, MeEXaHi3MU BHSBICHHS
BTOPTHEHb, KEpyBaHHs O€3MeKor0 Ta ayTeHTHikarii.
MeperxeBi MPUCTPOi MOBUHHI OYTH CTIHKUMH JI0 BiZIMOB
Ta mependavyaTH MOXIIMBICTH IIBUAKOTO BiTHOBJICHHS.
BaxnuBo cucTeMaTHYHO BHKOHYBATH MOHITOPUHT iH-
dpacTpyKkTypH, mO0 pO3YMITH, B SIKOMY CTaHI 3HaXo-
IUTHCS TOH UM IHIIMN MPUCTPIH, TOAATOK, CEPBIC i IpH
HEOOXiTHOCTI BIPOBAKYBaTH 3acobu ix 3axmery. [lo-
TOYHHUI cTaH Oe3meKku OyIb-sIKOi Mepeki 30BCiM BiTHO-
CHE MUTaHHA, TOMY IIOCTIHHO HEOOXiTHO BHKOPHCTOBY-
BaTH HOBI Migxoan 110 Oe3reky, K amaparHi, TaK i mpo-
rpamMHe 3a0e3reueHHs, aHami3yBaTh Tpadik Mepexi Ta
MPOBOJUTH TIOCTINHI THCTPYKTaXi O€3MeKH 3 KOPUCTY-
Bauamu Mepexi. [Iporpec cucrem Oesneku KoM oTep-
HUX MepeX BinOyBamacsi He JMIIEe CTBOPEHHSM HOBHX
KOHLIEMIIH Ta METOMIB, a YaCTO 3aKJIOYAETHCSI B MOJIH-
¢ikamii THX caMuUX TEXHOJIOTIH, SKi BXX€ BUKOPHUCTOBY-
IOTBCSL.

HaiiommkarM yacoM moenHaHHS mPoToKoy IPvo
Ta eJEMEHTIB Oe3leKkH, Taki 3axoH, sK OpaHaMayepw,
BUSBIICHHS BTOPTHEHb Ta MPOILEAYPH ayTeHTHU]IKaIil
OyIyTh YCHIIIHUMH IS 3AXHACTY MEPEK.
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Computer network protectionsystem
A. Yanko, R. Vyhivskyi

Abstract. This article highlights the basics of protecting information in computer systems from unauthorized access. Be-
cause network security is an important area that is gaining momentum, as Internet attacks and other threats grow exponentially.
Security threats and the Internet Protocol were analyzed to assess the necessary changes in the security of computer network
systems. Most security technologies are based on software, but we currently need to use additional hardware protection systems.
The main factors that must be taken into account when designing a secure network are considered. The most common methods of
Internet attacks and other threats in modern computer networks are analyzed. The security mechanisms for a set of Internet pro-
tocols at different levels, which provide logical protection of data units when they move on the network, have been studied. The
security implications of the current and new versions of the Internet Protocol have been assessed. It also covers modern security
technologies on the Internet and intrusion detection systems. The advancement of computer network security systems has not
only been the creation of new concepts and methods, but often the modification of the same technologies that are already in use.
In the near future, a combination of IPv6 and security features, such as firewalls, intrusion detection, and authentication proce-
dures, will be successful in protecting networks. An effective network security plan has been developed with an understanding of
security issues, potential attackers, the required level of security, and the factors that make the network vulnerable to attacks. As
a result, a reliable algorithm of the computer network protection system has been developed based on the use of effective protec-
tion and attack detection mechanisms.

Keywords: security aspects, Internet attack, Internet protocol, computer network, cryptographic systems, network secu-
rity, network security software, intrusion detection system.
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MOJAEJIb MATEMATUYHOI'O MOJAEJIIOBAHHA HACJIAKIB 3ABPY/IHEHHS

BOJOMM PIYOK 3 BUKOPUCTAHHSM HEHPOHHOI MEPEXI,
O BA3YETBHCSA HA OCHOBI 3AJIAY PET'PECII

AHoTamisi. Y cTaTTi ONMMCAaHMI METOX KOPUTYBaHHS Pe3y/IbTaTiB IPOrHO3yBaHHS 3a0pyAHEHHS BOJXOUM PIUOK, K YaCTHHA
IHTEJIEKTYaJIbHOTO ONPALIOBaHHS Pe3yIbTaTiB, OCHOBAaHHUX Ha cepii eMITPUYHMX TiJpOJIOTiYHUX piBHAHB XapBi J)koOcoHa.
OOrpyHTOBaHI OCHOBHI IPUHIIUIIY, JIOTiKa (GYHKI[IOHYBaHHs Ta IPOLeC KOHTEKCTyalnbHOI Basiauii Metoxy. i1t BUpilIeHHs
MOCTABJICHOT METH BUKOPHCTaHI MOXKIMBOCTI HEHPOHHOT MepesXi 13 3aCTOCYBaHHAM 3aadi perpecii, IK METOA BU3HAYECHHS
Koe]ilieHTy, 0 KOPUTYE OCHOBHUI Pe3yNbTaT Ha OCHOBI MOXHOKU. B OCHOBI METOZy KOpUTyBaHHS MOXUOKH JISKUTH Ha-
KJIa/IeHHs Koe(illieHTy Ha IEeSKHi pe3ysibTaT 3HA4YCHHsS XapaKTePUCTHKHU MKy KOHIICHTpaLlil, BUBSICHHUIT /i1 KOHKPETHOT
TOYKH. Mogemto nepeadaueHo BUKOPUCTAHHS Cepii eMITipHYHUX TiAPONIOTIYHUX piBHAHB XapBi J)koOcoHa, sIK OCHOBHOTO
METO/Iy TIPOTHO3YBAHHS HACIIAKIB 3a0pyXHEHHS BOJOIM, IO € eMIIIPUYHUM Ta He BUMarae JeTali30BaHNX BXITHUX JaHHAX
pycna ais IpoBeeHHs 004YHciIeHb. JlaHuit METO]] € CKJIQJIOBOIO IHTENIEKTyalbHOI OOPOOKH pe3ylbTaTy, a He TPOBEICHHS
NPOTHO3YBaHb. 3 BUKOPHCTaHHIM HEHPOHHOT Mepexi, o (YHKIIOHY€e Ha OCHOBI 3a/1a4i perpecii po3pobneHnii MeTos Ko-
PHUTI'YBaHHS IIOXHOKH pe3yJIbTaTiB IPOrHO3yBaHHs 3a0pyAHEHHs BOIolM. Br3HaueHa MOXKIINBICTh BUKOPUCTAHHS HEHPOHHOT
Mepexi 3 iHIIMMU METOJaMH, 110 OOYHCITIOITh MK KOHIIEHTpalii B IeBHii TOYIll B KOHKPETHUH Jac.

KawuoBi caoBa: ominka skocTi BOJOIM, HEHPOHHA Mepeka, PyclIo Pidky, perpecis, IporHo3yBaHHs HaCTiIKIB 3a0py -

HCHHA BOZ[OfIM, MaT€MaTU4YHC MOJICIIFOBaAHHS.

Beryn

[MuranHs TPOrHO3YBaHHS HACIIJKIB 3a0pyaHEHHS
SKOCTI BOJIOMM pyciia pidyOK HEOE3MEeYHUMH Ta TOKCHY-
HUMH PEYOBHHAMH PO3TJISJAI0THCS B ICHYIOUMX MpPOrpa-
MHHX MOZEJISIX.

3a3Bu4aii, AaHi pileHHS 0a3yrOTHCS Ha eMITipUd-
HUX Ta (pyHIAMEHTATBHUX MMigxonax. B mepeBaxHill Ki-
JILKOCTI BUIA/IKIB, EMIIIPHYHI METOM CTBOPIOIOTHCS TIPH
BpaxyBaHHI OOMEXEHb BXIJHHX Ta BHXIIHUX IaHUX.
Etanm kanibpyBanHs Mozmeni BinOyBaeThCs HA pealbHUX
piukax Ta cWTyamisx. B pesymbraTi, B MOAETh MOXYTh
OyTH BBeCHI ACSKi eMImipuyHi KoeilieHTH, 110 00YHnC-
JIIOIOTHCSI MPU JOCIIDKEHHI 3aKOHOMIPHOCTI MIX pi3-
HUMHU XapaKTEepUCTHKaMH. ToMy, MepeBarolo eMiipud-
HUX METO/IiB € po0OTa B 33IaHUX YMOBAX, Ha BIJIMiHY BiJ
(hyHIaMEHTAIBHHX, [0 MOJICJIIOIOTH ITPOIIECH MaKCHMa-
JIBHO JIETAII30BaHO.

Takumu eMITipUYHIMH METOJIAaMH € MaTeMaTH4Ha
Mojenb, ornucana B poboti /I.I1. Jlykca ta E. Ban bika
[0], aBTOMaTm3oBami momeni SWToolbox [2], Visual
Plumes [3], MMSOILS [4], RESRAD [4], MEPAS [4].

Jesxi meTomu Oymu po3po0OIieHi Ha OCHOBI IPUHIIH-
MiB HEWPOHHUX MEPEX Ta MAIIMHHOTO HaBYaHHA. Taki
Mozeni omucytoThesi B pobortax Yafra Khan, Chai Soo
See [5], Md. Saikat Islam Khanad, Nazrul Islam [6], Ali
Najah Ahmeda, Faridah Binti Othman [7], Saber
Kouadri, Ahmed Elbeltagi, Abu Reza Md. [8] ta iruri.

3a3Buyaid, Taki MOJENI € JOCTaTHbO TOYHUMHU Y
CBOIX pO3paxyHKax Ta yCIIIIHO PO3pOOIIAIOTECS ISl 3a-
nmaHux ymMoB. OMHAK, Ii MOJEINi BUPINIYIOTh KOHKPETHI,
BY3bKi 3aBJJaHHSL.

[Ipu BUKOpUCTAaHHI EMITIpHYHIX METOJIB iCHY€E MO-
JKIIABICTh CTBOPEHHS AEAKOI 3aKOHOMIiPHOI TIOXHOKH, 10

BHUHHKAE B Pe3yIbTATi BAKOPUCTAHHS MOAENTI Ha KOHKpe-
THOMY MiCIIi PiIKH.

Bupimennsam nanoi npobieMu Moxe OyTH KOpHTY-
FOUYH Pe3yIbTaT KOS(DIIIIEHT, 110 BUBOAUTHCS IS KOHK-
peTHOi ToukH Ha piulli. Take 3HaUSHHS! MOXKe OYTH BUpI-
LIEHE LUISIXOM CTBOPEHHSI Ta HABUAHHS HEHPOHHOI Me-
pexi.

Janoro Mozemto nependayeHo BUKOPUCTAaHHS Ce-
pii eMmipuuHUX TiApoNoriyHuX piBHAHb XapBsi [ ko00-
coHa [9], IK OCHOBHOT'O METO/ly POTHO3YBaHHS HaCHi/I-
KiB 3a0pyIHEHHS BOJOWM, IO € EMIIPUYHAM Ta HE BU-
Marae JIeTaTi30BaHMX BXIJIHUX JaHUX pycla JJIsl IIpoBe-
JIeHHS 00YNCIIeHb. 3BiCHO, TOUHICTh PE3YIbTATIB IIPH BH-
KOPHCTaHHI MOJIENi B BU3HAUYEHOMY MICIi pycia piuKu
MOJKE MaTH 3aKOHOMipHY MmOoxXuOKy. s maHoi Mmozeni €
mikoBa KoHieHTparis (Cp) B IEBHOMY MICIIi, TUCTAHITist
(D), uac (Tp), uepes skuii KOHIEHTpaIlis HaOyIe CBOTO
MKy B MI€BHii TOYIII BOJOMMa PIUKH.

Meta cratTi. [y BupimenHs npodiemu HeoOXi-
JTHO PO3POOUTH HEWPOHHY MEPEXY, [0 KOPUTYE OCHOB-
HUii pe3ynbTaT Cp Ha OCHOBI BUB4YEHOI OXUOKH. [laHuii
METOJl € METO/IOM CKJI3/IOBOT IHTEJIEKTyanbHOi 0OpOOKH
pe3ynbTary, a He IPOBECHHs MPOTHO3yBaHb. B 0CHOBI
apxiTeKTypH HEHPOHHOI MepeXki 3aKiajfieHa 3amada pe-
rpecii, Ik MeTo] 00YNCIICHHS 3HAYeHHS KOeillieHTy.

Metoa xocaixKeHHs

B ocHOBI MeToly KOpHUTI'YBaHHSI MOXHOKH JIC)KUTh
HaKJIJIeHHA Koe(illieHTy Ha NesiKMid pe3ysbTaT 3Ha-
YeHHsl XapaKTepPUCTUK MKy KOHUeHTpauii Cp, BUBene-
HUH 17151 KOHKPETHOT TOUKH.

Takum 4nHOM, CIIpaBeLIMBOIO € Taka hopMya:

Cpcor = Cp * k,

© Tepmrok M. M., 2022
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ne Cp — ik KOHIIEHTparii B KOHKPETHi# To41li, k — BuBe-
JeHnit KoeillieHT MOXMOKM It KOHKPETHOI TOYKH,
CPpcor — KOpHUTOBaHe, 00 04YiKyBaHEe 3HAYCHHSI iKY KOH-
LEHTpaIii B KOHKPETHIN TOYII.

3naveHHst Cp € BXITHUM 3HAYECHHSM JI0 JAaHOTO Me-
TOLy.

KoeoimienT k Mo)e BHUBOIUTHCH INUISXOM HaB-
YaHHS POCKTOBAHOT HEUPOHHOI MEPEKi.

[pu po3poOii Takoi HeWpoHHOT Mepexi OepyThes
JI0 YBaru HacCTYIIHI TapaMeTpH:

e (pakTOp NOKAIIii, TK KOMIUTIEKC MOXJIUBUX (PaKTO-
piB, 110 BUILTUBAIOTH 3 OCOOINBOCTEN CaMOi TOUKH;

e (pakTOp MOpPH POKY, K KOMIDIEKC (haKTOPiB, IO
BUIUTMBAIOTH Bl MOTOAHUX YMOB IO XapaKTEpHI I
KOHKPETHOTO CE30HY POKY.

Takox, MOXXJIMBE BpaxyBaHHS (akTopy peHOBUHH,
SK JIOJATKOBOTO KOMIUIEKCY, IO BKJIOYAE BH3HAYCHHS
(hakTOpy 3aKOHOMIPHOCTI TOXMOKH BiJl PEYOBHHH Ta
BIUIMBAE Ha 3HaYeHHd MOXWOKM. OIHAK, TaAKWH ITiaxif
YCKIJIATHIOE JIOTIKY HEHPOHHOI MepeKi, 1[0 O3HAYae He-
00OXiZHICTh (POPMYyBaHHS OOLIMPHOTO MACUBY CUTYaIliH,
SK JUISl KOXKHOI TOUKH Ta MOPH POKY, TaK i JUIsi KOXKHOI
pedoBuHH. DopMyBaHHS Takoi 0a3u Moxke OyTH Henope-
YHUM Yepe3 MOXKIUBI OOMEKEHHS B MEXaHi3Max 300py
JaHUX a00 (paKTHYHY BiACYTHICTH iH(pOpMaIIii, 00 Ha-
SIBHOCTI TIEBHUX PEYOBUH B KOHKPETHIiH TOUII.

BximHuMu naHuMHM JUIS HaBYaHHS HEWPOHHOI Me-
pexi € KoeillieHT MOXUOKH, BUBEICHHH 1151 KOHKPETHO1
CHUTYaIlil B 3a7aHilf TOYIl B IeBHY NOpy poky. Popmyra
JUIsl 00YHCIIEHHS HEOOXiJHOTO 3HAYSHHS Ma€ HACTYITHUI
BUTJISL;

Cp

CpCOT‘"

1e Keor - Koe(iieHT moxXuOKu Il KOHKPETHOI CUTYAITil
B 33j1aHill To4NI B IEBHY Mopy poky. Bunanok k¢or = 1
03HaYae BIJICYTHICTh HEOOXITHOCTI KOPUTYBaHHS MOXH-
Oxu. Ha mpakTuIli Takuii BUTIAIOK € JOCTAaTHBO PiJKUM.
3HaveHHs MiKy KOHIEeHTpalii Cp.,, 03Ha4Yae peanbHy Be-
JIMYNHY 3a3HAY€HOT XapaKTEPUCTUKU I KOHKPETHO]
cutyauii B 3a7aHiil Touni. Xapakrepuctika Cp € o4iKy-
BaHMM 3HAYCHHSM, OTPUMaHUM B pE3yJbTaTi MpOBe-
JICHHST 00YHCIICHb.

Takum unHOM, popMmyeThCcsi 0a3za AaHUX JJIs HaB-
YaHHSI, 10 BKJIIOYAE TaKi XapaKTEePHUCTHKH:

® YMOBHUH iIeHTH(]IKATOP TOUKH pycia PiduKH;

e OUiKyBaHe 3HA4YeHHS NIKy KOHIEHTpalii, OTpH-
MaHe B IIUIIXOM IIPOBEACHHS 00UUCIICHB;

e peaibHe 3HAUYEHHS MKy KOHIIEHTpaIlii;

e JjaTa HACTAHHS HAJ3BUYAHOI CUTYyaITil.

CtpyKTypyrouH 110 6a3y 3HaHb, OTPUMYEMO CEPifo
MAacHBIB, 10 TPYIYIOTHCS 33 IBOMAa O3HaKaMu:

e TOYKA OOYHMCIICHHS;
* 1I0pa POKY.

Takum 4rHOM, 1I€NILHUM PE3YJILTATOM € 4 MacuBH
JAHUX AJIS1 KOHKPETHOI TOUKH.

Indopmartiss MiCTUTh 3HAYESHHSI HACTYIHHUX Xapak-
TEPUCTHUK:

e OUiKyBaHe 3HAUEHHs MKy KOHIIEHTpaLlii;

e peasbHe 3HAYEHHS iKYy KOHIEHTpaIlii.

Bumeornucana ingopmaris 103BoiIE€ PO3POOUTH
aApXITEKTYpy HEHPOHHOT MEepexKi.

keor =

BXiHMMHU XapaKTepUCTHKAMH €:

¢ X1 — daxrop JoKarii;

e X — (pakTOp TIOPH POKY.

JaHi 3MiHHI MOXYTb npuiiMaTy 3HadeHHs 0 abo 1,
10 03HaYa€ HEOOXiMHICTh BpaxyBaHHS JaHOTO (aKTopy
pu poOOTi HEHPOHHOT MEpEXKi.

[lepuenTtpoH, oo NPaItoe 3 OMHCAHOK METOIO TIPH
OMHCaHNX OOMEKEHHSX ITOKa3aHo Ha puc. |.

' ™
X, ——+ relLu
\, A - ~
K
reLu
~ I J
Xy —» relu
A A

Puc. 1. [lepuenTtpoH A BUBEACHHS
KoeilieHTy MOXHOKH

B ocHOBI 1aHOT HEHPOHHOI MEpeXi JEKHUTH 3a/1a9a
perpecii. HeiiporHa mepexi € pBomrapoBoro. Ilepmimit
map npuiiMae pimeHHs, IPyHTYIOUHCh Ha OKpeMii xapa-
krepuctui. [pyruii — cymye 3HaYeHHS, OTPHIMAaHE Bif
MOTIePETHIX XapaKTePHUCTHK Ta MPUUMAE CBOE PIillIeHHS,
TOOTO BUBOIUTH KoeQilieHT moXuOKku. B ocHOBI pyHK-
1ii, mo npwuiiMae pinrenns nexuts relLu [10]. Taka ¢yH-
KIIisl aKTUBAIIl Ma€ HACTYITHY (HOPMYITy:

W = max(0,w * x),

Je X — JesKa XapaKTepUCTUKa, W — Jieska Bara, To0To
3HAYMMICTh AaHoro (akropy, W — pe3ynbraT pilleHHS
¢byHKIIT akTUBaLii.

TakuM 4MHOM, pe3yJIbTaTOM HEHpOHA MEPILIOro pi-
BHS € JIesike 3HaUeHHs KoedimienTy w abo 0 — mo o3Ha-
Yae, M0 JaHui GakTop He MoTpiOHO BpaxOBYBaTH Yy BHU-
nazaky, sikmo x = 0.

Hetfipon apyroro piBHS, m0 009HCITIOE KOS]IieHT
perpecii B 0cHOBI (hYyHKIII{ aKTHBAIIii, TAKOXK BUKOPHCTO-
Bye reLu. Ilpuiimarouu pilieHHsI Ha OCHOBI Pe3yJbTaTy
1IapiB MEpIIOro PIBHS HUITXOM BUKOPHCTaHHS CyMa-
TOpA, 110 OIHCAaHUH HACTYNHOIO (POPMYJIOI0:

Wn=ZW.

Pe3ynbTyrounm 3HaUCHHSIM, a OTKE KoedilmieHTOM
MOXHOKY € HAacTymHa QyHKIIis:

k:ZWn.

3a3HaueHi koeilieHTH Wy ma W, IS (GaKTopiB
MAroTb /IBa [IUISIXY BUBEACHHS BIACHUX 3HAUYCHb:

e OTPUIMAHHS 3HaYeHb Ha OCHOBI EKCIEPTHOI OIli-
HKH;

e HaBYAaHHS HEWPOHHOI Mepexi. B 1ipoMy BHMaaKy,
HEeMpPOHHA MEPEeXi PO3IIUPAETHCS AOAATKOBUM (YHKI[IO-
HaJOM KOPHUTYBaHHS BJIACHHX pe3yJbTaTiB, TOOTO Ha-
B4YaHHAM. OYEBUIHUM METOMOM, IO JI03BOJIE MIPOBO-
JUTH JlaHy Omepauilo € MeToJ 00EpHEHOro PO3IMOBCIO-
JUKCHHSA IIOMUIIKH.

Takum 4MHOM, 3arajibHa apxiTEKTypa HEHpOHHOT
Mepexi Ma€e cxeMmy, 10 TI0Ka3aHo Ha pHcC. 2.
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g ™y
Xy — relu }7
\. ,f I
Iy ™
X+ reLu
p. y

Backpropagation method

Puc. 2. 3aranpHa apXiTeKTypa HEHPOHHOI MEPeXi sl BUBeIeHHS Koe(Dilli€eHTy TOXUOKU

Banigauis pesyabrarin

TouHicTh pOOOTH JAHOTO METOY Iepeadavae mpa-
BUJIbHE BU3HAYCHHs KOE(DII[IEHTY Ha OCHOBI iCHYIOYHX
nmanux. Ha ocHoBI 3amanoi iHdopwMariii, HeiipoHHA Me-
peka Mae 3reHepyBaTH 3Ha4yeHHs, OJIM3bKe 0 OYiKyBa-
Horo. TakuMm ynHOM, 0a3a TaHUX MA€ MICTUTH HaOip 3Ha-
YeHb, 10 30epiraloTb OCHOBHY 3aKOHOMIPHICTH JIOKAii
Ta TMOPH POKY. AHOMaNbHI, 800 HETUIOBI 3HAYCHHS HE
BapTO 3aCTOCOBYBATH ITPU pOOOTI 3 JAHMM METOAOM, TaK
SIK ICHY€ pU3UK 30UTBIICHHS 3HAYCHHS IIOXUOKH 1, BiIIO-
BiTHOCTI, 3MEHIIICHHS e()eKTUBHOCTI poboTn Mepexi. Ta-
KM YMHOM, MacHB JaHUX AJIs1 HABYAHHS BapTO Iornepe-
JTHBO aHAJII3yBaTh Ta HITBTPYBATH 32 HEOOXiTHOCTI.

Mepesxa notpedye 3 MaCUBHU TaHUX:

e TECTOBHUIl — MacHB, IO MiATBEPIKYE Mpare3/ia-
THICTh MEPEeXi;

® TpeHyBaJbHUH — MacHB, 10 COPMOBAHO Ha OC-
HOBI ITOTIEPEAHBO Mii0paHNX 3HAYEHb JUIS peallbHUH TO-
qok. Ile 1ae MOXKIHBICTH OLIHKA €()EeKTUBHOCTI alroOpH-
™Y,

e KIHIEBUI — MacuB, C()OPMOBAHHH HA OCHOBI BU-
3HAYCHUX JTAaHUX y peabHuX curyamisx. O0uncieHi Ko-
e(iIlieHTH TOBUHHI 3aCTOCOBYBATHCH JJISI PEaIbHUX CH-
Tyamii.

Ie# migpo3aia Mae Ha METI JOBEJCHHS MMPaBHIILHO-
cTi poboTtr Metony. Tomy, icHye HEOOXIZHICTh B PO3pO-
OIll TECTOBOI'O MAacHB JaHHX, HA OCHOBI SIKOTO Mepexa
Mae copMyBaTH OUYIKyBaHHH pe3yibTart.

Hexaii, erannonnnm koeoirienrom € 0.8. CTBopumo
5 YMOBHHUX TOYOK, 10 MalOTh 5 TECTOBUX 3HaueHb. [
TpeHyBaHHs JocTaTHbO Bukopucratd 10000 emox. Ma-
CHB 3HAYEHb 3TCHEPOBAHNX 3HAUYEHb ISl XapaKTEPUCTHK
pealbHUX Ta OOYHCICHHX XapaKTEPHCTHK OIHCAHO Yy
Tabm. 1-5.

ETtanu mpoBeneHHs HaBYaHHS HEHPOHHOI Mepexi
3a 3aJaHUMH TECTOBIMH MAaCHBAaMH MOKA3aJIM PE3yIIbTaT,
nokaszaHuii B Tab1. 6.

BusHaueHHi pe3ysibTaTi MalOTh TOCTATHHO OJIU3bKI
3Ha4YEHHs JI0 eTaloHHOro KoedirieHTy. B 3ananomy Ma-
CHBY MOKHa BUJIUINTH DPE3yJbTaT, IO OYJI0O BUBEICHO
s 5-1 TOUKH, 110 OJU3bKHX A0 3HaueHHs 0,76.

Tabnuys 1 — 3navyenns 1ist Touku Ne 1

Tabnuys 2 — 3HaveHHst 11t TOUKHU Ne 2

O0yucaenuni nik Peanbuuii nix
KOHIeHTpauii KOHUeHTpauii
0,8 0,64
0,98 0,784
9,66 7,728
0,41 0,328
0,016 0,0128

Tabnuys 3 — 3HavyeHHst st Touku Ne 3

O0uncaennii nixk Peanbunii nik
KOHUeHTpauii KOHIeHTpawuii
0,71 0,568
0,91 0,728
8,57 6,856
0,38 0,304
0,015 0,012

Tabnuys 4 — 3HavyeHHst st Touku Ne 4

O0uncIeHnii mK Peanbunii mik
KOHIeHTpaii KOHIeHTpauii
0,255 0,204
0,33 0,264
3,08 2,464
0,13 0,104
0,05 0,04

Tabnuys 5 — 3HaYeHHsI 111 TOUKH NeS

O0uncaenni mk

Peanbnnii mik

KOHIeHTpauii KOHIeHTpauii
0,174 0,1392
0,21 0,168
2,09 1,672
0,09 0,072
0,03 0,024

Tabauys 6 — 3HayeHHs KoedilieHTY MOXUOKHU
JJ11 Pi3HUX TOYOK

Ne Toukn KoeginienT noxudxn
1 0,799974132805534
2 0,7951551855680876
3 0,7965094022097843
4 0,7933086155135414
5 0,7627572392513363

O0uHnCcIeHnii mK Peanbumii mik
KOHIeHTpauii KOHIeHTpauii
28,71 22,968
31,98 25,584
360 288,024
14,35 11,48
0,58 0,464

Taka moBeIiHKa MOKe O3HAYaTH HAJMIpPHY HEIO-
CTaTHIO KUIbKICTh €M0X ISl HABYaHHSI.

OpHak, MiIBUIIYIOYH KUIbKICTh €110X MOYKHA OTpPH-
MaTd pe3yiabTaT HAAMIPHOI YyTIMBOCTI HEWPOHHOT
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Mepexi 1o Oyab-sKUX 3MiH. PeasibHi pe3ynbTary, 1o mMa-
I0Th JIESIKY <«JIMCIIepCiIo» 3HaYeHb MOXKYTb CTBOPUTH
JlaHy CUTYallilo, 0 MPHUBEAE 0 MEHIIOr0 3HAaYeHHS 10-
XUOKH JJIs1 OJHUX TOYOK Ta J10 OLIBIIOro 3HAYESHHS IS
IHIIAX TOYOK. TakuM 9UHOM, IPaBUIIBHICTh pOOOTH Me-
TOIy MOXKe OyTH MOpYyIICHA.

MacuB pealbHHX pe3ysbTaTiB Ma€ OyTH HaBUCHUM
3a HACTYITHUMH €TallaMH:

1. rpymnyBaHHS MacHBY JaHHX 33 TOUKAMH;

2. TpyNyBaHHS MacUBIB JaHHX 3a IOPAMHU POKY.

Takum YrHOM, IS KOXKHOT TOYKH IIOBUHHO OOYHC-
TUTHCH 4 pe3yNbTaTh. Y BUNAJKY BiJICYTHOCTI JaHUX JJIsI
TOYKH, 3a1aHuii KoedimieHT Mae 3HaueHHs 1. Takwii min-
XiJT TO3BOJIMTH BiTOOPa3HTH OOUHCICHUH pe3ynbTaT 0e3
ypaxyBaHHs noxuOku. [Ipy BUKOpHCTaHHI rpadigHOTO
BUBEJICHHS PE3yJIbTATy, aHali3 JiarpaMu JO3BOJIUTH J0-
CIITUTH CHUTYalil0 B MIJIOMY, CIIUPAIOYNCh Ha KOPHUTO-
BaHI pe3yNIbTaTH CYCITHIX TOYOK.

[TincymoByrOUM BUIIIEONHUCAH] Pe3yJIbTaTH Ta OOMe-
JKeHHSI MOKHA 3pOOUTH BHCHOBOK, 11O JJIsl MOJIETIi Mate-
MaTHYHOTO MOJEIIOBAaHHS HACIiJKIB 3a0pyJHEHHS BO-
JIOM HEHpOHHA Mepea BUKOHYE ITOCTaBJICH] 3aB/IaHHS.

BucHoBku

TakuM 4YMHOM, BUKOPUCTOBYIOUM HEHWPOHHY Me-
peXy, o (PYHKIIOHYE HA OCHOBI 3aj1adi perpecii po3po-
0JIEHO MeTOo]] KOPUT'YBaHHSI MOXMOKH pe3yJbTaTiB IIpo-
THO3YBaHHS 3a0pyTHEHHS BOIOWM.

30KpeMa, pe3ysIbTaToOM € KOPUTYBaHHS MKy KOHIIe-
HTpAIlil B IIEBHIH TOYIlI B KOHKPETHUH Yac.

MeTox BUKOPHCTOBYETHCS, SIK YAaCTHHA I1HTEICKTY-
aIBHOT 00pPOOKH pe3yNbTaTy, MO0 MPAITIOE B TIapi 3 Cepiero
EMIIPUIHMX TiAPOIOTIYHIX piBHAHB XapBi [HkobcoHa.

Takox, iCHy€ MOKITUBICTh BHKOPHCTAHHS OMICAHO1
HEHPOHHOT MepeKi 3 IHIIMMHU METOaMH, 110 00YHUCITIO-
FOTh ITiK KOHIIEHTpAIIlil B ICBHIH TOYIlI B KOHKPETHHUH Jac.

CIIMCOK JITEPATYPU

Loucks D.P., van Beek E. Water Resource Systems Planning and Management, 2017. DOI:10.1007/978-3-319-44234-1.

2. SWToolbox: A Surface-Water Toolbox for Statistical Analysis of Streamflow Time Series, Chapter 11 of Section A, Statistical
Analysis, Book 4, Hydrologic Analysis and Interpretation, Virginia, USA, 2018.

3. Frick W.E., Roberts P.J.W., Davis L.R., Keyes J., Baumgartner D.J., George K.P. Dilution Models for Effluent Discharges.
4-th Edition (Visual Plumes). Athens, Georgia, 2003, pp. 148. [Online]. Available: https://www.epa.gov/sites/production
[files/documents/VP-Manual.pdf.

4. Laniak G. F., Droppo J. G, Faillace E.R., Gnanapragasam E.K., Mills W.B., Strenge D.L., Whelan G., Yu C. An Overview of
a Multimedia Benchmarking Analysis for Three Risk Assessment Models: RESRAD, MMSOILS, and MEPAS. Risk Analysis.
[Online]. Available: https://pubmed.ncbi.nlm.nih.gov/9202489/.

5. Yafra K., Chai S. S., Predicting and Analyzing Water Quality using Machine Learning: A Comprehensive Model. 2016 IEEE
Long Island Systems, Applications and Technology Conference. 29 April 2016. Farmingdale, NY, USA. DOI:
10.1109/LISAT.2016.7494106. Available: https://ieeexplore.ieee.org/document /7494106.

6. Md. Saikat I. K., Islam N., Uddin J. et al. Water quality prediction and classification based on principal component regression
and gradient boosting classifier approach. Journal of King Saud University. Computer and Information Sciences. 2021. Riyadh,
Saudi Avrabia. DOI: 10.1016/j.jksuci.2021.06.003. Available: https://www.sciencedirect.com/science/arti-
cle/pii/S1319157821001361.

7. Ali Najah Ahmeda, Faridah Binti Othman, Haitham Abdulmohsin Afan, Rusul Khaleel Ibrahim, Chow Ming Fai, Md Shabbir
Hossain, Mohammad Ehteram, Ahmed Elshafie. Machine learning methods for better water quality prediction. Journal of Hy-
drology, Volume 578, November 2019. DOI: 10.1016/j.jhydrol.2019.124084. Available: https://www.sciencedirect.com/sci-
ence/article/abs/pii/S002216941930819 4?via%3Dihub.

8. Kouadri, S., Elbeltagi, A., Islam, A.R.M.T. et al. Performance of machine learning methods in predicting water quality index
based on irregular data set: application on Illizi region (Algerian southeast). Appl Water Sci, 11, 2021. DOI: 10.1007/s13201-
021-01528-9. Available: https://doi.org/10.1007/s13201-021-01528-9.

9. Jobson H. E. Prediction of Travel time and Longitudinal Dispersion in Rivers and Streams, 1996, pp. 69.

10. A Gentle Introduction to the Rectified Linear Unit (ReLU). Available: https://machinelearningmastery.com/rectified-linear-

activation-function-for-deep-learning-neural-networks/.

=

Received (Hapiiinura) 22.02.2022
Accepted for publication (ITpuitasTa no apyky) 06.04.2022

A mathematical modeling model of river’s water pollution consequences with use of neural network,
which based on regression problem

M. Gertsiuk

Abstract. Thisarticle describes a method of river’s water pollution forecast results adjusting, as a part of results intellectual
processing, based on series of Harvey Jobson empirical hydrological equations. Basic principles, functioning logic and a process
of contextual methods validation were reasoned. The capabilities of the neural network using the regression problem as a method
of determining the coefficient that corrects the main result based on error were used to solve this goal. The method of error correc-
tion is based on the imposition of a coefficient on some result of peak concentration characteristic value, measured for a particular
point. The model provides the use of series of empirical hydrological Harvey Jobson equations, as main method for forecasting the
effect of water pollution, which has empirical nature, and doesn’t require detailed input data for providing measurements. This
method is part of the intellectual result processing, rather than making predictions. With use of neural network, which functions on
regression problem, method of forecasting water pollution results error correcting. A possibility of neural network use with another
methods, which measures peak concentration in certain location on specific time.

Keywords: water quality assessment, neural network, riverbed, regression, forecasting the consequences of water pollu-
tion, mathematical modeling.
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! KuiBcpkuit HamioHansHUi yHiBepcuTeT 6y IiBHUITBA i apXiTextypu, Kuis, Ykpaina
? HamionanbHuii aianiitanii yaisepcuter, Kuis, Ykpaina

JOCIIIPKEHHA JTUHAMIKHA AEPOIOHHOTI'O CKJIAAY ITOBITPA
HA POBOYOMY MICHI KOPUCTYBAYA IIEPCOHAJIBHOI'O KOMII'IOTEPA
3 YPAXYBAHHSAM EJIEKTPOMAT'HITHUX YAHHUKIB

AnoTanisa. [locnimkeHo TMHAMIKY aepOiOHHOTO CKJIaIy MOBITPS Ha poOOYHX MICI[IX KOPHCTYBAdiB YKOMIUIEKTOBAaHUX
MEPEHOCHUM MEePCOHAIbHIM KOMII I0TepoM. BcTaHOBIICHO, 1110 3a BiACYTHOCTI /cioHi3yrounx Ta (akTopiB (poboTa cHcTeM
BEHTWJISLIT Ta OXOJIOPKEHHS MOBITPSI, MiABUIIEHHS KOHIICHTpAIii IpiOHOANCIIEPCHOTO MUy Ta aepo30iieii Tomo) BinOyBa-
€TBCs 3HAUHA JIeiOHi3aIlis MOBITps. [IpHIMHOIO € TOsBa eNEKTPOCTATUIHUX 3apsIiB Ha KOPITyci i KiIaBiaTypi HOyTOyKa, Mo-
BEpPXHI CTONTy Ta po6ouoMy Kpicii. B yMoBax mpoBeieHHS eKCIIepUMEHTIB HalpyKEHOCTI eIeKTPOCTaTHIHUX ITOJIIB Ha JUC-
el gocsiramu 4,5 kB/M, knasiatypi — 9,0 kB/M, moBepxHi pobodoro kpicia oneparopa — 6,5 kB/m. Ile cnpuanamio 30u-
JKEHHS KOHIICHTPALliil HeraTUBHUX aepoioHis 3 910 cm® 1o 420 cm3; mosuTuBHEX — 3 1000 cM3 10 390 cm? y mpucyTHOCTI
KOpHCTYBaya, SIKMi BUKOHYBaB CTaHAApTHY poOoTy. BusnaueHo, mo Ha Bincrani 0,5-0,6 M Big HOyTOyKa KOHIICHTpaLil ae-
POiOHIB CcTabiIi3yIOThCSI HA HOpMAaTUBHOMY piBHI. T0oOTO, 30HOIO JeioHI3alii MOJKHA BBa)KaTH MPOCTip pagiycoMm 1o 0,6 m.
Hopwmanizanist koHIEeHTpanii aepoioHiB MOXKIIHBA 38 PAXYHOK CHPSMOBAHOTO PyXY HOBITpPs y MPUMIILEHHI 3 HOPMAaTHBHOIO
mBHAKicTO (10 0,4 M/c). Ane ipu [bOMY, HE JUBISYMCH HAa Maji MIBUAKOCTI, MOKIMBHUI Apeiid aepoioHiB y MarHiTHOMY
TOJTi, 1[0 MOJKE MPOSIBIISITUCS MiJ] 4ac JOBroTpHBaiol po6oTH. JIOLiIBHO PO3IIISTHY TH MOXKJIMBICTh 3aCTOCYBaHHS aHTHCTATH-

KiB JUIL MaKCUMaJIbHO MOKJIMBOI'O 3HUKCHHS CTaTUYHUX 3ap;miB Ha HOJ'IiMCpHI/IX TOBEPXHAX.

Kaw4yoBi ciioBa: nepcoHansHUN KOMI'IOTEP, a8POiOHH, ENCKTPOCTATHYHE M0JIe, 10Hi3allis, AeiOHI3allis.

Beryn

SIKicTh MOBITPSI BUPOOHUYOTO CEpPENIOBHUINA € BaXK-
JTUBUM (aKTOpPOM 3abe3NeueHHs] BUCOKOT Mparne3aTHO-
CTi KOpHCTyBa4a, 0COOIMBO ITiJ] YaC BUKOHAHHS BiATIOBI-
JaJbHUX POOIT 3 KepyBaHHS TEXHOJOTIYHHMH IIpOIle-
caMH, 30KpeMa Ha TOJIOBHUX ITyJIbTaX €JEKTPOCTaHMLIH,
MOBITPSTHAM 1 3aJTI3HUYHUM PyXoM TomIo. Tomy, HeoOxi-
JTHO 3a0€3TeYNTH HAICKHUN aepOiOHHUH CKIIa MTOBITPS,
MIHIMaJIbHO JOCSDKHI KOHIIGHTpallii nuity. Bimomo, 1o
3ac00H 00UHMCITIOBATBLHOT TEXHIKH, CHCTEMH BEHTHIIALIT 1
OXOJIOJDKEHHS TIOBITPS MOXKYTh JCIOHI3yBaTH HOTO [0
HEHOPMAaTUBHHUX PiBHIB. Lle moTpebye nociimKkeHs no0
BiZIOKpEMJICHHSI HECYTTEBUX YMHHHUKIB BIUTUBY Ha aepoi-
OHHUI PEXXUM MPUMIllIEeHb, BUSBJICHHS YMHHHKIB i0HI3a-
i1 HOBITPS Ta PO3POOJICHHS aJEKBATHUX 3aXOJIiB, 3aCO-
6iB HOpMaJi3alii KOHIEHTpalii aepoioHiB 000X MOJIAp-
HOCTEH Ta MATpUMaHHS iX Ha HOPMaTUBHOMY
piBHI BIpOIOBK poO0UOTro Hacy.

AHaJi3 ocTaHHIX AocTiTKens i mydJikaniii. Kon-
HeHTpalii aepoioHiB 000X MOJSIPHOCTEH periiaMeHTY-
I0ThCS MIDKHAPOAHUM HOpMaTHBOM [ 1] Ta HallioHaIbHUM
[2]. Hepumit Bumarae, 1mo0 KoHIEHTpaii 000X MoJsp-
HocTel He Oy Hxurmu 3a 500 cm 3, npyruii — HeraTu-
BHi 600 cM3, mosuTuBHi — 400 cm3. 3 ornsny Ha dakru-
YHI 3HAYCHHS 10HI3allii, I1i BIIMIHHOCTI HE € CYTTEBUMU.

JocnimKkeHHIo 3MiH KOHIICHTpAIil aepoioHiB MpH-
cBsiueHo Oarato poOiT. Tak, y [3, 4] BU3HAYAETHCS MOX-
JMBICTH HOpMai3alii KOHIIEHTpAIil aepoioHIB 3 BHKO-
pHUCTaHHSIM yIBTPa3ByKOBOTO i0HI3aTOpa 0e3 3’ sCyBaHHS
MPUYNH HEJOCTAaTHOCTI ioHi3amii. Pobotu [5,6] crocy-
IOTHCS 3MiH KOHIIGHTpAIlill aepOiOHIB y CHCTEMax BEeHTH-
NSl Ta BIUIMBY JIC10HI3aLIT Ha CTaH 3710pOB’sl MPALOI0-
9yux. BTiM, Ha KOHIIEHTpAIIii i0HIB BIUIMBAIOTH SIK MIiKPO-
KJIIMAaTHYHI MMOKA3HUKH, Ta 1 iHI (I3WYHI YUHHUAKA. Y
poGoTi [7] mokazaHo, 3MiHM 10HI3aLil MOBITPS Y 3alIeK-
HOCTI BiJl TEMIIEPATYPH Ta BiIHOCHOT BOJIOI'OCTi 38 YMOBH

ix mepeOyBaHHS Yy HOPMATUBHUX MeXaX. Y IOCHiKEeHH]
[8] mokmamHO MpoaHAi30BAaHO 3aCTOCYBAHHS INTYYHOI
i0HI3anil MOBITPsl B yMOBax ii ckianHoi nuHamiky. Jlera-
JILHO TPOaHaTi30BaHO JpKepesa 10Hi3amii Ta aeioHi3arii
y npuminieHHsx odicuoro tuny [9]. [Tokaszano, mo 3Ha-
YHHUY BIUIMB Ha 10HI3AIlI0 CKIANAIOTh €ICKTPOCTATHYHI
nosst. [Ipu mpoMy, cTyrieHi aeioHi3amii pizHi Juist pi3HOTO
oOnamHaHHA Ta 03100MI0BaNbHUX MaTepianiB. Ile o0y-
MOBITIO€ JIOIUTBHICTD JOCIHIKEHHS JHHAMIKA aepoioH-
HOTO CKJIQJy TIOBITPS Ha POOOYHX MICIIIX KOPHUCTYBadiB
MIEPEHOCHUX KOMIT IOTEPIB 32 Pi3HUX 3HAUEHb 1HIHX (¢i-
3UYHUX YNHHHKIB.

Merta cTaTTi — JOCTIIUTH 3MIHH KOHIICHTpAITii ae-
POIOHIB Ha pOOOYMX MICISIX KOPUCTYBadiB MEPCOHAIb-
HUX KOMIT FOTEpPiB B YMOBaX BIUIMBY €JIEKTPOCTATHYHUX
Ta eICKTPOMArHITHUX TMOJIIB.

BukJax ocHOBHOTO MaTepiairy

BumiproBaHHS ~BHKOHYBATUCS Yy MPUMIIICHH]
8x9x3,5 M, po3TamoBaHOMY Ha YETBEPTOMY ITOBEPCI.
[IpumMirieHHsT HE 00JIaIHAHE CHCTEMOIO MPUMYCOBOI Be-
HTHIALIT Ta KOHIUIIFOBAaHHs MOBITPs. BikHa Oyiu 3auu-
HeHi. BUMiproBaHHS POBOJMIIKCS 32 BIJCYTHOCTI mep-
coHalty (KpiM oreparopa KOMII'loTepa, SIKUil peecTpyBaB
nokasu  mpwiaai).  JlocmimpkyBaBcs — NEpEHOCHUM
KOMIIT'FOTEp 3 JiaroHaJUTio ekpaHa 17 mroiimMiB. Bumipro-
BaHHS KOHICHTpAIil aepOiOHIB BUKOHYBAJHCS JIUWIIb-
HukoMm «Cangip-3K». BumiproBanus 3zilicHIOBaIHCS Yy
30HI IepeOyBaHHA OIIepaTopa, AJIs HOTO JIIYMIBHHUK PO-
3TamoByBaBcad Ha BHcoTi 0,2 M Hall MOBEpXHEIO POOO-
4Oro cToily. BpaxoByrouu BelHKy MOXHOKY JIUMIbHUKA
(mo 40 %), o6poOIEeHHS pe3yIbTaTiB BUMIPIOBaHb Cepiit
1o 24 BUMIpIOBaHHS Y KOXKHIH, 3/1iHCHIOBAINCSI 32 CHelli-
anpHO0 MeTo Koo [10]. BuMiproBaHHS HapyKeHOCTI
€JIEKTPOCTATUYHOTO TIOJISI 3IHCHIOBAJIOCS BUMipIOBadYeM
IE3-IT 3rignHo iHCTpYKIIT 3 ekcrutyarariii. PamiamiiHuii
¢on xoutposroBaBcs npuianom CPII-88H 1 ckianas
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12 mxP/ron. BimHOCHa BOJIOTICTH MOBITPSI Ta TEMIIepa-
Typa KOHTPOJIIOBAIUCS yHIBEpCAJILHUM NpHCTpoeM Cx-
601/1. BigHocHa BOJIOTICTH ITi]] 4ac EKCIIEPUMEHTIB CKJIa-
nmama 50-52 %, temneparypa 21-23 °C, mo BiAmoBigae
HOPMATHBHUM [UISI €KCIUTyaTalii KOMIT IOTepHOi TeX-
HIKH.

BuMmiproBaHHS! BUKOHYBAJIHCS IPOTATOM JIBOX JHIB.
Crouatky npotsroM 30 XB IIPOBOAMINCS BHMipIOBaHHS
KOHIICHTpAIliil aepOioHiB Ha poOOYOMyY Micli 3a BiCYT-
HOCTI oTiepaTopa Ta BUMKHEHOMY KoM 'torepi. ami Ho-
yTOYK BMHUKAIIHM 3 MOCTIHHAM BHKOPUCTaHHSM 33/1a4i y
nmocTifiHoMy pekumi. CrocTepekeHHs 3a MmoKa3aMHu JIi-
YIJTFHUKA ACPOiOHIB 3IHCHIOBAUCS JUCTAHIIHHO (3 M).
HacrtymHi BUMIipIOBaHHS ITPOBOAMIINCS 33 IPHCYTHOCTI

Tab1. 2. Byno BUMIpsiHO 3MiHYy KOHLEHTpALliil aepoioHIB
3 BiACTaHHIO BiJ poGouoro Micus (puc. 1).

VY pesynbTaTi NpoBeIeHHs cepil BUMIPIOBaHb Y Ja-
HUX YMOBaX BCTaHOBJICHA CTilika TEHACHIS AcioHi3aril
MOBITPS Ha poOOYOMYy MicIi omeparopa y paniyci
0,5-0,6 M. [Iy1s1 OIiHKM OTHOPiMHOCTI OTPUMAHUX KOHIIE-
HTpaLiif Ha KOXXKHOMY €Tarli eKCIIepUMEHTY OYB po3paxo-
BaHUI1 KoedilieHT Bapiaii, skuii He mepesuryBas 20 %
1 e mpu poOOTi orepaTopa 3a KOMIT IOTePOM IIeH Ko-
edimient ckianas 28 % mst HeratuBHUX 1 21 % mms mo-
3UTHBHHUX a€POIOHIB.

Tabnuys 1 — BumiploBaHHsI HaNPy KeHOCTi
€JIEKTPOCTATHYHHX OB

KOpUCTyBaya, SKUH BUKOHYBAB 3BHHUAHY p060Ty; Hanpysenicts, 3nak
o ITapanensHo 3 BUMIPIOBAHHSM KOHIICHTpALlii aepo- Mxepesio kB/m sapsy
10HIB BUKOHYBAJIOCS BUMIPIOBAHHS HATPYKEHOCTI eMeK- PoGoanii orin Ges 0
TPOCTATUYIHOTO TOJIST Ha poOOYOMY CTOJI, CTUTBIN, KOp- KOMIT'ToTepa
myci koM’ 1orepa (tabm. 1). ' Jucneil KoM’ 1oTepa 4,0-4,5 +
3BepTaeMo yBary, IO Hampy>XEHOCTi eJIeKTpOoCTa- Kuasiatypa 4590 -
TUYHOTO TIOJISI Ha KPICHi 3MIHIOIOTBCS TyXKe CIIIBHO, II0 CruHKa Kpicia 3a pucy- 2,0-4,0 -
MOXe OyTH OOYMOBJICHE PI3HHMH MaTepiallaMd OJSTy | THOCTI oreparopa
oreparopiB. Pe3ynbprati BUMiprOBaHb KOHIICHTpAITiH ae- Cupinns Kpicia 6,0-6,5 -
POIOHIB Ha KOKHOMY €TaIli eKCIIEPMMEHTIB HABEIEHO Y Jlasepruii npuHTEp 4243 -
Tabnuys 2 — BumipoBaHHSI KOHIIEHTpaNiii aepoioHiB Ha po6oyomMy Micui KOpHCTyBada
KoHnuenTpauis aepoionis
. . (pi3Huus 3 GOHOBOIO HOK%H"K.
Micue BuMipioBanb . 3 MOJISIPHOCTI,
KOHLIEHTPAaUi€10), CM
n- n* I
OO6nanHaHHS y IPUMIICHHI BUMKHEHE. Pe3ybTaTti 3HIMaucs Tuc-
Lo . . L 910 1000 0,05
TAaHI1MHO, HA pOGOqOMy CTOJI1 JIMIIEC JIIYUJIBHUK aCpO10H1B
Ha Bigcrani 3 M Big po6040ro Miciis Ipamoe KOMII'KOTEp i IPUHTEP 770 (-140) 890 (-110) 0,07
Ha BijCTaHi 3 M Bix po60‘foro MicIIsI mpaifoe koM rorep. Ha podo- 520 (-250) 800 (-90) 02
FOMY CTOJI TPAIIOE KOMIT' FOTep
Ha sincrani 3 m Bin poGodoro Micus mparoe koM oTep. Ha po6o- 420 (-100) 390 (-410) -0,04
YOMY MICIli OTIepaTop IMpAIIOe 32 HOYTOYKOM
n, cm3
700 |
600
500
400
300
200
100
0 -
0 0,1 0,2 0,3 0.4 0,5 0.6 1, m
—n- —n+

Puc. 1. 3viHa KOHIEHTpauill aepoioHIB 3 BiICTAHHIO BiJ KOMII F0Tepa

@DoHOBI KOHIIEHTpALlil aepoioHIB 000X MOJISIPHOC-
Teil B TECTOBOMY NPUMIILICHHI 3HA4YHO BUIII 32 MiHiMa-
JILHO JOIyCTUMI 1 MaJi KOe(illieHT IOJIIPHOCTI TpHTAa-
MaHHUI MPUPOTHOMY HOBITPIO. AJie PiBHI €JIeKTpocTa-
TUYHUX TOJIIB 3HAYHO MEPEBUILYBaId I'PAHUYHO JOIYC-
tumuit (500 B/m).

[Tpu 1boMy HaBITH KOMIT'IOTED, HA SIKOMY PEECTpY-
BaJIM pe3ysbTaty BuMiptoBasb (2,5-3,0 M Bix pobodoro
MICIIS) BIUIMBAaB Ha aepPOIOHHUH PEKUM MPUMIIICHHS.
VYBIMKHEHUI HOYTOYK CHPHYMHHUB MOAANBIIE 3HUKSHHS

KOHILIEHTpALliil aepOiOHIB BHACIIIOK HAsIBHOCTI €JIEKTPO-
craruuHoro nosisi. KoedimienT Bapianii KOHIEHTpaILiit
aepoiOHIB Ha yCiX eTarnax BUMIpIOBaHb HE NEPEBHIIYBaB
20 %, 110 CBIIUUTH NMPO MiHIMAJIBHHUN BIUIMB CTOPOHHIX
YMHHHKIB 32 BUHATKOM eJieKTpocTaTuyHoro nosst. I1in
yac poOOTH oIepaTopa, MIBHANIE 3a BCE 3a PaxyHOK
TPUOOECIEKTPUYHOTO €(EKTy BIUIMB EJIEKTPOCTATHUYHHX
NOJIB Ha KOHIIEHTpalii aepoioHiB miacumoBascs. llpu
upoMy Ha Bifgcrani 0,5-0,6 M koHIIeHTpanii HabyBamm ¢o-
HOBHX 3HaueHb (NMpWHAWMHI HOpPMAaTHBHHX). ToOTO
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MO’KHa 3p0OMTH BUCHOBOK, 110 ITOTpeOye KOpeKii sKiCTh
HIOBITps came y 0OMexKeHii 30H1 0111 pobodoro Micus.

OpHuM 31 crtoco0iB HOpMaTi3allii KOHIICHTpaIlii ae-
POIOHIB Ha POOOYMX MicHSX MOXKE OyTH 3HMKEHHS Ipa-
TEHTIB KOHIICHTPALi CIPSIMOBAHAM PYyXOM IIOBITPS HO-
pMmatuBHOI mBUAKOCTI (10 0,4 M/c). Ane yci eneKTpoHHI
HPHUCTPOI KUBJIATHCS TOCTIHHIM EJICKTPHYHUM CTPYMOM
1 TeHepyIOTh BiAMOBiAHI MarHiTHI momst. He muBmistumch
Ha iX Mally Hallpy KeHICTb, 32 JOBTOTPUBAIOI pOOOTH MO-
JKIMBUH Npeti aepoioHiB MiJ BIUIMBOM IOJIB, IO MOT-
peOye MoJaNbIIUX JOCHTIIKCHb.

BucHoBxu

1. 3aBigcyTHOCTI BIUTUBY J€10HI3yI0UnX (paKkTOpiB
(cucTeMy OXOJNOMKEHHS TOBITPs, HAsIBHICTE piOHO-IH-
CIEPCHOTO MUY, aepO30JIel TOII0) KOHIICHTpALlii aepo-

iOHIB B NPUMILIEHH] CTaOUIBHI 1 MEPEeBUILYIOTh MiHIMa-
JILHO JIOITyCTHMIi 3HaueHHs. TOMy JOCTaTHbO MiHIMi3y-
BaTH JC10HI3yr0unil eeKT 001aJHAHHS PpOOOYOTO MiCIIH,
3aJ(isTHOTO Y BUPOOHUYOMY ITPOLIECi.

2. JlochmimKeHHS MOBENH, IMO EeIEKTPOCTATHYHI
1oJIs1 HOYTOYKA ITOJIIMEPHHX TOBEPXOHb KPUTUYHO BILIH-
BalOTh Ha KOHIICHTpAIIii acpoioHiB. [ 'eHepartis exekrpoc-
TATUYHUX IOJIiB € IPOSIBOM TPUOOEIEKTPUIHOTO €EKTY.
JieBrM 3ac000M 3HIDKEHHSI IEOTO BIUTUBY € aHTHCTATH-
yHa 00pOo0OKa yCiX MOBEPXOHB, IO TOCATAETHCS a0 cIie-
IiATBHUMH CyMilliaMu, a00 BOJIOTO0 00POOKOIO.

3. JIoUiIbHUM € JOCIiIKeHHS BIUIMBY HOCTIHHHX
MarHiTHUX MOJIB Ha Apel( aepoioHiB, a TAKOX Po3po0-
JICHHSI MOJIeJIeH PO3MOALTY KOHIIEHTpamiii aepoioHiB y
MIPUMIIIEHH] 3 Pi3HOI0 KUIBKICTIO T2 CXEMOIO PO3Tally-
BaHHS pOOOYUX MICIIb.
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Investigation of the dynamics of air ionic composition of air at the workplace of a personal computer user,
taking into account electromagnetic factors

V. Glyva, N. Burdeina. S. Zozulya

Abstract. The dynamics of air ionic composition of air at the workplaces of users equipped with a portable personal
computer has been studied. It is established that in the absence of deionizing and factors (operation of ventilation and cooling
systems, increasing the concentration of fine dust and aerosols, etc.) there is a significant deionization of air. The reason is the
appearance of electrostatic charges on the body and keyboard of the laptop, table surface and work chair. Under the conditions of
experiments, the electrostatic field strength on the display reached 4.5 kV/m, the keyboard — 9.0 kV/m, the surface of the operator's
chair — 6.5 kV/m. This resulted in a decrease in the concentrations of negative air ions from 910 cm to 420 cm3; positive — from
1000 cm to 390 cm3 in the presence of a user who performed standard work. It is determined that at a distance of 0.5-0.6 m from
the laptop the concentrations of air ions stabilize at the normative level. That is, the deionization zone can be considered a space
with a radius of up to 0.6 m. Normalization of air ion concentrations is possible due to the directed movement of air in the room
with the standard speed (up to 0.4 m/s). But at the same time, despite the low speeds, the drift of air ions in a magnetic field is
possible, which can occur during long-term operation. It is advisable to consider the use of antistatic agents to minimize static
charges on polymer surfaces.

Keywords: personal computer, air ions, electrostatic field, ionization, deionization.
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! Akuionepue ToBapucTBO «YKpaiHchKa 3amizHuIA», KuiB, Ykpaina
? HarionasnbHuii yHiBepcHTET 6iopecypciB i mpupogokopucTyBanHs Ykpainu, Kuis, Yipaina

MATEMATHUYHI MOJEJII PAIIIOHAJIIBALI MPOLIECIB OPFAHBAE{Ii
JIKBIJAIUI HACJITAKIB 3AJII3BHUYHUX TPAHCIIOPTHUX ITIOJAIN

AHoTanis. Mera po6oTn — 1oOy10Ba MAaTEMaTHYHUX MOJICIICH MPOIIECIB OpPraHi3amii JIKBiIaIlii HACTiAKIB 3aTI3HHYHIX
TPAHCIOPTHHX IO Ha OCHOBI 0araToeTamHuX i 6araTOKOMIIOHEHTHHX MOJieJIel Teopii CHCTeM MacoBOTO OOCITyrOBYyBaH-
Hi1 (CMO). Pe3yabTaTn — B cTaTTi po3risiHyTi MateMatnuHi mozeni CMO 3 po3moaiioM BXiZHOTO MOTOKY PO3MOIITBHUX
BUMOT OJTHOYACHO IO KUIBKOX KaHajlax 00CIyroByBaHHs 3 BU3HAUCHHSIM HMOBIPHOCTI 0OCITyroByBaHHS LMX BUMOT Ta iH-
mux xapakTepucTuk Takux CMO. Mogenb peatiz3oBaHO 3a JOMOMOIOI areHTHOI CHUMYJALil y cepenoBumi AnyLogic
University Researcher ta komminsaTopa Java. Y pe3ynbraTi IpoBeIeHUX €KCIEPUMEHTIB Ha Yy TJIMBICTh MOJIETIi BCTAaHOBJICHI
3aKOHOMIPHOCTI BIUTMBY 1HTEHCUBHOCTEH HaaXokeHHS 3asBoK y CMO Ta 31iliCHEHHSI KOMIIOHEHT 00CITyTOBYBaHHS Ha 4ac
nepeOyBaHHs 3as5B0K B CMO, 3aBaHTakeHICTh MPUIIAAIB 0OCIyTOBYBaHHS Ta KaHATiB 00CITyroByBaHHsA. BucHoBkH. Brko-
PHUCTAaHHS 3aIPOIOHOBAHMX MAaTEMaTHYHHAX MOJENEH T03BOJIUTH BCTAHOBIIOBATH 00JIACTi MPUIHATHUX 3HaYeHb HMOBIPHO-
CTi YCIIIIHOTO BUKOHAHHS MOCTABJICHUX 3 METOIO0 NPUHHSTTS YIPaBIiHCHKOTO PILIEHHS IIOJ0 PalliOHATEHOTO BUKOPHC-
TaHHs CHJI 1 3ac00iB [T opraHi3allii NpOBEICHHS Pi3HOOIYHUX 3aXO/iB 3 JIKBiJAIll HACIIIKIB TPAHCHIOPTHUX MOJIIH, TPO-
BEJ/ICHHS] PEMOHTHHX POOIT i TEXHIYHOTO 00CITyTrOByBaHHS Pi3HOMaHITHOT TEXHIKH, IPUIAIB Ta 030pOEHHSI.

KuawvoBi cjaoBa: 3ami3HUYHAN TPAHCIIOPT, JIKBiAaIlis HACTIIKIB, TPAHCIIOPTHA OIS, PEMOHTHI pOOOTH, CHCTEMa Ma-
COBOTO 0OCIIyTOBYBaHHS, CHCTEMa MAacOBOTO OOCIyroByBaHHS HEMapKOBCHKOTO THITYy, KOMIIOHEHT CHCTEMH MacoBOTO 00-

CIIyTOBYBaHHs, IMiTaIliiHE MOJICITIOBAHHSI.

Beryn

EdekTrBHE yHpaBIiHHS MPOIECaMHU JIKBIAyBaHHSI
HACJIJKIB aBapii 1 KaracTpod, NpPOBEIECHHS pi3HUX
BUJIIB TEXHIYHOTO OOCITyrOBYBaHHs PI3HOMAaHITHOI TeX-
HIKM Ta 0OJNaJHaHHS € OJHIEI0 3 KIIIOYOBHX MEPETyMOB
cTajoro (yHKIIOHYBaHHS 3aJliI3HUYHOTO TPAHCIOPTHO-
ro KOMIUIEKCY, IIPOMHCIIOBHX ITIIPHEMCTB, JIOTiCTHY-
HHUX CHUCTEM TOIIO.

Jts ymockoHaNeHHS TIPOIECiB YIPABIIHHSI Marte-
plalbHUMH, JTFOACHKIMH, (PiHAHCOBUMH Ta iH(pOpMaIiii-
HUMH TIOTOKAMH IIiJ] 4ac MPOBEICHHSA BiHOBHHX i pe-
MOHTHHUX POOIT 3aCTOCOBYIOTBCSI MPOIEYPU MaTeMaTH-
YHOTO MOJICNIOBAHHS Ta KOMIT IOTEPHOT cUMYyJsii (iMi-
TAIIfHOT0 MOJICJIOBAHHs]) 3 BHKOPHCTaHHSIM METOIIB
JIOCTI/KCHHST OIepalliii 1 Teopii CHUCTEM MacoBOro 00-
CITyTOBYBaHHS.

B pobori [1] mpoBemeHo mocHimKeHHS i aBa-
PIMHUX MiZPO3AITIB 3aJi3HUYHOTO TPAHCIIOPTY SIK IPO-
1eciB (yHKIIOHYBaHHSI CHCTEM MacOBOT'O OOCIyTOBY-
BaHHS. ABTOpaMH BCTAaHOBIICHI KUTBKICHI CHIiBBiIHO-
IICHHS MK IHTEHCHBHICTIO BIUIMBY HEOE3IIEYHHUX YMH-
HUKIB 3aJIi3HUYHOI aBapiifHOi CUTyaIlii, yacoM mpuoyT-
TS, PO3rOPTAaHHS Ta MPOJAYKTUBHOCTI JTiH JIIKBiJaiHHUX
MIAPO3ALTIB 1 €PEKTUBHOTO BHKOHAHHS JIIKBIMAI[IHNX
poOIT.

B po6orTi [2] omucaHo 1eXu 3 pEMOHTY JIOKOMOTH-
BiB y BUIJIAJI OararokaHaJbHUX CHCTEM MacoBOIO 00-
cinyroByBanHs (CMO) 3 oomexeHoro 4yepror. Po3po0-
JICHA iMiTaIliifHa MOJICNTb TaKOTO IeXy sK 00’ekra CMO,
10 JT03BOJICHO paliOHAIBFHO BHKOPHUCTOBYBATH 00Jaj-
HaHHS, poOOYy CHIy, a TAKOXK PO3MOJUINTH Yac IpoBe-
JIEHHS. PEMOHTHUX POOiT.

B po6oti [3] po3rnsHyTO MHATaHHS MOICTIOBAHHSI
MPOIIECiB TEXHIYHOTO OOCIYTOBYBaHHSA 1 PEMOHTY TEX-
HIYHAX CHCTEM PO3IMOALICHOI iH(POPMALIHHOI CHCTEMH.
Monens OCHOBaHa Ha CIUIBHOMY IOAaHHI CHCTEMH, IO

00CITyTOBY€ThCS Ta ii CHCTEMH TEXHIYHOT eKCILTyaTarlil
y Burisagi 3akpuroi HeomHopimroi CMO, mo ckmama-
etbest 13 CMO nBox tumi. CMO mepioro Tairy MoJe-
moe mporecu (YHKIIOHYBAaHHS PEMOHTHHX OpPTaHiB
II0/10 337I0BOJICHHSI OTPUMAaHNX BUMOT.

Bumu opranizarmii poOiT 3 TEXHIYHOTO 0OCITyTOBY-
BaHHA 1 PEMOHTY oOONaJHaHHA Ha TripHUYO-30arayy-
BaJIbHUX KOMOIHATaX pO3TJSIHYTO B po0oti [4]. 3ampo-
MTOHOBAHO TPH MOJICII TAKUX BUJIIB OpraHi3ailii pooit:

caMocCTiilHe BUKOHaHHS po0IT — OJJHOKaHaJbHA 3a-
MkHyTa CMO,

niapsinHa Gopma — 6aratokanaasHa CMO 3 ogiky-
BaHHSM,

ayTcopcinr — 6aratokanaipbHa CMO 3 odikyBaH-
HAM 6e3 0OMeXeHb Ha JTOBKHHY YEepPrd 3 PiBHOMIPHOIO
B3a€MOJIOTIOMOT'OI0 MK KaHaJIaMH.

Ile mo3BONMIO TpOaHai3yBaTH XapaKTEPUCTHKU
KOXKHOTO BHJy Oprasizauii poOiT i3 3acTocyBaHHIM
IMITaLITHOTO MOZICTFOBAHHS.

Posrisan  cucreMd  IMITAIliHHOIO  MOJIEIFOBAHHS
GPSS WORLD 3ams mozenroBanHst poOoTH OaraToka-
HampHOT CMO 3 ypaxyBaHHSIM BiJMOB 3JiHCHEHO B
poboti [5]. IIpoBeneHO po3paxyHOK cepeiHbOl 3aifHs-
TOCTI KaHally oOCIIyroByBaHHsI 1 cepelHbOl 3aiHATOCTI
IIYHKTY BiJTHOBJICHHS, @ TAKOX MaKCHMaJIbHOI Yepru Ha
BIJTHOBJICHHS KaHAJIIB 00CITyTOBYBaHHSI.

B po6oti [6] posrmsHyTa (opmanizoBaHa cxema
(yHKIIOHYBaHHS BHUPOOHUIITBA, TEXHIYHOTO 0OCIyTO-
BYBaHHS 1 pEMOHTY TEXHIKH Ta O0JiaJiHaHHs, IO CKJIa-
JIA€ThCS 3 JIBOX OCHOBHMX YacTWUH 1 (hopmaiizoBaHO
OIMCY 30BHIMIHBOTO CEPElNOBHINA, IIOJAHOTO BXiTHUM
MIOTOKOM BHMOT 1 TIpoleciB, sik ckinagnoi CMO 3 Hecra-
LIOHApHHUM 1 HEOJHOPIIHUM ITOTOKOM BHMOT, 3 Pi3HOpI-
JHUMHU KaHalaMH Ta i3 MPIOPUTETHUM OOCIyroByBaH-
HSIM.

[Ipouec oO6cmyroByBaHHS Ta PEMOHTY OOJIaJHAHHS
Ha MalIMHOOYAIBHOMY MiANIPUEMCTBI 3 MMO3MLiI OaraTo-
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kaHanpHOT CMO 3 4epror po3rsiHyTi y poboTi [7].
OcHoBHi nokazHukn CMO no3Bonmim npoaHasi3yBaTH
Ta ONTHMI3yBaTH MPOLEC PEMOHTY 332 YMOBH E€KOHOMIl
BUTpaT poOoYOro yacy.

B po6ori [8] ommcano pe3yibpTaTH MAaTEMaTHIHOTO
Ta IMITaifHOTO MOIENIOBAaHHS BYy3Ja KOHIIEHTpAIii
(po3mofiny) TpaH3aKIii B JIOTiCTHYHIHN cucTteMi popma-
mizoBano sk CMO tumy G/M/1. Pesympratm mocii-
JDKeHHS. CBiUaTh NP0 MOXIIMBICTH BHUKOPHUCTAHHS
CTBOPEHHUX MOJEJNeH Ul aJeKBaTHOTO OIHUCY HpOLECy
(yHKIIOHYBaHHS By3Jla KOHLIEHTPALliT TPaH3aKIiH.

B po6ori [9] posrisiayTo pisHOMaHiTHI THITH CMO
3 HEOpPJMHAPHUMH BUMOTAMH, SIKi BIANIOBIAIOTH PI3HUM
crocobam MpoTuAii 3JIOBMUCHUKAM 3 OOKy Miapo3airy
oxoponu 00’ekty. ocmimkenns takux CMO nae 3mory
BU3HAYHNTH PaliOHATbHI 3HAYCHHS CIIiBBiAHOIICHbL Be-
JUYUH KUTBKICHOTO CKJIamy MiAPO3MAiTiB OXOpOHH, iHTE-
HCHBHOCTEH 3aCTOCYBaHHs 3aC00IB MPOTHIII Ta 30cepe-
JOKEHHS TOJTATKOBHX CHII 1 3ac00iB OXOPOHU 3 IHTEHCH-
BHICTIO NPOHUKHEHHA Ha 00’€KT 3JIOBMHCHHUX YTIpPYIy-
BaHb 3 BHIIAJKOBHUM YHCIOM 3JIOBMUCHHUKIB Yy Ipymi
3a/uisl 3a0e3MedYeHHs] NMPUHHATHOT WMOBIPHOCTI BHSIB-
JICHHS, 3a1I00IraHHsI 1 HelTpasi3allii TAKUX yrpyIOBaHb.

IIpoBeaenuii y po6orti [10] aHami3 XapaKTepUCTHK
CMO, six XxapakTepUCTUK poOOTH KOMOAIHIB y cTamoMy
1 HecraloMy pexuMax poOOTH J1aB 3MOTy OTpPHUMaTH
NPUIHATHI Yac OYiKyBaHHS B 4ep3i, 1i TOBXKHHY TOIIO,
IIO JIAJI0 3MOTY TOYHIIe TJIAHYBaTH BUTPATH HA TEXHi-
YHHX CEepBiC 30MpaTbHAUX 3aTrOHIB.

B po6ori [11] 3anpomoHOBaHO BUKOPHUCTAHHS MO-
Jlereil Teopii CHCTeM MacoBOTO OOCITYrOBYBAaHHS IS
TIOCTIKEHHST BHIPOOYBAJIBHUX TPOIIECIB 3 METOI0 OII-
TUMi3alii yNpaBiiHHS BHUIOPOOYBaHHSM. 3a OCHOBY
B3siTa MOJIeb OaratokananpbHoi CMO 0e3npiopuTeTHO-
ro Ta TMPIOPUTETHOTO THUIIB, IIO A0 MOXKIHUBICTH
3[IMCHIOBATH palioOHANbHE YIPABIiHHS YEPToro 3asBOK.

B po0ori [12] aBTOpamu 3amponoHOBaHa MOJEINb
pamio Ta HPOrpaMHO-KOMIT FOTEPHOTO MOJABJICHHS
KOMIT FOTEPHUX MEPEX apMiHCHKOTO KOPITyCy MpPOTHB-
HHUKa B OIepamisixX, y sSKili KOMI'IOTepHI Mepexi mpen-
CTaBJICHI SIK CYKYIHICTh iepapxigyHo 06’equannx CMO,
a 3aco0M MPOTpPaMHO-KOMII IOTEPHOTO TIOAABICHHS Ta
mepefaBadi MEepeIko] BIDIMBAIOTh Ha iX (YHKIIOHY-
BaHHS LUIIXOM HepeBaHTaxxeHHs. OCHOBHHM KOMILICK-
CHMM TIOKa3HMKOM €()eKTUBHOCTI KOMIUIEKCY I10/IaB-
JeHHsT OOIpyHTOBaHa MMOBIPHICTH HECBOEYACHOTO
OTpUMaHHs MmTadaMH MPOTHBHHUKA I1H(OpMALi Mpo
OTEePaTHBHO-TAKTUYHY OOCTaHOBKY.

B po6ori [13] nanmtor nocrauanus 3epHoBUX (o-
pMalti3oBaHO K arcHTHY iMiTaIlif0. 3a3HAYCHUMA ITiIXi]
JIO3BOJIMB ONTHMI3yBaTh OaraTrornapaMeTpH4Hy 3ajady
CTOXaCTHYHOT'O TMPOTPaMyBaHHS IOCTATHBO CKJIaTHOTO
MpoIIecy 3a KPUTEPieM MiHIMAIIBHOTO Yacy JOCTaBICHHS
BaHTaXiB. PasoM 3 TWM Mopens cmpaBeIsiMBa TiTbKH
JUISL CTaJIMX MapLIPYTiB TPAHCIIOPTYBAHHS MOCIiIOBHO-
To JIaHLIOTa II0CTa4aHHs 1 He MO)Ke BUKOPUCTOBYBATHCh
JUTSL PO3TaITy>KE€HOT MOZIEITi IIUISIXiB CIIOTy9IeHHS.

Ha Binminy Big po6otu [13], y poborax [14] Ta
[15] npencraBieHo imiTamiiiHi Mojesni Al po3raiyxe-
HUX MEpEeX 3aJi3HULb i3 OaraTtodasHUMH CHCTEMaMH
MacoBOTO OOCIYroBYBaHHs ISl I[CHTPAIi30BaHOTO
YIpaBIiHHS NapKOM JJOKOMOTHBIB. MoJiesi 103BOJISIOTh

ONTHUMI3yBaTl PO3Mip NapKy JOKOMOTHBIB Ta BaroHiB
BaHTa)XHOTO IAapKy, OJHAK HE MOXYTbh a/IEKBaTHO OIIH-
caru GaraToeJeMEHTHI ITPOILIECH JIAHIIOTIB ITOCTavyaHHsI.
B pobGori [16] Takox QopmanizoBaHO NpoLec pPyxy
MOI3iB PO3TATY>KECHOIO MEPEXKEI0, OJHAK IPEICTABICHA
MOJIENb CIIPABEAINBA TUIBKU IJISI 3aJII3HUYHOTO TpaHC-
MTOPTY, OCKUTBKH y OLIBIIOCTI (hopMatizye MOCIiTOBHUH
TEXHOJIOTIYHHH IIPOIIEC.

Takum 4nMHOM, 33711 MOJAENIOBAHHA IIPOLECIB Te-
XHIYHOTO OOCIyrOBYBaHHS pPIi3HOMAaHITHOI TEXHIKH,
MPOBEJCHHS BiJINOBIAHMX pOOIT, 8 TaKOXK y JEIKHX
aKTax BIIICBKOBOI CIIpaBH BUKOPHCTOBYETHCS HIMPOKHUIMA
CHEKTp Mojieneil Teopiii MacoBOro 0OCIyroByBaHHS Ta
amapar iMiTalifHOro MOJIeJTIOBaHHSI.

PesynbTaTtn pociigxkeHb
MO/IeJIIOBAHHA PoIleciB

Ilig yvac MoJemrOBaHHS IPOILECIB PEMOHTHHX 1
BIJTHOBHHX POOIT 1HOJI 3yCTPIiYarOThCsI BUIIAJKH PO3MO-
Ily 3a NMEBHUM ajlropuTMOM BHMOT opHoyacHo I10
KIJIbKOX KaHaJIiB (HampsMKiB) 0OCIIyroByBaHHs, HAIIPHU-
KJIaJ, HaJXO/UKEHHS JO0 PEMOHTHOTO OpraHy pi3HHX
BUJIIB TEXHIKH, 1[0 ITIOTPEOYIOTH IPOBEJICHHS TOTOYHOTO
CepeIHBOTO Ta IHIIKUX BUAIB pOOIT, IPOBEICHHS JiKBi-
JAIlil HACTINKIB 3alli3HUYHUX TPAHCIOPTHUX TOMIN IS
BiTHOBJICHHS PYXY TIOI3/iB TOIIO.

3amis po3B’s3yBaHHSA TAaKUX 3aBJaHb 3aCTOCOBY-
10Tbcsl OararokomnoneHTHI CMO, gKi MOXYTh OYTH SIK
MapKOBCHKOT0, TaK W HEMapKOBCHKOTO THIIB, 3IaTHi
00CITyrOByBaTH MOTOKU OE3MPIOPUTETHUX Y 3araIbHOMY
BUIIJIKy HEOJHOPIMHUX (3MilIaHUX) BUMOT. [Ipu oMy
y CUCTeMi MOXX¢ OyTH JOBUIbHA KINBKICTH 3arajibHHUX
OJTHOTHMITHUX KaHaJliB OOCIYyrOBYBaHHS, a Y KOXXHOMY
KOMIIOHEHTI I1Ie ¥ MiCIlh Y Yep3i.

OpnHi # Ti X KaHAIM 00CITyroByBaHHS MOXYTH Ma-
TH pi3HY NPOJYKTHUBHICTD Y 3aJIEKHOCTI BiJ THITy BUMOT
JI0 00CITyrOBYyBaHHS SIKUX BOHM 3Ty4alOThCs: PU Hall-
XOIDKEHHI Y j-Ty KOMIIOHEHTY CHCTEMH OJHOPITHHUX
BUMOT 3 IHTEHCHBHICTIO Aj, BU3HAYECHO Yepe3 iHTEHCUB-
HICTh A JDKepera, y 3arajlbHOMY BHMAJKY, 3MiIlIaHUX
BUMOT. BenuunHa jmkepena 3MillIaHMX BUMOT, 11O HaJl-
XOJIATh Y CUCTEMY, Ma€ IHTEHCHUBHICTh

L
A=Y2;, i=1L,
=1

ne L — KiJbKiCTh KOMITIOHEHTIB y cucTeMi ().

ITo cyTi, 6ararokomnonenTai CMO, y 3araisHOMY
BuMaAKy € npukiaagom CMO, kaHamm K01 00CITyroBY-
IOTh BXiJHI MOTOKH Pi3HOPIAHUX BUMOT.

[Ipouec obcnmyroByBannss y CMO KOXHOTO KOM-
MOHEHTAa CKIIAJA€EThCsl 3 KUIbKOX eTamiB (a3, cramii,
NepiofiB) 3 BiJMOBIIHOKW TPUBAIICTIO T, TIOBHUH Tep-
MiH 00CITyrOByBaHHS

S
To6en = ZTZ"
=

JIe G — KUIBKICTh TAKUX €TaliB, 1j EBHI PO3MOILIN iMO-
BIPHOCTI 3 BIAMOBIIHUMH MapaMeTpamu, TOII Tose OyIe
MaTd y3arajbHeHHi posmomin Epmanra 3 mapamerpamu
PO3IOLIIB IMOBIPHOCTI eTamiB MOPSIIKY C.
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ITpu opranizauii CkJIagHUX PI3ZHOOIYHHX OJHOYAC-
HUX 3aXO[iB, CHPSAMOBAaHWX Ha JIKBIJAI[FO HACIIJIKIB
3aJII3HUYHUX aBapifHUX CHUTYaIlil, NIPOBEICHHS Pi3HOII-
JIAHOBUX POOIT 1 TEXHIYHOTO OOCIYroBYyBaHHS TEXHIKH,
MPUIIAiB, 030pOEHHS TOIIO HACTAE HEOOXiTHICTH BCTa-
HOBJICHHS 00JacTi NpPUITHATHUX 3HAa4YeHb WMOBIPHOCTI
YCHIIIHOTO BUKOHAHHS MOCTABJICHUX 3aBIaHb IS IOJa-

JBLIOTO TPUHHATTS YHPABIIHCHKOTO PIlIEHHS MO0
PpaLioHATEHOTO BUKOPHCTaHHS HEOOXITHHUX crl 1 3ac00iB.

PosrnsHeMO nekinbKa MPUKIAIIB.

1. 1eéokomnonenmna CMO 3 M/Ey/2/3 y nepuio-
my komnonenumi ma 3 M/E3/1/2 y opyzomy komnonen-
mi 6e3 oomedicens.

I'pad cranis CMO npencrasiieHo Ha puc. 1.

Puc. 1. I'pad craniB CMO ¢ M/E4/2/3 y nepimoMy KOMITOHEHTI
Ta 3 M/E3/1/2 y npyromy KoMrnoHeHTi 6e3 00MexeHb

BincyTHicTh 00MEXeHb HONATAE Y TOMY, 10 BH-
MOTH HE TMOKHAAIOTh KaHajl OOCIyroBYBaHHS IiJ Yac
00CITyrOByBaHHS Ta 4epry y NepioJi O4iKyBaHHS 00Ciy-
TOBYBAaHHS BHACTIJIOK BIJICYTHOCTI OpaKy 4acy iXHBOTO
nepeOyBaHHs Ha OOCITYrOBYBaHHI Ta y 4ep3i.

BuxopucroByroun BiIOMHH aNITOPUTM PO3B’sI-
3aHHSA piBHAHBR KoIMoropoBa OTpHUMyeMO 3HAYCHHS
HMOBIPHOCTEH CTaHIB CHCTEMH:

’ ’ ' ’ ’ s A
Pi, P, Psi, Pyi, By (1=14)
" " " H 1
Ta Pli ) P2i ) P3i (l :1,3).

O6cnyroByBarHs y CMO meprioro KOMIOHEHTa

ckiagaerbes 3 yotupbsox ¢as 71,75, T3 1 T4, NOBHUH

gac 00CITyroByBaHHS
4 '
Topen = ZT i
=

ge T; MaroTh I0KA30Bi PO3MNOALIN 3 TapaMeTPaMH Ty, 11,

VY1, {1 Ta [l1 BIIIOBITHO.
O6cnyroyBanas y CMO gpyroro KOMITOHEHTa

cknagaerbes 3 Tpeox Gap T, T, i T3 moBHUM yac

00CITyroByBaHHS:

3
Toben = zTi
=

ne 7 MaroTh MOKa30Bi PO3IOIIIHN 3 TapaMeTpamMu To,

@2 1 p2 BigmosigHo. Toxi T45., Mae y3araabHEHHH po3-

noain Epnanra yerBeproro mnopsuky, a T,s., - TPETbO-

ro mopsiaky. Ctarn CMO mepmioro KOMIIOHEHTa Xapak-
TEPHU3YIOTHCS TAKUMHU HMOBIPHOCTSIMHU:
l 4 '
P = ZPl j — MMOBIPHICTH TOTO, IO OOCIYroBY-
j=1
BaHHSM 3aifHATHH OMH KaHau (y cuctemi — 1 Bumora);

4
P, = ZPZ j — HMOBIpHIiCTb TOrO, WO 06CIYroBY-
j=1

BaHHAM 3aiiHATI o0uaBa KaHanu (y cHCTeMi Ha 0OCIy-
TOBYBaHHI 3HAXOATHCS JIBI BUMOTH);

4
Py =) P;j — iiMOBipHicTh TOTO, O y CHCTeMi
=

3HaXOIATbCA TPpU BUMOTH, 3 HUX [lBi O6CHyFOByIOT]:CSI,
TPETsI — OUIKY€ y uep3i;

104



ISSN 2073-7394

Cuctemu yrpasiiHHs, HaBirauii Ta 38's3ky. 2022. Ne 2

4
P, = ZPAL j — VMOBipHiCTE TOTO, MO Y CHCTEM
j=1
3HaXOMAThCS YOTUPU BHMOTH, 3 HUX JBi
I0ThCS, JIBI — OUIKYIOTb Y Ueprax;
' 4 '
R = ZP5 j — HMOBIPHICTb TOTO, IO y CHCTEMI
j=1
3HAXOJATHCS 11’ ITh BUMOT, 3 HUX JIBI OOCITyrOBYIOTHCS,
TPH — OUIKYIOTb y Yeprax.
Crann CMO gapyroro KOMIOHEHTa XapaKTepu3y-
IOTHCS TAKUMH HMOBIPHOCTSIMH:

obcnyroBy-

3
R = ZF’l j — HMMOBIDHICTb TOTO, IO 06CIYroBY-
=

BAaHHAM 3aiHATHII OIMH KaHal (y CHCTeMi — OJJHA BIMO-
ra);
" 3 "
P, = ZPZ j — HMOBIPHICTB TOTO, IIO y CHCTEMi
j=1
3HAXOAATHCA /1Bl BUMOTH, 3 HUX OfHA OOCITyTOBYETHCS,
JIpyTa deKae y uepsi;

3
Py = ZP3 j — HMMOBIPHICTH TOTO, IO y CHCTEMI
=1

3HAXOJAThCS TPH BUMOTH, 3 HUX OJHA OOCIyrOBYEThHCH,
a JIB1 3HAXOSIThCS Y Ueprax.
KinbKicTh 3afiHATHX KaHAIIB:

5
Pl/_"_zz PI!

3
R'+2> P
ki = i=2 i=2

s ko =

4 3

WImoBipHIiCTh 00CTyroBYyBaHHs

P06C :l_(Psmp+Pl +P2—P3),

5
ne P(;,mp =Pé_zpi,0/4
i=2
P‘ZO =PJ‘_2+2P]I_3+3P]I_4, PI30 =P‘22+2P'23+3PI24,

Pyo = Py +2Pg3 +3Pyy,

P'50 :P;12+2P;‘3+3P“14;

5

ZPiO 3
Toxi P;5c=1—Pg,+l=24 {ZP{J.
i=1

5
(,),60 =1_P(;,mp _ZPI'IO )
)

Pso +Pso .

e Pimp = Pion = P5 =2

emp

Pyo = Py +2P;3, P3g = Pyy +2Pp3;

Pio+Pl <
e =1-P§ +¥—§P{.
2. J1eokomnonenmna CMO 3 M/Ey/2/2 y nepuio-
My komnonenmi ma 3 M/E3/1/2 y opyzomy komnonen-
mi 3 00medceHHAMU Ha ac nepedysanHs ¢ nepiod oo-
C1y208y6anns f12 ma O4iKyeannsa yi2.
I'pa¢ cranie CMO mnpezncraBieHo Ha puc. 2.

Puc. 2. CMO 3 M/E4/2/2 y nepmiomy kommnonenTi ta 3 M/Es/1/2y npyromy xommoneHTi f12# 0, y12# 0
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[HTEHCHBHICTh TPOCTIMIMX MOTOKIB (a3 oOciayro-
BYBaHHS Ta O4iKyBaHHS CHCTEMH MacOBOT'O 0OCIyroBy-
BaHHS MEPILOro KOMIOHEHTA T1, V1, Y1, [ Ta (a3 apyro-
IO KOMIIOHEHTA T2, V2, 2!

' 4 '
R = ZPl j — WMMOBIpHICTB TOTO, 10 OOCIYroBY-
j=1
BaHHAM 3alHATHH OIMH KaHAT ITEPIIOr0 KOMIOHEHTA,
y CHCTEMIi 3HAXOINUTHCS OIHA BUMOTa;

4
P = ZPZ j — MMOBIPHICTb TOTO, 10 0OCIIYrOBY-
=

BaHHSM 3aWHSTI JBa KaHAIIKM MEPIIOT0 KOMIIOHEHTA, B
CHCTEMI 3HAXOJATHCS Ha 00CITyTOBYBaHHI /IBi BUMOT'H;

4
P; = ZPS j — HWMOBIPHICTH TOTO, IO y CHCTEMI
=

HEePIIOT0 KOMIIOHEHTA 3HaXOAATHCSA TPH BUMOTH: 3 HHUX
IIBI OOCIYTOBYIOTBCS, TPETS — OUIKY€E Y uep3i;
' 4 '
Py = ZP4 j — FMOBIPHICTb TOTO, IIO y CHCTEMi
j=1
MEepIIOT0 KOMIIOHEHTa 3HAXOJSTHCS YOTHPU BHMOTH:
JIBI 3 HUX JIBI Ha OOCIIyrOBYBaHHi, ZIBI — OYIKYIOTb y
qyeprax;
n 3 n
R = ZPl j — WMOBIHICTE TOrO, IO 0OCIYroBY-
j=1
BaHHSM 3alHATUH OAMH KaHaJ JAPYroro KOMIOHEHTa, B
CHCTEMIi 3HAXOJUTHCS OJJHA BIMOTa;
n 3 "
P, = zpz i~ HMOBIPHICTh TOTO, 1[0 B CHUCTEMI
j=1
JIPyTroro KOMIIOHEHTa 3HaXOJAThCS JIBI BUMOTH, OJTHA 3
HUX a 00CIIyrOBYBaHHI, Ipyra O4iKye B 4ep3i;

3
P = ZP3 i~ WMOBIpPHICTh TOTO, 1[0 B CHUCTEMI
=1

JIPyTroro KOMITOHEHTAa 3HAaXOSTHCS TPH BHMOTH: 3 HHUX
ol1HA — Ha 0OCIIyTOBYBaHHI, IBi — OYIKYIOTh Y 4eprax.
KinpkicT 3afHATHX KaHAMTIB:
|Zl— R|_+P2+P3+P4.
- ’
4
o _tP+h
2= g
VIMOBipHiCTh 0GCITYrOBYBaHHS JUIS TIEPLIOTO KOM-
TOHEHTA.

3
! ! "
obc :1_P6mp _ZPZ' '
)

! ! ! !
emp — PSi()M + Pnox.oﬁcﬂ. + Pno;c.qepz
4
! ! ! .
ne 3[0,M2P4_2Pi0’
i=2

p. _Pa+2P3 3Py
20 — 4 '

' _P22+2P53—3P24.

Py 4 ,
P' _P32+2P33—3P34
40 — 4

’
nox.o6en, = k1.
A

CepenHsl YHCENBHICTh BHMOT, IO 3HAXOIATHCA y
4ep3i

m
z r F)(n+r)
_r=l

- P;+Py
rn r _ 3 4;
a1 4
AKIo B1 = y1, TO P;toK.’-lepZ = %_1
4
& A n-
TOI[I P =P4—Z-O+— 1+—1,
smp = i X X

VIMOBipHICTh 00CIyroBYBaHHS JUIs APYrOro KOM-
TOHEHTA!

4
Poﬁc 1 P@mp _ZPI )
i=1
ne Pemp = Peiz)M + PnOK.O6CJl. + Pnox.uepe.
" + Py + Py
Pgion = P3 T
_Pp+2P3 o Pp+2Py
ne Pro=—75—"" Poo=—"5—""
Pnox.06c/1. = Z I(2'

CepenHsi YHCENBHICTh BHMOT, IO 3HAXOIATHCA y
qep3i:

P2 + P3

F, = _ T

; Toxi Pnox.ttepe. - TrZ’

[pu ymoBi, mwo B2 = y2

o B .
nOK.‘{epZ. 1
A

Poﬁcn:l_

v Por+ P _ 4,

p Lo tPa P 7oy Y1
3 A )

3 MeTOl0 y3araJbHEeHHs OAHOTO BHIIE MaTepiary
MOXXHa TOMITHTH, IO y L-KoMmoHEeHTHIH cucremi y
CTaJIOMY peXUMi (YHKI[IOHYBaHHS 3HA4YEeHHS HMOBIp-
HOCTI OOCIIyrOByBaHHs BUMOI Y G —MYy KOMIIOHEHTI
MO’XHa BHU3HAYUTU TaKUM YHUHOM:
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. . n+m
Po6c§ =1- Pempéz - z Z )
ez&\ c=1 c
JIe Y 3araJbHOMY BHUITAKy
Psmpé = Pei().wé +an<.o§cﬂ.§ +Pn01<.qep2.§ ;
n+m
PgiaMSa n+m z rvOs‘z '

(¢ — KUIBbKICTb (pa3 06CIyroBYBaHHS IIPU 3HAXOUKCHHI

CHCTEMH B OJIHOMY 3 «yKPYITHEHUX) CTaHIB.

g
PV0§ = z (k_l)P(v+l)§’

k=2, j=2
v=2,(n+m).
st CMO 6e3 obMesxens, ko P, .6 g = 0 Ta
Prouepe.; =0 > MaeMo:

(n+m)

Z PVO& L (n+m

_L_Z ch '

Poﬁcé :1_P(n+m)§

n+m
— cyMa ycix HiMoBipHOCTEH P, s

>R
c=1 £

HEHMX)» CTaHIB € - KOMIIOHCHTA,

KYKpyTI-

ZP ,C= 1 n+m).

CepeaHs KUIbKICTh KaHaJIiB 00CITYyrOBYBaHHS PO3-
PaxoBYy€EThCS SIK

n m (n+m)
Z PCg + ”z Pinere Z PCg
R _i=0 r=1 _ L=0
5 = =
o¢ o¢

Jiis CMO 3 00MeXCHHSM:

— HmoBipHicTE P

nox.obca.; TIOKUIAHHS BUMOTaMH

KaHally 00CIyroByBaHHS B Nepiof] iXHROTO 3HAXO/KCH-
HS Ha 00CITyrOBYBaHHI BU3HAYAETHCS K

B
Pnox.06c.a.§ ﬂé ke,
4

— ¥iMoBipHicTh P

noK uepe. MNOKHWJaHHA BUMOI'aMH

Yepru B Mepio]] IXHROrO OYIKyBaHHS y Yep3i:

7e
P, =—.7
é;

A

nox.qepz.,:

m
re = er"(mr)g Se
r=

Be — IHTCHCHBHICTH NMOKHMIAHHS BUMOTaMH KaHaja
0o0cITyroByBaHHS BHACIHIZOK Opaky 4acy Ha mepioj o0-
CIIyTOBYBaHHS;

Ye — IHTCHCHUBHICTh TOKHJAHHS BUMOTaMH 4epru
BHACIIJOK Opaky Jacy Ha OUiKyBaHHS,

Toni
n+m Br - B
4 e
6mp§ z §+Ek§+zr§;
P06arz§ =1- P@mpsz

IIpu 3acTrocyBaHHI 3allPONOHOBAHUX MAaTeMaTH4-
HUX MOJIENIEH TOMITPHO BPaXOBYBATH TaKi 3ayBakKeHHS:

-y 6aratokomnoreHTHIX CMO NpoayKTHBHICTH
OyIb-IKOTO KOMIIOHEHTA 3HM)KYETHCA Y MOPIBHIHHI 3
OJHOKOMITOHEHTHOIO CHCTEMOIO TPU OJHAKOBHX IH-
TEHCUBHOCTSIX €TaIliB 00CIyroByBaHHs. SIKIIO KOXKEH
KOMITOHEHT Oy/Ji¢ MaTH OJHAKOBI 3HAYCHHS I[UX 1HTE-
HCHUBHOCTEH, TO MPOIYKTUBHOCTI 0AaraTOKOMITOHCHT-
HOT Ta omHOKOMIOHeHTHOI CMO OynyTh OTHAKOBH-
MU;

- SKIIO OJWH 3 KOMITOHECHTIB 0araTOKOMIIOHCHTHOL
cucremu € CMO 3 4eproro, To HOro MPOAYKTHBHICTD €
BEJIMKOIO, aJie¢ II¢ 3HAYCHHS NPOIYKTHBHOCTI IHIIMX
komnoHeHTiB CMO 3 BimMOBaMH, II0 BUKJIMKAE «IIepe-
KOC» y po0oTi yciei cuctemu. Lle Moxke OyTH IpUYUHOIO
BiIMOBH BiJl 3aCTOCYBaHHA Yy KOHKPETHOMY BHUIAIIKy
06araTOKOMIIOHCHTHOI CHCTEMH.

- ipu Maymx 3HaYeHHSX (0 < Pogen < 0,1) BriuB Ha
CHUCTEMY B I[iIoMy a00 HAa OKPEMHIl KOMITOHEHT iHTEH-
CHUBHOCTCH BEJTMUMH MOKUIAHHS BUMOT Y TIepios o0city-
TOBYBAaHHS 1 3HAXOJDKCHHs y 4ep3i € HesHayHuM. [Ipu
3MiHI IIMX BEJIMYUH 3HAYCHHS Pose, Oyne KommBaTucs
BiTHOCHO CBOTO CEPEIHBOTO 3HAYCHHSI.

Peamizamiss  mopmenmi  gBokoMmmoHeHTHOI  CMO
(puc. 3) 3nmilicHEeHO 3a JOMIOMOTOI0 areHTHOI CHMYJISIIl
Ta KommiisTopa Java y cepemommi Anylogic
University Researcher.

IIporec 00CTyroByBaHHS 3asiBOK y CHUCTEMI iMITy-
€ThCSI AUCKPETHO-TIOIIEBUM TIEPEeX0a0M OJI0KiB 010110~
TEKH MOJICITIOBAHHS MPOIIECiB (puc. 4).

source

delay sink

o

=

Puc. 3. Arent 6ararokanansnoi CMO

brok source € reHeparopoM BHIIAKOBHX MOIIH,
110 iMiTye HaxxoKeHHs 3asBok y CMO.
Brnok queue ¢opmye depry i3 3asBOK.

Broxk delay ¢opmye 06cyroByBaHHs 3asBOK.
Brok sink Gopmye 3aBepieHHs epeOyBaHHs 3asi-
Bok y CMO.
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VY Mopeni peani3oBaHO MPOIEC MapaieabHOro 00-
CIlyTOBYBaHHS 3asiBOK BIJMOBIJHO 10 BCTAHOBJICHOL
KIJIBKOCTI KaHaJIiB 00CITyrOByBaHHS.

KinbkicTs Micb B yep3i (0510 qUeUe) He oOMexeHa.

[pn HagxoKEHHI KOKHOI 3asBKH 10 Giioky delay

BIJINIOBIJITa€ CTBOPEHHS HOBOIO 1H(OPMAIIHHOIO MOBI-
JIOMJICHHS I0JI0 NMOTpeOu B OOCITyrOoBYBaHHI BiJIbHUM
MIPUJIAZIOM OOCITyTOBYBAHHSI.

Cam mporec TBOKOMIIOHEHTHOT'O 0OCITyrOByBaHHS
— 3aJy4eHHs IpUIay — Peali3oBaHo Y BUTILAII OKpeMoi

pearmizyetbest  Java-kom  «sourceServ.inject(l);» mo  momysnAmii arentis (puc. 4).
resourcePool
sourceServ seize service release sink1
o o

&

rTS moveToPoint

— O

53—

rTE

\V_

Puc. 4. AreHT TBOKOMIIOHEHTHOTO IIPOIECY 00CITyTOBYBaHHS

IMicna  peanizamii  Java-xkoxy «sourceServ.Inject
(2);» 3 6oy delay (puc. 3), 6ok SourceServ resepye
HOBe iH(OpMaIliifHe TIOBIJOMJICHHS Ha TOTpedy B 00-
CIIyTOBYBaHHI 3asBKH, mo Haniiimoia 1o CMO (6mok
delay, puc. 3).

[Hdopmarniiine mOBiZOMIEHHS TOTpaIwIsie 10 Oxo-
Ky Seize, y skoMy (OpPMYEThCS depra i3 BiAMOBiTHHX
MOBiZIOMJICHB.

Pazom 3 M, 610K Seize kepye HAOOpOM TIPHITAIiB
00CITyrOByBaHHS, IO MPEJICTABICH] y BUMIIA «HabOpy
pecypciB» (6sok resourcePool). TIpu HasiBHOCTI BiIBHO-
ro pecypcy, OJOKOM Seize 3MifiCHIOEThCS HOTO «3axorl-
JICHHS» 13 TOJJAJIBIIION0 IMITalli€er0 KOHIEHTpanii (mepma
KOMITOHEHTA, PyX 0 Micus oOCIyroByBaHHS 3asBKH Y
CMO - 610k moveToPoint) ta imitamiero 6e3nocepe-
HBOTO OOCIyTOBYBaHHS (Ipyra KOMIIOHEHTa, 00CIyro-
ByBaHHS — Oyiok Service). Ilicist BimmparroBanus iH(pO-
pMaIiifHOTO TIOBIIOMIIGHHS — HAIXOIDKCHHS HOTO ¥y
omok Sinkl  —  uepes  peamizamiro  Java-komy
«delay.stopDelay(delay.get(0));» 3asBka, siky Oyio
obcnmyrosano y CMO (6nok delay, puc. 3) «Bumycka-
etbes» 3 Onoky delay, mo imitye 3akinueHHs mepeOy-
BaHHs 3asBku y CMO.

Juist MOXKITMBOCTI (hiKCYBaHHSI 4acy 3HAXOKEHHS
3agBoK y CMO, 31iHCHIOETECS 3aMip MOMEHTY HaIXo-
JokeHHs 3a1Bkn y CMO (MOMEHT BHXOAY areHry 3 01o-
Ky source, puc. 3 «agenttimeln = time();»). Hauwuii
ANTOPUTM Ja€ MOXXJIHBICTD 3a(iKCyBaTH TPHUBAIICTD
3HAXOKEHHS KOXHOi 3asBkH y uep3i CMO (6mok
queue) Ta mijx o6ciyroByBanusam (6iok delay).

Juist motryky 3aKOHOMIpHOCTEH BIUIMBY IHTEHCHB-
HOCTI Haaxo/pKeHHs 3as1BoK 10 CMO (), iHTeHCUBHOC-
Ti TIepIIOi KOMIOHEHTH (V) Ta IHTEHCUBHOCTI 00CITyro-
BYBaHHA (({) CTBOPEHO EKCIIEPUMEHTH YyTIMUBOCTI MO-
Zeti.

bazoBa  KiIbKICTh  KaHaJiB  0OOCIyroByBaHHS
MpUAHATA 5, IpUIaliB 00CIyrOByBaHHS 3.

Y  pesynbTari e€KCHEPUMEHTY JIOCIHiIPKyBaBCs
BIUIUB 3MiHM V Ta 4 Ha noka3Hukn CMO mpu He3MiH-
HOMY 3Ha4YeHHI A

A = const;
ve (Ok;3, 07»] ,kpox 0,005);
pe (OK; 3, 07»] ,kpok 0,005

JI71s MOXKIIBOCTI I€TAJIFHOTO aHANi3y y eKcTpeMa-
JBHAX YMOBax 3aBaHTAXEHHS CUCTEMH IPOBOAMINCH
JIOJIATKOB1 E€KCIIEPUMEHTH YYTJIMBOCTI 13 3MEHIICHUM
1arom 3MiHu A

A = const;
Ve (Ok; O,SX] ,kpox 0,002);
Le (Ok; 0, SK] ,kpox 0,002A.

3HaueHHA A TMPUAHATO SK ONIHA TIOMIS B YMOBHY
OJMHHUIIO 4acy. Y pe3yJibTaTi OTPHMaHi pe3yNbTaTty,
HaBeJIeHI Ha puc. 5 — 7.

BucnoBok

BukopucraHHsl 3alpoONOHOBAaHMX MaTeMaTUYHHUX
MoOJIeNiel JTO3BOJIUTh TPW OpraHi3allii OJHOYaCHUX pi3-
HOOIYHUX 3aXOJliB, HANPHKIIAMI, Mij Jac JIKBigaIii Hac-
JJKIB 3aJi3HUYHNUX TPAHCIIOPTHUX TOJIH, MPOBEICHHS
PEMOHTIB 1 TEXHIYHOTO O0OCIYTrOBYBaHHS Pi3HOMaHITHOI
TEXHIKM Ta O30pO€HHS, BCTAHOBJIOBATH 00JacTi IpH-
WHATHUX 3HAYCHb IMOBIPHOCTI YCIIIIHOTO BUKOHAHHSI
MOCTABJICHUX 3aBOaHb U IIONANBLIOTO HPHHHSATTS
YIPaBIiHCHKHUX PIllleHb MO0 PaliOHAIBFHOTO BHKOPHC-
TaHHS HEOOX1AHMX CHJI 1 3ac00iB.

[Moganbiil AOCTIIKEHHS ITOLIIBHO CIPSIMOBYBATH
Ha pPO3pOOJICHHS 0araTOKOMIIOHCHTHHX 1 Oararoerarr-
HUX MaTeMaTUYHUX MOJEJeld 3 YacTKOBOI i IOBHOIO
B332€MO/IONIOMOTOI0 MIXK KaHajlaMHU OOCITyrOBYBaHHS Ta
CMO 3aMKHYTOTO THUILY.
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Mathematical models for rationalization of liquidation the consequences
of the railway accidents

M. Katsman, V. Matsyuk, P. Lapin

Abstract. The purpose of the article is to build mathematical models for liquidation the consequences of the railway
accidents based on multistage and multicomopnent queuing system. Results. Mathematical models of queuing system (QS) with
the distribution of the input flow of distribution requirements simultaneously on several service channels to determine the proba-
bility of service of these requirements and other characteristics of such QS are considered. The models are implemented using
agent simulation in the Any Logic University Researcher environment and the Java compiler. As a result of the experiments on
the sensitivity of the model, the regularities of the influence of the intensities of applications in the queuing system and the im-
plementation of service components during the stay of applications in the, the load of service devices and service channels. Con-
clusions. The use of proposed models allows establishing areas of acceptable values of the probability of successful implementa-
tion of the set management decisions on the rational use enable recourses to organize a variety of measures to eliminate the con-
sequences of railway accidents, repairs and maintenance of various equipment, devices and weapons.

Keywords: railway transport, consequences of the railway accidents, repairs, queuing system, QS component, non-
Markov type QS, imitation modeling.
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OCOBJIMBOCTI 3ACTOCYBAHHA EKOJIOT'TYHO BE3INEYHUX PIIMHHUX
KOMITO3UIIMHUX MATEPIAJIIB J1J151 EKPAHYBAHHSA
EJIEKTPOMATI'HITHUX IT1OJIIB

AnoTanis. [locnimKeHo 3aXUCHI BIaCTUBOCTI PIAMHHHUX €KOJIOTIYHO OEe3MEeYHUX MaTepiajiB Ul eKpaHyBaHHA CICKTPUY-
HHX, MarHiTHUX Ta €JIEKTPOMArHiTHUX IOJIIB HIMPOKOT0 YaCTOTHOTO Jiana3ony. MaTepiaau BUTOTOBIISUIMCS Ha OCHOBI KOH-
LEHTPATY 3alli3HOI PYAH, y SIKOCTi MaTpHIl OyJIu BUKOPHCTaHI BOJAHO-ANUCIIEPCHA Ta TeomnoiMepHa ¢apou. BumpoOyBaHHs
3aXHUCHUX BJIACTHBOCTEH JUIS €IIEKTPHYHUX Ta MarHITHUX CKJIAOBHX €JIEKTPOMArHiTHOTO HOJIS TPOMUCIIOBOI YaCTOTH MOKa-
3aJH, M0 Koe(ilieHTH eKpaHyBaHHS €IEKTPHYHOTO ITOJIS 3a KOHIIEHTpalil ekpaHyrodoi pedoBuHu 15—-60 % (3a Baroro) —
1,1-8,6; marnitHoro nons — 1,2—5,3. KoeirmienTn ekpanyBaHHs MaTepiaqy Ha OCHOBI BOJHO-IUCIIEPCHOI (hapOu HIKYI 3a
TeOoIOoTiMEPHY, 110 MOXKHA MOSICHUTH OKHCIICHHSM 3aJ1i30BMiCHOT KOMIIOHEHTH 1 3HW)KSHHSI eeKTpUYHOi poBinHocTi. Koe-
¢ilieHTH eKpaHyBaHHS eIeKTPOMArHiTHOro nosst yactororo 2,45 I'T'y cknagatots 1,2—7,9.

Kno4oBi cmoBa: pianHHI KOMIO3ULIIHI MaTepiaiy, eIeKTpOMarHiTHe moyie, eKpaHyBaHH, 3aXHUCHI BIACTUBOCTI, KOe-

¢imieHT eKkpaHyBaHHS, KOHIIEHTPAT 3aIi3HOI Py /IH.

Beryn

BukopucTaHHs eeKTpOMarHiTHOI eHeprii B pi3Ho-
MaHITHAX TaJdy3sX MSUTBHOCTI JIFOMWHHU TPU3BEIO [0
TOTO, 110 AHTPOIIOTE€HHI EJIEKTPOMArHiTHI BHIIPOMIHIO-
BAHHS y JICCATKH TUCSY Pa3iB MEPEBUILYIOTH IPUPOJHHUIH
eJeKTpOMArHITHHA (QoH. B ocTaHHI pokm cmoctepira-
€TBCSI CTaJIe MiJABUIICHHS €IEeKTPOMArHiTHOrO HaBaHTa-
JKEHHS Ha BUPOOHWYE CEPEeIOBHIIE i JOBKULIS B LLIIOMY.
3araapHOBIIOMO, IO HECTIPUATIHBI (i3H4Hi (PaKTOpH, 30-
KpeMa eJeKTPOMAarHiTHEe BHIIPOMIHIOBAaHHS, MPSIMO abo
OIOCEPEIKOBAHO MOXKYTh 3aBJIaTH ILIKOJM 3[J0POB’IO JIFO-
nuHA. BeecBiTHS oprasizailiss OXOpPOHHU 37J0POB’SI BMa-
rae MakCUMaJbHOI'O 3HIDKEHHS PIBHIB €JIEKTPOMArHiT-
Hux noutiB 3a npuninoM ALAR (as low as reasonably —
HACTUTbKM HU3BKUH, HACKUIBKU 1€ PO3YMHO JIOCSDKHO),
SKUH paHillle CTOCYBaBCS TUIBKH 10HI3YIOUHUX BHUIIPOMI-
HIOBaHb. 3acTOCYBaHHA I[bOTO NMPUHIOHWIYY Iependadae
BCTAHOBJICHHSI PO3YMHOTO PiBHS HEOE3IEKH HACTUIBKH
HU3BKHUM, HACKUIBKH 1€ MOXKE OYTH JIOCATHYTO NPAKTH-
YHO 3 ypaxyBaHHSM COIiaTbHIX YNHHHKIB.

Ha croroaninmHiii AeHb, B yMOBaX PO3LIMPEHHS Ya-
CTOTHOTO CIIEKTpa EJIEKTPOMATHITHUX MOJIB Ta 301b-
IICHHS 1X aMIUTITY/l, HAiOLIbII JiEBUM 3acC000M iX 3HU-
KEHHsI € eKpaHyBaHHsI 3aXMCHUMH MaTepiajiaMu, repc-
MEKTUBHUMHU JJIS [[LOTO € KOMIO3UIIHHI 3aXUCHI MaTepi-
anu, po3poOJICHHIO Ta JOCIIPKCHHIO 3aXUCHUX BIACTH-
BOCTEH SIKUX MPUIIISAEThCS O6arato yBaru. AJe icHyo4i
TEXHOJIOTIi IX BUPOOJICHHS CKIIaHi, KOMIIOHEHTH MalOTh
BHCOKY BapTiCTh, IO IPU3BOJMTH JI0 BEJIUKOI BApTOCTI
KIiHIIEBOTO TPOJYKTY W YHEMOIIMBIIIOE HOTO 3aCTOCY-
BaHHS JUIA OOJIMLIOBaHHS ITOBEPXOHb BEJUKHX ILIOLI.
Kpim Toro, KoMITo3uIliifHi eKpaHyr0Ui MaTepiain s 3a-
XHUCTY JIFOJICH BiJ BIUTUBY €NEKTPOMATHITHOTO BUIIPOMi-
HIOBAaHHS TOBUHHI OyTH eKoJIoTidHO Oe3neuHuMH. J[is
BUDILICHHS 3a/1a4 €KPaHYBaHHS OKPEMHX IPHMIIICHb,
4acTHH OyaiBeNb, AOLUIBHO JTOCITIJUTH MOXKJIMBOCTI BU-
pOOJIeHHS 1 3aCTOCYBaHHSI €KpaHYIOUMX MaTepiajiiB Ha
pinnHHMX HOcisix. Taki Marepiany € OUIbII NPAKTHYHUMH
IiJI 4Yac HaHECEHHS Ha IMOBepxHI OyIb-sikoi Qopmu

3 MiHIMaJIFHOIO KUTBKICTIO BiZIXO/IiB 1 peTyIIOBaHHIM TO-
BIIMHH 3aXHCHOTO Iapy.

ToMy MOLIIBHO IOCTIAWTH MOXKIIMBOCTI 3aCTOCY-
BaHHS €KOJIOTIYHO OC3MEYHHMX PIAMHHU KOMITO3UIIIHUX
MarepiaiiB JJisl eKpaHyBaHHS eJIEKTPOMArHiTHUX IOJIB.

AHaJi3 ocTaHHIX JocaifkeHb i my6mikamii. J{mst
EKpaHyBaHHS CJICKTPOMATHITHUX TIONIB B MPUMIIICHHIX
JIOLUTFHO 3aCTOCOBYBATH DiJMHHI 3aXWCHI Marepianm,
SIKI MOYKHa HAHOCHUTHU Ha TOBEPXHI Oyab-siK0i1 Gopmu 3
moTpiOHOrO TOBMMHOK. CaMe Takuil MiIxiJx BUKOPHCTA-
HU#l y poOori [1], e HaBeCHO Pe3yNbTaTH TOCIiIKCHb
KOMITO3MLIIHNX MaTepiajiB THUILy IIMATIIBKH 3 BMICTOM
Bonmsdpamy (70 %), Hikemo (18,6 %) Ta Byrmemnro
(11,4 %). Ase Takuit Matepian MpU3HAYCHHH TS 3aXH-
CTY BiJ 10HI3YIOUHX BHIIPOMIHIOBAHb 1 pO3POOICHUN /IS
3aMIIICHHS CBUHITI. Y ITOCIIIKEHHI [2] 3aIIpOnoHOBaHO
MaTepial Ha OCHOBI kapOoHy Ta aeporenro. OmHak, 3a
MPUAHATHUX 3aXUCHUX BJIACTUBOCTEH MEXaHI4HI BJac-
THUBOCTI MOKPUTTIB He3amoBibHI. Po3poOka [3] 1 HaBe-
JieHl Koe(il[ieHTH eKpaHyBaHHS CBiA4aTh MPO MO>KIIHU-
BiCTh BHTOTOBJICHHSI 3aXMCHHX IIMMATIIBOK Ta IITyKaTy-
POK BBEICHHSAM Yy HHX MAarHiTHOTO Ta JiCIEKTPHUIHOTO
HaIMoBHIOBaYa. AJie iX TOBIIKMHU — 70 10 MM, a MOKPUTTSA
nBorrapose. Lle yckiaHI0e MPaKTUYHE 3aCTOCYBAHHS i
HiIBUNIy€ BapTicTh pobiT. [pyHTOBHI JOCIIIKEHHS
[4, 5] mokazanm, 110 3acTOCYBaHHS IPiOHOAUCIIEPCHOTO
rpadity Ta rpagiTu3oBaHOi caxi y SIKOCTI HAIIOBHIOBa4a
noJjiiMepHoi Marpuili 3a0e3neuyye BHCOKI KoedillieHTH
SKpaHyBaHHS y IIMPOKHUX CMyrax 4acToT. AJic I1i HaloB-
HIoBavi (0co0MBO rpadiTH30BaHA caxa) BUPOOISIETHCS
y Manux o0csrax i qoporosapricHa. [TomiMepHa MaTpUIls
HE 3aBXKAM 3a0e3redye 3py4HICTh OOJIHIIOBaHHS TIOBEp-
XOHb cKiIaaHoi KoH(piryparmii. Y poboti [6] HaBeneHi pe-
3YJBTATH JIOCTIIKCHb PEOJIOTIYHHX Ta afcopOIHHUX
BJIACTUBOCTEH BOJTHO-IUCIICPCHHUX Ta CHHTCTUIHUX (Papo
Ha OCHOBI T€0TOTiMEPIB.

Bce e Hagae mincTaBM NMPHUITYCTUTH, IO Taki (a-
pOM MOXKJIMBO BUKOPUCTOBYBATH Y SIKOCTI OCHOBH MeETa-
JIOBMICHUX KOMIIO3UIIH AJIsi €KpaHyBaHHS eJIeKTpoMar-
HITHHUX TOJIB. JIOMIIBHUM TaKOX € MPOBEIACHHS JOCIIiI-
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KEHb LI0/10 X KOe(ili€HTIB eKpaHyBaHHS €IEKTPUYHUX,
MarHiTHUX Ta €JEeKTPOMAarHiTHUX IOJIB HaiOLIBII TO-
MIMPEHHUX YacToT.

IIpoBeneHuit aHami3 MO3BOJSE JINTH BUCHOBKY, IO
OUTBIIICTE KOMITO3WIIIHHUX MaTepialiiB MpPOEKTYIOTHCS
JUTS BY3BKOT'O TIPH3HAYCHHSA. 32 ()YHKIIOHATbHAMH MO~
JMBOCTSIMH T4 BapTICTIO BOHM HE NMPHUCTOCOBaHI Uil 00-
JUILOBAaHHSA MOBEPXOHb BEIMKUX IUION[ Ta CKIAJHHX
KoHpiryparmiii. @axkTomoriyanii Marepian MO0 3aXHUC-
HUX BJIACTHBOCTEW PIAMHHUX MaTepialiB Ha CTaHIApT-
HUX J1ako(apOOBUX HOCISX BIACYTHii.

BizoMi aHaniTU4YHI CHIBBIAHOIIEHHS IIOJ0 BU3HA-
YEeHHsI MarHiTHUX Ta eJIeKTpoQi3NYHHUX CyMillei He ajia-
NTOBaHi JI0 MPOTHO3YBAaHHS MAarHiTHHUX, €JIeKTpoQi3nd-
HUX BJIACTHBOCTEH PIIMHHUX KOMIIO3WIIIMHUX Marepia-
JiB.

BupinieHHs: HaBeAeHUX 3a7a4 JO3BOJIHUTH CHOPMY-
BaTH 3arajbHi 3acaJy MPOEKTYBaHHS ITHPOKOCMYTOBUX
€KOJIOTIYHO Oe3MEeYHHX eNeKTPOMATHITHUX EKpaHiB Ha
piAMHHOMY HOCIi.

INocranoBka 3aBaanHs. Mera podoTn — mocii-
JOKCHHSI YMOB 3aCTOCYBaHHS Ta €(heKTHBHOCTI €KOJIOTi-
yHO OE3MEeYHHUX PIAMHHUX KOMIIO3HMLIHHUX MaTepiaiiB
JUIsl eKpaHyBaHHS €JIeKTPOMAarHiTHUX TOJIB.

BuxkJiax ocHOBHOTO MaTepiairy

Ji 3pydHOCTI HaHECEHHSI 3aXHCHOT0 MaTepiary Ha
MOBEPXHI Y AKOCTI MaTpuili Oyino obpaHo TOTOBI (apdu
nBox TutmiB. [lepma — akprioBa BOZHO-TUCTIEpCiiiHa (a-
p6a VD-AK-22W (Binopycs) (p=1,03 r/cm®), npyra — re-
omomiMepHa ¢apoéa MK  3/18-9.20 (VkpaiHa)
(p=1,15 r/cm®).

Boano-aucnepciiini MaTepiaiy He MalOTh Y CBOEMY
CKJIaJli OpPraHIYHUX PO3YMHHHKIB, TOMY BOHH BBaXKa-
I0ThCS €KOJOTTYHUMH Ta HEIIKIJAJTMBUMH ISl 3710pOB’SL.
AKpHIIOBi BogHO-ANCTIEpCiiiHi (hapbu cTiiiki 10 BoJOTH,
TEeMIEepaTypPHUX MEPeMaiiB, BIUIUBY YIbTPadioneToBoro
BHIIPOMiHIOBaHHS. IO TOTO K, TAKE TIOKPHUTTS MPOIYCKAE
TIOBITPSI, ajie MPH TOMY € JOCUTH CIIACTUYHHUM 1 Hemap-
KuM. Y pasi HeoOXiHOCTI cTiHH, modapOoBaHi mozio-
HUM CKJIaZIOM, MOKHa 0e3 Ipo0JieM BiJIMHTH. AKpPHIIOBa
(hapba He CTUPAETHCS 1 HE PO3TPICKYETHCS, a ii JIyrocTiid-
KICTh Ma€ Ba)KJIMBE 3HAUEHHs NPU 00poOLi OETOHHMX
CTiH.

I'eomoniMepu rapaHTYIOTh EKOJIOTIYHY Oe3IeKy,
OCKUTBKH CTBOPIOIOTHCS Ha 0a31 KOMIIOHCHTIB I'EOJIOT Y-
HOTO TOXOJDKEHHS, Ta HE MICTSATh CHHTCTUYHUX IOMi-
mok. [HHOBAITiiTHI TEXHOJIOTii BUPOOHUIITBA TEOIOITiMe-
PHHX MaTepialiB 3a0e3MeuyroTh iX eKCKJIIO3UBHI BIACTH-
BOCTi: O€3MeKy ISl 30POB’S IIOAMHU, HAIBHCOKY MIIl-
HICTh, CTIHKICTh JO BIUIMBY arpE€CHBHOTO CEpPEIOBHIIA,
3MiHH TeMITEpaTyp.

VY SIKOCTI €KpaHyHO4YOro HaloBHIOBaua BHKOPHUC-
TOBYBaBCs APIOHOAMCICPCHUN KOHIIGHTPAT 3aIi3HOT
pyAau, oTpuMaHuii MetonoM ¢utoraiii Ha [TontaBcbkomy
rippu4yo3daradyBajibHoMy KomOinari (Bmict Fe -
68—72 %, Fes0s — 2022 %, p=6,24 r/cm®.

Binomo [7], w0 eekTUBHICTh €KpaHyBaHHS 3alie-
JKUTh BiJl TUCIIEPCHOCTI HANOBHIOBaYa. J[UCIEepCHICTh
BH3HAYaJacs EKCICPUMECHTAIBHO CSANMEHTALIHHIM Me-
tonom. CepenHill po3Mip YaCTUHOK 3aJTi30PYAHOTO KOH-
HEHTPATY Iicys MoApiOHEHHS cKiIagaB 22—23 MKM.

ExpaHyroui cymilli BUTOTOBJSUTHCS HeEpEMilLy-
BaHHSM (hapOu 3 MOTPIOHOIO KNBKICTIO HAIIOBHIOBAYA Yy
nabopaTopHOMY IHCOJbBEPi. byJso BHroTOBIEHO [1Ba
THUIIH €KPAHYIOUOro 3aXHUCHOTO MaTepiaiy:

— BOQHO-AWcHepciitHa (apba 3 qogaBaHHM 3ai-
30pYAHOTO KOHIICHTPATy y BaroBWX KuTbKocTsx 15, 30,
45, 60 % (matepian Ne 1);

— reormoniMepHa ¢apba 3 10JaBaHHAM 3aTi30PY -
HOTO KOHIIGHTPATy Yy BaroBux Kimpkoctax 15, 30, 45,
60 % (matepian Ne 2);

VYci orpuMaHi MaTepiajay HAHOCHIIUCS Ha IOBEp-
xHi. [Ticas BUCHXaHHsI TOBIIMHA 3aXHUCHOTO IIapy CKIia-
nmama 0,22—0,25.

BrnactuBoCTi 3aXMCHUX MaTepiajiB 3HAYyHO 3ajie-
JKaTh HE TUIBKM BiJl XIMIYHOTO CKiIamy Ta (i3HYHOTO
CTaHy MaTepialiB, a i aMIDIITYAX 1 9aCTOTH TOJI, IO eK-
PaHYETBCAL.

BuMiproBaHHS HAIIPY>KEHOCTi eJICKTPUYHOI Ta Mar-
HITHOI CKJIQJIOBUX €JEKTPOMArHiTHOTO OIS IPOMHCIIO-
BOI 9acTOTH 3AIHCHIOBAIIOCS KalTiOpoOBaHMM BHMipIOBa-
gem. BE-metp mogudikamii « AT-004» ta «50 Hz» 3 6:110-
koM ympasiinns « HTM-tepminam» (Pociiiceka denepa-
1is1) 3TiTHO IHCTPYKLIT 3 eKCIuTyaTarlii.

Jliis Bu3HAuYCHHS KOS(IIIEHTIB €KpaHyBaHHS CJICK-
TPOMAarHITHHX I10JIiB yJIbTPABUCOKUX YaCTOT BUKOPHCTO-
ByBaBCSl KaliOpOBaHWI BUMIpIOBau IIITBHOCTI TOTOKY
eneprii [13-31 (Pociticrka Denepaltist) 3riqHO iHCTPYKITIT
3 eKCIDTyaTalii.

Pesynpratén BuMiproBaHHS Koe(illi€HTIB eKpaHy-
BaHHS €JICKTPUYHOrO MOJS HPOMHCIOBOI YaCTOTH Ha-
npyxenictio 178—180 B/M piguHHUMEU eKOJIOTIYHO Oe3-
MIEYHUMH MaTepialaMu MpecTaBieHi Ha puc. 1. Pesyms-
TaTH BUMIPIOBAHHS KOeQilli€HTIB eKpaHyBaHHS MarHit-
HOTO IOJIS MPOMHUCIIOBOI 4acTOTH iHayKIieo 280—285
MKT HaBeneHO Ha puc. 2.

Pe3ynpraT BUMIpIOBaHb KOE(QIli€HTIB eKpaHy-
BaHHS CJICKTPOMArHiTHOro moys yactotoro 2,45 I'Ti
IIJTLHICTIO TTOTOKY eHeprii 178—182 mxBT1/cMm? HaBeneHo
Ha puc. 3.

J151s1 BHCOKOYaCTOTHUX BUIIPOMIHIOBaHb BAXKIIBUM
€ BHECOK 3aXHCTy 3a PaXyHOK BiIOWTTS €JIEKTPOMAarHiT-
HUX XBWJIb Y 3aralbHUil KoedimieHT ekpanyBanHs Koe-
¢imieTn BiIONTTS HaBeeHO Ha puc. 4.

OyHKIIT 3a5Ie)KHOCTI Koe(illieHTa eKpaHyBaHH Bif
BMICTYy €KpaHYyIO4YOro MaTepiajgy y IMpoleci MpOoeKTy-
BaHHS 3aXMCHOTO MaTepiany HaJalTh MOJIIHBICTH OI-
HO3HAYHO BU3HAYUTH BMICT €KPAaHYIOHOT0 HAIIOBHIOBAaYa
y JieNeKTPUYHII MaTpuLi AJIsl OTPUMaHHS HEOOXiTHOTO
KoedillieHTa eKpaHyBaHHS K HU3bKOYACTOTHOTO, TaK i
BHCOKOYACTOTHOTO €JIEKTPOMAarHiTHOTO MOJIS.

Hageneni pesynbratu cBigyarth, 0 po3pobieHi
Matepiany MpUAATHI JUTi 3aXHUCTY JIOJICH BiJl eleKTpoMa-
THITHUX BIUIMBIB SK y BHPOOHHYHUX, TaK i MOOYTOBHX
yMOBax, MPUHAWMHI 32 BMICTY €KpaHyI9ol CyOCTaHIIii
oimemie 45 % (3a Baroro). Bwmict HamoBHIOBauiB 3a
00’eMOM € HAa0AraTo MEHIIKUM Yepe3 3HAYHI BiAMIHHOCTI
T'YCTHH METaJOBMICHOTO HAaIlOBHIOBAaYa i BUKOPHCTAHHUX
¢bapb.

Tomy HamoBHIOBaY CYTTEBO HE BILIMBAE HA 34ell-
JieHHs (hapOu 3 MOBEPXHEIO, 1[0 € BAKIMBUM JUIS TIPaK-
TUYHOTO 3aCTOCYBaHHSI OTPUMAaHUX 3aXMCHHX Marepia-
JB.
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AHaJi3 pe3yJbTaTiB BUMIPIOBaHb, HABEJACHUX Ha
puc. 1-3, cBimunTh, M0 3arajbHi KOe(illieHTH eKpaHy-
BaHHS 32 BMICTOM HamnoBHIOBa4a 45 % 1 60 % (3a Baroro)
LUIKOM IPUHHATHI 715l IPAaKTHYHOTO 3aCTOCYBaHHS PO3-
poOIIeHNX CyMiTIeH.

Jemo HIDKYI KoedillieHTH eKpaHyBaHHS MaTepiary
Ha OCHOBI BOJHO-AWCIIEPCHOI (papOu MOKHA MOSICHUTH
YaCTKOBHM OKHCJICHHSAM HAllOBHIOBAa4Ya Y IPHCYTHOCTI
Boau. Leit ehekT HE MPOSIBIAETHCS 32 TAKKX K€ KOHIICH-
Tpamiid 3aJi30pyAHOTO KOHIIEHTPATy Y TeomoJiMepHiit
hap0Oi.

[IpoBeneHe AOCIIPKEHHS Ma€ TICBHI OOMEXCHHS.
BumiproBanHs 3araibHUX KOe(ili€HTIB eKpaHyBaHHS Ta
KoedilieHTa BiJOUTTS €IEKTPOMArHITHUX XBHJIb BHKO-
HaHO JUISl THUIOBUX YacTOT i OOMEXEHHX KOHLEHTpALIH
eKpaHyI4O0l CyOCTaHIIi y MieNeKTPUIHIA MaTPHIIi.

3a HasgBHOCTI JaHWX TIPO EIIEKTPOMAarHiTHy obcra-
HOBKY y KOHKPETHHX YMOBaX 1 HEOOXiJHUX CTYTICHSX K-
paHyBaHHS (TIOPIBHAHHS 3 TPAHUYHO JOITYCTUMUMH 3Ha-
YeHHSMH) MOJJIMBE IOIEPETHE PO3PaxyHKOBE OIliHIO-
BaHHS CKJIAAy €KpaHylo4ol CyMIlll IJIsi BUTOTOBJICHHS
3aXHMCHOT'O €KpaHa.

Ke
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Puc. 1. 3anexHicTb koedilieHTIB ekpaHyBaHHs Ke €IEKTPHYHOTO OIS HPOMHCIIOBOT YaCTOTH
BiJl BMICTY €KpaHyro4oi cyOcTaHIii
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Puc. 3. 3anexHicts KoedilieHTiB ekpaHyBaHH: Ke €1€KTpOMarHiTHOrO 10l yJIbTPABUCOKOT YaCTOTH
BiJl BMICTY €KpaHyIouoi cyOcTaHmil
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Puc. 4. 3anexHicTs KoedimieHTiB BiTOUTTS Ks €IeKTpOMaraiTHOTo Mo yIbTPABHCOKOI YaCTOTH
BiJl BMICTY €KpaHyro4oi cyOcTaHIIii

Bucnosku

1. [ns BETOTOBICHHS E€KOJIOTIYHO OE3MEeYHMX pi-
OUHHAX KOMITO3WLIHHMX Ul SKpaHyBaHHS CJEKTpUY-
HUX, MarHITHAX Ta €JMCKTPOMATHITHUX IMOJIB HAWOIIBII
MOITMPEHNX YacTOT JAOIIbHE BUKOPUCTAHHS CEPIHHUX
(ap0 3 momaBaHHSAM Y SKOCTI eKpaHyldoi cyOcTaHIii
KOHIICHTPATY 3aJi3HOI PyAH.

2. Bwicr ekpanyroyoi cyocranuii 10 60 % (3a Ba-

T'OI0) JUTsl BUKOPUCTAHUX HATIOBHIOBAYiB BiIIOBia€ BMi-
cTy 3a 06’eMoM 10 28 % 1 CyTTE€BO HE BIUIMBAE HA ajre-
3110 CyMimIi O MOBEPXOHb, Ha SKi HAHECEHI KOMIIO3H-
iitHI MaTepiany.

3. 3araibHi KoediliEHTH eKpaHyBaHHS €IeKTpOMa-
THITHOTO TIOJISI TPOMHUCIIOBOT YaCTOTH IIapiB CyMillli 3aB-
toBiku 0,22—0,25 mm 3a BMICTy eKpaHyt04oi cyOcTaHLil
15—60 % (3a Barorw) i BOHO-IHCIICpCHOT hapOu cKita-
nmaroTh 1,1-2,9; nist reomonimeproi dhapou — 1,1-5,3.
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Features of application of environmentally safe of liquid compositional materials
for screening electromagnetic fields

Oleg Levchenko, Valentyn Glyva, Oksana Tykhenko, Oleksandr Arlamov

Abstract. The protective properties of liquid environmentally friendly materials for shielding electric, magnetic and
electromagnetic fields of a wide frequency range have been studied. Materials were made on the basis of iron ore concentrate,
water-dispersed and geopolymer paints were used as a matrix. Tests of protective properties for electric and magnetic compo-
nents of the electromagnetic field of industrial frequency have shown that the coefficients of shielding of the electric field at
the concentration of the shielding substance 15—60% (by weight) - 1,1-8,6; magnetic field - 1.2—5.3. The shielding coefficients
of the material based on water-dispersed paint are lower than the geopolymer, which can be explained by the oxidation of the
iron-containing component and the decrease in electrical conductivity. The shielding coefficients of the electromagnetic field
with a frequency of 2.45 GHz are 1.2-7.9.

Keywords: liquid composite materials, electromagnetic field, shielding, protective properties, shielding coefficient, iron
ore concentrate.
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TECHNICAL ASPECTS OF PSYCHOPHYSICAL STATE SIMULATING
OF MILITARY PERSONNEL IN EXTREME AND COMBAT SITUATIONS

Abstract. The subject matter of the article is the psychophysical state of a person in an extreme situation. The
goal of the study is providing recommendations for the behavior of people in the conditions of instantaneous action
of the excitation function and the subsequent transient process. The tasks to be solved are: to consider the mental
and physical state of man, in terms of the basic principles of the theory of transients in electrical circuits and
determine the analogy between the state of processes in storage in wildlife and technology and draw conclusions
about the possibility of concretizing them mentally and physically; to apply the theoretical provisions of the theory
of transients with two energy storage to model the psychophysical components of the human condition in extreme
situations and combat situations; based on studies of the relationship between the human psychotype and the degree
of inertia for behavior in transition and the assessment of possible time to its completion, to provide
recommendations for human behavior, including military, in emergencies and combat situations. General scientific
and special methods of scientific knowledge are used. The following results were obtained: an analogy has been made
between the electromagnetic and psychophysical states of a person with the allocation of two-unit processes makes it
possible to apply the theoretical provisions of the description of one kind (electromagnetic) to substantiate the behavior of
other psychophysical constituents. The implementation of the results of this study allows for the general public with
different theoretical background to find out the rules of behavior in difficult life situations. Conclusions. The
psychophysical state of man includes a number of individual characteristics that are decisive and can be specified by mental
and physical characteristics. Unconditional circumstances are the function of arousal and the subsequent transient process,
the results of which have objective consequences, because they are due to the action of physical laws and do not depend on
subjective desires. Understanding the analogy between the state of processes in wildlife storage and technology is
necessary to take into account in everyday activities and, especially, in emergencies and hostilities. Active mental activity
should be carried out during the responsible, anxious moments, the time of expectation, etc.: analysis of the situation,
search for the best options for completing the task, poems, songs (religions usually recommend prayers). This will
eliminate the possibility of losing control of the environment, eliminate the formation of panic, fear and negative mental
phenomena. In any case, it is essential not to remain in a state of unconsciousness and apprehension, as the induced
function will in this case lead to stupor and the impossibility of responding gracefully to the threat and taking a positive
decision. The time of the transition process depends on the psychotype of the person and can be shortened by special
training, experience and a conscious attitude towards autotraining.

Keywords: the psychophysical state of human beings, transient processes in electrical circuits, human psychotype,
extreme, combat situations.

Analysis of recent research and publications.

Introduction The first publications on these topics appeared in the

Formulation of the problem and research tasks.
The existing threats to human life and health in an
extreme situation that occurs for military personnel in
the conduct of hostilities and in an extreme environment
lead to the clarification of the conditions for losing
control over conscious actions, which ultimately can
lead to a failure to complete the task. due to a possible
panic state. Human behavior in such difficult life
situations is determined not only by its psychophysical
properties, but also by overcoming the consequences
caused by the actions of the excitation function of the
transition process, as the transition from initial (initial)
to forced (excited) mode.

By definition, the action of the excitation function
at any time t = 0 (we believe that this is not expected for
humans) for t = 0 (i.e., instantaneously), objectively
leads to a transient process with consequences that can
be described not only in the technical aspect, for
example, in electrical engineering, but also, as will be
shown in the work, for a person taking into account its
psychomotor properties.

This indicates the relevance of addressing this
issue to the impact of extreme processes on individuals,
their actions, for example in a combat setting.

middle of the 19th century, when psychophysics was
recognized as a separate branch of experimental
psychology.

The main regular relations of two series of
phenomena: mental and physical, were connected
functionally by means of analytical dependencies.

Thus, the results of the conducted research were of
a general nature and did not provide practical
recommendations for applied fields, especially the
military one. Further research was carried out mainly in
the fields of philosophy, psychology, pedagogy and
other humanistic sciences [1-4].

The goal of the study is providing
recommendations for the behavior of people in the
conditions of instantaneous action of the excitation
function and the subsequent transient process

This goal defined the following research tasks:

— to consider the mental and physical state of man,
in terms of the basic principles of the theory of
transients in electrical circuits and determine the
analogy between the state of processes in storage in
wildlife and technology, draw conclusions about the
possibility of concretizing them mentally and
physically;
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— to apply the theoretical provisions of the theory
of transients with two energy storage to model the
psychophysical components of the human condition in
extreme situations and combat situations; based on
studies of the relationship between the human
psychotype and the degree of inertia for behavior in
transition and the assessment of possible time to its
completion,

— to provide recommendations for human
behavior, including military, in emergencies and combat
situations.

General scientific and
scientific knowledge are used.

1. The mental and physical state of man,
in terms of the basic principles of the theory
of transients in electrical circuits

1.1 The theoretical basis of the matter is the
theory of transient processes with two energy. The
theoretical prerequisite for considering the issue is
essentially the theory of transient processes with two
energy storage devices (in electrical engineering,
electric E and magnetic H energies) in the presence of a
voltage excitation function.

In practice, by analogy with the well-known
electromagnetic theory, one can consider the mental and
physical states of a person, which, in general, can also
be characterized by two drives. At the same time, the
mental component is determined by the activity of the

special methods of

Table 1 — Analogy of state and processes in drives

brain, while the physical component is determined by
the physical energy in the muscles.

Indeed, the human brain operates with information
and is determined by the corresponding capacitance C,,.
Therefore, in comparison, according to this property, it
is advisable to correlate it with a capacitor of some
electrical capacitance Cq. Then the inductance Ly as a
characteristic of the accumulated magnetic energy is
completely analogous to the concentration of physical
energy Lt in human muscles.

1.2. Analogies of the electromagnetic and
psychophysical state of a person. The concretization in
the name with the separation of two-pronged processes
makes it possible to apply the theoretical provisions of
the description of one type (electromagnetic) to justify
the behavior of other psychophysical components.
Analogies of the electromagnetic and psychophysical
state, summarized in table 1. As can be seen from the
table, according to zero initial conditions, the absence of
a capacitor charge is equivalent to the absence of
current information in the brain. This type of storage at
the time of the appearance of the excitation function is
characterized by zero resistance, that is, they are
shunted in the short circuit mode, similar to the
resistance of a capacitive element (explanation in table
1). At the same time, accumulators of alternative energy
(magnetic/physical) with zero initial conditions go into
idle mode, which leads to their complete shutdown at
the moment t=0 of the start of the transient process.

In technology

In wildlife

The electromagnetic state of the circuit

The Psychophysical state of man

Cel— capacitance capacitor

C,— capacity of information in the brain

L. — accumulation of magnetic energy

Lg— accumulation of physical energy

Explanation and justification

At the moment t = 0, the excitation function begins a specific transient process

At the moment t = 0 the excitation function is perceived by the action of ultrahigh frequency o —

Capacitive resistance 1 !
oC ©

Xc=—==——0. That is, a short circuit (short circuit mode) of this element occurs,

regardless of the parameter of the corresponding energy storage device. .

The resistance (reactive) of the L-energy storage device is described as X| = oL =oL — oo, at the first moment of the
excitation function, the circuit element is idling, depending on the ownership and characteristics of these storage devices.

Interpretation of the dependences known in
electrical engineering is given in tables 2-4. Thus, in the
first moment of switching capacitors, as electrical
energy storage form short-circuited areas, and the
inductors become broken in the circuit, which
significantly modifies the whole circuit.

1.3. The first practical conclusion. For the
psycho-physical state complete virginity of the brain
and lack of physical movements - characterizes the
complete exclusion of the ability to think and forces to
remain motionless without the ability to escape. Indeed,
in this case, the person loses a sense of reality, time, is
in a stupor, and in terms of muscle function, there is
numbness (during the transition process).

This process is extremely dangerous and therefore
requires further study. because it is the first initial stage

of panic.
1.4. Electromagnetic and psychophysical states
with nonzero initial conditions. The law of

conservation of energy in the presence of a capacitor
charge (active brain) leads to the law of switching,
according to which energy in the capacitance

CuU’
c = 2 1)

cannot change instantaneously during the excitation
function, and therefore taking into account the first
practical conclusion:

W
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Table 2 — Electrical dependences in time
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Table 3 — Brain activity during excitation function
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Table 4 — Muscle activity during exc

itation function
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The result of the
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- any capacitive drive goes into short circuit mode;

- this type of storage continues to contain charges
(information) other than zero.

Therefore, capacitive C-accumulators, taking into
account the preconditions, act as sources of the
corresponding energy, generating previously
accumulated charge/information.

The commutation law for L as an accumulative
transmission, which has energy

e

We == @)

under behind the stream I#0, so it cannot be changed,
that means the follows:

- accumulating physical energy to switch to idle
mode;

- at the same time, physical movement, similarly to
strum |, takes its direct and significant value, so that it
acts as a viable source of energy and continues to
function [5, 6].

1.5. The second practical conclusion. For mental
and physical conditions, when the brain and muscles are
constantly engaged in work, even the exertion of the
restlessness will not be able to disrupt the functioning of
the muscles and the brain, allowing you to act with
competence in extreme situations, keeping under control
of the father, both in the execution of the task, and to
ensure their own safety and life of their co-workers,
blocking the spread of panic in people with zero basic
conditions.

Such a commitment and understanding is
important for both the experienced and the beginners in
the military in emergency situations.

2. Transition processes in psycho-physical
representation. Transition processes
with two accumulators

The excitation function in the system of two
drives, taking into account the processes at t = 0 for t=0
is (Fig. 1) a prerequisite for transferring the system from
initial to forced (excited) state, which, in fact,
determines the subsequent transition process.

The transition process is considered complete with
an error of up to 1% after 4t. Where 7 is the measure of
inertia in the measurement of time for the object /
subject.

In practice, the time of the transition process is
satisfied t = 3z. The error does not exceed 3%. The
latter allows you to estimate for the object, both the
excitation time and the subsequent transition to the
excited state.

In general, there are three types of transients,
which are shown in Fig. 1, where

1 — aperiodic;

2 —is oscillating;

3 - critical modes.

The transition time is t, =(3-4)rt.

It is known from the theoretical foundations of
electrical engineering that the influence factor on the
type of transient process is the active resistance of the
circuit.

Excitation“
function "
/' ™\ Excited state
—i e O
- T S e
/1
/
/1 1.1 -
/ — ~ — to the level of excitation
/ e 3
/ t, =(3-4)
Initial
state
T T t

t<0 t=0 t>0

Fig. 1. Transients graphs:
1 — aperiodic; 2 — vibrational; 3 — critical

In our case, the resistance of the object to the
environment, which can be determined by human
psychotype [7, 8].

3. The relationship between the human
psychotype and the degree of inertia

In psychology, there are the following basic
psychotypes of human nature:

— phlegmatic and melancholic characters indicate
significant internal resistance to the environment, which
is why such people are perceived as “inhibited”;

— people with cholesterol can be considered more
efficient and balanced, and therefore they perceive the
environment with the optimum resistance for this
purpose;

- human - sanguine is characterized by a sharp, “no
brakes” of character, which determines the low level of
resistance to the environment.

These psychotypes of man, by analogy in
technology, allow to match the measure 1 of their inertia
for behavior in the transition process, and thus to assess
the possible time t, =(3—4)t to its completion.

Thus, people of phlegmatic type of character after
the corresponding reaction to the excitation function
carry out aperiodic (Fig. 1 — 1) transition process.

The oscillating nature of the transition process is
marked by people of sanguine composition (Fig. 1 — 3)
[8, 9].

Conclusions

1.The psychophysical state of man includes a
number of individual characteristics that are decisive
and can be specified by mental and physical
characteristics.

Unconditional circumstances are the function of
arousal and the subsequent transient process, the results
of which have objective consequences, because they are
due to the action of physical laws and do not depend on
subjective desires.
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2. Understanding the analogy between the state of
processes in wildlife storage and technology is
necessary to take into account in everyday activities
and, especially, in emergencies and hostilities.

3. Active mental activity should be carried out
during the responsible, anxious moments, the time of
expectation, etc.: analysis of the situation, search for the
best options for completing the task, poems, songs
(religions usually recommend prayers). This will
eliminate the possibility of losing control of the

environment, eliminate the formation of panic, fear and
negative mental phenomena.

In any case, it is essential not to remain in a state
of unconsciousness and apprehension, as the induced
function will in this case lead to stupor and the
impossibility of responding gracefully to the threat and
taking a positive decision. The time of the transition
process depends on the psychotype of the person and
can be shortened by special training, experience and a
conscious attitude towards autotraining.
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TexHiuHi acneKTH MOJIeJTIOBAHHS NCUX0(]I3UUHOr0 CTaHy BilicbKOBOCTY:K00BISA
B eKCTPEeMAaJILHUX CUTYallifgX Ta 0oiioBiii o6cTaHoBL

. O. ®enotos, O. C. Ceprees, B. M. bazemniok, B. . Tumodees, B. I. Mockanenxko, O. B. Tapan

Anoranisn. [lpeaMeToM BHBYEHHSA B CTATTi € NCUXO(I3UUHUI CTaH JIOJMHA B SKCTPEMalIbHINA 00CcTaHOBI. MeTor0
JOOCJTiIKeHHS € HaJJaHHA PEKOMEHIAMii 010 TIOBEAIHKH JIFOJeH B yMOBaX MHUTTEBOI Aii QyHKII1 30y)KEHHS Ta HACTYIMHOTO
MepexiHOTo mporecy. 3aBAAaHHA AOCTIUKeHHS: PO3IVIAHYTH ICHXIYHUU Ta (QI3MYHUHA CTaHU JIOAWHHU, 3 TOYKH 30DpYy
OCHOBHHX MOJIOKEHb TEOPii MEepexifHUX MPOLECiB B ENEKTPHUYHUX KOJAaX Ta BU3HAYMTH aHAJOTII0 MiXK CTAaHOM MPOIECIB Y
HAKONHMYyBayaX y JKMABIM MPUPOL i TEXHIli Ta 3pOOMTH BUCHOBKH MPO MOXJHMBICTH iX KOHKpETH3alii 3a IICHXIYHUMH Ta
(I3MYHUMH OCOOJIMBOCTSMH; 3aCTOCYBAaTH TEOPETHUYHI MOJIOKEHHS TeOopis NMepeXiHUX MPOIECiB 3 JBOMa HaKOIMYyBadyaMH
eHeprii JUI1 MOJIENIOBaHHS TICUXO(]iI3MYHUX CKIaZOBUX CTaHy JIIOAWHHU B €KCTPEMaJbHUX CUTYyalisx Ta 00HoBii oOcTaHOBII;
Ha OCHOBI JOCTI/UKeHb 3B 53Ky IICUXOTHILy JIIOJMHH 3 MIipOl0 iHEpUiHHOCTI Ui MOBEIIHKH y IMepexiTHOMy mpoleci Ta
OLIHKOIO MOXJIMBOTO 4Yacy M0 HOro 3aBeplIeHHs HagaTH pPEeKOMEHAAlil MI0J0 TOBEeXiHKH JIIOAWHH, 30KpeMa
BiICEKOBOCITYKOOBIIiB, Y €KCTpEMaJbHUX CHTYyalisix Ta 0010Biif 06cTaHOBHI. METOO0IOT1YHOI0 OCHOBOIO JOCIIKEHHS CTATH
3araJlbHOHAyKOBlI Ta CHeliajdbHI MeTOAM HAyKOBOro Mmi3HaHHsA. OTpuMaHi HactynHi pe3yabtaTm: [IpoBenena amamoris
CJICKTPOMATHITHOrO Ta INCUXO(I3MYHOr0 CTaHy JIOJWHH 3 BHAUICHHAM JABOEAMHHMX IIPOLIECIB JO3BOJISIE 3aCTOCYBATH
TEOPETHYHI TOJ0KEHHS OIUCY OJHOTO BUAY (EICKTPOMATHITHOTO) /Uil OOTPYHTYBaHHS MMOBODKEHHS 1HIMUX HCHXO0(i3MIHUX
ckiragoBux. Peamizarisi pe3ysibTaTiB JTaHOTO JOCIHI/DKEHHS HO3BOJSIE JUIS IIMPOKOTO 3arajly 3 pI3HOI0 TEOPETHYHOIO
HiATOTOBKOIO 3°SCyBaTH IIpaBHiIa MOBEHIHKH y BaXXKHX JKUTTEBHX cHUTyauisx. BucHoBkm. [Icuxogi3nunuil cTaH JOIUHN
BKJIIOYA€ HU3KY IHAMBIAyaJIbHUX OCOOJMBOCTEH, sIKI € BH3HAYAJIBHUMHU | MOXYTb OyTH KOHKPETH30BaHI MCHXIYHHMHU Ta
(bi3UYHUMH 0COOIHBOCTAMH. besymoBHMMH 0OCTaBMHaMH BHCTYNAarOTh (QYHKLiA 30y/UKEHHS Ta HACTYIHHUH
MepexigHuH Mmpolec, pe3yIbTaTH il IKUX MaroTh 00’ €KTUBHI HACHIIKU, 00 3yMOBIIEH] Ji€r0 (i3MYHUX 3aKOHIB 1 HE 3aJ1eXaTh
Bil cy0’eKTHBHUX OakaHb. Po3ymiHHS aHamorii MiK CTaHOM MpPOLECIB y HAKOMWYyBadaxX y J>KMBIM Hpupoai i TexHimi
HEOOXiHO /U BpaXyBaHHS y MOBCSAKICHHIH MiSIBHOCTI 1, 0COOMMBO, B YMOBaX HaJ3BHYAHHMX CHUTYyaIlii Ta OoHoBHUX Aiil. Y
BIJIMOBiIaJIbHI, TPUBOKHI MOMEHTH, IiJ Yac OYiKyBaHHS, TOIIO, NIOBUHHA 3IIHCHIOBATHCS aKTHBHA PO3YMOBA MisIBHICTB:
aHaJi3 CHTyalil, NMONIYK HaWKpallWX BapiaHTIB BUKOHAHHS 3aBAaHHS, BIpIN, MicHI (pewirii TpaaumiiHO peKOMEHAYIOTh
MOJHUTBH). [{e BUKIIOUNTE MOIJIMBICTh BTPaTH KOHTPOJIO HAJl OTOYCHHSM, BUKIIOUYUTH YTBOPEHHS MAaHIYHOTO CTaHy, CTPaxy
Ta HEraTHBHI NCHXiuHi sBuIa. JKOOJHUM YHHOM HEOOXiIHO HE 3aJMIIATHCh Y HEPYXOMOMY OUiKyBaHHI Ta OL{NEHIHHI, a/pKe
¢yHKUis 30yIKEHHS NpU3BeAe, Y LbOMY BHUIIAJKY, IO CTYIOpPY I HEMOXJIMBOCTI MHTTEBO pearyBaTu Ha HeOe3leKy Ta
MPUUHATTS BIpHOTO pimeHHs. Yac mepexigHoro Mmporecy 3ajeKUTh BiJ NCHUXOTUIY JTIOAMHMA Ta MOXe OyTH CKOpOUYEHHi 3a
paxyHOK CHEIiaJbHOT0 TPEHYBaHHS, HAOYTTS JOCBioYy Ta CBIIOMHM CTaBIICHHSIM JI0 ayTOTPEHIHTY.

Knw4oBi ciaoBa: mcuxoQisudHuil CTaH JTIOOWHH, MEPEXigHi NPOLECH B ENCKTPHYHHX KOJIAX, MCHXOTHUI JIIOIHHM,
eKCTpeMaJibHi cuTyarii, 6oiioBa 06CTaHOBKA.
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OCOBJINBOCTI HABUAHHS IUBLJIBHOI'O HACEJEHHSI HABUYKAM
HAJTAHHS JOMEJAYHOI JOIIOMOT'HM I YAC BOMOBUX JIIA

AnoTtanisi. Mera. AHani3 i BAOKpEMJICHHS TPy OMIJIOK BUBUCHHS Ta BUKJIAJAHHSI OCHOB JOMEIUMYHOI JOTIOMOTH IJISt
IIMBITEHOTO HAceJIeHHs B yMoBax OoioBux fiil. [Ipeamer. CucremMaTH3allis CUXOJIOTO-IIeJaroriqHIX Ta MPaKTHIHUX IIPHAH-
IUITIB y MPOLECi MiATOTOBKH IMBIILHOIO HACEJICHHS 10 HAJIaHHS TIepLIO] JOMOMOTH il Yac BifiChKOBOTrO CTaHy. Y CTaTTi
JIOCITIKEHO TIpo0IeMHu Jie30pieHTali] CBiIKIB Ha3BUYAa{HOT CUTYALil Ui TOPaHEHHS Ta YMOBH HEHAIaHHSI IIEPIIIOT JOTIOMOTH
HnoCTpaxkaajaomy. BusHaueHo Taki mcuxonoriyfi ¢pakTtopH, ski GOpPMYIOTh HEpilIydicTh Ta HeOaXKaHHS y LUBUIBHUX OCIO
HaJaBaTH MepIly AOMOMOry HocTpaxaanoMmy. OOrpyHTOBaHO MpobaeMu GpopMyBaHHs 3MICTy (axoBOl TAKTHYHOI MiATOTO-
BKH, 1000py hopM i MeTOIiB poOOTH 31 CITyXauaMu 3 METO0 e(h)eKTHBHOTO HaBYaHHS HABUYKAM HaJJaHHS MEePIIoi TOMEAUNTHOL
JIOTIOMOTH: BUKOPUCTAaHHS POJIOBHUX Irop, CUTYaLifHKUX 3aB/IaHb, BiJeO(parMeHTIB 3 HOLITYKOM TIOMHIIOK Ta 0OTOBOPEHHSM,
BKJTIOYEHHS JI0 3aHATh MOTHBAI[IHHOTO OJIOKY Ta TEMH TOTOBHOCTI JIO IPAKTHYHOTO HaJJaHHS IIEPIIOi TOTIOMOTH Ta IICHXOJIO0-
TIYHOT MATPUMKH, PO3BHTOK BMIHHS KOHCTPYKTHBHO aHANI3yBaTH JOIYIICHI IPaKTUYHI TOMIJIKH. AHai3 HAWOIIMPeHi-
IIMX TIOMIJIOK TO3BOJIUTH MTiIBUIIUTH ¢)EKTUBHICTH HAJIaHHS TOTIOMOTH Ta SKICTh HABYAHHS Y 1Iiii cepi. OTpuMaHi pe3yiib-
TaTH MOXYTb OyTH BUKOPHCTaHI BUKJIaa4aMH Ta TPEHEPaMH 3 METOIO 3HVI)KSHHSI PiBHS TOMHJIOK, IO JOITYCKAIOThCS Cepex
CJIyXadiB, MiJABUILIEHH SKOCTI X MiArOTOBKY Ta €()EeKTHBHOCTI IPOBEJCHUX HUMH 3aXO0JIiB MOPATYHKY IOCTPAXKAAJIOro.

Kamo4yoBi cioBa: nepiia 1oMeau4aHa q101nomMora, mnopaHeHHs, HpaKTI/I‘-IHi HaBUYKH, MICUXOJIOTTYHHIHA 6ap’ep.

IHocTanoBka npo0;eMu Ta aHaJII3
OCTaHHIX AOCJTiIKeHb i myOmikanii

BakjMBUM yMiHHAM KOXKHOT JIFOJIMHHA B YMOBaX BO-
€HHOI cuTyanii B YKpaiHi € rpaMOTHE HaJaHHs HepIIoi
JIOMEJMYHOI JTOTTOMOTYA Ta ICHXOJOTIYHOI MiATPUMKHU
MOCTPaKAAIUM B yMOBax OoioBux niii. binpmiicts 3axo-
JIB MepIIoi JOMOMOTH MaroTh BHKOHYBATHCSI HETalHO,
OCKIJIbKHM 3YNTUHKA JIMXaHHS Ta CEepleBOi AisUIBHOCTI, a
TaKOX KPOBOBTpATa IIBUIKO MPU3BOISATH 10 BUPAKEHUX
MOPYIIEHb B OpraHi3Mi Ta 3arnbeni nmorepmisoro abo Ha
Micmi moxii, abo Hajami Bix Mi3HIX YCKJIagHeHb. Buko-
HATH 3aXO0JIU CEPIICBO-JIETCHEBOI peaHiMallii Ta 3ynmuHKY
KpPOBOTEUi MOKYTh OUEBHII MOi1 Ta MPAI[iBHUKH PATY-
BaJIbHUX CITy’KO, OCKLTBKH HisIKa CHCTEMa HaTaHHS Me i~
YHOT JIOMTOMOTH Ha JOTOCHITaJIbHOMY €Talli He MOXKe 3a-
0e3rnevnTH MUTTEBE MPUOYTTS MAIIMHU MIBUAKOT ME/IHU-
4yHOT TormoMoru Ha micte noii [1]. Tak, 3a CTaTHCTHKOIO,
BiJl TIOIIKOJKEHHS BEJIMKMX KPOBOHOCHHX CYAMH (BEH i
aprepiil) BHaC/IiJOK MIHHO-BUOYXOBUX BIUIMBIB, OCKOJI-
KOBHX Ta BOTHETIAILHUX ITOPaHEHb MPY 3BOJIKAHHI 3 He-
Ha/IaHHAM MepIIoi JOMEAWYHOI JIOTIOMOTH, HACTaHHA
CMEpTi NOTEPIIIJIOr0 MOKEe HACTYNIUTH BXKE Yepe3 KijbKa
XBHWJIMH ITCII OTPUMAHHI Takoi TpaBMH. BuacHo Bukin-
KaHa MEANYHA JIO0TIOMOTa Ta BMiHHS OTOUYIOUHX Y TIEPioA
OUiKyBaHHS NPHUI3AY JKapiB HaIaTH MEPIIy IOMOMOTY
3HAYHO 301JIbIIIY€ [ITAHCH MTOTEPIILIION0 BUXKHUTH. Y cydac-
Hiif peaHIMaToJIOorii ICHY€e TEPMiH «30JI0Ta TOIUHA - TIe-
puri 60 XBUIMH Ticyst oTpuMaHHs TpaBMu. CBO€uacHe,
e(eKTHBHE Ta PaBUIbHE HAJIAaHHS JOIIOMOTH caMe Y LeH
nepioJ] Jae 3MOTY MiIBUIINTH IIAHCH HA BHXXKMBaHHS 10~
TepNiuIoro. « MK JKHUTTSAM 1 CMEPTIO € «30JI0Ta» TOJIHHA.
SIKIIO BY TSDKKO MOpaHEeHi, y Bac 3aIMmmiIocs MeHe 60
XBWIMH, 100 BIDKUTH. 3pO3yMiJIo, BU HE OOOB'SI3KOBO
MIOMpETE caMe 4epe3 TOJMHY, 16 MOXKE CTaTHUCs depes3
TpH OHI a00 Yepe3 IBa TIXKHI — aje y BalloMy Tili 3a
el Tmepiofl BXKE CTaHETbCAd IIOCh HEMOMPABHE».
P. Amamc Koyi.

IlocTaHoBKa 3aBAaHHA Ta HOro BUPillIeHHS

MeToro HaJaHHS TEPIIOi JOMMOMOTH Ta MCUXOJIOTI-
YHOI MIATPUMKH € 30€PEeIKCHHS KUTTSA Ta 3IOPOB'S JIFO-
IUHKA, a TaKOX HOpMAai3allis HOro ICHUXOJOTIYHOTO
cTaHy. Y CoOmianbHIH TCHXOJOTI ICHye TOHATTA
“bystander effect”, abo edekt oueBHaLS, KM MOJSTAE
Y 3BOPOTHO-TIPOTIOPIIHHOMY 3B'SI3KY MiX KUTBKICTIO JTFO-
neil, XTo 0ayuTh HEOOXITHICTH JOIOMOITH JIFOAMHI 1
TUMH, XTO BTpyTUBCS. Lo Oinpmie moaei 6a4arp, To Oi-
JIBIIIE CTPaxy Ta MEHIIEe OYEBHUIIIB JOMOMOXYTh. Y
Oyap-siKiit MOMIOHIN cUTyaIil KOXKEH MOXe OYTH 3alex-
HUM BiJl BTpyYaHHsI OUEBHIISI Ta HAJaHHS HUM MiHiMa-
JILHOT TOMETUYHOT JOOMOTH. | SKIIO 13 COIliaTbHUMU Ta
KOMYHIKaTUBHUMH TPUYMHAMH €(PEKTYy OUCBUALS MO-
’Ha OOPOTHCS HABYAHHSM Ta IICPCKOHAHHSIM, TO 31 CTpa-
XOM BIIIIOBITATFHOCTI MOKHA OOpPOTHCS JIUIIC OIHUM
CHoco00M — BUKITIOYHMBIIN HOTO HIJISIXOM 3100y TTS CTiM-
KHX HaBUYOK.

s cipusHHS e(EeKTHBHOMY OTPUMAHHIO TEOPETH-
YHUX 3HaHb Ta NPAaKTUYHAX YMiHb Ha CHOTOIHIIITHIHN
JIeHb 7S IUBUTBHOTO HACEJICHHS IIPOBOISTHCS Pi3HI Ha-
BYaJIbHI KypcH Ta TpeHiHrd. [Ipu npoMy akTyaibHOO 3a-
JIMIIAETBCS TPOOJIeMa MIABHIICHHS DPIBHS IIATOTOBKH
MOJIO/II IPUHOMaM TEPIIOT JOMOMOTH Ta MCHXOJOTTYHOT
MITPUMKH Ta SIKICHOT peaizamii 1MX 3HaHb. Y paMKax
MiJBUIICHHS PiBHS BOJIO{IHHS HABUYKAMU HAJIAHHS TIep-
0T IOMEUYHOT Ta TMICHXOJIOTIYHOT JOMOMOTH Cepe/] U~
BUTBHOTO HacelleHHs, Ha 0a3i KpeMeHdy1pKoro HaljioHa-
JBHOTO YHIBepcuTeTy iMeHi Muxaiiina OcTporpaacbkoro
OyJI0 TIPOBEACHO CEpilo TPEHIHTIB, y AKAX B3SJIO YIaCTh
monaz 200 oci6. 3HaTH MPUIOMH 1 HaBITH BOJIOAITH Ha-
BMKaMM HAJaHHS MEPIIO] MEAMYHOI JOIIOMOTM — IIE HE
03Ha4Ya€e BMITH HUMH KOPUCTYBATUCS B €KCTPEMaIbHIH
curyauii [1]. HeoOxigHo BpaxoByBaTu rcuxosorivHi da-
KTOpH TIpYM HaBUYaHHI IUBITLHOTO HACEJEHHS OCHOBaM
HAJaHHS TEePIIol MEIUYHOI TOMOMOTH B YMOBax 0oifo-
BUX [il, OCKUIBKM i1 KOXHOI JIIOJAMHHM 3HAYHHM
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CTPECOBHM CTaHOM € CUTYalis, B SIKiii TOBOIUTHCS Oa-
YUTH Ha BJIACHI 04l MIOPaHEHOT 0, BMUPAIOY0ro, 3aKpHuBa-
BJIEHOT'O ITOTEPIIJIOro, @ TUM OUIbIIE CBOIO 3HAHOMOTO,
poauYa 4M KoJery mo ciyx0i. JIroauHi, sika onuHUIACK
B 30Hi 00HOBUX [Iii YK HA MiCIIl HaI3BUYAHHOT MOIii, He-
00XiTHO TOOTIATH TIEBHI NICHXOJIOTIUHI Oap'eph, sKi He
JO3BOJIAIOTH i MPUCTYIMUTH A0 HaJaHHS IEpIIOi TOMOo-
Moru noteprimmM [2]. OxauM 3 Takux 0ap’epiB € cTpax
3aIIKOIUTH CBOIMH HempodeciiHumu aismu. dpyruii —
HEBIEBHEHICTh y [ifX, HEpIlIydicTh Ta HEOaKaHHA
Opartu Ha ceOe BiAMOBIJAIBHICTD 32 UyiKe KUTTS. Tperiit
— LIe CTpax 3a CBOE BJIACHE XKMTTSI: CTPax ITJXOMUTHU Bi-
PYCHI 3aXBOPIOBaHHS MPU KOHTAKTi 3 morepriauM. [lo-
JIOJIATH Ii TICHXOJIOTiuHI Oap’epu AJsl HEMiroTOBIEHOT
JIIOIMHHU Jy’>Ke€ CKJIa/THO, OCKUTBKH eKCTpeMaJIlbHa CHTYa-
LIis i yac OOMOBHX [Iil YaCTO 3aCTa€ 3HEHAIbKa, ITOCH-
JIFOIOYH TICHXOJIOT19HI Tpo0IeMu Beix 11 ydacHukiB. Omu-
TYBaHHS YYacHHKIB TPEHIHTIB JalOTh 3MOTY CTBEPIUKY-
BaTH, MO OB K 58% ONMHWTAaHUX BiAYYBaIOTH IICHXO-
JoriuHu# 6ap’ep y HaJAaHHI EPIIOi JOTIOMOTH Yepe3 He-
BIIEBHEHICTH Y IPABMIIBHOCTI Ta €(EKTUBHOCTI CBOIX Jil.
3aranbpHa XapaKTepUCTHKA MPUYKH BiIMOBU abo 3BOJII-
KaHHI y HaJaHHI TepIioi JOMOMOTH Ha OCHOBI aHKETY-
BaHHS CIyXadiB TPEHIHTIB PO3MOAUIIETHCS HACTYITHUM
yrHOM (puc. 1).

|

= He3HaHHs npaBOBUX HOPM
= HeBoJIO/IiHHS HAaBHYKAMH

Crpax HenpaBUIBHUX Jiit
= CTpax KpoBi

Puc. 1. [Ipuunnu BiAMOBH Ta 3BOJIIKaHHI
y HaJJaHHI NepIIo] JOMOMOTH

OcHOBHa CTIHKICTb JIFO/IEH Ta CIIUIBHOT JI0 30BHIlI-
HIX BIUTMBIB MOJISITA€ Y 34aTHOCTI €()CKTUBHO pearyBaTH
Yy KpHU30BHX yMoBax. HaBuaHHsS OCHOBaM JOMEIUYHOT
JIOTIOMOTH € HEBIJI'€MHOI YacTUHY (popMyBaHHS CTiiiKoO-
CTi 710 30BHINIHIX BIUMBIB. CHEKTp OCBITHIX HPOLECIB
nepeOyBae Ha MepeTruHi 00NacTel, AKi y MOCTiTOBHOCTI
MOBEIIHKOBHX 3aXOJiB JUTs 30epe:KeHHs XKUTTS (pHcC. 2).

Hanarma
\, JOMOMOTH

ToToBHicTE

OOITOMOTY

Puc. 2. ITocnigoBHICTE miit
IUTST 30€PEIKCHHS JKUTTS

[Tepia o61acTh OXOIUIIOE MPOQUIAKTUKY Ta FOTOB-
HICTB 10 €KCTpeHMX cuTyanid. [Ipyra obnactb HaroJo-
LIye Ha paHHBOMY PO3Mi3HaBaHHI HeOe3nek 3 OOKy 30B-
HIIIHBOTO CEPEJIOBHINA i BiJ] XBOPOi a00 MOCTpakIaIol
moguHA. TpeTs o0macTe pearyBaHHS BKIIOYA€ B Iii,
SIKI MOXKY TP BifOYBaTHCS OJJHOYACHO, — HATAHHS TIEPIIOi
JOIIOMOTH Ta/abo 3BEpHEHHS 3a JOIOMOTOI0, 3aJISKHO
BiJl KITBKOCTI 0Ci0, SIKi HAJar0Th JOMIOMOTY Ta PECYPCH.

OCBITHS AisUTBHICTB, CIIPSIMOBAaHA HAa PO3BHUTOK IIe-
BHHUX IOBEIIHKOBUX HAaBHYOK UL 30€peKeHHS KUTTH,
BKJTFOYA€ KaMITaHii 010 IiABUIIEHHs 0013HAHOCTI, IPo-
(eciitHy MATOTOBKY Ta aTeCTAIlil0, a TAKOX CIeMialbHi
3HAHHS Ta HABUYKM Ha BHIAJOK KaTacTpod Ta KPUTHY-
HUX CHUTYAIH.

[Tpn npOMYy aKILEHT MOBHHEH POOMTHCS Ha CaMOTO
cllyxada Ta HOro TOTOBHICTh JOTIOMOTTH. METO0 TaKoro
HiIXOIy € TOTPHUMAHHS KIFOYOBHX ACIIEKTIB e()eKTUBHOL
OCBITH 3 ypaxXyBaHHSIM MICIIEBUX OCOOIHUBOCTEH.

Jlis 3aKkpirtuteHHsI 3HaHb Ta PO3BUTKY HaBUYOK CITiT
CIIMpPATHUCS HAa TPU KOMIIOHEHTH Ha BCIiX PiBHSAX HaBYaHHS
TepIIiil JomoMo3i:

* KorniTuBHmit 200 3acHOBaHMI Ha PO3YMOBIH Jisi-
JILHOCTI KOMIIOHEHT, SIKUI BPaXxOBYE iCTOPII0 HaBYaHHS
cycHinbcTBa ab0 OKpeMoi JIIOJIMHU Ta BUOYIOBYETHCS 3
LBOTO TOTJISIAY.

* KOMIIOHEHT conianbHOTO HaBYaHHS, SIKUI BU3HA-
4ae Oap'epu Ta CIIOHYKAE JI0 BIAMOBIIHUX NN y HAI3BU-
YallHUX CUTYaLlisIX.

* KoMIIOHEHT 30BHIIIHBOTO CepeOBHUINA, KHH J0-
TIOMarae JIOJsM PO3Mi3HATH Ta BUKOPHCTOBYBATH Pecy-
pCH HaJaHHA JOTIOMOTH (HampuKiIaz, 3akoHu, ABJI, ou-
CIETYEPCHKY CITYk Oy IIBUIKOT TOTIOMOTH).

3a KOPOTKHI TEpMiH HaBYaHHS HEMOXIJINBO cop-
MYBaTH MEJIMYHE MHUCIICHHS, Y 3B'I3Ky 3 UMM OCHOBOIO
HaBYaHHS MalOTh OYTH MPUHIMITK aITOPUTMI3allii, CTaH-
JlapTH3alii Ta BiNpanioBaHHs MPaKTHYHUX HaBUYOK JI0
aBToMaru3My. Takuii miaxin morpedye HayKoBO-00IpyH-
TOBAaHUX AJTOPUTMIB Ta CTaHAAPTIB i, 3aTBEP/KEHUX
BiJINIOBiTHIM MIiHICTEPCTBOM JJIsI HEMEIUYHUX TpaIliB-
HUKIB.

BinbmricTs BigBiMyBadiB TPEHIHTIB MAIOTh YSIBY NP0
HaJaHHA NepIol TONOMOTH, OJHAK IIi 3HAaHHS, SK IIpa-
BWJIO, € CYTO TEOPETHYHHMH 1 HE MalOTh IPAKTHYHOL
CKIIa1oBOi. Ta TONIOBHOIO MPOOIIEMOIO € Te, MI0 HaBiTh
Maroud ysBy MpO NpaBuia HaJlaHHS JOMEAMYHOI NOmOo-
MOT'H, Y CJIyXadiB BiICYyTHE PO3YMIHHS ITOCIiJOBHOCTI Ta
aNTOPUTMIB BUKOHAHHS i, COPSIMOBAaHHUX Ha TOPATY-
HOK JKHUTTSI, @ TAKOXX HEMA€ )KOTHUX NPAKTUYHUX HABHKIB
BUKOPHCTAHHS HOBITHIX 3aC00iB TAKTUYHOI MEIMIIUHU
Ta MEIUUMHHM KaracTpod (TypHIKETH, OKJIIO3iiHI
OB SI3KM, CyYacHi iHJMBITyaJbHI TepeB’s3yBajbHI ITa-
KETH, TeMOCTaTH4Hi npeniapaTy Ta OuHTH). Taki Gpakropu
€ IPUYMHOK0 BUHUKHEHHS HETPaBHILHOT ITOCTiTOBHOCTI
Iit TIpU HaJaHHI MEepIIoi JOTIOMOTH, i, sSIK HACTIJOK, I
OLIBIIOT pO3TyOIeHOCTI 0c00H, sIKa HAZA€ TOTIOMOTY.

VY xozi BUKOHAHHS OyAb-5IKOI AisUTBHOCTI MOXYTb
OyTH MMOMUIIKH, 1[0 KPUTUYHO HE BIUIMBAIOTh Ha 1I pe-
3ynbTaT. AJle TAKOXK MOXKYTb JOITyCKaTHCS TIOMUJIKH, 1110
MPU3BOJIATH IO Hee(PEKTUBHOTO ii BUKOHAHHS Ta BiJICYT-
HOCTi GaskaHoro pesynbTary. [lomunku, fomymieHi npu
HAJaHHI MepIroi JOMOMOIA Ta ICHUXOJIOTIYHOT MigTpH-
MKH, TOB'S3aHi 3 JKUTTAM JIOAWHH, il TCUXIYHHM Ta
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(i3UYHUM 3/10pPOB'SIM, MOXYTh MPH3BOAUTH [0 TSHKKUX
HEeo0OpOTHHX HaciaKiB [3].

O1iHIOI0YY HAasSBHUX 3HAHb 1 YMiHb OyJIO BUSIBIICHO
KiJIbKa CYTTE€BUX IIOMWJIOK, 3[JaTHUX 3HAYHOIO MIpOIO
BIUIMBaTH Ha CBOEYACHICTh Ta €()EKTHUBHICTH HAIAHHSI
JTOTIOMOTH B YMOBaX BOEHHUX Jild. AHaJi3 TOMUIIOK Jis-
JBHOCTI TP HAaJaHHI ITepPIIol JOMEIUYHOI JTOIIOMOTH, X
kiacuikamis J03BOJIAE HE TITHKU BU3HAYUTH MPUINHI
MTOMIJIOK, aJIe TaKOX CIIPHSIE MiABHUIICHHIO ii e()eKTHB-
HocTi. [IpoBeneHnii KiTbKICHUH 1 AKiICHUH aHAaJi3 J03BO-
Jsl€ BUIUIMTH KJIACH(DIKAI[I0 HAWMOMIMPEHIINX TTOMH-
JIOK TIpM HaJaHHI MCUXOJIOTIYHOI MTPUMKHU Ta MEepIIol
JIOTIOMOTH Tii yac HaB4aHHA. OCHOBHUMH ITOMMUJIKaMH
0a30BOi MIATOTOBKM € HEAOCTATHE 3HAHHS HPUHOMIB
TMICUXOJIOTIYHOI MATPUMKH ab0 aJropUTMIB IepIoi 1o-
MeIu4HOI gormomoru (puc. 3).

.
- |

= [lopyIIeHHS anropuT™My Iiit

= HenpaBHIIbHICTB OIIIHKH CTaHy IOCTPA’KAAIOr0
Posry0nenicts

= HenpaBniibHe BUKOHAHHS 3aXO0/IB IIEPIIOi JOIOMOTH

Puc. 3. Po3nonisl OCHOBHUX HOMHJIOK 6a30BOi
iITOTOBKHU MpaBUJIaM HaJlaHHS MEePIIo] JOMOMOTH
(Ha OCHOBI CTIOCTEPEKEHB 338 CAMOCTIHHHMU JiSIMH

CJIyXadiB IPH BiANPaNIOBaHHI MPAaKTHYHUX HABUYOK)

Lle noB's13aHO 3 HEYITKMM PO3YMIHHSIM QJITOPUTMIB,
HE3HAHHSM 3MICTOBHHUX KPOKIB Ta Cy4acHOi MEAWYHO] Ta
TEXHIYHOI 0a3u, 3a0yBaHHSIM NPHUHIMIIIB, EICMEHTIB Te-
OpETUYHOI YaCTHHU MaTepiaiy, CKJIaIHICTIO BHOPATHCS 3
EMOLIHNM CTAaHOM Ta XBHJIFOBaHHSM y XOJIi HaBUaHHI
Ta IMOAAJBIINX peabHUX il y peanbHiil 00ioBiif oOcTa-
HoBIi. Be3yMoBHO, IuIs MiHIMI3allii MOMMJIOK TaKOTO
TUIaHy TOTPiOEH PO3BUTOK YMIHHS YiTKO Ta MOBHO 3aria-
M'ITOBYBaTH OCHOBHI 3MICTOBHI MOMCHTH IIiJl 4aC HaB-
YaHHsS HACEJICHHS BIAMOBIAHO 10 HEOOXiAHUX METOIUY-
HHUX MaTepiaiiB; pO3YMITH JIOTIKy TEOPETUYHUX 3HAHb Ta
NPaKTHYHUX YMIiHb; BigTOUyBaTH 0a30Bi TEOpETHYHI
3HAHHS 3 MEpIIoi JONOMOTH Ta MCHXOJIOTIYHOI MiATpH-
MKH, BMiHHA iX BUKOPHCTOBYBATH y peajibHill cuTyamii
[4].

Jng nux mined mpu HaBYaHHI IWBITFHOTO Hace-
JICHHS HaBUYKaM HaJaHHS NeplIoi AOMEJUYHOI JOIo-
MOTH MOXYTb BHKOPHCTOBYBATHCS JIAHIFOXKKH HaB-
YaHHSI, SIKi BKIIFOYAIOTh OJIOK TEOPETHYHOTO IJIaHy, Jai
BIJINPAIIOBAHHS i/l KOHTPOJIEM IHCTPYKTOPA, iCJIsl BIIU-
CyBaHHS IpuiioMy abo 1ii y neBHUHA KOHTEKCT ab0 CUTY-
aIliio Ta poJboBa rpa 3 MOJAEIIOBaHHIM PEaJIbHOT CHTYa-
uii. [Ipu npomy xoxHa HeoOXiHa HaBUYKA (POPMYETHCS
3a JIONIOMOT00 OKPEMHX aJITOPUTMIB, 3aTHUX ITOTIM BHU-
IIMKOBYIOThCS B IUTICHY Airo. J[is IMBIIBHOrO Hace-
JICHHS] OCOOJIMBO I[IHHUM € MPaKTHYHE BOJIOJIHHS IpOC-
TUMH IPUHOMaMH Ta METOJIaMU CaAMOPETYJIALIT: TEXHIKH

JIUXaHH, Bi3yalli3allis, KOHICHTPAIlis YBarH, IBUIKOCTI
peakuii, IpaBUIbHOCTI NPUIHATTS pillieHb, SKi HE0OXi-
JIHO BIANpaLbOBYBaTH y IpoLieci HaBYaHHs [5].

HaBuanus npuifoMam HaJaHHS MEpPIIO] MEIUYHOI
JTOTIOMOTH Ma€ WTH MapaJiebHO 3 IICUXOJIOTIYHOIO MiATO-
TOBKOIO JIO QJITOPUTMIB HAJaHHS IEPIIOi JOIOMOTH B
yMoBax OOHOBHX IIiHA.

Heob6xigHo Bia3HAYMUTH, IO IICHXOJIOTIYHA IiAro-
TOBKA HaceJeHHs 1O I B yMOBaxX BOEHHOI'O CTaHy Ta
HaI3BHYaliHUX CUTYaIliIX € BAKIUBHM EJICMEHTOM HaB-
YaHHsI [UBIIBHOTO HACENEHHS, SIKE BKIIIOYAE:

3arajibHOTEOPETUYHY ITiITOTOBKY,

(opmyBaHHS YMIHb | HABUKIB HaJaHHS JIOTIOMOTH
HE TUIbKM B 3BMYAHHUX YMOBaXx >KUTTS, ajle 1 B yMOBax
PH3HKY,

NICUXOJIOTIYHY MiATOTOBKY A0 HAIaHHS TOMEIMIHOT
JIOTIOMOTH TIOpaHeHOMY ((OpMyBaHHS CMIIUBOCTI, BIIe-
BHEHOCTI, KOHIICHTpaLil, TOTOBHOCTI 10 PO3YMHOT'O pH-
3WKY, PIITy90CTi, IPOHUKINBOCTI, JaJeKOTTIAHOCTI, Ty-
MaHHOCTI, ONITHUMICTHYHOCTI 1 T.1.) [2].

IIpakTryHi TOMIIKH 00 TOMUJIKY BUKOHAHHS: HE-
TOYHE NPaKTHYHE BUKOHAHHS MPUHOMY HaJaHHsI IICHXO0-
JIOT1YHOT MIATPUMKH 200 TEpIIoi AOTIOMOTH TOB'sI3aHE 3
HecTauero NMPakTUYHUX YMiHb Ta HAaBUYOK; BMIHHS rpa-
MOTHO, IOCJTiZIOBHO, TOYHO JEMOHCTPYBATH NPAKTUIHUH
3pa3oK poOOTH 32 YMOB, MaKCUMaJIbHO HAOIIKEHUX J10
pealbHUX; OPraHi30BYBaTH IOCTYIHHHA 1 BIAMOBIIHUN
HaBYaJbHHUHU MPOCTIp, a TAKOXX HEJIOCTaTHIH CTyIiHb BHY-
TPIIIHBOT TOTOBHOCTI.

Jis 3HWOKEHHS piBHS TaHUX TIOMIJIOK HEOOXiTHO:

HO-TiepIe, MaKCUMaJIbHE PO3LIMPEHHS B XO/1 HaB-
YaHHS NPAKTHYHUX BiANPAIfOBaHb, BUKOPHCTAHHS PO-
JILOBHX IrOpP, CUTYalliiHUX 3aBAaHb, BiqcohparMeHTIB 3
MOUIYKOM IIOMUJIOK T2 OOTOBOPEHHSIM,

MO-/Ipyre, BKIOYEHHS 10 3aHATh MOTHBAIIHHOTO
OJIOKY Ta TEMM TOTOBHOCTI JIO NMPaKTHYHOTO HaIaHHS
nepiroi AOMOMOTH Ta ICHXOJIOTIYHOI MiIIATPUMKH, 3HHU-
JKEHHsI PIBHS TPUBOTH Yy CHUTYyalisX HEYCHINIHOCTI, Po3-
BUTOK BMIiHHS KOHCTPYKTHBHO aHaTi3yBaTH AOITyIICHI
MIPaKTHYHI TOMUJIKY Ta 3aII0BHIOBATH HEOOXITHY Mpora-
JIMHY B yMIHHSX Ta HABHYKaX.

CueHapHUil MiAXiA y HABUYaHHI Ta CUMYJISIiHHE Ha-
BYaHHS YaCTO BHKOPHCTOBYIOTHCS HE3AICIKHO OJHH Bij
OJHOr0 y 0araTboX HaBYaJbHHX CHTyalisfiX 3 HaJaHHI
nepiIoi J0MOMOTH, Yepe3 CBOI MPAaKTUYHY CIPSIMOBa-
HICTh Ta MOJJIMBICTH BIJICT&)XCHHSI pPe3yJbTaTiB HaB-
yaHHs1. [CHye 3arajibHe NMPUIYIIEHHS PO Te, IO MOMi-
LIEHHs CIyXadyiB y peajiCTHYHUI cueHapiil i3 mos's3a-
HUMU 3 HUM IMiTaliiHUMHU CTHMyJaMu (Ha KIITajiT
KpOBi, UMY, IIPUCTPOIB TOLIO) MiJ Yac IX HABYAILHOTO
JIOCBiy CIIpUSITHME TIHONIOMY HaBYaHHIO Ta pO3Y-
MIHHIO KOHIIEIIII].

Ipu oMY MOMHJIKH, SKi JTOITYCKAaIOThCS BUKJIaAa-
YaMH [TPY HaBYaHHI HABUYOK HAJIAHHS MEpIIOi JOMEIH-
YHOI JOTIOMOTH Ta TICHXOJOTIYHOI MiATPUMKH, BHBUYCHI
HEJOCTaTHEO.

Buxnaganpeki NOMHIIKH YU IOMUJIKY HABYaHHA: He-
BUPA3HICTh BUCTYITY I[P KOMEHTYBaHHI [1iif, BiICYTHICTb
HEOOXIiHUX May3, BiNOBITHUX KECTIB, MIMIKH; TOMH-
JIKH y IIPOCTOPOBOMY PO3TAllyBaHHI MpU JE€MOHCTpaLil
npuiiomy. BoHn MoxyTh OyTH NOB'SI3aHi 3 HEIOCTATHIM
piBHEM BUKJIAIa[bKO1 MMATOTOBKH, BOJIOJIHHS
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TEXHOJIOTIIMH €(EKTUBHOTO HABUAHHS Ta HaBUYKaMH
nmyOsigHOTO BHCTYIy. J{ims MiHiMi3anii Takoro poay mo-
MUJIOK MOTPiOEH PO3BHTOK B IHCTPYKTOPIB BMIHHS IPH
HaBYaHHI HACEJCHHS BUKOPHCTOBYBAaTH NPHHOMH, IO
JIO3BOJISIIOTB!

YTPUMYBATH Ta aKLCHTYBAaTH yBary ayamTopii Ha
KJIFOYOBHX MOMEHTaX HaBUYaHHS,

YMIHHS B3a€MOJIATH 3 AyIJUTOPI€I0, CTaBUTH IIH-
TaHHS, JIOT1YHO BHOYJOBYBaTH MOBY, POOUTH Iay3u s
KpaIoro po3yMiHHA Ta JOJATKOBOTO PO3'sICHEHHS,

BIJIIIPAIlbOBYBATH aHI BMIHHS Ta HAaBHYKH B MiHi-
rpymnax, y paMKax MOJIEJIIOBaHHS Ta BHUPIIICHHS CHTya-
LiIfHMX 3aBJIaHb, @ TAKOXK [IUIIXOM BUKOPUCTaHHS KeHco-
BOT'O METOJIY.

PednexcuBHI MOMMIKKA a00 MMOMUJIKH 3BOPOTHOTO
3B'SI3Ky, NOIYIIEHI MpH HaBYaHHI: BiICYTHICTH CTpPYK-
TYPH 3BOPOTHOTO 3B'SI3KY Ta HETOYHICTh HOrO MOBiIOM-
JICHHA, Y TOMY YHCIIi TIpY BUAUICHHI CHJIBHUX 1 CTaOKuIxX
CTOpIH MpH BIAMOBIII CIyXadiB.

Y npoMy HampsiMi BaKJIHBE U 1HCTPYKTOPIB
BMIHHS Y MeXax HaBYaHHS Ta B3a€MOJIl 3 yUHAMH I'pa-
MOTHO 1 MOKPOKOBO JIaBaTy 3BOPOTHHUI 3B'SI30K IMiJ| yac
BUDILICHHsS] TMPAaKTUYHUX 3aB/aHb, BKIOYAIOYM TaKi
KPOKH:

BUCJIOBJTFOBAHHSI TIOJISIKH 1 TIOXBAITY,

BiJIKPHTI OMTUTYBAHHSI 1010 CAMOBITIYTTS YIaCHU-
KiB HaBYaHHS MiCJIsl BAKOHAHHS 3aBJaHHS,

OLIIHIOBaHHS pa3oM 3i clyxayaMH CUIIBHUX Ta Clia-
OKUX CTOPiH IPH BiATIPAIIOBAHHSX,

BUOYIOBYBaHHS MEPCIICKTUBH HABUYAHHS Ta I0Ja-
JBLIOTO 3aCTOCYBAaHHS OTPUMAHUX 3HAHB HA ITPAKTHLI.

BucHoBxku

HapuaHHs1 ocHOBaM HaJaHHS NEPLIOT TOMEAMYHOL
JOIIOMOTH IIMBUIBHOTO HACEJIEHHS € BaKIUBOIO 3a1a4€I0
B yMOBax OOHOBHUX JiH, SKi MarOTh Miclle Ha TEPUTOPIl
VYkpainu. HaOyTi 3HaHHS Ta HABMYKH JO3BOJISIIOTH Bya-
CHO HAJIaTH MepIy JOMOMOTY ITOPaHEHOMY 1 BPSITYyBaTH
XKHUTTS 1 310poB’si. He3HaHHS MPOCTHX aJITOPUTMIB 1 JIO-
riKM HaJaHHs TepuIoi JOMOMOTH, a TaKOX HEBIIEBHE-
HICTH Y BJIACHUX IiSIX NPU3BOJASATH 1O BUHUKHEHHS TICH-
XOJIOTIYHUX OapepiB Ta BIAMOBI y cIlaciHHI HOCTpasKia-
JI0TO.

TakuMm YHHOM, NIpH HABYaHHI LUBUIBHOTO Hace-
JICHHS HEOOX1THO MPHUAIATH OCOOIUBY yBary MCHXOJIO-
TIYHIA MATOTOBI HACENEHHS, SKa CIIPSIMOBaHA Ha ycCy-
HEHHS PO3ry0eHoCT 1 Oe3mopaxHoCTi, MiHIMI3aIlif0 BU-
HHUKHEHHS TOCTPHUX MaHIYHUX PeaKLii, ICHXOreHHUX He-
PBOBO-TICHXIYHHX MMOPYIICHb, MiJBUIICHHS aJanTarlii-
HUX MOXJIMBOCTEH IHAMBIZIa B €KCTpEMalbHUX CHTya-
LisX.

AmHami3 rpyn NOMWIOK NpW HaBYaHHI Ta BHKJIa-
JTaHH1 OCHOB HaJIaHHS MEPIIOT IOTTOMOTH B yMOBax 0o¥o-
BUX MM U1 LMBIILHOIO HACEJIEHHS I03BOJSAC IIIBHU-
IIUTH ¢(EKTHBHICTh OTPIMAHUX TEOPETHYHUX 3HAHB Ta
MPAKTHIHUX HABUYOK Ta MIHIMI3yBaTH IICHXOJIOTIYHI
0ap’epH MpU HaJaHHI JOMEIMYHOI JTOMIOMOTH HOCTpPaX-
JTAJIOMY B YMOBAaxX HaJ3BUYaliHOI CUTYaIIii.

Ioasika aBTOpiB. ABTOPH BUCIIOBIIOIOTH MOISKY
angMinicTparii KpeMeHdIynbKoro HallioHaJIbHOTO YHiBEp-
cutery iMeHi Muxaiina OcTporpaachbkoro 3a MOXKIIH-
BICTb MPOBEJCHHS JOCIIIKSHHSI.
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Peculiarities of training the population of skills of first aid during military action
Olga Chencheva, Serhiy Gerashchenko, Serhiy Firsov, Oleksandr Gubachov

Abstract. Purpose. Analysis, identification of a group of errors in the study and teaching of the basics of first aid
for civilians during military action. Subject. Systematization of psychological, pedagogical and practical principles in the
process of preparing the civilians for first aid during martial actions. The article examines the problems of disorientation of
witnesses of emergency or injury and the conditions of failure to provide first aid to the victim. Psychological factors that
determine the indecision and unwillingness of civilians to provide first aid to the victim have been identified. Problems of
forming the content of professional tactical training, selection of forms and methods of working with students in order to
effectively teach first aid skills: the use of role-playing games, situational tasks, video clips with bug search and discussion,
inclusion in the motivational block and readiness for practical provision first aid and psychological support, the development
of the ability to constructively analyze practical mistakes. Analysis of the most common mistakes will increase the effec-
tiveness of care and the quality of training in this area. The obtained results can be used by teachers and trainers in order to
reduce the level of mistakes made among students, improve the quality of their training and the effectiveness of their rescue
measures.

Keywords: firstaid, injuries, practical skills, psychological barrier.
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! Ilep>xaBHuii yHiBEpCUTET iHTETEKTyaIbHIX TEXHOJIOTIH i 3B’ 13Ky, Ykpaina
2 KuiBchbkuii haxoBHil KOIeK 3B’ 513Ky, YKpaina
¥ JleprkaBHuii yHIBEpPCUTET iHTEIEKTyalbHUX TEXHONOTIH i 3B 3Ky, YKpaiHa

IOHOC®EPHMM 3B'SI30K 5
3 BAKOPUCTAHHSIM IITYYHUX IOHI30BAHUX HEOJHOPIJHOCTEM

AHoTamisi. Y CTaTTi MOCHIIKY€EThCS 3aCTOCYBAHHS IITYYHHX 10HI30BaHMX HEOMHOPITHOCTEH y i0HOCHEpPHOMY 3B'SI3KY.
TIpoanamnizoBano miamaszod 1,5 ... 30 MI'L, sikuii BUKOPUCTOBYETHCS Y BIHCHKOBHUX CHCTEMaX KOPOTKOXBHIIBOBOTO paio Ta
ioHOC(epHOro 3B'A3Ky. Y pOOOTi MPOMOHYETHCS HOBHUIT crociO i0HOC(EpHOro 3B'I3Ky, Y SKOMY iCHYIOYi HEZOJIKH i0HOC-
(hepHOTO 3B'I3Ky 3HAYHOIO MipOI0 YCyHYTi. OTHCaHO SBUINE MITyYHO! 10HI30BaHOT HEOJHOPITHOCTI Y CEPEIOBHILI 3 BEJH-
KOMACIITaOHUMU IITYYHUMH HEOIHOPITHOCTAMH JieJICKTPUYHOI MPOHUKHOCTI. Y poOOTI HaBEICHO CXeMY YTBOPEHHS 30HH
MOKPHUTTS BiJl ITYYHO!I 10HI30BaHOI HEOHOPIHOCTI. Bi3HAUCHO MEPCHEKTUBHI NUISXU PO3BUTKY PaJioOpO3BIIKH, pajioe-
JIEKTPOHHOTO TO/IABJICHHS, JIOKAIII] Ta 3B'13Ky, 3aCHOBaHI Ha IpoLeci HeMiHifHOI B3a€MOIT ITOTYKHOTO €JIeKTPOMAarHiTHOTO
BUNpOMiHIOBaHHs niana3zoHy YKX 3 ionocdeporo 3emuti. HeniHiliHa B3aemMopist mouiB B ioHOC(epi BUHUKAE 32 YMOBH, L0
BEJINYMHA €JICKTPOMArHiTHOTO OIS, IIO MaJa€, NePEeBHUIYE PIBEHb IPUPOTHOTO MOJIs i0HOC(HEpHOT MIa3MH, 00YMOBIICHO-
TO TEIJIOBUM PYXOM 3apsIKeHHX dacTHHOK. Lle BinOyBaeTbes mpu moTyxHOCTI YKX piBHS KiTBKOX JECSTKIB ... COTEHb
KBT. BUHNKHEHHS IITY4HOI 10HI30BaHOI HEOJHOPIAHOCTI Mij BIUTMBOM IIOJI MOTYXKHOI PaAiOXBUIII BiTHOCHTECS 0 PO3ps-
Iy ICTOTHO HENiHIHHHUX i0HOC(hEepHUX e(EeKTiB, IPHU SKUX CHEPTisd CIEKTPOMATHITHOT XBHUJIl BHACIIIOK HAassBHOCTI 3ITKHEHB
MiX eJIeKTpOHAaMH, I0HaMH Ta HEWTPAIFHUMHU MOJICKYJIaMH NEPEXOUTh B CHEPTil0 PyXy LUX YaCTHHOK. IIpu 30iibIIeHHI
MOTY>KHOCTI T1aJal04u0i eJeKTPOMAarHiTHOI XBHJI BiIOYBa€eThes SIKICHHH CTPHOOK Y CTPYKTYpi IITY4HOI i0Hi30BaHOI HEO.-
HOPITHOCTI. YTBOPIOETHCS HECTalliOHApHA HEOJHOPITHA CTPYKTYpa, IO CKIAJAETHCS 3 BUTATHYTUX Y3JJ0BX T'€OMarHiTHOTO
TOJIST HEOTHOPIAHOCTEH i3 Pi3HUMH TONepedHUMH po3Mipamu. [TonepeuHi po3Mipu BearKoMaclTaOHUX HEOTHOPiJHOCTEH
nexarth y Mexax Big 50 ... 100 m 1o 1 ... 10 kM. [To310BKHI po3MipH NEPEBHUILYIOTH MONEPEeUHi Y AecATKH pasiB. [piOHO-
MaciitabHi HeOHOPIAHOCTI MAIOTh TIOTIEPEYHi PO3MIpH MEHIIe JOBKUHHU Maaydoi XBuii i cTaHOBmATH | ... 30 m. ITo3moB-
JKHI PO3MIpH IIUX HEOJHOPIAHOCTEH NEepeBHUIYIOTh IONEPEYHi B COTHI ... THCA4I pa3iB. OcobnuBicTIO npiOHOMACIITaOHIX
IITYYHUX 10HI30BaHUX HEOJHOPIMHOCTEH € IXHS 3/aTHICTh iHTeHCHBHO po3citoBati YKX. OCKUIBKH BHCOTA MITYYHOI i0HI-
30BaHOI HEOTHOPIAHOCTI MOXke mocarata ~200 KM 1 BUIIe HaJ MOBEPXHEI0 3eMili, MO>KHA BHKOPHCTOBYBAaTH IITYYHi 10HI-
30BaHi HEOJHOPIJHOCTI VIS TAJIEKOTO 3arOPU30HTHOTO 3B's13Ky. CHUTHAIM, PO3CisiHI HA ITYy4YHOI i0HI30BaHOT HEOTHOPIAHOC-
Ti, MOXXKYTh OyTH NPHHHATI Ha TOBEPXHi 3eMIIi TUIBKM THMH IPUHMavyaMH, sSKi pO3TAIIOBaHI B MeKax BUTATHYTOI MarHiT-
HOIIUPOTHOMY HampsMKy oOnacti. JloB)KMHA Ta IIMPHHA 30HU Ha MOBEPXHI 3eMIli 3aexarh Bijl TeOMAarHiTHUX, paxioizu-
YHUX Ta iHIMUX (aKToOpiB. Y CTATTi MPOBEACHO PO3PaxXyHOK PiBHS BHIIPOMIHIOBAHOI MOTY>KHOCTI JpKepesa, y SKOMY YTBO-
PIOETHCS MITyYHA 10HI30BaHA HEOJHOPIAHICTh. BU3HAUCHO BUIIPOMIHIOBAaHY IOTYKHICTB JKepena, 3a sKOi IIOYMHAE BiJir-
paBatu poJb HeNiHiiHu i0HOChepHuit edeKT.

KnodoBi croBa: ioHochepa, mTydHa iOHI30BaHAa HEOMHOPIIHICTH, KOPOTKOXBIIBOBE Pa/liOBUIIPOMIHIOBAHHS, HEIli-
HilfHU i0HOChepHHil eeKT, yIbTPaKOPOTKI XBHUIII.

[UX 3MiH, IO € CKJIQJHAM HayKOBO-TCXHIYHUM 3aBIaH-
HSIM. 3aBJaHHS IIOJIATAE B TOMY, K 3pOOUTH IICH 3B'SI30K
HACTLUTBKH K HaJIIHIM, SIK KOCMiYHa, pagiopencitHa abo

Beryn

[ToOymoBa KOPOTKOXBHIILOBHX Pafio Ta ioHOCHEp-

HHUX CHCTEM 3B'SI3KY IOB'S3aHO 3 HHU3KOIO TPYIHOILIB,
00YMOBJICHUX XapaKTepOM TMOLIMPEHHS PaJiOXBWIb Y
1[bOMY Jiana3oHi yactoT. OHIEI0 3 OCHOBHHX IPHYUH €
Te, 1[0 BUCOKA Ha/IIHHICTh 3B'I3KY Ha KOPOTKHX XBHIISIX
He MOke OyTH rapaHTOBaHA Ha BEJHMKIH BifcTaHi (OUTb-
e 50 km). MOXIIHMBICTh OpraHi3yBaTH 3B'SI30K BEJIUKOIO
MIpOIO 3aJISKUTh BiJ] KUTBKOX (DaKTOPiB, TAaKHX SIK 1004,
1opa poKy, TMOTOJHI YMOBH, COHSYHA AKTHBHICTb, IO-
TY>XHICTh BHIIPOMiHIOBaHHA. MOXKIIMBICTD 3IiHICHEHHS
HAJIHHOTO Pamio3B'sI3Ky OCOONMBO aKTyajdbHA MpPU BU-
KOPHCTaHHI KOPOTKOXBHIIbOBOI pamio Ta ioHochepHOT
amapaTypH 3B’s3Ky y BIHCHKOBHX IIiysfx. Tomy, BHacIi-
JIOK 3MIHM yMOB NOIIMPEHHS pPAagiOXBIIb Ta PIBHIB
BHITIAIKOBUX TEPEIIKO/ iCHye HEOOXiHICTh amamTarii
KOPOTKOXBHJILOBUX Pajio Ta i0HOC(EepHUX 3acobiB 110

npoBigHa. [IpuarHOI0 HEHAMIHHOCTI 3B'A3KY Ha KOPOT-
KHX XBWJISX € i0HOCcdepa, Ha AKiil 1 IPyHTYIOThCSA TaHi
TUTH 3B'SI3KY - KOPOTKOXBMIJIBOBHH pajio3B'sI30K Ta
ioHochepHwmii 3B's130K. loHOC(Epa, MalO4n JOCUTH CKIIa-
IHY OYyIOBY, MiJ M€K0 COHSYHOTO BHIIPOMIHIOBAHHS Ta
m000BOro 00epTaHHsA 3eMili MOCTIHHO 3MIHIOE CBId
CTaH, TUM CaMUM TIOCTIHHO 3MIHIOIOYM BJIACTUBICTH
BiZIOMBATH 1 NOTJIMHATH KOPOTKi XBHIi. KpiM MiHIuBOC-
Ti ioHOC(epu, Ha HaAIWHICTH 3B'A3KY BEJIMKUI BILIMB
MAa€ TAKOX 1 paiONePEIIKOAHN Pi3HOTO POIY.

Ane HaWCKJIaIHINIE | TTOKH IO HE JO KiHIS BUPI-
IICHE 3aBJaHHS — II¢ aJanTallis 3aco0iB 3B'3Ky 10 JIH-
HaMiku ioHOCQepu. s HamiitHOro KOPOTKOXBHIBOBO-
ro pamio ta ioHOC(epHOro 3B'SI3KYy HEOOXimHO, MI00
3B'SI30K 3aBXKIH MPAIFOBAB HA TaK 3BaHINA ONTUMAaIbHIN
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yactoTi. Came ii mouryk, BU3HAYECHHS Ta PO3PaxyHOK
CTAaHOBUTHh HAMOLIBITY CKIagHICTh. HakommueHwii Be-
JIMYE3HNH eKCIEepUMEHTAIBHUN MaTepiall 3 MOUINPEHHS
KOPOTKHX PaJiOXBHJIb JIO3BOJIMJIO BCTAHOBUTH OINTHMa-
JbHY YacTOTY JUIA Pi3HUX TOIUH 100U Ta mopu poky. Lle
CTOCY€THCSI KOPOTKOXBHIIBOBOTO Panio3B'si3Ky. B ioHO-
chepHOMY 3B'SI3KY IUIA YCYHEHHS iCHYFOUMX HEIOIIKiB
MPONIOHY€ETHCS 3MINCHUTH HATrpiBaHHA €JIEKTPOMArHIT-
HUM BHIIPOMiHIOBAaHHSM MIEBHOI 001acTi ioHOC(hepH.

AHani3 mingiana3zoHiB KOPOTKHX pPaaioXBWJIb.
[Mpoananizyemo aianason 1,5 ... 30 MI'n, mo Bukopwuc-
TOBYIOTBCSl Y BIHICHKOBHX CHCTEMax KOPOTKOXBHIIbOBO-
T'O pajio Ta iI0HOC(EPHOTO 3B'A3KY.

Iligmianazon uactor 1,5..3MI'l € «HIYHUMY.
BreHb 3B'130K Ha HBOMY MOXIIUBHH TUTBKHU 3 HAWOIIIK-
YHMH KOPECTIOHICHTAMH.

MMigniamazon gactot 5 ... 8 MI'm Garato B uomy
cxoxuit 3 migmiaazonom 1,5 ... 3 MIm, ane Ha BigMiHy
BiJl OCTAaHHBOTO BJIIEHb MOJKJIMBA JAJBHICTH 3B'SI3Ky Ha
Bigcrani 1o 2000 kM. 30Ha MOBYaHHSA HE3HAayHa 1 CTa-
HOBHTPH KiIbKa MECATKIB KUTOMETpiB. Y HIYHI TOIWHHU
MOXIIUBO MPAKTHYHO 3B'S30K 3 OYAb-SIKOi TOYKH 3€MHO]
kyni. [ogunu 3miHK 4yacy nobu (3axin/cxim) HalOiLIbII
3py4YHHH A JaleKuX CeaHciB 3B'A3Ky. ATMmocdepHi
MEepelIkoq MEHII BUpPaXeHi, HDK Yy /Jiama3oHi
15...3MI.

V¥ migpianazoni yacror 10 ... 15 MI'n y mepioan
COHSTYHOI aKTUBHOCTI MOXKJIMBI CEaHCH 3B'SI3KY BJICHb
MPAKTUIHO 3 OYIb-IKOI TOYKOIO 3eMHOI Kyii. BmiTky
Pamio3B's30K y IBOMY Jiamma3oHi 9acToT OyBa€ III0N0-
00BHMM, 32 BHHATKOM OKpEMHUX MIHIB. 30Ha MOBUYAHHS
BHO4YI Mae Bigctanb 1500 ... 2000 kM, i TOMYy MOXKJIHBI
JIMIIE JajieKi ceaHCH 3B'SI3Ky. Y JCHHHI 4ac MaJbHOCTI
3B's13Ky 3MeHIIyoThCs 10 400 ... 1000 kM.

[Migmianazon yactor 27 ... 30 MI'tm npuaarHuii
JUTS 3B'I3KY Y CBITJIMH 4ac oOW 1 3a3BUYAll BigKpHBa-
€ThCS Ha KIJIbKA TOJIMH, JHIB 00 TYIKHIB, OCOOJIUBO MpH
3MiHI C€30HiB, TOOTO BOCEHHU Ta HABECHI. 30Ha MOBYAH-
Hs pocsrae 2000 ... 2500 km. Ile 3yMOBICHO THM, IO
MpU BUKOPHUCTaHHI JAHOTO MiJiana3oHy KyT BimOHWTOL
XBIJII IOBUHEH OYyTH MaJIUM TI0 BiJHOLIEHHIO 10 i0HOC-
(hepw, iHAKIIE PaliOXBUII MATUMYTh BEJIMKE 3TACAHHS B
ioHOCGepi abo MPOXOAUTUMYTH Kpi3h i0HOC(EpPy B
KOCMIUHHUH mpocTip. Mam KyTH BUIPOMIHIOBaHHS Bif-
MOBIJIAIOTh BEJUKHM CTPUOKOM paJiOXBHIJII Ta, BiIHO-
BiJTHO, BEJIMKMM 30HaM MOBYaHHS. Y MEPiOAM MaKCH-
MYMY COHSIYHOT aKTUBHOCTI MOXKJIMBUH 3B'SI30K 1 BHOUI.

Tomy y po0OTI mponoHyeThest crocid ioHOChepHOo-
ro 3BI3Ky 3 BUKOPUCTaHHSIM LITYYHUX 10HI30BaHHX He-
onuopinHocret (IITH), npu sikoMy HETOJIKH iICHYFOUOTO
10HOC(EPHOTO0 3B'SI3KY 3HAYHOIO MipOIO YCYBaIOTHCSL.

Meto10 po00TH € po3paxyHOK OCHOBHUX Mapame-
TpiB BUIpOMiHIOBada, 1m0 yrBopioe IIIIH B ioHOC)EPI,
30HM TIOKPUTTS Ta MOXIIHBOCTI 3aCTOCYBAaHHS TaKOTO
10HOC(EepHOTO 3B'A3KY y BICHKOBIH CIIpaBi.

OCHOBHHH TEKCT

TeopeTruuna yacTHHA. 3a3Ha4MMO, 110 HE3BaXKa-
I0YM Ha EKCIIEpUMEHTAIbHI JOCIIJUKEHHS 10HI30BaHUX
HEOJHOPIMHOCTEH, NHUTAaHHI TOYHOCTI PO3PaXyHKIB
LBOTO SIBUINA JUIS NPAKTHKH 3JIUIIAETHCS BIAKPUTHM.
Sk 1 y pasi mpupomHOi 10HI30BaHOT HEOTHOPIAHOCTI Y

¢dopMyBaHHI BiJOMTOr0 0araToONPOMEHEBOI0 CUTHAITY
Big IITH Gepe yuacTh Bech CIIEKTp BEIMKOMACIITAOHUX
HEOJHOPITHOCTEH €NeKTPOHHOI KOHIeHTpanii Moanudi-
KoBaHOi i0HOc(epu. B ymMoBax 3acTocyBaHHS CKJIaIHOL
MOZYJISILIT HOTY>KHOTO KOPOTKOXBHJIBOBOTO PaiOBH-
MPOMIHIOBaHHA 3MiHM HH3BKOYACTOTHOI CKJIAZOBOI
CIIEKTpPY 10HOC(EpHUX HEOAHOPITHOCTEH HPU3BOAATH
IO KOPIHHUX 3MiH CTPYKTYpH 0araTompOMEHEBOTO Bil-
OHUTOTO CHUTHATY.

SAsmme ITH moxe OyTH OMUCAHO SK MMOIIUPEHHS
KOPOTKHX PATIOXBHIIb Y CEPEOBUIINI 3 BEIUKOMACIIITA-
OHMMH LITYYHHUMH HEOJHOPIAHOCTSIMH JieJIeKTPUIHOL
NPOHUKHOCTI. be3 ypaxyBaHHs mossipuzamiiHux edex-
TiB BiJIIIOBiJTHE XBIJILOBE PiBHSIHHS Ma€ BUTILS [1]:

AE + k3[&(7, E,(P) + Ae(# E,(D)]|E =0, (1)

ne E, () — mpocTopoBHil pO3MOi TIOJIS XBHII HAKATYy-
BaHH, 10 BU3HAYAE 3MIHM Y CTPYKTYPi HieNeKTPpHIHOI
MIPOHUKHOCTI 10HOC(EepH MpH HarpiBaHHI 1i MOTYKHUM
KOPOTKOXBIJILOBHM PaiOBHIIPOMIHIOBaHHSM [1].

Sk i B yMOBaxX mpUPOIHOI i0HI30BaHOI HEOTHOPIA-
HOCTI, PO3MOJIiJI eJIEKTPOHHOI KOHIIEHTpAIlil Moanugiko-
BaHOI 10HI30BaHOI HEOJHOPITHOCTI € BUMAAKOBUM JIO-
KaJbHO CTalliOHaPHUM 3a MPOCTOPOM 1 4acoM IIpolie-
COM, IO TPHITyCKae OaraTonpoMeHeBe MOUIMPEHHS
KopoTkux panioxswib. Bigminnicts IHIH Bin npupon-
HOTO SBHINA IOJISIrae Jimme y crenudini sk cepenHix,
Tak 1 QUYKTYaIlifHUX XapaKTepUCTHK [iCIeKTPHIHOI
MPOHUKHOCTI MTYYHO MoanGikoBaHOi ioHOChepH [2].

HemniniitHa B3aemozis momiB B ioHOC(hEpi BUHUKAE
3a YMOBH, L0 BEJIMYMHA €JEKTPOMAarHiTHOTO MOJIS, II0
majiae, IePEeBUIy€ PiBEHb MPUPOIHOTO TOJS i0HOChEp-
HOT IU1a3MH, 0OYMOBJICHOTO TEIUIOBHM PYXOM 3apsijiKe-
HuX yacTHHOK. Lle BinOyBaeThcs mpu moTyxHOCTI YKX
PIBHS KUIBKOX JECSATKIB ... COTCHb KBT. BUHHKHEHHS
IIIH mig BIJIMBOM MMOJIS TMOTYKHOI PamiOXBHIII BiIHO-
CUTBCS JI0 PO3PSIly CYTTEBO HENIHIMHMX 10HOC(hHEPHUX
edexTiB (nuB. popmydy (1)), 3a IKUX €HEpris eIeKTPo-
MarHiTHOi XBWJII BHACHIJJOK HasBHOCTI 3iTKHEHb MIX
€JIEKTPOHAMH, 10HAMH Ta HEHTPaJbHUMH MOJIEKYJIAMH
MIEPEXOJUTh B EHEPTiI0 PyXY INX YaCTHHOK.

[TinBuIIeHHS TeMIlepaTypy YacTHHOK, ITO-TIepIIe,
CJICKTPOHOM, NPH3BOJUTH 10 JABOX OCHOBHHUX IPOIIECIB,
o BimOyBaroOThCS B i0HOC(eEpi: 3MiHa OamaHCy ioHi3a-
1ii-pekoMOiHallii Ta BUTICHEHHS €JIEKTPOHIB 13 Harpitoi
obnacti. [lepmmit npouec Bimirpae OCHOBHY poOib Y
HWKHIH ioHOC(epi B E-mapi (h ~ 140 ... 160 km), apy-
rui - BepxHii ioHocgepi y F-mapi (h~200 ... 220 km).
3MiHa OanaHCy iOHi3amil MPU3BOAUTD 10 3POCTAHHS eJle-
KTPOHHOI KOHIEHTpallii. BUTICHEHHSI €JeKTPOHIB Mpu3-
BOJIUTH, HABIIAKH, /IO 3MEHIIICHHS KOHIeHTpatii. O6macTi
3 00ypEeHOI0 KOHIICHTPAII€I0 PO3IIMPIOIOTHECS BrOpy Ta
BHU3, yTBoprotoun LIIH. I'opuszonTansHuii posmip LITH
BU3HAYAETHCA IMPUHOIO JIiarpaMu CIIPSIMOBAHOCTI aHTe-
HU TIepeaaBayva, a BEPTHKAJIBHUHN - TOTYKHICTIO HarpiBy
Ta (OHOBMMH YMOBAaMH Ha BHCOTI HATPiBY.

[Tpu 36iNbIIEHHI MOTYXHOCTI Maal040i eNeKTpo-
MarHiTHOi XBWJII BiJOyBa€TbCs SIKICHUH CTPUOOK Y
ctpykrtypi LITH. YTBOproeTscst HecTalioHapHa HEOTHO-
piZiHa CTPYKTypa, IO CKJIANAEThCS 3 BHUTSATHYTHX Y3-
JIOBXX T€OMarHiTHOTO IOJIsi HEOTHOPITHOCTEH 13 Pi3HHU-
MU [ONEpeYHuMH po3mipamu. [lomepeuHi po3mipu
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BEJIMKOMACIITA0HNX HEOJHOPITHOCTEH JIeKATh y MeXax
Bim 50...100m mo 1...10 km. Ilo3moBxkHI po3mMipu
MepEeBHUIIYIOTH IONIEPEYHi y AECITKH pasiB. [IpiOHoMa-
cmtabHI HEOJHOPIHOCTI MalOTh HOMNEpPEeYHi pPO3MipH
MEHIIIe JOBXHMHHU Maayd0i XBUimi 1 cTaHOBIATH 1 ... 30 M.
[To3moBkHI PO3MipH IUX HEOTHOPITHOCTEH MEPEBHUIILY-
IOTh TIOTIEPEYHI B COTHI ... TUCSUI Pa3iB.

Po3BHTOK BUTATHYTHX HEOJHOPITHOCTEH BimOyBa-
€TBCS MIJ Yac MOPSIKY OAWHHIb ... AECATKIB CEKyHI.
Penakcamis IIIH micns BUMKHEHHS Magydoi XBHII
TpuBae gaemo Oimbie. Tomy, NOTYXHICTb, HeoOXimHa
JUIl CTBOPEHHSI BUTSTHYTHX HEOJHOpPIIHOCTEW Oiblie

MOTY>KHOCTI, HEOOX1THOT ISl MIATPUMKH X iCHYBaHHS.

Kpim Toro, mry4na TypOymi3amis mi1a3Mu MpuU3BO-
JUTh 0 BUHUKHECHHS IUIA3MOBHX XBWJIb Ta IITYYHOTO
palioOBUIPOMIHIOBaHHS. BHHMKae mM0maTKOBa 10HI3aIlisg
ioHOC(epH, 10 MPU3BOAUTE O ONTHYHOTO CBITIHHA Ta
HBY BumnpomMiHoBaHHSI.

Curnamm YKX nianazony, 1o po3MOBCIOKYIOTh-
cs uepe3 TypOynentHi I1ITH, yacTkoBO po3CitOIOThCS Ha

LIOMY YTBOpeHHI. PO3CisSHHSI Ma€ aHI30TPOIHUI Xapak-
Tep. MakcumyM po3ciroBaHHsa 3Haxoautbes B IIIIH, a
BICh CIIPSIMOBaHa B3JIOBXK IT03/I0BXKHBOI CKJIaI0BOI reo-
MarHiTHoro nosisi. Poscisanit ma IIIH curnan moxe
OyTH TPUIHATHI TiLNBKH B MeBHUX paiioHax. Cumin 3a-
3HAYHUTH, IO B3IOBX JiHiIl T€OMarHiTHOTO MO Ipi0-
HOMACIITa0HI HEOMHOPIAHOCTI 3 TOMEPEYHUMH PO3Mi-
pamu L, = A/2sin®, ne A - goBxkuHa XBUIi, ® — KyT
MDK HaIpsIMKOM BHIPOMIHIOBAHHS JDKepeda eJIeKTpo-
MATHITHUX XBHJIb Ta BICCIO 00JacTi IepeBHIIPOMIHIO-
BaHHS, sIKa (OPMY€E «IUIBIMY» (30HY MOKPHUTTSI) Ha TIOBe-
pxHi 3emti, i 10310BkKHIMU po3Mipamu L, = L | cuiibHO

BUTATHYTI (puc. 1). Jns curHamiB i3 4acToTO, IO
nexuTh y HwkHIA dactuHi YKX nmianasoHy, 30Ha Ha
noBepxHi 3emiti Mae mupuHy ~50 ... 150 kM (3a51€XUTH
Bix po3mipiB LIIIH) Ta goBxuHo0 ~2000 KM (32J1€KUTH
B ocHoBHOMY Bin Bucotu IIIIH). Po3scitoBanpHa 31aT-
Hicth [1IIH Bu3Ha4YaeThCs GaraTbMa yMOBaMH - Iapame-
TpaMH HarpiBy, 4acTOTOIO CHTHATy. 31 30iJIbLICHHSIM
JaCTOTH CUTHATY €()eKT 3MEHIIYETHCS.

hdia TR

Puc. 1. Cxema yTBOpEHHS 30HU MOKPUTTS BiJl IITYYHOI I0HOC(EPHOT HEOTHOPIJHOCTI

Oco6nuBicTio apioHomacmTabuux IIIH € ix 3xat-
HicTh iHTeHCcHBHO po3scitoBat YKX. Ockinbku BucOTa
ITH moxe gocsrati ~200 KM HaJ TTOBEPXHEIO 3eMITi €
MOXUIHBicTh BHKOpucToByBaTH IIIIH nmms  mamekoro
3arOPU30HTHOrO 3B'A3KY, SIKMH Ma€ Ha3By B TepMiHaX
ITU - ioHochepumit 3B'si30k. CurHamm, po3cisHi Ha
ITH, MoxxyTh OyTH IPUIHATI HA TOBEPXHI 3eMJIi JIHIIIE
TUMHM NpUIMadamH, SKi pO3TAIIOBaHI B MEXaX BUTITHY-
TOi B MarHiTHO-IIUPOTHOMY HampsMKy obGmacti. [loB-
KMHa Ta HIMPUHA 30HHM MOKPHUTTS Ha MOBEPXHI 3emii
3aJearh BiJj TEOMArHiTHUX, Pagiopi3UYHUX Ta 1HIIHUX
(hakTopiB.

Tak, npu crBopenHi IIIH y F-mapi noexuna 300U
HMOKpUTTS. Moke cTaHoBuUTH A0 3000 kM, a mupuHa
~200 kM. Ilnomia, 1m0 OXOIUTIOETHCS HA3EMHOK «ILIS-
MOIO», CTaHOBUTbh ~6*10° kM?. 3a3HauMMO, IO MOHITO-
puHT TeodiznyHOi OOCTAaHOBKM MOXHA 3JiHCHIOBATH,
BHKOPHCTOBYIOUH HHU3BKOOPOITaNbHI MITY4HI CYITyTHH-
K# 3eMIi.

Onucanuil miaxin J03BOJISE 3M1MCHIOBATH:

- HaJJajgbHE BUSABJICHHS MAJONOMITHHMX Lilei y
MOBIiTPi Ta Ha MOpI (3arOpU30HTHA PAMIOJIOKAIlis) Ha
OCHOBI IITYYHMX IUIa3MOBHX BiJIOMBadiB (3aco0M Haj-
JAJTBHBOT pajioIoKaltii);

- mo0yzaoBa cucteMu i0HOC(HEpPHO-TPONOChHEPHOro
3B'A3Ky (HOBa KoMmOiHOBaHa cucrema 3B's3ky YKX) Ta

3arOpU30HTHOI PajioioKallii, 3aCHOBAHUX Ha BUKOPHC-
TaHHI po3scitoBaibHUX BiactuBocteit IIIIH, mo BuHH-
KaloTh IPpY HarpiBaHHI i0HOC(EPH MOTYXKHUM paJliOBH-
MIPOMiHIOBaHHAM (KoMrutekcamu Tuiry HAARP);

- BUSIBJICHHS Ta 1JIeHTU(]IKALII0 MiI3eMHHUX 00'eK-
TiB CHEUiaTbHOTO MPHU3HAYCHHS (3ariuOiieHi KOMaHIIHI
IMyHKTH, CKJIAIH 3 XiMI9HOIO, OaKTepiooTiuHO0, saep-
HOIO 30pO€T0, paKeTHI MIaXTH), MiA3EMHI KOMYHIKaIlii.

B uinomy, dopmysanns IIIH npu nepexoni o0y-
peHoi obiacti ioHOC(epH B SKICHO HOBHI CTaH Ha OC-
HOBI JIOBIOTPHBAJIMX CTPYKTYp, €HEprisi SKUX 3amaca-
€TBCS B METAcTaOUIbHUX PIBHAX MOJIEKYJ MOBITPS, JO-
3BOJIsIE JlecTabini3yBaTH (pyHKLIOHYBaHHS pa/lioeieKT-
poHHOI anapaTtypu. B naHuit yac HeoOxinHa mojanbiia
poO3poOKa, BAOCKOHAJIEHHS NMPUHIMMIB 1T00y10BH, (op-
MYJIOBaHHS METOOJIOTIYHOTO amapary po3paxyHKY
OCHOBHHX TaKTHKO-TEXHIYHUX XapaKTEPHCTHK:

- 3ac001B Ta KOMIUIEKCIB pa/liONIOAABICHHAS Palio3-
B'A3KY Ta paJioNOKaIlii, 10 BUKOPUCTOBYIOTh HATrpiBaH-
Hs 10HOC(epHU MOTYKHHUM KOPOTKOXBUIIBOBUM PaJliOBHU-
MTPOMIHIOBAHHSIM;

- HOBHX 3ac00iB y pajiopo3Bini, pazioyiokarii,
3B'SI3Ky, PaiOCICKTPOHHIN OOpOTHOI Ta MOCTAHOBII
MEepEIKOo]], 3aCHOBAHUX Ha HOBUX HAYKOBHX JaHHX IO
¢bi3uuHI MeXaHI3MU BIUIMBY €JEKTPOMArHiTHOTO BH-
IIPOMIHIOBaHHS Ha pi3HI mIapu aTMocepu.
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Po3paxynkoBa yacruHa. HeniniiiHa peakiiist i0HO-
chepr TpPOSBIAETHCS TPH IIEPEBHIICHHI I1a/[aF0Y0T0
€JISKTPOMArHiTHOrO TOJISL JPKepesia BHUIPOMIHIOBaHHS
BJIaCHOTO TM0JIs1 i0HOC(epH, OOYMOBIEHOTO TETIIOBOO
EHEpPri€r0 3apsHKCHNX YaCTHHOK i0HOC(EpHOI IIa3Mu.
[IpoBememMo po3paxyHOK PiBHA BHUIIPOMIHIOBAHOI ITOTYK-
HOCTI JpKepena, y sikoMy yTBoproerhest IHITH. 3ammmemo
JIeJIeKTPHUYHY NPOHHKHICTH € i0Hi30BaHOTrO Tazy [3]:

nee? . nge?v )

m(w? +v?) jwm(wz +v2)’ @
JIe M,— KOHIIEHTPALlisl eJIEKTPOHIB; wW— KPyroBa yacTora
JUKepena BUIPOMIHIOBaHHS; V — YacToTa 3iTKHEHb; M—
Maca eJIeKTPOHa; € — 3aps] eIEeKTPOHa.

3 popmynu (2) BHIHO, MO SKIIO CTAHOBUTH V~E 2
TO BENWYMHA € TIOYMHAE 3alISKaTH BiJ BEIWYMHHU Ha-
NPY>KEHOCTI EeJIEKTPUYHOTO TIOJNIS, IO CBITYUTH PO
MIPOSIBY HENiHIHHUX e(EeKTiB.

BmsHaunMoO BHIPOMIHIOBaHY MOTYXHICTH JKepe-
Ja, IpH SIKifl TOYMHAIOTH TPaTH POJb HelNiHilHI edekTn.
Cepensst MUTBHICTD TIOTOKY MOTYKHOCTI P Ha BHCOTI h
3aIUCYETHCS SIK:

E=1

Py - KH]L
T 4mh? )

ne Po— moTyxHICTP BHUIpPOMiHIOBaYa (TIEPENArOYOro
npuctporo); KH/] — xoedimieHT crpsiMmoBaHOi il mepe-
JaBaJIbHOT AaHTCHHU.
Bigomo, mo [3]:
1

P=-E-H, 4
. @

ne E ta H —ammuniTynm Hanmpys>KeHOCTi €NEeKTPHIHOTO
Ta Mar"iTHoro nojis. Ha Bifcrani h >> A Mmaemo:

E Ho
—= |— =120m, Om. 5
0™ | m, OmM ©)

Tonui, Bpaxosytoun (3), (4), (5) maemo:

60 P, - KH/L
P=—""m (6)
Buznaunmo 3 (6) 3nauenns Py - KH/:
p-h?
Py -KH/J = 7
- K =P @

B inTepBani wactor 3 ... 10 MI'p ta mms BHCOT
h=80 ... 140 km otpumaemo 3 (7) HACTymHE HAOIMKEHE
snavenns: Py - KHJl = 10° ... 108 Br.

3a3HaunMo, MmO BUOIp YAcTOT y Jiama3oHi 3
MI'u<f<10 MI'11 BU3HAYa€ThCS HACTYITHUM YHHOM.

1. KpuTndHa KOHIIEHTPAITis eNeKTPOHiB My ~f
Haii0inpi cHiIbHUN BIUIMB JDKEPENO BUIPOMIHIOBAHHS
Ha/ae 00yacTi ioHOC(epH, Ie KOHIIEHTPAITiS eICKTPOHIB
Onmu3bKa N0 KpUTHYHOI, ayme MeHme ii. ToMy HIDKHA
Me)ka Jiala30Hy dYacTOT TOB'S3aHa 3 MOXKIIHBICTIO
BIUIMBY Ha HIDKHI mapu ioHocepu D-mapy, mms skoro
KOHIICHTpAIliSl EJEeKTPOHIB 3HAXOAWUTHCS B Jialla3oHi
n, =~ 103 ...10*cmM™3, a BepxHs MexKa - 3 BIUIMBOM Ha
E-i F-urapu ioHochepw, VTS SIKMX
n, ~ 10°..10%m™3.

2. BenmuuuHa NUTOMOI TOTY)KHOCTI BHITPOMIiHIO-
BaHHS Ha BUCOTI h Bu3HauaeThes 3a popmyoro (3).

2

[ispHICTh MOTOKY MOTYXKHOCTI, IO MEPEBUIIPO-
MmiHroethes 1ITH B pe3ynbTati po3paxyHKy HacTyIHa:

~ {102 ...103,Bt/M?, h = 80KMm.
1 1..10,Br/mM%, h = 140kMm.

SIk ToKazanmM PO3paxyHKH, HAsSBHICTH BiTBHHX
€JIEKTPOHIB HaBITH HEBHUCOKOT KOHIICHTpAIIi1
n, = 10%...10°m™3, nosermye MOXIMBICTh CTBO-
perns LITH npu BIUIMBI MOTYXHOTO €IEKTPOMArHiTHOTO
BUTIIPOMiHIOBaHHS. [Ipy mpoMy dacToTa BUIPOMiHIOBAH-
HS I'pa€ BU3HAYAIbHY poOJib. ICHye IpaHuYHE 3HAYEHHS
MOTY>KHOCTI JKEepena, MOYHHAIOYH 3 SIKOT BUHUKAE CHJIb-
He 0OypeHHs i0HOC(epr. YMOBHO IMOPOrOBOIO MOXKHA
BBa)KaTH MOTY>KHICTh OJIM3BKO JIECATKIB ... COTEHb KBT.

TakuM 4MHOM, iCHY€ TpaHWYHE 3HAYECHHS ITOTYX-
HOCTI JpKepeJia BUIIPOMIHIOBaHHS, TIOYMHAIOUH 3 SKOI B
pe3ynbTaTi MOTYXKHOI'O €JIEKTPOMArHITHOTO BIUIMBY B
ioHocdepi Ha Bucotax 80 ... 220 KM, 3aJeKHO BiJ Jac-
TOTH BWIIPOMIHIOBAaHHS, BHHHUKA€ CIJIbHE OOYypeHHS
ioHOCepn Ta (GOpPMYEThCA MPOCTOPOBI obmacti 30y-
JUKeHO1 10HOc(epH 3 pi3ko 3MiHEHHMH (PI3SHYHNMH ITa-
paMeTpamu .

3 po3paxyHKiB BUIUIUBAE, 1110 BUKIIOYHO CEPHO3HI
BUMOTH NPW TPaKTHYHIN pearnizanii MoOLIEHOT 1rdpo-
Boi ioHOcdepHol cranmii, 3maTHoi ¢opmysatu I1IIH,
NpeA'ABISIIOTHCS IO aHTEHH, 110 Tepenae, i 1o nepeja-
BaJIBHOTO NPHUCTPOI0. PO3IIIs IIMX MHUTaHb BUXOIUTH 32
PaMKH i€l CTaTTi.

BucHoBxu

OnuH 13 MEPCHEeKTUBHUX LUISAXIB PO3BUTKY pajio-
PO3BIJKH, paliOCIEKTPOHHOTO ITOJAaBJICHHS, JIOKalii Ta
3B'SI3Ky 3aCHOBAaHWI Ha TPOIECi HENMHIHHOI B3aeMOZil
MOTYXHOTO EJICKTPOMAarHiTHOIO BHITPOMIHIOBAaHHS Jia-
nmazony YKX 3 ionocdeporo 3emmi. TexHIYHOIO pearri-
3aIi€l0 FOTO HAIMPSIMKY € CTBOPEHHS MOOUTHHOI LH(-
poBoOi i0HOC(epHOi CTaHIIii, IO BHKOPHCTOBYE e(EeKT
IIIH. Taka craHIis € CTaHI€0 MOABIHOTO MpH3HA-
YEHHSI 1 MO)KE€ BUKOPHUCTOBYBATHCh:

— y BIliCHKOBUX KOH(QUIIKTaxX 1 00HOBUX JIisX;

— B YyMOBax H/3BHYAaWHHUX CHUTYyalid, SK HpU
€KOJIOTIYHMX 1 TEXHOTeHHHMX KaTtacTpodax, Tak i NpH
MPOTHIIT 3arPO31 TEPOPU3MY;

— B iHTepecax TpaHcisnii TV mporpam Ha Tepu-
TOPISIX, HEKOHTPOJILOBAHUX AEPXkaBoto abo Ha TEPHUTOPIi,
11032 IOPUCITUKINEIO IepyKaBU BIACHUKA TAKOl CTaHIIil.

VYV xoxi GoffoBux miif Taka MOOiNBEHa IHQpOBa i0-
HOc(epHa CTaHIIis MOXKEe BUKOHYBATH TaKi 3aBIAHHS:

— oprauizailis nepenayi UUPKYJISIPHUX TOBIIOM-
JICHb Ha BEJUKI TEPUTOPIT, y TOMY YHCIIi 338 TEPUTOPIEIO,
sIKa HE MiIKOHTPOJbHA HAIUM BIHCHKOBUM (hOpMyBaH-
HSIM;

— BCTaHOBJICHHS pajio3B’s3Ky 3 N KopecnoHeH-
TamMH 0e3 3aydeHHsS PecypciB CYIyTHHKOBOTO 3B'S3KY
(opennu kaHaiiB a0 CTOBOYpIiB IITyYHHMX CYIyTHHKIB
3emiti, IKi He KOHTPOJIIOKOTHCS JISPKABOIO);

— TIOCTAHOBKA MEPEIIKO Ha BEJIHMKHX TEPUTOPISX
PaTiOBHIIPOMIHIOIOYHM 3ac00aM PIi3HOTO MpHU3HAYEHHS Ta
Oprai3arlisi CHCTEMH PaIiOSIICKTPOHHOTO TIO/IABIICHHST,

— 30mWpaHHA PO3BiAmAHMX BiI pazmio3acoliB, po3-
MIIIEHUX Ha BEJIMKHX BIJCTaHAX 1 SKi OXOIUIIOIOTH Be-
JIUKI TEPUTOPIT;
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— Tepenaya HEOOXIHUX JaHUX JUBEPCIHHO-
PO3BiyBILHUM I'pyliaM, PO3MOAIIEHUX HA 3HAYHUX 32
BIAJaIEHICTIO JIITHKAX MICLEBOCTI.

Mownitopunr Ta BusiBnenss LIIH e noporum 3axo-
JIOM, 3yMOBJICHIM HEOOXITHICTIO 3aCTOCYBaHHS MOTYX-
HHUX TIepelaBaviB Ta aHTEH 3 BUCOKUMH XapaAKTEPUCTHU-
KaMH CIPSIMOBAHOCTI.

BusiBneHHsT 3mIMCHIOETBCS 32 €PEKTOM pPO3Cifo-
BaHHS PAaIiOXBWIb HAa HEOTHOPIAHOCTAX EJIEKTPOHHOL
KOHIIEHTpaIii abo 3a IOMOMOrol0 CYIyTHHKIB pajioHa-
BIraliifHuX CHCTEM.

SIk mokasye aHalli3 NEepCIEeKTHB PO3BUTKY BIHChH-
KOBOTO 3B'SI3KY, HallpUKIIaz, y poOoTi [4] 3a3HaYeHO, 1110
pearizariiis HOBHX TEXHOJIOTIH y BIHCBKOBIA TEXHIIl
panio3B'sa3Ky 103BOJISIE:

— CTBOPHUTH BUCOKOE(EKTHBHY IHTETPOBaHY aBTO-
MaTH30BaHy CUCTEMY 3B'SI3KY Ta YIIPaBIiHHS BificbKaMH
Ta 30pOEIo;

— 31idcHUTH TMOOKY YHidikauito (yHKLiH, Mo
peanisyloTbess 3aco0amu LU(POBOro pPamio3B'si3Ky Ta
BUCOKHI PiBEHb B3a€EMO3aMIHHOCTI TUIIOBUX II€PEIpOr-
paMOBaHUX MOJYJIIB.

CTBOpeHHIO HOBHUX MOOUTPHHX pPaTiOTEXHIYHUX
cucreM HBY nianma3zony mpucBsuena pobora [5]. YV
poborax [4-8] oOTpYHTOBY€ETBCS IUISX PO3BUTKY 3aCO-
0iB 3B'A3KY y HampsaMi po3poOOK KOMOIHOBaHHUX CTAHIIH
3a TUIAaMH 3B'A3Ky. ToMy, HAyKOBO-TEXHIYHUM pe3yiib-
TaTOM mI070 BuKopucTtanHs edekty LIIH e crBopeHHs
MOOUITBHOT 1I(pOBOi i0HOChEpHOI cTaHIil, y KOMOiHa-
il 3 IHIIUMHU TUIaMu 3B's13Ky. lle mo3Bosisie opraHizo-
BYBaTH MepeXi palio3B'si3Ky B PI3HOMaHITHUX Jianaso-
HaX YacTOT, CHCTEMY paJioeleKTpOHHOI OOpOTHOM Ta
palioeNeKTPOHHOTO TOJIaBJICHHs, 30MpaHHs pPO3Bijia-
HHUX Ta MMOCTaHOBKY IEPELIKOJ, IO OXOIUTIOITh TEePH-
Topii B THC.KM? 0€3 BUKOPHUCTAHHS OOPTOBHX PETpaHC-
JSITOPIB IITYYHUX CYITyTHHUKIB 3eMIIi.
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lonospheric communication using artificial ionized inhomogeneity
V. Pochernyaev, M. Mahomedova, N. Syvkova

Annotation. The article investigates the use of artificial ionized inhomogeneity in ionospheric communication. The
range of 1.5 ... 30 MHz used in military systems of shortwave radio and ionospheric communication has been analyzed. The
paper proposes a new method of ionospheric communication, in which the existing shortcomings of ionospheric communica-
tion are largely eliminated. The phenomenon of artificial ionized inhomogeneity in a medium with large-scale artificial inho-
mogeneities of the permittivity is described. The paper presents a scheme for the formation of a coverage zone from an artifi-
cial ionized inhomogeneity. Promising ways of developing radio reconnaissance, electronic suppression, location and com-
munications based on the process of nonlinear interaction of powerful electromagnetic radiation in the VHF range with the
Earth's ionosphere are noted. Nonlinear interaction of fields in the ionosphere arises under the condition that the magnitud e of
the incident electromagnetic field exceeds the level of the natural field of the ionospheric plasma, due to the thermal motion
of charged particles. This happens at VHF power levels of several tens ... hundreds of kW. The emergence of an artificial
ionized inhomogeneity under the influence of a powerful radio wave field belongs to the category of essentially nonlinear
ionospheric effects, in which the energy of an electromagnetic wave, due to the presence of collisions between electrons, ions,
and neutral molecules, is converted into the energy of motion of these particles. With an increase in the power of the incident
electromagnetic wave, a qualitative jump occurs in the structure of the artificial ionized inhomogeneity. A non-stationary
inhomogeneous structure is formed, consisting of inhomogeneities elongated along the geomagnetic field with different trans-
verse dimensions. The transverse dimensions of large-scale inhomogeneities range from 50 ... 100 m to 1 ... 10 km. Longitu-
dinal dimensions exceed transverse dimensions by tens of times. Small-scale inhomogeneities have transverse dimensions less
than the length of the perturbing wave and amount to 1 ... 30 m. The longitudinal dimensions of these inhomogeneities exceed
the transverse dimensions by hundreds ... thousands of times. A feature of small-scale artificial ionized inhomogeneity is their
ability to intensively scatter VHF. Since the height of an artificial ionized inhomogeneity can reach ~200 km and higher
above the Earth's surface, it is possible to use artificial ionized inhomogeneity for long-range over-the-horizon communica-
tions. Signals scattered by an artificial ionized inhomogeneity can be received on the Earth's surface only by those receivers
that are located within the region extended in the magnetic latitude direction. The length and width of the zone on the Earth's
surface depend on geomagnetic, radiophysical and other factors. The article calculates the level of radiated power of the
source, at which an artificial ionized inhomogeneity is formed. The radiated power of the source is determined, at which the
nonlinear ionospheric effect begins to play a role.

Keywords: ionosphere, artificial ionized inhomogeneity, shortwave radio emission, nonlinear ionospheric effect, VHF.

128


https://www.comsoc.org/publications/magazines/ieee-communications-standards-magazine/cfp/wireless-and-radio-communications
https://www.comsoc.org/publications/magazines/ieee-communications-standards-magazine/cfp/wireless-and-radio-communications
https://milcom2021.milcom.org/technical-program/plenary-panels
https://globecom2021.ieee-globecom.org/program/industry-panels#ipa-05

ISSN 2073-7394

Cuctemu yrpasiiHHs, HaBirauii Ta 38's13ky. 2022. Ne 2

VK 621.319

0. A. Cepxos, B. C. bpecnagers, 1O. B. bpecnasens, [. B. SIkoBerko

HarmioHanpHMI TEXHIYHHN YHIBEPCUTET «XapKiBCHKHIA MOMITEXHIYHUHA IHCTUTYT», XapKiB, YKpaiHa

doi: 10.26906/SUNZ.2022.2.129

MEXAHI3MMH BIIVIUBY 30BHIIIHBOI'O
EJEKTPOMATHITHOI'O BUITPOMIHIOBAHHSA
HA ITPAHE3JATHICTD AITAPATYPHU 3B'A3KY

Anortanis. [IpeameroMm € mporecHu aHaJi3y i MEXaHi3MH BHHUKHEHHS OOOPOTHHX i HEOOOPOTHHX BiJIMOB HamiBII-
POBITHUKOBUX KOMIUIEKTYIOUHX amapaTypH 3B'S3KYy, 3yMOBJICHHX BIUIMBOM CTPYMIB i HaIpyr, HaBeIEeHUX 30BHINTHIM
CJIEKTPOMArHiTHUM BHIIPOMIHIOBAaHHSIM, Ha Mpale3JaTHICTh eJeKTpopanioBupoOiB. MeTol0 € MOIens BUHUKHEHHS
00OpOTHHUX BiAMOB HaIiBIPOBIZHUKOBUX KOMIUICKTYIOUHX €JIEKTPOPanioBHPOOIB, ki 00yMOBIIEHI B3a€MOMAICIO HaBe-
JEHHUX TOKIB 3 €JEKTPOCTATUYHMMH KOJIMBaHHIMH HaIliBIIPOBITHUKOBOI CBepXpemiTku. MeTogaMu, 10 BHKOPHCTO-
BYIOTbCSl € BH3HAQUCHHS CIEKTPY BJIACHHX KOJMBaHb CHCTEMH: HAaBEJICHI €JIEKTPOMArHiTHUM BHIPOMIHIOBaHHIM
CTPYMHU - BIIaCHI KOJMBaHHS KOMIUIEKTYIOUHX pamioBHpoOy, BU3HAUEHI METOAOM Teopii Manux oOypeHb. OTpumani
HacTynHi pe3yastatu: OTpHUMaHO PO3PaxXyHKOBI CHiBBITHOMICHHS, IO MOB'I3YIOTh BEIHYNHY iIHKPEMEHTY HECTIHKO-
cTeil (kpuTepiii 00OPOTHHUX BiAMOB) 3 BEIMYMHOIO HABEJCHUX CTPYMIB Ta MapaMeTpaMH IIapyBaTHX CTPYKTYp: KOH-
LEHTpAIli€I0 BUIBHUX HOCIIB, Ai€IEKTPUIHOIO IPOHHUKHICTIO, pO3MipaMu CTPYKTYpH. Bu3HaueHO mapaMeTpu CTOPOH-
HBOTO IMITYJIECHOT'O €JIeKTPOMArHiTHOTO ITOJIs, HaBeIEHUX CTPYMiB Ta poOOYNX XapaKTEpPHCTUK HaIliBIPOBITHUKOBUX
NpUIaiB, B paMKax SKHX CIIOCTEPIraeThCsl PeXXHUM MOCHICHHS BJIACHUX KOJHBAHb HAMiBIPOBIIHHUKOBOI CTPYKTYpH.
Bu3HaueHO MexaHi3MH IOSBH 00OPOTHHX BiIMOB BHUPOOIB HAIiBIPOBIIHMKOBUX KOMIUIEKTYIOUHX paaioBUPOOIB 3a
YMOB BIUTMBY CTOPOHHIX IMITyJbCHHUX €JIEKTPOMArHiTHUX MOJNiB. BCcTaHOBIEHO, 0 HAsIBHICTh HABEJCHOIO 30BHIIIHIM
BUIIPOMIHIOBAHHSM CTPYMY NPH3BOANTH 10 BCTAHOBJICHHS PEKHMY IOCHIICHHS BIACHUX KOJHMBaHb HalliBIPOBIIHU-
KOBHX KOMIUIEKTYIOUHMX PaaioBHpoOy (3BOpOTHHUM BiaiMoBaM). BucHoBok. [lopiBHsUIBHUI aHami3, OTPUMAaHUX y pO-
00Ti PO3paxyHKOBHUX JaHUX MOKE OyTH BUKOPHCTaHHU MpPH BUTOTOBICHHI paaioBHUPOOiB, IO MPANIOITh Y MUTIMET-
poBoMy Ta cyOMiTiMeTpoBOMY Aiana3oHi (MiJCHIIOBAYiB, FTeHEPATOPIiB Ta MEepeTBOPIOBaYiB 4acTOTH). OIUIHKH PEeKH-
MiB IOCHIICHHS (TeHepallii) KOJIMBaHb HAIiBIIPOBIJHUKOBHX IPHIIANiB, IO CIIOTBOPIOIOTH iX POOOUYI XapaKTEPUCTHKH
3aJIe)KHO BiJl MapaMeTpiB 30BHIMIHBOTO €JIEKTPOMAaTHITHOTO BIUIMBY, JTO3BOJISIE BU3HAYATH MOJKIMBOCTI €JIeKTpoMar-
HITHOT cyMicHOCTI anapatyp 3B's13ky HBU-nianazony.

KawuoBi caoBa: amapaTypa 3B'S3Ky, HaBEICHHH CTPYM, €JIEKTPOMAarHiTHE BUIPOMIHIOBAHHS, HAIIBIIPOBITHUKOBI
KOMIUTEKTYIOU1, IOBEPXHEBI KOJIMBAHHS, HECTIHKICTh KOJIMBAHb.

Beryn

Posumpents obacTei 3acTOCyBaHHS Ta 3POCTaH-
HS CKJIQJIHOCTI 3aB/IaHb, BUKOHAHHS SIKUX MOKIIAIAEThCS
Ha 3aco0M 3B'SI3KYy NPHU3BOAATH IO MIABHIICHHS iXHBOT
YYTJIMBOCTI, @ OTXKeE, /IO 301IBIICHHS 3aJIC)KHOCTI Mparie-
3ATHOCTI KOMITJIEKTYIOUOI anaparypH Bijl BIUIUBY 30B-
HIIIHIX (aKTopiB (30KpeMa eJIEKTPOMAarHiTHOrO BUIIPO-
MIHIOBaHHS).

Sk Bimomo [1], HAMOLIEII TyTIUBI O BILTUBY 30B-
HIIIHIX EJIEKTPOMATHITHUX TIOJNIB HAITiBIIPOBiTHIKOBI
npunanu (ITHIT) Ta imterpampni Mmikpocxemu (IMC).
BimmoBu 1ux BHpOOiB 3a3BMYall TIOB'S3aHI 3 €IEKTPHU-
HUMHU (BEJIMYMHA Ta PO3MOIINT CTPYMIB Yy CTPYKTYpi
NPUIIaAIB) Ta TEIJIOBUMH (IiJBHUILIEHHS TEMIepaTypH
OKpeMHX [IiIsSHOK cTpyktypu) [2]. Tomy, 3HauHmMii
BIUIMB Ha Ipale3/IaTHICTh TaKOTO POy eJIEKTpOopajio-
BUpOOIB, HAJAIOTh HANPYr'W HaBEAEHI 30BHIIIHIM BH-
MIPOMIHIOBaHHSIM.

B ocHOBHOMY IOCII/DKEHHSI BIUIMBY €JIEKTpOMar-
HiTHOrO BHIpoMiHioBaHHs (EMB) Ha enekrpopanioBu-
poOM BiTHOCSTHCS 70 Taily3i HE3BOPOTHHX BinMoB. (Bci
TUTIH BiIMOB, IPUHHATO PO3ALIATH Ha 0OOPOTHI Ta He-
3BopoTHi [1, 2]). [ HE3BOPOTHHUX BiIMOB XapakTepHa
NOBHA BTpaTa Npaue3faTHOCTi. BoHM HacTaroTh, KOIH
3MiHa pOOOYMX XApaKTEPUCTHK arapaTypu NEepeBUILYE
JIONyCTHMI Mexi (TpH A1ii 30BHIIIHBOTO €IEKTPOMArHiT-
HOT'O BUIIPOMIHIOBAHHS HE3BOPOTHI BiZIMOBHM , 3a3BHYAM
BUHHMKAIOTh BHACII/IOK TEIUIOBOTO MPOOOI0 KOMILIEKTY-
I0UHX).

MonentoBaHHS HE3BOPOTHHX BiZIMOB, II0 BHHHKa-
I0Th SIK PE3yJbTaT B3aEMOJIi CTPYyMiB Ta Hampyr, HaBe-
nmeanx EMI, 3 mporecamu, mo xapakTepusyloTh QyHK-
[iOHAJbHE TMPU3HAYCHHS PagioBUPOOIB, IPOBOIUTHCS B
paMKkax Teopii JIAHLIOTIB i3 PO3NOAUICHUMH IMapamer-
pamu. Lle 103BOJIsIE OLIHUTH KPUTEPIi Mpale31aTHOCTI B
HUIOMY (HANpPHKIA, OLIHUTH KPUTHYHY EHEPriio, IO
XapakTepu3ye TeIoBuil mpo0iit),

VY To# ke yac, 11t 000POTHUX BiIMOB, IIIO Xapak-
TEPU3YIOTHCSI THMYAaCOBOIO BTPATOIO Ipale3aaTHOCTI,
BUKOPHCTaHHS TEOpii JIAHIIIOTIB HE JI03BOJISIE BU3HAYATH
CHOTBOPEHHS BHXIJTHHMX IapameTpiB pamioBupobis. To-
My OUTBIIICTh NMUTaHb, MOB'sI3aHMX 3 BIumBoM EMI Ha
Mpane3 aTHICTh BHPOOy B 00JacTi 0OOpOTHHUX BiIMOB
3aNUIIAIOThCA BiIKpUTHMHU. Ll poboTa 1meBHOIO Miporo
KOMIICHCY€ iCHYIOUy MPOTalMHY B JOCIHIIKEHHIX SK
000OpPOTHHUX, TaK 1 HE3BOPOTHHUX BiIMOB.

Pe3yabTaTu gociaixkeHb

V crarTi DOCIIHKEHO MEXaHI3MH B3a€MOZIi HaBe-
JICHUX 30BHIIIHIM BUIPOMIHIOBaHHSAM CTPYMIB 3 TIPOIIC-
camy, IO BHU3HAYAIOTh (YHKIIOHATBHE NPU3HAUYCHHS
pamioBUpoOiB.

KpiMm TOTO, OTpMMaHi pPO3paxyHKOBi CHIiBBiIHO-
LICHHsI, 10 BU3HAYAIOTh CTYMIHb BIUIMBY 30BHIIIHIX
IMITYJIbCHHX TIOJIIB Ha IMpPale31aTHICTh HAIiBIPOBIHHU-
KOBHUX IIPHJIAIIiB.

Cu1iz 3a3HaYMTH, 110 BIUIMB HA HAUMPOCTILIl THIO-
Bi CXEMH paio- Ta EJICKTPOTEXHIYHOTO OOJaJHAHHS
TexHIYHUX 3ac00iB (T3), 1110 MiCTATH HaMIBIPOBIAHMKO-
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Bi MpHJIagX Ta MIKPOCXEMH, EJIEKTPUYHUX MOJIB 3 Ha-
npysxeHicTio 6nm3pko 20 kB/M Ta MarHiTHHX - 100 A/M,
BXE CYNPOBOKYETHCSI KOPOTKOUACHUMH (000POTHUMN)
HOpPYLICHHAMH 1X mpare3aatHocTi [3].

AHaii3 BiIMOB BUXO0Ay 3 eKcruryararii T3 moka3as
[2], o0 BIJIMB eEeKTPOMArHiTHHUX TONIB 3 PIBHAMH elie-
krprgHOro moist g0 100 xB/M i marHiTHOTO TOMNS 11O
600 A/M, HE TIPU3BOAMTH A0 CTPYKTYPHHUX MOIIKOIKECHD
MaTepiaiB BUPOOIB €IEKTPOHHOI TEXHIKHM 1 HE BHKIIH-
Kae Jerpajaiii ix mapameTpis.

ToMy HaBefleHI PiBHI BEJHYHH €JICKTPOMArHITHUX
MOJIiB BH3HAYAIOTh 00J1acTi IK 000POTHHUX, TaK 1 HE3BO-
POTHUX BiJIMOB.

1. He3BopoTHi BizMoBH. OCHOBHOIO XapaKTepHUC-
THKOIO, 1[0 BU3HAa4Yae Mexy mparie3maatHocti HIIB (00-
JacTb HEOOOPOTHHX BIJIMOB) NPH BIDIMBI HaBEICHHMX
IMITyTTBCHAX CTPYMIB 1 Hampyr, crnpmunHeHnx EMI e
iMImynbcHa enekTprdyHa MimHicTs [8]. HIIB maxwmit ma-
paMeTp BH3HAYAETHCS SIK HAWOITBINE 3HAYEHHS 3BOPOT-
HOi HaNpyTH Ta BiAMOBIIHOTO HOMY 3BOPOTHOTO CTpY-
My, IO TIEpEy€e NEPEKPUTTIO P-N MEPEXOLY.

SIK paBUIIO, BEIMUMHA €JIEKTPUYHOI MILHOCTI BH-
3HaYa€ Ty KUIbKICHY MEXY eKCIUTyaTallliHUX Xapakre-
puctuk HIIB, micnst sikoro crocrepiraerbesi BHXiA 3
Jaxy npuiany.

[Ipn npOMy BTOPHHHUWIA TEIUIOBHH MNpOOiH, sKHMA
CIIOCTEpIraeThcsi y BCIX THUMAX HaIiBIPOBIIHUKOBUX
npunanis [7], BUCTyIa€e OCHOBHOIO MPHYUHOIO BiJIMOBH
HATIBIPOBITHUKOBUX MPHUIAIIB..

BropunHamii Termoswii mpo6iii p-n mepexoxniz HIIB
IIpH TIPSAMOMY 3MiIIEHHI IIe pe3ysIbTaT TEIUIOBOi HecTa-
OlTEHOCTI B JIOKANi30BaHMX OOJACTSIX HAMIBIPOBIIHU-
KOBOiI cTpykTypu. IIpu 3BOpOTHOMY 3MillEHH] p-II Tie-
pexoliB BUHUKHEHHSI BTOPUHHOTO TPOOOI0 € pe3yibTa-
TOM MOSIBY JIABUHHOTO CTPYMY IPH BHCOKHMX Hampyrax i
HOro TOB'SI3YI0Th 3 JIOKAJBHUM IIEPErpiBoM B 00JacTi p-
N mepexomy.

3BOPOTHO-3MIIIEH]I P-N NepexXoan MpHIIaJIiB € Hal-
OiTbII KPUTUYHUMHU JIO BIUIMBY IMITyJIbCHUX CTPYMIB i
Harpyr. Lle NoB'sS13aHO 3 HEBEJIMKUMHU PO3MipaMu aKTH-
BHHUX 00JIacTeH 1 BEMKUI TETUIOBOI MOCTIHHOT Yacy Iuist
marepiaiis [7, 8].

OCKIiJIbKM BeNWKa KUTBKICTH €Heprii po3CiloeThCs
Ha OKOJHUIIX aKTHBHUX 00NacTeil p-N mepexomiB i moc-
TiliHa TEIJIOBA Yacy BEIHMKA B TMOPIBHIHHI 3 TPUBATICTIO
imnynecy EMI, temno ming npiero EMI Buninserscs Ha
MaJtiii TUTOIII, a TeMIepaTypa B Iiiif 00JacTi CTae JOCUTH
BHCOKOIO &)X JIO TeMIIEpaTypH IUIaBJICHHs MaTepiaiB.

Lle npu3BOANTH IO MK MEPEXOJOM 1 CyMIKHUMHU
00J1acTSIMHU BEJIMKOT'O TEMIIEPaTypHOro IpajiieHTa, ToO0-
TO TIOIIKOJKEHb, BUKIMKAHNX TUIABJICHHSIM Martepiais,
Ta TEIIOBOTO MPOOOIO.

CrifikicTh HaIiBOPOBIAHUKOBUX NPHIAMIB 1O il
IMITyTIBCHAX TIOMIB MOXKHA XapaKTEePHU3yBaTH TaKOXK
TPaHUYHOIO EHEPTri€r0, BUAUICHOIO B priami [8].

Enepris, npu BUIUICHHI AKOT B IPUIa/l 3a 4ac il
IMITyJIbCY MEpeHanpyru Xo4a O OJIUH 3 MapaMeTpiB Mpu-
Jaxy BUXOIUTH 332 HOPMH, Ha3UBAETHCA IOPOTOBOIO
CHEPIi€I0 YIIKOKCHHS.

st IMITyJIbCHOT HaIrpyrd 3 TPUBAIICTIO IMITYJIBCY
1,< 0,1 MKc 1 eHepris crana i ii Ha3UBaIOTh KPUTHY-
HOIO €HEepri€lo MoIKoHKeHHs [8].

BinbInicTh METOIMK OIIIHOK KPHUTEPIlB Mparie3aat-
HOCTI HAITiBIPOBITHUKOBHX TMPHUIIAIIB, [0 BUKOPUCTO-
BYIOTBCSI Ha JIaHUH Yac, B yMOBaX BILUIUBY CTOPOHHBOTO
€JIEKTPOMATHITHOTO BUIPOMIiHIOBaHHA [4, 7] BU3HAYae

KpuTHIHYy eHepriro W, , 110 BUKINKAE BIAMOBY BUPOOY

HACTYITHUM YHUHOM:

W}cp =U, 1, Atpin 1)

ne U,l,- BiAmoOBigHO Hampyra Ta CTPyM JIaBUHHOTO

po0oto, Aty - MiHIMaIbHUIA Yac PO3CifoBaHHS HaBe-

JICHOI eJIEKTPOMArHITHUM BHIPOMIHIOBAaHHSM IOTYX-
HOCTI (PO3BHUTKY IIP0OOI0).

Kputnuna enepris iMITynbCy, IO BHKJINKAE Bif-
MOBY HAIIiBIPOBITHUKOBOTO MpPWIaLy HE 3aJEKUTH Bif
THMYaCOBHX IapaMeTpiB IMITyJIbCY, IO BIDIMBAE IIEpe-
Halpyrd, a BU3HAYaeThcs (HiI3UKO-KOHCTPYKTHBHUMHU
napaMeTpamMu p-N MepexoiiB i MUTOMHMH OIOpaMH iX
BHCOKOOMHHUX o0iacreii [8].

IcHye psim METOIWK HAOIMKCHUX OIIIHOK piBHIB
MOTYXXHOCTI TIOIIKO/DKEHHS BUpoOy. o HHMX BimHO-
cuThes pobota [4], ae mia mioAiB i TpaH3UCTOPIB Oyia
OTpUMaHa 3aJICKHICTh MUTOMOI MPOOIHHOI TOTYKHOCTI
CTpyMy, IO MPOXOAUTH Yepe3 p-N-mepexil, BiJ TpUBa-
JIOCTI iMITyIBbCy

PolS = (1),

ne Py, - HOTY)XHICTh CTPyMY, [IO IPOXOJHUTH Yepe3 Mo-
nepeunuii nepepi3 (S) p-n-mepexona, mpu KU BiaOy-
BaeThCs KaTtacTpo(iuHa BigMOBa AioAa (TpaH3HUCTOpa);

T — TPHBAIICT MPSIMOKYTHOTO iIMITYJIBCY).

BigmosinHa 3aeXHICTh HA3MBAECTHCS 3AJIEKHOCTI
(xpuBwmii) Bynmia — bena i npencrasiena Ha puc. 1.

Ha puc. 1 y norapudmiunomy Macuitadi HaBeJJeHO
TEOPETHYHI Ta EKCIICPUMEHTANIbHI 3aJICKHOCTI TUTOMOT
npoOiffHOT MOTY>KHOCTI Bil TPUBAJIOCTI NMPHKIAIECHOTO
MPSMOKYTHOTO iMITyJIbCy [5].

Jlnist onucy eKcriepiMEHTAIbHUX JaHUX aBTOpaMu
OyJio OTpPUMaHO pPO3paxyHKOBY (opMyiy 3ayeKHOCTI
nuToMoi noporoeoi notyxuocti (P/S, kBt/cm?) BigMos
p-N-miepexoiB Bix TpUBANOCTI iMybey (t, MKC):

Pe=Ka %, )

ne Ky — xoedimieHTt merpanamii, orpuMaHuii Ha mizc-
TaBi eKCIIEPUMEHTAIBHIX JaHuX [5].

VY poboti [7] HaBOAATHCA CKCICPUMCHTAIBHI Ta
TEOpeTHYHi (PO3paxoBaHi Ha MiJCTaBi HATIBEMITIPHYHIX
(dbopMy) pe3ysIbTaTH JOCIIIKEHb CTIHKOCTI IOJIB MPH
roJiavyi Ha HAX HaNpyT, BiAMIHHKX (opMOIO BiJ mpsMo-
KyTHHUX IMITyJIbCIB.

HaBeneni excrepuMeHTaNbHI JaHi 3arajioM 3aJ0-
BOJIbHSUTH KpuTepiro Bynma-bernra.

2. 3BopoTHi BigMoBu OO0'€eKTOM JOCIIKEHHS 3a-
MPONIOHOBAaHOI (Hi3MYHOT MOneNni OOOPOTHHX BiIMOB €
LIapyBara HaIiBIPOBIAHUKOBA MEPiOINYHA CTPYKTYpa.

CTpyKTypu TaKOro pOJYy BHUKOPHCTOBYIOTBCS SIK
MepPEeTBOPIOBAYi YaCTOTH B amaparypi 383Ky [3].

30BHILIHE €JEKTPOMAarHiTHe nose (popMye CTpym
(OTIK 3apsi[UKEHUX YAaCTUHOK), MPUUOMY HAIPYKEHICTh
€JIEKTPUYHOTO MOJIS CHPSMOBaHA 3a HOPMAJUIIO A0 TO-
BEPXHI CTPYKTYpH.
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Puc. 1. 3anexHiCTh TPaHUIHOI TOTYKHOCTI BiJl TPUBAJIOCTI
€JIEKTPOMATHITHOTO IMITyIbCY (3anexHicTh ByHmia-bemna) [3]

Po3ristHeMo B3a€MOIi0 MTOTOKIB 3apsAXKEHNX Yac-
TUHOK, HaBEJICHUX EJICKTPOMAarHiTHUM MOJIEM, 3 XBH-
JBOBHMH IIpOLECAaMU B IIApYBaTUX HAIIBIIPOBITHUKO-
BUX CTPYKTypaX, IO BHKOPHCTOBYIOTHCS B CY4YacHii
HBUY - enexrpoHiri.

BusnaunMo crektp Ta 3racaHHS (HapOCTaHHS)
€JIEKTPOMArHITHUX KOJMBaHb TAKOi CHCTEMH.

Bubupaemo cucremy BiIUliKy TaKUM YHHOM, 11100
oci X, Y Oynu cripsiMoBaHi IapajiesibHO, a Bich Z — Iep-
NEHUKYISIPHO MEX1 pO3Iiy.

3ayBaXMMO, III0 BTPATH €HEPTii 3apsHKEHO] JacT-
KM i1 9ac TPOXO/DKEHHS Yepe3 MapyBaTHH AieJIeKTPUK
BIeplIe posrisinanucs y pobori [3].

Hexait MoHoOeHepreTHWYHHI HEHTpadbHUH MOTIK
3apAPKEHUX YaCTHHOK 13 IIUIBHICTIO Ny MPOXOIUTH 13
MOCTIHHOIO MBHJKICTIO V 4Yepe3 NepioudHy CTPYKTY-
py (mepiox (), MO CKIAaEThCS 3 IUIA3MOBHX IIAPIB,
110 4epryrothes Oy ,d, Ta po3pi3HAIOTHCS AiCIEKTPHY-
HUMH TIOCTIHHUMH KOHIICHTPAIIIMH EJICKTPOHIB IIPO-
BigHOCTI Ngp, Npo.

Jns  omucy eIeKTPOMAarHiTHHX — BJIACTUBOCTEH
CTPYKTYPH, IO CKJIAIA€ThCS 3 TJIa3MOBHX LIApIB, Y He-
XTyBaHHI e(eKTaMH 3ali3HEeHHsI, CKOPUCTAEMOCS CHC-
TEMOIO piBHsIHb MakcBesuia Ta TigpoauHamiki. Ha mexi
1apiB BUKOHYIOTHCS YMOBHU O€3IEepepBHOCTI MOTEHIia-
JIB Ta MMOBHUX CTPYMIB.

[Ipencrapnstoun 3aieKHICTh BCIX 3MIHHHX BEJH-
YUH BiJ] KOOPAWHAT Ta 9acy €KCIIOHEHIIIIHOI0, OTpHMa-
€MO PO3B'sI3aHHS PiBHAHB Y KOXKHOMY MIapi.

3a ONOMOro0 TPaHUYHUX YMOB BHKJIIOUMMO He-
BH3HAUCHI KOHCTAaHTH Ta OTPUMAEMO JHCHepCiiiHe piB-
HSHHS, IO 3B'A3Y€ MiXK COOOI0 4acTOTy, XBHIIBOBI BEK-
TOpH - @, 0y y,K Ta napameTpyu cepeoBHILA.

cos(w/Vg —k)d = cos 4,d; cos A,d; —

A : ®3)
msm Mg sin A,ds.

e piBHsHHS BHepme Oymo OTPUMAaHO B POOOTI
[4], me Oymo moOKa3aHO MOXKIUBICTHP BUHUKHCHHS He-
cTilikux craHiB. [Ipu oMy He Opayucst 10 yBaru nos'-
s3aH1 3 YaCTOTHOIO JHMCIEPCIEI0 AieNeKTPUYHOI MPOHHU-
KHOCTI BJIaCHI KOJIMBaHHS, 10 iICHYIOTh y CTPYKTYpi 0e3
my4Ka.

V pa3i MaJioi iTBHOCTI IMyYKa

Ml <<1, Adp <<1

piBHSIHHS (3) IEPETBOPIOETHCS HA BHUI:
cos(w/vy —k)d =1—a)§d2/(2v§gzz), 4

e e (w) =deygy [ (dyep +dasy) -

KOMITOHEHTa TEH30pa JIieJIEKTPUYHOI POHUKHOCTI Jpi-
OHOJMCIIEPCHOrO CEePelOBUIIA, a

wy = \/47re2n0/m -

IIa3MOBa YacTOTa €JIEKTPOHIB My4Ka.
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VY pa3i ciabkoi mpocTopoBoi Aucnepcii:
od/vy <<1, kd <<1

OTPHMAEMO:
(a)/VO_k)2 :a)g/(vozgzz)- ®)

3akoH mucrepcii KoJIuMBaHb Ma€ TOH caMHU BHI,
0 1 B OJHOPITHOMY CEPEJOBHIII, MiCICKTPHYHA IPO-
HHUKHICTh SIKOTO JOPIBHIOE &, (®,dy,d5) . YV Habmm-

JKEHHI MaJoi H.IiJ'H:HOCTi IIy4Ka BBa)Kar04u OTPUMAEMO:
2_ 2 .
Ao =) /e (@—kvp); Aw<<kvy. (6)

VY 1upOMy BHINAJKy BUHHKAIOTh KOJMBAHHS 3 4ac-
TOTOIO, IO BU3HAYAETHCS YaCOM IMPOJBOTY 7 YACTHH-
KOO TIPOCTOPOBOTO mepiony crpykrypu 7 =d/vq . Lline
yucno | J0OpiBHIOE BiJHOIIEHHIO Yacy MPOJBOTY 0
mepiomy KOIUBaHb

[HKpeMEeHT HECTIMKOCTI ¥ JOPiBHIOE

7=|mAw=§'§/wgwp1d1/(2501d): U]

“n1
ae Wy = .
12
\éo1

SIkmo @ = KV, TO MH MaEMO HECTiHKIiCTh B yMO-

BaxX YEPEHKIBCHKOTO PE30HAHCY 3 IHKPEMEHTOM, SIKUH y
Jd; / d, pasiB MeHIIe HiX y OZHOpigHIH asmi. Y

pasi

27Z'V0 o . , .
a)p = TI HCCTIMKICTh MOBA3aHa 3 YCPCHKIB-

CHKHM TTapaMeTPHYHUM BUIIPOMIHIOBAHHSM 3apsiPKeHOT
YaCTKH.

TakuM 4YMHOM 3HAIOYM BEJIMYMHY IHKPEMEHTY He-
CTIMKOCTI MM MOKEMO OL[IHIOBATH TaKy XapaKTepUCTH-
Ky OOOpDOTHHMX BIJIMOB SIK BEJIMYMHY €HEprii BUIPOMi-
HIOBaHHSI BJIACHHMX KOJMBaHb IIapyBaTOi CTPYKTYPH B
3aJIKHOCTI BiJl TMapaMeTpiB HaBEJCHOIO 30BHIIIHIM
EMI ctpymy (koHUeHTpalii HOCIiB, iX apelidoBoi mBHU-
JIKOCTI Ta pO3MIpiB CTPYKTYpH.

3. Po3p’s13anns 3aga4i. [loTyXHiCTh BUITPOMiHIO-

BaHHs AP, BIACHHX KOJHBaHb HANiBIPOBIIHHKOBO-

TO MpWJIaAy 3a YMOB BIUIMBY 30BHIIIHBOTO OIS ( HasB-
HOCTI HAaBEJCHOTO CTPyMYy) MOKHA BH3HAYHTH SIK BTpa-
TH €Heprii MoCTyNalbHOTO PyXy MOTOKY YaCTHHOK (Ki-
HETUYHOI eHeprii) 3a yac MpPOXOJHKEHHS IMOTOKOM 4ac-
TUHOK 00J1acTi JIOKaTi3zarii mosst XBHii

AP@unp =AW, / Aty 8
ae AW, ;,, =(mv2/2)-nobv ;

mvz/ 2 - KIHETHYHA CHEPris YaCTKH IyYKa, HABEJIECHOTO
30BHIIIHIM IMITyJIbCOM; Ngp,V — BIANOBIAHO KOHIIEHT-
pauist Ta npeiidoBa MIBHAKICTH €NEKTPOHIB mmyuka, V —

00’em, siKWii 3aiiMae HaBeleHUH CTpyM (00'eM HamiBII-
POBITHUKOBOI CTPYKTYPH).

VY pexxumi Imy4koBOi HecTifKocTi npeiidoBa mBua-
KiCTb

v & vy exp(+yt),

TOOTO Yac e(eKTHUBHOI B3a€EMOJIi XBWIb Ta YaCTHHOK
5) _
M) =1y, romy

AP[3JZ ~ mVOy(nobV) . (9)

TakuMm uMHOM, eHepris BumpoMiHioBaHHA AW,
3a yac Jii iMImynbey Hanpyru At;,,, BU3HAYaeThCs BUpa-
30M

~ 2y P, A,

AWy, = Py Aty iznSiun - (10)
CxopucraBmucs criBeigHomeHssM (10) HaBexeMo
KUTBKICHI OLIHKHY JUIA BTPAT €HEeprii HaBeIeHNX CTPYMiB
Ha TOpPYIIEHHS BJAaCHUX KOJMBaHb [UIs LIapyBaTHX
CTPYKTYP.
[TapaMeTpu IMITyJIBCHOTO €JICKTPOMArHITHOTO BH-
MIPOMIHIOBAHHS: aMILTITY/a HANpy >KEHOCTIi IMITYJIECHOTO

enextpuunoro nonst Eq =15 ke/m , TpuBaIicTh iMITYIIB-
cy At

o = 500Hc . BennunHa eHeprii BUIIPOMiHIOBaHHS

BJIACHUX KOJMBaHb TBEPJAOTUILHHMX INApyBaTHX CTPYK-
Typ - AW,,, Tpu IBOMY CKJIAJae =~ (10_7 —10_8)67}1,
TOOTO TPH YYTIMBOCTI cydacHuX mpuitMadiB HBY Bu-

npoMiHtoBaHHs [7] (1071067}’!) IIJIKOM BHSBJICHA 1 €

MIPUYNHOIO OOOPOTHHX BiJIMOB.

BucnoBxu

[TpuBenenHi rpaHU4HO JOMYCTHUMI EKCIUTyaTaliiHi
rapamMeTpy BITYM3HSHHMX HalliBIPOBITHUKOBHX IIpHIIa-
IIiB, IO BU3HAYAIOTHh IX CIEKTPOMATHITHY CTIMKICTH 1
NeBHI MEXaHI3MHM BHHHKHECHHS HE3BOPOTHHX BiJMOB
HATIBIPOBITHUKOBUX KOMIUIEKTYIOUMX aIapaTiB 3B's3-
Ky, OOYMOBJICHOTO BIUTMBY TOKIiB 1 HANpyT, HABEACHHUX
30BHIIIHIM BHUIIPOMIHIOBAHHSM, Ha MpaIE3JaTHICTh
anapariypH 3B'S3KY .

3anpornoHOBaHO MOJIeNIb BUHUKHEHHsSI OOOpPOTHHX
BiIMOB HAMiBIPOBITHUKOBUX MPUIaJiB, 00YMOBICHUX
B3a€EMOJIi€r0 HaBeneHUX 30BHIHIM EMI cTpywmiB 3 ene-
KTPOCTaTMYHUMH KOJIMBAaHHSIMHM  HaIiBIIPOBITHUKOBOT
mapyBaroi CTpyKTypH. Mojens 6a3yeTbes Ha pearizamii
pe30HaHCHOT (4ePEHKIBCHKOI) B3aEMOJIIT PyXOMHUX 3apsi-
JIB 1 €EKTPOMArHiTHUX KOJMBaHb B YMOBax, Koy 30i-
raroTbcs (pasoBa MIBHIKICTH XBHJI i IIBUAKICTH 3apsi-
PKEHOI YaCTUHKH.

OTprMaHO PO3PaXxyHKOBI CITIBBITHOIICHHS IS
BU3HAUCHHSI €Heprii BUNPOMiHIOBaHHS (KpuTepiiB 000-
POTHHX BiJIMOB), IO TIOB'SI3YIOTh BEJIMYMHY IHKPEMEHTY
HECTIMKOCTEH 3 BEJIMYMHOI HABEICHHX CTPYMIB Ta Ia-
paMeTpaMy HIapyBaTUX CTPYKTYp: KOHICHTpAI€I0 Bi-
JIBHUX HOCI{B, JICICKTPHUYHOI MPOHUKHICTIO, PO3Mipa-
MU CTPYKTYpH.

HaBezeHi KijbKIiCHI OLIHKHA IHKPEMEHTY HECTIHKO-
CTell TNOKa3yloTh, IO BEJIMYMHA EHEprii BHIIPOMiHIO-
BaHHS JIOKUTh y MeXaX YyTJIHBOCTI CydyacHHX NpHHMa-
4iB BHIIPOMIHIOBAaHHA CyOMITIMETPOBOTO Jiama3oHy
[UTKOM BUSIBJICHA 1 € IPUYNHOI0 00OPOTHUX BiAMOB.
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Mechanisms of influence of external electromagnetic radiation
on the performance of communication equipment

Aleksandr Serkov, Vitalii Breslavets, Juliya Breslavets, Igor Yakovenko

Abstract. The subject matter is the processes of analysis and mechanisms for the occurrence of reversible and irreversi-
ble failures of semiconductor components of communication equipment, due to the influence of currents and voltages induced by
external electromagnetic radiation on the performance of electrical and radio products. The aim is a model for the occurrence of
reversible failures of semiconductor components of electrical and radio products, due to the interaction of induced currents with
electrostatic oscillations of a semiconductor superlattice. The methods used are: determination of the spectrum of natural oscil-
lations of the system: currents induced by electromagnetic radiation - natural oscillations of the components of the radio product
by the method of the theory of small perturbations. The following results are obtained: Calculation relations are obtained that
relate the magnitude of the instabilities increment (reversible failure criterion) with the magnitude of the induced currents and the
parameters of layered structures: the concentration of free carriers, the permittivity, and the dimensions of the structure. The pa-
rameters of a third-party pulsed electromagnetic field, induced currents and operating characteristics of semiconductor devices
are determined within which the regime of amplification of natural oscillations of a semiconductor structure is observed. The
mechanisms of occurrence of reversible failures of products of semiconductor components of radio products under the influence
of third-party pulsed electromagnetic fields are determined. It has been established that the presence of a current induced by ex-
ternal radiation leads to the establishment of a mode of amplification of natural oscillations of semiconductor components of a
radio product (reversible failures). Conclusion. A comparative analysis of the calculated data obtained in the work can be used in
the manufacture of radio devices operating in the millimeter and submillimeter range (amplifiers, generators and frequency con-
verters). Estimates of amplification (generation) modes of oscillations of semiconductor devices, distorting their performance
depending on the parameters of external electromagnetic influence, makes it possible to determine the possibilities of electro-
magnetic compatibility of microwave communication equipment.

Keywords: communication equipment. induced current, electromagnetic radiation, semiconductor components, surface
vibrations, oscillation instability.
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