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C. M. Annpees, C. I. I'openmuk, A. C. Heuaycos, JI. K. Cayn-TI'o3e

HanionansHuii aepokocmiunnii yHiBepeuTeT iMeHi M. €. XKykoBceskoro «XAl», Xapkis, Ykpaina

3ACTOCYBAHHS T'EOITH®OPMAIINHUX TEXHOJIOI'TH JIJISI TOBYJIOBU

KAPTOI'PA®IYHUX MOJIEJENA HEBE3NNEUYHUX METEOPOJIOT TYHUX SIBHII]

AHnoTtanis. Ilpexmerom rociikeHHsl € po3po0IIeHHs! CTPYKTYpH perioHabHOi [ IC MOHITOPHHTY HEOE3MEYHUX METEOpO-
JIOTIYHUX SABHUI Ta NOOY10Ba KapTorpagidHuX Mojelneil HeOe3NeYHNX METEOPOJIOTIYHUX SBHIL 3 BUKOPUCTAHHAM JJAHUX JIHC-
TaHI[IHHOTO 30HIyBaHHs 3eMJIi Ta HIIKX MPOCTOPOBUX 1 HEMPOCTOPOBUX MaHHUX. O6'€KTOM TOCTIIZKEHHSI € METOM 3aCTOCY-
BaHHS reoiH(GOpPMaNiifHIX TEXHOJIOTIH Ul ToOyIOBH KapTorpadidHuX Mojenel HeOe3MeUHIX METeOpOoIoriyHuX sSBrm. Me-
TOI0 POOOTH € TiIBUIICHHS ¢(EKTHBHOCTI Bi3yali3alil JaHNX HEOE3MEYHIX METECOPOJIOTTYHUX SIBUII JUTS MiATPUMKH TPHii-
HSTTS yNPaBITiHCHKHUX PIlIEHb 3 MOM'SKIIEHHS i HeWTpani3anil HacTiaKiB HECTIPUSTIINBIX KJIIMAaTUIHAX YMOB 1 1X Jif Ha cyc-
ninbeeTBo. BucHoBkm: IpoBeneHo aHami3 Ta BU3Ha4YeHA KiacH(ikalis kKapTorpagidHux Moenel HeOe3neuHHX MEeTeOopOIOTi-
YHUX sBULIL. Po3pobneno crpykrypy perionanbHoi I'IC MoHiTOpUHTY HeGe3MeUHHX METeOPOIOriuHMX sBUll. Po3pobieHi kap-
Torpadiuni Moeni HeGe3MEeYHNX METEOPONIOTIYHHX SBHIL 32 AaHUMH J[33, siKi miBHIILYIOTh iHDOPMATHBHICTH METEOPOJIOTiY-
HMX JIaHMX 331 MiATPUMKH NPUHHATTS yHPABIiHCBKUX PillleHb 100 PearyBaHHs Ha HECIPUATIMBI KIIMAaTHYHI HPOLIECH Ta
1x Haciiaku. [ToOymoBaHi kapTi HeOe3NMEUHHX METEOPOJIOTIUHMX SIBHII Ha MPHKJIal yparaHy «Ipma» Ha ocHoBi qanux JI33.

KawuoBi caoBa: nebesneuni mereoposoriuni ssuma (HMSI), kaprorpadiuna monenb, kiiMatiu4Hi 3mMiny, aaui J133.

Beryn

He6esneuni mereoponoriyni seuma (HMS) € ox-
HHUM 3 OCHOBHHX JUKepes Haa3Buyainux curyaniit (HC)
MIPUPOJTHOTO XapakTepy siK Ha TepuTopii YKpainu, Tak i
B CBITI B I[TOMY. 3Ti{HO 3 iCHYFOUMMH OI[IHKAMH, Ha TJi
r00aJbHUX 1 pEerioOHANILHUX 3MIiH KIIMarTy, 10 BiiOy-
BAalOTHCSl, TIOBTOPIOBAHICTh HEOE3NMEYHUX METEOpOJIOTi-
YHHX SIBUII, X IHTCHCHBHICThH 1 BEJIMYMHA 30UTKY, IO
3aBIIAE€THCS HUMH, MOXKE ICTOTHO 3POCTH.

TakyM 4YMHOM, BUHHKA€ HEOOXIIHICTH KOMILIEKC-
HOI OIIIHKM CXWJIBHOCTI TEPHUTOpiH OO0 HEeOe3MeYHnX
TiIPOMETEOPOIOTIYHNX SBUII i TOB's;3aHUM 3 HUMH HC
Ha pi3HUX MpOocTOpoBUX MacmrTabax. Ha ¢oni rmodans-
HOI 1 perioHaNIbHOI 3MiHU KJIiIMaTy HEOOXITHICTB 1 BaXK-
JIUBICTH JOCIIKCHHSI TIPOCTOPOBO-YaCOBOTO PO3MOILITY
HeOe3MEeYHUX METEOPOJIOTTUYHHX SIBUI OCOOJIMBO aKTya-
npHO. Hebe3mneuHi MeTeoposIoriyHi SBUIA MAIOTh BIUTUB
Ha pi3Hi chepH KUTTEMISIIBHOCTI JIFOJANHH 1 € IPUYUHOIO
COLllaJIbLHUX, €KOJIONYHNX Ta EKOHOMIYHMX 30MTKIB.

BaxxmuBy pone y BHBYCHHI MPOCTOPOBO-YACOBOTO
po3moiry HeOe3NeYHHX METEOPOJIOTIYHNX SBUII BiJir-
pae xaptorpadiuauii Meton mocmimkeHns. Kaprorpady-
BaHHS XapaKTECPUCTHK HEOES3MEUHIX SBHII JO3BOJIAE BHIi-
JISITH 1 B HAOUHIH (hopMi BimoOpaxaTu o0yacTi HaHOLTBIIOL
YaCTOTH Ta IHTEHCHBHOCTI iX mposiBy. ToMy po3poOieHHs
METOJ[B 3aCTOCYBaHHS TeOiH(POPMAIHHUX TEXHOJOTIH
U1 ToOynoBU KapTorpadivHuX Mojened Hebe3neuHnx
METEOPOJIOTIYHUX SIBUII JIO3BOJIMTh CTBOPIOBATH KAPTH,
SKI MAlOTh CTaTH BO)XIMBUM iHCTPYMEHTOM OINIHKH TEPH-
TOPIaATbHOTO PU3UKY BUHUKHEHHS HEOE3MEUHNX METEOPO-
JIOTIYHMX SIBUII 1 TTOB'SI3aHUX 3 HUMH HaI3BUYANHUX CH-

MKH YXBJCHHS YNPABIIHCHKUX DillIEHb 3 IOM'SIKIICHHS

Ta HeWTpamizawii X Jii Ha OKpeMy TEepHTOPIIO.
IocranoBka 3axaui. [IpocropoBuii posnozin He-

0e3rnevyHUX METEOPOJIOTIUHKX SIBHI XapaKTepPH3y€EThCs

AYKE€ BUCOKUM CTYIIECHEM MiHJ'H/IBOCTi, sgKa O6yMOBJ’IeHa

BILUTMBOM YHHHHKIB IiJCTHIIAI0U0T MOBEpXHi. Baim-
BICTP 1X 00JIIKy OCOOJIMBO 3pOCTaE B YMOBaX CKJIaHOTO
penbedy. Takum umHOM TeoiH(OpMAIiiHI TEXHOJOTIT
JIO3BOJISIIOTH 3pOOMTH IHTETPAIlif0 BEJIMKOTO YUCia pi3-
HHUX MPOCTOPOBUX JaHUX, IHIIOT MPOCTOPOBOI 1 HEMPOC-
TopoBoi iHhopmauii npo mociimkysani HMS i1 nposec-
TH KOMILJIGKCHUH aHali3 IUX JJaHUX.

MeTo10 podOTH € TIiIBUIIEHHS iHOPMATHBHOCTI
Bi3yaJIbHUX JaHUX II0J0 HEOE3MeUHNX METEOPOIIOTIUHIX
SIBUL IS TIATPUMKH NPUAHATTS yIPaBIiHCBKHUX PilICHb
3 MOM'SKIICHHS W HeWTpamiarlii HaCliAKiB HECTIPHUSTIIN-
BUX KITIMATHYHUX YMOB 1 iX Jii Ha CyCHiJIbCTBO.

1. BusHavyeHHs Ta aHAJI3 THIIOBHUX
He0e3MeYHUX MeTEeOPOJIOTiYHUX SIBHIII

Kuimat 3emiti cXunbHHAN 10 MPUPOAHUX KOJHMBAHb,
ajyie Hapasi cepelmHsl Temreparypa 3eMyli Mae CTIHKy JTu-
HaMiKy 3pOCTaHHs, CIPWIMHSIOUN 3HAYHY KUTBKICTh Te-
MIIEpaTypHHUX aHOMAJIii, HEe XapaKTEepHHUX ISl 3BUMHOTO
TEMIIEPATYPHOTO PEKUMY TUIAHETH, IO TIOCTIHHO (ikcy-
€ThCs CBITOBUMHM CHHONTHYHHMMM eHTpamu (puc. 1-5).
Take 3pocTaHHS MOB’S3yIOTh 13 NMapHUKOBUM e(EKTOM,
SIKMU TIOJISITAE B TIOTJIMHAHHI aTMOC(EepOr0 3eMITi YaCTHHU
coHstyHOl eHeprii. COHs/YHA €HEepris, 110 BUIIPOMiHIOETh-
s Ha3aJ B KOCMOC 3 ITOBEpXHi 3eMli, TOTJIMHAETHCS Map-
HUKOBHUMH Ta3aMH 1 IOBTOPHO BHUIIPOMIHIOETHCS 32 BCiMa
Hanpsimamu. Lleil mpouec NPU3BOAMTH JO HATPIBY SIK
3eMHOi atMocepH, Tak i moBepxHi mianeTu. be3 3a3Ha-
geHoro edekrty 3emis Oyna 6 mpubmmsHo Ha 30°C xoim0-
nHimre. 3a TyMKOIO BYCHUX, HACEIECHHS TUIAHETH ITiJICH-
JIIO€ TIPUPOTHUN MAPHUKOBUH e(eKT, OCKUILKH Ta3H, 10
BHIUISIOTHCS. TIPOMHUCIIOBICTIO 1 CIJTBCBKHM TOCTIOJAPCT-
BOM, 3aTPUMYIOTh Oljbllle €Heprii Ta MiABUIIYIOTH TeM-
neparypy. Y ernoxy cydacHoi 3MiHM KJIIMaTy criocTepira-
€ThCSI 3pOCTaHHS TIOBTOPIOBAHOCTI 1 IHTEHCHBHOCTI HelOe-
3MEYHUX | HECIPHUATINBUX METCOPOJIOTTYHUX SBHII, SIKi
MOXYTh BHKJIHMKATH HAJ3BHYAWHI CUTYyallii MPUPOTHOTO

xapakrepy (puc. 5).

4 © Amnnpees C. M., I'openuk C. 1., Heuaycos A. C., Cayn-T'oze 1. K., 2022
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Ka, TMOHW)KEHHS TOPH30HTAIBHOI 1 BEPTHKAIBHOI JlaJib-
HOCTI BUAUMOCTI.

TunoBuit nepenik HeOE3MEYHUX METEOPOJIOTTUHUX
SIBHII, TKUH PO3pOOIICHUH T1IpOMETEOIEHTPOM, Ha Tij-
CTaBl SIKOTO TEPUTOPialbHI YHPABIIHHI METEOCIYKO
CKJIaIal0Th YTOYHEHHUH, 3 ypaXyBaHHSAM MiCIIEBOI cIie-
mudiky, nepenik HeOe3MeUHNX SBUI U CBOET TEPUTO-
pii, mpencraBnennii B TaduI. 1.

Hebe3neuyHi MeTeOpOIIOTIUHI SIBUIA Y PS/Ii BUNA-
KiB NPU3BOJATH A0 KaracTpodiuHux HaciuiakiB. OcoO-
JIUBO YaCTO MiJ IX i€l TPaIUIAOThCS MoBeHi. OCHOBHI
paiioOHM BUHUKHEHHS TPOIIYHUX IHUKIOHIB CKJIAJAIOTh
ciM (akTUYHO BiZOCOOJEHHX Oe3NepepBHUX 30H, SIKi
MaloTh Ha3By OaceiiHiB. HallakTHBHIIIIOIO € TUXOOKeaH-
ChKHI OaceliH, Jie MOpIiYHO BUHUKAE OUIBIIICTD TPOMid-
HUX IMKJIOHIB i1 TPOIIYHUX MITOPMIB (3 86 B CBITI).

Bapro 3a3HaunTy, 1m0 Knacudikaris NOMKOIKEHb
JIMIIE 32 TPOLIOBOIO OILIIHKOIO, 1[0 BUMIPSETHCS Y MUIb-
sprax IojiapiB €THYHO € HE 30BCIM KOPEKTHOIO, ajKe
3a0Mpae KUTTS Ta 3/I0POB’SI TPOMAJSH TUX JEpKaB, 1€
JIOKaJIbHO PO3MOBCIOKEHI i atMocdepHi sBura. Yuc-
JI0 XKEPTB MOKE€ CTAHOBHUTH JECSATKH THCSY, IO 00yMO-
BIIOE MeETy JocHikeHHA. JlaHi IpexcTaBiieHO Ha
puc. 6.




Cucmemu ynpagninns, nasizayii ma 36'a3ky, 2022, eunyck 1(67)

ISSN 2073-7394

Tabnuya 1 — Knacudikanis HeGe3neqHNX MeTeOPOJIOTiYHHAX STBHII

HaiimenyBanusa HMS

XapakTepucTuku i kputepii BusHauenuss HMSL

A.1 llIkBaJbHUI Ta NOTY:KHUI
BiTep

Birep, mo mocsrae mBHIKOCTI MOPUBY 110 25 M/c, abo cepenHbOl MIBUIKOCTI HE MEHII,
HiK 20 M/c, HA MOPCHKHX OeperoBHX TEPUTOPIAX Ta TipchKUX paioHax 10 35 m/c, abo
cepeHbOI MBUAKOCTI HE MeHII, Hixk 30 M/c .

A.2 YparanHuii Bitep (yparaH)

Birep, 1110 g0CATHYB MBUAKOCTI 33 M/c i Ginbiie.

A.3 llIkBan

Pi3ke KOpoTKOYacHe (IPOTATOM JCKINBKOX XBHIIMH, aJIc HE MCHIIE 33 OJHY XBHJIHHY)
MMOCHJICHHS BITPY 110 25 M/C i 6ibL.

A.4 Cmepu

CwibHUI MajoMacmTabHUIT BUXOp y BUIVIAII CTOBIA a00 BOPOHKH, HANPABJICHUH BiJ
XMapH J0 MiICTHIIAIYO0T MOBEPXHi.

A.5 CunbHa 31MBa

CHJIBHUI 3]TUBOBUIT 10M 3 KUTBKICTIO OmaJiB He MeHIe 30 MM 3a mepioj, 1o He Oibiie
1 rogunu.

A.6 [dy:xe cuibHmii qomn (yxe
CUJIbHUI 1011 3 CHIroM, AyiKe
CUJIbHUI MOKPHI CHIir, 1yKe
CHJILHMIA CHIr 3 J011em)

Jlor, 371MBOBHIA IO, JOII 31 CHITOM, MOKPHI CHIT' KUIBKICTIO HE MEHIIIe Hixk 50 MM, B
paitoHax 3 0co0IMBOIO HEOE3MEKOIO JI0 CEMIiB, a caMe TiPChbKHUX PafOHIB — HE MEHIIIE HIX
30 MM 3a YaCOBMMHU OOMEKECHHIMU HE Oibie HiXK 12 roauH.

A.7 Cuironman

Jlotm, 31MBOBHI o1 3 He MeHIe Hixk 20 MM OMajiB 3a 4YaCOBUMH OOMEKEHHSIMHU HE
Ouble Hixk 12 romuH.

A.8 Tpusanuii
CHJILHMH 101X

Jlort 3 KOpoTKMMH TiepepBaMu (He Oinbiire 1 4) 3 KibKicTiO onmaaiB He Menime 100 MM (y
3JIMBO HEOE3MEUHUX paioHax 3 KUIBKICTIO OmaaiB He MeHIre 60 MM) 3a mepioxa yacy Oi-
aeine 12 roa, ane mermie 48 roga, abo 120 MM 3a nepion yacy Ginbine 2 1i0.

A.9 Kpynnuii rpan

I'pan miamerpom 20 MM i Gisblire.

A.10 CuibHa 3aBipoxa

Iepenecenns cHIry (4acTo CynpoBOKYBaHHH BUIIQIaHHSAM CHITY 3 XMap) CHIIBHUM (i3
CepeHBOI0 IIBHJKICTIO HE MeHIIe 15 M/C) BITPOM i3 METEOPOJIOTiYHOIO JOCSHKHICTIO
BuUMOcCTI He Oinpare 500 M TpuBaticTiO He MeHme 12 roz.

A.11 CuanbHa 3anopoiueHa (mi-
maHa) oyps

Iepenecenns nopouu (MicKy) CHIBHUM (3 CEPENHBOIO ILBUAKICTIO HE MeHIue 15 m/c)
BITPOM 1 3 METECOPOJIOTIYHOIO JOCSHKHICTIO BUAMMOCTI He Oibine 500 M TpUBAICTIO HE
MeHue 12 rox.

A.12 InTeHCHBHUI TyMaH
(cuabHa mJa)

CuilbHe TIOMYTHIHHSI IOBITPS 332 PaxyHOK CKYMUYCHHS HAHpIOHININX YacCTHHOK BOJH
(HopoIy, MPOAYKTIB TOPIHHS), MPH SKOMY 3HAYEHHS METCOPOJIOTIYHOI ITOCSIKHOCTI
BUIUMOCTI He Oinbire 50 M Ta TPHBAIICTIO HE MeHMIOro 12 4

A.13 TloTy:kHe BiIKJIageHHSs
oxeJieuui

JliameTp BiAKIaaeHHS Ha MPOBOAAX: OKENIEAl — JiaMeTpoM He MeHIre 20 MM; CKIIaJHOTO
BiKJIaZCHHs a00 MOKPOTo (1110 3aMep3a€) CHIrYy — AiaMeTPOM HE MEHIIE 35 MM; mamo-
PO3b — aiaMeTp BiAKIaaCHHS HE MeHIe 50 MM

A.14 IloryxHuii Mopo3

V nepiox 3 nucronaza o Oepe3eHs 3HAYEHHSI MiHIMAIBHOI TeMIIepaTypy HOBITPS JOCS-
ra€ BCTAaHOBJICHOTO JUIS IaHOI TepuTOpii HeOe3newHOro 3HaueHHs a0 HIDKYE 32 HHOTO

A.15 AHOMAJILHO-X0JI0HA 110-
roaa

V nepiox 3 OBTHS 10 Gepe3eHb MPOTATOM 5 IHIB i OUIBII 3HAYEHHS CepeIHbO1000BO1
TEeMIIepaTypH IOBITPs HIDKYE 3a KiMaTuuHy HopMy Ha 7 °C i Gisble

A.16 IlinBuIIEeHHSI TeMIepaTy-
PH, HEBJIACTHBA CE30HY

V mepion 3 TpaBHs MO CEpIIeHb 3HAUSHHS MaKCHMAJIbHOT TEMIIEpaTypH IOBITpPs I0OCSATaE
BCTAHOBJICHOTO [UTS JIaHOI TEPHUTOPiil a00 BHIIE 338 HHOTO.

A.17 3amopo:kyBaHHA

IMonmxeHHsT TeMIiepaTypy HOBITPs 1/a00 MOBepXHi IPYHTY mo 3HaueHb Hipkde 0°C Ha
TJTi TIO3UTUBHUX CEpeHiX HOOOBUX TeMIlepaTyp MOBITPs B MEpiOAN aKTHBHOI BereTarii
CUIBTOCHIKYJIBTYp a00 30MpaHHs BPOXKalo, IO IPUBOIUTH A0 IX MOIIKOMIKEHHS, a TAKOXK
110 9acTkoBoi abo MoBHOI 3aruberni ypoxaio

A.18 AHOMAJIbLHO NMOCYIININBA
norojia

VY mepion 3 KBITHS [0 BEPECEHb MPOTITOM 5 JHIB 1 OLIBII 3HAUECHHS CePeIHbOT000BOT
TeMIepaTypH MOBITPs BUINE 3a KiaiMatuuHy HopMy Ha 7 °C i Gimbine

A.19 HapzBu4yaiiHa MoKeKHA
Hebe3meKa

[Moka3uuk noxexHoi Hebe3neku BiHocuThes 10 5-ro kiacy (10 000 °C 3a hopmyoro
Hecteposa)

e Az KpaitH 3 HalGiNbLLOK KiNbKICTH XepTB
B Typevy4yHHa r Pocin HAi i i oy i
o e e a6 P —p—— HaiGinbLui KaTaKNi3MH-BOHBLL
I Ipas__ | IHoHe3in I 162 136 Jemnerpyc N /43621
P 54 000 26 796 =t MMy IR 139515 yp za1
== 4 KHTaR e 123937 EKCTpemanbHi Temnepatypy IR 16588
rard 17— a1 Togik IR 150051
NaKwCTaH — #5400 flocyxs M 225
_ Pocin IS 58545 cysH @ 17674
Lllm-!l?m — g:»: Bnumem 'l 1412
KaHH 122
Bexecyena 30319 ny?g:uau | 37

Puc. 6. KinbkicTh epTB BiJf IPAPOIHAX HEOE3MEUHNX
T1{pOMETeopOJIOTYHUX SBHI Y cBiTi 1996-2021

2. CyvacHmii cTaH kaprorpadgyBaHHsA
He0e3MeYHUX MeTEeOPOJIOriYHMX SIBUIILL

L

M aume Kapru u [IEYHHUX TIIPOMET! JIOTIYHUX SIBU
2, IHn[ﬁc%omH p 6663 ¢ [lpO ¢ eOpO 0 Ll
f 221 331 € BaXIMBOIO CKJIAAOBOIO I 3a0e3ledeHHs Oe3leKu
. HaceJIEHHSI, OCKUJIBKH BOHHU JAIOTh YSABJICHHS PO Xapak-

2L S =% A5 &3 &8 JCHIA, OCKUILKH BOHH JAI0TD Y. po Xap
S B T e S Tep, IHTEHCHUBHICTD 1 MEPIOIUYHICTh MOMIIUBHUX MOTPO3

3eMNETPUC  JeMNeTpYC bupsa ExcTpemansHi  MoBiHb Nocyxa .

Ta uyHami TerMNEpaTYPH JUIsl IEBHOT TEPUTOPIi, a TaKOXK CIYX,aTb OCHOBOIO ISt
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NIPOTHO3YBaHHS BipOTiJHOCTI BUHUKHEHHS JaHUX SBHIL.
B VkpaiHi i 32 KOpIOHOM HAKOMUYEHO 3HAYHUI JOCBIJ
CTBOPEHHS KapT HeOe3neuyHuX NpupoHuX seuil. [Ipak-
TUKY TEPIIMX CHpoO BiIOOpaXKeHHsS TaKMX MPOLECIB Ha
KapTax TepuTopii YKpaiHH BiTHOCATH 10 movyatky XX B.

HM S moxaa knacuikyBaTH 3a JBOMa O3HAKaMU:

1) HampsiMy TeMaTHYHOTO KapTorpadyBaHHs HeOe-
3MEYHUX NPUPOJHUX SIBUILL;

2) TIPOCTOPOBOT BH3HAYCHOCTI TEPHTOPIi, IO Bim0-
OpakaeThCsI HA KapTi.

3 morisAy HampsMiB KapTorpadyBaHHS HeOe3med-
HUX TPUPOJIHUX SIBUIL BC1 HASBHI KAPTH MOYKHA 3rPYILy-
BaTH TAKUM YHHOM:

—  KapTu PEeXMMHHUX XapaKTepHCTHK HeOe3red-
HUX SBHIIL

- KapTu Micib (ikcallii HeOe3neUHUX SBUIIL;

—  KapTu 3aloAisHOrO HeOe3NeYHUM HPUPO.-
HHM SIBUILLEM 30UTKY;

—  KapTu HeOe3IIeKH, PU3UKY 1 BIpOTiIHOCTI BU-
HUKHEHHSI HQI3BUYaHHUX CUTYallill 1 OLIHKH MOJIUBHX
BTpPAT BHACHIIOK HEOC3MEUHNX SBHII.

Jlo kapT peXMMHHX XapaKTepHUCTHUK HeOe3NEeYHHX
SIBHIIl BITHOCSATHCS KapTH iX MOBTOPIOBAHOCTI Ta iHTCH-
CUBHOCTI. BoHH, sk IpaBUiIo, CTBOPIOIOTHCS B HAYKOBO-
OCBITHIX IUIIX 1 VIS CYNMPOBOY 3aBAaHb MOHITOPHHIY,
OCKUTbKH BiIOOpakaroTh apeajr HalOUIbI 4acToro BH-
HUKHEHHS HeOe3NeyHHX SABUIN 1 iX HaiOUIbIIOl iHTEHCH-
BHOCTI. KapTh moBTOpPIOBaHOCTI BiOOpakaroTh 3aKOHO-

MIPHOCTI pO3MOALTY BUMAAKIB HEOE3MIEUHUX SBUIL y Jaci
Ta npoctopi. BOHM CTBOPIOIOTECS HA OCHOBI aHamizy Oa-
TaTOPiYHUX PAIIB JaHUX METEOPOJNIOTIUHHX 1 TiIposorid-
HUX CHOCTepexeHb. KapTu iHTCHCHBHOCTI HeOe3MeuHnX
SIBUII] TIEPEBAKHO BiOOpaXkaloTh IX KUIBKICHI (BKIIOYa-
1041 €KCTPEMaJIbHI) 1 SIKICHI XapakTepucTUKH. OCHOBHUM
JoKepesioM iHdopMmarii 1 kaprorpadyBaHHSI IHTEHCHB-
Hocti HMSI € oneparuBHi 1 apxiBHi JaHi HaryIsA0BOI Me-
pexi. BuninstoTs Taki Turm kapt HMS:

—  KapTH PeKUMHUX XapaKTEPHCTHK SBHUIIL;

—  KapTtu Micup ¢ikcauii B,

—  KapTH XapaKTEePHCTHK 30WTKY, ITOB'SI3aHOTO 3
HM4,

—  KapTu HeOe3MeKH, PU3HKY 1 BipOTiTHOCTI BH-
aukHeHHs HC.

Kaptz HeOe3meyHnx MeTeOpOJIOTIYHMX — SBHII
CTBOPIOIOTBCSA Ha TII00ANBHOMY, MaKpOPETiOHAIEHOMY,
HalliOHAILHOMY 1 perioHaJlbHOMY piBHSX. B OinbmiocTi
BUIAJKIB MPOCTOPOBO-YACOBUH PO3IMOJiT HeOe3MeUHNX
SIBUIIl BUBYAETHCS B MaclitabaXx OKpeMux KpaiH 1 ix
IpyI, IO OOyMOBJIEHE OUIBIIOK JOCTYIHICTIO IMOYart-
KoBOi iH(popmanii. [Ipuknanom 3anexHocTi Kaprorpa-
¢igHOT MOmedi Bim HEOE3MEYHOTO METEOPOINIOTIHHOTO
SIBUIIA MOJKE CJIyTYBaTH Tabi. 2, mo Oyia cTBOpeHa Ha
OCHOBI nmaHuWX Tabm. 1 3 TumoBoro Kiacubikamiero 1 xa-
PaKkTEepoOM METEOpPOJIOTIYHOTO SIBUINA Ta Bi3yalizye MpH-
ponHMIT XapakTep HeOe3NEeYHHX METEOPOJIOTTYHUX
SIBUII Y BUIIISA1 KapTorpagiaHuX MOJIEIeH.

Tabnuya 2 — Bizyanizanis pizaux Tunis HMS 3a tonomororo kaprorpadianux moaeseit

KapTh anoManbHo
HIIBKNX
TeMnepaTyp

MwoTi mopou

P

K TH aHO0 AN HO
CHNLH I A0 wmis

CuneHi gowl

Kaptn
PG o or o
00 O OF O
MBKE MY MY
onanie

Benwuka cneka Kap i aH oMan: o
A BIC OKMX

CHNBHI Kapin anouansno
cHironagm CHMLH X
i cHironaaie

' TeMnepaTyp Kap 1o sncotn
CHIKHOTO NOKPNBY
!
BG'J'?HKVI LU '.:x:‘l:lm“m Koneextensi Faptn yparanie |
laB!pH}IM .BiTpiB HedeineyHi chepuin
ABMWA KapTh

‘, OB 10 P BaHOC T

Crpykrypa perionanbnoi I'lC moHiTOpHHTY
He0e3MeYHUX MeTeOPOJIOTiYHUX SBHIL

3a mpaKTUKOIO Ta MOCTIHKCHHSIMH MUHYJIOTO Jie-
CATHPIYYS BiIOYBAETHCS IHTEHCHBHHUN PO3BUTOK TEXHO-
JIOTifl MOHITOPHMHTY 1 MPOTHO3yBAaHHS HEOE3MEYHHX Tij-
pomereopooriyanx ssuml. [lepm 3a Bce, BapTO BUII-
JIUTH METOJM JUCTAHLIHHOTO 30HAYBaHH, 1O 3a0e3re-
YyIOTh MOHITOPHHI 3 BHCOKHMM IIPOCTOPOBO-YaCOBUM
1103B0JIoM. OCHOBHOIO METOIO CTBOPEHHSI METOAMKU €
cBO€YacHUH Ta npodeciiHui MiAXix 10 BUpILICeHHS abo
NPOTHO3yBaHHs Oy/b SIKOI CHTyalii, 10 TOB’s3aHa 3

atMoc¢epaumu seumiamMu. CtBopeHHs sikicHoi BJI, Mo-
JKITUBICTh TIOCTAHOBKH SKICHOI 3a/1a4i Ha 30ip, 00poOKy,
cucTeMaTH3aliio iHpopmarii 3211 SKICHOI Bi3yamizarmii
NepeciyHUM KOPUCTyBadaM, siIKi MOXKYTh 1 He OyTH crie-
[miaJicTaMH B raiy3i KiiMaTosorii, mereopodorii, I'IC-
CIIeIiaNiCTH.

Tunosa ctpykrypa perioHansHoro I'IC MoHiTOpHH-
Iy HeOE3NEeYHNX METEOPOJIOTIYHUX SIBHIL IpecTaBieHa
Ha pHC. 7, Ie TUTIOBOIO TEPIIOKO JIAHKOIO Mpolecy € 30ip
iHdopmaii (nani criocrepexxenns ta 133 y Burisini cy-
Iy THUKOBOI 3HOMKH), a 3aBEPIIAILHOIO — SIKICHA Bizyali-
3allis poLecy UM SBHIIA. Y CyYacHHX yMOBax, JUIs ITij-

7
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BUILCHHS SKOCTI NMPOTHO3Y HEOE3NeYHUX TiIpoMeTeopo-
JIOTIYHHX SIBHI 1 3HMKCHHS 30WUTKY BiJ] HHX, BUHHKAE
HeoOXiIHICTh CTBOPEHHS iH(pOpMaLiitHoi cucTemu 300py,
y3arajbHEHHs, aHajl3y 1 NMpeACTaBICHHS JIaHUX NPO He-
Oe3reyHi MPUPO/THI ABUIA, HA OCHOBI ICHYIOUHX 3aC00iB
HAa3eMHOT0, KOCMIYHOTO MOHITOPHHIY 1 MOJIEITIOBAaHHS.

EdextrBHO mONiOHI 3aBIaHHS BHPILIYIOTHCS B Cepelio-
Bumli reoindopmaniitaux cuctem (I'IC). Takum 4uHOM,
CTBOPEHHS PErioHaNbHOI iHpOpPMAIIHHOT CHCTEMH MOHI-
TOPUHIY HEOC3MEYHUX TiAPOMETCOPOIOTIUHHX SBUIIL JIS
PO3BHUTKY 1 IOTIOBHEHHS ICHYIOUOT CHCTEMH, € BaXKIIBUM
Ta HEPCIIEeKTHBHUM HAIPSIMKOM.

Migcuctema BBegeHHA gaHUX

HaHi aucTaHuiinHoro soHAyBaHHA 3eMni

HazeMHUIA MOHITOPUHI
(AaHi mepexi MeTeocTaHUIA | TMAPONOCTIB)

CHpUKN NoTiK Cupui noTik CHpUKN NoTiK CHpUA NoTiK OnepaTUBHI paHi ApXiBHi | knimaTUYHI aaHi
naHux NOAA naHux MODIS naHux EROS AIB| panux SPOT 4/5
IMetOp

4

iy J

BigHoENEHHA NporHocTMYHKX Nonie y chopmaTi GRID

Miacuctema nporHosy

O6poGka O6pobka apxiBHMX
MonepegHA i TematnyHa oOpobka aanux 033 onepaTHBHUX QAHUX p p
cnocTepexeHb A3aHUX CnocTepeXeHb
KaniGpysaHHAa PosnakoBYBaHHA, MNepenoépodka MNepepodpobka KoopaHHaTHa NpHB'AZKa. BuasneHHA Bunagkie OA.
(MeteoTools), reonpue’aska, (EROS Tools), (SPOT Tools), niaroToBKa AAHNX ANA OuiHKa noBTOploBaHOCTI OA |
reonpue’askai KaniGpyBaHHA (IMAPP),| reoMeTpiyHa reoMeTpiyHa BHKOPHCTAHHA B 4acoBHX TPEHAIB.
Bizyanisauis Bizyanizadia i Kopekuis, Kopekuia, MaTemaTikKo- Po3spaxyHoK cTaTHCTHYMHIIX
{ScanMagic) CTBOPeHHA TEMATHYHMX| Bisyanisauia, Bisyanisauia, kapTorpadgivHinx mogenax XKAPAKTEPHETHK
npoaykTie (Scanex IP) | gewndpyBaHHa AewngpysaHia (iHTEpnonAauia) ModypoBa KAIMATHYHUX KApPT i
(Scanex IP) (Scanex IP) KapT noBToploBaHocTI OA
[] [+
Mipcuctema NMpocCTOpOBOro aHam3sy Mipcucrema IMizcHeTeMA 30epirAHHA TAHHX
i MoaenBaHHA npeacraeneHHA 4aHUX . E"?"'"3'P“i_';3PT" (TonorpadiyHi,
—l\ FeonopTan TemMaTHYHi);
_l/ IchopElauiﬁHo-aHanimuHMﬁ * uMP;
6 _ = ApxiBHi AaHi 33 | TeMaTHYHI npoAyKTIL:
- _ Beb-cant + OnepaTHeHi i apXiBHi gaHi
TemaTU4HI PesyneTati 3BiTH riApoOMETE0PONONIYHIIX COCTEPeNEHb;
NpoAayKTH, MaTeMaTuKo- * Basa faHix BUNAAKIE HeGesneuHnx
CTEOpPEHI 3a kapTorpadivHoro ABMLLY,
AaHumu 033 MO eNoBaHHA * MofaenkHi nons MeTeosHaveHb
= Onunec MaTeMaTiiko-KapTorpadgivHnx
W Moaenen
m}
J

_

KopucTtyeadi

Puc. 7. Crpykrypa perionansHoi I'IC MoHiTOpHHTY Ta nporrozysanus HM

3. ITodynoBa kapTorpagiunux Moaeei
He0e3NeYHNX MeTeOPOJIOTiYHIX SBHIIL
3 BUKOPUCTAHHAM JaHuXx /(33
Ha npukjIagi yparany «Ipma»

Jliist po3po0sIeHHs Ta BIPOBAKEHHS CUCTEMH MO-
HITOPUHTY Ta aHaTi3y BIUIMBY HEOE3MEYHHX METEOPO-
JIOTIYHUX SBHUIN PO3TISTHEMO OCHOBHI eTamy MOOYyZOBU
kapTorpadiunoi momeni HMS Ha mpukianmi yparany
«Ipmay, 1110 MaB 3HaYHUI BILNIMB Ha ATJIAHTHUYHUI OKe-
an Ta [liBHiuHy AMepuKy. Yparanu (OpMYIOTBCS SK
OUKIOHN B TPONIYHOMY TOSCI HaJ CBITOBHM OKEaHOM,
KONIM TemrepaTypa Boau nepesumtye 26 C. Lle nepuia
HeoOxizHa yMoBa, IO 3a0e3ledye CHIIbHE BHUIIAPOBY-
BaHHS 3 IOBEPXHI OKeaHy, HAaCHYy€ BUXPH BOJSHOIO
napoto. [Ipyra HeoOxiHa yMOBa Mae MEHIIHMH BILIMB —
Lle MaJIMi TpajieHT (mepemnaj) MBUIKOCTI BITpY MO BHU-
COTI BUXOpY, SIKM{ MiATPUMY€ KOHBEKTHBHI XMapu i He
Jla€ IUKJIOHY pO3MacTHcS Ha IpiOHiI Buxopu. Bimommit
PSR CYNyTHIX YAHHHKIB: Pi3KUi TeMnepaTypHUH KOHT-
pacT MoBEpXHi OKeaHy, CXO/DKEHHSI Kyl4acTuX Xmap Ta
iHme. BigMideHi kopemnsmii yparaHiB 3 iHIIAMH MOTOJ-
HUMH SIBUIIaMU: NUPKYJLIIIEI0 BiTpiB B cTparocdepi,
Jomamu B 3axigHiil AQpulli, SIBUIIEM 3araJkoBOro mo-
TEIUTIHHA BOAX B TUXOMY OKeaHi.

AtmantidHui ce3oH yparanie (Atlantic Hurricane
Season) — yMOBHa Ha3Ba MIOPIYHOrO mepioay GpopmyBaH-
HS HaOUTBII IHTCHCUBHUX yparaHiB B CEpeNHIA YacTHHI
TIBHIYHOI MTOJIOBUHH ATIaHTHYHOTO OKeaHy. Sk mpaBmito
ce30H yparaHiB TpuBae 3 | gepBrs mo 30 nucromana. Ilix
criocrepiraeTbest 6mm3pko 10 BepecHs.

Ilkana yparaniB Caddipa-CiMrcoHa € mKayor
JUlsl BUMIPIOBAaHHS TIOTEHIIIMHOIO 30MTKY BiJ| yparaHis,
po3pobiena ['epoeprom Cadipa (1917-2007) i Pobep-
toM Cimnconom (1912-2014) na nouatky 1970-x pokiB.
BuxopucTtoByeThcs modnHaO4M 3 ce30Hy 1973 poky.
Bona 3acHOBaHa Ha MIBHIKOCTI BITPY 1 BKJIIOYAE OLIHKY
IITOPMOBHX XBWJIb B KOXHIH 3 5 KaTeropii: MiHimMaib-
Ha, TIOMipHa; 3HaYHa; BeJIMKa; KaTacTpodidyHa.

B Tabn. 3 npuBeneHa kinacugikamis Kareropii mka-
JIM 3aJIEXHO BiJl MIBUAKOCTI BITPY 1 BUCOTH XBHIJII BiTpO-
BOTO HarausHHs. YparaH «Ipma» - Oy copmoBaHmii Ha
niBaHi octpoBiB Kabo-Bepne 30 cepmust 2017 poky, sk
e BKazaHo Ha puc. 8. Byps mBHAKo cTajza OCHOBHUM
yparanoMm 3-oi karteropii 31 ceprHs, KOJIM BOHA TMOBOJI
nepeMicTuiacs depe3 ATIHaHTHKY. 5 BepecHI «Ipmay
CTaja yparaHoM 5 KaTeropii i 3aBmama KatacTpo(igHHX
HaciakiB Ha KapuOchkux ocTpoBax, Ha Manux AHTHIIb-
CBKHX OCTPOBAaX i JIEKUTHKOX iHIIHUX OCTpoBax KapuOch-
Koro mMops. Buxin Ha MarepukoBy yacTuHy yparal «Ip-
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Ma» 3poOuB sk Oypesiii 4 kareropii 10 BepecHs. Bin cy-
NPOBO/KYBABCSl CHWJIBHUMH IITOPMOBHMH BITpaMH, IO
ypazuin paiion YapibsctoHa 11 BepecHs. «Ipma» BcTaHo-
BUJIA HOBI PEKOP/IH.

B pesynbraTi aHamizy Oyji0 OTprMaHO iH(MOPMAIIiO
momo yparany «Ipma»: cpopmyBases: 30 cepmrst 2017;
po3naBcsi: 12 Bepecus 2017; makcumaiabHuii BiTep:

295 xm/ron; HuzkHiN THEK V: 926 Mbap (r11a; 694.56 MM
Hg); xinbkicTs 3armommx: 134 mroguau; (iHaHcoBi
3ouTkH: $ 64.655 Mipa; 006J1aCTi PO3NOBCIOMKEHHS:
AHTHIBCBKI OCTpOBH, DIiopH/a; C€30HHICTh: BXOIUTH B
Ce30H aTiaHTH4HUX yparaHiB 2017 poky. Hacninku ypa-
rany «Ipma» 3a qanmmu /133, mo orpumano 3 BITJIA, HaBene-
HO Ha puc. 9.

Tabnuys 3 — XapaktepucTukn kareropiii mkaan Caddipa-Cimncona

Kareropin IIBuakicTe BiTPY, M/¢ (kM/TOx) Bucora xBuJi BiTpOBOro HaraHsitHHsl, M

5 > 70 (250) >55

4 58-70 (210—250) 4—5,5

3 50-58 (180—210) 25—4

2 42-50 (150—180) 2—2,5

1 33-42 (120—150) 1—2

JlonaTkoBi kaTeropii

TpormigHui mTopM 17-33 (60—120) 0—1
TpomiuHa gemnpecist <17 (60) 0

PANVE LW BN TSR Y(Ee AS OF SEPT. 25

[GERT| Jt.n. T.5.| HURRICANE |MAIOR]

N

{ARLENE

Puc. 8. Tpexn pyxy yparanis B 2017-2019 poui
B ATJIIaHTUYHOMY OKeaHi

Jnst BU3HAa4YeHHS HAIpsIMY NPOXOPKCHHS yparaHis
HEOOXigHO MoOyayBaTH KapTorpadiuHy Moaensr HeOes-
MIEYHNX METEOPOJIOTIYHMX SIBUIN, Ha Ky HAHECEHi pe-
3yJNBTaTH CIIOCTEPSKEHh B MHU(POBOMY ab0 CHMBOIB-
HOMY BWTJIA[I, OTPUMaHI B TICBHI MOMEHTH Yacy.

Jns nocsirHeHHs! 1mocTaBlieHOT MeTH OyJio BU3HA-
4yeHo mporpamHe 3abe3meuenHs ArcGIS 10.5, incrpy-
MeHTapiil SIKOro MiCTUTh QyHKIUIi U1 MOOYI0BH KapTo-
rpadidHUX MOJENeH 1 Bisyamizamii JUHAMIYHUX MPOIe-
ciB HMI.

Ha puc. 10 BimoOpakeHO CTPYKTypHY CXeMy IO-
OynoBH KapTorpadidHuX Mojesel HeOe3eUHIX MEeTeo-
pOJIOTiYHUX SBULI Ha MpUKiIani yparany «lpmax. [lona-
Hy CTPYKTYpHY CXeMY MOXKIMBO aJIaNTyBaTH JUIs Bidya-
mizamii pisanx taumis HM L.

3amis AKICHOTO TUIAaHYBaHHS Ta JOCHTIDKCHHS Me-
TEOPOJIOTIUHOTO sIBHIIIA Yparany «IpMay HanamroByeMo
Ta MPAIFOEMO 3 aTPUOYTUBHOKO Ta IMPOCTOPOBOIO iH(O-
pMmartiero s ckinaganss BJ1 (puc. 11).

Hactynuuii eran poboTH - Bisyasi3aiis po3IOB-
CIOJKEHHsI yparaHy, abo OyJp SIKOTO HECTPHUSTIUBOTO
PO3BHUTKY CHTYyaIIii.

Jns peanmizamii eramy HEOOXiZIHO CTBOpUTH Ta
ompanpoByBaTH Shape-daiin abo Kiac NPOCTOPOBHX
JIaHWX, 10 ONHCAaHO Yy CTPYKTypi perioHansHoi I'IC-
CHCTEeMU MOHITOPHHTY 3a faHumu J[33.

Puc. 9. Hacninku yparany «Ipma» 3a nanumu /133,

o orpumano 3 bITJIA
BxigHi faHi: navi mepexi me’ i#t T iB, gaui o ABMILAX, He
i Har ane wo i 0 30MTKY, faHi
7 X i TOpIE, AdHI KOCMIMHOTO MOHITOPHUHTY
¥ ®opmyeanna B

& Excel n Access

——

CreopeHa
CHHONTHUHWX KapT
& ArcMap

Creopensn auimauii s ArcScene

Puc. 10. CrpykrypHa cxema no0yaoBu kapTorpadigHmux
MoJieNeit HeOe3NeYHHX METCOPOIIOTIUHIX SIBHIIL
Ha npuKIaji yparany «Ipma»
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KinneBuii pe3ynbraT ycix BUKOHaHUX il Ta Haja-
TO/DKEHHSI OCOOMCTOTO aIrOpUTMY BUIVIJATUME SIK
caMocCTiliHe pillleHHs] IporpamMHoOro npoaykry ArcGIS 3
MapKOBaHHUMHU 00’€KTaMHM, LIO IMOJETIIHTh CHPUIHATTA
SIK JJIs1 IepeCciYHUX KOPHUCTYBauiB, Tak i JUIsl po3pOOHH-
KiB, SIKi TPAIIOBaTUMYThH i3 iH(opMaliero, ska Gpopmy-

BatuMe 3MicT ctBopenoi b/I. [lns BimoOpaxkenHs iHdo-
pMauii moao yparany Oy BHKOPUCTaHI TOYKOBI 00'e-
KTH, SIKi OyJM miAnucaHi BiAMOBIAHUM YnHOM. J[J1s 1160-
ro BUKOPHUCTOBYETHCS napameTp «Haamucatu o0'exTm»
mpu BHOOPI KOXKHOTO 3 BioOpaxkeHuX Imiapis. Pe3yiib-
TaT MpeNCTaBIeHIA Ha puc. 12,

H = Wpma - Excel
TNABHAR BCTABKA PA3IMETKA CTPAHIAL I GOPMYNbI JAHHBIE PELLEH3VMPOBAHWE BA
& == o == = 5 -
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120 = Fe
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1 | No [lUupota |Oonrota |Kateropwa |Twnwropma |[larta Bpema GMT Cropoctb munbfuac | [laeBnexme
2 | 1,00 16,40|°-30,3 0|Tponwueckwmii|30.08.17 15:00:00 50,00 1004,00
3 | 200 16,40|"-32,2 2|Tponmueckmi|31.08.17 3:00:00 65,00 999,00
4 | 3,00 17,80|-35,6 3|¥paraH 01.09.17 3:00:00 115,00 967,00
5 | 4,00 19,10|"-40,5 3|¥paraH 02.09.17 3:00:00 115,00 967,00
6 | 5,00 18,30|"-46,2 3|¥paraH 03.09.17 3:00:00 110,00 973,00
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Puc. 12. Pe3ynbTat BinoOpaxkeHHs MiANMUCAaHUX aTPUOYTUBHUX Ta IPOCTOPOBHX JAHUX yparaHy «Ipmay

B pesynprari orpumaHi BCi HEOOXimHI maHi ISt
NnoOyZ0BH CHHONTHYHOI KapTH Juisi yparany «Ipmay.
AHanoriyHUM 4MHOM OyJIM OTpHMaHi JiaHi Juisi no0ymo-
BU CHHOINTHYHOT KapTH IIapiB TEMIepaTyp xmap Hebes-
MEYHUX MeTeoposoriunux sBuil (puc. 13, a). B pe3yns-
TaTi OyJO OTPUMAHO CHHONTHYHI KapTH HeOe3NmeyHHX
METEOPOJIOTIYHUX SIBUIL Y BUIISAL yparany «Ipmay, siki
mpencrasieHi Ha puc. 13, 6.

Jts mocmimKeHHs XMapHOTO MOKpUBY OyB 3acTO-
coBanuit ArcGIS, skuit 103BOJIsIE SIK aHANI3yBaTH KOHT-
pacTHi XapaKTepUCTUKH, TaK I OTPUMYyBATH IX CTaTHC-
THYHI 3HadeHHs. Po3poOka xapTu mpoBoamiiacs Ha oc-
HOBI KOCMIYHHMX 3HIMKIB ATIaHTUYHOIO PETiOHY Ta
niBaeHHO-cXinHoi ITiBHiuHOT AMepuku 3a 2017 pik Ta
shape- ¢aiiniB aHATOTIYHOT TEPUTOPIT.

T'oToBe pimeHHs y BUIIAAL KapTH OYJIO OTPUMAaHO
caMe uepe3 3acCTOCYBaHHsS METOIUKH PO3POOKH perio-
HanbHOI ['IC-crucTemu, 110 MOKe OYTH afanToBaHa 0
Oyzb SIKMX YacOBHMX JAaHUX (aHalli3 MOXJIMBUX MaiOyT-
HIX yparaHiB ab0 TeXHIYHE JOCIIJKEHHS yparaHiB Mu-
HYJIMX POKIB, 3a SIKI MOXJIMBO 3HaiiTu naHi). Tak camo
MOKEMO OTPUMATH PIllleHHs 1I0JI0 OyAb SKHX HeOe3re-
YHUX aTMOC(EpHUX SBHUIL, SKIIO ONEPYBAaTHMEMO Ja-
HUMH 3TigHO crerudiku sBuma. [1oTyXHI Ta 3aTsxHI
MOPO3H — aHalli3 3a TEMIICPaTyPOIO, 3ITHUBH Ta iHIII Olla-
I — HeOOX1HO 3HATH KiJIBKICTH OMaiB 3a IIEBHUH Jac.

BucHoBKH Ta pe3yabTaTH po6oTH

B mporeci mocnimxeHHs OyJio MPOBEICHO aHAai3
Ta BU3HAueHa Kiacudikaiis kapTorpadivHux Mozaenei
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Kapta wapiB Temnepatyp xmap
HeGe3nevyHUX MeTeoponoriuyHuX ABULL-yparaH “lpma”

KapTa HeGe3ne4YHNX MeTeoponoriyHUxX ABUL, — yparaH “lpma”
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Puc. 13. CunontiyHa KapTa akTUBHOCTI Ta PO3IIOBCIOJDKEHHS yparany «Ipmay

HeOe3MEeYHUX METEOPOJIOTIUHHUX SIBHUI, HPOTHO3YBaH-
HSIM Ta KOHTPOJIEM SIKMX OyJe 3aiiMaTHCs perioHajibHa
reoinopmaliiiina cucrema, IO MaTHME YHIKaJIbHY
CTPYKTYPY Ta METOJUKY. 3ampOollOHOBaHa CTPYKTypa
perionansaoi I'IC MoHiTOpHHTY HeOe€3NEeYHHX MEeTeo-
POJIOTIYHUX SBUII Y BUIIIAII B3a€MO3B’SI3KIB MK KOM-
MMOHEHTaMHu 300Dy, BBEICHHS, OOpOOKH Ta CHCTEMAaTH-
3amii iH(opMaIlii i3 MOAaNIBIIO0 Bi3yallizallielo J03BO-
JUTH ORI AKICHO Ta BYaCHO pearyBaTé Ha HeOe3medHi
MeTeopoioriuni  sBuma. Po3pobneHi kaprorpadivni
MoJielli HeOe3[eYHUX METEOPOJIOTIUHHX SIBHUII 32 JTaHU-
mu /133, siki migBHINYIOTH 1HQOPMATUBHICTH METEOPO-

JIOTIYHUX JAHWX 3/ MIATPUMKHA TPUHAHSTTS yIpaB-
JIHCBKUX pillleHb II0JI0 PearyBaHHS Ha HECIPUSTIUBI
KIIMaTHYHI IpolecH Ta ix Hachinku. [loOymoBani kap-
TH HEOE3MEYHUX METCOPOJIOTIYHUX SIBHUIIl HA MPHUKIAIL
yparany «Ipma» Ha ocHOBI gaHux [133.

PoboTy 3ampomnoHoBaHOi MeToankH Oyio ampobo-
BaHO Ha mpakTuili. CTBopeHa KapTa HeOe3MmeuyHuX Me-
TEOPOJIOTIUHKUX SIBUI Ha NpHKiIani yparany «Ipmay.
HasBHicts atpuOyTnBHOI Ta mpocTopoBoi iH(popMamii
IUTA CTBOpEHHS 0a3W MaHWX, BJajla Bi3yaiizalis mepe-
MIIIICHb yparany JOBOJIUTH ¢(EKTHBHICTh JaHOT METO-
JTUKH.
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Application of geoinformation technologies for construction of mapping models of hazardous meteorological phenomena
S. Andreev, S. Horelyk, A. Nechausov, D. Saul-Hoze

Abstract. The subject of the research is the development of the structure of the regional GIS for monitoring dangerous
meteorological phenomena and the construction of cartographic models of hazardous meteorological phenomena using Earth
remote sensing data and other spatial and nonspatial data. The object of the research is the methods of using geoinformation
technologies for constructing cartographic models of dangerous meteorological phenomena. The aim of the work is to increase
the efficiency of visualization of data on dangerous meteorological phenomena to support managerial decisions to mitigate and
neutralize the effects of adverse climatic conditions and their impact on society. Conclusions: The analysis was carried out and
the classification of cartographic models of dangerous meteorological phenomena was determined. The structure of the regional
GIS for monitoring dangerous meteorological phenomena has been developed. Cartographic models of hazardous meteorological
phenomena based on remote sensing data have been developed, which increase the information content of meteorological data to
support the adoption of managerial decisions on responding to unfavorable climatic processes and their consequences. Maps of
dangerous meteorological phenomena have been constructed using the example of hurricane Irma based on remote sensing data.

Keywords: dangerous meteorological phenomena (DME), cartographic model, climatic changes, remote sensing data.
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METO/JI ITEHTU®IKAIIII KOCMIYHUX 3HIMKIB
JJIAA ITPOT'HO3YBAHHSA JIICOBUX ITOKEX

Anoranis. KocMiuHi METOIM CTEKEHHS 3a JIICOBUMH ITOXKEKaMH JOIIOMAararoTh BHSBIIITH IX HA ITOYATKOBIM cTaxil 1 3a-
0e31euyIoTh ONlepaTUBHE PUHHATTS PillleHb, IO CIPHSE MOAANBIIOMY 3/IHCHEHHIO MOHITOPUHTY Ta OI[IHIOBaHHIO HAaCIiJ-
KiB. BUKOpHCTaHHS KOCMIYHIX TAaHHX JUIL MOHITOPHHTY ITOXKEXHOTO CTAHy JO3BOJISIE IIBUAKO I EKOHOMIYHO OTPUMYBATH
00’€eKTHBHY 1 HezanexHy iHdopMallito, 100 ornepaTHBHO NMPUAMATH PillleHHs AJ1 60poThOH 3i cTHXi€. Y poboTi po3pos-
JICHUH MeTo/I ieHTH(IKaLil TOKeK 3 BAKOPUCTAHHIM KOCMIYHHX 3HIMKIB HU3bKO1 PO3/IIIBHOI 3[[ATHOCTI O/IepKaHHX 3 Cy-
nytaukiB TERRA MODIS ta NOAA AVHHR. Ouanm 3 mpo6iieMHHX aclieKTiB y METOI BU3HAYCHHS MOXKEXK € MACKyBaHHS
XMapu Ta Boau. ToMy IS iIeHTH(IKali] «ITOXKEKHNX» MIKCEiB BXKINBO BUKIIFOYATH 3 aHANI3y (parMeHTH 3HIMKIB, SIKi MOK-
PHTI XMapaM¥ Ta 3aHHSTI BOXHUMH 00’ €KTaMH. AJITOPUTM BAMArae 3Ha4HOTO 30UTHIIEHHS BUIIPOMIHIOBAHHSI B Jliaria3oHi 4 MK,
a TaKOX BIJHOCHOTO CIIOCTEPEKyBAaHOT'O BHIIPOMIHIOBAHHS B miama3oHi 11 MK. ANTOPHTM JOCTIIKY€e KOXKEH IIKCeNb CIeHH,
SIKOMY B pe3yJIbTaTi IPUCBOIOETHCS OJIMH 3 HACTYITHUX KJIACIB: BIIICYTHI laHi, XMapa, BoJa, TIOTCHIIHHO IT0XKe)XHI a00 HeBU3Ha-
yeHi. [likcen XxMap Ta BOJHUX 00’€KTiB, [0 BU3HAYAIOTHCS 32 JOIIOMOT'OK METOJMKH MACKYBaHHS XMap 1 BOJAHUX 00’ €KTIB,
HaJIeXKaTh [0 KJIACIB XMap Ta BOJAH BIANOBIAHO. AITOPUTMOM BUSIBIICHHS MOXKEXI JOCTIKYIOTHCS JIMIIIE Ti MiKCEIi 3eMHOT 1M0-
BEpXHi, SIKi BiJHECEH] 10 MOTEHLIIHO MOKeXHUX a00 HeBM3HaueHHUX. MeToz OyB peanizoBaHHUii 32 IOTIOMOTOI0 iHCTPYMEHTY
BisyansHOrO nporpamysastst Power Builder B cepenouii crcremMu 00poOKH JaHMX AUCTAHIIHHOTO 30HAyBaHHs 3emii Erdas
Imaging. ¥V pesyibTari BAKOPUCTaHHS METOAY iAeHTH]IKAI[i OyH BUSBIEHI Mox)exoHeOe3medHi Mictst B YOpHOOMITBCHKIN
30HI BiT4y>KeHH:. BUKOpUCTaHHS METOy CyITyTHHKOBOI 1IeHTHU]IKaNiT HOXKEeXK Ma€e BaXIIMBE 3HAYCHHSI ISl OTIEPaTHBHOTO BU-
SIBIICHHSI TTOXKEX JUIS BIUTAJICHHX JIICOBUX MACHBIB, SIKi C7Ja00 KOHTPOJIOIOTHCSI HA3EMHUMH METOJIaMH MOHITOPHHTY.

Kaw4doBi ciaoBa: qucranuiiine 30HIyBaHHS 3eMIli, reoiH(OopMaLiiiHi CHCTEMH KOCMIUH1 3HIMKH, 1IeHTH(DIKAIS TOKEK,

TOKEKHUID TMIKCEIb.

Beryn

[Moxexi € HeOE3MEYHUM SIBUILEM MPUPOIHOTO ab0
TEXHOT€HHOTO XapakTepy, SKi 3/1laTHi HEOHOPa30BO IO-
BTOPIOBATHCh Ha MEBHil Teputopii. IX BigHOCATH 10 K-
30Tr€HHUX JIOKAJIbHO-KaTacTPOPIUHUX YHHHHKIB, IO
3HUMIYIOTh MPHUPOIHI 610Te0neH03! (BUTOpaHHS COTCHb
THCSY TEKTapiB JIiCY, THCAY] TOH CaXki Ta 30JIH, KaHIIEPO-
TeHHI CIONYKW, II0 HAAXOIITh J0 atMmocdepu). Haii-
OLIBII CKIAAHUMH 1 HeOE3IEYHNMHU € JIICOBI IMOXKEXKI, K1
MIPU3BOIATE 10 KaTacTPO(PIUHUX HACTIIKIB B HABKOJIHIII-
HBOMY MPHUPOTHOMY CEPEIOBHII 30UTBIICHHS KUTBKOCTI
i MacITabiB TAaKUX MOXKEXK MMOB’sI3aHE 3 MPOIECAMU TJI0-
0aJILHOTO MOTEIUIIHHS, [0 Ma€ HEraTUBHI HACIIIKH JJIS
Beiel maneTn. Oco6IMBO TOCTpPO 1 MpoOIIeMa CTOITh 1 B
VYxpaini. llopigHo Ha TepuTopii KpaiHu (iKCyIOThCs CO-
THI JIICOBUX IMOXEXK, BHACIIJOK SKHX BTPayaeThCs 0e€3-
LIHHWIA 3aM0BiTHUN (HOHII, 3SHUKAIOTHh CHACMITHI TTOPOIH
niepeB, BinOyBaeThcs BUHHUIIEHHS OioTH. [Ipodiema mo-
JKeK OCTaHHIMH POKaMH IPUBEpPTaE 0 cede 0coOIHuBY
yBary B KOHTEKCTi 3pOCTaHHS BIUTHBY TaKUX TII00aTbHIX
MIPOIIECiB, K 3MEHIIICHHS ITIOMI JICiB CBITY, BTpaTa 0io-
PI3HOMAHITTSI, TI00aTBHI 3MIHH KJTIMaTy Ta 3MiHU B 3€M-
nexkopuctyBaHHi. [{e mMoB’s3aHO 3 KOMIUIEKCHICTIO 1 He-
OJTHO3HAYHICTIO BIUTMBY IOKEX Ha JICH, TOBKULIA Ta
rpoMajd, IO YXUBYTH OiNis JiciB. Bu3HaueHHS IIIOMI
JIicy, e IpOoMIIIa MOXKeKa, € BaXKIIMBO CKIIAZOBOIO iH(O-
pMamiifHOTO 3a0e3neUeHHs JTiCOBOTO TOCHOIapCTBRA.

VYkpaiHa Mae IeBHHIA JOCBI OIHKHA TAKUX TTOXKEK.
Po3BUTOK TEeXHIYHHMX 3ac00iB, BUCOKA MEPiOJAUIHICTS,
OTIEPATUBHICTh 1 JOCTYIHICTh MaTepialiB JUCTAHIIIH-
Horo 30H1yBaHHs 3emiti (/133) 103BOISIOTE pearizyBaTh
3a7a4i 06e3 3acTOCYBaHHS JOPOTUX MpodeciiHuX amapa-
THO-TIPOTPAMHUX KOMILIEKCIB, 30KpeMa, U OTPHUMAaHHS

iHpopMaii mpo JicoBi ekocucTeMu. OHUM 13 CHOCO0IB
PO3B’s13aHHS TEXHIYHOT 3a7a4i 300py 1 OLiHKM iH(pOpMa-
i1 PO JIICOBI MOXEXKI € TUCTAHIIITHE 30HIyBaHHS 3e-
miti. Lle cipydMHUIO aKTUBHE 3aCTOCYBAaHHS JaHUX Me-
TOMIB JUTsl OTpUMaHHS iH(OpPMAIIiTl PO TOXKeEXK1 I BUPi-
IIeHHSI 3raJlaHuX 3a1a4 B Ykpaini. [TocTifiHuit po3BUTOK
TEeXHIYHUX 3aco0iB, BHCOKa MEPIONUYHICTH HAAXO-
JOKEeHHS iHpOopMallii, OTlepaTUBHICTB 1 JOCTYIHICTh MaTe-
pianiB [I33 m03BOISAIOTE IPOIOBKYBATH TOCTIKEHHS B
LIbOMY HanpsIMKY ¥ BUpILIlyBaTH MiKaBi HAyKOBI 3a/1adi.

IocranoBka 3aBnanus. KocmiuHi mMeroau cre-
JKSHHSI 32 JIICOBUMHU I0OXKEKaMH JIOTIOMAararoTh BUSBIISTH
iX Ha MOYAaTKOBIN cTanii i 3a0e3Me4yrTh ONepaTUBHE
NPUIHATTS pillleHb, L0 CHPUSE IMOJAIBIIOMY 3IiHc-
HEHHIO MOHITOPHHTY Ta OIliHII HACHigKiB. Bukopmc-
TaHHSA KOCMIYHHMX IAaHUX JUIA MOHITOPHHIY ITOXEKHOTO
CTaHy I03BOJISIE MIBHAKO N EKOHOMIYHO OTPHUMYBAaTH
00’ €KTHBHY 1 He3aJIe)KHY 1HPOpMAIIito, 00 OTepaTuBHO
mpUiAMAaTH pilieHHs A 60poThOH 3i cTuxieto. Bukopu-
CTaHHS KOCMIYHHUX 3HIMKIB J]a€ MOXKIIMBICTH HE TiTBKH
BUSIBIISITH ITOYKEXK1 HA IESIKMX TEPUTOPISIX, @ i TPOBOAUTH
ix mepBUHHY KJ1acu(iKalliio 3a MUIOLICI0 3rOPaHHS, a BU-
KOPHCTaHHS 0araTOCHEeKTPaNbHUX JAaHUX y Pi3HOMY IO-
€JJHaHHI KaHAJIiB 3HIMAaHHS JIJI51 CIIOCTEPEKESHHS 38 TUMO-
BUMH TOJISIMHU 3a0pyIHEHHS, OLIHIOBaHHS 00JacTi po3-
MTOBCIOJIKEHHS MIPOIYKTiB TOPIHHS.

€ /1Ba TOJIOBHUX JDKEpeIIa TaHUX PO MOXKEKHY aK-
TUBHICTb, SIKI XapaKTepU3YIOThCs CIeU(IIHUMH MTiaXO0-
JTaMH: aKTHBHI BOTHHINA TOPIHHS 1 IOIIKO/KCHI ITOXKe-
JKaMH TuToIi Teputopi. [IpoTe miaxia 10 AeTeKTyBaHHS
BOTHHMII] XapaKTEPHU3YEThCS IEBHOIO KUIBKICTIO OOMe-
JKEHb 1 He MOXe OyTH BUKOPHCTAHUH UISl OI[IHIOBAHHS
MPOCTOPOBOTO OXOIUICHHS ITOIIKO/HKEHIX BOTHEM TEpH-
TOpii, 30KpemMa dHepe3 Te, MO0 B MOMEHT AaKTUBHOTO

© bangypka O. L., Ceunuyk O. B., 2021
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TOpiHHS CYIyTHHUK 4YacTo He IepedyBae€ y Toulli, HeoO-
XIIHIN U IeTEeKTyBaHHs, a00 BOHA 3aKPHUTA BiJ] HHOTO
yepe3 XMapHicTb. ToMy BHHHMKae noTpeba B IaHHX MPO
MOIIIKOJIKEHI TTOXKEKAMH TEPUTOPIT.

HecBoevyacHe BUSIBJICHHS JIICOBUX ITOXKEX HPHU3BO-
ITUTH 10 CEPHO3HUX HACIIAKIB Y OPYLICHH] MPUPOTHOTO
OanaHcy ekocucTeM. Y 3B’S3Ky 3 IMM MOHITOPHHT MOTe-
HIIiITHO HeOe3MeYHNX TUTTHOK MOJICTIIYE 3aBIaHH JIOKa-
Ji3arii Ta raciHHs MOXKEX Ha paHHIX cTanisx. Ha cydac-
HOMY €Talli JOCUTh NEPCIIEKTUBHUMH € CUCTEMH JIUCTa-
HIIIITHOTO MOHITOPHHTY JIICOBHX TOXeX. [H(hopmarris
PO CTaH 3eMHO IIOBEPXHi, sIKa OJIEPIKY€ETHCS 3 CYILyTHHU-
KiB LIOJHS, IIMPOKO BUKOPHCTOBYETHCS JJISl ONEPATHB-
HOT'O MOHITOPUHTY NPUPOIHUX ToXexX. [Ipu 1bomy Mo-
xiuBocTi cydacHux [ IC-TexHouorii 103BOISIOTH 00’ €11
HATU 3 KOCMIYHUMH JIAaHUMH BEJIMKY KiJIBbKICTh 1HIIOT Cy-
MyTHBOT iH(pOpMAILil.

AHani3 ocTaHHIX JocaifkeHb i myOJikauiii. [e-
TaJbHUH aHaTi3 OCTaHHIX JOCIIIKEHb 1 pe3yNbTaTiB J10-
CIIJPKeHb BKA3ye Ha Te, 110 3aJada BU3HAYEHHS MOIIKO-
JDKEHUX TI0KeXaMH TepuTopid 3a manumu J[33 mae Oa-
raTo aJlbTEPHATUBHUX METOMIB PO3B’SI3aHHS.

Oco0nuBuii BKJIaJ B IaHy rary3b 3po0JIeHHi BiTUH-
3HSHMMH Ta 3apyODKHUMH BUCHUMH, CEpPeJl SIKUX BapTO
BigmitTuT pobotn Yammpu A.M., XKypasmeosoi LI,
Kpumyka C.I'., Bumnasakosa B.1O., Tkauyka I1.A., To-
kapa O.I1., Griffiths P. Ta in. [1-6]. IuTenexryambHa crc-
TeMa MPOTHO3YBAHHSI JIICOBUX MOXKEX, NPUHLIUIH M00Y-
JIOBU CHCTEMH Ta KOHLEMLIs ii apXiTeKTypu pO3IiIIHyTa
B poboti BepecrennkoBoi M.B. [7]. Metoauka po3paxy-
HKY MapaMeTpiB JIICOBUX MOXKEX K AMHAMIYHHX MpOILIe-
CiB Ha TMOBEPXHI 3eMJIi 3 BUKOPHCTaHHIM JaHUX KOCMid-
HOT'O MOHITOPUHTY pO3MIIsiHYTI B poboTtax KomopeBch-
koro B.C. ta loppepa I'.A. [8]. LlikaBi TexHi4Hi pilicHHs
METOJIOM Hepepo3MOaiUTy MPOITyCKHOI 3AaTHOCTI Ha OC-
HOBI yIOCKOHaJIeHO1 po3mupenoi on/off Momemi Tpadiky
JTAaHWUX Ha BXOJ1 KPUTUYHOI AUITHKU O€3APOTOBOT MEpexki
nepenadi gannx posrisayto B [9-10]. Takox icHye Oa-
TaTo OHJIAWH-CEPBICIB MOHITOPHHTY TIOXKEX 32 TaHUMH
JIMCTAHIIHHOTO 30HIyBaHHs, Takux sk FIRMS [2].

Jlisi MOHITOPHMHTY TEpHUTOpiil, BpakKEHHX IOXKe-
’KaM¥ Ha JaHWi 4ac BUKOPHCTOBYIOTh HACTYITHI CYITyT-
HHUKOBI CHUCTEMH:

1. CynytHuku Terra 3 BCTaHOBJICHUMH CHEKTp pa-
nmiomerpamu MODIS;

2. Cynytauku LANDSATTM/ETM +;

3. Cymytanku NOAA/AVHRR.

Ko’kHy CynmyTHHKOBY CHCTEMY IOLIIEHO BUKOPHC-
ToByBaTH s pizHUX 1ineil. LANDSAT ycmimrao 3acTo-
COBYETBCS JUISl BUSIBIICHHS 1 KOHTPOJIIO JIICOBUX TTOXKEX,
JUISl BUSIBJICHHS BIUIMBY Ha JIICOBI HacaPKeHHS IIKBAJIH-
ctux BiTpiB. NOAA i Terra mae Benvke 3Ha4CHHs! Y BU-
SIBJICHHI OCEPEJIKiB MIKiUIUBUX OpraHi3mis [3-4].

O0'exTHBHa 1 cCBO€YacHa iH(pOpMAILlis PO HACITIIKH
MOKEX HEOoOXigHa IJI BUPIMIEHHS IIUPOKOTO KJacy
NPUKJIAJIHUX 3aBJaHb JIICOBOTO TOCIIONAPCTBA, BKIOYA-
10YM TUTAHYBaHHS OXOPOHH 1 3aXHUCTY JIICiB, JIICOKOPHC-
TyBaHHS Ta JIICOBITHOBIICHHS, aKTyali3allilo JaHUX PO
micoBi pecypeu [11]. aHi Ipo CTYHiHB MOIIKOKEHHS
JICIB MMOKEKaMU € HEB1JI'€MHOIO CKIIAJ0BOT iH(popMaIii-
HOT0 320€31eYeHHS OLIHOK 0OCSTIB NPSAMUX 1 BTOPUHHHX
MIPOTEHHUX €MICii BYIJIEKMCIIOrO Ta IHIIMX Ta3iB

MApHUKOBOTO eeKTy B atMoc(epy, BUKOHYBaHHUX B pa-
MKax 3000B's13aHb KpaiH 3a ymoBaMu KioTchKkoro npoto-
KOJIy, @ TAKOX HAYKOBHX JIOCII/PKEHb 3 ITpobiieM riioda-
JIBHUX 3MiH KiiMaty i 6Giocdepu [1].

OCTaHHIM 4acOM BCE YacTillle 3aCTOCOBYIOThCS CY-
My THUKOB1 300paKeHHS, IO JO3BOJISFOTH CYTTEBO IIi/IBU-
IIATH TOBHOTY BUSIBJICHHS T4 TOYHICTh BH3HAYEHHS
TUTOIII HACAKEHb, III0 YCUXAIOTh, IKi CTAHOBIIATH ITOXKe-
JKOHeOe31eKy, 0COOIMBO B JITHIN MEPiof, a TAKOXK O1TBIIT
e(eKTHBHO OpTaHi3yBaTH Ha3eMHY OIIIHKY KUIbKiCHHUX
XapaKTepUCTHK iX cramy [12].

MOXJIMBICTh BUKOPUCTAHHS CYIIyTHUKOBHX JAHHX
JUIL OLIHKU CTYICHS IOIIKO/PKEHHS JICIB MOXEXKaMU
BiJ;3Hauanacs OarathMa JOCHiTHUKaMU. Pe3ynbraTu 10-
CJIIJKEHb, 30KpeMa, IPOJIEMOHCTPYBAJIN HAsBHICTb KO-
PeIALil MiXK TTOKa3HUKaMU CTYIICHS TIOIIKO/PKEHHS 1 3Ha-
YeHHSIMHU KoedilieHTa BitoOpakeHHsS B CEpeTHbOMY iH-
(hpagepBoHOMY KaHa, HOPMali30BaHOTO PI3HHUIIEBOTO
BereraniitHoro ingekcy NDVI i psany iHImux BereTamiid-
HUX iHAeKciB [13], omep)KyBaHUX Ha OCHOBI CYITyTHHUKO-
BUX 300paxkeHb. byna Bim3HaveHa TakoX JOIIBHICT
KOMOIHOBaHOTO BUKOPHCTAHHS Pi3HOYACOBUX CYIyTHH-
KOBHX JIaHHX, OTPUMaHUX 70 1 micis noxexi [14]. Tlpu
[[OMY OLIBLIICTh MOCIIIKCHb M0 TEMEPIIIHBOTO Yacy
HOCHJIO JIOKaJIbHUI XapaKTep, BUKOHYIOUYHCh Ha HEBEIH-
KHX TEPUTOPIAX, 9aCTO OOMEXKEHHX OKPEMHMH IIOKe-
KaMH.

CydacHi aBTOMaTHYHI TE€XHOJIOTii CyITyTHHKOBOTO
MOHITOPHHTY 3a0e31euyIoTh (pakTHUHO Oe3rnepepBHE BU-
SIBIICHHS Ta OLIHKY IUIOMII YIIKOPKEHb JIICIB MOXKEKAMU
Ha OCHOBI KOMIIJIEKCHOTO BHUKOpHCTaHHA Aanux MODIS
i Landsat-TM / ETM + [16]. 3acTocyBaHHS CYITyTHUKO-
BUX CHCTEM CTaJl0 MOKJIMBUM 3aBISKH BHKOPUCTAHHIO
amnaparis, 110 BJIOBIIOIOTH CBITJIOBI IIPOMEHI Pi3HUX CIIe-
KTpiB, y TOMy 4McIi iHdpayepBonux [17].

AepoKOCMIYHMI MOHITOPHHT JIO3BOJISIE OTPUMY-
BaTH HAWCBIXKIIIy iH(pOpMAIi0, IO € BaKJIMBOIO I
MIPOBE/ICHHS CUTYAIlIfHOTO aHallizy 3 METOI BHPOO-
JICHHS OMTHMANIbHOTO pimeHHs. Li 1aHi € OCHOBOO JIs
CTBOPCHHSI aKTyaJbHHUX TOMOTpadidHAX 1 TeMaTUIHUX
KapT, i, HaCTIpaB/li, € HIEPBUHHHIM JIKEpEeJIoM Beiel cydac-
HOi kapTorpadiunoi iHpopmarii. burem Toro, cywachi
TEXHOJIOTIT aepOKOCMIYHOTO MOHITOPUHTY, JAWUCTaHIIiN-
HOTO 30H/yBaHHs Ta KOMIT'toTepHOi 00poOku /I3 icTo-
THO TEPEeBEePIIYIOTh MOKIJIMBOCTI TPAAULIHHUX Manepo-
BUX KapT K MIOAO 3MICTy, TaK i MO0 Pi3HOMaHITHOCTI
METOZIB Bizyaui3ailii. 3a oliHKaMH eKCIIepTiB, B HAWOIH-
KIoMy MaiOyTHhOMYy /133 cTaHyTh OCHOBHHM JKepe-
noM irpopmartii gyt ['IC, B Toit 9ac sk TpanuIiitHi KapTi
OyZyTh BHKOPHCTOBYBATHCS TIIbKH Ha IT0YaTKOBOMY
eTari B AKOCTi JKepena cTaTHIHo1 iHpopmaii (penbed,
rizporpadisi, OCHOBHI JOPOTH, HACEJICHI IIYHKTH, aJMiHi-
CTpaTUBHHHI 10/11)T1). MOXKHA TaKOX J0AATH, IO MPAKTHU-
YHO BECh KOMIT'IOTEpHHI reorpadiyHuil aHali3 BUKOHY-
€THCS 3 MOJJAHHSM JIaHUX B PACTPOBiil (opMi, sika Biac-
tuBa J133 [3].

VY nmaHoMmy JOCTiPKeHHI BUKOPHUCTOBYBAIUCH KOC-
miuHi 3HIMKE NOAA-AVHRR, siki € 3atpeOyBaHuMy Ha-
[IOHABHUMH TIOXKEKHUMH CIyk0aMu 0aratbox KpaiH
(CIIA, Kanana, bpasunis) i B)ke JOBI'Hi 4ac BUKOPHC-
TOBYIOTBCS ISl 1IeHTH(DIKAIIT ITOKEeX Ta OLIHKH iX HAC-
ninkiB. HesBaxkarouwm Ha Te, MIO PO3IibHA 3JAaTHICTH
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[UX 3HIMKIB BiTHOCHO HeBenuka — 1100 M, criaKyBaHHs
3a 3MIHOIO TETJIOBOTO BUITPOMIHIOBAHHS BiJjI MIKCENS 10~
3BOJISIE 1IEHTU(]IKYBaTH HaBITh JIICOBI ITOXKEMXK1 HEBEIMKOT
wromi (Bix 3 ra) Ta TOYKOBI JpKepesia BOTHIO BHCOKOT Te-
Mmneparypu. Bukopucranus nocsiny [Hertutyty npupon-
HUX pecypciB BemmkoOpuranii Ta HayKOBHX IIEHTPIB
Mosmsimi, Ywti, Hikaparya, Hami6ii Tomro [17], mokasano
MOJKJIMBICTE PO3POOKH Ta 3aCTOCYBAaHHS aHAIIOTIYHHUX
MeToziB. ToMy, Ha CHOTOAHIIIHIM A€HP aKTyaJbHUM Ha-
YKOBHM 3aBJIaHHSIM € PO3pOOKa METOJy OIEepPaTHBHOIO
BHSIBJICHHS TI0KEK Ha BITHOCHO HEBEJHKill TepuTopil.

MeToro gocaimkeHHs1 € po3poOka METOy i1€HTH-
¢ikarii moxe>k0HeOe3MeUYHUX TUITHOK 3 BUKOPUCTAHHIM
KOCMIYHHMX 3HIMKIB HU3bKOI PO3/1iIbHOT 3[aTHOCTI Ha OC-
HOBI MacKyBaHHs XMap Ta BOJHHX 00’ €KTIB.

BukJiax ocHOBHOro Mmarepiany

PosrisiHeMo iCHyt04Yi METOM BHSIBIICHHS TIOKEXK 3
BHKOPUCTAHHIM KOCMIYHUX 3HIMKIB HU3HKO1 PO3IIIHHOL
3naTtHOCTI. J[yisl BU3HAYEHHS TMOTEHIIHHO «IOXKEKHUX»
mikceniB (PF) icaye psa anroput™miB. BoHu 6a3yroTscs
Ha OIIIHKaxX SCKPaBICHOI TeMIepaTypH B CIICKTPaJIbHUX
nmianazonax Bif 3.5-4 mo 10.5-11.5 mk. [lani anroputMu
MOJJISIOTH Ha JIBl IPYIU — OPOTroBi i mpoctoposi. Ilo-
POTOBI JITOPUTMH YYTJIMBI JO YMOB KOHKPETHOI Miclie-
BOCTI, IIOPH POKY, 9acy J0OH, THITY POCIUHHOCTI, TeMIIe-
paTypHu IpyHTY, a IpOCTOPOBi 0a3yrOThCS Ha IMTOPiBHAHHI
SCKPaBiCHOT TeMIIepaTypH MOTEHIIHHO «II0XKEXKHOTO»
MKCeNss 3 SCKPaBICHOIO TEMIIEPAaTypoOr0 BITBHUX Bif
XMap OTOYYKYHMX MiKcediB. IIpocTopoBHil anroputm
BpaxoBYy€e MPOCTOPOBY 3MiHYy TeIIoBoro ()oHy, Ha Bix-
MiHYy BiJl OIHOKaHaJIbHOTO 200 0araToKaHaJbHOTO aJro-
PUTMY TIOPOTOBOTO PO3/iJICHHS.

OpHuM 3 npoOJIEMHUX aCNEKTIB MpHU BU3HAYEHHI
MicL ITOXEXKI 32 JOIIOMOI0K0 KOCMIYHUX 3HIMKIB HU3b-
KOT PO3/IJILHOT 3/[aTHOCTI € MacKyBaHHS XMapH Ta BOJIH.
Tomy ans igmeHTH(IKAIT TOXKEKHIX MIKCENiB ITi T 9ac Jie-
mmdpyBaHHS BaXIJIMBO BUKIIOYHATH (hparMeHTH 300pa-
JKCHHS, SKI IMOKPUTI XMapaMd Ta 3aifHATI BOJHUMH
00’ exTaMu.

Po3ginmumo MeToau aHami3ly Ha TPU KpUTEpil IS

- JICHHOTO Yacy — MiKCeli BBaXKAIOThCS 3aTEMHE-
HHUMU, SKIIO BUKOHYETHCS OJIHA 3 YMOB!

Po.65+ Pogs > 0.9, Tip < 265K, )
Poss tPogs > 0.7, Ty <285K, @)

ne Tpp — sCKpaBiCHa TeMIlepaTypa B CHEKTPaTbHOMY Jii-

anasoHi 11-12 MK, ppesTa pggs — KoedilieHTn Bia-

outts, K — Temneparypa no Kenbsiny;
- HIYHOTO 4Yacy — MiKceldi MO3HayaroTh XMapH,
SKIIIO 33/I0BOJIBHAETHCS YMOBA

Ty, < 265K. 3)

BcranoBieHo, 1m0 1i KpuTepii OyayTh AOCTATHIMHU
yuiie ais ineHTHdiKamii OUTBIIMX MPOXOJIOJHUX XMap,
ajyie He BPaXxOBYIOTh HEBEJIMKI XMapH Ta iX Kpai.

AJITOPUTM BHSIBJIEHHSI «IOMKEKHHUX» MiKCeJTiB
aasa 3uiMkiB TERRA MODIS. OcuHoBoro anroputmy
BUSIBJICHHS II0KEKHHX)» ITKCETIB € iIeHTU(IKAIis K-
CeliB, B AKHUX CIIOCTEPIraeThCsl OJHOYACHE aKTHBHE TO-
piHHS 0HOTO 200 AEKITPKOX BOTHHII ITOKEX Y MOMEHT

MPOXOJDKEHHS CYITyTHHKA HaJl 3eMHOI0 IOBEpXHer0. AHa-
JIOTIYHO 10 OUTBIIOCTI IHIIMX CYMYTHUKOBHX aJITOPUTMIB
BUSIBJICHHS TTOXKEKI, TAHUM M1/IX1]] BAKOPUCTOBYE BUIIPO-
MIHIOBaHHS CEpeHbO-1H(PPauepBOHOTO Ta JOBrOXBUIIBO-
BOTO iH(QPaYEPBOHOTO JIiaNa30HIB HA 3HIMKY, 110 MICTHTh
«raps4i» cyOmiKcenbHi 00’ €KTH. AJTOPUTM BHMArae 3Ha-
YHOTO 301IBIICHHS BUMIPOMIHIOBAHHS B JIialia3oHi 4 MK, a
TaKoXX BITHOCHOTO CIIOCTEPEXKYBAHOTO BHIIPOMIHIOBAaHHS
B miamazodi 11 Mx. Lls xapakTepHa 03HaKa TOKeXKi BI3HA-
YaeThCS 3HAYHOIO PI3HUIECIO SICKPABICHOI TEMIIEpaTypH
aOCOJIIOTHO YOPHOTO Tija B CIEKTPaIbHMX Jiarna3oHax
4 Mk ta 11 MK, 1110 BUAUIETHCS TIPH TOPIHHI.

AJITOpUTM ~ JIOCII/DKYE KOXKEH IKCElIb CICHU
MODIS, sikomy B pe3ynbTaTi NPUCBOIOETHCS OJIMH 3 Ha-
CTYNHHX KJIaciB: BIICYTHI JlaHi, XMapa, BOJa, MOTEHIIIHHO
MOXKEXHi a00 HeBu3HaueHi. [likceni, B sIKMX BiACyTHI (da-
KTUYHI JaHi, KIacu(]iKyloTbCsS SAK «BiACYTHI JIaHi»
(NULL) Ta BUKITIO9AIOTHCS 3 MOAANBINOTO po3ruisiay. [Tik-
ceJli XMap Ta BOJHHUX 00 €KTIB, 110 BU3HAYAIOTHCS 3a JI0-
MIOMOTOI0 METOIMKY MAaCKyBaHHs XMap 1 BOJHUX 00 €KTIB,
HaJIexaTh JI0 KJIaciB XMap Ta BOJM BiinoBinHo. [laHa kia-
cu(ikaliss BUKOPUCTOBYETHCS JJIsI YCYHEHHS HMOBIpHO
CHETIOKEKHHUX» TMKCENiB, a peIlTa IKCETB BpaXxoBY-
IOTBCSI B MOJQIBIINX BHUIIPOOYBAHHSIX 3 METOI0 BH3HA-
YEeHHsT HOT0 TPUHAJIS)KHOCTI 10 aKTUBHOI BOTHSHOI (ha3u.

JleHHuit miKkcensb 1IeHTH(IKY€EThCS SIK TTOTSHITITHII
«TIOKEKHUI» MIKCENb, KO0 BUKOHYIOTHCS YMOBA!

T, > 310K,
AT >10K, AT =T, -Ty;, (4)
Pogs <03,

ne T, — sicKpaBicHa TeMIepaTypa B CIICKTpaIbHOMY Jia-
nasoHi 4 Mk, Tjq — sCKpaBicHa TeMIeparypa B CIIEKTpa-
JIpHOMY AianaszoHi 11 Mk, pggg — KoebilieHT BinOUTTs

COHSIYHOTO TTPOMIHHSI.
JL7ist HiYHUX MiKCeIiB yMOBa BiIOUTTS 3 cucTeMH (4)
oImycKaeThes, a T4 3MermeHo 1o 305 K.

Iikceni, o0 He BiANOBIIAIOTH YMOBI (4), Kiacudi-
KYIOTBCS SIK «HEIO0XKEXH1» MIKCEei.

IcHye nBa nmoOTivHI MigXOMH, 3aBISKU SKAM 1JICHTHU-
(hIKYIOTBCS KIOXKEXKHI» MTKCe:

- TepUIMi — NpeaCcTaBIeHUH a0COIOTHUM MOPO-
TOBHM TECTOM, JUISl SIKOTO TIOPIT IIOBUHEH OYTH BCTaHOB-
JICHUH JOCUTH BUCOKUM, 100 BUSBUTH JIMIIE OJHO3HAYHI
TIOYKEKHI» TTKCEN);

- JpYTH{ — TPEICTAaBIICHUI Cepiero po3pOOICHUX
KOHTEKCTHUX YMOB BHSIBJICHHS OUIBIIOCTI aKTHBHHUX «IIO-
YKEKHHX» TIKCEIB, SKi MalOTh HAMEHIITY HIMOBIPHICTb.

AGCOIOTHUI TOPOrOBUl TECT — IAEHTUYHUI OpH-
rinanbHOMY anroputMmy [16], mis SKOTO BUKOHYIOTHCS
YMOBH:

- T, >360K - B nenHwmii gac;

- T4 >320K - B HiuHHif Hac.

He3Bakaroun Ha BHCOKHMH JIEHHUH TIOpIT, KOpHC-
HICTh IFOTO TECTY 3aJICKUTH Bi KyTa BiIOWUTTS COHSY-
HHUX TPOMEHIB HaJl TOPU30OHTOM, TaK SIK MOXE BUHUKATH
XUOHWHA pe3yNbTaT, CIPHYNHEHNH BiTOTUCKOM TIEBHHX
00’exTiB. Hiuni mikcen BH3HAYAIOTLCS SK TaKi, 10 Ma-
I0Th KyT BiJIOUTTS COHSYHUX NPOoMeHiB Gibmre 850,
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Hactymuuii eranom JaHOTO aJIrOpUTMY € OIiHKa
palioOMETPUYHOTO CHUTHAJIy TOTEHLIHHOTO —«IIOMKEX-
HOTO» IIKCEJIs, SIKa BUKOHY€ETHCSI HE3aJISKHO BiJl Pe3yJib-
TaTy abCOJIIOTHOTO OPOTOBOT'O TECTY, Ta BAKOPUCTOBYE
cyciani mikceni. 3a GoHOBI 3HaYeHHsS Yy BiKHI npuiiMa-
IOTBCS JIMCHI CyCinmHI MiKcenm, ¢ NeHTPaTbHUM € TIiK-
Celb, MO iAeHTU(IKYETHCS K MOTSHITIHHO «TTOKEKHUID .
VY npoMy BiKHI ZIHCHUMHE BBa)KaIOTHCS MMIKCENi, SIKi Bifl-
MTOBIIAIOTh HACTYITHAM BHMOTaM: MiCTSTh KOPHCHI CIO-
CTepe)KeHHs; PO3TAIIOBaHiI Ha CYIIi; HE MICTATh XMapH;
He € (POHOBUMHU «II0XKEKHUMI» MIKCEITSIMH.

«[loxexxHuMI» IIeHTHDIKYIOTBCS Ti HIKCeN, Juis
SIKUX BUKOHYIOThCSI YMOBH (4) 1 (5) npu ieHHOMY Ta Hiu-
HOMY CIIOCTEpPEe)XEHHI BIAMOBIHO:

T, > 325K, AT > 20K, (5)
T, > 310K, AT >10K. (6)

BaxxnuBuM (akTopoM JaHOTO aITOPUTMY € pO3Mip
BikHa. EMIipruHO HoIiibHAM € po3mip 21%21 mikcens,
IIpY IFOMY AIMCHUMH TTOBUHHI OyTH He MeHIIe 8 mikce-
niB. KinbkicTe AiicHUX TiKcelNiB y GOHOBOMY BiKHi 103-
Hauaetbes Ny . Ilig yac nmponecy anainizy, BU3Ha4aeThCs
KUIBKICTh BIAXMJICHHUX CYCIIHIX mikcelniB Nf, a TAKOX Ki-
JIBKICTh CYCIJHIX MIKCENIB, BUKIHOUCHUX SK Boxa Nuw.
Skmio izeHTU(iKoBaHa TOCTATHS KUTBKICTh TIHCHUX CY-
CIIHIX MIKCeNiB, BUKOHY€EThCS 00UMCIICHHS KIIBKOX CTa-
TUCTHYHUX TOKA3HUKIB:

- T_4, 04 — CEpEJHE Ta CepeIHE abCOJIOTHE Bij-
XUICHHS T, I AIMCHUX CYCiIHIX MiKCETiB;

- Tl_lv 011 — CepelHE Ta cepeqiHe aOCOIOTHE Bijl-
XUICHHS Tqq UL OiiCHUX CYCiIHIX MiKCENiB;

- AT, OAT — CEpesiHe Ta cepesiHe abCONOTHE Bi-

nxwieHHss AT Uit DICHUX CYCIZHIX IKCEiB.

J11s1 IpOoCTOPOBOTO ANTOPUTMY BHSBIICHHS MOXKEXK SIK
MIipH AHCTIepCii BHKOPHCTOBYETHCS CEpeHe aOCOMIOTHE Bi-
JIXWICHHS, a He CTaHIApTHE BiIXWJICHHS, OCKUTHKH BOHO
OLJIBIII CTIMKE 10 BIIXWJICHB.

Le mocwTh MPUHIIUIIOBO, OCKUTHKH MPUCYTHICTD HE-
BU3HAYCHHUX XMap, BOJIH, MPOYKTIB 3TOPAHHS BiJl TIOKEKI
Ta IHIIKX JDKepen y (JOHOBOMY BIKHI € SIBHIIEM, SIKE JOCUTh
4acTo 3yCTPIi4aETHCSL.

Aaroput™m  aasi  inenTudikanis

BumnpoOyBanus 2 — mikcedb Bu3HaueHuil sk PF,
SIKIIIO BUKOHYETHCS YMOBA:

T8 (3-4)pr —[TB(3—4)b +éTB(3—4)b} >0,
8
T°@)pr _[TB(3)b +5TB(3)b}>3K,

e TB(B)b — CepejiHE 3HAYEHHS SCKPaBiCHOI TeMIlepa-

Typu QoHy B kaHam 3, OT LD’(3)b— CTaHAapTHE BiAXH-
JICHHSI sICKpaBicHOi Temneparypu ¢(oHy B KaHami 3,

T8 (3—4)p, — cepenne 3Ha4YeHHS Pi3HULI sICKpaBiCHOT Te-

Mueparypu GpoHy B KaHanax 314, 6T B (3—4)p, — cranpna-

PTHE BIIXWJICHHS PI3HUII SCKpaBiCHOI TeMIlepaTypu
¢dony B kaHaNax 3 1i4.

BiniOpani TakuM YHHOM ITiKCEIi MOXHA PO3IIATH
Ha TPH TPYITN: OTHO3HAYHO ITOKEKHI», IMOBIPHO «TI0Ke-
JKHI» Ta OJHO3HAYHO «HEMOXEekKHI». [lomanmbine BU3HA-
YCHHS OJJHO3HAYHO «IOXEKHHX» IMIKCETIB BUKOHYETHCS
MaCKyBaHHSM MicIlb, Jic PF — 0THO3HAYHO «HEMOKEHKHI»
(mimiaHi rpyHTH, BOJONMH, TEXHOTEHHI 00’ €KTH, 110 BUIIi-
JSIIOTh BEJIMKY KUIBKICTh Teruia). HasBHIiCTh 4iTkO BU3Ha-
YEHUX TEPHUTOPIii 3 BUCOKUM CTyIEHEM MOXKEKHOT HeOe3-
TIeKH (KapTH JTICOBHUX KBApTaJiB B JIICHALITBAX 30HHU BiTdy-
JKEHHSI 3 BU3HAYCHUMHU XapaKTEPUCTUKAMH CTaHy JICiB)
JTa€ MOXKJIMBICTD 3 BUCOKOIO HMOBIipHIicTIO BimHecT PF mo
OJTHO3HAYHO «ITOYKEHKHUX TMIKCEIIiB.

Aaroputm metony izentudikaunii noxex. Meton
OyB peali3oBaHHUI 3a TOTIOMOTOI0 IHCTPYMEHTY Bi3yallb-
HOro mporpamyBants Power Builder B cepemoBumii cric-
Temu 06poOku manux JI33 Erdas Imaging ua ocHoBi 3Hi-
MkiB TERRA MODIS ta NOAA AVHHR. Anroputm
peasizalii 1aHOTO METOly IpUBECHUIT Ha puc. 1.

MOHITOPHHT IMOKEX BUKOHYETHCS 32 JOIOMOTOO
MIOCTITOBHOCTI OTEpalliif B CEpeIOBHUII CUCTEMHU 00po-
oxu nannx /133 Erdas. 1i mocmigoBHOCTI MOXHA PO3/i-
JUTH Ha KiJTbKA CTaIIiB!

1) onepskaHHs Ta MpUBEICHHs A0 pododoro ¢op-
MaTy KOCMIYHOTO 3HIMKY;

2) inentudixauis PF 3a kpurepismu (1)-(3);

3) reoMeTpuyHa KOPEKIIis 3HIMKY;

4) idrerpamis 3HiMKa 3 KapTorpagiuHUMU JaHUMH
Ta iHTepIIPETAIlisl pe3yJIbTAaTIB.

CIMOKEKHUX» MIKCeJiB 3 BHKOPHCTAH-
Hsam 3HiMkiB NOAA AVHHR. Tlpocto-
pOBHIi anTOpUTM, SKUH 1neHTH(]IKYE MmO-
TEHIIAHO «IIOKEXKHID» TIKCeNl 3a 3HIM-
kamu NOAA AVHHR, cknamaetscs 3
JIBOX TIOCITITOBHUX BUTIPOOYBaHb.
BumpoOyBanust 1 — mikcens BH3HA-

yennii sk PF, skimo BHKOHYETBCSA YMOBA. ) T H

TB(@3) > 311K,

B B (7) B
TB(3)-TB(@4) > 8K,

ne T B(X) — SCKpaBiCHa TeMIlepaTypa B

kaHaJi X: KaHaj 3 — CIIeKTpaIbHUM Jiamna-

30H 3-4 MK, KaHal 4 — CIEKTpaJbHUH /ia-
ma3on 10-11 mx.

Puc. 1. Anroputum peanizanii MeTony ineHTH(dIKamii moXKex
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Cranuii npuiiomy onepxyrots 3HiMku B HRPT ¢o-
pmari. CrenianizoBanoro mporpamoro SmartTrack 3Hi-
MOK KOHBepTyeThcsl B npomixkuuit Level 1B ¢opmar, a
moaynem Import Erdas Imagine npomixuuii daitn koH-
BepTyeThes B pobounii hpopmat cuctemu Erdas Imagine.
[Ipu iMnopTyBaHHI BUKOHYETBCA PaJiOMETpHUIHA KOPEK-
mis (kamiOpoBka gaHnx). PesympTaTom 00poOku € ¢par-
MEHT IMIOPTOBAHOTO 3HIMKA, SKHI OXOILTIOE TEPUTOPIFO
YopHOOMIBCHKOT 30HU BiMUYKEHHS Ta MPUILATAOUi 0
Hei perionw (puc. 2).

Puc. 2. Oneprxanuii Ta KOHBEPTOBaHHUI KOCMI4HHI 3HIMOK
YopHOOUIIBCHKOT 30HH BiATYKEHHI Ta HPHICTIHX
110 Hel perioHiB

OTtpuMaHUii IMITOPTOBaHUI 3HIMOK Ha/1a€ 3py4HY 1H-
¢dopmariro mpo 3araneHy TepuTopito YopHOOHIBCHKOT
30HHM 3aBISKU KaJdiOpOBIi JaHWX. 3HIMOK IOTAE€THCS IS
oAambIIoi 00poOKu. JIist imeHTHDIKAITT «TT0XKEKHIX) Ti-
KceliB po3po0iteHi Mozeni (TIporeypu 3a JOIOMOT OO T1a-
kety Model Maker — monysnst Erdas Imagine), o peasizy-
10Tk Kputepii (1)-(3), a Takok Momerni Ui MACKyBaHHSI
(BumaneHHs 3 obnacti aHaiizy) xmap. [Iporec BumiTeHHS
IOXXESKHUXY» MKCEIIB CKIAJAEThCS 3 TAKUX CTaliB:

1) Bixbip mikcenmiB 3 SICKPABICHOI TEMIIEPATYPOIO
6ineire 311 K;

2) Bigbip miKceiB 3a PI3HUICIO TeMIepaTypu B 3 i
4 xaHai,

3) crarucTHYHA OI[iHKA 3HAYCHHS Pi3HUII SICKPaBi-
CHHX TeMIlepaTyp B 3 Ta 4 KaHai;

4) cTaTHCTHYHA OIiHKA SICKPABICHOI TEMIIEpaTypH
B 3 KaHaJIi.

Pesynbratom nux eramiB OyIyTb 3HIMKH, Ha SKAX
OymyTh BHIUICHI «ITOXKEXHI» TiKce, ki Ha puc. 3 3a-
(hapOoBaHi SICKPaBO-4YEPBOHUM KOJHOPOM. Puc. 3 moka-
3ye€, 10 Ha TOCTIKYBaHIN TEpUTOPIl € MiCIl, B SIKHX 3
BEJIMKOIO HMOBIPHICTIO MOYKE BUHUKHYTH HOXeka. Y pe-
3yJIBTATI MU OJICPIKAIIH 3HIMOK 3 11eHTH(HIKOBAHUMH I10-
KEKaMH.

Puc. 3. «[loxexHI» miKcen Ha TepUTOPIi
YopHOOMIbCHKOT 30HH BiI4yKSHHS

[Micns inenTHIKALIT MOXKEK HEOOXITHO BH3HAYUTH
TOYHY JIOKaJi3allil0 3 TOYHICTIO JIO JIICOBOTO KBapTaly.
J1nist 11bOTO 3HIMOK TTIOBHHEH OyTH CKOpEroBaHHWH (peKTH-
(ikoBaHMiT) 1 NpUBEAEHHH 10 KapTorpadidHOi MPoeKIii, B
SIKI 3HAXOMSATHCSI OCHOBHI KapTorpadivHi qaHi, Mo’ s;3aHi
3 YopHOOMIIECHKOIO 30HOIO BinuykeHHs. Lei mpomec Bu-
KOHY€TBCA IIUIIXOM iIeHTH(iKaIlii ONOPHUX TOYOK HA 3Hi-
MKy 1 CITIBCTaBIICHHS iX 3 00’€KTaMH HA BEKTOPHIHN KapTi.
I'eomeTpryHa KOPEKIis BHKOHYETHCS METOIOM MOTiHOMi-
AIBHOTO IIEPETBOPEHHS Apyroro mnopsaky. Ha puc. 4 30-
Opa’keHO JOCIIHKYBaHY TEPHUTOPIIO 3 MPOBEICHOIO I'eo-
METPUYHOIO KOPEKILi€r. SIKicTh KOpeKIii BUJHO MO CyMi-
ILICHHIO 3 BEKTOPHUM IIapOM BOJIHUX TIOBEPXOHb.

Puc. 4. PextudikoBanuii 3HIMOK CyMillIeHHH 3 BEKTOPHUM
IapoM BOZAO#M [uist Teputopii HopHOOUIBCHKOT 30HN

Otpumanns indopmauii Ha ocHOBi 00po0ku Aa-
Hux JI33. [Ipotsrom TpaBHs Ta yepBHs Micaris 2021 poky
JTaHa METOJIMKA TeCTyBasach Ha (hparMeHTax 3HIMKIB 30HA
BimuyxeHHs. CkiiafieHuit 9acoBuil psix GpparMeHTiB 3HIM-
KiB. Ha ocHOBI 11i€i METOMKH B 30H1 BUSIBJIEHO KiJIbKa I10-
CTIHHO «rapstaux» 00’€KTiB OISl piuky YK Ta Ha JIICOBUX
TEPUTOPISX HABKOJIO. BOHM KOHBEPTOBaHI B BEKTOPHHI
mIap i BpaxoBYIOTHCS [P aHati3i. Y pe3ynbTati 00poOKH
3HIMKY OTPUMaHO HaO4YHE BilOOpaXKEHHs MOXKeKOHeOe3-
MEYHUX AUISTHOK JIOCIIPKYBaHOI TEPUTOPIi, 1110 A03BOJISIE
OTIEpaTHBHO 3pearyBaTH Ha HAI3BHYaiHy CHTYyamilo i
TIPUIHATH MIPAaBUIIBHI YIIPaBIiHCHKI PilICHHS.

Puc. 5. InenTrdikoBaHi «MOXKEKHI» miKcemi
B paitoHi YopHOOMIILCHKOT 30HH BiT4yKEHHS
Ta Ha IPUWICTINX TEPHTOPIsX

BucHoBku

VY pobGorti po3pobisieni meronu ineHTUdikanii no-
JKEK 3 BUKOPUCTAHHAM KOCMIYHHX 3HIMKIB HH3BKOI PO3-
JIUTBHOT 3JJAaTHOCTI HA MPUKIIAA] TepuUTopii HopHOOMIBCH-
KOT 30HH BiIUYy>KCHHS Ta npiierianx. OMucaHo anropuT™
BUSBIICHHS «IOKEXKHUX» IMKceniB mist 3HIMKIB TERRA
MODIS ta NOAA AVHHR. BcradoBieHO, IO s
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iTeHTU(IKAIT MOKEKOHEOC3MEUHUX MICI[b BaXKIIUBO
npu AemnQpyBaHHi BUKIIOYUTH 3 ()parMeHTH 3HIMKIB,
SIKI TIOKPUTI XMapaMu Ta 3aiiHATI BOXHUMH 00’ €KTaMu.
[TpakTHYHO 3aCTOCOBaHWII METOJ, SIKMH 0a3yeThCsl Ha
KOMOiHAI1 cepeHpOro iH(pauepBoHOTro (3-4 MiKpOHA)
3 TeruioBuM (10-11 MiKpOH) KOCMIYHHX 3HIMKIB, IO J0-
3BOJISIE IBUJIKO TA ONIEPATUBHO BU3HAYHMTH IIOKEXKI B pe-
aTbHOMY MacITadi yacy Ha cyOmiKcenpHOMY piBHI. Ime-
HTHU]IKAIIS MKCETiB, B AKHX OJHOYACHO aKTUBHO TOPUTH
onHa abo KiNIbKa MMOXeX Ha MOMEHT IPOXOJKSHHS CYITy-
THHKA HaJ 3eMJICI0, € OCHOBOIO aJTOPUTMY BHSBIICHHS
KIOXKEKHUXY» MIKCEIIB. AJITOPUTM JOCIIIKY€E KOKEH ITi-
KCeJlb CLICHH, SKOMY B PE3YJIbTATI IPUCBOIOETHCS OJINH 3

HACTYITHHUX KJIACIB: BIACYTHI JaHi, XMapa, BOJa, MOTCH-
IHTHO MO>KeKHI 200 HeBU3HAUeHI. Meton OyB peaizoBa-
HUI 32 JOMOMOTOI0 IHCTPYMEHTY Bi3yaJIbHOT'O MpOrpa-
myBanHs PowerBuilder B cepegoBuiii cuctemu 00poOKH
nanux /133 Erdas Imaging. OnepaTuBHe BUSIBICHHS TO-
JKEX Ja€ MOXKIMBICTH IIBUAKO 3MIHCHUTH TaciHHS IIO-
KEK Ta 30epeKeHHS JIICOBUX pecypciB. JaHuit MeTox €
VHIBepCaIbHUM 1 TOTpeOye JHIIe SIKICHHX KOCMIYHHX
3riMKiB NOAA AVHRR, TERRA MODIS, mo € y Binb-
HOMY nocTymi. [logampiiuM MEepCHeKTHBHAM IIIIXOM
PO3BHUTKY POOOTH € 3aCTOCYBaHHS E€KCIIEPTHUX CHCTEM,
sSIKI JO3BOJISITH CTBOPHUTH IPOTHO3HY MOJEINb, HaJal04uH
crcTeMi OUTBIIOT THYYKOCTI Ta YHIBEPCaIbHOCTI.
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Method of identification of space images for forecasting forest fires
O. Bandurka, O. Svynchuk

Abstract. Space forest fire monitoring methods help to detect them at an early stage and provide prompt decision-making,
which facilitates further monitoring and evaluation of the consequences. The use of space data to monitor fire conditions allows
you to quickly and economically obtain objective and independent information to make quick decisions to deal with the elements.
The method of fire identification using low-resolution space images obtained from TERRA MODIS and NOAA AVHHR satellites
is developed in the work. One of the problematic aspects in the method of determining fires is the masking of clouds and water.
Therefore, in order to identify "fire" pixels, it is important to exclude from the analysis fragments of images that are covered with
clouds and occupied by water bodies. The algorithm requires a significant increase in radiation in the range of 4 microns, as well
as the relative observed radiation in the range of 11 microns. The algorithm examines each pixel of the scene, which as a result is
assigned one of the following classes: missing data, cloud, water, potentially fire or undefined. Pixels of clouds and water bodies,
determined by the technique of masking clouds and water bodies, belong to the classes of clouds and water, respectively. The fire
detection algorithm examines only those pixels of the earth's surface that are classified as potentially fire or undefined. The method
was implemented using the Power Builder visual programming tool in the Erdas Imaging remote sensing system. As a result of using
the identification method, fire-hazardous places in the Chornobyl Exclusion Zone were identified. The use of satellite fire identification
is important for the rapid detection of fires in remote forests that are poorly controlled by terrestrial monitoring methods.

Keywords: remote sensing of the Earth, geographic information systems, space images, fire identification, "fire" pixel.
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CUCTEMA YITPABJIIHHA CYIIIHHAM KAIIVIAPHO-IIOPUCTUX MATEPIAJIIB
3A TOITOMOT OO KBAIPATUYHOI'O ®YHKINIOHAJIY

AHoTanisi Po3misHYTO CHCTEMY ONTHMAIIBHOIO YIIPABIiHHS IIPOLECOM CYLIHHS KaliIsipHO-HOPUCTHUX Marepiaini. Me-
TOW CTarTi € po3poOka MaTeMaTHYHUX 3acajl YIOCKOHAJCHHS CHCTEMH YIPABIIHHS IPOIECOM CYLIIHHS KaliIsipHO-
HOPHCTUX MarepialiB. 3aNpoIOHOBAHO MOJENb CYLIMIBHOI KaMepH NepioANYHOI Iii, fKa € MOMIUPEHOI0 Y HAPOJAHOMY Xa-
3SUCTBI, B TOMY YHCIIi Ha HEBENMKHX 00'ekTax. [IpoBeeHO aHali3 iCHYIOYHX TEXHIYHUX PillleHb peanizallii CHCTeM yrpas-
JIHHS CyIIMJIBHUM yCTaTKyBaHHIM. PO3IIAHYTI pillleHHs 3aBIaHb ONTHMAIbHOI IIBHIKOAII Ta ONTHMI3alii 32 BTpaTamMH i3
3aCTOCYBaHHSAM KBaJIpaTHYHOTO (YHKIIOHATY. 3a pe3yJbTaTaMM JOCHIIKEHHS ITOKa3aHO, II0 ONTHUMAaJbHE YIPAaBIiHHI
JUISL PO3IVITHYTOT MOJIENTi CKJIAIA€ThCsl 3 TPHOX IHTEPBAIB 13 PO3PHUBAMHU B TOUKAX MEPEMHUKAHHS.

KawuoBi ciaoBa: mporec CymiHHS, KaliJIPHO-TIOPUCTI MaTepiaiy, CUCTeMa YIpaBliHHA, KBaAPAaTUYHUI (yHKIIOHAI,

MaTeMaTHYHa MOJIE/Ib, ONITUMI3aIlis.

Beryn

IIpu BuUTOTOBNEHHI OyHiBENBHHUX IeTaNel 3 Kalli-
JIIPHO-TIOPUCTHX MaTepialliB, TAKKUX SK JepEBUHA, IeTIIa,
OETOH Ta iHI, HAMOITBII EHEPTOEMHKM 1 TPUBAIMM 3a
9acoM TEXHOJIOTIYHUM TIPOLECOM € iX CymIiHHA. Takox
Bil €(EeKTHBHOCTI CYIIIHHS 3aJCKUTh SKICTh JETaleH,
0 BUTOTOBJISFOTHCSA. Y BUPOOHHIITBAX 3aCTOCOBYIOTH,
SIK TIPAaBHJIO, IITYYHE CYIIIHHS, IO MTPOBOAUTHCS y CIIe-
iabHUX CYHIMJIBHUX YCTaHOBKAX, 10 CKJIAmy SIKHAX
BXOJIATh JICKiJIbKa TEXHOJOTIYHUX By3IiB. B meprry uep-
Iy Lle CyIIMIbHUI anapar, abo cymapka, y sikiii 6esmo-
CepeIHbO MPOTIKAE MPOIIEC, & TAKOXK OMIOMIXKHE 00MaI-
HaHHA — TeIUI000MiHHI amapatu (kKanopudepn), TAromy-
THOBHI MPUCTPill (BEHTWIIATOP, MOBITPOAYBKA) Ta CHC-
TeMa IMMIIOOYHUIIEHHS. BOHH 3MiIMCHIOIOTH, BIAIOBIIHO,
HarpiBaHHSA CYIIMIBHOTO AareHTa, MPOMyCKaHHS MHOTo
gepe3 CymapKy Ta BiJOKpEMIJICHHS BiJ BHCYIICHOTO
MPOIYKTy. B 3amexHOCTI BiJ 0COOIMBOCTEN KOHKPETHO-
ro BUPOOHMITBA CTBOPIOIOTHCS PI3HOMAHITHI THITM Ka-
Mep i3 crieriaai3oBaHuMK HabopaMy IapaMeTpiB, KOXKEH
3 SKUX JJO3BOJISIE JOCSraTd MEBHUX SIKOCTEH Marepiaiy,
MI/IBUIYIOYH MILHICTh, NPYXHICTh, MOKPAI[YIOUYH 30B-
HINTHIT BUMIIAL Ta 1HIIE.

TaxuM 4WHOM TIpoLIeC CYIIiHHS BUMarae TpUBajoi
MIATPUMKH 3aIlaHUX MapaMeTpiB Y TEBHUX Mexax, abo
HaBiTh 1X 3MIHHM 3a IMEBHOK mporpamor. s mporo
BHUKOPUCTOBYIOTHCS CHCTEMH aBTOMAaTHYHOTO YIIPaBIIiH-
HS, SKi y TenepilHii 4ac, sSK NpaBHiIO, OyIyIOTbCS 3
BUKOPUCTAaHHAM KOMIT'IOTEPHOI TeXHiKH. PO3BHTOK Mik-
POIPOLIECOPIB T4 MIKPOKOHTPOJIEPIB JI03BOJISIE BUKOPHU-
CTOBYBAaTH BCE OiJBII CKJIATHI aJTOPUTMHU Ta OOYUCIICH-
HS y pealbHOMY 4Yaci, TOMY 3aBIaHHS PO3POOKH HOBHX
MiIXOMiB TOOYIOBH ONTHMAIBLHUX CHUCTEM KEpyBaHHS
JUISL MiHIMI3amii BUTpaT eHeprii i TPUBAIOCTI MPOIECY
CYIIIHHSA € aKTyaJbHHM.

Orysia iCHYIOYMX CYIIMJIBHUX YCTAHOBOK
Ta CHCTEM YNPaBJIiHHS HUMHA

Benunka kinmbKicTh Tpallh K BITYM3HSHUX Tak i 3a-
KOPJIOHHUX BYCHHUX MPHUCBIUCHA MaHIH TeMaTuili. 3riaHo

3 [1], Haiibinpl NPUAHSITHUMH YCTAaHOBKAMH AJIS CY-
IIIHHS ~ KalUIIpHO-TIOPUCTUX — MaTepialliB € mapo-
HOBITPSIHI CYIIMIIbHI KaMepH MepioguyHoi 1ii. 3a3Buyaii
Il yCTaHOBKH, 1110 3aCTOCOBYIOTHCSI Ha HiIMPUEMCTBAX
i3 HeBeIMKMMHU 00csramu nepeBuHH. Kamepu, sxi pos-
pobneni B [1] DO3BONAIOTH OUTBII SKICHO Ta THYYKO
BCTAHOBIIIOBAaTH PEXHUMHU CYIIiHHS 3 METOIO JOCATHEHHSA
HAMOLTBIII ONTHMAJIHHHUX IMapaMeTpiB Ta (Qi3MYHUX BIa-
CTHBOCTEH IEpeBUHH. 3a PaxyHOK IOMIpPHOTO 0O0CSTYy
MIIOMaTepiaiB KaMepu IMepiogndHol il JT03BOJIOTH
JOCSTTH HaWMEHIINX ITOKa3HMKIB BiJICOTKOBOTO BMICTy
BOJIOTM, TUM CaMUM BHKOHABIIM KOHKPETHI BHMOTH
3amoBHMKA. OOpOONIAETECSA B TaKUX KaMepax MepeBaxk-
HO JIepeBHHA JJIsl CTOJSIPHUX POOIT, BUTOTOBJICHHS MeO-
JIB Ta PI3HUX HpenMeTiB NmoOyTy. Alie B Liili poOoTi He
pO3IIANaeThCsl 3aMada ONTHMAJIbHOTO YIPaBJIiHHS Ta-
KUMH Kamepamiu. B [2] moka3aHo MeTof, 3aBISKU SKOMY
JocATaeThesl e(eKTUBHE CYIIHHA Ta MiHIMaJIbHUH
BMICT BOJIOTH, a caM IIJIoMaTrepias HabyBae JOAATKOBUX
(hi3MYHUX BIACTHBOCTEH i CTa€ OUIBIN CTIMKIM O THHT-
Ts Ta NOJAJIBIIOrO pylHyBaHHs. B 11eil jxe yac nokazana
(hopmyna He TO3BOIIAE ONTUMI3yBaTH BUTPATy TEIUIOHO-
cis. B po6Gori [3] mokazaHa onTHMi3allis npouecy yn-
paBIiHHS B TOMY YHMCJI B KaMepax MepioanyHoi 1ii, ane
TOJIOBHUM HEJOJIKOM € BiJICYTHICTb BUOOPY ONTHMAaJIb-
HOTrO pexkumy. Y pobotax [4,5] mepeBaxHO, po3risia-
€THCS 3aBJIaHHS ONTUMAJIBHOI IIBUAKOIT Oe3 ypaxyBaH-
HS BUTpaT eHeprii Ha npomapky matrepiaiiB. Ilpu cy-
IIiHHI MaTepialliB y TakKWX KamMepax MO)KHa BHIUTUTH
TPH OCHOBHI €Taly - IPorpiB abo MpomaproBaHHS Mare-
piaiy, eranm HOCTIifHOT IIBHIKOCTI CYIIIHHSA Ta eTam 3
MaJaf0vy0l0 MBHUIKICTIO cymniHHs. Ilepmmii etam € no-
MOMIPKHHM, ajie HOTO TPHBATICTh MOXKE CTAHOBHUTH KiJIb-
ka 1i6. ToMy caMe Ha IIbOMY eTarli € HeOOXiTHICTD 31iH-
CHIOBATH YIPABJiHHSA, sike OyJ0 O ONTUMAalbHE 33 CITiB-
BIJTHOIICHHSIM €HEPrOBUTPAT 1 TPUBAIOCTI MPOIIECY.

MerTolo crtarTi € po3poOka ONTUMAIBHOTO YIpPaB-
JIHHS MTPOILIECOM IPOIAPIOBAaHHS NP CYLIHHI Kamisp-
HO-TIOPUCTUX MaTepiajiB y CYIIMIbHHUX Kamepax Iepio-
JUYHOl 1ii JUIs PI3HUX KPHUTEPIiB ONTHMAIBHOCTI Ta
TXHBOT TEXHIYHOI peai3alii.

© Tanon [I. A., Jlenucenro M. A., 3yes A. O., Jlemenko B. M., Jlynin 1. O., 2022 19
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MaremaTu4Ha MoaeJIb
CYIINJIBHOI KaMepH

MaremarndHa MOAENh CYIIMJIBHOT KaMepH Iepio-
IUIHOI NTii MOXE XapaKTepU3yBaTHCS SK HENiHIHHA JH-
HaMiYHa CHCTEMa 3 PO3MOAUICHUMH ITapaMeTpaMu 1 B3a-
€MO3aJIe)KHIUMH YIPaBISIOYMMHU BIUIMBaMH. Taki cuc-
TEMU B JIMHAMII ONMUCYIOTHCS HENiHIHHUME auepeH-
iaTGHUMHU DPIBHSHHSAMH Yy TIPUBAaTHUX MOXITHUX, IO
YCKJIQJHIOE BUPINICHHS 3a/lad ONTHMI3allii MepexiqHuX
MPOIIECIB Ta 301IBIIYyE CKIAMHICTh peaji3allil onTuMma-
JBHUX PETYIATOpiB. Y TOH e dYac, Ipu IHTCHCHUBHIN
MUPKYJAII] areHTiB CYIIiHHS HEPiBHOMIPHICT PO3IIOIi-
Jy TeMIIepaTypHOTO IOJ MOXKe OyTH 3HA4HO 3HMKEHA,
a moOIM3y pobOUOTO PEKMMY CTaTHYHI XapaKTePUCTHKH
CYIIIIBHOI KAMEPH MOXKHA JTIHeapu3yBaTH, B TOMY YHC-
711 32 moroMororo Gopmynu Teitmopa.

Bce 1ie 103BoIIsiE 3 OCTAaTHHOIO TOYHICTIO ONUCATH
JMHAMIKY CYNIMJIBHOI KaMepH JIiHIHUM andepeHiiaib-
HHUM DPIBHSIHHSIM i3 nocTiiiHumu koedinientamu. Ha min-
CTaBl EKCIEPUMEHTAJBHUX OCIIKCHb TMEePEeXiTHUX
XapaKTepUCTHUK KaMepHU OKPEeMO IJisi KaHaJiB PErylito-
BaHHS TI0 «CYXOMY» 1 «KMOKPOMY» TepMOMeTpaM 1 ¢izu-
YHUX 3QJIC)KHOCTEH MK OKPEMHUMH BEIHYHUHAMH, IO
XapaKTepu3yIOTh TpolecH B kKamepi, B [4] Oyma 3ampo-
ITOHOBaHA CTPYKTYpPHA CXEMa, IO CKIAAETHCS 3 BOCBMHU
nanok (puc. 1).

[T.’ K] il K> 9(. K_; 4
- - = 2
T-8§+1 T, -S+1 T;-8S+1

K.Uf KC‘.‘U
V2| kx, H > K 0u | kg |V
— - — -
T4'S+J 'T5'5+1' T6'S+]

Puc. 1. CrpykrypHa cxema 00'eKTa yIpaBIiHHS

IIpu oOMexeHHi MOJI0KEHb 3aCyBOK BenmmauHn Uy
ta U, Takoxx obmexeHi. L{i oOMexeHHs MOXXHa 3aruca-
TH Y BUTIISIIL

0< Ul < UlMaKC' 0< UZ < UZMaKC‘ ’ (1)

Jns BU3HAUYEHHS PIBHSAHHS AWHAMIKU OJEp)KaHOl
CTPYKTYpHOI CXeMM NpHUpiBHIEMO 300paxkeHHs 3a Jlan-
JIacOM TeMIIeparyp “‘CyXoro” TepMoMeTpa

kqka Uy (s) kokyk,Us(s)
QC(S) = ,(2)
(Tys+1)(Tys+1)  (Tys+ 1D)(Tys + 1)
Ta “MOKpOr0o” TepMOMETpa
kyksU kiksk U
0, (s) = 4ksUs (s) _ 1Ks 1(s) e
(Tys + D)(Tss+1) (Tis+1D)(Tss+ 1)
Toni 3 Bupasis (2) ta (3) oTpuMaeMo
k'(Tys + 1) (Tops + 1
Uy() = Uy(s)- S X DTes £ D

(Tls + 1)(T21S + 1) ’

ki (ep + kskey)
k4(k5 - kaMC)’
T = ksT;, — kyky Ts _ kyTs + kskey T,
BT kp—keks TP kpHkaks

AHAJOTIYHIM YMHOM MOXXHA OTPUMATH 3BOPOTHY
3aJIE)KHICTD

r

Ae )

. (6)

(Tls + 1)(T21$ + 1)
k’(T4S + 1)(T22$ + 1)’

nie Bupasu (5) ta (6) IUIMAIOTHCS HE3MIHHUMHU.

TakuM 4YWMHOM, DPIBHSHHS JMHAMIKH CYIIMJIBHOT
KaMepH 3 MaTepiajioM, 110 BUCYIIYETHCS, CKIIAJICHE 0~
JI0 3aja€ BIUIMBY Ha BXOAI 1 TeMIeparypu BCepeanHi
Marepiay Ha BUXO/i, HaO0yBae BUIIISLY:

U (s) = Uy(s) - ™

dso d*e
F + a, F +
d3o d?o do
+a3?+azw+ala+ (8)
U,  du,
+a,f0 = b2? + bl? + by U,

Jie Koe(illieHTH 3aJIeXkKaTh BiJ MOCTIHHUX Yacy Ta JIETKO
O00YHCITIOIOTECS, BUXOSIYM 3 HaBEJACHUX BHUIIE BUPA3iB.
PiBHAHHS IWHAMIKY BiANOBiJa€ MepenaBaibHIi QyHKIIIT:

6(s)
U:(s)
ko(Tos + 1)(Tys + 1)
T (s + D(Tys + D(Tas + D(Tys + D(Tpys + 1)’

K(s) =

€)

OnTumizanisi npouecy nponapoBaHHsA
3a pi3HUX YMOB ONITHMAJILHOCTI

Po3missHeMO TpH BHIIAIKHU: ONTUMI3AIlis 3a MIBUJ-
KOJII€F0, ONTHMIi3allisg 3a BTpaTaMH Ta ONTHUMI3allis 3a
BTpaTaMH 3a JIOTIOMOTOI0 KBAaJIPATUYHOTO (DYHKIIIOHAIY
[6, 7]. 3aBmanms omTEMizarii mBHUAKOMIT Oyle BUTIIsIIA-
TH HACTYITHUM YHWHOM: O0'€KT 3 IepenaBalbHOI0 (QyHK-
mi€fo (9) moTpiOHO MepeBeCcTH 3 MOYATKOBOTO CTaHY:

6(0) = 6o,

d*6 © = d30 © = d?6 © = do ©
de* 7 d® T der 7 dt

I
o

y KiHIIEBU CTaH
0(T) = 0y,
ﬁ(T) =ﬁ(T) = dz—H(T) =d—0(T) =0
dt* dt® dt® dt '

3a MiHIMaJILHUH Yac Tak, o0 QyHKIIoHAT

T
qu 1dt
0

HaOyBaB HaliMEHIIOTo 3Ha4eHHs. [Ipu bOMY ramiiasTo-
HiaH MaTHMe BUIIISI:

H = _1 + l/Jlllxl + lpzlzxz +
+1h3(A3x3 +v3Uy) + ¥, (Aaxs +v,U) + (10)
+s(Asxs + vsUy).
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PiBHsHHS mapHOI cucTeMHu [yl BeKTOp-(pyHKIIl
MalOTh OJTHAKOBY CTPYKTYpY 1 MOXYTb OyTH 3amucaHi y
TAKOMY BHIJISIII:

Iie Y;o — TIOYaTKOBE 3HAYCHHSI BiAMOBITHUX KOMITOHECH-
TiB (yHKii . OcKinbku Bci A; — pedoBi uncia, To Be-
au4uHa y Bupasi (12) BU3HAUa€ThCS CyMOIO TPHOX €KC-
MIOHEHT, fKa HEe MO)Ke TEepPEeTHHATH BiCh 4acy OimbIie
IBOX pasiB. OTxe, ONTHMaJIbHE 33 MIBUAKOMIEIO YIPaB-
JHHA BiONOBITHO O MPHHIUIYY MaKCUMyMy HE MOXKe
CKJIagaTucs 3 OB Hi’K TPHOX 1HTEPBAIB.

Ha puc. 2 HaBeneHo rpadik 3MiHH ONTHMAaJIHHOTO
U, 3a 0, =0°C, 0, =80°C.

tr)

-

W, __H_, (i=1=+5) 11
o o, ¥, (0 =1-+5). (11)
3 piBusHHs (11) BUTIIMBaE, 1110
l/)i = l/JiOe_llit ’ (l =1+ 5)' (12)
@ 0y,
L 1
vl b : : :
| oao] 03 soenedre oo
1 S S S
4 4 02 i i
” - i

h
33
-

B

Puc. 2. OnrruManbHUA epexigHuii mporec npu ooMexxeHoMy yrpasiinai Ta 0y = 0°C, 0, = 80°C

3aBIaHHs ONTUMAJILHOI BUTPATH NalliBA CTABUTh-
cs Tak: 00'eKT 3 mepenaBaibHOI PyHKIiE (9) mOTpiOHO
MIEPEBECTH 3 MMOYATKOBOTO CTaHY

9(0) = 00,
da*e da3e da2e do
o (0) =5 (0) = —=(0) = - (0) = 0,
y KIHIIEBUH CTaH

H(T) = Hk,
da*e da3e da%e do
F(T) =?(T) ZF(T) =§(T) =0,

3a 3a1anuid yac T Tak, mo6 GpyHKuioHan

q= f TUI OL

HaOyBaB HaHMEHIIIOTO 3HAYECHHSL.

VY 1npoMy BUNAJKy 32 aHAJIOTIEI0 3 MONEPEIHIM 3a-
BIAHHSAM YIIPaBIiHHS Mae OyTH peleHnM TpUiHTEepBa-
mpHEM. OCOONMMBHX yTIpaBliHb HEMA€, OCKUIBKH IIPO-
aHai3oBaHuit 00'ekT € minifiauM [8]. 3 ¢izwunnx mip-
KyBaHb OYEBHTHO, III0 HA IIEPIIOMY iHTEpBai

Ulorn' = UlMa]cc'

JpyroMy
UOl'IT = 0 1

a Ha TPETHOMY

UlOl‘IT = UlMaKC .

Ane Take X pINICHHs JUIS OTO 00'€KTa Mae 3a-
BAAHHS ONTHMAaJbHOI IIBHUAKOAII. 3 iHIIOTO OOKy oude-
BUJIHO, IO MPH OJJHAKOBHX T'PAaHMYHHX YMOBAax 1 OJHA-
KOBHX MapameTpax 00'ekTa Ta caMa Kepyroua MOCIiI0B-
HICTh HE MOXKE MaTH pi3HI TPUBAJIOCTI iHTepBaJiB. Tomy
JUISL TAaHOTO O0'€KTa PIllICHHS 3ajadvi MiHiMi3allii BUTpa-
TH TEIUIOHOCIS 30Ira€Thecs 3 PIMICHHSAM 3a7a4i ONTHMa-
JIBHOT IIBUAIKOMIT.

Jlnst BupilIeHHs 3amaqi ONTHUMi3almii BUTpATH Ta-
JIBHOTO CJIiJi BUKOPHCTOBYBATH HACTYITHHI KBaIpaTHy-
HUH (QyHKIIOHAT:

1 T
q= —f Uz (H)dt.
2 0

CraBUTbCSI 3aBIaHHS MiHIMI3alii eHepreTHYHUX
BUTpaT 3a 30epeXeHHS HEOOXiTHOT MPOAYKTUBHOCTI
poOOTH CymMIBHOI KaMepH. PiBHSIHHS AWHAMIKH, mepe-

TBOPEHE N0 3pYYHOTO BUIVIAAY, BUITIAAAE TAK:
J'ci = lixi + vl'Ul, (l =1=+ 5), (13)

1 - .
e A; = — 5 Vi - nocriliui Koe(illieHTH, TPUIOMY
L

v1=v2=0.
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Jist BUpileHHs 3a1adi 3 BAKOPUCTAHHSM ITPUHIIN-
1y MakcuMyMy [ToHTpsiriHa 3anuieMo raMiIbTOHIaH:

1
H = _EU:LZ + l/Jlllxl + lpzlzxz +
+P3(A3x3 + v3Up) + Pa(Aaxy +vaUy) + (14)
+Ps(Asxs + vsUyp).

BpaxoByroun mpomaTkd, B sKi BXOIWUTH Misl IO Bif-
HIYKY€ThCs, crpouryemMo 3amuc (14):

H = —=UZ + (Y305 + a0y + P5vs)Uy. (15)

3 yMOBH MakCUMyMy (yHKIIi B3IOBXK ONTHMAaJIb-
HOI TpaeKTOpii 3HaWIEMO:

0H
o7 = U1 + Y3v3 + Yy, + s, (16)
3BIIKH Uomr = Y303 + Puvy + Psvs. 17)
. . diy; 0H
31 cnomy4eHoi cUcTeMH el —A;; BU-
3HAUMMO CKanoBi PyHKil Y (t):
P; = Pype N (18)

Ha mincrasi pisusas (13), (17), (18), a Takox Toro,
10 KOOPIWHATU Xq,X, HEKEPOBaHI Ta 3MIHIOIOTHCS
TIJBKH i i€10 MOYaTKOBUX YMOB, CIIif IOAATH TPaHU-
9Hi YMOBH JUTS KOOPIHMHAT X3, X4, X5 uepe3 6,6, 6.

TakuMm YMHOM, ONTUMAaJbHE yIpaBiHHA € Oe3re-
pepBHOIO (YHKII€IO Hacy. [Homi MoXe BUSBUTHCSA, IO
¢byHKuisalU; o, HE 33JJ0BOJIBHSIE OOMEKEHHS.

Toxi 3aranbHE pIllIEHHS ONTHMAIBLHOTO 3aBIAHHS
MaTuMe BULJISLI:
Utomr = UimaxF [Y3v3 + Yavs + Ysvs] = Fla],  (19)
Bupimenns 3amadi npu yrpasimiaHi Uy, TUTIA
(19) 3HAYHOIO MIpPOIO YCKIIAMHIOETHCS, OCKITBKH BHHH-
KalOTh iHTEpPBAIN YIPABIiHHSA 3 Pi3HUMH 3aKOHAMH 3Mi-
uu U, (t). 3aranbHe pimieHHs y pasi nepebGyBae y pe-
3yJbTaTi CTUKYBaHHS Au(epeHIiadbHAX PIBHSIHD y TOY-
Kax CcTUKy iHTepBaniB. OmHak Ha BiAMiHY Bin 3amadi
ONTUMAJILHOI IIBUAKOII, TYyT HaBITh NPU HACTAHHI 00-
MekeHHs QyHkiis Uy .. (t) GesnepepsHa.

BucHoBkn

1. Bu3Ha4YeHHS CYNIWIIBHOT KaMmepu Ta OOpaHHs
ONTUMAJIFHOTO YTIPABIIiHHA € HAHOUIbII e()eKTUBHIM Ta
MPaKTUYHAM 1HCTPYMEHTOM Ha CHOTOHIIIHIN IE€Hb.

2. [IpoBeneHnii aHaji3 METOMIB ONTUMI3AIll MPO-
Hecy IMPOIapIOBaHHs NPH PI3HUX KPUTEPIsX ONTUMAIIb-
HOCTI NOKa3aB, IO 3a/ia4a ONTHMAaJbHOI MIBUAKOMIT Ta
3a/maya MiHIMi3allii BUTPATH TEIUIOHOCISA Mae OJHe U Te
came pillleHHs, KO0 SK (YHKIIOHAJT OCTaHHBOI 3 HUX
NPUIMAETHCSI IHTErpall BiJl KEPYIOUOro BILUIUBY.

3. OnTHMaibHe YNpaBIiHHS CKIANAETHCS 3 TPHOX
IHTepBaJiB i3 po3pHBaMHU B TOYKaX NepeMuKaHHs. Tomy
PO3TISHYTHI [ami KpUTepili ONTHMAaJIbHOCTI SIK iHTET-
pana BiI KBajapara YIPaBIiHHA € KPalluM, OCKiTbKH
pealtizyeTsCcsl OMHOIHTEPBAIBHOIO Oe3MepepBHOIO (PYHK-
Li€l0 Yacy, 0 € 3HAYHO MPOCTIIIOK 3 TOYKH 30pY BH-
KOPHUCTaHHS y peajbHiil cucTeMi.

CIIMCOK JIITEPATYPU

1. JIuvatuu B.I., Jlngatun M. CymmnbHa kamepa nepioM9HOi Aii 3 MOABIHHHUMHU MO3JOBXHIMU CTIHAMH JJIs BUCYLIYBaHHS
miomarepianis //Haykosnit Bicank HIITY Vkpainu. - 2008. Ne18.3, c. 146-148.
2. bineii I1. B, I'y6ep 0. M., Kormurens 3. I1. JlocnipkeHHsT TPUBAJIOCTI MpoLiecy CYNIIHHS ITHIOMaTepialliB HOHMKEHUX TOB-
ImKH 6araToCTyNeHeBIMH peXXnMaMy y BUpoOHIINX ymoax//Haykosnit Bicauk HIITY Vkpainum. - 2011. Ne21.1, c. 99-102.
3. Ming Li, Jiangiao Liu, Hongwei Niu and Yan Jiang Flow Analysis and Optimization of the Air channel of Drying Chamber
Based on CFD //Journal of Physics Conference Series. 2021,1732 012170. DOI:10.1088/1742-6596/1732/1/012170
4. Boponos B.I'., Kauanos I1.A., Poraués A.U. PazpaboTka aaropurMa onTUMaJIbHOTO YIPABIECHHS MPOIIECCOM Harpema MpH
CYIIKE KalMULIPHO-TIOPUCTBIX MaTepuanos // Tpynsl Beecoto3Holt koH(EpeHINH «AKTyallbHbIe HAIllPaBICHUS Pa3BUTHUS Cy-
KK apeBecuHbl. — Apxanrensck: [THUMMO/, 1980. — c. 232-239.
5. Kauanos I1.A., Poraués A.U., Cynpynosa C.II. OnTumanbHOe ynpaBieHHE IPOLECCOM CYIIKH MPH OTPAHUYECHHH CKOPOCTH
HarpeBa // BecTHrk XapbKOBCKOTO TTOJMTEXHIYECKOT0 HHCTHTYTA. — XapbkoB: XI'Y, 1984. — Bem. 10. - Ne210. — ¢.16-18.
6. Fadli, B.; Zeglami, D. and Kabbaj, S.. A variant of the quadratic functional equation on semigroups. 2018, vol.37, n.1, pp.45-
55. ISSN 0716-0917 DOI:10.4067/S0716-09172018000100045
7. Sandra Pinelas , V.Govindan , K.Tamilvanan, - Square Quadratic Functional Equation, Global Journal of Mathematics
Vol.12, No.1, April 02, 2018. DOI:10.13140/RG.2.2.13636.88966
8. Poraués A.I., lenncenko H.A. Dueprocoeperaroiee yrnpaBieHHe IPOLECCOM MPONAPKH MPH CYIIKE KaUILUIIPHO-TIOPHUCTHIX
matepuanoB //Bicauk HTY “XIII”, 30ipHuK HayKOBUX Hpailb. Temarnd. BUIyCK ABTOMaTHKa Ta Mpuiago0yyBaHHA. — Xap-
kiB: HTY «XTIII». 2007. - Ne36. - ¢.9-15.
Received (Haniiina) 11.12.2021
Accepted for publication (IIpuitasiTa no apyky) 12.01.2022

System of control of drying of capillary-porous materials using quadratic functional
Dmytro Gapon, Denysenko Mykola, Zuev Andrey, Leshchenko Viacheslav, Lunin Denis

Abstract. The system of optimal control of the drying process of capillary-porous materials is considered. The re-
search purpose is to develop mathematical principles for improving the control system of the drying process of capillary-
porous materials. The model of the drying chamber of periodic action which is widespread in a national economy, including
on small objects is offered. The analysis of the existing technical decisions of realization of control systems of the drying
equipment is carried out. Solutions of problems of optimal speed and optimization for losses with the use of quadratic func-
tional are considered. According to the results of the study it is shown that the optimal control for the considered model con-
sists of three intervals with gaps at switching points.

Keywords: drying process, capillary-porous materials, control system, quadratic functional, mathematical model, opti-
mization.
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ONTHUMIBAIIIMHA MOJIEJIb EJJEKTPOIIOTST A
3 EJIEKTPOIIPUBOJIOM IOCTIHHOI'O CTPYMY

AnoTanis. Po3rasHyTi muTaHHS PO3POOJICHHS ONTHUMI3AIMHOI MaTEMAaTHYHOI MOJENI eNEKTPOIIOTATA 3 ENEKTPOIIPUBO-
JIOM HOCTIHHOTO CTPYMY 3 MOCTiIOBHUM 30yIKeHHAM Ta ii peainizanii B maketi MATLAB 3 MeToro moOynoBu CUCTEMH Ke-
PYBaHHS Ha OCHOBI METOJly IPHHIUITY MaKCUMyMy. IIpoBeieHO OrJIsi JTiTepaTypHUX JKepel Ha 3a/laHy TeMaTHKY Ta aHali3
ICHYIOUHX MiJXO/IB JI0 PO3B’sI3aHHS 33/1a4 MOJICJIIOBAHHS CKIAJHUX €JICKTPOMEXaHIYHUX CHCTEM Ta CUHTE3Y CHCTEM Kepy-
BaHHS y JIaHiH raiy3i, 30KpeMa CUCTeM KepyBaHHS, sIKi 3a0e31edyoTh MiHIMI3allilo eHepreTHIHuX 3arpat. [lo0ynoBaHi Ma-
TEeMaTHIHI MOJIEII JOCII/DKYBaHHX 00’ €KTIB KepyBaHHs, IIPOBECHE MOIETIOBAHHS iXHBOTO (DYHKI[IOHYBaHHS B 3aJI€KHOCTI
Bifl piBHS 3aBaHTaXeHHOCTI. OTpUMaHi aHANITHYHI CIIIBBITHOIIEHHS, SIKI MOXKYTh OYTH BUKOPHCTaHI IJIsI pO3POOKHU CTPYyK-
Typu CAK enekTponprBoy eNeKTpONoTATY i po3paxyHKy HOTo mapaMeTpiB IpH 3aJaHOMy KpHTepiro sikocTi. [IpoBeneHi
JOOCIHI/PKEHHST ONTHMIi3alliifHOT MO MiATBEPIKYIOTh i Mpane3aaTHICTh Ta ii eeKTHBHICTD Al PO3POOKH CHUCTEM Kepy-
BaHHS [IPU 331aHOMY KpUTepii IKOCTI 1 CTyTeH1 3aBaHTaKEHOCTI.

KnaouoBi caoma: onTumizaniiiHa MaTeMaTHYHa MOJENb, EIEKTPOIPHBII HOCTIHHOTO CTPyMy, CHCTEMa KepyBaHHS, [IPHH-

U MAaKCUMyMY, MiHIMi3allisl eHepreTHYHUX 3aTpaT.

Beryn

P03BHTOK IPOMHCIIOBHUX IIEHTPIB, 30CEPEIKECHHS Ha-
CeJICHHS HaBKOJIO BEIMKUX MICT BUKJIMKAIOT 30LIbIICHHS
MOTPeOU B MPUMICHKHX MEPEBE3CHHSX. TpUBAIINIT TOCBI
eKCIUTyaTalii nokasas, 110 HaiOUIbII ehEeKTUBHUM 1 eKOo-
HOMIYHUM BHJIOM TPaHCHOPTY B HPUMICHKOMY CIIOJIY-
YeHHI € eJIEKTPOIOTSTH, 110 BUKOHYIOTh OlnblI 3/4 ycix
MacaKUPCHKUX MPHMICBKUX HepeBe3eHb. OmHUM 13 mep-
LIOYEPrOBUX 3aBJIaHb, SIKI CTOSATH Mepel PO3POOHHKAMU
MIEPCIIEKTUBHUX CHUCTEM KEPYBAHHS TATOBUX EJIEKTPOIIPH-
BOJIIB — IIe IMTaHHS eHeprozoepexeHHs [1]. OCHOBHUM
HAaIpsIMKOM BHUPIIIEHHS POOIeMH eHepro30epexeH s Ha
€JIEKTPUYHOMY TPAHCIIOPTi € 3MEHIIICHHS BTPAT y CHCTEMI
KEpyBaHHS TSATOBUM €JIEKTPOIPHBOJIOM: JIBUTYH-KEpPYIO-
4yuii TpuCTpiid. B neBHii Mipi epekTHBHICTD €1EeKTPOIOTS-
T'iB 3aJIE)KUTH BiJI X CHCTEMHU KepyBaHHsI, 0a)kaHO ONITHMa-
JbHMM yrHOM. [Iporiec y 1iit cucTeMi 10CHTh cKiaHi. 1x
ONTUMI3AIlis MOTPeOye TIMOOKOr0 TEOPETUYHOIO BH-
BueHHs1. HalOlIbIIl epCrieKTUBHUM METO/IOM BUBUEHHSI €
MO/IeTIIOBaHHS. SIK OJMH 13 3ac00iB MOETIOBAHHS BHKO-
PHCTOBYETbCS ~ MAaKeT  IPOTPaMHOTO  CEPEAOBHINA
MATLAB. [Inst po3po0ieHHs] ONTUMaTbHUX CHCTEM Ke-
PYBaHHSI MOXYTb OyTH BUKOpPHCTaHI CydacHi METO/IU CH-
HTe3y. 3aBJaHHS CHHTE3y CHCTEMH KEpyBaHHS TSATOBUM
€JIEKTPOIIPUBOIOM ITOCTIHHOTO CTPYMY € CKJIaJIOBOIO Yac-
THHOIO 3araJIbHOTO 3aBIAaHHS CTBOPEHHS OIITUMAaJIbHOI CH-
CTeMH KepyBaHHS TPAHCHIOPTHHMH 3aco0amu, 1o 3abes-
Iedye BUKOHAHHS rpadika pyXy y BiIIIOBIIHOCTI 3aja-
HOMY KpuTepito skocTi. OcTaHHIMH pOKaMH BUPIIICHHS
LUX 3aBJaHb IPOIOHYETHCSI BUKOHYBATH 3 BUKOPHCTaH-
HSIM CY4aCHHUX KOMIT FOTEPHHUX TEXHOJIOT1, B OCHOBY SIKHX
MOKJIQIEHO METOJM MaTeMaTUYHOTO MOJICIIIOBAHHS, aHa-
T3y 1 CHHTE3y CKJIaJJHUX TEXHIYHUX CHCTEM. ToMy po3po-
OKa ONTHMAJIbHUX CHCTEM KepyBaHHS Ta MoJeiel Juis iX
JOCII/DKEHHS € aKTyaJIbHOIO 33/1a4€lO.

IocTtanoBka 3amaui i aHamis  Bigomux
ny6Jikaniii. Ha choroHimHii 1eHp HapsIy 3 4acTOT-
HUM CTIOCOO0M KepyBaHHS €JIEKTPOIPHUBOOM 3MiHHOTO
CTpyMY 3HaYHa yBara MpUIiIsEThCS PO3POOKaM ONITHMAa-
JBHUX CHCTEM KEPYBAaHHS €IEKTPOIPHUBO/IIB OCTIHHOTO
ctpymy [1]. Pitmenns 3anadi po3poOIeHHS ONTUMAIBHOT

CHCTEMH KEpYBaHHS EJEKTPOIPHBOJIOM IOCTIHHOTO
CTPYMY B HEpIIy Yepry MOB’si3aHE 31 CTBOPEHHIM HEi-
HIIfHNX MaTeMaTWYHUX MOJEJel 3 BpaxyBaHHSAM 0CO0-
JIMBOCTEH BUKOPUCTaHHS TOTO YH IHIIOIO METOIY CHH-
Te3y YHpaBIiHb, KPUTEPIiB OLIHKA SKOCTI (YHKIIOHY-
BaHHS CHCTEMH KEPYBaHHS, IPOBEJICHHIM KOMIUICKCHUAX
JOCII/KCHb TUHAMIKH €JIEKTPOMEXaHIYHOI CHUCTEMHU
eNIeKTPONpuBOAY. Jjis pilieHHs 3aBlaHb ONTHMAaIbHOTO
KEepyBaHHs MPHUCBSIUCHO 3HAYHE YMCIIO myOikamiii [1 —
12], ne mis cMHTE3y BHKOPUCTOBYETHCS MaTeMaTH4HE
MoieNtoBanHs [3, 4], Cy4acHi METOIU TeOpil aBTOMATHY-
HOTO KepyBaHHs Ta ontumizauii [8], KoM IOTepHi Tex-
Houoril. B [4] nponoHyeThest psii METO/IIB CHHTE3Y YII-
paBIiHb Ta MaTeMaTHYHI MOJIENi eJIEeKTPOIPHBOLY MOC-
TIHHOTO CTPYMY, SIKi MOXKYTh OyTH BHKOPHCTaHI IIPH PO-
3po0mi cHcTeM KepyBaHHS 3 ypaxyBaHHSIM BHOpPAHOTO
KPHTEPIIo ONITUMAJILHOCTI. SIK ITpaBMIIo, 3a10BITEHUH pe-
3yJIBTAaT OTPUMYETHCS IIPH CHHTE31 ONTUMAJIbHUX CHCTEM
KepyBaHHS JJIsl 00’ €KTIB, SIKi OMHCYIOTHCSI CHCTEMOIO JTH-
(epeHLiiHUX PIBHSAHb HE BMIIE TPETHOro Hopsaky [1].
JIjis cUCTeM BHIUX MOPS/IKIB, 8 TAKOXK HETIHIHHUX MO-
Jeneil, MOXXJIMBO BUKOPHUCTOBYBaTH KOMOIHOBaHUN Me-
TOJ| 3HAXO/KEHHS! YIIPaBliHb. BiH 3BOJUTHCS 10 HACTY-
nHoro [7]. Ha nepmomy ertari 3 BUKOPHCTaHHSIM CIIPO-
IIEHOT MOJIEJIi eJIEKTPONPUBO/LY 3HAXOIUTHCS 3arajibHUH
BUA ynpaBiiHb. Ha 1pyromy — 3a1aroThCst 3aKOHH MOX-
JIMBHX YIPaBIiHb Ta B INPOLECI JOCITIPKCHHS YTOYHS-
I0ThCA 1X BUM Ta ApaMETPH CHCTEMHU KEPYBaHHS 3a J10-
TIOMOTOI0 TIOBHOT MaTeMaTHYHOI MOJETI.

MeTo10 po6OTH € CTBOPEHHS MaTeMaTH4HOI MO-
JIeTll CHUCTEMH ONTHMAaJIbHOTO KEPYBaHHS EJICKTPOIIPH-
BO/JIa MOCTIHOTO CTPYMY €JIEKTPOIOTATa 32 JOTIOMOTOI0
MIPUHIMIY MaKCUMyMy 3 BUKOPHCTaHHSM IIaKeTa Mare-
MatugHoro mopenmoBaHHs MATLAB, ska 3a0esmeuy-
Basia 0 EKOHOMIIO EHEPreTHYHUX BUTPAT.

OcCHOBHA YaCTHHA

3a 06a30By MoOJeNlb BUKOPHUCTaHA CHCTEMa Kepy-
BaHHS SJICKTPONPUBO/Ia HA OCHOBI BBEJICHHS B KOJIO JKH-
BJICHHSI €JICKTPOJBHUTYHIB €JIEKTPOIOTATY J10JaTKOBOTO
pe3urcTopa, BEJIMYHHA ONOPY SIKOTO MOKE 3MiHIOBATHCS
JUcKpeTHo. Il bOro BHKOPUCTOBYETHCS CIIELialibHA
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CUCTEMA YIPaBIiHHSA, SKa 3a0e31euye i IKIF0YCHHS BiJl-
MOBIZIHOT JIAHKM J0/IaTKOBOTO PE3MCTOpa 3TiIHO 3aja-
HOrO ajroput™my. BximHoro iHdopmaniero st dhopmy-
BaHHS CHI'HAJy YIPaBJiHHSA 3TiIIHO QITOPUTMY € CTPYyM
HaBaHTAXKCHHS Ta LIBHJKICTh PyXY €JEKTPOIOTATA.
MareMaTiyHa MOJENb EJIEKTPOIOTATY IPEACTaB-
JIeHa CYyKYIHICTIO MOZEINEH eNeKTpOIpUBO/a, sIKa CKIa-
JA€THCA 3 IOCITIIOBHO 3’ €JTHAHUX YOTUPHOX TATOBHX €J1e-
krpoasuryHiB (TE/]) mocTiiHOTO CTPpyMy 3 ITOCTiTOBHIM
30yDKEeHHSAM 1 MoJelni (popMyBaHHS IIBUIKOCTI MOTSITA.
CTpyKTypHa cxeMa eJeKTPOIPUBOLY IPEACTaBIeHa Y
BUJIi KBIBAJICHTHOI cxeMH Ha puc. 1, ne U ; — mkepeno

MOCTIHHOI HanpyTH; E g — eneKTpopyIiiiHa Chila sIKopsi;
Lg, Rg — BimnoBigHO BenMYMHA IHAYKTUBHOCTI
omnopy skipHoro kona; Lg, Rp — BiamoBinHO BenuduHa
IHAYKTHBHOCTI # omopy Koina 30ypkeHHs; R 7 — Aozar-

KoBuil pezucrop; R;; — pesucTop uyHrTa.

BiamosinHo 1o cTpykTypHOi cxemu (puc. 1), cxema
MOJIeNIl Yy BUIIIAl NepeAaBalbHUX (YHKIIH NpuBeleHa
Ha pHC. 2, AKa JIETKO Peati3yeThcs 3a JOIIOMOTOI0 MaKe-
TIB MOJIC/IOBaHHS OE3MEPEPBHUX CHUCTEM TaKUX, HAlPH-
knan, sk MATLAB.

+n La Fa Ex

— i G

%I'E

e
B [ Fa
—> e —Ia

Puc. 1. ExBiBanieHTHa cXeMa EIEKTPOIPHBOLY

U~ N o
H2 Tp +1
E CB ¢',I[ K3 i
n
Uen
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Puc. 2. CtpykrypHa cxema Mmatematnaaoi mogerni TEJ]

[TapameTpu Mo1eITi BH3HAYAFOTHCS TAKAMH CITiBBiJI-
HOILIEHHSAMU:

K3=KCg; Ky=1/Rg; Ty=Lg /IRy;
Bennuuna onopy LIyHTa po3paxoBY€TbCs, BUXO-
JISTYM 3 331aHOTO KoedimienTta ocnabnenns mous (86%):
Ry =Rp -6%/(100-6%) .
Benuuuna Ry BU3HAYAETLCS MO3HILIEI0 PE3UCTUB-

HOTO KOHTpoJiepa. BiqnmoBigHO 10 CTPYKTYpHOI CXeMH,
IIPUBEJEHOT Ha PUC. 2, MAaTEMAaTUYHA MOJIENb €JIEKTPOII-
pHBO/Ia MOKE OYTH NpE/ICTAaBIICHA PIBHAHHIMHU BHIY:

iLg = (U, ~E-Ugy)/(Te-p+1); (1)
iLg =UpKy/(Tap+1); @
Kpiwm Toro:
UBa :UB+UR»H; UB =Rw|w, IR,ZZ :il[[+iLB;
URH = R,ZZIRH' I[U :iL}I—iLB; E ZCE(I)ﬂn,
ne Cp — mocriiina BennunHa; K | — Heniniitnuit koedi-

LIEHT  NPOMOPLIMHOCTI  KpHBOI  HaMarHiuyBaHHS
E/n="f(i_ gW); W — uucno Butkis oOMOTKU 30yn-

KEHHs; N — 000poTH ABUryHa; @ — MOTIK JBHIYHA;
Ky — neniniitnuii koeilieHT miACHIICHHS, 00yMOBIIe-
HU# i3 kpuBOi HamarHiuyBauus Kp = f(ipgW) .

VY Bunanxy niHiitHoi anpokcumanii Ky BH3HaYa-

€ThCA SK:

Kouxperni 3Hauenns E/n i i g BubGuparotses 3

KpUBOi HAMarHIYyBaHHS.
O6eptu aBuryHa (N) MOXYTH OyTH 3HaiineHi 3 piB-
HSIHHS PYXY

ne J J — MOMECHT iHepuii; wg — KyToBa MIBUAKICTH 00€-

pranHs; My — MOMEHT HaBaHTa)KEHHS.

3ammc B onepatopHOi hopMi piBHSIHHS BU3HAYCHHS
KyTOBOI IIBUIKOCTI Ma€ BH:

ok =(137)(Mg-My)/p.

Toni:

n=(Mz-My)/(zzp). ®)

i (& TH:JﬂZﬁ
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MarematiyHa MOJENb MOTSra, IO CKIaJaeThes 3
MOTOPHOTO 1 NPHUYINHOIO BaroHiB, NPEACTABISETHCS Y
BUTJISII JIAHOK, SIKI OMCYIOTHCSI MepeAaTHUMH (YHKI-
ssMu. [TOTSr 3aMiHSETHCS €KBIBAJICHTHOIO MAaCOIO.

Cuna onopy pyxy:

Fo =WoFe.

ae Wy — nutomuii onip pyxy; Pc — Bara notsra.

MOMEHT HaBaHTaXCHHS, IPUBEICHUNA 0 KOITiCHOT
Tapy, 3 ypaxXyBaHHAM YXIIY IUIAXY, BH3HAYAE€THCS CITiB-
BIHOIIICHHSIM:

Mc =9.8Rmi(1.1+0.012v +o.000247v2) /1000, ()

e | — BeNMMYUHA YXUTY (7151 TOPH30HTAIBHOT TUIOIIAIKH
i = 1); m — maca motsra (xr); V — IIBHAKICTH HOTSATa
(xm/TOT).

PiBHAHHS pyXy mOTSATa, IPU 3aMiHi HOTO eKBiBale-
HTHOIO MacOl0, OTIUCY€ETHCS BUPAKCHHIM BUTILLY:

J (da)/dt) = MT - Mc,
ne J — MOMEHT iHepIii eKBiBaJIEHTHOT MacH IPUBEACHOL

70 KOJicHOI mapu; My — TSAroBHii MOMEHT €JIEKTPOIIPH-

BOJy HOTSITA.
PiBHSHHS pyXy NOTATa HPEICTABIAETHCA Yy BHIL
JIAHKW 1HTETPYIOYOTo THUITY:

o=(K3/p)(Mr-M¢), (®)
ne K3 =1/J, My :4,uMﬂ.

MaremaTtiHuHa MOJIENb €JIEKTPONOTATY, HPEICTaB-
nena pisastaasMH (1)-(5).

BuxiaHi gaHi 11 OPOBEACHHS JOCTIHKEHb MTPUBE-
JeHi B Tabm. 1.

Tabnuys 1.—Buxigni nani

R,.(OM) | R, .(Om) Ce C,,
0,1194
0,032 0,165 300 47,75
m Rx ,(Om) Ly .(I'n) Lp ,(I'n)
3,41 3 3
3.47 0,475 2,510 2,38:10

CTpyKTypHa cXeMa MaTeMaTUYHOT MOJIEII €IIEKTPO-
I0i3/1a € OCHOBOIO JIJIS pO3POOKH MOoJeNi 00’ €KTa JT0CTi-
JUKEHHS, HEOOXiTHOI MpW BU3HAYCHHI PIBHSIHB BIiJIO-
BiTHO 1O MPHHIUIY MaKCUMyMy. OCKIIBKH IIDISIXOM
3MiHM 3HaYeHb JOJATKOBOTO pe3ucropa R, kepyBaHHS

3IIACHIOETHCS 10 NEBHOI mBUAKOCTI (60 km/To1.), a Ha-
Jani KepyBaHHS PO3FOHOM — 3a PaXxyHOK OCITa0JICHHS
OJIS MIJIAXOM 3MiHM 3HaU€Hb pe3ucTopa myHra Ry , 1o

MOJIeNb JUT BU3HAYCHHS KEPYBaHb MOKEMO PO3TIIIATH
SIK JIBI MAaTEeMAaTUYHI MOJIEINi: OHY JO MOMEHTY OCia0-
JICHHS TIOJIA, & 1HIIY 3 ypaXyBaHHSM OCJIaOJICHHS IOJIS.
MareMaTiyHa MOJIENb 13 ypaxyBaHHSM OCIAOJICHHS
TOJIST 3aNMIIAEThes Oe3 3MiH. CTPYKTypHA cXema MOJIeNi
JI0 MOMEHTY BKJIFOUEHHS il OCTa0JICHHSI [TOJIs HaBeICHA
Ha puc. 3, ne: U, — nanpyra sxusnenns; Uy,U, — mo-

TOYHE 3HAYEHHS HAIpPYT, 110 3aJICKUTh BiJl PEKUMIB PO-
00TH (HaBaHTA)XCHH) EIEKTPOIPUBO/A 1 3HAUCHHS Kepy-
fouoro BBy Ug, ; I| — CTPyM SIKIpHOTO KOJIa €IeKTPO-

nsuryHa; Kq, T; — BixnoBigHO KoeilieHTH MiACHICHHS
i mocTiitHa Jacy, 110 BU3HAYAIOTHCS TapaMEeTPaMH €JIeKT-
poxsuryHa; R, — nogatkoBuii pesuctop, mo Gopmye 3Ha-

4yeHHs Kepytodoro BiuBy Ug, ; E; — motoune 3HaueHH:
EPC enextpoxsurysna; n — obeptu nsuryna; C, — noc-
TiliHa BennmuuHa; Koy - koediuieHT, 00yMOBICHUH 13 KpH-

Boi HamarHiuyBaHHs; W — 4KCIIO aMIIEPBUTKIB.

U

Rn

Puc. 3. CtpykTypHa cxema MOJIei eeKTPpOIpHUBOIA
0e3 ypaxyBaHHs PSKUMY OCIa0JICHHS OISt

B moneni, HaBeeHOT Ha puc. 3, KpUBa HaMarHivy-
BaHHS Peali3yeThCs Ha OCHOBI JiHIIHOT armpokcumaliii.
[Tpu upoMy Ha KpHBii HAMarHiYyBaHHs OOpaHa Xxapakre-
pHa TodYKa, 110 BiamoBinae 3HaueHHIO 8000 aMIIepBUTKIB,
10 BiNOBINa€e CTPyMy sIKOps, piBHOMY 186 A mpu W =
43 putka. BiAmoBiAHO IO TakWX IOMYIICHb MAaTHITHHUHA
noTik @, BU3HAYAETHCA TaK:

1
_E/ L w1y
Q)O—Ace—le%e by,

ae % —3HaueHHsI, 1110 BU3HAYAETHCS 13 KPUBOI Hamar-

HIYyBaHHS.

_50/ _
by =597 150 = 0, 006.

3a ymoBy, mo C, =300, W =43, marnitauil no-
TIK BU3HAYAETHCS SIK:
@0 = b2 M il y
ne b, =0,0086 .

Bennmunna E BH3HAauyaeThes BINMOBITHO IO PiB-
HSHHS:

E:CencD:CenWbl% iy = baiyn | (6)
e
ne by =0,258.

CtpyM iy , BIAMIOBIZHO 10 CTPYKTYPHOI CXEMH MO-

JielTi, BU3HAYA€ThCS AU(EepeHIliaTbHIM PiBHSIHHAM Iep-
LIOTO MOPSIIKY:

di, 1. 1
B (T, +E+URy)), 7
it (.I.1 LT (-Up +E+Ugy)) (M
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e Ty = % — mocriiina wacy; L =4(L, +Lg) — exsiBa-

JIeHTHA iHIYKTHBHICTb Kona; R =Ry +Rg — omip nanox
00MOTOK 30yIKEHHS 1 SIKIPHOI.

st nanoro tumy enexrponpusoaa 1 = 0,13 (cek),

L =0,019 (M['n).

3nauenHs E, mo Bxoauts y piBHsHHA (7), BU3HAYa-
€TbCsl pIBHSAHHAM (6), ne BemmumHA N (00EpTH SKOPS
JIBUT'YHa) € HEBIJJOMOIO i y 3araJbHOMY BUIAJKy 3aje-
)KaTh BiJ] HABAaHTaKCHHSI.

Jlnst BU3HAa4YEHHsI N BUKOPUCTAEMO PIBHSHHS PYXY
enexkrponoizzna (5). OcKiTbKH KepyBaHHS 3HAXOIMMO B
igTepBati mBuaKocTe Big 0 o 60 kM/T, TO 3 (4) y BHpa-
YKEHHI MTUTOMOTO OTIOPY PyXy, 0OMEXHMOCS TiNbKH JIi-
HiIfHO YaCTHHOIO, OCKIIBKU B IIbOMY Jliana3oHi IBUIKO-
cTell KBaJpaTMYHa CKJIaJoBa HE pPOOUTH 1CTOTHOTO
BIUIMBY Ha AMHAMIKY IIPOLECY.

O0epTH SKOPs ABUTYHY N 3HAXOAUMO 3 PIBHSIHHS:

dn_ 1
dt 27J

Je J — MOMEHT iHepLil eJIeKTporoi3ia, HaBeIeHH 10 KO-
micHol mapu; My — TArOBHH MOMEHT €JEKTpONOi3za;

(M7 =Mc), ®)

M. — MOMeHT omopy pyxy.

3 ypaxyBaHHSM JiHIHHOI allpOKCUMaIlii BETHINHH
yIUIBHOTO ONOpYy, MOMEHT onopy M. Ha mincrasi pis-

HSHHS (4) BU3HAYAETHCS PIBHIHHIM:
MC =b4+b5n, (9)
ne by, by - mocriitni koedinienT:

by =1056,4 ;b =33,5.

Tarosuit mMomeHT M7y enexTpomnoi3na BH3Haua-

€ThCS CIIIBBIAHOIICHHIM:

My =bgif | (10)

ne bg — mocriitamii koediuient: bg = 0,555.

3 ypaxyBanHsaM piBHAHB (9) i (10) oOepTu sKOps
JIBUTYHA BU3HAYAIOTHCS CITiBBiTHOILCHHSM:

& byif ~tyn by, (11)

ne by, bg, by — koediieHTH, 0GYMOBIIEHI MAaCOIO €JIeK-

Tpomnoizza.
[Tpu 3aranpHil Maci enexTponoizaa, pisHoOi 206320
Kr. Koedinientn by —bg MaroTh HacTymHi 3HAYCHHS:

b; =0,0000066 ; bg =0,00038; by =0,012.

31 cxeMu Moelni eIEeKTPOIPHUBOJia MOXKEMO CKIIa-
CTH PIBHSIHHSA:

di;
a1ﬁ+b3ni|_ +iLR+ En :_URO'
3BigKH:
G _ 1 Cpni —i, R+E,-Ug,).  (12)
dt &

Maemo niepiiry cucteMy piBHSIHb, IO Oyze peatizo-
BaHa B MOJIEII:
di
dt

dn .
P ~bgi 2 —byn—byy.

[MomampIri nepeTBOPEHHS I OTPUMAHHS OTITHMI-
3amiifHoOT MoIe 3HIMNCHIOEMO BIAMOBIIHO IO BHMOT
NPUHIUIY MakcuMyMy. EHepreTuyHi 3atparu, 1o mort-
peOyIoTh MiHIMI3aLii, IPEACTABIAIOTECA (PYHKIIIOHATIOM
BUIIIANY:

=—GNi| —Cpi +C3—C4URy;
(13)

60
J = [ KUZ,dt - min.
0

(14)

['pannysi 3Ha4eHHsA 00epTiB N 1 TOKy i Bigomi:
n(0)=0; n(60)=18,5; i (0)=0; i (60)=150;
3riIHO TEOpeMH NPUHLUIY MAKCUMYMY CKJIQIaEMO
nonomikHy gysnknito H (piBHsHHS ['aminbToHIaHa).
H = o (KURy ) +ya( —ein—cpip +c3—
~CqURy )+ (byoif —bryn—by, ).

Jl1st 3HAXO/PKSHHS KepyBaHHS 3 yMOBH €KCTpeMyMa
(minimyma ¢Qynkuionana (14)), 3HaX0JUMO YaCTHHHY
noxigHy Bin ¢yskuii H no Ug, i npupiBHOEMO 1i 10

(15)

HYJIS.
oH
=2KU —cq1 =0.
oUr, Ro¥0 — ¢4V
B pesynbpraTi ynpaBiiHHS Ma€ BHI:
Ca¥1

Ugy = . 16
RO = 2Ky (16)
Just cucteM 3 MaKCHMaJbHOIO — HIBHAKOMIEIO

v =—1. TakuM YMHOM yIIpaBIIiHHS BU3HAYAETHCA SK:

Cay1

Upy=—"7"-. 17

RO " a7

PiBHsAHHA U1 W1 # Wy OTPUMAEMO, 3HAUIIOBIIH

vacTKoBi moxigui H mo i # n:

dy oH .
—L = —ynon+ycy — 2pobygi . (18)
dt oL
M i by (9)
dt on ML 241
B pe3ysbTaTi MaEMo JIPYTy CUCTEMY PiBHSHB:
d .
% =N+ Coy — 2Dy ol
t 20
dy (20)
2 -
TR U b1

Cuctemu piBHAHB (13) 1 (20) BU3HAYAIOTH OTITHMi-
3aIliifHy MaTeMaTH4Hy MoJienb. CxeMa MoJeni, 3 ypaxy-
BaHHAM ii peamizamii B maketi MATLAB, npencrasiena
Ha puc. 4.
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Puc. 4. dynkuioHanpHa cxeMa ONTUMI3aliiHOT Moemi

Jnist mocniJpKeHHsT eNeKTPONPUBOAA TOTsra B 3a-
MKHYTi CHCTeMi KepyBaHHS OcoOlHBa yBara HpUALIS-
€ThCs pO3pOOJICHIN MoJelNi OJIOKY TOJATKOBOTO PE3HC-
topa. CyTs po3po0JieHHs ToJisirae B HacTynmHoMy. Kepy-
BaHHS PO3TOHOM (HaOOpPOM MIBHKOCTI) €IEKTPOIOTATra
3IIHCHIOETBCS 38 PaXyHOK 3MEHILeHHs onopy R, , T06TO

BIJKJIFOYCHHS CTyNEHel peocTaTHOro pesucropa (3Ha-
YEHHS CTYINECHEeH PeOCTaTHOro pe3ucTopa (iKCcoBaHi).
MOMEHTH NepeKITIOYeHHS] PEOCTaTHOTO Pe3nucTopa 3 ol
Hi€l CTyIeHi Ha iHIy BU3HAYAIOTh TEMII PO3TOHY €JIEKT-
ponorsra. [lepmri 1Bi CTymeHi BiAKIIIOYAIOTHCS y BH3HA-
YeHI MOMEHTH 4acy, iHII CTYHEeHi KepYIOThCSI CTPYMOM
SIKOPST 15, 31 301TBIICHHAM IIBUAKOCTI pyXy V, 3pocTae
HIBUIKICTH 00epTanHs sikops apuryHa (n). Otxe, 36i1b-
myethest 3HadeHsst E (to6to EPC).

Ipu nocriitHomy 3HauenHi Ugy, — cTpyM y Kodi

OyJie 3MEHIITyBaTHUC 31 301IbIIEHHM N.
Ockinbku akTuBHI onopu obmotok L, i Ly B 1o-

piBHsHHI 3 Ry-Mmami (L, = Lg = 0,03 Om, Ry=10 Om),

TO y CTaJoOMy pexumi i, Oylae BH3HAYaTHCS BENHYH-
Hoto Hanpyru U, (U, =U —E-Upg,) 1 onopom pesuc-
Topa R, .

[MigTprMKa cTabGinBHOTO CTPYMYy B KOJi, 3HAYEHHS
SKOT0 OTPUMYEMO B IPOLECi ONTHMIi3alii, JOCATA€ThCS
LIIAXOM peryioBaHHs R, , ToOTO 31 30ibLIeHHAM 00€-
PTIB SIKOPS IBUTYHA N TUCKPETHO 3MEHIYBaTH 3HAYCHHS
BenmuunHu onopy R,. R, Moxna mnpencraButH sK:
Ry=Ri+R2+ Rz +... . Bmogeni R, Bucrynae sk xoe-
¢inient mixcunenss, toéro U,, =iyR,.

Ha puc. 5 300paxena cxema peaizanii momaTko-
Boro pesucropa R, . Tyt xmroui Ky, K2 3amukarotscs 3a
gacoM (uepe3 2 cek), a kmoui K3 — Kyi3. — mpu mocsr-
HEHHI BU3HAYEHOTO [TOpora HalpyTH B IPOIECi ONTHMI-
3arii.

Ha puc. 6 300paxena cxema KepyBaHHsS NEPILIUM
kiroueM, K1 — 3aj1a€ TeMI1 HApOCTaHHS CUTHAITY.
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i 3,78

01125

K3

Puc. 5. Cxema peanizanii fogatkosoro pesucropa R,

K, Un U2

—» ——

Saturation

Ul

Te

Integrator Sign

K;

Puc. 6. Cxema KepyBaHHS KIFOYEM

Ha puc. 7 — 9 mpuBeneni xapakTepHi IpolecH
€JIEKTPOMEXaHIYHOI CUCTEMHU MOTAra B MPOLECi po3-
TOHY JI0 33JlaHO1 IIBUKOCTI 3 ypaxyBaHHIM 3aBaHTa-
KEHOCTI.

3a ornoMoroto onTuMizaniiHoi Mozedni (puc. 4) B
MPOLEC] TOCIIPKEHB, MUIIXOM Mi00py HaYaabHUX 3HA-
9eHb Y1 1 Wp JuiA omepxaHHA 3anexxHocTi Ug, Bif
yacy 3a yMoBHU MiHiMi3auii pyHkuionana (14), dpizuuno
— MIHIMYMYy EHEpPreTHYHUX BHUTpAT, BH3HA4YEHI 3Ha-
YEeHHS! ONTUMAJIbHHUX TOPOTIB MEPEKIIOUYCHHS eJIeMEeH-
TiB JOJATKOBOTO PE3UCTOPA 32 YMOBHU 33aJ]aHOT'0 BUOOPY
YHCIIA MEPEKIIOYCHB 1 pIBHA 3aBaHTaXKEHOCTI MOTSATA.

A
In, A

500 |-

400

300 b-of s

200

[0 S—

0 i : ; i
10 20 30 20 50

Puc. 7. ®opmyBaHHS CTPyMy SKIPHOTO KOJIa
[IPY PO3PaxyHKOBIH 3aBaHTaXEHOCTi (2),
npu 30ibIIeHH] 3aBanTaXxeHocTi Ha 20% (3),
NpH 3MEeHIIeHH] 3aBaHTaxeHocTi Ha 20% (1)

y
V, xM/TOT

Puc. 8. ®opmyBanus mwBHaKicTi V(kM/Tox)
IpU PO3paxyHKOBIH 3aBaHTakeHOCTI (2),
npu 301bIIeHHI 3aBaHTakeHoCTi Ha 20% (3),
NP 3MEHIIEeHHI 3aBaHTaxeHocTi Ha 20% (1)

4

Mr, Hux10"

10 20 30 40 50

Puc. 9. ®opmyBaHHS MOMEHTY TATH MT
TIPU PO3paxyHKOBIH 3aBaHTaXKEHOCTI (2),
mpu 30ibIIeHH] 3aBaHTakeHocTi Ha 20% (3),
NP 3MEHIIeHH] 3aBaHTakeHocTi Ha 20% (1)

BucnoBku

1. Ha oCHOBI aHaJiITHYHOTO OMJIANY iICHYIOUHX CY-
YaCHHUX CUCTEM KEePYBaHHS eJeKTpoIepeaadi JOKOMOTH-
BiB 3 TATOBHMH €JIEKTPOIPHUBOAAMH MTOCTIHHOTO CTPYMY
3aIpOIIOHOBaHI MaTeMaTHYHI MOJIEi, SKi peaji3oBaHi y
BUTJISIII MAalIMHHOI MOJIENIi 32 JIONOMOTOI0 IaKeTy
MATLAB i mpoBezeHi TociiKeHHs B poO0YOMY Jiara-
30HI MOXKJIMBUX 3aBaHTAXKEHb 1 MEXaX JAOIyCTUMHUX 3MIH
rapameTpiB B TpOLECi PO3roHy €JIEeKTPONOTAra, Moka-
3aJI TEePCIEeKTUBHICTh TAKOTO MiAXOAY MPH MPOEKTY-
BaHHI ONTHUMAIIbHUX CHCTEM KEPyBaHH:.

2. BuzHaueHi napaMeTpy CUCTEeMH aBTOMaTHYHOTO
KEpyBaHHS TATOBOTO EJIEKTPONPHUBOIY Ha OCHOBI BHKO-
pHUCTaHHS JI0aTKOBOTO pe3HCTOpa Koja sIKipHOi oOMo-
TKH, 5Ki 3a0€3MeYyIoTh 3a1aHy AKiCTh KepyBaHHA Ta JO-
mycTuMi Mexi 3minu napametpiB CAK.

3. Ha mixcraBi JOCHIKEHb B 3aMKHYTI CHCTEMI
KEpyBaHHS, SIKI MPOBEJICHI LUIIXOM MOJEIIOBAHHS 3a
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nonomoroto nakery MATLAB mnokasaHo, 1o cTpykrypa
CHUCTEeMH KEpyBaHHS i3 3HA4EHHSIMHU NapaMeTpiB, IO
MIPOTIOHYIOTHCS, 330BOJIBHSIOTH BUMOTaM ILI0/0 3a0e3-
MIEYCHHS SIKICHUX TIOKa3HMKIB Ta Ipane3aaTHOCTi B po0o-
YOMY HpPOMDXKKY IIBHJIKOCTeH (B 3aJIe)KHOCTI Bij 3a-
BJIaHHS — HOMEPY IO3HUIIi1 KOHTPOJIepa MAIINHICTa).

4. OTtpumaHa onTHMi3aliiHA MaTeMaTHYHA MO-
JIelTb MOXKe OyTH BUKOPUCTaHA TIPH PO3POOII CUCTEM Ke-
pyBaHHS TIOTSTIB 3 EIEKTPOIPHUBOIOM MOCTIIfHOTO
CTPYMY 3 TIOCITITOBHUM 30y KEHHSM SK 32 YMOBH 320€3-
TIeYeHH MIHIMyMy €HEpTeTHYHHX 3aTpaT B IPOIECi po-
3rOHY, TaK 1 32 YMOBU BHKOPHCTaHHS 1HIIMX KPUTEPIiB
SIKOCTI.

5. 3ampornoHoBaHa MOJENb aAEKBaTHO BiTOOpaxye
JMHAMIKY eJISKTPOIIOTSTY B IIPOLIEC PO3TOHY B 3aJI€3KHO-
CTI1 Bijl piBHS 3aBaHTa)XKEHOCTI 1 MOKe OyTH BUKOpUCTaHa
JUISL TOCIHIZPKEHHST OTO eNIEKTPOMEXaHIYHHUX MiJICHCTEM
3 METOI0 YTOYHCHHS IAPAMETPIB CUCTEM KepPyBaHHS.

6. JInst qOCHiKeHHST TUHAMIKH CICKTPOIOTATY Y
MeXax pOOOTH Ha ITyCKOBHUX IO3MLISIX PE3UCTHBHOTO
KOHTpoOJIepa, MOKe OyTH BHKOPHCTaHa 3alpOIOHOBaHa
crpolieHa (JiiHiiiHa) MaTeMaTHYHa MOJIEIb.

7. 3ampomoHOBaHa MaTeMaTHYHa MOJEIb MOXKE
OyTH BUKOpPHCTaHA IS IPOBEICHHS OCIIIKEHB SIK eJie-
KTPOIOTATY B IMUJIOMY, TaK 1 OKpEMHUX HOTO TiICUCTEM 3
METOI0 PO3POOKH ONTHMAJIBHUX CHCTEM KepyBaHHS, 0CO-
OITUBO B MEPEXiTHUX PEKAMAX.

8. Po3pobineni Mozxemni MOXyTh OyTH BHKOPHCTaHi
IUIsL CUHTE3Y YIPaBJIiHb €IEKTPOIPHBOIOM €JIEKTPOIO-
TATY SIK IPY BUKOPHUCTaHHI JI0JJATKOBOT'O PE3UCTOpa TaK
1 IpY BUKOPHUCTAaHHI ITMPOTHO-IMITYJIECHOTO PETYJISATOPA
a0 ynpaBJIiHHAM HANpyTH >KUBJICHHS.

9. OnrTumizaliiina MOJIENb 1a€ 3MOTY OTPUMATH 3a-
KOH 3MIHM 3Ha4€HHs JI0JJaTKOBOTO PE3UCTOPY 32 YMOBH
MiHIMi3alil eHepreTHYHNUX 3aTpaT MMPH Pi3HUX 3aBaHTa-
KCHHSX 1 3a0€3MCUCHHI PiBHIB OOMEXCHB.
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Optimization model of the electric train with the electric drive of dc
M. Zapolovsky, I. Zykov, M. Mezentsev, V. Noskov

Abstract. The issues of development of the optimization mathematical model of the electric train with the electric drive
of a direct current with consecutive excitation and realization in the MATLAB package for the purpose of construction of a control
system on the basis of a method of the principle of a maximum are considered. A review of the literature on the topic and analysis
of existing approaches to solving problems of modeling complex electromechanical systems and the synthesis of control systems
in this area, in particular control systems that minimize energy costs. Mathematical models of the studied control objects are con-
structed, modeling of their functioning depending on the level of loading is carried out. Analytical relations are obtained, which
can be used to develop the SAR structure of the electric drive of the electric train and calculate its parameters with a given quality
criterion. The conducted researches of the optimization model confirm its operability and its efficiency at development of control
systems at the set criterion of quality and degree of loading.

Keywords: optimization mathematical model, DC electric drive, control system, maximum principle, minimization of
energy costs.
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OCOBJIMBOCTI ITIOBOPOTY
IMAPHIPHO-3YJIEHOBAHOTI'O TPAKTOPA

AHoTanis. [IpeqMeToM DOCTIPKEHB CTATTi € AWHAMIKa OBOPOTY KOJICHOTO TPAKTOPA 3 HIAPHIPHO-3WICHOBAHOIO PAMOIO
pY 0COOIMBHX yMOBaX (GyHKLIOHYBAHHS €aCTHYHOTO ITHEBMAaTHKa. MeToro poOOoTH € aHali3 MOZEINi pyXy KOJIICHOTO Tpa-
KTOpa 3 LIapHIPHO-34JICHOBAHOIO PaMOI0 P BpaxyBaHHI 0COOIMBOCTEH (POpMyBaHHS IOTHYHOT CHIIM TATH KOJIeca Ta JIMHa-
MiIKH OBOPOTY. 3aBaHHs JIOCIIPKEHHS MOJIATaI0Th y OTPUMAaHHI 3aJISKHOCTEH KIHEeMAaTHYHNX XapaKTEPUCTHK Ta MOMEHTY
OMOpY KOJICHOTO TPAKTOpa MpPH IIOBOPOTi. 3aCTOCOBYBaHI METO/IN: METOIH CUCTEMHOI'O aHali3y pe3yNbTaTiB eKCIIepUMEH-
TAJIBHAX Ta TEOPETHYHHX AOCTIpKeHb. OTpUMaHi pe3ysIbTaT!: PO3IIITHYTO 3aady MOBOPOTY TPAKTOPA 3 MIAPHIpPHO-3WICHO-
BAHOIO PaMOI0 Ha arpooHax 3 pi3HOIO HECYJOI0 37aTHICTIO. [IpoaHaizoBaHO GOpMyBaHHSI MOMEHTY OIIOPY ITOBOPOTY Tpa-
KTOpa B 3JISKHOCTI Bijl KyTa MiX IIOB3/IOBXHIMH BiCSIMH CEKI[ii. BcTaHOBIIEHO, 10 aHAai3 IPOIIECY TOBOPOTY, IPOBEICHUH
3 TO3MLII KiIHEMaTHKH OKPEMHUX CEKIiH, ITOBHOIO Miporo He BimoOpaxae crenudiky IOBOpPOTy TPaKTOpa B Pi3HUX yMOBaX
Horo ekcrutyaranii. CmoTBOpeHHs 3aJaHO1 TPAEKTOPil KPHUBOJIIHIHOTO PyXYy € HACIIIKOM BIUIMBY CHJI B3a€EMOJIi €TaCTHYHUX
MTHEBMATHKIB KOJIIC 3 IPYHTOM 1 BIJIEHTPOBUX CHJI, IO BUSBIAIOTHCS MiA Y4ac pyXy Ha MIBUAKOCTSX, SKi MEPEBUILYIOTH 6
kM/ron. [IpakTiHyHa 3HAYYIIICTh POOOTH MOJISITAE y TOMY, 110, HA OCHOBI IPOBEICHOTO CUCTEMHOT'0 aHai3y, BBECHI BUMOTH
Ha BUKOHAHHS TPAHCIIOPTHUX POOIT 3 METOIO MiABUILIECHHS TATOBO-34ilTHUX BIACTHBOCTEH Ta MOKPAIIEHHSA IPOXiAHOCTI Tpa-
HCIIOPTHO-TEXHOJIOTIYHOTO arperary.

KarwouoBi caoBa: TpakTop; IapHIpHO-34WICHOBaHA paMa, IOBOPOT, MOMEHT OIOpPY, KiHEMaTH4HI XapaKTepUCTHKH, Ta-

KOBE HaBaHTAXXCHHS, BEAyYHI MiCT.

Beryn

V migBuiieHHi €()EeKTHBHOCTI CLIBCHKOTOCIIOAAP-
CBKOTO BHPOOHHIITBA Ta TMPUCKOPEHHI HAYKOBO-TEXHIU-
HOTO TIPOTPECy 3HAYHA POJIb MPUAIISAETHCS HOBIH CLIBCH-
KOT'OCITOTapChKil TEXHIITi, STka TOBUHHA i IBUIIIUTH ITPO-
IYKTHBHICTH TIpalli HA OCHOBHOMY OOpOOITKY IPYHTY B
1,5...1,8 pa3u Ta 3HU3UTH MUTOMY BUTpATy NalnBa Ha
10...12%.

TeHaeHIlis, MO CHOCTEPITaeThCs B OCTaHHI POKH,
JI0 IIMPOKOTO BUKOPHCTAHHS KOJIICHUX ILIapHIpHO-3uJIe-
HOBaHHMX TPAKTOPIB IMOSICHIOETHCS IX YHIBEpcali3alicro
Ta KPaIol arperaToBaHiCTIO 3 PI3HUMH CUTLCHKOTOCIIO-
JIApPCHKUMHU, JIOPOKHIMU Ta BaHTQ)XKHUMH MAallMHAMH, a
TaKOX ITiABHUIICHOI0 MaHEBPEHICTIO y TIOPIiBHAHHI 3 Tpa-
KTOpaMH, [0 MalOTh KepOoBaHi KoJieca. 3aBIsIKA BUHCOKIM
IIBUIKOCTSIM PYXY Ta BCTAHOBJICHOMY CIICIlialbHOMY 00-
JMAJHAHHIO TaKi TPAKTOPH HPOTATOM YCHOTO POKY MO-
JKyTh BUKOPHCTOBYBATHCS 3 0araTOBICHUMH MpHYCTIAMA
Ha TPAHCIIOPTHHUX POOOTAX, YCIIIIHO KOHKYPYIOUH 32 CO-
01BapTICTIO BAKOHAHOT pOOOTH 3 BETMKOBAaHTA)KHUMH aB-
TOMOOUIAMH.

YV Hai01b1I 3aralbHOMY BUIIJKY KOJIICHA MalllHA
BITBOPIOE TyX€ CKIaTHI pyXH.

Bomnouac, Bix cuil, mo AifOTh Y KOHTAKTI KOJIicC-
HOTO PYIIisl 3 JOPOTOI0, 3aJIe)KaTh TaKi OCHOBHI €KCILTY-
aTaliiHi BIACTHBOCTI KOJIICHUX MAIIHH, SK TATOBO-IIIBH-
JIKICHI XapaKTEepUCTUKH, MTOBOPOTKICTb, CTIHKICTB, MpO-
XIJIHICTB Ta IesKi 1HIII.

VY po3BUTKY Teopii pyXy KOJICHMUX MaIIdH BEJINKa
YyacTKa poOiT HANEXKNUTh TaKMM BueHHUM sk ['.B. 3imenes,
b.C. ®anpkeBuy, A.C. JIutBuHoB, S1.M. I1eB3ep, P.B. Po-
TeHOepr, B.®. babkoB, roloBHUX KOHCTPYKTOPIB 3aBO-
JiB Ta 6ararbox IHIIMX BUEHHX Ta imxeHepis [1 — 8].

IToBOpPOTKICTE — BIACTHBICTH KOJICHOI MAaITHMHHU
3IHCHIOBATH TIOBOPOTH i3 33J]aHOI0 KPUBU3HOIO Ha Mic-
nesocTi [9, 10].

Teopist MOBOPOTY KOJICHOTO TpakTopa i3 IIapHi-
PHO-34JICHOBAHOIO PaMOIO JaBHO IIKABUTH JTOCIITHUKIB.
Hemae mocrmimkeHp MOBOPOTY TpaKTopa 3 IMapHIPHO-
39JICHOBAHOIO PaMOIO TIPH 3MiHi 3YITHUX BIACTHBOCTEH
koneca. Came ToMmy chopMoBaHa MeTa POOOTH, SKa II0-
JSIra€ B HACTYITHOMY.

MeTta po6oTH — aHANi3 MOJIENI PyXy KOJICHOTO
TPaKTOpa 3 MAapHIPHO-3WICHOBAHOI PaMOI0 TP Bpaxy-
BaHHI 0cOOMMBOCTEH (POpMYBaHHS JOTUYHOI CHIM TSATH
KoJieca Ta IMHaMiK{ ITOBOPOTY.

3aBaaHHs JIOCHIPKEHHST NOJATaloTh Y OTPHUMaHHI
3aJIe)KHOCTEH KIHEMAaTHYHHX XapaKTEPUCTHK Ta MOMe-
HTY OTIOpPY KOJIICHOTO TPAKTOpa MPH MOBOPOTI.

YcraneHuii NoBOpoT KOJICHOTO TPaKTopa
3 IAPHiIPHO-34JIEHOBAHOI0 PAMOIO

B nporeci nociiKeHHsT KyTa MiXK OChOBUMM JIiHi-
SIMU 33/IHBOI CEeKILI IapHipHO-34JIEHOBAHOTO TPaKTopa
Ta NPUYIHOTO arperaty Ha MOBOPOTI CIIiI PO3PI3HATH
TPH MEPiOJIH.

1. ITepion BX0my B OBOPOT, SIKHH MOMIISETHCS HA
IBi (ha3u: TPaKTOp Ta MPHUUITHAN arperaT pyXarThCs 3a
3MIHHUMH PaJiiyCaMy; TPAKTOP PYXA€ThCS i3 MOCTIHHIM
pazmiycoM TOBOpOTY, a MIPUYIMHMAN arperaT Ie i3 3MiH-
HHM.

2. Tlepiox ycraneHOro pyXy Ha IOBOPOTI, KOJH
TPaKTOp 1 NIPUYINHUIT arperaT pyXaroThCsl HABKOJIO €11~
HOTO LIEHTPY ITOBOPOTY.

3. Ilepion Buxony i3 moBOpOTY. Bin nmoxinserses Ha
IB1 (ha3u: TpaKTOp Ta NPUUINHUN arperar pyxarTbes 3i
3MIHHAMH paJilycaMH MOBOPOTY; TPAaKTOp PYXa€ThCS
MPSIMOJTIHIFHO, a IPUYIMTHUIN arperaT mie KPpHUBOKO 3MiH-
HO1 KpUBU3HU.

AHauti3 rmporiecy HoBOpoTY, IPOBEACHUH 3 MO3UIIii
KiHEMaTHKH OKpeMHUX ceKIlili [9 — 21], moBHOO Miporo He
BioOpaxae crenudiky MOBOPOTY TpPaKTOpa B Pi3HHUX
YMOBax HOTo0 eKcIuTyaTartii.
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Ynpaeninna 6 cknaonux cucmemax

CrnoTBOpeHHs 331aH0T TPAEKTOPii KPUBOIIHIHHOTO
PYXY € HaclliIKOM BIUIMBY CHJI B3a€MOJii €JIacTHYHHX
ITHEBMATHKIB KOJIIC 3 IPYHTOM i BiILIEHTPOBUX CHJI, IO
BUSIBJISIIOTHCS T11]] 4aC pyXy Ha MIBHIKOCTSIX, SIKi IIE€pEeBHU-
IIYIOTh 6 KM/TOI.

IcToTHNMIT BIUIMB Ha CTIHKICTh PyXy Ta KEPOBAHICTb
TPaKTOpa HAJAIOTh BEPTHKAIbHI HABAHTAXKCHHS Ha KO-
Jeca, XapaKTepUCTHKH IIWH, BHYTPIIIHIA THCK Y HUX Ta
KOHCTPYKIIS TiIpaBIigHOTO MIPUBOIY PYIHOBOTO YIIPaB-
JHHS.

IMpupict AR kiHemaTmuHOTO paxiycy R, , mo Bu-
3HAYA€THCS KYTOM ¢ MIX IO3J0BXHIMH BiCAMH CEKIIH,
BiZIOYBa€eTHCS B pe3yJibTaTi cyMapHoi aii 6iuHoro BinBe-
JICHHS! KOJIIC Ta MOTIEPEeYHOro 3MILIeHHS IPYHTY (pHc. 1).

AR
R

K

0,8

0,6

0.4

0.2

0 5 10 15 v, KM/TOZ

Puc. 1. 3aiexHICTh BITHOCHOTO MPUPOCTY PAIiyCy HOBOPOTY

é—R BiJl IBUAKOCTI PyXy TPaKTOpa V , BHYTPIIITHHOTO
THCKY B muHax p, =0,08 MIla (1) Ta p, =0,15 MIla
1 BEpTHKaJIBHOTO HAaBaHTa)KEHHS Ha KoJieca
IpH [TIOBOPOTI TPAKTOpa Ha LIIJIBHOMY I'PyHTI Oe3
ryry (a) ta B arperari 3 ruryrom I1JIH-5-35 (0)

Ha minsHAX TpyHTaX, IPU JOCTATHROMY 3YCIUICHHI
MTHEBMATHYIHOTO KOJIeca i3 IpyHTOM, 301IbIIEHHS pajiyca
MTOBOPOTY BU3HAYAaTUMETHCS MEPEBaXHO OIYHUM BiBe-
JIEHHAM KOJIIC, MO (YHKIIOHAIBHO 3aJIeKHUTh Bif eiac-
THYHOCTI BCTAHOBIIEHUX IITHH.

Ha M’skux rpyHTax, 0COOJMBO MpH MOBOPOTaxX 3
eKCHeHTpI/I‘-IHO l'lpl/lK.]'la[leHl/lM TaKOBHMM HAaBaHTaXXCHHAM,
10 Ma€ Miclie PH BUKOHAHHI OPHHUX POOIT, HOMITHHM
BIUIMB Ha TPAEKTOPIIO PyXy Mae€ IUIaCTHYHA JepopMariis
IPYHTY. 3MEHIIECHHS BHYTPIIIHBOTO TUCKY B IIMHAX p,,

3aBXKIM MPU3BOJUTH J0 3HIKCHHS KOC(ILIEHTY OMopy
BiJIBE/ICHHS, a 30UIBIICHHS BEPTUKAIBHUX HABAHTAKCHb
Ha KoJieca MiJBUIINYE 3JaTHICTh IIMH MPOTHCTOATH Oiy-
HOMY BiJIBEICHHIO.

3 puc. 1 BUIHO, 10 301IbIICHHS BIIHOCHOTO PaIi-

AR
yCy HOBOPOTY R tpakTopa XT3-243K.20 mpu «,,,,

3HAYHO 30UIBIIYETHCS, 3 MIIBUILEHHSM MIBUAKOCTI PYXY,

Jocsiraroun mpu V=15 km/ron i p,, = 0,08 MIla Bemn-
yuau 0,6. IIpu npoMy, 3aMiCThb 3aJaHOTO KYyTOM (.,

MiHIMaJBHOTO pajiyca MoBOopoTy B 5,5 M, milicHuil pa-
Jiyc TIOBOPOTY JOPiBHIOE 8,8 M.

[HTEeHCHBHICTE 301TBIIEHHS i ABHUIY€THCS 3 T IiH-
HSM BHYTPIIIHBOTO THCKY B IMMHAX. BiAmeHTpoBi cmimy,
110 3pOCTAOTh 3 MiIBUIICHHIM MIBUAKOCTI PyXY, BUKIIH-
KaroTh 30UTBIIICHAS KYTiB BiIBEACHHS 32 PaXyHOK IOIIe-
peYHO{ MOATIUBOCTI ITUH 1 3MILIICHHS IPYHTY.

[ToBOPOT KOJIICHOTO LIAPHIPHO-3WJICHOBAHOTO Tpa-
KTOpa 0e3 TakOBOro HABAaHTAXKEHHS MOXKHA MPE/ICTABUTH
SIK TIOBOPOT KOXKHOI CEKIlii HaBKOJIO BiCi CUMETpil CBOTO
MOCTa Ta MiATATYBaHHS CEKIil, [0 Mae MEHIIE BaroBe
HaBaHTAXKCHHSL.

IoBopot TpakTopa XT3-243K.20 3aiiicHIOETBCSA Ti-
IOTATYBAaHHSIM 33aHBOI CEKIii, Bara sIKkoi CTAaHOBHUTH 36%
BiJ 3arajJbHOI Baru Tpakropa. [Ipu HaBilTyBaHHI ILTyTa
[TJIH-5-35 naBaHTa)KeHHS Ha TIEpEeIHIH Ta 3aaHIA MOCTH
BHPIBHIOIOTHCS 1 30JMDKEHHSI CEKIIif BiIOYBa€eThCA 3a pa-
XYHOK IX MiATATYBaHHS.

3HavHe TaKOBE HABAHTAKEHHS 3MIIILY€ LIEHTP TTIOBO-
poTy 3a1HbOT cekilil. BinOyBaeThcst moBopoT i 3 KOB3aH-
HSIM HAaBKOJIO TOYKH HPHUKIAJaHHS I'aKOBOTO HaBaHTa-
JKEHHS Ta MiATATYBaHHAM MEePeIHbOI CeKIIii TpaKTopa.

I[Tpu moBopoTi (@ =CONSt ) Tpakropa, MmWapHIp MHO-
BOPOTY SIKOTO 3HAaXOAUTHCS TOCEPEANHI MO3J0BXKHBOL
6a3u, KoJsieca 3aJHBOT CEeKIii PyXaroThCs MO Ciiy, Mpo-
KJIaJICHOMY KoJiecaMH OibIlI HaBaHTAXXEHOI MepeaHbol
CeKIl.

IIpu BXOAI B MOBOPOT i BUXOJII 3 HHOTO TipaBiiu-
HUM TIPUBOJIOM DPYJIOBOTO YIPABIIiHHS CEKILisM HaJja-
€THbCS BITHOCHHUH PYyX.

IToBopoT ix B aOCOMFOTHOMY pyci BiZOyBaeThCS Ha-
BKOJIO Pi3HUX MHTTEBUX IICHTPIB 00EpTaHHSA, i TPAEKTO-
pii pyXy KOJiC 3MIITYIOTBCS.

Koneca 3agnp01i cexiiii, 3cyBaro4nch 3 yIiIbHEHOTO
CIiy, TPOKJIANAI0Th HOBY KOJIif0, AeopMyrodn IpyHT
SK y BEpTHKaJbHOMY HampsIMKy, TaK 1 y HanpsiMkax il
0iYHOT CHJIM Ta 3BOPOTHOMY BEKTOPY LIBHJIKOCTI PyXy
TpakTopa (y pasi poOOTH KOJIIC Y BEAYUOMY PEKHMI).

BennunHa koediuieHTa OMopy KOYEHHIO 3aJHBOT
cexii Ha opaHoMy o 30ibInyeThest 10 220% y mopi-
BHSIHHI 3 PyXOM 3a paHillle yI[iIbHEHUM IPYHTOM.

Kpim Toro, criocrepiraeThCs miIBUIICHHS OIYHOTO
3MIIIEHHS KOJIiC, BUKJIMKAHOTO IUIACTUYHICTIO PUXJIOTO
HeZle)OpMOBaHOTO IPYHTY.

JlonaTkoBi OIOpHM OBOPOTY TPAKTOPA, IO 3’ ABIIA-
I0ThCS, JIOJTAIOThCS TIOBEPTAIOYOI0 CHUIIOI0, IO PO3BHBA-
€ThCs B IIIIHAPI MOBOpOTy. [l MpaBmiIbHOTO BHOOPY
OCHOBHHX TIapaMeTpiB TiApaBIivHOTO IPUBOIY Ta MeXa-
Hi3My pyJTBOBOTO YIPaBIiHHA HEOOXiTHO 3HATH BEIH-
YHHY Ta XapaKkTep CHJI, IO JII0Th Ha TPAKTOP MPH MOBO-
porTi.

Ha tpakrtopi XT3-243K.20 mocTaBneHnii eKkcriepu-
MEHT, METOIO SIKOTO OyJI0 BUSIBUTH 3JI€XKHICTH MOMEHTY
OII0py TOBOPOTY BiJl pi3HUX €KCIUTyaTaniiHuX (akTopis
(WBHIKOCTI pyXy, HaBaHTa)KEHb Ha KoJjeca, IPYHTOBOI
Hecy4oi IMOBEPXHi Ta KIIBKOCTI BKIFOUEHUX MOCTIB). Mo-
MEHT OII0pY ITOBOPOTY BU3HAYaBCs SIK I00YTOK CHIIH, 110
NOBepTae, Ha IuIeYe NMPHKIaJaHHs 1i BIIHOCHO HIapHipa
MOBOPOTY.
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31 30UIBIICHHSAM KyTa ¢ MK CEKLISIMH MOMEHT
Oropy MOBOPOTY M 3pOCTae Mmpu MOBOPOTI TPAKTOpa Ha
Mici (puc. 2). HaBaHTa)XeHHS B CHCTEMI PYJIHOBOTO YII-
PaBIiHHS 3pYYHO OIIIHIOBAaTH 3a BEIMYHWHOIO CTparyro-
4yoro MoMeHTy M, npu a =0 1 KpyTOCTi XapaKTepUCTHK

M

dM .
~da MOMEHTY OIOpY MOBOPOTY M . 31 3MEHILEH-
a

HSIM IIUIBHOCTI IPYHTY Ta 301JbLICHHSIM BaroBOro Hapa-
HTa)KeHHs Ha Kojleca Benu4yuHa M, 3pocTae.

M, kHwm

10

0 4 8 12 16 20 o

Puc. 2. I'padix 3MiHM MOMEHTY Oonopy M B 3aJIKHOCTI
BiJl KyTa Mi)X TIOB3JIOBXKHIMH BICSIMHU CEKIIH &
[pH [IOBOPOTI TPAKTOpa Ha MicIi Ha opaHoMy moi (1),
cTepHi KosocoBux (2) Ta uinusi (3)

Ha puc. 3 npexncrasinena sanexuicte M = f(«)

IIPU PI3HUX TAaKOBHX HABAHTAXXEHHSIX, IMOCTIHHINA MIBHUJI-
KOCTI pyXy TpakTopa v=2,6 KM/Ton, ofHOMY (KpHuBi 4,
5) 1 aBox (kpwmBi 1, 2, 3) BBIMKHEHHX MOCTaX.

BucHoBku

[Ipu moBopoTi TpakTopa, IO PYXaeThCs 3 OJHUM
BBIMKHEHUM MOCTOM (KpHBi 4, 5), MOMEHT OIIOPY IOBO-
POTY 3i 30UIBIIEHHSAM KyTa ¢ TMajae, IpUIoMy 3 IiIBHU-
LICHHSAM IIBHIKOCTI PyXy IHTCHCUBHICTh MaiHHI M
30UIBIIY€THCS.

BinueHTpoBi iy, 0 CIPUSIOTH 30JMKEHHIO CEK-
Liif MpH BXOJI TPaKTOpa B MOBOPOT 1 MEPEIIKOHKAIOTh
BHXOAY HOTO 3 KPUBOJIHIHHOTO PyXy, MalOTh CKJIaJHY
3aJISKHICTD BiJl IIBHIKOCTI PyXy, KyTa @ 1 OIBHAKOCTI
Horo 3MiHH.

[oTyXHiCTb, IO BUTPAYAETHCS TiAPABIIYHUM TIPH-
BOJIOM, 31 3pOCTaHHSIM KyTa « TaJae, 0 0COOIMBO Bij-
YyTHO MPU PYCl TPAKTOPa 3 BACOKUMH IIBUJIKOCTSIMH.

M, wIim

10

0 4 8 12 16 20 «a°

Puc. 3. I'padix 3MiHE MOMEHTY ONOpY HOBOpOTYy M
TPaKTOPa, IO PYXA€ETHCS 3 MOCTIHHOIO IIBUAKICTIO

B 3aJICKHOCTI Bill KyTa ¢ Ta TaKOBOI'O HABAaHTAXKCHHS

P, =33xkH(1), P, =226 xH(2), P, =14xH(3),

P, =138xH #)1a P, =0xH (5)

HesBakarouu Ha 3aiiBe TOBOPOTKICTb Ta NParHeHHs
710 30UIBIIEHHS KyTa @ , MUMOBUIBHHI ITOBOPOT Tpak-
TOpa HEMOXKIIUBHIA.

BcraHoBieHi B pyJIbOBOMY YIIPaBIIiHHI 3aIipHi Kia-
IIaHU BUKJIFOYAIOTh MOKJIMBICT PUCKAHHS TPAKTOPA, 110
BU3HAYA€ETHCS 30HOI HEUYTIMBOCTI 30JIOTHUKOBOI'O PO-
3MOJIUIBHUKA, SIKa HABITh IPU HE3HAUYHHX HaBaHTaXKEH-
HSX Y 30BHILIHBOMY TiJIpaBJIiYHOMY JIAHLIOT'Y CTAHOBUTb
+15...2,2 MM.

BcTaHOBNIEHO, [0 BBIMKHEHHS APYTOro MOCTY
(xpuBi 1, 2, 3) 3MiHIOE XapakTep 3aleKHOCTI M = f(a) .
[MosicHIOETBCS 1IE 3aKPYIyBaHHSIM 3aMKHYTOT TpaHCMICII,
MIPOTIOPILIIHHIM BEJIMUUHI 30JIM)KCHHS LIEHTPIB MOCTIB.

Koneca 000x cekuiii 3 KOB3aHHAM MEPEKOUYIOTHCS
P 3pOCTaHHI O1YHKX 1 JOTHYHUX HaBaHTAXKEHb, 1110 3a-
JIeXKaTh BiJl )KOPCTKOCTI TPaHCMICii, 110 3aKpy4YyeThCs, 1
3YEIICHHS 3 IPYHTOM.

30UIBIIIEHHS Pp TIPU3BOINTH JI0 3MIIICHHS ITOKa3-

K
HUKIB y Oik 30inbmenns M, i K, .
Ilpn neBHUX 3HAYEHHAX P, MOBOPOT TPAaKTOpa Ha

BENMKI KyTH @ CTa€ HEMOXJIMBHM BHACIIZOK OOMe-
YKCHHSI MAKCHUMAJIBHOT CUIIH, IO TIOBEPTA€E, HANIAIITYBaH-
HSM 3am00DKHOTO KJamaHa TiApaBIivyHOI CUCTEMHU pYy-
JBOBOTO YIPABITiHHS.

Takum 4MHOM, CJIiJ] 3a3HAYUTH, 11O JUIsl SMEHIIICHHS
3HOCY IIMH JAPYTHHA MICT CJiJI BKIIOYATH Ha TPAHCIIOPT-
HUX po0OO0Tax TITBKH Y BUITAJKY, SKIIO HEOOXiTHO ITiIBHU-
IIATH 3YiITHI SKOCTI Ta MMOKPAIIUTH MPOXiHICTb.
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Features of rotation of the articulated tractor
Ye. Kalinin, M. Kuskov, O. Bellorin-Herrera

Annotation. The subject of research is the dynamics of turning a wheeled tractor with an articulated frame under special
conditions for the functioning of an elastic pneumatic. The goal of the work is to analyze the model of movement of a wheeled
tractor with an articulated frame, taking into account the features of the formation of the tangential force of the wheel traction and
the dynamics of the turn. The tasks of the study are to obtain the dependences of the kinematic characteristics and the moment of
resistance of a wheeled tractor when turning. Applied methods: methods of system analysis of the results of experimental and
theoretical studies. The obtained results: the problem of turning a tractor with an articulated frame on agricultural backgrounds
with different bearing capacity is considered. The formation of the moment of resistance to the rotation of the tractor is analyzed
depending on the angle between the longitudinal axes of the sections. It has been established that the analysis of the turning process,
carried out from the point of view of the kinematics of individual sections, does not fully reflect the specifics of turning the tractor
in various conditions of its operation. The distortion of the given trajectory of the curvilinear movement is a consequence of the
influence of the interaction forces of the elastic tires of the wheels with the ground and the centrifugal forces detected when moving
at speeds exceeding 6 km/h. The practical significance of the work lies in the fact that, on the basis of the conducted system
analysis, requirements were introduced for the performance of transport work in order to increase the traction and coupling prop-
erties and improve the patency of the transport and technological unit.

Keywords: tractor; articulated frame, rotation, moment of resistance, kinematic characteristics, hook load, drive axle.
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JOCJIKEHHA TPOLIECY MPUHUHATTSA PIIIEHD
Y CKUIAJJTHUX TEXHIYHUX CUCTEMAX

Anoranis. Bumoru momo 3micty npouecis indpopmaruzanii B pamkax «IHaycTpii 4.0» notpedyroTh po3poOKH CydacHHX
iHpOpMaLiTHUX CHCTEM LIOJIO0 MPUHHATTA pillieHb B Pi3HUX raiy3sax. [IpoBeneHuii aHami3 3MiCTy Ta CTPYKTYPH CKIJIQTHHX
TEXHIYHUX CHCTEM, METOJOJIOTIi, HANPsAMIB Ta iCHYIOUHX 3ac00iB MPUHHATTS PIillIeHb JO3BOJHMB CHCTEMaTH3yBaTH IPOLIEC
NPUAHATTS pilieHb. 3a pe3yIbTaTaMu JOCIiKEHb 3 ICOBAHO PsJ y3aralbHEHHX PEeKOMEH/alliil CTOCOBHO MOOYIOBH CHC-
TeM MiATPUMKH NPUAHATTS pimieHb. OTpUMaHi pe3yJbTaTH JOCIIKEHHS MPOLECY NMPUAHSATTA pillieHb CKIaAHUX TEXHid-
HUX CHCTEM, IIPH po3poOmi BiJIOBITHNX 3ac00iB, TO3BOJISITH BPaXOBYBAaTH iCHYIOUi OOMEXKEHHS Ta ONTHMI3yBaTh MPOLEC

OLIIHIOBAHH, BiTOOPY, IIPOTHO3yBaHHS TOIIO.

Kno4oBi cinoBa: CkiagHa cUCTeMa, IPUHHATTS pillieHb, iHpopMalliiiHa cucTeMa, TeXHOJIOT s, IPorpaMHuii 3acio.

Beryn

Enoxa «Ianyctpii 4.0» akTHBHO pPO3BUBA€ETHCS Ha
TepeHax YKpaiHH, ¢ BUKOPUCTOBYIOThCS iHpOpMauiiiHi
texHonorii [1]. IHcTpyMeHTapiit ZOCTiKeHb Y KOXKHIMN
chepi mepemdavae MiHIMI3AIil0 BIUIMBY JIFOJICHKOTO
(axkTopy 3a paxyHOK BHKOPHCTaHHS TEXHOJOTIH MpHii-
HATTS pillICHb.

O3zHakoro eeKTHBHOCTI (YHKUIOHYBaHHA iH(Op-
MAaIliifHAX CHCTEM, Y OCTaHHIX HOCIHIIKEHHIX, € 3MEH-
LIEHHS BUTPAT Yacy IIOJ0 MPOLECY NMPUHHSTTS PillleHb,
3MEHIIIEHHSI BUTPAT PEcypciB Ha po3poOKy, BHKOpHC-
TaHHS MPOTPAMHOro Npoaykry Toio [2]. Tomy 31e0i-
JBIIOTO CIIOCTEPITa€ThCsl BUKOPHCTAHHS METOMOJIOTIT
mtydHoro inrenekty [3]. 3a paxyHOK HeZOCTaTHBOL
iH(pOPMATHBHOCTI IEPBUHHKX OLIHOK [4] BUHUKA€E mpo-
07eMa CTOCOBHO TOYHOCTI MPOTHO3iB, KOTPi 3/iHCHIO-
IOTBCS 32 JIONIOMOTOH0 ICHYIOYOTO 1HCTPYMEHTapiro
CUCTEM MIATPUMKH NPUHHATTS PillleHb.

VY 3B’s3Ky 3 MM HEOOXIJHO CHCTEeMAaTU3yBaTH ic-
HY0UYi METOJIOJIOTIi AOCHIPKeHb caMme CKJIaIHUX TeXHi-
YHUX CHUCTEeM (epraTHYHUX abo JIOJAMHO-MAIIWHHHX) 3
TOYKH 30py MPOLECIB NPUHHATTS PillICHb.

AHaJi3 ocTaHHIX AocailxkeHb i myOaikauniid. 3a-
JIOKHO BiJI METH Ta 3aBJaHb JOCHIIPKCHb CTPYKTypa
CHCTEM pi3Ha Ta Mae INEBHI cTaHU. ToMy OOIpyHTOBY-
€ThCS MaTEeMaTHUYHE BiZOOpa’keHHS CHCTEM 3a JOIIOMO-
rOI0 MEBHOTO MareMaTtnuHoro amapary [5]. Bimbrmocri
JOCTIDKeHb ~ XapaKTepHHUH  TEOpPETHKO-MHOXHHHUH
X1 I0JI0 OMUCY CHCTEM, TaK SK BKa3aHWH mMareMa-
TUYHUI amapaT € OUTbIl MPOCTIMM Y TIOPiBHSHHI 3
iHIIUMHU. [cHyIOWI PI3HOBHIM IHCTpYMEHTapilo HOCHi-
JUKEHb TIPOLECY TNPHUUHSATTS pIllleHb SBISIOTH COOOFO
TEXHOJIOTII0, KOTPa ONHPAETHCS Ha TIEBHY METOIOJIOTIIO
a60 BuenHs [6]. Buxoasuu 3 1p0Oro, 3iHCHIOIYN MaTe-
MaTU4HYy IIOCTAHOBKY 3aBIaHHs, NpPU JOCIIJKEHHI
CKJIaTHOI TEXHIYHOI CHCTEMH, BaXXINBOIO ITEPEIyMOBOIO
€ BUKOHAHHS ONHCY CHCTEMHU 3 BUKOPHCTAHHSIM BifIIoO-
BiTHOTO PIiBHS CKJIAHOCTI MaTeMaTHIHOTO amapaty. Lle
JTO3BOJISIE IMIIBUIIATH €(QEKTHBHICTh MPOIECY HOCIHi-
JDKEHB 332 paxyHOK peaji3allii BiAIOBITHUX TEXHOJOTIH
y iHopMariitHux cucTemax (IporpaMHUX 3aco0ax).

Pe3ynbraTi aHaNiTUYHOTO BHMBYEHHS ICHYIOYOTO
JOCBiAy 1H(OpMAIHUX CHCTEM NPUNHATTSA pillleHb
BKa3ylOTh Ha JIeSIKi NMPOTHUPIY4sl Ta HEAOCTATHHO BUPI-

meHl vacTMHM TnpoOiieM. HemocrtaTHO BHpIlIEHOO
YAaCTHHOIO NPOOJIEMH JIMIIAETHCS (OPMYBAaHHS CTPYyK-
TYpPH BHUMOT IIOJIO IHCTPYMEHTApPIIO JOCIIXKSHHS CKJIa-
JTHHUX TEXHIYHUX CHUCTeM (epraTUuHHX), e TNPHUCYTHI
JBa 1 OlibIIe eleMeHTH mifcucteM. [IpukimanoM Takux
CHCTEM € JIFOJMHO-MAIIMHHI CHCTEMH, 110 BUKOPHCTO-
BYIOTBCS y TIPOMHCIIOBOCTI, aBiarlii, ToOyTi.

BignoBigHO M0 HAMpsiMy BKa3aHOTO JOCIIIKCHHS
aKIEHTYEMO yBary Ha THIN 1HQOPMAIIfHUX CHCTEM
«CucTeMu MIATPUMKH TPUHHATTS PIMICHB», KOTPUM
XapaKTepPHUH MEBHUH 3MICT Ta CTPYKTypa IOJ0 0co0-
JUBOCTEH iX MoOy10BH I (PYHKIIOHYBaHHS.

Meta cTaTTi: JOCTIIUTH METOJOJOTII0 Ta CTPYK-
Typy NpHHAHATTS pilleHb, IO HAIacTh MOJIHBICTh
chopMyBaTH pEKOMEHIAIil Uil pO3POOKH CHCTEMH
MiATPUIMKH MIPUAHATTS PilICHb.

Bukian ocHoBHOT0 MaTepiaiay

JlociipKeHHST CTOCOBHO IPUHHATTS pIlIeHb Y
CKJIaIHNX TEXHIYHUX CHCTEMax, OIMHMPAIOYHCh HA OCHO-
BHY METOOJIOTIUHY MOCWIKY, PO3IIIAAAI0Th BUPIIICHHS
KOHKpETHOI 3a7adi. BracHe 1e crioHyKae 10 iCHyBaHHS
HaTIPSAMIB JAOCHIDKEHB (CTpaTerii BUKOPUCTAHHS METO-
TiB).

3 [7] BimoMo Jexinmbka KIACHYHHX HAIPSIMiB
NPUIHATTS pillieHb: YNpaBIiHHS, aHalli3, IUIaHyBaHHS 1
NPOTHO3YBaHHS, [ KOXXHOMY HAampsiMy XapaKTepHHH
NEeBHUH 3MICT, IO CKJIajaeThes 3 eramiB. Hampukian,
CHUCTEMHUIl aHaii3 nependavyae HasBHICTh HACTYIHHX
eTariB JOCIIDKEHHs: MeTa, OOMeXeHHs, (OpMyBaHHS
anpTepHaTHB, GOpPMYBaHHS Ta BUOIp KPUTEPIIB eeKTu-
BHOCTI, CHHTE3 aJeKBaTHOCTI MOJENi, po3poOka peKo-
MeHpanii [8]. ®opmyBaHHS €TaIliB JOCIiIKECHAS BHOO-
Py YTPaBIiHCHKOTO DIICHHS Ta OIHC IIPOILECY BUPI-
IICHHS MIOCTABJICHUX 3a]a4 BUBYaBcs y [9].

PosrnsHeMo BiAMIHHOCTI MiXK BKa3aHHMH Hampsi-
MamH, oo 3'acyBaTH iX cyTHicTh. Tak, BioMO ymnpas-
JIHHS — JyXKe CKIaJHUI Tpolec, KOTpui nepeadadae
iCHyBaHHS TeMH, METH, 3aBJaHb, (GopmMu, MeToaum W
3BOPOTHIN 3B'A30K, 7€ iCHYIOTh 00'€KT i cy0'ekT. Y moc-
mimkerHi [10] po3riasimaeTbcss METOMOJIOTIS TPUHHSATTS
YOPaBIIHCHKOTO PIIIEHHS I0J0 BHOOPY CTPaTErivHOTO
HanpsiMy PO3BUTKY MiANpPUEMCTB. BpaxoByloun mneBHi
0OMEXEeHHS, CTOCOBHO OCOOJIMBOCTEH BHKOPHCTaHHX
IHIIMX METOJIB, iJICEF0 JOCIHIIKECHHS € BHUKOPHCTAHHSI
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yIOCKOHAIECHOro MeToay aHamnisy iepapxiit [10]. Linwi-
CTIO 3aIPOIIOHOBAHOTO MiJX0Ly — HaO0yTTsl MOAAIBLIOTO
PO3BUTKY METOAY aHajli3y iepapxiil 110, Ha BiAMIHY Bij
ICHYIOUMX, [O3BOJISIE BHUPIMIMTH 3a/ady IpiopUTeTy
cTpareriii pO3BUTKY MiIPHEMCTBA.

Tak 3 [11] Bimomo, mporiec yIpaBIiHHSI BPaxoBYeE
MeBHI CKIagoBi Mozeni. [Ipu oMy BiAMITHMO, KpiMm
MoJeNeil mpu TPUHHATTI YIPaBIIHCHKUX DIlIeHb Bpa-
XOBYIOTh ¥ iHIII (DaKTOpHW: PU3WK, YaC BiABEACHUH IS
NPUHHATTA pIMIeHHS, TONITHKY OpTraHi3amii, CTYIiHb
MATPIMKHN KepiBHUKAa KOJEKTHBOM Ta HOro 0coOHMCTi
skocti [12]. Takoxx BapTO BIAMITHTH BUKOPHCTaHHS B
yIOpaBIiHHI NEBHUMHU 00'€KTaMH METOJIB MITYYHOTO
inrenekty [13], KOTpi Ha CHOTOIHIIIHIKA JEeHb BBaXa-
I0ThCSl HAWO1IBIIT OOrOBOPIOBAHUMU 1 €()EKTHBHUMU.

Linnictio migxoay [14] € BpaxyBaHHS TEOPETHKO-
METOJOJIOTIYHUX OCHOB JIOCIHI/DKEHb, SIKi (PaKTHYHO €
CTpaTeriaMHu AoCIiIkeHb. ToOTO MOTPiOHO BpaxoByBa-
TH 3HAYHO MUpIHAKA HaOip (QakTopiB Ta pPO3TILAATH
TEXHOJIOTIT peai3amii BKa3aHHX iJei 3a JOIMOMOTOIO
MIPOTPaMHUX 3aC00IB.

ToMy BuUpiImICHHS 3amadvi YIpaBIiHHA TPU TpPUK-
HATTI pillleHb Tependadae: BU3HAYCHHS IIKAJ JIOCIHI-
JUKEHb, (OpPMyBaHHS MacuBY KpUTepiiB, (OpMyBaHH:I
BHOIpKHM JOCHi/KeHHA (aJdbTepHATHB), (OPMYBaHHI
JOCTIKYBaHUX MOJEJTeH, OOIpyHTYBaHHS MiIXOIiB
IIOZ0 BpaxyBaHHSA 30BHINIHIX (aKTOPiB, BU3HAUCHHS
IHCTpYMEHTapilo ab0 TaKTHKH BHUKOPHCTAHHS METOJIB
TOCIIIIKEHHS.

Jpyroto 3ana4ero, 10 BUPILIYETHCS IPU IPHHHST-
TS pillleHb € 3aja4a aHayi3y abo TOINYKy HalKparioi
aNbTepHATHBH 32 IEBHUMH OOMeXeHHAMH 4K Oe3. Bka-
3aHUU HampsiM OCHIKEeHb posmisaascs y [13, 15], ne
IOCIIDKEHHIO TIANABaIUCA CIIOCOOM MiHIMI3awil MUIo-
YTBOPEHHS 3 BUKOPHCTAHHIM 3aIllPOIIOHOBAHOI alropu-
T™i3amii MeToxiB. ETamaMu momryky onTHMaibHOI aib-
TEepPHATHBH €: BU3HAYCHHS LiJTHOBOI (YHKIIIi, IO BPaxo-
By€ TICBHI OOMEKCHHS, BH3HAYCHHS IMHUTOMOI Barm Ta
JTOCTIKYBaHUX KPHUTEPIiB.

Hactynauii HanpsaM IPHIHATTS pillleHb — IIPOTHO-
3yBaHHs [16]. Bu3HaueHHs MEBHUX TEHICHIH MOTpe-
Oye MIArOTOBKM BHXIJHUX JaHuX. [leTaiqpHO mporec
MiZITOTOBKH BUXIJHUX TaHWX po3risimancs y [17]. Dak-
TUYHO BUPINIyBaHI 3ajadi IPOLECY IPOTHO3yBaHHS
OMHCYIOTHCS IIMPOKAM HAOOPOM BIJOMHX Ta HOBITHIX
METOJB, 30KpeMa: perpeciiiHi Mojelni, KOB3HOI cepel-
HBOI, EKCIIOHECHIIAIFHOTO 3T7I1a/UKyBaHHS, CTATUCTUYHO]
ekctpanossiii Torro [17].

HocnigHo-ekcrnepuMenTaibie aociimkents [18]
IPUCBSIYCHE HMOBIPHICHOMY IPOTHO3YBaHHIO IPOILECIB
iHOYTBOpEHHS Ha (GOHIOBUX puHKaX. L{iHHIiCTIO mMocImi-
JUKEHHSI € TOKpAIEHHS iICHYIOYHX TPOTHO3IB 32 JOMO-
MOTO0 3aIpPOMOHOBAHOIO Miaxoay. Po3rmstHyTuii mgoc-
BiJl II[0JI0 MPOTHO3YBAHHS 30Pi€EHTOBAHHM Ha (hiKCaIlifo i
JIOCTIKCHHSI TIEBHUX OI[IHOK 332 KOHKPETHHMH BiApi30K
gacy. Peamizanis BkaszaHoi 3amadi NpUHAHATTSA pillICHB
CKIIaJHUX CHUCTEM NoTpedye OOTpYHTYBaHHS iHCTpyMe-
HTapilo y 3aJeKHOCTI BiJ TilIOTE3 OCIIIKCHb.

JlocnigHo-ekcrnepuMenTanbae gociimkenns [17],
Ma€ Ha METI pO3MJIsA CUCTEMH NPUHHATTS pilIeHb He
TUIBKY TIPY TUIAHYBaHHI, a 1€ ¥ TPU KepyBaHHI pyXoM
MOOUTBHHX 00'ekTiB. TOOTO BKa3zaHa cucTeMa MPUHHAT-

TSl pillleHb 30pi€HTOBaHAa Ha BHUPILICHHS SK MiHIMyM
nBoX 3a7a4. OKpiM TOro BiZIOMi i arOpUTMH Ta METOIU
IUTAaHYBaHHS, II0 BUKOPHCTOBYIOTHCS HPH HPUHHATTI
pimrens [19].

ToOro BHpimIeHHS 33j1a4i MPOrHO3YBaHHS 30pi€H-
TOBAaHO Ha TIPOIEC PETEIbHOI MiATOTOBKH BHUXIiTHUX
OIIIHOK TIEBHUM I1HCTPYMEHTapi€eM IIIIXOM BHKOPHC-
TaHHS BiIOMHX METOZIB a00 PO3POOKOI0 HOBHX METO-
niB. [IpakTHYHUM pe3yIbTaTOM JOCIiIKEHHA € iH(Oop-
MaIlisi CTOCOBHO IPOTHO3Y 00'€KTY OCTiTy.

Cepen iCHYIOUMX HaIpsIMiB AOCIHIIPKEHb BapTO BHU-
okpemuru [20], ae BuaiaeHi Hampsmu pearizauii iHpoO-
pmauiitnnx cucrem. [Ipu oMy icHyroUi AOCIIIKEHHS
JIOCUTH PI3HOCTOPOHHI, 1[0 MPOSBISIETHCS CaMe 3aBJaH-
HSMH, TIIOTEe3010 HoCiikeHb. OnHI po3risiaaoTh 3Ha-
YHO MIMPIII acTeKTH [22], BUBUCHHIO MiTa€ThCs TIEBHA
MeToiooris. Po3poOka iHpOpMaIiiHOT CHCTEeMHU PO3T-
TAmaeThea HE IO iHIIE SK iHCTpyMeHT. [Hmm — mocmi-
JUKYIOTh BHKJIIOYHO HPOLEC PO3POOKH CHCTEMH IIPHH-
HSTTS pillieHb 3 TOYKU 30py nporpamysans [21].

BpaxoByroun icHyrouuii nOCBin, peamizarmis inmeit
JIOCIIIJPKEHb ONUPAETHCSI HA TEOPETHKO-METOA0JIOTIuHI
OCHOBU MPOBEJCHHS JOCIIKeHb NPU HPUHHATTI pi-
meHb. KoxxHa mporpaMa AocCiiKeHb Mepeciiaye JIeKi-
JbKa eTamiB, e OOIpyHTOBYeThCs (pijocodis miaxomy:
IIKaJH, METOAM, KPUTepii, aTbTepHATUBH, LITbOBI QyH-
kiii Ta oOMexxkeHHs. [Ipu 1IbOMy BapTO 3a3HAYUTH CTO-
COBHO BY3bKO HAIPABJICHOCTI ICHYIOUMX MiAXOMIB, 7€
3aIPOIIOHOBAHUM IHCTPYMEHTApiil JOCIHIPKeHHS 37aT-
HUH BHUPIWINMTH JIMIIE TEBHY KOHKPETHY 3a7ady i He €
yHiBepcaibHUM. [IpoTe, CTBOpEHI METOIM MOXKYTh OyTH
ITOPUTMI30BaHI Ta peayi3oBaHi y NMPOTrpaMHHUX 3aco-
Oax. IcHyroui 3aco0M NPUIHATTA pillleHb peati3yloTh
MEeBHI METOAM MIOAO TNPHHHATTS pIlIEHb KOHKPETHOI
HayKoBOI 3amaui [22]. 3 TOYKH 30py PO3POOKH, — IPO-
rpamMHi 3aco0M MalOTh TEBHY apXiTeKTypy CTPYKTypa
SIKOT 3QJIEKUTD Bif MiTXOiB TPOEKTYBAHHS.

Tak y JOCTITHO eKCriepHMeHTalbHii po6oTi [23]
HAaBOANTHCS TPUKIA] MOOYMOBH CHUCTEMH IiITPUMKH
NpUAHATTA pimens y 6anky. KokHa mincucrema peali-
3y€ KOHKPETHUIl Habip MeTOJiB, 110 BUPILIYIOTH NEBHI
3ajaui.

VY poborti [24] posrisnaeTbes iCHyrOYa apXiTeKTy-
pa iHpopMaliiHUX CHUCTEM Ta AKLEHTYETHCS yBara Ha
YJIOCKOHQJICHHSI CHCTEM IIATPUMKH TPUHHSTTS PillieHb
32 paxyHOK BHKOPUCTaHHS CXOBHIN JaHWX. EdexTus-
HICTh BUKOHAHHS 3aBIaHb 3pOCTA€ 3a PaxyHOK po3po0-
Kd iHGOPMAIIHHOI CHCTEMH NPUUHATTSA pimens [25,
26].

Cepen iCHYIOYOTO IOCBiQy IOCTiIHO-EKCIEepH-
MCHTAJIBHHUX JIOCTIPKEHb CUCTEM MiJTPHUMKH MPUHHAT-
TS pillleHb BUSBJICHO HEMOMIKH, a came [27]:

1. Tcuxonoriuni mMpoOJIeMHu 3acTOCYBaHHS BKa3a-
HHX CHUCTEM.

2. Bepudikaiiis peKOMEHIAIIH CHCTEM MPUAHATTS
pilIeHs.

3. ®opmaizamis IpoIeaypH MepeBipKi MHOKUHH
KpHUTEpiiB HA HE3AJICXKHICTD 3a IIepeBaramMy.

Tomy, cucrema MIATPUMKH TPUHAHSATTS pilleHb —
3aci0, M0 J03BOJIIE IIBUIIUTH €()EKTUBHICTD MpPHU-
HATTS pilIeHb y CKJIAJHHUX TEXHIYHMX CHUCTEMax M-
xoM ix aBromarm3amii. 3anexxHo Bix cdopmMoBaHHX
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KpUTEpiiB 10 MOBM TNpOrpaMmyBaHHs, OCOOIMBOCTEH
JIOCIHIZPKYBaHOTO 00'€KTa, Tpolec pPo3poOKH BKa3aHOI
iHpOpMAIIHOI CHCTEMHM YMOBHO CKJIQJIAETHCS 3 JBOX
BIIOMHX 4YacTuH: 1. OOIpYHTYBaHHS IHCTPYMEHTapiro
JIOCHIJDKEHHSI 3 BPaxyBaHHSM 1JIed >KUTTEBOTO LUKITY
Mozeni; 2. oOrpyHTYBaHHA CTPYKTypH iH(pOpMamiiHOI
CHCTEMH, [Ie CIiJ 3'ICYyBaTH apXiTeKTypy, (YHKIIOHAT
Ta HOro BUKOPUCTaHHS TOLIO.

BpaxoByroun mpoaHani3oBaHHN iCHYIOUHH IOCBIiT
[1-27], cdopmoBaHO pekomeHmalii moOA0 MMOOYIO0BU
CHCTEMH IIATPUMKH MPUHHATTS pillleHb. 3alpOoIoHOBa-
Ha iHQopMalliiiHa crucTeMa JI03BOJIMTh MiJBUIIUTH ede-
KTUBHICTh NPUIHATTS pillleHb 32 PaXyHOK BUKIIIOYECHHS
JIIOJICBKOTO (haKTOpy, 3MEHIIMTH Yac Ha MPOLEC MPHK-
HATTS pillleHb, 00’€KTUBI3yBaTH TPOLEC OTPUMAHHS
OLIIHOK IOJI0 MPHUHHSTTS pimieHb. OKpiM Toro, mporpa-
MHO peaji3oBaHa TEXHOJIOTISI NPUHHATTS pillieHb, 1010
BiIOOPY CKJIaJHMX TEXHIYHMX CHCTEM, IIOBHHHa 32
JOCIIJKYBaHUMH O3HaKaMH e(DeKTHBHOCTI NepeBaXkaTh
icHytoui. CTpyKTypHO-JIOTi4YHAa CXeMa IOCIiIKCHHS
CKJIATHOT TeXHIYHOI CHCTEMH IOKa3aHa Ha puc. 1, ne
noOyoBaHa Ha ocHOBI [1-27].

MPOLEC OOCHIAKEHHA
CKNALOHOI TEXHIYHOI CUCTEMM
MigroToBka fo peanisauii
CUCTEMM MIZTPUMKN NPUAHATTS pileHb
MobynoBa maTeMaTuyHOl Moaeni
Ta JocnigXeHHs il agekBaTHOCTI
3'AcyBaHHA CTPYKTYpW AOCAiAXYBaHUX anbTepHaTMB
OOr'pyHTYBaHHS KPUTEPIIB OLiHIOBAHHS,
Bigbopy CknagHMX TEXHIYHMX CUCTEM
[MporpamHa peanisauis 3anponoHoBaHOI TEXHONOTIT
LiarHOCTUKU CKNagHWX TEXHIYHUX CUCTEM
EkcnepvmeHTanbHa BepudikaLlis nporpamHoro 3acoby

Puc. 1. CtpyktypHO-JI0oTiuHa cXeMa JOCTIKEHHS IPOoLecy
HPUAHATTS PIlICHb y CKJIJHUX TEXHIYHHX CHCTEMax

PosrnsiHeMo Kpoku peanizariii nporuecy NpUHHSATTS
pillleHb Y CKIaIHNX TEXHIYHNUX cucTeMax (Kpok 1-6).

Kpox 1. TIporiec miaroToBKU 10 peajtizallii cucre-
MU TIATPUMKH TPUHHATTS PillleHb PO3IMOYMHAETHCS 3
(opMyBaHHS TiMOTE3H, 3aTajJbHAX 3aBAaHb JOCIIIKEH-
Hi Ta CKJIAaJaHHA IUIaHy HAyKOBO-JOCTITHOI poOOTH.
[Ipu mpoMy 3’sICOBY€TBCS THIT 3a/1a4i, KOTpa Oyme po3r-
JISIIATUCS 1 EKCTICPUMEHTATBHO JTOCIIIKYBATHCS.

Kpok 2. 3nilicHIOETBCSL GOpPMaNIBHUI ONKC TOCTa-
HOBKH 3aBJIaHHA I1OA0 BU3HAYCHHI MaTEeMaTH4YHOI MO-
Jiesi TEXHIYHOT CHUCTEMHM HayKOBO-JOCIIJIHOT poOoTH.
OtpumMaHa MaTeMaTHYHA MOJCNb CKJIAJTHOI TEXHIYHOT
CUCTEMH HiIAETHCS AOCIIKEHHIO HA TIPEIMET aJ1eKBa-
THOCTI 3 BHUKOPHUCTAHHSM BiJIOMOTO MAaTE€MaTHYHOTO

amapaty. TeopeTH4yHO OOIPYHTOBaHA aJCKBATHICTh Ma-
TEMaTHYHOI MO CKIIaJHOI CHCTEMH BKa3ye Ha TOTO-
BHICTb /10 BUKOPHCTAHHS y JOCJIIIXKSHHI.

Kpok 3. BuznaueHHst  3MicTy  JIOCIHIJIKYBaHHX
ckmamHux cucreM (anpTepHatuB). DopMyBaHHS Tep-
BUHHHUX OLIHOK CKJIQJHUX CHCTEM, KOTPi BUKOPHUCTOBY-
I0ThCA Y 3aIPONIOHOBAHOMY MaTeMaTHYHOMY arlapari.

Kpok 4. OOrpyHTYBaHHS KPHUTEPIiiB MOCITIIKCHHS
1070 OOpaHHs CKIIAIHUX CUCTEM (aJIbTCPHATHUR).

Kpoxk 5. [lporpamna peami3alfisi 3ampoIOHOBaHOI
TEXHOJIOTIT 3 BUKOPHCTaHHSIM IIEBHOI MOBHU IIpOTpamy-
BaHHs. [IpO€KTYBaHHS CUCTEMH MiATPUMKH NPUHHATTS
piIIeHs CTiJ BUKOHYBaTH 32 iCHYIOUMMH BHMOTaMH J0
KOHCTPYIOBaHHsSI KOMI'FOTEPHUX CHCTEM: OIHC BHMOT;
omuc crenudikamii CUCTEMH; PO3POOJTICHHS CHUCTEMH;
TeCTyBaHHS, OIliHKA HAJIMHOCTI 1 IKOCTI CHCTEMH.

Kpok 6. ExcnepumenTanbia Bepuikaiis 3ampo-
MTOHOBAaHUX MAaTeMAaTHYHHUX MOJENEH Ha ICHYIOUHX KOM-
OlHALAX OLIHOK BKa3aHOI'O IOCIIKEHHS. 3a HeoOXia-
HOCTI YTOYHEHHS 3MICTY MaTeMaTHYHOI MOJENi CKJaj-
HOi cHCTeMH. 32 YMOBU OTPUMaHHS PE3yJbTaTiB JOCIi-
JDKEHHSI, 110 HE 3aJI0BOJILHSIOTH JIIOJIUHY KOTpa NpHH-
Mae pilreHHs, 3aiicHioeTses nepexin Ha Kpok 1. Inaxk-
mie Tpolec NPHHHATTS pillleHb 3aBepmieHo. Mix iH-
oMM, JOCHiIPKyBaHa CKJIagHa TEXHIYHA CHCTeMa, 3
gacoM, MOXKE 3a3HaBaTH MonuQikaIliii, mo BapTo Bpa-
XOBYBAaTH IIPH MOJICIIIOBAHHI.

3anponoHOBaHUN MiAXiA MPUHHATTS PIIeHb € 3a-
rajJbHOI0 METOJOJIOTIYHOI0 TOCHJIKOIO, KOTPY BapTo
BpaxoOBYBaTH INPH TMOOYIOBI CHCTEMH HPUHHATTA pi-
LICHb.

BucHoBku

B pe3ynbpTari JOCHIKEHb CKIAIHUX CUCTEM IIPO-
BEJICHO aHaJIi3 MPOIeCy MPUUHATTS PIillIeHb y BKa3aHUX
cucTeMax Ta icHyroumx TexHojorisx. ChopmoBaHi y3a-
TabHEeHI PeKOMEHJAIIi MO0 MPOEKTYBAaHHS KOHKpET-
HOI CHCTeMH MiATPUMKH HPUHHSATTS DPIMICHb CKIAJHOI
TEXHIYHOI CHCTEMH.

Metoponorii Ta HaNpsIMH TOCTIKSHb PHHHATTS
pIlIEHb CKJIAJHUX CHCTEM BKA3yHOTh HAa ICHYBaHHsS pi3-
HOTO POJAY IHCTPYMEHTApit0, IO BHPINIYIOTH 3aaadi:
aHaJIi3y; MPOrHO3YBaHHS; IJIaHYBaHHS TOILO.

3 Merol aBToMmaru3auii Mporecy NpUHHATTS pi-
IICHb 3IMCHIOIOTh HOT0 aBTOMATH3AIliI0, 30KpeMa Ipo-
rpaMHy pealizalio.

[MepcrieKTHBOIO HACTYMHUX AOCIIIXEHb € (hopma-
Ji3aIis 3aBIaHHS CTOCOBHO PO3POOKH CHCTEMH MiITpH-
MKH TPUAHATTS PillleHb CKIAJHOI JFOJIUHO-MAIIHHHOT
CHCTEMU.
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Research of the decision-making process in complex technical systems
A. Shefer, A. Laktionov, O. Mykhailenko

Abstract. Requirements for the content of informatization processes in the framework of "Industry 4.0" require the de-
velopment of modern information systems for decision-making in different industries. The analysis of the content and structure
of complex technical systems, methodology, directions and existing means of decision-making allowed to systematize the deci-
sion-making process. The research reveals a number of generalized recommendations for building decision support systems. The
process of researching a complex technical system takes into account the individual stages. Preparation for the implementation of
the decision-making system, where the topic, aim, tasks and hypotheses are set. Depending on the type of research, the problem
appropriate tools are selected. Construction of a mathematical model and its research is carried out in accordance with the life
cycle of the model. It is proposed to use the following stages of research of complex technical systems. Identification of alterna-
tives to the study of complex technical systems and their scales. Formation of research criteria for complex technical systems, for
example, criteria for evaluation, selection of research objects (alternatives). Program implementation, validation and experi-
mental verification of the proposed approach. In the framework of the operation of the proposed solutions, it is necessary to take
into account the relevance of the researched model, software functionality, which can be improved. The results of the study of the
decision-making process of complex technical systems, in the development of appropriate tools, will take into account existing
limitations and optimize the process of evaluation, selection, forecasting and more.

Keywords: complex system, decision making, information system, technology, software.
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MULTIAGENT APPROACH TO COMPUTER MANAGEMENT IN A
HETEROGENEOUS DISTRIBUTED COMPUTER ENVIRONMENT

Abstract. The reliability of modern computing control systems in a heterogeneous distributed computing environment,
along with efficiency, survivability, security, control efficiency, is an important component of their quality. Increasingly,
these systems fall into the category of "critical”, have an absolute impact on the activities of organizations and enterprises
within which they operate. The loss of such systems, even for a short time, leads to serious problems related to loss of income,
unforeseen costs, downtime of production and personnel, loss of time, and sometimes man-made disasters. As you know, the
greatest impact on the reliability of control systems has the reliability and fault tolerance of a set of software and hardware.
Therefore, solving problems related to improving the reliability of the software part of the systems is the most urgent task.
Currently, significant results have been obtained in the field of evaluation and forecasting of reliability indicators of elements
and typical software packages at the stage of their design; a large number of methods known to algorithms and programs are
known; a number of normative documents on project reliability assessment have been developed. However, the task of real-
time reliability assessment, when accurate and operational accounting of a number of factors is required, has not been
sufficiently solved. To solve the problem of multi-agent approach to computing control in a heterogeneous distributed
computing environment used methods of systems analysis, set theory - to develop models of task distribution, models of
tasks and computing resources, general systems theory - to study and develop methods of task distribution, logic-theory
theory. for modeling computational processes. The article considers a multi-agent approach to computing control in a
heterogeneous distributed computing environment. The algorithm is based on the use of economic mechanisms to regulate
the supply and demand of resources in the computing environment. The architecture of the multi-agent approach and the
functions of the agents are described. Particular attention is paid to calculating the reliability of the task plan based on the

logical-probabilistic method.

Keywords: multiagent control, agents, distributed computing, reliability, computational complexity.

Introduction

Currently, much attention in the field of Grid
systems and cloud infrastructures is paid to the
development of the fundamentals of distributed
computing in solving large-scale scientific problems in
various fields, as well as developing new methods and
algorithms for managing computing in heterogeneous
computing environment (HCE). complex hybrid
structure. The hybrid node includes computing modules
that support different parallel programming technologies
and differ in their computational characteristics.
Heterogeneity of computing environments, a wide range
of tasks and the presence of hybrid nodes in their
composition and the need to ensure the scalability of
computing processes determine the variety of algorithms
for managing distributed computing [1,3]. Decentralized
multi-agent algorithms [4], as well as algorithms based
on the use of elements of economic theory [5] show quite
high efficiency.

High competition of user tasks for total resources of
HCE leads to the need for comprehensive consideration
of the characteristics of these resources in the process of
their allocation in order to achieve the required quality of
the task [6]. As a rule, in HCE as the main criteria of
efficiency of management of distributed calculations
such characteristics, as time and cost of performance of
tasks of users, an indicator of balancing of loading of
resources of environment and coefficient of their
usefulness are applied. In addition to satisfying the above

criteria for the quality of the task, one of the fundamental
and practically important areas of research on the
organization of distributed computing is also to ensure
the reliability of the task in a heterogeneous computing
environment. Improving the reliability of calculations
allows you to better guarantee the fulfillment of other
criteria for the quality of the task.

The article considers a multi-agent approach to the
management of distributed computing, taking into
account the reliability of HCE resources. It is assumed
that the resources are provided by software agents, who
are endowed with the necessary administrative rights and
responsibilities and are grouped into virtual communities
to perform user tasks. Task is a specification of the
problem-solving process, which contains information
about the required resources, running programs, input
and output data, as well as other necessary information.
If the task requires the execution of a number of
interconnected modules, the computational process is
carried out in accordance with the plan for solving the
problem, which determines the order of execution of
modules. The calculation of the reliability of the task plan
is based on the logic-probability method [6], which is
based on the transition from describing the conditions of
reliability of a complex system using the functions of
logic algebra to probability functions to determine
indicators of this reliability.

Redundancy is one of the simplest and most
effective methods of improving the reliability of
computer systems [7]. In our case, the backup is the use
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of the virtual community of agents of additional nodes,
which in case of failure of the main nodes in the
execution of the plan of the task can take over their
functions. Additional nodes are a loaded reserve and are
used in HCE to the same extent as the main nodes. The
use of loaded backup is due to the fact that other types of
backup, such as unloaded backup, hot backup or multi-
task implementation [8], lead to significant overhead and
are more suitable for real-time systems. The virtual
community of agents uses the reservation of a specific
node by the agent who selected that node. Because such
redundancy may require too many nodes to achieve the
required reliability, the article considers the problem of
forming an additional set of nodes to achieve the
reliability of the computational process, as close as
possible to the specified reliability criterion, taking into
account the number of nodes allocated by each agent.
Analysis of recent research and publications.
Analysis of modern scientific and information sources in
the field of research in the management of computations
in a heterogeneous distributed computing environment
Grid-systems of computational type. In researches
Malashenko Yu.Ye., Konovalov M.G., Nazarova 1.0.,
problems of task management in heterogeneous
computer systems are considered [1]. The paper uses
methods and tools for managing cloud computing
systems [3] and services based on them [3, 5]. Viktorova
V.S., Volik B.G., Stepanyants A.S., [6] focus their
analysis on the reliability of the computing control
system by a combination of computational models and
logical-probabilistic method of studying the reliability of
structurally complex systems [7] proposed by Cherkesov
G.M. and Ryabinin I.A. According to the principle of
construction and analysis, there are algorithms for
synthesizing the architecture of a real-time computing
system, taking into account the requirements for
reliability according to Thomas H., Kostenko V.A.,
Zorina D.A. [8, 9]. Analytical control models [4] and
reliability analysis of computing control complex [13] by
a combination of computational models based on the
economic mechanism of regulating their demand and
supply based on security modeling technology of
complex systems [14, 15] studied in Feoktistiva AG,
Bychkova 1.V., Oparina G.A., Izmalkova S., Sonina K.,
Yudkevich M. Mozhayev A.S. The considered works of
researches and publications allow to reveal some features
of application of the multiagent approach of management
of calculations in the heterogeneous distributed
computing environment and search of effective algorithm
of interaction of agents and speed of decision-making.
The aim of the article is to identify the features of
the multi-agent approach to computational management
in a heterogeneous distributed computing environment.

Formulation of the problem

The conceptual model of HCE is described by
structure

M =< F:Z;N'AvRin'Rout'Raf yRan >,
where
Ry, € Z XFRyy € Z XF,Rys € AXF,

F is the set of software modules; Z is the set of module
parameters; N is the set of HCE nodes; A is the set of
agents; R,, € AXN - the relationship between the
elements of the sets F, Z, N and A.

Relationships R;, and R, type "many-to-many"
set according to the set of input and output parameters of
the modules and thus determine the information-logical
connections between the modules. Attitude R,¢ type
"many-to-many" establishes a link between agents and
modules that can be performed by agents. Attitude R,
the one-to-many type identifies agent nodes. HCE
computing clusters combine homogeneous nodes. Nodes
of different clusters have different degrees of reliability.
In the HCE computing management system, clusters are
represented by agents.

The HCE receives a user request in a non-
procedural form: "calculate parameter values from a
subset Z,,: © Z by the values of the parameters from the
subset Z;, < Z". In the general case, there may be many
S plans in the HCE model to solve this problem. Each of
these plans determines which modules with F and in what
order should be executed.

You need to build sets S, choose a single plan from
this set s € S, identify agents with A that will take part
in its execution, and assign nodes with N in which plan
modules s will be executed. The calculation process must
meet the specified time or cost criteria for the
effectiveness of the task, as well as strive for a certain
indicator of reliability - probability p * (t) execution of
the plan for solving the problem (computational task) at
time t of receipt of the task. In this formulation, the task
of planning calculations and resource allocation is NP
(Non-deterministic Polynomial) - difficult [9].

In order to maintain the commonality of further
considerations in the set F, two fictitious modules are
introduced f; i f,, modeling the problem statement.
Initial module f; has an empty set of input parameters,
and uses a subset of parameters as output Z;, < Z, thus
determining the condition of the task of the initial data of
the problem. Target module f, receives a subset of
parameters Z,,: < Z, thus determining the condition for
setting the desired values of the problem, and has an
empty set of output parameters.

The set S of plans for solving the problem can be
represented by a bipartite oriented graph

G =<V,U>.

The set V includes subsets V, and V. vertices
corresponding to the parameters with Z and modules with
F included in the plans with S.

The set U has two types of arcs between the vertices
with V, and V. : input arc connecting the vertex with V,
topped with V, and determining the relationship of the
module with its input parameter, and the output arc
connecting the vertex with V; topped with V, and
determining the relationship of the module with its output
parameter.

We assume that the information-logical connections
between the modules of the plan s are described by a
Boolean matrix W of dimension nys X ns, where ny -
number of modules included in plan s.
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Matrix element w;, = 1 means that the module f;
depends on the input of the module f;,.

Computing control algorithm

In this study, computational
implemented by a multi-agent system.

The hierarchical structure of the system may
include two or more levels of functioning of agents. At
each level, there may be agents who play different roles
and perform different functions. The roles of agents can
be permanent and temporary, arising in discrete moments
of time in connection with the need to organize collective
interaction. Levels of hierarchy of agents differ in the
amount of knowledge of agents - agents of the higher
level of the hierarchy have more knowledge than agents
of lower level of the hierarchy and, in addition, can ask
agents of any lower level to obtain local knowledge of
these agents.

At each level of the hierarchy, agents can come
together in virtual communities, cooperate, and compete
within those communities.

The multi-agent system includes computing and
resource allocation planning agents. These agents are
responsible for building a plan for the task and allocating
the resources needed to perform it. The algorithm for
constructing a solution plan is based on the use of the
tender model of computational work [10] in the
allocation of HCE resources and logical-probabilistic
analysis of the reliability of the generated plan [6]. The
combination of procedures for selecting a coordinator
and conducting a tender significantly increases the
efficiency of interaction between agents and the speed of
decision-making. Here are the main stages of this
algorithm:

Actions of the calculation planning agent. —
Construction of sets S of plans for solving the problem.
— Formation of a virtual community of resource
allocation agents who can participate in the
implementation of the resulting set of plans. —» Sending
the set S to the formed virtual community of agents. —
Actions of resource allocation agents. — Formation by
agents of such information: ratings for selection of the
agent-coordinator; intentions to implement all modules
used in the plans of sets S; estimates of time or cost of
each module depending on the chosen criterion for
solving the problem; probabilities of execution of
modules in the nodes. — Sending the generated
information to other agents of the virtual community in
accordance with the modified tree wave algorithm [11]
of communication interaction of agents. — Definition of
the coordinating agent. — Actions of the coordinating
agent. — Determining the winners of the tender in
accordance with the specified criterion of the
effectiveness of the problem - the choice of a single plan
s € S and identifying the agents that will be involved in
its implementation. — Calculate the reliability of the plan
s and, if necessary, reserve additional computing
resources. — Distribution of bidding results to agents. —»
Actions of resource allocation agents.

Execution of plan s modules according to the results
of resource allocation.

management is

In the implementation of this algorithm, presented
in detail in [12], the main attention is paid to the
economic mechanisms of regulation of supply and
demand of resources.

As shown in [10], the use of economic mechanisms
implemented within the algorithm and provide a system
of penalties for agents for violating their nodes allowable
limits of computational load, can improve the balancing
of resource loads and increase their efficiency.

The following are new aspects of the algorithm
related to the logical-probabilistic analysis of the
reliability of the task plan.

Logical-probabilistic model
of reliability of the task plan

Let:

s be the solution plan chosen based on the results of
the bidding,

n, - the number of virtual community agents
involved in the plan s,

X is the set of Boolean variables x; ; ., displaying
execution events (x;;, = 1) or non-compliance
(xijx = 0) element f; in the k-th node isolated by the
agenta;,i = Ln;, j = Ln,.

Index k of the variable x; ;, determines the main
accordingly (k = 1) and backup (k = 2) nodes agent
a;, allocated for module execution f;.

Every agent a; can highlight ¢; backup nodes for
plan s modules. It is assumed that all nodes of the same
agent are homogeneous. The ability to run modules in the
main or backup nodes causes different scenarios of the
plans.

We introduce the following notation:

y; (x) — Boolean function, which determines the
conditions of the module f; in the process of calculating
the plan s;

pijx (t) - the probability of execution of the
module f; in the k-th node of the agent a;.

The logic of the reliability of the plan s is described
by formulas

v (%) = 1; ey
h(x),if i = 2,

yi(x) = {( hi(x),if i = 2,x5.0(x),if 1 > 2, @

h;(x) = /\ Yk (X), 3)

wherei € 1,np,k = 1Lns,j; € 1,n,.

First, in this scheme, the agent a; and allocates to
execute module f the main node.

Boolean function y, (x), which determines the
conditions of execution of the target module, is an
indicator of the reliability of the plan s.

After performing all substitutions according to
formulas (1) - (3) function y, (x) takes the form

nf

y.(x) = /\ Xiji, 1) 4

i=3
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where j; € 1,n,.

To calculate the reliability of the plan s, the
transition [13] is made using the appropriate rules from
the function y, (x) to the probability function P (t) of
the following form:

P = [ [P (5)

Function P (t) calculates the probability of
execution of the only available scenario of the plan s. If
P (t) <p * (t), then you need to convert the function
v, (x) by improving the reliability of the elements of its
structure.

Function y, (x), defined by formula (4), presented
in disjunctive normal form without objections and,
therefore, is monotonic.

This property ensures the absence of elements in its
structure, for which the improvement of reliability
deteriorates the reliability of the plan s (study system) as
a whole [14].

Let,] = {j: ¢ = 0,j € 1,n,} - a set of agent
indexes that do not have backup nodes.

The process of transforming a function y, (x),
corresponding to the plan s without reserving nodes in the
function y; (x), corresponding to the plan s with the
reservation of nodes, includes the following steps. If

Ngq

ch = 0,

j=1
that is, there is no possibility to reserve nodes, the
completion of the transformation, otherwise - determine

the index of the module with a minimum probability of
its execution:

__argmin

1—3 ng, Ji €] (1_1_[(1 p111)>

where e = n;,j;, n;, j; - the number of nodes allocated
by the agent a;; and module f;.

Reduction c;, per unit. Reserve an additional agent
node aj ams moxmyns fi by replacing the item xy .
becomes a Boolean formula element, xy jxe V Xijke+1:
e = My jk.er N jk,e -~ the number of nodes allocated by the
agent a;, module f.

Magnification n,, j, per unit. Casting function
v5 (x), obtained as a result of transformation, to the
species:

nf ng

i=3 j=1

n=\/K ©)
=1

nf

Kl = A xi,jie;

i=3

where e = kji' k]l € l,niljl.

Each elementary conjunction in formula (6) is one
of the scenarios of possible implementation of the plan s.
Elementary conjunctions of a function y; (x) numbered
from 1 to n according to their rank in ascending order. In
order to ensure the incompatibility of these scenarios,
orthogonalization of the function is performed y; (x)
using the algorithm proposed in [13].

Function y;' (x) , orthogonal function y; (x), takes
the form

y;' () = Ky VK K, v - vEKGK, .. K, — 1K,,.

Simplify the function y;’ (x) by removing
identically equal zeros and absorbing conjunctions. Jump
with the appropriate rules from the function y3' (x) to
the probability function P’(t) the following view:

P'(t) = Zn:p{(f),

where p;(t) - the probability of execution of the i-th
scenario of the plan s.

Calculation of the reliability indicator of the plan s
using the function P’ (¢t).

If P'(t) <p=(t), then go to step 1. Otherwise -
the completion of the transformation.

The above process of redundancy of nodes ensures
the achievement of the reliability of the computational
process, as close as possible to the specified criterion of
reliability, taking into account the restrictions on the
number allocated by each agent nodes.

These restrictions ensure the convergence of the
node redundancy process.

Conclusion

Much literature has been devoted to the
development of multi-agent distributed computing
management systems, which to some extent touches on
various aspects of their design, implementation and
application. Analysis of the results of these studies shows
that there are no finalized and established technologies
for the organization of problematic HCE with multi-
agent computing management. In this regard, we note a
number of important features of the algorithm considered
in the article.

In the course of work of algorithm efficiency of
interaction of agents and speed of decision-making are
provided. After the end of the auction, their participants
reach a consistent steady state, which is to some extent
analogous to the Nash equilibrium [15], in game-
theoretic models.

The algorithm allows to take into account different
policies of HCE node administration, helps to improve
load balancing and increase resource efficiency, provides
a sufficient degree of fairness of the strategy of allocation
of these resources based on specified time or cost criteria,
and allows to achieve reliability of the task plan to a given
criterion.

Further research in this area is related to the
development of tools for flexible modernization of
algorithms for the functioning of agents by connecting
"external” libraries, including different scenarios of these
algorithms.
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MyabTHareHTHUI miaxia 10 KepyBaHHA 004YHCIeHHAMHU
B IreTePOreHHOMY PO3MOJiIeHOMY 004YHCII0BAILHOMY CepefoBHIILi

O. B. bapa6am, B. I1. Komymb6et

Anortanis. HapiliHicTh cydacHHX CHCTEeM KepyBaHHS OOYHCICHHSMH B TeTEPOTCHHOMY PO3HNOAITIEHOMY
00YNCITIOBATFHOMY CEpEeIOBHUII, MOpsAA 3 e(QEeKTHBHICTIO, KUBYYICTIO, O€3MeKo0, e()eKTUBHICTIO KEPYBaHHS, € BaXKIHMBOIO
CKJIaJJ0BOIO 1XHBOI sSIKOCTi. Bee "acTimie 1i cHcTeMH MOTPAIUIAIOTH 10 KaTeropii «KpUTUYHUX», TOOTO MatOTh aOCOMIOTHHUN BIUIUB
Ha JiSUTbHICTH OpraHi3amiii Ta miAMpUeEMCTB, y MeXaXx SKUX BOHH (QyHKI[IOHYIOTh. BTpara npare31aTHOCTi TaKiMX CHCTEM HaBiTh Ha
KOPOTKHH{ Yac MPHU3BOAUTH IO CEpHO3HUX MpoOJieM, MOB'SA3aHMUX 13 BTPATOI0 JOXOAY, HemepeadaueHUMH BHTPATaMH, IPOCTOEM
BUPOOHUIITBA Ta IEPCOHAIY, BTPATaMH 4acy, a 4aCOM 1 10 TEXHOT€HHUX KaTtacTpod. Sk Bimomo, HaltO1IbIIMIA BIUIMB HAa HAAIHHICT
CHCTEM YIIPaBIIiHHS HaJa€ HAAIHICTb Ta BIJMOBOCTIHKICTh KOMIUIEKCY IPOrPaMHO-TEXHIYHUX 3ac00iB. TOMy BHpIIICHHS 3aB1aHb,
TIOB'SI3aHUX 13 MIBUIIEHHSM HaIiHHOCTI ()YHKIIOHYBAHHS IIPOrPaMHOI YACTHHH CHCTEM € HalfakTyaJIbHIIINM 3aBIaHHsAM. B nanuii
4ac OTpUMaHi 3HauHi pe3yJbTaTu B Taly3i OLIHKH Ta IIPOrHO3YBaHH [TOKA3HHUKIB HAAIHHOCTI €IEMEHTIB Ta TUIIOBUX IPOrPaMHHX
KOMIUIEKCIB Ha cTajil X MpOoeKTYBaHHS; BiZJOMO BEIMKE YHCJIO METOJIB, JOBEACHHUX 10 AITOPUTMIB Ta MPOTpaM; po3poOIIeHO
HU3KYy HOPMAaTHUBHHX JOKYMEHTIB IIOAO NMPOEKTHOI OLIHKK HamidHocTi. OIHaK 3aBHaHHS OLHKH HAAIHHOCTI B MacmTali
peanbHOTO Yacy, KON HEOOXiTHWH TOYHHHM Ta OmepaTWBHHH OONIK LNOro psmy (akropiB, BHUpPILIIEHO HEAOCTATHHO. st
BUPILIEHHS 3aa4l MyJbTHAT€HTHOTO MiIX0/Ay KEPyBaHHS OOYHCIEHHSAMHU B T€TEPOTrC€HHOMY PO3MOALIEHOMY O0YHCITIOBAIEHOMY
CepeIOBHIII BUKOPUCTAaHI METOIM CHCTEMHOTO aHANi3y, Teopil MHOXHH — Ui PO3pOOKK MOJETi po3moily 3aBIaHb, MOAEIeH
3aBIaHb Ta OOYHCITIOBAILHUX PECYpPCIB, 3arajibHOi TEOpii CHCTEM — JUIS JOCITIPKEHHS Ta po3pOoOKH METOIB PO3IOIUTY 3aBIaHb,
Teopii JIOTiKO-IMOBIPHICHOTO MOJEINIIOBAHHS — JUI MOJETIOBAaHHS OOYMCIIOBANBHHMX THPOIECiB. Y CTaTrTi pO3MISTHYTO
MYJbTHAareHTHUH MAXiX KepyBaHHS OOYMCIEHHSIMH B TETEPOTE€HHOMY PpO3HOAUIEHOMY OOYMCIIOBAIFHOMY CEPEeIOBHIII.
AJropuTM 6a3y€eThCs Ha BUKOPHUCTAHHI eKOHOMIYHHX MEXaHi3MIB PEryJII0BaHHS HOMHUTY 1 IPOIO3HUIIIT pecypciB 00UUCITIOBATLHOTO
cepenoBuma. OmucaHo apXiTeKTypa MYJBTHAreHTHOTO miaxony i ¢yHkmii areHtiB. OcoOnuBy yBary HpUALTIEHO PO3PaXyHKY
HaJIHHOCTI TUIaHy BUKOHAHHS 3aBJaHHS Ha OCHOBI JIOTiKO-IMOBIPHICHOTO METOLY.

Knio49oBi cioBa: MyJIbTHareHTHE KepyBaHHS, ar€HTH, PO3IOIIEH] OOYHCIICHHS, Ha/lIHICT, pO3paxyHKOBA CKIIAHICTb.
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XapKiBCHKHI HaIllOHATHHUHN YHIBEPCUTET PaliOCIeKTPOHIKY, XapKiB, YKpaiHa

SHAYYIICTD OBYUC/IIOBAJIBHUX CUCTEM I3 MACOBHUM ITAPAJIEJII3MOM
ITPHU OBPOBII CKAHOBAHUX TOKYMEHTIB

AHoTanisi. Y po6oTi 3anpONOHOBAaHO y3arajibHEHAa MOJEIb CHCTEMH KiacHdikalil CKaHOBaHHX JOKYMEHTIB, siKa
SIBJIIE OpTaHi3aliiHO-(QyHKI[IOHANBHAN, TEXHOJOTIYHUI 1 MporpaMHO-TEeXHIYHUH KOMIUIEKC s Kiacudikarmii ado
KaTeropusamii JOKyMeHTY 3a KJIIOYOBUMH CIOBAMH, SIKi BU3HAYAIOTHCS YAaCTOTHHUM CIIOBHHKOM. AKTYaJIbHICTh TEMH
JIOCIIPKEHHS [TOJIsITae y CKOPOYEHHI Jacy BHOPSAKYBaHHS HOBHX iHPOpPMamiHHUX pecypciB, M0 HAAXOISATH IO CXO-
BHIIA, 3aBJASKH 30iIbIICHHIO MIBUAKOCTI pOOOTH METOAIB MOKpAIEHHS SKOCTI BUXiIHOTO 300pakeHHs Oe3mocepen-
HBO TIepe 00pOOKOI0 Ta aHATiI30M TEKCTy. AHAJII3 pe3yJbTaTiB 0BiB eEKTHBHICTh Ta AOLUINBHICTH BUKOPUCTAHHS 00-
YHCITIOBAYiB 13 MaCOBUM Mapaieiti3sMOM JUIl BUKOHAHHS TaKHUX 3aady, SK LIYMOIIPUTHIYEHHs Ta 3MiHa 3HAYCHHS KOJIPHHUX
KaHAJIB BHXiJJHOTO MOBHOKOJBOPOBOTO 300payKeHHs, AOCATaloud NpUCKopeHHs 10 53,51% y mopiBHSAHHI i3 BUKOPHUCTaH-
HSIM 00YHCITIOBAJIBHOTO PeCypCy HEHTPAIBHOTO IIPOIIECOpYy.

Kaw4doBi ciaoBa: cucrema, 06poOka, TeKCT, 004UHCIIOBaY, TpadiyHuii mporecop, 6araTonoTouHiCTh, 300paKeHHs, e-
peno6poOka, mpucKOpeHHs, iHGOPMAaLIIIHUI pecypc, CXOBHIIE.

Beryn

Oprauizariis eleKTpoHHHX 0i0miorek [1, 2], apxisis
[3, 4], cxoBui eneKTPOHHMX IH(GOPMAIIHHIX pecypciB
pisHux MacmTa6iB [5, 6] (Big TpaauLifHUX CXOBHUI Ha
HiAnpreMCTBaX a00 NEPCOHATBHUX CXOBHIL PO3MIPOM JI0
TepabaiiTy, 10 BEIMKUX XMapHHX CXOBHII, SIKI MaroTh
BJIACHY YHIBEpCAIbHY apXIiTEKTypy) CTUKArOThCS i3 HpO-
LecoM 0e3NepepBHOTO MOTIOBHEHHSI HOBHMH PECypcamMu
(i3 pi3HOIO TEMAaTHYHOIO TPHHAJIEKHICTIO - HAyKOBI pe-
cypcu, coliialibHI PeCypCH, €KOJIOTIUHI peCypCcH, 3aKOHO-
JaBui pecypcH, HOPMAaTHUBHO-IIPaBOBI PECypCH, CTaTHC-
TUYHI pecypcH, HaBYaJbHI PECypCcH TOIMIO), IO, B CBOIO
4epry, notpedye BIOPSIKYBaHHS (32 aBTOPOM, Ha3BOIO,
POKOM BHJAHHS, BHAABHULTBOM YH KIFOYOBHMH CJIOBa-
MH) JUISl TOJICTIIECHHS OJAJIbIIOro KOpHCTyBaHHs. [lomi-
OHWI1 TpolleC «HAKOIMYCHHS — aHami3 — 30epiraHHs -
JIOCTYIl KOPUCTYBauiB» € 3BHYHUM JUISl PI3ZHOTO THITY
CXOBHIL, SIKI 3yCTpIYalOThCsl 3apa3 Ta CTOCYETbCS YCIX
kateropiii iHpopmauiiinux pecypciB (puc. 1). 3amaua
BIOPS/IKYBaHHSI JOKYMEHTIB Iepe0ayac BUKOPUCTAHHS
MeTOoJIiB text processing Ta text mining, OCOOJIUBICTIO
SIKHX € BIICYTHICTh CTPYKTYPH Y BHXITHHX JaHUX (TEKCT)
[7, 8]. Hocnimkenns B 1iii cdepi € akTyalbHUMH Ha ChO-
TOIHIIIHIA eHb, PO LIO CBiJYUTH IIUPOKES BUKOPHCTAH-
Hi OTPUMAHUX pE3YNbTATIB y 0aratboX MpOoOIeMHIX
rajy3sx: CHCTEMH KaTeropusauii TeKCTOBUX iH(popma-
LWiHHKUX pecypciB, MOmyKoBi cuctemu Towo [9-11]. On-
HaK, Taki BUMOTH, SIK CKOPOYEHHs 9acy oOpoOku Ta 30i-
JBIICHHS TOYHOCTI aHaNi3y TEKCTy, € 3aTpeOyBaHIMHU Ta
BHUCYBAIOTBCS O€3MEepepBHO HE3aJEeKHO BiJ 00JacTi
NPaKTHYHOTO 3aCTOCYBAHHI.

Oco0MBO1 yBaru BUMarae Impo-
Omema OOpoOKHM Ta aHaji3y TEKCTy,
SKAH HaIXOAWTh O CUCTEMH Yy BH-

KyBaHHS € OUTBII CKITAIHOIO MPOIEAYPOI0, OCKIIBKH IIe-
penbavae Takuil eTam moneperHboi 0OpPOOKH JOKYMEHTY,
SK TIepEeBE/ICHHS 300pXeHHS Y TeKCTOBHIT BUIIISL, a BKE
notiM Gesnocepenns pobota 3 Tekctom [12]. AHaumi3
icHylounX pillleHb 110Ka3aB, 110 CUCTEMH PO3ITi3HABAHHS
tekcty [13] 3acTocoBytoTh y Garathox 00IACTSIX, HATIPHU-
KJIaJ: 34YMTYBaHHS JaHWX 3 OJIaHKIB, aHKET 4M OLJCTIB;
aBTOMAaTHU4YHE PO3IMi3HaBaHHS ABTOMOOUIBHOTO HOMEpa;
pO3Mi3HaBaHHS MACIOPTHHUX JAHWX; BWIIYYEHHs iHQOp-
Malii 3 BI3UTHUX KapTOK JIO CIIUCKY KOHTAaKTiB; TEXHOJIO-
Tis U1 JOTIOMOTH CJIMAM 1 c1a0030pHM; Onu(ppyBaHHI
apxiBHUX JIOKyMEHTIB YU CTapux KHHUT. Kputepismu ori-
HIOBaHHSI ICHYIOUHX CHCTEM, cepe]] SKUX OyJIM PO3rIIIHY-
Ti HAWOOTYXKHIllIl  PIlICHHS ABBYY Finereader,
ABBYY Flexicapture, Adobe Acrobat DC, 6ymo o6pano
TOYHICTh PO3Mi3HaBaHHS, JOCTYIHICTD, JETKICTh BUKOPH-
cTaHHs. Pe3ynprar aHanizy HaBeqeHo y Ta0i. 1.

Tabruysa 1 — AHaji3 icHyroumx aHaJoris y cepi
TEKCTOBOI'0 NPOLECIHTy

Bua- | Jdocryn- JlerkicTb

KicTh HiCcTh BHUKOPHCTAHHSHA
ABBYY 3ano- Bucoka Totpiben dac must
Finereader BUIbHA | 1(iHA HABYAHHS
ABBYY 3amo- Bucoka | Baxko
Flexicapture BibHA | 1LiHa HaJIAIITYBaTU
Adobe 3aj0- Bucoka | Ilpocruit y
Acrobat DC BUIbHAa | miHA BHUKOPHCTAHHI

TakuM 4YMHOM, BUKOHAHHS JIOCHI/DKEHb 13 METOIO
JIOCATHEHHST CKOPOUYEHHSI 4acy 0OpoOKM Ta aHami3y cKa-

Inchopmariiini pecypen

W

IS/l HE TEKCTOBOTO BUXITHOTO (haii-
Jy, HanpuKian, y BUILiAl ¢orto abo

OKYMEHTOBAHI: /
IHIHBITYATEHI 3HAHHA CIELIATICTIB; -
KONEKTHEH] SHAHHA CelianicTie.

JIOKVMEHTORAHI ©
TEKCTORI OOEYMEHTH;
rpaditsi JOKYMEHTH,

| 3adikcopani Ha

CKAaHOBaHUX JIOKyMeHTiB. Tak, mpu
JOJIABaHHI JI0 CJICKTPOHHOTO apXiBy
CTapuX CKAHOBaHHWX JIPYKOBaHHX
KHUT a00 1HIHX JIPYKOBaHNX BUIIAHb,
oprasizamisi aBTOMaTHYHOTO BIIOPSI-

hoTONOKYMEHTIE,
- ayLIONOKYMEHTI,
- BiIEONOKYMEHTIH

MaTepiaTsHIX HOCIAX

|_ 3adikcopani Ha ]
- COCKTPOHHI QOKYMEHTH. | elleKTPOHHHX HOciax ./

Puc. 1. Kareropuzamist inpopmarifHux pecypcis

© Baproscrka O. 0., Xones B. O., [Tonikanos /1. A., 2022
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HOBaHMX JIOKYMEHTIB JUIs OpraHi3auii BHOPSIKOBAHOTO
CXOBHIIIA TEKCTOBHMX EJICKTPOHHHX iH(OpMauiiHUX pe-
CYPCIB € 33]1a4€l0 aKTyaJbHOIO.

MerTa Ta 3aga4i J0CTixKeHHS

MeTor0 IOCIHIKSHHSI € OIliHKa 3HAYyIOCTi 004YH-
CIIFOBAJIbHUX CHUCTEM 13 MACOBHM Mapajieii3MOM IpH
00poO1i CKaHOBAaHMX JOKYMEHTIB, a camMe IpHU BUpI-
LIEHH] 3aJayi IIyMONPUIHIYeHHs Ta (uIbTpauii ckaHo-
BaHUX JOKYMCHTIB.

JIs MOCSTHEHHSI MOCTaBICHOT METH MAalTh OYyTH
BHpIIIICHI HACTYTIHI 3a/1a4i:

— JIOCHIJDKCHHS 3arajbHUX MapaMeTpiB CUCTEM
pO3ITi3HaBaHHSA CKAHOBAaHUX JIOKYMEHTIB,

— JIOCIHIJDKCHHS ICHYIOUHMX METOIB IIyMOTIIPHT-
HIYEHHS Ta CeTMEHTAaIlii 300paKeHb;

— po3poOka y3arajabHEHOI Momeni Kiacudikarrii
CKaHOBaHUX JOKYMCHTIB,;

—  ajanTallis METOJiB MOMePeAHBOT 0OPOOKH CKa-
HOBAaHUX JOKYMCHTIB il OOYHCIIOBadYi i3 MacOBUM
mapaieaizMoM;

— OLIHKA TaWMIHT'Y pOOOTH;

— aHaJi3 OTPHMaHUX PE3yJIbTaTiB.

Tporpamue 3abe3neueHHs

JlocuimKkeHHs, IPOBE/IeHI B paMKax JaHoi poOOTH,
30CepeKCHI Ha CKOPOYCHHI Yacy MOMepeaHb0i 00poo-
KM BHXIJIHUX CKaHOBaHHX JIOKYMEHTIB 0€3IOCEpPEIHBO
repest MPOLECiHrOM TEKCTY.

Pimenns nmocrasJieHoi 3agavi

AXTyanbHICTh TEMHU JIOCIIKEHHS TOJSITA€ Y CKO-
pPOYEHHI Yacy BIIOPSIKYBaHHS HOBHUX iH(OpMAaIIHHIX
pecypciB, MO HAAXOAATH 10 CXOBHWIIA, 3aBISKH 301J1b-
IICHHIO MIBUAKOCTI pOOOTH METOJIB MOKPALICHHS SKOCTI
BUXIJTHOTO 300pakeHHsI 0€3MoCcepeIHbO Tepes 00poOKOr0
Ta aHaJi30M TEKCTY.

Y po0oTi 3anpOIOHOBaHO y3aralbHEHY MOJIEIh CH-
creMu Kiacugikallii CKaHOBaHHX JOKYMEHTIB (puc. 2),
sIKa SIBJISIE OpTaHi3amiiHO-()yHKIIIOHATLHUMA, TEXHOJIOT1Y-
HUH 1 IPOTPaAMHO-TEXHITHHN KOMITIEKC JUT Kiacudikarii
a0o0 Kareropusallii JOKYMEHTY 3a KIIOYOBUMH CIIOBaMH,
SIKI BU3HAYAIOTHCS YACTOTHUM CJIIOBHHKOM. 3arporoHO-
BaHa y3arajJbHEHA MOJIENb CKIIAIAEThCS 3 OJIOKIB!

— TOmepenHbOi 00POOKH 300pAKCHHS;

— PpO3ITi3HaBaHHS TEKCTY;

— momnepeaHsoi 00pobku TekcTy [14, 15];

— 100yI0BM YaCTOTHOT'O CIIOBHHKA.

| Anaparne safesneqeHna

Joisoneni sxizmi popmatn
PNG, JPEG, JPG, BMP
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Brox poGotit 13 sofpaxenmaMu

BH3HAYEHHS TeKCTOBOL
ONIH3BKOCTI Ha OCHOBI
9aCTOTHOTO CIIOBHUKY

BropsaKoBaHe CXOBHINE
iHpopMmaliiiHIx pecypciB

Brok poGoTH i3 TeKCTOM

Puc. 2. Y3aransHeHa MOJeb CHCTEMH KiIacudikallil CkaHOBaHHX JJOKYMCHTIB

ITpu 1bOMy, CKOPOYCHHSI Yyacy poOOTH CHCTEMH MO-
KIIMBO SIK 3aBASKH PO3MApANCIIOBAHHIO eTaly poOoTH
i3 300pakeHHsM, TaK i eTamy poboTH 3 TekcToMm. Pobora
KOXKHOTO 3 3a3HaueHUX OJIOKIB CKIIAJAEThCs 3 POOOTH
OKpPEMHX aJITOPUTMIB Ta METOJIB, NESIKi 3 SKHX PO3TJIS-
HyTi B poOOTi Ta BUKOHAHO iX BIOCKOHAJICHHSI.

Ha Bxin cuctemu mnojaerbcs CKaHOBaHUH JJOKYMEHT,
SKUH Mae OyTH HOpMalli30BaHUH, OYMIICHUH BiJ IIyMiB
Ta OiHapi30BaHUIl y MOXYJl monepeaHsoi oOpodku 30-
OpakeHHs. 3alpOIIOHOBaHA CYKYIHICTh METO/IB IIOTIe-
penHbpoi 0OpOOKM CKaHOBaHMX JOKYMEHTIB JIO3BOJISIE
MOKPALIUTH BHUXiJHE 300payKeHHs, 0 NPU3BOJUTE IO
301TBIICHHS TOYHOCTI PO3ITi3HaBaHHS TEKCTY.

PesynmbTaroM pobGoTH € TOOYIOBaHWA YaCTOTHHUH
CJIOBHHK i3 BHW3HA4YeHOI0 Ta BropsakoBanoto TF-IDF
MIpOI0 JUIS 3HW)KCHHSI 3HAYyIIOCTI CIiB sIKi 3ycTpida-
IOThCS PI3HUX JOKYMEHTAaX KOJIEKIii, KU TOJA€ThCs
Ha BXin kimacudikaropa. Ilomanpma poboTta mojsrae y
aHai3i ciTiB i3 BUCOKUM 3HadeHHAM napametpy TF-1DF,
OCKIJIbKH CJI0Ba, y Akux 3HaueHHs TF-IDF Gmusbke no
HYJIS, BIIHOCSTBCS N0 3arajlbHOYXXHBAHUX CIIiB, sSKi HE
MOXKYTb JaTH 00’ €KTUBHY XapaKTCPUCTUKY TOKYMCHTY.

Pobota moxyto nmonepeHb0i 00pOOKH CKAHOBAHOTO
JIOKYMEHTY 30CEepe/DKCHA Ha MOKPAIICHHI SIKOCTI BUX1JI-
HOTO 300pa)KCHHS IMEpell MOJAYC0 Ha MOJIYJb PO3IIi-
3HaBaHHA TeKkcTy. OOpoOKka 300pakeHh Ma€e BHCOKi 00-
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yuCcaroBabHI BuMorn. Husky omepaniii o0poOku 30-
OpaKeHb MOJXHA ONTHUMI3yBaTH LUISXOM IHTECHCHBHOTO
po3napaiestoBaHHsl 00unCiIeHb. B nanuii yac onHUM 3
HalKpamux BapiaHTiB mapayiesibHoi 00poOku 300pa-
KEHb € BUKOPUCTAHHS OOYMCIICHb 3arajbHOTO IPH3HA-
yeHHs Ha Tpadiuaux npouecopax (GPGPU).

3anponoHoBaHi METOMW JOCITiIKEHI 3a TOTIOMO-
roro npogeciiinoro crexy po3pooku CUDA mis NET -
Alea GPU, sixa m03BOJSIE BHKOPUCTOBYBATH TIOBHHM
HaOip ¢ynkuid npuctporo CUDA, maganmx NVIDIA
LibDevice, a Takox mapajienbHi BHYTpPIlIHI (yHKIIT
npuctpoto CUDA, Taki SK CHHXpOHI3alis IOTOKIB,
aTOMapHi ornepatii To1o.

Alea GPU — 1ie nOBHOI[IHHU# KOMIJISITOP, O0Y-
JIOBAaHWH Ha OCHOBI IOIYJISIPHOI iHPPACTPYKTypH KOM-
nisatopa LLVM 1 makera SDK komminsaropa NVIDIA
CUDA.

Kon, 3i0panuii 3a gomomoror kommiiasaropa Alea
GPU mis rpadiuroro mpoiecopa, 3a0e3rnedye Taky K
NpoayKTUBHICTh, K i ekBiBajent CUDA C/C++ abo
CUDA Fortran.

BuxopucroByroun crieriaabHy 6i0mioTeKy
SixLabors.ImageSharp.PixelFormats, BUKOHYETBHCS
IIYMOTIPUTHIYCHHS Ta 3MiHA 3HAYCHHS KOJIPHUX KaHa-

In 1830 there were but twenty-threc
miles of railreoad in operation in the
United States, and in that year Ken-
tucky took the initial step in the worlk
west of the Alleghapies. An Act to
incorporate the Lexington & Ohio
Railway Conipany wag approved by

Gov. Metealt, January 27, 1830.. It
provided for the construction and re

JIB, CIIOYATKY 13 6araTornoToYHICTIO NPOLEcopa, a MOTiM
BUKOPHCTOBYIOUYH MIOTOKH BiJleoaaanrepa.

Jlyist BU3HAYEHHS POAYKTHBHOCTI Oy BHKOpHC-
TaHi TPU Ipynu 300paxkeHb i3 Pi3HOI0 PO3ALIBHOIO 371a-
THICTIO!

—Tiepia rpymna - 300pakeHHsT BUCOKO1 pO3IiIbHOT
3matHocTi (Big 3336x2823 mo 5893x5597);

— ZpyTa Tpyna - 300paxXeHHs] CepeaHbOi PO3.Iihb-
Ho1 3gatHOCTI (Bix 1538x864 mo 1920x1080);

—TpeTs Tpyna - 300paKeHHS HHU3BKOI PO3IITBHOL
3matHocTi (Big 720x539 mo 1280x720).

ExcriepuMeHT mpoBOIMBCS Ha PI3HIM KUIBKOCTI
300paxens (1, 10, 40) npu naketHii oOpoOLi A TOTO
mo0 moka3ath e(EeKTUBHICTh BUKOPUCTAHHS IOTOKIB
rpadiyHOTO 00YMCIIIOBAaYa y 3aJEXKHOCTI Bia 004ncio-
BaJIbHOT IHTCHCHBHOCTI 3aj1a4i.

AmnapatHoto 0a3010 1JIs1 BAKOHAHHS €KCIIEPUMEHTY
e Bigeoamantep GEFORCE GTX 1050 Tl i3 rpadiuaum
nporiecopom GP107 Ha 6a3i apxitekrypu Pascal:

(KiTBKICTB KIacTepiB MOTOKOBUX TEKCTYp — 6,

KUIBKICTh MIOTOKOBHX MYJIBTHIIPOILIECOPIB — 6,

KIJIBKICTB IIOTOKOBHUX TIPOIECOpiB — 768).

[Mpuknaan pobOTH yCixX 3anpONOHOBAHHMX Ta JIOC-
JIJDKYBaHUX METOJIB 300paXkeHo Ha puc. 3.

in 1820 there were bu

t twenty-thre
miles of rpailroad in operation in the
United Rfates, and in that vear Ken
tucky took the in |';,;i sten in the work
wesat of the Alleghanies. An Act to
mcorporate  (he !.l-\.lw_:'ul: & Ohio
Railway Company was approved by
Gov. Metcalf, January 27, 1830.. It
provided for the constroction acd
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In 1830 there were but twenty-three
niiles of railroad in operation in the
United States, and in that year Ken-
tucky took the initial step in the work
west of the Alleghanies. An Act to
incorporate the Lexington & Ohio
Railway Compapy was approved by
Gov. Metcalf, Jannary 27, 1830,. [t
provided for the construction and re-
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Puc. 3. Pesynbrati poGOTH MOIYIIIO nonepeuHLm 00pOOKH BHXiJHOTO 300paKEHHSL:
a — BUXiJIHE 300pakeHHs, O — pe3y/bTaT 3aCTOCYBaHHS MEIiaHHOTO QiIbTpy,
B — pe3ynbTaT OiHapizaii, I — pe3ybpTaT MOp(OIOTiYHHUX ONepallii, 1 — pe3yabTaT cerMeHTaii
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Ipu Ginapizanii meromom OIry, HiKCeNi pO3ALIs-
I0ThCS Ha J[Ba KJIACH, 3@ PO3PaxOBaHHM IIOPOTOM, IPH
SIKOMY JOCSTa€TbCs MiHIMalbHE 3HA4YEeHHS AUCIHEpCii.
JIist 3MEHIIEHHS KUIbKOCTI MOXJIIMBHX apTe(akTiB Ta
30UIBIICHHIO YITKOCTI TEKCTY 10 300pa)kKeHHs 3aCTOCO-
BYIOThCsI MOp(OJIOTiUHI omepartii.

Tabnuys 2 — Bu3HAYeHHsI Yacy NMpoueciHry 306paxeHnb

Amnani3 oTpuMaHuX pe3yibTaTiB (Tabn. 2, puc. 4)
MOKa3as, 110 JAJs 300paKeHb BHCOKOI PO3ALIBHOI 3/1aT-
HOCTI TIOTOKH IIPOLECOPY i3 MacoBUM IapaieinizMOM
MpamroTh Ha 53,51% wmBHAIIE, HIXK TOTOKU [CHTPAIb-
HOTO IIPOLIECOPY NpH HAaWBUILOMY JOCIIDKYBaHOMY
HaBaHTaXXCHHI MPU 00poO1Ii makety i3 10 300pakeHb.

Yac 06pobku Yac 06poOku Yac 06pobku
OOHOIro 306pa)KCHH$[, MmcC I’ ITH 306pa)KeHb, MmcC JACCATHU 306pa)KeHI), Mmc
[Tepma Jpyra Tpers [lepuia Hpyra Tpers [Tepma Jpyra Tpers
rpymna rpyna rpymna rpymna rpyna rpymna rpyna rpyna rpyna
BararonoTo4HicTh,
sabesneuena 0006 | 0012 | 0109 | 0024 | 0053 | 0626 | 0043 | 0101 | 0.981
LUECHTPAJIbHUM
[IPOLIECOPOM
BaraTonoTro4HicTh,
sabesneucna 0003 | 0005 | 0175 | 0026 | 0046 | 0.336 0.05 0107 | 0525
rpagidHIM
IPOIIECOPOM
= 3
& 2,5 —
2 15 /é
= 05
0 306
300pakeHHs] HU3BKOT ::)e p:)l;@;l;ﬂ 300pakeHHs
PO3ALIBHOT pel . BHCOKOI PO3UTEHOT
. PO3IiIBHOT .
3IaTHOCTI . 3IaTHOCTI
3IaTHOCTI
== ()6poOKa OJTHOTO 2 2.4 0,62
300paXKeHHS
O6po0Oka makeTy i3 5 0,92 115 1,86
300paXkeHb
=== (0po0Oka makerty i3 10 0,86 0,94 1,86
300pakeHb

Puc. 4. IIpuckopenHs, oTpuMaHe [Py napainesbHii 00po6ii 300paxeHb i3 Pi3HOI0 PO3AITLHOIO 31aTHICTIO
Ha 00YHCITIOBAJIEHUX CUCTEMaX i3 3araJlbHOIO [aM’ATTIO Ta CUCTEMAX i3 MACOBHM IapajelisMoM

OkpiM TOTO, pe3yiabTaTH MOKa3yloTh, 110 301Ib-
IICHHS KUTBKOCTI 300pakeHb 13 OJHOTO 0 JCCATH, MPHU
00poOIIi BUXiTHUX 300pa)KEHb i3 BHCOKOK PO3/IIEHOO
3/IaTHICTIO HAa CHCTEMaxX i3 MacoOBHM TapajellisMOM
MPU3BOANTE 10 30UMbIIeHHA 4Yacy oOpoOkum mumie y 3
pasu, o CBIIYUTH PO OCOOIMBOCTI BUPIMICHHS 3a7a4
3arajibHOTO MPHW3HAYCHHS Ha TpadidHUX Iporecopax —
Yac Ha KOIIIOBaHHS JNaHWX i3 XOCTYy Ha MPHUCTPIH Ta y
3BOPOTHHOMY HAIPSIMKY HE MOXe OyIu BHIIMM 3a 4Yac,
BUTpaueHW Ha BUKOHAHHS oO4MCiIeHb. Tak camo, sK i
00poOKa OJHOTO 300pakeHHsI 13 TPETHOI rPyNH Ha rpa-
(hivHOMY TIPOIIECOpPi HE € MOIITBHOI.

BuieHaseicHi pe3yabTaTH MiATBEPIKYIOThH JOITi-
JIHICTh BUKOPHCTAHHS MacHBHO-TApalelbHUX 004HC-
JOBAYiB JUTS PIIICHHS TAKUX 3a1a4, sK:

¢inpTparis,

OiHapizamis,

BHKOHAHHS MOP(OJIOTIYHIX OIepartiii,

CerMEHTAllisl BUXITHUX MOBHO KOJHOPOBUX 300pa-
JKeHb PI3HOI PO3IITEHOT 3IaTHOCTI.

BucnoBku

[Ipu mocmimKeHHI 3arallbHUX TapaMeTpiB iCHYIO-
YMX CHCTEM pO3Mi3HAaBaHHS CKAHOBAHUX JIOKYMEHTIB
(ABBYY Finereader, ABBYY Flexicapture, Adobe
Acrobat DC) Oyno BHSIBIEHO Taki HEIOJIKH, SK HEIO-
CTaTHs IIBUJKICTh OTPHUMaHHS PO3IMI3HAHOTO TEKCTY, a
TaKOX BEJIMKA BAaPTICTh 3aCTOCYHKIB, 110 JOBOJHUTH He-
0OXIHICTB JOCII/PKEHb y JaHIN raiysi i3 METOI CKO-
pOUYEHHS Yacy BIOPSAKYBaHHS HOBHX iH(pOpMariitHux
peCypciB, 10 HATXOAATh JO CXOBHWIIA, 3aBISKH 301J1b-
MIEHHIO IBUIKOCTI POOOTH METOJIB MOKPAIIEHHS SIKOC-
Ti BHXIZHOTO 300paykeHHs O6e3mocepeHbo mepes oopo-
OKOIO Ta aHATI30M TEKCTY.

3anponoHoBaHa y poOOTi y3arajibHeHa MOJIEh CH-
cremu Kiacuikaiii CKaHOBaHHUX JTOKYMCHTIB, SIBIISIE
co0010 opraHizauiiHoO-(QyHKIIOHANBHUN, TEXHOJIOTIY-
HUH 1 IPOrpaMHO-TEXHIYHUH KOMIUIEKC /ISt Kilacuika-
uii abo kxareropusanii JOKyMEHTY 3a KJIIOUOBHMH CJIO-
BaMH, BU3HAYCHHMH y YAaCTOTHOMY CJIOBHHKY.
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AHaniz oTpuMaHUX pe3yibTariB (puc. 4) moka-
3aB, 110 AJIs1 300paKeHb BUCOKOT PO3iJILHOT 34aTHOC-
Ti IOTOKM MpPOLECcCOpYy i3 MacoBUM IapalieiizMOM
npamTh Ha 53,51% MmBHIIIE, HIK HOTOKH IICHT-
PAIBHOTO IPOLECOPY NPHU HAMBHUIOMY JOCIIIKYyBa-
HOMY HaBaHTXEHHI Tpu 00poOmi makety i3 10 30-
OpaxeHb. OKpiM TOro0, pe3yiabTaTH MOKAa3yIOTh, IO

301JIBIICHHS KIIBKOCTI 300pakeHb 13 0JIHOTO 10 Jecs-
TH, TpU 0OpoOLi BUXIZAHUX 300pa)K€Hb i3 BHUCOKOIO
PO3AUIBHOIO 3IATHICTIO HAa CHCTEMax 13 MacOBHMM IIa-
pajenizaMoM MpU3BOAMTE 110 301bIICHHS Yacy 00po0-
KM Jidnie y 3 pasu, 10 TOBOPHUTH MPO AOLUIBHICTD
BUKOPHUCTAHHS OOYHCITIOBAYiB i3 MacoBUM Iapale-
JII3MOM TS TTAaKeTHOT 00pOOKH.
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The importance of massively parallel computing systems in scanned documents processing
0. Barkovska, V. Kholiev, D. Polikanov

Abstract. The paper proposes a generalized classification model for scanned documents, which represents an organiza-
tional-functional, technological and software-hardware complex for document classification or categorization by keywords de-
fined in a frequency dictionary. The relevance of the research topic lies in time reducing for new scanned information resources
streamline, due to the increase in the speed of the methods for improving the quality of the original image immediately before
processing and analyzing the text on images. The analysis of the results showed the effectiveness and expediency of using mas-
sively parallel computers to perform tasks such as noise reduction and changing the value of color channels of the original full-
color image, achieving an acceleration of up to 53,51% compared to using the computing resources of the central processor.

Keywords: system, processing, text, processor, GPU, multithreading, image, preprocessing, speedup, information
resource, storage.
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KOMII'IOTEPHI CUCTEMMH 13 CAMOBITHOBJIEHHAM

Anotanis. OQHOIO 3 BIACTUBOCTEH CyJacHHX KOMII'IOTEpHUX CHUCTeM € 3ale3nedeHHs ix HanxiliHOI Oe3mepepBHOI
poboTH, o peani3yeThesl pisHUMU 3aco0aMH, y TOMy 4ucii i BOynoBaHuMH y camy cuctemy. IIpeamerom crarri €
OTJISL TPOOJIEMH CaMOBITHOBIIEHHS B KOMII IOTEPHUX CHCTeMax. MeTa cTaTTi NojsIrae y CTBOpeHHI kiacudikamiiaoi
6a3u m070 MMOBIPHHX BiMOB, IIpoIeciB 30epiraHHs CTaHy KOMIIOHEHTIB CHCTEMH Ta 3amad 3a0e3NedeHHs] CaMOBia-
HOBJICHHS KOMIT'IOTEpPHUX cucTeM. BucHoBKH. [IpoaHani3oBaHO TeMaTHUHY JiTEepaTypy NpeaAMeTHOi obnacti. 3ampo-
MoHOBaHa Kiacu(ikaiis BiAMOB, OMKCAaHI BUIM BiJHOBJICHHS i3 3aCTOCYBaHHAM OeKariB, COOPMYIbOBaHiI MEPCIEKTH-
BHI 3a/1a4i yOpaBliHHSA KOMI IOTEPHUMH CHCTEMaMH i3 cCaMOBiZHOBIEHHAM. He3Baxkaroun Ha iCHYIOU1 IPUKIAAN peai-
3awii NPUHIKIIB CAMOBITHOBJIEHHS Y KOMI IOTEPHUX CHCTEMaX, CAMOBIIHOBJICHHS Y BUTJISII OKPEMUX CEPBICiB YK KOMIIO-
HEHTIB € HOBHM HaNpsSIMKOM JOCTI/PKeHb. Pe3ynpTaTi MOKyTh HaOyTH YMMAJOTO IOLMIMPEHHS Ta 3aCTOCOBYBAaTUCH Y PO3-
pobui GUIBIIOCTI MporpaM Ta MPUCTPOIB, IHGOPMALIHHUX CHCTEM 3 METOIO CIPOIICHHS NPOSKTYBAaHHS, HAJIATOKEHHS Ta

eKCHJ’IyaTaL[ﬁ CydJacHUX KOMH’IOTepHI/IX CUCTCM.

Knio4oBi ciioBa: KOMII'IOTepHA CUCTeMa, CAMOBIJHOBIICHHS, BiIMOBa, OeKarl.

Beryn

CyuacHi KOMIT'IOTEpHI CepBIiCH HE JIHMILE CTaId He-
Bi/I’€MHOIO YaCTHUHOIO BUPOOHHIITBA Ta HAYKOBOT AisUILHO-
cTi, ane i HaOyJIM YMMasoro IMOLIMPEHHS Cepel MOBCSK-
JICHHOTO KUTTS KOXKHOI smoguuu. CIIIKyBaHHS, po0oTa,
€JICKTPOHHI JOKyMEHTH, OHJIAHH ITOKYIIKH, OaHKOBI Ore-
parii — BelMKa 9acTKa HaImoi MoOYTOBOI MisTTHOCTI TTOK-
JlaJieHa Ha KOMIT IoTepH Ta mporpamu. Toxx 31 3pocTaHHIM
KUTBKOCTI TaKHMX CEPBICIB Ta IONATKIB 3pOCTaE H CKiIad-
HICTH Ta BiANOBINANBHICTE 3a0€3MeUeHHS HenepepBHOI
MISTIHOCTI TAKMX CHCTEM, a CaM€ — CTIMKOCTI JI0 BIJMOB.
[Mocrae akTyaspHOO 331a4a 3 MaKCUMaJIbHOT aBTOMaTH3a-
i1 yCiX CKJIaJIOBHX 3a0€3MEUCHHs BIIMOBOCTIHKOCTI — BiJ
MPOTHO3YBAHHSI JI0 YCYHEHHsI HACTIIKIB BiZIMOBH.

AHaJi3 myOsikanii

Teopist 3a0e3neYeHHS BiIMOBOCTIMKOCTI iCHY€E 3 MO-
MEHTY TOSIBH KOMIT IOTepHHX cucTeM. [Iporte pearmizamis
BIZIMOBOCTIHKOCTI SIK BHYTPIIIHBOI BIACTHBOCTI CaMoi
CHCTEMH, IO Peali3yeThCsl OKPEMUM CEpBICOM ab0 KOM-
MOHEHTOM CHCTEMH, € HOBUM HalpsSMOM HayKOBHUX JOCIi-
JokeHb. [loTpeba y BHOKpEMJICHHI BiJMOBOCTIMKOCTI Ta
CaMOBIJTHOBJICHHS SIK OKPEMUX HalpsMKIB BHUHHUKIA Yy
3B’3KY 3 HaJ3BUYAHNUM TOIMIMPEHHSM EIEKTPOHHUX Cep-
BiciB y noOyTi. YnMasa KiIbKICTh J0JaTKIB Ta BiANOBIIHO-
TO CEepPBEPHOTo 3a0e3MeUeHHsI TOTPeOyIOTh BEIMKOI Kilb-
KOCTI Yacy Ta TPaIliBHUKIB U MATPUMKH, TOMY (haxiBIIi
TOYaTM TIPUIUITA OKPEMY yBary ONTHMIi3amii Ta aBTOMa-
TH3aLi] HOIepeKeHHs Ta yCYHEHHsI HACII/IKIB BiZIMOB.

CaMe Ha BHOKPEMIICHHS HAMpsMy JOCITIIKEHb Ta
(dopMyBaHHS TEpPMIHOJOTii CIpsMOBaHa poOOTa aBTOP
pobotu [1]. 3akiHdye pobOTy aBTOp HOPMYITFOBAHHSIM TEM
JUISI TIOAJIBILIOTO PO3BUTKY CHCTEM 3 CAMOBIZIHOBIICHHSIM.

Y po6orti [2] HOTIHOMIOETHCSI TUTAHHS TEPMIiHOJIOTII,
30KpeMa HaBEICHO MPHUKIAIH AJTOPUTMIB CaMOBIIHOB-
JIGHHS1 Y TIPUPOAI. ABTOPH CTBOPIOIOTH 3arajibHy CXeMy
MPOLIECY CAMOBITHOBJICHHSI Ta HABOJATD JAEKIJIbKa MOMKJIN-
BHUX CTpATeTii TS peanizalii Takol BIACTUBOCTI CHCTEMHU.

3ams IBUAKOTO Ta eEKTHBHOTO CTBOPCHHS MPO-
TpaM Ta amapaTHUX KOMIUICKCIB i3 CAMOBITHOBIICHHSIM
HEeoOXiIHI BIAMOBIMHI apXiTeKTypHi pimieHHA. ToX y po-

0ori [3] Ppopmalti3oBaHO apXITEKTypy CHCTEMH i3 CAMOBIJI-
HOBJICHHSIM. [1J151 CTBOpEHHSI IOAATKIB IIPONIOHYEThCS apXi-
TEKTypa Ha OCHOBI TOJiH, a 1 GopMasi3oBaHOTO ONHCY
CHCTEMH TIPOTIOHYETHCSI OKPEME CEPEIOBUIIE, SIKE TAKOXK
crpoMoyKHe (hOpMai3yBaTH Pi3HUIO MK CTaHAMHU CHC-
TEMH, Ha OCHOBI SIKMX CTBOPIOETBCS IUIaH BITHOBIICHHS.

IIpakTidHe 3acTOCYBaHHS TPUHIIMIIB CaMOBiJTHOB-
JICHHSI OTIHCaHo y poOoTi [4]. ABTOp ommcye peatizaliiio
CaMOBITHOBJICHHSI Y CUCTEMaX, sIKi OOy J0BaHiI Ha KOMITO-
HeHTHil apxitektypi OpenORB. HaBeneno tpu mpukmagu
3aCTOCYBAHHSI TAKOI apXiTEKTYpH Y iCHYIOUMX MPOTrPaMHHX
CHCTEMax.

BigMOBOCTIHIKICTE Ta CAMOBIIHOBIIEHHS € BJIACTUBO-
CTSIMH CHCTEM, IO IOJIOBXKYIOTh Yac eKCIUTyaTaiii Ta
CIIPOLIYIOTh OOCITYTOBYBaHHS Ta IMIATPUMKY, TOMY PO3pO-
OHWKHM 3aliKaBJIeHI y peai3aiii Takux BIACTHBOCTEH Y
nporpaMax 4 TpPUCTPOsiX. I3 eBomomiero mporpamMHHUX
TEXHOJIOTiH Ta 3ac00iB PO3POOKH 3’ ABIAIOTHCS IHCTPYMEH-
TH, SIKi JO3BOJIAIOTH PEali30ByBaTH BKa3aHi MPUHIMIA HA
PiBHI apXiTeKTypH, (perMBOPKIB i HABITh MEPEKHHUX IIPO-
TokouiB [5-7]. Tox mepen A0oCiiAHUKAMHU TIOCTaE TIpooJie-
Ma BIJIOKpEMJICHHS Ta y3arajJbHCHHS MOJENII Ta METOIIB
CaMOBIJHOBJICHHS. 30KpeMa, IIMM MHUTAHHSIM 3aiMaroThCs
aBropu po6ort [1, 2]. TeopeTnuni NOCIIPKEHHS TOLLIBHO
CYIIPOBOJMTH IPAKTUYHUMHU PO3POOKAMH, SIK HPOIOHYE
aBTop poGotu [3], AKWii ONMCye apxiTEeKTypy CHCTEMH
caMoBiHOBNeHHs. ABTOp [4] ommcye mporpaMHy iMruie-
MEHTAIIIFO TIPHHITHIIB CaMOBITHOBJICHHSI.

3 HeNOJMIKIB OIVIIHYTOI JITEpaTypy BapTo 3a3HAYUTH
BIJICYTHICTb (POPMaTi30BAHOTO BH3HAYEHHS BIJIMOBH Yy
KOMIT'FOTEpHIH CHCTEMI Ta HE PO3IJIIHYTI MeXaHi3MH 3a-
Oe3reueHHsI POIIECiB BUSBJICHHS BiIMOB Ta BiTHOBJICHHSL.

IHocTanoBka mpo0aeMn

ITepen moOynoBOIO CHUCTEMH 3 CaMOBIJTHOBICHHSIM
HEeoOXxiqHO (opMatizyBaTh BiIMOBM Ta BIJIOKPEMHTH He-
IITaTHI CUTYyaIlii, sIKi BBAXKaTUMYThCS BIIMOBAMHU Ta TIOT-
peOyBaTUMYTh TpOLieCy BiTHOBJICHHS. Takox HEOOXiTHO
(opmainizyBaTH pi3HI €Tanu BiZHOBJICHHS, SIKI y TOJAJb-
LIOMY MOXYTb CTaTH IpeAMETOM Ui aBTOMaTH3alil, Ta,
BI/INIOBIZTHO, OCHOBOIO CEpBICY a00 KOMIIOHEHTaMH IiICH-
cremu camoBimHoBIeHHS [8-13]. Maroun mepertik BiaMOB
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Ta eTalliB YCyHEHHs HACNiJIKIB JOLUJIBHO 3aIpONOHyBaTH
NEPCIEKTUBHI HAIpsIMKKU POOOTH II0JI0 MOXJIMBOI aBTO-
Maru3alii Ta o0y J0BH CHCTEM 13 CAMOBIJHOBJICHHSM.

Toxx MeToro poOOTH € CTBOPEHHs KiacHu(ikamiiftHOT
0a3u 1mo/10 WMOBIPHHX BIJMOB, IPOLIECIB 30epiraHHs cTa-
Hy KOMIIOHEHTIB CHCTEMHU Ta 3a1ad 3a0e3IEUeHHs caMo-
BiJTHOBJICHHS KOMIT IOTEPHUX CHCTEM.

I'osi0BHI MPpUYHHHU BiTMOB

1. ITomunka y nporpami iz yac BukoHaHHs. [Ipan-
HOIO € MIOMMJIKA Y HaIllCaHHI MporpaMu abo HelpaBIbHI
BXiJIHI JaHi. BUSBIIAEThCS MPOrpaMor0 Ta TEHEPYETHCS
BUKJIFOYEHHS, a00 3aBepILYEThCS BUKOHAHHS IIPOTPAMH.
Jlnst 3amo0iraHHs TaKUX HMOMIJIOK JOCTATHBO iCHYIOYOTO
MEXaHi3My BUKITIOUCHb.

2. [lommnka Ha piBHI omepariiiHoi cuctemu. [Ipuk-
JIaJlaM1 TAKUX TOMHUIIOK MOXYTh Oy TH:

- YMTAHHS/3aITIC TTI0 HEKOPEKTHOMY aJIpecy aM’sTi,

- JIUTCHHS Ha HYITb,

- HecTaya rmam’sti Ta iH.

OrnepariifiHa cucTeMa JJ03BOJIsIE OOPOOHTH I1i TIOMUJI-
KM aHAJIOTIYHO BUKJIIOYEHHSM, aJi¢ HTICHICTh JAHUX MOYXKE
OyTH TIOpYILIEHa, TOMY Y ASSIKUX BUIIAJIKax CTaH MPOrpaMu
JIOITBHO BBA)KaTH HEBUIIPABHUM Ta 3YIHHITH BUKOHaH-
Hs1. HeoOXitHO 3acTOCyBaHHS OKPEMOT0 MEXaHI3My BiJHO-
BJICHHSL.

3. [omkomkeHHsT OTepalliifHOi CHCTeMH abo armapa-
Typu. TOOTO OMIIKH, SKi HOPYIIYIOTH TPAaIe3JaTHICTh
TEXHIKM 32 HE3aJIC)KHUX BiJ] IPOrpaMH NpHIHH. BirHOB-
JIeHHs1 POOOTH TPOTpaMH Ha YIIKO/PKEHOMY KOMIT FOTEpi
HEMOXITHBO. 711 TIPOJOBXKEHHS poOOTH HEOOXiTHO MaTH
PO3MO/IijIEHy CHCTEMYy Ta TNEPEBOAUTH KOPHCTyBada 10
1HIIOT MAITUHA 3 MaKCUMAaJIbHUM 30epeKeHHSM JaHHUX 3
MIHIMAJBEHAM YaCOM BIJIHOBJICHHS.

Buau 0examniB aJ11 caMOBiTHOBJICHHS

OxkpiM TIpOrpaMHUX BUKITIOYCHb, iHIT BUAW BiIMOB
NIPU3BOJIATD JI0 BTPATH E€K3eMILIIpa Mporpamu. SIKIo ak-
TUBHUMHU € JCKUIbKa CK3EMIULIPIB OJHIET MpOrpamMu, TO
IPU BiZIMOBI OJIHOTO 3aJIMIIAFOTHCS 1HII, 3[aTHI IIE Jie-
SIKUH Yac BUKOHYBATU IOKJIAJICHI 33/1adl, TOKU TOTYEThCS
HOBHH €K3eMIULSIP Ha 3MiHy YIIKOJDKEHOMY. AJie, y Hairi-
pIIOMY BHUIAJKY, SIKIIO €K3EMIULSIP MPOrPaMH JIMIIE OAWH,
3a/1au€r0 CaMOBITHOBIICHHS € IIepe3allyCK MporpaMu i3
BIJIHOBJICHHSIM CTaHy 3a Haiikoportmmid 4ac. Lle o3Hauae,
IO CTaH MpOrpaMH MOTPiOHO 30epertH o (abo mim gac)
BiZIMOBH (TOOTO 3poOuTH OeKam — pe3epBHE KOMiFOBAHHS
MaHUX ). Y BHIAIKy (Pi3WYHOTO YIIKOIDKEHHS alapaTypH,
sIKe HEMOXKITHBO TIepe0avnTH, TIOBHICTIO 30€perTH aKTya-
JIBHUH CTaH MpOrpaMd Ha MOMEHT BIIIMOBH HEMOJKIIHBO.
Tomy 1711 MOKITMBOCTI Oy/Ib-SIKOTO BiJTHOBJICHHSI HEOOXi/I-
HO 3a37aJIeri/ib 30epiraTy cTaH MporpamMu y iHIIOMY MICIIi.
3a MicreM 30epiraHHs CTaHy MOKHA MOJUTUTH MEXaHI3MH
CaMOBITHOBJICHHSI HA YOTUPH IPYIIN.

1. Jloxanpauii Gexarn. CTaH mporpaMu 30epiraeThest
Ha JKOPCTKOMY JMCKY B KOMII'IOTEpi, Ha SIKOMY BHKOHY-
eTbcsl mporpama. He 3axwimae Bij yIIKOIKEHb KOMIT O-
Tepa, IPOTe 3aXHINAE Bifl IPOTPaAMHUX MOMMIIOK Ta HEKO-
PEKTHUX i KOpPHCTyBada y NpOrpami, 10 IPU3BOIATH
JIAIIE 10 3yNMUHKA BUKOHAHHS IporpaMu. HadmpocTimmmii
MeToJ| 30epiraHHs CTaHy, aKTHBHO BHKOPHCTOBYETHCA y
Cy4YacHHUX 3aCTOCYHKaX. /[y TIOBHOIIIHHOTO CaMOBiTHOB-

JICHHSI HeOOX1THO JO/IaTH CepBicC, SIKHi Oy aBTOMaTHYHO
3aIlyCKaTH Tporpamy Ticis BiMOBH Ta TIOBIIOMJIITH Tid
OCTaHHiH OeKar.

2. Bupinenwnii 6exan cepep. CtaH mporpamu BiicH-
JIAEThCSL HA CEpBEp, SIKUIl YMOBHO BBA)KA€ThCS HEBIIMOB-
HUM (TOOTO, 32 IOTIOMOTOIO aJpecy IIbOTO CepBepa 3aBKIN
MO)KHa OTpUMATH CTaH mporpam). st BiJHOBICHHS pO-
00TH CHCTEMH AWCIIeTYepy HEOOXiJHO 0OpaTH HOBHH JIO-
CTYITHUI KOMIT'I0Tep, 3aBaHT)XUTH Oekarl i3 cepBepy Ta
3aITyCTUTH POTPaMy 3 OCTAHHIM 30€peKeHIM CTaHOM.

3. Posnoniinena onHopiBHEBa cucTeMa. YMOBHO He-
BIZIMOBHOTO cepBepy HeMae, i yci IpUCTpoi mif 3arpo3010
BimMoBu. ToMy, B mporieci HaJCHIIAHHS CTaHy IPOTPaMH,
iCHye WMOBIpHICTH HOTO BTpaTH BOJHOYAC 3 MPHUCTPOEM
a00 KaHaITOM 3B’s13Ky. J{J1 BiTHOBIICHHS HEOOXiHO TIyKa-
TH Oekan y (pyHKIIOHYIOUMX MPHUCTPOSX, Ta 3AIyCTUTH
mporpaMy Ha HOBOMY HpHCTpoi. HalickmamHinma apxiTek-
Typa CHCTEMH Uil CAMOBIJHOBJICHHS, aJKe HEOOXiJTHO
SIKHAWIIMPIIIE BIACUIIATH CTaH IPOrpamu, abK MiHIMi3yBa-
TU PUCK IIOBHOI BTPAaTU JAHUX.

4. PosnonineHa qBopiBHeBa cuctema. Ha mepimiomy
(bizraHOMY) PiBHI € CYKYIHICTIO PO3IOAUIEHUX IIPUCTPO-
B aHAJIOTIYHUX TPEThOi TPymnH. Bimpi3HAEThCSA HASBHICTIO
Jpyroro (XMapHOTO) piBHSA, sKHH 3a0e3medye HaiiHe
30epiraHHs CTaHIB MpPOrpaM Ha BiaNICHUX CepBepax.
Hpyruii piBeHp Oepe Ha cebe peaiizallifo rapaHTOBAaHOI
HaJliAHOCTI 30epiranns nanux [14]. BumineHus nsox pis-
HIB CIIPOIIy€e peati3alifo BiTHOBICHHS CTAHIB IPOTpaM-
HHUX KOMIIOHEHTIB CUCTEMH Ta HaJla€ MOKIIMBICTb 3aCTO-
COBYBATH iCHYIOYi XMapHi cepBicH 30epeKEeHHsI JaHUX.

3a nepioAIHICTIO 30epiraHHs CTaHy MO>KHA TTO/ILTH-
TH MEXaHI3MH CaMOBITHOBJICHHSI Ha TPH TPYITH:

1. Heperymapni Oexanm. CtaH mporpamu  30epira-
€TbCS JIMILIE Y OKPEMHX BHUIIAJIKaX, HAMPHUKIAJ, BBEJICHI
BaKJIMBI JlaHl y iHTepdeiici koprucTyBada, MEXaHi3M Ipo-
THO3YBaHHs BiJIMOB MPOCHTHANI3yBaB IIPO MO>KIIMBICTH
BIZIMOBHM (HalpHKIIaJ, ONepaTUBHA MaM sITh Maibke 3aKiH-
YnIIach), KOPUCTYBad HATHCHYB BiIIOBIAHY KHOIIKY Ta iH.
Haitnernmit y peanizanii Bun OekariB y peajizaii, apke
HE NOTpiOHA ONTHMI3allisl MPOLECiB OTPUMaHHS, BiANpaB-
KM Ta 30epiraHHsi JaHuX.

2. Perynsapui 6exarm. Ctan nporpamu 30epiraeTses 3
JIESIKOIO TIePiOIMYHICTIO. 3a3BHYald, mepio]] OepeThest Hal-
MEHIINH, KUK CepeIOBUINE BUKOHAHHS JI03BOJISIE POOOTHL.
[epmv oOMexeHHsM Tepiony OeKalty € mpare3faTHICTh
KOMIT'FOTepa — MOCTIiHE KOIIOBAaHHS BEJMKOTO 00CATy
JAHUX Ha JKOPCTKUH JUCK 3HWKYE MPOAYKTHBHICTH
KoMIT toTepa. HacTynmHuM 0OMeXeHHSIM € MpOITyCKHA 37a-
THICTb MEPEXKi — MepeKkeBe 00JaJHaHHS Ma€ IMPOIYCKHY
3[IaTHICTh, ONIEPATOP 32 Tapr(HOM TAKOK HAa€ OOMEKEHY
NPOIYCKHY 371aTHICTh. OKpiM Toro, € Tpadik, HeoOXiTHUI
IHIIMM cepBicaM Ta A0JaTKaM. ToMy IOCHIATH Y MEPEXY
OeKamy 3aHaATO YacTO TAaKOXK He e(heKTHBHO.

3. Bexarr y peanpHOMy 4aci. KokHa omeparisi, mo
3MIHIOE CTaH TIPOTpaMH, 30epiracTbcsi a0 BiICHIIAETHCSL
TakyuM YMHOM CTaH MpPOTrpamMM y Oekarli 3aBXKIM aKTyallb-
HHH, Ta MOXJIMBO TIOBHE BiJHOBJICHHs O€3 BTpaTH JaHHX.
Aute 1ie 3Ha4HO 30LIbIIYE Yac BUKOHAHHS MIPOTrPaMH, aJKe
KOKCH MPOTPaMHHI KPOK HEOOXimHO 30epirati abo Bifr-
paBnsiTu. ToMmy Taki cucTeMd TOTPeOYIOTh TPUCTPIN 30e-
piraHHs 3 MMM 4acoM 3aIicy abo HamiiHe o€ HaHHS 31
IHITMMH KOMIT FOTepaMi y Mepeski. Takoxk iCHyIOTh MeXa-
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Inghopmauiiini mexnonociv

Hi3MH 30epiraHHs He YCiX JaHHX MPOrpamH, a icTopii 3mi-
HHM OKPEMHX JaHHX (CIMparouuch Ha (haKT, 0 YCi JaHHi
HEMOXKJIMBO BOJHOYAC 3MiHKTH) [15].

Takum 4MHOM, MEXaHI3M CaMOBIJTHOBJIGHHS y 3ara-
JIBHOMY BHIIQJKy MpaIfo€ HACTYITHUM YHHOM: IpOrpama
T Yac BUKOHAHHS 30epirae CBiif CTaH, y BHIIAIKY BiMO-
BU TIPUIMHSE BUKOHAHHS, Jaji Iporpama 3aIlyCKaeThbCs
3aHOBO, 1 HATAE€THCS OCTAHHIN CTaH, MpOrpama IPOIOB-
KY€ CBOE BHUKOHAaHHA. KOHKpETHI anropuTMH Bigpi3HS-
IOTBCSL MiCIleM 30epiraHHsM CTaHIB Ta IEPiOANIHICTIO
Oexkarri.

Yum Oinplie pizHUX MPUCTPOIB 30epirac crtaH Hpo-
rpamH, THM JIOBLIE Ta CKJIaJHIllIe OHOBJIIOBaTH HOTO, aje
TUM MEHILIE PUCK MOBHOI BTPATH JNaHHUX (SIKIO HEMAE BH-
JIJIeHOTO Oekar cepBepy), Ta MOTEHILIHHO MEHIIWHA Yac
BIJIHOBJICHH! (a[Ke MOXHA 3 JACKUILKOX PHCTPOIB 00paTh
HANONMKYMIA, 3 TKOTO IIBU/IIIE 3aBAHTAKUTHCS CTaH).

UuMm MeHme mepion OekamiB, THM MEHIIE TaHUX
BTpAvarOThCs Yy pasi BiIMOBH. Y pa3i 30epiraHHs CTaHy y
pearsHOMY 4aci JaHi He BTPA4arOThCs B3arajii. Y HEBeIH-
KHX CHCTEMaXx i3 HEeBEIUKUM 00’€MOM JaHWX Oekam y pea-
JBHOMY Yacl JIOCHTh HeckiagHo 3podutn. Hanpukman, y
XMapHOMY 3aCTOCYBaHHI pelaryBaHHs TEKCTOBHX JOKY-
MeHTiB Google documents KoXHa MaHIMYJISALIS 3 TEKCOM
ollpa3zy TOTpAIUIIE Y XMapHE CXOBHUIIE, TOMY OyIb-sKi
BiZIMOBH Ha KITIEHTCHKOMY HPHCTPOi HE MOIIKOIATH JIaHi, a
BIZIKpUTH TOW caMUid JJOKyMEHT MOMJIMBO IIBUIKO Ha iH-
IIOMY TIPUCTPOi. AJle Y BHIAJKy 3aBaHTKCHUX CEPBICIB,
TaKi sIK COLaJbHI MEPEeXi, MOTIK HOBHUX JAHUX MOXE OyTH
3aHA/ITO BEJIMKHH /Ul HEraiHOTOo 30epiraHHs y AEKIJIbKOX
CXOBHIIIAX, TOMY PO3pOOHMKAM Ta aJMiHiCTpaTopam HE0O-
XiJHO MiaOupaTH OanaHC MK YacToToro OekariB, abu i
KJIIEHT HE BTPATHB 3aHAATO 0araTto CBOIX IOBIZOMIICHB/
(oTorpadiii/Bineo3anucis, i faTaleHTpU He OyJIM MOCTIMH-
HO CTOBIJICOTKOBO 3aifHATI KOTIiIOBaHHSM iCHYIOUMX Ja-
HUX.

CTpPYKTYpHi eJieMeHTH BUPillIeHHsI MP00JieM
CaMOBiTHOBJIEHHS

Jis peanizanii e()eKTUBHOTO CaMOBIIHOBIICHHS
cUCTeMa MOBHHHA MAaTH BIJMOBIJHI KOMIIOHCHTH Ta
BiacTHBOCTi. HaBenemo eneMeHTH, $IKi 3a3BHYail Mo-
KYTh HE peai3yBaTHCS y TPaAMLIHHUX HPOTrPaMHUX
abo amapaTHHX KOMIUIEKCax, He 3MaTHUX JI0 CaMOBiJ-
HOBJICHHS.

1. Cnocrepirau. Y cucremi HeoOXimHUHA Tmporpa-
MHHH KOMIOHEHT abo MpHCTpii, Skuil Oymae 3aiiMaTHCs
MOHITOPHHTOM  IHIIMX TPOrpaM Ta  MPHUCTPOIB
KOMII'FOTEPHOI CHCTEMH, Ta y pa3i BiIMOBH iHIIIFOBATH
BIJTHOBJICHHS 1 MepeaaBaTu octaHHii Oekan. Croctepi-
ray TMOBHHEH 3aBXKAU OyTH aKTHBHUM, TOX Y OJHOPIB-
HEBHUX CHCTEMax, KOJH ycCi IPUCTPOI OJHAKOBO IiJ 3a-
IpO30I0 BiJIMOBH, IOCTAa€ MUTAHHS, CKUIBKH IPUCTPOIB
MaloTh OyTH cIlocTepirauamu, SK INepeaaBaTHMYThCS
MMOBHOBA)KCHHS CIIOCTepiraya Imiciisi WOTO BiJMOBH, Ta
SIKY apXITEKTypy MaTHMe Taka CUCTEMA.

2. IlporunosyBanns. [Iporno3yBaHHs BiIMOBH JO-
3BOJIITUME TOTYBAaTH aKTyallbHHI OeKall Ta MiHiMi3yBa-
TH BTPaTy JaHHUX. AJie y 3arajbHOMY BHIQ/IKy IIPOTHO-
3yBaTH BiJMOBY HEMOXKIIMBO, TOXX aJTOPUTMH PO3po0-
JISIFOTHCS JUIsl KOHKPETHUX BHIAJKIB (CHHONTHKH TIPO-
THO3YIOTh MapupyT TaiipyHy, pagapHi cucremu Oyny-

IOTh TPAEKTOPII0 BOPOXKOiI paKkeTH, olepaliiiiHa crucremMa
(bikcye aHOMaNIbHE 3POCTAHHS MaM STl MPOLIECY, TOLIO).

3. JliarHocTKa 0pPUYUH BiAMOBH. 3’siCyBaHHS
(dakTopiB, mo mpu3Benan M0 BiamoBu. Crpolrye more-
PEeIKeHHS aHAJIOTIYHHX BiIMOB. Y MPOTPaMHUX CHCTE-
Max 4acTo HEIOOIiHeHa IpobieMa, ajke MIicis BiIMO-
BU NporpaMu y OiipmIocTi BUMaakiB Qair i3 moapoou-
ISIMHM MICTUTH XaOTH4HY iH(opMamilo, ska He JOIOMO-
e PO3pOOHMKY 3HAHTH NIPUYHMHY BiJIMOBH.

4. CaMoBiTHOBJIeHHS y peajbHOMY 4aci. [HKoumH,
HAlpHKJIAJ, Y CUCTEMax BiJI€OCIOCTEPEKEHHs, BiTHOB-
JICHHSI TIOBUHHO BifOyBaTHCS SIKOMOTa MIBUALIE, TOMY
ONTHUMI3yBaTH HEOOXITHO i 3aBaHTaKEHHs OeKalry, i gac
cTapTy mporpamu, abo B3araii, mporpaMa B)Ke MOBHHHA
OyTH 3aITyIIieHa 3a3/aleriip 10 BiIMOBH.

5. KoperyBanns. Ilicns BigMOBH TOpEedHO BHUIIpa-
BUTH TOMIJIKH, IIO NPHU3BENX A0 BiIMOBH, Ta MiATOTY-
BaTH CHCTEMY JO HACTYMHOi abo 3amoOirTd aHajoriy-
HUM BizMoBaM. TpanuuiiiHi nporpamMu He MOXYTh cami
ceOe BUIpaBUTH Ta Mepe3iOparH, NpoTe ICHYIOTh Ha-
OPSIMKA peatizaliii X MOXIuBocTei [16].

6. BusiByieHHsI MOpyHmIeHHsI. Y JISSIKMX BHIAJKaXx,
HalpHKIaJ, BTpyYaHHS 3J0YMHIA y poOOTY IpOorpamy,
3aCTOCYBaHHS MPOAOBXKYE poboTy Oe3 Bimmosu. [1loou
BUSIBUTH BTPYYaHHS HEAOCTATHBO YEKaTH BHKIIOYCHD
YH CUTHAIB ONCPAIiifHOI CHCTEMH, a TIOTPIOHO aKTHBHO
MepeBIpATH JaHi JOJATKy Ta Hii KOpUCTyBadiB. SIKIIoO
3JI0YMHENb NPAIoe aKypaTHO Ta 3 MiHIMaJbHUM BTpPY-
YaHHSIM, MIOMITUTH BTPYYaHHS CKJIQJIHO, III0 MOXE IOT-
peOyBaTH HETPHUBIATBHUX AITOPUTMIB BUSBICHHS TaKHUX
moJIi¥i (HampHuKiIaz, 3aco6aMy MALTTHHOTO HAaBYAaHHS).

Ha ocHOBiI HaBeIeHHMX CTPYKTYpHHX €JIEMEHTIB,
AKi TPONOHYIOTECS PEaTi30ByBaTH y KOMII IOTEPHHUX
CHCTEeMaX, MOXIIMBE CTBOPCHHA IIa0JIOHIB IMpOTpamy-
BanHs [17, 18], 3a sxumu OyayTh peani3oByBaTUCs Hpo-
rpaMHi 00’€KTH MiATPUMKH IPOIECIB CaAMOBITHOBIICH-
HL.

BucnoBku

CaMOBITHOBJICHHSI € KOPHCHOIO BJIACTHUBICTIO, He-
00ximHOIO0 U1 MOOYIOBH HANiHHUX Ta MPOCTHX Y CY-
MIPOBOJIi TPOTPAMHUX Ta amapaTHUX CUCTeM. Po3poOHH-
KU 3apa3 3aCTOCOBYIOTH AITOPUTMH CaMOBIJIHOBJICHHS
JUTS BUPILICHHS NESKUX MpoOieM Ijisi 30UTBIICHHS Ha-
JIITHOCTI KOMIT'IOTEPHUX CHCTEM. AKTYaJIbHUM Hampsi-
MOM HayKOBOI Mpalli € popMaii3oBaHHI OIHC MPOLECIB
Bi]MOBHU Ta BHIIPABJICHHS HACIIJKIB BiTMOBU OKPEMHUX
KOMITOHEHTIB CHCTEMH, po3po0Ka y3arajlbHeHOi MOJeIi
Ta METOZIB CaMOBITHOBJICHHS, SKi MOJKHA 3aCTOCYBAaTH
Uil OINBIIOCTI MPOTPaAMHUX Ta amapaTHUX pPO3POOOK.
[lepciekTHBHUM HampsIMOM MPAKTHYHOI IiSTBHOCTI €
CTBOPCHHS apXiTEKTYpH Ta ii IMIUIEMEHTAIlsl Y cepBici
CaMOBITHOBJICHHSI 200 KOMIIOHEHTI, II0 BHPIIIyBaTUME
3a/1a4y CaMOBITHOBJICHHS.

B po6oTi orsiHyTa TeMaTH4HA JIiTepaTypa IMpe.-
METHOi 00JacTi CaMOBIJHOBJICHHS B KOMI IOTEPHHX
cucremax. KiacugikoBaHi THUIOBI BIIMOBH Y KOMII IO-
TEPHUX CHCTeMaX, KJIacU]iKoBaHi Jesiki METOIH caMo-
BiJTHOBJICHHsI, ONMCAaHI BUAM BIiJHOBIICHHS i3 3aCTOCY-
BaHHAM OekKarliB, c(hopMyITbOBaHI MEPCHICKTHBHI 3a/1adi
YIpaBIIiHHSA KOMIT IOTEPHUMH CHCTEMaMH i3 CaMOBiTHO-
BICHHAM. He3Bakarouw Ha iCHYIOWI NMPUKIAIHN peaji3a-
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il IPUHLMIIIB CAMOBITHOBJIEHHS Y KOMIT FOTEPHUX CHC-  3aCTOCOBYBATHCh y pPO3poOIi OiIbLIOCTI MporpaM Ta
TEMax, CAMOBIJJHOBJICHHSI y BUIJISIJII OKPEMHX CEpBICIB  NPHUCTPOiB, iIHYOPMAIIHHUX CHCTEM 3 METOIO CIIPOIECH-
YY KOMIIOHEHTIB € HOBUM HANpPsIMKOM JOCIHI/KeHb. Pe-  Hs NMpOeKTyBaHHS, HaJaro[KeHHS Ta eKCIUIyaTauil cy-
3yJITaTH MOXYTb HaOyTH YMMAajoro MOUIMPEHHS Ta  YacHUX KOMII IOTEPHUX CHCTEM.
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Self-healing computer systems
Maksym Volk, Oleksii Lunichkin

Abstract. One of the properties of modern computer systems is providing robust uninterrupted worktime, which can be
implemented in different ways, including system internal solutions. Article subject is computer system self-healing problem
overview. The goal of this article is creating classification baseline for potential faults, backup processes and self-healing chal-
lenges in computer systems. Results. Subject sources were analyzed. Proposed fault classification, described different ways of
restoring systems using backups, defined potential challenges in controlling self-healing computer systems. Despite the existing
examples of the implementation of the principles of self-healing in computer systems, self-healing in the form of individual ser-
vices or components is a new area of research. The results can be widely disseminated and used in the development of most pro-
grams and devices, information systems to simplify the design, commissioning and operation of modern computer systems.

Keywords: computer system, self-healing, fault, backup.
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AOCTIKEHHA METOIIB BUSIBJIEHHSA AHOMAJITA
HA ETAIII IOIIEPEJHBOI OBPOBKHU JAHUX

AHoTtanis. IIpeamMeromM H0CIiKEHHS € METOAU Ta 3acO0M BHSBICHHS aHOMaNii B 1aHuX. MeToI0 CTATTi € IiABUIICHHS
SIKOCTI Kiacuikanii TaHNX 3a paxyHOK BHSBICHHS aHOMaJIiil Ha eTari X nonepeaHbol 00pobku. 3aBIaHHs: TOCTIANTH Me-
TOJIM BUSBJICHHS aHOMAJIiif Ha eTaIi monepenHpol 00POOKH TaHUX, BU3HAYUTH MOPIr NPHUIHATTS pimeHs anomaly_score st
KO’KHOTO i3 METO/IiB Ta OLHUTH sAKiCTh Kiacu(ikaliii 10 Ta mcis preprocessing. BUKOpHCTOBYBAHUMH METOAAMH €: METOIN
IITYYHOTO IHTEJICKTY, MAILIMHHOTO HaBYaHHs, aHcaMOiieBi Metoi. OTpHMAHO Taki pe3yJIbTaTH: JOCIIPKEHO METO/IH BHSIB-
JIeHHS1 aHOMaJIiii: MeTo[ cTangaptHoro BiaxuineHHs (Standard Deviation Method), meton nokansHoro piHs Bukuzis (Local
Outlier Factor), metox I3omrorodoro Jicy (Isolation Forest). OtpumaHo 3a1eXHICTh KIJIBKOCTI aHOMAJI| BiJl TOPOTY MpPHid-
HSTTS PillleHb I KOXKHOTO 13 MeToziB. OWiHKY SIKOCTI IOIepenHbol 00pOOKH JaHNX BUKOHAHO 3 BUKOPUCTAHHIM KJIacHdi-
karopie Ha ocHoBi metoniB KNN Ta Gerrinry (Bagging). Hocmimkeni MeToau peari3oBaHi MPOrpaMHO 3 BUKOPHCTAHHIM
xmaproro cepsicy GOOGLE COLAB na ocuosi Jupyter Notebook. BucHoBku. HaykoBa HOBH3HA OTPHMAaHKX PE3yJIbTaTiB
MOJISATa€ y AOCTI/DKeHHI METOIB BHSBICHHS aHOMaJiil Ha erami monepeAHboi 0OpoOKH TaHHX, BUOOPY MeETa-ajJrOpUTMy
preprocessing Ta BU3HaYeHHS ONTHUMAIBHHX ITApaMeTPiB HOTO HANAIITyBaHHSI.

KnwuoBi cioBa: nomepenns o6poOka JaHuX, MalllHHHE HaBYaHHS, preprocessing, Standard Deviation Method, Local

Outlier Factor , Random Forest. KNN, Bagging.

Beryn

Ionepennst o6poOka manux (preprocessing) — ue
Ha0ip npouenyp SKi HanpaBJeHi Ha MiABUIIEHHS SKOCTI
CaMuX JaHHX Ta SKOCTI IHTENEKTYalbHOTO aHali3y ma-
HUX. BOHa € 0CHOBOIO JIOCTOBIPHOTO aHaNi3y AaHUX, SIKi,
3a3BHYail, MaloTh HU3bKY SIKICTh, BU3HAYAETHCS SIK He-
TpHBiaJbHE 3aBIAHHS B aHAJI31 JaHUX 1 MOXKE CTAHOBHUTH
1o 80% 3arampHOTO 00CATY 3YCHIb 3 iX IHTEIEKTYyallb-
Horo anaimizy [1]. SIkmo o6pobka maHux He Oyle BHKO-
HaHa, TO MOJAJIBIIKI aHali3 B OLIBIIOCTI BHUIAIKIB HE-
MOXUIUBHUH 3-3a TOTO, IO aHAJITHYHI aJTOPUTMHU TIPOCTO
HE MOXYTbh NPALIOBAaTH 1 pe3yNlbTaTH ix poboTu OyayTh
HEKOPEKTHUMH. [HIIMMH CIIOBaMHM, peaizy€eThcs MPHH-
un GIGO - garbage in, garbage out ( cmittst Ha Bxoi,
CMITTS Ha BUXOI).

B uinomy, nonepennst 06pobKka JaHUX CKIAAAETHCS
3 I'SITH OCHOBHUX 3aBJaHb: OUUILIEHHS, CKODOUCHHSI, Ma-
cuitabyBaHHs, IEPETBOPECHHSI Ta CEKIIOHYBAHHS JaHHX.
OnHUM i3 BaXKIMBUX 3aBJaHb OYMIICHHS TaHUX € BUSB-
JICHHST aHOMaJTiHi.

00’ exTOM 10C/TIAAKEHHS € IPOLEC BUSBICHHS aHO-
MaJii B JaHUX.

Ipeamerom AOCTIIKEHHSI € METOIU BUSIBICHHS
aHOMaJIiii B BUXIOHAX JaHUX .

IMocTaHoBKa NPO0JIeMH Ta OIJIsII HAYKOBUX MYy0-
Jikaniii. BusBneHHs aHoMaii (BUKUIIB) — 1€ MPOLEC
PO3Mi3HAHHS TMiJ Yac IHTEJIEKTyaJbHOTO aHaJTi3y JaHHX
PIAKICHUX TaHUX, MO a00 CIOCTEPEkKEHb, IKi BUKIIH-
KalOTh MiJI03pH, 3BAXKAIOUM HA ICTOTHI BIJMIHHOCTI Bif
Oip1I0l YacTHHU fAanux [1]. Bussiends anoManii mic-
TUTH JIBA HANpPSAMKH: JeTeKTyBaHHsA Bukumis (Outlier
Detection) i merexryBanusi «HoBH3HI»  (Novelty
Detection). HoBu3sHa, sk IpaBHIIO, 3'ABISETHCSA B PE3YIIb-
Tari MPUHITUITOBO HOBOT MOBEiHKH 00'eKkTa (Sample) a6o
ex3eMIUIsIpy (eXxample), HanpukIia, micis IPOHUKHEHHSI
BipyciB B KOMII'IOTepHy cuctemy. llomyk aHomaiiii
MOXke OyTH SIK KIHIIEBOIO METOIO aHalli3y Ta 1moOyIoBH
MofeNed, Tak i NPOMDKHUM eTarnoM miaroroBku. Ha
erani nomnepenHboi 0OpOOKHM JaHMX BUPIHIYETHCA

3aBlaHHsA JETeKTYBaHHs BHKHIIB Ta mywmi. lym
(noise) — e BUKHUIT «B CITA0KOMY CEHCI», SIKMH pO3MHBA€E
KOpIIOHHM KJIacy (KJIacTepa) Ta 3aBaXkae YiTKO PO3TIIEeIITH
KapTHHY.

VY KJIACUYHIN TOCTaHOBII 3a7a4a JICTEKTYBaHH:I
aHomauii chopmysroeTbes Tak. Hexait naHi MaroTh 03Ha-
KOBE IMOJIAHHS, TOOTO KOXEH 00'€KT X 3aJlaHUil y BUIJISI
neskoro BekTopy 3 RY. Heobximno y 3amaniii MHOKUHI X
IIIsL KOKHOTO eeMenTa Buaaru 0, Ko 1eil 00'eKT Bij-
HOCHTBCS JI0 KJIACy HOPMaJbHUX JaHUX, 1 1 Ko et
00'exT € aHoMaipbHAM. Take 3aBIaHHS BIJHOCHTHCS 10
KJIacy 3aBaHb HaBYAHHS O3 BUUTEIS, OCKUJIbKH MPABHU-
JIBHHUX BIAIOBINEH Ha YaCTHHM BXIIHUX JAHUX HE HaJa-
eTbes. Merou HaBuaHHs Oe3 Bumurelts [2, 3] mupoko 3a-
CTOCOBYIOTBCSI [UIsi BUSIBIICHHSI aHOMAJii y BHIaKax,
KOJTM aHOMaJTii piJkicHI a00 aHOMabHAa BHOIpKa Hepe-
MPe3CHTaTHBHA, TOOTO HE MOKPUBAE BCIX MOXKJIMBUX BU-
MaJIKiB aHOMAJILHOI MOBEIIHKY. BOHA MOKa3ylOTh rapHy
SIKICTh Y BUITaJKaX, KOJIHU KJIACH HE NEPETHHAIOTHCS a00
NepeTHH HE3HAYHUI.

B ananoriuHoMy 3aBIaHHI HABUAHHS 3 YUUTEIEM Ha
nesikiii gactuui Xtrain maxi € posmiueHUMH, TOOTO ISt
KOKHOTO 00'ekTa X € Xtrain Bizomi mitku Y(X) € {0, 1} —
91 € 00'€KT aHOMAITI€r0. 3aBIaHHsI BU3HAYEHHS MITOK IS
HOBHX nMaHmWX Xtest, popManbHO, € 3aBOaHHAM OiHapHOI
kiacuikarii, oTke, MOKe BUPIITyBaTHCS 32 TOTIOMOTOIO
Oy/ib-sIKUX aJTOPUTMIB MAITMHHOTO HABYAHHS 3 YYHTE-
nem. Takuil mixij € IKICHUM 32 yMOBH BiJTHOCHO 4aCTHX
aHomauiii [4-6], 6inapHa knacudikaiiis HecTiiika 10 Ma-
JIMX Y HEPeTpe3eHTaTHBHUM BUOIpKax aHOMaJIii.

OnHak, MOXKJIMBUH 1 «IPOMDKHHI BapiaHT», a came
pO3Mi3HaBaHHS YacTKOBO 3 YUYUTEIEM KOJU BCi MITKH
y(x), X € Xtrain gopiBHio0TH 0, TOOTO 3a7aHI TIPUKIATH
JIMIIe HOPMAIBHUX («IEPEBIPEHUX», «XOPOLIMX») Ja-
Hux. HaBYMBIIKCH HA OJHOMY KJIaci, CHCTEMa MOXE BH-
3HAYATH MPHUHAIEKHICTh HOBHUX JaHHUX 10 HHOTO, TAKUM
YHHOM, BU3HAYa04uu NpoTuiexuuii kiac [7]. [pakruano
BCl aNrOPUTMHU JCTEKTYBAaHHS aHOMAJiil 3BOJSTHCS IO
noOynoBu aeskol GpyHkuii anomaly_score (), sika € Bix-
XWJICHHS BiJI HOPMHM, OLIHKOIO CTYyIEHs IMOBIPHOCTI
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TOTO, 1110 EK3eMILISIP € aHoMasIbHUM. [licist boro momin
Ha KJIaC aHOMallill 1 KJac HOpMalbHUX JaHUX IPOBO-
UTBCS OIHAPU3AIIEI0 3a ICAKAM MOPOroM, BUOIp SKOTO
€ 0COOJIMBMM €TaroM BUpIlIEHHS 3aJa4i. Y BiJICYTHOCTI
MITOK ab0 anpiopHoi iH(popMarllii, €AMHOI0 HASBHOIO iH-
¢dopmamiero € ONHOBHMIPHHH pO3IONIT 3HA4YCHb
anomaly_Score Ha HasBHHX JQHHX, YOTO s OOIPyHTO-
BaHOTO BHOOpY HemocTatHRO. Haifuacrimie, Bimoma npu-
OJMM3Ha YacTKa aHOMAJIIH B JaHNX; B TAKHX BHIIAJKaX I10-
pir BUOMpPAETHCS BiAMIOBIHO KBAaHTHITIO.

[HIIMM Ba)kJIMBUM 3aBIAHHSIM KOHTPOJIIO SIKOCTI J1a-
HUX € aHaJIi3 aHOMaJliil, TOOTO BU3HAUCHHS JKEPEI aHO-
Mmauiii [8]. 3a crmocoboM peanizaliii BUIUIAIOT HACTYITHI
TEXHOJIOTI1 BUSBJICHHS aHOMAaJIiii: Kiacuikalris, Kiacre-
pH3aIlisi, CTATUCTUYHUIA aHaJi3, CIIEKTPaJbHI METOMIH, Ti-
OpunHi MeTonu. BullleHaBeieHI TEXHOJIOT1l BUKOPUCTO-
BYIOTh aJrOPUTMH HA OHOBI WMOBIPHICHOTO, JIIHIHHOTO
Ta METPUYHOTO TTiIXOIIB.

Jlo mommpeHnx METOIiB PO3ITi3HABaHHS MOYKHA Bi-
JTHECTH HACTYIHI: METOJ ONOPHHX BeKTopiB (Support
Vector Machine, SVM) [9], izomsuiitamii ic (Isolation
Forest, IF)[8], meron k Haitbmimkunx cyciniB (k-Nearest
Neighbors Detector, KNN) [10]; mertox K-cepemmix
(Average KNN, AKNN), xmacrepumii meron (Cluster-
based Local Outlier Factor, CLOF) [11, 12], DBSCAN
[13, 14] Ta in. EQeKTUBHICTh Pi3HUX METOIB 3aJI€XKHUThH
BiJl JaHWX Ta MapaMeTpiB i Mae c1abKi CHCTEMATUYHI T1e-
peBaru oIyH Tepe] iHIMIMMU, SKIIO0 IMOPiBHIOBATH 3a 0a-
raTbMa Habopamu JaHuXx Ta mapamerpis [15,16].0xpim
IILOI'0 METOM BUSIBJICHHS aHOMAJIH 4y TJIHBI 10 mapaMe-
TpiB HAJIAIITYBaHHS MOJIETIEH.

JlocigzkeHHsI MeTOAiB BUSIBJICHHS AaHOMAJTii

Jocnimkennss Oyli0 BUKOHAHO 3 BHKOPUCTAHHSIM
xmapHoro cepsicy GOOGLE COLAB na ocnosi Jupyter
Notebook.

VY AKOCTI BUX1THUX JAHUX BUKOPUCTAHO IPOTPaMHO
3reHepoBaHi ¢aiim ¢opmary *.csv. B pamkax mocii-
JDKCHHSI BUKOPUCTAHO PO3MideHi JaHi, SKi BU3HAYAIOTh
MIPUHAJIEKHICTB JI0 OTHOTO i3 IBOX KIIACIB.

Po3MiTKa TaHUX BUKOPUCTOBYETHCS JIMIIE IS OLli-
HKH sIKOCTi kimacugikanii. [Togansmi nocmimpkenns 6asy-
I0ThCsl Ha BUKOPUCTaHHI METOAIB ieHTH(iKalii aHoMa-
it 6e3 BUUTEIISL.

Po3misiHyTO Taki METOIU: METOJ] CTAHIAPTHOT'O BiJl-
xmiaenns (Standard Deviation Method), metox mokais-
noro piBus BukugiB (Local Outlier Factor), merox I30-
srorodoro Jticy (Isolation Forest).

JloCiIKEHO 3aJIeXKHICTh A0COMFOTHOT KIJIBKOCTI aHO-
Maliil BiJ MOPOTY MPUHHATTA PIlIeHb AT KOXKHOTO i3 Me-
ToniB. [IpUHAHSTTS pilLICHHS 1100 BiJIHECEHHS 00’ €KTY 10
aHoMaiit BimOyBasocs 3a JBoMa anroputMamu: Entire ta
Each. BianosigHo mo amroputmy Entire, anomansHicTh
00’€KTy OIIHIOBANACH JUIsl 000X KJIACIB OJHOYACHO. Bin-
MOBIIHO 710 anroputMmy Each, aHomanbHiCTh 00’ €KTy OIi-
HIOBAJIACh OKPEMO 110 KOXKHOMY 13 KJIaciB.

O1iHKy SIKOCTI TIOTIepeIHBOi 0OPOOKH JaHWUX BHKO-
HAHO 3 BUKOPUCTAaHHM KIaCHU(]iKaTOpiB Ha OCHOBI METOLY
KNN Ta 6erriary (Bagging) 3i craHIapTHIM HaJAIITYBaH-
HSM Ha PO3MIYCHHX MaHWX. [IpH IIbOMy TOYHICTH KIIacH-
¢ikamii 7o monepeaH0i 00POOKH € HACTYITHOIO: IS Me-
tomy KNN —82,3%, nis Gerrinry (Bagging) — 83,3.

OCHOBOIO METO/ly CTaHIapTHOTO BIAXHUJICHHS € PO-
3paxyHOK CEepeaHiX 3Ha4eHb PsLy

- 1N
x=ﬁin,

1e N— KibKiCTh €1eMEHTIB, Xj — i-i eJIEMEHT eK3eMILIAPY.
[Mopir BU3HAYCHHS aHOMAJiH, 3a3BUYali, BU3HAYA-
€TBCS K

anomaly _score = X; + 20.

Pe3ynbratd JOCITIIKEHHS METOAY CTaHIAPTHOTO
Bigxunenns (Standard Deviation Method) mis Busis-
JIEHHS aHOMAJIiM B BUX1JHUX JMaHWX HaBeaeHO B TaOi. 1.

Ta6ﬂul;}l 1- Pe3y.m>TaTn BHUSIBJICHHSI AaHOMAJIiii B JAHUX METOI0M CTaHAApPTHOIO BiAXujeHHs1

Crannap- KinbkicTs KinbkicTs TounicTs K1acugikamii, mcis Tounicts kacuikamii, micims
THE BiJ- aHOMAJIiH, al- | aHoMalii, ai- preprocessing, meroa KNN preprocessing, meton Bagging
xunenns | ropurw Entire | roputv Each | auropurm Entire | anropurm Each | anropurm Entire | amropurm Each

3,5 1 1 93,33 93,33 90,3 91,21

3,25 1 4 93,33 93,33 90,3 91,82

3 2 5 93,33 93,33 89,7 90,61

2,75 4 9 93,33 93,33 92,12 90

2,5 10 16 93,33 93,33 89,7 90,61

2,25 18 29 93,33 93,64 90,61 92,12

2 36 51 93,33 93,64 90 91,82

1,75 72 91 93,64 93,33 91,21 93,33

15 153 152 93,03 92,42 91,82 91,82

1,25 263 253 92,42 93,33 90,3 92,12

1 390 371 93,64 93,03 82,42 92,12

0,75 515 483 93,03 93,03 53,64 92,12

0,5 601 584 92,12 93,03 80,91 92,12
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BignoBigHO 10 pe3ynbTatiB, MOPIT aHOMAIH MOXKE
OyTH Bu3HaueHo HacTynHUM ynHOM: [Iyst Mmetomy KNN sk

anomaly _score = X; +2,25¢0 .

st Mmetony Gerrinry ta anroputmy Entire, sk

anomaly _score =X; £2,75¢0 .

It MmeToay Gerrinry ta anroputMmy Each, sx

anomaly _score = x; 1,750 .

IMomepenust 00poOka AaHUX 3 METOK BHIIyYCHHS
aHOMAJIi B JaHUX METOIOM CTaHIAPTHOTO BIAXWIICHHS
HaJ/iajla MOXJIUBICTh IMiJBUIIUTH TOYHICThH KJIACU(piKaIii
s metory KNN — o 11,3%, mis 6erriary — go 10%.

[Tpu upomy, ineHTndikauis anomaniii oboma anro-
pUTMaMH CyTTEBO HE BIUIMHYJIA Ha SKICTh iMeHTH]IKAII]
s meroxy KNN, Ta Hagana MOXINBICTG i ABHIIIATH TO-
gHicTh Kimacupikamii 1o 1,2% ans metomy Oerrinry Ta
anroputmy Each.

Auroput™m Local Outlier Factor (LOF) — e meton
HEKOHTPOJIbOBAHOTO BUsABJICHHs aHomaiiid. LOF Buko-
PHUCTOBYE i11€10 TIOPiBHAHHS JIOKAJIBHOI IIITHFHOCTI TOYKH
i3 CepeHbOI0 JIOKATBHOI MIUIBHICTIO ii K-HalOMMmKInX
cycimi. Bin BBaxkae, 1o aHoMaltii — 1i¢ 00'€KTH, SKi 3Ha-
XOJISITECS B OOJIACTSIX 3 HU3BKOKO MIUIBHICTIO a00 HU3b-
KOO JIOKAJTbHOK IIIBbHICTIO, yiM iX cyciau [11]. Anro-
PHUTM € SIKICHUM Yy CUTYallisiX, KOJIM HIIJIBHICTD JaHUX He
OJTHAKOBa y BChOMY Ha0opi JaHUX 1 TOKa3ye XOpOIi pe-
3yJIbTATH MPH BUSBJICHHI JIOKAJIbHUX BUKUJIIB, OJJHAK MA€E
BHCOKY OOUYHMCITIOBANIbHY CKJIAHICTh.

BinnmoBigHO 10 pe3ynbTaTiB, MOPIT aHOMATIH MOXKE
OyTH BU3HAYECHO HACTYITHUM YHHOM.:

Jist metomy KNN sk

anomaly _score = X; £2,25¢0 .

It MeTomy Gerrinry Ta anroput™my Entire, six
anomaly _score =X; £2,75¢0 .

st metoay Oerrinry ta anroput™my Each, sk

anomaly _score = x; 1,750 .

IMomepenust 00poOka AaHUX 3 METOK BHITyYCHHS
aHOMAJIi B JaHUX METOIOM CTaHIAPTHOTO BIAXWIICHHS
HaJiajla MOXJIUBICTh IMiJBUIIUTH TOYHICTh KJIACU(piKaIlii
s metory KNN — o 11,3%, mis 6erriary — go 10%.

[Tpn upomy, ineHTHdikauis anomaniii oboma anro-
pUTMaMU CyTTEBO HE BIUIMHYINA Ha SIKICTh ineHTH(IKAII]
s meroxy KNN, Ta Hagana MOXINBICTG i ABHIIIATH TO-
gHicTh KiIacupikamii 1o 1,2% ams metomy Oerrinry Ta
anroputmy Each.

Auroput™m Local Outlier Factor (LOF) — e meton
HEKOHTPOJILOBAHOTO BUsABJICHHs aHomaiii. LOF Buko-
PHUCTOBYE 1]1CI0 TIOPiBHSHHS JIOKAIBHOT IIIJIBHOCTI TOYKH
i3 CepeHbOI0 JIOKAIBHOIO MIUIBHICTIO i1 K-HalOMMmKInX
cycimi. Bin BBaxkae, 1o aHoMaltii — 1¢ 00'€KTH, SKi 3Ha-
XOJSIThCSA B OOJIACTSIX 3 HU3BKOKO MIUIBHICTIO a00 HU3b-
KOO JIOKAJTbHOK IIIIbHICTIO, yiM iX cyciau [11]. Anro-
PHUTM € SKICHUM Yy CUTYallisiX, KOJIM HIIJIBHICTD JaHUX He
OJTHAKOBa y BChOMY Ha0opi JaHUX 1 TOKa3ye XOpOIi pe-
3yJIbTATH MPH BUSBJICHHI JIOKAJIbHUX BUKHUJIIB, OJJHAK MA€E
BHCOKY OOUYHMCITIOBANIbHY CKJIAHICTh.

LOF 3acHOBaHHI Ha METOAI HANOIKIMX CYCiTiB
(kNN) i onucanuii y po6oTi [12]. JIOCSIKHICT TOUKH X
0710 TOYKH Y BU3HAYAETHCS TaK

Ry (X, y) = max(p(x.y), Dy (¥)) , 1)

ne DK (y) — Bizcrans Bix Touku Y 10 K HalOIMKIOTO Cy-
cima.
Toai ominky LOF Bu3Ha4Ya€eTHCS SIK
ARy (X)

LOR(x,¥Y)=mean—— -
yeNi (0 AR (Y)

ne ARk(x) — cepeltHst JOCSIKHICTE TOYKH JAHHUX X 010 K
CBOTX HAMOMMKINX cycini, ARk(y) —MHOkvHa K Ha#t6mm-
XKUIUX cyciniB Touku gaHux X. Skmo LOF mpuitmae 3Ha-
YeHHsI, OJU3bKi 10 1, Toji 00'eKT X Oylie BBAXKATHUCS HOP-
MasbHUM, ofHaK skmo LOF >> 1, y takomy pasi goci-
JUKyBaHUI 00'€ekT BH3HaeThesi anomariero. LOF Bu3Ha-
YUTH AaHOMAJIIO 3 YPaxyBaHHSAM IIITFHOCTI TaHOT 001acTi.
Pesynbratu JOCIIKEHHS BUSBICHHS aHOMAJid B
Buxiguux ganux merogoMm LOF naseneno B tabi. 2.

Tabnuys 2 — Pe3yabTaTn BUABJIEHHN aHOMAJIiii B nanux meroaom Local Outlier Factor

Kinbkicts knacu- | Kinekicts aHo- | Kinbkicts ano- | Tounicts kinacudikauii, micist npe- | Tounicts kinacudikanii, micist npe-
¢ikaropis MaJtiii, anro- MaJii, anro- noreccinry, merox KNN noreccinry,, merox Bagging
(knactepis) purmv Entire prmM Each anroput™ Entire | anropurm Each | anropurm Entire | anropurm Each
148 153 93,03 92,73 89,7 91,21
17 31 93,64 93,64 89,7 91,52
10 11 27 93,33 93,64 89,39 90,91
15 12 29 93,33 93,64 90,91 90,3
20 15 29 93,33 93,33 91,21 90,61
25 18 29 93,33 93,33 91,21 91,82
30 18 29 93,33 93,33 91,21 91,82
35 20 30 93,33 93,33 90,61 91,21
40 20 29 93,33 93,33 90,61 90
45 20 30 93,33 93,64 90,61 91,82
50 19 30 93,33 93,64 91,52 89,39
100 17 24 93,33 93,64 90,3 92,42
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OtpuMaHi pe3ybTaTu JO3BOJIMIH IiJi0paTH ONTH-
MaJIbHy KUIBKICTB CYCi/IiB Ha erari nonepenHboi oopo-
OKM JaHUX

Tak gy metony KNN onTuMansHuM € 11°STh Cyci-
IIB UTst 000X anropuTMiB. it MeTory OCITiHTY Ta airo-
putmy Entire onrumansanm € 35 cycinis, anmroputMmy
Each - 10 cycinis.

Bwrydenns aHomadiif Ha eTari morepeaHsoi 00po-
oxu maumx MeronmoM LOF Hamamo MOXKIMBICTE ITiBH-
omTtH TouHicTh Kimacudpikamii mt meromy KNN — mo
11,3%, nms Gerrinry — no 7,6%. Ilpu oMy, ineHTndixa-
List aHOMaTiii 00OMa aJITOpUTMaMH CYTTEBO HE BIUIMHYJIA
Ha sikicTb inenTudikanii st meroxy KNN, ta Gerrinry.

Meron i3omsuiiinoro micy (Isolation Forest) [9, 17]
€ TEeXHIKOI0 MAIIMHHOTO HAaBYaHHs 0e3 BUUTEIN, 3aCHO-
BaHoi Ha npuHIMI MonTe-Kapo.

MeTton moenHye AepeBa MPUHAHATTA pimieHs [14],
BHUKOPHCTOBYIOYM EBPUCTHKH, IOB'S3aHI 3 HaBYaHHAM
JepeB NPUHHATTS PillleHb.

Pobota anroputMmy moisrae y moOyaoBi BHIAAKO-
BOTO OIHApHOTO JiepeBa, B IKOMY KOPiHb — BECh IPOCTIp
03HaK, a By30J1 IpEeCTaBJICHHI BUIAIKOBOIO 03HAKOIO Ta
MIOPOTOM PO3OUTTSL.

[Topir po30UTTSI BUOUPAETHCS 3 PIBHOMIPHOTO PO3-
MOJITY Ha BiIPi3KY BijJ MiHIMAJILHOTO 70 MaKCHMaJlb

HOTO 3HaueHHs oOpaHoi o3Haku. [Ipu TOoTOXHOMY 30iry
00'eKTIiB y By3J1i poO0Ta aJropuTMy 3aBepILy€ETHCS.
I'mubuna nucts B gepeBi Oyzae BiANOBIiTaTH 3HA-
YeHHIO ajropuTMy anomaly_score.
Ouinka anomarii 06’ €kTy X BU3HauaeThes sk [9]:

_E(h(x))
anomaly _score(x,n)=2 M

nie ¢(N) BU3HAYAETHCS TAKAM YHHOM:
c(n)=2H(-D)-(2(n-1)/n),
H(i) Bu3HauyaeThCs sIK:
H@)=In(i))+y.

h(x) — mOBXMHA NUIAXY OO CIOCTEPEXKEHHS X, c(n) —
cepelHsl JIOBXHMHA NUISXY Oe3yCHIIIHOTO MOUIYKY Y
JIBIHKOBOMY JZiepeBi OUIYKY, & N — KUIBKICTh TOYOK J1a-
HUX.

Skmo s HaOyBae 3HaYCHHS, OJU3BKI 10 1, TOm1 00'-
€KT X 3 BEJIIMKOIO MMOBIpHICTIO Oy/ie aHOMAJII€I0, OJJHAK
SKIIO S mpuiiMae 3HaYeHHs MeHte 0.5, To 1ocmimpKyBa-
HHUH 00'eKT BH3HAETHCS HOpManbHUM. Isolation Forest
YyTIUBHH JHIIE 10 TJ00ajlbHUX BUKUIIB Ta ciabKo
CIPaBIISIETHCSI 3 JIOKAIbHUMH BUKUJIAMH.

PesynbraTu nociipkeHHsT HaBeAeHO B TadI. 3.

Tabnuys 3 — Pe3yabTaTn BUABJIEHHN aHOMAJIii B 1anux metoaom Isolation Forest

o ] o o TounicTs K1acudikamii, mcis TounicTs K1acugikamii, mcis
Kinbkicts xmacudi- | Kinbkicts ano- Kinbkicts npenoueccinry, metog KNN nperoreccinry,, meros Bagging
KaTopiB (aepes pi- Majiii, anro- | aHomaiii, ai-
IICHB) aHCAMOJTIO put™ Entire ropurm Each AJroput™ AITOPUTM AJropuT™ AITOPUTM
Entire Each Entire Each
1 313 173 93,33 92,42 88,79 90,61
5 256 139 93,64 92,12 88,79 93,03
10 228 135 93,33 92,12 89,7 92,12
20 177 139 93,33 92,12 90 93,33
50 152 123 93,64 92,73 90 93,03
100 130 115 93,64 92,42 92,12 93,64
150 135 112 93,64 92,73 91,52 92,42
200 135 109 93,64 92,73 91,52 92,73
300 135 109 93,33 92,73 92,12 92,12
500 142 115 92,42 93,03 90,61 92,73

OTtpuMmaHi pe3yIbTaTH TO03BOJWIN MiAiOpaTH onTu-
MaJbHY KUTBKICTh Kacnu(ikaTopiB aHCAaMOII0 Ha OCHOBI
anropurmy Isolation Forest, sxi 3a6e3neuyrors Haiibi-
JBITy TOYHICTh KiIacudikaTopiB. OTpumaHO, IO Ha
eTami monepeaHpoi 00poOKH TaHMX Ha OCHOBI aJlrOpH-
™y Isolation Forest nms metoxy KNN onrrumansanm €
BuKopuctanHs 50 kiacudikaTopiB uis 000X aJrOPUT-
MiB, a JuIsl OErTiHTy ONTUMAaJIbHUM € BUKopucTanHus 100
JIepeB pilieHsb st 000X anroputMis. [lonepeaHs oopo-
Oka manux meromom lsolation Forest mamama mosxiu-
BICTh MIJABHUIIUTHA TOYHICTh KJIACHU(IKAII I METOIY
KNN — o 11,4%, mns 6errinry — 1o 11,3%.

BucnoBku

Y  poboti
00pOOKY aHHX.

PO3MIAHYTO METOAU nonepe,um,o'f

JlocmiKeHO METOIH:

cranpaprHoro Bigxunenns (Standard Deviation
Method),

nokanpHoro pisus Bukuais (Local Outlier Factor),

i3ommorogoro micy (Isolation Forest) mist BusiBieHHS
aHOMAJIIil B TaHMX.

J1J1st KOXKHOTO 13 METOIB OTPUMAHO 3aJICKHICTh a0-
COJIIOTHOT KUIBKOCTI aHOMAJIi il BiJI IOPOTY NPUUAHSTTS pi-
mieHb. Kpim Toro, omiHka MpUHHATTS PIICHHS MO0 BiJ-
HECEHHs 00’ €KTY /10 aHOMaJTii Bij0yBaiocs 3a IBoMa aJl-
TOPUTMaMHU.

BianoBigHO 10 MEPIIOTO aJTOPUTMY, 32 HasIBHOCTI
HEPO3MIUCHUX JaHWX, AHOMAaJBHICTH 00’€KTY OILIHIOBa-
machk Ui 000X KIJIACiB OfHOYAcHO. BimmoBimHO O0 Apy-
rOro aJroOpuTMy, 3a HAsSBHOCTI PO3MIUEHHX JAHUX aHO-
MAaJBHICTh 00’€KTY OI[IHIOBAJIACh OKPEMO 32 KOXKHHM i3
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kiaciB. OTpuMaHo, 10 nonepeaHss 00poOKa TaHuX 3 Me-
TOIO BHJIYYEHHsI aHOMaJill B JaHUX METOJOM CTaHAapT-
HOTO BIJIXWJIEHHS HaJajla MOXKJIMBICTH HIiJIBUIIUTH TOY-
Hicte kiacugikauii ais merogy KNN — o 11,3%, mis
oerriary — 10 10%. Burydenns anomaniii Ha erarii 1mo-
nepenHpoi 00poOku maHux MerogoM LOF mo3Bommio
MABUIUTH TOYHICTH Kiacudikamii ams meromy KNN —
no 11,3%, mns 6erriary — o 7,6%.

Binmpm SKiCHUM BHSABHBCS alTOPUTM IONEPEIHBOL
06poOku manux Isolation Forest. TectyBanHs moKa3ano
30iUTbmeHHs To4HOCTI Kimacudikamii st metomy KNN —
mo 11,4%, nna Gerriary — no 11,3%. Ilpu upomy, s

meroay KNN ontumanbsHuM € Bukopucranus 50 nepes
pileHs it 000X aJropuTMiB, a Juiss OErTiHry OonTHMa-
JIHHUM € BuKopuctanHs 100 gepes pilieHs Juist 000X a-
TOPUTMIB.

JocunimKkeHi MeToau peasi3oBaHi NpOrpaMHO 3 BU-
xopuctanHsaMm xMapHoro cepicy GOOGLE COLAB na
ocuosi Jupyter Notebook

[IpoBeneHi eKCIIepIMEHTH i ITBEpAMIIH IIpare3/ia-
THicTH MeTony Isolation Forest., o Hajgae MOXKIHMBICTD
PEKOMEHyBaTH HOTO Ul HPAKTUYHOTO BHKOPHUCTAHHS
Ha eTari monepenHsoi 0OpOOKH MaHWX 3 METOIO TIiJIBH-
LIEHHS X TOYHOCTI.
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Investigation of methods for detecting anomalies at the stage of data pre-processing
S. Gavrylenko, V. Zozulia

Abstract. The subject of the research is the methods and means of detecting anomalies in data. The purpose of the
article is to improve the quality of data classification by detecting anomalies at the pre-processing stage. Task: to investigate
methods for detecting anomalies at the stage of data preprocessing, to determine the decision threshold for each of the methods
and to evaluate the quality of classification before and after preprocessing. Methods used are: artificial intelligence methods,
machine learning, ensemble methods. The following results were obtained: anomaly detection methods were studied: Standard
Deviation Method, Local Outlier Factor method, Isolation Forest method. The dependence of the number of anomalies on the
decision threshold for each of the methods is obtained. The evaluation of the quality of data preprocessing was performed using
classifiers based on the KNN and Bagging methods. The studied methods are implemented programmatically using the
GOOGLE COLAB cloud service based on Jupyter Notebook. Conclusions. The scientific novelty of the results obtained lies
in the study of anomaly detection methods at the stage of data preprocessing, the choice of a preprocessing meta-algorithm and
the determination of its optimal settings.

Keywords: data preprocessing, machine learning, preprocessing, Standard Deviation Method, Local Outlier Factor, Ran-
dom Forest, KNN, Bagging.
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APXITEKTYPA CUCTEMHA OBMIHY MEANYHUMHU JAHUMU NALUHIEHTIB 3 JIIKAPAMMU

HA OCHOBI IOTA

AHoTanis. OOMIH MeINYHOIO 1HGOPMALIIEIO TO3BOJIAE 3AIMCHIOBATH €NEKTPOHHE MEPEMIIIeHHS MEIUYHUX JAaHUX MIXK
pizHUMH 1HGOPMAIITHUME CHCTEMaMU OXOpPOHH 310poB’s. Ha BiaMiHy Bia TpaAWIiHUX MamnepoBUX JOKYMEHTIB, €JIEKT-
POHHI [103BOJISIIOTH MOCTaYadbHHUKAM MEIUYHUX MOCTYT OTPUMYBATH JOCTYI IO BAXIIMBOI Mequ4Hoi iHdopMarii Ta oOMi-
HIOBaTHCS Hero. [IpoTe, icHyI0Ui cUCTEeMU OXOPOHH 370POB’S I 0OMiHY MEAWYHUMH JaHUMHU TPOMAJISHUH, 3ITKHYIHUCS 3
HU3KOI0 Ipo0iieM, 30KpeMa: KOHQIIeHIIHHICT, Oe3leka Ta BiJACYTHICTh KOHTPOJIIO 3 OOKy mamieHTiB. BpaxoByroun Bce
BHUII[ECKA3aHe, 3aIPOIIOHOBAHO BUKOPUCTOBYBATH TEXHOJIOTIIO PO3MOAITIEHOTO PEECTPY, OCKLIBKY BOHA MOXKE KapJHHAIBHO
3MIHHTH cnoci6 30epiraHas Mequ4Hoi iHpopMmanii, 3abe3neuytoun Oe3nedHi criocoon oOMiHy JaHUMH. Y CTaTTi po3risiaa-
€ThCSL TEXHOJIOTIs po3moAineHoro peectpy st [ureprery peueit (Internet Of Things, 10T), sika nasuaetbess IOTA. Biok-
YeliH B)KEe BUKOPUCTOBYETHCS B 0araTb0X CHCTEMaX OXOPOHH 3J0pPOB’S, OCKUIBKU BiH BUPIIIYyE CEPHO3HI IPOOIEMH 0XOpO-
HU 3/I0pOB’s, IO TIOB’s13aHi 3 KOH(iAEHIIHHICTIO Ta Oe3nekoro. OqHaK, 3aIMIIAIThCs THTAHHSA, 10 OB SA3aHi 3 MacIuTado-
BaHICTIO Ta MpOXyKTUBHICTIO O10Kkueliny. IOTA Bupimrye mi mpoGiemMu, OCKUTbKA BUKOPHCTOBYE CTPYKTYpy HaHux DAG
(directed acyclic graph), sika mo3Bossie mofaBat TpaH3akili mapaneisHo. Lle ckopodye yac, o MoTpiOHMIA Ha MmiaTBEp-
JUKEHHsI TPaH3aKIii, a KUIbKICTh OJHOYaCHO OOpOOIIIOBAHUX TpaH3akiliid Moke OyTH HeoOMexeHorw. ITpotokon Masked
Authenticated Messaging (MAM) no3BoJisie Ge3medHo HepeaaBaTy 3amuppoBani MOTOKH JaHHUX sSIK TpaH3akiii. Tomy, cuc-
TeMa, 110 NPONOHYeThesl, BUKOprcToBYe IOTA mist Oe3neyHoro oOMiHy MeIUYHMMH JTaHUMH. [Iporec CTBOpeHHS Ta Haj-
cwianHg MenuyHux qaHux B IOTA mpoimocTpoBaHO Ha KOHKPETHOMY NMpUKIAAi. Po3rissHyTO 3acTOCYBaHHS IPOTOKOIY
MAM Ha npukiagi nepenadi MEIUYHUX JAaHHUX MAIi€HTA JIKapro.

Kaw4voBi cioBa: crnpsMOBaHUWIA alMKIIYHUHA rpad, 0OMIiH MEIUIHUMH JAHUMH, TEXHOJIOTIS PO3IOAIJICHOTO PEECTPY,

Masked authenticated messaging.

Beryn

[opoky y cthepy OXOpOHH 370POB’Sl BIPOBAIKY-
FOTHCSI HOBI TEXHOJIOTII I BUPINICHHS OMHIET 3 HAWOI-
JMBIIUX TpobieM ramy3i — oomin ganumu. OOMiIH Menu-
YHUMH JAaHHUMHU MK 1HQOpPMaNifHUMH CHCTEMaMHU pPi3-
HUX MEAWYHUX 3aKJIaJiB MOKPALIUTH SKICTh MEIUYHOI
JgonoMorn rpomansHam. OpHaK, MEIWYHI YCTaHOBH
BUKOPHCTOBYIOTh BiIacHi iH(opmauiiiHi cuctemu, sKi
3/1e0UIBIIOr0 HE MOXYTh CIIJIKYBaTUCS 3 IHIIMMH CHC-
TemMaMu. BincyTHiCTh  (QyHKIIOHANBHOT CYMICHOCTI
3HMKYE SKICTh METUYHOI JOIOMOT'H TPOMaJIsiHaM, OCKi-
JIbKA MEIUYHI MPALIBHUKK HE MAIOTh JOCTYITy 10 HEOO-
xinHol iHdopmanii namieHta. DyHKIIOHaIbHA CyMic-
HICTPh — IIe 3aTHICTh MEAMYHUX iHPOPMAIIITHIX CHCTEM
0e3reyHO OOMIHIOBATUCS EIIEKTPOHHUMH MEJANYHUMHU
JaHUMH JUIS TIOKPALIEHHs 3/J0POB’S SIK OKPEMOT'0 TIarli-
€HTa, TaK 1 BCHOTO HACENICHHS B LUIOMY (TpOMaIsH).
TaxuMm unHOM, JUIS HATAHHS SIKICHOT MEIMYHOI JOTIOMO-
T'H TAIli€EHTaM JyX€ BaXKJIMBO HAIArOIWTH (PYHKI[IOHA-
nBpHY cymicHicTs [1 - 2].

IIle oxniero MpobIEMOIO OXOPOHH 310POB’s € (Ppa-
rMeHTamist gaHux. JlaHi marieHTiB, 3a3BW4aid, 30epira-
IOTBCS B PI3HUX MEIWYHUX 3akiaaax. L{i aucnenHi cxo-
BHIIIA JTAHUX IEPENIKO/HKAIOTh MOBHOI[IHHOMY OOMIiHY
Ta TIOBTOPHOMY BHKOPHCTaHHIO JaHUX, a TAaKOX oOMe-
KYIOTh SIKICTh MEIMYHOI JONOMOrM marieHtam [3].
Kpim nporo, He Tak AaBHO, yci Mein4Hi faHi Oynu cxo-
poHeHi Ha manepi. | Xxoua eneKTpoHHI MeIUYHI KapTKH
BXK€ 3aMIiHMJIM IT1alepoBi, 3aIIOBHEHHS IIMX KapTOK Bil-
OyBaeTbest oBibHO. KpiM Toro, indopmanis, mo Mic-
TUTBCS Yy IUX MEAWYHUX KapTKaX, 4acTo OyBae HEIMOB-
HOIO 260 30BciM BiacyTHsa. OTe, HE3BOKAIOUM HA Te,

1[0 JKUTTEBO BAXJIMBI MEIWYHI IaHi CTANIXA JOCTYIIHI-
IMMH, € e 6arato poOOTH Ui CTBOPEHHS ILTiCHOT
eKOCHCTEMH JaHux [2].

BuKOpHUCTaHHS TEXHOJIOTII PO3MOIIIIEHOTO PEECT-
py, 30kpema IOTA, mis 6e3medHOro oOMiHY MEAMIHH-
MU JIaHUMU BHKJIHMKaJIO Heabuskuii intepec. IOTA — e
IHHOBAIITHUN THII TEXHOIOTIi PO3IMOIIIEHOTO PEECTPY,
AKUA H03BOJsAE Oe3medyHo OOMIHIOBATHCH NAaHUMHM Ta
HiHHOCTSMH MDK KOpHUCTyBauaMu Mepexi. Tomy, Bax-
muBO TpoanamizyBatu BukopuctaHHs [OTA y cdepi
OXOPOHH 3]I0pOB’sI TPOMAaJISH IS 3a0e3redeHHs Oesre-
YHOro OOMIHYy MEJAMYHUMHM JAaHUMHU TaiieHTiB. OCcKiib-
ku IOTA MOXHa BUKOPUCTOBYBATH JIJISI IEpeaayi JaHUX
MAIEHTIB MK 3aKJIaaMi OXOPOHHU 3I0POB’s. A TpoTO-
ko1 MAM 1103BOJIMTH TepeAaBaTH MOTOKU 3aliugpoBa-
HUX MEIWYHHUX AHUX, IKi MOXYTh MICTHUTH SIK OKpeMi
JIaHi MaIli€HTa, TaK 1 BCIO MEANYHY KapTy [3].

JliteparypHuii orasa. Y 11boMy po3/1iJli HaBE/IEHO
JCTAILHUN OTJISI JIiTEpaTypd, y SIKOMY OIUCYETHCS
3acTocyBaHHs TexHouyorii OnokueitH Ta IOTA y cdepi
OXOPOHHU 3/10pOB 4.

VY po6oTi [4] IpONOHYETHCS HOBA CIUIbHA CHCTEMA
OXOpOHU 3IIOPOB’sl I 3a0e3IedYcHHs e(DEeKTUBHOIO Ta
IIMPOKOMACIITA0HOTO OOMiHY MEAWYHHMH JaHUMH
marfieHTiB (rpoMazsaH). Mertoro skoi € 00’€THaHHA Pi3-
HUX MEIUYHHX 3aKJIaJ(iB B €IUHY HAI[IOHAIbHY CUCTEMY
OXOpPOHH 370pPOB’S TPOMAJsSH, IO 3a0e3medye IIBHI-
KWii, 6e3neuHnii 0OMiH Ta 30epiraHHs MEAMYHUX JaHUX
narieHTiB. 3anpononoBana cuctema MEdgeChain Bu-
KOPHUCTOBY€E TPaHMYHI OOYMCICHHS Ta TEXHOJIOTiI0 OJ10-
K4elH Juis 3abe3neueHHs1 Oe3neyHol nepeaadi BeIuKuX
00CATiB MEIUYHHUX TAaHUX MAII€HTIB, SIKIi T€HEPYIOThCS
PI3HUMH MEJIMYHUMHU YCTaHOBAMH.

© Tony6uuunii 1. FO., Konowmiiiues O. B., Tpersik B. ®@., Kiouka 5. O., Pubansuenko A. O., 2022 57



Cucmemu ynpagninus, nagizauii ma 36'a3ky, 2022, eunyck 1(67)

ISSN 2073-7394

Aptopu pobotu [5] Takoxk po3poOWIH CUCTEMY
EdgeMediChain st Ge3ne4HOro oOMiHYy MEIMYHUMHU
JAHWMU TAIE€HTIB. 3apONOHOBAaHA apXITEKTypa BUKO-
PHUCTOBYE SIK I'paHHYHI OOYHMCICHHS, TaK 1 OJIOKYEHH,
100 IOJIETIIUTHU Ta 3a0€3I1€YUTH HEOOXiHI BUMOTH 10
€KOCHCTEMH OXOPOHH 3[I0POB’SI TPOMAJISH 3 TOUKH 30PY
MacimTaboBaHOCTi, Oe3mekn Ta KOH(QIZCHIIHHOCTI na-
HUX.

VY poborti [6] mpencraBieHo HOBY, Oe3neyHy i ede-
KTHBHY CXEMy, III0 3aCHOBaHa Ha TEXHOJIOTii OJIOKUEIH
Ta mMUpyBaHHI HA OCHOBI aTpmOyTiB. 3alponOHOBaHA
cxema MedSBA npusHadeHa [yis 3anucy Ta 30epiranHs
MEIMYHHX JaHUX MallieHTiB. BoHa 3axwuiae KoH}imeH-
LIAHICTE Ta JO3BOJIIE TOYHO KOHTPOJIOBATH JOCTYII JI0
MCIMYHHX JTAHWUX MAIi€HTIB.

Y poborti [7] mnst 60poTHOU 3 emiEMiYHUMH 3a-
XBOPIOBAHHSIMH TAIIEHTIB BUKOPUCTOBYIOTHCS TEXHO-
morii IOTA ta QR-xoxy. CoviReader — e meneHTpaiti-
30BaHa CHCTEMa YIIPaBIIHHA OXOPOHOIO 3[IOPOB’S TpPO-
MaJsH, SKa aHOHIMHO Tiepenae aaHi namieHTiB. CrcremMa
moOymoBaHa Ha ratdopmi IOTA Ta Hamae marieHTam
(kopucTyBayaMm) JeTaIbHUA, HE3MIHHHIA Ta JIETKUI J10C-
Tyn 110 ix ocoducroi indopmauii. KopucryBaui B3aemo-
nitoTh 3 IOTA depe3 MOOUTHHHIN TOAATOK.

Takox, TexHomoris IOTA, 30kpema MPOTOKOI
MAM, BHKOpPHUCTOBY€EThCS B poOOTi [8] 1u1st Oe3neyHoro
0oOMiHY NTaHUMH B CHUCTEMi OXOPOHH 3JI0POB’sl rpoMa-
JISTH.

Cuctema 6e3meqHOT0 OOMIHY HaHHUMH PO PiBEHB
TIIFOKO3W B KPOBI MamieHTa Oyila 3aIpOIIOHOBaHA B PO-
60ti [9]. BpaxoByroun BiACYTHICTH i€albHOI CXEMH
0OMiHY MaHMUMH MiX HAIiEHTOM Ta MEIUYHUM TIpaIliB-
HUKOM Ha ocHOBI DLT, aBTOpH 3ampoOrnoHyBaiMl [Ba
BapiaHTH cucteMu. OIMH BapiaHT 3aCHOBAHUH BUKIIIOU-
Ho Ha IOTA, a inmmit Bukopucroye IOTA B moeaHan-
Hi 3 mpuBatHuM kiactepom IPFS (InterPlanetary File
System).

Y po6oti [10] Takox MPOTOHYETHCS cHCTEMa 00-
MiHy MeIUYHUMH JAaHumu Ha ocHoBi IOTA. JlaHi rexe-
pytotbes npuctposimu IoT Ta nepenaroThecs 3a JOIOMO-
roo IOTA. MAM BUKOPHUCTOBY€ETHCS AJIs1 NOJETTLEHHS
00MiHY JaHUMH MiX PI3HUMH CTOPOHAMH.

MedShare [11] — ne nmeuentpainizoBana miaTdop-
Ma i Oe3mevHoro oOMiHy eJIeKTPOHHUMH MEIMIHIMH
3anucaMy. BoHa BUKOPUCTOBY€E PO3yMHI KOHTPAKTH IS
CTBOPEHHSI HAIiHHOTO CepeloBHUINa, /¢ MEIUYHI yCTa-
HOBH MOXYTh OOMIHIOBaTHCS CBOIMH 3alIM()POBaHUMHU
MEIMYHUMU 3aIHCaAMHU.

OOMiH MEAWYHMMH JaHUMH Bifirpa€ BUPIMIATBHY
poib y cydacHi cdepi OXOPOHH 3IOPOB’SI TPOMAISH.
Tomy, 3abe3meueHHs Oe3nekd, KOHQIASHIIIHHOCTI Ta
LUTICHOCTI MEIMYHHUX JAHUX IAIIEHTIB € MepIIoYepro-
BHM TIPIOPUTETHUM 3aBJAHHSM.

TakuMm YMHOM, BUKOPUCTAHHS TEXHOJIOTIi PO3IO-
ainenoro peectpy, 3okpema IOTA, 3abe3neunTs Haii-
HUIl OOMIH JaHUMH MK MEAUYHHM IIPAI[iBHUKOM Ta
MAI[IEHTOM.

Mera Ta 3aBJaHHA J0CJHiIKeHHs. MeTor m0cii-
JOKCHHST € PO3poOKa CHCTeMH OOMiHY MEIMYHUMH J1a-
HUMHU MDK TaIli€HTaMH Ta JIKapsMH, 3aKiaJaMu, yCcTa-
HOBaMH 1 OpTraHi3amisiIM CHCTEMH OXOPOHH 3I0POB’S
rpomasH 3 BuKopuctaHasm [OTA.

Jlyis TOCSITHEHHS 11i€1 METH BUPILIYIOTHCS HACTYII-
Hi 3aBJIaHHS:

— 3paidicHenHs ornsmy IOTA, a Takok mpoToKOITy
nepenayi nanux MAM,;

— BU3HAYCHHS 3arajbHOI CXEMH Tepeaadi Meaud-
HMX JaHuX namieHTiB 3a gormomororo I0OTA;

— BU3HAYCHHS 3aCTOCOBHOCTI mpoTokory MAM
JUTs 6€3MeTHOT0 OOMiHY MEIMYHHX JAaHUX HaIli€HTIB.

Bukaan ocHOBHOro MaTtepiaay

Bimomo, mo IOTA — 1e TeXHOIOTisT pO3MOALICHO-
TO peecTpy, AKa 3a0e3meuye Oe3meyHnii 0OOMiH JaHUMH
Mix pisaumu npuctposmu [oT. IOTA BukopucToBye
DAG 3amicTh TpagumiifHOTO OJOKYEHHY, SIKHA OTPUMAB
uaszBy Tangle (puc. 1). 3aBmsxu nsomy, IOTA Bupimye
TUTIOBI 3a/adi ONOKYEeWHY — KOMicif 3a TpaH3aKmii Ta
MacmtaboBanicte. Tob61o, IOTA He BHKOPHCTOBYE
KOHLENIiI0 OJIOKIB Ta MaiiHepiB Uil MiATBEpIKEHHs
TpaH3akiid. HaToMiCTh By3/1H, 110 CTBOPIOIOTH HOBI
TpaH3aKlii, MOBUHHI CXBaJMUTH ABi MONEPEIH] TpaH3aK-
uii [12]. ToMy, € MOXIMBICTh 3IIHCHIOBATH OIEparlii
0e3 KOMICIii, 0 BIIKPHUBAE Il OJHY BaXKJIUBY OCOOJIH-
Bicth Tangle — mikporpansakuii. Kpim Toro, mepexa
IOTA cmpoekToBaHa sk JeTka Ta eHeproedexruBHa. Lle
no3Bossie BukopuctoByBatd IOTA Ha pi3HOMaHITHHX
MIPUCTPOSIX Ta KOMIT I0Tepax (IIEPCOHATBHUX) 3 PI3HUMHU
BHUCVMOTaMH JI0 €HEPTrOCTIOKHBAHHS.

D - Confirmed C] - Unconfirmed

Puc. 1. Tangle

(-

MacmTaboBaHICTh — TOJIOBHA TpoOIeMa TEXHOIO-
rii 6mokueitH. Y Bitcoin 610k BumoOyBaeThCS IPUOITH3-
HO KOkHI 10 XBHJIMH 3 MaKCHUMaJIbHUM PO3MipoM OJIOKY
1 MB, mo o0Mexye MBUAKICTh TpaH3akii Bitcoin Bix
3 10 7 TpaH3aKIiil B CEKYHIy. 32 YMOBH, SIKIIIO TpaH3a-
Kiii OyayTh HaIXOOUTh Ty>Ke MIBUIKO, TO OJOKHU JT0/1a-
BaTUMYThCS MOBUTBHO. OCKIIBKU yCi OJIOKH TOCITITOBHO
3'€HYIOTHCSI OJIMH 3 OJHUM, YTBOPIOIOUH Oe3MepepBHHiA
nocaigoBHAN maHIoKok 01okiB. IOTA mosBoisie moma-
BaTH TpaH3aKIii MapaieibHOo, 10 3ade3medye OuTbIn
IIBUJIKE MiATBEP/KCHHS TPaH3aKIid, Ha BIAMIHY BiJ
omokueitny [13].

Ille onHuiero kar04oBOKO ocobmuBicTIo IOTA €
nporokos1 MAM.

MAM — e mpoToxon nepenayi AaHUX, SKAH JO3BOJISE
KOPHUCTYBa4eBl ITyOJiKyBaTH NOTOKH 3amIN(ppOBAHUX
JMAHUX y BUTIAI TpaH3akmii. Buxopuctanas MAM e
KpaliuM pillleHHSIM, HiXK MPOCTO HAJCHIATH TPAH3AKI
3 IaHNMH Ha OXHYy azapecy. [ms mporo, KopucTyBad
CTBOPIOE KaHAJ Ta TPAHCIIOE HAa HHOTO ITOBiTOMIICHHS.
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[HO1 KOpHCTYBavi Mepeki MOXKYTh IMIANUCATHCS HA Ka-
HaJl, 1100 OTPUMYBATH MOBIIOMIICHHS, BUKOPUCTOBYIO-
4y aapecy Tpansakiii. KoxHa TpaH3akIlisi Mae BKa3iB-
HUK Ha HACTyNHY TpaH3aKIilo, BigoMy sK Next root,
SIKHH € KOpeHeM jaepeBa Mepkiia HaCTyIHOI TpaH3aKIil.
Tomy, SKIIO KOpUCTyBad OTPHUMAaB AOCTYI IO KaHaIy,
BiH HE MOXE IEperisigaTd MUHYI TpaH3aKmii depes
npsAMe 3B’ A3yBaHHs TpaH3akii [12 - 14].

Icuye Tpu pexxnmu KoH(pineHIiHHOCTI (pHC. 2): 3a-
TaTbHOAOCTYITHHH, OOMEXCHHUH Ta IPUBATHHH.

Public Mode Address=NextRoot

VY 3aranbHOAOCTYITHOMY pekuMi roOt (KopiHb je-
peBa Mepekiia) BUKOPHCTOBYETBCS SIK aJipeca TpaH3ak-
uii MAM, Tak i Km04 KaHaidy. TakuM YHWHOM, BECh
BMICT JIAHITIOTa TOBIOMJICHP MOXE IMPOYHUTATH OY[Ib-
XTO Y Mepexi. Y NPUBaTHOMY PEXHUMI, Y SKOCTI agpecH
BHKOPHCTOBYEThCS xemr kopers (address = hash(root)),
a TIOBIIOMIICHHS pO3MHU(POBYETHCS 3a JOHOMOTOIO
root, mo He [03BOJIAE BUMAJKOBUM KOPHCTYBadyaM pO3-
mmdpyBaTH MOBIZOMIIEHHS, OCKITBKA BOHH HE MOXYTb
oTpuMaTH oot 3 xemry. /laHa obcTaBiHa POOHTH MOTIK
MAM nocTynHUM Ui YUTAHHS JIUIIE TUM, KOMY Haja-
HO root. ¥ oOMeXeHOMY peXHMi, Y SIKOCTI aJpecH BHU-

Address: TBDFL...

Root: TBDFL...
Message: data to share

5

KOPHCTOBYeTbCS ~ Xeml — KopeHs — Ta  SideKey

Address: A'MCRT...

(address=hash(sideKey + root)). sideKey — me irou

> Root: AMCRT...
Message: data to share

Next Root: AMCRT...

Private Mode

Address: JUDVK...

Root: BDEAN...
Message: data to share
Next Root: GODRT... «

Next Root: FTILS...

aBTOpU3allii, IKUH BUKOPUCTOBYETHCS ISl K (pYBaHHS
Ta AemunppyBaHHs, 10 JT03BOJISIE PO3POOHUKY (BIACHHU-
Ky) KaHally y Oy/b-sIKMi 4ac cKacyBaTH JOCTYII 0 CBO-

Address=Hash(NextRoot)

i

ro KaHaiy st MaitbyTHiX moBigomieHs [15-16].

O6min meduyHuMu Oanumu 3a donomoeoro Tangle

Address: FEIJS...

CporonHi OTpUMaTH MEIUYHI JaHI MalieHTa JyXe

A 4

Root: GODRT...
Message: data to share
Next Root: LAQPT...

Restricted Mode

Address: JFCOI...

Root: SDAQW...
Message: data to share

Next Root: MNBVC... ¢

Baxxko. OCKUIBKHM HaHI (pparMEeHTOBaHI 1 pO3MOIiNCHI
MDK PI3HUMH MEIMYHHMH YCTaHOBAMH Ta 3HAXOMASATHCS
y po3pi3HeHux cxoBuiax. KoxkeH MequuHHN 3aKknaj

=Hash(sideKey+NextR
\A

BHUKOPHCTOBYE BIACHY MEAWYHY iH(pOpMaliiiHy CHCTe-
My Juist 00poOKH Ta 30epiraHHs JaHuX rpomazsH. 1 3xe-
OUTBIIOTO Ii CHCTEMHM HE CyMiCHI ojaHa 3 omHoro. lle

Address: RDCTG...

CTBOPIOE Psii TPYAHOIIIB, IO MOB'SI3aHi 3 OTPUMAaHHIM
MeIU4YHO1 iHpOpMAIlil TaLi€HTIB.

A 4

Root: MNBVC...
Message: data to share

Next Root: OKNMG...

Jlnist BUpIIICHHS JAHOTO HAYKOBOTO 3aBAaHHS MPO-
MOHYETHCSI CTBOPUTH CHCTEMY Mepeaadi MeIUYHUX Jia-
HUX TAaIieHTiB i3 BukopuctanasaMm [OTA.

Puc. 2. Pexxumun MAM

2 Search
—1Sing in—-b/
— 5 Health data®
Patient
v A

<«—Patient data:

dib

Doctor

3 Choose,
@_ adoctor >
10 Send the bundle

Bundle to the network

Patient application

am s
i

$2-346>

List of doctors

9 0 O - 4 consultation — 5 Health datap
P .
A A
dootors

Ha puc. 3 mpencraBneHa cucrema mepenadi Me-
IUYHAX JaHUX HanieHTis 3a qomnomororo IOTA.

—— 10 Bundle—»
«——-8Tips —— p
—28 Request—>§

Symptoms
Laboratory analyses
Complaints

6 Create transactions

Node

Bundle

Connected

§4 9 Do POW—

[ Transaction )

[ Transaction )

[ Transaction

Trarsaction ||

7 Create and
* finalize bundle

Network

| 4
5 Request } Transaction structure
‘ 5 Health data - address
| - value
| - tag
PatientD| ———- - timestamp
- currentindex
- lastindex
- signature/Message
- bundleHash ,
- trunk , Connected
- branch )/
- nonce /
‘ LR N ]
—— — ' . [«———Receives patient dat: S
=== patient data: )
X
L]
— —— Node

Medical application.

Puc. 3. Apxitekrypa cucreMu 0OMiHy MEJUIHUMH JJaHUMH TIallieHTiB HA ocHOBI IOTA
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Ilepm 3a Bce, MalieHT BBOJWTH BIAMOBIIHI JaHi
Juis apropu3ariii. [1oTiM, MalieHT 3AiHCHIOE TOIIYK Ji-
Kaps 3a BIINOBIJHOIO CIEIIaJbHICTIO. 3 OTPHUMAHOTO
CHHCKY TIaIlieHT o0Mpae JiKaps 3a HEOOXiTHUMH KpHTe-
pisimu. OOpaBIIM JiKapsl, MAIEHT 3aHCy€eThCsS HAa KOH-
CyNBTAMIIO.

V BIAMOBIIHE BIKHO MAILI€HT 3aHOCHUTH CUMIITOMH
3aXBOPIOBAaHHA, CKAprW Ha CTaH 3/0pOB’A (SIKi HOTO
TypOyIoTh). [lalieHT TakoX MOXEe OTPUMATH HEOOXimHi
nadi 3 06a3u qannx. Ha ocHOBI WX TaHMX CTBOPIOIOTHCA
TpaH3akiii, ski momimarotecst B bundle. Hacrymaum

- A
| -
-
. ——Health data—» —

Send _J:I

medical data &=
User node

Devices Users

(Publisher)

Doctor Doctor node

(Subscriber)

MAM channel
Address: PRC Address: MCS
Root: NDQ » Root: SAL
Next Root: SAL Next Root: XZP
Message Message
Publish
medical data

KpPOKOM € MiATBEPIKCHHS JBOX HEMiITBEPIKCHUX Tpa-
H3aKIii. BiqnoBigHuii 3anuT HAJCUIAETHCS HA BY30J1, a
y BIJIIOBIb OTPUMYEMO XeIll HEOOXIJIHMX TpaH3aKIi.
Ham o6uucmioetscss POW  BignosimHo g0 MWM
(minimum weight magnitude). I, maperuri, bundle Tpas-
CITIOETBCSA Y MEPEXKY.

[NamieHT Ta JiKap MOXYTh OOMIHIOBATHCS TIOBiIO-
MJIEHHSIMH 3a IOIIOMOT'0I0 IpoTokoay MAM.

Ha puc. 4 cxemaTn4HO mpencTaBIeHO IpoIrec 00-
MiHy MEIWYHUMH JaHUMH TAIli€HTa 13 JiKapeMm 3a J0-
nomororo MAM.

Puc. 4. [Ipouec 0OMiHy MEIMYHUMH JTaHUMHU TAIIE€HTA i3 JiKapeM 3a qornoMororo MAM

INarieHT BBOOUTH CIHCOK CKapr Ha 370pOB’S, 3
SIKUMH X04€ 3BEpHYTHCS JI0 JIiKaps.

{06 omyGmikyBatu i nani B Tangle, cTBOprOETH-
cs kaHam MAM.

OCKUIbKM CHCTEMa BHKOPHCTOBYE OOMEKEHHIt
pexum, TeHepyeThes Kimou aBropusarii (SideKey). TTa-
wient ¢popmye bundle 3 BinnoBiAHUMU TpaH3AKIIIMU Ta
BiJIIIpaBIIsie HOTO Y MEPEKY.

[ocTrayadpbHUKH MEAWYHUX MTOCIYT ITiIACYIOTHCS
Ha KaHal I Meperisny omyOmikoBaHUX naHux. [ari
motiM OynyTh po3IMHU(pPOBaHI 3a JIOMOMOTOI KITFOYa
aBTOpH3aIii.

3aBaskn MAM martieHT Ta Jlikap MOXyTh Oe3med-
HO oOMiHIOBaTHCA maHUMH dYepe3 Tangle, migmmcas-
LIMCh HAa KaHAIl OIUH JI0 OJIHOTO.

Peszynomamu docnioocennss. MenuuHi naHi martie-
HTa CTPaXIAlOTh BiA (parMeHTamii, 3aKpUTHX iHGOP-
MaliiHUX CHUCTEM Ta CXOBHII JAHHMX. A Iie, Ha >Kajb,
CTBOPIOE TIEBHI TPYIHOILI, SIKi TOB’5I3aHi i3 JOCTYIIOM Ta
oOMmiHOM HeoOxinHO iH(opmamieto. [lamieHT MOXe
BiJIBIlyBaTH OaraThoX JIIKapiB, SIKi MOXKYTb MaTH BJIacHi
i30J1bOBaHI Menu4Hi 3anucu. OTPUMAaTH TOCTYII 0 [UX
JAHUX HEMOXIUBO. KpiM TOTrO, OOMIH UMM JaHUMH
MDK MOCTayaJIbHUKaMU MEJUYHHX MHOCIYr HE 3aBXIH
Oe3meYHn.

VY crarri 3amponoHoBaHo BukopucTtanus |OTA,
sIKa TO3BOJIMTDH 3MIHMCHIOBATH Oe3meuHuii OOMIH Mequd-
HUMU JTJAaHUMHU MDK TIAIi€HTOM Ta JIiKapeM 3 rapaHTisIMu

X LiJTICHOCTI, BPaxOBYIOUH BEJIMUYE3HY KUIBKICTH 1H(O-
pMariii, sIKOr0 OOMIHIOKOTBCS MEAHuHiI opraxizarii. Bu-
kopuctanHsi IOTA Moxe NPUCKOPUTH OOMIH MEANYHU-
MU JAaHUMH IaLi€HTIB.

3aBasku 3acTOCyBaHHS CTpykTypu Tangle 3a0e3-
MEYyETHCS BUCOKA MacinTtaboBaHicTs. [lo Toro x, IOTA
JI03BOJISIE TIPOBOJUTH TPAH3aKIii 3 HYJIbOBUMH KOMICis-
MU i 0e3 (ikcoBaHOTO OOMEKEHHS Ha KUTBKICTh TpaH3a-
KIif, sIKi MO’KHA TITBEPIUTH Y CeKyHAy. Kpim Toro,
MAM po3BoIsie TepenaBaTH IOTOKH 3aIlu(ppOBAHUX
JaHUX MDXK KOPHCTYBauaMH, a OOMEKEHHH PeXHuM J0-
3BOJIUTDH MALIEHTY KOHTPOJIOBATH JIOCTYII A0 CBOIX Me-
MUYHUX JaHuX. [lamieHT Moxke OyIb-KONMH 3MiHHTH
sideKey, 1o aHyI o€ 10CTyN 0 JaHUX. 3alpOOHOBAHA
crcTeMa JO3BOJIMTH JIKapsM Ta MarieHTaMm oOMiHIOBa-
THUCSI MEIWYHOIO iH(pOpMaIi€r0 Oe3MeYHNM, MPO30PUM
Ta JIEICHTPATI30BaHUM CIIOCOOOM.

BucnoBxku

TakuM 4YWHOM, TIPOBEACHO OTJISA TEXHOJOTIi
IOTA, sika 3aBISIKH CBOT# CTPYKTYpi JO3BOJHUTH MEIHY-
HUM TpariBHUKaM (JIiKapsiM) Ta TaiieHTaM oOMiHIOBa-
THCSI MEIMYHUMU JaHUMH HAJIHHAM 1 HIBUIKHM CIOCO-
060M, TIOPIBHSHO 3 ICHYIOUMMH METOJAaMH Ta CXEMaMH.
IIporokon MAM Hanmae momaTKoBi (YHKIIi, Taki sSK
KEpPOBaHUI KOHTPOJIb JIOCTYIy 1O MEAWYHUX JaHUX
ramieHTa Ta ix mupyBaHHs, sKi TOKPAILYIOTh OE3NeKy
Ta KOH(IJCHIIHICTB.
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[IpencraBneHo 3aranbHy cxemy Inepeiadi Meauy-
HUX JaHUX MAlli€eHTa 710 Jikaps 3a gonomoror [OTA.

JletanbHO PO3MIISIHYTO MPOILEC MOLIYKY JIiKaps 3a
HEOOXiTHOIO CICIiabHICTIO, @ TAKOX OIMHCAHO MPOIEC
CTBOpPEHHS 1 BianpasieHHs TpaH3akuii y Tangle. Ilepe-
Barm BUKOpWCTaHHA Tangle mpoimrocTpoBaHi Ha KOHK-
PETHOMY TpUKIAII.

PosrnsinyTo nmpotokon MAM, skuii 103BOJIsE Ma-
LIEHTY Ta JIiKapio MmyOJIiKyBaTH MOTOKHU 3amn(poBaHuX
JaHUX Y BUIJISAL TPaH3aKIii.

3natHicte MAM 3a0e3nedyBaTi IUTICHICTE METHU-
YHUX JIaHWX TalieHTa Ta KOHTPOJIIOBAaTH JOCTYIN JI0
JAHUX € KII0YOBHM (PaKTOPOM y BUKOPUCTAHHI JAaHOTO
MIPOTOKOITY y CHCTEMAX OXOPOHH 30POB’SI TPOMAISH.
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Architecture of the system of exchange of medical data of patients with doctors on the basis of IOTA
D. Golubnychy, O. Kolomiytsev, V. Tretyak, Ya. Kliuchka, A. Rybalchenko

Abstract. The exchange of medical information allows the electronic movement of medical data between different
health information systems. Unlike traditional paper documents, electronic ones allow healthcare providers to access and share
important medical information. However, existing health systems for the exchange of medical data have faced a number of is-
sues, including confidentiality, security, and lack of patient control. Given all the above, it is proposed to use distributed registry
technology, as it can dramatically change the way medical information is stored, providing secure ways to share data. The article
discusses the technology of a distributed registry for the Internet of Things (1oT), called IOTA. Blockchain is already used in
many healthcare systems as it addresses serious health and privacy issues. However, questions remain about the scalability and
performance of the blockchain. IOTA solves these problems by using the DAG (directed acyclic graph) data structure, which
allows you to add transactions in parallel. This reduces the time required to confirm transactions, and the number of transactions
processed simultaneously can be unlimited. Masked Authenticated Messaging (MAM) allows you to securely transmit encrypted
data streams as transactions. Therefore, the proposed system uses IOTA for the secure exchange of medical data. The process of
creating and sending medical data to IOTA is illustrated by a specific example. The application of the IAM protocol on the ex-
ample of transferring medical data from a patient to a doctor is considered.

Keywords: directed acyclic graph, medical data exchange, distributed registry technology, Masked authenticated mes-
saging.
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Abstract. The article analyzes the state of the problem of developing an information system of legal protection of
intellectual property. Features of the concept of "intellectual property" are considered. The authors analyze the use of
information and telecommunication systems in the field of legal protection of intellectual property. Possibilities of
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Introduction peculiarities of legal protection of computer program as

Today, modern information and communication
technologies are used in the activities of almost every
enterprise and organization. The modern century is
characterized by intensive  development and
implementation in all spheres of life of the IT society.
This is reflected in the intensive improvement of
computer and communication technology, the
emergence of new and further improvement of existing
information technologies, as well as the introduction of
applied information systems. Advances in computer
science have played an important role in organizational
management, industry, research and computer-aided
design.

Informatization affected the social sphere:
education, science, culture, medicine. Informatization -
a set of interrelated organizational, legal, political,
socio-economic, scientific and technical, production
processes aimed at creating conditions to meet the
information needs of citizens and society through the
creation, development and use of information systems,
networks, resources and information technologies. It is a
process of large-scale use of IT in all spheres of socio-
economic, political and cultural life of society to
improve the use of information and knowledge for
management, meet the information needs of citizens,
organizations and the state and create conditions for the
transition to information society.

Analysis of recent research and publications.
The issue of developing an information system for the
legal protection of intellectual property should be
explored, starting with the analysis of the concept of
"intellectual property”. In particular, A. Aksyutina,
O. Nestertsova-Sobakar, V. Tropin, O. Tropina believe
that intellectual property is the result of intellectual,
creative activity that meets the requirements of current
legislation [20. p.20-23]. The following lawyers studied
various aspects of this issue: Yu. Atamanova, V.
Dmitryshyn, A. Abdullin, O. Kokhanovska, U. Parp N.
Hrushevska considers the problem of protection of legal
protection of computer programs as a product of
intellectual activity, and S. Vodorezova investigates the

an object of information relations [1, 6]. V. Golubev,
V. Gavlovsky, V. Tsymbalyuk investigate the problem
of combating cres in the field of computer technology
[3, p.19]. All opinions and results of researches of
experts have allowed to draw a conclusion concerning
urgency of the set task of development of information
system of legal protection of intellectual property.an, S.
Petrenko, K. Efremova and others [2- 4]. N.Hrushevska
considers the problem of protection of legal protection
of computer programs as a product of intellectual
activity, and S. Vodorezova investigates the
peculiarities of legal protection of computer program as
an object of information relations [1, 6]. V. Golubev,
V.Gavlovsky, V. Tsymbalyuk investigate the problem
of combating crimes in the field of computer technology
[3, p.19]. All opinions and results of researches of
experts have allowed to draw a conclusion concerning
urgency of the set task of development of information
system of legal protection of intellectual property.
Namely, there is a problem in studying the mechanism
of using computer programs in information relations
and protecting the interests of their authors.

Main part

Communication systems and networks are one of
the components of the information infrastructure, the
main component for information. The development of
communication  determines the  possibilities  of
implementing user access to information networks,
systems and resources, obtaining a wide range of
information services. The effectiveness of providing
public administration bodies, economic entities of various
forms of ownership, mass media and the population of
the country with information and telecommunication
services largely depends on the effective combination of
different communication systems. The vast majority of
institutions use public switched data channels. There is a
well-developed network of analog transmission lines,
which have now exhausted their technical capabilities.
Modern communication systems based on digital
information transmission methods provide better and
more reliable communication [1].
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Ensuring the computerization of strategic areas of
statehood, security and defense means, in particular, the
creation of appropriate automated, information and
analytical systems and networks. The first stage of the
information-analytical system of the Accounting
Chamber has been introduced, which is a key element of
the unified automated system of state control over the
execution of the state budget. Within the information
and analytical system of the Court, the second phase of
the creation of a repository and communication node of
e-mail for communication with public authorities and
organizations is being completed [1, 2].

There are various information and
telecommunication systems in the regions of Ukraine,
designed to ensure the performance of administrative
functions, financial and budgetary issues, taxation,
science, education, health care, social protection, etc. It
should be noted that in the process of creating
information systems, databases and data banks,
developers and users are slowly moving to modern tools
such as Oracle, Informix, Sybase and more. Obsolete
tools such as Clipper, FoxPro, etc. are commonly used.
At a low level, developers are "armed" with the necessary
tools and technologies to support engineering, creating
computer systems with complex distributed applications.

Unfortunately, the activities of state bodies and
organizations in the design and use of information
resources are inconsistent, which leads to some
difficulties in creating a single information environment
and, as a consequence, a low level of information and
analytical support of state bodies. Today, electronic
information resources of interest to the executive and
the legislature already exist or are being created.
Uncertainty about the legal and financial base of various
entities working in the field of computerization leads to
a monopoly on the information of management and
business structures on open public information
resources, depreciation of the cost of public information
resources and restrictions on the right to use.

A common feature of sectoral programs is the
improvement of public administration by computerizing
the activities of relevant executive bodies and their
features are manifested in the forms of information
support of industry and ways to provide information

resources to third-party users. The issue of attracting
foreign and domestic investment in computerization
projects remains relevant. Despite some changes in this
direction (for example, a computer information network
of education, science and culture has been created at the

expense of foreign sponsorship resources), the
possibilities of intensifying this process remain
unrealized.

To implement the database, the software

environment was chosen - dbForge Studio for SQL
Server. dbForge Studio for SQL Server is an
environment for developing SQL Server databases,
generating data reports, analyzing them, and performing
basic administration tasks. dbForge Studio speeds up
everyday tasks and allows you to make comprehensive
changes to the database. Features of dbForge Studio for
SQL Server: accelerate SQL code writing in a user-
friendly scripting environment; generate and re-create
tables without data loss; comparison of databases,
synchronization of schemes and data; analysis of the
interdependence of objects when changing databases
with a complex structure; automatic deployment of
databases on the work server; preparation of reports and
automation of their distribution; fast and efficient
security management in databases [3-5].

The designed and developed database will contain
tables that correspond to the entities inherent in the field
of legal protection of intellectual property:
«CopyrightHolder» - the owner of copyright; «Work» -
work that is the subject of intellectual property;
«License» - work license; «InfringementAct» is an act
of infringement; «InfringingWork» is work that
infringes intellectual property rights; «Infringer» is an
infringer; «CourtVerdict» is a court decision;
«Liability» is a liability; «HolderWork» is an auxiliary
spreadsheet. language such as "many to many".

After directly creating each of the tables, set the
required data types for the columns, indexes, and
constraints where necessary. The operation of the search
queries was checked by selecting the "Execute" context
menu item in text mode, which led to the output of the
data selected by the query. The figure below shows that
the query extracts basic information from the database
and provides it in a convenient way (Fig.1).

CopyrightHolderMame WorkTitle WorkImage Infringerhlame
= Apple Inc. Manic Keyboard Pro Electronics Corp

Microsoft Windows Free OS Group

Adidas Adidas Huaneng Boots International, Inc.

Billie Eilish Mo time to die Peter Parker
InfringingWorkTitle InfringingWorkImage ActDate CourtDate Verdict
Pro Keyboard 07.10.2021 | 26.11.2021 20:53:47.797 | ()
Windows Repack 15.10,2021 | 22,10,2021 20:59:59,490 | Guilty
Abibas Boots 15.09,2021 | 22,.10,2021 21:00:56,890 | Guilty
14th Game {racafl} 29.09.2021 | 05.10.2021 21:01:53.103 | Justified

Fig. 1. The results of the query
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For each database that is implemented, you need to
perform a series of tests to minimize future usage
problems. In software products, data is transferred from
the user to the internal database and vice versa.
Database testing is the verification of various aspects
related to the database, including the reliability and
integrity of the data. The basic testing of the created
database was carried out, namely the structure check:
CRUD-testing (C (Create) - check the storage of any
new transaction (operation "insert"); R (Read) - check
the viewing or search of any saved transaction
(operation "select"); U (Update) - update an existing
record ("update” operation); D (Delete) - check the
deletion of any record (“"delete" operation); ACID
testing (A (Atomicity) - transactions can be described
by the phrase "all or nothing"; C (Consistency,
consistency) - only real data is stored; | (Isolation,
isolation) - transactions do not affect each other; D
(Durability , durability) - recorded data will not be lost.

Conclusions

The rapid development of digital technologies is
changing the reality and the manufacturing sector
around the world - modern companies have access to
more data than ever before. Progressive organizations
can now use databases and informatization mechanisms
in general to move from simple data storage and basic
transactions to analyzing large amounts of data from
multiple systems and optimizing many processes. With
databases and other computing tools and business
analysis, today's organizations can use the data collected
to work more efficiently, make decisions more
efficiently, and be more flexible and scalable. The
ability to create and use databases gives users control
and autonomy while maintaining important security
standards.

The creation of an information base of intellectual
property rights is due to the existence of certain
objective grounds and reasons.

First, the need for legislation and consolidation of
non-property and property rights of creators (authors) to
their works, as well as the rights of society to access
these works. Secondly, the need for the state,
represented by its government and authorized bodies, to
ensure the sustainable development of the country's
economy using the latest technologies, by encouraging
initiative and creativity, dissemination and application
of creative work, and promoting free trade for economic
and economic interests. social development of society.
Third, to integrate into the world community, through
the design, development and implementation of modern
software in the legal field.

During the study, a database for the legal
protection of intellectual property was developed, which
allows you to conveniently store data on a wide range of
aspects of this area. The following actions were
performed when solving the task: created database
structures (initial formation), indexes and index
expressions for tables (to further establish relationships
between tables); the tables were filled with information;
tables are linked by foreign keys (one to one, one to
many and many to many); developed the necessary
queries to solve the problems that were set in the
condition. The customer base was compiled, scheduled
meetings and tasks were specified, and notifications
were set for them.

Thus, the goal of developing an information
system of intellectual property rights is to protect the
interests of authors and other creators of intellectual
property, by giving them certain defined, limited time
rights that allow them to dispose of these results, control
their use by third parties , to obtain a certain economic
effect from such use. In the process of designing the
information system, it was taken into account that these
rights apply not only to the material object in which the
result of creative work is embodied or may be
embodied, but to the product of the human mind as
such.
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Indopmaniiina cucTeMa MpaBoBoOro 3aXUCTy iHTEJIEKTYaJIbHOI BJACHOCTI

A. Kamirown, P. Bapanenko, T. ®panuyk, O. {sueHKo

AnoTtanis. Crarrsa aHanmizye craH mpobiaeMu po3poOku iH(opMariifHOT CHCTEMH IPaBOBOI OXOPOHH iHTEIEKTYaJIbHOL
BIAcHOCTI. PO3MIsiHyTO OCOOGNHMBOCTI TOHATTS «iHTENEKTyajbHa BIIACHICTBY. ABTOPaMHM BHMKOHAHO aHaNli3 BHKOPHUCTAHHS

iH(opMaIiifHO-TeICKOMYHIKAIIIHHAX ~ CHCTEM

B cdepi mpaBoBOI OXOPOHM IHTEIEKTYaJbHOI BIIACHOCTI.

ITokazaui Ta

[pOaHaji30BaHi MOXIINBOCTI iHTeHCHDiKalliil po3BUTKY iH(pOpMaLiiHOTo mporecy B chepi OXOPOHHU iHTENEKTyaIbHOI BIaCHOCTI.
Po3pobieHo 6a3y maHux Ui BUPILICHHS MPOOIeMHU POrPaMHOro 3a0e3eYeHHs IPaBOBOT OXOPOHH iHTEIEKTYalbHOI BIACHOCTI.

Kawuosi caosa: indopmanis, inpopmarusaris, inpopmamniifHi cucTeMH, IpaBoBa 0XOPOHA, IHTEIEKTyaIbHA BIACHICTb.
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THE CONCEPT OF USING THE NUMBER SYSTEM
IN THE RESIDUAL CLASSES FOR BUILDING
ARTIFICIAL INTELLIGENCE SYSTEM

Abstract. The subject of the article is the consideration of the concept of constructing an artificial intelligence (Al) system
based on the use of a non-positional system of residual classes (RNS). This concept is based on the hypothesis of the
holographic principle of building the memory of biological systems. The purpose of the article is to consider a method for
constructing an information model of the process of information processing by the human brain, based on the assumption
that the storage and processing of information is carried out in the RNS. Tasks: to consider a model of the process of
information processing by the human brain; consider the proposed model of information processing by the human brain in
the RNS; to study the influence of RNS properties in the creation of intelligent computing systems. Research methods:
methods of analysis and synthesis of computer systems, data analysis, number theory, coding theory in RNS. The following
results are obtained. The article considers a model of the process of information processing by the human brain, based on
the assumption that the storage and processing of information is carried out in the RNS. When accepting the hypothesis of
the holographic principle of information processing by the human brain, the expediency and efficiency of building Al systems
based on the information processing model in RNS is obvious. This is due to the fact that the principles and methods of
information processing in the RNS are in good agreement with modern ideas about the process of information processing by
the human brain. The accuracy of the description (representation) of the information object G depends on the number and
value of RNS bases. So, the greater the number of RNS bases and the greater their value, the more accurately the information
object G is described using frames. This fact confirms the feasibility of using RNS. Conclusions. The main idea of the study
is to consider the hypothesis of the holographic principle of building the memory of biological systems. In this case, the
failure of one or more memory cells does not affect the normal functioning of the biological model of the brain, i.e. each unit
of initial information is distributed over the entire surface of the hologram. In the article, Al is presented as a model of
computational processes operating in RNS. Thus, the expediency and efficiency of building Al systems based on the
information processing model functioning in the RNS is assessed as obvious.

Keywords: artificial intelligence, number system in residual classes, information processing by the human brain, non-

positional number system.

Introduction

The term artificial intelligence (Al) was first
introduced in 1956 at a summer conference at the
University of Dortmund [1]. Currently, the theory of
creating Al is developing simultaneously in various
directions: neural networks [2], evolutionary computing
[3], fuzzy logic [4], intelligent applications [5], distributed
computing [6], etc. Despite the fact that prominent
scientists from many fields of science argue about the
capabilities of artificial intelligence systems and their
applications, no one doubts the importance and necessity
of research on this problem.

At the present stage of development of cybernetic
systems in the process of research, the main goal of
creating Al has been determined - imitation of human
mental activity [7], i.e. transfer to the computer system
(CS) of "unintelligent" tasks for unloading a person from
mechanical work [8]. Despite the urgency of the problem
of creating Al systems, the transition from studying the
process of information processing in human brain systems
to the direct application of research results in technical
systems encounters a serious obstacle - the lack of a
satisfactory information model of Al that corresponds to
modern ideas about the information activity of the brain
[9].

The nature of thinking, the work of the human brain
is largely unknown, and Al systems are not at all obliged
to copy the work of the brain. When creating Al systems,
three approaches to their synthesis are possible: based on

the cognized (or assumed) methods of processing
information by the human brain; on other (yet unknown)
principles than in living nature; based on combined
(symbiosis) methods (technical and wildlife) of
information processing. The article proposes to consider a
method for constructing an information model of the
process of information processing by the human brain,
based on the assumption that information storage and
processing is carried out in a non-positional number
system in residual classes (RNS) [10].

Human brain information processing
and ai problems

The most important factor in the reliability of the
brain is the multifunctionality of many structural
formations or, more precisely, of their neural (primary
neural structures - PNS) populations [11].

Let's note the main specific informational features of
the human brain. Large information capacity.

At the same time, there is informational, structural
and functional redundancy, which leads to high reliability
and vitality of the brain.

The ability to restore lost information through the
use of intact parts of the brain, which corresponds to
functional redundancy and ensures high reliability and
accuracy of information processing.

A large amount of simultaneously processed
information. High speed of information processing.

The problem of studying the capabilities of the
human brain (in particular, informational and constructive

© Krasnobayev V., Koshman S., Kovalchuk D., 2022
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reliability, performance, memory capacity, etc.) is one of
the cardinal tasks of cybernetics for reproducing certain
aspects of its functioning in technical systems for various
purposes [12].

Al can be synthesized only after the creation of a
"conceptual bridge", which makes it possible to make the
most of knowledge from various fields of science about
the principles of the human brain. Although the structure
of the human brain and peripheral nervous system differs
significantly from the structure of modern computer
systems and the organization of its work in general, some
aspects of their work can be investigated according to the
"black box" principle.

To synthesize technical systems that perform Al
tasks, it is necessary to highlight the main features of Al
systems:

— the presence in them of their own internal model
of the external world,;

- the ability to fill with existing knowledge (the
ability to self-study);

- the ability to deductive conclusion;

- understanding of natural language;

- the ability to interact with a person in a dialogue;

— the ability to adapt to situations;

- high reliability, fail-safe and survivability.

The tasks of Al systems at each stage of the
development of society are different, i.e. the requirements
imposed by humans on Al systems are also different.

The main tasks of Al systems at this stage of
development of technical information processing systems
are as follows:

- proof of mathematical theorems;

- development of game models (chess, checkers,
etc.);

— pattern recognition;

- robotics;

— translations from one language to another;

- expert systems, etc.

Note that almost all of these tasks can be used (and
are already being used) in military affairs. In this aspect,
the creation of Al systems and their use in automated
military control systems can significantly increase the
combat effectiveness of the weapons used.

The game models developed by the Al system can
be used in planning and conducting military operations on
a global scale, which may be beyond the power of a
military headquarters of any rank.

Pattern recognition techniques can be used in night
vision devices, in homing unmanned aircraft and missiles,
as well as in the development of a cruise missile guidance
system.

Achievements of robotics based on the application
of modern concepts and ideas for building Al systems,
can be used to create unmanned means of destroying
enemy manpower and equipment and, finally, in expert
systems.

These systems are information objects that perform
the functions of storing, replenishing and issuing
information certificates to the consumer.

Expert systems can be widely used in military ICS
as an "advisor" to the operator in typical (or even dead-
end!) situations.

The proposed model of information processing
by the human brain in the system
of residual classes

The problem of creating Al systems contains many
issues of both social, philosophical nature, and technical
ones. However, in one work it is impossible to highlight
all aspects of Al cognition, in this regard, as mentioned
above, we will restrict ourselves to considering the
assumptions about the possible version of information
processing by the human brain.

In terms of information, the human brain is a system
for receiving, issuing and processing information. This
system is characterized by a variety of parameters and,
first of all, by the amount of stored information, the speed
and reliability of its processing. In our case, we will try to
explain the possibility of simultaneous storage in the
human brain of a large amount of information, its high
processing speed and ultra-high reliability of memory
from the point of view of the information processing
principles in RNS.

The brain is characterized by a large amount of
simultaneously stored information. The constructive
organization of such a volume of memory in existing CS
at the present stage of development of the element base is
a very complex process. In this regard, one of the
promising directions is the method of layer-by-layer
growth of three-dimensional structures. Scientists'
calculations show that a memory cube with a volume of

10 bits of information built in this way will have an
acceptable mass and dimensions. However, there are still
many unsolved problems here, one of which is the low
reliability of the functioning of such a memory cube.

To increase the reliability of artificial memory, you
can record this volume G information in parallel in
several memory cells, distributing it according to the
holographic principle. With such an organization of
memory, the failure of one or part of the memory cells
will hardly affect the normal functioning of the human
brain model, since each unit of initial information will be
distributed over the entire surface of the hologram. In
other words the memory is distributed, i.e. there is a
spatial overlay of images in a person's memory. In this
aspect, there is an analogy between biological and
holographic memory.

It is known that the human brain processes huge
amounts of information in short periods of time. However,
it cannot be argued that the human brain functions at a
high speed. Most likely, the high efficiency of brain
activity is achieved due to the simultaneous parallel
processing of a large amount of information, which is
inherent in the human brain. Such a high speed of
information processing is hardly achievable in modern CS
operating in positional number systems (PNS), which
process information sequentially, stage by stage. The
existing methods of increasing the productivity of the CS
in the PNS do not fundamentally solve the problem of
organizing highly parallel information processing.
According to modern concepts, information in the human
brain is perceived and processed according to the
holographic principle by means of frames. By frames we
mean the minimum indivisible amount of information
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presented in various forms (visual, semantic, etc.), which
uniquely defines a given class of objects. Frames play the
role of optimal, standard programs with the help of which
computational algorithms are implemented, which
reduces the number of auxiliary computations. This
circumstance makes it possible to reduce the non-
productive costs for the speed of the compressor station.
Apparently, each person has his own individual set of
frames in the brain, while it is possible that over time, the
structure of the frames, in the informational plane, can
change. Frames play the role of optimal, standard
programs with the help of which computational
algorithms are implemented, which reduces the number of
auxiliary computations. This circumstance makes it
possible to reduce non-productive costs for the speed of
the CS. To all appearances, each person's brain has its own
individual set of frames, and it is possible that the
structure of frames may change over time, in the
informational sense.

A distinctive feature of holographic memory devices
is their large capacity and ultra-high reliability. This
shows that when imitating the activity of the human brain,
the closest of the known technical principles of
information processing is the principle of holographic
storage of information, which probably makes further
research in this direction promising.

One of the main tasks that arises when modeling Al
systems is to ensure their high reliability, i.e. the ability of
systems to keep in time within the established limits the
value of all parameters characterizing the ability to
perform the required functions in the specified modes and
conditions of use. The research on the nature of the ultra-
reliable functioning of the human brain is one of the main
tasks of cybernetics at the present time. he human brain,
which has evolved over thousands of years, has achieved
a high degree of perfection as a super-efficient
information-management system with high reliability,
fault tolerance and survivability. This is manifested in the
ability of the brain to function in parallel even with the
failure of millions of PNS, which are elements of
information processing in the human brain. Note that that
the term "reliability" defined for technical systems is not
always applicable to living organisms. Indeed, such
properties of reliability as durability, maintainability and
preservation can hardly be used in the characterization of
the brain. This suggests that the reliability of the brain
may have a completely different nature, which differs
from the means of ensuring the reliability, survivability
and fault tolerance of technical means of information
processing, in particular, modern positional CS.

The need to explain individual properties of living
organisms for their use in the developed technical systems
makes it necessary to at least roughly determine, using
well-known concepts and definitions, the methods of
increasing reliability used in the human brain. One of such
methods, perhaps, is the simultaneous use of various types
of redundancy (structural, informational, functional, etc.)
both at the level of PNS and at the level of individual
groups of PNS.

This method is widely used in information
processing systems to improve the reliability of its
processing [13]. This method is most effective in case of

constant item-by-item reservation of PNS and with
dynamic reservation of individual groups of PNS [14].
Most likely, all types and varieties of redundancy are
simultaneously present in the human brain. In a CS, it is
not always possible to simultaneously implement all types
of redundancy at all levels. This is due to the difficulty of
physical implementation of such redundant systems, in
particular, the high technical costs of this implementation.
The second thing that can explain the high degree of brain
reliability is the holographic principles of information
processing. The process of obtaining a hologram by
mathematical methods is represented as a direct Fourier
transform, and the process of image reconstruction on this
hologram is represented as a corresponding inverse
transform.

Let the function f (t), and the loss of information at

any small-time interval is unacceptable At.
From the point of view of ensuring high reliability
of processing the function f(t), it is more expedient to

deal not with the function f(t) itself, but with its

spectrum, since each line of this spectrum carries
information about the entire function f(t) (like a

fragment of a plate holograms) on the period of its change
T . If for some reason the spectrum of the function f (t)

is distorted, then during its restoration there is no loss of
information completely, but simply information about the
object (object, phenomenon) is received less accurately.
This fully applies to frames as well. Indeed, the clarity of
the display of an information object in a person's memory
depends on the number of features that describe this
object.

The above reasoning shows that outwardly, the
process of functioning of the human brain is in good
agreement with the holographic principles of information
processing. Thus, when building information systems for
information processing, it is necessary to introduce
holographic signs in the CS number system itself, which
facilitate the organization of parallel information
processing [15].

The representation of a number in the residual class
system is based on the concept of a residue and the
Chinese remainder theorem.

The RNS is defined by a set of pairwise coprime
modules (my,m,,...,m,), that is, such that

GCD(m;,m;) =1, (i,j=01...,n;i# j)
called a basis, and the product
M=m-m,-....m,,
so that each integer x from the segment [0, M —1] is set
matching the set of residues (X;,X,,...,X,), where

X, = x(modm, );

X, = x(modm, );

X, = x(modm,).

Moreover, the Chinese remainder theorem
guarantees the uniqueness (uniqueness) of the
representation of non-negative integers from the segment
[0,M -1].
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RNS have applications in the field of digital
computer arithmetic. By decomposing in this a large
integer into a set of smaller integers, a large calculation
can be performed as a series of smaller calculations that
can be performed independently and in parallel.

Multi-modular arithmetic is widely used for
computation with large integers, typically in linear
algebra, because it provides faster computation than with
the usual numeral systems, even when the time for
converting between numeral systems is taken into
account. Other applications of multi-modular arithmetic
include polynomial greatest common divisor, Grobner
basis computation and cryptography.

Thus, RNS is widely used today in various fields.
For example, in microelectronics, in specialized digital
signal processing devices, where it is required:

— error control by introducing
redundant modules;

- high speed of work, which is provided by the
parallel implementation of basic arithmetic operations;

- Information Security.

The basis for the creation of calculators operating in
the RNS is the ability to simultaneously use all the
number-theoretic properties of the RNS.

Let's highlight three main properties of RNS.

— Independence of the remnants. Taking this
property into account makes it possible to construct a
special processor in the form of a set of n independent
computational paths operating in parallel in time. This
circumstance makes it possible to parallelize the
computed algorithm at the level of microoperations,
which is fundamentally impossible for any of the existing
positional number systems. This makes it possible to
implement most of the arithmetic operations in one cycle
of the calculator operation.

- Equality of residues. Any remainder of the
number presented in the RNS carries information about
its quantitative value. This makes it possible by software
methods to replace the failed computational path modulo
m; with an operable path modulo m; (m; <m;)

additional

without interrupting the solution of the problem. In
addition, the special processor in the RNS maintains its
operability in the event of failures of several
computational paths simultaneously and is capable of
executing the program with a slight decrease in the
computational accuracy. That is, such a special processor
has the property of functional survivability. In this aspect,
the special processor in the RNS can be classified as a
natural fault-tolerant computing structure.

— Low-bitness of residues. Tabular algorithms for
the implementation of arithmetic operations in the RNS
can significantly improve performance. This is achieved
due to the possibility of parallelizing algorithms at the
level of micro-operations of a special processor.

It is known that the numbers A, in the RNS are

represented by a set of residuals
3 = A —[A/m;]m, (i :1_n)

from dividing them by the chosen base system {m;}
[16-18].

The most frequent consideration is the RNS, for
which the base m; is chosen by integers and positive

numbers, and the system of bases is chosen so that they
are mutually simple in pairs, i.e.

GCD(m;, mj) =1, for i j.

As from the principle of constructing the RNS, each
residue a; carries information about the entire original

object G described by the information code A, , and the

range of code words (the range of numbers containing, the
totality of all possible values of A, ) is represented as

{onm _1] .

For this range there is a one-to-one correspondence
between the numbers in the RNS in the PNS. The greater
the number of RNS bases n and the larger they are in size,
the more accurately the information object G is
described. This is similar to the fact that the image of the
object G on afragment of a holographic plate is less clear
than on the plate itself. If we take a part of a hologram (a
part of n RNS bases) and attach several similar parts to it
(add several RNS bases), then the image of object G will
become clearer (object G is displayed more fully and
more informative). Obviously, there is an analogy
between the methods of information processing in RNS
and the principles of constructing holograms [19].

Note that when processing information in the RNS,
there is a possibility of exchange operations between the
accuracy of computing the algorithm, reliability and speed
in the dynamics of the computational process. Let an
object G be described by a set of bases {m;} RNS

(i =1,n+k). The execution time of arithmetic operations

and the accuracy of the solution depends on the number
of information bases n, and the reliability (validity) of
calculations depends on the number of check bases k.
Suppose that in the course of calculations it became
necessary to improve the reliability of calculations.

In this case, there is a redistribution of the RNS bases

i=1n"+k’, while
n‘<nand k'>k and n+k=n'+k"'=const .

In this case, the accuracy of calculations decreases
and the performance of data processing increases, which
are determined by the number of bases n'.

If it becomes necessary to increase the accuracy of
the solution in a separate section of the computed
program, then the program is redistributed as follows:

i=Ln"+k" (n+k=n"+k"'=const).

With an increase in the accuracy of calculations (
n">n) decreases their reliability and performance (
k">k).

Note that the possibility of organizing exchange
operations in the PNS (for example, variable scaling, etc.)
does not have the same flexibility and versatility as the
methods that provide exchange operations in the RNS.
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This makes it possible to more flexibly approach the
solution of various types of problems, which is inherent in
the human brain. In addition, during the construction and
study of the reliability models of the CS in the RNS, it was
found that when codes are used in the RNS, various types
of redundancy are simultaneously manifested (present):
structural, informational and functional [20].

Indeed, structural redundancy is manifested when
constructing a computing system based on a set of
independent and parallel in time computing paths
according to the appropriate bases m; .

In this case, these computational paths (i = Ln ) play
the role of the main elements of the reserve, and the paths

on the bases m; =(j =n+1 n+k)— the role of backup

elements.
In addition, in the ordered (m; < m; +1) RNS of the

base m; (j =n+1, k) play the role of control paths, the

information of which makes it possible to organize the
process of detecting and correcting errors. Informational
redundancy is also manifested in this aspect.

In addition, it was shown that the role of functional
redundancy, i.e. the ability of one control path to take over
the functions of up to r failed information computing
paths, is manifested when the condition

.
m; =] Imy
i=1
is observed.

Obviously, construction of systems on principles of
information processing in RNS the high reliability and
survivability is reached, approaching in this plan to
activity of a human brain.

The model of the information object in the RNS is in
good agreement with the modern concept of a frame. Let
the frame describing the information object G be
numerically represented in the RNS. In this case, the
accuracy of the description (representation) of the object
G depends on the number and values of the RNS bases.
So, the larger the number of bases and the larger they are

in terms of mi, the more accurately the information object
G is described by means of frames. This fact once again
confirms the expediency of using the RNS.

Conclusions

Artificial intelligence is traditionally understood as
the property of intelligent systems to perform creative
functions. Historically, creative activity was considered
the prerogative of a person. However, modern
technologies for creating intelligent machines, especially
intelligent computer programs, make it possible to explore
new possibilities in solving creative problems [15, 19].
And our article is one example in the search for ways to
create Al.

Al is concerned with solving the problems of using
computers to understand human intelligence. That being
said, Al techniques are not necessarily limited to
biologically plausible methods. Intelligent systems
existing today have rather narrow areas of application.
And in our article we also consider one of the possible
directions in the construction of Al based on the RNS.

We consider the hypothesis about the holographic
principle of constructing the memory of biological
systems. In this case, the failure of one or several memory
cells does not affect the normal functioning of the
biological brain model, i.e. each unit of initial information
is distributed over the entire surface of the hologram. This
is the main idea of our research. We represent Al as a
model of computational processes operating in a residual
class system. The redundancy capabilities in the RNS
allow you to improve reliability and fault tolerance. This
is very similar to the functioning of biological processes
in the human brain. Thus, when accepting the hypothesis
about the holographic principle of information processing
by the human brain, the expediency and effectiveness of
building Al systems based on the information processing
model of the CS, functioning in a non-positional number
system in the residual classes, is obvious. This is due to
the fact that the principles and methods of information
processing in the RNS are in good agreement with modern
concepts and ideas about the process of information
processing by the human brain.
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KOHllelllliﬂ 3aCTOCYBAaHHS CUCTEMHU YUCJICHHA Yy 3AJIUIIKOBUX KJIacax JIJisl ﬂOﬁyZIOB](l
CUCTEMH HITYYHOI'0 iHTeHeKTy

B. A. Kpacno6aes, C. O. Komman, JI. M. KoBanbuyk

AnoTauis. [Ipeamerom CTaTTi € pO3rIsLI KOHLEMNIIT MOOYI0BH cucTeMu mTydHOTO iHTenekTy (L) 3 ypaxyBaHHAM
3aCTOCYBaHHS Hemo3umiiHoOI cuctemu 3anunikoBux kmaciB (C3K). Lg koHUemnuis mossrae B TimoTresi mpo roxorpadigHuit
MPUHINN MOO0YIOBU MaM'sTi 0i0JIOTIYHHMX cUCTeM. MeTOK CTaTTi € po3risa MeToAy moOyaoBw iHpopMamiiHOI Momem
nporecy oOpoOku iHdopmarii MO3KOM IIOAMHH, BUXOASYM 3 NPHUIYLICHHs, IO 30epiraHHs Ta oOpoOka iHdopmarii
3pilicHoeThest y C3K. 3agaui: po3risHyTH Moaens npoiiecy 00poOKH iHpopMalii MO3KOM JIIOJUHH; PO3TIISTHYTH IPUITYIEHY
Monenb o0poOku iHpopmanii Mmo3kom mroauHu y C3K; mocmigutu BrumB BnactuBocteit C3K mnpu  cTBOpeHHI
IHTEJIeKTyaIbHUX O0YMCIIOBAIBHUX CHCTEM. MeTOaH MOCTiMKeHHs: METO/IM aHaJi3y Ta CHHTE3y KOMMI'IOTEPHUX CHCTEM,
aHani3y IaHHUX, Teopis uucen, Teopis koxysBanHs y C3K. Orpumano Taki pe3yabTaTH. Y CTAaTTi PO3TISAAETHCS MOACIH
nporecy oOpoOku iHpOpMaIlii MO3KOM JIOAMHH, SKa 3aCHOBaHA HA MPHITYIICHHI, Mo 30epiraHHs Ta 00poOka iHdopmarii
3pificHIoeThes y C3K. Ilpu mpuitHATTI rinmote3u mpo ronorpadidHuil mpuHOHI 0O0poOKku iH(opMaIil JTIOACEKIM MO3KOM
OdYeBHJHA AOIUIBHICTE Ta eexTuBHIcTs MoOynoBH cucteM LI Ha ocHOBI Mozmeni 06po6ku iHopmarnii y C3K. Lle mos's3aH0
3 THM, IO IPUHIUNHN Ta MeToau oOpo6kn iHnpopmarii B C3K nobpe y3romKyroThesl 3 CydacHUMH YSBICHHSIMH I O IpoOIlec
00po6Kku iHpopMalii Mo3koM soanHU. TouHicTh onucy (nmoxaHHs) iHpopMamiiHoro 06'ekta G 3a1eKUTh BiJ KiJIbKOCTI Ta
sHaueHHs OasuciB C3K. Tak, yum Oinbine kinbkicTb ocHoB C3K, i yuM BoHHM Oijbllie 3a 3HAYEHHSAM, TO TOYHIIIE
indopmaniituuii 00'ekt G onucyeTbes 3 gonomoroo dpeiimin. Llel ¢akt miarBepmxye mouinpHicTh Bukopuctanus C3K.
BucHoBku. OCHOBHOIO i[I€€I0 JOCITI/KEHHS € pO3IIIs] TimoTe3w mpo ronorpadiunuil nmpuHuMn noOyaoBH mam'sTi
6iooriuamx cucreM. [Ipu nboMy BUXIJ 13 JIaxy OJHI€T UM KITbKOX KOMIPOK MaM'sITi He BILTUBAE HOpMaIbHe QyHKIIOHYBaHHS
GioyoriyHO1 MoIeNTi MO3KY, TOOTO KOKHA OAWHUIS BUXiTHOI iHpopMarii po3noaingeTscs mo BCil MOBEpXHi rosorpamMu. Y
crarti LI mpencTaBiseTbest IK MOJIETh OOYUCIIOBANBHIX MPoIEciB, mo npanooTs y C3K. Takum 4uHOM, ITOUITBHICTH Ta
epextuBHiCT MOOynoBu cucteM Il Ha ocHOBI Moxemi oOpoOku iHpopmanii, mo ¢yuknionye y C3K, omiHroeTscs sk
OuYEeBHIHA.

Kaw4yoBi caoBa: mTy4yHnit iHTENEKT, CHCTEMa YHCICHHS B 3aJIMIIKOBUX Kiacax, 00poOka iHpopmanii JTr01CEKUM
MO3KOM, HEIO3HILiHHA CHCTeMa YNCIICHHS.
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HamionansHuit TeXHIYHUN YHIBEPCUTET “XapKIiBCHKUH MOMITEXHIYHAN 1HCTUTYT , XapKiB, YKpaiHa

JOCJIIIZKEHHS ITPOTOKOJIIB IIEPEJTAYI JAHUX
B YMOBAX IHTEPHETY PEUEH

AHoTtanis. IIpeamMerom nociiKeHHs B CTATTi € NPOTOKOJIHM Tepeadi JaHuX B yMoBax [HTepHer peucii. MeTa podoTn —
MOPiBHSHHS POTOKOIIB [HTEpHET peueii Ha 0a3i AeMOHCTpanifHOro cTeHaa. Y SIKOCTI anapaTHOl MIaTGOopMHU PO3TIIAAAETHCS
Moayie WeMos D1, sikuii BAKOPHCTOBY€ TeXHOJIOTi 10 mepeaadi qanux Wi-Fi, 1110 € Haii0i1b 11 TOMMPEHO0 Ha ChOTOIHIIHIA
JIeHb JUTsl IPUCTPOiB [HTepHET peueii. B X0/ ekcriepuMeHTy BU3HAYAIOTHCSI 3aTPUMKH, BTPATH IAKETiB B 3aJIGKHOCTI BiJ 1X
po3Mipy, BiTHOIIEHHS ciy>k00Boi iHpoOpMaIil 10 KOPUCHOI 3a OJHY TPaH3aKIiIo NpH Hepenadi JaHUX 3 BUKOPHCTAHHSIM
npotokoiniB: MQTT, CoAP, HTTP/2; 3 MeTor0 BU3HAUCHHS, B IKUX MIPUCTPOSIX HABECHI IIPOTOKOJIN HAHOLIbII e)eKTHBHI.

Knwuosi cioBa: Iareprer peueit, nporokoi, MQTT, CoAP, HTTP/1.1, HTTP/2

Beryn

Barato TexHoJOTIH KapIMHAIBHO 3MIHMIM CTHIb
xuTTA npotaroM XX| cr.: pagio3s’s30k, TenedayeHHs,
KOMIT IoTepHu, MOOLIbHI TesnedoHn Ta [HTEpHET € Hesa-
MIHHUMH B CydacHOMY cBiTi. OcoOIMBOro MOMIMpPEHHS
HaOyJsa TexHouorist [HTepHeT pevei, OCHOBHOIO KOHIIETI-
LIEI0 SKOT € MOXKJIMBICTh IMiIKIFOYATH YCUIIKI 00’ €KTH
«pedi» no Mepexi, 00pobisITH iH(GopMaIliiro, mo HaIxo-
IUTh 3 HAaBKOJIMIIHBOTO CEPENOBUINA, OOMIHIOBATHCS
HEIO 1 BUKOHYBATH Pi3Hi Oii 3a1eKHO BiJl OTPUMAHO] iH-
¢dopmamii. IaTepHeT pedelt BBaXarOTh HACTYITHHM
eranoMm TexHiuHOi peBomowii [1]. BaxiauBumu GyHKI-
SMH 1€l KOHIEMNIil € MOJErmeHHs MOBCIKACHHOTO
JKHUTTS, MiJABHIICHHSA €()EKTUBHOCTI Ta SAKOCTI poOOTH,
€HEepro3aouaPKeHHs TOILO.

B nanwuii yac InTepHeTOM peueil OXOIUIIOETHCS Be-
JMYE3HUHN CHEKTP rayy3e, MOYMHAIOYN BiJl IPOMUCIIO-
BOCTI i 3aKiHYyroun nMpoayktamu xap4ayBauas [2]. [puk-
JIaJI0M BIIPOBAPKEHHS [HTEpHET peyeii € cructeMa «po3y-
MHUH OyauHOK». OfHIi€I0 13 QyHKIIH «po3yMHOTO Oy IHU-
HKY» € KOHTPOJIb NTapaMeTpiB HaBKOJIMIIHLOTO CEpero-
BUINA, 3aJ€KHO BiJl YOTO 3/IMCHIOETHCS PETYIIOBAHHSA
JKHTTEBO BYKIIMBHUX MOKa3HUKIB, TaKHUX SIK TEMIeparypa
Ta BOJIOTiCTh, B IPUMIIIEHHI. Y 3MMOBHH Iepio]] Harpi-
BaOYi MPUIIAIN 3aJIEKHO BiJl TEMIIEPATYPH MOBITPS 330-
BHI, BIiTpY, 4acy 100 0e3 BTpy4aHHS JIOJAWHU PETYIIIo-
IOTh IHTEHCUBHICTh OMAJICHHS, IO A€ 3MOTY 3HA4YHO
3MEHIINUTH CIIOKUBaHHS EHEpProHOCiiB. A Iie 103BOJISE
CTBOPUTH MaKCHMaJIbHO KOM(OPTHI YMOBH MPOKHUBAHHSI
JFOJIEH MpU MaKCHMMaJbHO €EKOHOMHOMY CIIOXXHBaHHI pe-
CypciB.

Jenani yacrime aaHi BiJ «pedeii» mepeialoTses B
MEpexy 3B’SI3KYy 3arajlbHOr0 KOPHUCTYBaHHS Ha XMapHi
cepgicu. [y mepeaadi JaHUX BUKOPUCTOBYIOTHCS IIPO-
TOKOJIM, SIKUX 3apa3 HalluyeTbcs OJNM3BKO ABAUSATH
w’ste [3]. Cepen icHyrounx mpoTOKONiB [HTEpHETY pe-
4eil HaWOUIBIIOrO TOIMMpPEHHS HaOylIH MPOTOKOIH:
MQTT, CoAP, HTTP/2, siki BHKOPHCTOBYIOTBCS VIS
300py Ta mepenadi JaHUX MiXK INPUCTPOSMH Ta iHITUMH
yuacHUKaMHu iHppacTpykTypu InTeprer peueii [4]. On-
HaK y KOKHOTO TIPOTOKOJY € CBOi 0cOONMMBOCTI (PyHKITI-
OHYBAaHHS, SIKI NPOSIBIISIIOTHCS IIPU CTPECOBUX PEKUMAX
eKCIUTyaTalii Mepexi. 3 1iel IpUYrHU, BUOIp 1 BUKOPHC-
TaHHS Oy/b-SIKOTO MPOTOKOJY CTalM HarajbHOIO IpO-
0J1eMO0, OCKIJIBKM 3aBaHTa)KCHHS MEpeXi 3 KOXKHUM

POKOM Bce 3pocTae. Y CTaTTi pO3MISHYTO 1 MPOaHai30-
BaHO OCOOJNMBOCTI ~ (DYHKLIOHYBaHHS IPOTOKOJIB:
MQTT, CoAP, HTTP/2 na 6a3i Bi1acHOrO JAEMOHCTpa-
mifiHoro cteHay. B pe3ynbTati aHamizy 3amporoHOBaHi
PEKOMEH/IAIIIT M0 BUKOPHCTAHHIO KOHKPETHHUX TPOTOKO-
JIB 711 PI3HUX THITIB IPUCTPOIB.

BukJiax ocHOBHOro Martepiany

MQTT (Message Queuing Telemetry Transport) —
MIPOCTHH TIPOTOKOJ OOMiHY MTOBITOMJICHHSIMH, IKUH pea-
ni3ye Mojens «myouikarist / mimmuckay» (publish / sub-
scribe). IIpoTokoI cTBOPIOBABCA IS 3a0€3I€YeHHs Bijl-
KPHUTOCTI, IPOCTOTH, MiHIMaJIBHUX BUMOT K pecypcam Ta
3pPYYHOCTI BIIPOBAKEHHS [5].

[IpoTokon cTBOprOBaBCs, 100 3a0E3MEYUTH BijK-
PHTICTB, IPOCTOTY, MiHIMAJIbHI BUMOTH 0 PECYpCIB Ta
3pyunicte. MQTT 6asyerbest moBepx TCP/IP ta mparitoe
3 MOJIEJUTIO «KJIIEHT / cepBep», e KOXKEH JIATYHK € KIli€-
HTOM Ta MiJKJIIOYEHUH 10 cepBepy, SKHH BHCTyNae y
poui 6pokepa. [Tporoxon MQTT motpebye 000B’13K0BOT
HasBHOCTI OpoKepy, AKHH Kepye PO3MOIIIOM NTaHUX ITif-
IIICHUKAM. Y ¢i IPUCTPOI Ta aKTyaTOPH HaJCHIIAIOTh 1aHi
TIIBKH OpOKepy Ta OTPUMYIOTH JIaHi JIUIIE BiX HBOTO. Y
Mepexi Ha 0a3i mportokorry MQTT pospisssioTs 3
00’ exTH:

Bunasens (Publisher) — MQTT, sikuii mijg yac Bu-
HUKHECHHS BiAMOBiIHOT ol mepenae opokepy indhopma-
IiF0 TIPO Hel, MyOTiKYIOUYH BiIMOBIIHI TOMIKY,

Bpoxep (Broker) — MQTT-cepsep, sikuit oTpumye
iH(opMmalIliro BiJl BUIABIIIB Ta Mepeac ii BiAMOBIIHAM ITi-
JITMCHUKaM, OKPIM LbOTO B CKIaJHHX CHCTEMaX MOXKe
BHUKOHYBATH Pi3HI omepariii, MoB’s3aHi 3 aHaTi30M Ta 00-
pOOKOO OTpHMaHUX NaHUX. Pi3HI OpoKepH MOXYTh 3’ €]I-
HATHCS MDXK CO0OF0, SKIIO BOHH ITiITUCYIOTHCS HA MOBI-
JIOMJICHHS OJTHE OJTHOTO;

[Mignmucuuk (Subscriber) — MQTT-kiienT, sKkui
TTICHIS MiIMUCKA 10 OpoKepa MepeBaKHO «CIyXae» HOTo
Ta MOCTIHO TOTOBUH 0 OTpUMaHHS Ta OOPOOKH BXif-
HOTO TIOBiJTOMJICHHSI Ha HEOOXiHI HOMY TOTIKH Bij Opo-
Kepa.

ToOT0, KOJIM OJTMH KIIIEHT BUAABEIH NIEpeac MOBi-
nmomieHHS M Ha nieBHy TeMy T, yci KITi€HTH, SIKi Tiamm-
cancs Ha TeMmy T, oTpuMyroTh Lie oBigomieHHs M. Ha-
NPUKIIa, TPH KITIE€HTA MIAKII0YEH] 10 Opokepa, kiieHT b
ta C mianucyroThes Ha Tomik «temperature». B neBHwmii
MOMEHT 4acy KIi€eHT A nepenae 3HaueHHs «30» Ha TOIIK
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«temperaturey», MUTTEBO MiCJII OTPUMAaHHS, OpOKep mepe-
JIa€ 1ie MOBLIOMIICHHS IO MiAMUCHUKIB.

B MQTT nepenbauaerscst Tpu BUOOpH Ha/iHOCTI
0oOMiHYy MOBIJIOMJIEHHSIMH, SIKi 3a0€3Me4yI0ThCS TPhOMa
piBHsIMHU sikocTi 0OcyroByBanHs (Q0S, Quality of Ser-
vice):

Q0S0 — moBiTOMIICHHS TIEpeNaeThCs TUTBKHA OJUH
pa3 Ta He ToTpeOye MiATBEPIHKEHHS;

Q0S1 — moBimOMIIEHHS HAICHIAETHCS MIHIMyM
OJIMH pa3 Ta NoTpedye MmiATBepKEHHS;

Q0S2 — i JOCTaBKY MTOBiTOMIIEHHSI BHKOPHCTO-
BY€ETbCSI MEXaHI3M YOTHPBHOX ETAITHOTO PYKOCTHCKAHHSI.

Kpim nporo, nosepx piBust TCP npucyTHiil piBeHb
6esmexu TLS (Transport Layer Security), panim Bimo-
muii sik SSL (Secure Socker Layer). ITopt 8883 3a6e3rme-
gyye Oe3neKy 3B’s3Ky, SKIIO ajpeca Opokepa Mpairoe 3
LM TIOPTOM, TO Tpadik NepenacThest 3 MUPPyBaHHSIM.

CoAP (Constrained Application Protocol) — mpo-
Tokou1, pozpobienuii IETF (Internet Engineering Task
Force) Ta omrcan B okymenti RFC 7252 [6]. TIpotokon
MPAIfOe HAa MPUKIIATHOMY PiBHI, Ta PU3HAYCHUH IS T1e-
penadvi TaHWX IO JiHIsIM ¢ 0OMEXECHOO POITYCKHOIO 3/1a-
tHicTI0. COAP OyB po3po0iieHuii Ha OCHOBI MPOTOKOITY
HTTP, npencrasnsie coboro Horo OGiHapHy Bepciro, aie
He € Horo ciinoto koriero. COAP ckiagaerbes 3 miaMHO-
xuHA HTTP QyHKIIiOHaNEHUX MOXXINBOCTEH, SKi OyiH
pO3po0IIeHi 3 BpaxyBaHHIM HU3bKOT MOTYXKHOCTI Ta CITO-
KUBaHHS eHeprii BOymoBaHHX mpucTpoiB. KpiMm mporo,
Oynu 3MiHEHi pi3HI MEXaHI3MU Ta J0/aHi IesKi HOBI MO-
JKIIUBOCTI, OO IIPOTOKOJ i AXOMB s [HTEpHET pedei.

Ha Bigminy, Bix npotokoixy HT TP, sikuii € Texcto-
BuM Ta BUKopHuctoBye TCP, COAP — GiHapHUii npoTo-
KO, SIKUH TpaHcropTyeTbes yepe3 UDP, mo 3menmnye
PO3MipH CITy’)KOOBUX JIAHUX Ta 30LTBIIYE THYYKICTh B MO-
JIENSX 3B’ SA3KY.

COoAP opranizoBaHuii B iBa piBHS: piBEHb TpaH3a-
KIIiif Ta piBerb «Request / Response». Pisens Tpanzakiiii
00po0IIoe eqMHNI 0OMiH TIOBIJOMJICHHSMH MiX KiHIIe-
BUMH Toukamu. [ToBimoMieHHs 0OMiHy Ha I[bOMY PiBHI
MOXYTbh OyTH YOTHPHOX THIIIB:

«Confirmable» — Bumarae migrBepKEHHS;

«Non-confirmable» — we Bumarae miaTsep-
JOKCHHS;

KBUTYBaHHA —  MiJITBEPJDKYE
«Confirmable» mosigoMnenns;

«Reset» — Bkasye Ha te, mo «Confirmable» nogi-
JIOMJICHHS OyJIO OTPUMaHO, aje KOHTEKCT, norpedye 00-
poOKwu.

[epepaxoBanumu nosigomsieHHssMu COAP 3a6e3-
reyye MexaHi3M BiacHoi HaaiHocTi. Konu otpumyBauy
npuxoauth «Comfirmable» mosimomienHs, BiH 3aBX M
moBepTae miaTBepkeHHs. CTOpoHa, sKa HaJiciana mo-
BiJOMJICHHSI, B CBOIO Yepry, 3HOBY HAJCHIIAE ITOBiIOM-
JICHHSI, SIKIO TiJTBEPIKCHHS HE MOBEPTAETHCS MPOTS-
rOM TIEBHOT'O MIEPioy 4acy, 331aHOT0 3a 3aMOBYYBaHHIM
Ta MOCTIHHO 3pocTaroue, I0KH OTPUMYBAY HE HAICUIIAE
MiATBEPIKEHHS OTpUMaHHs. KpiM 11b0T0, 1ie 1a€ MOXKITH-
BICTh aCHHXPOHHOTO 3B’S3KY, SIKUI € KIIFOUOBOIO BUMO-
roto 110 IHTepHeT peueii. Asie AesKi MOBIIOMIICHHS HE 1M0-
TpeOyrTh miaATBepKeHHs. [{e 0cobnMBO BipHO 1O Bij-
HOIIICHHIO JI0 TIOBIZOMJICHB, SIKI PETYJSIPHO IOBTOPIO-
IOThCS, HANPHUKIIAJ OJHAKOBI 3HAYCHHS BIiJ JAaTUYHKY.

OTpUMaHHS

Tonai B sIKOCTI OiNIbIIIe JIETKOT albTCPHATHBH, IOBIIOM-
JICHHSI TIEPEIA€ThCSA C MEHIIIOK HAIHHICTIO, BiaqMidueHe
sk «Non-confirmable». Ile noBimoMiIeHHs 3aBX/I1M HECe
3anuT abo BIANOBIAb Ta HE MOBUHHE OYTH MOPOXKHIM. A
TaKoX, pIBeHb TPaH3aKIlii 3a0e3neduye miATPpUMKY Oara-
TOAJIPECHOI Nepeaady Ta KOHTPOJIKO Mepe3aBaHTaAKCHHSI.
Taxum unaHOM COAP — mipukiiaz epeaadi «oIuH 10 01
HOTO», MPOTE SIK 3a3HAYANIOCS PaHillle, TPOTOKOJ MiATPH-
Mye GaraToaapecHe HaJCHIaHHS, IO MOXKIUBO 3aBISAKH
po3tamryBanHO Haj IPv6. Ile Moxke OyTH BHKOpHCTaHO,
HaNpUKJIal, JJIs BUSABICHHS NPUCTPOIB, Ta OOMIiHY Ja-
HUMH 4epe3 MiK Mepexesi ekpanu. PiBensb «Request /
Response» mpezcrasiisic MOJ€E b B3aEMOIIT «3anuT / Bij-
MOBiIb» 200 «KJIE€HT / cepBEP» I MaHIITyJIIOBAHHS pe-
cypcamu ta nepenadi. B COAP miarpumyetsest mudpy-
Bauus, ane 6e3 TCP crammaptauii TSL He Moxe OyTH
BUKOPUCTaHHWH IJIsi 3a0e3ledeHHs Oe3neku 3B’ S3KY.
Tomy B COAP BukopucroByetbess DTLS (Datagram
Transport Layer Security), 6inbin HoBa noxigna TLS, sika
3a paxyHOK J0JIaTKiB JIO3BOJISIE HOMY IpaIlOBaTH Ha Be-
puuHi cBoro UDP TpaHcopTHOTO NpOTOKOITY.

Iportokox HTTP/2 — onoenenwuit mpotokon HTTP
Bepcii 2, axwii OyBa po3pobnen |IETF ta omucan B noky-
menti RFC 7540 [7]. Bin moBHICTIO CyMicHHIA 3i CBOIM
noniepenurkomM — HTTP/1.1, sixuit B cBOTO uepry He Io-
CHUTB I IXOANUTH IS «pedeid», OCKIIBKY BUTpadae 6arato
omepatuBHOI mam’arti Ta OydepHoro mpocropy. Kpim
IIFOTO, BiH BUTpadae OuIbINe eHeprii, i3-3a 4oro BCTae
npoOyiema OarapeitHoro xwusieHHs. HoBa Bepcist nmpoTo-
kony HTTP/2 ctBopeHa, mo6 BUpIimUTH MPOGIEeMH MO~
nepeTHuKa.

HTTP/2 € GinapHuM MPOTOKOJIOM, TOOTO MOTIK JIi-
JUTHCS Ha QpeiiMu, siKi MaroTh (BIKCOBAHO CTPYKTYpY Ta
po3mip. Hema HeoOXiHOCTI B TIOBHOMY 34MTYBaHHI JIJIst
MOIIYKY rpaHuis nosigomienns. HTTP/2 nancunae 6i-
HapHI QpeiMu, SKi PO3PI3HAIOTH NEKiTbKa TUIIB, aje y
BCiX 0JlHaKOBa OyJI0Ba: THII, JOBKHHA, IPATIOPH, iICHTHU-
(hikaTop MOTOKY Ta KOPHUCHE HaBaHTaXXCHHA Ppeiimy. Bi-
HapHU# (Qopmar JomoMarae 3MEHIIUTH po3Mip KiHIle-
Boro naketry. B cnenudikarii HTTP/2 icuye necsatsb pis-
HUX THUHOIB ¢pelmiB, ame HaHOIIBII BaXXIMBUMH, SKi
3B’s3ytoTh 3 HTTP/L.1 e: DATA (mani) ta HEADERS
(3arooBkw).

OpHe 3’e€gHAaHHS BKIIOYA€ B ceOe MPOTOKONI MyJIb-
THUIICKCYBaHHS, TOOTO MPOTOKOI I03BOJISE MYJIbTHILIC-
KCyBaHHSI JICKUTBKOX 3’€THaHb B OjHE 3’emqHaHHs 1CP.
MybTHIITIEKCYBaHHS IOTOKIB O3HAYAE, 1110 AKETH 3 Oa-
raTbOX MOTOKIB 3MilllaHi B paMKaxX OJHOTO 3’€JIHaHHS.
JIBa ab0 OUIBIIIE OKPEMHX MOTOKH JaHUX 30MPAIOTHCS B
OJIVH, a MOTIM Ha IHIIIH CTOPOHI PO3ALIIOTECS. [nenTu-
(hikaTop MOTOKY NHpHB’sI3y€ KOXKeH (peiim, nepenaodu
noBepx HTTP/2. Totik — 1e JioriuHa acouiariisi, He3a-
JIe)KHA JIBOCTOPOHHSI TIOCIIIOBHICTD PpeiMiB, TKUMH 00-
MIHIOIOTBCS KIIEHT 3 cepBepoM Beepeauni HTTP/2 3°en-
HaHHA. B omgHOMY 3’€IHAaHHI MOXIHBO po3micTuTH Oa-
raTo OJHOYACHO BiTKPHUTHX MOTOKIB BiJl OyIIb-sIKOi CTO-
poHm, kitieHTa abo cepsepa. [ToToku MOXyTh OyTH BCTa-
HOBJIEHI Ta BUKOPHUCTaHI B OJIHOCTOPOHHBOMY IIOPSZIKY,
Ta MOXYTh OyTH 3a4MHEHI C Oy/b-SIKOT CTOPOHU. 3aBXKIU
BO)XJIMBUH MOPSJOK IOTOKIB, B SIKOMY HaJCHJIAIOTBCS
¢dpetimu. OTpuMyBad a00 KITIIEHT 00POOITIOE TX B ITOPSIKY
OTpPHMaHHSI.
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Ingpopmauiiini mexnonocii

Iportokonmu MQTT ta CoAP nepenbauaroThbest 1ist
3B’5I3Ky LUTIO3Y K cepBepy. Ha nanwii yac, uncnenHa xi-
JIBKICTh MPOTOKOJIIB BUKOPUCTOBYETHCS JUIS IIUX IUICH,
ajye HaBe/IeHI BHIIE MPOTOKOJIM OTPUMAIHM HaWOiIbIIy
PO3IMOBCIOKEHICTD Mijl 4ac po3poOKku [HTEepHeT peuei.
Takox MoxmBo edekxtnBHe BukopuctaHHI COAP Ta
MQTT, konmn HEOOXiTHO HAACWIATH KOPOTKI MOBiIOM-
nenns. [Iporokosn HTTP/2 6inbin mepenbadae BUKOPHC-
TaHHs 11 «Be6 peuein» (WoT, Web of Things) [8]. Oxe,
BH3HAYMMO OCHOBHI BiIMIHHOCTI MiXK MPOTOKOJIAMHU
MQTT, CoAP ta HTTP/2 B taba 1 [9].

Jyis naHoi ctaTTi OyB pO3pOOIICHHIA IEMOHCTpAITiii-
Huil crena. Peamizanis nporokoinis: MQTT, CoAP Ta
HTTP/2 Gyna npexacTtaBieHa 3 BUKOPHUCTaHHSIM OpPeN-
Source mpoekTiB, a came mosquitto, node-http2 Ta lib-
Coap, BIAMOBIIHO, sIKi OYJIM IHTETPOBaHI 3a JOTIOMOTOI0
cneuianizopanoro [1O s mopanbHIOro HpOBEICHHS
excriepuMeHTy. Takox Oyla BHKOpHCTaHa Mporpama
WireShark mst mepexBaty Ta anainizy tpadiky.

B excrieprMeHTi, KOXKHi AB1 CEKYHAM KJTI€HT HAJICH-
JIaB OJIHE MOBIJIOMIICHHS Ha cepBep. Hanpukia, mosigo-
MJIEHHS 3 [OTOYHOK  TEMIEPaTypor  MOBIiTpPS
({“temp”:"25"}), sika BUMIpPIOETHCS 32 JOTIOMOTOO JIaT-
gy BME280 Bix kommanii Bosch [10]. et mokasuuk
MepenaeThCcs BiJl AaTUMKa depe3 MPHUCTPi Ha cepBep.
BignmoBigHO 3 BHKOpHUCTaHHAM mpoTokois: MQTT,
CoAP, HTTP/2, mMik HUMH Ha TPAHCIIOPTHOMY piBHI 3a-
6e3neuyeThest 3’ eqHants Ha ocHoBi TCP a6o UDP mpo-
TOKOJIIB.

s Toro, mo0 KUTEKICHO OIIHUTH 00’€M Tepena-
HUX JaHUX IJ] 9YaC BUKOPUCTAHHS IMPOTOKOJIB, OYyIO
IpOaHaJli30BaHO TPaH3aKIii KJIiEHT-cepBepa Ta KUIbKICTh
nepeiaHux OaiTiB. TabJI. 2 IEMOHCTPYE KiJIbKICTh OalTIB
Ta MAKETIB, SIKI MEPEAAIOTHCS 332 OJHY TPAH3AKIIO IS
MQTT, CoAP Tta HTTP/2. TpaH3akijiss IOYHHAETHCA,
KOJIM KJIIEHT HaJICWIIAE 1aHi, Ta 3aKiHIYEThCS, KOIHU Cep-
Bep OTpHMye naHi abo, y AeSKAX BUIAIKax, i Hac
OTPUMAaHHS KJTI€HTOM ITi ITBEPIKESHHS.

Buxonsam 3 moka3HUKIB B TaOn. 2, TpaH3aKIis
HTTP/2, x04 i BUKOPHCTOBY€E TEXHOJIOTIIO CTHCHEHHS
3arosioBkiB HPACK, Bce ogHo BriItoyae 3Ha4HO Oliblie
OaiitiB Ta maketiB. [Iporokorn MQTT ta COAP maroTh
KOpPOTKY JI0BXHHY 3arosioBky. Ane COAP Ha Tpancmop-
THOMY piBHI BukopucroBye UDP, Tomy mae meHmmii
po3Mip nakera, Ha Bingminy Big MQTT. Ilicns inkamncy-
nsii B 3aronoBkax piBasg 1TCP ta UDP, MAC maker mux

MIPOTOKOJIIB MOXe OyTH mepenanuit B oguH xaap MAC,
sxwid Mae po3mip 80 GarTiB.

[ToBimOMIICHHS UTUTHCS HA 1Bl YACTHHU: KOPHUCHY
iHpopMarito ta ciyx0oBy. L{i YacTMHM BIUIMBAIOTH Ha
BUTpATH PecypciB KaHally Ta eHeprii 6aTapeliHOro XuB-
neHHd. J{ns mokpamieHHs e(eKTUBHOCTI MOTpedyeThes
3HMKEHHS CITy>k00Boi iH(popmarii. B Tabn. 3 HaBemeHo
BiTHOMIECHHS CITy>k00B01 iH(pOopMarii 10 KOPUCHOI B Bif-
COTKax IIiJ] 9ac mepeadi OJHOTO TOBiIOMIICHHS.

Iportokomu MQTT ta CoAP 3 QoS0 — ciry>x00Bi
TIOJIS B TTAKETi 3afMArOTh He3HAYHHUI 00’ €M, TOMY TIi/T 9ac
CeaHcy 3B’SI3Ky BUTPAYAETHhCS Majia KUIbKICTh CHEpTil.
IutepHer peueit 3a3Buyail nepesae naxi yepes paaioedip,
B HarroMy Bumazaky uepe3 Wi-Fi, Tomy npobnema enep-
TOCIOXHBAHHS OyZe BaXKJIKMBA Ui 301IBIICHHS JKUTTE-
BOTO MKy npucTporo. s nporokona COAP MOXIHBO
BCTaHOBUTH PEXUM POOOTH cepBepa, KOJIM IPU HEOOXi -
HOCTI OHOBJICHHS JaHUX CTBOPIOETHCS 3aIUT Ta JATYHK
HAJ/ICWJIa€ HOBi 3HaYCHHA. TaKkuM YHHOM, BIA€THCS YHU-
KHYTH TIOCTIHHOI Ilepeadi TaHuX Ta Hee()eKTUBHOI BU-
Tpatu eHeprii. Takuii BapiaHT MiIXOMUTH LTS IPUCTPOIB
3 00MEXEHUMH pecypcaMu.

Ha puc. 1 HaBeneHi pe3yiabpTaTH €KCIIEPUMEHTAb-
HOTO JOCTiPKEHHSI BEIMIMHM 3aTPUMKH IIiJ 4ac Tepe-
nadi moBigomiieHHs. BuaHo, 1110 y mporokosa COAP cro-
cTepiraeThes cTabibHO HeBeinka 3arpumka. COAP Bu-
KOPHCTOBY€E POTOKOJ TpaHcHopTHOTO piBHA UDP, stxmii
JIO3BOJISIE MIBUAKO OOPOOIIOBATH JIaHi Ta Mepeae makeT
HEBEJIMKOT JIOBXKHHH, 110 3MEHIITy€ HA/UTHIIKOBICTD B Ka-
HaJl repeaadyi.

[Ipote, BUHMKae cuTyarisi, KOJIH 3’ €JHAHHS KITI€HT-
cepBep He cTalbiIbHe. 3a3BUYAl, TaKa CUTYAIlisl BHHUKAE,
KOJIH 32 ITepioJl 4acy — JeKiJIbKa FOJMH KIIIEHT HaJCUIIAE
JTaHi 3 TOBITOMJICHHAMHU pi3HOT HoBXuHU. Ha puc. 2 Ha-
BEJICHO 3AJICKHICTh BTPAT MAKETIB B 3AJIKHOCTI Bijg iX
po3mipy. Ha rpadixy BuanO, 10 1mix 9ac 301IbIIeHHS PO-
3Mipy TMOBIIOMJICHHS, BiZICOTOK BTPAT MAaKeTiB 3pOCTae.
Bapto 3a3H29nTH, 10 BipOTigHICTH BTPATH ¥ POTOKOJIA
COAP 6insime, Hixk y potokonis MQTT ta HTTP/2, o
3YMOBJICHO BUKOPHCTAHHSM TPAHCIOPTHOTO MPOTOKOITY
UDP, sixuii He rapaHTye JOCTaBKy MOBinomiieHHs. Ta-
KO BapTo BpaxyBaTH, o npotokosr MQTT Mu posris-
JTAEMO JIJTsl TPhOX pi3HuX TumiB HaaidHocTi (Q0S0, Q0SO0,
Q0S2). 3rigHo THUMaM HaAiiHOCTI 6adyumo, o 4uM Oi-
JIBIIY CTYIiHb HAJIHHOCTI MM HPHUCBOIOEMO MOBIOM-
nennto (Q0S2), TeM MeHIIIa BipOTiIHICTh BTPATH.

Tabnuys 1 — OcHoBHi BigMinu B mpoToxoaax MQTT, CoAP ta HTTP/2

Ipotoxo MQTT CoAP HTTP/2
TpancnopTHUii piBeHb TCP UDP TCP
besmeka TSL/SSL DTLS TLS/SSL
OOMiH OBiOMIECHHAMU [y6umikaris/ITignucka 3anut/Bignosins Samut/Bignosias
Haniiinicts 3 tum: Q0S0, QoS1, QoS2 2 tunm: Confirmable, Non-confirmable HeMae

Tabnuys 2 — BaiiTn, nepenaHi 3a 0JHy TpaH3aKLilo0 KJIi€HT-cepBep
ITpoTokoJ MQTT (QoS0) | MQTT (QoS1) | MQTT (QoS2) | CoAP | HTTP/2
Baiitu 3a oqHy TpaH3aKmio 75 135 255 162 1149
[TakeTH 3a OIHY TpaH3aKIil0 1 2 4 2 10
Tabnuya 3 — BinHomennst kopucHoi iHdopmauii 70 c1y:x60B0i B 0fHOMY NMOBiTOMJIeHH]
IIpoTokoJ MQTT (QoS0) | MQTT (QoS1) | MQTT (QoS2) | CoAP | HTTP/2
Kopucha indopmariisi, % 16,8 16,5 16,5 15,3 10,9
Cayx06oBa iHdopmartis, % 83,2 85,5 85,5 84,7 89,1
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Puc. 2. I'padix BIuIBY po3Mipy MOBIJOMIICHHS
Ha BTPaTH MaKeTiB

BucHoBok

VY craTTi po3risHyTO HaHOIIBII MOITYJISIPHI IPOTO-
konu Iurepuety peueit: MQTT, CoAP, HTTP/2, ski Bu-
KOPUCTOBYIOTBCS JUIsl BiANpaBKU iH(poOpMAIli Bij aat-
YHKa IO XMapHOTO cepricy. B xomi mocmimkeHHS BUSB-
nero, mo st npotokoniB MQTT ta CoOAP xapakTepHi
MEHIIIi HaKJIaJHI BUTPATH Ha Tiepeaady AaHuX (Y 3B sI3Ky
3 HEBEJIMKOIO KUTBKICTIO CIIy)00BOTO Tpadiky) i MeHIIo1
CMYTH TIPOIyCKaHHSA, y TMOPIBHSAHHI 3 MPOTOKOJIOM
HTTP/2. Taui mpoTokosn 100pe aaanToBaHi ISl Majo-

MOTY>KHUX TIPUCTPOiB [HTEpHET pedeii Ha 6a3i MiKpOKO-
HTponepiB. st cBoei podoTtn mpotokon MQTT =e Bu-
Marae TOCTIHHOTO 3’€JHaHHS MK KIIIEHTOM 1 CepBEpoM,
TaKOX, 5K 1 mpotokon COAP, Ha BiqMiHY BiZ IPOTOKOITY
HTTP/2.

ExcriepuMeHTanbHi  pe3ynbTaTd  IPOJEMOHCTPY-
BaJIH, 110 €()eKTHBHICTh PO3IIISTHYTHX MPOTOKOJIIB 3aJe-
KUTh BiJl PI3HUX YMOB Mepexi 3B’ s13Ky. Haitoinbi ontu-
ManbHUM € mpoTokos MQTT, B sKOMy MOKJIMBO 3aja-
BaTH IapaMeTpH, 10 BIANOBINAIOThH 32 HaAIHHICTh JIOC-
TaBKH noBinomieHb. [Ipotokon HTTP/2 3a ymoBH, 1o
Mepexa 3B’ 13Ky MpaIlioe cTabiIbHO Oyae OLTbII ONTHMA-
JBHUM IS «BeO pedeidy — iHpopMais T0CTaBISAETHCS
IIBHIKO 1 MOXe OyTH BimoOpaskeHa B MOOITHHUX J0/AAT-
Kax a0o Ha IMepCOHaIHLHUX KOMIT IOTepax.

VY 3B’A3Ky 3 IIMM, B JaHWH yac BHOIp MPOTOKOIIB
JUTSA TIPUCTPOIB B 3AJIEKHOCTI BiJl YMOB €KCILIyaTaii 0-
romMarae BHUPIIIUTH 3aady €KOHOMII pecypciB sk eHep-
TOCIIO’KMBaHHS, TaK 1 rapaHToBaHoi nocTaBku. Oco0IMBO
1€ aKTyaJbHO Y 3B’5I3KY 3 PO3IOBCIO/PKEHHSIM TEXHOJIOT11
InTepHer peyell Ta 30UIBLIEHHSM 3arajbHOi KUJIBKOCTI
«peuen».
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Research of data transmission protocols in the conditions of the Internet of Things
E. Malokhvii, H. Molchanov

Abstract. The subject of research in the article is the are the protocols of data transmission in the conditions of the Internet
of Things. The purpose of the work is to compare protocols of the Internet of Things on the basis of a demonstration stand. The
WeMos D1 module is considered as a hardware platform, which uses Wi-Fi data transmission technology, which is the most
common today for Internet of Things devices. During the experiment, are determined delays, packet loss depending on their size,
the ratio of service information to useful information per transaction. All measurements are made using protocols: MQTT, CoAP,
HTTP/2; in order to determine in which kind of devices the protocols are most effective.

Keywords: Internet of Things, protocol, MQTT, CoAP, HTTP/1.1, HTTP/2.
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TECHNOLOGY FOR MONITORING THE FUNCTIONING STATE
OF DISTRIBUTED COMPUTER SYSTEMS

Abstract. Understanding the state of the system is important to ensure the reliability and stable operation of applications
and services. The article presents the functioning process of technology of the multi-agent anomaly monitoring system,
that is based on the IDEFO methodology, describes the DCS state monitoring process and allows to integrate the
monitoring system with other components of the information security system. The results of the software package of the
research prototype of the DCS anomaly monitoring system are presented. The effectiveness of the developed monitoring
system is confirmed by the method of simulation of attacks on the segment of the DCS network. The prototype provides
a probability of making the right decision about the presence of abnormal traffic at the level of 97%, errors of the type

I - 2% and errors of the type Il - 1%

Keywords: IPS, IDS, networks, monitoring, distributed computer systems, multi-agent system.

Introduction

Understanding the state of infrastructure and sys-
tems is important for the stable operation of services. De-
ployment and performance information not only helps
the team respond to problems in a timely manner, but also
enables them to confidently make all necessary changes.
One of the best ways to obtain this information is with a
robust monitoring system that collects system metrics,
visualizes data, and alerts operators to cyber influences
on a computer system.

The network infrastructure monitoring systems are
undergoing radical changes caused by the escalation of
competition in the market, increasing requirements for
the quality of security, technical re-equipment of com-
munication networks, changes in the nature of traffic dis-
tribution [1]. All this leads to the need to control a large
number of operation parameters of different technolo-
gies’ networks [2].

The monitoring system not only changes the per-
ception of the operating system, moving from collecting
data parameters of individual stations to the operating pa-
rameters of the entire network, but also automates many
routine processes for collecting and processing the pa-
rameters of a distributed computer system. The analysis
of this information makes it possible to identify various
cases of threats and violations, such as [3]:

- unauthorized connection to the network, missed
by the classic means of perimeter protection (IPS / IDS);

- spread of viruses and spyware not detected by reg-
ular antivirus tools;

- incorrect actions when using the resources of dis-
tributed computer systems. For example, large-scale
downloads from torrent trackers, access to network seg-
ments that are not accessible, attempting to access confi-
dential information, etc.;

- new devices connecting to network and their be-
havior;

- errors in the operation of equipment;

- the emergence of "bottlenecks" in the network and
other possible violations.

The architecture of the monitoring system of param-
eters obtained from sensors is characterized not only by
their target functions, but also by functionalities that en-
sure the implementation of target functions, hierarchy
and level of parallelism, homogeneity or heterogeneity of
modular structure, organization of real-time information
collection, data processing and network exchange of in-
formation with subscribers [4].

At the same time the following should be provided:

- non-interference of network equipment in the op-
eration;

- constant collection of statistical information,
which allows creating full-scale databases needed to an-
alyze network parameters in real time [5];

- ensuring high speed processing of requests for the
necessary information resources and services;

- collection, processing, storage of complete infor-
mation about the state of all components of the telecom-
munications and information infrastructure of the net-
work in real time, regardless of network architecture,
type of switch and supplier;

- creation of a single standardized information cen-
ter for storing data on the state of systems and networks.

Given the large number of events that accompany
the process of diagnostic monitoring, the variety of types
of events and devices in the open system being diag-
nosed, and the need for real-time operation given the high
variability of the environment, the task of building diag-
nostic network monitoring should be considered big data
processing. The solution to this problem is associated
with the implementation of new paradigms for the devel-
opment of software systems that support the possibility
of distributed interaction of autonomous active devices in
the process of solving a specific operational task.

The relevance of the research topic is that the current
level of development of information technology and tech-
nologies allows creating devices and systems of different
purposes and scales for a wide range of monitoring tasks.
Monitoring of spatially distributed parameters involves
significant use of network technologies, where impressive
progress has also been made recently. This progress is
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characterized by the following main trends: network spe-
cialization, changing the nature of network applications
and shared use of different types of networks.

The relevance of the research topic is that the current
level of development of information technology and tech-
nologies allows creating devices and systems of different
purposes and scales for a wide range of monitoring tasks.
Monitoring of spatially distributed parameters involves
significant use of network technologies, where impressive
progress has also been made recently. This progress is
characterized by the following main trends: network spe-
cialization, changing the nature of network applications
and shared use of different types of networks.

Technology for monitoring the functioning
state of distributed computer systems

Understanding the state of the system is important
to ensure the reliability and stable operation of applica-
tions and services. Deployment performance and produc-
tivity information not only helps the team respond to
problems in a timely manner, but also enables developers
to confidently make configuration changes. One of the
best ways to get this information is a robust monitoring
system that collects metrics, visualizes data, and alerts
operators to failures.

Monitoring technology was developed to assess the
state of the DCS using the multi-agent monitoring system
presented in [3-4, 7].

This technology determines the conditions and pro-
cedure for assessing the state of the DCS using the devel-
oped multi-agent monitoring system. Assessment of the
state of the DCS by this technology is the analysis of in-
formation about the state of the DCS to identify events

Structure of distributed

that do not correspond to the normal functioning of the
DCS - cyber influences.

When conducting a study on the state of the DCS, it
iS necessary to use monitoring agents that analyze the
components of the DCS for four groups of parameters:
delay, traffic, error rate, saturation, and DCS events from
several monitor the functioning of the DCS according to
the stages presented in Fig. 1.

Based on the structure of the DCS and the list of
available services within the DCS, monitoring agents are
placed on the relevant elements of the DCS. Moreover,
the administrator must decide on the placement of switch
agents and network agent for communication equipment,
they can be placed on work stations operating within the
DCS, or on dedicated hosts.

After setting up the monitoring system, the agents
start collecting data from different sources, converting
them to a unified data format and storing them in an in-
termediate database. At set intervals, the agents transmit
data from the intermediate database to the central data-
base, which can act as a distributed database and contain
configured replication to increase reliability. This in turn
allows you to store copies of the same data on different
nodes of the network to speed up search and increase re-
silience to failures. Next, the training module deployed
on the dedicated host of the PC provides training for PC
component state assessing model and PC state assessing
models.

After training the relevant models, the data analysis
models of each monitoring agent are set up, which allows
to assess the state of individual PC components and gen-
erate events to further start the process of assessing the
state of the system as a whole.

Agents computer systems ‘ List of available
request i services Policy
v security
Placement of List of components to
agents : —
be monitored
1 es'l/ilr%ietzilri;ct)rr]e Errors 1st and
; Training parameters of 2nd kind
sample functioning of
Delay distributed computer Assessment of
| Collectionof | . systems the state of
I i Teaching functioning
Traffic [—> parameters L
> distributed
I 2 ™ 31 computer
Errors Data analysis [ system
agent
Assessment
— 4 1,
Events L of the state
of
> distributed
computer
'S
system
L Errors 1st and 2nd kind 5 T
User Monitoring Model assessment of
(Administrator) agents distributed computer systems

Fig. 1. IDEF1-diagram of the PC state assessing methodology using the developed multi-agent monitoring system
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If the agent made a mistake of the 1st or 2nd kind,
this information complements the training sample. In the
case of a big number of such errors, the agent undergoes
the procedure of retraining the PC component state as-
sessing model. The same retraining procedure takes place
with the PC state assessing model.

Architecture of multi-agent
monitoring system

The role of the monitoring system is the timely pro-
vision of relevant information to the operator of the com-
puter system, both as a whole and for individual nodes of
the controlled complex. Simple and quick access to this
information allows you to respond in a timely manner to
all negative changes in the system, to find the causes of
problems and failures. The monitoring system can be a
means of debugging and monitoring the behavior of run-
ning user programs, which allows real-time monitoring
of system resources and identify bottlenecks in it.

To date, there are many strategies and tools for
monitoring the components of PC, collecting important

Software
interface
A A

REST server

Authorization

Procedures' call

A

Request agents PDM

data and responding to errors and changing conditions in
different environments. But as software methods and in-
frastructure projects develop, monitoring must be
adapted to meet new challenges and control parameters
relative to unfamiliar territory.

The monitoring system not only changes the per-
ception of the operating system, moving from collecting
data parameters of individual stations to the operating pa-
rameters of the entire DCS, but also automates many rou-
tine processes for collecting and processing parameters.

The architecture of MS designed to solve problems
of collecting and storing parameters obtained from sen-
sors, is characterized not only by its target functions, but
also functionality that ensures the implementation of tar-
get functions, hierarchy and degree of parallelism, homo-
geneity or heterogeneity of modular structure, organiza-
tion of information collection real-time, data processing
and network exchange of information with subscribers
[6]. To solve the above mentioned problems, the archi-
tecture of the monitoring system using stand-alone soft-
ware agents was developed, which is presented in Fig. 2.

Central data storage

Interaction module

Data processing
and standardization
module

XML,
PDM

Monitoring agents

Monitoring agent

Data processing
and standardization
module

SENSORS

Network .
layer layer Session layer
module module modle

Application
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Fig. 2. Architecture system monitoring
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The top-most module of the system is responsible
for organizing user access to the system and displaying
monitoring data in the form of graphs and a list of abnor-
mal conditions to the user. Speed is not so important at
this stage, because the software running in this module
can run outside the computing complex, referring only to
the data provided by the request agents.

The monitoring system stores the parameters of the
DCS components, which are also called metrics. A metric
is a necessary and sufficient set of characteristics of attrib-
utes and operations designed to describe the state of a com-
ponent. For each specific component, the metric acquires
specific set of characteristics’ values.

The software package that implements the architec-
ture must monitor the consistency of data over time. In
practice, the metric stores only a set of data for a relatively
short period of time and organizes effective access to them.
The rest of the data collected from RAM in the intermedi-
ate data warehouse is transparently accessible to the user
upon request.

Architecture involves the dynamic formation of a
hierarchical structure, the node of which can be any entity
defined by a data source or sensor. Thus, there may be
DCS monitoring metrics for grid, clusters, computing
nodes, and tasks.

For interaction between all agents, it is proposed to
use a group of intelligent request agents whose purpose
is to coordinate information collection agents, restructure
the information obtained and implement protocols and
messaging mechanisms between all agents of the model.

Functions of each information collection agent:

- Collection and accumulation of data in the inter-
mediate storage of small volume;

- Real-time data processing;

- Adjustment of sampling intervals;

- Requesting to agents for additional measurements
and a comprehensive analysis of the situation;

Monitoring agents can be divided into several
groups.

A switch agent and a network agent that provide data
collection from the first two levels described above. Since
the operation of the channel and network layers is provided
mainly by active network equipment and is
usually implemented by the following components: net-
work adapters, repeaters, bridges, hubs, switches, routers,
to minimize interference with network equipment, these
agents will work based on the SNMP protocol. MIB files
will be used as intermediate data storage.

The task of these agents is to standardize data from
files for further transmission to request agents. Agents are
also tasked with managing the delivery of alarms, as the
SNMP protocol works by the means of the unreliable UDP
protocol [7].

Session agent that collects information about the user
name, terminal line name, astronomical start time of the
session, the duration of inactivity of the terminal line since
the last exchange, the process ID of the shell command in-
terpreter for each user running the system.

Depending on the operating system, intermediate
storages may differ.

For example, for UNIX systems, such storages will
be the system files /etc/utmp, /etc/wtmp, /etc/inittab.

The application agent is responsible for collecting
data from various applications specific to a particular
computer system.

Query agents aim to process requests to sample data
from users of the collection system, coordinate other
agents to collect the necessary information, and restruc-
ture the information obtained to store statistics about the
system as a whole.

The introduction of such agents and the software
implementation of standardized interfaces between them
allow using independent developers’ software at different
levels. For example, sensors can be data files. However,
all sensors form a single structure of metrics, equally ac-
cessible to different components of the MS.

Thus, the monitoring system built on this architec-
ture can work in parallel with the already deployed mon-
itoring tools, replacing them at some levels, which allows
you to change and expand the set of available functions
of these systems.

Automated workplace
of the monitoring server administrator

The software complex for monitoring of the DCS
functioning is designed to monitor the condition of the
components of the DCS, as well as elements of the net-
work infrastructure. This complex allows monitoring se-
curity events and other events occurring at the nodes of
the DCS network, as well as timely identifying problems
with the nodes and promptly informing users about prob-
lems that arise during operation.

The monitoring software package consists of the
following components:

- monitoring server - a software server that per-
forms the following functions:

» collects and stores information on the current state
of network nodes and other elements of the infrastructure
of the DCS network;

« analyzes the values of the components states’ pa-
rameters of the DCS and generates messages about the
detected events;

» notifies system operators and administrators of
changes in the status of monitoring objects and detected
events, as well as provides API for interaction with ex-
ternal information systems.

- monitoring workstation - the workplace of the op-
erator or administrator of the monitoring server, which
allows you to manage monitoring agents through a secure
channel. Data access and event notification of monitoring
agents are accessed through graphical user interfaces.

- monitoring nodes - network elements, the status of
which is monitored by monitoring agents.

- monitoring agent - a component of client software
that is located on the monitoring node and provides col-
lection and transmission of data on the status of the node
to the monitoring server.

Obijectives of the DCS functioning monitoring sys-
tem:

- monitoring of distributed network nodes (determi-
nation of failures, security events and other events);

- monitoring of components, equipment and other
parts of computer systems (determination of failures, se-
curity events and other events);
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- monitoring of mobile devices and nodes of remote
network users, regardless of the method of their connec-
tion to the communication network;

- monitoring of network infrastructure facilities
(routers, switches and other components), peripherals,
such as printers, MFPs that support the SNMP protocol.

To deploy the monitoring system, it is necessary to
scan the elements of the network structure of the DCS,
which sets the range of addresses to scan the active nodes
of the network. After scanning the nodes using the "TCP
SYN scan™ method, the services running on each host are
analyzed.

The next step in the deployment of the monitoring
system based on the structure of the DCS and the list of
available services within the DCS are monitoring agents.
The result of the agent placement is shown in Fig. 3.

Query agents are shown in red, network agents in
blue, switch agents that are hosted on the appropriate
hosts on the network in yellow, session agents in green,
and application agents in dark blue.

Then the monitoring system begins to monitor the
parameters of the distributed computer system and dis-
plays information about suspicious malicious activity in
the system.

It is worth noting the important prospects for the de-
velopment of the proposed monitoring system. The de-
veloped prototype has good scalability and functional
flexibility.

In addition, the prototype has the ability to embed
as a kernel or add-on module in the system of protection
against network attacks in systems, which are presented
in the articles [8, 9].

The developed MS allows monitoring of DCS not
only as a single computer system, but also of all its com-
ponents separately, which makes it possible to compre-
hensively assess the state of the system as a whole.

Further research includes the continuation in the di-
rection of studying new types of anomalies not only in
the information and communication environment of
DCS, but also anomalies in the operation of the system
nodes, as well as improving system architecture, improving

efficiency and refining monitoring system algorithms us-
ing machine learning methods.

Evaluation of the developed
monitoring system efficiency

The efficiency of the proposed CM is evaluated
only to detect abnormal behavior of network traffic based
on the set of parameters of network connections {NW},
which is implemented by analyzing the incoming traffic
using an ensemble of classifiers.

Then an experimental study of the effectiveness of
the proposed model for detecting abnormal behavior was
conducted, the results of which are given in table. 1.

Table 1 — Experimental study of the proposed
model effectiveness in the presence
of traffic anomalies

Number of Number of incorrect decisions
Number rrect d
oftests | CCECLC€~ | Errorsofthe | Errors of the
cisions type | ype I
10000 9696 203 101

The tests were performed on a computing cluster
deployed on training laboratory’s workstation under the
influence of a slow DDoS attack and an attack over the
entire time interval.

The number of tests was limited to 10,000 due to
the fact that the results of the study after reaching this
number of tests showed a steady trend. The probability of
making the right decision about the presence of abnormal
traffic was 97%, errors of the type I - 2% and errors of
the type 11- 1%.

Thus, the proposed model is effective for detecting
anomalies in the functioning of the computing cluster.

These studies can be used to improve existing sub-
systems for monitoring supercomputer technologies, as
well as be the basis for creating a fundamentally new neu-
ral network multi-agent anomalous events detection
monitoring system.

5 Ananis cipyerypu PIC - u] X
s cpperypn frst IP |15 168,002 000 st IP {157 168,010,254 Losam IP CravyBam axTied napT
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Comp1 192.168.10.1 8 9 8 848 846 808 8
Comp2 192168102 L = = =
Conp3 192162103 -‘ -|
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Fig. 3. Agents location by the components of a distributed computer system
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Conclusion

In the article is solved the actual scientific and prac-
tical problem of improvement of anomalies detection in-
dicators of DCS functioning in the conditions of cyber-
netic influences of external and internal environment by
construction of models and methods on the basis of tech-
nologies of data mining.

The structure and architecture of the monitoring
system using autonomous software agents have been de-
veloped. The architecture of MS is designed to solve the
problem of collecting and storing parameters obtained
from sensors, characterized not only by their target func-
tions, but also functionality.

The functioning process technology of multi-agent
anomalies monitoring system while functioning DCS

components based on IDEFO methodology is developed,
detailing process of monitoring of DCS condition and
allowing integrating monitoring system with other com-
ponents of information protection system.

The results of the software package of the research
prototype of the DCS anomaly monitoring system are
presented. The effectiveness of the developed monitoring
system is confirmed by the method of simulation of at-
tacks on the segment of the DCS network. The prototype
provides a probability of making the right decision about
the presence of abnormal traffic at the level of 97%, er-
rors of the type | - 2% and errors of the type Il - 1%.

Further research should focus on improving and en-
hancing the method of assessing the state of the compu-
ting node and the state of running tasks in the computer
system.
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TexHoJ0risi MOHITOPHHTY
cTany (pyHKIiOHYBaHHSI PO3MOIiICHHX KOMIT'IOTEPHUX CHCTeM

B. O. Maprosunpkuii, 0. M. Koarys, . 10. I'omy6rnunii, B. M. Cyxorerummii

AHoTanisi. B craTTi npeacrasieHa akTyajabHa HayKOBO-NPAaKTHYHA 3a/1aua MOKPAIICHHS MOKAa3HUKIB BUSBICHHS aHO-
Mayiif QyHKIIIOHYBaHHS PO3IOIUICHUX KOMII FOTEPHHX CHCTEM B YMOBaX KiOEpHETHYHHX BILTHUBIB 30BHIIIHBOTO Ta BHYTPIII-
HBOTO cepe/oBHIIa. [IpeacTaBieHa CTPYKTypa Ta apXiTeKTypa CUCTEMH MOHITOPHUHTY 3 BUKOPHUCTaHHSM aBTOHOMHHUX IPOTpa-
MHHUX areHTiB. ApXIiTeKTypa CHCTEMH MOHITOPHHTY NMpU3Ha4YeHA U BUPINICHHS 3aBAaHb 300py Ta 30epiraHHs mapaMeTrpiB
OTPUMAaHMX BiJ JaTYHKIB, [0 XapaKTEPU3YIOTHCS HE TUTBKU 1X IITBOBUMH (QYHKIISIMH, ane 1 GyHKIiOHATIbHIMH MOXJIABOC-
TAMH. Po3po6ieHo TexHouorio nporecy GpyHKIIOHYBaHHS MyJIbTHAT€HTHOI CHCTEMH MOHITOPUHTY aHOMaii npu QyHKIIOHY-
BaHHI KOMIIOHEHTIB PO3MOAIICHUX KOMIT IOTEPHUX CHCTEM, 110 Oa3yroThest Ha Metonoutorii IDEF1, mo aeranizyroTs mporec
MOHITOPHHTY CTaHy PO3MOAITIEHHX KOMIT FOTEPHUX CHCTEM M J03BOJIIIOTH IHTETPYBaTH CUCTEMY MOHITOPHHTY 3 iHIIMMH KOM-
NOHEHTaMH CHCTEeMH 3aXucTy iHpopmariii. [IpencraBieHo pe3yabTaTi poOOTH MPOrPaMHOTO KOMIUIEKCY CHCTEMH MOHITOPUHTY
aHoMaliil QyHKI[IOHyBaHHS PO3MOAITICHHX KOMIT IOTEpHUX crcTeM. EQekTHBHICTh po3po0IIeHOT CHCTEMH MOHITOPHHTY MiATBE-
p/UKEHa METOZIOM IMITalliiHOTO MOJENIOBAHHS aTaK Ha CErMEHT MEPEeXi PO3MOIiICHHX KOMIT FOTepHHUX cucTeM. [IporoTumn 3a-
Oe3nedye HMOBIPHICTh MPUHHATTS BIpHOTO PILIEHHS NP0 HasBHICTH aHOMaNbHOTO Tpadiky ckiano 91%, MOMHIKH HEepIIoro
poxy - 5% i moMmiIKy apyroro pony - 4%. Iogansmni focmipkeHHS JOMIIBHO CIIPSIMYBATH Ha BJOCKOHAJICHHS Ta MTOKPAICHHS
METO/Iy OLIIHKH CTaHy 00YMCIIIOBAJILHOTO By3Ja Ta CTaHy 3allylIeHUX 3aBJaHb B KOMII IOTEPHill cUCTEMI.

Kawuosi caosa: IPS, IDS, Mepexi, MOHITOPHHT, PO3IOALUICHI KOMITIOTEPHI CUCTEMH, OaraToareHTHa CHCTEMa.
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AJJAITUBHUM AJITOPUTM BAJTAHCYBAHHSI HABAHTAKEHHST
B JOJATKAX 3 BUKOPUCTAHHAM TEXHOJIOI'II KOHTEMHEPU3ALII

AHnoTtanisi. B crarTi po3nisHyTO aJanTHBHUK aaroputM OanaHCyBaHHS HaBaHTAXKEHHs JUIS JOAATKIB 3 BUKO-
pHUCTaHHAM TEXHOJIOTii KOHTeitHepu3anii. HaBegeHo TeopeTHdHi MpUKIany peajisalii TaKoro aJropuTMy Ha OCHOBI
OaratopiBHEBOi crcTeMu. [IpuBeIeHO TEOpEeTHYHHA OMIC POOOTH AITOPUTMY Ha Pi3HUX PiBHAX cucTeMHu. DyHKITI-
OHYBaHHS JOJATKy PO3TOPHYTOTO 3a JOMOMOTOI0 TEXHOJIOTI] KOHTeHHepu3amii moTpedye 000B’I3KOBOTO BUKOPHUC-
TaHHS CHHXPOHI3ATOPY, KUl B CBOIO 4epry IOBHHEH OyTH HAAUICHHI ONTHMaJbHUM aJTOPHTMOM OallaHCYBaHHS
IULsL TOCSITHEHHS. MaKCHUMAJIbHOTO BUKOPUCTAHHS JIOCTYIHHX pecypciB. [Ipu 1ipoMy citin BpaxoBYBaTH O0COOIUBICT
3amuTIB, SKi MPUTaMaHHI KOHKPETHOMY JIOJNATKY, TaK i iX HEOAHOPIOHICT B Yaci, A FOTO HMPOIIOHYETHCS BBECTH
napajiesibHy CHCTeMY JUlsi OOpOOKM M CTaTMYHOTO aHalli3y BXIJHHX 3alMTIB. B cTaTTi HaBeneHi Kkputepii, mpu gocs-
THEHHI SIKUX TaKuil alropuT™M MoXKHa OyJie BUKOPHCTOBYBATH 3aMICTh BXKE ICHYIOUHX.

KnwuoBi ciaoBa: cuHXpoHi3aTop, OanaHCyBaJbHUK HaBAHTAXCHHS, aNalTHBHUH alTOpPHTM, KOHTCHHEpPH-

3aIisi, 0OYMCITIOBANBHUH BY30IL.

Beryn

banancysannst nHaBantaxkennst (Load Balancing) 3a-
CTOCOBYETHCSl /IS ONTHMI3alil BUKOHAHHS Iapaielib-
HUX OOYHCJICHDb 32 JIOMOMOTOI0 MapajieIbHOI 00YHCITIO-
BaJIbHOI CHCTEMH, siKa Tependayae piBHOMIpHE HaBaH-
Ta)XCHHS OOYNCITIOBATIHHAUX BY3IIIB.

Ilpn mosiBi HOBHMX 3aBHaHb NpOrpaMHe 3ade3re-
YeHHs, [0 pealizye OaraHCYBaHHS, Ma€ TPUHHATH pi-
LIEHHS 1IPO Te€, Ha SIKOMY OOYMCITIOBAILHOMY BY3JI CIIijL
BHKOHYBaTH OOYMCIICHHSI, ITOB’sI3aHi 3 I[i€F0 HOBOKO 3a-
nadero. bamaHcyBaHHS HaBaHTaXKEHHsS TaKOX Tepesda-
Yyae MEepeHeceHHs] YaCTHHU 00YMClieHb 3 HaiiOinbil 3a-
BaHT)XEHHX OOYMCIIOBAJIbHUX BY3JIiB Ha MEHII 3aBaH-
TaxeHi [1] .

IMocranoBka 3agauvi. B cdepi cTBOpeHHSI BUCOKO
HABAHTAXXCHUX JIOJATKIB, III0 PO3TOPHYTI B XMapi, roct-
PO CTOITH IHWTaHHSA MaKCHMaJbHO €(EKTHBHOTO BHKO-
pHCTaHHS pecypciB, 3a sIKi KOPHUCTYBa4 MOCTIHHO cIuia-
gye. Hee(eKTHBHICTh alTOPUTMIB OaNaHCYBaHHS TPHU3-
BOJIUTH JI0 YaCTKOBOTO MPOCTOIO pecypciB. Peamizamis
Oi7BpII JOCKOHAJIOTO alTOPUTMY HaJacTh MOKIJIMBICTH
KOpHCTYBa4yaM 320 UKyBaTH KOIITH Ha HEBUKOPUCTA-
HUX pecypcax.

Peaizariis Takoi mapajensHOi 00YHCITIOBATIBHOI CHC-
TEMH BHMarae po3poOKH aJIrOpUTMIB CHHXpPOHI3aril
00’exTiB, AKi (QYHKIIOHYIOTh B PI3HHX BY3Jax OOdYHC-
JOBaNbHO{ cucTeMu. | HaBmaky, e(eKTUBHICTH peaiza-
ii anropuTMiB CHHXPOHI3AI] 3aJeXUTh Bia 30amaHCco-
BAaHOCTI HABaHTAXXEHHA II0 BYy3JIaX OOYHMCIIOBAIBHOI
CHCTEMHU.

JucbanaHc HaBaHTaXXEHHS MOXKE BUHUKHYTH 3 Ki-
JIBKOX MPUYNH:

e HEOJHOPIJHICT CTPYKTYpH HapajeibHOro 3a-
CTOCYBaHHS, TOOTO Di3HI 3alHUTH HPOIECY BUMAraroTh
Pi3HUX OOYHCITIOBATFHUX MOTYXHOCTEH;

e HEOMHOPIAHICTH CTPYKTYpU OOUHCITIOBAILHOTO
KOMIDIEKCY, TOOTO pi3HI OOYHMCIIOBAIBHI BY3JIHM BOJO-
JUIOTH Pi3HOIO MPOTYKTHUBHICTIO;

e HEOJHOPITHICTh CTPYKTYPH B3aEMOJIIT MiX BY-
371aMU  OOYHMCIIOBAJIbHOT Mepexi, TOOTO JIiHil 3B'SI3Ky

MiX By3JIaMH MOXXYTh MaTH Pi3Hi XapaKTePUCTUKH IPO-
MYCKHOI CIIPOMOYKHOCTI [2].

Ha crporomHimHiii IeHP YHIBEPCATBHOTO METOIY
00poTHOU 3 MUCOATAHCOM HaBaHTA)KEHHS HE iCHYE.

Anani3 aitepatypu. Meronn OarxaHCyBaHHS TO-
NUIAIOTH HA CTATUYHI Ta JUHAMIYHI.

CraTuyHe 0anaHCyBaHHS BUKOHYETHCS 10 MOYa-
TKY BUKOHAHHS IMapalielibHOro noxatka. [Ipu posmoaini
JIOTIYHHX TPOLECIB MO MPOLECOpaM BHKOPUCTOBYETHCS
JIOCBIJl MOTNIEpeIHIX BUKOHAHb (TaKk 3BaHE HABYAHHS Ha
icropuyHux jgaHux). OgHAK PO3MIIIEHHS JIOTIYHUX
MPOIIECIiB TI0 BY3JIaX OOYMCIIOBAJIHLHOI MEpexi mormepe-
JTHBO MOXK€ HE JATH MO3UTUBHUX PE3YJIbTaTiB.

Le mOsACHIOETHCS THM, IIIO:

e O04YHCITIOBAaNIbHE CEPENOBHIIE, B SIKOMY BinOy-
Ba€ThCS BUKOHAHHS MPOTPAMH, MOXKE 3MIHUTHUCS, TOOTO
OIIMH 200 KiJTbKa OOYHCITIOBAIFHIX BY3IIiB MOKYTh BUH-
TH 3 JIa7y;

e OOYMCIIOBAIBHUI BY30J, Ha SIKOMY BHKOHY-
€THCS TapalieNibHe JOAATOK, MOXEe OyTH 3aiHATHH iH-
MMM OO0YHCIIEHHSIMU;

e HaBaHTa)XEHHs HA OOYMCIIIOBAJILHI BY3JH € He-
mepe0adeHIM  (aHOMAlTbHA ~ aKTHBHICTh  KOPUCTYBadiB,
DDoS arakwm).

Junamiude OajaHcyBaHHSI Iiependavae mepe-
PO3MOALT HABAaHTAXKEHHS Ha OOYUCIIOBANBHI BY3JIH ITiJ|
Yyac BUKOHAaHHS mporpamu. s Ttakoro OaaHCyBaHHS
BUKOPHCTOBYIOTh TPOTpaMHe 3a0e3NedeHHs], sSKe BH-
3HAYAE:

e 3aBaHTAKCHHSA OOYHCITIOBAIFHUX BY3IIiB;

e TIPOIYCKHY CHPOMOXKHICTB JIiHIH 3B’S3Ky MiX
BY3JIaMH;

e YaCTOTY BXiJHHUX 3aIHTiB;

e PECYpPCOEMHICTH BXiJIHUX 3aIUTIB;

e KUIBKICTh i 3aBaHTAXEHICTH OOYHCIFOBAILHUX
BY3JIIB.

JuHaMiqHI METOIM 3a3BMYai 3aCTOCOBYIOTb, SIKIIIO
yac, HeOOXiMHWI Ha OalaHCyBaHHS, HAa0araTo MCHIIE
yacy BHKOHaHHs 3aBaaHHs [3]. [ImHamivHa 3amada Oa-
JIAHCYBaHHS 3a3BMYall BKIIOUae B cebe He TLNBKU PO3-
TTOJTUJT HAaBaHTKEHHS M0 00YHMCITIOBAILHUM By3J1aM, a ,
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3 OISy Ha OCOOJIMBOCTI ajropuTMmy OasiaHCyBaHHS,
BUOIp ONTHMAaJbHOIO YHCIa OOYHCIIOBAIBHHUX BY3IIB.
BanancyBaHHS HaBaHTa)XKCHHS MOXKE BHKOHYBAaTHUCS
porpamMHo abo amnapaTHO, LEHTPalTi30BaHO abo JeleH-
Tpai30BaHoO.

AJNTOPUTM TWHAMIYHOTO OallaHCYBaHHS BHU3HA-
Yae Ha KU 0OYUCITIOBATBHAN BY30J apecyBaTH 3aIUT
i 9ac poOOTH CUCTEMH.

Takuil miaxig DO3BONSLE pearyBaTh Ha 3MiHY
crany goxatky. OnHaK IMHAMiYHE OalaHCYBaHHS TATHE
3a co0O0f0 TOATKOBI BHTPATH Yacy Ha 30ip CTaTHCTHY-
HUX JIaHMX T1IpO CTaH J0JaTKy, Ha aHali3 JaHuX 1 Ha
NIPUIHATTS PillIeHb.

HeBupimeni nuranns. Kioo4oBuM 3aBIaHHIM
IIPU CTBOPEHHI aJalTHBHOIO AITOPUTMY € peaji3amis
MeXaHi3My OajaHCyBaHHs, 3aTpaTW Ha NPUHHATTA pi-
IICHHS AKOTO OyJu O 3HAYHO MCHIIMMH 33 THUIIOBI 3aIlH-
TH Ha BUKOHAaHHA. Bix e()eKTUBHOCTI FOTO MEXaHI3MY
Oyne 3a1exaTH JAOUITbHICTh BUKOPUCTAHHS aIalTHBHO-
TO aJITOPUTMY B IIEPEBAry iCHYIOUHM.

Merta cratTi. MeTor naHOi cTaTTi € POpMyBaHHS
HayKOBO-OOIPYHTOBAHOTO IiJIXOMy 0 CTBOPEHHS ajarl-
TUBHOTO QITOPUTMY OallaHCYBaHHS HAaBaHTAXKCHHS B
cUCTeMax 3 BUKOPHUCTAHHIM TEXHOJIOTI] KOHTeHHepu3a-
mii, A MOJAIBIIMX peatizalii pealbHUX aJrOPUTMIB
Ha OCHOBI TEOPETUYHUX OOIPYHTYBaHb.

BuKkJ1ag 0CHOBHOTO MaTepiay

KontelineprzoBaHnii TOJATOK SBISIE COOOO CYKY-
ITHICTh OJTHAKOBUX KOHTEHHEPIB 3 EK3eMIUIIPOM J0AAT-
Ky. Ex3eMIisapy po3nofinsaroTecs 3a pi3HUMH 00YHCITIOBa-
JIBHUM By37laM 1 (PyHKIIOHYIOTh mapajiensHo. Posmoains-
IOTBCSL 3aIUTH MDK OOYMCIIIOBAIBHUMHU BY3JIaMH TaKUM
YHHOM, IH[00 3aBaHTAXXEHHsS OOYMCITIOBAJIHHHUX BY3JIiB
Oya piBHOMipHHM.

OnmHak TpW BHMKOHAaHHI MapajelbHOTO J0JaTKa
MOXe BHHHKHYTH KOH(QIIIKT MiX 30aTaHCOBaHHUM pO3-
MOUIOM OO'€KTIB MO OOYHCITIOBATBHUX BY3JIaX 1 HU3b-
KOO MIBUJIKICTIO OOMIiHIB JaHUMHU MIXK IIMMA 00'€KTaMU.
Jesiki 00YHCITIOBANBHI BY3JIH MOXYTh IMPOCTOIOBATH, B
TOMW Yac K iHII OyIyTh HEPEeBaHTAXKEHI, SKIIO KOMYHi-
Kallis MK OOYHCIIOBAJILHUMH BY3JIaMH BEICThCS Ha
HU3bKiH 1BuaKocTi [4].

3 iHmoro 00Ky, BUTPAaTH Ha KOMYHIKALII0 MOXYTb
Oyt Benmki ais 36amancoBaHoi cuctemu. Came ToMy
MeToJ| OaaHCyBaHHSA HMOBHUHEH OyTH MimiOpaHuil TaKuM
YMHOM, 1100 OOYHMCIIOBaJIbHI BY3/IM OyJIM 3aBaHTa)KeHi
PIBHOMIPHO, a HIBHAKICTE OOMIHY NaHHMH MIX HHUMH
OyJla ONITUMAIBHOIO.

BanancyBaHHSI HABaHTa)KEHHS - 116 MEXaHi3M, SKHH
BUKOPUCTOBYETHCSI ISl PO3MOMUICHHS 3aBAAHHS MiX
00OUHMCITIOBAUILHUMH By3/1amMH. banancyBaHHS 1 mepeHe-
CEeHHsI HAaBAHT&)KEHHS! BAKOPHCTOBYIOTh ISl ITiIBUIIICHHSI
MIPOLYKTUBHOCTI MapajensHoi cuctemu [5]. Yepes Heon-
HOPIIHICTh OOYHCITIOBAILHOTO CEPEIOBUINA, OIWH ajro-
pUTM MOke H00pe MpaIfoBaTH B OJHIN MapaiesbHii cHc-
TeMi 1 IIOTaHO B 1HIIHUH.

B cywacHMX TEHIEHLISIX PO3POOKH PO3IOIIICHUX
JIOJIaTKIB CIIOCTEPIraeThesi Bee OliIblla MpaKTHKa BUKOPHC-
TaHHS XMapHHX CEpPEIOBUI JUISl PO3TOPTAaHHS TaKHX SIK
(Azure, Google Cloud, Azure Torio) 3 3aCTOCYBaHHIMH
TEXHOJIOT1i KOHTCHHEePH3aIlii.

[pu TakoMy migxo/i Taki MpUYKH IrcOanaHcy HaBa-
HT@XKEHHS SIK HEOJHOPIHICTh CTPYKTYpl OOYMCIIOBAIIb-
HOTO KOMIUIEKCY Ta HEOJHOPIJHICTh CTPYKTYpi B3aeMopil
MDK By3JaMHU HIBENIOIOTBCS. 3a JOMOMOTOI0 BUKOPHCTaH-
Hsl TEXHOJIOTIT KOHTeHHepH3alil sIka JO3BOJISIE PO3rOPTaTH
OOYNCITIOBANIbHI BY3JIM SIK HE3aIEKHI OIMH BiIl OXHOTO
KOHTEHHEPH SIKi MalOTh OJTHAKOBY, TIOTIEPEAHBO CKOHDITY-
pOBaHy OOYHCITFOBAJIBHY TMOTY)KHICTB, JOCATAETHCS OIIHO-
PpimHICTE cepenoBHIIa T OOYHCICHHS 3amuTiB. Bei kKoH-
TEHHEePH MiANOPSAKOBaHI OTHOMY BY3IIy CHHXPOHI3aTOPY
(Load balancer - GamaHcyBaTbHUK HaBAHTAKECHHS) CHHX-
POHI3aTOp peai3ye aJrOpuTM PO3MOMALICHHS HaBaHTa-
JKEHHS Ha MinopsiakoBaHi By3id. [Ipy BUKopucTaHHI Tex-
HOJIOTI] KOHTeWHepu3alli OKpiM pO3IOAUICHHS HaBaHTA-
JKEHHSI CHHXPOHI3aTOp TaKOoK MOXKE JI0JIaBaTH HOBI 004H-
CITIOBAJIbHI BY3J7M 200 BUMHKATH HE 3a/IisHI JUT €KOHOMIT
xowtiB. KoxkeH 00YMCIIOBAaJIbHHI BY30J1 PO3TOPHYTHi B
XMapi Ma€e TIEBHY BapTICTh 3TiTHO Mojedi Tapudikamii
npoBaiiziepa XxMapHoro cepenosuia. Came eKOHOMisl KO-
IITIB CTa€ JOJATKOBUM CTUMYJIOM JJISI MAKCHMAIIBHO ede-
KTHBHOTO BHUKOPHCTaHHS HAasBHUX PECYPCIB 1 ONITUMAaIIbHE
JI0/TaBaHHS HOBHX.

Tomy nns edexkrtuBHOro OaynaHCyBaHHS HaBaHTa-
JKCHHSI HEOOXIZHO 100 aJropuTM MAaKCHMAaJIbHO 3a10-
BOJILHSB IBOM KPUTEPIsIM:

1) makcuMmaibHO eeKTHBHE BUKOPHUCTAHHS Has-
BHUX OOYHCIIIOBAIBLHUX BY3JIiB;

2) onTUMaNbHUI anropuTM JojAaBaHHsS abo BHU-
MHKaHHS 00YHCITIOBABHIX BY3IiB.

[ling epexTHBHUM BUKOPHCTAaHHSIM BY3IB PO3yMi-
€TBCS TE, II0 PECYpPCH OOYHCIIOBAJILHOTO By3Jla MAarOTh
OyTu BuKopucTanHi Ha 90-95 BifCcOTKIB, TOOTO HA HEOTO
MTOBHHHO OYTH BIANIPAaBICHO CTUTBKH OMeEpaIiii, CKiTbKI
BiH 3MOXe ¢(peKTHBHO BHKOHATH 0e3 BTpaT B 4aci BU-
KOHAHHS omeparii.

I1ig onTUMaTbHUM aJTOPUTMOM JOJaBaHHS BY3JIiB
pO3yMi€ThCsl — IO CHHXPOHI3aTOp IOBHHEH JI0/1aBaTH
HOBUI By30JI TUIBKH TOJI KOJIM BXKE HEMOXKIHMBO Oyne
BUKOHATHU OIEpAIlifiX Ha HasBHHUX By3iax 0e3 BTpaTu B
4yaci BUKOHAHHS omepariii.

Jnst OCATHEHHS 33aHUX KPUTEPiiB MPONOHYETh-
csi po3poOKa aJanTHUBHOTO aJITOPUTMY OaJaHCyBaHHS
SIKMHA TIpuiiMaB OW pIllleHHS Ha OCHOBI KOMIDIEKCHOTO
MIOKa3HUKY PECYpCOEMHOCTI OOYHCIIIOBAIILHOTO BY3Ia,
TOOTO BeNWYMHM sika O XapakTepusyBaia mo | By3oin
Moske 00pobuTn N orepartlii IeBHOTO THITy 0e3 BTpaTH B
yaci BUKOHaHHS omepariii. i 1mporo HamM TOTPiOHO
BH3HAUUTH PECYPCOEMHICTH Hamoro By3na B RPS
(Requests Per Second - kiibKicTh 3amuTiB 3a ONHY Ce-
KkyHay). Takox Bu3Haunté RPS 11 koxHOTO THIY 3a-
nuty. Tun 3anuty Bu3zHayaerbes 1o Horo URI sxuii €
YHIKQJIBHUM 1ICHTU(IKaTOPOM 3alHTy 1 TapaHTye IO
TIPY TIPaBMWIIBHIHM apXiTEeKTypi AOAATKY KOXEH 3aIruT 10
ToMy it camomy URI Oyne BuKkopHcTOBYBAaTH NMpHOIIH3-
HO OJIHAKOBY KUIBKICTh pecypciB cepBepa. TOYHICTH
Bu3HaueHHs1 RPS 11 koxHOTO 3amuty Oyzae Ha mpsamy
BIUIMBATH Ha e(PEKTUBHICTH CHHXPOHI3aTOpa MpH J0j1a-
BaHHI a00 BUMHUKaHHI 00YHCITIOBAIEHUX BY3IIIB.

ANTOPUTM PO3MOAIIEHHS 3aITUTY 3 OJHOTO 00YHC-
JIIOBAJILHOTO BYy3J1a Ha IHIIMH TOCUTH cKiIagHuil. OmHak
BBEICHHS ACAKHX MNPUIYIICHb MOXE 3HU3HTH CKIaj-
HICTB IIbOTO AJITOPUTMY. HEXaM:
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e po3nojiieHa cuctemMa 00'eHYy€ KiNbKa Pi3HHX
THUIIB JaHUX (€ TeTEPOreHHOI0);

e KOPHUCTYBad MOXE IHTEPAKTUBHO B3a€EMOJISATH
3 MaIIMHOIO B Oy/Ib-IKUi1 MOMEHT 4acy;

e KUIBKICTh OOUYHCIIIOBAIILHUX BY3JIIB B MEPEXi KO-
HTPOJIOETBCSA TUIBKHA CHHXPOHI3aTOPOM O€3 BTpYUaHHS
KOpHCTYBa4a B IOBHICTIO aBTOMATHYHOMY PEKUMI;

e MOXIIMBA 3MiHa O0YHCIIOBAIEHOI MEPEXKi;

e 3aTPUMKHU Ha OOMiH JaHWUMHU MDX BY3JIaMH 3a-
JIMIIAI0THCS HE3MIHHAMU.

Jns peamizariii anropuTMy TIPOIIOHYETHCS pealli-
3yBaTd TPUPIBHEBY CUCTEMY IPUHHATTS pillleHb 1 300py
JaHUX.

Ha nepmomy piBHi NIpONOHYETHCSI HAAITUTH CHH-
XPOHI3aTOp MOXKJIMBICTIO 30MpaTH 1 0OpOOIISATH CTaTHC-
TUYHI JIaHHI [0 HaBaHTAKEHHSM BiJl CaMUX BY3JIiB Tak
aKTHBYBATH TapajeibHUIl TpoLec MPOrHO3YBaHHS BXi-
JHOTO HAaBAaHTA)XEHHS B 3aJIC)KHOCT] BiJ BXITHOTO HaBa-
HTXCHHS.

Takok CHHXpOHI3aTOP MOBHHEH MPOBECTH OIiH-
Ky BXIJHOTO 3alMTy A BHU3HAYCHHS HOTO €MHOCTI
Ha OCHOBI CTATUCTHYHHUX [aHHUX U NPUHHATTA pi-
LICHHA TPO ajpecalilo LbOT0 3alHuTy Ha ICHYIOUYUH
00YHUCITIOBAILHUI BY30JI, SIKIIIO €MHICTh BY3Jla JOCTa-
THS JUIs BUKOHAHHS 3alUTy, a00 aJpecyBaTH 3aluT
Ha HEI[O0JaBHO CTBOPEHHMH BBIXOASYM 3 JOHHHUX
OTPUMaHMUX BiJ] CHCTEMHU NPOTHO3YBaHHS OOYHCIIIO-
BaJIbHUM BY30J1.

Ha npyromy piBHi IpONOHYETHCSI CTBOPUTH CHUC-
TEeMy NPOTHO3YBAaHHS HaBAHTAXKCHHS Ky O 3afisB CHH-
XPOHI3aTOp BIATIPABIAIOUH 1i MapajeIbHO BXiTHI 3aITd-
TH Ta JaHHI BiJi 00YNCIIOBAIEHUX BY3IIB MPO 3aTpayve-
HY EMHICTh Ha BUKOHAHHS €MHICTb.

B XuTTEBOMY IIMKII JONATKY HABAaHTAXKECHHS B Ya-
ci B OCHOBHOMY HE OJIHOpPiJIHE a HOro IiKH 4acTo CHiB-

MaJlaloTh ¢ IMiKaMM aKTUBHOCTI KOPHCTyBauiB abo 3a-
3JaJIeTib 3alIaHOBAaHUMHU IMIKOBUMH aKTHBHOCTSMH,
CHCTEMa IIPOTHO3YBAHHS IIMX HABaHTAXKCHb NacTh HaM
MOJKIIUBICTh HE CTBOPIOBATH J0JATKOBI 00UNCITIOBAIIBHI
BY3JIM B PEaIbHOMY 4Yaci, a JOAaBaTH iX 3a JeKiIbKa
XBHJIMH [0 TOrO SK JONATKOBHUA OOYHCITIOBAJILHUI
BY30J1 HAM 3HAI00UTHCS.

Ha TpeTrboMy piBHi IPOTIOHYETHCS IPH CTBOPEHHI
HOBOIO KOHTEWHEpPY poO3ropraTy AOJATKOBUII areHt
pa3oMm 3 OOYHCIIOBAIEHUM BY3JIOM SIKHH B (poHOBOMY
pexnmMi 30upaB OM NaHHI MO BXIIHUX 3alUTax i pecyp-
cax BUTpPAUCHUX Ha HOro oOpoOKy.

BianpaBka ux JOHHUX Ha CHHXPOHI3aTOp, HE0O-
XiIHa JJIs1 TOYHOTO BU3HAYECHHS €MHOCTI 3amuTy, 301p
LUX JIOHHHUX MPOIIOHYETHCS MEPEHECTH Ha CTOPOHY 00-
YHUCIIOBAIBHUX BY3IIB JUIS 3MEHIICHHS HaBaHTa)KEHHs
Ha CHHXpPOHi3aTop 100 MakCHMalbHO CKOPOTHTH Yac
MIPUHHATTA PIiOICHHS, TaK SK 30ip CTAaTHCTHKHU Ha (POHO-
BOMY piBHI He MOBHHHO 3a0mpatu 0arato pecypciB y
00YHCITIOBAJIBHOTO BY3JIa.

BucHoBku

B pesynbrari peanizauii Takoro anroputMmy odi-
KYIOTbCSl JIOCATHYTH IIepeBar, sKi I03BOJATh BHKOPHC-
TOBYBaTH TaKy CHUCTEMY 3aMICTh iCHYIOUHX MiIXOMIB i
AITOPHUTMIB.

Io-nepuue, pecypcu, 10 BUTpaveHi HA IPUHHATTS
pillleHs, He MOBHWHHI OyTH OUTBIINMH 3a pPEeCcypcH, sKi
HEOoOXi/IHI Ha BUKOHAHHS I[OTO 3aIHTY.

IMo-apyre, nocTynHICTH AOAATKY Ma€ OyTH Ha piB-
Hi 99.99% 0e3 BTpaTH MIBHUAKOAIl IpHU J0oAaBaHHI abo
BUMHUKaHHI HOBUX OOYHCITIOBAJIbHUX BY3IIiB.

Io-TpeTe, HAasBHICTh HE3aISIHUX BY3JIB Ta BY3JIiB
3 YaCTKOBOIO 3aBAHTAXKEHICTIO MOBHHHA OYTH MiHIMi30-
BaHa.
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Adaptive load balancing algorithm
for applications using containerization technology

I. Sysoiev, V. Gavrilenko

Abstract. The article discusses an adaptive load balancing algorithm for applications using containerization technology.
Theoretical examples of the implementation of such an algorithm based on a multilevel system are given. A theoretical descrip-
tion of the operation of the algorithm at different levels of the system is given. The operation of an application deployed using
containerization technology requires the mandatory use of a synchronizer, which must be endowed with an optimal balancing
algorithm to maximize the use of available resources. In this case, one should consider the peculiarity of requests that are inher-
ent in a particular application, and their heterogeneity in time; for this, it is proposed to introduce a parallel system for processing
and static analysis of incoming requests. The article provides criteria that, when some of the algorithms are achieved, can be used
instead of the existing ones.

Keywords: synchronizer, load balancer, adaptive algorithm, containerization, compute node.
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LenTpanpHOYyKpaiHCHKHIA HAI[IOHATBHUN TEXHIYHUH yHiBepcuTeT, KpormmBHUIIBKHH, YKpaiHa

JTOCJII)KEHHA CTIMKOCTI JIO JIHIMHOT' O KPUIITOAHAJII3Y
3AITPOITIOHOBAHOI ®YHKIIII TEIIYBAHHS YIOCKOHAJIEHOT'O
MOAYJIA KPUIITOI'PA®IYHOTI'O 3AXUCTY
B IHOOPMAIIHHO-KOMYHIKAIIMHUX CUCTEMAX

AHoTanisi. O6’eKkTOM JOCTIKEHHS € ITporec 3a0e3MmedeHHsT KOH(IISHIIIHHOCTI faHnX B iH(OpMamiiHO-KOMyHIKaIil-
HUX CHCTeMaX YIpaBJIiHHS TEXHOJOTIYHIUMH IIpoliecaMy Ha 6a3i xMapHHUX TexHouoriid. Ilpeamerom mocaimkeHHs € poci-
JDKEHHS CTIHKOCTI 10 JIIHITHOTO KpUITOAHANI3Y 3alIpONOHOBAHO1 (PYHKIIT IelIyBaHHS YA0CKOHAJICHOTO MOIYJISl KPUIITOTpa-
¢igHOTO 3aXMCTY B iHHOpMALIHHO-KOMYHIKAI[IfHUX cucTeMax. MeTa podoTH MoJsrae y JOCIiKEHH] CTIHKOCTI 0 JiHii-
HOTO KPHUIITOAHAJIi3y 3alpONOHOBAaHOI (DYHKLIT relTyBaHHS yIOCKOHAIEHOTO MOYJIA KPUITOrpadiqHOrO 3aXHUCTy B iHPOP-
MAIliifHO-KOMYHIKaLliHHUX CHCTEMaXx yMPaBIiHHSA TEXHOJOTTYHIMH MPOIiecaMy Ha 0a3i XMapHUX TEXHOJOTIH. Y pe3yJbTaTi
JOCTIIKEHHsI YJIOCKOHAIICHO MOJIYJIb KpHIITOrpadiyHOro 3aXxucty iHopmarii. [IpoBeaeHo HOCTiPKeHHS CTIMKOCTI 10 JTiHiH-
HOTO KPHUIITOAHAJIi3y 3alpPOIIOHOBAHOI (DYHKIIii TelIyBaHHS YAOCKOHAICHOTO MOJYJISI KPUITOrpadidHOro 3aXUcTy B iHpopMa-
LifHO-KOMYHIKAIIHHIX cucTeMax. [IpoBeieHe eKCIIEpUMEHTANBHE JTOCHIIKSHHS MiATBEPIIIIO KPUITOCTIHKICTD yIOCKOHATIC-
HOTO JTOPUTMY JI0 JIIHIHOTO KpHITOAHAII3Y. BHCHOBKH. Y JOCKOHAJIEHO MOYJIb KPHITOrpadiqHOrO 3aXKCTy iH(popMarlil,
SIKHH 32 paxyHOK (ikcyBaHHA iH(pOpMAIii Mpo ieHTH}IKaTOp KOpUCTyBaya, ifeHTU(IKATOp Cecii, yac BiANpaBIeHHS, JOBKHUHY
TOBIZIOMJICHHS Ta HOTO MOPSKOBUH HOMEp, a TaKOX BUKOPHCTaHHS HOBOI MPOLEAYPH (OPMYBAHHS CEaHCOBOTO KIIHOYA JUIS
i pyBaHHs, 103BOJISIE 3a0e3neYnTH KOH(DIACHIIHHICTD 1 HUTICHICTh JaHUX B iH()OpMaIifHO-KOMYHIKAIIHHUX CHCTEMaX yII-
PaBIiHHS TEXHOJOTIYHIMH Tporiecamu. {11 eeKTHBHOrO BUKOPUCTAHHS LLOTO MOMYJIS BOKIMBHM € BHOIp KPUOTOCTIMKUX
MeTOIB MH(pPYBaHHS Ta TeIIyBaHH, a TAKOXK CHHXPOHI3ALIisl CEKPETHOTo Kioda. Y sIKocTi GpyHKIiit MOXKyTh OyTH BUKOpHCTaHI
KPHUIITOAJITOPUTMH, CTiHKI 10 JTiHIHHOTO, i epeHIiaIbHOro, anredpalyHoro, KBAaHTOBOTO Ta IHIINX BiIOMHX BUJIIB KPHIITOAHA-
ni3y. IIpoBeneHo TOCTiPKeHHs CTIHKOCTI 10 JIIHIHHOTO KPUNTOAaHAaIi3y 3alporoHOBaHOl (DYHKIiT TelryBaHHs yJOCKOHAJICHOTO
MOJYJIl KPUNTOTpadiyHOro 3aXHCTy B IH(GOPMAIfHO-KOMYHIKAIIMHIX cHcTeMax. [IpoBefieHe eKCIepHMEHTANbHE J0CTi-

JDKSHHSI T ITBEPIIIIO KPHITOCTIMKICTD YAOCKOHAJICHOTO aITOPUTMY JIO0 JIIHIHHOTO KPUIITOAHATI3Y.

KnaouoBi croBa: xpunroanais, renryBaHHs, iHpopManifHO-KOMyHIKaliiHi CHCTEeMH, 3aXUCT iH(popMarii.

Beryn

Ha cydacHoMy etani po3BUTKY XMapHHX T€XHOJIO-
Tiif, iCHy€e 3aBJaHHS 3aXHCTy AHUX, sIKi 30epiratoThcs y
BiINOBiTHHUX 1HPOPMAaLiIHHO-KOMYHIKAI[ITHAX CHCTEMAX.
3a octaHHi yac MpoTH YKpaiHu OyJI0 peaizoBaHoO JeKi-
JIbKa KPUIITOATAK HA Pi3HI XMapHi cepBicH, a came:

— 14 ciuns 2022 p. — macoBaHa kibeparaka, y pe-
3yJBTaTi AKOI MOCTpakaanu 22 callTH OpraHiB JepKaB-
woi Bmamu. lllectu caiitam Oyjo 3aBHaHO 3HAYHOL
mikoad, 70 — BiZKIIOUEHO 3a BKasiBkowo  Jlepixc-
nen3B’s3ky Ta Ciryx0u 6e3nexu Yipaiaum [1].

— 15 nrotoro 2022 poky — DDoS-araka Ha HU3KY
iHpopManiiHuX pecypciB Y kpainu. 3okpema, 0yJio 3adi-
KcoBaHo repeboi B poboTi BeO-cepaicis IlpuBaTdanky Ta
Oman6anky. Takox araku 3a3Hany caiitn MiHictepcTBa
o0oponu Ta 30poitaux Cun Ykpainu [2].

AHaii3 muMX KpHITOaTrak IOKas3as, IO MOTpeldy-
€TBCSl pO3POOJICHHSI HOBUX a00 y/IOCKOHAJICHHS iCHYIO-
YUX MEeXaHi3MiB 3axucTy iH(popmanii. OZHUMHU 3 TaKuX
MEXaHi3MiB € MPOrpaMHi MOJYJI KpunrorpadiyHoro 3a-
XHUCTy HAaHUX, Y SIKHX HEO0OXiIHO peani3oByBaTH BHOIp
CTIMKMX MeToniB MM(PYBaHHS Ta TEIIyBaHHS, a TAaKOX
CHHXPOHI3aIliI0 CEKPEeTHOTo Kifoda. Y SKOCTi 3a3Haue-
HUX MIPOLIEAYP MOXKYTh BUKOPHUCTOBYBATUCH BiJIOMi KpH-
nrorpadiuHi METOAM i 3aco0m, CTiKKi A0 JiHIHHOTO, TH-
(epeHIianpHOro, anreOpaivHOro, KBAHTOBOTO Ta IHIIUX
BiJIOMHX BHJIB KPUITOAHAII3Y.

AHaJi3 ocTaHHIX JocaiTxenb i myOaikanii. Cro-
TOJIHI cepell MHOXKHUHH METO/IIB 3aXHCTy iH(popMaIllii oco-
6nuBe Micle 3alimMaroTh Kpunrorpadiuni meroau [3]. Y
TENepilIHii 4ac B XMapHHUX CepBicaX BUKOPHCTOBYIOTHCS

TaKi BiIOMi MporpamMHi MOy KpUNTOrpadivHOTO 3aXH-
CTy JaHUX:

— MTProto 1.0 [4] — Moxynb, SIKUii BUKOPHCTOBY-
€ThCS 111 IM(PYBaHHS MOBIJOMIICHD IIPU NepeiaBaHH1
kiienramu Telegram;

— Signal Protocol [5] — BukoprCTOBYETHCS TS LIK-
¢bpyBaHHs MHUTTEBUX MOBiJIOMJIEHb Facebook
Messenger;

— TLS Skype [6] — 1t MUTTEBHX MOBIIOMIIEHD BH-
kopuctoByeThesi TLS (Oesrmexka Ha piBHI TPaHCIOPTY)
Ut mudpyBaHHS TOBIJOMIICHS MiX KilieHTOM Skype Ta
ciry0010 4aTy, KOJIM BOHM HAJICHIIAIOTHCS Oe3rocepen-
HBO MiX JJBOMA KiIi€eHTaMHu Skype.

[IpoBeneHnit MOPIBHAIBHUNA aHAN3 PO3TIIAHYTHX
MOIyIiB 3axuCTy iHGopmanii y cydacHWX iH(pOpMa-
iHHO-KOMYHIKaliiHUX cuctemMax Ta Mepexax (IKCM).
3a TAKMMH KPUTEPISIMH, K BUKOPUCTOBYBaHI KPHUIITOAII-
ropuT™MH; WBUAKICTE poboTtu (IP); 3pyuHicTs 11g KO-
pucrysauis (3K); kpocmmardopmenicts (KIT). Haenemo
pe3ybTaTH IOTO MOPIBHAIBHOTO aHAII3Y.

1. MTProto 1.0 [16]:

— BUKOPHUCTOBYBaHi kpunroanroputmu, SHA-256,
AES-256.

— mwBuAKicTh poboTu (I1IP) — Brcoka;

— 3pyuHicTh U1 KopuctyBauiB (3K) — Bucoka;

— kpocrutarpopmenicts  (KII) — npucyTHs  vact-
KOBO.

2. Signal Protocol [16]:

— BUKOPHCTOBYBaHI Kpurroanropurmu; Curve25519,
AES-256, HMAC, SHA-256;

— mBuaKicTh podotu (I1IP) — cepemns,

— 3pyuHicTh 151 KopuctyBauiB (3K) — Bucoka;
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— kpocrutaropmenicts (KII) — npucyThs.
3. TLS Skype [16]:
— BUKOPHUCTOBYBaHI Kpunroainropurmu; AES-256,

RSA,;

— mBuaKicTs podotu (ILIP) — cepenns;

— 3pyuHicTh s KopuctyBadiB (3K) — Hu3bKa,

— kpocmiardopmenicts  (KII) — mpucytHs yact-
KOBO.

TakuMm 9HHOM 3 TOPIBHSUIBHOTO aHAJI3y PO3TII-
HYTHUX MOJIYJIB 3aXUCTy iH(OpMAIlil MOXXIHBO 3pOOUTH
BHCHOBOK, [0 PO3TJIAHYTi MPOTPaMHi MOJTYJIi MalOTh HU-
3Ky HEHOJIIKIB 1 MOXKYTh OyTH YZOCKOHAJIEHI 32 paxyHOK
BHUKOPHUCTAHHS CYYacHUX Hporeayp oe3mneku [16].

3Ba)karouu Ha 3a3HaveHe, B poboTi [16] 6yB po3po-
OieHUl yJOCKOHAJICHNIT MOJIyJIb KpHnTorpadiqHoro 3a-
XHCTY iH(popMarii i 3abe3neucHHs KOHDIICHIIHHOCTI
Ta 1iTicHocTi gaHux y cydacHux IKCM. [lns Bukopwuc-
TaHHS OO MOAYJIS Ha IIPAKTHLI MOTPIGHO BU3HAYUTHUCH
3 ¢yHKUisMu renryBanaa F,, Ta mm¢pysansas F . .

Y oCKOHANCHHI MOIyJb KpunrorpadivHoro 3a-
XHCTy iHpopMarii, 32 paxyHOK (ikcyBaHHs iHpopMaii
po imeHTH(]IKaTOp KOPUCTYBAYa; iICHTU(IKATOP Cecil;
Yac BiINpaBJIeHHS, NOBXKHHY MOBIIOMIICHHS; TOPSIIKO-
BUIf HOMEp HOBiIOMJICHHS; BUKOPUCTaHHS HOBOI Ipolie-
aypu (GOpMyBaHHS CEaHCOBOTO Kioda st mudpy-
BaHHSI, 103BOJISIE 3a0e3MeYnTH KOHDIACHIIHHICTS 1 I[iTi-
cHicth ganux B IKCM [16]. s eeKTHBHOTO BUKOPUC-
TaHHS IIbOTO MOAYJISl BAYKIIUBUM € BUOIp:

— KPUOTOCTIMKUX MeTofiB mudpysanus F . ;

— KPUNTOCTIHKHX METOMIB reuryBaHHs F ., ;

— CHMHXPOHI3allisl CeKpeTHoro kimouya authKey .

V skocti ¢ynkuiit F,. ta F,, MOXyTh OyTH

C
BHUKOPHCTaHI 30KpeMa i alrOpUTMH, 3aIPOIIOHOBAHI aB-
TOpamHu y CBOIX momepenix podorax [8, 10-12, 16], abo
iHmn Bimomi kpunroanroputmu [7, 9, 13-15], criiiki 10
JiHilHOTO, TUdepeHiaabHOro, anredpaiuHOro, KBaHTO-
BOTO Ta IHIIMX BiJJOMHUX BHIIB KPHIITOQHAI3Y.

O0acTio 3aCTOCYBaHHS 3aIIPOIIOHOBAHUX IIIXO0-
JIiB € XMapHi CHCTeMHU siki orucani y [19, 20].

MeTta po6oTH osITae y AOCHIPKEHHI CTIHKOCTI 10
JMHIAHOTO KPUNTOAHAJI3y 3alpOMOHOBaHOI (PYHKIT re-
LIyBaHHS YIOCKOHAJIEHOTO MOAYJsS KpUNTOrpadidHOro
3aXMCTy B 1H(OPMAIiHO-KOMYHIKAI[IHHUX CHCTeMax
YIpaBIiHHS TEXHOJOTIYHUMH IporecaMu Ha 0a3i xmap-
HUX TEXHOJOTIH.

Bumorn, 0co0MBOCTI 3acTOCYBaHHS i HIISIXH
onTUMi3amii cy4acHMX KPMITOCHCTEM

IcToprdHO TEpIIMME 3'IBHIIMCS CUMETPUYHI KPHII-
torpadiuni cuctemMu. Y CHMETpHYHIH KPHUITOCHCTEMI
mmdpyBaHHS BHKOPHCTOBYETHCSA OAMH 1 TOH K€ KITIOYU
Ut 3amudpyBaHHs 1 po3mmdpyBanHs iHpopmarii. Lle
03Havae, Mo OyIb-KHil, XTO Ma€ JOCTYII A0 KIIFOYa IIH1-
(bpyBaHHs, MOXXE pO3LIIM(PYBATH ITOBIJOMIICHHS.

Jnst 3a06e3nedeHHst HeOOXiTHOTO PiBHS 3aXHUCTY iH-
¢dopmanii B iHpOpPMAIIfHUX cHUCTEMax, 0 AITOPUTMIB
mrpyBaHHS 1 CUCTEMHU KIIOYIB ITPEA'IBISIOTHCS JEsKi
Bumoru [4, 12, 16]:

1) kpunrtorpama (IKH(POTEKCT) NOBHHHA JCLIN-
(dbpyBarucs nuIe 3a HASBHOCTI KJTIOYa;

2) 4Wcno omepauiif, HeoOXigHE AT PO3THHY
KJIFOYa M0 BIIKPUTOMY TEKCTY 1 BiANOBIIHINA HOMY KpHII-
Torpami, Mae OyTH HE MEHIIE YHUCIa BCIX MOXKIHMBHX
KITIOYiB;

3) 3HaHHA anropuTMy mH(PYBaHHS HE TOBHHHE
CTIPOIIYBAaTH MpPOLEAYpPH AemH(PyBaHHS, IO BUKOHY-
€THCS 3 METOIO PO3THHY KITIOUIB i Temmr(pOBKHA KPUIITO-
rpam;

4) He3HayHa 3MiHAa KJFOYa, 3 BHKOPHUCTAHHIM
SIKOTO IU(PYETHCS BiJ KPUTHH TEKCT, TOBHHHA IPUBO-
IUTH 10 ICTOTHOI 3MiHHM BiATIOBIAHOT KPUIITOTPaMU;

5) He3HauHa 3MiHa BIIKPHTOTO TEKCTy MpPHU HeE-
3MIHHOMY KJIFO4Yi HOBUHHA IPUBOJMTH JI0 ICTOTHOT 3MiHH
BiJINIOBITHOT KPUIITOTPaAMH;

6) cTpyKTypa anroputMmy mudpyBaHHS Mae OyTH
MOCTIHHOIO;

7) B mpoueci mubpyBanHsa Mae 6yTu mepeabdaye-
HUH KOHTPOINIb 32 MH(POBAHIM BiTKPHUTUM TEKCTOM i
KIFOUeM;

8)  IOBXHMHA KPUIITOIPaMH Ma€ AOPIBHIOBATH J0-
BXKUHI BiTKPHTOTO TEKCTY;

9) cKIagHICTh PO3THHY KJIIOYa, BAKOPHCTOBYBA-
HOTO ISl WK(PYBaHHS YEProBOrO BIAKPUTOTO TEKCTY,
10 TOCJIIZIOBHOCTI KJIIOYiB, BUKOPUCTAHUX sl LIAPPY-
BaHHS IOINEPEAHIX TEKCTIB, Mae OyTH MOPIBHAHHOIO i3
CKJIQ/IHICTIO PO3THHY KIIIOYa MO BIIKPUTOMY TEKCTY 1
BIZINOBIHIM lOMY KpUnTOrpami;

10) OGesniv BCiX MOXIMBHX KJIIOYiB Mae OyTH O
HOPIAHOIO 1 HE TMOBHHHO MICTHUTH «CJIA0KHX» KITIOUIB,
CTOCOBHO SIKHX TNPOLEAYpPH KpPHUITOAHAN3y BiHOCHO
TpocTimi i eheKTUBHIMII;

11) kpunrtorpama mae OyTH OJHOPIAHOIO, TOOTO
He MOBHWHHA JUTUTHCSA Ha (parMeHTH (CUMBOIH, OiTH),
OJTHI 3 SKKX ampiopi (yMOTIsAHO a00 IHTYITHBHO) BiTOMi
SIK 10 BiIHOCATHCS 10 BIIKPUTOTO TEKCTY, a IHII — SIK
BKJIIOYEHI B IH(POTEKCT B Npolieci muppyBaHHS;

12) anroput™ mUdpyBaHHS TOBHHEH JOIMYCKATH
SIK TIPOrpaMHy, TaK 1 anapaTHy peaizallio;

13) 3miHy JOBKHMHH KIIF0OYa HE TOBHHHI TMOTIpIIy-
BaTU XapaKTEPUCTHKH aliTOPUTMY IHU(PPYBaAHHS.

Kpumnrrocucrema, NOBHHHA 33J0BOJIGHATH Iepepa-
XOBaHMM BUMOTaM, TIJIbKHM TOJI BOHa Oyae BBaXKaTHCS
BBa)KAETHCS] KPUNTOCTIHKOIO 1 IPUIATHOIO JUISI BAKOPHC-
TaHHA Ta U 3aXUCTy iHGopMalii B iHGopMaIiifHuX cH-
cTeMax.

YMOBU mepepaxoBaHi BUIE € 000B’I3KOBUMH JJIS
HaJIHHUX KPUIITOCHCTEM.

KpunToanropuTMu 1mo3a CyMHIBOM € SPOM KpHII-
TorpadidyHUX CHUCTEM, aje, SK MM 3apa3 modaunmo, ix
6e3mocepeiHe BXUBAHHS 0e3 IKUX-HeOy b Moaudikamii
JUTST KOJyBaHHS BEJIMKMX 00'€éMiB MaHWX HACTpaBlli He
JIyKe MiIXOIUTh.

Bci Heoniku 6e3mocepeHbOro BXUBAaHHS KPUIITO-
QITOPUTMIB YCYBAIOTHCS B KPUIITOCHCTEMAX.

Kpunrocucrema — 11e 3aBepieHa KOMIUIEKCHA MO-
JIeTib, 10 3JlaTHa BUPOOJISITH JIBOCTOPOHHI KPHIITOIpE-
TBOpPEHb HAJ JAHUMH JOBUIBHOTO 00'€MY 1 MIATBEPKY-
BaTW Yac BiJMPaBKH TOBiIIOMJICHHS, BOJIOJIE€ MEXaHi3-
MOM TIEPETBOPEHHS MAPOJIiB 1 KIIFOUiB 1 CHCTEMOIO TpaH-
CIIOPTHOTO KOJ{yBaHHS.

TakuMm YHMHOM, KPUNITOCHCTEMA BUKOHYE TPU OCHO-
BHi pynkwii [4, 12, 16]:
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1. TlocuneHHs 3aXHILEHOCTI JAHHX.

2. TlonermenHs poOOTH 3 KPUITOAITOPHUTMOM 3
OOKY JIFOIMHHU.

3. 3abe3nedyeHHs CyMICHOCTI MOTOKY JaHUX 3 iH-
LIMM MTPOTPaMHHUM 3a0€31EYCHHSIM.

HacTynmHEM yHOCKOHAJICHHSM, HaNpaBICHUM Ha
MiABHUIEHHS CTIMKOCTI BCi€l CHCTEMH B IIJIOMY € CTBO-
PEHHS KIIOUiB CEaHcCy.

L5 omepamist HEOOXiTHA B TUX BHIIAAKAX, KOJIH BU-
poOmseThesa yacte mdpyBaHHS CXOKHX OJNOKIB JaHUX
OJTHUM 1 THM XK€ KITIOUEM.

Hanpuknan, ue Mae micue npu nepeaadi iHpopma-
uii abo KOMaHJ B aBTOMAaTH30BaHUX CHCTEMax YIpaB-
JiHHS, B OaHKIBCHKUX OIEpalisx i 0araTboX IHIIUX BH-
najgkax nepenadi iHpopmarii, o Mae BU3HAYCHUH 3a-
3IIAJIET1 b BiTOMHUI (hopMart.

B upomy Bumaaky HeoOXiJHE BBEICHHS SIKOI-He-
OyIb BUIAAKOBOI BEIMYUHH B Ipolec udpyBanus. Lle
MOJKHA 3pOOUTH JEeKLIbKOMa CIIoco0aMu:

1. 3ammcoM B modyaTok (aiiry TaHUX MCEBIOBUIIA-
JIKOBOI TOCTITOBHOCTI OalT 3a3mayerine 0OyMOBIEHOL
JOBXXWHH 3 BITKUAAHHAM ii pu AentudpoBi — el Me-
TOJl TpalOBaTUME JIMIIE NPH BXKUBAHHI aJTOPUTMIB
CTBOpCHHs JiaHII0KKIB 3 mam'satTio (CBC,CFB,OFB).

2. BxuBaHHSAM MOJH(DIKOBaHUX aJrOPUTMIB CTBO-
PEHHS JIaHIIOKKIB, SIKI Npu MH(GPYBaHHS KOXKHOTO
0JI0Ky 3MILIYIOTh 3 HUM a00 a) pikcoBaHy BUIIAIKOBY Be-
JMYMHY, TPUKPIIUICHY Ha TI0YaTOK 3ailugpoBaHOTO
¢aiimy, abo 0) 3HaYCHHSI, [0 OOYHCITIOIOTHCS 32 JOITOMO-
TOI0 TOTO X IMHUQPY 1 KITF0Ya Bill 3a37aJIeTiIp 00yYMOBIIE-
HOI BEJINYMHU.

CTBOpEHHSM CTELiaNbHO U1 KOKHOTO (ailmy ab-
COJIIOTHO BUIIQJIKOBOIO KIIFOYA, TAK 3BaHOrO KIOYa ce-
aHCy, SKUM 1 UPpPYyeThes Bech (aiin (caM ke KIrod ce-
aHCy H(PYETHCS IEPBUHHUM KJIFOYEM, 3BaHUM B LILOMY
BUIIAJIKy MalCTPOM-KIIIOUYEM 1 IIOMILIAETHCS HA MTOYATKY
samudposaHoro dainy).

TeopeTruuHe 00IPyHTYBAHHS
YIO0CKOHAJIeHHsI MOAYJISl 3aXUCTY

3 omigy Ha pe3yibTaTH IIPOBEICHOTO aHawily,
MPOTOTUIIOM OyJ0 00paHO pPO3MIISHYTHH MOIYJIb
MTProto Mobile Protocol v.1.0 [4], nopiBHSHO 3 SKuUM
OyJo 3MiHeHo HacTymnHe [16]:

1. 3migeHi BXigHI Ta BUXIAHI JaHI.

Ha Bxo/i npuiimMaroTsest i 00poOIIAI0ThCS TaKi JaHi:

— noBimomitenas M ;

— iHdopmariio Ipo igeHTH(IKaTOP KOPUCTyBada Ta
ineHTudikarop cecii S ;

— iH(opmarLito Mpo Yac BIINpPAaBIEHHS 1 JOBXHUHY
noimomiienns 1D ;

— mopsiZkoBHi HOMep noBimomitennst PD .

Ha Buxozi orpumyemo:

— mHash — rem 3HaueHHS:

DB (DB=(S,ID,M));

— EncP — sammdposane nosigomiennss P [16].
2. 3amicte BukopucraHHs Trem (ynkuii SHA-1
BBE/ICHO BUKOPUCTaHHS NIEBHOT KPUIITOCTIHKOI e ¢y-

kil F g, -

Crip 3ayBaxkuTy, o y axocti F, Moxe OyTn BU-

KopucTaHa (YHKIIS relyBaHHs, 1[0 No0ya0BaHa Ha OC-
HOBI OJIHOTO 13 MeToiB [7-9, 16].

3. 3amicTb BUKopHcTaHHs O6J0koBorO WHdpy AES
BBEJICHO BUKOpHCTaHHA Qynkmii F . .

Crip 3ayBaxuTy, o y axocti F . Moxe OyTn BU-

C
KOPUCTaHUH NEBHUI KPUNTOCTIMKUN arOpuT™ mugpy-
BaHHS, NOOY/IOBaHUI Ha OCHOBI OJIOKOBHUX, IIOTOKOBHX
wmdpis uu rewr ¢pyHkuii tormo [10-12, 16].

4. V sakocti authKey , BBeIcHO BUKOPUCTaHHS 3a-

3[aJerifb y3ro[PKeHOI0 CEeKPETHOro KIIFoua KOPUCTYBa-
4iB, HANIPUKJIA] 33 JOIOMOI'OI0 IPOTOKOMNIB aCUMETpUY-
Hoi kpunrorpadii [16].

JUi1s1 BUKOPHCTAHHS IIbOTO MOYJIS HA IPAKTHIII TO-
TpiOHO BM3HAYMTHUCH 3 QYHKIISIMU remryBaHHs F,, Ta

mm¢pysanss F . .

Ha puc. 1 HaBeneHa cxema poOOTH yIOCKOHale-
HOTO MOZIYJS KpUNTOrpadivyHOro 3axXHCTy iHpOpMaIii,
SIKMU orrcanuil y po6oTi [16].

Hocainxenus cTiiikocTi 3anponoHoBaHol
(yHKUii renryBaHHA y10CKOHAJIEHOT0 MOy
Kpunrorpagiunoro 3axucry B ingopmauiiino-

KOMYHIKaIiiiHUX cucTeMax

ExcriepuMeHTanbpHE TOCHTIKEHHS 3alIpOIIOHOBAHOT
(GyHKLIT renryBaHHs 1715 3a0€3Me4eHHs YA0CKOHAJICHOTO
MOy KpunrorpadidHoro 3axucty B iH(pOpMaiiHO-
KOMYHIKaI[IfHUX CHCTeMax BKIIIOYae y cebe HacTyIHI
eTaru:

— JlocnipKeHHs THIHHUX IEPETBOPEHb.

— Jlocnimpkennst crifikocTi 10 IudepeHIiaIbHoro
KpHUIITOAHATI3Y.

— JocnmimKeHHS CTIHKOCTI A0 JiHIHHOTO KPHIITO-
aHamizy.

— JocipKeHHST CTATHCTUYHOT CTIKOCTI.

— JlocmipKkeH S MIBUIIKICHAX XapaKTEPUCTHK.

Po3risiHeMo 11i METOAM KPHUIITOAHAITI3Y.

JocaigkeHHs JiHiiHUX NepeTBOPEHb.

baraTo BHIIB KpUNTOAHAJITUYHUX aTaK 3aCHOBaHi
HA JIHIHHOCTI OUIBIIOCTI EPETBOPEHb, 1[0 BUKOPHUCTO-
BytoThCs y mudpax. [1in ninHiliHuM neperBopeHHsm 7 Bi-
JTHOCHO JIesIKOi orepartii @. po3yMieThCsl IEpEeTBOPEHHS,
JUISL IKOTO CIPaBeJINBO

TX)®T(X') = T(XDX"),
ne T(X) — pe3ynbTar BUKOHAHHS [EPETBOPEHHS T st
BXiJTHOTO OJIOKY X.

Jliniitai neperBopenns B BCII BupimyroTs 3a-
BJIaHHS PO3CiIOBaHHS, TOOTO MOMIMPIOIOTH BIUIMB KOX-
HOTO BXiTHOTO 0iTa Ha SIK MOXKHa OUIBIIY KiTBKICTH BHU-
XiJHHMX OITIB.

OCHOBHUI MOKa3HUK, 1[0 XapaKTEPHU3YE AKICTh PO-
3CiIOBaHHS JIIHIHHOTO NEPETBOPEHHS, 11 YHCIIO Taly3ei
aktuBizauii (branch number) [7].

JocaigxkeHHs cTikocTi 10 audepeHniaTbHOIO
KPHNITOAHATI3Y.

JudepeHuiansHIi KpUNTOaHa3 — Iie crpoda po3-
KPHUTTSI CEKPETHOTO KJIO4a OJOKOBUX INUQPIB, sKI 3a-
CHOBaHI Ha TIOBTOPHOMY 3aCTOCYBaHHI KpUNTOTpadidHO
cimabkoi g poBoi oneparii mudpyBaHHs I' pa3is.
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Inghopmauiiini mexnonociy

E S (s 6iT) ID (id 6iT) M (m 6iT) (PD (pd 6iT)J i
autoKey E_ ___________________________________________________________________ _i
(ak 6iT)
mHash
(mh 6IT) - Fhash()
Fhash()
sKey \J
(sk 6iT)
Fenc()
v
i y ;
! m_hash Encrypted data E
' (mh 6iT) (p=s+id+m+pd 6i1) :

Embedded into the transport protocol (TCP, HTTP)

Puc. 1. Cxema poGOTH yIOCKOHAIEHOTO MOYJIsl KpunrorpadigyHoro 3axucry indopmaritii [16]

Ipu aHamni3i nepeadavYaeThCs, M0 HA KOKHOMY ITHU-
KJIi BHKOPHCTAETHCS CBIH MIAKITIOY MIU(PPYBAHHS.

JudepeHnianbHuil KpUNTOAHAI3 MOXE BHKOpPHC-
TOBYBATH sIK 00paHi, Tak i Bijiomi BiikpuTi Tekct. KoH-
KpeTHHH croci0 audepeHiaTbHOro KpUIToaHatizy 3a-
JISKHUTH BiJl aHAII30BAHOTO alITOPUTMY MIN(PYBAHHS.

Hocaimkennst cTiiikocTi A0 JiHiIHHOT0O KpUNTO-
aHaJi3y.

JliHiifHUH KpUNTOAHANI3 BHHAMIIOB STOHCHKUH
kpurrrosior M. Manyi (Mitsuru Matsui) i 3 THX Tip BBa-
KAETHCS OJTHUM 3 HAMOUIbII e()eKTUBHUX IJISI Cy4acHUX
0J0KOBHX cuMeTpuyHuX 1udpis. Lleli MmeTon BUKOpHC-
TOBY€ JIiHIHHI HaONMKEHHS MEePETBOPEHb, IO BHKOHY-
IOTBCS AITOPUTMOM MH(pyBaHHSA. J[aHUH MeTOI J03BO-
JIsi€ 3HAWTH KITF0Y, MAfOYU JOCHUThH BEIHKY KUJIBKICTH Iap
(me3ammdpoBaHnii TEKCT, 3ammppoBaHa TekcT). Po3ris-
HEMO OCHOBHI NPHHIMITK, HA SKUX 0a3yeTbes JIHIHHUHA
Kpunroananiz. JliHiHHMH KpunToaHami3 Oa3yeTbcsi Ha
TOMY, III0 iCHY€ MOXJIMBICTh 3aMiHUTH HEJiHIHHY (YyHK-
wito ii JiHITHUM aHaJIoTOM.

JlocaigkeHHsI CTATHCTHYHOI CTIlKOCTI.

JLJtst MOCIiIKeHHS CTATUCTHYHOI CTIFIKOCTI BUKOPH-
croByioTh Tectrt NIST STS. PosrisiHemMo omuc TecTiB
NIST STS. [lo HUX BIZHOCSATBCS HACTYIIHI TECTH:

— YacroTHuit (MOHOOITHHI TeCT).

— YacToTHuit 0JI0KOBHIA TECT.

— TecT Ha MOHAWIOBIITY TOCIIOBHICTh OAWHHIIb B
OJI011.

— Tect Ha OCIIIOBHICT OJTHAKOBHX OITiB.

— Tect paHriB GiHaApHUX MATPHULb.

— CrnexTpanbHui TeCT.

— Tect Ha 36ir mabIIOHIB, IO MEPEKPUBAIOTHCS.

— YHiBepcanbHUH CTaTUCTUYHUN TecT Maypepa.

— Tect npubnu3HOi eHTporii.

— Tect Ha AOBIIBbHI BiIXUICHHS.

— [HImmMit TecT Ha NOBUIBHI BiIXWIEHHS.

— Tect Ha IEpiOTUIHICTD.

— Tect KyMyJISTUBHHX CyM.

— Tecr Ha 30ir MAOIIOHIB, 110 HE TIEPEKPUBAIOTHCS.

— Tecr Ha NiHIHHY CKJIaTHICTS.

JocaimxeHHs1 BUAKICHUX XapaKTePHCTHK.

Jlist npoBeIeHHsI OPIBHSUIBHOTO aHAaJi3y HIBHAKIC-
HUX XapaKTEePHUCTHK MPOTOTHIy (OPUTIHAITY KPHUITOAJ-
TOPUTMY) Ta YIOCKOHAJICHOTO METOY IIePETBOPEHHS 1H-
(dhopmarii 6epeThcst mporpamMue 3a0e3MeUYeHHsT KPUITOAa-
JITOPUTMY Ta CTBOPIOETHCS MPOrpaMHe 3abe3redeHHs
oro Momudikarii.

[l npoBeieHHs! HOPIBHSUILHOTO aHAI3y MIBUAKIC-
HHUX XapaKTepHCTHK PO3POOIICHOTO reHepaTopa KPHIITO-
rpadiyHHUX KIIIOYiB 3 TEHEPATOPOM KIIIOUIB, 10 BUKOPH-
CTOBYETBHCS] B KPUNTOAITOPUTMY Ta JIIHIHHO KOHIPYEHT-
HUM TE€HEepaTopoM OepeThcsi IporpamMHe 3a0e3redeHHs
3a3HauEHHUX I'eHEePaTopPiB Ta CTBOPIOETHCS IIPOrpaMHe 3a-
Oe3medeHHs pPo3po0JIeHOr0 TreHepaTopa Kpumrorpadid-
HUX KJIIOUiB.

3amyckaroun mporpaMHe 3a0e3NedYeHHs] OpHUTiHaTy
Ta oro monugikamii Ha OAHIN MIaThopMi, 3 BUKOPHUC-
TaHHSAM OJJHUX M THX K€ CHCTEMHHUX MapaMeTpiB BinOy-
BA€THCS 3aMip Ta MOPIBHSHHS BIAMOBIIHUX IMIBUAKICHUX
XapaKTepUCTHK.
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Jocaimxenns criiikocTi 10 JiHiliHoro
KPHUNTOAHATI3y 3anponoHOBaHol GpyHKIil
reiryBaHHs YA0CKOHAJIEHOT0 MOTYJIs
Kpunrorpagiysaoro 3axucty B ingopmaniiino-
KOMYHiKalliiHUX cucTemMax

Jlana po6oTa mpuCBsYeHa JOCITIHKEHHIO CTIHKOCTI
caMme 10 JIiHIITHOTO KpHUIITOAaHANI3Y 3allpOIIOHOBaHOI (y-
HKILIi TelyBaHHs yJOCKOHAICHOTO MOIYJSl KPHIITOrpa-
¢igHOTO 3aXMCTy B iHPOPMAiHHO-KOMYHIKAI[IHAX CH-
CTeMax.

Jns BUpakeHHS! pe3yJbTaTy HpPOBEACHHS JIiHIiN-
HOTO KPHNTOAHANI3y aHaJIOTiYHO JudepeHIiaTbHOMY
BUKOPHCTOBYETBCS KPUTEPIH CTIMKOCTI 10 JiHIIHOTO
KpHIITOAHATI3Y, KUK it r-nukiaiyHoro SPN — mudpy
MoOyKe OyTHU MpeCTaBICHUH Y BUIIIS/II TAKOT HEPIBHOCTI:

(r-1) L
Py =27,

JIe: 9UCII0 payHAIB; N — po3Mip OJI0Ky B OiTax; PL&) — Bep-
XHsI TPAHHUILI IMOBIPHOCTI -IIMKIIIYHOT JTiHIHHOT XapaKTe-
PHUCTHKH.

Tpaauuidiuumii miaxix go orinku criikocti BCUI no
JIHIKHOTO KpUNToaHanizy cxoxuil Ha criiikocti BCHI o
audepeHIiiHOro KpUNToaHali3y i CKIagaeThCsl 3 TAKUX
i

1. Po3paxoByeTbcsl Take MiHIMaJIbHE YUCIO aKTH-
BHUX IIiZICTAHOBOK Yy J¥(epeHIiaTbHIi XapaKTepUCTHIII,
sike Oyie TOKpUBATH MOTPiOHE I opraHizamii edekTu-
BHOI aTaKy YHCJIO IUKIIB.

2. OO4YHCITIOETBCS BEpXHS TPAHHIL IMOBIPHOCTI
JHIHHOT XapakTepuCTHKH. [yl IBOro BHKOPHUCTOBY-
€TBCS JIBA [TApaMEeTPH:

a. KinpkicTh aKTUBHMX ITiICTAHOBOK;

b. MakcumanbHa WMOBIPHICTD JIHIHHOT alPOKCH-
MaIrii OKpeMoi i ICTAHOBKH.

BinOyBaeTbes miJHECEHHS IPYroro napaMmeTpy Ao
CTeTIeHs MepIIoro, T00To:

a®
PZ&) = (PLmax) !
e a™ _ MiniManbHa KiTbKiCTh aKTHBHHX MiICTAaHOBOK B
r payHaax mudpy.

[lapamerp nizcTaHoBku P PO3paxoBye€ThCA 3a
TaKUM JITOPUTMOM:

1. TloGynmoBa TabnuIll JHIMHUX ampOKCUMAIIiH,
IO CKJIAJA€THCS 13 3HAUCHB:

ss(a,b) = #{x € GF(2M)|(W (x&a)
+ W(S(x)&b))mod2 = 0} — 2"1
JUIst BCiX BapiaHTiB @, b € GF(2M), ne:

— @ — pI3HULS MIDX BXiTHUMH JTAaHUMU;

— b — pi3HHIS MK AaHUMH MICHS TPOXOKCHHS
S-6I10KiB;

— & — mo06iToBa KOH FOHKIIISA,

— W(x) —Bara Xeminra Bektopa X (KiIBKicTH
OIMHUYHUX OiTiB y IOMY BEKTODi);

— mod?2 — onepariis y3sTTs 32 MOAyJIeM 2.

2. Po3paxyHOK MakcMMaJbHOI IMOBIpHOCTI JiHIH-
HOT anpOKCUMAIIii, Py, ., BU3HAUAETHCS 32 hopmyIor:

max c.(a,b |
a#0;b%#0 s(a,b)

PLmax = 2n-1

[MposiBum ananiz S-61oky anroputmy NRC21, no-
OynoBaHa TaOJHIIS TIHIHHUX anpOKCUMAIIIH.

3a Ttabnuiero JiHIHHUX ampoKCHMalild BCTaHOB-
JICHO, 110 ISt BCIiX IMiJICTAHOBOK, SIKI BHKOPHCTOBYIOTHCS
y mmgpi NRC21 P, = 0,0234375.

Jnist po3paxyHKy BepXHBOI IpaHHLli HMOBIpHOCTI
JUIsi  0araTOIMKIIOBUX JIHIHHUX XapaKTepHCTHK IS
CIPOIICHOT0 MU Py HEOOXITHO MiICTABUTH Y 3a3HAYCHY
dopmyny P, =0,0234375 ta a™.

YV 1ab1. | KoIBOPOM ITOKa3aHi OCEPEKH, SIKi BU3HA-
YarOTh YMCIIO TUKJIIB, IPH SIKOMY HMOBIpHICTH T EepeH-
LiaJbHOT XapaKTePUCTUKH 3HAXOJUTHCS HIKYE TPaHUY-
HOT'O 3HAYCHHS.

Tabauysa 1 -- Bu3HaYeHHs YHCJIa UUKIIB, IPU AKOMY
HMOBIipHicTD JiHII{HOT XapaKTepUCTUKH
3HAXOAUTHCS HUKYE TPAHNYHOTO 3HAYEHHS

Po3mip UYncno nukiiB
Omoky,6itm | 1 | 2 | 3 | 4 5 6 7 8
128 2-6 | 2-50 | 9-56 | 9-149 | 5-154 | 5-198 | »-209 | H-297

Mani, 1o HaBeaeHi B Ta0. 1, 103BOJIAIOTH 3pOOUTH
BHUCHOBOK TIPO CTIHKICTh 0 JIHIHHOTO KPHUITOAHATI3Y
umppy NRC21 3 128-6iTHUM GJIOKOM, 110 MICTHUTbH 5 i
6inpure nukiiB (10 i OiibLIe payHAiB).

BucnoBxku

Y 10CKOHAIEHO MOJyNb KPHITOTpadidHOrO 3aXH-
cTy iHpopMmarii, skuii 3a paxyHOK (QikcyBaHHS iH)OpMa-
uii npo izeHTudikaTop KOpHcTyBaya, ineHTHdikaTop ce-
cil, 4ac BiANpaBJICHHS, IOBKHHY MOBIJOMIICHHS Ta HOTO
NIOPSIIKOBUI HOMED, & TAKO BUKOPUCTAHHS HOBOI IIPO-
nenypu (OpMyBaHHS CEaHCOBOTO KItOYa ISl MIU(pPY-
BaHHsI, T03BOJIsIE 3a0e3neunTH KOHDICHIIHHICTD 1 MiJTi-
cHicth nmaHux B IKCM ympaBimiHHS TEXHOJIOTiYHUMHU
IyJIsl BRXKITUBUM € BHOIp KPUIITOCTIHKUX METONIB IIU}-
PYBaHHS IIPOLIECAMH.

Jns edeKTUBHOrO BUKOPHCTaHHA 1boro Mo F .

Ta reuryBaHHA Fh a TaKOX CHHXpOHi3aIIiH CECKPETHOI'O

ash >

kmoua authKey . V sxocti dynkuiit F,, ta F,, Mo-

C
XKYTb OyTH BUKOPUCTaHi KPUITOAITOPUTMH, CTIHKI /10 JIi-
HilfHOrO, AndepeHialTbHOT0, ANredpaiyHoOro, KBaHTO-
BOTO Ta IHINX BIIOMHUX BUJIIB KPUIITOAHAI3Y.

[IpoBeneHO AOCHIIKEHHS CTIHKOCTI A0 JIHIHHOTO
KPHIITOAHATI3Y 3aIllpOIOHOBAHOI (YHKIIi TremryBaHHS
YJIOCKOHAJIICHOTO MOJYJIsI KPUIITOrpadiyHOTO 3aXHUCTy B
iHpOopManiHHO-KOMYHIKAIlIfHUX CHCTeMax.

IIpoBenene excriepuMeHTaNbHE JOCITIHKEHHS i IT-
BEPAWIO KPHUNTOCTIHKICTh YIOCKOHAJIEHOTO AITOPHUTMY
JI0 JTiHIHHOTO KPHUIITOAHAIIRY.
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Study of resistance to linear cryptanalysis
of the proposed hashing function of an improved
cryptographic protection module in information and communication systems

Tetiana Smirnova, Liliia Konstantynova, Serhii Smirnov, Nataliia Yakymenko, Oleksii Smirnov

Abstract. The object of research is to ensure the confidentiality of data in information and communication systems for
managing technological processes based on cloud technologies. The subject of the research is the study of resistance to linear
cryptanalysis of the proposed hashing function of an improved cryptographic protection module in information and communication
systems. The purpose of the work is to study the resistance to linear cryptanalysis of the proposed hashing function of an improved
model of cryptographic protection in information and communication process control systems based on cloud technologies. As a
result of the research, the module of cryptographic protection of information has been improved. A study of resistance to linear
cryptanalysis of the proposed hashing function of an improved cryptographic protection module in information and communication
systems has been carried out. The conducted experimental study confirmed the cryptographic resistance of the improved algorithm
to linear cryptanalysis. Conclusions. The cryptographic information protection module has been improved, which, by recording
information about the user ID, session ID, sending time, message length and sequence number, as well as using a new procedure
for generating a session key for encryption, makes it possible to ensure the confidentiality and integrity of data in information and
communication systems process control. For the effective use of this module, it is important to choose cryptographically strong
encryption and hashing methods, as well as synchronization of the secret key. As functions, cryptalgorithms resistant to linear,
differential, algebraic, quantum and other known types of cryptanalysis can be used. A study of the resistance to linear cryptanalysis
of the proposed hashing function of an improved cryptographic protection module in information and communication systems has
been carried out. The conducted experimental study confirmed the cryptographic resistance of the improved algorithm to linear
cryptanalysis.

Keywords: cryptanalysis, hashing, information and communication systems, information security
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MMPOT'PAMHO-AITAPATHUI KOMILIEKC
KEPYBAHHSA CHEHIYHUM OCBITJIIOBAJIBHUM OBJIATHAHHAM

AHoTanis. O0’€KTOM T0CTIIZKEHHS € cUCTeMa KepyBaHHS CIICHIYHUM OCBITIIOBAJIBHUM oOnaaHaHHsM. [IpeameT nocii-
JKeHHsI Ta MPOEKTYBaHHS — po3po0Ka Ta CKIAaJaHHS CHCTEMH KepyBaHHS CIEHIYHUMH OCBITIIOBAIBHHMH IPHJIaJJAMU.
Meta po6oTn — npoextyBaHHs Ta BurorosineHHss UDMX koznepa Uit cHcTeMH KepyBaHHS CLIEHIYHIMH OCBITIIOBAILHUMH
IIpWIajlaMy, peamizallis 0e3fpoToBoi mepexadi KoMaHX y cucTeMi. MeTOAM TOCTiTKeHHSI Ta PO3poOKHM — po3pobka
nporpamHoro 3abesnedeHHs UDMX kxonepa, BurotoBineHHs UDMX xonepa, mpommuBka UDMX kozmepa, CkiafaHHA
MIPOTPaMHO-aMIAPATHOTO KOMIUIEKCY KepyBaHHs CLIIEHIYHHUM OCBITJIIOBAIBHUM O0JaTHaHHAM. B poOOTI BUKOHYETBCS PO3-
pobka xoncTpykuii UDMX koxepa, po3poOka mporpamuoro 3abesmedeHHs UDMX koxepa, CKIaJaHHS HPOTPaMHO-
amapaTHOTO KOMIUIEKCY KepyBaHHS CIIEHIYHUM OCBITIIOBAJIBLHAM OONaIHAHHAM, peantizalis 0e3apoToBOi Mepeaadi KOMaH
Y cHCTeMi, BUKOHYIOTCSI EKOHOMIUHI PO3paxyHKH CO0iBapTOCTI 1 I[IHU MIPOEKTY.

KawuoBi cioBa: 06epToBi roiosu, po3podka, cTpoOOCKONH, KOJIOPUYCHIKEPH, TPOrPaMHE CEPEIOBUIIE, MIKPOKOHTPO-
1iep, TPOTOKOJIN KePyBaHHs, IJ1aTa, CXeMa.

KOHTPOJIb YW 3aBaHTaXKyBaTH BXe PO3pOOJeHi anropu-
Beryn TMH CBITJIOBUX CLICH 3 IEPCOHAILHOTO KOMIT'FOTEepa.
3amava KepyBaHHS CIICHIYHHMHU OCBITIIOBAIbHUMHU

NpuIaiaMi iCHyBasia IIe 3a/0Bro JI0 MOSBH €JIEeKTpo- Pilotoc

Hiku. CucTeMa yCcTaTKyBaHHS, sIKa JI03BOJISIE OIIEPaTopy '
3IIMCHIOBATH Iepenadyy KOMaHJ OCBITIIOBAJIEHHM IIPH-
JagaM, € 00OB'I3KOBOIO CKJIaZ0BOIO OyIb-SKOTo IIOy. 3
YacoM BJIOCKOHATIOBAIIUCH K OOJIaJHAHHSA KepyBaHHS,
Tak 1 IpUCTPOI, SKi PeTIIaMeHTYIOTh Miepeaady HeoOXia-
HHUX KOMaH. [{J1 KepyBaHHs Cy4aCHUMH OCBITIIFOBAJIb-

HUMH TIpHIaaMH HaifyacTille BUKOPUCTOBYETHCS LH(- Puc. 1. DMX ITynst STLS PILOT 2000
pouit nporokost DMX 512 (anrn. Digital Multiplex), 3a
JIOIIOMOT'010 SIKOTO MOJKHA peaji30oBYBaTH CKJIaJHI OCBIi- Haiicknagnimmmu npodeciiHUMKU KOHTpOJIepaMu

TIIOBaJIbHI MTPOEKTH, PErYJIOBAaTH Pi3HI MapamMeTpu CBi- i3 HaHIUpIIUM (QYHKIIOHAIAM € CBITJIOBI KOHCOMI [5, 6]
TJ1a, CTBOPIOBAaTH OpHriHanbHi cnenedexru. s toro,  (puc. 2). Bonu moeanyoots GpyHKIii KOMIT'10Tepa, iHTep-
o0 mepeaada KOMaHJ CTaja MOXJIHMBOIO, /0 mepco-  (eiicy kepyBaHHs, Ta Biacie DMX-kOuTpOepa.
HAJILHOTO KOMIT FOTE€pa IIAKIIOYAEThCS CIeIiabHUI
npuctpiit, DMX konTponep (DMX kozep), sskuit KOHBe-
PTYye KOMaHAHM oOIeparopa 3TiIHO 13 HEOOXiTHUM
IIPOTOKOJIOM Tepesiadi JaHUX 1 HaJICHIIAE JI0 OCBITIIIOBA-
JBHUX TIpHiIaziB. Ha nanuii MOMEHT criocTepiraerhbes rie-
pexin DMX B cepenosuie Ethernet y Burisii 180X KOH-
Kypytouux nporokonis E1.31 1 Art-Net.

AHaJni3 ocTaHHIX AocaixkeHs i myOJikanii. Byas
fKa CcyJacHa CHcTeMa KepyBaHHs CIICHIYHHMH OCBITIIIO-
BaJbHUMH NpuiIagamMu (yHKIIOHYye 3a OTHAKOBHUMH
npurnunamu [1, 2]. CeitiorexHik 3amxae HeoOXimHi
KOMaH/IM 3a JIONOMOTOI0 ITyJbTa abo CIeHialbHOTOo
MIPOrpaMHOTro 3a0e3NeueHHs] Ha ePCOHAIbHOMY KOMIT -
1oTepi, siki nepenarorsesi DMX -kOHTpOIEpOM 3rijHO 13
MIEBHUM TIPOTOKOJIOM Tiepexadi naHux. Ilpodeciiine
rorpamMHe 3a0e3IeyeHHs Ul MEepCOHAIBHOIO KOMII'TO-
Tepa JI03BOJISIE 3/IHCHIOBATH KEPYBAaHHSI OCBITIIIOBAJIb-

HUM oOOJlaJHaHHAM 0e3 By3bKOHANpPABJIEHOTO CIIe- Puc. 2. CsitioBa koucons MA LIGHTING
miajgiai30BaHOTO yCTATKyBaHHS, JIMIIE 3a HAsSBHOCTI GRANDMAZ2 LIGHT
DMX-kourponepa [3].

Binbir minsoBuM Bugom DMX-korTposepa € DMX CBiTJIOBI KOHCOJII QiITPUMYIOTh BEJIHYE3HY Kib-

mynsT (puc. 1), skuit moeaHye (QYHKIIT KOHTpoJepa Ta KICTh KaHANiB, MO O3BOJSE BHKOHYBATH KEPYBaHHS
MIDl-inTepdeiica, mae aymio Bxim i BOymosammii 60000 mapamerpamu B PEXUMI peanbHOTO Yacy (3ale-
Mikpo(hoH 3 GYHKIII€I0 CHHXPOHi3allii B TakT My3uili [4].  JKHO BiI mportokoiy). Takox CBITJIOBI KOHCONI MarOTh
Bin no3Bonse 3milicHIOBaTH Oinblu 3pydHMil mpsmmii  BIACHHI (QYHKIIOHAN IPOCKTYBAHHS CBITJIOBUX CLCH Ta

90 © Uyiiko O. A., Jlucuns JI. O., Kyuyk I'. A., 2022



Inghopmauiiini mexnonociy

oOmnanHaHi HaBiTh BOYJOBaHMM JKepesoM Oesnepeps-
HOT'O >KHBJICHHSI.

Aute GiNBIIICTD ICHYIOUHMX PO3POOOK HE IPHITYCKAE
MO€HAHHS Oe37POTOBOrO iHTEepdeiicy Ta iHTepdercy
kepyBaHHs DMX, kpiM TOro craHiapTHi CHCTEMH Kepy-
BaHHS CLECHIYHUMH OCBITJIIOBaJGHHMH IPHIagaMH Ma-
FOTh BiTHOCHO BeJMKy BapTicTs [7-10].

Tomy Mera 1aHOi po0OTH € IPOEKTYBaHHS Ta BU-
roroBieHHds UDMX kozepa Ayl CUCTEMHM KEPyBaHHS
CIEHIYHIMH OCBITIIOBAJIbHUMH MpPWIaJaMH, 10 pealli-
3ye 0e3ApOTOBY Iepenady KOMaH]l y CHCTEMI Ta Ma€ Bifl-
HOCHO HEBEIIKY BapTiCTh.

Pe3yabTaTtu gociaixxenn

[IporpamHo-anapaTHHIl KOMIUIEKC KEPYBaHHSI Clie-
HIYHHUAM OCBITVIIOBAIFHUM OOJIQAHAHHAM € CHCTEMOIO
YCTATKYBaHHS 1[0 J03BOJISIE PEAli30BYBATH Mepeaady
KOMaH/I OIlepaTopa BHUKOHYIOUMM OCBITJIIOBaJIbHUM
npwiagam. Komanam Oyne 3ajgaBaTé  omepatop 3a
JIOIIOMOT0I0 IIPOIPaMHOTO 3a0e3MeueHHs] IMepCOHab-
HOTO KOMIT'IOTEpa, Aajii KoMm'ioTep Oynme mepemaBaTw
komanau DMX-kOHTpOnepy m0 3ak0xmye iX 3rifiHO i3
npotokosiom DMX-512. Komanau OyayTh iepeiaBaTHCh
JIMCTAHIII#HO 3a qonomororo nepenasada Wi-fi curnany,
i OyoyTh NpUHHATI 1 BHKOHAHI OCBITIFOBAJILHIM
TIpUJIaIoM, SIKH Oyze oOnaHaHui npuitmadem (puc. 3).

] > 2 » 3

5 -— 4

Puc. 3. CtpykrypHa cxema IporpaMHO-arapaTHOr0 KOMILIEKCY
KEepyBaHHS CIIEHIYHIM OCBITIIOBATEHUM OOJIaTHAHHIM:
1 — nmporpamHe 3abe3neyeHHs IePCOHATLHOTO KOMIT'IOTEpa;
2 — DMX - xouTponep; 3 — nepenasad; 4 — npuiimad;
5 — oCBIT/IOBaJIBHUI TPHITAL

Po3risiHeMo miporiec po3poOKH JPYKOBaHOI ILIaTH
CHUCTEMH KepyBaHHI.

Ilepum kpoxom amst po3podku UDMX-konTpo-
Jiepa € CTBOPEHHS MPUHIIAIIOBOT CXeMH IPUCTpor0. Bu-
XOJISIYM 13 3aBJJaHHJ, [0 TTependadae podoTy i3 mepcoHa-
JBHAM KOMITTOTEPOM, HEOOXiTHE ITiTKIFOUCHHS Ta JKUB-
neHHs 3a gonomororo USB. Mikpokonrpoinep 0yB o0pa-
HUH 3 000B'SI3KOBUM ypaxyBaHHSAM L€l 3a/1adi, a TaKOX
HOro 00YHCITIOBAIBHOT TIOTYKHOCTI Ma€ OYTH JJOCTATHBO
1utst 00po6ku USB nakeTiB naHux Ta iX nepenadi, 3a npo-
TokosioM DMX, 3 ypaxyBaHHAM 30epiraHHs OCTAHHBOTO
nakera JJaHWX 1 MIBUAKOCTI BiJINPaBJICHHS 3TiAHO
craggapty DMX. 3a mmumMm xapaktepuctukamu OyB
obpanuit MikpokoHTponep Atmega8a-au (puc. 4).

3 ypaxyBaHHSIM OOpaHHOTO MIKPOKOHTpOJUIEpa Ta
6160mioTexu podotr i3 USB Oyna po3pobieHa cxema 3'e11-
Hanag USB. Takox nomaHo iHTepdeiicHy MiKpocxemy
sn75176 (puc. 5) Ta pos'em mis miakmouenas WIFI mo-
nyist. Jlns mposigHoro minkiaroueHHss DMX obnagnanHs
OyJIO I0OIaHO CXEMY OINTHYHOI i TalbBaHIYHOI POXB'SI3KH
3 BHKOpHCTaHHsAM (C-dC KOHBepTOpa, 3 JOJABAHHAM
CaMOBITHOBITIOIOUMXCSI 3aO0DKHHKIB 1 cyrnpecopiB. 3a
MIPUHITUIIOBOIO CXEMOIO PO3POOJICHO KPECICHHS APYKO-
BaHOI1 TJIATH 32 IOTIOMOTOI0 cepeioBmia Sprint (puc. 6).

Puc. 4. MikpokoHTpoJep
Atmega8a-au
y KopIyci
1730D

Puc. 5. InrepdeiicHa
Mikpocxema sn75176
y xopmyci 1730D
6AAGTIM

TeMGO=O LY

o — o e

Puc. 6. KpecneHHs ApykoBaHO] IUIaTH y cepeqoBHIIi Sprint

HactymauM eramom po6Gotu Oyio mepeBeacHHS
KpecieHHs y repbep ¢aiin(.grb) uepes om0 ekcnopry
B cepenosuiii Sprint (puc. 7).

M, 5 o

Puc. 7. Konseprauis y popmar grb
y inTepeiici cepenosumia Sprint

Jaii 3 repOep daitry mpoekTy Oyiu MepeBeieHi y
G-kox (puc. 8) 1u1st pOOOTH i3 BEPCTATOM HYHUCIOBOTO MPO-
rpamuoro kepysanusa (UIIK). ITorim OyB 3amymieHuii
Ipouec TNPUPIBHEHHS KpaiB 3a pPO3MIPOM KpeCIeHHS
(puc. 9). 3a monomoror ¢GyHKLUIi «BHOiIpKa 3a mpodu-
sieM» OyIJI0 BUCTABIIEHO KOPJOHH NMPoxoy ¢pes3u 3 Haki-
HeuHukoM 0,2MM Ta 3aToukoro 30 rpamyciB s BUOIpKH
TEKCTOJUTY 1 MiZIHOT (OJBIH 3 TIAaTH JUIsl (OPMYBaHHS
nopixkn (puc. 10). ITicast mporo obupaerbes QyHKITIS
«BUOiIpKa KapMaHy» 1 OUIbII KpymHOIO (pe3oto BHOH-
PAIOTHCS 3aTUIITKHA MiTi.
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Puc. 8. Kouseprauis kpecieHus y G-kox

Puc. 9. Iporec BUpiBHIOBaHHS KPaiB KPECICHHS

Puc. 10. BucTaBneHHs KOPIOHIB POX0y Gpe3u

[icnsa mporo yci Qaiinu 3aBaHTaXYIOThCS Y Kepy-
rouy nporpamy UIIK-BepcraTa (puc. 11).

- e

Puc. 11. Kpecnenns y inTepdeiici
kepytouoi nporpamu UIIK BepcraTta

HactynHwuii etan — CBepiIiHHS OTBOPIB IiJi BUBOIU
komnoHeHTiB 0,8 MM i 1 MM JiameTp cBepuia Ta 00pi3ka

3aroTOBKH 3a po3Mipamu. [licyist 3amKypiBaHHs BCix Ire-
pexoBaToCcTell 1 Jy)XIiHHS APYKOBAHHOI IUIATH MOXHa
MIPUCTYTIaTH 10 TMallKi KOMIIOHEHTIB BIJHOCHO IO iX
[I0CAJ0YHHAX MiCIb.

Jani mpucTynaemMo a0 HamMcaHHS KOJy KOHTPO-
nepa y cepenonuii AVR studio. ITicis HanmcanHs Koy
IporpamyeMo MikpoKoHTpoiniep uepe3 ISPpos'em 3a no-
OMOTOI0  IIporpamaropa Usbasp Ta cepemoBmina
AVRDUDE (puc. 12, a) Ta BucTaBnsieMo KOHQIrypyodi
FUSE 6itu (puc. 12, 6).

| %

Program Fuses  Automatic programming  About

MukpokoHTponnep KanuposouHbie Aueliki reHepatopa
ATmegal v | | Creperte BCE YreHue HEX BEB5AC 4B
Flash
E:\shemiuHrepeeiice dmxituna mapruHiudm-hexiuDMX hex
MporpamMmupoBaHue Bepudukauma Yrenue
Eeprom Information X
F:\shemi\prol__avr_sl “ = “ C6poc Lock 6uroe...OK! | eff_dm=\Det|
L Otunctka Flash...OK! 1
MporpamMmuposay Mporpammuposanue Flash...OK! Urenve
Bepudukauua Flash...OK!
Hacrpoic
Mporpammarop n BriSepere azbik

ush O npambie (@) uHeepcHbIE

1F'gccn(uﬁ v

~
Reading| 1100% 1.26s

avrdude.exe: verifying ...
avrdude.exe: 2568 bytes of flash verified

avrdude.exe: safemode: Fuses OK (E:FF, H:D9, L.ET)

avrdude.exe done. Thank you.

a
# AVRDUDE_PROG 3.3 = [} X
Program  Fuses  Automatic programming  About
i Brumanuelll Butel ¢ uneepeueit (PonyProg).
Lock Byte HEX
NOT USED NOT USED [JeooTLocK12  [JBOOTLOCKIT -
[JeooTLOCKo2 []BOOTLOCKO1  [JLOCKBIT2 [JLockeIT1 3F
Fuse High Byte HEX
[CJRSTDISBL [JwDTON SPIEN & ckapT i
i CJEESAvE MeooTsz1 MleooTszo [JeooTRST £s
) Fuse Low Byte HEX
[JeODLEVEL  []BODEN sutt Mlsuto
) ] CKSEL3 [C] cKSEL2 ] cKSEL [ cKSELO EE
Fuse Extended Byte (Fuse Byte) HEX
NOT USED NOT USED NOT USED NOT -
NOT USED NOT USED NOT USED NOT o
MporpamMMupoBaHue Bepudukauma YreHue Mo ymonyaHUo
Hacrpoiiku
Mporpammarop MNopr Fuses Brifepere asbik
[uisbasp) v ush O npsmble @) uHeepcHble Pycckuit v

~
1100% 0.00s

Reading |

avrdude.exe: verifying ...
avrdude.exe: 1 bytes of lock verified

avidude.exe: safemode: Fuses OK (E:FF, H:CS, L.EE)

avrdude.exe done. Thank you.

6

Puc. 12. Cepenosume AVRDUDE:
a — mporpaMyBaHHs MiKpOKOHTpoJulepa depe3 ISPpo3'em;
6 — xoudpirypytoui FUSE 6itu
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IlopiBHsAHHS pe3yIbTATIB PO3POOKH
i3 iCHyroYMMH pilieHHAMH
[icns 3akiHgeHHS PO3p0oOKH OYIIO TIPOBENCHO TOPi-

BHSTHHS iICHYIOYHX Ha pUHKY PIlICHb 13 HABEICHOIO PO3pO-
OKOIO I BU3HAYEHHS 1i JOLUIHHOCTI IICIA BCIX €TaIliB

MIPOEKTYBaHHS, Ta CTBOPEHHS NpUCcTporo. OCHOBHA MOPIB-
HSUTbHA XapaKTepHCTHKA, SKa BUKOPHUCTOBYBANach — II€
LiHa BUPOOY IO BiTHOIICHHIO 10 HOTO XapaKTepUCTHK.

Po3risiHeMo aHaIOTiYHI PUHKOBI MPUCTPOI, Ta MO-
piBHAEMO iX i3 BIacHMM BUpoOOM. PesynbraTH mopis-
HSHHS HaBeAeHo y Tabm. 1.

Tabnuya 1 — IopiBHAHHS iCHYI0YMX NPHCTPOIB i3 BJIACHOIO PO3POGKOI0

Haspa ina HasipHicTb 6e31poToBoi | MakcumaibHa Mo:xauBicTs mix’eAHaHHA

nepegayi CUrHAJIY KUIBKICTh KOMaH/ 10 KOMI'10Tepy

SUNLITE SUITE-2FC 5400 rpH Hi 1024 Tak, I1.3. Sunlite Suite 2

LightConverse-2048X 26 000 rpu Hi 2048 Tak, I1.3. LightConverse

New Light C-12W 1650 rpu Taxk, 2.4 k't 1024 Hi

GrandMA2 Command Wing | 32 700 rpu Hi 2048 Tak, I1.3. GrandMA on PC

Tak, I1.3. QLC Light +
Bracua po3po0ka 2884,46 tpu Tak, 2.4 k' 1024 GrandMA on PC
3 .
a pe3yipTaTaM{ TOpPIBHSAHHA OTPUMAaEMO, W10 BHCHOBKH

Hamra po3poOKa Ma€ KOHKYpPEHTHOCIIPOMOXKHY BapTiCTh.
Ii ocHOBHa epeBara, Ha BiZIMiHy BiJl OCHOBHMX KOHKYpe-
HTIB, — II€ TIOEIHAHHS 0e3pOTOBOrO iHTEpdEiCy, Ta iH-
tepdeiicy kepyBanns DMX.

[NopiBHSHHSA NPOBOIUIIOCS 10 TAKUX KPUTEPIsX:

— IiHa,

— HasIBHICTb OE3/IPOTOBOTO KaHAIY 3B’SI3KY,

— MakCUMaJIbHA KUIBKICTh KOMAaH]II,

— MOXJIMBICTB MiAKITIOYEHHS 10 KOMIT FOTEpY.

BapTo 3a3HauMTH, II0 BIIaCHa PO3pOOKa CIPOMO-
Ha npaigoBary i3 [1.3. «GrandMA on PCy nuie 3a 1o-
nomororo I1.3. «QLC Light», na BiaMiHy Bij HaBe[eHOI
y Ttabmuii cBitinoBoi koHconi «GrandMA2 Command
Wingy, sika 6e3mocepennno nparoe i3 I1.3. «GrandMA
on PCy, ajie Mae 3HAUHO BHIIY BapTiCTh.

VY cTarTi pO3IIISAHYTI epeBary Ta HeJOIiKH Kepylo-
YHUX MPHUCTPOIB, TAKOXK OCHOBHI BHU CLIEHIYHOTO OCBiT-
JIIOBANIbHOTO 00namHaHHs. Ha OCHOBI TPOBEAEHOro
aHamizy OyB OOpaHWiA OCBITIOBaNBbHUNA NpwiIan i
nporpamHe 3a0e3neyeHHs sl CKIaJaHHs MMOBHOI CHC-
TEMH TMPOrPaMHO arMapaTHOTO KOMIUIEKCY KepyBaHHS
CIIEHIYHMM OCBITJIIOBaJIBHUM 00JIaIHaHHAM. Po3risHyTa
CTPYKTYpHa CXeMa MPOTrpaMHO anapaTHOr0 KOMILIEKCY
KEepPYBaHHS CIICHIYHUM OCBITIIOBAJIbHUM OOJIaHAHHSM.
Byna mposenena pobora i3 po3pobku BiacHoro UDMX
KoJiepa 1 CKJIaIaHHS TIOBHOT CUCTEMH KepyBaHHS CLICHIY-
HMMHU OCBITJIIOBAIbHUMH NpuIiaiaMu. PeanizoBana Mox-
JUBICTH OE37POTOBOI Mepeadi KOMaH T OCBITIIOBATEHUM
MpUIaIam.
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Software and Hardware complex of stage lighting equipment control
Oleksandr Chuiko, Dmytro Lysytsia, Heorhii Kuchuk

Abstract. The object of research - Control system of stage lighting equipment. The subject of research and design is the
development and assembly of a control system for stage lighting fixtures. The purpose of the work is the design and manufacture
of UDMX encoder for the control system of stage lighting devices, the implementation of wireless command transmission in the
system. Research and development methods - development of design documentation, manufacture of UDMX encoder, firmware
of UDMX encoder, compilation of software and hardware complex control of stage lighting equipment. The work develops the
design of the UDMX encoder, software development of the UDMX encoder, assembly of software and hardware control of stage
lighting equipment, implementation of wireless command transmission in the system, economic calculations of the cost and price
of the project.

Keywords: moving heads, development, stroboscopes, color changers, software environment, microcontroller, control
protocols, board, scheme.
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BJIOKYEWH TEXHOJIOI'Ti B BAHKIBCBHKI C®EPI

Anortanis. Ilpenmerom IOCHiIKEHHS B CTaTTi € peali3allisi NpoBeleHHS OaHKIBCHKHX TpaH3akuid. Mera poOotu —
MpeJCTaBIeHHA pillleHHS 3 MPOBEACHHA 0aHKIBCHKUX TPaH3aKLil Ha OCHOBI TexHouorii biokueiin. B crarTi npeacTaBieHo
0a30Bi CHCTEeMH IepeKa3y KOLITIB MK OaHKaMH, HaJJaHO CIIPOILEHY CXeMy MPOBEAEHHS TPaH3aKIii, a TaKOK NPOrpaMHy
cucreMy Ha ii ocHOBi. OTpHMaHO HACTYIIHI pe3yNbTaTH: HaAaHO PIlIeHHs 3 IPOrpaMHOI peatizalii mpoBeIeHHs TpaH3aKIii
MDK OaHKaMHU Ha OCHOBI 3alUTy Kii€HTa. BUCHOBKH: 1) 3amponoHOBaHO cXeMy IPOBEICHHS TPaH3aKLil 3 pO3PaXxyHKOBHX
omepariii 6e3 OaHKIB-OCEPEIHHUKIB; 2) Ha OCHOBI MPOBEACHOTO aHANI3y iCHYFOUHMX METOiB JOCSITHEHHS KOHCEHCYCy 00-
IPYHTOBaHO BHKOpHUCTaHHs Meroay PoW Ta BHKopucTaHHs anroputMmy xemyBanHs SHA256; 3) po3pobieHo mporpamHy
peamnizaniro npoBeaeHHS (iHAHCOBHX TpaH3aKIiil Ha OCHOBI TexHoJOTrii biok4eliH, sika 103BONIsAE MPOBOAUTH OLIBII Oe3-
TMIeYHi, IMBUKI Ta JemeBi oneparii nepeBeeHHs KOmTiB. [lepcrieKTHBHUM HANPSIMKOM TOAAIBLINX JOCIIKEHb € PO3IIN-
PESHHS MOKIIMBHX OTIepaliil 3 HalaHHA OaHKIBCHKHX ITOCIYT HA OCHOBI TeXHOJOTi biokueiin.

Kawuosi caosa: Biokyeiin, po3noainenuii koncencyc, Proof-of-stake, Proof-of-work, 6ankiBchbki TpaH3akiiii.

Beryn

Ha cporommimmHiii 1eHpr B 0aHKIBCBKHX CHCTEMAaxX
NepeBe/ICHHs] KOIUTIB iCHye yuMaio HepnouikiB. Hacam-
MepeNt 1Ie CTOCYEThCS 3a0e3MEeUYCHHS 3a/J0BUTLHOTO PiBHS
Oe3neku 1poro mnpoiiecy. Maiike moaHsI 0coOHUCTI paxy-
HKH TIJIAI0ThCs aTakaM XakepiB. KpiMm 1boro s Mix-
HapOJIHKUX IIepeKa3iB MoXe 3HaJoOuTHCs Oarato 4acy —
1o 3-7 OaHKIBCHKUX IHIB. BimbHIicTh mepekasiB KOILITIB
MOTPeOYIOTh 3HAYHUX KOMICIHHHX BUTpAT, aipKe 3a3BH-
Yail TPOIIOBI TPaH3aKIlil 3MIHCHIOIOTECS Yepe3 Mmocepe-
HUIIEKY CTPYKTYpy abo opraHizaimiro. ToMy akTyaabHUM
€ BJIOCKOHAQJICHHS TPOTPaMHOTO 3a0e3nedeHHs IpoBe-
JeHHs OaHKIBCHKUX OTIEpaIliil [UIs MiIBUINCHHS OC3MeKU
Ta NPUCKOPECHHSI BUKOHAHHS TPaH3aKIIH.

IMocranoBka mpo6aemu. /s nepekasy KoITiB
Mk OaHKaMu icHye Tpu 0a30Bi CHCTEMH.

1. Cucmema sioknadenux Hemmo-po3paxyHKie.

binpuiicte kpaiH Mae MOmIOHY CHCTEMY, Hallpu-
knaj, y BenukoOpuraHnii takoro cucremoro € BACS [1].

VY TakuxX cucTeMax Ha II0YaTKOBOMY €Tarli IOBiJo-
MIiIeHHS (200 (ailiii) MOTPaIUIAIOTh y IEHTPAIbHY «KITi-
PHUHTOBY» CHCTEMY, SKa BIICTEXKYE BCI IUIATEXKI i TOTIM
Yy BH3HAUEHI TEPMIHM PO3PaxOBYe HETTO-CYMY, Ky KO-
KEeH 13 0aHKiB IOBUHEH OyIb-SKOMY IHIIOMY OaHKY.

Ha nacrynHomy erami GaHKHM NpOBOJATH MIX CO-
0010 pO3paxyHKOBI omepailii 6e3mocepenHro abo 3acTo-
coByroTh cucreMy RTGS (Real-Time Gross Settlement)
[2]. BasoBi po3paxyHKH nependadaloT BHKOHAHHS KOXK-
HOTO TUTaTEXy B IHIUBIIyaJbHOMY MOPSAKY, 0€3 BUKO-
pHUCTaHHSA HETTO-CXEM, SIKi BHUKOPHCTOBYIOTH Pi3HHIIIO
MiX BXiJJHIMH 1 BUX1THUMH TPOIIOBUMH TIOTOKAMH.

2. Cucmema KopecnoHOeHmcbKux y200 [3].

Taka Monenp 00poOKH MIaTexiB (i OLIBII CKITATHIX
PI3HOBHAIB TlepeKasiB) BijoMa SIK MisUIbHICTH OaHKIB 3
ypaxyBaHHSM KOPECHOHJICHTCHKUX BigHOCHH. HasBHICTH
KOPECIOHICHTCHKUX BIJHOCHH JI03BOJISIE OaHKaM MOJIer-
[IUTH BUIUIATY TUIATEXKIB BiAMOBIIHAM KITI€HTaM.

3. Cucmema nnamesicie SWIFT [4].

Mepexxa SWIFT nosBossie 6aHkaM Oe3meperniko/-
HO OOMIHIOBAaTHCS EICKTPOHHUMH TIOBiIOMJICHHSMHU.
OnvH i3 TUTIB MOBITOMIICHB, SKHHA IMiATPAMYETHCS Me-

pexeto SWIFT, — e MT103 [5]. MT103 nagae moxnu-
BiCTh TICBHOMY OaHKY JaBaTH BKa3iBKH IHIIOMY OaHKY,
o0 OCTaHHIN NepepaxyBaB CyMy Ha paXyHOK OJHOTO 3i
CBOIiX KII€HTIB. Y TOW Yac Ta cama CyMa CHHCYETHCS 3
paxyHKy oprasi3ailii, mo Hajacwiae moBigomieHHs. To-
Il y OaHKy, SKUH IpuiiMae MOBITOMIICHHS, I CyMa 3a-
PaxoBYyeThCA TAK, 00 yce BPiBHOBAXKYBATIOCS.

B KkOXHIiH 3 ICHYFOUMX CHCTEM NPHCYTHI PU3HKH
KOHTpPAareHTa, JIIKBIIHOCTI Ta BUTpar. HaliBaxnusiioro
mpobIeMor0 € 3abe3neucHHs OS3MeKH MPOBEIACHHS Tpa-
H3akiid. [ligBUIIUTH piBeHb OE3MEKM MOYKHA 3aBISKH
BUKOPHUCTAHHIO HOBUX TEXHOJIOTiH 00Ky HudpoBux
TPaH3aKIli{ B PO3NOiICHIX 0a3ax MaHHX.

Texnomorist brnok4yeliH B 3HaYHIN Mipi MOKIATAETh-
ci Ha (DyHOAMEHTANBHI IHCTPYMEHTH 3 KPHIITOJNOTII Ta
0e3IeKN JaHWX, OCOOJIHMBO 3 TOYKH 30py aBTEHTH(IKAIT
Tpan3akmid. KoHnemiss BiokdeitH yHEMOXITHBIIOE He-
CaHKIIOHOBAaHWH IOCTYN, THM CaMHM IIi/IBUIIy€ CTild-
KIiCTh JI0O XaKEePChKUX aTak. ¥ cBOiil HalOLIbII abCTpaKT-
Hili popmi BiiokueitH Mo)KHA MPEICTaBUTH SIK 3aXHUILEHY
BiJI 3JI0MIB peecTpaliiiHy KHUTY, Jie 30epiratoThbecsl 3aUCH
TpaH3akIii MK By3namu [6]. 3amicTh peamizarii
LEHTPATi30BaHOI CHCTeMM 0a3 JaHHX 33 TEXHOJIOTIEH0
brokueiiH 6aza JaHUX PEIUIIKYEThCS, TOOTO PO3MOALIS-
€TBCS TI0 MEPEXIi Ta CHHXPOHI3Y€eThes yepes IHTepHerT.

brokueiiH Ha3MBalOTh TOJIOBHOIO TEXHOJIOTIYHOIO
IHHOBAIlI€10, OCKUIBKM BiH MICTHTH 1H(OpMaito npo yci
TpaH3akuii Mmepexi [7]. biokueitH-TexHoNOTIS Hapa3i He
peaiizoBaHa B JOCTaTHIN Mipi B (JiHAHCOBUX CHCTEMax.
OnHak biiokueiH Mae MoTeHIiall A1l PO3IIOBCIOPKECHHS
y (QiHaHCcOBOMYy Ta OaHKIBCBKOMY CEKTOpi IIISIXOM
BIIPOBA/PKEHHSI OJJHOPAHTOBOI JELIEHTPATi30BaHOI CHC-
TEMU TpaH3aKIIii.

3riiHO 3 JOCIiIKEHHSIMH MPOBITHOI CBITOBOi KOH-
canTuHTroBO1 KommaHii Accenture [8], TiBKH B KpaiHax
3axigHoi €BpomnM 3a paxXyHOK BIPOBa/KeHHS biokueitH
0aHKH MOKYTb €KOHOMHTH 8 MIJBSPIB i3 3arayibHO Cy-
MU BUTpat y 30 MinbsIpAiB foapiB B pik. Bukopucranus
TEXHOJIOTIT oHOpaHroBoro biokueiH 3abe3nedyBaTume
BUCOKHH piBEHb O€3IIEKH BUKOHAHHS TPAH3aKLIiH.

MeTo10 cTaTTi € TpeNCTaBIeHHs PIllIeHHs 3 Mpo-
BelleHHs 0aHKIBCHKUX TpaH3aKIliii HA OCHOBI TEXHOJIOTi1
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Inghopmauiiini mexnonocit

Brokyeitn. J{ist TOCATHEHHS METH IMOCTABJIEHO TaKi 3a-
BIAHHS:

1. Po3poOut cxemy MpPOBEICHHs TPaH3aKIli Ha
ocHOBI briokueiin

2. BusHauuTH METOMU XEUIyBaHHS JJIs 3aadi -
(bpyBaHHA.

3. Po3pobutu mporpamHe 3a0e3leueHHs Oe3red-
HOTO TIpOBeIeHHs (DiHAHCOBUX TPaH3aKIil.

MeTtoau peamizamii

bnox — ne oauuuns bnokueiin, ska MiCTHTH Bci
TpaH3akKIii OCTaHHBOTO ceaHcy abo TpaH3akuii, oOpaHi
3a 3amaHuM npuHOUNOM. Ilicnms ceancy 010k BOyIOBY-
eThCs B BIIOKYENH SIK eJIEMEHT ITOCTIHHOT 0a3y MaHuX.

Kpim indopmarii nmpo Tpar3axiii KoxeH 070K Mic-
TUTH TIOCHJIAaHHA Ha ToriepenHii omok. Ile mocmmanHs €
PO3B’SI3KOM CKJIQHOI MaTeMaTWdHoi 3amadi mmdpy-
BaHHSI HAa OCHOBI HEOOOPOTHOI KpumTorpadidHoi Xem-
GyHKIIii.

Jlnsa reHepariii 1[bOro MOCHJIAHHS HEOOXITHO BH-
3HAUUTH BHIIAJIKOBI YMCIA, SIKI B MOEJAHAHHI 3 3aIlU}-
pOBaHMM BMICTOM HONEPEIHBOTO OJIOKY T'€HepyBaTH-
MyTbh BU3HaueHHH pe3ynsTaT. Komm’totepy 3 8 I'6 orme-
patuBHOI mam’siTi Ta 4-X SJEpHUM IMPOLIECOPOM MOXKE
3HAIOOUTHUCh ONM3BKO POKY Ha MpaBWIBHUN MmigOip
3HAYeHb, AJIe Yepe3 BEIMKY KUIBKICTh KOMII IOTEpPIB B
Mepexi, JaHa 3afada po3B’sA3y€TbCS B CEPEIHHOMY B
MEXax JECSITH XBHJIHH.

BuMicT KO>KHOTO OJIOKY TPECTAaBISIETHCS y 3armud-
POBaHOMY BHIJLII SIK XeIl. XeIl — Ii¢ (parMeHT JAaHNX
(iKCOBaHOT JOBKHMHH, KU MOXKHA acOI[iFOBATH 3 BiZlOMT-
KOM MaJIblis B KPUMIHOJIOTII. Xeli 00UKCITIOIThHCS 3a JI0-
niomororo xemr-QyHkuiil. [lepeara xeury nossrae B Tomy,
[0 SKIIO BXigHI JaHi 3MIHIOIOTHECS, BUXITHI JaHi TaKOX
HaOyBaTumyTh 3MiH. KoxkeH Osiok B BiokueiiH MIiCTHTH
BJIACHMH Xelll, a TAKOXK XeII MONePeIHAKa y CBOEMY 3aro-
JIOBKY. Xell OBUHEH OOYMCITIOBATHCS IILISIXOM BHKOPHC-
TaHHS Bci€l iHpopMarii mpo 61ok. MeToro Horo BUKOpHC-
TaHHS € 3aXUCT LUTICHOCTI JAaHWX OJOKy. XeIli IHPOKO
BHUKOPHCTOBYIOTECS B BIIOKUelH 171t ipeicTaBIeHHs KOH-
TpaKTiB, MapKepiB, aapec raMaHiliB. Hasite imeHTH]IKATO-
Y TpaH3aKIiil BUPKalOThCSI B XeIlax.

Xeri, sKi MOB’SI3yI0OTh KOXKEH OJIOK 3 i{oro more-
PEIHUKOM, YTBOPIOIOTH JIAHIFOT JI0 OJIOKY T€HE3HCy
(mepmoro 6510Ky). Biiok reHesucy € 3akojoBaHHM 0I10-
KOM, SIKH{ He Ma€ MOCHUJIaHHS Ha MOTepeHil OI0K.

Texnomorist brokueitH MBUIKO PO3MOBCIOIKY€ETh-
csi B IM(pPOBOMY CBIiTI 3aBASKM KOHLENIIi, NMpH SKIH
KO’KHa OHJIAWH-TPaH3aKIlis, 110 BUKOHAHA B MHUHYJIOMY
a0 111e BUKOHYETHCS, MOXKe OyTH TepeBipeHa B OyIb-
SIKMH 9ac B MaliOyTHboMy. KpiM 11bOrO BUKOHAHHS Tpa-
H3aKIill BiOyBaeTbes Oe3 3aBAaHHS 30MTKIB KOH(IICH-
LiAHOCTI IM(POBUX aKTHBIB 3alTydeHUX CTOpiH. Bax-
JIMBAMU TIepeBaraMM TEeXHOJOTii biokdelH € aHOHIM-
HICTh Ta PO3MOAUIEHUH KOHCEHCYC (Distributed
Consensus). [ peanizariii OCTAHHBOTO y PO3MOALICHIH
0a3i JaHWX 3ai5THO BiMIOBITHUN MEXaHi3M KOHCEHCYCY.

MexaHi3M KOHCEHCYCY - 1€ METOJ| Y3TOKEeHH:
By3JIaMH KOMIT'IOTEPHOI MepesKi 3HAUCHHS 3arpOIIOHO-
BaHOI TpaH3aKiii a00 YacTHHU TI NaHUX, SKi B MaiOyT-
HbOMY OYyIyTh IOJAaHI O BIOKYEWH y SIKOCTI HOBUX
OJI0KiB.

IcHye Ba OCHOBHUX METOAM JOCSTHEHHS KOHCEH-
cycy: PoS (Proof-of-stake) Ta PoW (Proof-of-work) [9].
B 000x MeTo1aX BUKOPUCTOBY€ETHCS IOHSTTS OJIOKY.

Meton PoW 3ampomnonoBano Ha modatky 1990-x
pokiB [10]. Cxema metony PoW micTuth Taki eranu:

1. CrBopeHHs OIOKY.

2. Po3p’s3aHHs 3ajaui reHepaii nocuianHs 670-
Ky. [lepeBipka 3aKOHHOCTI TpaH3aKLii 3/1HCHIOETHCS
BcepennHi KoxHOro Onoky. Haiinepre BupinieHHs 3a-
Ja4i OTpUMy€e BUHAropoxy. TakuM YMHOM CTHMYJIFOETh-
csl BUKOHAHHS CKJIJHUX IepeBipok. BuHaropona Bu-
IUTAYYEThCA K KOMICiS 3 TpaH3aKIIii.

3. «BOyznoBa» motouHoro 6s0Ky B brokueiiH.

[Micns mepeBipku TpaH3aKIii «BOYZOBYIOTBECS» B
3aranbHOAOCTynHUM briokuein. el nponec Ha3uBarOTh
MaiHiHroM (mining). OcobauBoctsamu Metoxy PoW e:

1. HeoOXximgHicTe BUKOHAHHSA 3ajadi, sKa MOTpe-
Oye 6araTo 0OYKMCITIOBAJIBHUX PECYPCIB;

2. MoXnuBICTh JIeTKOi Ta IIBUAKOI IIEPEeBipKA
OTPHUMAHOTO PEe3yJbTaTy.

Mertox PoS [11], npencraBnennii B 2012 pori, €
moaudikamiero PoW. Ha Binminy Bin biokueitn-cucrem
Ha ocHoBi POW meronis, biokueiin PoS He BU3HAYAIOTH
aBTOpa OJIOKIB, BUXO/SYM BHKIIIOYHO 3 HAsBHOI 00YMC-
JIIOBAIBHOT MOTY)KHOCTI Ta MOXJIMBOCTEH CIIOKUBaHHS
eneprii. Lleii MeTOI BUKOPHUCTOBYE BHMIAJIKOBO OOpaHi
Bayigaropu (MaifHepH) IUIsl IEpeBipKH OJIOKIB TpaH3aK-
niit. Kpim 11010, BUMaraeThesi HalaHHS TIEBHOI KLUTBKO-
CTi KPUNTOBAIIOTH B SIKOCTI 3aCTaBH, IO Ha3MBAETHCS
crefikunrom (staking). Ockinbku B Metosi POS aBropu
OJIOKIB HEBioMi, HOoro HeOE3MeYHO BHKOPHCTOBYBATH
JUTSL peani3alii 0aHKIBCHKHX TpaH3akiiil. Tomy s pos3-
pOOKH 3amporoHOBaHOI cHCTeMU OyJIo 0OpaHO METO.
POW s BukoHaHHsS onepauiidi Haja Xem-(QyHKLISIMHU.
Jlnst TOCSTHEHHST PO3MOALICHOTO KOHCEHCYCy 00paHo
xeur-¢yHkiiro SHA256.

Peanizanin 0aHKiBCHbKMX TPaH3aKILii

B 3aranpHOMY BHIIIAII cXeMa PO3paxyHKIB Ta Bil-
MOBIJHI CHCTEMHU iX 3a0€3MEUCHHs MPEACTABICHO Ha

puc. 1.
. ™,

UasTpankHui BaHk

PaxyHkmM B
LeHTpansHomy RTGS
Balky
\‘ I
-
Bin<napeHi HaTTo-

POZRAXYHKH

(Visa, PayPal, ACH.)
—— 11

e
BaHK y Bank 2
KOopecnoHoeH ToskKi
GaHKiBCkED ¥
Kribewt 2 Knlent 1 Knient 1

Puc. 1. Cxema B3aeMogii KIIIEHTIB pi3HUX OaHKIB
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Cxema B3aeMoJlii KiIi€HTIB OaHKIB Ha puc. 1 Bigo-
Opakae BHIIC3a3HAUCHI 0a30Bi CHCTEMHU TIepeKa3y Ko-
mriB, okpim SWIFT.

3aBasgku TexHousorii biaokuelH 3’SIBasA€THCS MOXK-
JIUBICTH 3MiMiCHIOBATH ()iHAHCOBI Omeparlii JAereHTpaTi-
30BaHMM crocoOoM 0e3 3aydeHHs TPeTix cTopiH abo
LEHTPAIFHIX OPTaHiB I LiNeH BeACHHS 00Ky .

BinmoBimHa cxema mpeacTaBiIeHa Ha puc. 2.

. e,

l l l l Mepexa Bnokyeitt l I [l

“Banxk BaHk 2
ji i i Knient 1

Knient 2 Knient 1

Puc. 2. Cxema mpoBeeHHS TpaH3aKIii
B CHCTEeMi Ha OCHOBI biokueitn

@DaKkTHIHO BCi CHCTEMH, SKi 3a0€3MEUyIOTh IOCe-
PEIHUIITBO MOXHA 3aMiHUTH Mepexeto brmokueitn. Lls
Mepexa CKIATA€ThCS 3 OJIOKIB MPEICTaBICHAS TPaH3aK-
uiit. TakuM YMHOM PO3paxyHKH MiX OaHKaMH IHPOBO-
JAThCsL O€3 TIOCePEHUKIB Ta BIAKJIAJCHHS ONEpamii Ta
nepeBipok. CeaHc mepenayi KOIWTIB (BUKOHAHHS TpaH-
3aKIIiif) MK BOMa KJII€HTaAMH 3J1HICHIOETHCS 33 alro-
PUTMOM, IIPEJCTABICHUM Ha PUC. 3.

IMporpamua cucrema 3abe3neuye KOPHCTyBady
MOJJIMBICTh CTBOPEHHS TPAH3aKIIH U1 TepeBeICHHS
KOIITIB B Oy/Ab-sKilf BaJFOTI Ha TaMaHEelhb iHIIIOTO KOpPH-
CTyBadYa, IO JO3BOJIIE OMHUHYTH BECh IPOIEC TepeBe-
neHHs komTiB uepes cucremMu SWIFT, mixknaponHi Oa-
HKW, YHUKATH BEJIMYE3HUX KOMICI Ta JOBI'HX OYiKY-
BaHb MPOXOJKECHHS TPAH3AKIIIi.

TakuM YHHOM TEXHOJOTiS bBJIOKYeHH M103BOJISIE
MOJIONIATH HENOJIKHM LEHTpaTi30BaHOT OaHKIBCHKOI cHC-
TEMH, JIe KOPUCTYyBaudy JIOBOJUTHCS 3ajexaTH Bix Tpe-
THOI CTOPOHH JIJIs1 31IIICHEHHS OTepaiiil.

Po3pobiieHa cucTeMa Mae MOAYJIBHY peajisallio.
CucteMa MICTUTh TaKi OCHOBHI Moyl (puc. 4):

* brokueiin;

* API (bexenn uactuna);

*  MoOinbHHI 3aCTOCYHOK.

B moxyni briokueiH BUpiIyloThCs TaKi 3a1a4i:

1. Tenepariist Ta po3cuiIKa 3alIUTy Ha PO3B’sI3aHHA
3aadi TeHepariii mocuiaanHs OJIOKy.

2. TloOynmoBa GJIOKY HA OCHOBI OTPHUMAHOTO XeIy
3 pO3B’S3KOM 3aj1adi.

3. Opramizamiss  goctymy  yis
KOIITIB Ha OCHOBI 3anuTiB APl Momys.
[lepeBipka raMaHIliB BigIpaBHUKA Ta OTPUMyBaya KOII-
TiB.

TIepPEeBEICHHS

[lpn ycnimHOMY BMKOHaHHI HaJiClIlaHHUX 3allUTiB
JlaHl TpaH3aKIii TeHepYyIOThCS 1 3aKOJIOBYIOThCS B OJIOK,
B SIKMH JI0JIa€ThCS TOCHJIAHHS Ha IONepenHiil OJoK
By3J1a OJIOKUEHHY.

3a J0IOMOror0 MOOIIBHOTO 3aCTOCYHKY KOPHCTY-
Bad CTBOPIOE TPaH3AKIIIIO:

KopucTyBay 1 cTeopioe
TpaH3akuilo Ta Haacunae
rpowi Kopuctysayy 2

Mob6inbHuit noaaTok
sinobpaxae

NOBIOOMNIEHHA NPO
NOMUNKY

MobinsHuit nonaTok
Haacunae APl sanut

API nepesipre
BaNIAHICTL AaHWX

Backend 4acTuHa
3BEPTAETLCA A0
cuctemm Blockchain

Mepesipka ramaHua
KopucTyBava,
OTPUMAaHHA A0CTyNIB

ata is%

yes

CreopioeTben 6n0K 3
TpaH3akLUieo

Bnok nopaeTbeA 8
BNOKYKeWH

Mpowi ycniwHo
HaAXOOATh
Kopucrysauy 2

Puc. 3. BukoHaHHS TpaH3aKIii 3 Iepegadi KOIITiB

— M\
Bnokyeitn

A

A
o

—
—

API

Mob6inbHuin popaTok
|

Puc. 4. Cxema B3a€MO03B’I3KiB MOJIYJTiB CHCTEMH

1. BHoCHTH OCHOBHI JaHi, TaKi K aapeca ramaH-
L1 OTpUMYBaya, BaJIIOTA MEPEBEJCHHS KOIITIB, MOTPiO-
HA cyMa IepeBeICHHS.

2. OOwupae ramasenp, 3 SKOro OyayTh HajiclaHi
KOIIITH.

[Ticns 3amoBHEHHs JaHWX TpaH3aKIlii MOOITbHHI
3aCTOCYHOK HaJICHWJIA€ 3aIUT Ha OEKEH/ YaCTHHY CHCTe-
MH, JI¢ OJpa3y NepeBipSAeThCS BaJiAHICTH BBEACHUX
JAHWX Ta BXKUBAIOTHCS BIMMOBITHI 3aX0nu. Y BHIAIKY
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HEBAJITHUX JaHUX - Y BIAIIOBIb B JOJATOK KOPHCTYBa-
4y HaJXOJUTh KOJ| Ta MOBIIOMJICHHS IOMMJIKH. Y BHIIa-
JKy YCHILIHOI Baslifamii BXiJHUX NaHuX - OEKeH 3Bep-
Ta€ThCS 10 MOLYJI bIOKYEHH.

B API peanizoBaHo mnporpamHe 3a0e3rnedeHHs
3B’A3KYy 3 By3JIaMH KOMII'toTepHOi Mepexi. ns mporo
Bukopuctano Websockets API ta HTTP-3amuTn.

3ampornoHoBaHa CHCTEMa HaJa€ KOPHCTyBadaM
rpadiuanii iHTepdefic A mpoBeACHHS TPaH3aKIid Ta
¢yHKIiOHaN OOMiIHY JaHUMHM, TPEACTABICHUMH Y BH-
T JTaHIIOKKY OokiB. Takoxk crcrema 3abe3neuye
MaiHIHT 1 00MiH BamtoTH. TakuM YMHOM, KOPHCTYBayam
3a0e3Meuy€eThCsl MOXKIIMBICTE OC3MEYHOTO 3IiHCHEHHS
OyIb-KUX TPOIIOBUX omepalfiif. Taka MeTOHOJOTis
nependavyae 3HaYHE CKOPOUYECHHS BUTPAT KOILITIB Ha KO-
Micii Ta HaJae MOJIMBICTh YHHKHYTH BPa3JIMBOCTEH,
OB’ A3aHUX 3 0E3MEKO0I0.

Mimnicte 6e3mekn brokdeitH mocTiitHO 30imbmry-
€ThCS B TEOMETPHUUHIH Tporpecii 1 Bce Oinmbire OJOKiB
BHIOOYBAETHCSA Ta 30epiracTbcs B MEpexki, Mo poOUTH
MIPAaKTHYHO HEMOXKJIMBUM 3MIHEHHS TPaH3aKIIii.

3anpornoHoBaHa cUcTeMa IPOBE/ICHHs OaHKIBCh-
KHX TPaH3aKILii Ma€ Taki nepeBaru:

1. IMigBuinyeTbcs piBeHb OE3MEKH MPOBEACHHS
TpaH3aKIiH.

2. IlpumBuIIIYIOTECS PO3paxyHKOBI omneparii.

3. 3HaYHO 3MCHIIYIOTHCS KOMICiiHI BUTpATH.

BucHoBkH

1. 3anpomnoHOBaHO CXeMy MPOBEICHHS TpaH3aKIlii
3 PO3paxXyHKOBHUX omepailiii 0e3 OaHKiB-IIOCEPEIHUKIB.

2. Ha oCHOBI MPOBEJICHOTO aHANI3y ICHYIOUHX Me-
TOJIIB TOCATHEHHSI KOHCEHCYCY OOIPYHTOBAaHO BHKOPHC-
TaHHA Metony PoW Ta BUKOpPUCTaHHS aNropurMmy Xe-
uryBaHHS SHA256.

3. Po3pobneno mporpamHy peanizamiro IpoBeIeH-
HA (iHaHCOBMX TpaH3akmii Ha ocHoBi TexHoorii bio-
KUeifH, sKa T03BOJISE IIPOBOAUTH OUTBINI Oe3MeUHi, IIBU-
JIKi Ta JeTIeB] omnepariii mepeBeeHHs KOIITIB.

[lepcrieKTUBHUM HAIMPSIMKOM TMOAATBIINX TOCTi-
JOKCHb € PO3IIUPEHHS MOXIIMBUX OMEpaliil 3 HaJaHHS
0aHKIBCHKHX MOCIYT Ha OCHOBI TEXHOJIOTIT BioK4eiiH.
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Blockchain technology in banking
S. Shapovalova, O. Hulak

Abstract. The subject of research in the article is the implementation of banking transactions. The purpose of the work
is to present a solution for conducting banking transactions based on Blockchain technology. The article presents the basic sys-
tems for transferring funds between banks, provides a simplified scheme for conducting a transaction, as well as a software sys-
tem based on it. The following results were obtained: a solution for the software implementation of transactions between banks
based on a client's request is presented. Conclusions: 1) a scheme for conducting transactions on settlement operations without
intermediary banks is proposed; 2) based on the analysis of existing methods for reaching consensus, the use of the PoW method
and the use of the SHA256 hashing algorithm are justified; 3) a software implementation of financial transactions based on
Blockchain technology has been developed, which allows for safer, faster and cheaper fund transfer operations. A promising
direction for further research is the expansion of possible operations for the provision of banking services based on Blockchain
technology.

Keywords: Blockchain, distributed consensus, Proof-of-Stake, Proof-of-Work, banking transaction.
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MEPE’KHI CEHCOPHU TA JETEKTOPU
SAAK EOFEKTUBHUMN THCTPYMEHT MOHITOPUHI'Y TAHUX

Aunorauis. [laHa ctaTTa nmpucBsiueHa 300py JaHUX Ta aHATI3Y MEPEKi 3 METOI0 PO3YMIHHS MPHUHIUIIB X BH-
KOPHCTAHHS Ta 3amo0iraHHs XaKepChKUX 3JIOBMUCHHX Aii. OcoOiiMBa yBara MpHIUISETHCS aHANI3Y — MPOIEC
300py IaHMX Hpo Oe3NeKy Ta BXKUTTS PIlIydyux 3axo[iB Ha iX OoCHOBi. B paHiif cTarTi Oy/no CKOHIIEHTPOBAaHO
yBary Ha MEXaHi3Max BHSIBIICHHsI BTOPTHECHb 332 PaXyHOK BUKOPUCTAHHS MEPEKHHUX CCHCOPIB Ta JICTEKTOPIB. Y
pe3ynbpTati Oynu chopMOBaHi peKOMEHIAIIT MIOA0 3a0e3neucHHs ePeKTHBHOT iH(pOopMaIliifHOT Oe3NeKH cydac-
HOT KOMIT FOTePHOT MEpeXi Ha OCHOBI 3aCTOCYBaHHS MEPEKHUX CEHCOPIB Ta METEKTOPIB. TakokK poO3riIsaamucs
3axo0/¥ iH(popMaIiifHOI Ge3neKN TS 3a100iraHHs ITOJa bIITNM 3IOBMUCHUM JIisIM.

Kaw4voBi ciaoBa: indopmariiiina Oe3reka, KOMIT FOTEPHA MEPEexa, MEPEKHUN TETCKTOP, MEPEKHUN CEHCOP,
MOJIITHKA OC3IICKH, CUCTEMA BUSIBIICHb BTOPIHECHb, CKAHYBAaHHS JIaHUX.

Beryn

EdextuBHuii aHamiz Oe3nekd BUMarae 300py na-
HUX 3 0e31114l pi3HUX JHKEpe, KOKeH i3 SIKUX JIMIIe Yac-
TKOBO BiJOMBa€ CTaH cropaB y mepexi. Hadickmamgmime
3aBJIaHHs y MPOBEJCHHI aHali3y 3 ypaxyBaHHSIM JIaHUX
— 1e 30ip JOCTaTHBOI KUIBKOCTI JaHUX BIIATBOPEHHS
piakicHuX mofiil. JlocTaTHROTO, aje He HaJIUIIKOBOTO,
iHakmIe Oy/e HEMOMJIMBO BUKOHATH TTOIIYKOBHH 3aITUT.
30ip aHMX HANpOYyZ MPOCTHH, ajle OCMHCIICHHS OTpPH-
MaHHX JaHUX HabaraTo ckiamgHime. Y Oesrmeni ns mpo-
OrmemMa YCKIQTHIOETHCS PIAKICHIM BUHHKHEHHSM pea-
JMBHUX 3arpo3. bumpmicTe MepexHoTo Tpadiky He Hece
MKOJIHOI 3arpo3H 1 4acTO NMOBTOPIOETHCS: MAaCOBE PO3CH-
JIAaHHS JIMCTIB a00 OJHOYACHUN Ieperiisia Bieo Ha
YouTube BeIHMKO0 KUTBKICTIO KOPUCTYBAUiB, JOCTYI 10
¢aiiniB. bararo 3 HeBeIMKOT KiNBKOCTI (PaKTHYHHMX aTak
OynyTh IIiCHO HEBHHHUMH, HAIPUKJIAJ] CIINE CKaHy-
BaHH: nopoxkHix IP-anpec

EdekruBauii MoHiTOpUHT iH(pOpMaLil OyayeTbcs
Ha JTaHUX, 310paHHUX 3 YHCICHHHUX CEHCOPIB, SKi TEHe-
PYIOTH pi3HI BHOU JaHWX Ta CTBOPIOIOTHCA PI3HUMHU
MOABMH IS pi3HEX minei. CeHcopoM Moxke OyTH Bce,
110 3aBrOJIHO, BiI MEPEKHOTO BIJIBEJICHHS JIO KYpHAIY
¢aiipBona — THM, IO 3AikicHIOE 30ip iH(MOpMAIi Tpo
Ballly MEpPEeXy Ta MOKe OyTH BUKOPHCTaHE JJIs OI[iHKU
iHpopmaniitHoi 6e3mexn. [TobymoBa ehexkTHBHOI cHucTe-
MH CEHCOPIB BUMAarae JOCATHEHHS OaJlaHCy MiX i1 yKo-
MIUIEKTOBAHICTIO Ta HaIMIpHICTIO. ImeampHa cucTema
CEHCOpiB YKOMIUIEKTOBaHa, aie He HaaMipHa. [lin yko-
MIUTEKTOBAHICTIO PO3YyMI€THCS T€, IO KOXHA MOJis pe-
TEJNBHO OIUCAaHA, a IiJ] BIICYTHICTIO HaIMIPHOCTI — T€,
0 CeHCOopH He MyOmroroTh iH(opmanito npo moxii. L,
MOJKIIBO, HEJIOCSDKHI IUI € 1/]ealbHOI0 MOJIEILIIO IS
o0y J0BH PillIeHHs 00 MOHITOpHHTY [1, 2].

[Ipouec anamizy maHMX, ONMUCAHUKA y Wil poOoTi,
CHPSIMOBAHO PO3BHUTOK 3HaHb y cepi Oe3neKH 3 METO0
MIPUAHATTS eQEeKTUBHUX pimenp y mid cdepi. e mo-
KyTh OyTH €KCTEepTHi PIlIEHHS: PEKOHCTPYKIIiSA TOiH
MoCT(GaKTyM 3 METOIO BH3HAYWTH, YOMY BimOynacs ara-
Ka 1 mo crupusiio ii 3miiCHeHHI0, a00 OIIHUTH 3aBJaHy
mKkoay. Takok MOXKHA BHIATHCS 10 TPODITaKTUIHHX
3aX0JIiB: BCTAHOBJICHHS 0OME)KyBadiB IIBUAKOCTI TIepe-

Jla4i, BCTAHOBJICHHS CUCTEM BUSBJICHHS BTOPTHEHb a00
po3poOka cTpaTeriii, IKi MOXXyTb OOMEKHTH BIUTUB Xa-
Kepa Ha MEPEeKy.

AHaJji3 ocTaHHIX gociaigxkensb i myOaikaniii. [Te-
PLIMM MOIITOBXOM JUISl PO3BHTKY MEPEKHHX CEHCOpIB
CTaB PO3BUTOK OE3IPOTOBHX CEHCOPHUX Mepex. Ha-
npukinan, y 1970-1980 pokax y aMepHKaHCHKHX BiiiCh-
KOBO-TEXHIYHUX CHCTEMaX pO3I0YaI BUKOPUCTOBYBA-
TH MPOTOTHITH CyYaCHUX MEPEKHHUX CEHCOPIB y CUCTEMI
SOSUS — SOund SUrveillance System. Is rinobanbpHa
CHCTEMA 3BYKOBOT'O CIIOCTEPEIKEHHS PU3HAYAETHCS IS
BUSIBIICHHS Ta IICHTU(IKAIIl paAsSHCHKUX IMiABOIHUX
YOBHIB 1 Iepeadi CTaHy CIOCTePEeKeHb B IICHTP 00po0-
Kd iHpopMaii o pagiokaHaimaM. CBOEpiTHIM pyOekeM
B iCTOpIl CTBOPEHHS 0€3APOTOBHX CEHCOPHHX MEPEXK Ta
MEpEXKHHUX CEHCOpPIB Ta JeTekTopiB craB 2003 pik, Komu
Oyma omyOmikoBana mepma Bepcis cranmapty IEEE
802.15.4 [3-5].

VY nanuit wac npobGiema iHpOpMaIiifHOT Oe3neKu
MEpEeX € JIOCUTh BXIIUBOIO Ta aKTYaJIbHOIO, [Ie UTaH-
Hsl OOTOBOPIOETHCS HA PI3HOMAHITHUX KOH(EpEeHIisx Ta
camiTax, JPYKYIOThCS Pi3Hi IiKaBi Marepiand B MaHii
obuacti. Michael Collins y cBoiif KHH31 miJi Ha3BOIO
«Network Security Through Data Analysis: From Data
to Action» 3HauHy yBary 3BepHYB Ha BBEICHHs B 3ara-
JBHUH TIpoliec PO3Mi3HABAHHS JaHUX MEPEKHHMHU CEH-
COpaMH, a TaKOX BBIB TEPMiHH JUII ONHCY B3a€MOAIi
ceHcopiB Mix coboro. HaBeneni cywacHi ceHcopH, Taki
sk tcpdump Ta NetFlow, sxi 3miiicHIOIOTS 30ip JaHUX i3
MepexHHuX iHTepdeliciB. 3HauHy yBary MpPHUCBSYECHO
XOCT-CEHCOpaM i CepBICHUM CEHCOpaM, SIKi 3TiHCHIOIOTh
30ip JaHWX MPO Pi3HI MPOLECH, MO BiOYBAIOTHCS, Ha-
MIPUKIIaJ, B CEpBEpax Ta OlepaliiHIX CUCTEMaX.

Metoro crarti € migBumieHHs iHdopmaniiHOl
0e3IeKr KOMIT I0TEPHUX MEpPEeX MiANPUEMCTB Ha OCHOBI
MEpEeXHHX CEHCOPIB Ta JETEKTOPIiB, a TAKOX PO3TILALY
HpoLeCy PO3Mi3HaBaHHS JaHMX MEPEKHHMH CEHCOpaMH
Ta iX 300py, K €(PEeKTHBHOrO IHCTPYMEHTY CHCTEMH
BUSIBJICHb BTOPTHEHb.

Buxkian ocHoBHOro martepiany

MepexHuil n1erekTop 30upae naHi Ge3nocepeaHbo
3 MEPEXKHOro Tpadiky 06e3 JOIOMOTH HOCEPEAHUIIBKOTO
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J0aTKa, 110 1 Bijpi3Hse #oro Bix xocr-ceHcopis. [Ipu-
kinagoM MoxxHa HaBectd NetFlow ceHcopu Ha poyTtepi
Ta CEHCOPH, SIKIi BUKOPHCTOBYIOTH AJIsI 300py JaHHX
Tpadiky Taki iHCTpYMEHTH MOHITOPHHTY, sk tcpdump.

[Ipu pobGoTi 3 MepexxHUM TpadikKoM MH CTUKAEMO-
cs 3 Tpo0JIeMor0, aHAJIOTIYHOIO Til, [0 BUHUKAE IPH
po0oTi 3 yciMa JaHUMH >KypHaIIiB: (akTH4IHI mofil 6e3-
MeKu BigOyBarOTBCSA PifKO, TOAl SIK poOoTa 3 JaHUMH
BHMarae 4acy Ta micus s 30epiranss. Ilepesara Ha-
JA€THCS, TI0 MOKJIMBOCTI, JTAHUMH JKYPHAIIB, OCKiIbKH
BOHH JOCTOBIipHI (y JaHHUX >KypHAITY (QIKCYIOTBCS MOMil
BHCOKOTO DiBHS) 1 KoMnakTHi. Te came siBUIE B Mepe-
XKHOMY Tpadiky noBenocs 0 BUTATYBaTH 3 Oe3ivi make-
TiB, SIKi 4acTO JyOJIOIOTHCS, 3amu(poBaHi ab0 MPOCTO
HE3YUTyBaHi. Y TOH e 4yac 3JI0BMHUCHHKY HE Ba)KKO
MaHIITyJIFOBaTH MEpPEKHUM TpadikoM 1 3aIycKaTtu B Me-
PEXi HEeIIKIAIMBI HAa MEPIIUi NOTJIs, ajle JOCUTh IKi-
Bl cecii. Ilomis, mo BimoOpaxkaerscss B 300-
0alTHOMY >KypHaIi, MOXKE 3aIIPOCTO SBIISATH COOOI0 Me-
rabaiiTu makeTHUX HaHWX, 3 AKUX jwmie mepmi 10 make-
TIB MalOTh aHATITHYHY I[iHHICTS [6, 7].

JKoneH i3 ceHCOpiB HE MOKE BUKOHYBATH BCi (PyH-
Kiii mooauHIl. MepexHi CEeHCOpPH MIHCHO BHUKOHYIOTH
Oarato po0OoTH, ajie iX JEerko CHaHTeITUYUTH B IpoLeci
YIOpaBIiHHS TOTOKaMu Tpadiky, BOHH Hee(eKTHUBHI
o0 3amudpoBanoro Tpadiky 1 MOXYTh JIMIIE IPUITY-
CTUTHA HAsSBHICTh AKTHBHOCTI B XOCTi. XOCT-CEHCOPH
HA/AI0Th OUTBII BUYEPIHY Ta TOYHY iH(POPMAIIIO 1010

SIBJICHb, JJISl ONUCY SIKHX BOHM MalOTh JOCTaTHIH iH-
CTpyMEHTapiii. 3 MeTOI e(PEKTHBHOTO KOMOIHYyBaHHS
CEHCOPIB iX KIaCU]IKyI0 Y TPhOX IIOIIMHAX:

Obnacme oensidy (Vantage). Po3ranryBaHHs CeH-
copiB ycepenuHi Mepexi. CeHcopH, pO3TalloBaHi y pis-
HUX TOYKaX, 0aUUTUMYTh Pi3Hi CTOPOHH OIHIi€T Ol

Pigenv (Domain). lTapopmanis, mo HaJaeThCSI CEH-
COpOM, HE3aJIeKHO BiJl MiCIE3HAXOKECHHA (XOCT, cep-
Bic X0ocTa un Mepexy). CeHcopHr 3 OIHAKOBOIO 00JIACTIO
OTJIAY, ajie Pi3HOTO PiBHS JTOTIOBHIOIOTH OIMH OJHOTO B
mporieci HaJaHHA JaHWX NPO OJHY i Ty caMmy MOJifo.
[ndopmanito npo nmesxi monii MOKHAa OTpUMATH JIHIIE
Ha OJHOMY 3 piBHIB. Hampukiaa, MOHITOpPUHT XocTa —
Lle €MHHUN CrIoci0 BU3HAYMTH, UM MaB Micue (Qi3ndHUMA
JOCTYII 10 LILOTO XOCTA.

His cencopa (Action). SIk ceHCOp YXBAaJIIOE DillICH-
HSl TIpO CTBOpEHHs iH(opMmauiiiHoro 3Bity. Bin Moixe
MPOCTO 3alKCyBATH [aHi, HaJaBaTH iHPOPMALIIO TPO
mozii abo oOpobnaTH Tpadik, sAxuit Haxae nani. CeHco-
pu pi3HOI il MOXYTh MOTEHIIHO 3aBakaTH POOOTI
oxuH oxHoro [1].

O06acTb Oy CEHCOopa A€ YSBICHHS, SKi HaKeTH
ceHcop 3Moe BuBYaTH. OOJACTh OMIISLY BH3HAYAETHCS
B33a€EMO3AICKHICTIO MIDK pO3TallyBaHHSM CEHCOpa Ta
iHdpacTpyKTyporo Mapiipytusamii Mepexi. 11106 3po3y-
MITH, SIK NPOLIECH BIUIMBAIOTh Ha 00JAcTh OISy, IOT-
JsiHBTE Ha puc. 1. Ha 11boMy pucyHKy HoKa3aHi yHiKaJIbHi
MOTCHIIIHI CCHCOPH, TO3HAYCH] BEJIMKUMH JTITCPaMH.

IHTEpHET

12821.
(poboua cranmia)

J—;’\
128.1.1.1 128.1.12 @
(poboua cramuia) - (HTTP-cepeep)
@ 128.1.1.3-32
(poboui cTammii)

e E (SPAN-mopT) @
®

T'padiune npencTaEneHHA

Puc. 1. [To3unionyBaHHsI CEHCOPIB y IPOCTiH Mepexi Ta rpadiuyHe HoAaHHS

99



Cucmemu ynpaegninus, nagizauii ma 36'a3ky, 2022, eunyck 1(67)

ISSN 2073-7394

Y mopsaKy 4eproBOCTI Ii CCHCOPH MAKOTh TaKe
pO3TalryBaHHs:

A — mepeBipsie iHTEpdeiic, Mo 3'eqHYE poyTep i3
InTepHeToM;

B — mepeBipsie inTepdeiic, mo 3'emHye poyTep i3
MEPENKHUM KOMYTaTOPOM;

C — mepesipsie iHTepdetic, mo 3'emHy€e poyTep i
xoct 3 [P-ampecoro 128.2.1.1;

D — mepeBipsie xocT i3 agpecoro 128.1.1.1;

E — nepeBipsie SPAN-opT Mepe:KHOTO KOMYTaTO-
pa (ueit mopT 3amucye Bech Tpadik, M0 MPOXOIUTH Ye-
pe3 KoMyTartop);

F — mepesipsie inTepdeiic, mo 3'eqHye MepeKHUN
KOMYTaTOp Ta MEPEKHHUI KOHIIEHTpaTop (Xad);

G — 3nificHioe 30ip manux xxypHainy HTTP y xocri
3 angpecoro 128.1.1.2;

H — ananiszye Bech Tpadik nmpotokony TCP y me-
PEKHOMY KOHLICHTPATOPI.

KoxkeH i3 mux CeHCopiB Mae pi3Hy 00NacTh OTJIs-
Iy, ToMy OauuTMe pi3Hi AUITHKH Tpadiky. Bu moxere
NpUOIIM3HO po3paxyBaTh 00JIAaCTh OISy CEHCOPIB Bee-
penuHI Mepexi 3a JOMOMOTror Tpoctoro rpada, mo
CKJIAJTA€EThCS 3 BEPINUH 1 pedep, SK MOKa3aHO B HUK-
HBOMY IIPaBOMY KyTi pHC.l, a MOTIM NPOCTEKHUTH, SIKi 3
pebep mepeTnHarOThCsE MK BepumHamu. CeHcop, MO3-
HaueHU# pyooM, peecTpyBaTume Bech Tpadik, 110 nepe-
TUHAE e peOpo Ha IUIAXY 1O TOYKH Npu3HaueHHs. Ha-
MIPUKJIIAJ, 3TiIHO 3 puc.l:

e ceHcop y Touli A GauntnMme Jwine Tpadik Mk
Mepexero Ta [HTepHeToM, aje He OadyuTHUME, Harpu-
knan, Tpadik Mix agpecamu 128.1.1.1 ta 128.2.1.1;

e ceHcop y Toumi B Oaunts Beck Tpadik Mix of-
HI€I0 3 aJpec, pO3TalIOBaHHUX HIDKYE 338 HHOT'O Ha CXeMi,
Ta anpecoro 128.2.1.1 abo [aTepHeTOM;

e cencop C 0auuTh TIIBKU BUXITHUHA Ta BXITHHN
Tpadik 128.2.1.1;

e ceHcop D, six i C, Gauurp smme tpadik, 1o
BUXOJUTH Bif anpecu 128.1.1.1 abo nepenaerbes im;

e cercop E Gauuth Bech Tpadik, 110 MUPKYIIOE
MDXK nopramu KomyTartopa: Tpadik Bix axpecu 128.1.1.1
Kyaucsk 1me, Tpadik Bix aapecn 128.1.1.2 kyauce mie, a
Takox Tpadik 3 128.1.1.3 B 128.1.1.32, mro B3aemomie 3

YUMOCH III€ 32 MEXKaMH JJAaHOT'O KOHIICHTPATopa;

e ceHcop F Oaunth yacTuHy Tpadiky, BUAUMOTO
ceHcopoM E, a came Ty Horo 4acTuHy, sika IepeaaeTbes
Bim 128.1.1.3 mo 128.1.1.32, 110 B3aEMOII€ 3 YUMOCH IIIE
3a MEXaMH JJaHOTO KOHIICHTPATopa;

e ceHcop G — ocoOnMBUI BHUITAIOK, OCKUIBKH €
xypraigom HTTP. Bin 6aunts numme Tpadix mpoToKoIy
HTTP (nmoptu 80 Ta 443), ne 128.1.1.2 — me aapeca cep-
Bepa;

e i HapemrTi, ceHcop H Oaumte Oymp-skuii Tpa-
¢iK, 0 BIATIPABIAETECA 200 ONEPKYETHCA OYIb-SIKOIO 3
anpec mianaszony 128.1.1.3-128.1.1.32, a Takox Tpadik
MiX IUMH XocTamu [1].

KoneH i3 ceHcOpiB HE OXOIUTIOE BCIO MEPEXY MOB-
Hictio. Kpim toro, y nporeci poOOTH JOBeieThCs 3iTK-
HYTHCS 3 HaJIMIIKOBUM Tpadikom. Hampukian, sKkiio
BUKopHcTOBYBaTH ceHcopu H i1 E; To nobaunmo tpadik
Bim 128.1.1.3 mo 128.1.1.1 mBiui. Ilpu BUOOPI Micus
BCTAQHOBJICHHS CEHCOpa HEOOXiJHO MparHyTH OXOIHTH
Mepexy MOBHICTIO, He ONyKaldd y HAJUIMIIKOBHUX Ja-
HHX.

OcHanryroun Mepexy, HeoOXiTHO BH3HA4YaTH Ipa-
BWIBbHI MiCIli BCTAHOBJICHHS CCHCOPIB y TPU CTaIlH:
CTBOPCHHS KapTH MEPEXKi, BU3HAYCHHS MOTCHINIMHUX
TOYOK BCTAQHOBJICHHSI CEHCOPIB Ta BU3HAYEHHS ONTHMa-
JIBHOTO OXOIUICHHS MEPEXKi.

Hepwuii eman nependavyae po3poOKy KapTH Me-
PeXi, pO3yMiHHS TOTO, SIK i €JeMEeHTH 3'€JJHAHI OIUH 3
OJIHUM, a TAKOK BH3HAYCHHS MOTEHLIHUX TOYOK BCTa-
HOBJICHHSI CEHCOPIB. PHC.] € CIpOIEeHO CXeMOI0 TaKoi
Mepexi.

Ha opyzomy emani, nipu omiHmi 003acTi OTIALY,
HEOOXiTHO 3HAWTH MOTCHIIHHO MPUIHATHI TOYKH yCTa-
HOBKH CEHCOPIB MEPEKi Ta BU3HAYUTH 00JIACTh, BUIUMY
3 1MX TO4OK. lle 3HaYeHHs MOoXke OyTH BHpa)KeHE y BU-
il epestiky komOiHarii# [P-agpecu/mopry.

Tabmuus 1 mokasye npuknaj 3BitTy s puc. 1.
[ToGynoBu rpada NOCTaTHBO, 100 NPUIYCTUTH, SIKE
OXOIUICHHSI Mepexi 3a0e3neuyBaTUMEThCsl 3 TOYOK
BCT@HOBJICHHS CEHCOpIB, ajie 1Mo0yaoBa OUIbII TOYHOI
Mozen morpedye Oinpmie iH(GopMaIii nmpo MappyTH-
3aTOpH Ta MepexHe 00aaHanHs [8].

Tabnuya 1 — O61acTh BHAUMOCTI 3 TOYOK BCTAHOBJIEHHS ceHCOPiB Ha puc. 1

Touka BCTAHOBJIEHHS IP-anpeca mkepena IP-agpeca myHKTY NpU3HAYeHHS

A IHTepHET 128.1,2.1.1-32
128.1,2.1.1-32 InTepHeT

B 128.1.1.1-32 128.2.1.1, IarepHer
128.2.1.1, IaTepHeT 128.1.1.1-32

C 128.2.1.1 128.1.1.1-32, IntepHer
128.1.1.1-32, TntepHer 128.2.1.1

D 128.1.1.1 128.1.1.2-32, 128.2.1.1, InTepuer
128.1.1.2-32,128.2.1.1, IarepHeT 128.1.1.1

E 128.1.1.1 128.1.1.2-32,128.2.1.1, IarepHeT
128.1.1.2 128.1.1.1,128.1.1.3-32, 128.2.1.1, IutepHer
128.1.1.3-32 128.1.1.1-2,128.2.1.1, Intepuer

F 128.1.1.3-32 128.1.1.1-2,128.2.1.1, Intepuer
128.1.1.1-32,128.2.1.1, IarepHeT 128.1.1.3-32

G 128.1,2.1.1-32, Inutepuer 128.1.1.2:tcp/80
128.1.1.2:tcp/80 128.1,2.1.1-32

H 128.1.1.3-32 128.1.1.1-32, 128.2.1.1, Inrepuer
128.1.1.1-32,128.2.1.1, IarepHeT 128.1.1.3-32
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Hanpuknan, npu po0oTi 3 poyTepaMmu MU MOXXEMO
BUSIBUTH, L0 OTJIST 3 TOYKH YCTAaHOBKU CEHCOPA acuMe-
TPUYHUI (3BEpHITH yBary, mo Tpadik, NokazaHul Ha
puc.1, 3aBKIU CUMETPUYHHH).

Tpemiii eman nepenbadae BUOIp ONTUMAIIBHUX TO-
YOK YCTaHOBKH, MIOKA3aHUX y Iii Tabmumi. MeTa — BHO-
paTH TOYKH, sKi 3a0e3MedyI0Th MOHITOPHHT Mepexi 3a
HaiiMeHIIoi HaaAMipHOCTI Tpadiky. Hampukmax, ceHcop
E, kpim iHmmx, 6aunts yci nani ceHcopa F, Tomy Hemae
ceHcy BuOmparu oOuaBi Touku. IIpm BUOOPI TOUOK yc-
TaHOBKH IIPAKTHYHO 3aBKIU JOBOAUTHCS MaTH CIPaBy 3
HaaMipHICTIO Tpadiky.

VY wiit curyanii J0NoMoKe 3aCTOCYBaHHS IPaBHII
¢uteTpanii. Hanpuknan, mo6 oOpobutu Tpadik Mix
xoctamu 128.1.1.3-32, y Touni H HeoOXifHO BCTaHOBU-
TH CEHCOD, 1 el Tpadik CIIMBaTUME 3HOBY 1 3HOBY B
toukax E, F, B ta 4. SIkio HanmamryBaTH CEHCOPH B
UX TOYKAaX TAKUM YHUHOM, 100 BOHU He OyIH 3BiTyBa-
i mpo Tpadik, Mo HagxoauTh 3 axpec 128.1.1.3-32,
npobnema ayGIIIOBaHHS CTa€ HEaKTyalbHOIO.

Cencop G myxe BiApI3HAETBCA BiXl IHIIMX CEHCO-
piB, MoKa3aHuUX Ha puc. 1.

[Moku i ceHcopu QIKCYIOTh Bech Tpadik Mepe-
xi, G dikcye nunre Tpadik nporokoay HTTP (tcp/80).

IMokwu iHIII CEHCOpPH 3MIMCHIOIOTH 30ip JAaHUX Tpa-
¢iky B Mexax Mepexi, G 30upae naHi 3 iHIIOTO PiBHS.
PiBeHb ceHcopa Jae ysBieHHs 1po iHdopMalito, mo BiH
30upae.

BucHoBku

CeHncopu 30HMparoTh iHPOPMALIIO PO MEPEKHUHA
tpadik. IIpukmanym Takux ceHcopiB BKIOYalOTh VPN,
OUTBIIiCTh cucTeM BusABJICHHS BTOprHeHb (IDSes), mpo-
rpamu 360py manux nportokony NetFlow, taki sk YAF
(Yet Another Flowmeter € eTaJloHHOIO peati3ami€eio s
cragnapty IETF IPFIX i crangapTHuM mnporpaMHuM
3a0e3MeueHHsIM 3aXOIUICHHsS TaKeTiB IOTOKY JUIsl iH-
crpymenTapito SiLK, YAF moxe 3uuratn pcap naHi 3
¢aiiniB abo oTpumaTd makeTu Oe3rnocepenHbo, SKi BiH
MOTIM 30Upae B 3aKMCY MOTOKY 1 EKCIIOPTYE Ha JIUCK), a
TaKoX Mporpamu 300py nanux nporokosry TCP, Taxi sik
Snort, i cupi mani tcpdump. Mepexyi ceHcopH Har0Th
Oimpire iH(OpPMAIii, HIX XOCT-CEHCOPH, HE TIIBKH TO-
My, III0 BOHU 0adaTh 0e37IiY XOCTiB, ale i TOMy, 10 XOCT
MOJKE HE pearyBaTd Ha Tpadik, IO BiIIPaBIAETHCS IO
BCilf Mepexi. Y To#l camuii 4ac Km0 OpaTH IO yBaru
o0csT Mepe)kKHHUX IaHWX, X IIHHICTh HEBEJHKA: IOBO-
JIMTHCS aHaJi3yBaTH OLbLIY KUIBKICTH 3alHMCIB JJISL PO-
3yMiHHS TOJii, 1 4acTO CKJIaIHO BH3HAYUTH, YU XOCT
BiJlpearyBaB Ha MepexHHUil Tpadik. MepexHi ceHcopH
MOXYTb JJOIOMOI'TH B PO3CJIilyBaHHI Ta JIy)KHTH ITiJMO-
rOK0 Ui XOCT-CEHCOPIB, KOMM I iH(pOpMaIlis Hemo-
cryna [9]. BukoprcTaHHS MEpEXHHX CEHCODIB Ta Jie-
TEKTOPIiB € e(pEKTUBHUM iHCTPYMEHTOM CHCTEM BHSB-
nerHs BropraHeHs (IDSes) mms BmpoBamKeHHS Ii€BOT
TIOTITHKY OE3IeKN CyJyacHUX KOMII IOTEPHUX MEPEXK.
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Network sensors and detectors as an effective data monitoring tool
A. Yanko, A. Martynenko, V. Trykoz

Abstract. This article is devoted to data collection and network analysis in order to understand the principles of their use
and prevent hacker malware. The main considerations for security measures are considered. An in-depth understanding of the
areas of information security is provided. For each attack scenario, the most effective scenarios for protection and formation of an
effective information security policy were selected and developed. Developing the right structure requires an understanding of
how different sensors collect data, how they complement, duplicate, and interact with each other, and an understanding of the
principles of efficient data storage to enable analysis. It is these problems that are emphasized in this paper. Particular attention is
paid to analysis - the process of collecting safety data and taking decisive action based on them. This article focuses on the mech-
anisms of intrusion detection through the use of network sensors and detectors. As a result, recommendations were made to en-
sure effective information security of a modern computer network based on the use of network sensors and detectors. Information
security measures to prevent further malicious actions were also considered.

Keywords: information security, computer network, network detector, network sensor, security policy, intrusion detec-
tion system, data scanning.
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! XapkiBchkuii HalliOHANBHMUI YHIBEPCUTET palioeIeKTPOHiKU, XapKiB, YKpaina
2 XapKiBChKHI HALIOHANBHUI MeIMYHMI yHIBEpCHUTET, XapKiB, YKpaina

ABTOMATHU30BAHA CUCTEMA JUIsA MOJAEJIFOBAHHA
TEPMIYHHUX OIIIKIB IIKIPU Y EKCIIEPUMEHTAJIBHUX TBAPUH

AHoTanisi. Y crarTi po3risiHyTa aBTOMaTH4YHA CHCTEMa I MOJCIIIOBAHHS TEPMIUHMX OMIKIiB IIKIpH Y €KCIIeprMEHTa-
JIBHUX TBapHH. 3allpOIIOHOBAHA CHCTEMA CKIAJAETHCS 3 HArPIBAJILHOTO SIEMEHTY 3 MiAKIIOYEHUM JI0 HBOTO JaTYNKOM Te-
MIIepaTypH, KoMITIoTepy (abo HOyTOyK), 10 sikoro uepe3 iHTepdetic USB minkimo9aeTsest 30BHIMHIA BUKOHABUMIT TIPHUCT-
piii, peanizoBaHUi Ha MIKPOKOHTPOJIEpI, SIKMIl PETyJIIOe TeMIEepaTypy HarpiBajJbHOTO €JIEMEHTa 32 JOMOMOIOI0 IIHPOTHO-
iMmynbcHOI Moaysswii. [Iporpamue 3abe3redeHHs 103BOIISIE 3a1aBaTH HEOOXiIHI mapamMeTpy TePMIYHOTO BILUIMBY (TeMIiepa-
Typy, 4ac, KpaTHICTh) Ta mepeadadae MOXKIIHMBICTh HOr0 PO3IIMPEHHS BUKOPUCTAHHSIM aBTOMATHYHOTO MI00py TeMiepaTrypu
Ta 4acy BIUIMBY B 3aJIEKHOCTI BiJl By €KCIIEpUMEHTAIBHOI TBApUHHU, AUISHKH Tija, IO MiAJATae BIUIMBY Ta 0a)KaHOTO CTY-
nieHst omiky. HasiBHICTH KOMIT'I0Tepa Jla€ 3MOTy BHOCHTH Ta 30epirati JaHi 00 YMOB €KCIIEPHUMEHTY, TBAPUH Ta Pe3yIbTaTH
JIOCTI/KEHb 3 aBTOMAaTHIHIM (hOPMYBAHHS KapTOK €KCIIepHIMEHTAILHIX TBAPHH Ta MOXJIMBICTIO EPEHOCUTH JaHi JI0 HIINX
NporpaM, HaPHKIA A1 CTATUCTHYIHOI 00poOKu pe3ynbrariB. CrcTemMa Moke OyTH 3aCTOCOBaHa VIS IOCIIDKEHb B 00nacTi

6ioJIoTii Ta MEUIIMHM, 30KpeMa y JOKITIHIYHUX BUIIPOOYBaHHSIX HpeNapaTis.

Knawuyosi cioBa: OHiK, CUCTEMA, MOJICIIFOBAHHS, YIIKOJXKCHHS, CKCIIECPUMEHTAJIbHA TBapHUHa, MiKpOKOHTpOJIep.

Beryn

Ormik - 1me TpaBMa IIKipH a00 IHIIMX OpPTaHiYHUX
TKaHWH, 110 CIIPUYMHSIETHCS TEPEBAKHO BUCOKUMH Te-
MIepaTypaMu, a TaKoXX BHITPOMIHIOBAaHHSIM, PaioaKkTH-
BHICTIO, €JIEKTPUKOIO, TEPTSIM a00 KOHTAKTOM 3 XiMid-
HUMHU pe4yOoBMHaMH. JlaHWH BUJI TPaBM € IJI00AJIBHOIO
poOJIEMOI0 B T'ally3i OXOPOHH 3/I0POB'S — 32 OLIIHKAMH
BOO3, y cBiTi mopiuno Tparuisierbes 180 000 Bumaakis
cMmepTi Bix omikiB. OmikoBa TpaBMa XapaKTepPHU3y€ETHCS
BaXXKUM TIepeOiroM, BHCOKOIO YacTOTOI PO3BHTKY
YCKJIaIHEHb Ta BEIMKUM PH3HKOM I10JIaJIbIIOI 1HBaJiN-
3anii mamieHTa. CTaTUCTHYHI aHi CBiqYaTh MPO Te, IO
came TepMIYHHUHA BH] OIIKY € HAHOUIBII IMTUPOKO PO3IIO-
BCIOJKEHUM [1]. V 3B’s3Ky 3 3a3HAUEHUM BHILE PO3PO-
OKa HOBHMX METOJIB EKCIIEPHMEHTAILHOIO MOJEIIOBaH-
HS TEPMIYHUX OMIKOBUX YINKOKCHb IIKIPH MiTOCITi-
JHUX TBapWH 3 METOI IMOJAJbIIOr0 BUBYEHHS 0COOIH-
BOCTEH penapauii TKaHHH Ta BIPOBA/KCHHS e(EeKTUB-
HUX CIIOCOOIB Teparii € JyXke akTyajJbHOI Mpo0JIeMOIo.

ExcniepuMeHTanbHI JOCHTIKCHHST AWHAMIKH PO3-
BUTKY OIIIKiB, MPOIECY 3aTO€HHS paHW, AOKJIHIYHI BU-
mpoOyBaHHA e()eKTUBHOCTI HOBHX JIKapCHKHUX 3acO0iB
HE MOXYTh OyTH IIPOBE/EHI Ha KIITHHHHUX KyJbTypax,
aJpKe OMIKOBE YIIKO/DKCHHS BHKJIMKAE METAOOINIYHI Ta
IMYHOJIOTIYHI 3MiHH y IIiylomy oprasizmi. Kpim Toro,
HeOe3MeYHNM YCKIIaJHEHHIM TJIMOOKHUX OITIKiB abo ormi-
KiB BEJIMKOI1 IIJIOMIi € OMiKOBa XBOPO0a, 1110 PO3BUBAETH-
Csl BHACHIJIOK pyHHYBaHHS TKaHUH Ta BUKJIHMKAE 3HAUHY
JIETaJIbHICTh, 0 00yMOBJIEHA MOPYIICHHAM LIEHTPANb-
HOT TeMOJIUHAMIKH 1 MIKPOIMPKYJISATOPHHUX PO3JIAIiB
BHACTIIOK TIEPBUHHOI TiMOBOJEMii, cTpec-peakiii, mMa-
COBOT'O BUBUILHEHHSI ITUTOKIHIB.

A 1e, B CBOIO Yepry, NMPHU3BOAUTH JI0 3MEHILICHHS
ra3oTpancnoptHoi GyHkuii KpoBi, MajiHHS OHKOTHYHO-
ro THCKY, MeTabOoJIIYHOMY alu103y — OCHOBHUX (hakTo-
PiB PO3BHUTKY MOJIIOPTraHHOI HEJOCTATHOCT] 1 BAHUKHEH-
HsI paHHBOTO cencucy [2]. Tepamist omikoBOi XBOpoOH
SIBIISIE COOOI0 TOCTPY MEAWYHY MpobieMy Ta moTpedye
EKCTIEPUMEHTAIBHNX JOCIIIKEHb.

Cepex HasiBHUX METOJIB EKCIIEPUMEHTAILHOTO
MO/ICTIIOBaHHS TEPMIYHUX OIIIKIB iCHy€ cnoci0, 110 BH-
Marae 3aHypeHHs CIMHH TBApUHU Y BOJAY, HArpITy MO
temriepatypu 96°C mpoTsAToM MEBHOTO Yacy 3a IOTIOMO-
rOI0 MPUCTPOIO, SKUH CKIAIA€ThCS 3 KOJUCKH 3 OTBO-
poMm Ta BomsHoi Oani [3]. IIpore, naHuii MeTOa HE A€
3MOTHY 3MIHIOBaTH IUIONIY Ta JIOKAI3aIlilo OIIKy Ta BH-
KJIMKA€ «BOJIOTHI» HEKpO3, M0 XapaKTepPHU3yeThCs
OUTBIII BaXXKUM TepeOiroM. [HIMIA MeTO]| BKIIOYAE BU-
KJIMK OMNIKY LIKIpM KOHTaKTHUM CIIOCOOOM 3a J0IOMO-
ro1o npoOipKu abo CreniagbHOTO IPUCTPOIO 3 HATPITOO
10 100°C Bomoro [4, 5]. IcHytoTh MeToH, 110 Nependa-
Yal0Th MOJIEJIIOBAHHS TEPMIYHOTO OIliKa 3a JO0TIOMOTIO0
noBiTps, HarpiToro g0 500°C, m0 TeHEPYEThCS EIEKT-
podeHoM [6] Ta 3 BUKOPHCTAHHSM CBITIIOBOJIA Jia3epa
[7] abo 3a momomoroxo iHdpayepBOHOI J1a3epHOT CTaHIiT
[8]. Bci i Meroau m03BONISAIOTH BHKIMKATH TEPMIidHi
OMIKM PI3HOTO CTYNEHSA 3a JOIOMOTOI0 3MiHH dYacy
BIUIMBY TEpPMIYHOTO areHta. HemomikamMu croco0iB,
ONMCAHUX BHINE, € HEMOJXJIUBICTh 3MIHIOBaTH IUIOLLY
OIIKOBOT'O YIIKO/KCHHS Ta HEJIOCTAaTHBO CIIOCOOIB pe-
ryJsiil peXXxuMy TeMIepaTypHOTO BIUIMBY Ha €KCIIEpH-
MEHTaJIbHY TBapHHY, a TAKOX BIJICYTHICTH MOJIMBOCTI
aBTOMAaTUYHOTO KOHTPOJIO 3aJaHuX mnapamerpis. Lle
YHEMOXKJIMBIIIOE, HAIIPUKIIAJI, MOJICJIIOBAHHS OIMIKIB pi3-
HOI IUIOMIi B paMKax OJHOTO ekcrepumeHTy. Kpim toro,
METOJIM MOJICITIOBaHHS TEPMIYHHX OIIKIB, IO Tependa-
Yal0Th OC3KOHTAKTHHU TEMIIEPAaTypHUI BIUIMB Ha €KC-
MepUMEHTAIbHY TBapHHY, 30KpeMa 3a JOIIOMOTO0 Ha-
rpiToro MoBiTps abo iH(ppavepBOHOI Na3epHOI CTAHIII,
He JIal0Th 3MOTY 3aJlaTH TI0TPiOHy IJIOILY paHu B cM2, a
JIMILIE JO3BOJISIIOTH OTPUMATH OIIKOBE YIIKO/KEHHS, 1110
BUMIPIOETHCS Y BITHOCHHUX BEJIIMYMHAX — BIJICOTKAX Bif
3arajpHOi IUIOIII IIKIPH, - Ta MOTPEOYIOTh J10JaTKOBI
PO3paxyHKH 3arajbpHOI IUION[I MOBEPXHI IIKIpU 3a Ba-
T'OFO MiIIOCTITHOT TBAPUHH.

3aBmaHHs EKCIIEPUMEHTIB — SK Bi3yalbHa OIlIHKA
JIMHAMIKH PO3BHUTKY OIIKOBOTO TIPOIIECY 3 BUKOPHUCTAH-
HSM IHAEKCIB 3aTrO€HHS paHM, TaK 1 JOCHIIPKEHHS Py
MMOKa3HUKIB IO JAafOTh 3MOTY 3pOOMTH BHCHOBKH IIO/I0
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PO3BUTKY CHJOr€HHOI IHTOKCHKAIlii, JUHAMIKH Mpo3a-
NaJbHUX Ta NPOTH3ANAJIbHHUX MPOLECIB, SIK Y KPOBI, TaK i
B YpaXeHil JUISHII MIKIpU eKCIePUMEHTAILHUX TBapUH
IpU TEPMIYHUX OmiKax. J{OCHiPKEHHS BHIIE3a3HAYCHUX
napameTpiB Jal0Th 3MOTY 3pOOMTH BUCHOBKH IIOJI0 ede-
KTUBHOCTI HOBHX JIKapChKUX 3ac00iB, IO BHKOPHCTO-
BYIOTBCS JUISl Teparii OMiKiB Pi3HOI IUIONIi Ta CTYHCHIO.
Takok aKTyaJbHAM € BUIUICHHS 3HAYYIIHUX 010XIMIUHIX,
IMyHOJIOTIYHUX, TOPMOHAJIFHUX TOKA3HUKIB MPH TEpMid-
HUX OITiKaX IIKIpX JUIS OMIHKH TSKKOCTI OITIKOBOTO TIPO-
1ecy, pU3UKY PO3BHTKY OIKOBOI XBOpPOOW, IIPOTHO3Y
MOXJIMBOCTI CaMOCTIHHOT pemnaparii B ypaXeHHX JiJIsH-
KaX, PU3UKY BUHHKHEHHS MOXKJIUBHX YCKJIAJHECHb.

Meta craTTi — OmMC aBTOMAaTH30BaHOI CHCTEMH
JUI MOJICIIOBAaHHSI TEPMIYHOTO OITiKa IIKIpH y eKCIIe-
pPUMEHTANBHUX TBapWH KOHTAKTHUM CIIOCOOOM, siKa
Oyna po3polOiieHa B pamKax JIOTOBOPY IpO CIiBpPOOiT-
HHUITBO MiX Kadeaporo Oiomorigaoi Ximii XapKiBCBKOTO
HaliOHAIBHOTO MEIMYHOTO YHIBEPCHUTETY Ta KadeIporo
EOM XapkiBChKOTO HAIliOHAJILHOTO YHIBEPCUTETY pa-
JIOGJIEKTPOHIKY, Ta JesKi Pe3yJIbTaTH ii 3aCTOCYBaHHS.

IIpakTu4Hi pe3yabTaTn

JIs MOZIeFOBaHHS TEPMIYHOTO OIiKa IIKIPH EKC-
MEPUMEHTAIBHAX TBAapUH KOHTAaKTHHM CIOCOOOM 3a-
MPOIIOHOBAaHA KOMI'FOTEPHA CHCTEMa PEryJIIOBaHHS Te-
Mrepatypu. JlaHa cucTeMa NpU3HAYeHA JUIS PEryJIro-
BaHHS TEMIIEPATYPH HATPIBAIBLHOTO €EMEHTa JUIs Mpo-
BEJICHHS MEIHUKO-0i0JIOTIYHUX JOCITIKEHb MO0 peak-
il TBAPUH HA TEIUIOBI TTOAPA3HUKH.

CrpyKkTypa cucTeMH loka3aHa Ha puc. 1.

30BHIMHIA HarpisaTbHHI
— BHKOHABYHH eleMeHT
TpHCIpiH
JaraHK
1— TeMIepaTypH

Puc. 1 .CtpykTypa cucTeMu peryioBaHHS TeMIIEpaTypH

Jlo ckmamy cucTeMH BXOIATh HATpiBaJbHHUU eie-
MEHT 3 HiJKIIOYEHNM JI0 HbOTO JATYMKOM TeMIIepaTy-
pu, komir'orep (abo HOYTOYK), 10 SKOTO depe3 iHTep-
¢eiic USB  migkiIrOYaeThess 30BHINIHIA BHUKOHABYHIA
NPUCTpIH, peani3oBaHWil Ha MIKPOKOHTpOJEpi, SKHH
peryJroe TeMIepaTypy HarpiBaJbHOTO eJeMeHTa 3a J0-
MOMOTOI0 MIMPOTHO-iMITyIIbecHOT Moxyssinii (ILIIM). Sk
HarpiBaJIbHUH €JIEMEHT BUKOPHCTOBYIOTBCSI JIaTyHHI
MIATPOHHI HarpiBavi giamerpoM Bix 3 1o 50 MM (Turoma
koHTakTy Bif 7 1o 1900 Mm?) norysknictio 50 BT/cM?,
3aKpiIuIeHi Ha TepMOi30JIIHHOMY YTpUMYBadi.

[pamtoe cuctema B Takuit crocio.

3a I0IIOMOTOI0 IPOTPaMHOTO 3a0e3MMeYeHHs TaHOi
CHCTEMH TIepea ITO0YaTKOM BHUMIpPIOBaHb (HOPMYETHCS
iHpopMalis mpo 00'eKT MOCTIKEHHS (BHI TBAapHHH,
CTaTh, BiK, HOPSIKOBUII HOMED), a TAKOX AaTy, 4ac JI0C-
nmimkeHHs. Takok BKa3yeThCs HEOOXiTHA TemIeparypa
HarpiBajbHOTO eneMeHra (B nmiamasoni Bixm 10°C mo
500°C 3 kpokom B 1°C), yac naii (Bix 0,5 no 60 cexyHn 3
qckpetHicTio 0,5 ¢), pexuM BIUIMBY - OAMHOYHUIT a00
OaraTopa3oBuii.

Mo xomanzi «CTAPT» BKito4aeThest HarpiBaibHUN
eJIeMeHT, iHpopMallisl BiJ JaTdiuKa TEeMIEpaTypu 4epes
30BHIIHIA BUKOHABYMH MPUCTPIH HAXOJUTH y KOMIT'IO-
Tep, 1 KOJIM TeMIlepaTtypa HarpiBajbHOTO €JIEMEHTa CTa-
OiTi3yeThesl HA 337aHOMY 3HAuYCHHI, Ha eKpaHi MOHITOpa
3'IBISIETBCSA KOMaHIa TpO O3B BIUIMBY HarpiBaJbHHUX
€JeMEHTIB Ha 00'eKT. JIOCHiTHUK MicIsA JOTHUKY 10 00'€K-
Ta JOCIHIJDKCHHS, HATHCKAaE KHOIKY Ha yTpUMyBadi Ha-
IpiBaILHOTO €JIEMEHTA, 1 KOMITIOTEp ITOYMHAE BiUTIK Ja-
Cy, 3a3HaUCHOT0 Ha MOYaTKy EKCIEpPUMEHTY, Icis 3a-
KIHYCHHSI SIKOTO JIyHa€ 3BYKOBHMH curaai. Ilicist 3aBep-
IICHHS 3ByKOBOT'O CUTHAJIY B 3QJICXKHOCTI BiJ] BAOPAHOTO
pexuMy poOOTH HArpiBaIbHUI €IEeMEHT ab0 BHMHKa-
€ThCsI, 00 TOTYETHCSI T HACTYITHOTO BUMIPIOBAHHSI.

Iadopmariiss moOI0 MPOTOKOJIB MPOBEACHUX EKC-
MEPUMEHTIB 0 KOXHIM TBapuHH 30epiraerbcs y 0asi
JaHUX, fKa BXOOHUTb II0 IPOTPAMHOTO 3a0e3MeueHHS
CHCTEMH, Ta Ja€ MOKJIUBICTE BHOCHTHU TY/U PE3yJIbTaTH
BUMIpIOBaHb KJIIHIYHUX, IMYHOJIOTIYHHUX, OlOXIMIYHHX
TICTOJIOTIYHUX Ta iH. MOKA3HHKIB Ta OJUHMUII X BUMIpPY
3 aBTOMaTHYHUM (OPMYBaHHIM KapTKH €KCIEpHMEHTa-
JIHOI TBapUHHU.

W

Puc. 2. TepMiuHuil OMIK IIKIPX 33AHBOT TOBEPXHI
CcTerHa MopchKoi cBHHKH 1utomtero 1 cm? IIb crymnenio

Ipuknao excnepumenmy. 3aBIaHHA: HEOOXiTHO BH-
KIIMKATH TEPMIYHUN OMIK MIKipH 3aHBOI IOBEPXHi CTer-
Ha MopchKoi ceunkM miommero 1 cm? IIb crynenro. s
IIFOTO TOJHMMO BiATIOBIAHY MUITHKY IIKipu. TBapuHy Ha-
PKOTH3yeEMO 3a JlonoMorolo mpenapary «lIpomogom» y
o3 2,5 MI/KT iHTpanepuTOHeabHO. Bubupaemo mat-
POHHHMI HarpiBad BiJIIOBIIHOTO Jiamerpy. BHocumo B
KOMIT'IOTep JaTy, 4ac eKCIIEpUMEHTY, BUJ TBapUHU, BIK,
CTaTh, Bary, HOPSIKOBUI HOMED, IUIOILY Ta CTYIIHb OIIi-
Ky. 3 IaHUX JITEpPaTypH BiIOMO, MO VI CIPUYMHCHHS
omiky IIb cryneHio mKkypu MOpchbKoi CBUHKHM HEeoOXinHa
TemIiepaTypa HarpiBampHOro enementa 230°C, gac exc-
mo3utii — 3 cexynau [8]. Ha xommr’toTepi BHCTaBIsIEMO
Temmepatypy 230°C, gac BIUIUBY — 3 CEKyHAH, PEKUM —
ommHOUHMA. HapkoTn3oBaHy TBapuHYy (ikcyemMo Ta Ha-
HOCHMO OMIK 3a JOIOMOTOI0 HarpiBaJbHOTO EIIEMEHTa
KOHTaKTHUM CIOCOOOM. Pe3yrbraTtu 3acToCyBaHHS CHC-
TEMH IPEJICTaBIICHI Ha PHC. 2.

B pesynbTati uepe3 no0y miciisi HAHECEHHS OIIKY Y
TBapUHHU BIIMIYA€ThCS CyXUH «KOATYJSLIHHUID HEKPO3
YIIKOJPKEHOT UIAHKM KipH fiameTpoM 1 ¢cm? Ta o3Ha-
KU 3amajieHHs: Oinb, mouepBOHiHHS, HaOpsk. Ha npyry
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00y HEKpOTHW30BaHI TKAaHWHU BiATOpraroThes Ta Qop-
MyeTbest fedekT npomero 1 cm? Ta rmbKHHOIO, MO Bid-
nosinae IIb crynento omnika. Ha Tpetto no0y Binmivanu-

csl BUP@KEHI O3HAKM 3allalIbHOTO IPOIECy, NpoTe ILIo-
ma gedexry 3menmmiacst Ha 6 — 10 %. JKomuux mpe-
napariB /ISt JTiIKyBaHHS JIeeKTy He 3aCTOCOBYBaIIH.

Jara: 19.12.2021
Honep Teapumm T-1

Bun: Mpuar  Bara: 390 r Bir: 4 mic.
Jara egragasii: 22.12.2021
UineHa kpoe

LLCE,
nana o

JefkouuTH,

Eozwhodinmg, %
1P n i

E83

]

3,2

il

CHpoEaTEa EpOEL

umoen epcoepuMeETY. 1 - 230°C, 9ac excomosumil — 3 CREVHIH, PROEHM — OOHH OUTHHEH

MAH, %

CTaTe caMenk

M ohouuTH

CAH, % NisapouuTH, %6

667 15,4 3,24 &7

Fantornotin | Ciproomyroigw

CPE, mrfn ,mrfn ,mrfn

9,8 1,25 0,56

TTpenapato vpasesof IUTAHEE METFH

UK c.p.,
.0

UIK e.p.,

¥.0. @4H

@ H

0,122 0092 1,68

CHpOBATES KpOEL

JarancHui

Honares, Honaren,

Komarexy.o

1 Tun, y.o. 3 THN, ¥.0.

Honarex

5 Tvn
V.0

Honarex

AHTT,
L B THn, HopTukocTepoH

V.o nkrfn , HiM/n

3,07

2,07

0,09 0,23 7,16 7,93

CHPOEATES EPOEL

IL-18,

) TNF-a, nkr/mn
nkrfmn

IL-2, reer/man

IL-4, IL-12,

nkrfmn i mn

15,82 16,33 5,35

15,63 1,03

Tomoremar med pu

IL-1B, nkrfr
Ginka

THF-g, nkr/r
Ginka

IL-2, merfT
Ginka

E,95

, 62,75

]

115,26

CupoEaTea EpoEL Temamizar

IL-4,
nkrfr

Ginka

IL-13,
nkrfr

Ginka

0,54

il

TEK-AT, Haranaza

kM fin OK, meM/fn | seHaran/rHb

5,36 B4,67 617

ton,
wrir Hb

43,86

Puc. 3. ABromaTtuuHO c(hopMOBaHa KapTKaA EKCIIEPUMEHTAIBHOI TBAPHHU

MopcbKy CBHHKY JIeKalliTyBald Ha TPETIO J00Y
eKCIIepHMEHTY, JaTy eBTaHa3ii BHecu 10 cucteMu. bynu
NPOBEJICHI JIOCIIPKEHHSI IIOKa3HUKIB 3aNajIeHHs [IIIXOM
BU3HAYEHHS JIEHKOIMTApHOI (HOPMYJH, IIBUIKOCTI OCi-
JTAHHS €PUTPOLUTIB, (haronuTapHOI aKTHBHOCTI HEHUTpO-
¢iiB 3a cyMOr0 (haroUTapHOTO YHCIA Ta (aromuTapHOL
aKTHBHOCTI HEHTpOQINiB y HiNBHIN KPOBi, PiBHA CipKO-
MyYKOiniB, ranroryio0iny, C-peakTuBHOTO OiNKa, ITHPKY-

JIFOIOYMX IMyHHHX KOMIUIEKCIB BEJIMKHUX Ta CEPEIHIX po-
3MipiB, KOPTHKOCTEPOHY, aJPEHOKOPTUKOTPOIHOTO rop-
MOHY B CHPOBATIIi KPOBI, MPO3anajbHUX IHTEPICHKIHIB -
1B, 2, dakropy HEKpo3y IyXJHMH-0, HPOTHU3AMAIbHHUX
iHTepaetikiniB 4, 10 y cupoBaTii KpoBi Ta roMOreHaTax
ypa)keHO1 MUITHKA MKipH. J{J1s OMIHKY JWHAMIKHA BiTHO-
IICHHS TPOOKCHAAHTHHUX Ta aHTHOKCHIAHTHUX TIPOIIECIB
BU3Havyamu KoHreHTpanifo TEK-akTHBHUX MpOIyKTiB Ta
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JIIEHOBHMX KOH’IOTaTiB y CHPOBATL KPOBI Ta TOMOreHaTax
ypaxkeHOT JUISIHKM LIKipH, aKTUBHOCTEH KaTtajia3u Ta Cy-
MEPOKCHITUCMYTa3u y TeMolizarax KpoBi Ta TOMOreHa-
Tax ypaxeHol NUITHKM HmKipu. Takox Oyno mpoBeieHO
TiCTOJIOTIYHE JOCIIJDKEHHS MpenapaTiB ypakeHol JisH-
KM IIKipH, BUMIPIOBaHHS PiBHS 3arajbHOTO KOJAreHy Ta
BU3HAYEHHS HOTO INEPINOro, TPEThOro, I’ SITOr0 Ta MIoC-
TOTO THIIIB JUIS OLIHKH TSDKKOCTI MepeKTy Ta AWHAMIKA
pemapaTuBHUX mporeciB. OTpuMmaHi pe3yibTaTd, OIH-
HUIII BUMIPY Ta MaTepiai OyJiu BHeCeHi 0 0a3u JaHUX,
sIKa aBTOMaTHYHO c(hopMyBaa KapTKy eKCIEpHMEHTab-
HOI TBapuHU. [IpuKiag Takol KapTKU NPEACTaBICHUN Ha
puc. 3. Y Bumnazaky, SIKIO €KCIEPUMEHTAJIbHIA TBapHHI
MPOBOJIMIIOCS JIIKYBaHHS 33 JIOTIOMOTI'OI0 ITPOTHOIIKOBHX
npenapariB, B CHCTEMY BHOCHTbCS IH(OpMALs LI010
Ha3BHU Tpernapary 103H, (OpMH Ta KpaTHOCTI HOTo 3acTo-
cyBaHHs. Takox 110 6a3M JaHUX MOXYTh OyTH BHECEHi
pe3yabTaTh AOCHTIIKEHb TBAPUH KOHTPOJIBHOI IPYIH, SIKi
HE MJISTany BIUTUBY JKOJHHUX VIIKO/DKYFOUUX (aKTOPiB
Ta He OTPUMYBAJIH JTIKyBaHHS >KOAHUMH IpeTIapaTaMH.
Kaptku migmocnmigHuX TBapuH Ta MPOTOKOIH €KC-
MepUMEHTy 30epiraroTbcss y mam’sti kKo totepa. lle
JIO3BOJISIE, HAIPHUKIIAJ, CKOIIIOBATH Ta 3aBaHTAXKHUTH
JlaHi y HIII IPOTpaMu, 30KpemMa, JUIsl CTaTHCTHYHOI 00-
pOOKHM OTpUMAaHUX pe3yNbTaTiB. TakuM YHHOM, 3aIpo-
MOHOBaHAa CHUCTEMa MOXKE OyTH 3acTOCOBaHAa HE TUIBKH

JUISL MOJICJIIOBAHHS OIIKIB INKIPU EKCIIEPHUMEHTAIbHUX
TBapHH, ajie 1 i 30epeeHHs] Ta 0OpOOKM NaHUX, SIKi
OyIyTb OTpHMaHi B Pe3yJIbTaTi eKCIIEPUMEHTY.

BucnoBku

3anponoHOBaHa CHCTEMa Ja€ 3MOTY BHKJIMKATH
TEPMIidHi OIiKK Oy/b-SIKOT AUISHKY LIKIpH €KCIIepUMEH-
TILHUX TBapuH. KoMI’loTepHe yNpaBiiHHS JI03BOJISIE
3aCTOCOBYBAaTH aBTOMAaTHUYHY PETYIILII0 TEMIEpaTypH
Ta 4acy BIUIMBY, III0 HEOOXITHO IS MOJCIIOBAHHS OIi-
Ky HeOoOXiZHOi TJIMOMHHW, a HasBHICTh HarpiBaJbHUX
€JIEMEHTIB PI3HOTO TiaMeTpy HO03BOJIIE HAHOCHTH OIli-
KOBi paHu pi3HOi miomi. [Iporpamue 3abe3medeHHs
MOJKHA PO3IMIMPHUTH MOMJIHMBICTIO aBTOMAaTHYHOTO IIiJ-
0opy TeMIepaTypH Ta 4Yacy BIUIMBY B 3aJIeKHOCTI BiJ
BUIly SKCIICpUMEHTAJIbHOI TBAapWUHH, IUITHKH TiNa, IO
MmiansArae BIUIMBY Ta Oa)kaHOTO CTyHeHs omiky. Hass-
HICTh KOMIT'FOT€pa Ja€ 3MOTYy BHOCHTH Ta 30epiraTu
JlaHi MOJI0 YMOB EKCIIEPUMEHTY, TBAPHH Ta PE3yJIbTATH
JIOCIIZKEHb 3 aBTOMaTHYHUM (POPMYBaHHS KapTOK €KC-
MEPUMEHTAIBHUX TBAapUH Ta MOXIIHMBICTIO MEPEHOCHTH
JIaHl 10 HIIKUX OpoTpaM, HAMPHKIAL I CTATUCTHIHOT
00poOKH pe3yIbTaTiB.

Cucrema Moxe OyTH 3aCTOCOBAHa JUIsl IOCJiIKEHb
B 00macti 0ioJorii Ta MEeAWIIMHY, 30KpeMa y JOKIiHIY-
HUX BUNPOOYBAaHHSX MPETIAPaTiB.
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Automated system for thermal skin burns modeling in experimental animals
O. Yankovsky, D. Yankovska, H. Polikarpova

Abstract. The article considers an automatic system for modeling thermal skin burns in experimental animals. The pro-
posed system consists of a heating element with a temperature sensor connected to it, a computer (or laptop) to which an external
actuator implemented on a microcontroller is connected via USB, which regulates the temperature of the heating element by
pulse-width modulation. The software allows you to set the required parameters of thermal exposure (temperature, time, multi-
plicity) and provides the ability to expand it using automatic selection of temperature and exposure time depending on the species
of experimental animal, the affected area and the desired degree of burns. The availability of a computer allows to enter and store
data on the conditions of the experiment, animals and research results with automatic generation of cards of experimental animals
and the ability to transfer data to other programs, such as statistical processing of results.The system can be used for research in
biology and medicine, in particular in preclinical trials of drugs.

Keywords: burn, system, modeling, damage, experimental animal, microcontroller.
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AHaJIi3 TeXHOJIOTi| migBuIeHHs eeKTUBHOCTI
TakTuabHoro InTepHeTy y KOMI'I0OTEPHUX MepeKax

AHoTanisi. Meroro naHoi po6GOTH € MPOBEISHHS aHaNi3y TEXHOJOTIH sKi 3MOXKYTh 3a0€3MeYnTH MiIABHIICHHS e()eKTUB-
Hocti Taktunsroro Iurepuery (TI) y komm'rorepanx Mepexax. Konneruist TI HaGyna cBOro po3BHTKY 3aBAISKH TOSIBi Ta
PO3BHUTKY TEXHOJIOTIH, 110 BUMAraroTh JOCHTh MAJIO] 3aTPUMKH IIPH JOCTaBLi AaHuX. L{e HacaMmmepen NOCIyry 3 NEBHUMH
BUMOT'aMHU J0 iHTEPAaKTUBHOCTI. 30KpeMa, 1€ MOXKYTh OyTH Pi3HOMaHITHI CUCTEMH YIIPaBIiHH:, TOB'sI3aHi 3 Mepeaadeto Ta-
KTHJIBHUX BIIYYTTIB BiJl BUKOHAaBYMX MEXaHI3MIB i CEHCOpIB Ha opraHu ympasiiHHA. st migsumeHHs edextuBHocTi TI
CBOTOJHI PO3MIISIAETHCS HU3KA MEPCIEKTUBHUX TEXHOJIOTIH, HAPHKIIAA, TEXHOJIOTIs B3aeMoii mpucTpid-npuctpiit, D2D
(Device-to-Device), 6e3 BukopucTanHs 6a30BOi CTaHIii, 10 J03BOJIsAE e)EKTUBHO MOOYIyBaTH HAAIIUIBHI KOMII'TOTEpHI
Mepexi. [t moOyqoBH MEpeK 3 MaluMH 3aTPHMKaMH BEJIMKOTO 3HaueHHs HaOyBatoTh TexHouorii Tumy MEC (Mobile
Edge Computing), nporpamuo-kondiryposanux mepexax SDN (Software Defined Networks) ta Bipryaizanii MepexHuX
¢oyukuiit NFV (Network Functions Virtualization). Komi’oTepHi Mepeski 3 HU3bKMMH 3aTPUMKAMH, B OCHOBI SIKHX JICKHTh
KoHIenmis TakTuibHOTO [HTEpHETY, MAIOTh BEIMKE 3HAYCHHS IPU BHOOPi METOQy MOOYIOBH KOMIT FOTEPHUX Mepex. B ma-
Hifl CTATTi PO3IIITHYTO Pi3HI TEXHOJOTIi Ta MPOaHaTi30BaHI OCHOBHI IepeBaru Ta MpobjeMu O03HAYEHUX TEXHOJOTIH, sKi
BHUMAararoTh IIOJAJIBIIOTO iX JOCHTIIKEHHS.

KawuoBi ciaoBa: TaktunpHuii [HTepHET, KOMITIOTEpHAa Mepeka, BipTyamizalii MepeXHUX (YHKLiH, MporpamHO-

KOH(]IrypoBaHi Mepexi.

Beryn

TaktunpHuil [HTEpHET, AK YacTMHA TIJI0OAIBHOL
Mepexi, NMOBUHHA TOEJHyBaTn y co0i HaJHU3BKY 3a-
TPUMKY Tepeiadi TaHUX BOJHOYAC 3 BHCOKOK TOCTYII-
HICTIO, HaAIHHICTIO Ta 0e3meKkor0. Tak, KIF0Y0BOKO 0CO-
OmuBiCTIO, siKa Bimpi3Hsie TakTwimbHuUNA [HTEpHET, € -
BHIIICHA MOCTYIHICTh HAMIHHUX BHCOKOIIBUIKICHUX
3'€JHaHB Yepe3 MOOUTHLHHHN Ta MIHPOKOCMYTOBUH JTOCTYTI
O Mepexi i3 Haa3BHYaifHO MaJliM TEPMIiHOM OYiKy-
BaHHs B 000X HanpsiMkax [1]. Texuosoris TakTHIBHOTO
IaTepHeTy € HacTymHUM IMadjieM pO3BUTKY [HTepHeTY
peueii, 1o nepeadayae nepeaady He JUIIe 3ByKOBHX Ta
BiJICO TAaHMX, & i CKBIBAJICHT JIFOJICHKUX JOTHKIB, PYXIB,
niii. Hampukman, 3 HOro J0MOMOrOH MOXKHA BYHTH
MaJIIOBaTH, TPaTH Ha MY3WYHHX IHCTPYMEHTaX, pPOOUTH
BiJJIaJIeHi XipypriuHi omnepariii, TOOTO Bce, 1[0 BUMAarae
HABUYOK «IPiOHOT MOTOPHKI.

BignosigHo, peamizamis Takoi imei Bumarae mooy-
JIOBH KOHIETII HOBUX HAIIIIIBHUX MEPEex, 1o 3a0e3-
MeYyIOTh TIIKIIOYEeHHS Habarato OLIBIIO KITBKOCTI
MPUCTPOIB Ta 3a0e3MEeYCHHS HHU3BKOi 3aTpUMKH. [Ipuk-
JagoM Takoi Mepexxi Moxe Oyt mepexa 5G, mo e
pO3po0IIETHCS 1 TECTyEThC B AaHui yac. Came Mepexi
3B’SI3Ky I’ SITOTO MOKOJIIHHS HE TiJbKW 3MIiHHIU TIOTJIS]
Ha PO3BHUTOK KOMIT'IOTEpPHUX MEpEX B HiJoMy, aje i
MPUBEIM 0 TMOSBH IIJIOr0 PSAYy HOBHX HAINpPSIMKIB B
HAYKOBO-ZIOCHITHHX POOOTax B Tamy3i KOMII'IOTEPHHX
cHcTeM Ta Mepex [2].

punnun TaktuneHOro IHTEpHETY MOXKHA pO3r-
JSIAaTH K TPHUIIAPOBY CHCTEMY, 3aCHOBAHY Ha CTPYK-
Typi Mepexi 5G (puc. 1). Y miii cTpyKTypi po3miieHi
armapaTHe Ta IMpOrpaMHe 3a0e3MeYeHHs, a JJIs CyMICHO-
CTI IOCITYT HA PiBHI MPOrpaM BHUKOPUCTOBYIOThCS iHTE-
pdeiicn npuknagsoro nporpamysanss (API) [3].

[Tepmmii piBeHb — 1€ piBEHb amapaTHUX PECYpCiB,
SIKAA BKJTIOYA€E THPPACTPYKTYPY MeEpexki i3 HeoOXiTHu-
MU TPaHWIHHMH XMapaMmH, Ha JPYyTroMy pPiBHI BCTaHOB-
JIIOETHCS TIPOTPAMHE 3a0€3MEUYCHHS, TYT e PO3MIIy-

OThCsL 010mioTeKN st BCiX (DYHKIIH, HEOOXITHHX Y
Mepexi. Lli 6i0mioTekn € mporpaMHUME (QYHKIISIMH Ta
MOZYJISIMH, SIKI MOKHa BHKOPHCTOBYBAaTH y HEOOXimHO-
My Micui Mepexi. Kpim Toro, Ha 11boMy piBHI pO3Mi-
LIYIOTHCS TIApaMETPH PalioOCTyIy Ta iHII YCTAHOBKH,
HeoOximH1 st KoHdirypauii mepexi. I, Hapenrri, npuk-
JagHUN piBEHb, Ha SIKOMY BH3HA4€HO CEpPBICH Ta IPO-
rpamu, HeOOXiIHI CHCTEMHHUM OIePaTOPaM MEPEKi.
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Puc. 1. OcHoBHi piBHi cuctemu TakTuneHoro IHTepHETY

Tpu piBHI cucTemMu TOB'si3aHI 4epe3 iHTepdeiic
YIPaBIiHHS CHUCTEMOIO Ta opKecTpyBaHHs. Llelt iHTep-
¢eiic BiaNoBiae 3a KepyBaHHS POOOTOIO MEPUIMX JABOX
piBHiB. IHTepdeiic kepyBaHHS Ta OpKECTpPyBaHHS ITiJIK-
JIIOUSHMH 110 nepmoro piBHA yepe3 API mis BukoHaHHS
3aBJ[aHb, HAJAIITYBaHHS CUCTEMH Ta MOHITOPUHTY CTa-
Hy Ta NpoAyKTHBHOCTI. IIporpamue 3a0e3nedeHHs Ta
mapaMeTpy JIPyroro piBHSA TaKOX MOXYTh OyTH oOpaHi
y Oymp-sKui yac kepyrounM iHTepdericom uepe3 APIL
B3aemoniss Mixk mpukIagHEM piBHEM Ta iHTepdeiicom
VOpaBIiHHSA Ta OPKECTPYBaHHS IO3BOJISE iHTEpdeEicy
BHOWPATH BiJTOBIIHUN MEPEXHHIA KIIacTep IS KOXKHOL
nporpamu abo 3iCTaBISITH HOTO 3 ICHYIOUMM KJIaCTEPOM.
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MeTa cTaTTi — IPOBECTH aHAIII3 TEXHOJIOTIH 3a-
Oe3reueHHs] MiJBUIIEHHS e(QEeKTUBHOCTI TaKTHIBHOTO
[HTEpHETY y KOMI'IOTEpPHUX MEpeXax, BUSBUTH OCHOBHI
nepeBard i nMpoOJeMu JaHUX TEXHOJOTIH Ul I10JaJib-
IOr0 1X JOCHI/DKEHHS Ta BIPOBA/DKEHHS, a TaKOX
BIUIMB ()aKTOPiB Ha 3HWKEHHS epekTuBHOCTI T1.

AHaJii3 CyJYacHUX TeXHOJIOTil peasizamii
koHnenuii TakTuabHoro InTepHery

Komm’toTepHi Mepexi 3 HU3PKUMH 3aTPAMKaMH, B
OCHOBI SIKMX JIGXHTh KOHLEMIIsE TakTHiabHOTO [HTEpHE-
Ty, MAalOTh BEJIMKE 3HAUYCHHS MpH BHOOpi MeTOIy MOO0y-
JOBH KOMII'IOTEPHHX Mepex. Peamizamis KoHIemii
TaktuneHOTO IHTEpHETY MOMIJIMBA TUTBKH 32 YMOBH
BIIPOBA)KCHHSI HOBUX TEXHOJIOTIH, HATPHUKIA[;

- TEXHOJIOTii NpPOrpaMHO-KOMYTOBAaHUX MeEpex
SDN (Software Defined Networks);

- TexHoJorii BipTyanmizamii MepeXKHHX QYHIIH
NFV (Network Functions Virtualization);

- MOOUIBHMUX TpaHUYHHX OOYHCIICHb
(Mobile Edge Computing);

- rtexuoyorii MIMO (Multiple Input Multiple
Output);

- TexHOJOTII B3aeMoxii mpuctpiii-npuctpiit D2D
(Device-toDevice).

Buxopucranns texuonoriii NFV ta SDN no3Bo-
JIsiE TOAUTUTH MEPEXy Ha BipTyasbHi 1apu abo cerMeH-
TH 1, TAKMM YWHOM, CIPOUIYE YNPABIIHHSI KOXHUM 13
HUX Ta Mepexero B 1ijiomy. [Ipy oMy KOXKEH cerMeHT
BIJINIOBiJIa€ 32 HAJAHHS TIEBHOI MOCIYTH Ta HAJIAIITOBA-
HUi Juis 11 epexktuBHOl pobotu. B pesynbrari ongHa
¢bizuuHa Mepexa 3abe3neuye HajAiliHe (YHKIIOHYBaHHS
PI3HMX TOCIYT 3 BIACHHUMHU HAJIAIITYBaHHSIMH, a Olepa-
TOp MAa€ MOXJIMBICTH 3IIHCHIOBATH OKpEME YIpaBJIiHHA

MEC

KOXKHMM I1apoM a00 BCT@HOBJIIOBATH OJJHAKOBI YIpaB-
JIHCBHKI HaJalITyBaHHs JUIsl IEKUIBKOX IIapiB ojHOYAC-
Ho. lle 103BOJMTH 3MEHIIUTH Bapiamii 3aTPUMOK, LIO €
OJTHI€IO 3 TOJIOBHUX BUMOT 10 TaktuneHOro [HTEpHETY.
TakuMm 4MHOM, CHiJIbHE 3aCTOCYBaHHs TexHojorid SDN
ta NFV 3a0e3meunTs KOHBEpPTEHIIII0 HE JHIIEe Ha PiBHI
cepBiciB, a i Ha piBHI iHppacTpykTypH [5].

Texnonoris MEC momnsrae y mepeHeceHHi 0049uc-
JICHb, MOB'A3aHMX 3 TpaikoM Ta cepBicaMi, 3 IEHTpaTi-
30BaHOi XMapy Ha TPAHHUITI0 MEPEXi Ta OIIDKIe 0 KITi-
€HTiB. ['paHnYHa 00NacTh Mepexi aHamizye, oOpobse
Ta 30epirae JaHi 3aMiCTh TOro, 00 BIANPABIATH iX Y
XMapy Juist 00poOku. 30ip Ta 00poOka aHuX OIHKYe 10
KIIEHTIB 3HIDKYE 3aTPUMKY Ta HiJBHUILYE NPOIYKTHB-
HICTh Y pealbHOMY 4aci AJisl JOAATKIB 3 BHCOKOIO IpO-
IyCKHOIO cripoMoxkHicTio. 3a3suuait, MEC posropra-
JOTBCSL 3a JIOMOMOTOI0 IIEHTPIB OOpOOKHM HaHUX, IO
3HAXOIATHCSA Ha MEXi Mepexi. [ nomatkiB Ha Mexi
Mepex MOTPiOHa BHCOKA MPOITyCKHA 3/1aTHICTh Ta HHU3b-
Ka 3aTpuMKa. s hOro MmocTayajJbHUKH HOCIYT CTBO-
PIOIOTH PO3MOALICHI HMEHTPH OOpOOKH MaHWX abo po3-
noxineHi xmMapu. Pecypcen, o cTaHOBIATE XMapy, MO-
KyTh OyTH Jie 3aBrOJIHO: BiJ LICHTPAII30BAaHOTO LEHTPY
06po6ku manux (IIOM) 1m0 By3ia CTUIBHUKOBOTO 3B'S3-
Ky, LIEHTpaJIbHOro 0(icy, By3lia arperyBaHHs, MiCbKOTO
O/ abo Ha teputopii kiienta. Texnonoris MEC no-
3BOJIsIE BUKOHYBATH PO3MOAUICHI TPaHUYHI O0YHCIICHHS,
OIPaIlbOBYIOYM KOHTEHT Ha MEXI 3a JOIIOMOI0I0 cepBepa
a00 XMapHOTO a0OHEHTCHKOTO OOJIATHAHHS. BiTbHIiCTh
MIPOEKTIB i3 TPAHUIHUMHU OOUYHMCICHHSIMH PO3POOIIIIOTH-
csl 3a JIONIOMOTO0 00JIaJHAHHS Ta MPOrPaMHUX 3ac00iB
3 BIIKPUTHM BHXiIHUM KOJIOM, SIKi BHKOPHCTOBYIOTbH
mapagurMi XMapH Ta BipTyamizamii, Brirrodaroun SDN
ta NFV (puc. 2).

:‘Q[J
el
i Edge Compute Data Center
. Firewall 7 NAT ' Cartratizad
Cloud
MEC MEC Hosting
7 VSRX Secure  Server Infrastructure
5o Gateway Apps I
= Core
Mobile and Network
Fixed Line
Consumers

Puc. 2. Cxema rpaHH9HUX 009NCIeHb 3 MHOKHHHEM JocTyrioM (MEC)

Texuomnoriss MIMO — 1e TeXHOJIOTisI IPOCTOPOBO-
ro KOAYBaHHS CHTHAJNy, SIKUM JO3BOJISE 30LIBIIMTH
CMyYTy IpOIyCKaHHS KaHaly, NpW Iepefadi Ta OTpH-
MaHHI JaHUX, 32 PaXyHOK CHCTEM 3 JEKiJIbKOMa aHTe-
Hamu (puc. 3). IlpuiiManbHi Ta mepeaaBaibHI aHTEHH
PO3MIIIYIOTh TAKHUM YHHOM, 100 KOPEIAIis MiX CycCiJ-
HIMHA aHTe€HaMHu Oyna JIOCHTh CIIa0KOI0. 3aCTOCYBaHHS
texHosorin  MIMO Bupimnrye TUTaHHSA MTiJBUIIECHHS
IIBUIKOCTI Tepenadi Ipu MPOCTOPOBOMY MYIIBTHILICK-
CyBaHHI Ta IOKpAIEHHS $KOCTI 3B'A3KYy 3a paxyHOK
IIPOCTOPOBO-THMYACOBOI'0/4aCTOTHOTO KOJyBaHHs abo
(hopMyBaHHS IIPOMEHIB.

 ——

IlepexaBau
Ilpmiimaq

Puc. 3. Cxema texnosnorii MIMO
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[lepeOyBatoun Mix nepenaBayeM Ta NpHHAMAaYeEM,
CUTHaJl MOXXE NPOXOoAMTH Oararo nuiixi. Kpim Toro,
MepeMillyloul aHTEHH HaBIiTh Ha HEBEJIMKY BiJICTaHb,
JOPIXKH, 110 BUKOPHUCTOBYIOThCS, OyIyTh 3MiHIOBAaTH-
cs, 32 PAaxyHOK KUIbKOCTI OO'€KTIiB, SIKi 3'SBISIOTHCS
300Ky a00 HaBiTh MPSIMO HA IMUIIXY MiX IepenaBadeM i
mpuiitMadeM i MOXyTh OyTH BHKOPHCTaHI I 3abe3rie-
YeHHS JOJATKOBOI HAMIHHOCTI U pamioNiHii MIIIXOM
MTOKpAIICHH BIJHOCHH CHUTHAJ/IIyM abo 30iTbIIeHHS
MIPOIYCKHO{ CIIPOMOYHOCTI KaHAIy 3B'SI3KY.

Texnomorii B3aemoxii npucrtpiii-mpuctpii D2D
(Device-to-Device) mo3BoJsOTh MOKPAIIUTH €(PEKTHB-
HICTh BUKOPUCTaHHS palioCHEKTPY, MiIBUIIUTH MPOILY-
CKHY 3JaTHICTb 1 3HU3UTH CIIOKUBAHHS €JIEKTPOCHEePTii
KOPHUCTYBaNbHHUIbKUME TepMiHamamu [2]. Texuomorii
D2D 103BOJNSIOTE SK PO3BAHTAXKUTH SAPO MEPEXKI IS~
XOM 3aMHKaHHS 3Ha4HOI yacTku Tpadiky Oesmocepen-
HBO MDXK TIPUCTPOSMH, TaK 1 3MEHIIUTH Yac BiITyKy
KJTi€HTa TIPU HaJIaHHI TTOCIyT Mepexi [2].

Texnomnoris D2D y mepexi TaktunpHOTO [HTEpHE-
Ty mependadae MOXIUBICTh OpraHi3amii 3'¢HAHb Ha-
CTYITHUX THITIB (puc. 4).

- Tepminan A — tepminan R (abo kiymbka Tepmi-
naiB) — BC (6a30Ba cTaHIIis); MPUCTPOI B3aEMOJIIIOTH 13
0a30BOI0 CTAHIIEIO Yepe3 PeTPaHCIAI0 iHhopMaIlii 3a
JIOIIOMOT' 010 1HIIUX TPUCTPOIB;

Tabruys 1 — Pe3yabTaTu aHATIZY

- tepminan A — BC — Tepminan B; npsima B3ae-
Mogis 6e3 ydacti 6a30Boi cTaHuii (B3a€EMOIis KOOpPIH-
HYETBCS OIIEPATOPOM);

- Ttepminan A — tepminan R (abo kinbka Tepmi-
HaJiB) — TepMinan B; nmpucTpoi mepemaBaua Ta ofepxKy-
Bada BiANOBIJAIOTh 32 KOOPAHMHAIIIO B3a€EMOJII 3 BHKO-
PHUCTaHHAM PETPAHCIATOPIB; Y LbOMY BHIAAKY IpH-
cTpoi mepenaBaya Ta CIIOXKKMBaya MalOTh NPSIMUI 3B'30K
OIIMH 3 OTHHUM 0e3 OyIb-sIKOr0 KOHTPOJIIO 3 OOKY orepa-
TOpA,;

- TepMiHanr A — TtepmiHan B; MaroTp mpsmuii
3B'A30K MK co0oro 0Oe3 yuacti 6a3oBoi craHwii Ta 6e3
Oy1b-SIKOTO KOHTPOJIIO 3 OOKY orepaTopa.

OcHOBHI nepeBary Ta MpoOJIeMH JaHUX TEXHOJIO-
Till, IKi BUMararoTh MOJAJBIIONO AOCTIIKECHHS HaBeae-
Hi B Tabm. 1.

3actocyBanHsi D2D-TexHouoriii noreHuiiino cyr-
TEBO PO3MIMPIOE MOMKIMBOCTI OpraHi3alii KOMITIOTEp-
HuX Mepex. [lopsn 3 opraHizamiero IpsMuX 3B'S3KIB 3
PI3HUME TPHUCTPOSIMH (MOHITOpaMH, TMpPUHTEPAMH, Te-
NeBi3iiHIMH TpuitMadamu i T.1.), D2D B3aemonii mMo-
KyTh OyTH BHKOPHCTaHI IUIA OpraHi3amii KiacTepiB i
TpaH3uTy Tpadiky yepe3 OJUH 3 MPHUCTPOIB, BUOPaHUIA
SIK TOJIOBHMM (TpaH3UTHHI) BY30J KjacTepa. 3acTocy-
BaHHa D2D-xnacrepuzanii migBuilye e(eKkTUBHICTb
BUKOPHCTAHHS Palio4acTOTHOTO PECypCy Mepexi.

Hasga IlepeBarn

Ipobaemu

MEC
BHICTB JOJATKIB Y pEXKHUMi PeajbHOTO Jacy;
3MEHIIeHHSI MEPEKHOTO TpadiKy;

[lIBuaka aHaymiTHKa JaHUX, IO HOKPAIY€ 3aralibHy e(eKTH-

[Insax MK MPUCTPOEM KIHIIEBOTO KOPUCTyBaya
Ta MiCIIeM PO3MIIIeHHS AaHUX YacTO JOBTHH i
HEIOCKOHAJIHI;

HasBHiCTh OIHIET TOUKH BIIMOBH Ta aJanTallisi pO3IOIIIEHIX
00UYKCIICHB;

MoskMBICTB BipTyanizalii MepexxeBHX pecypcis;
IMokparienns: nmapamerpiB sikocti obcnyrosyBanus (QoS) 3a
paxyHOK MiHiMi3allii BiZicTaHi, Ha sIKy BiOyBaeThCs nepeaaya
JTaHUX;

[ligpuinenwii piBeHb HAIIIHOCTI, 32 paXyHOK BCTaHOBJICHHS
oNaTKiB y Oe3rmocepeaHiii OMM3BKOCTI BiJ KIHIIEBOTO TIPH-
CTPOIO.

YuMm Ommxde 0OYHCITIOBANBHI pecypcH 3HaXO-
JAThCSL 10 KOPUCTYBa4a, THM CKIIQ[HIIIE CTa€e
MHUTaHHS OUTBII 3pYYHOTO MICIISl pO3TALTyBaHHS
LIHX PECypCiB;

He 3aBkau MOXIHMBO OTPHMATH JIOCTAaTHIO
KUTBKICTh KaHAJIB MOJBIHHOT MOTYKHOCTI;

SDN/NFV

T'HyuKicTh — 03BOJISE MIBH/KO Ta JIETKO PO3TOPHYTH MEPEIKY
Ta po3MoYaTH 1i eKCIUTyaTalliio;

I{ina — 3HWKEHHS BHTpAT Ha YNpPaBIiHHS HaJaHUMH HOCIY-
raMH i yIpaBIIiHHIM BCIEIO MEPEXKeElo;

MacuiraboBaHicTh — JO3BOJISIIOTH IPOTIATOM JHs 301IbIIyBa-
TH 200 3MEHIITyBaTH 00CIT BUKOPHCTOBYBAHUX PECYPCIB TOTO
€aMoro arnapatHoro 3abe3NedeHHs 3aIeKHO Bijl HABaHTaXKeH-
HSL;

Besneka — 32 paxyHOK IMOJITY Ta i30JISI1i1 CETMEHTIB MepexKi

CraHmapTi IIe He J0 KiHISA po3poOiieHi, mo
CIIpUYHHSIE TPOOIEMH CYyMiCHOCTI peanizaliii;
IMpoGnemu Mirpamii — TpaguuiitHOi MepexHOT
iHppacTpyktypu 10 apxitekrypu NFV/SDN;
HasiBHiCTP BIAcCHHMX JaTa-LEHTPIB y Oleparo-
piB, a00 MOCTYIHICTh JaTa-IEHTPIB Y XMAPHAX
NpOBaii/iepiB IJIs1 AyTCOPCHHTY PECYpPCiB CTaH-
APTHHUX CEpBEpIiB Ta CHCTeM 30epiraHHs 1a-
HHX.

MIMO

[ToninmieHHs MPOMYCKHOI CIPOMOXKHOCTI, 0€3 PO3IIHPEHHS
HOJIOCH TIPOITYCKaHHS;

SIkicTh cUrHaiy, 10 HepeAaeThCs, 1 IMIBUAKICTh mHepenadi
JIaHUX;

Anrtenn (GOpPMYIOTh CIPSIMOBAHHUI CHTHAI 1 3aBASKH [[bOMY
BiIOyBa€ThCs 301TBIICHHS JATBHOCTI JIii MEpexi.

[IBUAKICTD Ta SKICTb OOPOOKM CHTHANy 3ale-
JKUTh BiJI IiIKITIOYEHOT TEXHIKH;
HeMOXJIMBICT pO3TallyBaHHS TPUCTPOIB Y
HEBEJIMKIN OJIM3BbKOCTI OOUH BijJ OJHOTO.
[Morano mpartrioe, KO HKEPEIo abo mpuiiMay
CUTHAITY TIEPEMIlIA€ThCS.

D2D

D2D mnpuctpoi miaTpUMYyIOTH BHCOKY IIBHAKICTH Iepemadi
JAaHUX Ta HU3bKI HACKPIi3HI 3aTPUMKH 3aBASKH TMPIMOMY
0o0MiHy Ha KOPOTKHX BiZICTaHSIX Ta MEHII E€HEpPrOBUTPATHO
BCTaHOBJIIOBATH 3B'SI30K MiXK CO00I0, HI)K BCTaHOBIJIIOBATH
3'eHaHHA Yepe3 0a30By MEpPEXy;

D2D no3Bomsie po3BaHTaXUTH Tpadik 6a30Boi Mepexi, 3Me-
HIIUTH 11 3aBaHTAXCHICTh, 3BUIBHUBIIN PECypC UL IPHCTPO-
iB, 1110 HEe BUKOPUCTOBYIOTh D2D 3'eHaHHS;

IaTerpanis pexxumy D2D i3 IymiekcHOIO CTpy-
kryporo UL/DL.

[TepcriektuBu  u3aiiHy  iHTepdeiicy D2D-
NPUCTPOIB (K 3 amapaTHOi CTOPOHH, TaK i 3
MOy MPOTOKOITY) 3abe3nedeHHs HeoOXiaHOT
THYYKOCTi SIK (yHKIIH (i3M4HOrO pIBHS, TaK
YIpaBIIiHHSA AOCTYHOM J0 cepenosuma (Media
Access Control, MAC).
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» PeTpaHonauia npucTpois
+—>Mpama D2D KomyHiKawiA
4-------» KoHTponsHa niHia

Puc. 4. Tunu 3’equans Texgoorii D2D
y Mepexi TakrunbsHOTO [HTEpHETY

3acTocyBaHHs KilacTepu3alii i TpaH3UTHUX IpHU-
CTpOiB JO3BOJIATH B Psilli BUNAJAKIB PO3MIUPUTH 30HY
3B'A3KYy Mepexi ab0o MiIBUILUTH SKICTh 00CIyrOByBaHHS
(QoS) tpadiky.

[NoteHmiitHO, P TOCUTH BUCOKIX IIITBHOCTI BY3-
JB Mepexi, 3acTocyBaHHI D2D B3aemomill m03BOIISIE
OpraHi3yBaTH MapILIPyTH JOCTaBKH MOBIIOMIICHb, TOOTO
ad hoc mepexi.

Bumoru 1o Mepex niaTpumMKn
TakTuabHoro InTepuery

3 oAy Ha pe3yNbTaTH aHaJli3y, 10 HaBEJCHO y
MOTIepeTHIX MiAPO3Maiaax, MOXHa c(hHOpMyITIOBAaTH Ha-
CTYIHI BUMOTH, IO MPEA'SBISIIOTECS 10 MEPEX MiATPHU-
MkH TaktuibHOro IHTepHeTy:

- BHCOKa IIBHJKICTh MiJKIIOUEHHS — 3aTPUMKHU
MeHIe 1 Mc;

- BHCOKA HAJIMHICTh 3'€IHAHHS —HCTPHUITYCTUMI
BTPaTH CHUTHAJa B MEPEeXi, BiIMOBa OOJIaJHAHHS y 3a-
JAHUX YMOBax MpPOTATOM 3aJaHOr0 4Yacy; KOHKPETHI
BUMOTH 10 HAJIWHOCTI BIAPI3HAIOTHCS y PI3HUX BHUJIIB
TIOCITYT Ta IOJATKIB,

- Oesmnexa Ta KOH(}IJCHIIIHICTD € TAKOX KIII0YO-
BUMH BUMOTaMHu st peanizauii TaktumisHoro IHTEpHE-
Ty; BPaxOBYIOUHM CyBOpe OOMEXEHHS 4acy OYiKyBaHHS,
3aco0M Oe3NeKu TMOBHMHHI MiaTpuMyBatucs (GisudHO i
MaTy HU3bKEe O0YMCIIOBAIbHE HAaBAaHTA)KEHHS; 30KPEMA,
Ui Itel imeHTudikamnii KopucTyBada MOXYTh OyTH
BHUKOPHUCTaHI Taki (pi3MuHI XapaKTepHUCTUKH, K BinOUT-
KW TIaJIbI[iB, MAIIOHOK paily’HOi OOOJOHKHA OKa, MO-
JIeTIb TIOBEJIIHKY KOPUCTYBaya, sSiKi HEMOJIIMBO M CKJIa-
JIHO KJIOHYBATH,;

- craHmapruzanis — 3acoobu TakrunbHOTrO IHTEp-
HEeTy MOBHHHI OOpOOJSITH TaKTHIBHY iH(OpMamlilo Tak
camo, SIK 1 3BUYaiiHy ay/io/Bizeo iHpopMalliro; cTaHaa-
PTH KOJEKIB INOBHMHHI OYTH CXOXHUMH 3 CY4YaCHUMH
ayaio Ta BiZeo KOAEKaMHM, IJIs TOJICTIICHHS Iepeaayi
«TaKTWIBHUX» JAaHHUX Yepe3 MEPEKy 3 MAKETHOIO KOMY-
TaL€ro.

BusnauyenHs ¢akTopis, 1110 BILIMBAIOTh
HA 3HUKeHHS e()eKTHBHOCTI
TakTuiabHoro InrtepHery

VY KOMIT FOTEpHHUX Mepekax MOBUHHI OyTH pO3IJisi-
HYTI TPU OCHOBHI 3aTPUMKH: 4ac BIATYKy KIi€HTa, 3a-
TPUMKa Ha piBHI KOpHUCTyBaya Ta 3aTpHMKa IIiJ 4ac
KepyBaHHs. Yac BIATYKy KJII€HTa — IIe Yac BiJ MOYaTKy
repenadi akeTa JaHUX Ha MPHUKIATHOMY PiBHI Iepena-
Baya 0 MPUHOMY MaHWX HA MPUKIATHOMY PiBHI IpHii-
Maua. Jlo Hel BXOJITh yci 3aTPUMKH, a caMe: 3aTpHMKa
y dep3i, 3aTpuMKa OOpOOKH, 3aTpHMKa OOYHCIICHB,
3aTpUMKa Tepeaadi, 3aTpUMKa pO3MOBCIODKCHHS, 3a-
TpUMKa MOBTOPHUX MEpeAad Ta 3aTpUMKa IMpHHOMY.
Yac BIIryKy KJIi€HTa a B OCHOBHOMY 3aJIXHTh BiJl Bijic-
TaHi Ta Yuclia BY3JiB MEpexi, o OepyTh y4acTh y Mpo-
eci B3aeMOii.

SIKiCTh KaHATy MK JBOMA CyCiTHIMH BYy3JIaMH 3a-
JIOKUTH BiJ paay (akTopiB, IO BIUIMBAIOTH HA IOLIU-
PEHHS pajiiocUTHaITy 1 Horo oOpoOKy B paionpuiiMas-
HOMY IIPUCTPOI.

B mepmry uepry, ne ¢akropu, mo BIUIMBAaOTH Ha
BiHOIIICHHS CUTHAJ/IIYyM (IIyM + TEpemkoia), Taki Ik
BiZICTaHb, 1[0 BHU3HAYA€ 3aracaHHs CHUTHAIYy B Cepeno-
BUIII TIOIIUPEHHS 1 MEpeIIkoad, SKi MamTh MiCIe B
TOYII IPHIHOMY.

B ymoBax Mepexi BHCOKOT LIUIBHOCTI CIIiJI OYiKY-
BaTH, 110 HaiOIblIa YacTKa Mepeurkos Oyae CTBOPIO-
BaTHCSl CyCIJHIMH By3JlaMH Mepexi (BHYTpilIHbOKaHa-
JIbHI TIEPELIKO/IN).

3aBqaHHs BHKOHAHHS BHMMOI 32 BEJIMYHMHOIO 3a-
TPUMKH 1MC Hakiazae BEJIMKI OOMEXEHHS Ha CHCTEM-
HO-MEpPEeXHi PIMICHHS MIOA0 IMOOYAOBH KOMII FOTEPHHX
MepexX. 32 paxyHOK BIPOBaJUKEHHS HOBHX TEXHOJIOTIH
TEJIEKOMYHIKaIlilf, TaKuX sK MPOrpaMHO-KOH(DIrypoBaHi
Mepexi (SDN), Bipryamizamis MepekHUX (QyHKITiH
(NFV) ta mo06inbHi rpanuuni obuucnenss (MEC) Mox-
Ha OyJe 3MEHLIMTH 4Yac BIATYKY KIIE€HTA, OCKIUJIbKH
KIHIIEBOMY KOPHCTYBa4€Bi HA/JAE€ThCSI MOMIIUBICTH 00-
MIHIOBAaTHCSl JaHMMH 3 XMapor, pO3TallOBaHOI Ha
Mexi Mmepexi (Ha mepexi pamiogoctymy (RAN)) [5].
3arpuMKa TOIIUPEHHS — 1€ Yac MK Mepeauero CUrHa-
JIy BiJ BEy4Oro IpHUCTpoi 6a30BOro JOMEHy 110 Mpuiio-
My HOrO BEICHHM IIPHCTPOEM BHKOHABYOTO JIOMEHY.
TpuBanicTe 1HOr0 Yacy B OCHOBHOMY 3aJIeXKHTh Bij
cepennboi BincTaHi [4]. OckibkH KpiM 3aTPHMKH T10-
LIMPEHHS € ¥ 1HII 3aTPUMKH, 3aTpUMKa 1Mc Moxe OyTH
JOCSITHYTa TUIBKH JUIsl B3a€EMOJIiM BiTHOCHO Ha KOPOTKI
BifcraHi.

Jlnst BUpiIIEeHHS MOCTaBIIEHUX 3aBAaHb HEOOXimHi
MMOE€JHAHHS VYIIUTBHEHHS MepeXi, pO3BaHTAXEHHS Ta
Oinbia eeKTUBHICTD CTICKTPY.

Pe3ynbTaTHBHI MOMXIJIMBOCTI JJIs1 BEJTMKOI KiJTBKOCTI
CHEKTPIB BKIIOYAIOTh OUIBII BHCOKY YacTOTy CMYTH
MIPOITyCKaHHsI Ta arperamilo (parMEeHTOBaHHHUX pecyp-
CiB CIEKTpa i3 BUKOPUCTAHHSIM METOJIB arperauii HoCi-
iB.ATrperoBane BUKOPHCTAaHHsS CHEKTpa MOXe OyTH
3aCTOCOBaHE JUI1 IMOABIHHOTO 3B'A3KY TEpMIiHATIB 3
JeKlIbKoMa 0a30BMMU CTaHIisIMU. [TiBUIIEHHS CIIEKT-
panbHOI eeKTUBHOCTI MOXKe OyTH peaiizoBaHO 3a pa-
XYHOK TaKMX HaJiHHUX METOMIB (DI3UIHOTO pPIiBHSA, SK
256-kBagparypra ammurityaHa moxyarist (QAM), cxe-
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MU MOAYJIALIT Oi7BII BHCOKOTO MOPSIAKY i CXEMHU KOMY-
BaHHs (MCS). Takox BOHM MOXyTb OyTH 00'€qHaHI 3

MIMO st 30UIbIIEHHS! IPOITYCKHOI 31aTHOCTI CHUCTe-
MU (puc. 5).

BMKOPWUCTaHHA BUCOKMX
EMHICTS CnekTp 4acToT Ta iHWMX
napamerpiB CMeKkTpa
3DMIMO S, Hosa cxema MHOKMHHOTO

. goctyny i metoam L1/L2 5
Wsmnakictb [LNA BUCOYMX YacToT _g
nepepaui MHOUHHMI JOCTYN E
JaHUX MiHimizauia KinbKocTi o
= - - - MEPEXH WX PiBHiB 3
E Bci onTuYHI mepexki ;
g JIoKaNbHi [loBeAeHHA CYMIXHUX 3
Yucno PO3BAHTAMEHHA KiHLL,eBMX TOYOK Bk Ye &
. o
NI 4K 104 eHb OfMH 10 O/HOTO e
0]
SDN/NFV I
MiHimizauia GyHKUN, AKi =
KemyBaHHFI/ BUKOHYIOTbCA TOYKaMM _g
AKicTb nonepeaHe foctyny 2
obcnyrosy- 3aBaHTaXEeHHs 3
BaHHA MapupyTtusadis, =

MOBiNbHICTb, po3nogin

YnpasniHHA Tpadikom 7 pecypcis

Puc. 5. ®akTopu 110 BIUIMBAIOTH Ha 3HIWKEHHS eheKTUBHOCTI TakTHiIbHOTO [HTEpHETY

BucHoBxku

B naniif cTaTTi pO3TISTHYTO OCHOBHI PiBHI CHCTEMH
TaktuiabpHOTO [HTEpHETY 3aCHOBaHI Ha CTPYKTYypi Mepe-
xi 5G. IlpoBemeHO aHami3 TEXHOJOTIH I peaiizarii

konmenii TI, BUABICHO OCHOBHI TepeBard, a TaKOXK
npoOJIieMH JTaHUX TEXHOJIOTiH, IO BHUMAraroTh IOJallb-
LIOT0 IX JOCIHiKeHHsS. PO3IIISTHYyTO BUMOTH JI0 MEpEex
niarpumku TI Ta Bu3HaueHO (akTopw, L0 BIUIMBAIOTH
HA 3HIKCHHS e()eKTUBHOCTI TakTHIBLHOTO IHTEpHETY.
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Analysis of technologies to increase the efficiency of Tactile Internet in computer networks
R. Yaroshevych, A. Kovalenko

Abstract. The purpose of this work is to analyze the technologies that can improve the efficiency of Tactile Internet (TI)
in computer networks. The concept of TI has developed due to the emergence and development of technologies that require very
little delay in data delivery. This is primarily a service with certain requirements for interactivity. In particular, it can be a variety
of control systems associated with the transfer of tactile sensations from the actuators and sensors to the controls. To increase the
efficiency of Tl, a number of promising technologies are being considered today, such as Device-to-Device (D2D) technology,
without the use of a base station, which allows you to effectively build ultra-dense computer networks. Technologies such as
MEC (Mobile Edge Computing), software-configured SDN (Software Defined Networks) and NFV (Network Functions Virtual-
ization) network virtualization are of great importance for building networks with low delays. Low latency computer networks,
which are based on the concept of Tactile Internet, are of great importance when choosing a method of building computer net-
works. This article considers various technologies and analyzes the main advantages and problems of these technologies, which
require further study.

Keywords: Tactile Internet, computer network, Network Functions Virtualization Software Defined Networks.
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METOIUKA IIABUINEHHS TOYHOCTI IPOI'HO3YBAHHA
HAJBBUYAMHUX CUTYAIIIN TIPUPOJHOI'O XAPAKTEPY
HA OCHOBI METOLY INOITAPHOT'O BPAXYBAHHA API'YMEHTIB

AnoTanisi. EdQexTuBHICTS IUTaHyBaHHS Ta peaii3alii 3aX0/AiB MOA0 3aN00iraHHs HaA3BUYAlHUM CHTYAIisIM IIPUPOJTHOTO
XapakTepy BU3HAYAETHCS SKICTIO MPOTHO3YBAHHS 3arpo3 iX BUHUKHEHHS. 3amo0iraHHs HaJ3BUYalfHUM CHUTYAIlisIM IPYHTY-
€ThCS Ha aHaNi31 Ta TOYHOCTI NPOTHO3yBaHHI MOIIMBOCTI BUHUKHEHHS MOMIOHNX HaA3BHUAHUX CUTyaliil. B craTTi 001py-
HTOBaHO BUOIp MOJEINI 3MiHH y3arajJbHEHOTO IapaMeTpy Mpolecy 3MiHN HaI3BUYaifHUX CHTYAIliil MPUPOAHOTO XapaKTepy.
B sixocTi y3araapHEHOTO mapaMeTpy po3TiIIaeThes KUTBKICTh HaA3BHYAWHUX CUTYyalil 3a NesiKHi MPOMDKOK dacy. I3 Bpa-
XyBaHHAM [ii BCiX Aectalimizyrounx (GpakTopiB el mporec JOMUIFHO MPEACTABUTH y BUIIIAIl aIUTHBHOI CyMilll cHCTeMa-
THUYHOT CKJIQJIOBO, sIKa XapaKTepru3ye HE3BOPOTHI ITpoLec apeldy mapaMeTpis, epioANTHO]T i BUITaAKOBOI cKiiaoBux. Omi-
HKa BCIX TPHOX CKJIQIOBUX MPOLECY 3MiHH HA/I3BUYAHUX CUTYaLill IPUPOIHOTO XapaKTepy JO3BOIUTD HE TIIBKU 3IHCHUTH
MIPOTHO3YBaHHI MO KOXKHIN 13 HUX, ajie ¥ raubiie npoaHasi3yBaTi PUYMHA BUHUKHEHHS Haa3BHYaifHUX cutyaniil. Po3po6-
JIEHa METOYKA MiJ[BUIIEHHS TOYHOCTI IPOrHO3yBaHHS Ha3BHYaliHUX CHTYaIlill IPHPOIHOTO XapaKTepy Ha OCHOBI METOIY
MONApHOTO BPaXyBaHHs apryMeHTIiB. MeToAMKa 103BOJISE MiJBULIMTHA TOYHICTh IPOTHO3YBAaHHS HAJA3BUYaWHUX CHUTYyaliil
MPUPOTHOTO XapaKTePy 32 paXyHOK OL[IHKH CHCTEMATHYHO Ta EePioIMYHOI CKIIaJOBHX, 4 TAKOXK IPOrHO3YBaHH BUMAIKOBOT
CKJIaJJ0BO] IpoIiecy 3MiHH MPUPOAHUX HAI3BUYAWHHUX CUTYyalii. [I[poBeieHi ekcriepuMeHTalIbHI TOCTIKEHHS ITOKa3ad ede-
KTHBHICTb 3aCTOCYBaHHS METOJY IIONIapHOTO BPaXyBaHHs apryMEHTIB I IPOrHO3YBaHHS BUIIJKOBOI CKJIaJ0BOI IIpoIecy
BUHUKHEHHS HA/I3BUYAHHIX CHTYalill IPHPOIHOTO XapaKTepy Ha OCHOBI po3pobieHoi MeToauku. [Ipy iboMy TOUHICTB IIpO-
THO3Y KIJIbKOCTI HaI3BUYAHHUX CUTYallil B IIOPIBHSHHI 3 CTATUCTHUKO-HMOBIPHIM METOJIOM IIPOTHO3Y IiJBHINMIACE Maibke
B 1,7 pa3u. Lle no3Bossie 0OIPYHTOBAHO MiJXOM 10 TUIAHYBaHHS Ta MPOBEICHHS OpraHi3aliifHO-TEeXHIYHHUX 3aXO0/iB, CIpsI-
MOBaHHUX Ha 3am00iraHHs Ta JIIKBiJallil0 HACTIIKIB HaA3BHUAHNX CUTYallill K B MaciITabax Jep>kaBu, Tak i ii perioHiB.

KawuoBi cioBa: Haa3BuyaliHA CUTYyAIlisl, y3araJbHCHUI MapaMeTp, CHCTEMaTHYHA CKJIaJ0Ba, MEPioUYHA CKIIAI0Ba,

BUIIAAKOBA CKJIa10Ba, MOJEJIb, METO/] IIOTIAPHOTO0 BpaxyBaHHA aprMeHTiB.

Beryn

3axuCT HACEJICHHS Ta TEPUTOPIH Bill HA3BUYAHHHX
cutyarii#t (HC) € onHi€r0 3 OCHOBHEX 3a/1a4 CHCTEMHU U~
BisbHOTO 3axucty (L[3) neprkaBu. 3abe3neueHHs Oe3neKu
npu HC BumMarae HamiiiHOTO (pyHKIIIOHYBaHHS CHCTEMH
pearyBaHHS, aJlcKBaTHOI piBHAM 1 Xxapakrepy 3arpo3 [1].

B ocranHI IT’SITh POKIB y BCBOMY CBITI criocTepira-
€ThCS Pi3Ki 3MIHH KIIIMATY, TiIBUIICHHS PiBHA ceficMid-
HOT aKTHBHOCTI 36MHOT KOPH, ITiIBUIIICHHS €ITi1eMiOJIOT -
YHOT'O 3aXBOPIOBAHHS JIOJICH, 3pOCTaHHS PO3MIpiB Ta HO-
TY>KHOCTI TEXHIYHHMX CHCTEM, IIPOTIPECYIOHYOro BTPY-
YaHHsI JIIOJAWHH B IPUPOJLY, LIO 301IbIIYE PUIUKH BUHU-
KHEHHS PI3HOMaHITHUX MPUPOIHUX KaTacTpod [2]. Lle B
CBOIO Yepry MPHU3BOAWTH 10 30UIBIICHHS KiJHKOCTI Ta
MacmtabiB HC mpuponHoro xapakrepy, sIKi HeraTHBHO
BIUIMBAIOTh HA OTOYYIOYE HABKOJMIIHE cepenoBuie [3,
4] Ta eKOHOMIKY pi3HHUX KpaiH [5, 6], CyNIpOBOIKYIOThCS
HE TUTBKU MaTepialbHUMH, aJie i JF0ICBKUMU BTPaTaMH.

HasiBHicTh B YKpaiHi 3HAUHUX TEPUTOPIii 3 HECTIPH-
STIIMBUM NPUPOJHHUM BIUIMBOM Ta CXWJIBHICTIO JIO TIPO-
sIBiB HEOE3MEeUHNX IPUPOAHUX SBUII ITiICHITIOE TOCTPOTY
npoOiemu 3abe3nedeHHs] HaliOHAIBLHOT Oe3neKku Iep-
’)KaBH 3 METOIO0 CTaJoro po3BUTKY Kpainu. Hampukmnan,
TIJIBKH 32 OCTaHHI IT’SITh POKiB B YKpaiHi BuHuKiI0 418
HC mnpupomHoro xapakrepy, cepem SIKUX CIIoCTepira-
€ThCS TCHJICHITIS 3pPOCTaHHS KITBKOCTI METEOPOIOTi HHIX
HC, HC yHacmigok JicOBHX MOXKEXK Ta MEIUKO-010JI0Ti-
yuux HC [7, 8]. PiBens npupoaHoi HeGe3MEKH BU3HAYA-

€THCS] YNHHUKAMH TIPHUPOIHOTO TTOXOPKEHHS, SIKI BUHH-
KaroTh Ha Teputopii Ykpainu. Pi3sHOMaHITTS TaHUX YHH-
HUKIB Ta X CITiBBiTHOIICHHS BKa3y€ HA Pi3HOMAaHITHICTb
perioHiB YKpaiHu 3a BUIaMH TPUPOIHOT HeOe3MeKH Ta 3a
CTyIEHEM iX BIUIMBY Ha XUTTEISUIbHICTh HACEICHHS Y K-
paiuu [9]. B npupoaHiii chepi HeraTuBHA s UX YHH-
HHKIB ITiJICHJIIOETHCS MPUPOJHUMHU OCOOJIIMBOCTAMU Te-
putopii Ykpainu, HeCIPHUATINBUMHU HACIIIKaMH Iy1o0a-
JIbHUX 3MiH KJIIMaTy, He BUKOHAHHSIM HOPM Ta TPaBHII
0e311eYHOr0 NMPOBEIEHHS TOCHOAAPCHKOI MisUIBHOCT Ha
HeOe3NEeYHNX NPUPOJHUX TEPUTOPISX.

HC, nianopsaxoBy09rch 00’ €KTHBHEM Ta JIFOJICh-
KM (paKTOpaM BUHHMKHEHHS, ITOCTIHO 3MIHIOIOTHCS 1 B
TIepIly Yepry e BiIHOCUTHCS 10 METOiB, (OPM Ta 3aco-
0iB ix momonanHs. Ha choroqHimHii JeHb A yCHIHOT
TSIBHOCTI 100 TOJ0JIaHHS 200 TOoTepeKeHHS Hac-
niaxiB HC HeoOXiIHUI IPOTHO3 MOMIIMBOTO IPOTIKAHHS
TUX 9¥ iHIIMX HETATHBHUX MPOIECIB, po3poOKa Ta yI10-
CKOHAJICHHS IHCTPYMEHTIB Ta cItoco0iB 3MiHHU CUTYyAIlil B
Oa)XaHOMY HAIPSIMKY.

Teputopis Ykpainu, K cucTeMa 3 TepUTOPiaIbHO-
YaCOBHM pO3IOAIIIOM TapaMeTpiB >KUTTENISUIBHOCTI, B
npoueci cBoro (GpyHKIIOHYBaHHS Ta PO3BUTKY CTBOPIOE
YMOBH JUIsi BHHUKHEHHS 3arpo3, SIKi HEraTHBHO BILIHBA-
I0Th Ha CTaH MPUPOIHOTO EKOJIOTIYHOTO CEPEOBHIIA.

Juis migpo3ainiB 13 He MoxiuBe Oyab-sKe eKciie-
pumentyBanus Hag HC. Tomy BakinuBe 3Ha4eHHS Ha0y-
Ba€ MaTeMaTHIHE MOJICTIIOBAHHS, SIKE Ja€ 3MOTY BUBYATH
siBHIIA 0€3 MPOBEICHHS EKCIIEPUMEHTIB HaJl HUMH.

© IBaneus I'. B., Isaneus M. I'., Tonkynos 1. O., ITomos I. 1., 2022
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B yMoBax yacTkoBOT HEBU3HAYECHOCTI 3B’ 3KIB MiXk
JOCII/DKYBaHUMH T1apaMeTpaMu TPOTIKaHHS HeraTHB-
HUX HporeciB Ta GpakTopis, MO BIUIMBAIOTH HA HUX, BU-
HHUKae mpobiemMa BHOOPY CTPYKTYpPH MOJeEINi i METOAIB
NIPOTHO3yBaHHs. BoHM MOBHHHI HAHOIIBLI TOYHIILIE OTTH-
CyBaTH Ta MOSCHIOBATH MPOLIECH HA OCHOBI CTATHCTHY-
HUX JAaHUX MOHITOPHMHTY 3 HACTYITHHM AaHAJI30M JUIA
TPUHHATTS aJeKBaTHUX 1 00TpyHTOBaHMX pimens [10].
Bynp-sike mocmimkeHHs 3aBKIu 00’ €qHy€E MaTeMaTH9Hi
mozeni Ta cratuctiyHi gadi. CTaTUCTHYHI JaHl € Ynce-
JHHAMH XapaKTEPUCTUKAMU MOXKIMBOCTI BHHHKHEHHS
abo mpotikanHs HC. Bonn dopmyroTbest mia BIUIMBOM
Oaratbox (haKTopiB, sSIKi HE 3aBXKIM MOXKHA IIPOKOHTPO-
moBaTy 330BHI. He KOHTponmbOBaHiI ()akTOpu MOXKYTh
NpUiiMaTH BUNIAIKOB1 3HAYEHHSI 1 THM CaMUM 00yMOBITIO-
BaTH BUIIAJIKOBICTh IaHKX. B IMX yMOBax ayske BaKJIUBO
BUOpATH Taki METO/IM MPOTHO3YBAHHS, SIKi HAHOLIBII TO-
YHO MOTJIM O OITMCATH 3aJIeKHICTh PE3yJIbTYIOUNX 3MiH-
HUX BiJl MHOKHHH KOHTPOJIOBAHUX (DAKTOPIB, 110 BILTH-
BAaIOTh HA HUX.

Buxonsun 3 mporo, po3poOka METOIUKH Ii/BHU-
IIeHHs TOYHOCTI mporHo3yBanHsa HC npupoxHoro xapa-
KTepy Ha OCHOBI METOJIy IONapHOI'0 BpaxyBaHHS apry-
MEHTIB € aKTyaJbHOI0 HAyKOBO-TIPAKTUYHOIO 33]1a4eio B
ctepi L13.

1. Anaxi3 giTepaTypHuX JaHUX Ta MOCTAHOBKA
npodsaemu. [IpakTuka OCTaHHIX POKIB IIOKa3y€e CUIIbHHUNA
BIUIMB Ha eKOHOMIiKy Ykpainu HC mpupomHoro xapax-
Tepy pi3HEX BuAiB. lle BUMarae cHCTEMHOI HisUTBHOCTI
BiTHOCHO OOPOTHOM 3 MMM CTHXisIMH. Baxxmeum acrre-
KTOM IIi€] IisUTBHOCTI € CBO€YAaCHE ITPOTHO3YBAHHS MOXK-
nmBocTi BuHUKHEHHS HC 3 MeToro 3aBUacHOTO IUIaHy-
HACJIIIKIB.

Metoau niporuo3yBants HC 3asexath BiJ HasBHOT
craructuuHoOi iHpopmauii npo HC Ta auHamiky ix pos-
BUTKY 3a JISSIKUI1 MONepeIHil epio/i MOHITOPUHTY, a Ta-
KOX NPUYMHU Ta (DAKTOPH, SIKi 3yMOBIIOIOTH BHHHK-
wenHst HC pizHoro xapakrepy.

Awaniz miteparypuux mkepen [11,12] cBiguuts
Ipo Te, M0 B OIMBIIOCTI BHMAAKIB JJIS IPOTHO3YBaHHS
HC npupoanoro xapakrepy BUKOPHCTOBYIOTHCS IMOBIp-
HICHO-CTaTHCTHYHHMH,  IMOBIPHICHO-JIETEPMiHOBaHHH,
JIETepMiHOBaHO-IMOBIPHICHUH METOJH ITPOTHO3YBAaHHS.
AuJte Tipu 3aCTOCYBaHHI IIMX METO/[IB BUHUKAIOTh CKJIaJ-
HOCTI po3po0Ku Mozenel nporieciB BuHukHeHHS HC, 110
3HaYHO 3HIKY€E SKICTh IPOBEIEHHS aHaNi3y PO3BUTKY
JIAHUX TIPOIIECIB B JMHAMIIII.

B po6ori [13,14] aBTOpH IIPONOHYIOTH BUKOPUCTO-
ByBaTH A nporHozyBanHs HC pi3Hi Bapiamii perpeciii-
HUX MOJIeNer (JIiHilHI, HEeMiHIIHI, CTYIIEHEB], MOPSIKOBI,
aBToperpeciiHi i Tak nani). Henomikamu niHifiHUX pe-
IpeciiiHUX MoJeneil € HHU3bKa aJanTHBHICTh 1 BINICYT-
HICTh CPOMO>KHOCTI MOJICJTIOBaHHS HEJIHIHHUX Tpolie-
ciB. OCHOBHUM HEJIOJIIKOM HEJIIHIMHUX perpeciiiHnx mMo-
aeneid [15] € cknanHicTs BU3HauUeHHS BUAY (DyHKIiOHa-
JIbHOT 3aJI€)KHOCTI, @ TAKOK TPYIHOILI BU3HAYCHHS Mapa-
METpiB MOJIEI.

MeTonuku POTHO3YBAaHHS PU3HUKIB, TIOB’I3aHUX 3
HC BHacnmigok micOBUX TOXEX, PO3TISHYTI B POOOTI
[16]. Ase npu 11bOMY MaTeMaTHYHE ONMCYBaHHs B3ae-
MO3B’sI3KiB (DI3MYHUX TIPOIECIB HA PI3HUX CTadigx

BUHHMKHEHHS Ta npoTikanHs HC nanoro Buay He 3arpo-
TIOHOBAHO.

IIponecu BurukHeHHs npupoauux HC, 3a3Buuaii, €
HeNMiHIHHUMHA. J[7s1 MOJICTIOBAaHHs TaKUX TMPOICCIB aB-
Topu [17] IpONOHYIOTh BUKOPHCTOBYBAaTH HeHpoMmepe-
eBi Mozenmi. HeomikamMur Takux MOJIeTIe € BiICYTHICTb
MIPO30POCTi MOJICITIOBAHHS, CKJIQJIHICTh BHOOPY apXiTek-
TypH Ta aTOPUTMY HaBYAHHS HEHPOHHOT MEpexKi.

ABTtopamu po6otu [18] po3risiHyTa BaX]IUBICTH TO-
yHoro mporHo3yBaHHa HC, moB’s3aHHX 3 MMaBOJIKaMH,
aJie HiKUX METOIIB Ta CIOCOOIB MPOTHO3YBAaHHS HE 3a-
IIPOTIOHOBAHO.

Takum 4uMHOM, NMPOBEAEHHH aHA3 JIITEPaTypHUX
JDKepell Tokasye, 1o npu nporuo3ysanni HC npupon-
HOT'O XapaKTepy He 3aBXK1 BPaXOBYIOTHCS TEH/ICHIIIT 1e-
pioguynanx 3MiH HC Ta MOXKJIHMBICTb TPOTHO3yBaHHSI BU-
MaJIKOBOT CKJIAZIOBOI MPOIECY BHUHUKHEHHS MHOAIOHMX
HC. Lle Bka3zye Ha HEOOXiHICTH PO3POOKH METOIUKHU
IiABUIIEHHS TOYHOCTI nporHo3yBanHs HC npupoaroro
XapakTepy 3a paxyHOK BHKOPHCTaHHS METOIy Iomap-
HOTO BpaxyBaHHS apryMEHTIB JUIS IPOTHO3Y BUITAAKOBO]
CKJI/IOBOI MpoIiecy BUHUKHEHHS npupoaaux HC.

2. MeTa Ta 3aB1aHHsA AocJiKeHHs1. Mera nociii-
JDKEHHS TIOJISITa€e B po3po0Li METOMKHY IiIBUILIEHHS TO-
yHOCTi nporHo3dyBaHHs HC mpuposHOro xapakrepy Ha
OCHOBI METO/Ty TTOIIapPHOT'0 BpaxyBaHHs apryMeHTiB. J{s
JOCSITHEHHSI TIOCTaBJICHOT METH HEOOX1/THO BUPIIINTH Ha-
CTYIIHI 3a/aui:

- oOrpyHTYBaTH BHOIp MOJEINi y3arajabHEHOTO
napametpy npouecy 3mMian HC npupoaHoro xapakrepy;

- PO3pOOUTH METOAWKY ITiIBUIICHHS TOYHOCTI
nporHo3yBanHss HC npupopnoro xapakrepy Ha OCHOBI
METO/ly ONapHOTO BPaXxyBaHHS apTryMEHTIB,;

- MEPEBIPUTH SPEKTUBHICTh 3aCTOCYBAHHS Me-
TOJMKH Jy1s iporao3yBanHs HC npupoHoro xapaxrepy.

Pe3yabTaTu gociaixxeHn

1. O6rpynTyBaHHsI BUOOPY MoJeJli y3arajbHe-
HOI'0 NapaMeTpy npouecy 3MiHU HAA3BUYANHUX CUTY-
anii npupoaHoro xapakrepy. Jns nporno3ysanus HC
3a y3araJbHEeHHMH IMapaMeTpaMy HeoOXiTHO 3HATH 3aJre-
JKHICTH HOTO Bif Mii HETAaTUBHUX JIECTaOUTI3yI0unX (ak-
topis. JIo y3aramsaenoro mapamerpy [10] BucyBaroTsCst
HACTYIHI BUMOTH: BHOpaHMH MOKAa3HWK MOBHHEH BigO-
OpaxaT OCHOBHiI 3akoHOMipHOCTi BHHHMKHeHHS HC i
BIAMOBIZATH METi JTOCIIIKSHHSI; TOBUHEH XapaKTepu3y-
Batu mporiec BUHUKHeHHS HC sk euiHe 11ij1e; MOBUHEH
3a0e3neuyBaTi MOXKIIMBICTh OJICPXKAHHS KUIBKICHOT OIli-
HKH 3 HEOOX1HOIO TOYHICTIO.

B sixocTi y3arajgpHEHOTO IapaMeTpy IMpolecy BH-
nukHeHHs HC mpupoaHoro xapakrepy OymemMo po3riis-
JIATH 1X KUTBKICTh 32 ISTKUH MPOMIKOK Yacy (HaIllpHKIIaa
3a pik). I3 BpaxyBaHHsM [Iii BCiX AecTabinmizyrouux ¢ak-
TOPIB IIe¥ TIPOIIeC AOIIHHO MPEACTABUTH Y BUTJIISIIL a/IH-
THUBHOI CyMiIlli CHCTEMaTHYHOI CKJIa/I0BOi, SIKa XapaKTe-
pHU3y€e HE3BOPOTHI MpoIecH npeidy mapamerpis, mepio-
JMYHOT 1 BUMAAKOBOI cKkiagoBux [10]:

Ny () = C(1) + X () +&(1) @

1e Npx(t) — dynkuis — 3minu kinskocri HC; C(t) — cucre-
MaTH4Ha (He BUMAKOBA) CKJIAA0Ba MPOLECY 3MiHHU Kijlb-
kocti HC; X(t) — mepioanuHa (He BUMAAKOBa) CKIaI0Ba
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nporecy 3minn Kipkocti HC; &(t) — BumaakoBa Ckiia-

JIoBa Tporiecy 3MiHu Kigpkocti HC.

Taka MoJeNb T03BOJIUTH HAWOLIBII TOBHO Bpaxy-
BaTH BIUIMB BCIiX JeCTaOLIi3yI09nX (GakTopiB Ha MPOIEC
3mian HC mpupogHoro xapakrepy.

Cuctemarnuny cknajoBy (tpern) C(f) onmcyroTsh

JIHIEI0 perpecii y BUTIISII CTEIEHEBOro HOMIHOMY:
Ct)=nr +r1t+r2t2+,,,+rktk. (2)

CTyniHp TOJIIHOMY BHOHMPA€ThCS TaKUM YHHOM,
o0 KiJbKICTh 33/IaHUX TOYOK OyJjia B IT’SITh Pa3iB BHIIE
crynensi nojinoma. KoedilieHTH mnojiHOMa MOKHA
3HAWTH METOIOM HalimeHiux keaapatis (MHK) [10].

[Ticns omiHKY 1 BHUTyYeHHS ii 3 peaizariii mporecy
Ny (t) BHpimyeThes 3amada BUSIBICHHS Ta OL[HKH Iie-
piogy 1 3Ha4YeHb IepiomuuHOi ckianoBoi. Hexait
Y (t) = npy (t) — C(t) BunmagkoBa peanisawis micis BHITY-
YEHHS1 CHCTEMaTHYHOI CKJIaJIOBOI, sIKa MiCTHTb CyMY IIe-
piognyHOi Ta BUMAAKOBOI CKIANOBUX. B mopambmomy
IUIsL 3pYYHOCTI NPOBEICHHS JOCIIDKeHb 3HAUYCHHS pea-
mizariit Y (), X(t), &(t) 3a mepiom mMoniTOpUHTY Oy-
JIEMO TPEJCTaBIATH y BUrsiAl Matpuns Y , X Ta &. 3
BpaxyBaHHAM I[bOr0 Mojeib mnporecy Y (t) mpencra-

BUMO Y BHTJISIL

Y =1® X +&, ®3)

-
ne Y= (yo, Yiree yn_l) — MaTpulsd 3Ha4YCHb BUIIAJIKO-
BOI peaizarii mciist BUJIy4eHHsI CHCTEMaTHYHOI CKIIa10-

BO1 po3mipHicTio Nx1; 1= (1, 11, ...,l)T — MaTpHI PO3-

o T
MipHicTI0O (x1; éz(&o,ﬁl,&z,...,&,n_l) — MaTpuId
3HauYeHb BHNAJKOBOI CKJIaqoBOi po3MipHicTIO Nx1;

T . .
X = (XO, Xy eees Xp—l) — MaTpulls 3Ha4Y€Hb Nep10IUYHOI

CKJIaJIOBOI 3a Tepiox po3MipHicTIO Px1l; ® — cumBon
no6yTky KpoHHekepa; N=(- P — TpUBJIICTh MOHITOPH-
HTY; P — Hepioj MepioAuyYHOI CKIIa0BO1; ( — KUIBKICTh
MIepPio/IiB MEPIOINIHOI CKIIAI0OBOI B peaizarii.

3amava BUSBIICHHS Ta OI[IHKY ITEPiOAMIHOT CKIIA/I0-
Boi [19] 3BoaMTBCS 10 3a1a4i NEPEeBIPKU CTATUCTUYHHX

rinoTe3. 3HalaeMo orapu™ BiTHOIICHHS MPAaBIOIIOTi-
OHOCTI

INI(Y)=In(R,(Y/ X #0) /Py (Y /X =0)), (4)

P, (Y /X %0) =( 2nc)_”x

He -2 T
xexp{—0,5~cs (Y-1®X) (Y-1® X)}

— yMOBHa

LIJTBHICTD PO3MOJITY JUCKPETHHX 3HaYeHb Y NpH Has-
BHOCTI B peaiizamii MepiognyHoi CKIamoBoi ((MYyHKIisA
MIPaBOIONIOHOCTI);

P, (Y/X =0)=( 2nc)_n-exp{—0.5-c_2~YTY} ~ ymo-

BHA IMIJIBHICTH PO3MOAULY AMCKPETHHUX 3HAYCHb Y TIpH
BiICYTHOCTI B peai3allii mepiogudHoi CKJIaIoBoi,

INI(Y)=0,5-0"2 ~[2YT (1® x)—q(xTX)} . )

B nopaneiiomy orapum BiJHOIICHHS PABIOIO-
nioHOCTI Oyemo mo3navaru Inl .

B sxocTi kpuTepito 1 IEPEeBipKH CIIPABEAITUBOCTI
BUCYHYTOI TilIOTE€31 BUKOPHCTOBYETHCS BHIAJKOBA Be-

marHa d , SKa MATopsAAKOBaHa PO3ITOIITY xz [19]:

d-= le(Wx)Z , ®)

e 6% - OIIIHKH AHUCHEPCii o? JUTSL Pi3HHUX 3HAYCHD P .

Orminka qucnepcii 3HaXOAUTHCS Y BIAMOBIIHOCTI 3
BHPA30M:

& =2(y-10%) (Y-10X). )
n

e X — MaTpUIlI OLIHOK 3HaYeHb TUCKPETHHUX BiIUTiKiB
MIEPiOANIHOT CKIIAZOBOT 32 TIEPioI.

SIKIIO CTaTUCTHYHE 3HAYCHHS Jorapudma BiTHO-
LIEHHs MPaBJIONONIOHOCTI NMEpEeBHIIYE KPUTUYHE 3Ha-
yeHHst d (TIopir), ToAl NpUHMaEThCS PIllIEHHS PO HasB-
HiCTh TIEPIOMYHOT CKIIa0BOI 3 TIEPioAOM [, a OLIHKH il

3HauYeHb PO3PAaXOBYIOTHCS Y BIAMOBIAHOCTI 3 BUPAa30M:
1
Xi=— Z Yitsp » ®)
U520

ne i=012,..,(p-1).
[o3nauumo yepe3 £ =Y — X BUNAAKOBY CKIIaIOBY

IpoIiecy 3MiHH y3arajJbHEHOTO MapaMeTpy i Oymemo po-
3MIIAATH i K CTal[iOHapHUH BUIIAIKOBUI MpoIeC 3 Ma-
TEMATHYHAM OYiKyBaHHSAM PiBHUM HYIt0. B Takomy Bu-
MajKy 1Jis IPOrHO3y BUIAAKOBOI CKJIaJ0BOi MOXHA BU-
KOpPHCTaTH METOJI I'PYNOBOTO BpaxyBaHHsS apryMEHTIB
(MI'BA), 30kpeMa MeTO/1 MIOMapHOTO BpaxyBaHHS apry-
mentis (MIIBA) [10]. MIIBA mosnsirae B peKypeHTHOMY
BUPIIIEHH] KIJTbKOX CHCTEM HOPMaJIbHHUX PiBHSHB, CKJIa-
JCHUX I KOJKHOI TTapy apryMeHTIB 1 Il HOBHUX JIOTIO-
MDKHHX 3MiHHHX.

TakuM 9rHOM, 3 BpaxyBaHHAM JIii BCiX aecTaOimi-
3yr09nx (aKTOPiB MPOIeC 3MIHH y3araJbHEHUX Mapame-
tpiB HC npupoaHOro XapakTepy AOIIIFHO IPEACTaBUTH
Y BUIJIAJ(I aTATHBHOI CYMIIlli CHCTEMATHYHOI CKJIaJOBOT,
sKa XapaKTepu3y€e HE3BOPOTHI MpoIiecu aApeidy napame-
TpiB, MEPIOUIHOT 1 BUTIAJKOBOI CKiIa1oBuX. OIiHKa BCiX
TPBOX CKiIafoBux npouecy 3mMian HC mpupogroro xapa-
KTepy JO3BOJIUTh HE TUILKU 3/IHCHUTH NPOTHO3YBaHHS
10 KOKHIH 13 HUX, ajie i rmubine nmpoaHaiizyBaTH IpH-
yuHA BUHUKHEHHS HC mpupoaHoro xapakrepy.

2. Po3poOka MeTOAUKH HiABUILEHHS TOYHOCTI
NPOrHO3YBAHHSA HAI3BMYAHHUX CHTyallii mpupoa-
HOT'0 XapaKTepy Ha OCHOBi MeTO/1y MONAPHOT0 BPaxy-
BaHHS apryMeHTiB. METOAMKY MiJBUIICHHS TOYHOCTI
mporuo3yBaHHs Kinbkocti HC nmpupoHOTo xapakrepy 3a
paxyHOK BpaxyBaHHs BUIIaJKOBOT CKJIaJ0BOI IIbOTO MPO-
necy Ha ocHoBi MIITIBA po3risiHeMO Ha KOHKPETHOMY
TIPUKIIAII.

Junamika 3minu kigpkocti HC mpupomHoro xapak-
Tepy B YKpaini 3a 1997-2020 poxku [7, 8] npeacrasiena
Ha puc. 1. s mocmimkeHHs CKopucTaeMocs (pakTorpa-
¢iunoto iHdopmauiero npo HC npupoaHoro xapakrepy
3a iepioa 3 1997 no 2013 pokwu.
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Puc. 1. [lunaMika 3MiHH KiITBKOCTI HAA3BUUAHHUX CUTYaLii
MIPUPOAHOTO XapakTepy Ha mpoTs3i 1997-2020 pokis

KosxHOTO pa3y Bci HasiBHI JaHi Oy1eMO BUKOPUCTO-
BYBATH [UIS BHPaKEHHs KOe(illi€HTIB MOJIIHOMIB, a TaHi
3a OCTaHHIN pIK 3aJHMIIA€EMO JJIS MEPEBIPKH TOYHOCTI
(ToOTO 3a aHuMu nonepeaHix 16 pokiB Ha 17 pik).

Oyinxa cucmemamuunoi ckradoeoi. CrucreMaru-
uny ckianoBy (tpern) C(f) ommcyrots niHier perpecii
y BHUIUISAI CTYNIEHEBOIO MOJiHOMY. OCKUIBKM JOBXHHA
BXinHOI peamizanis Nyy (t) n=15 (t=1,2,3,..,16), 1o
cuctemarnyna ckinagosa C(t) mpexcraensie mosiHOM

TpeTI)OFO CTyl'[eH)I BI/IFJ'IS[I[yZ
C(t) = 290,7335—57,5006t + 6,4300t> —0, 2321t> . (9)

I'padik cucremMaTH4yHOI CKI1aI0BOI 300pakeHO Ha pHC. 2.

CucrtemaTtuyHa cknagosa

239,4

200 1698
v\"a-s
150 135427 4

TN 23T 55 4124,9126. 71 2T AaE 7 T
—~—R%1500.3

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17

Puc. 2. I'padix cucteMaTndHOI CKIIa0BOT poLiecy
BUHUKHEHHS HaJ3BUYAHUX CUTYaIliif IPUPOIHOTO XapakTepy

Ha rpadiky Touka 1 Biamosizae 1997 poky i Tak
nani, a Touka 17 — Bigmosigno 2013 poky. Cucremaru-
YHa CKJIa/I0Ba (TPEH[) € HE BUIIAJKOBOIO 1 O/iepXKaHe pi-
BHSIHHS JI03BOJISIE POOUTH TPOTHO3 11 3HAYCHHS SIK MiHi-
MYM Ha piK BIEpes.

Busienennsn nepioouunoi cknadosoi npoyecy 6UHUK-
newnss HC. Tlicnms OIHKHM 1 BHJIyYCHHS 3 peaizamii
Ny (t) cucremaTnyHOl CKIaMOBOT BUHUKAE 3a/1a4a BH-

SIBIIEHHS Ta OIIHKH TEePioAy 1 JUCKPETHUX 3HAYeHb BiJl-
JIiKiB TIEPi0AMYHOI CKIIaJ0BO1.
I'padix BUMAagKOBOTO MPOLECY MIiCIsA BHIYyYCHHS
CHUCTEMATHYHOI CKJIaJI0BOT 300pakeHo Ha puc. 3.
Haii0inpiie 3HayeHHs JorapuMy BiZHOLIEHHS
MPaBAONOAIOHOCTI criocTepiraerThest mpu P =8, T006TO B

peanizanii KijibkicTh nepionis ¢ = 2 . [Ipu bomMy Maemo:

1. OuiHkd AUCKPETHUX 3HAYeHb BIMJIIKIB MEpioau-
4YHOI CKiIanoBoi pu P =8

_ (-14,2 22,4 22,4 —4,7\"
X-= . (10)
25 -37 -13,8 7,9

Bunaakoeui npouec Y (t)
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Puc. 3. I'padik peanizaiii BUIIagKOBOTO MPOLECY
TiCJIS BIIYYECHHS CUCTEMAaTUYHOI CKIIaJ0BO1 3MiHU
Ha/[3BUYalHUX CUTYAIii IPUPOIHOTO XapaKTepy

2. B naHoMy BUINIaAKy 3HA4€HHS BUIIAJIKOBOI BEJIH-
yuan d =15,8.
3. Iopir BUCTaBIAEMO [T faHOTO P =8 3 Hamiid-

Hictio P =0,95 (piBens 3HaunmocTi o = 0,05) y Binmno-

. . . 2 .
BIJTHOCTI 3 PO3MOALIOM ¥~ , 3HAYECHHS SIKOTO JOPIiBHIOE
15,5.

4. OCKINBKA CTAaTHCTHUYHE 3HAYCHHS KpuTepiro d
JUIS MAKCUMaJIbHOTO 3HAUEHHS JIOTapu(My BiJHOIICHHS
MIPaBAOIONIOHOCTI IEPEBHIILYE TOPIT BUSBJICHHS, TOJI 3
BiporignicTio P = 0,95 MoXHa CTBepIKyBaTH, 1110 Y BU-
MaJKOBOMY IpOLeci MPUCYTHs MepioJHYHa CKJIaaoBa, a
orinka ii nepiogy P =8 . 'padik nepiognyHoi ckIag0BOI
300pakeHo Ha pHuc. 4.

MepioanyHa cknaposa
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Puc. 4. I'padik nepioguyHo1 CKIa10BOT MPOIIECY BUHUKHEHHS
Ha/I3BUYAHUX CUTYAIll IPUPOTHOTO XapaKTepy

IIpocno3ysanns 6unadxo8oi ckadoeoi npoyecy 8u-
nuknenns HC. Tlicng omiHKY 1 BTydeHHS 3 peamizamii
Ny () cucremaTnyHOi Ta MepioqUUHOT CKIIAOBHX BH-
HUKAa€ 3a7]ada MPOTHO3Y BHUITAIKOBOI CKIanoBoi. I'padik
BUIIJJKOBOI CKJIaZI0BOi 300pakeHO Ha pHC. 5.

Bunapakosa cknaposa
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Puc. 5. I'padix BumaakoBoi CKJ1a0BO1 MpoOLeCy BAHUKHEHHS
HaI3BUYaHHMUX CUTYalill IPUPOJHOTO XapaKkTepy

IIporHo3yBanHs BUNIaAKOBOI CKiIamoBoi 3minn HC
MIPUPOJHOTO XapaKTepy BHKOHAEMO Yy BIJIIOBIIHOCTI 3
meronom MIIBA. Bubip crpykrypu i mnapamerpis
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Moieni BUnaixoBoi ckianoBoi &(t) 3ailicHioeThes Ha oc-
HOBI 1H(opMalil KopoTKoi BHOiIpKH hakTorpadivHmX a-
Hux npo HC. MakcumanbHa MOXJIMBA TOYHICTH MPO-
THO3Y IIOCATAETHCS 3a MOIOMOTOI0 PSAY MiIpaxyHKiB
IpHU PI3HUX 3HAYCHHAX KOe(illi€eHTiB BigOOpy NaHHX,
TOOTO ONTHMAaJIHHOTO BHCTAaBJICHHS moporis. s mpo-
THO3YBaHHA BUNAAKOBOI ckiaanoBoi &(t) mporecy
Ny (t) BubGepemo uac nepenicropii B '’k pokiB i Oy-
JIEMO BpaxOBYBAaTH 3aJIC)KHICTh BHIAAKOBOI CKJIAIOBOI
E(t) Bix kinmbkocti HC pisHUX BUIIB MPUPOIHOrO Xapa-
KTepy 1 iX BiAXWICHb BiJ CBOiX HENIHIHHUX TPEHIIB.
CroyaTKy BUKOHA€MO BiIOip KOPUCHHUX JAaHUX IJIS TIPO-
rHO3Y BHIIAAKOBOI cKianoBoi &(t) .

Hepwuii 6i06ip oanux (3a 006ICUHOIO BPAXOBAHOL

nepedicmopii). Tlepmuit BinOip maHUX TPOBOIUTHCS 3a
KUTBKICTIO BXIIHUX JaHHWX 3a OCTaHHI I’ATh pokKiB. [103-
HayuMo depe3 Ny MakCHMalibHO MOXJIHBY KiJBKICTh

BHXIIHUX JaHUX (03HAK) 3a mepiox moHiTopuary HC:
Ng =Ngy-T =192, (11)

e Ng =192 — MakcHManbHO MOXKJIMBA KUTBKICTh O3HAK
3a repiox MoHiTopuHry; Ngi =12 — kinbKicTb BpaxoBy-
emux 3minHEX (&g (t) — HeniniiHUI TpeHAY U BUMAz-
KOBOI cKkIanoBoi; AE(t) — BiIXuIEeHHS BUMAIKOBOI CKIa-
JI0BOI Bijl CBOTO HediHiiiHOTO Tpermy; Vq(t) — kiabkicTh
HC reounorigaoro xapakrepy 3a KOXXHHH pik crocTepe-
xennst; Avy(t) — Bigxunenns kinbkocti HC reosoriu-
HOTO XapakTepy BiJl CBOTO HEJiHIMHOrO TpeHay; Vo (t) —

kinbpkicte HC MeTeopoIioriuHoro Xapakrepy 3a KOXKHHIMA
piK criocTepexkenHs; AV, (t) — Bimxunenns kinpkocti HC

METEOPOJIOTIYHOTO XapaKTepy Bifl CBOTO HEJIHIHHOTO
tpenny; Va(t) — ximekicts HC rigponoriunoro xapak-
Tepy 3a KOXHHH pik crmocrepesxenns; Avg(t) — Bimxwu-
neHHsi kinbkocTi HC rimposoriyHoro xapaktepy Bij
cBoro HeminiiiHoro tpenny; V4(t) — xinekicte HC,
OB’ SI3aHUX 3 TIOKEXKaMH B IPUPOAHUX SKOJIOTIYHHUX CH-
cTeMax, 3a KOKHUH pik croctepexenns; AVy(t) — Bin-
xuieHHs KigpkocTi HC, OB’ A3aHUX 3 MOXKeXaMH B IPH-
POJHUX €KOJOTiYHHMX CHCTEMaXx, BiJl CBOTO HEiHIHHOTO
TpeHny; Vg (t) — kimbkicts HC Meauko-6ionoriynoro xa-
paKTepy 3a KOXHUi pik cnocrepexkenns; Avg(t) — Bin-
xwmieHHs KutbkocTi HC Mennko-0i0J0Ti9HOT0 XapakTepy
BiJl cBOTO HeliHiiHOTO TpeHny); T =16 — nepiox MoHi-
TopuHry (16 momepenHix pokiB).

3 BpaxyBaHHSIM [BOTO KOEQII[iEHT MEpIIOro Bif-
6opy naHux (03HaK) Oyzae MOpiBHIOBATH:

b
ki ===0,3125, (12)
T

ne Ky — xoediuient mepuioro BinGopy manux; t =5 —
BPaxOBYEMHH Hac MepenicTopii.

Toni 4nciI0 03HAK, AKi OyAyTh BUKOPUCTAHI B TIO/1a-
JILIIIOMY, TOPiBHIOE:

N].:kl'NO :60, (13)

ne N; —uncio BpaxoByeMux O3HAK IICIIS IEPIIOTO Bij-

6opy mammx. [lo mmx 60 o3Hak yBiiimyts 30 3HauCHD
sMiHHEX 1 30 3HaYEHBD 1X BIAXWJIEHD Bl CBOIX HETIHIMHUX
TPEHJIiB 32 OCTaHHI I1’ATh POKiB. ['padiky UX 03HaK Ha-
BezieHi Ha puc. 6-11.

3HaueHHs
25

20 18 ]

== HeniHiHWI TPeHA BUNa[KOBOI CknaaoBoi =M= BiaXuneHHs BUNAAKOBOI CKIafoBoi Bif TpeHay

Puc. 6. I'padix HemiHIlHOTO TpeHIY
Ta BiIXHMJIEHb BUITQJKOBOI CKJIJ0BOI BiJl HHOTO

3HaueHHs
20

-10
== KinbkicTe HC reonoriyHoro xapakrtepy

== BiaXnneHHs kinbkocTi HC reonoriyHoro xapakTepy Big TpeHay

Puc. 7. I'padik reonoriyHux HaA3BUIANHUX CUTYAIliH
Ta X BIAXWJIEHD BiJl HENIHIHHOTO TPEHIY

BHaveHHs
80

70
60 N\
50 A\ -
40 OV N 7 34
¥, A\ A
T

== KinbkicTb HC meTeoponori4yHoro xapakrepy

== Bi/IXUNeHHA KinbkocTi HC MeTeopororiYHoro xapakTepy Bif TpeHay

Puc. 8. I'padik MeTeopoNOTIYHNX HA3BUYAHHUX CUTYyAIil Ta
X BIIXHJICHB BiJl HEMIHIHHOTO TPEHIY

3HaueHHs
40

35 2
30 A

== KinbKicTb rigponoriyHmx HC =dl= BigxuneHHs kinbkocTi rigponoriynux HC Bia Tpenay

Puc. 9. I'padik rigposoriyHux HaA3BUYaHHUX CUTYyawiil Ta ix
BIIXWJICHD BiJl HEJIIHIHHOTO TPEHAY
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Puc. 10. I'pacdix Hax3BHUaHUX CUTYaITiH,
TIOB’S[3aHUX 3 HOXKEKaMHU B IPHPOJHUX EKOCHCTEMaXx,
Ta X BIAXWIEHD BiJl HEJIIHIHHOTO TPEHIY

3HaueHHs!

250

200 193

150
103 1" \
100 88.4\-84

83 78
58 50 6L 66 67 53 53 56
50 — 36
121 o7 Aq 6,5\'
0 143 44 68 _m—am 02 O 15 21 g 64
s M4 —— gl g a -
.{; 3 5.7 8 9 10 11 12 13 14 15 164
-27, 29,8

-50

—&— KirbKicTs HC Meako-GiornorivHoro xapaktepy

B~ giaxunenHs kinbkocTi HC Meavko-GionoriuHoro xapakTepy 8in TPeHAy

Puc. 11. I'padpix HC mennko-0i0a0Ti9HIX HAA3BHYAHHUX
CUTYyalil Ta iX BIAXWJICHD Bil HETMIHIHHOTO TPEHIY

pyeuii 6i00ip danux (3a Koeghiyicnmamu 63aemMHOL

Kopenayii oznax). JIpyruii BinOip nonapHUX 03HaK BUKO-
HYEMO Ha MiJCTaBi MiJpaxyHKy Koe(illieHTiB KOpesii
BUIIaJIKOBOI CKJIQ/IOBOT 1 BCIX O3HAK, L0 MPOWIIIA ep-
i BinOip. s po3paxyHKy KoeQilieHTIB 3aITOBHIOEMO
Tabimiro 1, B AKIM BKa3aHl 3MIiHHI, 10 HAc IIKaBJIAThH,
B34ITi 31 3CYBOM Ha OJIWH, J1Ba, TPH, YOTHPH 1 IT’SITh POKIB
Ha3aJ. 3a BEJIMYHHOKO KoedilieHTa B3a€MHOI KOPEJIIil
03HaK (He BPaxoBYIOUH HOTO 3HAKa), 3JIMIIAEMO J[BaHA-
austh o3Hak (N2 = 12), koedillieHTH KOpesIll SKuX 1me-
PEBHIILYIOTH 200 JIOPiBHIOOTH opory. Ha ocHoBi ekcrie-
PUMEHTAIBHUX JIOCII/PKEHb TIOPOroBe 3Ha4eHHs Koedi-
nienra kopesiuii Bubpano ®, = 0,35, npu sikomy 1m0-
XHOKH MporHo3y HaiMeHmi. KoegimieHT B3aeMHoi Kope-
TSI 0OYMCITIOETHCS Ha TIiICTaBi BUpa3y:

n

D E(t)-vi(t=kK)

Key, (k) = == . (14
JZ g2 Y vi-k)
t=k+1 t=k+1

He k :1121---15 (n :16)

3a BenmnuuHOIO Koedimienta xopemsmii (tadm. 1)
MIPOXO/ISITH TaKi O3HAKH:

B(t) =&o(t-2); By(t)=Eo(t—1); Ba(t) =A&(t-1);
B4 (t) = v5(t—5); Bs(t) = v3(t-5); Bg(t) = v, (t-5);
B7(t) =va(t-2); Bg(t) =&o(t-3);  (15)
Bg(t) =v4(t—2); Bip(t) =Av,(t-4);
Bi1(t) = Av, (t-3); Byp(t) = vs(t-1).

Sravienn Tabnuya 1 — Po3paxynkn koedinieHTiB B3aeMHOI Kopeasinii

35

2 28 5 s k 1 2 3 4 5

% /j ‘\ ” o &  |0,5855390,624862|0,394268| 0,02503 |-0,11853

20 17

5 //“,,9 - \15/'/'\\ / 1/22: \\ /Lf‘ Ae  |-0,51818-0,12494 | 0,00244 |0,040601 | 0,25384

D, JARRN e\ ] A IRAY v -0,2046 | -0,0541 |0,088829-0,12212 |0,000365

0 / : \?/'/\ — / — \\ , / Av;  |-0,23004 |-0,01013 |0,084727 | -0,26804 | -0,06309

M 58 o | Vo |-0,13094 |-0,40818 |-0,17154 |-0,17002 | -0,41084

10 d s = 85 8,6

I T Av,  |-0,08246 | -0,20493 |0,354934|0,379257 | -0,02205
o KT, HC, nos'ssan 3 nokexami o _ vz |-0,21285|-0,26854 |-0,21691 | -0,15762 | -0,42272
wll BIAXWNEHHS KINbKOCTI HC, NOB'A3aHMX 3 NOXexamu B NPUPOAHUX ekocucTemax, Bif TpeHay

Avz  1-0,14697|-0,00237 | 0,09935 |0,165323|-0,15028
Vy -0,11636 | -0,38064 |-0,08762 |0,104779|0,278718
Avy 1-0,06422|-0,31094 -0,01261 |0,173388|0,343613
V5 -0,35224 | -0,1759 |-0,28091 |-0,22348 |-0,43124
Avs  |-0,23482| 0,16229 |0,030551|0,077988|-0,15836

Yucna iHIEKCIB B KPYIIIUX JTYXKKax MPU 3MIHHHX
MOKa3yIOTh, Ha CKITbKH POKIB Ha3aJl Bijl IPOTrHO30BAHOTO
POKy IOBUHHA OYTH BUMIpsIHA Ta UM iHIIIA BEIUMIHHA.

Omxe koediuient apyroro Bindopy Ko mopismroe:
ko =N,/N; =0,2, (16)

ne Ko — koedinient apyroro Binbopy marnx; Ni — uu-
CJIO BPaXOBYEMHUX O3HAK ITiCJIsl IEPUIOTO BiOOPY NaHUX;
N, — 4mCII0 BpaxXOBYEMHEX O3HAK ITiCIIsL APYTOTO Binbopy

JaHux. JIBaHAIISTh 3MIHHUX JIal0Th MOXJIMBICTh Hallu-
caT micTh pisHuX nominomis Komvoroposa-TI'abopa mis
NPOMDKHUX 3MIHHHMX, B SIKMX OyAyTh BpaxoBaHi MBI
sminni [10]:

E12(t) =lo,2) +he2)Br ©) +1pa,2)B2 (1) +130,2) %
<[By (0D +la2)[B2 01 +15(1.2)By (VB (1);
€3,4(1) =loz,4) +hi(3,4)B3 (1) +15(3.4)Ba (1) + 33,4y
x[Bs (1]° +laga.4)[Ba 01 + Is(3.4)B3 ()B4 ():
E5,6(1) =lo(s,6) +i(5,6)Bs (1) +12(5,6) Bs (1) + I35.6) *
x[Bs (O +1a(s.6)[Be (VT + Is(s,6B5 ()Bs (1)

E78(1) =lo7.8) +hi(7,8)B7 (1) +12(7,8)Bg (1) +13(7,8) an
x[By (% +la(7,8)[Bg (] + (7,8 B7 (1)Bg (1);

€9,10(t) =lo9.10) +h9,10)Bo () +12(9.10)Bio (1) +
+13(9.10) [Bo (1% +l4(910) [Bo (D +
+15(9.10)Bg (1)B1o (1);

€1112(t) =lo112) +har12)Bra(t) +oa112)Bra () +
+l3a112) [Buy (OF +la112)[Bro (OF +
+15(1112)By1 () Bya (1)

[Ipn obGumcnenHi koedillieHTIB MOKJIAIAEMO, IO
3HAYEHHS MPOMIXXHUX 3MIHHHUX JOPIBHIOIOTH 3HAYECHHSIM
BUITaJIKOBOI CKJIa0BOI, TOOTO
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E1,2() = &(1),E34(1) = E(1). -, €112 (1) = E(1) .

IMotiM, 3Haroun  Koe(ili€EHTH  3HAXOAUMO
E12(1),E34(1),.. E1112 (1) X GyHKUiT yacy i BUKOpUCTO-
ByeMO ix B nojaibiiomy. KoedilieHTH KoKHOTO i3 piB-
HSHBb OZIep>KUMO Ha ocHOBI MeToay MHK. Jlns nepimoro
PIBHSIHHS BUpa3 JJIst BEKTOPY KoeillieHTIB Mae BUTIISL;

_ 1

L :(H{ZHLZ) ey (18)
T T . . .

me Ly = (|0(1’2) 2y |5(1’2)) — BEKTOp KoedilieHTiB

posmipHicTIO (6x1); &= (€6:E7,En )T

NaJKOBOI CKIaJI0BOi po3MipHicTIO (n—5,1); [112 — Mat-

— BEKTOpP BH-

pHIs po3MipHicTIO (n—5,6):

I, =

L oB@) B [BAF  [BOF [R@]E6)
1 oBE  BE)  [BEF  [BO] [BG]E6)]
4 | | L)

-2)|x
1 8(0-2) B0 [B(n-2]f [B0-of E?;:(n-)l])]

B pesyunbrari piteHHs: BeKkTop KoedilieHTiB Oy/e
MaTy BUIJISI:

L =(-L446 -1560 0,901 -0,313 0,049 0,275)". (20)

AHAIIOTIYHO MOKHA OJIePKaTH 3HaYCHHS Koedillie-
HTIB ISl iHIIUX PiBHSHB:

[, (165452 10123 2,828 0,172 0,011 —0,163)'

)
-2,925 0,168 0,432 -0,051) ;

]

L =(85555 -4,683

4 =(TL511 4,469 4,958 0,068 0,249 -0,202)' ; (21)

L_5 (12,094 -0,440 3,015 -0,002 -0,043 —0,124T;

Ly =(
Lg=(-73,208 7,157 =0,218 0,074 0,005 —0,09)".

Tpemiii 6i06ip oanux (3a Koeghiyicnmamu Kopenayii

npomiochux 3minnux). KopemsniiiHa, To0TO cuH(basHa,
3MiHa sIKOi-HeOy/b 3 O3HAK IPH KOPOTKii BUOIpPII AaHKUX
MOXe OYTH BHIIQJKOBHM 30iroM. Y TakHX BHIAJKax Ma-
€MO TaK 3BaHy XMOHY KopeJssiito. J{yist 3MeHIIeHHs iMOBi-
PHOCTI BpaxyBaHHS O3HaK, (Ji3UYHO HE 3B’SI3aHUX 3 IEePe-
0avuyBaHOI BEITMYUHOIO, HEOOXIJHO IPOBECTH IIE OJUH
BiZI0ip KOPUCHUX O3HAK 32 KOe(iIliEeHTaMHU KOPETISIIii.
JI71st IbOTO BU3HAYMMO KOPEIAIiI0 BUTIAAKOBOI Be-
JMYMHA 3 TIPOMiKHUMH 3MiHHUMH &1, (1), &34(1),

Es6(1), E78(1), &910(t), &1112(t) , 106 Hanani Bpaxy-
BaTH HAWOLIBII KOpPENboBaHi (TOOTO Taki, 10 CHH(A3HO
3MIHIOIOTECS) 13 Heto. KoediltieHTn Kopesiiii BunaaKo-
Boi Benuuunn &(t) i3 mpoMiXHUMHU 3MiHHUMHU &12(0),

E34(1), &56(t), E78(1), &g10(t), &1112(t) HaBeneni B
Tabm. 2.

Tabnuya 2 — KoedinienTn xopensinii npoMizKHIX 3MiHHHX

IIpomizkHi 3MiHHI KoediuienTn xopeasuii
&12(t) 0,824926
€3.4(t) 0,836504
&s6(t) 0,939849
&7,8(t) 0,754133
€9.10(t) 0,748793
&112() 0,877596

Ha ocHOBI ekcriepuMeHTaNbHUX JOCHTIHKEHB TI0PO-
roBe 3Ha4YeHHs KoedimieHTa Kopessiuii BUOpaHO

©3 =0,8, npu skoMy NOXHOKH MPOTHO3y HAWMEHILII.

Toni 3a BenmmuuHO KoedimieHTa B3a€MHOI KOPEJMii
MIPOMDKHUX 3MIHHUX 3QJIUIIATHCS TUIBKU YOTHPH IPOMi-

i 3minmi (N = 4 ):Bapor
£56(t) =85,55517 —4,68296 - v3 (t—5) | - 2,92547
<[V (t—5)]-2,92547-[vs (t—5) | +0,168495x
x[ v, (t=5) " ~0,05061-[v3 (t-5)]- [va (t-5)];
E1112(t) =—73,208+7,157 [ Av, (t-3) ] -0, 21765
x[ Vs (t-1)]-0,07418-[ Av, (t-3) |° +0,005251x

x[vs (t=1) " ~0,03947-[ Av, (t-3)]-[vs (t-1) o2
£34(t) =165,452+10,1231-[ AEy (t-1)]-2,82801x
x[ Vs (t~5)]~0,17215.[ ALy (t-1)]? +0,010566x
x[vs (t=5) > ~0,16255- Agq (t—1)]-[vs (t=5) ;
£1(t) = —1,4461-1,56025[ £ (t—2)]+0,901209x
x[ £ (t—1)]~0,31267-[ £ (t—2)]* +0,048474
<[ 2o (t-1)]7 +0,274591.[ & (t-2)]-[£o (t-1)]:
Koediuient tpetboro sinGopy Ks:
kg =N3/N, =0,33. (23)

YoTHpu 3MiHHI TO3BOJISIOTh 3HAUTH JBI TPOMIXKHI
3MiHHI TaKOTo piBHS:

&5,61112(1) =lo61112) +hs61112) '[@5,6 (t)J +

2
+ly(5,61112) '[%11,12 (t)} +l35,61112) '[%5.6 (t)J +

) (24)
+ly(5.61112) '[@11,12 (t)} +l5(561110)
x [%5,6 (t)J ' [in,lz (t)J ;
€3412(1) =loz212) thza12) '[§3,4(t)J +
2
+123,41,2) '[il,z(t)J +133,41,2) '[§3,4(t)J + (25)

+la3.41,2) '[il,z(t)}z +l534,12 ‘[5..3,4('[)} '|:§1,2(t):|
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B pesynbrarti pilieHHs 0/1ep>KUMO TaKi BEKTOPH KO-
eili€eHTIB!

Ls1112 =
:(0,916 0,368 0,832 0,015 -0,092 0,068)T;(

26)

L3412 =
= (0,606 0,376 1158 -0,0003 0,116 —0,207)T,
a00 B IBHOMY BUTJISLII PiBHSHHS 3aIIAITYTHCS TaK:

561112 (1) = 0,916133+0,368383: | £5,5(1) |+

2
+O,8321O9~[§11‘12(t)J+0,015496-[§5_6(t)] -
2
~0,09176- [&,11’12 (t)} +0,068496

X[és,e (t)} '[in,lz (t)}i

(27)
€3412(t) = 0,0606337 +0,376348 [gu(t)} +

+1,1578811-| &1,(1) | —0,0003,-[@,4(0}2 ¥
+0,116027 - [gm (t)T —0,20743x

X[§3,4(t)][§1,2(t)]
KoedirieHTH KOpemsaiii BUMAIKOBOI BEIHMYUHH

&(t) i3 mpomiknnmu 3minanME &5 61112 (1), €3412 (t)
HaBeJeHi B Ta0u. 3.

Tabnuys 3 — KoedinienTn kopensinii mpoMizKHUX 3MiHHIX

E(tyy) = ~1412+0,914- E5.611 12(t,) |+

+0,071- [&3,4,1,2 (t,,p)} +0,115x
(30)
X[§5,6,11,12 (tnp)TJr 0, 095'[533,4,1,2 (tnp):|2 -

—-0,209- |:§5,6,11,12 (tnp ):| : |:§3,4,1,2 (tnp )} .

IporHo3Hi 3HAYECHHS BUMIAIKOBOI CKIIanoBoi &(t,,) Ko-
PpeNboBaHi i3 3HAYEHHSIMU BUIMAIKOBOI CKIamoBol &(t) 3 Ko-
edinierroM xopermsii pisanM 0,979635. 3HaueHHS BT I-
KOBOI CKJIaJIOBOI 1 IIPOTHO3HI 3HAYEHHS BUIAJIKOBOI CKJIa-
noBoi 3a 2002-2013 poxu npuseneHi Ha puc. 12. 3 Bpaxy-
BaHHSIM CUCTEMATHYHOT, IEPiOANYHOT Ta BUIIaJKOBHX CKJIa-
JIOBHX V BIIMOBIHOCTI 3 BUpa3oM (1) 3poOHMO MpOrHo3 Mo-
»umBoi kibkocti HC mpupoaHoro xapakrepy. dakruuni
Ta MPOTHO3HI 3Ha4YeHHs KitbkocTi HC mpupoHoro xapak-
Tepy 3a 2002-2013 poxu npencrasieHi Ha puc. 13 (pomd —
peaibHi, KBaapaT — IPOTHO3HI 3HAYCHH).

Bunankosa cknanosa
50

40 39
9
30
20 16,3 16.6 /
16,3 /15,6
10 A 5.6
2 2T J\_ EE g.g /
o0 ﬁ . .
20@4 20(\200/ 2005 W/ oo7 2008 2008° 2010 2017 2012 2013
-10
15,5 \%4 1 Pik
20 75 7.1

-30

—@— ONTUMICTUMHMIA POTHO3 —Bi— (PAKTUMHE SHAUESHHS —h— MECUMICTVMHIIA MPOTHO3

Puc. 12. 3naueHHs BUIAAKOBOI CKJIaI0BOT
1 IpOTHO3Hi 11 3HaUYeHHA

[pomizxkHi 3MinHI Koediuientn kopensuii

E5.61112(t) 0,966706

€3.41.2(t) 0,963991

JIBi 3MiHHI T03BOJISIOTh 3HAUTH KiHIIEBE PIBHIHHS
MPOTHO3Y BUITAJIKOBOI CKJIAI0BOI:

&5,6111234121) =los61112341,2) +
+h(5,61112,34,1,2) '[é5,6|11.12 (t)J +

+o(5,61112,3.4.1,2) [§3412(t)}

(28)
l3(5,6.1112,3,4.1,2) '[%5,6,11,12 (t)J +

2
+ly(5,61112,3.4,12) '[E.~3,4,1,2 (t)J +
+l5(5,61112,34.1,2 '[&5,6,11,12 (t)][is,zt,l,z(t)]

B pesynbrari pillleHHS ONEPKUMO TAKHA BEKTOP
KoeiLieHTIB:
Ls 611123412 =
; (29)
=(—1, 412 0,914 0,071 0,115 0,095 -0, 209)

B siBHOMY BUTIISAII piBHSHHS mepeaOadeHHs 3amu-
LIETHCS TAKMM YHHOM:

=

20

2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013
Pik

—@— ONTUMICTULHMI NPOTHO3 —Bi— haKTUHHE KIMbKICTL —de— NECUMICTUMHUIA MPOTHOS

Puc. 13. dakTuyHi i IPOrHO3HI 3HAUCHHSI KITBKOCTI Ha3BH-
YallHUX CHUTYyaliil PUPOHOTO XapaKTepy

Takum umnOM, B 2013 pomi 3adikcoBano 56 HC
MIPUPOJHOTO XapakTepy, a O4iKyBaHe MPOTrHO3HE 3Ha-
YeHHS CKJIANO: ONTHMIiCTHYHHH nporHo3 56 HC, necnmi-
ctuyHmi iporHos 57 HC.

3. IlepeBipka edeKTHBHOCTI 3aCTOCYBAHHSI Me-
TOAMKH NPOTHO3YBAaHHS KiJILKOCTI Ha/J3BHYAiHUX
cuTyauiii npupoaHoro xapakrepy. Ha ocHoBi craTuc-
tuaraux nanux npo HC B Ykpaini [7, 8] npoBeaeHi noc-
JKeHHsS. e()eKTHUBHOCTI 3aCTOCYBaHHS METOJIUKH IpO-
ruo3yBanHsl kinbkocti HC mpupoanoro xapaxrepy. B
SIKOCTI KpUTepito epeKTUBHOCTI BUOEPEMO MOAYJIb Bij-
HOCHOT HOMMJIKH IIPOTHO3Y, SIKUI PO3paxoBy€eThCs Ha OC-
HOBI TIOTIEPEHIX CTATUCTUYHHUX JAaHUX TAKHM YHHOM:

jAl= 3" [ai|/n, (31)
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e |A| — Momynb cepeqHbOi BiTHOCHOI MOXHUOKHU MpO-
rHO3Y; |Ai| — MOIyb BiTHOCHOT OXHUOKH i-T0 KPOKY MpPO-
THO3Y; N — KUIBKICTh CTaTUCTUYHUX JaHUX.
[NopiBHANBHI 1aH] MPOTHO3HUX Ta (PAaKTHYHMX 3HA-
yeHp kinpkocti HC HaBeneni B Tabn. 4. B pesynbraTi
eKCIIEPUMEHTAJIbHUX JIOCHI/PKEHb BCTAHOBICHO, IO

3aCTOCYBaHHS JJaHOI METOAMKHU JI03BOJISIE 3/1IHCHIOBATH
nporHo3 kinekocti HC B nepxkai. [Ipu npoMy cepenus
BiJITHOCHA NOXHOKa Nporuo3y He nepesuinye 4,4 %. Ciuin
3a3HAYUTH, 110 MPU 3aCTOCYBaHHI CTaTHCTHKO-HMOBIp-
HOro MeToIy nporHo3yBanHsi kinbkocti HC [20] cepennst
BIZJTHOCHA NMOXHOKa MMPOTHO3Y cKi1anana 8%.

Tabruys 4 -- TlopiBHAHHSA NPOTrHO3HUX TA GaKTHYHUX 3HAYeHDb KinbkocTi HC 3a nepiox 2013-2020 poxu

Pix
Hapaetp 2013 | 2014 | 2015 | 2016 | 2017 | 2018 | 2019 | 2020
Kinpkicts HC DakTHYHA KUJIBKICTh 56 59 77 89 107 77 81 64
MOPUPOHOTO Xapa- ONTUMICTHYHHIA IPOTHO3 55 53 72 84 102 76 77 62
KTepy TlecuMicTHYHMI TPOTHO3 57 60 79 93 108 80 84 66
TakuM yuHOM, 32 PaxXyHOK MPOTHO3yBaHHS BUTIA/I- BHCHOBKH

KOBOI cKi1a10B01 mporiecy 3minn HC npupoaHoro xapax-
Tepy TOYHICTH NPOrHO3y KijbkocTi HC mpupoaHoro xa-
pakrtepy 30inbIInIack Maiixe B 1,7 pasis.

4. O6roBopeHHsI pe3yJbTAaTiB eKCIIEPUMEHTATb-
HHUX JI0CJTiTKeHb e()eKTUBHOCTI 3aCTOCYBaHHSI MeTO-
JMKH MPOTHO3YBAHHS HAA3BHYANHUX cUTyalii npu-
POAHOr0 XapakTepy Ha OCHOBi MeTO1y NMOMAPHOIO
BpPaxyBaHHs apryMeHTiB. 3 BpaXyBaHHIM JAii BCIX Je-
cTabimi3yrounx (akTopiB mnporec 3MiHM Kigbkocti HC
MIPUPOJTHOTO XapakTepy MOLIIBHO HPENCTABUTH Y BU-
TS aIATHBHOT CYMIIII CHCTEMAaTHYHOI CKJIQJIOBOT, sKa
XapakTepu3ye HE3BOPOTHI MpoliecH Aperdy napaMeTpis,
MepioAnYHOT 1 BUMAIKOBOI CcKiaagoBux. OIliHKA BCIiX
TPBOX CKJIaJOBUX mpoliecy 3minn HC npupoanoro xapa-
KTepy J03BOJIMTh HE TUIBKH 3IIHCHUTH NPOTHO3YBaHHS
0 KOXKHIH 13 HUX, ajie ¥ ruoIe nmpoaHalizyBaTH IpH-
YWHU BUHUKHEHHA nonioaux HC.

Po3pobiiena MeTouKa J103BOJISIE MIJBUIIUTH TOY-
HicTk nnporHo3yBanHs HC npupoaHoro xapakrepy 3a pa-
XYHOK MPOTHO3YBaHHS BHIAJKOBOI CKJIAJI0BOI IpOIECy
3minn npuponanx HC Ha ocHoBi meroxy MIIBA. Pe-
3yJITaTH EKCHEPUMEHTAIBHUX JIOCHIKEHb ITI0Ka3alu,
110 3aCTOCYBaHHS JaHOI METOAMKHU J03BOJISIE 3MiHCHIO-
BaTH nporuo3 kinekocti HC 3 cepeqHbor0 BiHOCHOIO
noxubkoro nporaosy 4,4 %. Lle maibke B 1,7 pa3u nepe-
BHIIIy€ TOYHICTh MPOTHO3Y NPH 3aCTOCYBAaHHI CTaTHC-
THUKO-IIMOBIPHOTO METO/Iy MPOTHO3yBaHH: KijgbkocTi HC
MIPUPOJTHOTO Xapakrepy. Jesiki ckimagHocTi i 0OMeXeHHs
JOCIKEHHsT e()EeKTHBHOCTI 3aCTOCYBAaHHS METOJHUKH
MOXYTb OyTH BHKJIMKaHI HelocTaTHIM oOcsirom abo He
KOPEKTHICTIO IOCTOBIPHUX CTATUCTHYHMX JaHuX mpo HC
MIPUPOJTHOTO XapaKTepy B JAeprKaBi.

Ilomanpmmii po3BUTOK 3aIPOIIOHOBAHOI METOAMKH
MTOBHMHEH OyTH CHIPSIMOBaHMM Ha JJOCJIIPKSHHS BIUIUBY i-
3HOMAHITHUX AECTa0UIi3yl0unx (aKTopiB sIK OKPEMO, TaK
1 B iX CyKyNHOCTI, Ha MPOLECH BUHUKHEHHS Ta PO3BUTKY
HC npupoanoTro XapakTepy B pi3HHX perioHax JAepikaBH.

1. OOrpyHTOBaHO BHMOIp MOAENi 3MiHHM y3arajibHe-
Horo napameTpy nponecy 3minn HC npuponHoro xapak-
Tepy. B sIKoCTi y3arajJpHEeHOTro napameTpy po3risiIacThes
kibkicTs HC 3a mesikuii mpoMDKOK Yacy (HampuKiIaz, 3a
pik). I3 BpaxyBaHHIM JIii BCIX necTadimi3yrounx (GakTopis
LIeH TpoIIec TOUIIBHO MIPEACTABUTH Y BUTIIAI aJUTHBHOT
CYMIIIIi CHCTEMaTHIHOI CKIIAIOBO1, KA XapaKTepu3ye He-
3BOPOTHI IporiecH apeidy mapameTpiB, MePioANIHOI 1 BU-
maIkoBo1 ckiagoBuX. OIiHKa BCIX TPHOX CKIaIOBUX IPO-
necy 3mian HC mpupomHOTO XapakTepy IO3BOIHUTH HE
TUIBKH 3J1ICHATH POTHO3YBaHHS 110 KOXKHIH 13 HUX, alie
i rub1Ie npoanaizyBaTy npuauHy BunnkHeHHs HC.

2. Po3pobiieHa MeTOguKa IiJABUIICHHS TOYHOCTI
nporuo3yBanus HC mpupomHOro xapakrepy Ha OCHOBI
MIIBA. MeTouKka 103BOJISIE MIABHIUTH TOYHICTD MPO-
rHo3yBanHs HC npupoaHOTOo XapakTepy 3a paxyHOK OIli-
HKH CHCTEMAaTHYHOI Ta TIEPIOJUYHOI CKIIAZIOBUX, 8 TAKOXK
MIPOTHO3YBAHHS BHIIAJKOBOI CKJIAOBOI MPOIECY 3MiHH
npupogaux HC Ha ocHOBi Mmetoy MIIBA. 1le 3xiiicHto-
€TBCS 32 PaXYHOK PEKYPEHTHOT'O BUPIMICHHI KiTBKOX CH-
CTEM HOPMABHUX PiBHSIHb, CKIIAICHUX IS KOXKHOI MapH
ApTYMEHTIB 1 JJI1 HOBUX JONOMDKHHX 3MIHHHUX.

3. Tleperipka e(pEKTUBHOCTI 3aCTOCYBAaHHS METO-
JIMKH TTOKA3aJIH, 110 BOHA J03BOJISIE IMTiABUIIUATH TOYHICTh
nporHo3yBanHst HC npuposHOro xapakTtepy 3a paxyHOK
NPOTrHO3YBaHHSI BHUIAJKOBOI CKJIAJOBOI TPOILECY 3MiHH
npupoxanx HC Ha ocHOBi MeToxy MIIBA. B pesynsraTi
EKCIIEPUMEHTAIBHHUX JOCIIKEHb BCTAHOBJICHO, IO Ccepe-
JHS BiTHOCHA TMOXHMOKAa TPOTHO3Y CTAHOBUTH OJIM3BKO
4,4 %. lle maibxe B 1,7 pasu mepeBHILy€e TOYHICTH MPO-
THO3Y IIPH 3aCTOCYBaHHI CTATHCTHKO-HUMOBIPHOTO METOLY
nporHo3yBaHH: Kibkocti HC mpupoaHOoTro xapakrepy.

EdexTuBHICTS 3aCTOCYBaHHS METOTUKH OyIie 3aire-
JKaTH BiJI JOCTOBIPHOCTI Ta 00CATY CTATUCTUYHUX JAHHUX
npo HC npupoHOTo Xapaktepy 3a ASsIKUi 1mepio1 MOHi-
TOPHHTY.
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Methods of improving the accuracy of forecasting of emergency emergency situations
on the basis of the method of couply accounting of arguments

H. lvanets, M. lvanets, I. Tolkunov, I. Popov

Abstract. The effectiveness of planning and implementation of measures to prevent emergencies of a natural nature is
determined by the quality of forecasting the threats of their occurrence. Emergency prevention is based on the analysis and accuracy
of forecasting the possibility of such emergencies. The article substantiates the choice of the model of change of the generalized
parameter of the process of change of emergencies of natural character. The number of emergencies over a period of time is
considered as a generalized parameter. Taking into account the action of all destabilizing factors, this process should be presented
in the form of an additive mixture of systematic components, which characterizes the irreversible processes of drift parameters,
periodic and random components. Assessment of all three components of the process of changing natural emergencies will allow
not only to make predictions on each of them, but also to analyze more deeply the causes of emergencies. A method for improving
the accuracy of forecasting emergencies of a natural nature based on the method of pairwise consideration of arguments. The
method allows to increase the accuracy of forecasting emergencies of natural nature by assessing the systematic and periodic
components, as well as forecasting the random component of the process of changing natural emergencies. Experimental studies
have shown the effectiveness of the method of pairwise consideration of arguments to predict the random component of the process
of emergencies of a natural nature on the basis of the developed methodology. At the same time, the accuracy of forecasting the
number of emergencies compared to the statistically probable forecast method has increased almost 1.7 times. This allows reason-
able approaches to the planning and implementation of organizational and technical measures aimed at preventing and eliminating
the consequences of emergencies both in the state and its regions.

Keywords: emergency situation, generalized parameter, systematic component, periodic component, random component,
model, method of pairwise consideration of arguments.
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KuiBcpkuit HanioHaEHUH yHIBepcuTeT OyAiBHHAIITBA Ta apXiTekTypH, KuiB, Ykpaina

OIIHKA I KTACU®IKALIA
BUPOBHNYOI'O PU3UKY TP BUKOHAHHI
JOPOKHIX POBIT HA TTPUKJIAAI MICTA KMEBA

AHoTanisi. B po6oTi BU3HaUa€eTHCSI KOMITIEKCHUH BUPOOHHYIHH PU3UK 32 IOITOMOTOI0 CHCTEMHOI MOJIEINI IS TIPAIlI0IO-
YHUX Ha BiJKPUTOMY IIOBITPi IPH PEKOHCTPYKIi] aBTOTPAHCIIOPTHHUX IIIIXOMPOBOMAIB 3 YPaXyBaHHSAM METEOPOJIOTIIHHX
(axTopiB, 3a0pyTHEHHS aTMOC(EpHOTO IOBITPS Ta XPOHIYHOrO BIUIMBY LIyMY BiJl aBTOTPAaHCIIOPTHUX 3aco0iB. 3ampomno-
HOBAHO METOIOJIOTII0 CHCTEMHOTO MiXO0AYy 10 BH3HA4YEeHHs npodeciifHoro pu3nky Ha OCHOBI i€papXiduHOi ABOpiBHEBOI
CHUCTEMHOI MaTeMaTU4HOI MOJIENI, SIKa BPaXOBY€ BCi 3aKOHOMIPHOCTI BIUIUBY OCHOBHHUX HeOe3MedyHux (GaxTopiB. 3ampo-
MMOHOBAHO KBaJi(iKaliiiHy MKaly I OLIHKA BUPOOHUYOTO PUKKY PU3UKY AJIS 310pOB’s Mpanooynx. BusHadeHo, mo
3HAYCHHSI PU3HKY UL 3I0pOB’S MPAIIOIYHX [IPH BUKOHAHHI JOPOXKHIX poOIiT HE MOKe OyTH OTPUMaHO Ha OCHOBI iCHY-
I0OYUX HOPMATUBHUX JOKYMEHTIB, OCKIIbKH BOHH HE BPaxOBYIOTh PH3HK BiJ HOCTIHHOTO IIYMOBOTO HaBaHTAXXCHHS BifJ
aBTOTPAHCIIOPTHUX 3ac00iB Ha NIISXONPOBOJAX, IO JTOJATKOBO MOCHIIIOETECS TEMIICPATyPHUM BIUIMBOM B TEIUTI MicCSIi
poky. Po3pob.Jiena cucteMHa MaTeMaTUYHA MOJICTh OI[IHKY Ta Kiacu(ikarlii 3HaueHHsI BUPOOHUYOTO PUBHKY JIJISL TIPAITEO-
I0YMX Ha BIIKPUTOMY IOBITpI, sIKa BPaXOBY€E BCi 3aKOHOMIPHOCTI BIUIMBY OCHOBHUX HeOe3NeuHnX GpakTopiB 3a0pyJHEHHS
MICBKOT'O CepeJOBHINA Ta IIPOBe/ieHO 11 anpobairo 1 yMoB M. Kuepa. Pe3yabTaTn po6oTH aKkTya bHi 1Sl yJOCKOHA-
JICHHS! YIIPaBJIiHHS 0€3MeKOI0 MPAIFOI0YNX IIPY BUKOHAHHI JOPOXKHIX POOIT 32 paXyHOK KOMIUIEKCHOTO BpaxXyBaHHS BCiX
IIKiIUIMBUX (DaKTOPiB BILIMBY NPHU OLIHII BUPOOHUYIOTO PU3HKY .

KnwuoBi caoBa: BPIpO6HPI‘-IPII>i PU3HK, aBTOMOOLIbHI 1IIXonpoBoau, CUCTEMHA MOJEIIb, iHI[eKC TCIIJIOBOTO HaBaHTa-

JKCHH, BIUIMB IIYMOBOT'O 3a6pyuHeHH${, PECUYOBUHHE 33,6py}:[HeHH9[ aTMOC(I)epHOl"O HOBiTpS{.

Beryn

Bu3HaueHHs1 BUPOOHUYOIO PU3MKY JUIS TPAIOIO-
YUX Ha BIIKPUTOMY IOBITPi i HOTO BiNMOBITHICTIO 3HA-
YeHb ICHYIOUMM HOPMaTHBaM CIIi/I pO3TJIAaTH KOMIUIEK-
CHO BiJ BCiX BIUTMBOBHX (aKTOPIiB i IIbOMY IHTaHHIO
OCTaHHIM 9acOM MPHUCBIYCHO 0arato JOCHTiKCHb.

OxpeMi JOCITIPKEHHS CTOCYIOTBCS ITiABHIICHHIO
TEMIIEpaTypHUX TOKa3HHUKIB B TEILI MEpPiOJH POKY Ta
B33a€EMO3B’SI3Ky 3a0py/HEHHsI aTMOC(EpHOro HOBITPS B
yMOBax IIIOOAIBHUX KIIMAaTHYHUX 3MiH Ta 3I0pPOB’SIM
HaceJeHHs 01151 aBTOTPAHCHIOPTHHUX LIISIXOIIPOBOIB Y-
GanizoBanux Teputopiit [1-4]. B nanux po6oTax po3ris-
JIa€ThCSl MUTAHHS BTOPHMHHHUX YTBOPEHb TOKCHYHHX 3a-
OpyIHIOBadiB B aTMOC(epHOMY IMOBITpi BiJ BUKUIIB aB-
TOTPAHCIIOPTHHUX 3ac00iB, SKi MPAIIOIOTh HAa OCH3WHO-
BOMY Ta JM3€JIbHOMY ITaJIUBI.

[MuraHHs BIIMBY MiABUINEHHS iHAEKCY 3a0pyn-
HEHHS TIOBITPSl 3B&KCHUMH aepO30JbHUMH YacTKaMH
PM2,5 BHaCiIOK MiJBUIIEHHS TEMIIEPAaTypPHUX YMOB Ta
BOJIOTOCTI TIOBITPA B JIITHI CIIEKOTHI MICSIIi POKY Ha 3Ha-
YEHHsI PU3UKY JJISl 3[0POB’S HACENICHHS PO3IIISTHYTO B
poGori [5].

JloBeeHo, 1110 TBEP/Ii YaCTKH JiaMeTPOM MEHII SIK
2,5MKM B aTMOcdepi MiCTa € 3HAYHUM IPEAUKTOPOM Ki-
JILKOCTI TMiATBEP/KSHUX BHITAJKIB 0araThoX 3aXBOPIO-
BaHb, B T.4. Ha COVID-19.

Ha ©Oesnexy npamrorouux aBTOJOPOXKHHX CIyXkO
3HAQYHO BIUIMBAE IIOCTIHHE I[IYMOBE HaBaHTAXXEHHS.
OsHakM HOpPYLIEHb 3J0pPOB'A JIIOJCH, SIKI NPOXXKHUBAIOTH
a00 3HaXOAATHCS TPUBAJIOTO Yacy Bijl BIUIMBOM TPaHCIIO-
PTHOTO IIIyMY Ta OI[IHKY ITOAPAa3HIOI0YO1 il IyMy 3a J10-
TTIOMOTOFO COIIIOJIOTIYHUX Ta COMiaIbHO-aKyCTUIHHUX 00-
cTeXeHb Kiacu(ikoBani aBropamu pooit [6-9].

Komm mopymeHHs 3m20poB’S BH3HAYAIHMCSA MPHU
npomy 3rizao MKX-10 (ICD — 10), 1o 3a po3poOkoro

BcecBiTHBOI OpraHsizaiiii 0OXOpOHHU 3I0POB’S € 3arajbHoO-
MPUHHATO Kiacuikalieo s KOAyBaHHS MEIUYHUX
3aXBOPIOBAHb.

Tak, y HacesleHHs, K€ Ma€ XpOHIYHHUI BIUIMB IIy-
MOBOTO HAaBAaHTAXKCHHS HaBKOJIMIIHBOTO CEPEeJIOBHIIA
CIIOCTEPITa€ThCS:

- TOpYIICHHS HEPBOBOI CHCTEMH (HEpBOBa Ha-
mpyra i po3apaTyBaHHS, IMOPYIICHHS CHY, KOTHUTHBHI
MOPYIICHHS, BETeTO-CyAMHHA AUCTOHIN), Komqu MKX —
R45.0, G47,R41,G90.8 BianoBiaHO;

- TOpYUIIEHHS CHUCTEMH KpoBooOOiry (mimBu-
IICHHS KPOB’SIHOTO THCKY, HecrenudiuHe, 0e3 miarHo3y
rineprensii, rinepre3uBHa XBOpoOa cepiyl, imemMiuHa
XBOpoOa ceplyst, CTeHOKapisi, iHpapKT Miokapzaa), KOau
MKX — R03.0, 111.9, 124, 125, 120, 121 BignosigHo;

- BYIIHI XBOpoOH (LIyM y ByXax, cy0’€KTHBHHUIA,
KOHIYKTHBHA | HEHPOCEHCOpHA BTpaTa YyTHOCTI, BTpaTa
YYTHOCTI, [0 BUKJIMKaHa myMmom), komqu MKX — H93.1,
H90, H83.3 BignoBigHO.

PesynbraTu nmpeacraBieHnx B poOOTax A0CIIHKEHbD
3HAMIIUIM CBOE BTUICHHS B PAJ HOPMaTHBHUX JOKyMEH-
TiB, B T.4. MixkHapouux [10-12 Ta in.].

[TpamiBHUKK 1O PEMOHTY aBTOLUIIXOIPOBOJIB Ta
MacmTabHOi po30ymoBU iHPpacTpyKTypu Ha ypbOaHi30-
BaHHUX TEPHUTOPISIX 3HAXOSITHCS MPOTITOM §-TOJMHHOTO
po06090ro JAHS IMiJl BILTMBOM JIaHUX HEOE3MeUHNX (HaKTo-
piB, TOMy BU3HAa4YeHHSA 3ac00iB 3aXWCTy JUII TapaHTY-
BaHHA 1X Oe3meyHoi mpalli € BKpai akTyadbHUM, 0CO0-
JUBO 3 BpaxyBaHHIM peaizamnii B maHuid gac IIpoexty
«Bemuke OyIiBHUIITBO» B MiCTax YKpalHH.

[Turanns, sike Mae OyTH TakoX PO3IISIHYTO — YU
3HAXOJUTHCS B ICHYIOUHMX MEXaX HOPMAaTHBHE 3HAUCHHS
BUPOOHMYOT0 PU3MKY JIS TPALIOIOYHX HAa BIAKPUTOMY
TIOBITPI 011 BEJIMKUX MEPEXPECTIB Ta MUITXONPOBO/IIB.

AHAJIi3 0CTaHHIX JOCHiIKeHb. 3HAYCHHS BUPOO-
HUYOTO PH3HWKY NPAMIOIOYMX HA BIAKPUTOMY TOBITpi

© Kosansosa A. B., 2022
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JaHOi KaTeropii B HOPMAaTHBHUX JIOKyMEHTaX Ta HAyKO-
BUX JOCIIJUKEHHSX BH3HAYAETHCS OKPEMO 110 KOXKHOMY
BIUTMBOBOMY (DaKkTopy.

Cnin 3a3HAYMTH, IO HABITH NPU TAKOMY IMiIXOi
OCTaHHIMHM POKaMH CIIOCTEPIracThCsi MEBHE II€PEBHU-
IIEHHS 3HAYCHb PU3HUKY.

Tak, 3a cTaHOAPTHUMH METOJUKAMH MO0 BH3HA-
YeHHs podeciitHoTo PH3HUKY B 3aJISKHOCTI Bill poOOTH B
YMOBax JITHIX 3HaYeHb TEMIIEPAaTypHHUX MOKAa3HHUKIB
CIIOCTEPIraloThCSA JAOMYCTHMI MIKPOKITIMATHYHI YMOBH
Ha CTaH Ipami, Ha BiIMiHYy BiJ ONTUMAaJIbHUX, 3TiJHO HO-
pMaTHBHOTO 1oKyMeHTy [13].

BB 3a0pyaHeHHs aTMoc(epHOro MoBiTps Ha
3HAYEHHSI PU3HUKY PO3TIIAJA€ThCS JOCHITHUKAMH, 3a3BH-
Yai, y B3a€MO3B’SI3KY 3 KJIIIMATHYHIUMH YMOBaMH.

Tak B po6oti [14] Gymo npoBeeHO MaTeMaTHYHE
MO/JICTIFOBaHHS 1[0JI0 3HA4YEeHb JaHI KaHLEPOI'CHHOTO Ta
HEKaHIEPOTeHHOTO PU3UKIB [UIS 30POB’SA BiJl BTOPHH-
HOTO 3a0pyIHEHHS aTMOC(epH BHUKHIAMH aBTOMOOIb-
HOTO TPAHCIIOPTY B YMOBax CTajocTi armocdepu. Pospa-
XOBaHE MEPEBUIICHHS 3HaYeHb PU3NKY IS 37J0POB’S Ha-
CeNICHHS B IUX JOCHIIKCHHAX At yMoB M. Kuesa
ckiaino 3-4 pasu.

Jlana meroMka Moxe OyTH TaKOX 3aCTOCOBaHA ISt
MPAIOIOYNX aBTOJOPOXKHOI Tally3l B YacTHHI XpOHIY-
HOT'O BIUIMBY TOKCHKAHTIB BHACIiIOK ()OTOXIMIYHUX pe-
aKuii B atMocepHOMY NOBITpi ypOaHi30BaHUX TEPHUTO-
piii B 3aJIe)KHOCTI BiJl TeMIIepaTypH, BOJIOTOCTI Ta IIBUI-
KOCTI MTOBITPS Ha TaHiH MiCIIEBOCTI.

[MuraHHIO B32€MO3B 3Ky TEMIEpaTypHUX YMOB Ta
3a0pyAHEHHS aTMOC(EPHOTO MOBITPS MPUCBIICHI TAKOK
po6otu [15, 16], B sIKMX HA OCHOBI €KCIIEPUMEHTAIBLHUX
Ta TEOPETHYHUX JOCIHIIKEHb JOBEICHO TEHICHILIO MiJl-
BUILCHHS 3HaYeHb BUPOOHUYIOTO PUUKY B YMOBax Ii100a-
JIBHUX KJIIMATHYHUX 3MiH.

OnuH 3 ocHOBHUX (DaKTOpIB BIUIMBY Ha Oe€3rexy
MPAIOIOYNX - NEPEBUIICHHS HOPMaTHBHOI'O PIBHS IIy-
MOBOTO 3a0pyJIHEHHS OUIS BEJIUKHX ABTOMOOLIBHUX
PO3B’SI30K Ta IUISIXOMPOBOIIB, 10 OCTAHHIM 4aCOM CITO-
cTepiraeThcs MOBCIOJIHO B BEJIMKUX MicTax CBiTy. 3Ha-
YEeHHsI IEPEeBUILICHb HaJl HOPMaTUBHUM PIBHEM IO OKpe-
MHUX TOYKaX (IKCYETBCS SIK B OKPEMHX JOCIIJDKEHHSIX,
TaK i B JaHUX IIYMOBUX KapT MO BEJIMKHUX Merarojicax
CBITY.

Taxk 3rigao nanux U.S.Departament of Transporta-
tion, Bureau of Transportation Statistics, (cepennro3Ba-
KEHHUH piBeHb IIyMy OiJsl aBTOTPAHCIOPTHHUX MUIIXOI-
posoxiB nporsirom 2016-2018 pokiB craHosus 80-89,9
nbA, mo ckinano 3,4% TmepeBUIlIeHHS HOPMATUBHOTO
3HAUEHHS JUTS 3J0POB’ s HACETIEHHSI, 110 TIepeOyBae B 30H1
Jii 1rymMoBoro onpominenHs [17].

3a ganumu pxepena [18] B M. Mocksa piBeHb wry-
MOBOT'O OITPOMIHEHHS 0111 aBTOPO3B’ 30K CTAHOBUTH 110
cepenHbpo1000BOMY 3HaueHHI 79-80nBA, ane 3a Makcu-
MaJIbHUM 3HaueHHsM BuMipiB (90-921BA) BincoTok me-
PEBHILIEHHS HOPMAaTHBHOTO 3HaYE€HHs CTaHOBUTH 9,4%.

[ToOGynoBana HemonaBHO IymMoBa KapTa M. Ilekin
(Kirait) 31 mkaioro mrymMoBoro 3adpyaHeHHs Bia 351b no
851b, Olnsi OCHOBHHMX aBTONUIAXONMPOBOJIB Ma€ 3Ha-
yenns Bix 70 mo 75 nbA [19].

Mo cTocyeThCs MIyMOBOTO PiBHS B MicTax YKpa-
iHH, TO HOTO piBEHb OCTAaHHIMU pOKaMHU MOOJH3Y BEIH-

KHX aBTOLLISIXONPOBOJIB 3pOCTAE BIANOBIAHO JI0 3pOC-
TaHHS KUJTBKOCTI aBTOMOOIIBHOTO TPAHCIIOPTY Ha JOPO-
rax.

Jocnimkenns, ski Oynu nposezeni B 2017 poni Ha
LEHTPAIBHUX BYJHUIIX B M. 3armopibxoks 3adikcyBanu Bi-
JICOTOK TIEPEBHIICHHS IIYMOBOTO 3a0pyIHEHHS BiIHO-
CHO HOPMAaTHBHOTO piBHs Ha 3,4% (881BA) [20].

Amnai3z 3poonernit B mokymenti WHO [21] cBin-
YHUTH PO Te, IO MepeBakHa OUTBIIICTE KpaiH 1 BiAIOBI-
JTHUX PETYIIOI0YUX CBITOBHX YCTaHOB MPUIMAIOThH 8-TO-
JVHHY 3BaXXKCHY 3a 9aCOM MEXY ONPOMIHEHHS Ul MPo-
¢eciitHoro mymy 85 1BA BHKOPHCTOBYIOYH IIBUAKICTH
0OMiHY 3 IHTEHCHBHICTIO Yacy 3 nb.

11106 NOBHICTIO BUKITIOYUTH PUUK OY/Ib-KOT BUMi-
pHOT BTpaTH CIyXy, BUKJIMKaHOI IIYMOM, y Oyab-sKoi
JIIOJIMHM, SIKa MiJJIA€ThCS BIUIMBY Ha ayXiOMETPHYHHX
yactotax 0,5-6 k['1, OyB BCTAaHOBJICHHUH JIIMIT OIPOMi-
HEHHS, [0 JOPiBHIOE 24-TOMHHOMY SKBIBaJICHTY Oe3Iie-
pepeHoro piBas onpomineHHs (LEQ) y 700bA 3 iHTeH-
CHUBHIiCTIO 00MiHY "acy 3 nb.

Jlaruii piBeHb Ma€ CKBIBAICHT 8-TOMWHHIA €KCIO-
sunii LEQ 751BA, ame 3a yMOBH CepeiHBOTO pPiBHI
LIyMYy 3a PEITy TOAuH 100, 1110 He nepeBuiinye 60 nbA.
[pu npoMy 3a3HayYaeTHCs, 110 24-roaunuuit LEQ mimiT
75 nBA npu3BOIUTH A0 HAAMIPHOTO PU3UKY ICTOTHOTO
NoTipIIeHHs ciyxy npotsiroM 40 pokiB MeHIe HiX Ha
1% (to6To < 1 3 100 mpamiBHUKIB BIUIMBY IIIyMOBOTO
OMPOMIHCHHS Ha IbOMY PiBHI).

B International Standart ISO 1999:2013(E) 3a3Ha-
YEHO, 110 3araJIbHONPUHHATY METOJIUKY PO3paxyHKY MO-
pory dYyTHOCTI BiJl TOCTIHHOTO ITyMOBOTO HaBaHTa-
YKEHHsI MOJKHA 3aCTOCOBYBATH TAKOX JUIA ITPAIFOI0YNX Ha
BIIKPUTOMY TIOBITpi 3 BpaxyBaHHSAM BiKy Ta mpodeciii-
HOTO cTaxy [22].

JIokyMeHT po3po0IIeHHil Ha OCHOBI aHAi3y CTaTU-
CTUYHHUX JIaHUX Ta HOr0 3aCTOCYBaHHs Ma€ iMOBIpHOC-
HUi Xxapaktep. Ha 0CHOBI KOTOPTHUX JIOCIHIZKEHD Y BiJli-
OpaHMX rpymax ocid, BCTAHOBIIIOETHCS aOCOIIOTHHIA, 10-
JaTKOBUH  (aTpuOYTHBHMIA) 1 BIIHOCHUI PH3MKH Bij
BIUIMBY IIIyMOBOTO 3a0pyIHEHHS BiJl aBTOMOOIJIBHOTO
TPaHCIIOPTY HpH TepeOyBaHHI NPaNIOIOYHX MPOTATOM
8-roguHHOTO POOOYOTO TTHS.

B OinbiocTi €BponelchbKUX KpaiH BHKOPHUCTOBY-
eTbes Ha AaHuit yac upextusa 2003/10/EC (2003), mo
BU3Ha4ya€ NMpoQeciiHui PU3MK Ta BCTAHOBIIOE JIMITH
JUTS MOJCHHUX (TIPOTATOM 8-TOAMHHOTO poOOYOTo JIHS)
a60 mOTWXHEBHX (TOOTO eKBiBaJICHTHUI Oe3repepBHUMA
cepenHiit piBeHp mIyMy(1bA), 0 BUMIpSHUHA 3 BUKOPH-
CTaHHAM oOMiHHOTO Kypcy 3 nb i HopMoBaHuii Ha 8-TO-
nuaHNHN nepion BiuBy (LEX) mpoTsirom m’sti pobodnx
JHIB MIPOTATOM OJHOTO POOOYOTO TIDKHS) MEX OIPOMi-
HEHHS JUIs TIPaLIOI0YHX.

Ile#t HOpMATUBHUI NOKYMEHT HE BU3HAUa€ PU3HK
MOTIPIICHHS CIyXY MIOAO JaHUX OOMEXEHb, OJTHAK, SIK i
oomexxenss ACGIH i1 NIOSH, BusHayae mik Mexi
BBy [23].

[TpuitHATHEME Ta 3aCTOCOBAaHMMH ISl BU3SHAUCHHS
BUPOOHUYOTO PU3UKY YIS MPAIiBHUKIB aBTOIOPOKHOT
rajysi € Mi>KHapOIHI HOpMAaTUBHI JOKyMeHTH [24-26]. B
JAaHUX JOKYMEHTaX OLIHKY arperoBaHOTO PU3HKY MOpY-
IeHb CEPIIeBO-CYIMHHOI, HEPBOBOT CUCTEMH Ta OpraHiB
CIlyXy HPOIOHYETHCS BHKOHYBaTH HAa OCHOBI DIIIEHHA
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CUCTEeMH PEKYPEHTHUX PiBHSHb, sKa 3aCHOBaHa Ha €BO-
JIOIIHHUX MaTeMaTUYHUX MOJEISIX PO3BUTKY BIUIUBY
LIYMOBOT'O ONPOMIHEHHsI, SIKi 3aCHOBaHI Ha JUHAMIL
CIOCTEPEKEeHb IUX ¢(eKTiB Ha ()OHI MPHUPOTHOTO CTa-
PIHHS OpraHizmy.

AHauti3 niTepaTypHHX JPKeper 00 3HAUYeHHS BU-
POOHHYOTO PU3UKY /IS TIPAIOI0YNX HA BIIKPUTOMY IO-
BITpPi J03BOJIIE KOHCTATYyBAaTH, IO Ha CHOTOTHIIIHIM
JIeHb CyKYITHHH BIUTUB BCiX (hakTOpiB Ha HOTO 3HAUYCHHS
3aJIUIIAETHCS HEJOCTaTHHO BUBUCHUM.

Merta naociigkeHb. BH3HaYeHHS KOMILUIEKCHOTO
BUPOOHHYOT0 PU3MKY 32 JOTIOMOTOI0 CHCTEMHOT MOAENi
JUISL TIPALFOFOYMX Ha BIIKPUTOMY IOBITPI IPH PEKOHC-
TPYKII{ aBTOTPAHCIIOPTHUX HIIIXOMPOBOJIIB 3 ypaxyBaH-
HSIM METeOpoJIOTiuHUX (DaKTOpiB, 3a0pyJHEHHS aTMOC-
(hepHOTO0 MOBITPSI T2 XPOHIYHOTO BIUIMBY LITYMY BiJ] aBTO-
TPaHCIOPTHUX 3aC00IB

BuKkJ1a1 0CHOBHOTO MaTepiaJy

Meroau, 1110 BUKOPUCTOBYBAIUCS B POOOTI BKIIIO-
Yald METOJU OOpPOOKH JaHMX MOHITOPHHTOBHX JOCITi-
JDKEHB 32 3a0pyIHEHHSIM aTMOC(EpHOro TMOBITPs Ta KJIi-
MaTHYHHUX JaHUX MICIIEBOCTI.

HarypHi nocmipkeHHsT AJisl BUMIPIOBaHHS LIyMO-
BOTO Ta 3a0pyaHEHHs Uit yMOB M. KueBa Oyiu 3niliHeHI
KOJNIOpOBaHUM IITyMOMipOM «ACHCTCHTY.

3HaueHHs BUPOOHUYOTO PU3UKY JUTs Oe3IeKH mpa-
LIOIOYMX 32 PI3HUMHU HEOE3MeUNMH BILTUBOBUMHU (HaKTO-
paMu BH3HAYAJIOCS 3a JIFOYUMU HAI[IOHATBHUMHE Ta MiX-
HAPOJHUMH HOPMATHBHUMU JIoKyMeHTamu [13, 26, 27].

CucreMHy MOZETh OIIHKY Ta Kiacudikamii BUpoO-
HUYOT'O PU3HKY JJISl TAaHOT KaTeropii mpamrondux moody-
JIOBaHO HA OCHOBI KOMIUIEKCHOTO CHHEPTreTHYHOIO ITijl-
XO/Iy, IO € IEPAPXIYHOIO TBOPIBHEBOIO 1 IIependayae Bu-
KOHAHHS JIBOX OCHOBHHX OIepaIliii: (opMyBaHHSI MHO-
JKHHU aJbTePHATUB (DAKTOpIB BIUIMBY Ta IOPIBHSHHS,

BUOIp BapiaHTIB BIUIMBY Ha 3HAYCHHS BUPOOHMYOTO pH-
3HKY.

Ha mepuiomy piBHI iepapxii 3ampornoHoBaHa Mo-
JIeNTb MICTHTh TPH CAMOCTIHHI MiICUCTEMHU, IO BKJIFOYA-
10Th!

BIUIMB METEOPOJIOTIYHUX ITOKa3HUKIB arMocdep-
HOTO TIOBITpsI (TIepIIa IicucTemMa),

3HAYEHHS IIyMOBOTO BIUIMBY (ApyTa MiICHCTEMA),

XPOHIYHUH BIUIMB HA MPALIOIOYHX NEPEBUIICHHS
MTOKA3HUKIB 3a0pyIHEHHS MOBITPS (TPETA MiACHCTEMA).

CucremMHa MoJenb nepeabadae peanizamiro aHami3
Ta OLlIHKAa OKPEMUX IIPOIIECIB, EIEMEHTIB Y MiJICUCTEMaX.
KosxHa mizcucremMa XapakTepH3YEThCSl CBOIM HabOpoM
kputepiiB Ta mokasuukiB fi,f,fs....... fo; 01, 92,0s...24;
PL,p2,p3 ....pn.

[Mpu peanizauii mepuoi migcucTeMH iepapXiqHOI
Mojeni MoxHa BukopuctoByBatd THC-inaekc (iHIexc
TEIJIOBOTO HaBAaHTaKCHHS Ha HABKOJIUIITHE CEPEIOBHIIIE)
IIO/I0 IHTETPaNbHOI OMIHKM TEIUIOBOTO HABAHTAXKCHHS
cepelloBHUINa Ha POOOYHX MICISX TS BIIKPUTHX TEPUTO-
piif y Terty mopy poxky.

3asnuaii iHnexc THC Bu3HaAuyaeThCs 3a IOMIOMO-
TOI0 EKCIIEPTHOT OLIIHKH.

Ane Tpy yMOBax IONEPEAHBbOI OLIHKH BUPOOHHU-
YOro pH3MKY Uil IPAIOIOYUX 3 METOI IMPUHHATTS
YIPaBIIHCHKUX PIllIeHb Ha PiBHI OpraHizauii Mo)KHa CKO-
pHCTaTUCS BETMYUHOIO BiJHOCHOTO BiJXWJICHHS BiJ| OII-
TUMaJbHUX 3HA4Y€Hb TEMIIEPaTypH, BOJIOTOCTI Ta IIBH]-
KOCTI BITpY.

3a yMoB Bu3HaveHoro kiracy ymoB mpai (I1I) Ta 3a-
TabHUX CHeproBUTpatr Oiumbime 290 BT, BUALIIEMO TaKi
KJIaCH PH3HKIB 3rigHO Tabn. 1. 3HaueHHS BUPOOHUIOTO
PHU3UKY BiJI CYKYITHOI il IIyMOBOTO 3a0pyTHEHHS BiJl aB-
TOTPAHCIOPTHHUX 3aCc00iB, sKi Mepe0yBatoTh B IIeH yac Ha
ABTOILIUISIXONPOBOJI BH3HAYAETHCS 3TiAHO HOPMATHB-
HOMY TOKyMeHTy [25].

Tabnuys 1 — KaTeropist BHpOOHHYOT0 PU3HKY B 3aJ1€XKHOCTI Biff Ki1acy yMoB mpamni

Kareropist npodeciiinoro

Kiac ymoB npaui 3rinno

Ingexc THC ans kateropii po6it
Ha BiIKPpUTOMY MaiiJaHYNKY

PHU3HKY «Iirienivynoi knacudikauii [14] nas 111 kaeropii pogit
19,0-1 Husbkuii (1) OnTtuManbHi YMOBH Tparti 17,0-18,9
Homnyctumuii(II) JomycTuMi yMoBH npari 19,0-21,8
3naunwii (111) HIkimmmBi ymoBH mparii 219-279
Heb6e3neunwmii (V1) HeGe3neuHi, ekcTpeManbHi YMOBH TIparli Binpme 27,9

Ha npuxiani oxpeMux TOKa3HHKIB 3a0pyHEHHS
aTMoc(epHOro NoBiTps ypOaHi30BaHNUX TEPUTOPIH 3a Ja-
HUMH OKPEMHX CTaliOHApHHUX IIOCTIB CIOCTEPEXEHb B
M. KueBi Ta moOymoBaHHX 3aJ€KHOCTEH MK OCHOBHUMH
KOMITOHEHTaMH 3a0pyIHEHHS Ta CepeIHbOMICIYHUMHU
TeMIepaTypHUMU yMoBamu B M. KneBi 3a jaHuMu crioc-
TepexkeHb LleHTpanbHOi reodizudyHoi  oOcepBaTopii
iMm. B.Cpesnercbkoro B po3pisi 2013-2020 pokis crocre-
peKeHb, po3pobIieHa MKaia Kiacudikariii Mix KiJTbKic-
HUMH [OKa3HHKaMU BHPOOHHYOTO PU3HMKY Ta IOKA3HH-
KaMH 3a0pyAHEHHSI aTMOC(EPHOTO MOBITPSI.

Knacu pusukiB Bij 3a0pyqHEHHsS aTMoc(hepHOro
TIOBITPsI MpeJCTaBIIEH] B TabuI. 2.

Tabauys 2 — Knacu pu3ukiB Big 3a0pynneHns
aTtMocgepHOro noBiTpst

Kareropis Mesxi Knac noka3uukiB
BHPOOHUYOTO BHPOOHUYOTO BHPOOHUYOTO
PU3HKY PU3HKY PU3HKY

HU3BKHHA <10 1
Jornyctumuit (ce- 1,0-0 I
penHiii)

3HaYHHUN 10 - 100 I
HeGe3nevHnit >100 v
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Koopaunyounii anropuT™ NpUAHATTS pillieHb 10
BCIM ITiICHCTEMaM BpaxOBY€ 3HaUE€HHsI BUPOOHIYOT O pH-
3MKY 3T1THO (GOpMYIIH

R'=Y ai R, 1)

ne i= 1, 2, 3, a spauennsa R' i R'i Bignosigno 3HaueHHs
YHITapHOTO BHPOOHHYOTO PHU3HKY BiI BCiX BIUIMBOBHX
(akTopiB Ha 6e3MeKy NPAIFOI0YHX i 3HAYCHHS BUPOOHU-
YOT0 PH3HKY IO KOXKHOMY 3 OJOKY TTOKa3HUKIB; O — Ba-
TOBUH KOEQIIi€HT BIUTMBY KOXKHOTO (haKTOpY, IIO PO3T-
TSI AETHCSL.

3HadyeHHS BarOBUX KOE(QIIi€EHTIB BIUIMBY BiJ OKpe-
cleHuX (aKTOPIiB 30BHINIHBOTO CEPEOBHUINA TP (Hop-
MYBaHHSI KOMIUIEKCHOTO BUPOOHHYOT'0 PU3HMKY BU3Haua-
JIacsi Ha OCHOBI KOPEITAIIHHHUX 3aJICKHOCTEH MK TAKUMHU
(akTopamMy Ha BUPOOHUYOMY MalAaHUUKY SIK TeMIlepa-
Typa arMoc(epHOTro HOBITPs, MIBUAKICTH BITPY Ta BOJIO-
ricTh MOBITPS, IIYMOBE 3a0py THEHHsI BADOOHUYOT0 Maki-
JAHYUKA Ta XIMIYHUN BIUTUB 3a0pyIHCHHS TOBITPA.

Martpuns paHXyBaHHS BKIFOYa€ POKH aHAII3y CTa-
THUCTHYHUX CHOCTEPEIKEHb Ta B AKOCTI KpUTEPIiB MpHUitH-
SITO KBAJIPaT MOXHOKH TONTIHOMIalTbHOT 3aJIeKHOCTI:

R = f(X1, X2, X3) 2

Barosi koedimieHTH BU3HAYanMCsA 3rimHO (dop-
MYyJIH:

)ti = ri/Zri
ne i =1,2,3;
SR2(X1) =1y, ER*(X2) = 15, ZR2(X3) = 13. (3)

OtpuMani BaroBi kKoe(illieHTH OCHOBHUX (hakTo-
piB, sIKi BIUIMBAalIOTH Ha (OPMYyBaHHS BUPOOHHYOTO

PH3HKY IIpH IHIINX PiBHUX yMoBax Juist M. Kuesa nopis-
HIOIOTb BIJIIOBIIHO:

A1 = 0,36 (MeTeoakTOpH HABKOJIUIITHEOTO Cepe-
JIOBUIIA — TEMIIEPATypa, BOJIOTICTh, MIBIJKICTh IOBI-
Tps);

A2 = 0,2 (mocTiiiHe nrymMoBe 3a0py/IHEHHS BiJ aB-
TOTPAHCIIOPTHHX 3aC00iB);

A3z = 0,44 (3a0pyaHeHHST aTMOC(HEPHOTO MOBITPS).

[MincymkoBa kinacugikarlis BUPOOHUIOTO PU3UKY
JUISL TIPALIOI0YMX Ha BIIKDUTOMY MOBITPI peCTaBICHA
B Tabu. 3.

3HaueHHsl 3arajJbHOr0 CYKYNHOTO BUPOOHHYOTO
PH3HUKY, 10 OyJI0 pO3paxoBaHO 3a MPOIOHOBAHOIO B PO-
00Ti METOIMKOIO MPE/ICTABIICHO ISl ABOX PiBHIB IIyMO-
BOT'0 HABaHTAKCHHS — CEPEeIHHO BUMIPSIHUX 3HAYEHb Ta
MaKCHMaJIbHUX BUMIpiB JUISl ITPAIIOIOYHX Ha BIIKPUTOMY
moBiTpi 50-piurnx 3 30-TiTHIM IPOPECIHHIM CTaKEM.

3HaueHHS BHPOOHHYOrO pPH3HKYy B MeEXKax
OKpeMux mizicucteM 111 ymoB M. Kuesa mpencrasneHo
Ha jxiarpami Ha puc.l — 3.

PiBeHb BUPOOHUUOIO PU3UKY 32 OKPEMUMH Ha-
NpsSIMKaMH BILIMBY Ha 340pOB’sl IPAIIOI0YOTO BiJ| LIIyMO-
BOTrO0 HaBaHTa)XCHHs (PU3UK 3aXBOPIOBAHHS OPTaHiB
CIIyXy, PU3MK 3aXBOPIOBAHHs CEpLEBO-CYANHHOI CHC-
TEeMH, PU3HMK 3aXBOPIOBAHHS HEPBOBOI CUCTEMH) 3HAXO-
IaThcss B Mekax Husbkoro (R<0,05) ta momipHOTO
(0,35>R>0,05).

Ane Mo CTOCY€eThCA 3HAYEHHS CYKYIHOTO arpe-
TOBaHOTO PHU3UKY, TO HOTO 3HaYEHHS HE3aJIEeXHO Bix
BiKy HpaIIOI0YOT0 3HAXOJUTHCS B MEXaX CepeHbOTO
(moMipHOTO) pHU3UKY, a Y BUNAAKY MPAMIOIYHX 32 Bi-
KoM OinbIre 50 pokiB pU3HK KBaNi(iKy€eThCA, SIK BUCO-
KHH.

Tabauys 3 — Knacudikanis cykynmHOro BUpOOHUYOI0 PU3UKY JUISl KaTeropii Npaniow4Yux Ha BiIKpUTOMY NOBIiTpi

Kareropii BUpoOHHYOr0 pU3NKY 3HAaYeHHS PUBHKY XapaKTepuCTHKA PU3UKY
. He notpeGye mpoBeieHHs 3aX0/1iB MO 3HIKEHHIO
Husbkuit 10-15 peOy€ IpoBE/IeH it
podecitHOTOPU3UKY
Jonyctumuit 16-20 [IpoBeneHHs 3aX0/1iB MO 3aXUCTy ypa3NIUBUX OCi0
. . . [MoTpi6Hi 3aXx0aM 31 3HIKEHHS pU3UKY Ta BCTAHOBJICHHS
HIkinnmmBui, B 3aJ€XKHOCTI Bij R . .
. 2,1-30 TEPMIiHiB 3 1X 3HIKEHHS ( Bl BU3HAYEHUX TEPMiHIB JI0
KaTeropii yMoB mparti o
HETaWHOTO 3HIDKSHHS)
Heb6e3neunmnii 3,1-4,0 Pobotu npoBoATECS 32 CHeHiaTbHUM PETJIAMEHTOM

Puc. 1. 3HaueHb BUPOOHUYOTO PH3HKY B 3aJI€KHOCTIX
Big THC-inaekcy Ha nuisixonpoBoaax M.Kuesa.
58% - HU3bKHMI PU3HK; 26% - 3HAYHMIT PUHK;
16% - mormycTHMU PH3HK;

Puc. 2. Cepenne 3HaueHHs
PO3paxyHKy ILIyMOBOTO 3a0py/JHEHHS;
97% - HIKiIIUBUIL;

3% - momycTuMuit
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Puc. 3. Po3nmozinuis MakcHMaIbHUX ITEPEXPECTiB Ta
MaKCUMaJIbHUX 3HaYCHHHSX. 61% - HeOe3neuHui;
36% - tukimmBwit; 3% - moMipHHI

AJe 10 CTOCYETBCSI 3HAUEHHSI CYKYITHOTO arpero-
BaHOTO PHU3HKY, TO HOT0 3HAYCHHS HE3AJIC)KHO BiX BiKY
MPAIFOI0Y0T0 3HAXOJUTHCS B MEXKaxX CepeHbOro (MoMi-
PHOTO) PU3UKY, & Y BHUIAJAKY MPAIIOI0YHX 3a BiKOM Oi-
nbie 50 poKiB PU3UK KBATI(iKYETHCS, IK BUCOKHH.

B naHoMy BHNajgKy peKOMEHJJOBAaHO 3aCTOCYBaHHS
3aXO0/iB JJIsl OpraHizamii mocTiiiHOro MOHITOPUHTY IIY-
MOBOT0 3a0py/JHEHHS; 3aXO0/I1 110 3HMKEHHIO IIIyMOBOTO
HaBaHTAKECHHS CIILA PO3POOIIATH 3 BPaxyBaHHIM Cepel-
HBOCTPOKOBOI Ta KOPOTKOCTPOKOBOI mepcrekTusu (1-3
POKH), a TaKOK MIOPIYHUH Meperiisi 3HaueHb BUPOOHH-
YOTO PU3HKY.

o crocyeThest TPETHOT MMTiACUCTEMH LIOAO BILTUBY
3a0yiHeHHs1 aTMOC(EPHOTO MOBITPS Ha BUPOOHUUUIT pH-
3WK, TO T aHaJII3 CJTiJ PO3TJIAAATH B PO3Pi3i KOHKPETHOTO
MICSIIS, OCKIIBKM 3HAYEHHS PHU3UKY OECIocepeHbO
OB’ $5I3aHO 13 TeMIepaTypHUMH (pakTopamu MicLEeBOCTI
NpU  CTaIMX METeoyMOBaxX 1 IIEBHOMY 3HaueHHI
Bosiorocti. CTaTHCTHYHA 3aJIE)KHOCTh MK TIOKa3HUKaMH
BOJIOTOCTI 1 TeMIIepaTypH MPH HOMY Ma€e Koe]imieHT
Kopedmimii, skuid qopiBHIoe 0,9. 3rigHO MPOBEICHUX PO3-
paxyHKiB, MO>KHA 0@4NTH, IO JUIS TPhOX CAMHUX CIIEKOT-
Hux Micsnsg 2020 poky BUpOOHHYHI pU3UK KBami(iKyBa-
BCS SIK IIKiAIMBHH. 3HaYSHHS! BTOPHHHUX 3a0pyAHIOBa-
4iB (MM U1 TIPUKJIALy PO3TISJaid HEKaHIEPOTeHHUH
pU3UK BiA (opManbaeriay, sSIK OCHOBHOTO TOKCHYHOTO
3a0pyIHIOBaYa TIOBITPS BiJl aBTOTPAHCIIOPTHHUX 3aCcO0iB
BHACIIZIOK (DOTOXIMIYHHIX HEPETBOPEHB B MOBITPi) mepe-
BHIIIYBAJIO B IIi MiCSIIi TPAaHMYHO AOMYCTHMi KOHIIEHTpa-
1ii B MOBiTpi 10 5-6 pasis.

3rifHO AaHUX PO3paxyHKYy MOKHA 3pOOHWTH BHCHO-
BOK, III0 JUISl BCIX BEJIMKUX aBTOMOOUIBHUX TIEPEXPECTiB B
M. KueBi, He criocTepiraeTbest HU3bKOTO 3HaYEHHS Ipode-
CIHOTO PU3MKY IS PALIOIOYMX MO PEMOHTY aBTOILIS-
XOIpoBoAiB. /IS BCiX aBTOLUIIXONPOBOIB B MICTi, KpiM

po3p’s3ku IIpocnext Ilepemoru - M. Bacunenxo (M. be-
pecTeiicbka) Mpy yMOBI IPUIHATTS B pO3paxyHKax cepea-
HBOTO 3HAYCHHS BUMIpSHOTO (200 pO3paxoBaHOro) 3Ha-
YeHHs TIOCTIMHOTO LTyMOBOTO HABAaHTa)KCHHS BijJ aBTOT-
PaHCIIOPTHHX 3aCO0IB CIIOCTEPIraeThesl JOIMyCTUMUMA (ce-
penHiif) piBeHb BUPOOHHYOTO PH3HKY JUIA ITi€i KaTeropii
npairorounx (B Mexax 1,6-2,0) ta motpeGye Bix poboTo-
JIaBIIS TIPOBEICHHS 3aXOIiB 10 3aXHCTY Ypa3iIUBUX OCiO.
[o crocyeThcss MaKCUMAITBHUX BUMIpPiB MTOCTIHHOTO IITy-
MOBOTO HABaHTa)KCHHSI, TO Ha TAKUX PO3B’A3KaX, SIK:

Bya. boratupceka - Byin. Jlyrosa - npocnekt Mapiiana
TumoleHka,

By1. Enexrporexniuna - Byn. bparucnasceka, By Lep-
OakiBchKoro - ByJ. Ctenenka; - Bys. Mapiuana ['peuka,
Bya. llycesa - Byn. OnenuTeniry; - Bysn. MelbHUKOBA,
npocrnekr  bpoBapcekuii - Byn.  bparucnaschka
(M. YepHiriBcbka),

npocnekt [lepemoru (M. CesitommH), ByneBap dpyxou
Hapopis - HagnainpsHCHKE mocce

Ta iHmWUX (BChoro 63 %) BUPOOHHYMI PHU3HMK 3HAXO-
IUTHCS B Mexkax formyctumoro. Ha 37% aBToMoOiLTEHIX
MIEPEXPECTSX, SIKi PO3TIIAAAINCS B JAHOMY PO3[iJIi, BUPO-
OHMuMil pu3uK KBadiikyBaBcs, SK IIKIAIMBHA 31 3Ha-
yeHHsIMH B Mexax 2,1 — 3,0. Take 3HaUe€HHS PU3UKY TIO-
TpeOye Big pOOOTOMABIE 3aCTOCYBAaHHS 3aXOMiB 3i
3HW)KEHHST PU3MKY Ta BCTAHOBJCHHS TEPMIHIB 3 iX
3HHKECHHS.

BucnoBxku

B nmamiif ctarti mpencTaBiIeHO po3poOJICHY aBTO-
paMy METOOJIOTIIO0 OLIHKH Ta IPOTHO3YBaHHS NPUHHSAT-
HOCTI BUPOOHUYOI'O PU3MKY JAJIsI TIPALiBHUKIB , IO Tpa-
LIOIOTh Ha BIJIKPUTOMY IOBITpPI Ha ypOaHI30BaHHUX TepH-
TOpIsIX Ha OCHOBI cHcTeMHOro miaxoay. I[Ipu mobymosi
MOJIeJli BAKOPUCTOBYBABCS IMiAX1 sKuii mepeabdayae Bpa-
XYBaHHS BCiX BIUIMBOBUX (DaKTOPIB B yMOBax riio0aiib-
HUX KIIMaTHYHUX 3MiH. . Mozenb CKIagaeThes 3 IBOX
piBHIB iepapxii Ta anpoOOBaHa MPUKIIAI BETHUKIX aBTO-
TpaHCIIOPTHUX pO3B’s30k M. KueBa s nanux 2020
POKy, SIK OJTHOTO 3 CaMHX CIIEKOTHHX POKIB 3a BCIO iCTO-
pito crroctepexeHb B MicTi. [IpoBeneHi JocimimKeHHs 0-
Kazany HeoOXiHICTh MPpHU BU3HAYECHHI BUPOOHUUOTO pH-
3WKy IpU BUKOHAHHI TOPOXKHIX POOIT BpaxyBaHHS IIy-
MOBOT'O 3a0py/THEHHS Bi/l aBTOTPAHCIOPTHUX 3ac00iB Ha
ABTONUISXONPOBOI, XiMIYHOTO 3a0pyTHEHHS TOBITPA
BiJl BUKH[IB aBTOTPAHCIOPTY, IiIBUIIEHNUX TEMIEpaTyp
B CIIEKOTHI MicsIi poky. OTpuMaHi pe3yabTaTH JA03BO-
JISITh YIOCKOHAJIMTH CHCTEMY YIPABIiHHSI BUPOOHUUNMH
pHU3MKaMHU B NHUTaHHSAX NMPOEKTYyBaHH:, OYIIBHUITBA Ta
peKOHCTPYKLii ypOaHi30BaHUX TEPUTOPIH Ta KOPEKTO
BU3HAYaTH 3aX0JM 111010 OE3MEeKH NMpaliBHUKIB.
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Assessment and classification of occupational risk for safety of workers
during the reconstruction of roads on the example of Kyiv
A. Kovalova

Abstract. The paper identifies a complex production risk using a system model for outdoor workers air pollution and
chronic noise from vehicles. The methodology of the system approach to definition of professional risk on the basis of hierarchical
two-level system mathematical model which considers all laws of influence of the basic dangerous factors is offered. A qualification
scale has been proposed to assess occupational risk to the health of workers. It is determined that the value of risk to the health of
workers when performing road works can not be obtained on the basis of existing regulations, take into account the risk of constant
noise load from vehicles on overpasses, which is further exacerbated by temperature effects in the warmer months of the year. A
systematic mathematical model for estimating and classifying the value of industrial risk for workers in the open air has been
developed, which takes into account all the patterns of influence of the main dangerous factors of urban pollution and tested it for
the conditions of Kyiv. The results of the work are relevant for improving the safety management of workers when performing
road works due to the comprehensive consideration of all harmful factors in the assessment of industrial risk.

Keywords: industrial risk, automobile overpasses, system model, heat load index, influence of noise pollution, air sub-
stance.
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MOHITOPHHI" HU3bKOYACTOTHOI'O 3BYKOBOI'O TA TH®PA3ZBYKOBOI'O
HABAHTAKEHHSA HA BUPOBHHUYE CEPEJJOBUIIE TA 3ACOBU NOI'O 3HU)KEHHS

AnoTtanis. [IpoBeneHo MOHITOPHHT HU3bKOYAaCTOTHOT'O 3BYKy Ta iH(pa3ByKy Ha TEPUTOPIii MicTa y OKTaBHHUX CMyTax dac-
ToT. [TokazaHo, 110 piBHI I[LOTO YHHHHKA ITEPEBUIIYIOTh TPAHNYHO IOITYCTUMI 3HAUEHHS Y aBTOMOOUIBHOMY Ta MiCBKOMY eJIe-
KTPUYHOMY TpaHcmopTi. HeHopMaTuBHI 3HaueHHs 1H(Pa3BYKy CIIOCTEPIraloThesl NOOIN3Y 3ali3HUYHOTO TOJIOTHA. BukoHaHo
aHaJi3 MOXJIMBUX MiIXOMiB A0 3HIKCHHS PIBHIB HU3BKOYACTOTHOTO 3BYKY Ta iH(pa3ByKy NpHHAMMHI ycepeauHi OyIiBemb.
INokazaHo nmepeBaru Ta HEAOMIKM PE3OHAHCHUX Ta MEMOPAaHHHUX MaHesel A7 MOTIMHAHHSA HU3bKOYAaCTOTHUX MPYKHUX XBHIIb.
HaBezneHo po3paxyHKOBHI amapat [Jisl BU3HAUCHHS MOTJIMHAIBHUX BIACTUBOCTEH KOHCTPYKLiH. JloBeneHo, 1o s eekTuB-
HOTO 3aXHCTy KOHCTPYKIii IIOBHHHO HAJNAIITOBYBATHCS Ha MIHIMANbHI IKOBI YacTOTH, IO 3abe3ledye MOTIMHAHHS XBHIIb
BHIIMX KPaTHUX HUM YacTOT. 3alpONOHOBAHO JIBOIIAPOBY KOHCTPYKIIi0, HAIAITOBAHY HA JBI HAHOLIBII KPUTHYHI 3BYKOBI Ta
iH(ppa3ByKoBi yacToTH. JloJaTKOBE 3aOBHEHHS MPOMDKKY MDK HUMH Ta IPOMDKKY MDK KOHCTPYKIIIEIO Ta OBEPXHEI0 MOH-
Taxy (CTiHa, CTEJs) CTAHAAPTHUM IIYMOITOTTIMHAIIBHUM MaTepialioM J03BOJISIE MiJBUIUTH 3araJIbHUM mrymo3axucT. Hagano
PO3paxyHOK nep(hOpOBaHOI IIyMO3aXHUCHOI MAaHEN., SIKa 3aCTOCOBYEThCS Y Pa3i OHOTO CYTTEBOTO MiKy Y HH3bKOYACTOTHIN abo
iH(hpa3ByKoBiii obmacti. Taka maHenb € eeKTHBHO, nounHarouu 3 gactor 100—150 I, 3anpomnoHoBaHO MOYKITHBICTD O/THOYAC-
HOT'0 3HIKEHHS PiBHIB €JIEKTPOMAarHiTHUX MOMiB. Lle mocsraeTses 3a paxyHOK I0AaBaHHS y IPOMDKHHI [ITyMOIOTJIHATIBHHI Ma-
Tepian MeTanoBMicHOT cyOcranii. Le Moxke 3a0e3medyBaTics 3aCTOCYBaHHAM JPiOHOUCTIEPCHOTO KOHIIEHTPATY 3aJ1i3HOI Py Iy,
SIKAH J0Ope IMIUTIAHTY€eThCS y OyIb-SIKUil MaTepiall 1 Ma€ HU3bKY BapTicTh. [loka3aHa MOKIIMBICTh MOKPHUTTS YKOPCTKUX eJieMe-
HTIB 3BYyKO3aXHCHOI KOHCTPYKIIi crieniagbHor0 (apOoro i eKpaHyBaHHS €IEeKTPOMArHiTHHX IOJIB MIMPOKOTO YAaCTOTHOTO

niamasony. Lle 3abe3neunTs 3aXUCT JTI0/IeH Bil ABOX HAMOIIBII KPUTHIHHUX TEXHOTCHHUX (Di3MYHUX YHHHUKIB.

KawuoBi caoBa: 3ByK, iHQpa3ByK, pe30HaHCHA YacTOTA, [IaHEJ b, 3ByKOMOTJIMHAIBHUH amapar.

Beryn

Ha croromuinmHiil IeHp 3aXWCTY JIOACH BiJ BIUTUBY
IIyMy Y BUPOOHWYMX Ta TIOOYTOBUX YMOBaX MPUILISETHCS
Oarato yBaru. [lapamerpu Ta 3aco0H 3aXWCTy BiJ aKyCTH-
YHHUX BIUIMBIB PErJIAMEHTYIOThCS 3arallbHUMHU OyIiBesb-
HUMH HOPMaMHM 3aXHCTy TEpHUTOpIii, OyAMHKIB i CrOpy[
B/l IIyMy, 30KpeMa, MPOEKTYyBaHHs 3aCO0IB 3BYKOIOIJIH-
HaHHsA Ta eKpaHyBaHHS. PiBHI LIyMy, YJIBTpa3ByKy Ta
iH(ppa3ByKy y BHPOOHMYMX YMOBax peErJIAMEHTYIOTHCS
caHiTapuuMu HOpMamu [1]. Asie OUIBIIICTH JOCIIKEHb
I0/I0 BU3HAYCHHS (DAKTHYHUX PIBHIB ITyMOBOTO HaBaH-
TaKEHHS CTOCYIOTBCS YAaCTOTHMX CMYT 3BYKY OO SKHX
HAWOLIBII Yy TIMBE JIFOIChKE ByXo — 6-8 k[ 1. BigmosigHo,
3aCO0M 3aXHCTy TaKOX pPO3POOISIFOTECSA HANOUTHIION
edexTuBHICTIO Ha Taknx yactoTax. [Ipy mpOMy HU3BbKOYA-
crotHomy mymy — 20-500 'y maibke He OPHIUISETHCS
yBaru. Lle % crocyeTbcs iH(pPa3BYKOBUX YacTOT, sIKi He
CHPHUHMAIOTHCS OpraHaMH YyTTiB, ajie IIKiUTHBI JUIS JIFOA-
CBKOTO OpraHi3My. B Toii xe gac crioctepiraetscs TeHIe-
HITiSI TIIBUINEHHS aMILTITYHUX 3HAY€Hb HU3bKOYACTOT-
HHUX 3BYKOBHX Ta iH(pPa3BYKOBHUX XBIJIb Yy JOBKUDI Ta
BUpOOHMYOMY cepeloBHIL. AJie Haile(eKTHBHIILI 3aXUCHI
KOHCTPYKIIii, HanpuKian, y cmyrax 31,5 ta 63 ' 3a0e3-
NIeYyIOTh 1HIEKCH 3HWKeHHs ymy 5-15 nb, mo y Oara-
THOX BHIAJKaX € HEAOCTATHIM. 3HaYHOIO MIpOIO IIe TosiC-
HIOETBCS OPaKOM JIOCTOBIPHMX CHUCTEMAaTH30BaHUX JIAHHX
II0/I0 HU3bKOYACTOTHOTO aKyCTHYHOTO (DOHY Y BiKPHUTO-
My TPOCTOpi Ta Y BHPOOHHUOMY CEpEIOBHII, a TAKOX
aMITTITY]T iH(Pa3BYKOBUX KOJIMBaHb. HasBHICTh TaKuX
JIAHMX HaJaCTh MOJIIMBICTh BU3HAYWTH TIJIXOIH Ta PO3-
pobuTH 3aco0w, 3aXKUCTY BiJ WX (i3UYHUX BIIMBIB.

Orusig JiTepaTypHuX mKepes. ButbmmicTs mocimi-
JDKEHD 11010 3HWKEHHS BIUIMBY Ha JIIO/ICH HU3bKOYacTOT-
HOTO 3BYKY Ta 1H(Pa3BYKy CTOCYIOThCS MPO(MUIAKTHYHUX
3ax0/liB, TOOTO 3a paxyHOK 3acTOCYyBaHHs Ol0JIOTIYHO

aKTUBHHMX pe4yoBHH. Po3risii 3aco0iB 3axucTy 3a3BHYAid
a0 MEeXYEThCsl KOHCTAaTAlli€l0 podeMu [2], abo MOHiITO-
PHMHTOM 3BYKOBOTO Ta iH(pa3ByKOBOTO HAaBaHTA)KCHHA Ta
JOBKULIsA abo BUpoOHUYe cepenosuiie [3]. YV HaBemeHHx
poboTtax HamaHO Oarato (paKTUYHOTO MaTepiany (HaTypHi
BHMIPIOBaHHS) Ta 1X METOIWKH, aJic He HaBEACHO epeKTH-
BHICTh 3ac00iB 200 TIPHHIIAIIIB 1X PO3POOICHHSL.

VY crarri [4] npe/cTaBieHo 3acib 3aXKCTy BiJ| BIUTUBY
iHdpasByky, ane 1e 3BUYaiiHa maHeab bekern 6e3 Oyb-
AKX 3MiH. [i HEIOMKOM € HAAIITYBaHHSA HA PE30HAHCHY
yacToTy. B Toil sxe yac KOJMBaHHS 31 3HAUHUMH aMILTITY-
JIaAMH MOXYTb CIIOCTEpIraTHCsl Ha KUJIbKOX YacTOTaX, IO €
TUTIOBUM JJIs1 BUPOOHUUYHUX YMOB. 3aCO0H 3aXUCTY Y IIbOMY
BUIIIKy TOBUHHI OyTH JEIIO HIIUMH, 200 ITPOCTO LINUPO-
KocMyroBuMH. 11151 po3poOIeHHS TaKuX 3aco0iB HEOOXia-
HO MaTH JOCTOBIPHI JlaHi 100 HU3bKOYACTOTHOTO 3BYKY
Ta iH(ppa3ByKy 3 OOKy AIFOYOr0 OOJaIHAHHS, TPAHCIIOPT-
HUX 3aCO0IB, JICKTPOTEXHIYHUX 00’ €KTIB TOIIO.

MeTo10 po00TH € BU3HAUCHHS JUKEPEN HU3bKOYa-
CTOTHOTO 3BYKY Ta iHQpa3ByKy KPUTHYHHUX aMIUTITY[ Ta
pO3po0IeHHs 3acaj] MPOEKTYBAHHS 3aC00IB 3aXHCTY Bij
iX BIUIMBY.

BuknagenHsi 0CHOBHOT'0 MaTepiay

Jlocni/pkeHHsT BUKOHYBaJIUCS 13 3aCTOCYBaHHAM Ha-
TYPHHX BHMIpIOBaHb. BUMipIoBaHHs 37iHCHIOBaINCS 3a
Jonomororo kajribpoanoro mrymomipa OxrtaBa 110A y
pexnMax «3Byk» Ta «lHGbpa3Byk». Y mporeci mocii-
JOKEHb OIIHIOBANAcs KPUTHYHICTh HHU3bKOYACTOTHOTO
3BYKy Ta iH(pa3ByKy, F€HEPOBAHOTO PI3HUMH J[Kepea-
MU Ta HaWOUTBIT BaroMi 9acTOTH (aMILTITY/IHI 3HAYESHHS).
Ha nepiomy erami BuMiptoBaiicst ()OHOBI piBHI HU3BKO-
YacTOTHOTO 3BYKY Ta iH(pa3ByKy Ha TEPHTOpii MicTa Ha
BEJIMKMX BIJCTAHSAX BiJl NMOTCHLIMHUX JDKEpEN HIyMy
(tabm. 1). BumiproBanus 1o wacrotu 16 I'ir 3aificHioBa-
nucst 3a mkanoro «Jliny, 25 T i Bumi — «A». Ha Hactyn—
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HOMYy erami OyJO0 BHMIPSIHO DiBHI HH3bKOYaCTOTHOT'O
3ByKy Ta iH(pa3ByKy HaWOLIbII MOMIMPEHHUX JKEpe
(tabn. 2, P — piBui 38ykoBOro THCKY, 1B; C — cMyTH NepeBax-
HHX 3Ha4eHb, ['m). JIocTOBipHI (akTHUHI 3HAYCHHS PiBHIB
iH(pa3ByKy BU3HAYATH JTOCTATHHO CKJIAIHO.

Tabnuysa 1 — ®oHOBi PiBHI HI3bKOYACTOTHOTO 3BYKY
Ta iH(dpa3ByKy Ha TepuTOPpIii MicTa

Yacrora, I'm | 2 | 4 | 8 [16|25[50 | 100 | 200 | 250

Dow, 1b 39|37/40[44|50|53] 47 | 40 | 38

Tabauys 2 — XapaKkTepUCTHKH TKepe HU3bKOYaCTOTHOTO
3BYKY Ta iHQpa3ByKy

JUxepeno P C

Micpkuii aBTOTpaHcropT (y caoHi) 85-120[4,0-31,5
MichKHii eTEKTPOTPAHCIIOPT (Y CaloHi) 75-82 12,0-20,0
MetponositeH (Ti13eMHa TISTHKA) 92-1104,0-31,5
MerpomnosiTeH (BiIKpHUTa AiISHKA) 78-85 |4,0-31,5
3anizHuYHMI TpancnopT (Oins moioTtHa) | 88-110 | 8,0-50,0
Tpanchopmarop (Ha TepuTopii 3a6ymosu) | 75-85 | 2,0-50,0
Komrr’rorepH. yac (3ansrrs, 10 po6. micip) | 65-78 | 2,0-50

[ocritinmii iHppa3ByK HOPMYETHCA 32 PIBHEM 3BY-
KOBOI'O TUCKY Y OKTaBHUX CMYyrax 4actor 2, 4, 8, 16 I'u.
HopMmoBanuME XapaKTepHCTUKAMH HEMOCTIHHOTO iH(}-
Pa3ByKy € CKBIBAJICHTHI 3a CHEPri€l0 PiBHI 3BYKOBOTO
TUCKY Lew. (IB) Yy OKTaBHHX CMyTax 9acTOT Ta eKBiBa-
JICHTHHH 3arajbHUM piBeHb 3BYKOBOTO THUCKY y b JIiH.

ExBiBaJICHTHI 3a €HEPri€l0 PiBHI 3ByKOBOTO THCKY
iHppa3ByKy y CTaHAAPTHUX OKTaBHUX -CMYTax 4acTOT
(Lews) Ta exBiBaJICHTHHI 3arajbHUN PiBEHH 3BYKOBOTO
TUcKy (b JIiH.) BU3HAYaIOThCS 3a CIiBBIHOIICHHSIM:

1) .
Loy :10Ig[_|—_j;ti100'1"' u,
i=1

ne T — mepion BUMIpIOBaHHS, ToJl; ti— 9ac BIUIHBY 3BYKY
3 piBHeM L, rox; Li — morapudmivuamii piBeHb iH(pas-
BYKY y i-if IpoMiKOK 4acy, nb; N — 3araipHa KUTBKICTh
MIPOMIXKKIB BIUIHBY iHQpaA3BYKYy.

st Opi€HTOBHOTO BH3HAYEHHS CYTTEBOI MPUCYT-
HOCTI 1H()pa3ByKy MOXKHa BHKOPHCTOBYBaTH 3arajibHU
PpiBeHb 3BYKY, BUMIPSIHUIA 32 KO «JIiH.» Ta mIKanow
«A». Pi3Huns nokasuukis Ly, — L4 CBIqUUTH PO piBEHb
NpUCYTHOCTI iH(ppa3ByKy. BBaxaeTncs, 110 3a pi3HULI 10
10 nb npucytHicTh iH(pa3Byky HecyTTeBa; 10 20 — 1M0-
MipHO BupaxeHa; 10 30 — cyrreBa; Oinbure 30 1b — kpu-
TnaHa. HaBenene oOyMoOBIeHE TWM, IO iH(pa3BYK 3a-
3BUYAl CYNpPOBODKYETHCS IHTEHCHBHHM IIyMOM. AJle y
peanpHUX YMOBax HOPMaTUBHI PiBHI iH(YPa3BYKy MOXYTh
reHepyBaTHCsl 32 HOPMATHBHMX DiBHIB 3BYKy. Bimomo,
110 3aXMCT BiJ] HU3bKOYACTOTHUX aKyCTHYHHX BIUIMBIB, y
TOMY 4YHCHi 1 iHpa3ByKy, Ayxe ckiaagauil. HaBite cydacHi
3aco0u 1HIMBIAYaIbHOTO 3aXHCTY IS YaCTOT 3BYKY HIK-
ge 500 ['m HeedekTuBHI (iHAEKCH 3HIDKEHHA IIyMy HE
nepeBuinyoTh 15-12 1B). ¥V mepiiry yepry 1ie 00yMoBIiicHe
BEJIMKUMH JIOB)KUHAMH 3BYKOBHX XBHJIb. J[yist iH(ppa3Byky
JIOBXXHHA TIPYKHUX XBWIJIb Oiibina 3a 21 M. Y Takux ymo-
Bax TPaJULIHHI ITyMONOTJIMHAJIbHI MaTepiayii He e(heKTH-
BHi. Bizomo, 1110 Haiikpammm 3aco00M 3HIDKCHHS aMILTi-
TYA HU3bKOYACTOTHHX aKyCTHYHHX XBWIJIb € MEMOpaHHI
nornuHayi (mur bekenti). Ane iX Henosnikamu € eekTy-
BHICTh Ha OAHIA (pe30HaHCHii) 4YacToTi. Y pearbHUX

YMOBaxX TakuX (EpEeBaXHUX) 4acToT Kibka. Tomy moTpio-
HO PO3IVISIHYTH MOXJIMBICT 3HWDKEHHS aMIUTITY[ Yyciel
HHM3bKOYaCTOTHOI CMYTH. Y 3arajlbHOMy BUNAJIKy Koedilii-
€HT 3BYKOIIOTJIMHAHHS (L BU3HAYAETHCS SIK:

2
£, 0, —413
Pubu * 413

a=1-

ne 413 — nmuToMHH aKyCTHYHHMH OMip MOBITPS, PyUu —
MMUTOMUN aKyCTHYHHUI OMip MOTJIMHAI0YOro Marepiairy
(pw — TycTHHA MaTepiany, Uy — MIBUIKICTh 3BYKY Y HBO-
My). Ll dpopmyna cripaBemuBa Juisi HOPMaJIbHOTO Ia-
nimas xBwiai. [ edekrtuBHO il TUTOma MOBEpXHI
MMOBHHHA OYyTH Iy’XKe BEIHKOIO (IpWHAWMHI MEpEeBHUIILY-
BaTH JMOBXUHY MMagarodoi xBuii). e HepuitHATHO Iy
Oy’XKe HU3BKAX Ta iH(pa3BykoBHX dYacToT. s mmx
4acTOT YacTKOBO (3a BEJIHMKHX PO3MipiB) MOXKHA 3aCTO-
CyBaTH PE30HAHCHI MaHesi. [X Pe30HaHCHY 4acToTy Vo
MOJKHA PO3paxyBaTH 3a CITiBBiIHOIICHHSM:

~ Y [Pn
27 \'md

JIe Uy — MIBUIKICTH 3BYKY y MOBITPi, pn — TYCTHHA TIOBIT-
ps, M — Maca OJMHHIII MOBEpXHi maneni, d — TOBLIMHA
HOBITPSIHOTO 3a30py MDK IaHEUII0 Ta IUIOMIMHOK 3a-
KpiruieHHs (CTIHOIO a0 IHIIO0 TBEPIOIO MOBEPXHEIO).

Ane y npoMy BHNAJKy 3a 1H(Pa3BYKOBUX 4acTOT
MoBEpXHeBa Maca M s iH(Pa3ByKOBUX YaCTOT IIO-
BHHHA CKJIAJIATH KiJIbKa JAECATKIB KIJIOTPaMiB.

BpaxoByloun HasBHICTh Cy4YacHHX HOJIMEPHHX
MarepiajliB BUCOKOI MIIIHOCTI 1 MaJjioi TOBIUWHH, JUIs
eKpaHyBaHHS HU3bKOYACTOTHHX 3BYKOBHX XBHJIb MOX-
JIMBO 3aCTOCYBaTH MeMOpaHHi MaHeni. Ix BiacHy yacTo-
TY KOJIMBaHb MOXKHA PO3PaxyBaTH TAKUM YHHOM:

1 F

T2 p,ab’

Yo

l

Yo

ne F — cuna martsokinas memOpanw; |, @, b — moBkuHa,
HIMPUHA 1 TOBLIMHA MEMOpaHU; P, — TYCTHHA MaTtepiay
MeMOpaHH.

I3 cydacHHX MaTepiaiiB IIJIKOM MOIIHBO BHUTOTO-
BUTH 3aXHCHY KOHCTPYKIIIO 3 IHJEKCOM 3HMKCHHS
HH3bKOYACTOTHOTO 3BYKy Ta iH(pasByky mo 25-30 ab.
AJte Taka e(eKTUBHICTH JOCATAETHCS TUTHKU Ha BIACHIHN
(mepeBakHii) yactoTi. B ymMoBax HasBHOCTI KiJIbKOX
MKOBUX YaCTOT KOHCTPYKII0 HEOOXITHO YCKIJIAQIHUTH.
Crnix Big3HAYUTH, WO JUII MEMOpPAHHUX MOTJIMHAYIB
pEe30HAaHCHE TMOTIIMHAHHS BiAOYBAa€ThCS HA YCIX YacTo-
Tax Vi = kv0 , ie K — HaTypasbHe YHcIIo.

ToMy HEOOXiTHO MPOEKTyBaTH KOHCTPYKIii 3 Iie-
PEBOXHUMH HAWMEHIIMMH PE30HAHCHUMH YacTOTAMH.
Bonn BU3HAYarOThCS BUMIPIOBAaHHSM PiBHIB HU3bKOYAC-
TOTHOTO 3BYKY Ta iH()pa3ByKy i 0OpaHHSM 4YacTOT Haii-
6impmnx amriiTya. JloninsHO obpatn oxHy iH(pa3By-
KOBY Ta OJIHYy 3BYKOBY 4acTOTH. Y LIbOMY BHIIQJIKy Ha
TIepIIOMY eTarli 0OMparoThesl MOTPIOHI y TaHOMY KOHK-
pETHOMY BHIIAKY po3Mipu maHeni (nomxuHa | ta mm-
puna a). Ilinbupanusm matepiany (py), HOro TOBIIMHU
ta HarTsokiHHS (F) KOHCTPYKLiSl HaNmaliTOBYETbCS Ha
MoTpiOHY 4acToTy. 3a HasiBHOCTI JJBOX MEMOpaH MOX-
JIMBO NEPEKPUTH NPAKTHYHO YCIO HU3bKOYACTOTHY CMY-
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ry. JlonaTkoBuM 3aco0OM 3HMXKEHHS DPiBHIB 3BYKY BH-
COKHX 4YacTOT € 3aIllOBHEHHS IPOMDKKY MK MeMOpaHa-
MH Ta IMPOMDKKOM MK MEMOpaHOI Ta IOBEpXHEIO
MOHTaXy (CTIHOIO) CTaHJAPTHUMH 3BYKOIOTJINHAIbHU-
MU Marepianamu. [lonepenHi po3paxyHKH i ekcriepume-
HTH TIOKa3ajid, IO BiA Takoi KOHCTPYKIiI HE MOXHa
OUIKyBaTH 3HIKCHHS DIiBHIB 3BYKOBOTO THCKY OLNBII
HiK Ha 20-25 nb, ane 3 ormaay Ha mami Tab. 2 me €
MPUHHATHAM /151 OLTBIIOCTI BUPOOHMYUX YMOB.

JocBin cBimuuTh, mI0 11 3a0e31meYeHHs HOpMaTH-
BHUX yMOB TIpaIli HeoOXiTHO MPOBOJUTH MOBHUH aKyc-
TUYHUH MOHITOPMHI BHPOOHHYOIO CepelloBHINA 3 ypa-
XYBaHHSM PIBHIB 1HIIMX (I3MYHMX YUHHUKIB (HAIpH-
KJIaJ], eJIEKTPOMArHiTHOT 0OCTaHOBKH).

SIKIo BHMIpIOBaHHSI IOKAa3yIOTh OJWH CYTTEBO
BUpaXeHUH 1H(Pa3ByKOBUI IIiK, TO 3aMicTh OJHI€l
MEMOpaHHHU JIOIILHO BHKOPHCTATH mep(opoBaHy Ia-
Helb (3 IHIEBOro GOKy KOHCTpykii). Ii mepepaxkma
PE30HAHCHA YacTOTa BU3HAYAETHCS 31 CIIIBBITHOLICHHS:

v, S
Ve = o ln azn
27\ b, dh

JIe U, — IIBUIKICTH 3BYKY Y HOBITPi; S — mepepi3 oTBOpIB,
Doy — edexTnBHA TOBUIMHA NTHCTA, Doy = A+ 0, 5J7S JA—
TOBIIMHA JHCTa, d — BificTaHb MiXk oTBOpamHu, h — Bijc-
TaHb BiJl MOBEpXHI MOHTaxy. Taka cTpyKTypa e(peKTHB-
Ha JUTSE 9acTOT 3BYKy Oimbrmmx 3a 100150 I'm.
[epeBarorwo IBOMIAPOBOT KOHCTPYKILII € MOXIH-
BICTh J0/IaBaHHS Yy 3BYKONOINIMHAJIBHUI HAIOBHIOBAY
MPOMIXKKY METaJIOBMICHOI CyOCTaHIT [JIsl JOAaTKOBOTO
€KpaHyBaHHS €JIEKTPOMArHiTHUX IIOJIiB IIMPOKOTO Yac-
TOTHOTO miama3ony [9]. 3acrocoBanuii y Iiiii poOOTI

3aJ1130pyIHUI KOHLEHTPAT Ma€ HU3bKY BaPTICTh 1 JIETKO
JOJIA€ThCS 10 OyIb-iKOro marepiany. OqHUM 3 BapiaH-
TIB € MIOKPUTTS )KOPCTKOT MOBEPXHi (hapOoro, mpu3Haye-
HOIO JIJIsl eKpaHyBaHHs €JIEKTPOMarHiTHUX XBHIb [10].

HaBenenuit minxijg HafiacTh 3MOTY 3HU3UTHU BILIHMB
Ha JIIOAICH y BUPOOHWYHMX Ta MOOYTOBHX YMOBax Haii-
OUTBII KPUTHYHUX (I3WIHUX YHHHUKIB TEXHOT€HHOTO
TTOXOKCHHS.

BucHoBkH

1. MOHITOpPUHT HU3bKOYACTOTHOTO 3BYKY Ta iH(-
pa3ByKy 3 OOKy HaMNOIIMPEHIMNX JDKEpeN LIyMy MoKa-
3aB TIEPEBUILEHHS TI'PaHUYHO JIONMYCTHMHX pIBHIB Y
ABTOMOOTEHOMY Ta EJNEKTPUYHOMY TPAHCIOPTiI Ta iX
3HA4YHI piBHI O TpaHcHOPMATOPHUX MIJICTAHLIN Hak-
OUTBIII MOITMPEHUX TTOTYKHOCTEH.

2. HasexmeHo mpocTi y 3aCTOCyBaHHI pPO3paxyHKH
IIO/I0 MPOEKTYBAHHS 3aXUCHUX KOHCTPYKIIH AJIS 3HU-
KEHHsI aMIUTITyJHUX 3Ha4eHb HU3bKOYACTOTHOTO 3BYKY
Ta iH(pa3ByKy. Po3poOieHO MeTOMONOTIuHMHA Mmiaxina
JUISL IPOEKTYBAHHS JBOIIAPOBOI PE30HAHCHOI KOHCTPY-
KIIii 711 OTHOYACHOTO 3HUKCHHS PiBHIB HU3bKOYACTOT-
HOTO 3BYKY Ta iH(pa3ByKy 3 OIHOYACHHM 3HIDKCHHIM
AKyCTHYHOT'O BIUIUBY YChOT'O YaCTOTHOTO JiaNa3oHy

3. 3amporoHOBaHO MiAXiA 0 OJHOYACHOTO 3HH-
JKeHHsI BIUIMBY HA JIIOJIeil y BUPOOHNYNX Ta MOOYTOBUX
YMOBaxX aKyCTHYHHMX Ta €JIEKTPOMATrHITHHUX MOJIB TeX-
HOTEHHOTO NMOXO/KeHHs. Lle mocsiraeThes 10JaBaHHIM
Yy TPOMDKHHN 3BYKONOTJIMHANBHUHA TPYKHUA HAIOB-
HIOBa4 METAJIOBMICHOI (epoMarHiTHOI cyOcTaHmii Ta
MOKPHUTTS. JKOPCTKUX €JEMEHTIB aKyCTHYHOI IaHemi
crenianbHOI0 (apOor0 U eKpaHyBaHHS eIEKTPOMarHi-
THHX TOJIIB HIMPOKOTO YAaCTOTHOTO Jiarna3oHy.

CHMCOK JIITEPATYPU

1. CanitapHi HOpMH BHPOGHHYOrO LIyMy, YIbTpasByky Ta iHppassyky: JCH 3.3.6.037-99.-[Yunuuii Big 1999-01-12]. - K.:
MO3 Vkpainu, 1999. — 29 c.- ([lepxaBHi caniTapHi HOpMH YKpaiHu).

2. Zinkin V., Soldatov S., Bogomolov A., Dragan S., Actual problems of Population Protection from the Low-Frequency Noise
and Infrasound. Civil Security Techology, vol. 12. 2015. Nel. pp. 90-96.

3. Boczar T, Zmarzty D, Koziot M, at all. Measurement of Infrasound Components Contained in the Noise Emitted during a
Working Wind Turbine. Energies. 2022; 15(2), no pp. 1-18. https://doi.org/10.3390/en15020597

4. BacuibeB A.B. K Bonpocy 0 CHIDKEHHH HETaTUBHOTO BO3JCHCTBHS WH(PA3BYKOBOTO H3JyUCHHUS B YCIOBHAX YpOaHU3UPO-
BaHHBIX TEPPUTOPHUIL, MamHOCTpOeHNE U MannHoBeenue, 2020, Ne 5., ¢. 69-73

Received (Hamitinmna) 23.12.2021
Accepted for publication (ITpuitasra no apyky) 02.03.2022

Monitoring of low-frequency sound and infrason load on the production environment and means of reducing IT
O. Panova, L. Levchenko, V. Frolov

Abstract. The monitoring of low-frequency sound and infrasound in the city in octave frequency bands was carried out. It is
shown that the levels of this factor exceed the maximum allowable values in road and urban electric transport. Non-normative values of
infrasound are observed near the railway line. An analysis of possible approaches to reducing the levels of low-frequency sound and
infrasound at least inside buildings. The advantages and disadvantages of resonant and membrane panels for the absorption of low-
frequency elastic waves are shown. The calculation apparatus for determining the absorbing properties of structures is given. It is proved
that for effective protection the structure must be tuned to the minimum peak frequencies, which ensures the absorption of waves of
higher multiples of frequencies. A two-layer design tuned to the two most critical sound and infrasound frequencies is proposed. Addi-
tional filling of the gap between them and the gap between the structure and the mounting surface (wall, ceiling) with standard sound-
absorbing material allows to increase the overall noise protection. The calculation of the perforated noise protection panel, which is used in
the case of one significant peak in the low-frequency or infrasonic region, is given. Such a panel is effective from 100 to 150 Hz. The possi-
bility of simultaneous reduction of electromagnetic field levels is proposed. This is achieved by adding a metal-containing substance to the
intermediate sound-absorbing material. This can be ensured by the use of fine iron ore concentrate, which is well implanted in any material
and has a low cost. The possibility of coating rigid elements of the soundproof structure with a special paint for shielding electromagnetic
fields of a wide frequency range is shown. This will protect people from the two most critical man-made physical factors.

Keywords: sound, infrasound, resonant frequency, panel, sound-absorbing device.
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JlyHaCHKUI IHCTUTYT BOJHOTO TPAHCIIOPTY
JlepxaBHOTO yHIBEpCUTETY iH(PpacTPyKTypH Ta TexXHoJorii, [3Main, Ykpaina

3ACTOCYBAHHA IHAUBIAYAJIBHUX PATYBAJIbHUX 3ACOBIB

JJIsA BUZKUBAHHSA EKIITAXKY I ITACAKUPIB ITICJIA TIOKUJAHHSA CYJHA

AHoTanisi. Po3misgHyTO peanizamio BiAMOBIIHUX CIIOCOOIB Ta MPUHOMIB AJISI MIATPUMKH O€3MIEUHIX YMOB BH)KHBAHHS
JIIOJIMHU Y BOJAHOMY CEPEIOBHII, MATOTOBKY A0 Hiif y pi3HUX aBapiHUX CUTYyallisX 3 BUKOPUCTAHHAM 1HIUBITYyalbHUX
pATYBaNbHUX 3ac00iB (PATYBaNbHI KOJIA, PATYBAIbHI )KHUJIETH, TIAPOKOCTIOMHU Ta TEIJIO3aXHCHI 3aCO0H, PATYyBaJIbHI Me-
pexi Ta Tpanm) 3rizHo MixHapoaHoMmy Koxpekcy 3 psatyBanpHHX 3ac00iB (Komexc JICA) BukmangeHi 3araabHi BUMOTH
II0JI0 CYyIHOBHX PATYBaJbHUX 3aC00iB, SIKI CTOCYIOTHCS BHI'OTOBJIEHHS, BCTAHOBJICHHS Ta OCHALIECHHS CYJHOBHX PATY-
BaJIHUX 3ac00iB, MiATOTOBNIEH] Ha 0a3i nmonoxeHp yactuHU 3 TinaBu Il «PsryBanbHi 3acobu Ta mpuctpoi» Konsenmil
SOLAS-74. CrpusTnuBuil pe3ysbTaT BIXKMBaHHS 0araTto B 4OMy 3aJISKUTh BiJl HOro NcuXxogi3ioforiyHux Ta GizsuyHux
SIKOCTEH, MII[HUX 3HaHb OCHOB OC3ICKH KUTTEMISIIBHOCTI, BUKHBAaHHSA Ta iHIMX (akTopiB. [Ipu kopoTkodacHiil 3arposi
JIIOIMHA JIi€ Ha YyTTEBOMY PiBHI, ITPO SIKYCh BOJIIO JIO )KUTTS B TAaKUX BUIIaJKax Toji if roBoputH. B ymoBax aBTOHOMHO-
ro JOBrOTPUBAJIOTO BIXKMBAHHS HACTA€ KPUTHYHUI MOMEHT, KOJIM O€3IiIy3/iCTh MOJAJbIIOrO OINOPY NPUTHIYYIOTh BO-
mo. baskaHHS BWOKUTH Mae OyTH yCBIIOMIJIGHUM, IIUIECIIPSMOBAHMM 1 Ma€ AUKTYBAaTHCA SIK IHCTUHKTOM, a i YCBiJO MJe-
HOIO HEOOXigHICTI0. MopanbHa TOTOBHICTH /10 aBapiiiHOI cUTYyallii Ha MOpi, HacaMIiepen, nepeadavyae 3HAHHS MPHIOMIB
Ta 3ac00iB caMomopATyHKY. HeoOXiqHO 3HaTH, AK MPaBWIBHO BHKOPHCTOBYBATH HasBHI 1HAWBIAyaJbHI Ta KOJEKTHUBHI
pATyBasBHI 3acoOu. HeBMini Iif Ipy BUKOPUCTaHHI PSATYBaJbHUX 3ac00iB HEPIAKO MPU3BOIATH 10 IXHBOTO pyHHYBaHHS
a00 Masoe(eKTHBHOTO BUKOpUCTaHHS. YacTo mix Jac aBapiil Ha BOJl pATYBaJIbHUKH BUSBIIOTH 3aru6iaux. Bunoto To-
My € HellpaBWJIbHE BUKOPUCTAHHS PIATYBaJbHUX 3ac00iB. CaMe TOMy Ha CyJHaX CTBOPIOIOTHCS BCi HEOOXiITHI YMOBH JUIs
PO3TOpTaHHS iHIMBIyaNIbHUX Ta KOJEKTHBHUX PIATYBaJbHUX 3ac00iB. Takok, MPUIUIAETHCS 0COOIMBA yBara HaBYaHHIO
€Kilaxy TpaMOTHO 3aCTOCOBYBATH 1€ 00JaHAaHHS.

KnaouoBi ciaoBa: iHauBigyansHuil pATYBaJIbHUN 3aci0, BUKUBAHHS, TiIPOKOCTIOM, 3aXHCHUI KOCTIOM, PATYBaJbHE KO-

JI0, PATYBaJIbHUMN JKUJIET.

Beryn

IocTtanoBka mpo6aemn. MopPCHKi MacakUpChKi
Ta BaHTAXHI IEPEBE3CHHS, Ha JKallb, 1HOAI CYIPOBO-
JDKYIOThCSL aBapilHUMH CHTYallisIMM Ta BUMYILIEHOO
€BaKyaIli€r0 eKinmaxy Ta/abo macaxupi. Komu mroau
ONMHMJIIMCS TIPOTSITOM JISSIKOT'O 4acy B YMOBaX aBTOHO-
MHOT'O iCHYBaHHS, JUIsl X BMI)KMBaHHS HEOOXIIHO BHKO-
PHCTOBYBAaTH aBapiiiHe CIOPSKEHHs, KOJEKTHBHI Ta
IHIUBITyalIbHI pATYBalbHI 3aC00U.

PsaryBanmpHi 3ac00uM KIacHU(iKyrOThCS Ha Taki OcC-
HOBHI BUIH:

— iHOugiOyanvui — PATYBANbHI KOJNa, PATYBalbHI
KIJICTH, T1IPOTEPMOKOCTIOMH, iHAWMBITyadbHI TEII03a-
XHUCHI 3ac00H;

—  KOJeKmugHi — pATYBaIIbHI Ta YePTOBi IUIIOTKH,
HQJyBHI Ta JXOPCTKI pATYBadbHI IUIOTH, DPATYBaJIbHI
IUTaByYi Ipritagy (Kancynin);

— Oonomidchi npucmpoi ma cucmemu — ITOPM-
Tpamu, CIyCKOBi Ta IOCAaIKOBI IPUCTPOi, MOPCHKi eBa-
KyalliifHi CHCTeMH, pATYBaIbHI MEpexXi Ta TpaiH, JiHe-
METaJIbHI PUCTPOI.

VY craTTi 0OMEKXUMOCS aHATi30M IHAWMBITyaTbHUX
pATYBaJbHUX 3ac00iB, X NpPU3HAYECHHS, OCHOBHUX Xa-
PAKTepUCTHK Ta MpPaBWI 3acTOCyBaHHS. Taki 3HaHHS
HEOOXiqHI Ui 3a0e3meueHHsT HeOOXiTHIMX YMOB ILOJIO
BI)KMBAHHS JIIOJICH Y pa3l BUMYIICHOTO TOKUJIaHHS HU-
MU CyZIHA.

AHaJi3 ocTaHHIX J0CHiIKeHb i myOaikamiii. 3a-
Oe3redeHHsT BIDKMBAHHS EKiMaXky 1 Maca)XupiB CyJeH
NPy BUHUKHEHHI aBapiiiHOi cHTyarlii € akTyaJlbHUM 3a-
BIAHHAM 1 PO3MISAAAEThCS Y Hu3Li npanp [1-3, 5-16, 24-
36, 43].

Ane maHi poOOTH HE MICTATH MaTepiajiiB IM0J0
oco0nmBOCTEl MOOYIOBH Ta BUKOPHUCTAHHS 1HIUBiIya-
JBHUX 3aCO0IB MOPSATYHKY.

Po6oTH B OCHOBHOMY OXOILIIOIOTH ITUTaHHS, TPHC-
BSYCHI TIOBO/DKCHHIO MOTEPIIUINX IMPH aBapiifHOMY II0-
KHJaHHI CyTHA.

VY pobori [4] y 3aranbHOMY BHIUISAI PO3IIISHYTI
0COOJIMBOCTI 3aCTOCYBaHHSI 1HIMBIyaJbHUX PATYBalIb-
HHX 3aC00iB.

AJse He BUCBITJICHI TO3UTUBHI 1 HETATHBHI CTOPO-
HH OKPEMHUX OJIMHUIIb [IbOTO 00JIaIHAHHS.

@DakTUYHO BCi PO3IJISIHYTI 3aXOAM TaK YW iHAKIIE
BHUCBITJIIOBAJIUCS] y CTATTSIX, HA CTOPIHKaxX BCECBITHBOI
MIaBYTHHH 1 HaBiTh y BUIIIAI c()OPMOBAHUX HOPMATHB-
HUX OKyMeHTiB [17-23, 36-42].

VY mux poboTax NMpOBEIEHO y3arajJbHEHHS BiJIO-
BIJITHAX MarepiasiB 3311 JOCSTHEHHS MOCTaBICHOI Me-
TH CTATTI.

Mera crarTi. BusHaueHHs NOpPsIKY 3aCTOCYBaHHS
IHANBIAyaTbHUX PATYBAIBHHUX 3ac00iB IS 3a0e3medeH-
HS BIDKMBAHHS €KiMaXy 1 MacaKUpiB IPH TOKUAAHHI
HUMU aBapiitHOTO CyIHA.

BuKJ1a]] 0CHOBHOTO MaTepiaJy

[lepen BUCBITICHHSAM OCHOBHOTO MaTepialy BBe-
JIEMO IO PO3TJISTy OCHOBHI BU3HAYEHHS, SIKi CTOCYIOTh-
Csl IHAMBIAyalbHUX PATYBAILHHUX 3aCO0IB.

3axuchuti xocmriom TPU3HAYESHUH JUISI BUKOPHC-
TaHHSI WICHAMH CKiMaXy, PO3MUCAHUX II0 YEPTrOBHX
[IUTIOTIKaX 200 MOPCHKHX €BaKyalliiHUX CUCTeMaX.

Tiopoxocmiom — 3aXUCHUN KOCTIOM, IIIO 3MEHIITY€
BTpaTy TEIUIa TiJIOM JIFOJWHHU y XOJIOIHIN BOI.

TennosaxucHuii 3aci6 — MIiIOK abo KOCTIOM i3 BO-
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JOHETIPOHMKHOTO Marepialy 3 HU3bKOIO TEIJIONpPOBif-
HICTIO.

Pamyeanvna wmonxka (PLLI) abo psamysanvhuii
naim (PII) 31aTHi 3a0e3neUnTH 30epeIKCHHS KUTTS JTHO-
JieH, sIKi 3a3HAIOTh JIMXa, 3 MOMEHTY 3aJHMLICHHS HUMH
CyZHa.

Yepeosa winonka (Y1) npuzHadeHa UL TOPATY-
HKY JIFOZCH 1 300py pATYBaJbHUX IIIIOIOK i IUIOTIB Ha
BOJII.

Iocaokosuti wmopmmpan nependadeHud y Mic-
ISIX TTOCAJIKH Y PATYBAIbHI LITIONKY Ta HA PATYBaJbHI
IUIOTH 3 METOI0 O€3MEYHOro B HUX JOCTYITY ITICHS CITyC-
Ky Ha BOZy.

Cnyck memooom GiibHO20 CHAUGAHHS — TAKUH Me-
TOJI CIYCKY pSATYBaJbHOI IIUTIONKH a00 pATYBAJILHOTO
IUIOTY, NIPY SIKOMY BOHH aBTOMaTHYHO PO3'€JHYIOTHCS 3
CyIIHOM, IO TOHE, 1 3HAXOISIThCSA B TOTOBHOCTI JO BH-
KOPHCTaHHSI.

Cnyck memoodom GinbHO20 NAOIHHA — TAKUH METOJ
CIyCKy PATYBaJBHOI LIUTFONKHU, IPH SIKOMY BOHA 3 KOM-
IUICKTOM JIFOJIeH 1 ocTauaHHs Ha OOPTY PO3'€AHYETHCS
3 CYZHOM 1 CKHIAE€ThCA Ha BOXy 0e3 OyIb-KHX TpH-
CTpOiB, 1O ii YTPUMYIOTb.

Haoyenuii 3aci6 — 3aci0, miaBydicTh sIKOTO 3a0e3-
NeyeHa HEeKOPCTKUMU KamepaMu, IO 3allOBHIOIOTHCS
ra3oMm, 1 sIKMH 3a3BHU4ail 30epiraeTbcs HaJyTUM JI0 MO-
MEHTY HiJITOTOBKH HOTO J10 BAKOPUCTAHHS.

Mopcuvka esaxyayiiina cucmema (MEC) — 3aci0
JUIsL IIBUAKOTO MEpeMillieHHs JIFoJel 3 MOCcaaKoBoi ma-
NyOu Ha PATYBaJBHI IUTIONKH Ta IJIOTH, O 3HAXOIATh-
Cs1 Ha BOJII.

Y MixHaponaomy Kopekci 3 psTyBaJbHHX 3acO-
6iB (Komekc JICA), mpuiiastomy 4 depBHA 1996 poky
Ha 66 cecii KomiteTy 3 Ge3nekn Ha Mopi Mi>kHApOIHOT
Mopcbkoi opranizauii (KBM IMO) Pezonroniero MSC,
BHKJIaJIeH] 3arajbHi BUMOTH LIOAO CYJIHOBHX PSATYBallb-
HuX 3aco0iB. 1li BUMOTH, IO CTOCYIOTHCS BUTOTOBJICH-
Hsl, BCTAHOBJICHHSI Ta OCHAIICHHS CYJHOBHX DPSTYBaJlb-
HHX 3aco0iB, MiAroTOBIEHI Ha 0a3l MOJIOKEHb YACTHHH
3 rnasu Il «PsaryBanbHi 3acobu ta npuctpoi» Konen-
uii SOLAS-74.

Konsennis COJIAC Bu3Hayae MiHIMaabHI BUMOIU
JI0 00JagHAHHA CYJCH PATYBaIbHUME 3acobamu. Harri-
OHAJIbHI BUMOTH JIEp>KaBU-IIPANiopa MO0 PATYBaJIbHUX
3ac00iB HE MOXKYTh OyTH HW)KYMMH Bia BUMOT KoHBEH-
uii COJIAC-74 ta Kogekcy JICA, a MOXyTh JHIIe iX
MIOCHITIOBATH.

Bignosigao mo Konsentii SOLAS-74 ta Konmekcy
LSA, psryBaibHI 3aCO0H TOBUHHI 330BOJBHITH TaKUM
BUMOTaM:

— OyTH BUTOTOBIICHHMH i3 BiTIOBITHOTO MaTepi-
any,

— 30epiratu mpane3faTHICTh y Jiana30oH TeMIle-
paryp nositps Big -30 g0 +65°C i Oytu B pobouomy
CTaHl NpU TeMmIepaTypi MOpPCbKOi Boaum Big -1 g0
+30°C;

— OyTH CTIHKUMHM IO THUTTS, KOPO3ii 1 HE MMOBUH-
HI TiIJaBaTUCS HAAMIPHOMY BIUTUBY MOPCBHKOi BOJH,
HadTH 200 TPHOKIB;

— He BTpayaTH CBOIiX SKOCTEH Mmpu Iil COHSYHHX
MIPOMEHIB;

— Oytu modapOboBaHUMU B OpPAHKEBHI KOIIID;

— MAaTH CMYTH 3i CBITJIOBIIOMBArO4Oro marepia-
ny; _

— MAaTH YiTKO HaHECCHe MapKyBaHHs, BKJIIOYAIO-
4y Oy1b-sIK1 EKCIUTyaTaliiiHi OOMEeXEHHS;

—  3aJI0BUJIBHO MPAIIOBATH 32 YMOB XBUIIIOBaHHSI.

CyuacHi cyHa oOnafHaHi pSITyBaJbHUMH 3ac00a-
MU PI3HOMaHITHOI KOHCTPYKIii, 0 MOTpeOye Pi3HOTO
HiIXoay 10 1X BUKOPUCTAaHHS.

Jlo iHAMBiIyambHUX pPATYBAaNBHUX 3aCO0IB 3a3BH-
Yail BIMHOCATH: PATYBANBHI KOJa, PATYBaJbHI XKUIIETH,
TIIPOKOCTIOMH Ta TEIUIO3aXHMCHI 3aco0H, pATYBalbHI
Mepexi Ta Tpaiu.

PosrnstHeMo 0coOMMBOCTI 1X BUKOPHCTAHHS.

3ajexHO BiJ| IPU3HAYEHHS Ta JIOBXHWHH CyJIHA Ha
ix 6opry 3HaxoauThes BiA 2 no 30 pamyeansnux kin
(Bix 8 10 30 — Ha MacaxUpChKHUX CyIHAX, Bia 8 mo 14 —
Ha BAaHT@KHUX CyJHAX).

[TpuuoMy KOHKpETHA KUIBKICTh PATYBAJbHUX KiJ
BusHavyaeTbcsi Bumoramu Konsennii COJIAC-74 Ta
Konekcy JICA (taba. 1).

Tabmus 1 — Bumorn Konsennii COJIAC-74 ta Kogexcy JICA
100 KiILKOCTi pATYBaJIBHMUX KiJl HA CyaHi

JoB:xuHa cyaHa, M MiniManbHa KiTbKICTh PATYBAJIBLHMX Kij CyaHA
nacascupcoLKo2o
1o 60 8
Bix 60 10 120 12
Bix 120 1o 180 18
Bix 180 mo 240 24
240 1 6inbIre 30
6aHMAICHO20
1o 100 8
Bixg 100 no 150 10
Big 150 no 200 12
200 i Ginbie 14
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J1lo pATYBaIbHUX KiJI BUCYBAIOTHCSI IEBHI BUMOTH:

— 30BHIIIHINA giamerp — Oinbiie 800 MM, BHYTpi-
mHii giamerp monanmenme 400 MM, Maca Tpoxu Oi-
npie 2,5 Kr;

— MILHICTh, IO BUTPUMYE CKUAAHHS 3 BUCOTHU
30 m;

— TWATpUMaHHSA HA IDIaBY OPOTATOM 24 TomwH
BaHTax 14,5 xr;

— HeMmiITPUMYBaHHS TOPiHHSA a00 MPOJOBXKEHHS
TUTABUTHUCH TTiCTS TIOBHOTO OXOIUICHHS IIOyM'sIM TIPOTSI-
rom 2 c;

— HasBHICTh Ha KOXKHI CTOPOHI HE MEHIIIE YOTH-
PBOX CMYT 3i CBITJIOBIJOMBAIOYOr0 MaTepiaiy;

— HasBHICTb IUIaBY4OT'O PSATYBAJIbHOTO Jieepa Ji-
ameTpoM 9,5 MM Ta JOBXHHOIO HE MEHILIE YOTHPHOX
30BHILIHIX JliaMeTpiB Koja. PATyBanbHu# Jieep MOBUHEH
OyTH 3aKpiIUIEHUH MO MEPUMETPY KOJia B YOTHPHOX PiB-
HOBIIIANICHUX OJAWH Bil OJHOTO MIiCISX, YTBOPIOIOYH
YOTHPH OAHAKOBI IETITi;

— BHUTOTOBJICHHS 3 HETOPIOYOrO MIHOILIACTY abo
MHOTIPUTY ¥ OOIIUTI TKAHWHOIO i3 CHHTETUYHOTO BOJIO-
KHa, TI0(apOOBaHICTh B IOMapaHYEBUH KOIIp 3 HaHe-
CCHHSIM Ha3BH MOPTY NPUIHCKU CyTHA.

JlonaTkoBi BHMOTHM LIOAO KOMIUIEKTY CYJHOBHX
PATYBAJIbHUX KL

— oauH (abo Oinblie) 3 KOXKHOTO OOPTY MOBUHEH
MaTd PATYBaIBHHUHA JIMH JOBXXUHOIO, 11O JIOPIBHIOE TO-
NBIMHIN BizcTaHl BiJ Miclid BCTAHOBJIEHHS KOja 10 IIO-
BepXHi BOH, aie He MeHIe 30 M;

— TIOJOBWHA PATYBAIRHUX KUT, ale HE MEHIIe
[IeCTH, MTOBUHHI OyTH 3a0e3meueHi BOTHAMH, IO CaMo-
3aMaNOITECS, 3 [HKEPEIIOM JKUBIICHHS, 10 3abe3neduye
TPHUBAJICTH TOPiHHS HE MEHIIE 2 TO;

— HE MEHIIE JBOX KiJl TOBHHHI MaTH aBTOMATH4-
HO J(iFOYi JUMOBI HIAIIKH, 10 JAIOTh UM HOPOTIATOM HE
MeHIne 15 xs.

KpiM Toro, BOHM MOBHHHI MPOJIOBXKYBATH AUMOYT-
BOpEHHSI IIPH 3aHyPEeHHI Y BOAY He MeHIe Hix Ha 10 c.

PsaTyBanbHi Kona Oy/b-sk01 MUTI MarOTh OyTH ro-
TOBI 10 3aCTOCYBaHHSA. BOHU PIBHOMIPHO PO3MOALIIS-
IOTBCS TIO0 OOpTax CyAHa y JIETKOAOCTYIHHX MICIIX.
JlBa psATyBanbHI Koja 3 caMo3amnalbHUMH BOTHSAMH i
JMMOBHMH IIANIKaMH, 10 aBTOMAaTWYHO AilOTh pO3Ta-
LIOBYIOTh Ha KPHJIaX XOJ0BOTO MICTKa.

[Topsiiok 3acTocyBaHHS PATYBaJIBHOTO KOJIA:

1) mobGparucsi 10 KoJia Ta B3ATHCS JBOMa PYKaMU
3a 110ro MOBEPXHIO;

2) HaTHCKalOYM PyKaMH Ha KOJIO, IePEKUHYTH HO-
r'o 4epe3 rojioBy, Ha ceoe;

3) TOKIAaCTH PYKH HA TOBEPXHIO KONa, 3ailHATH
3pY4HE MMOJI0KEHHSI.

JicraBumich 10 Koia, CIiJ HE MiAHHPYBaTH IIif
HBOTO, & JIMIIE ePEKUaTH.

Yac BIKMBAHHS y BOJII 3aJISKUTh Bifl CIIPOMO>KHO-
CTi JIIOJIMHN MaKCHMaJIBHO 30epiraTe eHEepriro Ta TeIuIo.

Kinbkicte pamyeanvhux dicunemis 3alexnTh Bil
KUTBKOCTI JIFOJICH, 10 3HAXOJSATHCS HA CYIHI, 1 3aBXKIH
Mae Oytu Ha 5% OinpIie Bix 3aragbHOI KiTBKOCTI JIFOACH
Ha cyani. Tak, HE0OXigHO BpaxoOBYBaTH, IO BaXTOBUH
CKJIaJl TPUBOTH HE MOJKE 3QJIMIINTH CBOTO MicIl. Tomy
Ha MICISIX HECEHHS BaXTH 1 Y MICISX, BiIJAJICHUX Bif
pO3TalIyBaHHS PATYBAJBHHUX IUTIONOK i TUIOTiB, TOBHH-

Hi 3HaXOIWTHUCS JOJATKOBI psATyBalbHI >kmwietd. Ha
0OpTYy MacaXxupchbKOro CyaHa MoOxyTb Oyt mitu. Cra-
TUCTHKA TIOKa3ye, mo aiteii Moxe Oytu g0 10% Bix
3arajbpHOI YNCENHHOCTI JIIOAEH Ha CyIHI.

Tomy, psTyBaibHEe MOCTa4aHHsS CyAHA JOAATKOBO
MicTUTh auTs4l KwieTd — 10% BiX KUIBKOCTI ITacaKu-
piB.

Jutaui skuieTd MaioTh MEHIIMH po3Mip, HArmc
"I mitedl", CBHUCTOK, BOTOHB i3 DKEPENIOM EHeprii,
po3paxoBaHUM Ha § TOIUH Oe3nepepBHOI POOOTH.

OCHOBHi BUMOTH JI0 PATYBaJIbHUAX KHUICTIB!

— 3a0e3le4YeHHs CIUTMBAHHS MOTEPIIOro y He-
CBIZIOMOMY CTaHi; IpU IBOMY POT IOBHHEH OyTH Ha
12 cMm Han Bojoro mijg kyTom 20-50°;

— 3a0e3neyeHHs 0E3MeYHOr0 CTPUOAHHS JIIOANHU
y BoAy 3 BHCOTH 4,5 M;

— 3a0e3NeYeHHS] MOMUIMBOCTI BIUIBHO IUTHCTH 1
MITHATHCS Ha PATYBaIBHIM 3aci0;

— 3pYYHICTH i MBUAKICT, HAAATAaHHA 32 Yac HE
oinplre 1 XB;

— PO3rOpTaHHA TijJia y BOAI 3a 4ac He OinmbIme 5 c;

— MAaTH KOMIUIEKT [OCTa4aHHs (BOTOHb IOLIYKY,
MOPCBKY OaTapeiiky, CBUCTOK, CBITJIOBIIOWBHI CMYTH),
TaBpO NEPEBIPKH Ta MapKyBaHHS.

Komrutekranisi )KOPCTKOTO PSATYBaJIBHOTO IKUJIETA
Mae Biamosinatu Bumoram COJIAC-74. 3anac miaBy4o-
CTi TaKoro jkuwiera 3a0e3NedyyeThcsi BOAOHANOBHIOBA-
YeM, TIOKPUTHM BOJIOTOCTiHKOI TKAaHWHOI OPaHXeBOTO
KOJILODY.

KpiM »OpCTKHMX, 3aCTOCOBYIOTH Ha/yBHI psTyBa-
JBHI KHUJISTH, IO MAlOTh ABI OKpeMi KamepH, sKi Mpu
3aHYpeHHI Y BOJy Ha/lyBalOThCS aBTOMAaTUYHO BiJl ra3o-
Boro OamonHumka (Hampukiag, CO2), a B HEOOXiTHHUX
BUIIaJIKaX MOXYTb HaJyBaTUCS POTOM, /I YOTO Hepe-
OaveHa rHydYka TpyOKa 3 MyH/IIITYKOM.

[TopsiIok KOPUCTYBAHHS PATYBAILHUM JKUIIETOM:

—  B3SITH JKWJIET 31 IITATHOTO MICIIsE;

— TepeBipuUTH NOBHY KoMIuiekTauito. [Ipu ormsii
KHUJIETa TIepe]l HaAsTaHHAM OOOB'SI3KOBO IEPEBIpUTH:
HAsIBHICTh JIAMIIOYKH, JPOTIB 10 Oarapeiku, mTepTy Ta
mpo0OoK, IO 3aKpUBAIOTh OTBOPH B OaTapeiIli, HasgB-
HICTh CHTHAJBHOI'O CBHCTKa Ta HOTro KpIiIUICHHS, CTaH
PEMEHIB Ta IIPSIKOK;

— BH3HAYUTH OiK HAAATAHHS 32 PO3TAlIyBaHHIM
CBITJIOBIIOMBHUX CMYT 1 BOTHIO MONIYKY;

— HaJSTHYTH JKWIET Yepe3 roJIOBY Ha IIHIO.

Jist HaJlyBHOTO PSATYBAJIBLHOTO JKWJIETA JISl JIFO/IU-
HH, sIKa 3HENPHUTOMHIJA, moJsirae y takoMy. [Ipotsrom
5 ¢ micist 3aHypeHHs Y BOAY JIIOJIMHA CIUIMBAE, PO3rop-
Ta€ThCs, 3aiiMae Oe3neyHe MOJI0KEHHS.

PatyBanpHI KUIETH PO3MOIUIEHI MIX yciMa 0co-
O6amMu Ha Cy/HI, a JJOAAaTKOBI 30€piraloThCs y MiCIIIX
HECEHHS BaxT: y MAIIMHHOMY NPUMIILICHHI, Ha MICTKY, Y
paniopyoui.

ITpu cTpudkax y Bogy HEOOXiIHO:

— OIIIHYTH MicClie MaOyTHHOTO IIPHUBOIHEHHS;

— MIIHO NPUTHUCHYTHU JXWIET 10 TPyAeH pyKamH,
BIUKMMAIO4YX BHU3,

—  3po0uTH TTMOOKUI BIUX;

— CTpuOHYTH HOTaMH BIIEpEll, TPUMAIOUH iX pa-
30M 200 CXpPECTHBIIIH, 3JIeTKa 3iTHYBIIIH;

— 3aKpUTH 04i, TOJIOBY TPUMATH HPSIMO.
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OCHOBHUM HEOJIIKOM PSTYBJIbHUX JKWIETIB €
MIOBHA BiJICYyTHICTb TEILIO3aXHCTY.

ToMy dYac BWXXMBAaHHS THX, XTO TEPIUTH JIHXO,
OJITHEHNX y PATYBAJIbHI JKUIIETH, TIOBHICTIO 3aJIC)KUTh
BiJl TEMIIEpaTypy MOPCHKOI BOJIH 1 B 3MMOBHUH Yac BUMI-
PIOETHCS XBUIIMHAMH. B OCTaHHI pOKM Ha CyAHAaX CTalu
3aCTOCOBYBAaTH TiJPOTEPMOKOCTIOMH Ta TEIUIO3aXHCHI
3aco0m.

BinmoBimHO 10 BHUMOT TiIpOTEPMOKOCTIOMH, IIe-
pendadaroThCs TIIBKH ISl KOXKHOI JIFOIMHH, PO3IHUCAHOT
Ha YeproBy IULTIONKY ab0 MOPCHKY eBaKyaliifHy CHCTe-
My.

Pazom 3 TuM, HamiTHIIaCS TEHJAEHIIS LIOA0 MOCTa-
YaHHs T'1IPOTEPMOKOCTIOMaMH BCHOTO EKiMaxy Cy/Ha.

Ha cynHax 3acTOCOBYIOTH KOCTIOMH Pi3HUX KOHC-
TPYKIIH.

Aue BCi BOHHU BIAINOBIJATUMYTHh TaKUM OCHOBHHUM
BUMOTaM:

— CIIPOMOXKHICTH CaMOCTIHHO OIATHYTH KOCTIOM
3a yac He OlIblIe 2 XB;

— TIOBHA KOMIUICKTAIlii HEOOXiTHUM IIOCTa4aH-
HIM — CBITJIOBIIOWBHI CMYTH, PATYBaJBbHHUH JIMH, BO-
TOHb IOLIYKY, CUTHAJIBHUI CBUCTOK, PATYBaJbHUH MOSIC
3 KapaOiHOM;

— MOXJIUBICTB CTPUOATH Yy TiIPOTEPMOKOCTIOMA-
Mi 3 BUCOTH 4,5 M;

— cBOOO/a MEPEMIIIIeHHS, 1[0 JO3BOJISIE i THATH-
Csl BEPTUKAIBHUM TparoM Ha BHUCOTY /0 5 M i BUKOHY-
BaTH POOOTH 31 CITyCKY PATYBAJIBHHX 3aCO01B;

— TEIUIO3aXMCT, 10 3a0e3leuye BH)KUBAHHS JIO-
JIVHY 32 HU3bKHUX TEMIIeparyp.

Y MapKyBaHHI KOCTIOMa BKa3y€ThCs FapaHTOBaHUH
gac terto3axucty: koctiomu I TK-6 — mpu remnepatypi
Boan 0-2°C 3a 6 roanH TeMIiepatypa Tila He TOBHHHA
nanaru Ouneir Hixk Ha 2° C; I'TK-1 — npu temneparypi
Boau 5°C 3a 1 rox Temmneparypa Tija He MOBHHHA Maia-
T Oinb Hixk Ha 2°C.

['iapOKOCTIOM BOJOHENPOHUKHO 3aKPUBA€E BCE TiJIO
JIIOAMHHU, KpiM oOmuudst. Jlesiki KOCTIOMH 3a0e3reucHi
MPO30PUMH KanTypaMu, 10 00epiraroTh 00nHYYs Bij
nonaiaHHsa  Opm3ok. KocTIOMH BUTOTOBISIOTH Pi3HHX
PO3MipiB.

3a mIaByYiCTIO PO3PI3HAIOTH KOCTIOMHM: 130JII0IO0-
YUl — HE Ma€ IUIABY4YOCTi 1 BUMarae HaJsiraHHs TOBepX
T1JIPOKOCTIOMY PSTYBaJIbHOTO >KHJIETA; IiITPUMYIOUUH
Ta 130I0I0YMH — MOe€gHye (YHKINI TiIPOKOCTIOMY Ta
PATYBaJILHOTO YKUJIETA.

[opsiiok KOPUCTYBaHHS T1iJPOTEPMOKOCTIOMOM:

— JicTaTH KOCTIOM, OTJIIHYTH HOTO, TEepeBipUTH
KOMIUIEKTAIIiF0 TIOCTaYaHHS;

— HAJAITTH MITAHWHU 1 3aCTEOHYTH XJISICTUKH Ha
HOT'ax;

— TIPOCMHKHYTH PYKH B PYKaBH 1 HaJiTH pyKaBH-
YKH;

— HaJiTH KanTyp, BAYaBUTHU MOBITPs 31 IMITAaHUH 1
3aCTEOHYTH repMETUYHY OJIMCKaBKY;

— 3acTeOHYTH PATYBAJILHHM MOsIC Ta 00TIOPATOD;

— mepen CTpuOKOM y BOAY 3aKpUTH OOJINIUS PYy-
KaBUYKaMH.

[aMBiMyaNbHI TEMI03aXWCHI 3aCO0M BHUTOTOBIIS-
IOTh 13 BOJIOHETIPOHMKHOTO MaTrepially i3 HU3bKOIO TeIl-
JIOTIPOBIAHICTIO Y BUTJISAII KOCTIOMIB 200 MIIIIKiB.

Terno3axucHuit 3acid 3aKpUBa€e BCe TiJIO, 32 BUHS-
TKOM OOJIMYYsI, 1 CIy>KHTh JUJIS NOIEpeIDKEHHS Iepeo-
XOJIOJDKEHHS (TimoTepMii) Jro/Ie, 0 MpamiolTh y XO-
JIOZHIN BOJII Ta PATYIOTHCS.

VY mocTtadyaHHs KOKHOI PATYBaJIbHOI LUIFONKH Ta
IUTOTY TIOBMHHI BXOJIWTH TEIIO3aXHCHI 3ac00M y Kilb-
kocTi 10% MICTKOCTI JII0[IEH, ajie HE MEHIIIE IBOX.

[ToBHe 3abe3medeHHs eKiMaxy TiIpOTEPMOKOCTIO-
MaMH 3Ha9HO 301NIBIIye IMAHCH HAa MOPATYHOK IIPH 3a-
rudeni cyaHa.

PosrnsHeMO TiZpOTEPMOKOCTIOMH HOBOTO IOKO-
ninHst «E-38-001».

Bonu Burorosistorscs dipmoro «Hapsan», MatoTh
OJMH pO3MIp 1 3a JOINOMOIOI0 CIeialbHUX 3acTiOOK
NPsHKKaMU Ta MaHXXETaMM MIiATaHSIOTHCS MiJl JIOAUHY
Oynb-sKo1 (irypu Ta KOMIUIEKTHOCTI. MaH)XeTH Ha 3a-
M'ACTSIX Ta HA KT 1 400OTH 31 CHEIiaTbHUMHU KPIIUICH-
HSAMH 320€3MeUyI0Th MIUTFHE MPWIAraHHA 10 Tija i, OT-
e, TOBHY BOJIOHETIPOHUKHICTD.

JlomaTtkoBa TEIUIOI30MIAIIS Ta IDIaByYicTh 3a0e3rre-
YYIOTBCS JITKUM HaTyBaHHSIM KOCTIOMa 3a JOMOMOTOXO
KJIallaHa Ta [UIAHTa TiaMeTpoM 2,5 cM, 1Mo 30epirarTs-
sl y KHIIIEH] KOCTIOMa.

3HIMHa KOHCTpPYKIIi pyKaBUUOK 3a0e3nedye IOB-
Hy CBOOOJAY PYXiB PYyK, IO € Ba)XIMBHM B aBapiiHUX
CHUTYaAIIisIX.

HeompernoBi 4000TH 3 peOPHCTO IMiIONIBOIO,
IpUBapeHi 0e3nocepeiHbO 10 KOCTIOMa, y HOETHAHHI 3
MPSIMAM TIOKPOEM HIKHBOT YaCTHHHU KOCTIOMA, yCyBa-
IOTh HaKOIIMUYCHHSA TIOBITPSA, BiAmagae morpeda B Kirama-
HaX IJIs HOTO BHITYCKY.

e crpusie 30epekeHHIO TOPH30HTAIBHOTO IT0JIO-
JKCHHS Y BOJII.

Kamomon npummTHii 10 KOCTIOMa, MpOTe BiH
JIETKO BiJAKHMIA€THCS Ha3al.

Big6uBau xBuib o0epirae BiJ iXHbOI'O BIUIUBY POT
1 HiC TUTABIIS.

PsTyBasibHa CTpiuka 3 BEJIMKHMM KUIbLEM sl 3a-
XOIUIEHHS 3 BEPTOJIhOTa 200 OOPTY PITYBaIBHOTO Cy/IHA
MOCTIMHO TPUKPIIUICHa [0 KOCTIOMA, IO MiABHILYE ii
HaIIHHICTB.

Jlo wi€i CTpiukM NMPUKPIIUIEHUH JIMH JUIS MO>KJIH-
BOr'0 KOHTAKTY 3 IHIIMMHU PSTOBAaHUMH.

Ha mrectn ninmsiHKax KOCTIOMa IPHIINTA JIIOMiHEC-
LIEHTHA CTpiyKa, IO IMOJIETIIY€E MOUIYKH HOTEPIINX Y
HIYHAX YMOBax.

[TnaByd4a moayIika, po3TalioBaHa Mij MOTUIHUIIEIO,
3pydYHa B MOJIOKEHHI Ha CIIHHI, CTBOPIOE BUTITHUNA KyT
OTJIsIy TOPH30HTY, a TAKOX JI0JaTKOBHUII 3amac IJIaBy-
YOCTi, IO HE 3aJICKUTH BiJI HATYBHOTO TIPUCTPOIO.

Ile 0co0aKMBO BaXITMBO B YMOBaX, KOJH BUKOPHC-
TOBYBaTH HAIyBHUI NPUCTPiil 3 OyAb-KUX NPUYUH
HEMOJKIJIHBO.

BomoHenpoHUKHICTE MIBIB 320€3MeUyEThCS YOTH-
pHpa3oBUM NpOKJIeoBaHHAM. [10TiM BOHM OOIIMBAIOTH-
csl 0COOJIMBO MILHOIO HEHMJIOHOBOIO HUTKOIO. ['epmern-
YHICTh MIBIB KOXKHOT'O KOCTIOMA MEPEBIPSIETHCS i THC-
KOM.

Iammm Bumom mpoaykmii Gpipmu «Hapsam» € tep-
MiuHa BigHOBmIOBaimbHa Karcyia (TBK), po3poGriena
JUTS 3amoOiraHHs Ta JIKyBaHHS TimoTepMmii B ymMoBax
XOJIOAHOTO 200 BOJIOTOTO CEPEeIOBHIIA.
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Bona 3abe3rneuye HOPSATYHOK JIIOJCH, 110 3a3HAIN
MIEPEOXOJIO/KEHHS, B apKTUYHUX pailoHax, BiJTaIeHUX
BiJl METUYHUX CTAIlIOHAPIB.

B ocHoBy koncTpykiii TBK noknageHo mpuHIUI
MIACHBHOT'O MPOTPiBaHHs, 30epiraHHs Teruia, BUIEHOTO
BiJl JIIOJMHY, 1 TOBEpHEHE HOTO MOCTPakJaIOMY .

[Ticns BUITydeHHS MOTEPIIIIOrO 3 BOAW BiH HOBH-
HeH OyTu HeraitHo nomimenuit y TBK B omszi. Kancyna
3pobineHa 3 TKaHWHM «JleKymam», 3aBIsIKH SIKOi, BOJIOTA
3 OITY TOCTPAKAAJIOr0 BHACIHIZAOK KaIliJIIPHOTO IIPO-
IieCcy MIBHIKO BHIAISETHCA.

Kpim Toro, Bopc TkaHuHM «Jlekynam» HEe NpUMH-
HA€ETHCS JIIOJCHKUAM TiJIOM, 1110 JIKUTH Ha HBOMY.

Tomy He moTpiOHa >KOJHA HOATKOBA TEILIOBA 130-
JSILiSL UL CKOPOYEHHS TEIUIOBHUX BTpPAaT, HaBITH SIKIIO
TBK 3 mowmimieHo0 B Hel JIIOAMHOK 3HaXOJIUTHCS Ha
3emuti 200 Ha cTaneBiil nany6i cyHa.

«Jexynan» mae:

aHTHAJEPTiYHI, AaHTUTOKCHYHI, OaKTepUIMIHI BIa-
CTHBOCTI,

HE TOpUTb,

JIETKO MiJUIA€THCS] MAIIMHHOMY IPAHHIO,

CTepuitiallii B aBTOKJIaBI,

30epirae Kotip,

OpyIOBIMIITOBXYBAJIbHI BIACTHBOCTI, 3a0e3redye
JpEHaX,

BUIBHO TPOITYCKA€E MOBITPSI.

TBK o6najnaHa micThMa CTPIYKOBUMHU CTPOIIAMHE
JUI TIONISTIICHHS ii TepeHeceHHs, Imepemadi 3 0opTy
cynHa Ha OOpT iHIOTO CyIHa a00 TeliKonTep.

3a IOITOMOTOI0 TPAIUIIITHAX PATYBAIEHUX 3ac00iB
JOCHUTh CKJIQJIHO JIOIIOMOI'TH JIFO/IMHI, SIKa 3a3HA€ JINXa B
Mopi. [ToTpiOHI MaHEBpH Cy/IHA Ta CITyCK Ha BOIY PATY-
BaJIBHOI NUTIONKH, HA 1[0 BUTpPaydaeThcs YUMAJO Hacy.
Bce 11e 0coOJIMBO YCKIIQJIHIOETHCSI B IITOPMOBUX YMO-
Bax 1 32 HU3bKUX TEMIIEPATyp MOPCHKOT BOJH, KOJIH Yac
BWO)KMBAHHS JIIOJIMHHA B MOP1 BKpail 0OMEXeHUIA.

Ha pmesxkux cynHax, ocobiauBO puOaJbChKUX, 3a-
CTOCOBYIOTh PATYBallbHI Mepexi. BoHU 3aCTOCOBYIOThCS
tak. JIronuHi, BUSIBIIEHIN 32 OOPTOM, BUKUIAETHCS PATY-
BaJIbHUM JIMH 3 KIUTBIIEM, BUKOPUCTOBYIOUH SIKi, BiH JIiC-
TAE€ThCS MEPEXI 3 MOIUIABISIMH, 1 JIBI JIFOJUHMU 3a ILIKITH
MiIHIMAIOTE MEPEXyY 3 MOCTPKIAINM Ha OOpT CynaHa.
VY migxomirteti IMO 3 Oe3mekn MoperutaBaHHS PO3TIIs-
JA€ThCSl TIUTAHHS NP0 BKIIIOYEHHS PATYBAIBHUX MEPEX
Yy KOMIUIEKT OOOB'S3KOBOTO PATYBAIBHOTO MOCTadyaHHSI
CYZEH.

Bimoma inma, 6ieII JOCKOHANA, KOHCTPYKINS psi-
TYBaJIbHOI MEpEeXi, sIka BUKHIAE€THCS IOCTPAKIAIOMY
SIK BPYYHY, TaK 1 3a JIOIIOMOTOIO JIIHEMETaJIbHOT'O IMpHU-
CTPOIO, 1110 JI03BOJISIE 3aKUHYTH MEPEXy Ha BEJIHMKY Bij-
craHb. Mepeska 3abe3neueHa caMo3anaitoBajJbHUM BOT'-
HEM TIOIIYKY, IO JT03BOJISIE NOTEPIIOMY 3HAWTH 11 Ha-
BiTh y TEMHUI1 4ac 00H.

BucHoBku

IIpu HagaHHI TOMIOMOTH JIFOJIUHI, siKa repedyBae y
BOJli, HEOOXIZIHO MaM'sITaTH, IO Yacy, [0 BUTPAYAETHCS
Ha MaHEBPYBaHH: CyJHa, MIATOTOBKY Ta CIyCK ILIaB3a-
c00iB, MOX€ HE BUCTAYHUTH JUIS MOPSTYHKY IIOTOINAI0Y0-
ro. Y AesKHX BHUIAJKaX IMTOPMOBI YMOBH i1 aBapiifHWA
CTaH Cy/JHa CTBOPIOIOTH YMOBH, KOJNHU MOPATYHOK JIFO-
JIMHH, KA 3a3HA€ JIMXa, B3arajli HEMOXKIIHBO.

Ane y Oynp-KOMY BHIIAJKy Ha CYIHAX CTBOPIO-
FOTBCSL BC1 HEOOXigHI YMOBH JAJIsl PO3TOPTAaHHS iHIWBI-
JyaJbHUX Ta KOJICKTUBHUX PATYBaJbHUX 3aco0iB. IH-
IIMM Ba)XXJIMBUM 3aBJaHHSIM € HaBUYaHHS EKillaxy rpa-
MOTHOMY 3aCTOCYBaHHIO IIbOTO 00JIaIHAHHSI.

Kpim TOro, Ha Cremiamxi30BaHUX PATYBAIbHUX CY-
Jax JUIs TIOPATYHKY JIFOJAEH, 110 Yy BOJI, KPIM KOJICKTHB-
HHX PATYBaJIbHUX 3aC001B, BUKOPUCTOBYIOThCS: OOPTOBI
PATYBaNbHI Mepexi, pATYBaIbHI MEpeXi 3 MOIUIaBKAMHU
Ta IUIOTaMH, HOCOBI PATYBAJbHI MEpexi, pATyBalbHI
TpaH.
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The use of personal life-saving appliances for the survival of the crew and passengers after leaving the ship
N. Urum, V. lvanenko, V. Fedunov, O. Bazhak

Abstract. The implementation of appropriate methods and techniques for maintaining safe conditions for human surviv-
al in the aquatic environment, preparation for action in various emergencies using individual life-saving equipment (lifebuoys,
life jackets, wetsuits and protective equipment, life nets and trawls) according to the International Rescue Code (LSA Code) sets
out the general requirements for life-saving appliances for the manufacture, installation and equipment of life-saving appliances,
prepared on the basis of the provisions of Part 3 of Chapter Il "Life-saving appliances and devices" of the SOLAS-74 Conven-
tion. A favorable outcome of survival largely depends on its psychophysiological and physical qualities, strong knowledge of the
basics of life safety, survival and other factors. With a short-term threat, a person acts on a sensory level, there is no need to talk
about any will to live in such cases. In the conditions of autonomous long-term survival there comes a critical moment when the
futility of further resistance suppresses the will. The desire to survive must be conscious, purposeful and dictated not only by instinct
but also by conscious necessity. Moral preparedness for an emergency situation at sea, first of all, requires knowledge of techniques
and means of self-rescue. You need to know how to properly use existing individual and collective rescue equipment. Clumsy ac-
tions when using rescue equipment often lead to their destruction or ineffective use. Rescuers often find dead during water accidents.
This is due to improper use of rescue equipment. That is why the ships create all the necessary conditions for the deployment of indi-
vidual and collective rescue vehicles. Also, special attention is paid to training the crew to use this equipment correctly.

Keywords: personal rescue vehicle, survival, wetsuit, protective suit, lifebuoy, life jacket.
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IBanenko B. M. 131 Muxaitnenko O. B. 34 [egep O. B.
IBanens I'. B. 111 Momaanos I'. 1. 71 SAxumenxo H. M.
IBanens M. T 111 Heuaycos A. C. 4 Anxo A. C.
Kauinin €. 1. 30 Hockos B. 1. 23 Suxosceka 1. O.
Karmiton A. 62 ITanosa O. B. 127 SukoBcekuii O. A.
Kirouxa 4. O. 57 IMTapxun 1O. B. 71 SApomesuu P. O.
KoBanenko A. A. 106 ITomikanos [I. A. 43

HayKOBe BUJAHHA

CUCTEMMU YNPABIJIHHA, HABIFAUII TA 3B’A3KY
30ipHUK HAYKOBHX IMpalb
Bumyck 1 (67)

BianosinaneHa 3a Bunyck K. C. Hecmepenko
Texniunmii penaxrop 7. B. Veaposa
Kopexrop O. B. Mopo3zosa
Kowmm'torepna Bepetka H. I Kyuyx, I FO. I[lemposceka

Odopmierns oOknanusk [. B. Invina

Caimonrso npo aepxasHy peectpanito KB Ne 19512-93/2I1P Big 16.11.2012 p.

Hignucano no npyky 2.04.2022.  ®opmar 60x84/8.  Ym.-npyk. apk. 13,0.  Tupax 120 mpum.  3am. 204-22
Anpeca penaxuii: Ykpaina, 36011, m. [Tonrasa, [lepmorpaBHesuii npocrnekr, 24, tein. (050) 302-20-71
Hauionaneuuii yHiBepcutet «IlontaBebka nosnirexuika imeHi FOpist Kongpatroka»

BingapykoBaHo 3 ToTOBHX opuriHan-MakeTiB y apykapai ®@OII [Tetpos B.B.
€IuHNI 1ep)KaBHUN PEECTP IOPHIMIHHX 0Ci0 Ta (i3UYHMX OCIO-TIAMPHEMIIB.
3amuc Ne 24800000000106167 Bix 08.01.2009.

61144, m. Xapkis, Byn. I's. Illupowninmis, 798, k. 137, ten. (057) 778-60-34
e-mail: bookfabrik@mail.ua
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