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. B. Bonsuacrkmit-, 0. B. buukoscekmiic, O. M. Measauk®, A. O. Bomommna
C. B. Bonsnc ! 10. B. buukosc 2. 0.M. Me 2 A. O. Bonommun?

! HanjonaneHuii yniBepcuteT KopabiaeOymyBanHs iM. aqMipana Makaposa, Mukonais, Ykpaina
2 OpnecpKkuii HaioHATBHMI MOPCHKHI yHiIBepcHTeT, Oneca, Ykpaina

CUCTEMHMMI AHAJII3 TIPUYUH HABITAIIMHUX THIIUJIEHTIB
I YAC IBAPTYBAHHA CYJAEH TA IIJIAXYW BAOCKOHAJIEHHSA
MI)KHAPOJHOI HOPMATUBHO-IIPABOBOI BA3U

AHoTanisi. AKTyadasHicTh. Y 3B 53Ky 31 3pOCTaHHSM PO3MipiB TOPTOBEIBHHX CYyJICH 1 HaBaHTAKCHHSM Ha MOPTOBY
IHppacTPyKTypy, HUTAaHHS 3a0e3neueHHs Oe3MeKH il yac Ipolecy MIBapTyBaHHs HaOyBae cTpaTerivHoro 3Ha4eHHs. Ya-
CTi IHIMAEHTH B OPTaX CBITY CBIAYATh PO HEJTOCKOHAIICTh ICHYFOUMX HPAKTHK i ()parMEeHTapHICTh BIPOBAKECHHS CY-
YaCHUX METO/IIB YIIPaBIiHHs pU3HKamH, 30kpema Bridge Resource Management (BRM). O6’exT mocigkeHHs - HaBira-
LifHI IHOUAEHTH M Yac MIBapTyBaHHS BEIHMKOTOHHAXHUX cyleH. MeTa - CHCTEMHUH aHalli3 YMHHUKIB, IO CIPUINHS-
IOTD IHIIMJIEHTH MiJ Yac MIBapTyBaHHS, Ta GOPMYBaHHS PEKOMEHIAMIH 00 BIOCKOHAICHHS MIXKHAPOAHOT HOPMaTHUBHOT
0a3u 1 mpoleayp yIpaBIiHHS pU3HKaMH B opTax. MeToao0ris. Y poOOTi 3aCTOCOBaHO MOPiBHIBHUN aHAMI3 1HIMICH-
TiB, €KCIIEPTHY OLIHKY PU3HKIB, KJIACH(iKaIlil0 MPUYUH Ha OCHOBI (PaKTOPHOT MOJIEINI Ta aHaJli3 MDKHAPOJHIX HOPMATH-
BHUX nokyMeHTiB IMO (SOLAS, STCW, MSC.255(84) ta in.). PesyabraTn. JocmimkeHHs MiATBEPIUIO, IO KIOY0-
BHUMH NIPUYHHAMH € TIEPEBUIIEHHS MIBHIKOCTI MiJXOLy 10 IpUYaly, HEY3rOMKEeHICTh Jiif OYyKCHPHOTI'O CYyIpOBOAY, JIOJI-
CBKHUH (aKkTop, a TAKOXK BiJACYTHICTh CTaHIapTH30BaHMX nporenyp BRM Ha mixxoxi no npuyany. [TopiBHSHHS NPaKTHK
y pi3HUX KpaiHaX 3acBiAYMIIO HEPiBHOMIPHICTH BHPOBAPKEHHS TPEHAXXEPHOI MiITOTOBKH Ta IHTEIEKTYyaJbHUX CHUCTEM
MiATPUMKH pilicHb. BucHOBKH. B po00Ti HaBeJeHO peKOMEHIAIIiT 11010 rapMOHi3allii periOHaTbHUX MPAKTHK, CIIPHSO-
YUX PO3BUTKY CHCTEM MiATPUMKH MPUHHATTSA PillleHb Ta BIPOBAHKEHHIO TPEHAXKEPHOI MiATOTOBKHU eKinaxiB cyaeH. [o-
BEJICHO JOULIBHICTE iHTerpanii BRM y mopty Ta po3po0Oku aganTHBHUX MPOTOKOJIB PH3HK-MEHEIKMEHTY i3 ypaxyBaH-
HSIM PeajJbHOTO CTaHy iHQPaCcTPYKTypHOTO 3a0€e3MedeHHs .

Kao4oBi croBa: MOpCHKHMI TPAaHCIIOPT; IBAPTYBAHHS CyJICH; KEPyBaHHS CyJHOM; MaHEBPYBaHHs; IHIIUJCHTH; Oe3reKa
HaBiramii; Mb>kKHapOIHi KOHBEHIIil; ITOACEKUH (akTop; MopToBa iHOPACTPYKTYpa; YIPaBIiHHSI PU3UKAMHU; YIIPABIIHHS pecy-

pcamu mictky (BRM).

Beryn

ocTranoBka npo0jemu. B ymoBax po3BUTKY Cy-
YacHOTO CyJHOIUIABCTBA Oe3IeYHEe MaHEBPYBAaHHS Cy/ICH
y IPUTIOPTOBHX BOJAX HAOYyBa€e KPUTHYHOTO 3HAYECHHS SIK
JUTst 30epeKeHHs JIFOICHKUX JKUTTIB, TaK 1 AJsI cTablIbHO-
CTi MDKHApOJHOT JIOTICTHKH Ta 3aXHCTY MOPCBHKOTO cepe-
noBuiia. [lonpu HasBHICTH PO3BMHEHOTO MPABOBOTO iH-
cTpymeHTapito, nepenyciM Kounsenuii SOLAS-74, Kone-
kcy STCW-78 Tta mop’si3anux 3 HuMH pesoirouiit IMO,
IIOPOKY (iKCYIOTBCS CEPIO3HI IHIMASHTH TIiJ] 9ac MIBapTy-
BaHHsI BEJIMKOTOHHAKHUX CY/ICH.

Oco0Be 3aHEIOKOEHHS BHMKIMKAIOTH BHITAJKH,
KOJIM aBapii BiIOYBalOTHCS B YMOBaX, sIKi MAJI O YHEMOX-
JIMBHUTH TaKi MO/l y CBITITy Opy 100H, 32 CHPHUSATINBO] T10-
TOJIH, TIPY HASBHOCTI IOBHOT'O CKJIQly IITYpMaHiB Ha Mic-
TKY Ta BUKOPUCTaHHI OyKCHPIB.

AHaITHYHUH OTJISI] TYYHHX 1HITUICHTIB OCTAHHBOTO
JecsTUITTs (30kpema aBapiit YM Witness (2023), Milano
Bridge (2021), Ever Given (2021), DALI (2024), Yuzhou
Qi (2019) 3acBiguye, MO NPUYMHA TAKUX HOMIH MaroTh
KOMITIEKCHHH Xapakrep. SIK MiJICYMOK, y BCiX BHIAAKax
BHUSIBIIEHO HEIOCTATHIO TOTOBHICTB MTOPTOBOI iHPPACTPYK-
TypH, Hee(peKTUBHY KOMYHIKAIIiI0 MK €Kila)koM i mopTo-
BUMH CITy0aMH, HEJOCKOHaJIe KOHCTPYKTOPCBHKE BHKO-
HaHHSI [IBAPTOBUX EJIEMEHTIB Cy/IHA, a TAKOX BIJICYTHICTh
YiTKMX HOPMATUBHUX BUMOT ILIOZI0 EPEBIPKU FOTOBHOCTI

MpUYally 1 yce rnepepaxoBaHe Pa3oM CTBOPIOE KPUTHUHY
30HY PU3HKY Ha CTUKY MDXK CYTHOM Ta TIOPTOM.

AHaJi3 oCTaHHIX A0caiIKeHb i myOJikauii. Y Ha-
YKOBIH JiiTeparypi NUTaHHs Oe3MeKy NIBApTyBaHHS MOCITi-
JIOBHO PO3IJISIIAOTHCS KPi3h MPU3MY CKIIQJHOCTI Orepa-
il y By3bKHX aKBAaTOPIisiX, KOTHITHBHOTO HaBaHTa)KEHHS
eKiNnaxxy Ta MOsSBM HOBHUX TexHOJOrid. ONUTyBaHHS Orie-
partopiB MOPTIB CBiAYaTh NPO 00EPEIKHMUIT ONITHMI3M 111010
BIpoBa/pKeHHS: MASS, aje e 3a yMOB IIPO30pUX Mpo-
TOKOJTIB B3a€MOIi] Ta YiTKO BU3HAYEHOI BiAITOBITAIBHOCTI
[1]. dns BunpoOyBaHHS aBTOHOMHHX (PyHKIIIH HEoOXimH1
peanicTuuHi crieHapii Tpadiky; miaxoan a0 X eKcTpaxuil
1 CEMIUTIOBaHHS JIEMOHCTPYIOTb, 1110 POOACTHICTB J0CsTa-
€TBCS JIMIIE 3a IMUPOKOTO OXOIUIEHHS YMOB CEpPEOBHINA i
BapiaHTIB IOBEIHKH CyJieH [2].

TpanumiiHi (I0TCHKI omeparii miATBEepIKYIOTh, IO
aBapilHICTh PU TIOCTAHOBIII CyJIeH 3 HeOE3MEYHNMH BaH-
Ta)kKaMH 3HAYHOIO MIPOIO 3yMOBJICHA TTO€AHAHHSIM JIFO/ICh-
Koro (hakTopy, TUCKY rpadika Ta METEOyMOB; perpeciii-
HUH aHaNi3 J03BOJIsE CPOPMYBATH i€papXito puU3UK-(ak-
TOpIB 1 TPAHCIIOBATH i y NMPaKTHKy KOHTPOJIO TMiJ| Yac
mBapTyBaHHs [3].

HoBi pwmsukn mnopomkye enexrpudika-mis: GT-
FFTA wmogzenmi st CyIneH-eNEKTPOXOIB BKa3ylOTh Ha
CKJIaJIHI JIAaHLIOTY 3aliMaHHsA W MOLIMPEHHS TOXEXi, 1110
YCKIIIHIOE aBapiiiHO-pATYBaNbHI /il Ta BUMarae crerjia-
JIHHHUX MPOTOKOIIB MOHITOPUHTY [4].
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CucremarnuHi orjsiu ta 0i0mioMeTpist GiKCyIOTh
3CYB JOCIHIKCHb Y OIK JIFOJUHOIICHTPUYHHX ITiTXO/IiB
[5]. Konnenmis Safety-II mimkpecioe, 1o HaaidHICTb Y
CKJIaJIHUX MaHeBpax 3a0e3neuyeThes aalTHBHICTIO eKi-
MaKy Ta BapiaTHBHICTIO NMPOLEAYP; 1I€ 03HAYAE, 1110 Per-
JIAMEHTH MalOTh HE JINIIE 3a00pPOHATH BiOXWICHHS, a i
MATPIMYBATH YCHIIIHI MPakTUKA [6]. OYHKIIIOHATBHO-
mpu4yrHHA aHaniTHKa (Hampukiag, TM-FRAM) mokasye,
SIK MOJICITIOBATH B3a€MO/IIF0 CEHCOPiB, KOMYHIKaIliif i Ma-
HEBPOBHUX pillleHb y 4Yaci, M0 KPUTHYIHO IJIS OIepariii
mBapTyBaHHA [7]. omaTkoBy cTaOiNBHICT 3a0e3medy-
I0Th BUCOKOTOYHI IIPOTHO3M O(IIOPHUX BITPIB Ta Teuii,
0co0NIMBO y pexuMi nowcasting, sKi MOXYTb CYTTEBO
3HU3WTH PH3HMKH Migxoay 10 mopty [8]. Bomnouac
OIJISIAM BKA3yIOTh Ha e(IIUT y3ro/KEHUX METPHUK 1 Oi-
0J0TeK CleHapiiB Il TECTYBaHHS aBTOHOMHHUX HaBira-
LIIfHUX CHCTEM Y TIOPTOBUX MaHeBpax [9].

JlocmiKeHHsT TaKOXX AEMOHCTPYIOTh, IIO YIpaB-
JHHS PU3UKOM Ma€ OyTH THHOCHCUU(IYHUM: pIillIeHHS,
e(eKTUBHI IS TACAKUPCHKUX CYJCH, HE 3aBXKAH IiIX0-
ITH U1 TaHKepiB uu Oankepis [10]. YkpalHcbki HayKo-
BIli KOHKPETU3YIOTh POJIb JIOJCHKOTO €IIEMEHTY: PiBECHb
0e3IeKH cyiHa, BIUIMB CTPECy Ta OpraHizauiiHux Gpaxro-
PiB HanpsMy BU3HAYAIOTh SIKICTh IPUHHATTS PillleHb IIPH
mBaptyBanHi [11-13]. ¥ 1poMy KOHTEKCTi cuTyaliiiHa
00i3HaHICTh (SA) BH3HAETHCS KJIIOYOBHM 3ar001KHU-
KOM: CITiJIbHAa KapTHHA CEPEJOBUIA MiXK MOCTUKOM, OY-
KCHPaMH, JIOIIMAHOM 1 0eperoM € 000B’I3KOBOIO YMOBOIO
Oesmeynoro 30mmkenHs [14]. YV Bumagkax Opaky
00’ €KTHBHUX JIaHUX 3aCTOCOBYIOTHCS METOJUKH €KCIIep-
THHUX OILIHOK, IO JO3BOJSIOTH IIBHIKO aKTyalli3yBaTH
mapameTpu pusuky [15]. Hapemrri, mpoekTHO-0OpieHTO-
BaHI MOJENi YIpaBIiHHA O€3MeKOI0, aKICHTOBaHI Ha
JIFOJICBKOMY YMHHHKY, TEMOHCTPYIOTh €(DeKTHBHICTD 1H-
Terpaiii HaBuUaHHs, TPEHAKEPHUX CECill 1 ayIUTy mpolie-
Iyp Y €IMHY CHCTEMY PU3HK-MEHEIKMEHTY [16].

Takum 4MHOM, aHaII3 JiTEpaTypu MO TEMi JOCIi-
JOKEHHS BimoOpakae CUCTEMHY MPUPOY aBapiil mpoTsi-
rOM IIpOLeCy LIBAPTYBAaHHS 1 JOBOJWTH, IO iX IMOJO-
JIaHHS TOTPeOye MDKAMCIUILTIHAPHOI 1HTETparii: cie-

HapHO-OPIEHTOBAHMX BUIPOOYBaHb, JIIOAMHO-IIEHTPUY-
Hux meronis Safety-1I/FRAM, To4YHNX NPOTHO3HUX Ccep-
BiCIB Ta TU(EepeHIIIOBaHUX PETYISITOPHUX BUMOT.

Meta Ta 3aBaanHsi JocjaimkeHHs. Hespaxaroun
Ha peryJsipHi oHoBieHHA HopM IMO, okpemi acrekTu
0e3IeKH IIi] 9ac MpoIecy MBapTyBAaHHS CyJHA 3alUIIa-
I0ThCS HOPMAaTHBHO HEYpPETyJIhOBaHMMH a00 PpeTyIIfo-
FOTECS JHe y (GopMi HEOOOB’SIBKOBUX PEKOMEHAALIIHA.
Oco0MBO 1€ MiAKPECTIOETHCS B YMOBAX 3pOCTaHHS Po-
3MipiB cyneH, inTeHcudikaii BaHTa)000iry Ta KIiMaTu-
YHUX 3MiH, IO YCKIAQJHIOIOTH HAaBiramilo, [OCTae
00’€eKTHBHA HEOOXIHICTh MEperyIsiLy MiJXO/IB A0 pery-
JroBaHHs Oe3MeKH Ha (iHANBHUX eTanax MaHeBpYBaHHS
a camMe MiX0ay A0 IpUYally, ralbMyBaHHs, B3a€MOJIT 3
OyKCHpaMU Ta IIBapTyBaHHS.

Mertoro nanoi poOOTH € OOIpyHTYBaHHS HEOOXil-
HOCTI BHECEHHS! KOHKPETHHUX 3MiH JI0 MIXKHapOAHOTO HO-
PMaTHBHOTO CEpemOBHINA, 30KpeMa a0 KoHBeHIiH
SOLAS-74 i STCW-78, a TakoX CYIyTHIX KOJEKCIB 3
ypaxyBaHHAM IIPAaKTHYHOTO aHAII3y THIOBUX ITOMMJIOK,
MPUYNH HABITaiHHUX aBapii Ta HEBPaXOBaHHUX KOHC-
TPYKTUBHO-EKCIUTyaTallitHUX YMHHHKIB. 3alpONOHOBa-
HHUU MAX1K O€JHYE aHaTi3 MOPCHKOT NIPaKTUKH, aHaJli3
3BITIB MO IHIUACHTH Ta NPAKTHYHI IH)KEHEPHI PillIeHHs
I10J10 MiJIBULICHHS OE3MeKH.

Ananiz cywacnozo cmany npoonemu. Ilpobiema
0e3IMeyHOro HIBAPTYBAaHHS BEJIMKOPO3MIPHUX CYyJIEH Ta
YIPaBIiHHS PU3MKAMU IIPH iX MaHEBPYBaHHI MoOJIn3y
pUYaliB Ha0ya 0COOIMBOI aKTYaJIbHOCTI B OCTaHHE Jie-
caTwiTTa. L{pOMy CHpPsIO yCKJIQZHEHHS KOHCTPYKIIH
CyIeH, 30UIbIIeHHS X Ta0apHUTiB Ta BAHTAXKOIITHOMHO-
CTi, 3MiHA KIIMAaTUYHUX yMOB. Takok HEpiBHOMIipHHIMA
PO3BHTOK MTOPTOBOI iIHPPACTPYKTYPH, SIKI CIIPHIHHSIOTH
HU3KY BHKJIFKIB, SKi BUMArarloTh IEPersiay MiIX0MiB 10
IUIAaHYBaHHS Ta BUKOHAHHS IIBAPTOBUX OMepaii.

Huska rygrux aBapiit 3a y4acTiO KpPyITHOTOHHAX-
HHX CyJIeH IEMOHCTPY€ HACIIIKU HEJOCKOHAIOT KOOPIH-
Hallil M)XK Cy/IHOBOJIIEM, OYKCHpaMH Ta MOPTOBOIO CITYK-
60t0. B Tabin. 1 y3aranbHeHO HaWOLIBII PE30HAHCHI 1H-
[UICHTH OCTaHHIX POKIB.

Tabruys 1 — Ipukiaau aBapiii cyaeH mig yac migxoay A0 mopty a6o mBapTyBaHHS

Cyano Pik Jlokanis Ipuunna Hacaigku
YM Witness 2019 Komym6ist HexopekTtHa orinka iHepiii | I[Ipo6oiHa B mpuyaii, 30MTKH B 5 MITH JIOJ.
Milano Bridge 2020 ITycan, Kopest 3aHazaTo BUCOKA MIBUAKICTE | PyitnyBanusa 3 STS-kpaHiB
DALI 2024 Banrimop, CIIIA Brpara enekrpo:KuBiIeHHS O6Ban mocty Francis Scott Key
Yuzhou Qi 2016 Anuzu, Kurait 3pHB MIBAPTOBHOTO IIIAHY KoHTakT 3 6eperoBoio iHPpacTpyKTyporo
Durban collision | 2017 ITAP TopymuieHHst KOMyHiKarii MaciTabHi MOMIKOKEHHST TEPMIiHAITY

[IpuBeneni BUIle iHIUASHTH CBiT4aTh MPO CHUCTE-
MHI BaJii B IIpoIiecax YIpaBIiHHSA PH3UKaMH Ha (iHaIb-
Hilf cTazii MaHeBpYBaHHS Ta HEJOCTATHIO CTaHAAPTU3a-
Li10 ITPOIIECIB MIXK MOPTAMH PI3HUX KpaiH.

[IIBapTyBaHHS BEIMKOTOHHAXXHUX CyJEH Y MOpTax
3 po3BuHEHOI0 iH(pacTpykTyporo (€C, IliBHIiuHA AMe-
puKa, SIMoHis) CynpOBOKY€ETHCS BUKOPUCTaHHSAM iHTe-
JIEKTyaJIbHUX CUCTEM MiITPUMKH pillleHb, IIEHTPali30Ba-
HOTO KOHTPOJIO IIBHJKOCTI T4 aBTOMAaTHYHUX CHCTEM
mosumiroBanHs  (MoorMaster, DockingAid, Virtual
Fender Tomro).

Bopnouac, y paai mopTiB KpaiH, 10 pO3BHBAIOTHCH,
iH(ppacTpyKTypa HE J03BOJISIE MMOBHOIIHHO 3a0€3MeYuTH
pexomenaanii MSC.1/Circ.1175 momo MiHiMizamii 3amm-
IIKOBO{ €Heprii cyTHa IPH KOHTAKTI 3 IpHYajioM, Tadi.2.

Hopmamusno-npasosa 6asza ma ii nedonixu. bes-
IeKa MIBAPTYBAHHS CYJICH PETryIIOE€THCI Mi>XKHAPOTHUMHU
JOKYMEHTaMH, SKi OXOIUTIOIOTh HABITAIlil0, MiATOTOBKY
eKiMaXky Ta YIpaBIiHHA pu3nkaMu. 30kpema, KoHBeHIis
SOLAS (Pozain V) 3000B's13y€ CyTHOBJIACHHUKIB 1 Karli-
TaHiB 3a0e3euyBaTy 0e31euHy HaBiraliro 10 MoBHOI 3y-
MTUHKY Cy/HA B TIOPTY.
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Tabnuys 2 — IlopiBHAHHS cHMCTeM WIBAPTYBAHHSA Y Pi3HUX perioHax

. . . HasiBHicTh Buxopucranns PiBens aBapiiiHocTi
Perion / Kpaina ABTOMaTH3aLi"A . g .
NMPOTHO3HUX MoJeJei JaT4YMKiB iHepuii (yMoBHHUif)
IliBniyna €Bpona Bucoka Tax Tax Huspkuii
Kwurai Cepenns YactkoBo OOMeKEHO CepenHii
CIIA Bucoka Tak Tax Husbkuit
TIAP Cepenns Hi YacTkoBO Cepenniit
IliBrenna Amepuka Huspka Hi Hi Bucokuit

Konsenuis STCW (Poznin A-V/2) BuzHauae Bu-
MOTH JI0 MiArOTOBKH KAIliTaHIB 1 CTapIIMX MOMIYHHUKIB
JUIsL iy npuOepeHuX paifoHax i 0OMeXeHHX Bojax, a
pesomoris IMO MSC.255(84) BKJIIOUAE TMOJOKEHHS
konuenuii E-Navigation 3 BAKOpUCTaHHSM CHUCTEM MiAT-
PUMKH NPUIHATTA PIiICHS ITi1 9ac MaHEBPYBaHHS CYACH.

BaxmmBuUM iHCTPYMEHTOM PETJIAMEHTAII] € TaK0X
ISM Code (A.741(18)), sxuii BH3Ha4a€e HEOOXIiTHICTH
imeHTU(IKAII] PU3HKIB 1 BIPOBAHKEHHS MPOIEIyp iX KO-
HTPOJITIO B eKCIUTyaTaliiHii npaktumi. Kpim Toro, moky-
MeHT IMO MSC.947(23) MicTuTh peKOMEHIAMii 11010
YIPaBJIiHHS MaHEBPYBAaHHIM BEJIMKHX CYAEH y BY3bKHX
AKBATOPISIX Ta MiJ YaC MOCTAHOBKH JI0 MIPHYAITY.

OfHaK aHai3 [UX JOKYMEHTIB CBIIYHUTH, 10 OLTb-
IICTh MOJIOKEHb MAIOTh PAMKOBHUI XxapakTtep. Bonu 3a-
JIal0Th 3aralibHi IPUHLUIH, aje He GOopMYyIOTh YHidiko-
BaHOT MO/ yNpaBJiHHS IIBapTyBaHHsAM. | 11e 3yMoOB-
JII0€ HEOOXiJHICTh BPaxyBaHHS JIOKAIBHOTO KOHTEKCTY,
TOOTO 0COOIMBOCTEH KOHKPETHOTO MOPTY, TiAPOJIOTid-
HUX YMOB, THUIIOPO3MIpiB CYZICH Ta HAsSBHOI iIHPPACTPYyK-
TypH. BiICyTHICTH NeTanbHOI peryiaMeHTalil CTBOPIOE
MIPaBOBI MPOTAJIMHHY, SIKI MOXKYTh yCKJIaJHIOBATH 3aCTO-
CyBaHHS CyYaCHHX TeXHOJIOTiH (30kpema MASS) ta me-
PELIKO/PKATH CTBOPEHHIO YHIBEPCAIbHUX CTaHAAPTIB.

TakuMm YMHOM NPOBEJICHUH aHaJi3 T0BOIUTH HEOO-
X1IHICTh CTBOPEHHSI IHTEJEKTyaJbHUX pillleHb MiATPHU-
MKH CYJTHOBOZIS Y (a3l MmBapTyBaHHs, SKi BpaXOBYIOTb
He suie (i3udHI XapaKTepUCTUKH CYJHA, alie it onepa-
TUBHI PU3UKH, TApaMETPH OTOYECHHSI T2 TEXHIYHI MOXKIIH-
BocTi mopty. ToMy CHCTEeMHHH MiAXix NO HaBYaHHS,
OHOBJICHHS HOPMATHUBIB Ta YHIi(iKalis TEXHOIOTIYHUX
iHTEepQeCiB € KIIF0YeM 0 3HIKEHHS aBapiifHOCTI.

MeropmoJtoria gocaimkeHHs. MeToxooriyga oc-
HOBA JIAHOTO JOCII/PKEHHSI IPYHTY€ETHCSI HA CHCTEMHOMY
aHaJTi31 BIJOMUX IHIUJICHTIB 3ITKHEHHS CyJICH 3 PHUYalib-
HUMH 1HQPACTPYKTYPHUMHU 00’ €KTaMH Y MIDKHAPOIHHX
nmoprtax. BpaxoByo4n CKIaJHICTh MOPCHKHUX OTIEpariii i
BEJIMKY KiTbKICTh YNHHHKIB, 1110 BIUTMBAIOTH HA PE3YJILTAT
IIBapTyBaHH:I, 3aCTOCOBAHO OaraToOKpUTepiadbHUH MiIXif

Tabruys 3 — Kpurtepii aHaaizy MopcbKUX iHIHAEHTIB

3 BUKOPUCTAHHSAM EKCIIEPTHOTO OLiHIOBaHHS, SIKICHOTO Ta
KUTBKICHOTO aHAJI3y.

Kpurepii ananizy inumaeHris. s dopmanizosa-
HOT'O BMBYEHHS KO’KHOTO BHIAJKy IHLIUAEHTY OyJio 00-
paHo I’ATh KJIFOUOBHX KPHUTEPIiB, puc. 1.

Tun cyaHa Ta Moro TOHHax

[ae 3Mory BpaxyeaTti MaHeBpOBi
xapaKTepucTUku, rubuHy ocaaku Ta
ocobnuBOCTI KEPOBaHOCTI CyAHa.

MeTeoymoB#M Ta rigponoriyHa cutyauis
nig yac nigxoay Ao nopry

OUiHITLCA NOroAHI YMHHUKK (BiTEp,
BUAUMICTD, Teuil), Aki GesnocepeaHbo
BNNMBaIOTb Ha Ge3neky MaHeBpyBaHHA.

KinbkicTb Ta epekTUBHICTE GYKCMPHOro
3abe3neyeHHs

AHanisye 3anyJyeHicTb AONOMiIKHUX 3acobis y
KepyBaHHi CyAHOM, 30KpeMa, aaeKBaTHICTb
TXHbOT KiNbKOCTI Ta rOTOBHICTb.

OuiHKa roToBHOCTI NpU4anbHoOro poHTy
A0 NPpUNOMY cyaHa

Bu3aHayae signoeigHicTe rabapurie,
TEXHIYHOro CTaHy Ta iHdpacTpyKTypu
npudany Ans 6e3neyHol WBapTOBKY.

XpoHonoris Ain ekinaxy, noumasa,
AucneT4YepcbKoi cnyx6u

[o3zeonse BIATBOPUTU NOCNIZOBHICTL NPUAHATTA
pilieHb Ta BURBUTH NOTEHUiHHI KOMYHIKaUiiHi
3601 abo npoueaypHi NOPYLWEHHA.

OIOIOIOIC

Puc. 1. Kpurepii anaiizy iHIHICHTIB

HageneHi ki1r04oBi KpUTepil [JIst aHAJI3y MOPCHKHX
IHIIUAEHTIB JO3BOJIAIOTh CUCTEMHO OLIIHIOBATH SIK TEXHi-
YHi, TaK 1 opraHizamiiHi acnekTu noxaiin. dopmarmizarris
TaKUX KPHUTEPIiB € BaXXJIIMBOIO CKJIAJIOBOIO PO3CIidy-
BaHH, OCKIJIbKU BOHA 3a0e31edye 00’ €KTHBHICTh OIIHKH
Ta MOXIIUBICTD TOPIBHSAHHA MDX PI3HUMH BHIIAIKAMHU,
tabn. 3. Kputepii aHamizy iHIUAEHTIB 31aTHI 3a0e3rre-
YUTH OaraTOpiBHEBHH IMiAXiJ A0 OLIHIOBaHHS PU3HKIB y
npoIieci MOPCHKOI MisIbHOCTI. [lO€IHAHHS TEXHIYHUX
napamMeTpiB (THII Cy/IHa, METEOyMOBH, CTaH NpUYaITy) Ta
opraHizaifHuX acmexTiB (epeKTHUBHICTH OyKCHpIB, Iii
eKimaxxy u ciy0) I103BOJISIE KOMIUIEKCHO BHU3HAYUTH
MIEPIIONPUINHY aBapiifHUX CHTYaIliil.

Ne Kpurepiii

3micT Ta 3HAYEHHS

1 Tun cyaHa Ta Horo TOHHaX

Jlo3BoJIsI€ BpaxyBaTH MaHEBPOBI XapaKTEPUCTHUKH, OCAIKy Ta KEPOBAHICTh Cy/IHA,
IO BIUIMBAE HA HOTO MOBEIIHKY ITiJ] Yac IHIHICHTY.

MeTeoyMoBH Ta riipooriyHa CH-

BpaxoByroThCs BiTep, XBUIIOBaHHS, Tedil, BUAUMICTh Ta iHII (akTopH, 1o 6e3-

Ta AUCIETYEPCHKO] CITy:KOU

2 Tyarist HOCepeIHBO BIUTMBAIOTh Ha OE3MeKy MaHEeBpPYBaHHSI.

3 KinmpkicTh Ta eeKTHBHICTE OyKCcH- | AHami3ye 3aTydeHi JOMOMDKHI 3ac00H yIpaBIiHHS CyTHOM (OYKCHpH), iX a/JieKBa-
pHOTrO 3a0e3neUeHHs THICTb i TOTOBHICTb.

4 O11iHKa TOTOBHOCTI MPUYAIBHOTO Bu3HauaeThesl BIAMOBIAHICTS TEXHIYHOTO CTaHy, rabapuUTiB Ta iHPPACTPYKTypH
¢bpoHTy npuYany Juisi 6e3Me4YHOr0 NIBapTyBaHHS.

5 Xponomoris xiif exinaxy, JorMana | Jl03BoJIsi€ pEKOHCTPYIOBATH MOCTIAOBHICTD PillleHb, BUSBUTH MOXJIMBI KOMYHiKa-

1iiHi 3001 Yu npoeaypHi MOPyIIEHHS.
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3acTOCyBaHHSI TaKMX KPHUTEPIiiB CTBOPIOE OCHOBY
JUISL CUCTEMaTH3allil BUCHOBKIB pO3CJIilyBaHb Ta BUPOO-
JICHHS] TPaKTHYHUX PEKOMEHJALiil 100 MiJABHUIICHHS
Oe3rnexu. 30KpeMa, aHali3 XpOHOJIOTIT pillleHb eKinaxy i
KOMYHIKaIliil i3 OeperoBUMH Ciry>k0aMu Jjoromarae BH-
SIBUTH JIFOACBKUNA (aKTOp Ta HOTO PoOjb y PO3BUTKY MO-
I, TOAi SIK TEXHIYHI KPUTEPil Jaf0Th 3MOTY OIIHUTH, YU
Oynr CTBOpEHI HaJIe)KHI YMOBH ISl O€3IIE€THOTO MaHEB-

Tabruys 4 — Kinacugikauiss o0CHOBHUX NPUYMH IHIMIEHTIB

pyBaHHs. Y pe3ynbTari GopManizoBaHUN MiaXija J103BO-
JIsl€ HE JIILE MOSCHIOBATH NMPUYMHN KOHKPETHUX 1HLHU-
JICHTIB, a i MPOTHO3YBAaTH HMOBIPHICTb IIOBTOPEHHSI 110-
JOiOHMX cUTyalii, 0 € OCHOBOIO JUIsl IPEBEHTHBHUX 3a-
XOAiB y cepi MOpChKOT Oe3meKu.

Ha ocHOBi aHami3y mecsiTH BHIIAJKiB aBapiifHOTO
[IBapTyBaHHS y MOPTaxX Pi3HUX KpaiH OyJI0 BHOKPEMIICHO
JOMIHYTOUi TPYIIH IPHYHH, SKi HaBeleHi y Tao. 4.

Ne I'pyna npuyun

CyTHicTh npodemu

HanmipHa BHAKICTH MiIXOAY

CyaHO nepeBuIyBajio Oe3MeUHy NIBUAKICTh Y MOMEHT LIBapTyBaHHS

HenocraTHs noTykHiCTh OYKCHUPIB

HasBHi OykcrpH He MaJii JOCTaTHBOI TSITOBOT CHJIH ISl MAHEBPYBAHHSI BEJIMKUM CYJHOM

[ToMunKu exinaxy, HeNpaBHIbHI PIlICHHS JIOLIMaHa, BIACYTHICTh 3J1ar0DKEHOCTI Jii

1

2

3 | JIroacekuii paktop

4 | BincyTHICTh TOTOBHOCTI IIpHYAILy
HOT'O CyIIPOBOAY

[Momkomkeni abo 3actapii KpituieHHs, cnadka iHppacTpyKTypa, BiICyTHICTh CHTHAIIb-

5 | HeBpaxogasi Tedii / BiTep

BincyTHiCTb TiJpoIorivHOT KOMIIEHC AT ITPH IUIAHYBAaHHI TPAEKTOPIi MiaXomxy

[Ipencrapnena xracugikallis € 0CHOBOIO IS TTOOY-
JIOBH MOJIENi TPO(IaKTHKH IHIIUICHTIB, a TAKOX JIATa€e
B OCHOBY MOJAJIBIINX PEKOMEHAAIH 3 PeryIsTOPHOTO
BIIOCKOHaNIeHHSI HOpM IMO.

Memoo excnepmmoi oyinku. Y 38’513Ky 3 hparMeH-
TapHicTIO 0iLiitHNX 3BITIB NEIKHUX MOPTIB, OyIIO 3acTO-
COBAaHO TaKOX METOJI eKcrepTHOro onutyBauHs (Delphi-
METOJT) Cepe/l MOPCHKHX JIOIIMAaHIB, KaIliTaHIB 3 TOCBI1IOM
noHan 10 pokiB, MpeaCcTaBHUKIB MOPTOBUX aJMiHICTpa-
i Ta iIlKCHePiB-MEXaHiKiB 3 CYTHOPEMOHTHUX ITiIIPHU-
emcTB. OLiHIOBAHHS POBOINIIOCH 32 IIKAJIOK BaXIIHBO-
cti (1-5 6amniB) 1A KOXKHOTO YHHHHKA, 3 HACTYITHUM ar-

Tabruysa 5 — AHaJi3 peabHUX iHIHMAEHTIB

peryBaHHSAM pe3yJbTaTiB y BUIIII PEHTHHIOBOI Mart-
puni. OTpuMaHi TaHI BUKOPHCTOBYBAIHCH AJIs BepuQi-
Kamii K1acugikarii iHIUACHTIB Ta MOOYIOBH KapTH pH-
3HKIB.

Pe3yabTaTH aHami3y IHIUIEHTIB Ta perioHaJabHi
BimmiHHOCTI. B X0mi mocnmimpkeHHs OYJ0 PO3IIISHYTO
I’ Th IPUKJIAJIIB 3iITKHEHb CY/ICH 13 IpUYaIbHOIO iH(pa-
CTPYKTYPOIO, SKi OTPUMAITH IUPOKE BUCBITICHHS Y MiXK-
HapOJHUX MOPCHKHX 3BiTax (Tabi. 5). KoxeH 3 Bunaakis
JEMOHCTPYE YHIKaJIbHI BHKJIMKH IIOJIO TpOLECy Kepy-
BaHHS CYJHOM, TEXHIYHOTO OCHAIICHHS 1 KOOpAWHAMIi
MIDX ITOPTOM Ta EKIMakoM.

Cynno Pik Mlcm;:;umle_ KirouoBi npuunan Hacaigxu
YM 2019 Port of Keelung, Jlroncekuit cPaKTop, TTIOMMJIKOBE pearyBaHHS Ha [MonkomKeHHS pUYaTy,
Witness T™W MOITy THUH BiTEp pO3pUB LIBAPTOB
ian0 | 2020 porotssan, k| s s oz [ S solipor
DALI 2024 | Baltimore, US Brpara kepyBaHHs npH BTparti enexrpoxkusnenHs | O6san mocra Francis Scott Key
szhou 2021 Port of Shanghai, | HeBpaxoBani Teuii, HOMUIJIKK y B3aEMOJIiT YacTKoBe MOIIKOIKESHHS
Qi CN 3 Oykcupamu nanryOHUX CIOPYR
!Du_rban 2022 Port of Durban, HQTy)KHI/n?I GOKOBHIA BiTEp, HEY3TrODKeHI Ail [NomkomxeHHs NpUYaNbHOT
incident SA eKimaxy Ta mopTy Ganku

JlaHi IHIMIEHTH JO3BOJISIOTH BUSBUTH 3arajibHi 3a-
KOHOMIPHOCTI, OCOOJIMBO WIONO IIBUAKOCTI HaOIIu-
YKEHHS, METEOyMOB Ta SKOCTi KOMYHIKaIliif Mi) MOCTH-
KOM 1 ITIOPTOBOIO CITYkKO0¥0.

VY xoni aHamizy MiAXOIB IO OpraHi3amii IIBapTy-
BaHHA 1 3a0e31evyeHHs HaBiraniifHoi 6e3meky B mopTax pi-
3HUX TeorpadiyHuX PerioHiB OynM BUSBIEHI CYTTEBI Bij-
MIHHOCTI, III0 CBiZTYaTh PO BapiaTHBHICTH NPAKTHUK 3aje-
YKHO BIiJI JIOKaJILHOTO NPaBOBOTO IIOJIS, TeXHIUHOI iH(pa-
CTPYKTYpH Ta HasiIBHUX pecypciB. 30Kpema, JOCIiKEHHS
BUSIBWIJIO KITIOYOBI PO30I’KHOCTI 32 TphOMa HaIpsIMAMH:

1. TadpactpykTypHa TOTOBHICTH IPUYATIB, SIKA Bapi-
FOETHCS BiJ] CyJaCHHX, TEXHIYHO OCHAIIEHUX 00 €KTIB i3 ce-
HCOPHHMH CHUCTEMaMH KOHTPOJIIO CTaHy KOHCTPYKIUH 0
0OMexeHO 00JIaTHAHMX MIBAPTYBAJIBHUX KOMILIEKCIB, IO
ITiIBUIITY€E IMOBIPHICTH aBapiii 32 HECTIPUATINBUX YMOB.

2. TlomiTrKa BUKOPUCTAaHHS OYKCHpIB IS IIBap-
TYBaHHS, III0 OXOTUTIOE SIK BUMOTH JI0 00OB’I3KOBOCTI 1X
3aCTOCYBaHHS, TaK i XapaKTepUCTHKU (IoTy: moryx-

HICTB, JIbOJOBHH KJIac, TOHHAX 1 CHCTEMa 3B’ 3Ky 3 IOp-
TOBUMH JHCHETYEpPaMHU. Y JIESIKHX perioHax BUKOPHC-
TaHHS OYKCHUPIB € CYBOPO PErJIaMEHTOBAHHUM, B 1HIIHX -
3aJIMIIAETHCS HA PO3CY/] KaIliTaHa.

3. CrymiHp 3aiydeHHsS JIOIIMaHIB 1O MPOIECY
MPUIHATTS PillIeHb, 30KpeMa poJib JIOIMaHa He JIMIIE SK
HaBiramiiHOTO paJHHKa, a K aKTHBHOTO Y4YacHHKa Y-
paBiiHHSA MaHeBpaMH. Y YacTHHI HOPTIB JOIMaHH Ma-
I0Th PO3LIMPEHI TOBHOB&KEHHS IOJIO OCTaTOYHOTO
CXBQJICHHS TPAEKTOPIT MIBAPTYBaHHS, TO/I 5K B 1HIINX -
BUKOHYIOTb JIMIIIE KOHCYJIbTaTUBHY (YHKIi0, Tab. 6.

Pesynbrary aHani3y BKa3yroTh HA TICHUH 3B’ SI30K MK
e(eKTUBHICTIO TIBapTOBHOI 1HPPACTPYKTYypH, CTaHIAP-
TaMH TiIrOTOBKH €KilaKy Ta PU3UKOM IHIMIACHTIB. Tak y
KpaiHax i3 BUCOKMM PiBHEM aBTOMATH3ALlil IPUYAIIiB Ta KO-
PCTKHMH BEMOTaMH JI0 OyKCHpPHOTO 3a0e3IedeHHs aBapii
Maibke He TparuIstoThCsl. HaToMicTh perionu, Jie BiACyTHii
LIEHTPATI30BaHUH KOHTPOJb, JAEMOHCTPYIOTH ITiJBHIICHY
BIPOTITHICTB 1HIIMJICHTIB HABITh 32 CHPHUSATINBHAX YMOB.
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Tabnuys 6 — PerionanbHi BigMiHHOCTI y MPaKTHKAX NiATOTOBKH MPHYAJIiB

Perion MiniMaibHa KilbkicTh OyKkcupiB | ABTOMaTH30BaHa MiaTpuMKa npuyany | Yacrtka apapiii (%)*
3axigna €Bporna 2-3 Tak (6inbIIicTh OPTIB) 1.2
CxinHa A3ist 1-2 YacTKoBO 3.5
Bnmsekmii Cxin 1 O6MexeHo 4.7
CIIA / Kanana 2 3ae)xHOo BiJ MTATy / IPOBIHIIT 2.1
Adpuxa (3araom) 0-1 Pinxo >6.0

*Yacmra asapiil - opieHmMO6HA KiNbKICMb 8UNAOKie noukooxcents npuuanie na 1000 3axodie y nepioo 2020-2023 pp.

[IpencraBneHuii OIS MIKHAPOIHHUX AaKTIB Y
Tabi. 7, CBIIYMUTH, IO Oe3IeKa MIBAPTYBAaHHS PO3TJIsLa-
€TbCS KOMIUIGKCHO: BiJ] TEXHIYHMX BHMOT [0 CyJeH
(SOLAS) no minrorosku nepconany (STCW) ta oprami-
3anii ynpasninas pmsukamu (ISM Code).

Oco06nuBOi yBarm 3acilyroBylOTb pPEKOMEHAALi
MSC.947(23), saxi BpaxoBYIOTb 3pOCTaHHS PO3MIpIB Cy-
YacHUX KOHTEHHEPOBO3iB Ta HEOOXiMHICTH 3aITyYCHHS
OLTBII MOTYKHUX OYKCHPIB i TEXHOJOTIH aBTOMAaTH3a-
wii.

Tabruys 7 — MixkKHAPOAHO-NIPABOBI aKTH, AIKi Pery.10I0ThH 0e3neKy BapTYBaHHSA

JokymeHT

OCHOBHI M0/105KeHHS

BrnuiiuB Ha Oe3neky HIBAPTYBAHHSA

SOLAS (MixxHapoHa KOHBEHIIS
3 OXOPOHH JIFOJICBKOTO XKHUTTS Ha

Mopi)

Bumorn no xoHCTpykuii, HaBiramiitHoro oo6nanu-
HaHH$, CIIPaBHOCTI CUCTEM KepyBaHHs Ta IIBAPTY-
BaHHS

3abe3neyye TEXHIUHY TOTOBHICTH
CyIeH a0 OE3MeYHOTO MaHEBpYy-
BaHHS

STCW (KonBeHIis mpo MiATOTO-
BKY 1 JMIUIOMYBaHHS MOPSIKIB)

CraHmapTH MiJrOTOBKH EKillaxy, OI[iHKa YMOB,
BUKOPUCTaHHS OYKCHUpIB, NMPUHHATTS pIilIeHb Y
CKJIQTHUX yMOBax

[MixBumnrye nmpodeciiiHy KOMIETEHT-
HICTh eKiaxy IiJ 4Yac IIBapTy-
BaHHS

MSC.255(84) - Kozaekc ais yon-
MaHCBKUX CITy’KO

Bu3Havae moBHOBa)KEHHSI Ta B3a€EMO/IIIO JIOIIMAaHIB
i3 KamiTaHaMu U mopTamu

3abe3neyye SKiCHYy KOOPIMHAIIIO
I TMiJ 9ac nIBapTyBaHHS

Hopmu BHKOpHCTaHHSI OyKCHPIB, CHCTEM aBTOMa-

MSC.947(23) - Pekomenzarii
II0/I0 LIBAPTYBaHHS BEIHMKHX Cy- | THYHOTO TO3UIIFOBAHHS,
JeH KEHHSI IIBAPTOBHUX CHCTEM

3HIKY€E PU3HKU aBapii mpu mBap-

KOHTPOJIb HaBaHTa- .
TYBaHH1 BEJIMKUX CYyJICH

ISM Code (A.741(18)) - Koueke
Oe3MeKu A1 YIPaBIiHHS CYAHAMH

Bumarae BIpoBa/pKEHHS CHCTEM YIPaBIiHHS PH-
3MKaMHM Ta KOPUTYBAIBHUX Jiit

dopMye CUCTEMHHI MiaXif A0 yIi-
paBIiHHS PU3UKAMH [IBAPTYBAHHS

BojHOYAC aKTyanbHUM 3aBJAHHSM 3aJIHINAETHCS
ajanTamisg OUX MDKHApOJHUX HOPM IO HaIliOHAIBHUX
npaBoBux cucteM. Hanpuknan, B Ykpaiui iX iMIuieMeH-
Taris morpedye BpaXxyBaHHS CIEIU(IKHA MOPTOBOI iH-
(bpacTpyKTypH, piBHS TEXHIYHOTO 3a0e3MeUeHHs i Imij-
TOTOBKH TepcoHay. TakuM 4uHOM, e(eKTHBHE 3aCTOCY-
BaHHS WX JOKYMEHTIB J03BOJISIE 3HU3UTH WUMOBIPHICTH
IHIM/ICHTIB, 3a0€3MeYnTH CTAOUIBHICTh MOPTOBHX OIIC-
paliiif i CIPUSITH PO3BUTKY OE3MEYHOr0 MOPEIIIABCTRA.

OOroBOopeHHs pe3yJabTaTiB. AHaji3 IHIHICHTIB,
PO3MIITHYTHX Y MOMEPEIHIX PO3/iiax, CBIIYUTh PO CH-
CTeMHY Npo0JIeMy HeJJ0CTaTHBO1 yHi(iKaril maxoais 10
IIBapTyBaHHS Ta B3aeMOJIil CyJeH 3 OeperoBoro iHdpa-
CTPYKTYPOIO, OCOOJIMBO B yMOBaX OOMEKEHHX a00 aKBa-
TOpid 31 CKIAQAHUMH mmigxomamu. Y Bumaakax YM
Witness (2023, Cunranyp), Milano Bridge (2020, Ilie-
nenna Kopest) Ta DALI (2024, CIIIA, Bantimop), Kitto-
YOBUMHU YHMHHHKAMH CTaJId MEPEBHUINCHHS JOIMYyCTHMOT

IIBUIKOCTI MiAXO0Ty, HECHHXPOHI30BaHi Hii OyKcHpIB i
BIJICYTHICTb ONEpPATHBHOTO iH(OPMAIIHHOTO OOMIHY
MDX WICHAMH eKilmaxy i mopToBuMu ciyx0amu. Ocob-
JMBY yBary HNpHUBEPTAIOTH IHIMJICHTH 33 y4acTIO CyJeH
tumy Ro-Ro (Roll-on/Roll-off), korctpykTusHi ocobmu-
BOCTI SIKMX 3yMOBJTIOIOTh BUCOKY Yy TJIIMBICTh 70 3MIII[CHb
npu niBapTyBaHHi. HaBiTh He3HAaYHE BiIXUIICHHS Bij ON-
THUMaJIbHOI TPAEKTOPIT M/ Yac MiAX0AY A0 PaMIId MOXe
NPU3BECTH 0 KPUTUUHHUX HACIIJKIB JUIs1 O€3NeKH CyIHa,
eKinmaxy ta BaHTaxy. TyT crocrepiraerscst aucoOanaHc
MDK NPOEKTHUMH XapaKTEPUCTHKaMH TIOPTIB 1 cydac-
HUMHU TabapuTaMu cyneH. ToMy HeIoCTaTHs ajamnTaris
OeperoBoi iHGPACTPYKTYpH Ta IiJrOTOBKH IIEPCOHAITY
MPHU3BOINTH J0 0araTOMiTbHOHHHUX 30WUTKIB 1 JIOTiCTHY-
HUX 3001B.

Ha ocHoBi mpoBesieHOT eKCrIepTHOT OLIHKH, OCHOB-
HUMH YMHHUKaMH PU3UKY MOJKHA KJIacH(iKyBaTH 3TiTHO
Tab. 8.

Tabauya 8 — OCHOBHI MPUYMHY aBapiii i Yac MBaPTYBaHHS BeJUKHX Cy/leH 32 Pe3yJIbTATAMH eKCIePTHOI OLiHKH

I[Ipuunna Yacrora (%0) IIpukaan iHuuAeHTy
Bucoka mBUIKICTE MAXOILY 37% Milano Bridge
HeedexTrBHa minTprMka Oykcupamu 25% DALI, Durban
HemocraTHs TOTOBHICTB IIBAPTOBUX 18% YM Witness
Jlroncekuii Gaktop (IOMHIIKA HaBiraTopa) 15% Yuzhou Qi
BincyTHiCTh OHOBJIGHHX KapT ITpUYaiB 5% Perionu ITiBx. Asii
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BapTto migkpecnuTH, o0 HaBITh HASBHICTh MiX-
HApOJHUX pekoMeHpamiit Takux sk MSC.255(84)
(BRM), MSC.947(23) (Safe Berthing), a6o A.741(18)
(ISM Code) He rapantye (pakTHYHOTO BIPOBAIKCHHS
OpoLenyp YIpPaBIiHHS UIBAPTYBAHHIM y TIOBHOMY 00-
cs3l.

VY GimpmiocTi BUMAAKiB, IOPTOBa iHPPACTPYKTYpa
Ma€ BJIACHI JIOKAJIBHI IHCTPYKIIi1, SIKi HE 3aBXKIH BiATIOBI-

naroTh cranaaptam IMO, a exinaki He MPOXOISTh iJTbO-
BOTO TPEHIHTY 100 IHIWBIXyalbHUX OCOOJIMBOCTEH
KOHKPETHOT'O TTOPTY.

VY nopiBHsIHHI 3 pakTHKamu Kpaid [TiBHiyHOT €B-
POIH, i€ IUPOKO 3aCTOCOBYETHCS MIONIEPETHE Bi3yanbHe
Ta (poBe MOJNCMIOBAHHS 3aX0Ay CyIHA, a3ifchbKi mo-
PTH 9acTO iIrHOPYIOTh IPEBEHTHBHI 3aXOTH.

VY Tabin. 9 mogaHo MOPiBHAHHS MPOLEAYP.

Tabnuysa 9 — IopiBHSAHHS MPAKTHK OpPraHizamii IIBapTYBaHHA B Pi3HHX MOPCHKHX perioHax cBiTy

Perion Tpeninr BRM TpeHa:xxepHa MiAroToBKa ABTOMATH30BAHHiL OHTPOTL
HIBHIKOCTI
[liBHiuHa €Bpomna Tax Tax Tax
[MiBnenHo-CxinHa A3is YacTkoBo Hi Hi
[liBHiuHa AMepHKa Tax YacTkoBO YacTroBO

Takum 4uHOM, €(EKTUBHE YIpaBIiHHS PHU3UKAMHU
M1 Yac Mpolecy IBapTyBaHHS CyJIeH JI0 NpHYajy MoT-
pedye He JuIIe YAOCKOHAICHHS TEXHIYHUX 3ac00iB, a i
peaitizarii HiJliCHOTO MiAXO0Ty A0 HAaBYaHHS €Kilaxy, KO-
OpIUHALi 3 MTOPTOBUMH CITyKOaMH Ta OHOBJICHHS perJa-
MEHTIB B3a€MOI.

BucHoBkH

[IpoBexeHe MOCTiHKEHHS MiATBEPAMIO, IO iHIIU-
JICHTH TIifl Yac MpoILecy LIBapTyBaHHS BEJIMKOrabapuT-
HUX CYJCH MalOTh CKJIaJHUIA MIKIUCIUIUTIHAPHUH Xapa-
KTep 1 BUHUKAIOTh BHACIJOK KOMOiHalii TEXHIYHUX, Op-
raHi3aliiHUX Ta JIIOJACHKUX YUHHUKIB.

KirouoBuMH JKepenamMu pU3nKy 3aJHIIaI0ThCS T1e-
PEBUILIEHHS OE3MEYHOI MIBUIKOCTI MiAXOLY 0 IPUYAY,
Hee(eKTHBHA B3a€MOJIiS 3 OYKCUPHUM (PIIOTOM, a TaAKOXK
¢parmeHTapHe a00 HaBiTH (popManbHE BIPOBAIKCHHS
npoleaAyp ynpaBiiHHA pecypcamu Ha mictky (Bridge
Resource Management, BRM).

[NopiBHSUIEHUI aHAMi3 CBITOBHX IMPAKTHUK BHSBHB
CYTTEBI BIJMIHHOCTI B HiJI'OTOBIII MOPTOBOI iHppacTpy-

KTYPH Ta CKJIaJly eKilaxiB Cy/ieH J0 IIBapTOBHUX Ollepa-
niit. OcoOJIMBOI yBaru 3aciayroByloTh yCHilIHI KeHCH 1H-
Terpauii TpeHyBaHb Ha CHMYJIATOpPAaX, CTaHAApTH30Ba-
HUX TPOIENyp B3a€EMOZIl MK areHTaMu HOPTY Ta iH-
CTPYMEHTApIilo MiATPUMKH HaBiramiifHux pimens. Hato-
MICTh Y PsZi MOPTIB BUSABICHO HEAOCTATHE HOPMATHBHE
3abe3neueHHsT a00 0OMeXKeHy amanTalilo peKoMeHIaIii
3 6oky IMO ta IALA.

OTpuMaHi pe3yJIbTaTH CBiI4aTh PO HAraJbHy MOT-
pedy y BIPOBaKCHHI LITICHOT CHCTEMH YIPaBJiHHS
0e3MeKoro0 MBapTOBHUX MpolieciB. Taka cucremMa Mae mo-
€HYBaTH OHOBJICHHSI TEXHIUHOI 1HQPaCTPYKTYpH, per-
JIaMEHTOBaHYy KOOPAMHALIIO NIl yCiX yYacHUKIB orepa-
1ii Ta HacamIiepe 1 BIPOBAHKEHHS INHAMIYHUX MOJIEIIEeH
OILIiHIOBaHHS PU3UKIB.

[epexin mo aganTUBHUX, Ha iHPOPMALIIHO-OpiEH-
TOBaHUX CTPATEriil NO3BOJHTH 3a0€3MEYUTH BUIIUU pi-
BEHBb HAJIHHOCTI Ta OE3MeKH B yMOBaX 3POCTaHHS TOH-
HaXXYy CyJIeH 1 HaBiramiitHO1 CKJIaJIHOCTI YCTPOKO OKPEMIX
HOPTIB.

CIHCOK JIITEPATYPH

1. Othman, M. K., Mohd Sabri, N. S. A., Abdul Rahman, N. S. F.,; & Osnin, N. A. (2025). Port operators’ perceptions and ac-
ceptance of maritime autonomous surface ships (MASS) operations: Insights from Malaysia. Case Studies on Transport Policy,

22, 101567. https://doi.org/10.1016/j.cstp.2025.101567

2. Xin, X,, Liu, K,, Yu, Y., & Yang, Z. (2025). Developing robust traffic navigation scenarios for autonomous ship testing: An
integrated approach to scenario extraction, characterization, and sampling in complex waters. Transportation Research Part C:
Emerging Technologies, 178, 105246. https://doi.org/10.1016/j.trc.2025.105246

3. Khan, R. U,, Yin, J., Mustafa, F. S., & Shi, W. (2023). Factor assessment of hazardous cargo ship berthing accidents using an
ordered logit regression model. Ocean Engineering, 284, 115211. https://doi.org/10.1016/j.0ceaneng.2023.115211

4. Yang, L., Yang, J., Fan, A, Zhou, R., & Wang, L. (2025). Fire risk assessment of electric ships on inland waterway based on
GT-FFTA: A case study of China. Ocean Engineering, 332, 121329. https://doi.org/10.1016/j.0ceaneng.2025.121329

5. Cao, Y., Wang, X., Yang, Z., Wang, J., Wang, H., & Liu, Z. (2023). Research in marine accidents: A bibliometric analysis,
systematic review and future directions. Ocean Engineering, 284, 115048. https://doi.org/10.1016/j.0ceaneng.2023.115048

6. Adhita, I. G. M. S., Fuchi, M., Konishi, T., & Fujimoto, S. (2023). Ship navigation from a Safety-II perspective: A case study

of training-ship operation in coastal
https://doi.org/10.1016/j.ress.2023.109140

area.

Reliability Engineering & System Safety,

234, 109140.

7. Wang, Y., Li, P., Hong, C., & Yang, Z. (2025). Causation analysis of ship collisions using a TM-FRAM model. Reliability
Engineering & System Safety, 260, 111035. https://doi.org/10.1016/j.ress.2025.111035
8. Liu, Z, Deng,J., Shu, Y., Gan, L., Song, L., Li, H., & Yang, Z. (2025). Spatiotemporal prediction of offshore wind fields based

on a hybrid deep learning model for
https://doi.org/10.1016/j.0cecoaman.2025.107841

maritime navigation.

Ocean & Coastal Management, 269, 107841.

9. Liu, J, Yang, F., Li, S, Lv, Y., & Hu, X. (2024). Testing and evaluation for intelligent navigation of ships: Current status,
possible solutions, and challenges. Ocean Engineering, 295, 116969. https://doi.org/10.1016/j.oceaneng.2024.116969
10. Cao, W., Wang, X., Li, J., Zhang, Z., Cao, Y., & Feng, Y. (2024). A novel integrated method for heterogeneity analysis of

marine accidents involving different
https://doi.org/10.1016/j.0ceaneng.2024.119295

ship

types. Ocean Engineering, 312, 119295.

10



ISSN 2073-7394 CucreMu yrpaBiliHHs, HaBirarii Ta 38's13ky. 2025. Ne 4

11. Menbuuk, O. M., & buukoBcekuii, 10. B. (2021). CyyacHa MeToiMKa OLIHKH PIiBHIO OE3MEKU CyIHA Ta LUIIXH HOTO
migBuieHns. Po3Burok Tpancmopry, (2[9]), 37-46. https://doi.org/10.33082/td.2021.2-9.03 [in Ukrainian]

12. Menpuuk, O. M., & Buukoscekuii, 0. B. (2021). BpaxyBanHs (aktopy cTpecy y cucTeMi 3a0e3leucHHs Oe3IeKH
MopemnaBcTBa. Bueni 3ammckn  THY im. B. 1. Bepnaacekoro. Texuiuni Hayku, 32(71)(4), 260-264.
https://doi.org/10.32838/2663-5941/2021.4/39 [in Ukrainian]

13. Buukoscekuii F0.B., Mensauk O.M. (2022). Posb Ta Miciie JIF0ACHKOr0 €JIEMEHTY Y CHTYyallii HaBany abo 3iTKHEHHS Cy/Ha 3
npuyanoM. Bueni 3anucku THY im. Beprazcbkoro. Texniuni Hayku 33(72) Ne 1 - C. 270 - 276. https://doi.org/10.32838/2663-
5941/2022.1/41

14. Melnyk, O., Bychkovsky, Y., Voloshyn, A. (2022) Maritime situational awareness as a key measure for safe ship operation.
Scientific Journal of Silesian University of Technology. Series Transport. 114, 91-101. ISSN: 0209-3324.
https://doi.org/10.20858/sjsutst.2022.114.8

15. Melnyk, O., Bychkovsky, Y., Onishchenko, O., Onyshchenko, S., Volianska, Y. (2023). Development the Method of Shipboard
Operations Risk Assessment Quality Evaluation Based on Experts Review. Studies in Systems, Decision and Control, vol 481,
695-710. Springer, Cham. https://doi.org/10.1007/978-3-031-35088-7_40

16. Onyshchenko S., Bychkovsky Y., Melnyk O., Onishchenko O., Jurkovi¢ M., Rubskyi V., Liashenko K. (2024). A model for
assessing shipping safety within project-orientated risk management based on human element. Scientific Journal of Silesian
University of Technology. Series Transport, 123, pp. 319 - 334. DOI: 10.20858/sjsutst.2024.123.16

Received (Haniimua) 18.07.2025
Accepted for publication (ITpuiiasita 1o apyky) 15.10.2025

B1IOMOCTI ITPO ABTOPIB / ABOUT THE AUTHORS

Boasincskmii Cepriii MuxaiiyioBH4 — KaHIUAT TEXHIYHUX HAYK, JOLCHT, JOLEHT KadeApH eNeKTPUYHOI iHKeHEepii CyAHOBHX Ta
poboTH30BaHNX KOMIUIEKCiB, HallioHansHMiA yHiBepcUTeT KopadbneOynyBaHHS iMeHi anmipana MakapoBa, Mukonais, YkpaiHa;
Sergiy Volyansky — Candidate of Technical Sciences, Associate Professor of the Department of Electrical Engineering of Ship
and Robotic Systems, Admiral Makarov National University of Shipbuilding, Mykolaiv, Ukraine;
e-mail: npbulgakov2@gmail.com; ORCID Author ID: https://orcid.org/0000-0001-7922-0441;

Scopus Author ID: https://www.scopus.com/authid/detail.uri?authorld=57190490495.

BuukoBchkuii FOpiii BsaueciaBoBu — nokTop ¢inocodii, moueHT, qoueHT Kadeapu Hapiramii i kepyBaHHs cyaHOM, OmechKHid
HaIllOHaJIbHUI MOPCHKHH yHiBepcuTeT, Oneca, YkpaiHa;
Yuriy Bychkovsky — Doctor of Philosophy, Associate Professor, Associate Professor of Navigation and Ship Handling, Odesa
National Maritime University, Odesa, Ukraine;
e-mail: ologinov@ukr.net; ORCID Author ID: https://https://orcid.org/0000-0003-1459-9029;
Scopus Author ID: https://www.scopus.com/authid/detail.uri?authorld=57464000400.

MeabHuk OJekciii MukosaiioBuU4 — JOKTOP TEXHIYHUX HayK, mpodecop, 3aBimyBad kadeapu CyJHOBOIIHHS 1 MOPCHKOI Oe3-
nekd, OIeChbKHii HalliOHATBHUI MOPChKHI YHiBepcuTeT, Oneca, YKpaiHa;
Oleksiy Melnyk — Doctor of Technical Sciences, Professor, Head of the Department of Navigation and Maritime Safety, Odesa
National Maritime University, Odesa, Ukraine;
e-mail: m.onmu@ukr.net; ORCID Author ID: https://orcid.org/0000-0001-9228-8459;
Scopus Author ID: https://www.scopus.com/authid/detail.uri?authorld=57216657937.

Bosommn Anapiit OsiekcaHIpoBHY — KaHIMAAT TEXHIYHUX HAYyK, podecop, npodecop kadenpu cyTHOBOIIHHS i MOPCHKOT Oe3-
nekd, OeChKHii HalliOHATBHUI MOPChKHI YHiBepcuTeT, Omeca, YKpaina;
Andriy Voloshyn — Candidate of Technical Sciences, Professor, Professor of the Department of Navigation and Maritime
Safety, Odesa National Maritime University, Odesa, Ukraine;
e-mail: ologinov@ukr.net; ORCID Author ID: https://orcid.org/0000-0003-3993-5826;
Scopus Author ID: https://www.scopus.com/authid/detail.uri?authorld=57223358487.

Systematic analysis of the causes of navigational incidents during ship mooring
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Abstract. Relevance. Due to the increasing size of merchant ships and the load on port infrastructure, the issue of ensuring
safety during the mooring process is becoming strategically important. Frequent incidents in ports around the world indicate the
imperfection of existing practices and the fragmentation of the implementation of modern risk management methods, in particular
Bridge Resource Management (BRM). The object of study is navigation incidents during mooring of large-tonnage vessels. Pur-
pose - to systematically analyze the factors that cause mooring incidents and to formulate recommendations for improving the
international regulatory framework and risk management procedures in ports. Methodology. The study uses comparative analysis
of incidents, expert risk assessment, classification of causes based on a factor model, and analysis of international IMO regulations
(SOLAS, STCW, MSC.255(84), etc.). Results. The study confirmed that the key causes are excessive approach speed, incon-
sistency of towing support actions, human factor, and lack of standardized BRM procedures on the approach to the berth. Compar-
ison of practices in different countries has shown uneven implementation of simulator training and intelligent decision support
systems. Conclusions. The paper provides recommendations for the harmonization of regional practices that promote the develop-
ment of decision support systems and the introduction of simulator training for ship crews. The expediency of integrating BRM in
the port and developing adaptive risk management protocols, taking into account the real state of infrastructure provision, is proved.

Keywords: maritime transport, mooring of ships; ship control, maneuvering, incidents; navigation safety; international
conventions; human factor; port infrastructure; risk management; bridge resource management (BRM).
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JOCIIIKEHHA METOAIB IVTAHYBAHHA ITIOJIBOTIB BE3IIJIOTHUX
JITAJIBHUX AITAPATIB B CKIIAJHUX YMOBAX ITOJIBOTY AJA
MOHITOPUHI'Y CTAHY EJIEMEHTIB KPUTUUYHOI IH®OPACTPYKTYPU

AHoTanisi. AKTyanapHicTb. [lepeBaskHa OUTBIIICTE CydacHHUX aJITOPUTMIB IUTAHYBAaHHS MapIIpyTy HousoTy BriJIA, mpus-
Ha4YeHUX JUIsl OOPTOBOTO 3aCTOCYBAHHS B PEXXUMI PEabHOTO Yacy, He BpaxoBYIOTh quHaMiky briJIA, mo HeraTuBHO 1mo3Ha-
Ya€eTHCSl Ha TOYHOCTI Ta ONTHMAIBHOCTI IUIAaHYBAaHHS MapIIpyTy, OCOOIMBO IIPH CHOCTEPEKEHHI 32 PyXOMUMH 00'€KTaMH.
O0’€KT MOCITiIZKeHHSI: TIPOIIECH MOHITOPHHTY €JIEMEHTIB KPUTHYHOI iHQPaCTpyKTypH OE3MIIOTHUMH JITAIFHAMH arapa-
TamMu MeTa CTaTTi: OLIHIOBaHHSA METO/IB IUIAHYBAJILHUKIB MTOJHOTIB OE3MIIOTHHX JIITAIBHUX alapartiB B CKIAJAHUX YMOBAxX
MOJIBOTY /ISl MOHITOPHHIY CTAaHy €JEMEHTIB KPUTHUHOT iHppacTpyKTypH. Pe3yabTaTH q0CTiIzKeHHsI. Y CTaTTi IPOBEICHO
MOPIBHAUTBHUHN aHaJi3 iICHYIOUMX METOIB MOOYAOBH MapIIpyTy noiaboTy briJIA min yac ciocrepesxeHHs 3a 00'eKTaMu — efe-
MeHTaMH 00’ €KTiB KpUTHYHOT IHYPACTPYKTYpH, a caMe METOLy IOBHOTO Iepedopy Ta 5kaAiOHOTO arOPUTMY 13 3aIpPONOHO-
BAaHMM aBTOPOM YIOCKOHaJIEHHM anroputMoM. [Ipm MonemroBanHi eMyisnii momboTy BrJIA 3a momomororo makery
MATLAB 6yo po3po6ieHo ABaausTh cieHapiis. s KOXKHOTO creHapito 0yi0 0OpaHO CHHCOK i3 I1’SITH 00'€KTIB, sIKi MiJ-
JSITafoTh MOHITOPUHTY. OO’ €KTH 00MPAINCh K AMHAMIUHI, TaK i cTanioHapHi. Ha mincraBi aHami3y po3risIHyTHX CLEHapiiB
Oyiu chopMyIIbOBaHI BUCHOBKH PO e(heKTUBHICTH YAOCKOHAJICHOTO MeToy. BucHoBKH. MapuipyTr, moOynoBaHi 3a 10mo0-
MOTOI0 YZOCKOHAJICHOT'O METOAY, IMTOBHICTIO 30irJIHCs 3 MapuIpyTaMH, OOYIOBaHUMH 32 JOIIOMOTOI0 METO/Ly ITOBHOTO IIe-
peb6opy. Ilpu oMy yac 00UHCIICHb CYTTEBO HMKYMM 32 ICHYFOUI METOH, IO JO3BOJISIE BAKOPUCTOBYBATH YIOCKOHAICHUI
JTOPUTM Y CKJIaJl KOMIUIEKCY OOpPTOBOTO MPOrpaMHOro 3a0e3MeUeHHs Ta ONEPAaTUBHO OyIAyBaTH W 3MIHIOBATH MapuIpyT
3aJIKHO BiJ 00CTaHOBKH 100 00’ €KTiB MOHITOPUHTY. BUKOpuCTaHHA ieHTH(IKAaTOpa y KOHTYP1 CHCTEMH YIPABIiHHS IS
KOMIICHCAIIi] BIUIUBY BITPY Yac MOJBOTY MapHIPyTOM J03BOJISIE CKOPOTHTH Ha 15%.

KaouyoBi caopa: Oe3mioTHUI MTAIbHAN amapaT; MapIIpyTH3aIlis; MOHITOPHHT; 00’ €KTH KPHTHYHOI iHDPaCTPyKTypH,
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IUTaHyBaHHS MapIIPyTiB.

Beryn

IMocTaHoBKa Mpo6JeMn. [CHYIOUI MIAXOIU 10 BU-
pilleHHS 3aBAAHHSA IUIAaHYBaHHS MapIIpyTy HOJBOTY
BrJIA B cxiTagHAX YMOBAxX MOJBOTY HacaMIlepe]] BiHO-
CATHCS JI0 TIPOIIeCy MOCIITOBHOTO O0IBOTY Ta criocTepe-
JKCHHSI HepYXOMHUX 00'ekTiB. Bimomo 3HauHa KiJBKICTP
METOJIIB MapIIPyTH3allii, y SKOCTI BUXiTHUX JaHUX BKa-
3YIOTBCSI KOOPJMHATH PO3TANITyBaHHS O0'€KTiB, sIKi IiJ-
JISITQIOTh MOHITOPHHTY.

OnHak y MX MeTO/aX HEJOCTaTHs yBara IpHIi-
JIeHa 0OMEKeHUM JUHAMIYHUM MOXKJIMBOCTSIM 0€3MiIoT-
HOTO JIITAJIbHOTO arapary, a X ypaxyBaHHs IPU3BOIUTh
JI0 CUIIBHHX 3MiH IUIaHy 00J1b0TYy 00'€KTIB, KOJIM Ha KOXK-
HOMY KpOIIi TUTAHYBaHHS BUXiTHUX JaHUX, KPiM 00'€KTIB,
moTpiOHO MaTH Ha yBa3i HANPSM 1 3HAYCHHS IIBUIKOCTI
camoro briJIA. V pasi pantoBux 3MiH AWHAMIYHOI 00CTa-
HOBKHM II€pEIUIaHyBaHHS IOJIbOTY MAae€ 3/1HCHIOBATHCS
0e3 y4acTi JIFOANHU.

1e OinpIi TPYXHOII BUHUKAIOT ITiJ] 9ac IIaHyBaHHSI
00560TY MOOUTEHHX 00'eKTiB. [lo-TIepte, 11t MOTpaTUIAHHS
YeproBOro pyxoMoro o0'eKTa y BIKHO CIIOCTEpeXeHHS Oop-
ToBO1 anaparypu briJIA HeoOXiHO MPOTHO3yBAaTH HOTO PyX,
a JUTs Ib0T0 Y BHUXITHUX JaHHUX 00'€KTa MOTPiOHO BPaxoBy-
BaTH HE JIMIIIE BUXIiTHI KOOPAWHATH PO3TAITyBaHHS 00'€KTa,
a # BeKTOp MBHAKOCTI Horo pyxy. Ilo-apyre, 6t icToTHE
YCKJIQJTHEHHS TIOJISITa€ B TOMY, 10 y pa3i IOpYILIEHHs He ca-
MOTO N0YaTKOBOTO MapLIpyTy 0OJbOTY, a rpadika HoiIboTy,
HaIpHKIIaj, 4epe3 N0 CKIaJHUX YMOB IOJIBOTY, Yac Ipo-
THO3YBAHHSI 3MIHIOETECS, @ OT)KE, 1 HOBE PO3TAIlyBaHHS ITy-
HKTIB NOTpeOy€e MOBTOPHOTO NEPEIUIaHyBaHHsI MapLIPyTYy.

Takum YUHOM PO3POOJICHHS METOJIB IJIaHyBaHHS
MapuIpyTy IMOJEOTY OE3MJIOTHOTO JITAILHOTO amapary
IIPH  MOHITOPHHTY €JIEMEHTIB 00 €KTy KPUTHYHOI

iHQpacTPyKTypH B CKIAJHHX YMOBax IOJBOTY €
AKTyaJIbHOIO TEMATHKOIO JIOCITIPKEHHSI.

AHaJi3 ocTaHHIX AocaikeHb i myOJikaniii. B
cratti [1] po3mistHyTO TPOOIEMy MapIIpyTH3AILl Oe3miio-
THOT'O JIITAJILHOTO anapary Ay MOHITOPHHTY CTalliOHAPHHX
00’ekTiB. [IpUHIMIIOBOIO BIIMIHHICTIO PO3B'3yBaHOI 3a-
Jladi BiJl iCHYIOYHX METOJIB € MPUITYIICHHS PO aJlbTepHa-
THUBHICTH YIIPABITiHHSL.

3aBaHHS ONITHMI3AIli{ BUPIIIYETHCS 32 YMOBH, IO BCi
koedimierTH (QYHKIi pU3UKY B TpaBiii YaCTHHI PiBHIHHS
Benmana 3anexats BiJ j-ro HoMepa 00paHoi aJbTepHATHBHL.
IpoBeneHui PO3pPaxyHOK MOJBOTHUX CHUTYAIlll CBIAYHTH
PO HEOOXIAHICTh BUKOPHUCTaHHSI CIIPOLIEHOTO MiIXO/Ty PO-
3paxyHKy TOUYKH TOJIbOTY, ISl SIKOTO J0aTKOBO MOTPIOHI
CepeJiHi 3HAYCHHs OPJIMHAT PUBHKY.

B po6ori [2] BupilieHa 3aja4ya raHyBaHHS Map-
HIPYTy 00JIbOTY MOOULIBHUX 00’€KTIiB, 10 30€piraroTh
HaNpsIMOK CBOTO PyXy MPOTATOM TPUBAJIOTO MTPOMIKKY
yacy i3 BAKOPHUCTAHHIM METOJly MaTeMaTHYHOT ONTHUMIi-
3anii - TMHaMigyHOTO TporpamysaHHs. [Ipu BupimeHHi
3aBJIaHHA NOOYJ0BM ONTHMAIBHOTO MapUIPYTy Bpaxo-
ByBaJIaCh IMHAMIKa MOJIbOTY OE3MUIOTHOTO JIITAILHOTO
amapary, 10 J03BOJISE TTOCIIZOBHO J0AaBaTH 00’ €KTH
JI0 MapuIpyTy.

JIOCTITHUKY TOTOKYIOTHCS, IO IS ITiIBUIIICHHS
WMOBIpHICTh ycmixy wmicii, briJIA, TpaexTopis moapOTY
MOBHHHA OyTH PETEeNIbHO pO3paxoBaHa 3 ypaxyBaHHIM
METOJiB ONTUMI3allil npu icHyounx obmexeHHsx. He-
3BaXKAIOUM Ha Te, 10 aJITOPUTMHU HA OCHOBI TpadiB, Taki
sk iarpama Boponoro, search A*, D* lite Ta inmi kia-
CHYHI METOJIH, TaKi SIK IIBHJKE JOCIIKEHHS BUIAIKO-
Bux zepeB (RRT), mryuni norenuiini nonst (APF) Ta
HmoBipHicHI 1opoxHi kKapT (PRM), 3a3BHuaii BUKOpuC-
TOBYIOTBCSI JUIsl PO3paxyHKy Tpaekropii BrnJIA, BoHM
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BHUMararoTh CTBOPEHHS KapT BapTOCTi CKJIaJHUX IOJIB 1,
3a3BUYAl, IX HEIOIIKOM € 301KHICTEL 10 JIOKAJILHHUX OIl-
TUMAIIbHUX DIillICHb [3, 4].

OcTaHHIMH POKaMH METAaeBPUCTUYHI aJITOPUTMHU,
SIKi € PO3TATY)KEHHSIM METO/IIB IITYYHOT'O IHTEJIEKTY, HO-
JaJIM BUKOPHCTOBYBATHUCSA K IIAHYBaJTbHUKH MAPIIPYTy
rpym abo okpemux BriJIA gepes ix mepeBaru mozo mpo-
CTOTH peartizallii, 009MCITIOBaIbHOI CKIIQJHOCTI Ta KOH-
¢irypoBanux abo HACTPOIOBAHUX CTPYKTYP [5—7].

V¥ po6ori Xu C., Duan H., Liu F. [8] mpomonyeThcst
CTIpSAMYBATH (YpPaKUPiB B aITOPUTMI IITYIHOI OIKOIIH-
Hoi kosoHii (ABC) 1o Halikpaloro NnoTo4HOIo JuKepena
K1, BAKOPHCTOBYIOUHM XaOTHYHI 3MiHHI JUIs TUIaHYBaJIb-
HUKa MapupyTy, HazBaHoro xaotuuHum ABC (CABC),
i HaoyHo noBeneHa nepesara CABC Haj anroputMom
ABC.

I'pyma mocmimaukiB Y. Zhang, Wu L.; Wang S [9]
KOHBEPTYBAIN HEOOpOOJICHI 3HAYCHHS MPUIATHOCTI JKe-
per DKi 3a JOTIOMOTOFO cTparterii MaciTaOyBaHHS TIPHUAAT-
HOCTI Ta BHKOPHCTAIX PiBHAHHSA JlopeHna mmst reHepaii
BUTIAAKOBHX YHCEN, HEOOXiTHMX s (a3 OmKiI, mo0 MoK-
pamuTH ePEeKTUBHICTh IUIAHYBAHHSA NULIXY AJITOPUTMY
ABC. B inmmomy gocipKkeHHI qaHux aBTopis [ 10] Oy mo-
KpallleHi HMOBIpHOCTI BHOOpY KBaTi(piKOBaHUX pIlLICHb
LIUIIXOM BpaxyBaHHs MeXaHi3My MaciuTaOyBaHHS IpHAAT-
HOCTI JUIsl JITOpUTMY onTiMizatii poro yactok (PSO). Kpim
TOro, OyJIM aJanTHBHO BiJpEry/bOBaHi iHepIiiiHa Bara Ta
KoeiLi€HTH MPUCKOPEHHsI PIBHSIHHS OHOBJICHHS YUCEIb-
HOCTI B pOi YaCTOK Ta BUKOPHCTAHO TEHEPATOP XaOTHYHHX
BUITA/IKOBHX YHCEIN ISl BU3HAUCHHS 3HAYCHb BUIA/IKOBHX
koeQiIieHTiB TOro camoro piBHAHHA. Anroput™m PSO,
TIpEeICTaBICHUH y POOOTI Ta HA3BAHWH a/IAIITHBHUM XaOTH-
gyanM PSO s macmrabysarns (FAC-PSO), Bukopucto-
BYBAaBCSI SIK IUTAHYBAIBHUK IIISXY.

B po6orTi [11] imest kKoHIEIIT Mam’STi Ta COIiaab-
Hoi iHdopmaii PSO i cBOro anroputMmy rpasiTaiiii-
Horo nomyky (GSA), i ii edexkrTuBHicTh y BHUpillIEHHI
npoOieM ruiaHyBaHHs Tpaektopii briJIA, Oyna nepesi-
peHa LUsIXoM MopiBHsHHA 31 cranmaptHuMu PSO, GSA
Ta ABoMa iHIUMHU GSA — 6a30BHX MOAENEH.

VY mocmimkerHi [12] 3amporoHOBaHO YIIPaBISATH
Bepcieto anroputmy PSO, s sikoi Ko)KHa 9acTHHKA 3Mi-
HIOBaJa BINIMOBIMHI IIBHIKOCTI, KEPYIOUH HaHKpaIIIM
PIIICHHSAM HEBEIHMKOI I'PYIM PIllleHb SK IUIaHyBaJbHHU-
KOM HIJISIXY.

KonexktnBom aBTOpiB [13] 3ampomoHOBaHO HOBHi
miAxig 7o oOMiHy iHpOpMariero MK KBamiiKOBaHUMH
pimenHsMu anroputMy cBiTisuka (FA) i HaBexeHO MoO-
nudixosanuii metoq FA (MFA).

Byno npeacraBneHo aeTaabHe TOPIBHIHHAS MiX MO-
Mu¢iKOBaHUM METOJIOM Ta IHIIUMHU METAaeBPUCTHUYHUMHU
IulaHyBaJIbHUKaMu TpaekTopii briJIA, Takumu six PSO,
ornrtuMizanis kosoHii mypamok (ACO), nndepenniaibHa
esomouiss (DE), onrtumizaniss Ha ocHOBi Oioreorpadii
(BBO), epourowiiiHi crpaterii (ES), nomyssiuis — based
incremental learning (PBIL), renetnununii anroputm
(GA) i, napemri, Bapiant GA, Bimomuii sk stud GA
(SGA).

MeTo10 po00TH € OLIHIOBAHHS METO/IB IIaHyBa-
JILHUKIB TIOJLOTIB OE3MIIOTHHUX JiTAIHHUX amapartiB B
CKIaJHUX YMOBAaxX IOJBOTY IJISI MOHITOPHUHTY CTaHy
€JIEMEHTIB KpUTHYHOT iHQPACTPYKTYpH.

OcHoBHMI MaTepian

[epeBarkHa OIMBLIICTE CyYacHMX aJTOPHTMIB IDIA-
HyBaHH MapupyTy nonboTy brJIA, npusHaueHux 1uis
OOpPTOBOTO 3aCTOCYBAaHHS B PEXXHMI peasbHOTO dacy, He
BpaxoByIOTh quHaMIKy BrJIA, mo HeratuBHO mo3Hada-
€TBCSI HA TOYHOCTI Ta ONTHMAaJIbHOCTI TIaHYBaHHS Mapil-
PYTY, 0COOJIMBO TIPH CIIOCTEPEKEHHI 32 PyXOMHMH 00'€K-
tamu. ToMy, IpyruM METO/IOM, 3 SIKMM Oy ie TIPOBOAUTHUCH
TIOPIBHSHHSI yJOCKOHAJIEHHX METOIB, Oyae MeTo/ Ha oc-
HOBI kaJliOHOTO aNropuTMy, IO HE BPaxOBYE THMHAMIKY
BrJIA Ta MOXIIHBY MOOLTBEHICTB 00'€KTIB CIIOCTEPEIKEHHSL.

IcHye kinmpKka BapiaHTiB pOOOTH XaIiOHOTO alNropu-
TMY, ajle, B IIJIOMY, iX IPHHIUII 3BOJUTHCS 10 TOTO, IO
3HAXOJUTHCS ONTUMAJIBHE PIICHHS [UI KOXKHOI JIOKalTh-
HOI 3ajadi, ane pimeHHs rio0anbHOI 3amavi MOXKe He
OyTr onTUMAaIbHUM. [1J1s1 OIIYKY ONTUMAaIbHOTO MapIil-
PYTY Lie BUPQ)Ka€ThCS y TOMY, IO HACTYITHHM 3aBXKIH
BUOUPAETHCS 00'€KT, “HAWOIMIKUUIA 10 TOTOYHOTO I10-
noxennss brJIA. Ilpu po3pobui momyns emyssuii mo-
b0ty briJTIA 3a gonomororo naketry MATLAB 0yiu 3a-
CTOCOBaHI TaKi IPHITYICHHS:

1. JIns crpoleHHs po3paxyHKIiB Ta 3HIDKEHHsT 00uHc-
JOBAJIFHUX BUTPAT YCi OOUHCIICHHS OYIyTh MPOBOJUTHUCH Y
TIOB's3aHiif CHCTeMi KOOPMHAT, TakuM YiHOM brJlA 3apxmm
MaTnuMe KOOPAMHATH

x=0,z=0, a=0.

2.Pyx o00'ekTiB TpOTATOM dacy, HEOOXiTHOTO
BrJIA s miameoTy 10 HUX — MPSMOJTiHIHHUIHA 3 MTOCTIiH-
HOIO mBHAKIcTIO. Lle mpummyneHHs afexkBaTHe MOTOYHIN
cUTyalil, OCKUIbKH 4Yac noiboTy brnJIA nopiBHsSHO Ma-
7M1 MOOLIBHI 00'€KTH CIIOCTEPEKEHHS EIIEMEHTIB KpH-
THUYHOT 1HQPACTPYKTYpH ICTOTHO HE 3MIHIOIOTH KypC i
HIBUJKICTh 32 HE3HAYHUIT Yac.

3 MeTor0 MepeBipky poOOTH Iporpamu OyJIo po3po-
Os1eHO 1BaUATh cueHapiiB. Tpu cuenapii B3sTi sik 6a30Bi,
110 JIO3BOJIMIJIO OLIHWTH yJOCKOHaIeHi MeToau. s mep-
IIOTO CIEHapito OyIo 0OpaHO CIHCOK i3 IT’STH 00'€KTIB,
SIKI TIDIATaroTh MOHITOPHHTY. OO0’ €KTH 00paHi SK AWHA-
MIYHi, TaK 1 cTamioHapHi. XapaKTepUCTHKU 00'€KTiB HaBe-
JeHo y Tabir. 1. Y mockoHaJleHi METOT! B3ATI 3a pe3yIbTa-
TaMH JocipkeHHs [1] Ta [2].

BrJIA mounHae pyx 3 TOUKH 3 KOOPAWHATAMHU:

X=0; Z=600wm.

[Buakicte momsoty brJIA cknamae 40 m/c, movar-
koBuii kypc — 110°.
Touka, B sikiit BriJIA mae 3aBepuiuTu CBiif pyx, Mae
KOOPJAMHATH:
X =1000M, Z =650 M.

VY 11poMy crieHapii i3 3aCTOCYBaHHSIM TPHOX METO/IB
OyJ10 OTpUMaHO OHAKOBHUI MapuIpyT.

[opiBHANBHI XapaKTEPUCTUKU Ta PE3yJbTaTH pPoO-
00TH METO/[iB HABEJCHO y Ta0JI. 2.

I'padix mpomsoty bnJIA, po3paxoBanmii 3a 10m0-
MOTOI0 Y/IOCKOHAJIEHOT'O METOJly Ta peajbHUI 4ac Ipo-
JBOTY BKa3aHi y Tabimi 3.

SIK BUIHO 3 pe3ynbTaTiB, OTPUMAHUX ITPHU MOJIEINIO-
BaHHI cleHapiro Nel, anropur™, nody10BaHMi HA OCHOBI
METOJly MOBHOTO Nepedopy, BUKOHYBABCS IyXKe JOBIO,
0 HEe MPUHHSATHO U1l OOPTOBOI peaizawii yepe3 3Ha4-
HUH 00YHMCITIOBAILHUHT pecypc.
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Tabruysa 1 — XapakTepUCTHKH 00’ €KTiB MOHITOPHHTY [IJIsl IEPLIOro CleHAPi0 MOJeTI0BAHHS

Ne Ha3zsa X, Z, Kypec, HIBuakicTs,
00'exkTa 00'exTa M M rpaj Mm/c
1 O06’ext Nel (nuHAMIUHMIT) 50 500 70 30
2 006’ext Ne2 (nuHAMIYHMIA) 560 205 110 5
3 O06’ext Ne3 (cranionapuuif) 380 120 - -
4 006’ext Ne4 (crauioHapuuii) 690 600 - -
5 006’ext Ne5 (crauionapuuii) 200 330 - -
JIxepeno: po3pobiieHo aBTOpoM 3a gaHumMu [1, 2]
Tabnuya 2 — IopiBHAIBHI pe3yabTaTH POOOTH ANTOPUTMIB
Merox IIporuo3oBanmii Yac podotn l'[ocniaosﬂicnf
4yac nojboTy, XB. aJIrOPpUTMY, XB. 00J1b0TYy 00'€KTIB
IMoBHuii mepebip 46 295 1-5-3-2-4
XKaniouuit anroputm 45 0,2 1-5-3-2-4
V 10CKOHAJIEHUN METOL, 36 0,1 1-5-3-2-4

Tabruys 3 — I'padik 00160Ty BniJIA ejieMeHTIB 00’€KTiB KPUTHYHOI iHPPACTPYKTYPH 32 NEPUIMM CLIeHAPieM

, ' PeanbHuii yac Yac npoasory A0co10THE
Ne 00'exTa Hasga 00'exTa X .
NpoJILOTY 00'€KTa, XB 3a rpadikom, XB 3HAYEeHHS, XB.

1 006’ext Nel (auHAMivHMIT) 7,7 7,3 0,4

5 006’ext Ne5 (cTarioHapHUiA) 135 131 0,4

3 006’ext Ne3 (crarioHapHMiA) 20,4 20 0,4

2 006’ext No2 (auHaMivHMIA) 255 248 0,3

4 006’ext Ne4 (crarioHapHMiA) 37 36 1

Y nockoHaNeHUI METO Ta kaliOHUH adrOpUTM BU-
KOHYBaJIHCh PUOJTH3HO OJHAKOBUI Yac Ta 3alpoIlOHY-
BaJIM OJTHAKOBHIA MapIIPyT.

VY Toif e yac MeTo Ha OCHOBI aJiOHOTO aNropu-
TMY JIaB HENPaBWIbHY OIIHKY Yacy MOJBOTY, 0 MOXKE
HETaTUBHO TIO3HAYHTHUCS HA TOOYIOBI MapHIpyTy 3a
YMOB, KOJIM YacC TOJBOTY ONMHM3bKHUI 10 MaKCHMAIbHOTO
yacy 1oJiboTy AaHoro brJIA.

s apyroro crienapito B 00'exTax 3i crieHapiro Nel
crarfioHapHuii 00’exkT No5 3aMiHWIM Ha JUHAMIYHUN
00’€KT, 1110 PyXa€ThCS BiJl TOUKH 3 KOOPAMHATAMU

X =60mM,Z=400m

i3 mBHaKicTIO 15 M/C.

[NapameTpu 00'ekTiB HaBeIeHO y Ta0M. 4.

BriJIA mouas cBiif pyX 3 TOYKH 3 KOOPJHHATAMH

X=0,Z=600wm.

IBuakicte momsoty BJIA — 40 M/c, moyaTKkOBHI
kypc — 110 rpagycis.

Touka, B sikiit BriJIA mae 3aBepuiuTu CBiif pyx, Mae
KOOpJMHATH

X =1000mMm,Z = 650 m.
PesynbraTi MOIeTFOBaHHS HABEACHO Yy Ta0I. 5 Ta 6.

Tabauys 4 — XapaKTepUCTUKH 00’ €KTIiB MOHITOPMHIY JJ11 IPYTOro CLeHAPil0 MO/IeJI0BAHHSA

Ne 06'exTa Ha3Ba 06'exTa X, m Z,M Kypc, rpan. HIBuakicTsb, M/c
1 O06’ext Nel (ruHAMIYHMI) 50 500 70 30
2 O0’ext Ne2 (muHAMIiYHMIT) 560 205 110 5
3 O06’ext Ne3 (cranionapHmit) 380 120 - -
4 006’ext Ne4 (cTarioHapHui) 200 330 - -
5 O06’ext N5 (nuHAMIUHMIT) 60 390 190 15
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Tabruys 5 — Pe3y1bTaTH MOJeTIOBAHHS 32 APYTUM ClleHApieM

IIporno3oBanmii yac Yac podorn IlocninoBHicTh
Meron [p—
M0JILOTY, XB. aJIrTOPUTMY, XB. 00J1b0TYy 00'€KTIB
[ToBHuit nepebip 57 265 5-4-3-2-1
XKani6uuit anroputm 48 0,2 1-5-4-3-2
YV a1ockoHaJIEHU METOT 44 0,1 5-4-3-2-1

Tabnuya 6 — I'padik 06ab0Ty BiJIA esremeHTiB 00’ €KTiB KpUTHYHOT iHPPACTPYKTYPH 32 APYTHM CHeHApPieM

Ne ' PeasibHuii yac npoJiLoTy Yac npoaborty AbcosroTHE
Ha3Ba 00'ekTa .
00'exkTa 00'ekTa, XB 3a rpagikom, XB 3HAYEHHsI, XB.
5 06’ext No5 (muHaMidHMiN) 6 5,6 0,4
4 O6’ext Ne4 (crarioHapHuit) 10,2 9,15 1,05
3 006’ext Ne3 (crarionapHwMiA) 18,5 17,3 1,2
2 0O06’ekt No2 (muHaMivdHWUIT) 23,8 24 1,8
1 006’ekt Nel (muHAMivYHWIT) 43,2 44 0,5

SIKk BHIHO 3 OTPHMaHHX pPE3yJbTaTiB, B APYromy
creHapii xaai0Hui anropuT™M BUOpaB HEBIpHMH Mapii-
PYT, 1 4ac MOJBOTY 3a IIMM MapIIpyTOM IEPEBHUIIHUB Yac
MOJBOTY MAapLIPYTOM, 3alpOIIOHOBAHHH yJOCKOHAJIe-
HUM METOJIOM.

MapiupyTy, 3aporoHOBaHI PEIITOI0 aJTrOPHTMIB,
30irmmcs.

s TpeThoro creHapito Oyino BHOpaHO 1Ba MOOI-
JIbHI 00'€KTH — €IEMEHTH KPUTHYHOI iHPpacTpyKTypH.
VY upoMmy cueHapii nepesipsiiacs epeKTHBHICTD YI0CKO-
HaJICHOTO METOJy 3HM)KEHHs Jil OOKOBOTO BITpY Ha I10-
ait brJIA.

VY tabn. 7 HaBeeHO mapameTpu 00'eKTiB.

BriJIA mouas cBiit pyX i3 TOUKH 3 KOOpANHATAMHU
X=0,Y=125.

IBuakicte moapoTy BJIA — 40 M/c.

HIBuaKicTh OIYHOTO BITPY Ha IPOMIDKKY 4acy Big 5
10 20 cexyHJ BiJ MMOYaTKy MOJIBOTY cTaHOBWIA 6 M/c. B
pewty yacy Bitep OyB BiICYTHIH.

By po3risiHyTi BUNaaKu, Koiau Bitep OyB BiacyT-
Hiii, KoJM BiTep OyB NPUCYTHIH, ane OyJO BiAKIIOUEHO
IIeHTU(IKATOP KyTa BITPOBOI'O 3HOCY Ta BUIIAJOK, KOJH
OyB BiTep Ta iTeHTU]IKaTOp OYB BKIIOYCHUII.

VY Ttabn. 8 3a3HaYEHO Yac MOHITOPHHTY TUHAMIY-
HOTO 00’€KTY JJIsl KOXKHOTO BHITAJIKY.

Tabnuys 7 — XapaKTepUCTHKH 00’ €KTiB MOHITOPHHTY /ISl TPETHOTO CHeHAPiI0 MOIeTIOBAHHS

Ne 06'excra Hfmsa X, Z, Kype, HIBuakicTb,
00'exTa M M rpa. Mm/c
1 006’ext Nel (muHAMIYHUIT) 370 500 170 10
2 O06’ext No2 (muHAMIYHMIT) 500 300 45 5
Tabauys 8 — Pe3yabTaTH MOIETIOBAHHS 32 TPETiM clieHapieM
Ne Hana wonizopmur up oy upi npanoony
00'exTa 00'exTa OpuHry P . My TP TPl My
0e3 BiTpY, ¢ inenTudikaropi, c inenTudikaropi, ¢
1 006’ext Nel (muHamiynmit) 13 15 13,2
2 006’ext Ne2 (nunamiunmit) 245 29 25
3a pesynpTaTaMu MOJCITIOBAHHSI MOXHA 3pOOUTH
Pesy A P BucHoBkn

BHCHOBOK, III0 3 KOMIICHCAIlii BIUTUBY BIiTPY 3 JIOITOMO-
rOI0 JIAaHWX, OTPUMAHUX BiJ iJCHTU(IKATOpa, Yac Io-
JILOTY MapLIPyTOM BJIJIOCSI CKOPOTUTH Ha 15%, 1m0 cBi-
TUATH TPO €(EeKTUBHICTh BUKOPUCTAHHS iIeHTH}IKA-
TOpa y KOHTYPi CUCTEMH YIIPABITiHHS.

TakuM 9uHOM, 3 aHANI3y NMPECTaBICHUX CIIEHa-
piiB MoXxHa chopMyBaTH BUCHOBKH PO €(DEKTUBHICTH
YAOCKOHAJIEHOTO METOAYy MOOYyIOBH MapIIpyTy IIO-
nsoty BnJIA minx wac cocrepexeHnHs 3a 00'ekTamMu —
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eleMeHTaMH OO0 €KTiB KPUTHYHOI 1HQPACTPYKTYypH.  JO3BOJISIE BUKOPUCTOBYBATH YJOCKOHAJIEHHH ajro-
MapupyTu, nodynosani po3pobnenumu B [1] ta [2] puTM y cKiaai KOMIUIEKCY OOPTOBOTO HpOTrpamMHOro
METOJIaMH, MOBHICTIO 30IrJINCs 3 MapuIpyTamu, mo0y-  3a0e3nedeHHs Ta ONepaTUBHO OyayBaTH W 3MIHIOBATH
JIOBAHUMHU 3a JIOITIOMOTOI0 METOAY ITOBHOTO Mepedopy.  MapUIpyT 3aJIeKHO BiJl 0OCTAHOBKH 1010 00’ EKTIB MO-
IIpn unpoMy uac OOYMCIECHb CYTTEBO HW)KYUM, IO  HITOPHHTY.
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Research of flight planning methods of unmanned aerial vehicles in complex flight conditions
for monitoring the state of critical infrastructure elements

Ruslan Kulish

Abstract. Relevance. The vast majority of modern UAV flight path planning algorithms designed for real-time onboard
application do not take into account UAV dynamics, which negatively affects the accuracy and optimality of route planning, espe-
cially when tracking moving objects. Object of research: processes of monitoring critical infrastructure elements with UAVs.
Purpose of the article. evaluation of methods for flight planners of unmanned aerial vehicles in difficult flight conditions for
monitoring the condition of critical infrastructure elements. Research results. The article presents a comparative analysis of exist-
ing methods for constructing a UAV flight route during the observation of objects - elements of critical infrastructure objects,
namely the exhaustive search method and the greedy algorithm with the improved algorithm proposed by the author. When mod-
eling the emulation of the UAV flight using the MATLAB package, twenty scenarios were developed. For each scenario, a list of
five objects to be monitored was selected. The objects were selected as dynamic and stationary. Based on the analysis of the
considered scenarios, conclusions were formulated about the effectiveness of the improved method. Conclusions. The routes con-
structed using the improved method completely coincided with the routes constructed using the exhaustive search method. At the
same time, the calculation time is significantly lower than the existing methods, which allows using the improved algorithm as part
of the on-board software complex and quickly constructing and changing the route depending on the situation with respect to the
monitored objects. Using an identifier in the control system circuit to compensate for the influence of the wind allows reducing the
flight time along the route by 15%.

Keywords: unmanned aerial vehicle, routing, monitoring, critical infrastructure objects, route planning.
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ENHANCING TRUSTWORTHINESS
OF IOT-ENABLED AUTOMATED VEHICLE LOCALIZATION SYSTEMS

Abstract. Relevance. Autonomous vehicles rely on multi-sensor localization systems operating within loT
infrastructures, creating interconnected vulnerabilities from sensor anomalies, network failures, and cybersecurity threats
that require comprehensive solutions addressing both vehicle-level and infrastructure-level reliability challenges. The
object of research is loT-enabled automated vehicle localization systems requiring trustworthy operation under adverse
conditions, including sensor malfunctions, GPS spoofing attacks, and infrastructure failures. Purpose of the article is to
develop and validate a unified resilience framework that integrates transformer-based anomaly detection for in-vehicle
sensor streams with federated learning agents deployed across 10T edge gateways, ensuring sub-second recovery from
infrastructure failures while maintaining localization accuracy. Research results. The proposed framework achieves 94-
98% anomaly detection accuracy while maintaining localization errors below 0.5 meters during fault conditions. The
federated learning component demonstrates 40% reduced communication overhead compared to centralized approaches,
with sub-second failover capabilities during infrastructure failures. Explainable ML integration provides interpretable alerts
through transformer attention mechanisms, enabling real-time system diagnostics. Conclusions. The unified framework
successfully addresses critical challenges in autonomous vehicle deployment by combining multi-layer anomaly detection,
coherent reliability broadcasting, and explainable Al techniques, providing a comprehensive foundation for trustworthy
autonomous vehicle operation in loT-enabled smart city environments.

Keywords: autonomous vehicles, 10T reliability, anomaly detection, federated learning, sensor fusion, cybersecurity.

Introduction

The rapid advancement of autonomous vehicle
(AV) technology has fundamentally transformed modern
transportation  systems, with projections indicating
widespread deployment across urban environments
within the next decade. These sophisticated systems rely
heavily on multi-sensor localization frameworks that
integrate Global Positioning System (GPS) receivers,
Light Detection and Ranging (LiDAR) sensors, Inertial
Measurement Units (IMUs), and camera arrays to achieve
centimeter-level positioning accuracy. However, this
sensor fusion increasingly operates within complex
Internet of Things (loT) infrastructures encompassing in-
vehicle controllers, edge computing gateways, and cloud-
based processing platforms.

This technological convergence introduces two
critical and interconnected challenges that directly impact
system trustworthiness. First, autonomous vehicles face
persistent anomalies in localization systems due to sensor
hardware failures, environmental interference, adversarial
spoofing attacks, and algorithmic model drift. Second, the
underlying loT infrastructure experiences reliability
issues including hardware component failures, network
latency variations, cybersecurity threats targeting
communication protocols, firmware vulnerabilities, and
real-time processing constraints.

The intersection of these challenges creates a
complex reliability landscape where traditional isolated
approaches to anomaly detection and infrastructure
hardening prove insufficient. Current research typically
addresses vehicle localization anomalies and loT
infrastructure reliability as separate domains, failing to
recognize their fundamental interdependence in
operational environments.

Consider a fleet of autonomous shuttles operating
in dense urban environments where localization systems

encounter multiple simultaneous stressors. GPS signals
experience frequent blockage or intentional spoofing
near high-rise buildings and underground tunnels.
Environmental conditions such as heavy precipitation,
fog, and extreme temperatures cause intermittent sensor
malfunctions.

The supporting loT infrastructure faces edge device
failures, network router outages, and sophisticated
cyberattacks targeting Controller Area Network (CAN)
buses and edge application programming interfaces
(APIS).

Under these conditions, autonomous vehicles must
continuously detect anomalies across multiple system
layers, accurately localize fault sources, and restore
precise positioning without human intervention. This
requirement demands a holistic approach that
simultaneously addresses three interconnected problems.

Problem 1. Real-time anomaly detection in vehicle
localization systems using both onboard sensor data and
distributed network telemetry.

Problem 2. 10T infrastructure reliability assurance
through redundancy mechanisms, edge recovery
protocols, and self-healing architectures.

Problem 3. Integrated system coordination where
anomaly detection algorithms depend on Internet of
Things response characteristics while infrastructure
strategies must  support localization integrity
requirements.

Review of Recent Studies and Publication.
Recent advances in automotive cybersecurity and loT
infrastructure reliability have established important
foundations for integrated anomaly detection systems.

Hanif et al. [1] address the growing threats to
intra-vehicle networks, focusing on Controller Area
Network (CAN) security where ECUs vary widely in
processing power, storage, memory, and connectivity.
Their research emphasizes the critical need for efficient
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intrusion detection systems in modern connected and
autonomous vehicles. Recent developments in CAN
security utilize attention mechanisms and optimization
algorithms to enhance intrusion detection capabilities,
addressing the inherent lack of security features in
traditional CAN protocols.

Transformer-based approaches for multivariate
time-series anomaly detection have shown significant
promise, with Liu et al. [2] proposing methods that
capture temporal dependencies and correlations between
variables simultaneously through inter-variable attention
mechanisms. These approaches address the challenge of
spotting deviations from regular patterns in time-series
data compiled concurrently from various sensors and
systems, finding applications across diverse industries
for system maintenance tasks.

Khan et al. [3] demonstrate the application of
federated learning specifically for GPS spoofing
detection in autonomous vehicles, representing a critical
advancement in addressing satellite-based positioning
vulnerabilities. Their work builds upon broader research
in GPS attack mitigation, with Cheng et al. [4]
developing comprehensive detection strategies using
learning from demonstration techniques for connected
and autonomous vehicles.

The broader landscape of 10T security has been
extensively surveyed by Berdik et al. [5], who examine
blockchain-based approaches for information systems
management and security. This foundational work
provides context for understanding security challenges
across distributed 10T infrastructures that support
autonomous vehicle operations.

Federated learning  applications in  loT
environments have been comprehensively analyzed by
Koubad et al. [6], who identify key security issues,
limitations, challenges, and solutions specific to loT
systems integration. Their work emphasizes the
importance of privacy preservation in distributed
learning scenarios.

Kumar and Gandhi [7] further advance this field
by proposing optimal federated learning-based intrusion
detection specifically designed for 10T environments,
demonstrating practical implementations of
collaborative security approaches.

The evolution of deep learning-based network
anomaly detection has been systematically reviewed by
Kwon et al. [8], providing essential background for
understanding the progression from traditional statistical
methods to modern neural network approaches.

Banafa et al. [9] contribute to this field through
experimental assessment of real-time anomaly detection
techniques specifically designed for automotive
cybersecurity applications, emphasizing practical
deployment considerations.

Song et al. [10] explore the integration of
transformer architectures with adversarial training for
multivariate time series anomaly detection in loT
contexts, demonstrating how modern attention
mechanisms can be adapted for distributed sensor
networks. Their work bridges the gap between general-
purpose  anomaly  detection and loT-specific
requirements, addressing computational constraints and

real-time processing needs essential for autonomous
vehicle applications.

The purpose of this work is to presents a unified
resilience framework that bridges the gap between
vehicle localization anomaly detection and loT
infrastructure reliability. Our primary contributions
include:

1. Multi-layer anomaly detection architecture
combining transformer-based models for in-vehicle
sensor streams with federated learning agents across 10T
edge infrastructure.

2. Coherent reliability broadcasting technique
enabling sub-second failover between edge gateways
and cloud resources during infrastructure failures.

3. Explainable anomaly localization providing
both  sensor-level and timestamp-precise fault
identification through attention mechanism analysis.

4, Comprehensive evaluation framework
demonstrating system performance across realistic urban
deployment scenarios with quantitative reliability metrics.

Main part

Proposed Framework. System Architecture
Overview. Our unified resilience framework (Fig. 1)
integrates vehicle localization anomaly detection with
10T infrastructure reliability through a hierarchical
architecture operating across three primary layers: in-
vehicle processing, edge computing infrastructure, and
cloud-based coordination. This multi-layer approach
ensures comprehensive anomaly detection while
maintaining system responsiveness and fault tolerance.

The framework employs a distributed processing
model where each autonomous vehicle maintains
onboard anomaly detection capabilities while
participating in fleet-wide collaborative learning
through edge-based federated learning agents. Cloud
resources provide coordination services, model updates,
and backup processing capacity during edge
infrastructure failures.

Multi-Layer Anomaly Detection. The in-vehicle
anomaly detection subsystem employs transformer-
based neural networks specifically optimized for
multivariate time-series analysis of CAN-bus telemetry

and multi-sensor data streams. Our transformer
architecture  incorporates  specialized  attention
mechanisms designed to identify both spatial

correlations between sensors and temporal patterns
indicative of anomalous behavior.

The model processes synchronized data streams
from GPS receivers, IMU sensors, LiDAR arrays, and
camera systems, along with CAN-bus message traffic.
A multi-head attention mechanism enables the system to
simultaneously monitor different aspects of sensor
behavior, including signal amplitude variations, timing
anomalies, and cross-sensor consistency violations.

GPS spoofing detection utilizes a specialized
module that compares satellite-derived position
estimates with camera-based lane detection and LiDAR-
generated local maps. When discrepancies exceed
predefined thresholds, the system triggers enhanced
verification protocols and can initiate fallback to dead
reckoning using IMU data.

18



ISSN 2073-7394

Cuctemu ynpasiiHHs, HaBiramii Ta 38's13ky. 2025. Ne 4

CLOUD LAYER - Global Coordination Backup

Global FL Aggregator
+ Model Parameter Sync
» Cross-Fleet Learning
» Pattern Recognition

Threat Intelligence
+ Attack Pattern DB
* Security Updates

= Anomaly Signatures

+ Edge

+ Processing

Emergency Backup
ver Target

Continuity
+ Data Recovery

Analytics Engine
+ Performance Metrics

Policy Management
* Security Policies
+ Update Distribution
= Compliance Monitor

ysi

+ System Optimization )

EDGE LAYER - Real-time Processing Federated Learning

Edge Gateway A

Coverage: Viehicles 1-3

Edge Gateway B

Coverage: Vehicles 4-6

l FL Local Agant J lAnnmaly FusionJ l FL Local AganlJ l}\nnmaly FusionJ

[ Failaver Logic | [ Health Monitor | | Backup Ready | [ Load Balance |

\ J

CRSBT Communication Hub

Multi-Modal Redundancy

Edge Security Center
Real-time Threat Response

-

- - - - - - - .
5G DERC mmWave Intrusion Datect Device Isolation
J L J L J L J J

[ QoS Manitor Auto-Switch ] [ Privacy Protection Encryption ]

\ J

VEHICLE LAYER - Autonomous Vehicles with Integrated Anomaly Detection

Vehicle 1 - Lead Unit
Multi-Sensor Array:

Vehicle 2

Standard Configuration

GPS LiDAR IMU sl tima Anomaly Procassing
LS %0 | | eDoF Real-time Anomaly Processing
Camera Array CAN Bus FL Cliant [ Sacurity Mon.

J L
Anomaly Detection Core: Status: Active | Loc Err: 0.08m | Alertz: 0

Transformer Neural Network

Vehicle 3

Enhanced Security Focus

Fleet Intelligence Hub

Cross-Vehicle Coordination

Active Correlations:

CAN Bus Intrusion Detection
- .- Multi-Viehicle GPS Consistency Check
FL Contributor Threat Inte
_— Caollaborative Anomaly Pattern Matching
Status: Active | Loc Err. 0.15m | Alerts: 1

Alert Propagation Respansa Coordination

ert: Suspicious CAN traffic detacted

Multi-head Attention + Temparal Analysis

GPS Spoof Det Sensor Drift Det.

Fallback: IMU Fallback: Vis-Odom

FL Participant: Modal Updatas «—

Status: Active | Loc Err: 0.12m | Alerts: O

FL Qrchestration:

Model

Fig. 1. Comprehensive system architecture of the framework

Federated learning agents deployed on edge
gateways enable collaborative anomaly detection across
vehicle fleets without compromising individual data
privacy.

Each edge gateway maintains local model replicas
trained on aggregated telemetry patterns from vehicles
within its coverage area. The federated learning protocol
employs differential privacy techniques to ensure that
individual vehicle data cannot be reverse-engineered
from shared model updates.

Resilient  Infrastructure  Strategies.  Our
framework implements advanced edge-cloud failover
mechanisms based on coherent reliability broadcasting
techniques. When edge gateways experience failures or

performance degradation, neighboring nodes
automatically assume responsibility for affected
processing tasks through predetermined succession

protocols. The failover mechanism continuously monitors
edge gateway health using multidimensional performance
metrics including processing latency, memory utilization,
network connectivity quality, and thermal conditions.
When any metric exceeds acceptable thresholds, the
system initiates gradual load migration to backup
resources before complete failures occur. Network
reliability employs multi-modal communication strategies
combining 5G cellular networks, millimeter-wave
communications, and DSRC protocols. The system
continuously monitors Quality of Service (QoS)
characteristics across all communication channels and
dynamically routes traffic through optimal paths.

Integrated Response and Recovery Protocols.
When the system detects anomalies, it executes
structured response workflows designed to maintain
vehicle  safety  while  gathering  diagnostic
information.

The initial response includes signal integrity
verification using independent sensor modalities and
cross-referencing with high-precision mapping data.

If anomalies persist after initial verification, the
system activates redundant localization algorithms
including pure inertial navigation using IMU data and
visual odometry based on camera streams. These
backup systems maintain vehicle positioning accuracy
sufficient for safe operation until primary sensors can be
restored.

During edge infrastructure failures, the system
temporarily redistributes computing tasks across
surviving edge nodes and cloud resources. Load
balancing algorithms ensure that critical anomaly
detection functions receive sufficient processing
capacity regardless of infrastructure degradation.

Explainability and Interpretability. Transformer
attention mechanisms provide interpretable insights into
anomaly detection decisions by highlighting specific
sensors, time windows, and feature combinations that
contribute to anomaly classifications. Attention weight
visualizations enable system engineers to understand
why particular anomalies were detected and assess the
reliability of detection decisions.

The explainability framework generates automated
reports describing detected anomalies in natural
language, including likely causes, affected systems, and
recommended mitigation actions. Classification and
Regression Tree (CART)-based decision tree
components provide interpretable feature importance
rankings that identify which sensor characteristics are
most predictive of different anomaly types.

Results and Discussion. Performance Evaluation.
Our comprehensive evaluation demonstrates significant
improvements in anomaly detection capabilities
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compared to baseline approaches. The integrated
transformer-federated learning framework achieves
overall anomaly detection accuracy rates between 94-
98% across different anomaly categories, with
particularly strong performance in GPS spoofing
detection (97.8% accuracy) and CAN-bus intrusion
detection (95.4% accuracy). Detection latency
measurements reveal that the system can identify and
classify anomalies within an average of 180
milliseconds from occurrence, well within the real-time
requirements for autonomous vehicle safety systems.

The federated learning component demonstrates
40% reduced communication overhead compared to
centralized approaches while maintaining equivalent
detection performance. Positioning accuracy results
demonstrate that our framework maintains localization
errors below 0.5 meters even during active anomaly
conditions, representing a 60% improvement over
baseline sensor fusion approaches. GPS denial scenarios
show particularly impressive results, with pure inertial
navigation fallback systems maintaining sub-meter
accuracy for periods exceeding 300 seconds.

Infrastructure  Reliability. Edge computing
failover mechanisms demonstrate sub-second response
times for transitioning processing loads to backup
resources. Average failover completion times measure
340 milliseconds for single node failures and 890
milliseconds for coordinated multi-node failures. Service
availability during failover events exceeds 99.7%,
indicating minimal disruption to vehicle operations.
Communication  redundancy systems  successfully
maintain connectivity during simulated base station
failures, with automatic channel switching occurring
within 150 milliseconds on average. Mean Time Between
Failures (MTBF) analysis of the integrated system reveals
significant improvements over individual component
reliability estimates, with the redundant architecture
achieving overall system MTBF values 340% higher than
single-point-of-failure configurations.

System Interpretability.  Attention  weight
analysis provides clear insights into anomaly detection
decision processes, with visualizations successfully
highlighting problematic sensors and time windows.
System engineers report 85% accuracy in predicting
attention mechanism focus areas when presented with
known anomaly scenarios.

Federated learning performance evaluation
demonstrates successful collaborative learning across

distributed vehicle fleets while maintaining data privacy
requirements.

Model convergence occurs within 15-20 training
rounds, comparable to centralized training approaches
but with significantly reduced communication overhead.

Conclusions
This paper presents a comprehensive framework

for enhancing the trustworthiness of loT-enabled
automated vehicle localization systems through
integrated anomaly detection and infrastructure

reliability mechanisms.

Our unified approach successfully addresses the
critical challenge of maintaining positioning accuracy
and system security in complex, distributed automotive
environments.

The experimental evaluation demonstrates
significant improvements over existing approaches, with
anomaly detection accuracy rates of 94-98% and
localization errors maintained below 0.5 meters even
during active fault conditions. The federated learning
component achieves fleet-wide collaborative detection
capabilities while reducing communication overhead by
40% compared to centralized alternatives.

Key contributions include the development of
transformer-based multi-sensor anomaly detection,
implementation of coherent reliability broadcasting for
infrastructure failover, and integration of explainable Al
techniques for system transparency. The framework
successfully combines these components into a cohesive
system that maintains real-time  performance
requirements while providing comprehensive anomaly
coverage. The practical implications of this research
extend beyond autonomous vehicles to encompass
broader loT applications requiring high reliability and
fault tolerance.

The principles and techniques developed for
automotive anomaly detection can be adapted for
industrial 10T systems, smart city infrastructure, and
other safety-critical applications.

The deployment of autonomous vehicles at scale
requires robust, trustworthy systems that can operate
reliably in diverse and challenging environments. Our
integrated framework provides a foundation for
achieving this goal through comprehensive anomaly
detection, adaptive infrastructure management, and
collaborative learning capabilities that enhance overall
system resilience.
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IinBuenHst AoBipeHocTi Ta HagiHOCTI cHcTeM JToKaJi3amil
aBTOMATH30BAHUX TPAHCMOPTHHX 3ac00iB y cepenoBumi [oT

O. M. CeBoctrsinoBa, H. B. Kocenko, B. B. ®@ininmnos, M. C. [Is4yenko, I. A. Xapaxaituyk

AHoTanisi. AKTyaibHicTb. ABTOHOMHI TPaHCIIOPTHI 3aCO0M MOKJIAJAIOTECA HA 0AraToCEHCOpHI CHCTEMH JIOKajizamii, 1o
(YHKIIOHYIOTh Y MeXaX 1HQpacTpyKTypu [HTepHeTy pedei, YTBOPIOIOWH B3a€EMOIIOB’SI3aHI BpA3JIMBOCTI, MOB’s3aHI 3 aHOMAJiIMHU
CeHCOpIB, BiIMOBaMH Mepeki Ta Kibep3arpo3amu, siki MoTpeOyroTh KOMIUIGKCHHX DillleHb Ui TOJOJaHHS MpoOsieM Ha PiBHI SIK
TpaHCHOPTHOTO 3acoly, Tak i iHdpacTpykTypu. OO’ €KT MOCHiKEHHS] — CHCTEMH JIOKaji3allii aBTOMATH30BaHHX TPAHCIOPTHUX
3aco0iB, 1110 TpaioroTh B cepenoBuiy [oT i BuMararoTh HaJiiHOT pOOOTH 32 HECTIPUSTIMBHUX YMOB, 30KpeMa Yy pasi BiIMOB CEHCOPIB,
atak i3 migMinoto curHaniB GPS Tta 360iB iHdpacTpykTypu. MeTa cTaTTi — po3pobKka Ta Bajifalis €MHOI paMKOBOI MOJIeNi CTiHKOCTI,
sIKa 1HTErpye TpaHc(HOPMEpHI METOM BHUSBICHHS aHOMAIH y TMOTOKAaX NaHWX OOPTOBHX CEHCOPIB i3 (eepaTHBHUMHU areHTaMH
HaBYaHHI, pO3ropHyTUMH Ha loT-1no3ax, mo 3abe3redye BiTHOBICHHs poOOTH Micis iHPPacTPyKTypHUX 3001B MEHII HiX 32 CEKyH/TY
TipH 30epeXKEeHHI TOYHOCTI JToKas3amii. Pe3ybTaTn ocTixKeHHs. 3aporIoOHOBaHa MOIEITb 3a0€3IeTy€ TOUHICTh BISBICHHS aHOMAJTiit
Ha piBHI 94-98 % mpu 30epexeHHi MOXHOKM JoKami3amii MeHII HbK 0,5 M y pasi BimvoB. KommoHeHT ¢enepaTBHOTO HaBUAHHS
JIEMOHCTPY€E 3HIDKEHHS KOMyHIKaliiiHux Butpar Ha 40 % y NOpiBHSHHI 3 IIEHTPAi30BAHUMH MiAXO0JaMH Ta 3a0e3Medye BiHOBICHHS
poOOTH Ticist BiIMOBH iH(PACTPYKTYpHM MEHII HDK 3a CEKyHIy. [HTerpaiis MOSCHIOBAHOTO MAIIMHHOIO HABYAHHS [a€ 3MOry
OTPUMYBaTH IHTEPHPETOBaHI MOMEPEKEHHs 3aBIIKM MeXaHi3MaM yBaru TpaHcdopmepa, IO J03BOJISIE BUKOHYBATH iarHOCTHKY
CHCTEMH B peajibHOMY uaci. BHCHOBKH. €11Ha paMKoBa Mozienb e)eKTHBHO BHPIIIY€E KITFOUOBI BUKIIMKH BIPOBAPKEHHSI aBTOHOMHHX
TPAHCHOPTHUX 3aCO0iB IIUISIXOM IOETHAHHS OAraTOPiBHEBOTO BUSIBICHHS aHOMAJiil, Y3rO/DKEHOTO MOLIMPEHHs MOBIZOMIICHb PO
Ha/liliHICTh Ta MeTofiB nosicHioBaHoro 1111, 3a0e3nedyroun KOMIUIEKCHY OCHOBY [Tl IOBIPEHOI poOOTH aBTOHOMHHX TPAHCIIOPTHHX
3aco0iB y cepeIOBHIIl PO3YMHHX MicT, iHTerpoBaHuX 3 [oT.

KawuoBi cioBa: aBroHOMHI TpaHCrOpTHI 3aco0u; HapiiHicth [0T; BusiBieHHs aHOMaii; (enepaTHBHE HaBYAHHS;
CeHCOpHa iHTerpawis; Kibepoesmneka.
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JTOCJLIPKEHHSI YUHHUKIB MI)KPIYHOI TA BHYTPIIIHbOCE30HHOI
MIHJIUBOCTI MYCOHHOI JENPECIi B IHIIMCBKOMY OKEAHI

AHoTanisi. Myconni aenpecii (M]) — obnacTi 3HWKEHOrO THCKY 3 LHUKIOHIYHOIO LUPKYILILI€EI0, 1110 GOPMYIOTHCS HaJ
akBaTOpi€io0 beHranbcpkoi 3aTOKH — MalOTh 3HAYHUI BIUIMB Ha MOTOAHI YMOBH B IIBHIYHIM YacTHHI [HAIHCHKOTO OKeaHy B
NepioJl JITHBOTO MyCOHY. BOHM XapaKTepH3yIOThCS IITOPMOBHM BiTPOM, BUCOKUMH XBUJISIMHU, IHTEHCHBHOIO XMApHICTIO 1
CHJIBHUMH JIOIIaMH, CTAHOBJISTYH CEPHO3HY 3arpo3y sl MOPCHKOTO CyJHOIUIABCTBA 1 GeperoBoi iHppacTpyKTypy B PETioHi.
[ToBTOpIOBaHICTE Ta iHTEHCHBHICTE M/l CXMIIBHI O ICTOTHUX KOJIMBaHb y 4Yaci B IIMPOKOMY Jiarna3oHi MacmraliB - Bif
BHYTPIITHHOCE30HHOTO JI0 MIKICKAIHOTO. PO3yMIHHS YHHHHKIB, [0 KOHTPOIIOKOTH MIHIHBICTh peskumy M/I, HeoOximHe
JUISL 3HVDKCHHS PU3HKIB 1 BTPAT y CEKTOPI MOPCHKOTO TPAHCIIOPTY, IO BiAirpae KIIFOUOBY POJIb B CBITOBIH eKoHOMIII. Y mii
po06oTi Ha OCHOBI KOMIUIEKCHOTO aHaJli3y JaHHX peaHallily, CIIOCTEPE)KEHb 1 YUCENBbHUX EKCIICPHMEHTIB JOCIHIIKYIOTHCS
BeIMKOMAacIITaOH1 AWHAMIYHI Ta TEPMOAMHAMIYHI YMHHHKH, 10 BU3HAYAIOTH peKUM M/l Ha MiXXpIi4HOMY 1 BHYTpIIIHbOCE-
30HHOMY 4YacoBUX MacmTabax. [loka3zaHo, o 3MiHH HUPKYJALil aTMOcdepH 1 TeMIlepaTypu MOBEpXHi OKeaHy B OCTaHHI
JECATIIITTS CIPHAIN 3MEHIICHHIO KilbkocTi M/] Hax Berranbcbkoro 3aTokor0. BogHowac pe3yapTaTé perioHaTbHUX MO-
JEeTbHAX EKCIIEPUMEHTIB CBITYaTh PO MOKIMBE 3pOCTaHHS MOBTOpIOBaHOCTI M/ B yMOBax TpuBaro4yoro noteriinasa Cai-
TOBOTO OKEaHy. AHaJli3 BHYTPIllIHLOCE30HHUX Bapialliii BUSBUB CTATHCTHYHO 3HAYYIII 3B'SI3KM akTUBHOCTI M/ i3 KonMBaH-
HSIMH IHTEHCHBHOCTI Ta IOJOXKEHHs BHYTpIimIHboTpomiuHo1 30N KoHBepreHuii (B3K). KinpkicHi omiHKH, OTpHMaHi B po-
0O0Ti, CTBOPIOIOTH OCHOBY JUIS TIOJIIIIEHHS SIKOCTI IPOTHO31B IOTOJJHUX YMOB Ha MOPCBHKHX IIUISIXaX y MIiBHIYHIM 4acTHHI
IHnificbkkoro okeaHy Ta ONTUMI3allii CTpaTerii MiHIMI3aIlil MOrO{HUX PU3KKIB I MOPCHKOT Taiys3i.

Kaw4oBi croBa: MycoHHa fenpecisi, MyCOHHA IUPKYJIAIisL, UKIOTCHE3, MKPIYHA MIHIUBICTh, BHYTPIIIHBOCE30HHI

Bapiallil, MOro/IHi pPU3UKH, BHYTPIIHLOTPOIIIYHA 30Ha KOHBEPTCHIII1, TUCTAHIITHE 30H/TyBaHHS.

Beryn

IocranoBka mpobGiaemun. MycoHHI gemnpecii
(M) — xapakTepHWIl eIeMEHT JITHBOI IUPKYILIi
aTMocepy Haa TIBHIYHOW YaCTHHOI [HIIHCHKOrO
okeaHy. BOHHU SBISIFOTH COOOIO BENHKI 00JIACTi 3HIDKE-
HOTO THCKY 3 IMKJIOHIYHOIO LMPKYJISIIE B HIDKHIN
Tpomnoctepi, mo GOpMYIOThCS Haja akBaTopiero benra-
JIbCBKOI 3aTOKU. M/I CyNpOBOKYIOTbCS IITOPMOBUMHU
BITpAaMM 1 BHCOKMMH XBWJISIMH, IIO CTBOPIOE 3arposy
JU1s1 GE3TEKH MOPCHKOTO Cy/IHOIUIABCTBA Ha IUIAXAX, IO
3Bs3yroTe mopTH IHmil, Bamrmagem, M'samu i Llpi-
Jlarku. Tpaexropii M/] mpoxomsTe Yepe3 OCHOBHI Cy/I-
HOIUIaBHI IIUISIXM B BeHranmschkiit 3aromi, ToMy iHpOp-
Marlis mpo iXHe MepeMillleHHs Ta IHTeHCUBHICTD KPHUTH-
YHO BaXJIMBA ]ISl IJIAHYBaHHS MapUIPYTIB 1 TEpMiHIB
MOpCBHKHX TepeBe3eHb. [loBroproBanicTe M/l cxuimbHa
JI0 3HAYHUX MDKpPIYHHX KONMBaHb. B OKpeMi poku Hax
BeHranbChKoI0 3aTOKOI0 MOXke popmysarucs jo 10 — 12
TaKHAX CHCTEM 3a CE30H, TOAI K B 1HIII POKH IXHS KiJlb-
KicTh ckopouyetses 1o 1 — 2. Kpim nporo, wactotra M/
3a3Ha€ MOMITHUX 3MiH Y MacITadi KiTbKOX JAECATHIITh.
Tak, B ocranHii 4BepTi XX CTONITTS BiI3HaYanacs
TEHICHI[IST 70 3MEHIIeHHs KinbkocTi MJI, ocoOauBo
rnOoKuX, mo (opMyloThest Hax beHranbchbkoro 3ato-
koo [1]. BogHouac craTHCTHKa OCTaHHIX POKIB BKa3ye
Ha 3HAYHYy aKTHBI3aIlil0 IUKJIOTEHE3y HaJl aKBaTOpi€ro
3atoku Ha modaTky XXI ctomirra. B okpemi poku TyT
BiJI3HAaUYaI0CsA 10 7-8 MyCOHHHX JeTpeciii 3a ce30H [2].

HacTinpkn 3HaYHa MIHJIMBICTH MOBTOPIOBAHOCTI
M]I Ha pi3HHX YacOBUX MacmTabax MOPYIIye MATAHHS
mpo ¢akTopu, mo ii BU3HAYAIOTh. Y TpPOaHATI30BaAHUX
JOCI/DKSHHSX 3a JaHOI0 NMPOoOJIEMOIO 3a3Havaiocs, 10
JI0 4YuClla OCHOBHUX IPEAUKTOPIB LHUKIOTEHE3y Haj
BeHraibChKol0 3aTOKOIO  BIJTHOCSTBCSI  TEMIIEpaTypa
MOBEPXHI OKeaHy, BITHOCHA 3aBHXPEHICTh 1 301KHICTD

NOTOKIB Y HIKHIA Tponocdepi, BelIn4nHa BepTHKAJb-
HOTO 3CyBY BITpY 1 3amacu IPpUXOBAHOTO TEIUIa B aTMO-
coepi [3]. AHOMaIT IUX TTapaMeTPiB B OCTaHHI AECATH-
JITTS MOTJIM CHPUSTH 3MiHI PeXHUMY IHUKJIOTCHE3y Haj
aKBaTOPI€I0 3aTOKK. 30KpeMa, Ha TJIi TPUBAIOYOTO 3pOC-
TaHHS TEMIepaTypu IIOBEPXHI OKeaHy BiJ3HAYaINCS
TEHJIEHINI MO 3MEHIICHHS BOJOTOBMICTY B CEpeHii
Tponocdepi Ta NOCHJICHHS BEPTUKAIBLHOTO 3CYBY BITPY
[4]. OnHak KijgbKiCHI OLIHKHM BiJHOCHOI poii nux ¢ax-
TOPIB Y CIIOCTEPEIKYBAHUX MIKIACKAIHHX KOJMBAHHIX
M/ 3a1MIIar0ThCsl IPEAMETOM JAUCKYCIH.

[HIMit BaxkMBUit acniekT npooOJeMH MoJisirae B Mo-
JKIIMBOMY BIUTMBI Ha IMKJIOTeHEe3 HaJl BeHranbChKoro
3aTOKOI0 IHTEHCHBHHX BHYTPIIIHROCE30HHHX Bapiamiit
JTHBOTO MYCOHY, BiJOMHX SK aKTHBHI Ta TepepHBYACTI
(a3u. JocmimkeHHs BKa3yIOTh Ha TICHHUH 3B'130K (hopMy-
BaHHS M/] i3 KOJMBaHHSIMHU IHTEHCHUBHOCTI Ta 3CyBaMH
BHYTpIIIHBOTpOMiuHOT 30HKM KoHBeprenuii (B3K) [5].
Tak, akruBizamis B3K Ta i mommpeHHs Ha MiBHIY Bif
CEpPEZHBOT0 JITHHOTO TOJIOKEHHS 3a3BUYail CyIpOBO-
JOKYIOTBCSI 301TBIIIEHHSM KUTBKOCTI BHTIAJIKIB IUKIIOTCHE-
3y 1 IOCHJICHHSIM BiTPO-XBHIJIBOBOI aKTUBHOCTI HaJl aKBa-
Topiero 3aToku. | HaBmaku, ocnabnenns B3K npu3Boautsb
0 3MEHIIEeHHS moBTOproBaHocTi MJ] 1 momimmeHHs
MIOTOJTHUX YMOB JUIsl CyAHOIUIaBcTBa. OHaK cHCTEMaTH-
YHWI aHali3 CTaTHCTUYHMX 3B'A3KIB MK XapaKTepHCTH-
kamu B3K i pexxumom M/ y itepatypi BiCyTHiMH.

KinpkicHa omiHka (hakToOpiB, IO BU3HAYAOTH MiH-
JIMBICTh MYCOHHHX JICTIPECIH Ha pPI3HMX YacOBHUX Macll-
Tabax, BUAAEThCS HA/3BUYAHO BaXKIMBOIO B KOHTEKCTI
{XHPOTO BIUIMBY Ha MOTOJHI PHU3MKU JUII MOPCHKOTO
TpaHCTIOPTY B beHTanbchbkiit 3aTorli. beHranbchka 3aToka
1 mpuer paioHu [HAIKCHKOTO OKeaHy BiIPi3HAIOTHCS
BHCOKOIO 1HTCHCHUBHICTIO CynaHoIuiaBctBa. Iloptu IHmii,
Banrmagem i Ipi-Jlanku oOpoOmsitoTh ToHaA | MIH
TEU (20-¢yToBuX KOHTCHHEPHUX CKBIBAICHTIB) HA PIK.
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Ha mopcekuii Tpancnopt npumnagae 6au3pko 95 % obcs-
Iy 30BHIIIHBOT TOpriBii [Haii. ¥V 3B'13Ky 3 nuM anomaiii
BITPO-XBWJILOBOI aKTUBHOCTI Ta BHIMMOCTI, MOB'sI3aHI 3
NpoXoLKeHHIM M/I, MOXXyTh IPU3BOJMTH 10 CEPHO3HHX
MOpyLIeHb y PoOOTI MOPTIB 1 3aTPUMOK Y MOPCHKHUX I1e-
peBesennsx. Ll{opiuHi eKOHOMIYHI BTpaTu 4epe3 HeCTpH-
SITABI TIOTOIHI YMOBH IUISi CBITOBOTO CYIHOIUIABCTBA
omiutoioTees B 0,1 — 0,2 % rimobamsHOT0 BBII. 115 peri-
oHy [HAIACHKOTO OKeaHy Iel MOKa3HUK MOXKe OyTH icTo-
THO BHIIUM 3 YPaxyBaHHSM BHCOKOI ITOBTOPIOBAHOCTI
MJI. Binmbm 4iTke pO3yMiHHS NMPEIUKTOPIB HHUKIOTCHE3Y
HaJl BeHranbChKoI0 3aTOKOI0 MOYKE CHPHSATH ITiIBUILCH-
HIO TOYHOCTI Ta 3aBYaCHOCTI NPOTHO3IB HepeMilieHHs
M/] i moJinmIeHHIO IUIaHyBaHHS MOPCHKHUX orepauiil y
perioni. Ile, cBo€r dYeproro, AacTh 3MOTY 3MCHIIUTH
€KOHOMIYHI BTPAaTH Ta PU3MKHU JJIsI MOPCHKOTO TPaHCIIOP-
Ty, TIOB'sI3aH1 3 BILITMBOM HEOE3MEUHHUX MOTOJHUX SIBUIILI.

Merto10 1aHOi pOOOTH € KiTBKiICHA OILIHKA YHHHU-
KiB, [0 BU3HAYAIOTh MiHJIMBICTh MYCOHHUX JEIpeciii Ha
MDKpIYHOMY 1 BHYTPIITHROCE30HHOMY YaCOBHX MacCI-
Tabax. JlochmiKeHHS, HA OCHOBI KOMIUICKCHOTO aHAI3y
JaHUX peaHali3y, CIOCTEPEXEHb 1 YHCETHbHOTO MOje-
JIIOBaHHS, BEJIMKOMACIITa0HUX IMHAMIYHUX Ta TEpMO-
JUHAMIYHMX YMHHHKIB, [0 BU3HAYAIOThL MIHJIUBICTH
LUKJIOTeHE3y HaJl aKBaTOPi€r BeHranbCchkol 3aTOKH B
LIMPOKOMY Jlialia3oHi YacoBMX MacuiTabiB — BiJ BHYT-
PIIIHBOCE30HHOTO /10 MKIEKaJHOTO.

BusiBnenns anomanii nupkyssiuii armocgepu i te-
MIEpaTypH TOBEPXHI OKeaHy, IO BIUIMBAIOTh Ha II0-
BTOPIOBAHICT Ta IHTCHCUBHICTh MyCOHHHX JIETIPECIi.

ABTOp BBa)kae, IO peasti3alis IUX 3aBAaHb JacTh
3MOTY BU3HAYHUTH NPEANKTOPH IMKIOreHe3y Hajx ben-
raJbChKOIO0 3aTOKOI0, BayIMBI JUISl TIPOTHO3Y MOTOJHUX
YMOB Ha MOPCBKHMX HUIIXaX B IHmiHChbKOMY OKeaHi Ta
MPWIETIIMX paiioHaxX y Mepiojiu JITHBOTO MYCOHY. A Iie,
B CBOIO Y€pry, CIPHUATHME 3HIDKCHHIO PU3HUKIB 1 BTpar y
CEKTOpi MOPCHKUX MepeBe3eHb, AKUHA pOOUTH 3HAYHHHA
BHECOK B EKOHOMIKY PETiOHY.

OcHOBHA YacTHHA

MycoHHa Jenpecisi — OJUH i3 KIIOYOBUX €IEeMEH-
TiB JITHBOI MYCOHHOI ITUPKYJIALIT HaJ [HAIHCEKAM OKe-
aHoM 1 mpuiernuMu paiionamu [liBgennoi Aszii (puc. 1).

40N
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Puc. 1. CepenHst KUTbKICTh OmaiB (MM/ICHB)
y mepioj JIITHROrO MyCOHY (4epBeHb-Bepecens) [13]

Ie cuHONTHMYHMI BUXOP i3 3aMKHYTOIO LIMKJIOHIY-
HOIO IIMPKYJILIEI0 B HUOKHIN Tporocdepi Ta xapakrep-
HUMHU TOpH3OHTaNbHUMHU po3mipamMu 1000 — 2000 km.
®opmyBanus MJ] BinOyBaeTbcsi TOJIOBHUM YHHOM Hall
aKBaTOpI€I0 MiBHIYHOI YacTUHM BeHranbChKoi 3aTOKH.

BunukHYyBIIM Haja TemJIMMU BojamMu 3aToku, MJ[ moc-
TYIIOBO 3MIIYIOThCS HA MIBHIYHUN 3aXiJ i B KIHIIEBOMY
MiZICYMKY 3allOBHIOKOTBCS Haja [HIIACBKHUM CyOKOHTH-
HEHTOM. TpPHBaNiCTh JKUTTEBOTO LMKIY THIOBOI MJI
CTaHOBHMTS Bix 3 10 6 116 [6].

3apomxenns M/l Hax Bomamu beHramscpKoi 3aTOKH
BinOyBa€eThCS 3a MOEMHAHHSI HU3KU CIPHUATIUBHX BEJH-
KOMAacIITaOHMX YWHHUKIB. J[0 HHMX HajeKaTh BHCOKI
3HAUEHHA TEeMIIepaTypH MOBEPXHI OKeaHy, IMKJIOHIYHA
3aBHUXPEHICTh Y HIDKHIH Tpomocdepi (Ha piBHi 850 rlla),
TTiIBUIIEHIH BOJIOTOBMICT IIOBITPS B CEpPeqHIA Tporoc-
(epi, a TaKOXK MOPIBHSHO CIa0Ke BEPTUKAJIBHE 3pYILICHHS
BiTpy. LlikaBo, mo ne Tod camuil HaOip HEOOXITHMX
YMOB, SIKHI CIIPHUSE TEHE3UCY TPOIYHUX MUKIOHIB HaJ
iHmmMu akBatopisimu CBiToBOro okeany. OjHaKk y repi-
O]l JIITHBOTO MYCOHY HaJ ApaBilickkum MopeM 1 benra-
JIbCBKOIO 3aTOKOIO CIIOCTEPITaeThesl AyKe CUIILHUI Bep-
THUKAJIBHAHN 3CYB BITPY MiXK HIKHBOIO 1 BEpXHBOIO TPOTIO-
cdeporo. Lleir pakTop mepemrkomkae MOAANBIIINA iHTCH-
cuikarlii MyCOHHHX JIeTpeciii A0 CTafii TPOIYHAX IIHK-
JIOHIB — Ha BIAMIHY BiJl TOTO, IO Ma€ Micle B iHIHX
okeaHiyHNX OaceffHax [liBHIYHOI MIBKYJIi, A€ MK aKTHUB-
HOCTI TPOIIYHMX LMKJIOHIB SKpa3 INpUIajae Ha JIiTHI
Micaui [7]. Po3Butok i miatpumanns M/ npoTsrom Kijb-
KOX JTHIB HaJl BOJAMH BeHrabChKoi 3aTOKH Ta TIPHUIICTIION
TEPHUTOPIEIO CYIII TOB'I3YIOTh 31 CHUIBHUM MPOSIBOM KiJlb-
KOX THITIB TiAPOJNHAMIYHOI HECTIKOCTI MyCOHHOI Tedii.
KirouoBy poiib TYT BiJirparoTh OapoKITiHHO-OApOTPOITHA
HECTIMKICTh 1 yMOBHa HecTilikicts 2-To poxy (CISK) [8].
3rimHO 3 CyYacHWMH YSBJICHHSMH, Ha TIOYaTKOBIH CTaii
JKHUTTEBOTO TMKITy M/] OCHOBHE 3HaueHHS Mae 0apoTpor-
Ha HECTIMKICTh 30HANBHUX BITPIB Y HIDKHIA Tpomocdepi
HaJl okeaHoM. Hanaii moMiHyro4y poib y MiITPHMII IHP-
Kyl M1 mpoTsiroM AekiabKoX Ii0 BifirparoTh mporie-
cu 6apoxtinHOi Hectiiikoceti Ta CISK [3].

Beprukansna crpykrypa MJ] xapakrepusyerbcs
HASsIBHICTIO XOJIOMHOTO SIIpa Ha HIDKHIX PIBHAX TPOIMOC-
¢depu 1 Temoro sapa Ha BepxHix piBasax (500 — 300
rlla). Bucxinni pyxu B uupkyJssiuii M/] 3a3Bu4ait npoc-
TexytoThes 10 piBHsA 300 rlla. MakcuMyM ITUKIOHIYHOT
3aBHXPEHOCTI pO3TANIOBaHUHA y cepenHiil Tpomocdepi
omu3pko 800 rlla. Sk mokazaB KOMIUICKCHHU aHaNi3 Ha
ocHOBI JaHux peananizy ERA-Interim, 3oHa Makcuma-
JBHHUX OMNAJiB PO3TAIIOBYETHCS B MiBICHHO-3aX1THOMY
cexropi M/l mozno nentpy nupkyssinii [9 — 10]. Xapak-
TEepHE 3HA4YeHHsI JOOOBHUX OMAJiB, MOB'I3aHUX 13 MIPOXO-
JokeHHssM M/, cranoButh 30 — 50 cM BOJIM Ha ILUIOIII
pamiycom 200 — 300 kM. B okpemux BUmamkax mo00Bi
CyMH omajiB MOXyTh nepeBummyBatu 60 cm. IIpocTopo-
BHI1 po3MoOfIia omasiB, moB's3anux 3 M/, myxe HeomHOPI-
THUH 1 BU3HA4YaeThCs oporpadieto [HAIHCEKOTO CyOKOHTH-
HeHTy. OCHOBHA 30HA IHTCHCHBHHUX OB 3aXOILTIOE
Benranbceky 3atoky, banrnanen i miBHigHM# cxin [Haii. Y
Tepioii aKTHBHOT KOHBEKIIT HaJl beHraabChKOI0 3aTOKOIO
i mpoxomxkeHHsT M/] mijiBHIIIeHa KUTBKICTH OMAJIiB CIIOCTe-
piraeTbesl TakOXK Ha HABITPSIHUX CXWiax 3axigHux lar B
[apii. Tyt Bu3HauaidbHy pOJb Birpac BUMYIICHUH ITiji-
WOM MYCOHHOTO TIOTOKY ITiJi 4ac OOTiKaHHS TipChKOTO
Gap'epy, mo crpusie iHTeHCcHdiKarii 00rmoroBux oporpadi-
gyuux omamis [11, 12]. V cepenHpoMy 3a ce30H Hajl aKBa-
TOpi€ro MiBHIYHOI YacTrHHU BeHranbcpkoi 3aToku opmy-
€ThCA OMM3BKO 6 MyCOHHUX Jempeciii (puc. 2).
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Puc. 2. CtaTucTHYHI AaHi KITBKOCTI MyCOHHHUX JCTIPECii 3a CE30H: a — KiMbKOCTi JHIB MD,
b — kinekocti MD, ¢ — cepenuboi TpuBasocti ®UTTs (yaHsax) MD mij gac JIITHBOr0 MyCOHHOTO ce30HY [13]

OnHak BiJl POKY A0 POKY IIeé YHCIIO CXHJIBbHE JI0
JIy’KE BEIUKUX KOJHMBaHb. Y JCSIKHX JIITHIX CE30HAX TYT
Bim3HauaeThes 10 10 — 12 MJI, Toxmi sk B iHIN POKH
iXHS KUTBKICTB MOXE CKOopodyBatucs 10 1 — 2. 3aranb-
HUll BHeCOK M/] y cymMapHy KiNBKiCTh OmaiB 3a JITHIH
MYCOH TaKOX BapilOETHCSA B MIMPOKOMY Jialla3oHi — Bif
35 mo 55 % 3a maHMMH pi3HEX HociimkeHs [14]. Ominka
IILOTO BHECKY JUUIA LEHTPAJIbHUX paioHiB IHAITl 32 maHu-
mu IMD [India Meteorological Department] 3a nepion
1901 - 2010 pp. HaBeneHa Ha puc. 3.
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Puc. 3. Bignomenns (y %) cymu onazuis,
HOB'A3aHUX 13 MyCOHHUMH JICTIPECisMH,

10 3arajibHOI KiJIbKOCTI oma/iB 3a ce30H [13]

Kpim gyxe Beaukoi MiXpi4HOT MiHIUBOCTI, 9acToO-
Ta ¢popmyBaHHSI Ml cXWibHA TAaKOX J0 MOMITHUX MiX-
JICKaTHUX KOJMBAaHb. AHANI3 TPHUBAIMX PAMIB JaHUX
PO MOBTOPIOBaHICTb M/I CBIJUMTH NPO TEHICHIIIO JI0
3MEHILEHHS IXHBOI KUIBKOCTI NMPOTSTOM OCTAHHIX Aecs-
Tinite XX cromitTs. Lls TeHaeHis cynpoBopKyBanacs
3YCTPIYHAM 301NIBIICHHSIM TOBTOPIOBAHOCTI CJIa0IINX
OUKIOHIYHUX 30ypeHb i3 3aMKHYTOIO IIUPKYJIAIIET0, aje

MCHIIUMH OapuyHUMH TpajieHTaMd B meHtpi [15].
OueBUAHO, B OCTaHHI MACCATHIITTS 1HTeHCH(DiKallis
CHCTEM 3HIDKEHOT'O TUCKY Jo craaii M/ nodana BinOy-
BaTHUCS PiJIIe — IIe ITOB’s3aHO 31 3MiHOK AEIKuX (HoHO-
BHX INMapaMeTpiB CTaHy atMochepu i okeaHy Hall aKBa-
Topi€ero beHrambCchKoi 3aTOKH.

Sk moka3yroTh HAyKOBi JOCITIMHKEHHS y Tepioan
3MeHIIeHHs Kimbkocti M/ micnms 1980 poky cnoctepi-
rajiucsi HECpHUSTIIMBI JUIsl TX reHe3ucy Ta iHTeHcHudika-
il aHoMaJIii IMPKYJAIIT HIKHBOI Tpormocdepu. 30Kpe-
Ma, BiJI3HAYAI0Cs OCIA0JICHHS IUKIOHIYHOT 3aBUXPEHO-
cti Ha pieni 850 rlla B miBHIYHI# yacTHHI BeHraabChKOT
3aToku. [Ipy bOMY Masio MicCle MOCHUJICHHST BEPTUKAIb-
HOTO i TOPHU30HTAIBLHOTO 3CYBY 30HAIBHOTO BITPY MiX
€KBaTOPIaIbHOIO 30HOIO 1 00JIACTIO JTITHEOTO MYCOHY.

IIle oxHe MOKIIMBE TIOSICHEHHS 3MEHIIICHHS KiJTbKO-
cti M/l B OCTaHHI ACCATWIITTS IOB'SI3aHE 31 3MiHAMHU
TEeMITEPaTYPHOTO PEXHMY TOBEpXHI beHrambchkoi 3aTo-
ku. Xo4a, 31aBajocs O, IiIBUIIEHHS TEMIIEpaTypH TOBe-
PXHI OKeaHy Ma€ CIHpPUSTH MOYaCTIIIAHHIO BHITAJIKIB
dbopmysanns M/I. Jlo mouarky 1980-x pokiB MixKIeKaaHi
Bapiamii Temmeparypu Boau B beHramscpkii 3aromi Ta
MOBTOPIOBaHOCTI MJ] neMOHCTpyBay MOMiOHMIA Xapak-
tep [16]. OngHak 3rofoM JaHWil 3B'SI30K TOPYIIUBCS.
Buxossau 3 11p0T0, s iHITNX YAHHUKIB, HECTIPUSATINBUX
JUI TIMKJIOTeHEe3y, BWSBHJIACA ICTOTHIIIOI. 30Kpema,
aBTOPH OJIHOTO 3 JIOCIHIDKEHb 32 HasIBHOIO NPOOJIEMOIO
TIOB'sI3aJIM 3MEHIIIEHHs NoBTOproBaHocTi M/1 i3 mocuiien-
HSM BITPY y BepxHii Tponocdepi Hax BeHranbcbkoro
3atokoto (Ha piBHi 100 rlla) [17]. IIpote, 3 iHImIOrO OOKY,
TeHAEHLIS 10 CKOpO4YeHHs uuciaa MJ] moscHIoeThCS
MPOTPECYIOYNM 3MEHIIICHHSM BOJIOTOBMICTY TIOBITpSI B
cepeHiii Tporocdepi HaJ aKBATOPIEIO 3aTOKH.

TakyuM 4YMHOM, 3MIHM BEJIMKOMACINTAOHUX IMHA-
MIYHUX 1 TEPMOIMHAMIYHUX TapaMeTpiB arMocdepu
BIMOBiJAJIFHI 32 CIIOCTEPEXKyBaHE B OCTAHHI JECSTH-
JITTS 3MEHIICHHS MTOBTOPIOBAHOCTI MyCOHHHUX JIeTpeciit
HaJ beHranbchbkor 3aTokor. JIMCKyCIHUM 3aiuina-
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€THCSl ITUTAHHS TPO KUIBKICHUH BHECOK OKPEMHX YHH-
HUKIB (3aBUXPEHICTh, 3CYBHU BITPY, BOJIOTICTh MOBITPS Ta
iH.) Y 110 MDKAEKaAHY MIHJIMBICTb.

He BpaxoByroun noBromepiofHi Bapiamii, 4actora
¢dbopmyBanHs Ta iHTeHCU(pikamii M]I cXwibHA IO 3HAY-
HUX BHYTPIITHHOCE30HHUX KOJMBAHB, IIOB'I3aHUX 31
3MIHOIO aKTHBHHUX 1 TEpepBHHUX (a3 JITHROTO MYCOHY
Hax [Hmiero. ABTOp akIeHTye yBara Ha TICHOMY 3B'S3KYy
LUKJIOTeHE3y HaJ beHranbChKOI0 3aTOKOIO 3 MEpEMIIIEH-
mavu B3K. AxrtiBHa (aza kortuHeHTanbpHOI B3K, 3Mi-
IIEHOi Ha MIBHIY BiJl CBOTO CEPENHBOTO JIITHHOTO ITOJIO-
JKEHHsI, MATPUMYETHCS 32 PaXyHOK cepil pyXOMHX IIHK-
JIOHIYHUX 30ypeHb. BOHU TOCHIIOBHO (POPMYIOTHCS Ha
cxinHii nepugepii MycoHHOT ynoroBuHu HaJ beHranbch-
KOO 3aTOKOIO 1 MOTIM 3MIIIYIOTBCS B3/IOBXK OCi yJIOTOBH-
HU Ha MiBHIUHWKA 3axin, y Oik Ilakuctany. Lleit nmanio-
JKOK XBHJIBOBHX 30ypCHbB, 1[0 HEPINKO JOCATAFOTh CTaii
M/I, Moe iCHyBaTH A0 ABOX THXKHIB, BUKJIMKAIOUH TPH-
BaITMIA TIepi0/T IHTCHCHBHUX MYCOHHHMX OTaiB Ha [Hmieto.
[NoxniGHwMit BCHOBOK oTprMaHo B [18]. Byro BcTaHOBIICHO,
mio perenepanist B3K B aktuBHY a3y MycoHy micis mepi-
ofy ii ociabneHHs1 200 THMYACOBOTO 3HUKHEHHS MOB'A3aHa
3 TIOBTOPHUM (DOPMYBaHHSIM CHHOITUYHUX 30ypeHb Haj
pavionamu rene3ucy MJI. Ha oCHOBI CyIyTHUKOBHX TAHUX
1 pe3yJIbTaTiB peaHalli3y MOKHO CKa3aTH, L0 XapaKTepuc-
Ty B3K Hag [HAificbKUM OKEaHOM CXWIBHI 10 3HAYHOL
CHHONTHYHOI MIHJIMBOCTI, 3yMOBJICHOI B3a€EMOJIEI0 30HU
KOHBEKIIii 3 PyXOMHMH IMKJIOHIYHUMHU Buxopamu [19].
Oco0nMBO YITKO I B3a€EMOJISA TPOSBIAETHCSA T Yac
MTOCUJICHHSI MEPUAIOHATBHOI CKIIA0BOT BITPY B HIDKHIHN
Tponocdepi Ta akTusizarii B3K.

[IpoBenene nociiKEHHS BKa3ye Ha BaKJIUBY POJIb
BHYTPIIIHBOTPOMIYHOI 30HW KOHBEpTreHmii sk (akropa,
10 MOJYIIIOE YacToTy ¥ iHTeHcwBHicTE M/ Han akBa-
Topiero benranbchbkoi 3aToku. BomHo4ac KilbKiCHUI
aHaJli3 [[bOr'0 B3a€MO3B'I3Ky B MacuITabi OKPEeMHUX BHY-
TPILIHPOCE30HHHUX Bapianii MyCOHHOT ILMPKYJSLil /10
TENEPIIIHBOTO Yacy HE MPOBOJHMBCS. 3aMOBHEHHS ITi€l
MPOTAJIMHA Ha OCHOBI CyYaCHHMX MAacCHBIB JaHHX CIOC-
TepekeHb 1 III00aNbHUX MOJIeNIel BUAAETHCS BAXKIMBUM
3aBJIaHHSAM TOJIAJIBIINX JTOCIKEHb MiHIUBOCTI M/I.

BucnoBku

TIpoBeneHe AOCHIKEHHS BUSIBUJIO HHU3KY BaXKITH-
BHX 0COOJHMBOCTEH MiKIEKaTHOI Ta BHYTPIIIHHOCE30H-
HOT MIHJIMBOCTI MYCOHHHX JeTpeciii Haja aKBaTOPi€ro
Benranbcbkoi 3aToku. BcTaHOBJIEHO, 10O B OCTaHHI
necaTiniTTss XX CTONITTS criocTepiraiacs CTiiika TeH-
JICHIIIST 0 3MEHIIEHHs MOBTOproBaHocTi MJI, He3Baxa-
I0YM Ha TPHUBAIOUE 3POCTaHHS TEMIEpPATypH IMOBEPXHI
okeaHy B perioHi. Lle# ¢akt Bka3zye Ha nepeBakarouui

BIUIUB IHIIMX YWHHHKIB, HECHPUATIMBUX Ui (HOpMY-
BaHHs Ta iHTeHcHpikamii MJI. [lo Tx 4ncna BiqHOCATBCS
ocna0JIeHHs IIUKJIOHIYHOI 3aBUXPEHOCTI B HIXKHIH TPO-
nocgepi, MOCHIEHHS BEPTHKAIBHOTO 3CYBY BITpY Ta
3MEHILECHHS BOJIOTOBMICTY TOBITPSl B CEpeHii Tponoc-
¢epi Hag benranscpkoro 3aTokor0. BomHOowac KinbkicHa
OIIiHKa BiTHOCHOTO BHECKY KOJKHOTO 3 ITMX (haKTOPiB y
CIIOCTEPEXKyBaHy MDKACKAIHYy MIHIHBICTD pexuMy MJI
moTpe0ye MOJANBIINX JOCIIIKEHb 13 3aTy9eHHSIM pO3-
IIMPEHOTO MAacWBY IAHUX Ta BJIOCKOHAJICHWX METOZIB
IaTHOCTHKH.

[Mopsin i3 moBronepiogHUMH KOJIMBaHHSMH, B PO-
00Ti TaKOXX MPOAHATI30BAaHO OCOOJIMBOCTI BHYTPILIHBO-
ce30HHOT MiHnmBocTi M/ Ta 1i 3B'A30K 3 KpyrnmHOMAacCII-
TabHMMU MojaMu atMocdeproi mpkyssiwii. [lokazano,
10 YacTOTa M IHTEHCHBHICTh M/ CXHIBHI IO 3HAYHUX
Bapiauii y mMaciuTabi OKpeMHUX MICSILIB BCEpENUHI JIT-
HBOTO CE30HY, AKi TICHO IOB'SI3aHI 3 UepryBaHHIM aKTH-
BHUX 1 mepepBHUX (a3 MycoHy Hax IHmiero. Beranos-
JICHO, IO OJHHUM i3 KIIFOYOBUX YUHHHUKIB, SKi MOIYITIO-
I0Th IHTEHCHBHICTh IMKJIOTeHE3y HaJx beHramabcpkoro
3aTOKOI0, € BHYTPIIIHBOTPOITIYHA 30HA KOHBEPIEHIIII.
Axrugizanis B3K Tta 1i 3MmilieHHs Ha MiBHIY BiJ cepel-
HBOTO JIITHHOTO TIOJIOKEHHSI CHPUSIOTH MOYACTIiIIAHHIO
BUMAAKIB popmyBanHss M/l Ta MOCHICHHIO NOB'3aHOT 3
HMMH LITOPMOBOi aKTUBHOCTI. | HaBHaku, ociabiieHHs
B3K 3a3Buuaii cynmpoBOIKYEThCSI 3MEHIIEHHSIM MTOBTO-
PIOBaHOCTI IMKIOHIYHMX 30ypeHb HaJ aKBaTOPIEID
3aTOKH. PO3BHUTOK ysBJIEHB MPO Xapaktep Ta (i3WdHi
MEXaHI3MH LIMX B3a€MO3B'SI3KIB CTAHOBHUTH II€PCHEKTHB-
HUH HampsAMOK IOJAJIBIINX JIOCHIIKeHb, BAXIMBHH 3
TOYKH 30pY BJOCKOHAJICHHSI CXE€M IPOTHO3Y ITOTOJHHX
YMOB HaJl TBHIYHOIO YaCTHHOIO [HIIHICEKOTO OKeaHy.

PesynpraTn, oTprMaHi B poOOTi, BKa3yIOTh Ha He-
OOXIAHICTh KOMIUIEKCHOTO MiJXOMy 10 BUBYCHHS MPOC-
TOPOBO-4acoBOi MiHmuBoCTI MJI, sikuit OM MO€qHYBaB
NOrMOJICHUH aHal3 IJaHUX CIIOCTEPEKEHb, peaHalisy Ta
YHCEJIFHOTO MozemoBaHHs. OcoOMUBY yBary npH bOMy
CJTiJI IPUIUTUTH MOJICTBHUM €KCIICPUMEHTaM 13 CHCTeMa-
THYHUM BapirOBaHHSAM MapaMeTpiB MiJICTHILHOT MOBEPXHi
Ta XapaKTEPHCTUK BEIMKOMAacIITAOHOTO TOJIS BITPY B
atMoccepi. Lle mo3BonuTh TOUHIMIE AiarHOCTYBaTH (HizH-
YHi ()aKTOpPH, 110 BU3HAYAIOTH OCOOJIMBOCTI LIUKIIOTCHE3Y
HaJl BeHranbCchKor0 3aTOKOI0 Ha PI3HMX YacOBHUX Macll-
Tabax — BiJl BHYTPIIIHBOCE30HHOTO 10 MIXK/IEKaJHOTO.
OtpumaHi pe3ynbTaTH MATUMYyTh BRKIIUBE MPAKTHYHE
3HAUeHHA. BOHHM CHOpHUATHMYTH TiJBHIICHHIO SKOCTI
MPOrHO3IB MOTOJJHUX YMOB Ha MOPCBKMX IUISIXaX Y IiB-
HiuHi} yacTrHI [HAIACHKOTO OKeaHy, 3HIKEHHIO PU3UKIB
JUII MOPCBKOTO TPAHCIIOPTY Ta ONTHUMI3allii cTparerii
IUTaHyBaHHS MOPCHKHX OTEpalliil y perioHi.
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Research of factors of interannual and intra-seasonal variability of the monsoon depression in the Indian Ocean
Georgiy Tomchakovsky

Abstract. Monsoon depressions (MDs) — areas of low pressure with cyclonic circulation that form over the Bay of Ben-
gal - have a significant impact on weather conditions in the northern Indian Ocean during the summer monsoon. They are charac-
terised by gale-force winds, high waves, intense cloud cover and heavy rainfall, posing a serious threat to maritime navigation
and coastal infrastructure in the region. The recurrence and intensity of MDs are subject to significant fluctuations in time over a
wide range of scales, from intra-seasonal to inter-decadal. Understanding the factors that control the variability of the MD regime
is essential to reduce risks and losses in the maritime transport sector, which plays a key role in the global economy. In this paper,
based on a comprehensive analysis of reanalysis data, observations, and numerical experiments, we investigate the large-scale dy-
namic and thermodynamic factors that determine the MD regime on interannual and intra-seasonal time scales. It is shown that
changes in atmospheric circulation and ocean surface temperature in recent decades have contributed to a decrease in the number of
MDs over the Bay of Bengal. At the same time, the results of regional model experiments indicate a possible increase in the frequen-
cy of the MDs in the context of the ongoing warming of the World Ocean. The analysis of intra-seasonal variations revealed statisti-
cally significant links between the MD activity and fluctuations in the intensity and position of the Intratropical Convergence Zone
(ICZ). The quantitative estimates obtained in this work provide a basis for improving the quality of weather forecasts on sea lanes in
the northern Indian Ocean and optimising strategies to minimise weather risks for the maritime industry.

Keywords: monsoon depression, monsoon circulation, cyclogenesis, interannual variability, intra-seasonal variations,
weather risks, intratropical convergence zone, remote sensing.
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AOCILUKEHHA ITAPAMETPIB TIOBHOI'O TAPMOHIMHOI'O CIIOTBOPEHHSI
CTAHIII YITPABJITHHA 3 BXITHUM ®A303CYBHUM ABTOTPAHC®OPMATOPOM

AnoTtanis. Ipu po3poOri KOPpUCHUX KOMAJIWH Ha TepUTOpii YKpaiHH, TakuX sIK HaTa, 3aCTOCOBYIOTHCSI MEXaHI30BaHi Me-
TOZM BHIOOYTKY, i3 3aCTOCYBAaHHSIM 3aHYPIOBATFHUX €IEKTPOABUTYHIB. Taki MeToqu BHIOOYTKY 3a0€3MeTyrOTh BHCOKY IIPOIY-
KTHBHICTh 1 MOKJIMBICTB IiJTAIITOBYBATUCS IiJ| TTOTOYHI TapaMeTpH CBEPIIOBHHH, IIIO B CBOIO Yepry 3a0e3Iedye MakcuMa-
TpHUH 1e0iT. [ 3a0e3nedeHHs] ONTHMAIBHOTO PeXUMY POOOTH HAacoca BUKOPHCTOBYIOTHCS CTAHII] YIPaBIIiHHS 3aHypIOBa-
JIGHUM €JIeKTPOABUTYHOM 3 YaCTOTHHM PETYIIOBAaHHSM, IKi P pOOOTi CHOXKHMBAIOTH 3 MEPEXKi )KUBJICHHS HECHHY COINaIbHHI
cTpyM. Takox /Uil 3HWKEHHS CIIOTBOPEHb CIIOKMBAHOTO CTPYMY 3aCTOCOBYFOTHCS Pi3HI METOIM 3HM)KCHHS 3arajibHOTO rap-
MowiiiHoro crorBopents (THDI) Bximaux crpymis. J{iist BUpillieHHst 1aHOi 3aqa4i Oysa po3po0iieHa CTaHIlist ypaBiiHHs 3 Oa-
raToIyTECHUM BUIIPSIMIITIEM, SIKUH KUBUTHCA Bijl ()a303CYBHOTO aBTOTpaHCc(opMaropa, mo 1o03Boirsie 3um3utd THDI BXigHIX
cTpyMiB. [laHe pilieHHs JO3BOJISAE MOKPAIIUTU rabapHUTHI OKa3HUKH OONaJIHAHHS Ta HOTO BAapTICTh 32 paxXyHOK 3MEHIICHHS
TIOTYKHOCTI (ha303cyBHOTO TpaHc(opmaropa. Po3misHyTo (QyHKIIOHAIBHI MOXKIMBOCTI POOOTH CTaHIIii yIIPaBIiHHS EIEKTPO-
TIPUBOZIOM Ha OCHOBI €KCHEpPUMEHTAJbHUX aHuX BuMiproBanHs THDIi BXimHux crpymiB mepexi +30% B amiama3oHi 4acToT
47,5-52,5T'11. Takuit niana3oH 4acToT 0OYMOBIICHUIA THM, IO Y 0ararb0X BHIIAJIKax, HA POIOBHUIIAX, POOOTA BENEThCS 3 CIICKT-
POKHBIICHHSIM Bifl IM3€Ib-TEHEPATOPIB, NPH SKOMY KOJIMBAHHS YacTOTH i HAlPyTH KUBJICHHS 3HAXOMATHCS B 3HAYHOMY Jiaria-
30Hi. JI0IaTKOBO JOCIIKEHO MOXIIMBICTh pOOOTH MPHUBOLY IPH BXiAHHUX Hampyrax kuBienHs 460-480B ta 430-460B. IIpo-
BEJICHO aHAJI3 pe3ybTaTiB BUMIpIB, Ta 3aIIPOIIOHOBAHO PEKOMEH/ 1AM II0/I0 MiABHUIIEHHS €HEProe()eKTHBHOCTI CTaHIIi1.

Knaio4doBi ciroBa: meperBoproBad 4acTOTH, CTaHIis yIpaBiliHHA, eHeproedekTuBHicTh, THDI, 6araromynscHuid BUIIPS-

MIIsY, (ha303CyBHUI TpaHCchopMarop

Beryn

Ha npomwuciioBux miJnpueMcTBax, 30kpeMa B Hag-
TOBUIIOOYBHIH rajy3i, Bce LIMpIIE BUKOPHCTOBYIOTHCS
CyYacHi eJIEKTPOMEXaHIYHI CUCTEMH 3 HAIliBIPOBITHUKO-
BumH neperBoproBadamu (HII), ki € ocHOBOIO 11 pea-
mi3amii eKOHOMIYHUX TEXHOJIOTIH 3 OUTBII IIUPOKMMHU
¢yHKIIOHATBPHUME MOXJIHBOCTIMH. BomHouac HIT Hera-
THUBHO BIUIMBAIOTh HA MOKAa3HUKH SKOCTI €JEKTPOEHepTil
B CHCTEMIi EJIeKTPOINIOCTa4YaHHs, B SKii BOHH IPAIOIOTH
[1]. B cuctemi BUHHKAIOTh CIIOTBOPEHHS CHHYCOIAIBHOT
¢dopMu cTpyMmy, BiIOYBa€eThCS TeHEpalliss BHUIIUX TapMo-
HIK. Y CBOIO 4epry lLi¢ BUKJIMKA€ CIIOTBOPEHHSI CHHYCOI-
JaTbHOI (POPMHU HAIMPYTH MEPEXi SKUBICHHSA 1 MOXe IPHU-
3BECTH JI0 TAKUX HEraTHBHMX HACIIJKIB, K 3001 B poOOTI
€JICKTPOHHMX TPHUCTPOIB, MOXUOKKU B pOOOTI BUMIipIOBa-
JMBHUX TPHIIAJIiB, HEIIPUILyCTHME HarpiBaHHS 0oONajHaH-
HS, TIepeT9acHe cTapiHHs 305wl [2].

[IpobnemaM eneKTPOMArHITHOI CYMICHOCTI €JeKT-
poMexaHiuHMX TpuUCcTpoiB Ha ocHOBI III1 mpucsueHo
0araro TEOPETHYHHMX Ta EKCIIEPUMEHTAIBHUX JOCIi-
JoKeHb. Y pobotax [3] HaBeneHO pe3ynbTaTH eKcreprMe-
HTaJIEHOTO JIOCIIJUKEHHS CTYIEHs CIOTBOPEHHSI CHHYCOi-
JAJBbHOCTI CTPYMY, LIO CIIOXKHBAETHCS 3 IPOMMCIIOBIH
Mepexi eJIeKTPOIIPUBOIAMH 3 IEPETBOPIOBAYAMH YaCTOTH
(TTY) [4], noGymoBaHNME Ha OCHOBI iHBEPTOPIB.

ExcrniepyMeHTanbHI TOCITIPKEHHS JT03BOJIMIIA BCTa-
HOBHTH (YHKIIIOHAJbHY 3aJEXHICTh KoeillieHTa Hecu-
HYCOIIAJIbHUX CIIOTBOPEHb MEPEKEBOTO CTPYMY BHIIMMHU
rapmoHikamu (THDi — Total harmonic distortion) Bix
HAaBaHTA)KCHHsI MIEPETBOPIOBAYA YAaCTOTH y BUILIIIL CTe-
neHeBoi ¢yHkiii. Y po6oti [5] BcTaHOBNEHO, WO IS
HaWOLIBII 3HAYYIIMX IT'SITOT Ta CbOMOI TapMOHIK MeperKe-

BOTO CTPyMY iX (PyHKIIIOHAJbHY 3aJIe)KHICTH BiJ HaBaH-
takeHHs [1Y 3pydHO 3anmcyBaTH y BUIISIII €KCIIOHEHII-
anpHOI perpecii. Takox moka3zano, mo 11-ta i Bumi rap-
MOHIKH TIPaKTHYHO HE 3aJieXKaTh Bij HaBaHTaxeHHs [14.
VY pob6orti [6] 10BeeHO MPHHIUIIOBY MOMIIHBICTH MPOBE-
JICHHSI TIOJIOHMX JIOCHI/PKeHb Ha CIPOLICHUX (hi3uuHMX
abo MaremMaTWYHUX MoJeNsX, Hampukian, MATLAB
Simulink. ¥ nmx Momensix BiAmazae HEOOXiTHICTH Y
npeNCTaBiIeHHl BUXiaHOI yactiHH I[TY - aBTOHOMHOTO
inBepropa. [IpoBeneni nocimimkeHHs Ha (iznyHEX 1 Ma-
TEeMaTHYHAX MOJEISIX YacTOTHOTO IIPUBOAY IIiITBEp-
JDKYIOTB, 1110 BEJIMYMHA CIIO)KUBAHOTO YaCTOTHHUM IPHBO-
JIOM CTPYMy 1 CTYHiHb CIIOTBOPEHHS HOTO CHHYCOiIaib-
HOCTI BH3HAYAETHCSI 3MIHOIO HANpPYTH HAa KOHJIEHCATOpax
JaHKH TIOCTIHOTO CTpyMY, SIKe BHKJIMKaHE 3pPOCTaHHIM
ab0 3HMKCHHAM HABaHTaXKEHHS eJeKTponpusomy [7]. V
pobori [8] moka3aHo, 10 3a JOMOMOTOK KOMIT'FOTEPHOTO
MOJICJIIOBAHHS MOYKHA BHU3HAUUTH JDKEPENO BHIIHMX Tap-
MOHIK y CKJIaJHUX BHIIaJKaX, JI0 SIKUX BimHOCAThCs [TY.

Meta gaHOI CTATTi EKCIIEPUMEHTAIBHO BCTaHO-
ButH 1151 craHiii AKO6-PS dyHKIiOHATIBHY 3aI€KHICTD
Koe(ilieHTa HECHHYCOINaJbHUX CIIOTBOPEHb Mepexke-
BOTO CTpyMy BuimmHu rapMmonikamu (THDi) Binx wacto-
T BuXimHOro crpymy Fs=47,5/50/52,5Tu, a Takox
MIePEBIPUTH MOXKIMBOCTI pOOOTH MPUBOAY MPH BXiJHHUX
Harpyrax >xuBieHHs: 460-480B i 430-460B.

Marepiau i pe3yJbTaTH 0CTiTKEeHb

JIi1st KibKiCHOT OIIHKM TapMOHIYHOTO CKIIaay Me-
PEXEeBOro CTpyMy HPOBOJIMBCS 3allUC  OCLMJIOTpaM
CTPYMY, IO CHOXXHBAETHCS 3 MEPEKI MPU BKIIOUCHOMY
HaBaHTaxeHHI. Ha puc. | mpeacraBieHa cxema eJICKT-
pHUYHA MPUHIIUIIOBA JOCIIHKYBAHOTO 00NIaIHAHHS.
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Puc. 1. Cxema miakiouenns cranmii AK06-PS-360-480-18-111

IuBepTop Ta miABMINYHOYHN TpaHchopmarop, 3a-
0e3IeuyIoTh MiABUIICHHS HANPYTH A0 PiBHA, HEOOXin-
HOTO JUIsS eKCrepuMeHTy. YacTOTHHUIT mepeTBOpioBay Ta
TpaHncopmarop, 3a0e3rneuyioTh 3MiHYy YacTOTH €JICKT-
PHUYHOTO CTPYMY, IO MOJAETHCS HA JOCIHIPKyBaHYy CTa-
HIif0. OCKIIBKH OCTIKY€EThCS PpoOOTa CTAHINT ITif
HABAaHTaXCHHSAM, TO po00Ta 3aHYPIOBAIBHOIO HAcoca
IMITYETBCSL TAPOI0 ACHHXPOHHUX JIBUTYHIB, SIKi )KOPCT-
KHM BaJIoM 00’€/lHaHi 3 Mapor aCHHXPOHHUX JIBUTYHIB

B PEXHUMi TeHepallil eHeprii, m0 MOBEPTAETECA B IIPO-
MICIIOBY MEPEXKY.

JJst eKcriepuMeHTy BHKOPHCTOBYBaIacs HACTyIHA
KOHTPOJIbHO-BUMIpIOBaJIbHA ~amaparypa: ocuuiorpad
FLUKE 3i cTpyMOBUMIipIOBaJIbHUMH KJTILI[AMU Ta aHaJIi-
satop mepexi YOKOGAWA WT5000 (puc. 2).

BumiproBaHHS TpPOBOAMIMCS B ABOX Jiala3oHax
HaNpyrd JKUBJEHHs Ha BXojax mnpusoxay: 430-460B i
460-480B.

1 2 3 4 56

Pweflnln e e e
Status | I I l

R

Puc. 2. KoHTpoIbHO-BUMIpIOBaJIbHA anaparypa sika BAKOPUCTOBYBAJIACh ISl €KCIIEPHUMEHTY

OCHOBHI NapaMeTpu BUMIprOBaiucs s (ikcopa-
HUX 3HA4Y€Hb BUXIIHOI YaCTOTH iHBEpTOPY craHiii: Fs =
47,5T', 50I'n ta 52,5T'm. Jlns 3agaHoi 4aCTOTH 3MIiHIO-
Basiach Hanpyra. BumiproBani mapamerpu: US - Hanpyra
xwuBieHHs, B, Ud - Hanpyra JaHK# MOCTIHHOTO CTpyMY,
B, Is - Bximumii ctpym, A, lout - BuximHUiA cTpyM, A,
Load - naBanraxenns, %, THDIi - 3arajpHe rapMoHiiiHe

Tabauys 1 — Tani BuMipy Ha yacrori 47,5 I'p

CIIOTBOPEHHSI 110 KOXHIH 3 (a3, 1 - koedilieHT Kopuc-
HOT aii. OTprMaHi B X0/l €KCIIEPUMEHTY JIaHi MpeJcTaB-
neHi B Tabm. 1-2.

B tabmuni 3 HaBeneHi napaMeTpu BUMIpsHI Ha 4a-
croTi Mepexi 52,5, npu AKii criocTepiraeTbes MosiBa
KOJIMBAaHHS CTPYMIB Ha BCIiX BXOJaX i BHXOJAaX CTaHIIIH-
JUKepelt 1 MPUBOJLY, 10 epeBipsAEThCA.

Fs, I'n Us,B l Ud,B ‘ Is, A ’ lout, A ’ % Load ’ THDI, % (pa3u) Total THDI, % | n (kxx) %

Kusiennst 460-430 B

451,282 625 246,785 | 295,633 82,1 8,954/9,024/9,321 9,101 94,562

450,138 623 277,464 | 327,447 90,9 7,926/7,799/8,232 7,988 94,690

475 449,172 619 302,968 | 354,023 98,3 7,516/7,374/7,844 7,581 94,717

' 445,790 612 380,047 | 437,199 1214 6,612/6,845/7,018 6,827 94,622
Kusnenns 480-460 B

474,866 658 249,788 | 310,294 86,2 9,90/9,775/10,162 9,949 94,272

473,830 656 279,941 | 346,459 96,2 8,878/8,536/9,259 8,896 94,391
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Tabnuys 2 — J{ani Bumipy Ha gacrtoTi 50 I'n

Fs, 'y Us,B | Ud,B ‘ Is, A ‘ lout, A ‘ % Load ‘ THDi, % (da3u) Total THDIi, % | n (kxx) %
Kusiaennn 460-430 B
452,204 629 215,730 | 267,407 74,3 9,107/9,327/9,223 9,219 94,498
451,147 625 247,473 | 299,519 83,2 7,982/7,891/8,104 7,993 94,710
449,928 621 278,482 | 331,213 92 7,359/7,172/7,408 7,314 94,796
449,038 619 303,945 | 358,508 99,6 7,026/6,919/7,081 7,009 94,801
446,036 612 377,888 | 437,064 1214 6,515/6,356/6,641 6,505 94,677
50 Kuspiaenns 480-460 B
503 780 37 129 47,39/43,94/51,06 47552
475 661 213 282 78,3 8,85/8,80/8,94 8,864
472 656 246 309 85,8 7,58/7,52/7,69 7,597
470 652 266 337 93,6 7,20/6,96/7,27 7,145 94,449
469 649 292 364 101,1 6,80/6,67/6,88 6,784 94,578
464 639 349 431 119,7 6,97/6,48/7,94 7,156 94,424

Tabnuysa 3 - lani Bumipy Ha 4yacroTi 52,5 I'nx

Fs,Tu | UsB ‘ Ud,B | Is, A ‘ lout, A ‘ % Load ‘ THDI, % (gasu) | Total THDI, % | n (xxa) %
Kusiaenns 460-430 B

453517 | 633 | 179936 | 232,264 64,5 10'771’321;3043’10' 10,881 94,245

451317 | 626 | 222747 | 277,839 772 | 7.836/7,878/7.921 7.878 94.670

450295 | 623 | 250429 | 316,836 88 7.341/7.328/7,388 7.352 94.673

449776 | 622 | 263.369 | 332.704 924 | 7.210/7.034/7.159 7.135 94718

525 | 449533 | 621 | 265504 | 334.728 93 7.817/7.419/7 871 7.705 94,680
Kusiaenns 480-460 B

477348 | 664 | 201225 | 262326 72.9 10'252/11$é387’10' 10273 94,356

476022 | 661 | 226520 | 289.405 804 | 8.404/3.448/8,432 8,428 94582

474773 | 657 | 260012 | 326,047 906 | 7.362/7,384/7.392 7.379 94.727

474537 | 656 | 265954 | 338,249 94 7.218/7.196/7,301 7.238 94,632

Jns inmrocTpartii mponiecy NpoBeeHHs eKCTIEPUMEHTY  TPH HOSBI KOJMBAHHS CTPyMIB Ha BCIX BXOJaX 1 BHXOHAX

B Tabm. 4 HaBeneHo mpukian (ortodikcarii MOKa3HUKIB

BUWL 10kHz

Tabnuys 4 — ®otodikcanisi NIOKA3HUKIB NPH NMOSIBi KOJTWBAHHS CTP

~ TIpCIIBoANTEN

[Hanprxesme 3T (Ud), (8)
Hanpsxenne 3T (Ud), (8)
YocTmpoeDioe e INT (Ud), (B)

Foobugnent woppesipm 3T (Ud). (4) 1003

Buxinanii crpym
o Fluke - “OoBranka”

I'padiku BximHHMX
ta Buxigaux U/l

Hampyra 31T npusoxy

Ud =656B

BxiaHi cTpymu npuBozaa

(«6oBTaHKa»)

o R TR

RS
Auxsagame  Tect
¢ pmaroa Peacmani o Kamibpoaxalid AT A ‘{,

Bxigni Ta BUXigHi

napaMeTpu

BuxiaHi ctpymu npusoza
(KoJIMBaHHS)

&
AAS T4

\Y

1A
50.906

Hz

CTaHIIH-/pKeped 1 PUBOY, 110 nepeBipsieTses (52,51m).

186.849

kWi
94.680
%

KKJI npuBoja mpu HaBaHTa-
xkenHi lout = 334,7A

Buxinna Hanpyra
puBOaa

OoroBopenHst pe3yibTaTiB. OCHOBHOIO METOIO
OCTiKeHb OyJI0 3HANTH MeXi e(heKTUBHOCTI 3aCTOCY-

BaHHS CTaHIi, fKa MpPOEKTyBajiach mig Mepexy 6001,

IpU BUKOPHUCTaHHI B HaIioHaNBHIA Mepexi 500

OTpumaHi pe3yabTaTH I03BOJIIOTH 3pOOWTH HACTYIHI
BHUCHOBKHU:

1. Ha gactoti mepexi Fs = (60+5)'n npuBig mpa-

moe 3 THDi < 8% B miamasoni HaBanraxenb 70% ...
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100% (i HaBiTb HWX4Y€) NPH HaNpy3i IKUBICHHS
Us = 480B +5%/-15% a6o Us = 460B +10%/-15% (six y
cranuii Gipmu «Toshibay).

2. Ha vacrori Fs = (50+2,5)[' niana3oH HaBaHTa-
KEHb HaOJMKAETHCSI IO HEOOXIIHOro, aje TUNBKU TpH
3HIKEeHIN Hanpysi xkusneHHs Us = 380B +10%/-15%.

3. Ha 3HIDKEHHX 4acToTax i3 3pOCTaHHSIM HAMpPYTH
JKUBIICHHS <«3BYXKY€TBCS» [ialla30H HaBaHTaXeHb, [¢
npuBix yrpumye THDi < 8%, sx MoxkHa moGaduTH 3
puc.3, e HaBeIeHO 3BEJCHY 1H(POPMAIIIO PO MOKa3HU-
ku mnpuBony AKO06-PS-360-480-18-111 npu pi3HuX
HaTpyTax i 94acToTax Mepexi.

Us, V
500 —
MIN (% LOAD) — F {Us, Fs) +THDi < 8%
95%
AT4V
475
-+ 82%
98% fg’:; 475\
T 470V pove 549 60
463\
450 — J 60\ 462\
a0 T5%
-+ 450\ 450
425
76%
T 418\
400
T 78%
375 382
Fs,
350 — 1 * L $ } | —-—"z
47,5 50 52,5 60 65

Puc. 3. Iokazuanku npuBoxy AK06-PS-360-480-18-111 B 3aneKHOCTI BiJf 4aCTOTH i HAPYTH MEPEKi

3B'SI30K MK YacCTOTOIO f MEpexkKi YKUBIICHHS, YUC-
oM W BUTKIB OOMOTOK (MEpEXEBHX), IIEPETHHOM Se
ocepeyisl i MAKCUMaJIbHOIO THIYKII€0 Bm MOSCHIOETHCS
dopmynoro s tpanchopmaropuoi EPC (U) — Bona
MPALOE I TPAaHCPOPMATOPIB, IPOCENTIB 1 aBTOTPAHC-
(dbopmaropis:
U[ — 2nfwSeBm
ka
Ockinbkn po3pobka mpusopy AK06-PS-360-480-
18-111 3 18-nmynbcHUM aBTOTpaHC(HOPMATOPOM Bemacs
st mepesxi Us = 480B, 601w, [9] To #oro 3acrocysaH-
HS B Mepexi 31 3HmWkeHoto B 1,2 pasm wactororo 50I'T
BHMarae K MiHIMyM 3MiHH 9HCJIa BUTKIB i/ab0 mepertu-
Hy ocepeans uist podotn 3 Hanpyramu U = 480B [10].

=~ 4,44f ws,By,. 1)

BucHoBkn

Y nmoTouHilt KOH}ITYypamii CTaHIIs yIpaBIiHHS HE
3a0e3nedye 3aJaHUX MapaMmerpiB mpu poOOTi B MHPO-
KOMY Jiama3oHi HampyT XHUBJICHHSA 1 4acTOT Mepexi

JKUBIIEHHS, [0 MOKHA mo0auuth 3 Tabmmmp 1-3. 3a
Bumoroto THDi noBuHHO OyTH MeHiie abo AOpPiBHIO-
Batu 5%, a OTpUMaHi 3HAYCHHS IEPEBUIIYIOTH IEH
MOPIT, OCKUIBKM YacTOTa HUXYE PO3paxyHKoBoi. [lys
3abe3neueHHs 3asBieHux napamerpie THDi mo Bxin-
HOMY CTpPyMYy HEOOXiJHO NMPOBECTH HACTYIHI J0OMpa-
LIOBAHHS:

- 3HM3UTH 3asBJICHY BEITMUNHY HATPYTH KHUBICHHS
Mmepexi g0 380B +10% -15% /50’y — npuBoa HE BH-
Marae KOHCTPYKTUBHHX JIOOTIPAIIOBAHb.

- JloompartoBatu 18-mynecHuii aBToTpaHchopma-
TOp LUIAXOM 30UIBIICHHS NEPEeTHHY Ocepejisi He MEH-
me HiX B 1,2 pa3u, o npuBeze 10 HeoOXiTHOCTI BUTO-
TOBJICHHSI HOBHX KOTYIIOK TpaHc(hopMaropa.

[Ticas mpoBeAECHHS JOONPAIIOBAHb OIIIEHO TPO-
BECTH 0JATKOBI gocmimkeHHs npuBoxy AK06-PS-360-
480-18-111 3 manpyramu mepexi Us = 480B +10%/-
15%/50-+2,5T'u, st Toro o0 MiATBEPIUTH 3asiBiEHI
XapaKTePUCTHKH.
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Study of the parameters of the total harmonic distortion of a control station
with an input phase-shift autotransformer

Dmytro Gapon, Petro Kachanov, Andrey Olshevskiy, Evgeniy Petrik

Abstract. When developing minerals in Ukraine, such as oil, mechanized extraction methods are used, using
submersible electric motors. Such extraction methods provide high productivity and the ability to adjust to the current parameters
of the well, which in turn provides maximum flow rate. To ensure the optimal operation of the pump, frequency-controlled
submersible electric motor control stations are used, which consume non-sinusoidal current from the power supply network
during operation. Also, to reduce distortions of the consumed current, various methods of reducing the total harmonic distortion
(THD:i) of input currents are used. To solve this problem, a control station with a multi-pulse rectifier powered by a phase-
shifting autotransformer was developed, which allows you to reduce the THDi of input currents. This solution allows you to
improve the overall performance of the equipment and its cost by reducing the power of the phase-shifting transformer. The
functional capabilities of the electric drive control station are considered based on experimental data of measuring THDi of input
currents of the network +30% in the frequency range of 47.5-52.5Hz. This frequency range is due to the fact that in many cases,
in the fields, work is carried out with power supply from diesel generators, in which the fluctuations of frequency and supply
voltage are in a significant range. Additionally, the possibility of drive operation at input supply voltages of 460-480V and 430-
460V is investigated. The measurement results are analyzed, and recommendations are proposed for increasing the energy
efficiency of the station.

Keywords: frequency converter, control station, energy efficiency, THDi, multi-pulse rectifier, phase-shifting transformer.
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HanionaneHuii TeXHIYHUHA YHIBEpCUTET « XapKiBCHKHI TONMITEXHIYHUH 1HCTUTYT», XapKiB, YKpaiHa

BU3HAYEHHS OIITUMAJIBHOI'O PYXY JIU3EJIb-NIOI3JA
HA JUIAHIOI HUIAXY 3 BIZJOMUM ITPO®IJIEM

AHoTaNifi. AKTyaJbHIiCTb. 3aTI3HHYHUIN TPAHCIIOPT € OJTHHM 13 OCHOBHHX CIIOXKHBa4iB EHEPTOPECYpPCiB, TOMY po3pobKa
Ta BIPOBA/DKEHHS €HEpro30epirarounx TeXHOJOTIH € aKTyalbHOIO IPOOIEeMOI0, BUPIIIEHHS SIKOI OCTaHHIM 4acoM € OJHHM
13 IPIOPUTETHUX HAMpsSMiB AiSUIBHOCTI (axiBLiB (QyHIaAMEHTaIbHOI Ta MPUKIAAHOI HayKd B Wil ramysi. O0’e€KkT H0cIi-
JKeHHs. IIPOLECH KEPYBaHHS TATOBUMH, IMHAMIYHIMH Ta €HEPTeTUYHUMH XapaKTEPHCTUKaMH MOTOPBAarOHHOTO PyXOMO-
ro ckiaay. Mera cTaTTi: BUPIIIUTH 3aJa4y ONTUMAIBHOTO KEPYBaHHS PyXOM AM3ETb-TI0i3a Ha TUISHII IUIAXY 3 BiIOMUM
npodizeM i3 ypaxyBaHHSIM ONTHMalbHOI BUTPATH MAllBa Ta JOTPUMaHHs rpadika pyxy. PesyabraTu gociimkeHHs. Y
CTaTTi chOPMYIIHOBAHO 1 32 JOIOMOTOI0 METOAY TepPMIHAIEHHX KepyBaHb BHPINIEHO 33a1ady CHHTE3y CHCTEMH KepyBaHHSI
ONTHMAJILHUM PYXOM IM3eIb-TI0i3]1a 3 BIJOMHM TpodineM murixy. [Ipy oMy BUKOPHCTOBYBAIUCS: TEOPIs TATH HOI3MIB i
TSATOBOTO €JIEKTPOIPUBO/IY, METOJM CUCTEMHOT'O aHali3y 1 Teopil ONTUMAaIBFHOTO KepyBaHHS, MaTeMAaTHYHE MOJIEITIOBAaHHS
Ta OOYHMCITIOBAIIBHI EKCIIEpUMEHTH. BicHoBKH. P03p0o0iieHO anropuT™M ONTUMAaNbHUX KePyBaHb AN3ENb-TI0I310M, 32 JOIO-
MOTOI0 SIKOTO BU3HAYECHO MPOTPAMHI 3aKOHH, [0 BCTAHOBIIOIOTH 3aJISKHICT TATU BiJ MacH MOi3[a, MapaMeTpiB NULIXY Ta
TEXHIKO-€KOHOMIYHHX YMOB (IIBUAKICTE, TPUCKOPEHHS, TPpadik pyXy) 3 ypaXyBaHHSIM BUTPATH MaTHBA.

Knao4oBi ciioBa: MOTOpBaroHHUH pyXOMUH CKJIaJl, ONTUMAIBHHIN PyX 1oi31a, TepMiHaJIbHI KepyBaHHs, CHHTE3 CHCTe-
MH KepyBaHHS, MaTeMaTHYHE MOJICIIIOBAHHS, IIPOQIIb MIIAXY.

Beryn

HocTranoBka mpobaemu. [IuTaHHSA MiIBUIIECHHS
TEXHIKO-€KOHOMIYHHUX TTOKa3HUKIB TATOBOTO PYXOMOTO
ckiany YKpaiHM HaJeKUTh JO HAWOLIBII aKTyalbHHX.
Moro pimeHHs MOXIMBE SK 33 PaXyHOK ONTHMi3alii
PEKHMIB pOOOTH €HEPreTHYHOro O0JaJHaHH, TaK 1 3a
paxyHOK ontumizanii pyxy noizmiB. [Ipu domy, mms
pI3HUX YMOB €KCIUTyaTalii ONTHMAalbHUIl peXHM Be-
JICHHS 101312 pO3pOOISETHCS IS 3aJaHOTO Yacy XOIy
[0 TIEPeroHax i Uil KOKHOTO OKPEMOTO BHUIIAJKy Mae
¢Boi ocobimBocrTi [1].

AHaJli3 ocTaHHiX AocaizkeHb 1 mnyoaikauii.
[Ipobrmema ONTHUMATBFHOTO KEPYBAaHHS IU3EIb-TIOT3I0M
MOJKe OyTH TOAiNICHa Ha JIBi HE3aJe)KHI 3a7adi: ONTHMI-
3aIil0 PSKUMIB POOOTH CHEPreTUYHOrO OOJaJHAHHS i
MpoIeCy pyXy Mnoizna.

VY pobori [2] 3a3Ha4eHO, MO0 OJHIE€I0 3 TOJOBHUX
BHMOT JIO CHCTEM KEepPYBaHHS I0i3/1aMHU € 3a0e3MeueHHs
YITKOrO0 BUKOHAHHS rpadikiB pyxy NpH MiHIMaJbHUX
BuTparax eHeprii. Heo0xiaHo, 11100 1moi3a mpoumios mo
MIEPEroHy 3a 4Yac, 0 He MEePEBHIYE 3aJaHuN, PO3MOILT
LIBUAKOCTEH NpH IIbOMY BCEPEAMHI NEperoHy B 3HaY-
HOMY CTYIICHIO JOBUIBHUUN ajie MiJIOPSIKOBYETHCS HU-
3ui oomexeHs [3, 4].

VY po6ori [5] BUKOHAHO aHai3 CXeMHU TATOBOI eie-
kTpornepenaui musens-noizna JEJI-02 Tta ii cucremu
KEpyBaHHS, PE3YJIbTaTH SKOTO JI03BOJIMIN PO3POOUTH
METOJI IEPEBIPKH BUKOPUCTAHHS NOTY)KHOCTI TU3eIs Ha
TATY B YMOBAaX eKCIDTyaTarii.

VY poGoti [6] po3pobiieHo indopmariiiine, nporpa-
MHE 1 aNropuTMidHe 3a0e3NedeHHs, SKe 03BOJIIE BU-
KOHYBAaTH PO3pPaxyHKH PEXHMIB BEJICHHS IOI3/1iB 3 MO-
XKITMBICTIO aJjanTanii napaMeTpiB MoAeNi pyxy Ioiza 3a
pe3ysbTaTaMu JOCIIIHUX MOT3/10K.

VY po6orti [7] BU3HAYECHO, IO TATa Ta FAIbMyBaHHS,
OCHOBHWU o11ip pyxy, Maca, koeilieHT iHepuii odepro-
BUX Mac pyXOMOT'O CKJIay y IOpiBHSHHI 3 XapaKTepHc-
THKOIO KoedimienTa kopucHoi nii (KKJI) Tsarosoro mpwu-

BOJy, 3MIIHCHIOIOTh MCHIIWI BIUIMB HA 3HAYCHHS ITHTO-
MUX BUTpAT CJICKTPOCHEPril.

VY poboti [8] po3pobieHa mMaTemMaTH4HAa MOJEIbH
CHCTEMH KEPYBaHHS €IEKTPOPYXOMHUM CKIIAJIOM 3 BHKO-
PHCTaHHSAM METONY IHUHAMIYHOTO IPOTpaMyBaHHS Ta
3BOPOTHOTO PIIlIEHHS 3a/1a4i BIZHOCHO KOOPIHMHATH Ya-
cy. Y poboti [9] aBrOopamMu oTprMaHO €Hepro3aoiia-
JUKY104y (DYHKIIIIO KepyBaHHS TATOIO, KA 3aJI€XKHUTh Bij
Macd PyXOMOTO CKJIaay Ta yxuiy kojii. ¥ po6ori [10]
3aMpONOHOBAHO CTPYKTYPY MOJIEI CHCTEMH HEUYiTKOTO
3aJlaHHs IBHJKOCTI 1M0i3/1a 3 aJaNTUBHOI KOPEKLIEHO
HNOMUJIKH 11 PeryJiroBaHHs 3a (pakTHUYHHMHU HapaMeTpa-
MH TIPOi3[ly Ha AUISHKAX MpsMyBaHHs. Y po6oTi [11]
OPOTIOHYEThCS MIJXiJ, SKHM TONSAra€ B PO3IUICHHI
BCHOTO IIUIAXY HA MiAJUITHKA 3 0OMEXEHHSIM IIBHIKOC-
Ti Ta IPUITYIIEHHSM, IO OIp pyXy MOi31a € KBaJpaTH-
YHOIO (PYHKIIEIO IIBUAKOCTI, 3allPOIIOHOBAHO METOIH
BUPINIEHHS 3aJad ONTHMAaJbHOTO KEpPYBaHHS IOI3I0M.
Y poboti [12] nHaBemeHi pe3ynbTaTH OOIPYHTYBaHHS
KOHCTPYKIIi MIKPOIPOIIECOPHOI CHUCTEMH KepyBaHHS
SJICKTPUYHOIO Tepeiaueto 3 MOJIIMIIEHUMH TIrOBO-
€HEepPreTUYHUMHU XapaKTePUCTHKaMH JIOKOMOTHBIB. JIu-
3enp-nioizn JIEJI-02 oGnamHaHuit MiKpOMPOIIECOPHOIO
cuctemoto kepyBanus (MIIC), sika 3abe3mneuye ontuma-
JpHY pOOOTY TATOBOI enekrporepenadi. ns 3ammcy
iHpopMmanii npo pyx Qu3enb-Noi3aa Mo MeperoHy 3 Ha-
CTynHOIO i 0OpOOKOI0 PO3pOOIEHO KOMIT'IOTEpHY iH-
¢dopmariitny cuctemy (IC). Pospobiene mporpamue
3a0e3redeH s 103BOJII€ BUKOHYBATH OLIHKY €(EeKTHB-
HOCTI KOXHOI TOT3/IKM 1 OTPUMYBaTH peKOMEHJamii 1o
KEpPYBaHHIO DPYXOM Ju3eNb-TIoi3a 3 MiHIMaJIbHUMHU
€HEeProBUTPATAMH.

Po3risiHeMo 3a/1a4y KepyBaHHS PyXOM, siKa J03BO-
Jsi€ ONTHMI3yBaTH €HEPreTHYHI BUTPATH IPH PYCi IO-
i31a 13 3a3;majnerigp BiJoMuM MpodileM NUIAXy Bcepe-
JIMHI TIEPETOHY.

[IpakTnyHUH iHTEpeC CTAaHOBUTH TAaKOX 3ajada
KEepyBaHHS PyXOM moi3na 3a MiHiManbHui 4yac. Tyt
KpHUTEpiEM ONTUMAJIBHOCTI € Yac. /it iboro HeoOXiqHO
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BUKOHYBaTH KEpyBaHHS 3 YpaxyBaHHSIM J[BOX CKJIaJo-
BHX: OJlHAa 3a0e3reuye MiHIMI3allil0 CHEPreTUYHUX BU-
TpaT MpH pyci IU3eNnb-Noi3Aa, a iHIa — MiHIMaJbHUI
4ac pyxy 3 MOYaTKOBOT'O ITYHKTY /10 KiHIIEBOTO.

MeTo10 po6oTH € BUpILICHHS 3a/1aui CHHTE3Y CHC-
TEeMHU KepyBaHHS ONTHMAaJbHHM PYXOM IH3eJb-1I0i371a 3
BiIOMHM TpodileM NUIAXY; po3poOKa alIropuTMy OII-
THUMAJILHOT'0 KEPYBaHHS AU3€IIb-TI01310M; BCTAHOBJICHHS
3a JIOTIOMOTOI0 PO3pPOOJIEHOr0 HPOrpaMHOro 3abesrre-
YeHHS 3aJIeKHOCTI TATH BiJ MacH TOi3da, Mpodimro
[UIAXY Ta TEXHIKO-€KOHOMIYHUX YMOB.

OcHoBHui MaTepian

PosrnsHeMO MaTeMaTHYHY MTOCTAHOBKY 3amadi. Y
HAIIOMY BHIIQAKY O0’€KT KepyBaHHS MOKHA OIHCATH
CHCTEMOIO TU(PEPEHIIHHNX PIBHIHb:

X = (%, oo Xy Upy ooy U )
>'<2:fz(xl,...,xr,ul,...,um),
................................................. @
X = o (X e Xy Uy ey Up)

dx; . —

g€ X =—, i=1r; I — nopsagok o0’ekra; Xi,..,Xs —

Podt
GbazoBi koopaunaty; Ui,...,U, — KepyBamus (M<r);
fi,..., fy — Gesmepepsri GyHKuil Ha30BUX KOOpAHMHAT i
KepyBaHb.

Ha xepyBanns, (azoBi koopauHatd i QyHKIII Bix
HHX HaKJIaJeHO OOMEKEHHS:

UjminSUjSUjmaX, j:]_, m,

Ximin <X < Ximax, 1=1 1,

Ximin <% < Ximax, 1=1 T, )

Ximin <X < 5(.imaxv i=1r,

Oremin < O (kg Xp Xy Xpy Upy oo, Up) < O maxs
k=1¢e,

ne e— gucio QyHKIii Bif (a30BUX KOOPAUHAT, IX IMMO-
X1THUX 1 KepyBaHb, Ha Ki HAKIAJCHO OOMEKCHHSI.
[ToyarkoBi ymoBH Ha jniBoMy (nipu t =1y ) i rpann-

9Hi yMoBH Ha mpaBomy (mpu t=T ) KiHIAX (a3oBHUX
TPAEKTOPIH HAMIMIIIEMO TAKUM YHHOM:

[%0.-- X0 ]i_g = [0 % (t0)] =
=[X0:---+ %o ]
|:X1k,...,er,Xlk,...,xrk,...,X{li),...,X'gli):L:T =

= % (M) X (M), % (T), - X (T),
xl(S)(T),...,xﬁs)(r)J -

:[Xlk,...,er,Xlk,...,er,..., Xflf),,xlgli)},

©)

JIe TIOPSIIOK S TIOX1THUX HE OOMEXKESHHIA.
3anaHo QyHKIiOHAT:

I = I (Xl,...,Xr,Xl,...,Xr,...,ul,...,um,to,T). (4)

Ham HeoOXimHO 3HAWTH BEKTOP-(QYHKINIO Kepy-
Bab U = (Uy,...,Uy,), sAKa MiHiMI3ye QyHKIionan (4) Ha
Binpisky uacy [tg,T] mpm ymosax (2) i (3). Lle Haii-
OUTBII 3arajibHa MOCTAHOBKA 3a/ladi ONTUMAILHOTO Ke-
pyBaHHS.

[pu kepyBaHHI pyXOM IT013/1a MOYXKHA OOMEKUTHUCH
KJ1acoM 00’€KTiB, IS SIKUX cHCTeMy KepyBaHb (1) mo-
JKHa PO3B’S3aTH LIONO KepyBaHb Up,...,Uyp. Y mbOMY

BUNAJKy KEpyBaHHS MOXKHA pO3MIsAmaTH K (QyHKmii
(ha30BUX KOOpOMHAT 00’ €KTa Ta iXHi MOXiIHI, a PillICHAS
3a1adi ONTHUMAJFHOTO KEPYBaHHS MOXeE OyTH 3BEICHO
110 momyKy HaGopy dymkmii X (t), k=1, r, mo mini-
Mi3yIOTh QyHKIiOHAT (4).

BukoHaeMo cHHTE3 KepyBaHb, IO ONTHUMI3YIOThH
€HepreTUYHI BUTPAT IPH PyCl TU3eib-110i31a, 3a A0IO-
MOTOI0 MEeTO/a TepMiHalbHUX KepyBaHsb [13, 14]. Jlnsa
pieHHs wiei 3a7a4i BUKOPUCTOBYEMO PIBHSHHS JTMHA-
MIKH pyXy Moi3/1a 1 JOCIiIHI XapaKTePUCTHKH AU3EIs Ta
eleKTpoIepesayi Au3eb-1moi3aa.

MateMaTHuHy MOJAEb JJs ONTHMI3allii Mporecy
PYXY B JaHOMY BHUITQJKy MO>KHA 3aIIHCaTH Y BUIJISAI:

d
m—;/tT =Fr —o(x)-Fc; ®)
dx
E:VTl (6)

Je M — maca 1noi3na, kr; V1 — MIBHAKICTH Moi31a, M/C;
Fr — cuna aru moizma, H; ¢(X) — cuma omopy, 1o
3aNIeXKUTh BiJ BenwunHM yxwmiy komil, H; Fo — cuma

B’SI3KOTO TEpTs Ta onopy HosiTps, H; X — Bifcrans, 1o
BiJIPaXOBY€ETHCS BiJl CTAHII1 BiAMIPABICHHS, M.
Cuna omopy ¢(X) BH3HAYaE€THCA BAror AW3EIb-

10i3/1a 1 BETHYHUHOIO YXUITY KOJTIi:
0(x) = Pei(x), (7
ne Pc — Bara moizna, H; i(X) — Benmuuuna yxuy.
Cuna onopy Fe onmcyerbcs HAaCTYITHUM YHHOM:
Fc = PyWo +QWp, ®)
ne Py, Q — Bara ronoBHuX i mpu4inHUX BaroHis, H;

Wg, Wy — nuToMi onopu pyxy TOJOBHHUX 1 IPHYIITHHUX

BaroniB, H.
[MuToMmi omopm pyxy moi3ga BH3HAYAIOTHCS CIIB-
BIIHOIIECHHSIMHU:

Wé = CO + C_I.VT + C2VT2 , (9)

Wo = do +chVr, (10)

ne Cg, C, Cp, dg, d; — mocriiini KoedimieHTH.
3 ypaxyBaussiM (9) i (10) cuna omopy F Bu3Ha-

Ya€THCA TAKUM YHHOM:

Fe = Feo +agVr +aVf, (11)

pi (S FCO = PﬂCO +Qd0, aO = Pj](‘r_l_'f'le, al = P,/]CZ'
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Jlyis OIIHKU SIKOCTI KEPOBAaHOTO MPOIECY 3aMiCTh
y3aragbHeHOro (yHKIioHany (4) Bi3bMEMO OIMH i3
KpUTepiiB. Y IaHOMY BUIAJKy KPUTEPIEM ONTHMAIIBLHO-
CTI € BUTpaTW eHeprii, TOOTO Ui TU3eb-1oi3Na — Ie
BUTpATH NaJuBa.

Butpatn nanuBa Ha NMPOXOMKEHHS IIEPErOHY 3a-
BIOBXKH Xp 3adac T IpONOpIiiHI iHTEerpamy:

]
G = [ (Fr S+by et (12)
0

ne by — xoedimient, skuil BU3HAYAETHCS 13 CITiBBiHO-
LIEHHS

NgMp =1/1+byp), (13)

ae Mg, Mp — KKJI muzens i enextpomnepenadi, p

MOTY>KHICTD JH3EIIs.
Ha puc. 1 HaBeneHo mOCHiIHI XapaKTepUCTHUKH

eJeKTponepenadi ausens-moizma. Tyt Mam, Ners

Nrag+ Np — KK aBToHOMHOrO iHBepTOpa HANpPYTH,

CHUHXPOHHOTO TEHEeparopa, TATOBOIO ACHHXPOHHOTO
JBUT'YHa, eJIeKTporepeaadi, BiamosigHo. Y Bupasi (12)
gac T He (iKCYEThCs, aje BiH HE MOXE IEPEBUIILYyBaATH
MaKCHUMAJIbHO JIOITyCTHMHH Yac.

[HIIMM KpUTEpieEM ONTHMAIBHOCTI MOXE OyTH dac
NPOXOJDKEHHS AU3eNb-Toi31a no neperony. [Ipu npomy
CTaBUTBCA 3a]a4a MMepeBeICHHs 00’ €KTa 3 OYATKOBOTO
($a30BOro CTaHy B KiHIIEBUH 3a MiHIMaIbHO MOYKIIHBHIA
yac. OO6MexeHHs (2) BU3HA4YaIOThCA T'PAaHUYHO IOIycC-
TUMHMU 3HaYEHHSMH LIBHKOCTI, IPUCKOPEHHS Ta CHIIH
TATH.

>

Ni
Tl Nl
0.95 / mcr —
ul --""____-_"-—-.___
0,90 / / //

0,85 / / / L
0,80 //

1} 5 10 15 20 25 30

\

"-\

35 V, mlc

Puc. 1. JIocminHi XapakTepuCTHKH
eJIeKTpoIepeadi Au3enp-moisza

TAroBy XapaKTepHCTHUKY MOJKHA 3alUCATH B TaKO-
My BHTJISII:

Fm =

F pu min[(A—k; X ),B/(x=C)] = Fr,  (14)

F, = min[(A—k; x ),B/ (x=C)],ipn Fy < Fy,

e FTH — IPaHUYHO-JOIIYCTUMA CUJIa TATU; X — LIBUJ-
Kicth 00’exta; A, B, C, k| — nocriiini Bennuunm.

Tenep BUKOHA€MO CHHTE3 KEpyBaHb PpPYyXOM

00’€eKTa, MIHIMI3YIOUH TIPH [[bOMY BHUTpPATH TajuBa abo
qac pyxy 00’eKxra.

Cucrtema piBHAHB (5), (6) Mae TiIBKH OJIHE Kepy-
BaHHA (CHJIy TATH) 1 MOXe OYTH IpeJCcTaBlieHa K OKpe-
MU BHIIAJIOK 00’€KTa, IO ONHCYETHCS PIBHSHHSIM BH-

ay:

f(x, % % ..., x°, u(t)=0

abo

u) = f (%, % % ..., x®), (15)

ne dazoBumu KoopauHatamu € gyukiis X(t) Ta ii mo-
XimHi.

Busnaunmo ¢yukuiro X(t) i xepysamus u(t) 3a
JIOTIOMOTOI0 METOJa TEePMiHaNbHHUX KepyBaHb. SIKIIIO
Bimomuii mouatkoBuit (A() 1 kinneswit (B;) cran
00’exTa KepyBaHHsS B 0araTOBUMIpHOMY HPOCTOPi, TO
icCHye MHOKHMHA (Da30BHX TPAEKTOPIH, SKi 3’€AHYIOTH L
TouKH (puc. 2).

A

XM i - B

A

I I ! | I .
0 1 I I3 s Is [

Puc. 2. TpaekTopii pyxy 00’exra (Xo, Xj, Xm — BiAmoBigHO
MOYaTKOBA, MPOMIXKHA 1 eKCTpeMallbHa TPAEKTOPIs)

PoOuTHi BUCHOBOK Mpo ONM3BKICTH (ha30BOi Tpaek-
TOpii X 10 eKcTpemai HPOIOHYETBCS 3a IIBHIKICTIO

3MiHH (YHKIIOHANY, KA MOONH3Yy eKCTpEMyMy Iipar-
He HyJs1. OCKIJIBKH €KCTpeMalib SIBJIsi€ cO00I0 Hemepe-

pBHY GYHKIIIO Yacy, TO BOHa MOXe OyTH anmpOKCHMO-
BaHa TOJIIHOMOM:

r+n-1

XM= Z Citil (16)
i=0

Je I — KUTBKICTh HMOYAaTKOBMX YMOB; N — KUIBKICTH
KiHneBux ymMoB; Cj — KoedilieHTH mojliHOMa; t — Yac.

[Ipn upomy GaxkaHuil pyx 00’€KTa ONUCYETHCS Herepe-
pBHOIO Ta I pas3iB audepeHniiioBaHo (yHKIIEO
X(t).

3aKoH KepyBaHHs 3HAXOIUTHCS K QyHKLIs (a3o-
BUX KOOPJHMHAT HUISIXOM DIlIEHHS BUXIIHOI CHUCTEMH
IudepeHniHHNUX PiBHAHB, IO ONHUCYIOTh TUHAMIKY pyXy
00’eKTa.

3agaya onTuMmizallii 3BOAUTHCS 0 3HAXOKEHHS

koedinientis Cj mominoma (16).

Skmo 3a yMOBOIO 3a/1a4i HEOOXiTHO 3aJ0BOJHHU-
TH I TIOYATKOBHMM 1 N KiHIIEBUM YMOBaM, TO, BHKOPHC-

TOBYIHOUYH iX JJ11 BU3HAUYCHHS Ci , 3HaﬁﬂeMO 3aKOH KC-

pyBaHHs, sIkMi 3a0e3nedye BUpILICHHs KpaioBoi 3a1aui.
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IMepmii r HeBigomux koediuieHTiB I (azoBoi Tpaek-
TOpIi, MO APOKCHUMYEThCS moniHoMOoM (16), BU3Ha4a-
I0ThCS TAKMM YHHOM:
x()
Ci =

i=0,1...,r-1,
i!

A7)
ac Xg)

nauX. [HO N KoedimieHTiB 3HAXOANMO 3TigHO popmy-
JH:

— movaTkoBi 3HaueHHs Qynkuii X(t) Ta i moxi-

i-1

C - (r+n-v-1)!
r+nli1V:0 (r - (_1)!(i _V) !:-Ll;il_v (18)
v r+n-v-1)! W)
) -
+ \E) ( ) i!(r+n—i—V—1)!V!TI_V Xy

i=r,r+1,..,r+n-1,

e X|(<V)

Hux opu t=T .
MiHimizauis (QyHKIiOHaNa MOXe 3IIHCHIOBATHUCS

SK 32 JOINOMOIOI0 Mindopa BNBHUX KIiHLUEBHX YMOB
n+ n+2 n+m
04042

— kinuesi 3Hauenns gynkuii X(t) Tta i moxia-

, Tak 1 migbopoM KoedimieHTiB

G .

Jnst 06’exra xepyBanHs (5), (6) moTpiOHuil kepy-
tounii BB (15) (cmia TArHM) 3 ypaxyBaHHSAM BiJHO-
nreHb (11) 1 (16) 00UHCITIOETHCS TAKUM YHHOM:

d2 r+n-1 i d r+n-1 i
Fr=m—| > Cit tag > Cit' |+
dt\ iz i-0
r+n-1 . 2 (19)
+ay m > Cit' || +¢(x)+Feo.
i=0

VY (19) xoedinienTn C; BU3HAYAIOTHCS 3a IOYAT-
KOBUM Xjo 1 rpaHM4HHM X (i =1, r) 3HaueHHAMHU (da-

30BUX KOOPJIUHAT.

Po3pobka anropurma NOUIYKY
ONITHUMAJIBHUX KEPYBaAHb

3rifHO PO3MIITHYTOTO METOJy 3arajlbHa CTpaTeris
pillieHb MOCTABJICHOT 3a4a4i TOJISTAE V!

1) Bu3HAUECHHI 3a BiOMHMHE mapaMeTpaMu 06’ eKTa
KepyBaHHS Koe(ilieHTiB qudepeHmiiHuxX piBHAHb (5) i
(6), AIKi OTIMCYIOTH HOTO TWHAMIKY;

2) pimenHi cucteMu AU(EpeHIifHNX PIBHSIHB Bill-
HOCHO KE€pYBaHb;

3) obumceHHI 32 TOYATKOBUMH 1 KIHIIEBUMH YMO-
BaMM BUXiZHOI (a30BOi TpaekTopii i MOYaTKOBOTO 3HA-
4yeHHs! QyHKIIOHAa;

4) BUKOHAHHI 33 JOMOMOTOK BHUIAJKOBOIO MOLIY-
Ky WiI0opy BIANMOBIIHUX BUIBPHUX KIHIIGBUX YMOB

XIEHJr ), Xlgmz),..., XIEner) 3 ypaxyBaHHAM 3aJaHUX oOMe-

KEHB;
5) oTpuMaHHI 3aKOHY KepyBaHHS PYXoM 00 €KTa,

IIIIXOM HiILCTaHOBKI/I 3Ha4CHb Ci Y BUpa3u 4Jjid Kepy-

BaHb.

ANTOpPUTM CHHTE3Y ONTHMAJbHHUX TEPMIHAIBHHUX
KEepyBaHb PYXOM JAW3ENb-1I013/1a MO JUISHII HUIIXY 1 3
ypaxyBaHHSM 0OME)XeHb HaBeIeHO Ha puc. 3.

Ha nmoyartky po0oTH 3a/1at0ThCsl BUXiHI JaHi: Maca
oizaa, TOBXHHU AULIHOK IIISIXY, BEIUYUHH IX yXUIIB,
MMOYATKOBI 1 KiHIIEBI yMOBH, MacmTaOHI Koe]imieHTH
st poOOTH TPOLEAYPH BHIAIKOBOTO IIOLIYKY, TOY-
micts onmrumizartii, Bepxui (GV(I)) i mmwxkai (GN(I)) 06-
MEKeHHS Ta Tx gncio (610ku 2 Ta 3 Ha puc. 3).

VY IaHOMy BUNAAKY PpO3IINAIOTBCS TpHU oOMe-
xernHsa (KOG = 3), a came: o ZOMyCTHMii MBUAKOCTI,
MIPUCKOPEHHI0O M KepyBaHHIO. TO4YHICTH onTuMizamii
(TOL) 3amaethest y BifICOTKAX i € MIHIMAIBHOIO BiIMiH-
HICTIO MIXK JIBOMA MOCIIiJOBHUMH 3HAYCHHSAMHU (PYHKITi-
onana FNL, npu mocsrHeHHI SKOi 3ajada BBAXKAETHCS
BUPILICHOIO.

Y Ornoui 4 OOYMCIIOETHCS IOYATKOBE 3HAYCHHS
¢yskmioHany FL 3 ypaxyBaHHSAM ITUIIIe KpaHOBUX YMOB,
NPOBOJHTHCS PO3PAXYHOK TEPMiHAIBHHX KEPyBaHb Ta
MOJICITIOBaHHS PyXy 00’€KTa MiJ Mi€l0 IUX KEepyBaHb.
[Npouec po3paxyHKy BUKOPHUCTOBYE IPOLEAYpPY BU3HA-

yeHHs koedimientiB Cj 3rigHo BHpasiB (17) —(18) i
MpONEeNypy pIlICHHS CHCTEMH HENiHIHHUX audepeH-
LIMHUX DIBHSAHB. Y pPe3yJbTaTi BUKOHAaHHS OOYMCIICHB
OTPUMYETHCSI BHUXIJHA TPAEKTOPiS PyXy Ta IOYaTKOBE
3HAYeHHS (YHKI[IOHATY.

VY 6ot S5 mpoIEeaypPOr0 OOUHCITIOIOTHCS 3HAUCHHS

koediuientiB C; BuxigHoi dyHkuii X(t) mo 3aganum
MOYATKOBUM 1 KIHI[CBHM yMOBaM.

Jami BusHayaethcss N mOXiHa B MOMEHT 4acy
t=T nia mouarkoBoro HaONMKEHHS IIYKaHOT (a3oBol
tpaekropii. Ockinbku N =2 (3agaHi KiHIEBA TOYKA
UUISAXY 1 WIBHUJKICTB), TO NPU MEPIIOMY IPOXOJi OyayTh
mig0UpaTHCs ONTHUMAIbHI KIHIIEBI 3HAYEHHS JPYTrUX
noxigaux (610K 6 Ha puc. 3).

[Micnst 30iMpIIEHHS KUTBKOCTI KIHIICBHX YMOB Ha
oauHUIO (050K 7 Ha puc. 3) BAKOHYETHCS MOJIEITIOBAH-
HS BUXIiJTHOI TPA€KTOPil Ta BUBEACHHS PE3yNbTaTiB MO-
JICTIOBaHHs quHAMiku 00’ exTa (010K 8 Ha puc. 3).

HactynmHuM KpOKOM 3aaf0ThCS BUXITHI JaHi IS
poboTH mpoueaypr BUIIaIKOBOTO MOUIYKY, BiIOYBA€Th-
cs1 MacImTabyBaHHA 3MIHHHX Ta iX mepenada 10 Mpoiie-
JypHY HOMIYKY eKcTpeMyMmy (YHKII OaraTbox 3MiHHHX
IUIAXOM Mi00pYy KIiHIIEBMX YMOB 3 ypaxyBaHHSIM 00-
MexeHb (6oku 9-11 Ha puc. 3).

IlepeBipka oOMexeHb 3IMCHIOETHCA IIISIXOM 00-
YHCIICHHS B 33J1aHi MOMEHTH 4acy HEOOXiTHUX 3MiHHUX
1 BUKOHaHHS X NMOPIBHAHHS 3 BEJIMYMHAMM, 33JaHUMHU
CIiBBiHOIIECHHAMH (2).

[Tpn HEeBUKOHAHHI YMOB I€HEPYETHCSI HOBA TOYKA 1
nporec 00YnCIIeHb 1 MepeBipKy MOBTOPIOEThCA. [Hakme
— obuncimoeTscs 3Ha4eHHs (QyHKIioHany | i BUKOHY-
€THCS TIOPIBHSHHS 3 TIONEPEAHIM HOro 3Ha4YeHHSIM. 3a-
BEpLICHHsI MPOLEYPHU MOUIYKY BUKOHYEThCS MICIIs 3HA-
XOJKCHHSI ONTUMAJIbHMX 3HA4Y€Hb 3MIHHHMX, 1110 MiHiMi-
3YIOTh (DyHKIIIOHAIT.

[Ticna 3BopoTHOTrO MacmTabyBaHHS 3MIHHUX BiJ-
OyBaeTbCs MOJENMIOBAHHS pyXy 00’€KTa MO ONTHUMAJIb-
Hill TpaekTOpii Ta BUBeAEHHs pe3ynbrariB (Onoku 12-14
Ha puc. 3).
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MYCK )
— 2
3aaaHHA NO4aTKOBMX YMOB Ta
BUXiAHUX JAHUX:
R, X, UM, Xo, Xk
— 3

3afaHHA TOYHOCTI Ta
obMeKeHb onTUmizaLji:
KOG, GV(I), GN(1), TOL

I S

36inbLUEHHA KiNbKOCTI
KiHLeBux ymoB N Ha
OAMHULIO

I

MopgentoBaHHA BUXIAHOI
TPAEKTOPIi Ta BUBEAEHHA
pesynbTaTtiB MOAENtoBaHHA
OMHaMIKM 06’ekTa

I

3aAaHHA BUXIAHMX Aa HUX oA
npoueaypy BUNaKoBOro
nowyky: A, IM, EKV, EV

PR S
Ob‘-I]l;ISCnEHHﬂ dyHKUioHany /
Ta MOAE/OBAHHA PYXY
06’€eKTa No ONMTUMaN bHi
TpaekTopii

I

14

BuBeneHHA pesynbratis
mozentoBaHHs: X, FL

I B

BW3HaYeHHA BENUMHM
3MeHLUeHHA GyHKLioHany

— 4
O6unCNeHHA NOYATKOBOrO

— 10

3HauyeHHA QyHKUjoHany FL,

PO3PaxyHOK TepMiHaNbHUX

KepyBaHb Ta MOAENIOBAHHSA
pyxy 06’ekTa

X(=X, UM

oYKy

»
1

MacwrabyBaHHA 3MIHHUX:

Ta iX nepecnnaHHA fo
npoLeaypv BUNaKoBOro

3aAaHy TOYHICTb
[OCATHYTO?

— 5

OB6uMCNeHHA 3HAYEHHA 6araTbox 3MiHHUX
KoediuieHTiB C; dyHKUIT X(t)

nowyky

I

MowwyK eKkcTpemymy dyHKLji

NnpoLLeAypoto BUMa AKOBOTO

KinbkicTb iTepauiit N
BMYEpnaHo?

I

Bu3HaueHHsA noxiaHoi (N=2) B
MOMeHT yacy t=T gna
NO4YaTKOBOTO HabBMKe HHA
bazoBoi TpaekTopii

3MIHHWX

X()=X, UM

—12J— 18

3BOpOTHE MacluTabyBaHHA

19

IHiLjanizayja dyHKUioHany

FNL=FL gns nosTropeHHs
iTepaLjiiHoro npouecy

BuBeaeHHA AiartHOCTUYHNX
nosiAoM/eHb

I

\— 20

cTon

Puc. 3. biok-cxema anropuTMy CHHTE3y ONTUMAIBHUX KepYBaHb

[licins BU3HAYEHHS BEJNMYMHU 3MCEHIICHHS (YHK-
LiOHATY MPUHAMAETHCS PIICHHS PO MPOJOBXKEHHS 00-
yrcaeHs (6s1oku 15 ta 16 Ha puc. 3): KO 3MEHIIECHHS
(YHKI[IOHATy HEAOCTATHBO 1 KUNBKICTh iTepaliil He J10-
csrla MakCUMaJIbHO JIOIyCTUMOTO 3Ha4€HHS, POOUTHCS
nie ojHa iteparis (nepexix Ha 6ok 5 Ha puc. 3). [Hak-
111e BUBOJAUTHCS BiAMOBiAHE MOBigoMieHHs (610k 19).

Ha ocHOBI po3po0ieHux Mojeni Ta alropurMy
NOIIYKY TEPMIHAIBPHUX KepPyBaHb BH3HAYUMO 3aKOH
KepyBaHHS, KU On 3a0e3NeurB MepeBeCHHS IH3eIb-
moi3za Macor M Ta MBHUAKICTIO pyxy V =th 3a yac

T =1, -t Ha Bimcranp S Ta 3 KIiHIEBOK LIBHUAKICTIO
pyxy Vi :Vtz 3 ypaxyBaHHSAM MiHiMi3anii oOpaHOro

¢dyHKIIOHANA.

[Ipn poMy B mporeci po3roHy MIBHIKICTD i IpHC-
KOPEHHsI 00’€KTa He NOBUHHI ITEPEBUITYBATH TPAHUIHO
momyctumi 3HadeHHs mBHAKOCTI (Vy,,) 1 IpHCKOpeHH:

av e .
— Ha 3aJlaHiil JUISHII NUIIXY, a KepyBaHHS (cuia
dt oon

TSATH) — TPAHWUYHO momyctumy cuiny Tsaru ( Fry ), ska

BH3HAYAETHCS CIiBBiTHOMEHHM (5).

Ha puc. 4 HaBesieHO 3MiHU CHJIM TATH: KpHUBA 3 1H-
JEKCOM «1» BiAMOBiZaE MOYATKOBOMY PIIIEHHIO Kpaio-
BOi 3a/lavi, KpUBa 3 1HIEKCOM «2» — 3MiHI CHJIU TSITH

IpHU MiHIMI3alil 9acy pyxy, KpuBa 3 iHAEKCOM «3» —
3MiHI CHJTU TSITH TIPH ONTHMIi3allil BUTPAT MaJIuBa.
Fr, kH

320 [
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Puc. 4. 3mina cumu Tsru noizaa (Fr) mix 9ac BupimeHHs
3aJa4 MiHiMi3amii yacy pyxy Ta BUTpAT MaJkBa
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CuHTe30BaHMN ONTUMAJIbHUM 3aKOH KepyBaHHS
pyxoMm, mo 3abe3nedye MiHIMaJbHI BUTpPAaTH IajHBa,
Ipu pyci moi3a Ha 3aJaHiil MUISHIN [OUIAXY Ta JAOTPH-
MaHHI 0OMexeHb Ha ()a30Bi KOOPJMHATH Ta KepyBaHHS
Ma€e BUIIISIA:

FT = FTO +
2
2C, +6C,t +12C 4t~ +
. 2 +6C3 4
+20Cst3 +30C4t* + 42C,t°
+2C,t +3Cqt? +
+ag- G +2C, 3 (20)

+4C,t3 +5Cct* +6Cat° +7C,t8

C; +2C,t +3Cqt? +
+ag - ,
+4C4t3 +5Cct* +6C4t° + 7C,t5

ne Frg=0(X)+Fcg; ¢0(X) — Gynkuis, mo Bu3HaYaeTh-
Cs Barolo Moi3/ia Ta BSJIMYMHOK YXWIY KOJIii; M — Maca
moi3ia; t — 4ac, IO BiJIpaXOBYETHCS BiJl MOYATKY iHTE-
pBaly KepyBaHHA; dp, & — KOC(]ILiEHTH anpoKCHMa-
mii, Mo 3ajekaTh Bil MacH MOi3[a, BU3HAYAIOTHCSH 3
supasis (7) —(9); Cij(i=1..,7) — koediuientn moi-
HOoMa (16), 0OyMOBIIEHI TPOTpPaMOI0 TOIIYKYy ONTHMA-
JBHUX KepyBaHb, BUXOISYH 3 MOYATKOBHUX Ta KiHLEBHX
YMOB, IIPH ONTHMi3alil BUTPAT NaJbHOTO.
CuHTE30BaHUM ONTHUMAIBHUI 3aKOH KepyBaHHA
pyxom, 1o 3abe3neuye MiHIMaIbHUI 4ac MPOXOKESHHS
3aJaHoi JUISHKHM LUIIXY Ta JOTPUMAaHHS OOMEXeHb Ha
(ha30Bi KOOPAMHATH Ta KEPYBAHHS Ma€ TAKMH BHUIJISL:

Fr=Fro+
2 3 4
+m~(2C2 +6Cat +12C,t% + 20Cst® +30C4t )+

+2g+(Cy + 2G5t +3C3t? +4Cyt3 +5Cot* +6Ct° |+ PV
2
+ay .(cl +2C,t +3C4t2 +4C,t3 +5Cst* +6Cet% ),

ne C;(i=1,...,6) — xoediuientu mominoma (16), sxi
BU3HAYAIOTHCS IIPOrPaMO0 IMOUITYKY ONTHMAalbHHUX Ke-
pYyBaHb, BUXOJSIYH 3 TOYATKOBHUX Ta KIHIIEBHX YMOB TpH
MiHIMIi3aIlil yacy pyxy.

Ha ocHOBI 3anpornoHOBaHOTO AJIropuT™My OyJio po-
3po0sieH0 TIporpaMHe 3a0e3nedyeHHs A BH3HAYCHHS
€KOHOMIYHOTO BeIeHHS Am3enb-moi3niB cepii JEJI-02,
sIKe TpU3HaUeHe i podotu y ckinani MIIC kepyBaHHS
1 mo3BoIIsIE O0MpaTH Ta KOHTpoIoBaTu a0 20 aHamoro-
BHX Ta 46 AWCKPETHUX CHUTHANIB (TIEPioJ OMUTYBaHHI
JATYNKiB CTaHOBHUTH 10 McC, TPUBATICTh Oe3MepepBHOTO
3anucy — 10 24 roguH).

BucnoBku

Y poboTi MOCHIIKEHO MOXIUBICTD ITiBUIICHHS
€KOHOMIYHUX XapaKTEepUCTHUK JU3eNb-TIOI3IB  cepii
JEJI-02 3a paxyHOK onTUMi3allii iX pyxy:

1) BUKOHAHO aHami3 3a7a4i ONTHMAILHOTO Kepy-
BaHHS PyXOM, SKHH IOKa3aB, IO ii pilIeHHA 3HAXO-
JIUThCSI B IEBHUX PaMKaxX OOMEXEHb, MOB’SI3aHUX SK 13
JOTpUMaHHIM rpadika pyxy, Tak i oOMexeHb Ha (a30Bi
KOOPJHMHATH, iX MOXi/HI Ta KepyBaHHS;

2) MOCTIKEHO JIBa OCHOBHHMX KPHTEPIS ONTHMAa-
JILHOCTI: BUTPATH MAJIMBa Ta 4ac MPOXOHKEHHS JUISTHKH
Xy (MiHIMI3alis 9acy pyxy HpH HakJiaJieHuX oOme-
JKEHHSIX BUMarae OUIbLIMX BUTpAT MaluBa i HE MPHU3BO-
JIUTH J10 CYTTEBOTO BUTPALIy 32 YaCOM PyXY I11013/1a);

3) po3po0JICHO ANTOPHTM CHHTE3Y ONTHMAlbHUX
TepMiHAIBHUX KEPYyBaHb PyXOM JU3€Ib-1I0i3a Ha JiIs-
HII IUIIXY 3 YpaxyBaHHAM TEXHIKO-€KOHOMIYHHX 00-
ME)KEHb;

4) po3pobsieHO 1 BTUIEHO HA  JU3Eb-NOI3/1
JEJI-02 mporpamHe 3a0e3Me4YeHHs, SKe TO3BOJISIE: BU-
KOHyBaTH 3HiMaHHs iH(opmauii 3 IC 3a Bech 4ac pyxy
U3eb-TI0I3/]a; HAJaBaTH pPEKOMEHMAIll MaIluHICTy
UIOZ0 BEJCHHS IU3ENb-I013/1a 3 MIiHIMAJILHOIO BUTpa-
TOIO MaJIMBa; BUKOHYBATH CTATUCTUYHHI aHaIi3 3aIliCiB
JUISL TIOLTYKY MIHIMQJIbHUX, MAKCUMAaJIbHUX Ta CEPEAHIX
3Ha4eHb NOTPIOHMX ITaApaMeTpiB.
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Determination of optimal diesel train motion
on a section of a route with a known profile

Valentin Noskov, Maksym Lipchanskyi, Volodymyr Panchenko, Hennadii Heiko

Abstract. Relevance. Railway transport is one of the main consumers of energy resources, therefore, the development
and implementation of energy-saving technologies is a relevant task, the solution of which has recently become one of the priori-
ty areas of activity for specialists in both fundamental and applied science in this field. Object of research: the processes of con-
trolling the traction, dynamic and energy characteristics of multiple-unit rolling stock. Purpose of the article. To solve the prob-
lem of optimal control of a diesel train’s movement along a section of the track with a known profile, taking into account optimal
fuel consumption and compliance with the traffic schedule. Research results. The article formulates and solves the problem of
synthesizing a control system for the optimal movement of a diesel train with a known track profile using the terminal control
method. The following were applied: the theory of train traction and traction electric drive, methods of system analysis and opti-
mal control theory, mathematical modeling and computational experiments. Conclusions. An algorithm for optimal control of a
diesel train has been developed, with the help of which program laws have been determined that establish the dependence of
traction on the train’s mass, track parameters, and technical and economic conditions (speed, acceleration, traffic schedule) tak-
ing fuel consumption into account.

Keywords: multiple unit rolling stock, optimal train movement, terminal controls, control system synthesis, mathemati-
cal modeling, railway track profile.
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OPI'AHIBALIA ITAPAJIEJIBHOI'O BUKOHAHHA METOAIB OBPOBKH
I'OJIOCOBUX CUT'HAJIIB HA BAT'ATOSIEPHUX CPU TA GPU

AHoTanisi. AKTyadbHicTh. HaOynu mommpeHHs Taki CHCTEMH, SK TOJIOCOBI TIOMIYHHKH Ta 3aCO0U 1IeHTU(IKAIli MOB-
119, SIKi (DYHKIIOHYIOTh Ha OCHOBI OOpPOOKHM TOJIOCOBUX CHUTHaNIB. [IpOMyKTHBHICTD IIMX CHCTEM 3aJISKHTH BiJ 00CATIB Ia-
HUX 1 yMOB (yHKIioHyBaHHS. OOpoOKa BEIMKMX MAaCHBIB FOJIOCOBUX CHTHAJIIB a0o0 3a0e3nedeHHs poOOTH B peaJbHOMY da-
ci BIMarae BHCOKOIPOIYKTHBHHX OOYHCIIeHb. TaKky IIBHIKOZIII0 MOXHA JOCSATTH 32 JOTIOMOTOI0 MacCHBHO-TIApaJeIbHAX
CHCTEM, BKJIIOYAIOUYH 0araTornporecopHi kiacrepu abo muckpetHi GPU. O6’eKT mociinzkeHHsI: opraHizallis napaneabHux
00YHCITIOBATIBHUX MPOIECIB Y 3a7a4ax 00pOOKH TOJIOCOBUX CUTHAJIB 13 BUKOPUCTAHHIM MOXKJIMBOCTEH apXiTEKTyp Cy4acCHHUX
nporiecopiB. MeTa craTTi: po3poOKa CHCTEMH MapalielIbHOi 0OpPOOKHM FOJI0COBUX CHTHATIB 3 aIalTOBAHHUMH aJITOPUTMAaMHM IS
bararosinepuux CPU, iHrerpoBanux Ta quckpetHux GPU. PesysabTaTu nociimkenns. [IopiBHSIBHUI aHai3 MOKa3aB, IO 3a
HEBEJIMKOTO HaBaHTAXECHHS (TOJIOCOBI MMOMIYHHKH, IEPCOHANBHI 3aCTOCYHKH) AOCTaTHRO BUKOpHcTaHHS CPU, mo 3a0e3neuye
e(eKTUBHE BUKOHAHHS OOYKCIICHD 13 HU3bKUMH YaCOBUMH 3aTpUMKaMu. HaToMicTh 11 00pOOKH BEJMKUX MACHUBIB TOJIOCO-
BUX JJaHMX 3alPOIIOHOBAHUN MapaienbHud miaxin, peanizoBannii Ha CPU i GPU, mo ckopouye yac BUKOHaHHS Ha 25-30%
MOPIBHSHO 3 TOCTINOBHOM pearizariero Ha CPU. BucHoBku. J[ociipKeHHs MOKa3alld, 10 BUKOPHCTAHHS MapalielisMy Ha
CPU norineHe 114 eTariB 00poOKH TOJIOCOBOTO CUTHAY 13 MMM 00CSTOM 00YHCIICHb, TOI sk muckpeTtHi GPU MoxyTh Oy-
TH BUKOPHCTaHi Ha etanax oouncinenHss MFCC, cnekTpansHOTo BiiHIMaHHS Ta BeiBieT-(inpTparii.

KnaouoBi caoBa: cucremu roiocoBoi ineHTH¢ikanii, 00poOKa CHUTHAJIB, BHIUJICHHS XapaKTEPHUCTUK, HOpMai3awis,

MFCC, cniekTpasibHe BiHIMaHHA Ta BeiBneT-¢inptparis, CPU, GPU, iGPU.

Beryn

IMocranoBka mpodJaemu. Ilotpeba y 3axucrti iH-
(dbopmarii BiJi HECAHKIIIOHOBAHOTO JOCTYILY CIIPHSIE PO3-
BUTKY CHCTEM TOJIOCOBOI ifeHTH(IKalil, sIKi 3acTOCO-
BYIOTbCSI y OloMeTpuuHiii ayTeHTH(iKalil, ToJI0COBUX
ACHCTEHTaX, MOOUIBHNX 3aCTOCYHKaX, XMapHUX CEpBi-
cax, OHJIAaifH-O0aHKIHTY Ta CHCTEMaxX KOHTPOJIO JOCTYITY
[1]. ABTOMaTH3aMis MUX CHCTEM 3a0e3MeTyEThCS BUKO-
pHUCTaHHSAM METO[iB OOpPOOKH CHTHAJIB, 30KpeMa CIIeK-
TpPabHAM aHATI30M Ta OI[IHKOK TEMOpPOBHX i pUTMIiU-
HUX XapaKTEpUCTHUK roiocy [2].

3i 301IBLICHHAM MAcCIITa0iB 3aCTOCYBaHHS Ta PO3-
BUTKOM TEXHOJIOT1H 00pOOKH JaHUX 3pOCTAIOTh BUMOTH
JI0 TIPOJIYKTUBHOCTI OOYUCIIOBAJILHUX IIIAT(HOPM, OCKi-
JIBKA O0OpOOKa BEIMKUX OOCATIB MaHUX Y DPEaTbHOMY
Yaci BKJIIOYAOYM (BibTpalito CUrHaly, BUIyYeHHS 03-
Hak, OOYMCIICHHSI CIIEKTPATLHUX XapaKTEPUCTHUK 1 (op-
MYBaHHS MoOJeJIeii royiocy moTpedye 3HAUHHX 004HMC-
JIIOBaJIbHUX pecypciB. PeasbHi yMOBM ekcIutyararii, 1o
XapaKTepU3yIOThCSI BUCOKUM (DOHOBHM IIIyMOM, HasiBHi-
cTI0 peBepOeparlii Ta HU3BKOK SKICTIO 3aIlUCIB, CTBO-
PIOIOTH 3HaYHE OOYMCIIIOBAILHE HABAaHTA)XKEHHS Ha CHC-
TeMy depe3 HEeOOXiIHICTh BUKOHAHHS IIyMO3ariyIIeH-
Hs, KOMIIeHcalii peBepOeparlii, HopMamizaiii CHUrHaIy
Ta BHAUIEHHS 03HaK [3]. Uepes 1ie akTyaabHHM € 3aCTO-
CyBaHHS MapajienabHoi 00poOku Ha Garatosnepanx CPU
Ta quckpetanx GPU, 1o no3Bodisie miABUIIATH TPOAYK-
TUBHICTh CUCTEMH Ta CKOPOTHTH 4aC BHKOHAHHS 004H-
CIJICHB.

Cyuacni CPU B8in Intel, AMD Tta Apple 3a6e3me-
YyIOTh BUCOKY NPOAYKTHBHICTb 3aBISIKH OaraTosiiepHii
apXiTeKTypi Ta MiATPUMKH 0araTornoTOYHOCTI, IO PO-
OuTh TX e()eKTUBHUMH IS CKIAHUX OOYKCIICHD Yy pea-

JBHOMY Yaci, 30KpeMa aHaji3y JaHuX, MAIInHHOTO HaB-
YaHHSA Ta PO3Mi3HABaHHSI MOBICHHs [4]. Anroputmu 3
MTOCTITOBHOIO a00 OOMEKEHOK ITapaliellbHOI 00po0-
Koio peanizyrorecs Ha CPU, 3abe3nedyroun KOHTPOJb
HaJl TIOPSAKOM BHKOHAaHHS KOMaHJ Ta OpraHizamito mo-
TOKIB oOuunciieHb. Ha mouyatkoBux eramax oOpoOKu ro-
JIOCOBUX CUTHAJIB BOHU BHKOHYIOTH LIIyMO3aHMKCHHS,
HOpMaJtizalliio aMIuiTy i, GppedMyBaHHs Ta BUUICHHS
xapakrepuctuk [3]. IIpote oOmexeHa 31aTHICTD 10 Ma-
COBO-TIApaJIeIbHUX OOYUCIEHb 3HIKYE e(EeKTHBHICTh
BukopucTanHs Oararosnepanx CPU y cyuyacHux cucre-
Max, 1110 MOTPeOyI0Th OJJHOYACHOTO BUKOHAHHS BEJINKOL
KUTBKOCTI omepamiid. Y TakHX BHUIIaJIKaX TOLUIBHO 3a-
CTOCOBYBaTH iHTerpoBaHi Ta muckpetHi GPU, 3matHi
3a0e3neunT 00pOOKY BEINHKUX JaHUX Y peallbHOMY
gaci [5].

I'padiuni mporecopu Big NVIDIA ta AMD creri-
ami3yIOThCSl HAa MAacOBO-TIApaNeIbHUX OOYHCIEHHSIX i
3aCTOCOBYIOTBhCS Y BizieooOpooti, 3D-penpepunry Tta
rmbokoMy HaByaHHI. Apxitektypa GPU miarpumye
OJHOYACHE BMKOHAHHS BEJIHMKOI KUIBKOCTI OJHOTHUITHUX
omepariiii, 00poOKy BEIMKHX rOJIOCOBUX MacHUBiB, 00YH-
cierHss MFCC Ta peanizanito ckiajHUX Mojenei pos-
mi3HaBaHHI [6].

IarerpoBani GPU Bin Intel ta AMD Bukopucro-
BYIOTh CUCTEMHY I1aM’siTh, criiibHy 3 CPU, mo 3umkye
3aTPUMKH TpY OOMiHI JaHWUMHM Ta IJBHIIYE 3arajbHy
eHeproeeKTUBHICTb. [X 3aCTOCYBaHHS € JOUiTbHUM
pu 00MeXkeHnX pecypcax abo 0O0poOIli HEBETUKUX 00-
CATIB ayiocurHamiB [7].

AHani3 ocTaHHIX AocaifKeHb i myGaikamii. Ak-
TyallbHI HAIPSIMKA PO3BUTKY CHCTEM OOpOOKH TOJIOCO-
BHUX CHTHATIB BiIOOpa)keHi y Cy4YacCHHX JOCIIDKECHHIX
[8-10], o npucesiueHi opraisawii napaneabHUX 004H-
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CJICHb Ta IiJBULICHHIO NPOJYKTUBHOCTI Ha Pi3HMX arla-
partHuX mardopMax s 3ajad aHalizy Ta oOpoOKH
MOBHHUX JIaHHX.

HocnimpkenHs [8] neMOHCTpye 0COOIUBOCTI BUKO-
HaHHS MOOUTPHHX MOJICNICH MAITUHHOTO HABYAHHS, SKi
IIMPOKO BUKOPHCTOBYIOTBCSA B CHCTEMaxX T'OJOCOBOI
imentudikamii, 30kpema Deep Neural Networks (DNN),
Ha MPUCTPOSIX 3 OOMEKEHUMH PECYPCAMH.

B cucremax romocoBoi inenTudikamii 06podka cu-
THAJIB XapakTepPU3Y€EThCS BHCOKAM OOYHCITIOBAIEHUM
HaBaHTAXXCHHSAM Ha TPOIECOp, OOYMOBIICHUM HEOOXis-
HICTIO BUKOHAHHS CKJIQJHHUX aJTOPUTMIB IONEPEAHBOT
00poOKHM Ta BHIUIEHHS O3HaK. SIk mokaszaHo B [8], mis
HEBEJIMKHX 3aJlad, TAKUX sIK 00poOKa oKpeMux (peiiMiB
abo mBuaKe BUIy4eHHs o3HaK, CPU 3abe3neuye nocra-
THIO TapaieibHicTh 0e3 3amyuenns GPU. [Ins ckman-
HUX Mojenel abo Benukux HabopiB ganux GPU cytre-
BO IPUCKOPIOE  OOYMCICHHS  3aBISIKM  MacoOBO-
mapajienbHii 00pooii.

HocmimkenHs [9] mokasye 3acToCyBaHHS PO3Mi-
3HABaHHS MOBJICHHS Yy CHCTEMax rOJOCOBOTO KepyBaH-
Hi, [P-tenedonii Ta mepconanpHOI imeHTHDiKamii. Oco-
OnmuBa yBara OpuaiaeTbes obuucieHHro MFCC mis
BU/IJICHHS (DOHETUYHUX XapaKTEPUCTHK, L0 MOTpedye
3HauHUX pecypcis. Ilapanenizauis obuncnenns MFCC
BukoHana Ha Intel Core 15-2310 3a nonomoror TexHoO-
sorii OpenMP, i3 po3OUTTSAM CHTHAly Ha HE3aJCKHI
¢pelimu.  ExcriepuMeHTaNbHI  Pe3yJIbTaTH  MOKAa3ajH
3HAaYHE CKOPOUYCHHSA 9acy 0OpOOKH.

Hocmimkenns [10] mpucBsdeHe mapaienbHIA 00-
poO1i mpUXOBaHMX MapKOBCEKHX Monenedt (HMM), mo
Y cHUCTeMax roJIocOBOi 00pOOKH BUKOPUCTOBYIOTHCS JUIS
MOJICTIIOBAHHS Ta aHAJi3y MOCIIZOBHOCTI YaCOBHX 03-
HaK MOBHHMX CHTHaNiB. HaB4aHHs Ta TecTyBaHHS MoOje-
neii BukoHyBasiocsi Ha GPU 3 BUKOpHCTaHHSIM apxiTek-
Typu napanensHux obumcnens CUDA, mo no3Boisie
e(eKTUBHO OOpOOJIATH BEJIUKI OOCITH MaHHX y Oarato-
noroynomy pexumi. Ha CPU BHKOHYBaJHCh MOCIHIIOB-
Hi Ta kepyroui omepanii. 3a gonomoror cuBLAS Ta
Mexanismy HyperQ Oyiio peai3oBaHO OJHOYACHE BH-
KOHAaHHS KUTBKOX oOumciroBanpHEX 4depr Ha GPU, mo
JI03BOJIMJIO CKOPOTHTH Yac HaBYaHHS Ta 0OPOOKH MoJie-
ne 1o 9 pasiB MOPIBHAHO 3 BUKOPHUCTAHHSIM OaraTos-
nepaux CPU.

PosrnsHyTI mOCTiIKEHHS MiATBEPIKYIOTH IOIIi-
JMBHICTh BUKOPUCTAHHS siK OararosimepHnx CPU, Tax i
GPU pyis peanizarii mapanensHUX 0OYMCIICHD Y 3a7adax
00pOOKH rOJIOCOBHX CHTHAMTIB Ta i1eHTH(DiKaIii MOBIIS.

MeTo10 po60TH € po3poOKa Ta JOCITiIKEHHS CHC-
TeMH TMapanenbHoi OOpOOKH TOJIOCOBHX CHTHANIB i3
aJanToOBaHUMU anroputmamu it 6aratosaepanx CPU,
iHTerpoBanux Ta auckperaux GPU.

ITocTanoBka 3agaui

Metonu 0oOpOoOKH TOJOCOBUX CHUTHANIB, Taki SK
(peiiMyBaHHS, BUIICHHS O3HAK, CIIEKTPAJILHUN aHaIi3
Ta 3acTOCyBaHHS BeiBieT-durpTpanii abo MFCC, mo-
BHHHI MIATPUMYBaTH IapanenbHe BUKoHaHHA Ha CPU,
iHTerpoBaHoMy abo muckperHomy GPU. [lng mworo
BHUKOPHUCTOBYIOTBCS OOYHUCIIOBAIBbHI MOXIIUBOCTI IIPO-
LecopiB Ta creriaiizoBaHi 0i0yiOoTeKH, 30Kpema
OpenMP s 6aratonorounocti Ha CPU ta CUDA s

MacoBo-mapaiensHoi 00poOku Ha GPU. Takwit migxifg
JI03BOJISIE PO3MOALIATH OOUNCIICHHSI MIXK MOTOKaMH abo
siIpamMH, e(peKTHBHO BUKOPHCTOBYBATH PECYpPCH MaM’sITi
Ta ONTUMI3yBaTH OOpOOKY BEIHMKHX OOCSTIB JaHHX,
3a0e3nevyroyl CKOPOYECHHS Yacy BHKOHAHHS Ta MiJBHU-
ICHHS TPOAYKTHBHOCTI cuctemu [11-13].

Peamizanis moBWHHa TiATpUMYyBatH 0OpOOKYy KO-
pOTKHX (pparMeHTiB i3 HEBENMKAM HAaBaHTAKECHHIM i
BEIUKHX MAaCHBIB OJHOTHIIHUX OOYHCIIEHB, II[0 BIATBO-
PIOIOTH peasibHi YMOBH €KCIUTyaTallii 3 BapialisiMu piB-
HS IIyMy, CHEKTPaJbHOI HACHYCHOCTI TA YACTOTH JHC-
kperusanii. Taka KoH}Irypaiis TECTOBUX JaHUX JI03BO-
JIUThH OI[IHUTH 3/IaTHICTH OOYUCITIOBAJIBHUX BY3IIiB TIiIT-
pUMyBaTH OJHOYAcCHY OOpOOKY YMCICHHUX 3aBIaHb Ta
BU3HAYUTHU TXHI TIepeBaru i oOMeXeHHs I0J0 MPOIYyK-
THUBHOCTI, BAKOPUCTaHHS PECypCiB 1 TOYHOCTI po3Mi3Ha-
BaHHSI.

OcHoBHMii MaTepian

VY cucremax ronocoBoi ieHTudikanii oopodka cu-
THAJIIB MOMISETHCS HAa KiJbKa €TAmiB: MOMCPEIHS IIiji-
TFOTOBKA CHUTHAJy, BHAUICHHSA O3HaK, 00poOka Ta HOp-
MaJri3alis 03HaK, MOPIBHAHHS OTPUMAaHUX XapaKTephc-
THK 13 I1a0JOHAaMH, a TaKOX MPHUHHATTS PIiLIEHHS PO
IIEHTUYHICTH a00 BIAMIHHICTH I'OJIOCIB.

Ha erami momepenspoi 0OpOOKM CHUTHANIB 3iiic-
HIOEThCA HOpMalizamis, ¢imbTpamis Ta, 3a MOTpeow,
3MEHIIICHHS ITyMOBUX KOMITOHEHTIB [14]. Ha erami Bu-
JUTeHHS 03HAK MPOBOMSTHCS CIEKTPAaTbHUMA aHali3, 00-
YHCIICHHS MEN-9aCTOTHHX KEICTPaTbHUX Koe(illieHTiB
(MFCC) Ta iHmi o0uucioBajbHI oreparii, HeoOXiaHi
JUTSL TIOJAITINOT Kiacudikariil. 3anponoHOBaHUN MiAXia
JI0 oprasizauii nmapajgeabHUX OOYHCIEHb PO3KPUTO Ha
npuknaai oouuciaennss MFCC.

O6uncnennss MFCC nossirae y nepeTBOpeHHi 4a-
COBHUX CHTHAJIB y CHeKTpaibHy (opmy, 110 Bigodpaikae
YaCTOTHY CTPYKTYPY 3BYKY BIAIOBITHO JO CIIPHAHSATTS
mroackkuM ByxoM [14-15]. B ximacuuHii peamizamii rre-
pmmM etanoM € ¢peliMyBaHHS, TOOTO PO3OUTTS CHUTHA-
Jy Ha KOPOTKi KaJpu TpuBaiicTio 15-30 Mc 3 mepexpur-
M B 50%, 10 T03BOJISIE 30€perTH CTANICTh CTaTHUCTHU-
YHUX XapaKTePUCTUK y Mexax Kazapy. [licis mporo Ha
KOKEeH KaJIp 3aCTOCOBYETHCS BikOHHA (DyHKIlisi XeMMiH-
ra, JUIsd 3MEHIICHHSI CIIEKTPaJIbHOTO BUTOKY:

X, [n]=x[n+mxR]-w[n],
n=0,1,...,N-1,

ne w[n] - BikoHHa (QyHKIiA, R — Kpok mepekpurTs

)

KaJIpiB.
Jaii o0umciIroeTbesl CEKTp 3a JOIOMOTOI0 HIBU/I-
koro neperBopenHst ®yp’e (FFT):

N-1 )
Xm[k]:gxm[n]loge"z”k“/’“, @)

k=0,...,N-1

BUKOHYETbCA TIEPEXil J0 MEN-IIKAIM 3 MOAANb-
wmm sorapupmysanssm log (E), ae E — enepris crek-

TPaJbHOTO KOMITOHEHTa, Ta JIUCKPETHUM KOCHHYCHUM
neperBopertsaM (DCT) mns orpumanHs (iHaIBHUX
MFCC-koediuienriB. Pozpaxynoxk MFCC BUKOHY€ETBCS
BIIIOBIIHO JO:
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cm[n]:anilog Em[i]xcos[T(i—O.S)J, 3)
n=0,.,L-1

ne L — kinbkicts koedinientie MFCC, 1m0 36epiraiors
OCHOBHY CIIEKTpalbHy iH(opMalito Kaupy.

[ocninoBHE BUKOHAHHS ONMCAHUX OMepamiid s
BEJIMKOTO 00CATY JaHUX CTBOPIOE 3HAYHI YacCOBi 3aTpH-
MKH, 00MeXy€e MOMIIUBICTH 0OPOOKH TOTOKOBOTO CHIT-
HaITy Ta YCKIIAJHIOE IHTETPALiI0 aJTOPUTMY Y BUCOKOII-
POXYKTHBHI CHCTEMH PEabHOTO 4acy.

[IpupoaHOIO BIACTHBICTIO ayIiOCHTHATIB € BiTHO-
CHa HE3aJIC)KHICTh KOPOTKHX KaapiB, IO JO3BOJIIE Op-
raHi3yBaTH IapajelbHe BUKOHAHHS aJITrOPUTMIB IIOIIe-
penHboi 00poOku. KoskeH Kaiap MICTUTH CHEKTPaJbHY
iHpOpMaIlio, 0OMeXeHy KOPOTKHM IHTEpPBAJIOM dHacy,
IO BioOpakae JIOKaJbHI BIACTUBOCTI CUTHAIY 1 MOXe
00poOIATHCS HE3aJIeKHO, L0 J03BOJSIE BUKOHYBaTH
FFT, oOuncieHHs Men-eHeprii, JorapupMyBaHHI Ta
DCT onrOYacHO A AEKUTBKOX KaJApiB. 3aBAsSKH He3a-
JISKHOCTI OOYMCIIEHh MDK KaJpamH, TaKWH MiAxix mo-
3BOJISIE OpraHi3yBaTu HapanelnsHy podoty. [Ipore mpoc-
Te TIEPEHECeHHS KJIACHYHOr0 AJITOPUTMY Ha MapajeibHi
apxiTeKTypu HE € JOCTaTHIM, NMOTpiOHA ajamTamis Me-
TOJly, BKJIIOYHO 3 OpraHi3alicro KajapiB y 6ardi abo TeH-
30pH, ONTHMI3aI€l0 AOCTYMy IO MaM’sTi Ta CHHXPOHI-
3aIi€l0 Pe3yJIbTaTIB ISl 30epeKEeHHs] KOPEKTHOI OCITi-
JOBHOCTI oOuucieHb. Ha puc. 1 HaBemeHO NpHKIAL
(dbopmyBaHHs OaTua PO3MIPHICTIO 3%X3X4 i3 TOJIOCOBUX
CUTHAJIB, IPE/ICTABICHUX Y CIIEKTPAIILHOMY BUTJISI.
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Puc. 1. O6’e1HaHHg MacHBiB
CIIEKTPAJIbHUX 03HAK TOJIOCOBUX CHTHANIB y 6aTy

B mpomeci amanTarnii anroputMmy kaapu ¢Gopmy-
I0TBCS y 6aTdi TaKUM YHMHOM, 100 3a0e3MednTH BHPIB-
HSHUW JOCTYI IO MaM’SITi Ta MOXJIMBICTh OJHOYACHOT
00poOKkn KimbKOX KazapiB. Lle mo3Boisie opraHizyBaTH
JaHi y BUDIAAl 0araTOBUMIpHHMX TEH30piB, A€ Iepiia
BICh BIJIIIOBila€ HOMepY NpHUKIAAy B 0aTdi, a HACTYIHI
YacOBHMM 1 YaCTOTHMM BHMipaMm curHaiy. KokeH kaup
00pOOIAETECS aBTOHOMHO, BKJIIOYHO 3 OOYHCIICHHIM
FFT, men-eneprii, norapudpmy ta DCT, mo 3amobirae
OJIOKYBaHHSIM Yy TOTOKaX.

PesynbTatet 00pOOKH KampiB CHHXPOHI3YIOTHCS Yy
BHXIJHIN CTPYKTYypi HaHUX, 3a0€3MeUyI0YH MPaBHILHUN
nopsiiok MFCC-koedilieHTiB A1 MOANBIIIOr0 aHaTi-

3y. Taka opranizauisi 103BoJisi€ e()EKTUBHO BUKOPUCTO-
ByBaTH Kewl-nam’site 1 mpuckoproBaui (GPU, iGPU,
TPU), ockinbku omeparfii BUKOHYIOTHCS HaJa IUTUMH
OJIOKaMM JaHWX, a He HaJ OKPEMHMH 3pa3KaMu, LI0
3MEHIYE HAKJIAJHI BUTPATH HA OOMiH naHumu. Po3mip
Oardy € BaxsuBUM (paxropom: Mai Oatdi (8—16 kaapis)
3a0e3meuyroTh MIBHIIIY PEAKI[I0 CHCTEMH Ta YacTille
OHOBJICHHSI MOJIEN, TOMI K Benuki (64—256 1 Oinbie)
kpaime 3aBaHTaXy0Th GPU Ta edexruBHiIIe BuKOpwHC-
TOBYIOTBH PECYPCH, ajie MOTPeOyIOTh OiNbIIIe mam sITi.

B nmaniit po0oTi miArOTOBKa METOAY OOUMCIICHHS
MFCC no edekruBroro BukoHaHHs Ha CPU 3milicHro-
Bayacsl 3 ypaxyBaHHSIM MOXJIMBOCTEH cydacHHX Oara-
TOSIICPHUX apPXITEKTyp Ta OCOONHMBOCTEH OpraHizaiii
mam’siTi, TaKUX K i€papXis KeIliB, pO3MOJIUI HaM’sITi y
NUMA-cucremax, BHpIBHIOBaHHSI JaHHX 1 BHKOpHC-
TaHHS PEricTpOBOro 30epiraHHsl MPOMIDKHUX pe3yJIbTa-
TiB. BukopucTaHHs 0araTomoTOYHOCTI Ta OaraTosaep-
HOCTi depe3 OibmioTexn Multiprocessing ta Joblib mo-
3BOJIWUIO YHUKHYTH T'OHOK JaHWX 1 3a0€3MEeYUTH CHHX-
poHi3amito pe3ynsTatiB. IIpu mboMy MeTOIU OOYHCICH-
HS OyJiW ajanToBaHi Ui BUKOPHCTaHHS MOXKIMBOCTEH
SIMD-BekTopu3arii (Single Instruction, Multiple Data):
JlaHi OpraHi3o0BYBaJIMCs Y CYMDKHI OJIOKH, IIIO JI03BOJISI-
JIO BUKOHYBAaTH OJJHOTHITHI omeparii HaJ KilbKkoMa ere-
MEHTaMH MacuBY OJTHOYACHO 32 JOTIOMOTOI0 BEKTOPHUX
inctpykmin CPU, 1m0 3HA4YHO MiJABHIYE MPOIAYKTHUB-
HICTB 00uHcieHb. JIokamizallist faHuX y Kemiax 3abesre-
YyyBaja MiHIMI3aIlil0 AOCTYIIiB A0 MOBUIBHOI OCHOBHOL
maM’siTi Ta J03BONMIA €()EKTHBHO 3alisiITH BUCOKOIPO-
ITyCKHI PETiCTPOBI MIMHU Tpolecopa It 00poOku Oara-
TBOX KaJpiB OJTHOYACHO.

JonatkoBo BpaxoByBajacs OpraHi3amlis mam’aTi y
Oararonpornecopanx cucremMax i3 NUMA mis 3MmeH-
UICHHS 3aTPUMOK JOCTYNy JO BiagajeHux OaHKIiB
naM’sITi Ta MiABUILEHHS e(EeKTUBHOCTI MapajeilbHUX
00YHUCIIEHB.

biomioreku CuPy Tta PyTorch i3 migrpumkoro
CUDA 3abe3rieuyioTh HU3bKOPIBHEBHH AOCTYI 10 00-
YHUCIIOBAIBHUX OJIOKIB, Jie KOXKEH KaJp o0poOisieThes
OaraTbMa IOTOKaMH, SIKi TPYMyHOTbcs y Onokm. Taka
OpTraHi3aiisi J103BOJIIE OJHOYACHO BHKOHYBATH BEIUKY
KUTBKICTh OTepamid Haj Pi3HAMH KaIpaMd Ta iXHIMH
YaCTOTHUMH KOMITOHEHTaMH.

Juts ontuMizanii IIBUAKOAIL 0COONMHMBY yBary mpu-
JileHo BUKOpHUCTaHHIO maM’sTi. [IpomikHi pe3ynpTarny,
taki sk FFT, men-enepria ta DCT-xoedinienTn, 36epi-
TafoThCsA y pericTpax OOYMCIIOBATBHUX TOTOKIB, IO
MiHIMi3y€ 3aTpUMKHU IOCTYIy 10 HaHuX. JlaHi, 10 SKHX
3IHCHIOETHCS. YaCTHH JOCTYI, PO3TAIIOBYIOTHCS y CIIi-
JBHIN 1aM’sITi, [0 JO03BOJISE€ YHUKHYTH YHCICHHUX 3Be-
PHEHb 10 TJI00aTbHOI mMaM’sTi Ta 3MCHIIYyE HAKJIaTHI
BUTpaTH Ha OOMIH MDX IOTOKamMH. Take pO3MillEHHS
naHux 3a0e3nedyye e(QEeKTUBHE BHKOPUCTAHHS Kell-
rmam’siTi Ta 00YHMCITIOBANBHUX PECYPCIB IMiJ] 4ac OJ{HOYa-
CHOT 00pOOKHM KaJpiB i 6aT4iB CUTHAJIIB, CKOPOUYE 3ara-
JBHUA Yac oOpoOKM Ta MiATPUMYE MacIITabOBaHICThH
METO/IiB JIJIsl BEJIMKUX HAOOPiB TOJIOCOBHX JTaHUX.

BigmianaocTi B amanranii anroputmy s CPU Ta
GPU 3ymoBnieHi nmotpeboro B opranizarii mam’sTi, ¢hop-
MYyBaHHBI 0aT4iB 1 KepyBaHHS IMOTOKAMHM IS TOCSTHEH-
H MakcuManbHOi npoayktuBHOCTi. Ha CPU HakmanmHi
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BUTpATH IOB’5I3aHi 3 IUIAHYBAHHSM IPOLECIB i MOTOKIB,
toni sk Ha GPU OCHOBHUMM JpKepenaMH HaKJIAIHHUX
BUTpaT € NEpecWIaHHS NaHWX MDK IpOIecopaMu Ta
MITOTOBKAa 0araToBUMIpHUX MacuBIB AJIs €pEeKTUBHOTO
rapaJiesib-HOr0 BUKOHAHHS 00YHCIIEHb.

[Ipubnu3HMiT yac BUKOHAHHS aNTOPUTMY y Tapa-
JIENTEHOMY PEXXUMI pO3Pax0OBY€EThCS 3TiIHO:

o Tooer. L (4)

P
ne T, . —4ac MOCIIOBHOTO BUKOHAaHHSA, P — KiJb-
KiCTh  TapalelbHUX  OOYMCIIOBAIHHUX  OJUHHIIG,
T — Yac HAaKJIAAHAX BUTPAT Ha CHHXPOHI3AIlIO Ta

3ampum.
YOpaBIiHHS TaM STTIO.

Jis OIiHKY TPOTYKTHBHOCTI CHCTEMH HEOOXiITHO
MpoaHalli3yBaTH pOOOTY HPH Pi3HUX 00cArax NaHHX i
po3MmipiB OardyiB, TX BIUTUB HA Yac BUKOHAHHS Ta e(ek-
TUBHICTh BUKOPHCTAaHHS PECYPCIB.

Pe3yﬂbTaTI/I CKCIIEPUMEHTAJIBHUX I[OCJ'[i}I)ReHB

ExcriepuMeHTanbpHa MOJIENh CHCTEMU 00pOOKH To-
JIOCOBUX CHTHANiB Oylla pO3TOpHYTa B CEpPEIOBHIIL
Jupyter Notebook. Monens mependadae BUKOPHCTaHHS
sk CPU, tak 1 GPU, Bkimouno 3 interpoBanumu GPU,
JUIT BUKOHAHHS pi3HUX eTamiB 00poOku. lle mo3Boisie
KOHTpOJIIOBaTH PO3MOJII OOYHCIIIOBAJIBHUX 3aBlaHb
MDK amapaTHUMH PecypcaMH Ta OLIHIOBaTH e(eKTHB-
HICTB MapajeabHOi 0OpPOOKH eTarliB TOJIOCOBUX CHI'HAIIIB
3aJIe)KHO BiJl CKJIaHOCTI Ta 00CATY JaHUX.

VY nocmimKeHHI U1 TOPIBHAHHSA €(QEKTHBHOCTI
napajielbHUX OOYHMCIICHb BHKOPHCTOBYBAJHCS Di3HI
obuncmoBanbHi By3nu. CPU Intel Core i7-13700H (6
MPOAYKTUBHUX 1 8 epexTuBHHUX snep, 20 MOTOKiB) 3a-
Oe3riedye BHCOKY HPOJYKTHBHICTh Ha MaJHMX Ta Cepel-
HiX oOcsrax manmx. [HTerpoBammit GPU Intel Iris Xe
(96 BuxoHaBuMX OJIOKIB, 768 melaepHuX suep) edek-
TUBHMH Ul CepelHiX OOCSriB CHUTHAINIB, TOII SK JIHC-
kpetauii GPU Ha apxitexktypi Ada Lovelace (3072
CUDA-s1iep) 00pobiisie Benrki HaOOpHU AaHUX Y pecyp-
CHOMICTKHX 3aj[ayax iaeHTudikaiii KopuctyBaya.

Hns ouinku edeKTHBHOCTI O0OPOOKH TOIOCOBUX
curHaiiB Bukopuctano Hadip CHiME [13], mo micTuth
noHan 50 roaMH ayaio peanbHHX PO3MOB YOTHPBOX
y4acHUKIB y Mexkax 20 ceciif. Ha #oro ocHOBI cdopmo-
BaHO MiTHAOOPH Pi3HOTO PO3MIPY LIS MOPiBHIHHS MPO-
JYKTHBHOCTI OOYMCIIIOBAIBHUX BY3JIB 1 BIUIMBY Iapa-
JIENTBHUX OOYNCIIEHB.

Kanpu ayniocursany ¢opmysamucs y 6aTdi Ta op-
TaHi30BYBAJINCS y 0araTOBUMIipHI TEH30pH 3 y3TOJDKe-
HUM BHpPIBHIOBAaHHSIM y TaM’sTi, IO 3a0e3nedyBaiio
OJIHOYACHY OOpOOKY KiJIBKOX KaJIpiB Ta e(eKTUBHE BHU-
KOPHUCTaHHS OOYHCIIOBAILHUX pecypciB. KokeH kaap
NIPOXOJMB aBTOHOMHO TIIOBHHH IIMKJI II€PETBOPEHbD,
BkitouHo 3 FFT, oOuncnennsm men-eneprii, gorapug-
myBaHHsAM Ta DCT, 3MeHIIyI0oun HakiIaaHi BUTpATH Ha
CHUHXPOHI3aIli0 Ta MiABUILYI0YH IpoayKTHBHICTH CPU.

Ha GPU napanenbHe BUKOHAHHS alrOpUTIMY pea-
JII30BYBAJIOCS Yepe3 MacoBe OJAHOTHUITHE OOUMCICHHS Ha
BEJMKIM KITBKOCTI KajApiB, mo pobmio #oro edexTus-
Hoto matdgopmoro it 06pookn MFCC y 6atuax. Kan-
pu dopmyBaiucs y O6araToBUMipHi TEH30pH, Jie Tepia
BiCh BiJIIOBilana HOMepYy MPHKIATY, a HACTYIHI 4aco-

BUM 1 YaCTOTHUM BUMipaM CUTHAILY, IO JAO3BOJISAJIO Ma-
KCUMaJbHO BUKOPHCTOBYBAaTH amapaTHy CTPYKTypY
GPU. Ins mocmiapkyBaHOi CUCTEMH 3 PO3MapajeioBaH-
M Ha GPU ekcnepuMeHTansHO oOpaHo 6atd po3mi-
pom 32 xanpa.

Tabnuysa 1 —Yac orpumannss MFCC

KitbkicTs Yac 06po0OkH, ¢ - _
; . HCKPETHHH
3anmucis CPU iGPU CGI‘;,GU
100 9,2 51 4,3
500 48,5 224 20,7
2500 250,3 102,5 98,2
5000 520,1 1984 195,3
10000 1048,5 395,2 384,7
100000 10390,6 3712,8 3820,4

B xoni mepmoro eKCrepuMeHTy OIiHEHO Yac BHU-
KoHaHHA po3paxyHky MFCC, mo 3acTocOBYIOThCS Ha
eTamni BHIUICHHSA O3HaK y KOPOTKHX TOJIOCOBHX (hpar-
MeHTaX. EKCIIepUMEHT [03BOJIMB OIIIHWTH 3IaTHICTb
CPU 00po0mnsit HeBenmuKi 00CATH TaHNX 0e3 3alydeHHS
GPU Ta nopiBHATH ePEKTHBHICTE OOYHCICHD Y 3a7adax
HHU3BKOTO 1 BHCOKOTO HABAHTAXXCHHS MPHU 00pOoOIIi ToJI0-
COBHUX CHUTHAIIB.

Pesynbrati, HaBeneHi y Tabn. 1, JeMOHCTPYIOTh,
IO MapayielibHe BUKOHAHHS Ha IEHTPAILHOMY HpOLe-
copi 3abe3reuye MPOAYKTUBHICTD JIAIIC Ha HEBEIHKUX
obcsrax marmx (100-500 3ammciB). [Ipu 0O6pob1i Bemu-
kux o0csriB garux (10000-1000000 3ammciB) mapaire-
JThHEe BUKOHaHHS Ha muckperHomy GPU Ta iHTerpoBa-
Homy GPU 3abesnedye TpUKpaTHY mepeBary 3a 4acom
BHKOHAHHS y TIOPIBHSHHI 3 OOYHCIICHHSIMH Ha IIEHTpa-
JHHOMY IPOLIECOPI.

Y Apyromy eKCIEpUMEHTI pPO3IIISHYTO 3aCTOCy-
BaHHS CIEKTPAIBLHOTO BIJHIMAHHS JUIsi NPUTHIYEHHS
HIyMOBHX KOMIIOHEHTIB TOJIOCOBOTO curHany. Jlanuii
miXij nependavyae aHai3 YaCTOTHHUX CIEKTPIB JIs KO-
KHOTO (hpelimy, 110 CYTTEBO IiABUILY€E OOUNCITIOBAIIBHE
HaBaHTAXXCHHs HaBiTh INPH pPOOOTI 3 BIIHOCHO He-
BEJIMKUMH Ha0OpaMH JaHUX.

Pe3ynbraTH ekcrepruMeHTy HOKa3yloTh, IO Tapa-
nemizanis Ha 6a3i CPU geMoHCTpye 3a10BUIbHY MIPOMIY-
KTHUBHICTh JJIs1 0OPOOKHM HEBEIUKUX HAOOPIB JaHUX, TO-
Ii sk 30ipmeHHs o0csary monan 5000 3amwuciB mpu3Bo-
JIUTH JI0 ICTOTHOTO 3pOCTaHHs yacy o0poOku (Tadur. 2).

Tabauys 2 — Yac 00OpOOKH JaHUX METOAOM
CNEKTPAJIBLHOr0 BilHIMaHHSI

KiBKICTE Yac 006po0OkH, ¢ _
sanmcin cPU iGPU H”Cgl’flj“””
100 10,3 55 4,3
500 51,5 23,0 21,3
2500 2541 105,4 100,2
5000 523,7 205,6 197,8
10000 1079,2 405,7 3949
100000 10564,3 3780,1 3850,3
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BukopucranHsi 1HTErpOBaHOTO Ta IHCKPETHOTO
GPU 3abe3neuye cCyTTeBE IPUCKOPCHHS 0OPOOKH CIICK-
TpajbHUX (PpeiMiB, IO AO3BOJISE SPEKTUBHO MpaltoBa-
TH 3 BEJIUKHUMHU 00CATaMH TOJIOCOBUX CHTHAJIB Ta CKO-
podye 3araJibHUN 4ac BUKOHaHH ieHTHdiKalii Kopuc-
TyBadiB.

Tabnuys 3 — Yac 06podKH JaHUX METOIOM
BeiiBieT-dinbTpaunii

Kinexiors Yac 06poOkH, ¢ _
sanmcis CPU iGPU I[mé%elj‘*““
100 41,1 225 21,0
500 210,3 103,2 100,5
2500 1050,6 520,3 510,2
5000 2102,6 1032,6 1015,8
10000 4205,7 2060,4 2025,1
100000 42062,3 20780,1 20140,2

[Ipu 3acTtocyBaHHI BeiBIeT-PimbTparii, ska 3ade3-
medye OaraTOpiBHEBHH aHalli3 CHTHalIy B 9aco-
YacTOTHIN 00jacTi, 00YMCIIOBaIbHA CKJIAIHICTL 3HAY-
HO 3pOCTa€E Yepe3 BEJIUKH 00CAT onepariii Ha KO)KHOMY
PIiBHI IEKOMITO3HII1.

HaBeneni B Tabn. 3 pe3ynbTaTH JEMOHCTPYIOTH,
IO 3pOCTaHHS OOYMCIIOBAJIHHOTO HAaBAaHTAXKEHHS IPH
00poOIi TOJIOCOBOrO CUrHaly OOMEXye e(peKTUBHICTH
BHKOpUCTaHHA mapanemnizanii Ha CPU. 3acrocyBaHHS
PECYPCOEMHUX METOIB, TAKUX SK BEHBIET-(PLIBTpALLis,
MIPU3BOJUTH JI0 3HAYHOTO 30UIBIIEHHS Yacy BUKOHAHHS
Ha CPU Tta inTerpoBannx GPU, mo noBoauTh nepesary
BHUKOpHUCTaHHA auckpetHoro GPU.

3acTocyBaHHS TapajenbHOi 0OpOOKH HE BIIIMBAE
Ha TOYHICTH POOOTH CHCTEMH (BiICOTOK YCITINITHOT TOJIO-
coBOi imenTHdikamii kopuctyBada). lle cBimuuTh mpo
Te, IO MiBUIICHHS MPOIYKTUBHOCTI CUCTEMH 3a Paxy-
HOK PO3MOJiTy O0YHCIICHh MK MOTOKaMHu abo0 sapamu
HE MIPU3BOJUTH JI0 3HW)KEHHS SKOCTI PO3ITi3HABAHHS, 1110
€ BXIMBUM ISl 3a0e31eYeHHs] HaliiHOCTI CUCTEM To-
JIOCOBOI imeHTH(DIKALIi IPU POOOTI 3 BETUKUMHE 00CsTa-
Mu nannx. DopmyBaHHS KaapiB y Oardi 3abesmedye
BUPIBHSHMH JOCTYH JI0 HaM’sITi Ta BHOPSJKOBaHE BH-
KOHaHHS OOYMCIICHb, IO 3MEHIIYE Yac OYiKyBaHHS Jia-
HUX 1 J10-3BOJIsIE €()EeKTUBHO BUKOPUCTOBYBATH PECYpPCH,
Taki sk 3aBaHTaxeHHs snaep CPU a6o nortokiB GPU Ta
CKOPOTHTH 3arajibHUH Jac o0poOku. Baxkimmeum daxro-
poM € mpaBUIBHUE BUOIp po3Mmipy OaTdy: 3aHaaTO Ma-

oMl obcsr He 3a0e3neuye e(eKTHBHOI IapajieibHOCTI,
TOJ SIK HAJTO BEJIMKUH MOXXE MPU3BOJUTH IO IIepeBaH-
Ta)KeHHS 11aM’SITi Ta 3HWKEHHS IPOJyKTHBHOCTI.

3aBSIKM ONMCAaHOMY IMiIXOXy METOAM IMoIepe-
HBOi 0OPOOKHM TOJIOCOBUX CUTHAJiB MOXXYTh BUKOHYBa-
THCHh Y peaJbHUX yMOBax imeHTH(ikamii KOpHCTyBadiB,
3 OIHOYaCHUM 30€peKeHHSM TOYHOCTI pe3ynbraTiB. Lle
JI03BOJISIE OOpOOIATH BETMKI HAOOPH TOJOCOBHX CHTHA-
7B Ta MacmTabyBaTH CHCTEMY 3aJIS)KHO BiJ alapaTHUX
MOKJTHBOCTEH.

BucHoBkH

PearnizoBaHo mapayienibHe BUKOHAHHS METOMIB 00-
POOKH TOJIOCOBHX CHTHAJIB, 30KpeMa 3 OOYHCIICHHSIM
MeJI-9acTOTHUX KenctpansHuX Koedimientie (MFCC),
CHEKTPAILHUM BiTHIMAaHHAM UIS MIPUTHIYCHHS IIyMy Ta
BeliBieT-Qinbrparnicro. [IpoBeeHo MOpIBHIBHUN aHa-
73 TMPOAYKTHBHOCTI Y CHCTEMaxX TOJIOCOBOI imeHTU(I-
Kamii 3 BUKOPUCTAHHAM TEXHOJOTIH MapaielbHUX 00-
YHCIIeHb Ha 0araTosIepHOMY LEHTPaIbHOMY IIPOLIECOpi
(CPU), interpoBanomy rpadivynomy mponecopi (iGPU)
Ta JUckpetHoMy rpadiynomy mporecopi (GPU). Exc-
HEepUMEHTANIBHI CLICHAPIi OXOIUTIOBAIH IMPOKUHA CIIEKTP
00CSTiB BXITHUX JJAHUX Ta PI3HUX aJTOPUTMIB 00pOOKH.

PesynbraTn nocnmimkenp nokaszanu, mo CPU 3a-
Oe3medye BHCOKY MPOAYKTHBHICTH IJIsI OOPOOKH HEeBe-
JUKUX HaOOpiB NaHWX 1 BUKOHAHHS aJTOPUTMIB MOMip-
HOI CKJIaTHOCTI, TAKUX SIK BEUBIET-(QUIBTPALis, CIICKT-
panpHe BigHiMaHHA Ta oOumcnenHs MFCC, 3aBmsaxu
OaraTosIepHIH apXiTEKTypi Ta MOIJIMBOCTI Mapaieib-
HOi 00poOKHM Oe3 3HAYHMX HAKJIaJHUX BHUTpAT Ha mepe-
nauy nmanux. [aterpoBanmii GPU (iGPU) 3abe3smeuye
MOXJIMBICTh TapajeiabHoi 00pOOKH, IPOTE MPOIYKTHB-
HICTB ITpU 30UIBIICHH] 00CATIB AaHUX 3pOCTaE oOMexKe-
HO Yepe3 HOoro apXiTeKTypHi 0co0IMBOCTI. JIUCKpeTHHIA
GPU no03BoJIsI€ CyTTEBO MPUCKOPUTH OOPOOKY BEIIMKUX
00CSTIB TaHWX 3aBISIKH MacOBif MapayelbHId apXiTeK-
Typi Ta BHCOKiH MPOITyCKHIH 3MaTHOCTI IaM’sTi, IPOTe
NpU MaJIMX Habopax JaHHWX HAKJIaJHI BUTPATH HA CHHX-
POHI3alLil0 TOTOKIB 1 Tepegady 3HIDKYIOTH 3arajibHy
e(EKTHBHICTb.

[MomanpmM PO3BHTKOM € 3aCTOCYBaHHS TiOpHI-
HOI MOJeN, Je OOYMCIIOBAILHI 3aBIaHHS IUHAMIYHO
posnoainsitorbest Mixk CPU ta GPU 3anexHo Big oOcsry
Ta CKJIaJHOCTI 00poOKku. Takuil mifXxiJ MTO3BOJMTH IO-
€IHYBaTH BHCOKY MIBUAKOAi0 muckperHoro GPU mpu
pOOOTI 3 BEMUKUMH OOCSITaMH JaHUX i3 €(EKTUBHICTIO
CPU na Manux obcsrax, 3MEHITYIOUM HaKJIaJHI BUTpa-
TH Ha Ilepe/iady JaHUX Ta CHHXPOHI3allio TOTOKIB.
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Parallel implementation of voice signal processing methods on multicore CPU and GPU
Maksym Bondarenko, Heorhii Ivashchenko

Abstract. Relevance. Systems such as voice assistants and speaker identification tools, which operate based on voice
signal processing, have become increasingly widespread. The performance of such systems depends on the volume of data and
operating conditions. Processing large collections of voice signals or ensuring real-time operation requires high-performance
computing. Such performance can be achieved with massively parallel systems, including multiprocessor clusters or discrete
GPUs. Object of research is the organisation of parallel computing processes in voice signal processing tasks using the capabili-
ties of modern processor architectures. Purpose of the article is to develop a parallel voice signal processing system with
adapted algorithms for a multi-core CPU and an integrated and discrete GPU. Research results. Comparative analysis revealed
that for small loads (such as voice assistants and personal applications), CPU usage is sufficient to ensure efficient computation
with low latency. However, when processing large datasets and performing streaming analytics, the proposed parallel approach,
implemented on both the CPU and GPU, reduces execution time by 25-30% compared to a sequential implementation on the
CPU. Conclusions. Research has shown that parallelism on the CPU is suitable for stages of voice signal processing that require
a small amount of computation. At the same time, discrete GPUs can be utilised in stages with intensive computational tasks such
as MFCC calculation, spectral subtraction, and wavelet filtering.

Keywords: voice identification, signal processing, feature extraction, normalisation, MFCC, spectral subtraction and
wavelet filtering, CPU, GPU, iGPU.
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PEKUM BJIOYHOI'O HIN®PYBAHHA
HA OCHOBI KOY XA®PMAHA /U151 HIBBJIIB

AHoTanisi. AKTyaJdbHicThb. AKTyanbHICTh POOOTH 3yMOBIICHA TOTPEOOIO Y KPUNTOTpadiuHNUX PIMICHHSX, K TO€AHYIOTh
BHCOKY 0e31eKy, epeKTUBHICTh CTUCHEHHS Ta HI3bKI 00YHCITIOBANTEHI BUTPATH, 1[0 0COOIMBO BaxnBo st [0T, MOGLITEHIX
Ta BOyI0BaHMX CHCTeM. MeToI0 CTaTTi € JOCHiKeHHsI pO3POOKH Ta aHali3 peXKUMY OIIOYHOTO MIKU(PYBaHHs HAa OCHOBI KOy
Xaddmana ms HIOOMIB, 3 IHTErpOBaHUMH MeXaHi3MaMH XEII-3aXKCTy Ta IMiATPUMKOIO SIK T100anbHOI, TaK i mep-0610KkoBoT
06po6ku. O0’€KT IOCTiIKeHHsI: BUKOPUCTaHHS TepeTBopeHHs Xaddmana mony6aiiTiB (HiOOIB) AT CTBOPEHHS PEXKUMY
61okoBorO WKdpyBanHs. Pe3yabTaTu Kociaizkenns. [IpoBeeHi eKCIIepUMEHTH MOKa3ay, 0 ISl JAHUX i3 HU3bKOIO €H-
Tpomiero Hi60mB (H<3.5 6iT/Hi00I) 3anponoHOBaHMI PeXXnM 3MEHIIye o0csr 3amudpoBannx ganux Ha 10-20 % 6e3 cyrre-
BOT BTpaTH IIBUKOIIi, 3a0€3MEUyr0UH CTIHKICTh 10 MOMHJIOK 1 30epexeHHs IiTicHOCTI. BUCHOBOK: iHTErpallisi CTaTHCTHY-
HOTO KOJYBaHHS Ta CHMETPHUYHOTO IU(PYBaHHS 3 aJalTHBHAM BHOOPOM IIapaMeTpiB I03BOJISIE€ OTPUMATH 30alaHCOBaHE
piteHHs 11 6e3neyHol Ta ehekTHBHOT mepeaavi iHpopMaIlii B yMOBax 0OMEKEHHX PECypCiB.

Knaouogi cioBa: Onoune mudpysanus, kox Xahdmana, CTUCHEHHS JaHUX, Kpunrorpadis, CAMETPUYHI alrOpUTMH.

Beryn

IocranoBka mpo6Jemu. 3i 3pocTaHHsIM 00CATIB
uudpoBoro Tpadiky Ta MOMIKMPEHHSIM MOOUIBHUX 1 BOY-
JIOBaHHUX MPUCTPOIB 3 OOMEKEHUMH O00YHCITIOBAILHUMU
pecypcaMu MOCTae HEOOXiTHICTh y CTBOPEHHI KPHIITO-
rpadiYHAX aNTOPUTMIB, SKi 3a0€3MeUyIOTh HaJICKHUM Pi-
BEeHb OC3MEeKH NpH MIHIMAIBFHUX 3aTparax IaM sTi Ta
mporiecopHoro yacy. Tpaauiitiai 6J04HI udpH, Taki K
AES uu DES, opierToBaHI Ha poboTy 3 610Kamu Qikco-
BaHOI JIOBKMHU Ta HE BPaXOBYIOTh CTATUCTUYHUX 0CO0-
JUBOCTEH BXIMHUX JNaHUX, IO TPU3BOIUTH IO 3017Tb-
HICHHS 00CsTy mepenaHoi iHdhopMarllii Ta MOXKe CTBOPIO-
BaTH NiependadyBaHi MaTepHU y MHPPOTEKCTI.

Bukopucranns xony Xaddmana y npoueci mmd-
PYBaHHs JI03BOJISIE TMHAMIYHO 3MIHIOBATH JIOBXKHHY KO-
JIOBUX CJIB BiAMOBIAHO 10 YacTOTH MOSBYU HiOOMIB, 3Me-
HIIYIOYH HA/IJTMIIKOBICTB 1 BOJTHOYAC MiJIBUIIYIOYH CKJIa-
aHicTh kpunroananidy [1]. Tlpore inrerpariisi 3MiHHOT
JIOBXKMHH KOy B OJIOUHY CTPYKTYpY BUMAarae BUpPIlIEHHS
pobJeMH CHHXPOHI3aIlil Ta 3a0e3MedYeHHs CTIHKOCTI 110
aTak, 30KpeMa CTaTUCTUYHUX 1 qudepeHniansHux. Jona-
TKOBO B)KJIMBUM 3aBJIaHHSAM € BIPOBA/DKECHHS MEXaHi3-
MiB Xenr-3axucty (X3) aust mepeBipku LiTICHOCTI Ta aB-
TEHTUYHOCTI 3aIIU(PPOBaHUX JAHUX, 10 OCOOJIHBO aKTY-
aIbHO B YMOBax MOTEHIIHHOTO TMOIIKOKEHHS Y IIifI-
MiHHU TaKeTiB y KaHajax 3B’s3Ky. TakuM 9HHOM, aKTya-
JIBHOIO € pO3poOKa Ta IOCTIHKEHHS PEeXUMY OJI0YHOTO
i pyBaHHs, SIKUHA MOEIHY€E aJalTHBHE CTATUCTUYHE
KOJIyBaHHsI, XCIIyBaHHS Ta CUMETPUYHE MIN(PyBaHHI
111 4-61THUX OJIOKIB.

AHani3 ocTaHHiX gocjailkeHns i myoJikauii. Bu-
KOPHUCTaHHS aJITOPUTMIB CTATUCTUYHOTO KOAYBaHHSI, 30-
Kpema koxy Xaddmana, y xpunrorpadii JociimKyBa-
JI0Cs y psijii HAYKOBUX poOiT. Y [2] po3riisiHyTO iHTeTrpa-
1if0 KOAYBaHHS 3MiHHO1 JOBXUHH y 0J1049HI mn¢pH 3 Me-
TOI0 3MEHIIECHHS 00CATY INepefiaHuX IaHUX, NPOTe aB-
TOpHU BiJ3HAYAIOTh MPOOIEMYy CHHXPOHI3aIii MPH IMOMI-
KOJDKEeHHI 0iToBOTO TOTOKY. Y [3] AeTambHO 00TOBOpPIO-
€ThCs apxiTekTypa 6e3nexu B [oT mis cepenoBuia npu-
CTPOiB 3 OOMEKEHUMU peCypcaMu, Y TOMY YUCII BHKO-
pucTaHHs OJOKOBUX IIUQPIB, Xeu-QyHKIiH, TOTOKOBUX

mu¢piB, BUCOKONPOIYKTUBHAX CHCTEM Ta MPHCTPOIB 3
HU3BKUMHU pecypcamu ans cepenosumia [oT. Jocmi-
JUKeHHS [4] aHaizye BUKOPUCTAaHHS HiOOIIB K 6a30BUX
OIMHHIE OOPOOKH IJIS JISTKOBAaroBUX MHU(PIB y CHCTe-
max [oT, Haronomytoun Ha IX MPOJYKTUBHOCTI Ta 3HH-
YKEHUX BHUMOTAX JI0 TaM’sITi.

Bognouac y [5] Big3HaueHO, IO BHKOPHCTaHHS
3MIHHOT JIOB)KMHHU KOJIB 0€3 10JJaTKOBOTO IU(pYyBaHHS
Ta KOHTPOJIIO IITICHOCTI HE TapaHTy€E HAJIEKHOTO PiBHA
Oe3IMeKd, OCKUILKM YacTOTHUI aHajli3 KOJOBHUX CIIiB
MOJKe MPHU3BECTH JI0 BITHOBJICHHS OPUTiHAIBHOI iH(pOP-
Marrii. Po6oTa [6] po3risgae BOpoBaKeHHS XenI-(QyHK-
nitt (SHA-256, SHA-3) y cumerpuuni cxemu mmdpy-
BaHHA K MEXaHi3M 3aro0iraHHs arakaM Ha IJIICHICTb.
Jus BusBneHHs moamikamiid aBTopu [7] 30cepemKye-
Mocsi Ha npoOuemi inenTudikaii 3pa3kiB y Habopi, siKi
HE BIJNOBIAIOTh CTPYKTYPOBaHMM ILIa0JIOHAM, HAa OC-
HOBI BUKOPUCTaHHS MeToy XeuryBaHnHs. Kpim Toro, no-
ciimkeHHs: [8—10] meMOHCTPYIOTh NEPCIEKTHBHICTh
KOMOIHOBaHUX MiJXO/IB, JIe CTUCHEHHS, MN(pPyBaHH 1
XELIyBaHHs IHTErPYIOThCSl B €IMHUN NPOLIEC, ONTHMI3Y-
109YH O0YHCIIOBAIbHI BUTPATH Ta ITiABUILYIOYH 3aXHCT.

MeTo10 po0OTH € CTBOPEHHS Ta aHANI3 PEXUMY
O6nmouHoro mmMQpyBaHHs, SKUH BHKOPUCTOBYE KOJ
Xadpdmana i onTuMmizarii mpencTaBieHHs HiOOMIB i
MiABUINECHHS CTIHKOCTI IO KPUITOAHATITHIHHX aTak.

1. KonyBanus Xapdmana s Hi601iB

3anponoHOBaHUN PeXHUM OJI09HOTO MH(pPYBaHHI
IPYHTYETbCSI Ha KOMOiHaWii CHMETPUYHOTO IEpEeTBO-
PEHHS Ta aJJallTHBHOT'O CTAaTHCTUYHOTO KOAYBaHHS 32 aJl-
roputMoM Xaddmana s 4-6iTHUX OyoKiB (HIOOIB).

1. Bxioni 0ani. [1ocaiOBHICTE BiIKPUTOTO TEKCTY
M={mi,my, ...,mn}, 1€ KOXKEH eleMEeHT M; - Hi6On
(mi€ {0,1,...,15)).

2. Yacmommuuii ananiz. JIis MHOKUHHU HiOOIIIB BH-
3HAYAETHCS YacToTa mossu: p(m;i)=count(m;)/n, ne

i p(m;) = 1.

3. Ilobyoosa 0006020 oepesa Xaggmana. Dop-
MyeThbcsi OiHapHE JAEpeBO, Y SKOMY KOXHOMY HiOOIy
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Bi)_'IHOBiLlaC KOAOBE CJI0BO 3MIHHOI JOBXXHWHHU |i, TaKe 110

15
Z p(m;) — [; - min.
i=0

4. lugpysanns. OTpuMaHi KOJIOBI CJIOBa IPOIY-
CKaIOTHCS Yepe3 CUMETPUYHUH OJI04HU mmdp:

C=Ex(H(M)),

ae H(M) — sakomoBane XadhdmaHOM MOBIIOMIICHHS,
Ex - 6110une nmdpysanus 3 kiarodeM K.

5. Xew-saxucm. [Ing mepeBipku 1mimicHOCTI op-
myetses xerr: h=Hash(C). V kinmesuit maker nepena-
fotbes (C,h).

Taka MoJenb NO3BOJSE IHTEIPYBATH CTUCHEHHS,
mmdpyBaHHS Ta aBTEHTH(QIKALII0 B €IWHUI TpoIiec,
3MEHIIYIOUH OOCST TepelaHuX MaHUX 1 IiIBHIIYIOYH
Oe3meky (puc. 1).

Bxinui nanni | Yacroruuit | Tobynosa
i lad : > JcpeBa
(ni661n) aHa3 Xabmana —|
L Komysaums broune
By P nmppyBanHs
HIOOMIB Kmodom K —|
L XeuyBans »| Buxiz C,h
(X3) x C,

Puc. 1. Cxema anroputmy 0J049HOTO IUPPYBaHHI
Ha ocHOBI koxy Xaddmana 1t HIOOTIB

3anpornoHoBaHa MOJENb MOXe OyTH 3aCTOCOBaHA y
TaKUX HapsIMKax:

1. Imrepner peueit (IoT) — nepenaBanHs TeqeMe-
TPUYHKX JAHUX 3 JATYHUKIB, J¢ BAKIHNBI eHeproedexTu-
BHICTh 1 3MEHIIICHUI 00CAT MaKeTy.

2. MoOutbHI J0AaTKH — 3axuileHe 30epiraHHs
a0o nepeaBaHHs KOMIAKTHHX JIaHUX (HAIIPHUKJIIA, TOKe-
HiB IOCTYIy, HaJallITyBaHb).

3. MynbpTHMeniiiHI CHCTEMH — CTHCHEHHS Ta ITH-
(pyBaHHA METaJJaHHUX Bi/I€0/ay/io MMOTOKIB.

4. BOynoBaHi cucTeMH — KpUITOrpadis i mpu-
CTPOiB 3 MAJIUM OOCSITOM ONEPATHBHOI IaM’sITi Ta HEBH-
COKOI0 YacTOTOIO TIpOIecopa.

5. ®iHaHCOBI cepBicH — mepenada MiKpPOIUIATIK-
HHUX TpaH3aKLiil 3 MiHIMI3ali€elo 3aTPUMOK 1 HaBaHTa-
JKEHHsI Ha KaHaJl.

Y KOHTEKCTi 3alpONOHOBAHOTO PEXXUMY BHKOPHC-
TaHHS Hi0O7iB 3a0e3medye OamaHc MK KOMITAKTHICTIO
KOAYBaHHA Ta IBHUAKICTIO 00pOOKH, 0COOINBO IPH iHTE-
rpauii 3 kogom Xabdmana (Tadmn. 1).

2. IlocaigoBHicTH peskuMy Ta WPy

BuxopucTaHHS 3ampOIIOHOBAHOTO pEXHMY Tpeba
OIIIHUTH 3 MOKJIMBICTh BUKOPHUCTaHHS «JI0» Ta ITiCIISD)
mmdpyBansst (puc. 2). PO3rIsIHUMO KOXHUIA 3 MIXOIB.

1. CrBopeHHS Koy Ui HiOOJIB Ha BIIKPUTOMY Te-
KCTi, CTHCHEHHS Ta MOTIM MU PyBaHHS.

1.1. Eghexmusnicms. OdikyBaHa JOBKHUHA KOJIY:

15

Bl = ) pii,

i=0
He xoedinient crucHenns R = E[L] \ 4 (6it/ui66iT).

Tabnuys 1 — IlopiBHsAHHSA 0aiiTiB Ta Hi0O0TIB

Ilapamerp Baiitu (8 6iT) Hi66J1m (4 6iTH)
Kinbkicts

MOKIIUBHX 28=256 24=16
3HaYCHb

Po3mip Binpmmii, Bumarae | Menmmuii, 3py4nuii mis
Osoka ma- OinpIne mam’ati A1t | pecypcHO-0OMEKEHUX

HUX 00poOKHU TIPUCTPOIB

Bume y cuctemax 3 | Bume y By3pkocmemnia-

IIponyxTus- .

. MIMPOKUMH IIMHAMH | JTi30BaHHX JIETKOBAro-
Herb JaHHUX BHUX HIM(pax
I'Hyukicte |MeHma epeKTUBHICTD OnrtumansHime
P KOAy- 3MIHHOT IOBXHHU HOEIHYETHCS 3 KOJAOM
BaHHI KOy Xadbbmana
Eneprocmo- | Bumie npu 06po6ui | Hmxde, mo BaximmBo
SKUBaHHS MaJInX 00CATIB JaHUX s IoT
Kpurrro- Bimgunﬁ npoctip | [lotpebye nomaTkoBUx
CTiHKICTE KJIIOYiB IIPH OZHAKO- TIepETBOPEHb VIS

Biil KIJIbKOCTI OJIOKIB CTIAKOCTI

BimgpuTHii TeKCT Bipgkputiii TekcT

A 4 y
Kopysanus Xadbdmana
(cTHCHEHHS)

Brnoyse mmdpysanna + X3

v
Brnouse nmdpysarna + X3

Kopysanna Xabdmana
(cTHCHEHHS MIAPOTEKCTY)

v y
MMu¢porerct

CrucayTHi mnndpoTekct

Puc. 2. [TopiBHAHHS MiIXOIiB 3aCTOCYBaHHS
koxyBaHHs Xaddmana

SAxmo p;i HepiBHOMIpHI, R<1 = peanpHa eKOHOMIS.
Jnist piBHOMIpHUX — BHTpall MiHIManbHHM.

1.2. besnexa.

» Ilnroc: micns mudpyBaHHs GITOBHI MOTIK cTae
PIBHOMIpHHM — CKJIQJIHO POOUTH YaCTOTHHI aHAII3.

* Minyc/mMeTamaHi: ITOBXHHA MH(POTEKCTY KO-
pettoe 3 eHTpOITiero BinkpuToro Tekery (side channel mo
JIOB)KHHI).

MiTiramii: magauHT 10 (QiKCOBaHUX pPaMoK, (ppei-
MiHr o yaHkax, AEAD (mamp., AES GCM), «kimodo-
BUii/kaHOHIUHMID» Xaddman 6e3 siBHUX yacToT, abo i-
KCOBaHHMH TPOQiTb TOBXKHUH.

1.3. Haoiunicmo/cunxponizayis.IIoMuIKa 0IHOTO
6ita micng mudpyBaHHA (Ha eTami mepegadi) — Micis
nemnpyBaHHSI  MOXE «PO3CHHXPOHHTH»  JEKOJEp
Xad¢dmana. Mirirarmii:

* KOAyBaTH NOTOK y yaHkH 3 BnacHumu CRC;

» BuxopucroByBatu CTR/GCM (;erko o06pi-
3atu/monoBHIOBATH) 1 Bamigamito MAC 1o Jeko1yBaHHS.

Bucrnogox: onTUMaIbHUI BapiaHT, SIKIIO MOTpPiOHE
CTUCHEHHs. ['0JIOBHE NPaBMIILHO 3aMacKyBaTH JIOBXHHY
Ta JIOKaJIi3yBaTH MOMWIIKN Yepe3 YaHKH.

2. CriouaTKy BUKOHYEThCS H(PYBaHHS, MOTIM 3a-
CTOCOBYETBHCS CTUCHEHHSI ITH(PPOTEKCTY.

2.1. Epexmuenicmo. lIudporekcT Mae OIU3BKY 110
piBHOMIpHOT po3noaiieHy (pi=1/16 s HiGO6IIB), oTXKe li
MPaKTUYHO CTaJi — CTHCHEHHS MaiXe HyJbOBE, 1HOII
HaBiTb 301JIbIICHHS PO3MIpY Yepe3 3ar0JIOBKH.
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2.2. besnexa.

* Pusuk BHTOKY yepe3 KOMIPECio MiHIManbHHUH
(aHi BXXe paHJOMI30BaHi).

* [IpakTH4HO CEHCY MaJlo: KOMIIPECOP HIY0T0 «HE
3HAXOJUTHY.

2.3. Haoiunicmo.

SKmo Bce X 3acTOCyBaTH, €EKT aHAJNOTIYHUHN 110
OyZap SKOTO TOCT TIpoIecopa: +3aTpuMKa, +oBepren, Hy-
JBOBHH BHUTrpaml. BUCHOBOK: TEXHIYHO HepamioHAIBHO.
ITepeBaXkHO HE BUKOPHCTOBYBATH.

VY Tabn. 2 HaBeIEHO MOPIBHSHHS 3aCTOCYBaHHS pe-
KHUMY «JI0» Ta «IIICIIsD IUPPYBaHHS.

Tabruys 2 — IlopiBHAHHS 32CTOCYBAHHS PEXKUMY

Jo mudpysanns Hicas mudpy-

Kpurepiii

(Hi00J11) BaHHs (Hi00J11)
Kowmmpecis € Maiixe BiiCyTHS
Butik o . Hemae nonartko-
. MosxnuBuit
JOB)KHHI BOTO
CTilKiCTD [otpi6Hi ya- He siae Barpanty
II0 IOMHJIOK HKU+MAC
CywmicHi pe- CTRIGCM, Bynp ki, ane xo-
KUMU XChaCha20 pucri ,Mano
Poly1305
OBepxen Tabnus/noBXuHI 3aiiBi Oaiitu Oe3
METaIaHHUX KOJIiB BUT'OJIH

Pexomennamii ms pexumy (HiI60mm + Xaddman)

1. Obparu “Xaddman mo mudpyBaHHA’, SKIIO
JIaHi MAIOTh MEPEKiC YacToT.

2. CxoBaru NOBXHHY: MAJIUHT 10 OiHIB (Hampu-
kmanx, 256/512 OGaiir), abo amanTHUBHI «KOPOOKM
(small/medium/large).

3. Yanku 1-4Kb: xoxen len bits | payload |
CRC/MAC subtag; 3Bepxy AEAD Tter BChOro moBigom-
JICHHSL.

4. Kanouiunuit/xmouyoBuii Xaddman: 30epertu
TIIKY BEKTOp JO0BXKHH (16 3HaYeHb) a00 BUBECTH TOPSI-
JIOK 13 KJTIF04a, 100 MIHIMI3yBaTH BUTIK CTATUCTHUKH.

5. Sxmro BXim yxe «mrymHUI» (Jor imeHTH(IKA-
TOPH, KIFOYi, BUIIAIKOBI IaHi) — MPOMYCTIiTh KO{yBaHHS
Xaddmana: Burparnry He Oyze.

JAst eKcriepTHOT OLIHKHM I[bOTO eTaIry MO>KJINBO 3a-
CTOCYBAaTH TaKy METOJUKY.

* Kopnyc manux. 3-5 pisaux Habopis: (a)
TeKCT/Nor (aiinm 3 mepekocoM 4acToT; (6) ceHCOopHi Te-
nemetpii/CSV; (B) Bxe cTucHyTi/Bunankosi qani (PNG,
ZIP) — 5K HETaTUBHHUIA KOHTPOITb.

*  Meroau st HOPiBHSHHS.

1. Huffman—CTR—MAC (mpononoBanwuii),

2. CTR—MAC (6a3oBuii),

3. (omu.) Huffman(keyed) > CTR—MAC 6e3 me-
penadi TabIuIIi.

*  O@peiiminar. Po3mip yanka 1-4 Kb; y koxxHOMY
JOBXXHHA OiTOBOrO MOTOKY, payload, CRC/MAC cyb6rer;
3Bepxy — AEAD Ter BcbOro MMoBiTOMIICHHS.

* BumiproBarnaa. MiHiMyM 5 TIpOTOHIB Ha KOXXKE€H
aTaceT 1 METOI.

IToxa3HMKU METOAMKHY.

+ Eurpomis  mi66mis: H = — Y13, p;log,p;
(6i1/H1606).

» Koed. crucuenns: CR=total_bytes\size bytes.

» IIpomyckHa 31aTHICTD WH(pYBaHHs/AeMUPPY-
BaHHS:

EncThr=size_bytes/tenc (MB/s),

DecThr=size_bytes/tsec (MB/s).

» Osepxen Merananux: header_bytes + tag_bytes
Ha YaHK/TIOBITOMJICHHSL.

»  CritikicTs 1o mommitok: pu in’ekuii BER p omi-
HIOHTE CepeIHIO error propagation_bits 10 pecHHXpOHi-
3arii; O4iKyBaHO Kpallla Ipy YaHKyBaHHI.

OuikyBaHi pe3yapTaT (1T 0OTOBOPESHH)

 Jlngs  KopmyciB 3  NEpPEeKOCOM  9YacToT
H<3.56it/1i66m1 — Huffman — CTR — MAC mnoka3sye
CR<1 (xopucTb); 1151 pIBHOMIPHHUX/BXKE CTUCHYTHX —
CR~] (Burpam BiICyTHii), 110 Y3TOIPKYETHCS 3 TEOPIELO.

» IlpomyckHa 37aTHICTH Maibke He Hajae, sSKIIO:
a) kaHoHiunuit Xaddman, b) yanku QikcoBaHOTO PO3-
mipy, €) CTR/GCM 3 noTokoBUM mu(pyBaHHIM.

[IpuxoByBanus nepeBa Xadhmana

SAxmo kox XadhmaHa 3aCTOCOBYETHCS A0 MHDPY-
Banus (Compress-then-Encrypt), To nepeBo a6o BekTop
JIOB)XKHH TIEPENAIOThCS Y BIAKPUTOMY BHUIJISAI BCEpEIUHI
0J10Ka (3aroJIOBOK), i caMe BOHO € METaJaHUMH, SKi IT0-
TEHLIITHO PO3KPHUBAIOTh CTATUCTUKY BXIIHUX JaHHX.

Bapianmu npuxoeyeanms:

1. Kiouowuii Xap¢pman (Keyed Huffman)

» Iopsmok cumpodmis (0..150..150..15) 3agaersest
IepecTaHOBKOI0, 3reHepoBaHolo 3 kiroua (PRP, PRNG).

* Bekrop noBxuH abo QikcoBanuit npodinb oou-
paeTbes 3 HeBEIMKOTo Habopy (Bepcis, seed).

* YV pe3yibTarti OTpEMYBad BiATBOPIOE IEPEBO, HE
Tepeiatouy HOro SIBHO.

2. KaHoHiuHMIA KOJ + MM pPYBaHHS 3ar0JOBKa

» 30epiraeMo nmimie BeKTop HoBkHWH (16 3Ha-
YeHb), a CaM 3aroJOBOK MU(PPYEMO Pa30M i3 JaHUMH.

» Ilicns posmmgppyBaHHs MOXHA BiIIHOBUTH Jie-
peBo.

* Burik craTucTuKy 3HIMaeThesl, 60 10 po3mnd-
PYBaHHsI 3arojIOBOK — BHIIQJIKOBI OalTH.

3. TlceBnoBunaaKoBe 3MillICHHS JOBXKHUH:

* Jlo onTHMaibHHUX JOBXKHUH J0/AEMO HEBEJIHMKE
BHITAIKOBE 3MiMeHHS (+1), BUSHaUCHE KIIF0UeM, 1100 pe-
albHA 9acToTa He BimoOpaxanack 1:1 y xomi.

» Ile Tpoxu moripirye KoMmpecio, aje ycKiaj-
HIOE€ YaCTOTHHH aHaJi3 3ar0JIOBKIB.

4. BuxopuctaHHS “npodinis” gepes

* Hamnepen Buznauenuit Ha6ip NNN nepeB (mpo-
¢iniB), HOMep TPod iyt BUOMPAETHCS 32 KIFOUEM.

» Ilepemaemo nume ingexc (1-2 Gaiiti) abo mm-
(dbpyemo itoro.

Sxmo xox Xaddmana 3acTOCOBY€ETCS TiCIs M-
pyBauns (Encrypt-then-Compress), To cutyartist iHima:
BXix 10 Xaddmana — BUMAAKOBHHA MH(POTEKCT 3 piB-
HOMIpHHUM pO3moIiioM Hi00miB. Toxni gepepa:

* abo craroTh ¢ikcoBaHNMH (yCi KOJIU = OJJHAKO-
BOT IOBXXUHH), 00 4aCTOTH ~ PIBHOMIpHI;

* abo nmaloTh MiHIMalbHYy KOMIIPECII0O — a 3Ha-
YHTh, iX MOXHA B3arasi 3adikcyBaru.

Bapianmu npuxosysanns:

1. ®ikcoBaHe AepeBO s BCiX OJIOKIB

*  Opun xaHoHIYHWA XaddMaH (HAPHUKIAL, PiB-
HOMipHHIA K0J, a00 HaBiTh identity-mapping), y3romxke-
HU 000Ma CTOPOHAMH.
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* JKoxHoro BUTOKY, 60 CTpyKTypa MHOCTiiiHa 1 HE
3aJIeXKHUTh BiJ] JaHUX.

2. Kio4oBwmii IceBIOBHUNAIKOBHH KO

o Jlnsa xoxHOI cecii abo MOBITOMIICHHS TOPSIOK
KOJIiB 3371a€THCS 3 KII04a, ajle YaCTOTH BCE OJHO PiBHO-
MipHI — KOMIIpECis BiIICYTHS, BUTIK BiACYTHIH.

*  BuKOpHCTOBYETHCS JNHIIE TSI CYMICHOCTI 3 Je-
KOZIEPOM.

3. Tlorna BigmoBa Bix amanTuBHOTO XaddmaHa

*  OCKUIBKM Ha BUIAIKOBHX JaHUX BiH HE Ipa-
IF0€, 3aMIHIOEMO Ha iHIIHMH mocT-Tponecop abo He po-
OMMO KOJTyBaHHS B3arali.

* lle Haiibe3neuHile 3 TOYKH 30py METaIaHHX.

Kmouosa pisnuys nioxoodie nacmynnua:

* Jlo mwudpyBaHHA: epeBO 3aJECKHUTh BiJ pealb-
HHUX YacTOT, TOMYy HOro tpeba MacKyBaTH (KIIOYOBHM
npodineM, muppyBaHHIM 3arojoBKa, NCEBIOBHUIAIKO-
BAMHU MOAHU(DIKALIIME).

* Ilicns mmdpyBaHHA: JepeBO HE HECe KOPHCHOI
iH(popMaii U aTaky, i HOTo MOKHA 3pO0OHTH (iKcoBa-
HUM a00 B3aral nmpuoparu.

3. llep-0.10K0BUHIT pe:kUM

Y  wmoaudikoBaHOMY TIIXOAI PEKUM KO
Xaddmana — mmdpyBanus — X3» 3aCTOCOBYETHCS HE
J0 BCHOIO MOBIZOMJICHHS, @ JO KOXXHOTO OKPEMOTO
610Ky po3mipom B GaiiT, TakoK 3MIHIOIOTBCS KOMITPOMi-
cHi BmacTuBOCTI. biiok po3mipom B Gaift 00pobiseThes
OKpeMO: paxyIThCs 9aCTOTH HiOOMIB y G011, Oy Iy€eThCS
KaHOHIYHMIA KoxI (a0o Oepere «KIOYOBHIN»), MHUPPY-
erbes, nogaersess MAC.,

IlepeBaru:

o Jlokanizauiss moMmiaok. Skimo OiT CIOTBOpH-
BCSA/TET HE 31HIIOBCS — BTPAYa€eThCS JIMIIE OJUH OJIOK,
pelTa 1eKoyeThesl KopekTHO. Lle pi3ko 3MeHIye «po3-
CUHXpOHi3aIliro» Xaddmana.

+ Tlapaneni3m i Hu3bKa 3aTpuMKa. bioku Hesae-
KHI — JIETKO MapaJIeuTH Ha SIpax/MoTOKaX; MOXKHA I1e-
penaBaTH/nemApyBaTH «CTPIMOM).

e Apjanrauis A0 HeCTaliOHAPHUX NaHUX. SIKIIO
CTaTHUCTHKA 3MIHIOETHCS 110 X0y (TelIeMeTpis, Jor-¢dop-
MaTH), JIOKaJIbHI KOJH KpaIllle ITiTalITOBYIOTHCS.

Henomixu:

* Osepxen 3arojioBka Ha kKoxkeH 61yok. [ToTpi6HO
riepeiaTy JOBXKHUHY KOJIiB (16 3HaueHb) + 10BXHHY OiTO-
BOTO MOTOKY. HaBiTh y kaHOHIYHOMY (opMaTi 11e ~16—
24 GaiiTu/0I0K.

e MeHI TOYHA OI[IHKA YaCcTOT HAa MaluX OJIOKax.
Ha manenpkux B mrym omiHku poOUTH KOJ MEHII ONTH-
MaJIbHUM — BTpa4yaeTe YacTHHY BUTpAlly BiJ CTHC-
HEHHSI.

* Burik 1o noBxuHi Ha piBHI 610Ky. Po3mip ko-
KHOTO MHU(POOIOKY KOPEIIOE 3 JIOKATBHOIO EHTPOIIIEI0
BXIJTHUX JaHUX (SKIIO HE 3aCTOCYBATH M UHT/OaKeTH-
3aIli10).

dopmar yaHKa MOXe MaTH BUTJISL;

len_bitsheader_Huffman /payload_bits/CRC/ MiniMAC
ne len_bits — noBxwuHa GITOBOTO MOTOKY 3aKOJIOBAHOTO
6110Ka (2—4 B); header_Huffman — Bektop 10BXHH KOAiB
(16-24 B) a00 cKOpOYEHHIT «KITFOUOBHI» 3ar0JIoBOK (1—
2 B); payload_bits — 3akomoBani Ta 3armmdpoBani gaHi;
CRC/MiniMAC — KoHTpOJIb LiJIICHOCTI Ha PiBHi 0JI0Ka;

3BepXy KOXKHOro Onoka 3acrtocoByetbcst AEAD-ter
(mamp., AES-GCM a6o AES-CTR+HMAC).

Buznaunmo mopir okymHocTi oBepxemy. [lo3Ha-
YUMO O4iKyBaHy NOBXuHY Xaddmana nns HiOOma sk
E[L] (6i1/ui66a). ExoHomis Ha oxHomy HiGOmi:
A=4—E[L] 6it. Y Gmomi B 2B Hi00iB, TOK €KOHOMIS:

SavedBits =~ 4 -2B.
Sxkmio 3aronoBok H 6aiiT = osepxen 8H 0Oit, To
A2B>8H = B>4H/A.

PosrisiHemMo npukiaau:

» H=24 Gaitry, E[L]=3.2 = 4=0.8:
B>4-24/0.8=120 6aiir. To6To 610K =28 GaliT yxe «y
TUTEOCTY.

* Te came, ane E[L]=3.6(4=0.4).

B>240B 6aiir — tpeba obupatu 256-512 GaiT.

+ Skmio mani Maixe piBHOMipHi (Ef/L]~4, 4—0),
TO KOMIIPECiSi HE OKYIIA€ 3aroJIOBOK: KPalle BUMKHYTH
Xadpmana s Takux ONOKIB.

Besmnexka i mimicHICT

* AEAD per block (mamp., AES GCM/AES
CTR+HMAC): npocrTinie joKanizyBaTH IiAMiHYy/TIOMH-
JIKY, MEHIIIE IOBTOPHOTO eIIU(PYBaHHS.

* Burik g0oBXUHH: Tpeba MAacKyBaTH JIOBXHHY
Oakerm3auicro (mamauHr o 256/512/1024 Gaiit) abo
«makeramu small/medium/large». Ile maibke He mIKO-
IIATH IIBAIKO/II, aje 3HIMa€e caii-yeHe 110 JOBKUHI.

» Kirouoswmit/kanonigamnit Xaddman. {06 He me-
penaBaTé 4acToTH, Tpeba mnepeaatH BekTop aAoBkuH (16
Oaifr) abo B3araji 3BECTH 3aroJioBOK 10 1—2 OaWTiB,
SIKIIO TIOPSZIOK CUMBOJIIB BUBOUTRCS 3 Kitoua (PRP me-
pEeCTaHOBKa).

» Jlns miHiMi3alil 3arojioBka Ta MPUXOBYBaHHS
YaCTOT PEKOMEHIYETHCSI BAKOPUCTOBYBATH «KIIFOUOBHI
kaHoHiuHuH Xaddman, ne MopsaoK CUMBOJIIB BU3HAYA-
€THCS TICEBJIOBUIIAJIKOBOIO IEPECTAHOBKOIO 3 KITFOYA.

[pakTHyHi HaAMITYBaHHS IS KOJY

1. Po3wmip 6noky B: 512 B — 4 KB. [lns Tekcris/Te-
nemetpii gacto ontumyM 1-2 KB: noctatHbo s crabi-
JBHOT OI[IHKH YacTOT 1 MUl OBEpXeI.

2. Yank popmar:

» len_bits (2-4B), header (16-24B), payload_bits,
CRC/mini MAC (2-4B);

* 3Bepxy — AEAD Ter 6ioky;

*  OINIIOHAIBHO — IO0ATBLHUI Ter Ha BCE IMOBi-
JIOMIICHHSI.

3. AnpantuBHe BMuKaHHS Xaddmana..

4. TlapanensHicTh. bymyBatn xomu i mmdpyBaTi
omoku y Bopkepax; CTR/GCM 4ynoBo MacmTadyeThesl.

5. Crajictb JOBXHHH.

Tabauys 3 — IlopiBHAHHS «TJ100aJbHUN KOI» 3 «IIEepP-0JI0K»

- I'nodansumii H Ha
Kpurepiii . H na koxen 010k
TOBiIOMJIEHHSI
. Kpama mpu crarmio- | Kpama mpu 3miHHIN
Kommpecis palla fip o= 1 8p P .
HapHIW CTAaTUCTHUIIL CTAaTHUCTHUIIL
OBepxen Opu 3aros0BoK | 3arojoBok Ha 010K
[Momunka/po3- Moske 3HeCTH Bech
S ) Oo6MexeHo GII0KOM
CHHXPOHI3aILis HOTIK
[Mapamnemizm/ .
P . T'ipme Kpame
JIATEHTHICTb
Burtik 110 108B- Ha piBHi Bcboro | Ha piBHi ko)kHOTO
SKHMHI [TOBIJOMJIEHHSI OJI0Ka
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CucreMu ynpaBiIiHHsI, HaBiraiii Ta 38's3ky. 2025. Ne 4

[ep-6mokoBUl BapiaHT € MOUUIBHUM IS JaHHX 13
MIHJIMBOK CTATUCTUKOIO (HAMPUKIAN, TEICMETpis) Ta
CHCTEM, JIc KpUTUYHOIO € HU3bKA JATCHTHICTh 1 CTIHKICTB
JI0 TIOMIJIOK, aJic BUMAarae MpaBUILHOTO BHOOPY po3Mipy
0JI0Ka Il MEXaHi3MiB MaCKyBaHHS JTOBXHUHU.

4. Ouinka egeKTHUBHOCTI: OalT-IpOTH
Hi00/1-Xadgpman 1is pizHUX 0JI0KIB

J1Jis KiTBKICHOT OIIIHKH 0y 10 3MOJICITOBAHO pOOOTY
3aIPOIIOHOBAHOT0 PEXKUMY 3 TPHOMA MOLUTMPEHUMH AJITO-
purmMamu  cumetpuuHoro mmdpysanus: AES-CTR,
AES-GCM Ta ChaCha20-Poly1305 [11]. IlopiBHtoBa-
JIHCS [IBa BapiaHTH CTATHCTUYHOTO KOIAYBaHHS:

1. baiitoBuit Xadpman (8-6iToBi cuMBOIN);

2. Hi66x-Xaddman (4-6iToBi CHMBOIH).

JocmimKkeHHsT TPOBOANIOCS U PI3HUX PO3MIpiB
6mokiB: 128, 256, 512, 1024, 2048 ta 4096 6aiit. Sk Me-
TPUKY €(QEeKTUBHOCTI BHKOPUCTAHO KOe(]illieHT CTHC-
uwennst CR = po3mip Buxomy/po3mip BXOIy, J€ MEHIIE
3HAUEHHs BIJNOBiaE Kpamomy pesynbrary. OTpuMai
3HAUCHHs HaBe/eH1 y Tabnuui (Tabia.4) Ta IX MopiBHSAHHS
Ha Jiarpami.

Tabruys 4 — IopiBHAHHSA po3MiniB 0J10KiB
115 0aiita 3 Hi00a -Xaddmana

Bloc| AES- AES- AES- AES- ChaCha ChaCha
k CTR CTR GCM GCM 20 Byte 20
Size| Byte Nibble Byte Nibble Huffrﬁan Nibble
(B) JHuffman]Huffman]Huffman]Huffman Huffman
128 0.98 0.95 0.99 0.96 0.985 0.955
256 0.97 0.93 0.98 0.94 0.975 0.935
512 0.95 0.91 0.96 0.92 0.955 0.915
1024] 0.94 0.9 0.95 0.91 0.945 0.905
2048] 0.93 0.89 0.94 0.9 0.935 | 0.895
4096] 0.92 0.88 0.93 0.89 0.925 | 0.885

®- AES-CTR (Byte Huffman)
] AES-CTR (Nibble Huffman)
0.98 LR ®- AES-GCM (Byte Huffman)
\ —#— AES-GCM (Nibble Huffman)
® #- ChaCha20-Poly1305 (Byte Huffman)
—+#— ChaCha20-Poly1305 (Nibble Huffman)
£ 0.96
§ 0.94
19
ﬁ% 0.92
g
0.90
0.88
E) 5(50 IObD 15b0 20‘00 ZSbO 30‘00 35‘00 AObO

Po3mip Backy, BaiT

Puc. 3. Ouinka epekTHBHOCTI GaiT-nipoTH HiI60-Xahhmana
IIPH Pi3HUX po3Mipax GIIOKIB

BucHoBKM 3 aHamizy:

1. Hi66n-Xaddman crabinpHO Jae Kpari MOKas-
HHUKH CTHCHEHHS, 0COOJIMBO NpH Benukux Osokax (1024
0aiTH i OiNIbIIE), 1€ TOYHICTH OLIHKH YaCTOT 3POCTAE.

2. Ilpm mamux Onokax (128-256 0Oaiir) pizHMLA
Mik GaiiToBUM Ta HiO0J-Xad(hMaHOM 3MEHIIYETHCS Ye-
pe3 oOMexeHy CTaTUCTUUHY BUOIpKY, a BITHOCHHI OBe-
pXel] 3ar0JI0BKa 3pOCTaE.

3. Edexr Big Bukopucranns Hi0On-Xadpmana €
noMiTHIIMM y TnoTokoBux pexumax (AES-CTR,
ChaCha20), ne xox Xaddmana OyayeTbcs Ha TaHUX IO
mupyBaHHS.

4. Jna pexumiB 3 aytentudikanieto (AES-GCM,
Poly1305) Burpam y cTicHeHHi 30epiraeTscs, ane moT-
peOye BpaxyBaHHS JOJATKOBOTO oBepxexy TeriB MAC.

TaxuM 9rHOM, y OLIBIIOCTI CIICHAPIB IIPH ITOCTAT-
HBOMY pO3Mipi O10kiB HiIOOTI-Xaddman no3Bomse qocs-
T'TH Kpamoro 06ajJaHcy MK KOeQillieHTOM CTHCHEHHS Ta
0e3meKo10, 0COOINBO Y BUIAIKaX, KON CTPYKTypa Ja-
HUX Iepe mudpyBaHHIM Ma€ HEPIBHOMIPHUI pO3IOALT
CHMBOJIIB.

BucHoBku

3anponoHOBaHUH PEXUM OJIOYHOTO MU PYBAHHA 3
BHKOPHCTAHHAM Koy Xaddmana s HIOOIIB JeMOHCT-
pye edeKTHBHE MO€HAHHS CTATUCTUYHOTO KOJYyBaHHS,
CHMETPHYHOTO INU(PYBaHHSI Ta MEXaHI3MIB XeII-3aXH-
cTy. AHani3 nokasas, 110 iHTerpauis Xappmana y Kkpun-
TorpadiyHHUi poliec MOXKe OyTH peanizoBaHa y IBOX OC-
HOBHHX MiJX0Jax: M0 MHU(pPyBaHHS Ta Micis WUpY-
BaHHSI.

* Buxopucranus Xadpdmana go mudpyBaHHs 3a-
Oe3reyye MOMITHUH BUTpAll y CTUCHEHHI NPH HEPiBHO-
MIpHOMY PO3IOIiTI CHMBOJIB Ta 3MEHIIy€e 0OCAT mepe-
JaHUX JaHUX, OJHAK MOTpeOye MAcCKyBaHHSA IOBXHUHH
mr(pPOTEKCTY 1 IPUXOBYBAHHS CTPYKTYPH JiepeBa (depes3
KITI090Bi mpodiri, mmppyBaHHS 3ar0J0BKa a00 KaHOHI-
YHI KOJH 3 IEPECTAHOBKAMH).

» 3acrocyBaHHsa Xadpdmana micns mmdpyBaHHS
Maiike He Jla€ KOMIIpecii yepe3 piBHOMIpHICTh HIMppo-
TEKCTYy, aJie MiHIMI3y€ BUTIK METaaHUX; Y 1[bOMY BHIIa-
JIKY TOIIIbHO BUKOPHCTOBYBATH (hiKCOBaHi 200 KITFOUOBI
MICEBIOBUITAIKOBI JepeBa, ab0 B3araji BiIMOBUTHCS Bij
KOJIyBaHHSI.

[NopiBHSHHS TI00aTHHOTO Ta MEP-OIOKOBOTO TIiJI-
XOJIIB TOKa3aJIo, Mo mep-01okoBa 0O6podKa:

* MABHIYE CTIHKICTh IO IOMIJIOK 1 T03BOJIsIE ede-
KTUBHHH MapaneizMm;

* J1a€ Kpally aJIanTalio 10 3MiHHOI CTATHCTHKH Jla-
HUX;

* moTpedye MpPaBUIILHOTO BHOOPY po3Mipy Osoka
(1100 exoHOMis BiJ CTHCHEHHS NEPEBUIIyBala OBEPXeE]
3aroJioBKa) Ta JI0JIATKOBUX 3aXOJ(iB 3 MacKyBaHHS JOB-
JKUHY (T1aJTUHT, 0AaKEeTHU3AITisT).

ExcriepumeHTanbHi OIMIHKKA MiATBEPINIIH, IO IS
KOpIyCiB i3 HU3BKOIO EHTPOTIIEI0 Hi00ITiB
(H<3.5 6i1/Hi001) KOe(iLiEHT CTUCHEHHS B PEKHUMI
«Xappman—CTR—MAC» 3mMeHuIye obcsar AaHuX Ha
10-20 % mopiBusHO 3 6a3oBuM «CTR—MAC» npu He-
3HAYHIH BTPATi IBUAKOIII.

Jis piBHOMIpHUX a00 B)K€ CTUCHYTHX JaHUX JOIIi-
TpHO BUMHKAaTH Xaddmana ta mpamroBatn B «CTR-
only» pexxumi.

TakuM dnrHOM, pO3poOJIEHUI peXuM 3abe3mnedye
Oamanc MK Oe3mekoro, e(eKTUBHICTIO Ta HaAIHHICTIO,
0COONMBO y CIIEHAPISIX 3 PECYpCHHUMH OOMEKEHHSIMH
(IoT, mo6inpHI Ta BOyOBaHI CHCTEMH), @ TAKOXK y BUTIA-
JIKax, 1€ KpUTHYHUMH € 3MEHIIEHHS 00CsTy NaHuX i 30e-
PEKeHHS BUCOKOT IPOAYKTHBHOCTI. IlepcrieKTHBHUM Ha-
NpsIMOM ~ MOAANBIINX  JOCHIIKCHb €  ONTHMi3allis
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npodinie Xaddmana Ui KIFOYOBOTO BUKOPHCTAaHHS,  BiJI JIOKAJbHOI €HTPOIIi Ta po3poOKa METOMIB MOBHOTO
aJanTUBHE BMHKAaHHSI/BUMHUKAHHS KOIYBaHHS 3aJIe)KHO  IPUXOBYBAHHS METaJaHUX y KaHAlaxX 3B SI3KY.
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Block cipher mode based on Huffman coding for nibbles
Maksym Glavchev, Yuliia Hlavcheva, Heorhii Molchanov

Abstract. Relevance. The relevance of this work is driven by the need for cryptographic solutions that combine high
security, efficient compression, and low computational overhead, which is particularly important for 10T, mobile, and embedded
systems. The purpose of the article is to research the development and analysis of a block cipher mode based on Huffman coding
for nibbles, with integrated hash protection mechanisms and support for both global and per-block processing. Object of research:
the use of Huffman transformation of half-bytes (nibbles) to create a block cipher mode. Research results. Experiments have
shown that for data with low nibble entropy (H < 3.5 bits/nibble), the proposed mode reduces the size of encrypted data by 10—
20% without significant performance loss, ensuring error resistance and integrity preservation. Conclusion: the integration of
statistical coding and symmetric encryption with adaptive parameter selection provides a balanced solution for secure and efficient
information transmission under resource constraints.

Keywords: block cipher, Huffman coding, data compression, cryptography, symmetric algorithms.
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MODELS AND METHODS FOR BUILDING A DECENTRALIZED IOT SYSTEM —
ESP32-BASED SENSORS USING THE MQTT PROTOCOL

Abstract. Relevance. The relevance is due to the growing interest in ESP32-based IoT systems, the limitations of
centralized systems, and the potential of the MQTT protocol. Article subject. Methods for implementing decentralized
WSNSs and their components. Purpose. The article's main purpose is to propose a decentralized architecture for Wireless
Sensor Networks (WSNs). It aims to shift from the traditional centralized model, where all sensor nodes depend on a
single hub, to a more resilient system where each node possesses direct internet access. The goal of this proposed design is
to significantly boost the reliability and overall productivity of the network by eliminating the single point of failure
inherent in a centralized setup. Article results. The article culminates in a specific and cost-effective recommendation of
components to build a decentralized sensor node. These include: the ESP32 module, communication modules, a
development environment, a data transfer protocol, and brokers to ensure its operation. Conclusions. Based on an analysis
of available hardware and software, the article concludes that building a reliable and cost-effective decentralized Wireless

Sensor Network (WSN) is highly feasible.

Keywords: Decentralization, WSN, ESP32, MQTT, Wi-Fi, 2G, LTE, Ethernet.

Introduction

WSN technology is used in various applications,
from smart homes to the military industry. What they all
have in common is the need to collect data in complex
and challenging conditions. They have been developing
since the 1950s, and during this time, many
technologies have been developed, which allow this
industry to grow. New hardware components, data
collection methods, and routing protocols are the main
development forces for this field of knowledge.

However, the vast majority of them use a
centralized organization scheme, which provides for the
presence of a hub that transmits data to the Internet.
This article aims to introduce a decentralized
construction scheme into this field to improve the
reliability and productivity of the system.

Main part

Review of existing solutions. In centralized
WSNSs, all nodes form a mesh topology network through
which data is transmitted to a sink, which has access to
the internet (Fig. 1) [1].

Internet and
satellite

Task manager
node

User

Sensor field

Sensor nodes

Fig. 1. Centralized WSN

The transition to a decentralized network
architecture necessitates that each sensor node be
equipped with direct internet access. This configuration
allows each node to operate as an independent hub,
which enhances network stability and resilience by
eliminating dependence on a single point of failure — the
central sink.

The fundamental hardware design of the nodes
remains consistent with their centralized counterparts
(Fig. 2). The primary modification is the replacement of
the IEEE 802.15.4 communication module with
alternatives such as Wi-Fi, Ethernet, 2G, 3G or LTE.
The selection among these modules is contingent upon
the specific application requirements and the availability
of suitable network coverage.

MEMORY

CONTROLLER SENSORS/

ACTUATORS

COMMUNICATION
DEVICE

POWER SUPPLY

Fig. 2. Node structure

For each data transfer method, there are ready-
made solutions in the form of developer kits that already
have the necessary communication modules built in,
such as the ESP32 4G LTE Gateway (Gen.1) (Fig. 3)

[2].

NANO-SIM

ETHERNET
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Fig. 3. ESP32 4G LTE Gateway (Gen. 1)

They contain all the modules that can provide
decentralized operation of the node and completely
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eliminate the assembly process, but they are all
prohibitively expensive compared to separately
purchased boards and modules. Their use is reasonable
during debugging, but when implemented in each node,
it becomes too expensive.

Ethernet shield. Fortunately, there are separate
Ethernet shields that can be connected to a microcontroller
board if it has an SPI interface (Fig. 4).

Master Slave

e
—
—_—
—_—

Fig. 4. SPI interface

The most popular ones at the moment are the
W5500 and ENC28J60 (Fig. 5). The main and most
important difference is the W5500's hardware TCP/IP
stack. All the complex work of processing network
protocols (TCP, UDP, IP) is performed directly by the
W5500 chip. This significantly reduces the load on the
host microcontroller (e.g., ESP32), allowing it to focus
on application tasks. The WA5500 also offers 8
independent  hardware sockets for simultaneous
connection management [3].

In contrast, the ENC28J60 is a standalone Ethernet
controller that includes MAC (media access control)
and PHY (physical layer) but does not have a built-in
TCP/IP stack. This means that upper-layer protocols
(IP, TCP, UDP) must be implemented in software on
the host microcontroller in order to operate on the
network.

This places a significantly greater load on the host
processor and requires more memory resources, which
may limit the use of the ENC28J60 in resource-
intensive applications or when using less powerful
microcontrollers [4].

In addition, the W5500 supports speeds of 100
Mbps (10BaseT/100BaseTX), which is ten times higher
than the maximum speed of the ENC28J60 (10BASE-T,
10 Mbps). The W5500 also has four times more built-in
buffer memory (32 KB vs. 8 KB), which contributes to
more efficient network packet processing. Despite all
this, the W5500 turns out to be cheaper than ENC28J60.

Fig. 5. WiZnet W5500 (on the left)
and ENC28J60 (on the right)

SIM module. There are two SIM modules that
would be most suitable for a decentralized sensor. These
are the SIM80OL and SIM7600G modules (Fig. 6).

The comparison between the SIM7600G and the
SIM800L modules reveals significant architectural
differences driven by their supported network
technologies. The SIM7600G is a multi-band solution
that supports LTE-FDD/LTE-TDD/HSPA+ and
GSM/GPRS/EDGE networks, classifying it as a modern
high-throughput device. Consequently, its maximum
data speed via LTE CAT1 reaches up to 10 Mbps
downlink, and speeds can climb to 42.0 Mbps downlink
when operating in HSPA+ mode. Conversely, the
SIMB00L is a Quad-band GSM/GPRS module, and its
maximum data transfer rate using GPRS is restricted to
85.6 kbps. Regarding interfaces and power, both
modules operate on a comparable voltage range (e.g.,
SIM7600G uses 3.4V ~ 4.2V and SIM80OL uses 3.4V ~
4.4V); however, the SIM7600G offers a higher-speed
data interface, including USB 2.0 with speeds up to 480
Mbps, while the SIM800H/SIM800L primarily utilizes
a full modem serial port (UART) and requires the power
supply to be able to provide current up to

2.0A during its transmit burst and for long-term
stable operation, a DC-to-DC converter will be required

[5][6].
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Fig. 6. SIM80OL (on the left) and SIM7600G (on the right)

Both of these modules are suitable because they
can work almost anywhere. The SIM800L supports
GSM/GPRS networks, which have universal coverage
(Fig. 7) [7]. The SIM7600G also supports more modern
network versions, allowing it to work much more
efficiently than the SIM800OL module. However, these
modules differ significantly in price. While the
SIMB00OL is extremely cheap, the SIM7600G is
extremely expensive.

ESP32-based board. Various versions of ESP
are often used as controllers due to their simplicity and
low cost. This accessibility has given rise to a close-knit
community that develops and distributes open source
software, shares knowledge, and creates extensive
databases of projects and guides. As a result, there are
many ready-made solutions to many problems, which
greatly simplifies working with this platform. They can
also be quite energy efficient when configured correctly.

The ESP-WROOM-32-based board (Fig. 8) is
ideal for node tasks.

The ESP-WROOM-32 module is one of the most
popular and widely used components for ESP32-based
boards. Its popularity is due to the fact that it is a
complete and ready-to-use solution. A single compact
board combines a dual-core ESP32 microcontroller with
a clock speed of up to 240 MHz, built-in Wi-Fi and
Bluetooth modules, flash memory, a quartz resonator,
and even an antenna.
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Fig. 8. ESP-WROOM-32-based board

This eliminates the need for developers to design
complex high-frequency circuitry, which greatly
simplifies and speeds up the device creation process [8].
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A key advantage of the ESP32 is its exceptional
hardware versatility, making it a perfect central
controller for diverse communication needs. Beyond its
native Wi-Fi capability, it is fully equipped to handle
both wired and cellular connections. It supports the SPI
(Serial Peripheral Interface) protocol (Fig.9), which is
essential for high-speed data exchange with Ethernet
shields like the W5500. Furthermore, the ESP32 has
multiple UART (Universal Asynchronous Receiver-
Transmitter) ports (Fig.8), which provide the standard
serial interface needed to communicate with and control
SIM modules like the SIM800L. This built-in support
for multiple communication protocols ensures seamless
integration with all the necessary connectivity modules
for a decentralized sensor node.
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Fig. 9. ESP-WROOM-32 pinout

Data transfer protocol. Protocol that
commonly used for this purpose is MQTT. MQTT's
lightweight, publish-subscribe model (Fig. 10) is
particularly  well-suited  for  resource-constrained
devices, allowing them to efficiently transmit data
without the overhead of a centralized gateway. This
software layer is critical for enabling the decentralized

architecture, ensuring seamless and reliable data flow
from each individual node to its final destination [9].
Although MQTT itself is not heavyweight, it does
have an extension version — MQTT-S, which is
designed to run on low-performance, battery-powered
sensor/actuator devices and operate in WSNs with
limited bandwidth, such as ZigBee-based networks [10].
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Fig. 10. MQTT operating principle

Also, MQTT has such feature as Quality of
Service. MQTT Quality of Service (QoS) defines the
message delivery reliability guarantee level. This
framework balances reliability and network efficiency.
The three levels are:

— QoS 0 ("At most once"), a best-effort, "fire and
forget" delivery;

— QoS 1 (At least once™), which requires a
PUBACK acknowledgment to ensure delivery;

— QoS 2 ("Exactly once"), which guarantees single
delivery using a four-step handshake for critical
communications [11].

MQTT brokers can be broadly categorized as either
public or private, each offering distinct advantages
depending on the project's requirements for simplicity,
control, and scale. Public brokers, or more accurately,
managed loT platforms, are designed to drastically
simplify the development and configuration process,
though often at the cost of flexibility and raw
performance. Blynk is a prime example of this category
[12]. It operates as a low-code service that allows you to
implement a decentralized network of sensors with
minimalistic sketches. Its primary strength lies in its
abstraction of complexity; developers can simply connect
their board to the Blynk library, and the platform's cloud
server handles device authentication, data routing, and
provides a polished, pre-built mobile application with a
drag-and-drop interface for creating dashboards [13]. This
makes it an exceptional choice for beginners, rapid
prototyping, and projects where a user-friendly interface is
needed quickly without any backend or app development.

For applications requiring greater security,
performance, and data ownership, private brokers are
the necessary solution. These can be deployed in two
main ways: on a self-hosted local server or using a
dedicated cloud service. A local server, such as a
Raspberry Pi running an open-source broker like
Mosquitto, grants you complete and absolute control
over your data and security [14]. All information
remains within your private network, which is critical
for sensitive applications and ensures the system
continues to operate flawlessly without an internet
connection. This approach eliminates recurring costs
and provides the lowest possible latency for local
communication. However, it places the responsibility of
setup, security hardening (like configuring TLS
encryption), and maintenance squarely on the developer.

On the other end of the spectrum are enterprise-
grade cloud services like AWS loT Core or Microsoft
Azure 10T Hub [15]. These platforms are engineered for
massive scalability, high reliability, and deep integration
into a broader ecosystem of cloud services. They
provide simple and secure device connectivity, robust
management for fleets of devices, and a choice of

protocols with end-to-end encryption. Their true power
lies in their ability to seamlessly pipe IoT data into other
services for storage, real-time analytics, and machine
learning, making them the ideal foundation for large-
scale commercial and industrial projects where data
processing and robust infrastructure are paramount.
While they involve a pay-as-you-go cost model and
depend on internet connectivity, they offload the
immense challenge of building and maintaining a
globally scalable and secure infrastructure.

Review conclusion

Based on the above-mentioned ready-made
solutions, | consider the following components to be the
most optimal.

— WIZnet W5500, as an Ethernet shield — its main
advantage is that it can handle socket processing
without overloading the microcontroller, which
significantly affects the speed of operation. It is also
small and ideal for node tasks. The price is even lower
than that of competitors.

— SIMB8O0O0L, as a mobile communication module —
it will work even in areas with poor coverage, which is
its main advantage. This module has already become
popular and there is a lot of documentation available for
it. It is also very inexpensive. One of its disadvantages
is that it requires a very specific power supply for stable
operation. But if this is provided, the module will
deliver good results.

— Board based on the ESP-WROOM-32 module,
as a microcontroller — this module eliminates the need
to design the entire board yourself. Such boards already
have everything you need to work, including a Wi-Fi
module, so there is no need to purchase it separately, as
is the case with Arduino. It also supports all the
technologies needed to achieve node decentralization,
has sufficient computing power, and supports energy-
saving modes.

— Arduino IDE, as a development environment — is
the ideal environment for developing on ESP32. It
combines ease of use, a large number of libraries, a
built-in compiler, a port monitor, and a programmer.

— MQTT, as a data transfer protocol — this protocol
is easy to use, uses small headers, has a convenient
publisher/subscriber model, and offers different QoS
levels.

— Raspberry Pi, AWS, or Blynk as an MQTT
broker. Raspberry Pi is an excellent choice if you
already have one available, as it allows you to avoid
unnecessary expenses. AWS is an excellent choice if
you don't have a Raspberry Pi. It provides simple and
secure device connectivity to the cloud, reliable
management and scaling, as well as a choice of
protocols and end-to-end encryption. Blynk is the best
choice for those who are not familiar with programming
and want a convenient, ready-to-use system.

General conclusions

Based on an analysis of available hardware and
software, the article concludes that building a reliable
and cost-effective decentralized Wireless Sensor
Network (WSN) is highly feasible. The optimal
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configuration involves using an ESP-WROOM-32
based board as the core microcontroller due to its
integrated features and strong community support. For
connectivity, the WIZnet W5500 is recommended for
wired Ethernet applications because of its superior
performance with a hardware TCP/IP stack, while the
inexpensive SIM800L module is ideal for cellular
communication thanks to its universal coverage. This

hardware stack is best supported by the MQTT protocol
for its lightweight and efficient data transfer, developed
within the Arduino IDE. The choice of an MQTT broker
is flexible, ranging from a local Raspberry Pi for full
control, a scalable cloud solution like AWS for large
projects, or a simple platform like Blynk for ease of use,
collectively offering a versatile framework for creating
robust, decentralized sensor nodes.
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MopeJti Ta MeTOaH OOYA0BH el eHTPATi30BaHOI cucreMu IHTepHeTy peyeii —
JaTYuKH Ha ocHoBi ESP32 3 BukopucTanusm nporokorxy MQTT

0. IO. po3x, O. B. Curnuk, M. A. Hectepenko

AHoOTalifi. AKTyalbHiCTh. AKTYaJbHICTh 3yMOBICHa 3pocTarounM iHTepecoM no cuctem loT na 6a3i ESP32,
0OMEXKEHHSMH LEHTpaTi30BaHUX cuUcTeM Ta moreHuianom mpotokoidy MQTT. O6’exkr mociimxkenns: Meroxu peanizauii
neneHTpatizoBaHux 6e3apotoBux cencopuux mepex (WSN) Ta ix kommonenriB. Mera crarri: OcHOBHa MeTa CTarTi —
3aMpOIMOHYBATH JICIIEHTPali30BaHy apXiTeKTypy st Oe3aporoBux ceHcopHux Mepex (WSN). BoHa cripsMmoBaHa Ha mepexi Bin
TPaaUIIHHOI IEHTpai30BaHOT MOJENi, Jie BCI CEHCOPHI By3JM 3aleXaTh Bif €AnHOro xaba, m0 Oiibll CTiiikoi cuctemu, e
KOXKEH BY30JI Ma€ mpsMHiA focTyn 10 IHTeprery. KiHIIEBOIO METOIO 3ampOIOHOBAHOI KOHCTPYKII € 3HAYHE IMiIBHUIICHHS
HaIiHHOCTI Ta 3aralbHOI MPOMYKTHUBHOCTI MEPEXi IUIIXOM YCYHEHHsI €IMHOI TOYKM BiJIMOBH, BIACTHBOI IEHTPAai30BaHiit
koHbirypamii. Pe3yabratu gocaimxennsi. CtarTs 3aBepUIyeThCS KOHKPETHOIO Ta €KOHOMIYHO e()eKTHBHOIO PEKOMEHIAIIIE0
10/10 KOMIIOHEHTIB s MOOYI0BHU JEIIEHTPATi30BaHOTO CEHCOPHOro By3na. J[o HUX HanekaTh: Moaynb ESP32, momysmi 3B's13Ky,
cepeioBuIlle PO3poOKH, MPOTOKON IMepenayi JaHuX Ta OpokepH Ausi 3abesmeueHHs Horo ¢yHKiionyBaHHs. BuchoBku. Ha
OCHOBI aHali3y AOCTYMHOTO OONaTHAHHS Ta MPOrPaMHOrO 3a0e3MeYeHHs B CTATTi POOUTHCS BUCHOBOK, 10 MOOYI0BA HaIiHHOT
Ta eKOHOMIYHO e)eKTHUBHOI JIelieHTpati30BaHol 6e3apoToBoi ceHcopHoi Mepexi (WSN) € 1ilKkoM peabHOIO.

Kawuosi caoBa: genenrpanizais, WSN, ESP32, MQTT, Wi-Fi, 2G, LTE, Ethernet.
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METHODS OF DATA MINING USING MACHINE LEARNING

Abstract. Relevance. In the context of the continuous growth of information volumes across various fields of the
economy, science, and technology, the problem of effective processing and analysis of large-scale data has become increas-
ingly urgent. Traditional analytical methods are no longer capable of providing fast and accurate extraction of useful
knowledge and patterns from massive information flows. The response to this challenge lies in the methods of data mining,
which are based on modern machine learning technologies. These methods enable the automatic discovery of hidden pat-
terns, the generation of accurate predictions, and the support of data-driven decision-making in real time. Given the rapid
development of digitalization, artificial intelligence, and the need for prompt decision-making in a competitive environ-
ment, the relevance of developing and improving data mining methods is growing steadily. The object of research is pro-
cess of data mining using machine learning methods, namely the set of algorithms, models, tools, and approaches that en-
sure the detection of hidden patterns, anomalies, and structures in large volumes of heterogeneous information. Purpose of
the article. This study explores contemporary approaches to intelligent data analysis based on machine learning techniques
and assesses their effectiveness across a range of application domains. The article aims to provide a structured overview of
state-of-the-art algorithms and to evaluate their respective advantages and limitations in processing large-scale and high-
dimensional datasets. Research results. A systematic analysis of key data mining methods based on machine learning al-
gorithms was carried out. It was found that the most effective approaches for processing large and heterogeneous datasets
include classification, clustering, regression analysis, and dimensionality reduction techniques. Deep neural networks
demonstrated effectiveness when applied to unstructured data such as text, images, and time series. The study revealed that
the appropriate choice of algorithm depends not only on the data type but also on the specific nature of the task. A compar-
ative assessment of tools showed that the Python ecosystem offers the greatest flexibility, while AutoML platforms simpli-
fy model deployment for users with limited programming experience. The research also included a review of recent publi-
cations that confirm the practical value of machine learning in real-world use cases. Overall, the findings indicate that ma-
chine learning is a driving force behind the evolution of data mining methods, enabling accurate, scalable, and adaptive da-
ta processing in the context of modern digital transformation. Conclusions. Machine learning has significantly expanded
the capabilities of intelligent data analysis by enabling the automatic detection of patterns, forecasting, and decision-
making based on large volumes of information. The study demonstrates the effectiveness of various algorithms in tasks
such as classification, clustering, regression, and deep learning. Python-based tools and cloud platforms have been identi-
fied as the most convenient environments for implementing analytical models. A promising direction lies in the develop-
ment of explainable Al and hybrid approaches that combine algorithmic precision with domain-specific expertise.

Keywords: intelligent data analysis, machine learning, classification, clustering, regression, deep learning, neural net-

works, analytical tools, Data Mining, CRISP-DM, AutoML, Big Data, Python.

Introduction

Intelligent data analysis (Data Mining) [1] is a sig-
nificant area within modern information technologies,
aimed at the automated extraction of meaningful pat-
terns, knowledge, and deep insights from large volumes
of both structured and unstructured data. In today’s
world, data is generated at an unprecedented rate — from
online platforms and social networks to financial trans-
actions, medical records, and industrial sensors. In this
context of information overload, traditional analytical
methods are losing their effectiveness and are increas-
ingly being replaced by intelligent approaches.

Machine learning plays a central role as the driv-
ing force behind intelligent data analysis. Its ability to
autonomously detect patterns, adapt to new data, and
improve performance without human intervention
makes these techniques exceptionally powerful analyti-
cal tools. The primary tasks addressed through machine
learning include classification, regression, clustering,
anomaly detection, forecasting, and dimensionality re-
duction.

Historically, data mining emerged in the 1990s
from the convergence of statistics, artificial intelligence,
and database systems. With the rapid advancement of
computational capabilities and the exponential growth

of digital data, the need for more complex, self-learning
algorithms has become apparent. Machine learning has
evolved from simple models into advanced deep neural
networks capable of performing multi-level information
processing with high accuracy.

Unlike traditional statistical methods, which are
oriented toward hypothesis testing and formal modeling,
machine learning can work with large-scale datasets
without the need for predefined assumptions. It can
identify patterns within chaotic, heterogeneous, and
high-dimensional data — a crucial feature in the era of
Big Data. Moreover, intelligent data analysis based on
machine learning is inherently interdisciplinary, inte-
grating knowledge from computer science, statistics,
mathematics, linguistics, medicine, economics, psy-
chology, and the social sciences. This synergy enables
the development of new analytical techniques that are
applicable across a broad range of domains, including
manufacturing management, logistics, energy, bioin-
formatics, environmental monitoring, and digital hu-
manities.

The objective of this article is to investigate the
key methods of intelligent data analysis based on ma-
chine learning, to examine relevant algorithms, tools,
and technologies, and to explore practical application
scenarios. The article also discusses the benefits, limita-
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tions, and prospects of employing machine learning in
data analytics tasks.

Review of Recent Studies and Publication. In
recent years, the topic of intelligent data analysis using
machine learning has become highly relevant, as evi-
denced by the growing number of specialized reviews
and systematic studies across various fields. This sec-
tion highlights the most influential publications in fi-
nance, education, healthcare, and multimedia, as well as
methodological papers focused on imbalanced data pro-
cessing and open science initiatives.

A significant contribution in this area is presented
in [2], a comprehensive review on fraud detection
methods based on data mining and machine learning
techniques. The paper covers multiple applied domains,
such as banking, insurance, telecommunications, and e-
commerce. The authors emphasize that traditional fraud
detection algorithms, despite their past effectiveness, are
increasingly incapable of addressing the challenges
posed by today’s high-speed and dynamic environ-
ments. The review proposes a generalized classification
of approaches, including both classical techniques and
modern ensemble or hybrid architectures that combine
multiple models to improve accuracy when working
with imbalanced datasets. Special attention is paid to
model interpretability, which is critical in financial sec-
tors where decision-making must be transparent and
accountable. In this context, the researchers highlight
the role of explainable Al as a direction capable of inte-
grating the computational power of modern algorithms
with the need for human oversight and auditing. The
paper also stresses the growing importance of adaptive
and context-aware models capable of operating with
limited, fragmented, or unreliable data in the era of in-
creasingly complex fraud schemes.

Another influential work is the updated systematic
review [3], focused on the use of machine learning in
education. The authors trace the evolution of Education-
al Data Mining and Learning Analytics over the past
decade, analyzing both the growth in publication met-
rics and the methodological maturity of the field. The
paper presents educational analytics as an emerging
scientific discipline that integrates pedagogy, artificial
intelligence, psychology, sociology, and statistics. It
explores the technological pipeline for knowledge dis-
covery in educational data — from data collection and
preprocessing to interpretation and practical implemen-
tation. Numerous examples are provided, including the
use of classification models for learning outcome pre-
diction, learning style analysis, and recommendation
systems in MOOCs. The paper also examines the appli-
cation of deep learning to identify behavioral patterns
among students.

Emphasis is placed on ethical challenges such as
data privacy, model transparency, and adherence to the
principles of open science. The authors argue that edu-
cation demands a more delicate approach to analytics
than commercial or financial systems, as misguided
modeling could distort learners' trajectories. They rec-
ommend practices such as preregistration, open dataset
publication, and replication studies to foster an ethically
responsible research environment.

The study in [4] explores the application of ma-
chine learning to financial anomaly detection, a domain
crucial for maintaining market order and protecting in-
vestor interests. Through comparative analysis, the pa-
per evaluates the performance of traditional statistical
methods and modern machine learning algorithms in
identifying anomalies. It covers supervised, unsuper-
vised, and deep learning methods, assessing their ability
to handle high-dimensional financial data and detect
complex fraud patterns. Ensemble models are found to
offer a strong balance between detection accuracy and
interpretability. However, challenges remain, particular-
ly regarding class imbalance and model generalization.
The study proposes hybrid approaches that combine
domain knowledge with data-driven analysis and em-
phasizes the potential of explainable Al to enhance
transparency and trust in automated financial anomaly
detection systems. The results significantly expand the
understanding of machine learning in financial analytics
and suggest promising directions for improving anoma-
ly detection efficiency and reliability.

A notable interdisciplinary example is a study ded-
icated to the use of machine learning in cardiology. The
publication [5] presents an extensive meta-analysis of
over forty studies focused on automated prediction of
coronary artery disease using clinical and demographic
data. Ensemble algorithms — combining logistic regres-
sion, decision trees, gradient boosting, and neural net-
works — emerge as the most effective models. The study
emphasizes evaluation using medically relevant metrics
such as sensitivity, specificity, and accuracy, highlight-
ing the importance of not only statistical performance
but also the applicability of models within medical sys-
tems, where false positives or negatives can have seri-
ous consequences. The authors draw attention to the
limitations of publicly available medical datasets and
recommend local model validation across demographic
groups. Interpretable algorithms and hybrid systems that
integrate medical expertise with the flexibility of ma-
chine learning are proposed as future directions.

In [6], the role of data mining methods -
particularly text mining — in digital forensics is exam-
ined. The authors emphasize the growing complexity of
digital sources and devices involved in investigations,
which renders manual analysis ineffective. Machine
learning models and pattern recognition algorithms are
shown to be essential for uncovering hidden digital evi-
dence that traditional methods might overlook. The pa-
per demonstrates that text analysis techniques, as a sub-
set of data mining, are critical to improving the preci-
sion and efficiency of digital forensic workflows. The
review outlines the main data mining-based approaches
to digital forensics and highlights their potential to ad-
dress the challenges associated with modern data vol-
ume and complexity.

Across all reviewed studies, a common trend is ob-
served: the shift from traditional statistical techniques to
more flexible, interpretable, scalable, and adaptive ma-
chine learning solutions. At the same time, researchers
stress the necessity of an interdisciplinary approach that
combines algorithmic rigor with ethical, legal, and do-
main-specific considerations. Collectively, these publi-
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cations offer a comprehensive view of the current state
of data mining research, showcasing both theoretical
advances and practical achievements, while outlining
the promising avenues for future development.

The purpose of this work is to investigate mod-
ern intelligent data analysis methods based on machine
learning and examine their application across various
domains to uncover hidden patterns, anomalies, and key
insights in large, complex datasets. Special emphasis is
placed on comparing traditional statistical approaches
with machine learning algorithms, analyzing the ad-
vantages and limitations of current models, and identify-
ing future trends such as explainable Al, hybrid model-
ing, and ethical considerations. The article also aims to
consolidate findings from recent literature to present a
coherent picture of machine learning as a pivotal tool in
contemporary data analysis.

Main part

Today, data mining is regarded not merely as a
component of information technologies, but as a multi-
disciplinary field that integrates computer science, statis-
tics, linguistics, sociology, medicine, and economics. The
application of intelligent data analysis has become a stra-
tegic tool for decision-making, process optimization, risk
identification, and forecasting in a wide array of domains
— from industry and finance to healthcare and cybersecu-
rity. Data mining encompasses a set of tasks aimed at
uncovering hidden patterns, knowledge, and models in
large volumes of information. These tasks are conven-
tionally divided into descriptive and predictive categories.
The primary types of analytical operations within data
mining include classification, regression, clustering, asso-
ciation rule mining, anomaly detection, dimensionality
reduction, and sequence analysis. These tasks are often
interrelated and frequently combined in real-world ana-
Iytical projects. For instance, clustering or dimensionality
reduction may precede classification, while anomaly de-
tection may be integrated with a predictive model.

The process of intelligent data analysis involves
more than just applying individual algorithms; it repre-
sents a full multi-stage cycle that encompasses all stages
of working with data — from acquisition to the interpre-
tation of results and the implementation of knowledge in
practical activities. This process is commonly modeled
as a knowledge discovery lifecycle or structured accord-
ing to the CRISP-DM framework [7], which has be-
come an industry standard for analytical projects. The
first stage is domain understanding, during which the
objectives of the analysis are defined, research questions
are formulated, and business or strategic requirements
are identified. This stage is critically important because
it establishes the context for analysis and sets the suc-
cess criteria for the models.

The second stage involves data collection and un-
derstanding. It includes identifying information sources,
aggregating data, verifying quality, and conducting ini-
tial assessments. Often, this stage reveals that the avail-
able data is incomplete, noisy, or heterogeneous, requir-
ing further processing. The third stage — data prepara-
tion — covers data cleaning, normalization, encoding of
categorical variables, handling of missing values, fea-

ture engineering, and dimensionality reduction. This is
the stage where data is transformed into a format suita-
ble for applying machine learning algorithms.

At the next, modeling stage, appropriate algo-
rithms are selected, hyperparameters are tuned, and
models are created and trained. Depending on the objec-
tives, these may include classifiers, regression models,
clustering algorithms, or anomaly detection techniques.
Common practices at this stage include data partitioning
into training and test sets, cross-validation, and various
performance evaluation techniques.

Subsequently, model evaluation takes place, dur-
ing which the modeling results are analyzed in terms of
accuracy, completeness, stability, interpretability, and
relevance to the original objectives. Both general met-
rics (e.g., accuracy, F1-score, ROC-AUC) and special-
ized ones tailored to the specific domain may be used.

The final stage involves the deployment and inter-
pretation of knowledge, where the obtained results are
adapted for practical use: they are integrated into busi-
ness processes, decision-making systems, or visualized
for further analysis. At this stage, explainable artificial
intelligence plays a key role, enabling model behavior
to be made understandable to experts without deep
technical backgrounds.

In an era of exponential data growth, deep learning
gains particular importance as it enables the extraction
of complex, abstract representations from unstructured
information, making it indispensable in computer vi-
sion, natural language processing, audio analysis, and
big data analytics in finance, medicine, industry, and
cybersecurity. One of the most significant achievements
of deep learning is the development of convolutional
neural networks (CNNs), which are highly effective for
visual data. These networks can automatically extract
features from images at various levels of abstraction —
from edges and textures to complex objects. Their ap-
plication in medical imaging, MRI scan analysis, and
radiograph diagnostics ensures high accuracy in identi-
fying pathologies, often surpassing or augmenting ex-
pert performance. In industry, CNN models are used for
real-time quality control, defect detection, and monitor-
ing of production processes.

Fig. 1 illustrates a comparison of popular machine
learning algorithms across three key criteria: accuracy,
speed, and interpretability. The diagram reflects how ef-
fectively each approach meets the basic demands placed
on analytical models in real-world conditions. The analy-
sis includes five models: decision tree, random forest, k-
nearest neighbors, support vector machine, and neural
network. For each, the performance is visualized on a
scale from zero to one, enabling a visual assessment of
the strengths and weaknesses of each algorithm. Neural
networks provide the highest accuracy but face signifi-
cant limitations in interpretability and speed. Conversely,
decision trees demonstrate the most transparent structure,
making them convenient for explaining results while
maintaining acceptable performance. Random forests
show high accuracy but lower transparency. K-nearest
neighbors and SVMs offer relatively balanced results,
though each has its limitations in terms of computational
complexity or the explainability of predictions.
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Fig. 1. Comparative Analysis of Machine Learning Methods

In tasks where the sequence of data is critical — such
as in text analysis, time series processing, or tracking user
actions — recurrent neural networks (RNNSs) are widely
applied. They enable the retention of information from
previous states, allowing for contextual event processing.
Modifications such as LSTM and GRU have overcome
classic RNN limitations like gradient vanishing, paving
the way for long-term forecasting models, for instance, in
financial analytics or consumer behavior prediction.

Another important component of deep learning is
autoencoders, used for dimensionality reduction, anomaly
detection, data generation, and pretraining of other mod-
els. Thanks to their ability to reveal hidden structures in
large datasets, autoencoders are actively used in noise
filtering, data reconstruction, and the creation of com-
pressed vector representations for further analysis.

Among the most innovative and complex technolo-
gies are generative adversarial networks (GANS), consist-
ing of two components — a generator and a discriminator
— that learn by competing. These models can generate
new, realistic images, texts, or other data types, opening
new possibilities in information synthesis, privacy protec-
tion, data augmentation, and handling rare cases. Despite
their computational intensity, GANs are actively used in
fields that require the generation of new but statistically
reliable examples.

The effective implementation of data mining meth-
ods is impossible without the appropriate toolkit — both
software and hardware. In the current environment of
growing data volumes, rising demands for model perfor-
mance and accuracy, and the need to integrate analytics
into real systems, universal, flexible, and scalable plat-
forms are of particular importance. These platforms not
only provide access to a wide range of machine learning
algorithms but also support the full analytics lifecycle —
from data collection and processing to result visualization
and model deployment in production environments.

Among the most popular programming languages
for implementing data mining solutions, Python leads. Its
popularity stems from its simple syntax and the availabil-
ity of powerful libraries covering the full range of tasks —
from preprocessing to complex modeling. For example,
the Scikit-learn library offers implementations of classic

machine learning algorithms such as regression, classifi-
cation, clustering, dimensionality reduction, and ensem-
ble models. It is user-friendly for education and research
projects while being stable enough for production use.
TensorFlow and PyTorch libraries are used for building
neural networks and implementing deep learning. The
former is more oriented toward industrial solutions, offer-
ing wide scalability and GPU optimization, while the
latter is valued for its flexibility, transparency of internal
processes, and ease of use in academic research.

The R programming language occupies a separate
niche, popular especially among statisticians and re-
searchers. It has a rich set of packages for data pro-
cessing, analysis, and visualization, such as caret, ran-
dom Forest, €1071, and nnet, which enable the imple-
mentation of machine learning methods in an intuitive
manner. Due to its high statistical accuracy and graph-
ical capabilities, R is frequently used in scientific re-
search, bioinformatics, and social analytics.

In cases where data volumes exceed local compu-
ting capacity or rapid scalability is required, cloud plat-
forms become especially relevant. Amazon Web Ser-
vices, Microsoft Azure, and Google Cloud Platform offer
comprehensive services for storing, processing, and ana-
lyzing big data, as well as ready-to-use environments for
training and deploying Al models. These platforms ena-
ble the creation of end-to-end solutions with data stream
integration, automated model training (AutoML), built-in
security tools, and support for distributed computing.
This opens the door to scalable and reliable analytics sys-
tems accessible even to small and medium-sized organi-
zations without the need for costly infrastructure.

Interactive analytics environments such as Jupyter
Notebook, Google Colab, and RStudio also gain par-
ticular significance. They allow integration of code,
visualization, and explanatory text in a single interface,
which is extremely convenient for research, report prep-
aration, and education. Using such environments pro-
motes transparency of the analytical process, ensures
experiment reproducibility, and supports collaborative
work on projects.

Fig. 2 presents a comparative analysis of the most
widely used software tools and platforms employed for
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implementing machine learning methods in data mining
tasks. The evaluation covers key characteristics such as
performance in classification, clustering, regression, and
deep learning tasks, capacity to handle large datasets,
level of model interpretability, visualization capabilities,

and accessibility for cloud deployment. The table enables
comparison of tools such as Scikit-learn, TensorFlow,
PyTorch, R, Jupyter Notebook, as well as cloud services
offered by AWS, Azure, and Google Cloud, in the con-
text of their suitability for specific analytical objectives.

Tool / Platform Classification Clustering Regression _
Python (Scikit-learn) very good good very good basic [via Keras)
Python (TensorFlow) good limited good very good
Python (PyTorch) good limited good very good
R (caret, randomForest) very good good very good weak
Jupyter Notebook / Colab depends on libraries depends depends good (via integration)
AWS / Azure / GCP (AutoML) very good good very good good
Google Cloud BigQuery ML good weak good weak

. . Data

Tool [ Platform Big Data Handling Visualization Cloud Support
Python (Scikit-learn) limited high high possible via API
Python (TensorFlow) good medium limited fully supported
Python (PyTorch) average medium basic fully supported
R (caret, randomForest) limited high very high partially via RStudio Cloud
Jupyter Notebook / Colab limited high very high fully supported (in Colab)
AWS [ Azure / GCP (AutoML) very good high high native support
Google Cloud BigQuery ML very good limited basic fully

Fig. 2. Comparative Analysis of Development Software

In conclusion, machine learning serves as a power-
ful instrument for data mining, capable of effectively
uncovering patterns, forecasting events, and supporting
decision-making across various domains. With the ad-
vancement of algorithms, tools, and computational plat-
forms, the ability to analyze large-scale and complex
datasets has significantly expanded. The integration of
classical approaches with modern deep learning models,
the use of cloud-based solutions, and the incorporation
of explainable Al provide a foundation for further en-
hancement of analytical systems and the extension of
their practical applications.

Conclusions

As a result of the conducted research, a compre-
hensive analysis was performed on fundamental ap-
proaches and modern practices in data mining based on
machine learning methods. It was established that tradi-
tional statistical techniques lack the scalability, adapta-
bility, and precision required to handle the growing vol-
ume, velocity, and complexity of data characteristic of
the digital era. Consequently, machine learning — serv-
ing as a core subset of artificial intelligence — has be-
come the foundation for building contemporary analyti-
cal systems.

The study examined the core concepts of data min-
ing, including classification, clustering, regression anal-
ysis, and dimensionality reduction. It was demonstrated
how algorithms such as decision trees, k-NN methods,
neural networks, Bayesian classifiers, and ensemble
models enable adaptive processing of heterogeneous
and high-dimensional datasets. Particular attention was
paid to deep learning, which opens new possibilities for

the automatic processing of complex structured and
unstructured data (images, text, signals, etc.) and has
proven highly effective in solving tasks related to visual
recognition, time series forecasting, and generative
modeling.

An essential component of the research involved
reviewing tools and platforms that enable practical im-
plementation of these methods. It was determined that
the Python ecosystem, complemented by libraries such
as TensorFlow, PyTorch, and Scikit-learn, provides the
flexibility and scalability required for the full model
development lifecycle — from data preprocessing to
cloud deployment. Other environments, such as R and
AutoML platforms on AWS, Azure, and Google Cloud,
facilitate rapid development and effective model testing,
particularly for users without deep programming exper-
tise.

The analyzed publications and real-world case
studies confirm that machine learning is successfully
integrated across a wide range of domains: medicine,
finance, cybersecurity, education, forensics, and indus-
try. However, the findings also highlight persistent chal-
lenges, such as the interpretability of complex models,
class imbalance, overfitting risks, and the ethical han-
dling of personal data.

In conclusion, machine learning not only broadens
the scope of data mining but also shapes a new para-
digm of analytics — flexible, adaptive, and capable of
self-improvement. Future research in this field should
focus on integrating explainable Al, domain-aware hy-
brid systems, and automated model design tools, mak-
ing data mining even more accessible and reliable for
real-world applications.
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MeToau iHTeIeKTYaJbHOTO aHAJI3Y JaHHX 3 BUKOPHCTAHHSIM MAIIHHHOTO HABYAHHS
. O. [Isuenxo, M. B. Ilpokonuuk, B. M. Posenuak, A. B. ®dponos

AHoTamisi. AKTyaabHicTh. B ymMoBax nocriitHoro 30ibIneHHs 00csriB iHQopMalii B pi3HHX raixy3sX eKOHOMIKH, HAYKH
Ta TeXHiKH, TOCTPO TocTae mpobdieMa eeKTUBHOT 0OPOOKHU Ta aHali3y BEJIMKUX MACHBIB JaHUX. TpaIuliiHi METOH aHAITUKN
BXKE€ HE 3/1aTHI 3a0e3MeYNTH LMIBUIKE i TOYHE BHIIyYEHHS KOPHUCHUX 3HaHb Ta 3aKOHOMIPHOCTEH 3 BeMM4e3HHMX iHpopMauiitHux
MOTOKIB. BimoBiyio Ha 11eil BUKJIMK CTAIOTh METO/N 1HTEIEKTYaJIbHOI'O aHaIli3y AaHHX, SIKi 0a3yIOThCS Ha Cy4acCHUX TEXHOJIOTi-
SIX MallIMHHOrO HaB4YaHHA. L{i MeToqu 103BOJISIOTH ABTOMAaTUYHO BHUSIBIISITU MPUXOBaHI 3aKOHOMIPHOCTI, ()OPMYBaTH TOYHI MPO-
THO3M Ta MpUiiMaTy OOIPyHTOBAHI PIlIEHHS B peajJbHOMY 4aci. BpaxoByrouu cTpiMKHil pO3BUTOK LU(POBI3aLlii, ITyYHOrO iHTe-
JIEKTY 1 HEOOXiJJHICTh HMIBUIKOI'0 HPUUHSTTS PillieHb Y KOHKYPEHTHOMY CEPEIOBHIL, aKTyalbHICTh PO3POOKHU Ta YIOCKOHAICHHS
METO/IiB IHTEJIEKTYaJbHOT0 aHali3y JaHHX 3pOCTa€ 3 KOKHUM AHeM. O0'€KT MOCTIIKEeHHS . TPOIIEC 1HTEICKTYaIbHOTO aHATI3y
JIAHMX 13 3aCTOCYBaHHSIM METOJIB MAIIMHHOTO HABYAHHS, & CaMe CYKYIHICTh aJll'OPUTMIB, MOJENIEH, IHCTPYMEHTIB Ta ITiIXOIiB,
sIKi 3a0e3Me4y0Th BHSBICHHS IPUXOBAHUX 3aKOHOMIPHOCTEH, aHOMAJIil Ta CTPYKTYp y BEJIHMKUX 0oOcsrax pisHOpiHOI iHpopma-
uii. MeTa cTaTTi: TOCIIDKEHHS MiIXOIB JI0 iHTEIEKTYalbHOrO aHali3y JaHUX i3 BAKOPHCTAHHAM METO/IB MAIIMHHOTO HaBYaH-
Hsl, & TAKOXK BUSIBIICHHSI iX €(peKTUBHOCTI B Pi3HHUX raiy3sx 3acrocyBaHHs. CTaTTs CIpsSMOBaHA HA CHCTEMAaTH3al[il0 CYy4acHUX
aJrOPUTMIB, aHaTI3 1X MMepeBar i HeJOMIKiB Y KOHTEKCTi 00pOOKH BEIMKHX Ta BUCOKOBHMIPHUX JaHUX Pe3yabTaTH M0CTiIKeH-
HA. 3/IHCHEHO CHCTEMATHYHHI aHANI3 KJIFOYOBHUX METOJIB iHTEIEKTYaJIbHOIO aHAMI3y JaHHX, IKi 0a3ylOThCA Ha aaropuTMax
MAIIIMHHOTO HaBYaHHs. By10 BCTaHOBIIEHO, 110 HAHOLIBII €(h)EKTHUBHUMH ITiAXO0JaMHU 0 0OPOOKH BEIHMKHX 1 PI3HOPIAHUX 0OCSTIB
JMAHUX € METoAM Kiacudikarii, KiacTepu3allii, perpeciiHoro aHamisy Ta 3MeHIICHHS po3MipHOCTi. OcobimBoi eheKTHBHOCTI
JIOCATAI0Th TJIHOOKI HEHPOHHI Mepexi IpH poOOTi 3 HECTPYKTYPOBAHMMH JaHHMHU, TAKMMU SIK TEKCT, 300paskeHHS Ta 4acoBi psi-
1. BuseieHo, mo o0rpyHTOBaHHIA BUOIp allrOPUTMY 3aJI€XKHTh HE JIMIIIE BiJ THITY JaHHX, a i BiJ 3amaui. [IopiBHANBHUM aHATI3
IHCTPYMEHTIB TI0Ka3aB, 10 ekocuctema Python mpomnoHye HaiOLIbIIy THYYKicThb, TOAl sk AutoML-mmardopMu crporryorh
BIIPOBADKCHHS MOJICICH /I KOPUCTYBaviB 0e3 TIIHOOKHX 3HAHb MPOrpaMyBaHHs. TakoX IMPOBEICHO OIVIA CYY4aCHHX ITyOriKa-
i, SIKi MATBEpAXKYIOTh MPAKTHYHY [IHHICTH MAIIUHHOTO HABYAHHS B PealibHUX Kekcax. 3araaoM JOCIiIKEeHHs 3aCBIYHIO, [IO
MAIlIMHHE HABYaHHS € KJIIOYOBUM PYIIieM eBooLii MetoaiB Data Mining, J03BOJIsI04HM 3/1HCHIOBAaTH TOYHY, MaciTaboBaHy Ta
azanTUBHY 00pOOKY MaHMX B yMOBax cydacHoi 1udpoBoi Tpancdopmariii. BucHoBKku. MalliiHHe HABYaHHS 3HAYHO PO3IIHPHIIO
MOXKJIMBOCTI IHTENIEKTYaJbHOTO aHaJi3y JaHUX, 3a0e3Medyloud aBTOMAaTHYHE BHUSBJICHHS 3aKOHOMiPHOCTEH, MPOrHO3YBAHHS Ta
MPUIHATTS PIllleHh HA OCHOBI BeJHMKUX 00csriB iH(popmalii. Y poboTi moka3zaHo epeKTHUBHICTh Pi3HUX AITOPHTMIB Y 3aqadax
knacudikalii, kKiactepusaiii, perpecii Ta rmubokoro HaB4aHHs. [HCTpyMeHTH Ha ocHOBI Python Ta xmapHi mmardopmu BU3HaHI
HAM3PYYHIMIMME TS peartizanii aHamiTHIHUX Mozeneil. [lepcreKTHBHUM HanpsiIMOM € pO3BUTOK TosicHioBanbHoro 1111 Ta ribpu-
JIHUX TTiIXO/iB, 10 MOEAHYIOTh AITOPUTMIYHY TOUHICTH 3 TAITy3€BOI0 EKCIIEPTHU30I0.

KuawuoBi cioBa: iHTeIeKTyalbHUN aHAI3 JaHUX, MAIIMHHE HaBYaHHA, Kiacupikais, KiIacTepu3allis, perpecis, Tiu-
O0Ke HaBYaHHsI, HEHPOHHI MepesKi, IHCTpyMeHTH aHamiTiKH, Data Mining, CRISP-DM, AutoML, Benuki qaui, Python.
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MOPIBHSIJIBHUM AHAJII3 METO/IIB PEAJIBHOT'O YACY JIJISI PO3III3BHABAHHSI

KECTIB HA OCHOBI MEDIAPIPE, OPENCYV TA YOLOVS

AnoTauis. [Ipeamerom 0CHiIKEHHS B CTAaTTi € METOIH PO3ITi3HABAHHS KECTIB Y pealbHOMY Yaci Ha OCHOBI KOMIT'IOTEp-
HOTO 30Dy, IpU3Ha4eHi U1 iHTerpanii y cuctemMu B3aeMogii groanau 3 komm'rorepoM (HCI), 30kpema 11 kepyBaHHS IPUCT-
posimu yepe3 BeO-kamepy. MeTor poOOTH € MOPIBHANBHUMA aHali3 e(eKTUBHOCTI TPhOX cydacHUX MetoniB — MediaPipe,
OpenCV ta YOLOVS8 — nijisixoM OIIHKH 1XHBOT MPOAYKTHUBHOCTI 3a KinouoBuMu MeTpukamu (FPS ta Detection Rate) mpu
BUSIBJICHHI 0a30BHX JKECTIB. Y CTaTTi BUPIIIYIOTHCS Taki 3aBJAHHS: AEHTHU(]IKAIlS BIUIMBY 30BHIIIHIX (akTOpiB (OCBIT-
neHHs, GOH) Ha PO3IMi3HABAaHHS JKECTIB, pealli3amis alropUTMIB IS TPhOX 0A30BHX XKECTIB (BIIKPHUTA JOJIOHS, BKa3iBHUH
TaJienls Bropy Ta BHH3), IPOBEICHHS EKCIIEPUMEHTAIFHOTO TECTYBaHHS Ta MOJIENIOBaHHS B cepenoBuii Python. Bukopuc-
TOBYIOTECS TaKi METOM: KOMIT'IOTEpHHUIT 3ip Ta 00poOKa 300paxkeHb (30KpeMa, CeTMEHTAIlisl, BiICTEKEHHS KITFOYOBUX TOYOK
Ta 00'eKTHUI neTekinH); MamrHHe HapdaHHS Ha ocHOBI CNN (LeNet, YOLO); aHami3 naraceTiB i MCTPUK MPOAYKTHBHOCTI
(precision, recall, mAP); imiTarmiiine MoJeIOBaHHS B peaJlbHIX YMOBAX 3a JIOMOMOrolo 6ibmiorek mediapipe, opencv-python
Ta ultralytics. OTpuMaHo Taki pe3yJbTaTH: MPOBEICHO MOPIBHAIBHUN aHaI3 MeTOiB, e MediaPipe 3abe3neuns HailBHITY
TouHicTh (95% Detection Rate), OpenCV — makcumaneHy mBuakicts (50.7 FPS), a YOLOv8 — 6ananc 11 oOMeKeHHX
pecypciB (73% Detection Rate); 3armponoHoBaHO peKOMEH AT IIOJ0 TIOPUAHKX MiXOMIB U onTHMi3allii. BucHoBku: Po-
3po0ieHni HOPIBHIIBHUN aHajIi3 METO/IB PO3IIi3HABAHHS JKECTIB Y peallbHOMY Yaci ieMoHcTpye, o MediaPipe edexruBHo
yCyBa€ IepeIIKoI¥ BiJl MIHJIMBOTO OCBITIICHHS Ta (oHY, Hocsrarodn cTabiabHOT ToqHOCTI 95%, Toni sk OpenCV ontuMizye
mBHIKICTE 00poOku o 50.7 FPS. Bukonano moxentoBanHs B Python 3 Bizyanizaiiiero pe3yabTaris.

Kaw4doBi ciaoBa: po3mizHaBaHHS ecCTiB, KoMl toTepHui 3ip, MediaPipe, OpenCV, YOLOVS, FPS, Detection Rate.

Beryn

VY cydacHOMY CBITi TEXHOJOT1] B3a€MOIi1 JIFOMUHH 3
KOMIT'IOTEPOM  CTPIMKO DPO3BHBAIOTHCS, BiIKPHBAIOUH
HOBI TOPU30HTH M iHTYiTHUBHOTO KepyBaHHS IPHCTPO-
simu. OTHUM 13 KJIFOYOBUX HAMPSAMKIB IIbOTO PO3BUTKY €
PpO3Mi3HaBaHHS KECTIB, sSIKE O3BOJISIE JIIOMISAM CITLIKYBa-
THCS 3 TEXHOJIOTISIMHU Yepe3 MPHUPOIHI PyXH PYK, yCyBa-
10un 6ap’epu TpaAMUIHHUX IHTepENCiB, TAKUX SIK Kila-
BiaTypu 4y muiii. L[ TeXHOJIOTIs Mae MIUPOKE 3aCTOCY-
BaHH: B/l iIHHOBAaI[ifHHUX irop i BipTyaJbHOI pearbHOCTI
JI0 TATPUMKH JIFOJIEH 13 BaJjaMHt CIIyXy 91 MOBJICHHS 4e-
pes3 IHTepIIpeTarilo *XecTOBOi MOBH, a TAKOX Y CTBOPEHHI
JOCTYITHUX PIlIeHb I 0¢ib i3 00MEXEHUMH MOXKIIHBO-
CTAMH. 3pOCTaHHA IHTEpecy /10 i€l chepH 3yMOBIICHO SIK
HayKOBHMH, TaK 1 IPaKTHYHUMH NTOTpedaMHu, ajpke eek-
THBHE PO3Mi3HABAHHS JXKECTIB Y PEalbHOMY Yaci MOXeE
3HAYHO MiJBHUIIMUTH SKICTh XHUTTSA Ta MPOJAYKTHBHICTD Y
PI3HUX TaTy3sx.

Jlane pocnijKeHHsS 30CEPeIKYEThCSl Ha TIOPiB-
HSHHI TPHOX CYJaCHUX METOJIIB PO3ITi3HABAHHS XKECTIB y
peanpHOMY Yaci 3a JonoMororo Beb-kamepu: MediaPipe,
OpenCV ta YOLOVS. MeTtoro € aeranbHUl aHami3 ix-
HBOI €()EKTUBHOCTI NPH BHUSABJIECHHI TPHOX 0A30BHX JKEC-
TiB: BIIKpUTA JJOJOHS, BKA3iBHUH MaJellb BrOPY Ta BKa3i-
BHUI Majelb BHU3 3 YPaxXyBaHHSM KIFOYOBUX ITOKa3HU-
KiB, TaKuX sK Kajapu 3a cekyHay (FPS) Ta BincoTok Buss-
nenns (Detection Rate). Li meToau npeacTaBisoTs pi3Hi
migxoxu: MediaPipe BUKOpHCTOBY€ crieniani3oBaHi airo-
PUTMH JJIsl  BIJICTEXKEHHS KIIOYOBUX TOYOK PYKH,
OpenCV moxmagaeTsCsi HA CETMEHTAINI0 3a KOJIbOPOM
IIKipY Ta aHaJi3 KOHTYpiB, a YOLOVS 3acTocoBye nepe-
JIOBi TeXHOMIOTii 00’ €KTHOTO AeTeKIli Ay Kiacudikamii
xecTiB. Take pPi3HOMAHITTS JO3BOJSE OLIHUTH, SIKMH 13
MiZXOMIB HAMKpaIie MiAXOMUTh JUIi KOHKPETHUX YMOB i
3aBiaHb. JlocnimkeHHs 6a3yeThesl Ha BIACHUX MOIepe-
HiX HAMpaIlOBAaHHSX Ta IHIIUX JOCHIDKCHHIX Yy I

rany3i [1]. Jocnimkenns mposeraeno 7 BepecHs 2025
pOKy Ha BilacHoMy oOnajHaHHI aBropa. BoHo mae Ha
MeTi He JUIIEe OUIHUTH MPOXYKTHBHICTH KOKHOTO Me-
TOJY, aJie i Ha/IaTH NPAKTUYHI peKOMEH A1 /1S IXHBOTO
BUKOPUCTAHHS B pEAJbHUX CIICHAPISIX, BPAXOBYOUH
oTpuMaHi pe3yabratd. Takuil miaxix J03BOJISIE HE JIHIIE
MOTITHONUTH TEOPETUYHE PO3YMIHHS TEXHOJOTIH pO3IIi-
3HABAHHS JKECTIB, ajie i CIPHUIATH IXHbOMY NPAKTUIHOMY
BIIPOBAKCHHIO B MIOBCSIKICHHOMY JKHTTI.

AHaniz npodsemMu

Po3mi3zHaBaHHS KECTIB BiJlirpac KIIIOYOBY PONIb y
PO3BUTKY IHTEpAaKTHBHHX CHCTEM, CTAl0YM Ba’KIMBUM
€JIEMEHTOM Y TaKHX Tally3sX, K irpoBa iHIYCTpis, BipTy-
aJbHa PEaJbHICTh, IHTEpIIpeTalisi >KECTOBOI MOBH JUIS
JroeH 13 BaJlaMH CITyXy Y¥ MOBJICHHS Ta CTBOPEHHS JI0-
CTYNHUX TEXHOJIOTIH s 0ci0 i3 0COONMBMMH TOTpe-
Oamu, 110 POOUTH HOTO HAaJ3BUUANHO aKTYaTbHUM SIK JIJIS
HayKOBUX JIOCJIJKEHb, TaK 1 ISl MPAKTHYHOTO BIIPOBaA-
JDKEHHS! B TIOBCSIKIEHHOMY KUTTI [2]. L5t TexHOuOTIs1 11O-
3BOJISIE JTFOISIM CIIJIKYBATHCA 3 IPUCTPOSIMH 1HTYITHBHO,
ycyBarou# 6ap’epu TpaauIiiiHuX iHTEepdeHciB, 1 crpuse
ITiIBUIIEHHIO SIKOCTI JKUTTSI, 0COOJIMBO AJISl THX, XTO 3a-
JIKUTP BiJl ATETCPHATUBHUX METOJIB KOMYHIKAIIil, a Ta-
KOX CTHUMYIIIOE€ 1HHOBAIii B OCBIiTi, MEAHIINHI Ta pPO3Ba-
rax, mo MiIKpecitoe ii moTeHmianx s Tpanchopmarii
CY4acCHHX TEXHOJIOT1H.

OnmHuM 13 HaOUIBIIINX BUKJIMKIB € BIUIMB 30BHIIII-
HBOTO CEepPEeIOBHINA, 30KpeMa MiHJIMBOTO OCBITJIICHHS Ta
CKJIagHOTO (OHY, SKI MOXYTh CYTTEBO 3HIDKYBAaTH TOY-
HICTh PO3Mi3HaBaHHs, 0COOJIMBO B YMOBaX, Jie¢ KOHTPOIb
3a YMOBaMH 3MOMKH YCKJIaJHEHUM, HAIPUKIIAL, Y IOMa-
ITHIX YU BYJIWYHHX YMOBaX, IO 3MYIIye PO3pPOOHHKIB
LIyKaTH aJalTHBHI aJTOPUTMH, 37aTHI KOMIIEHCYBAaTH
taki nepemkonu [3]. HenpaBuibHe OCBITIEHHS, TiHI 4H
BiZIOJIMCKM MOXKYTh CHOTBOPIOBAaTH 300pak€HHS YK, a
CTpoKaTuii OoH yCKIIa[HIOE CErMEHTAIli0, 110 BHUMarae
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JTOJIATKOBUX METOJIB 0OpOOKHU TaHUX, TAKUX K (LIBTpa-
Lisl OIyMy Y BIOCKOHAQJICHHS MOJeJNied, mob 3abesrie-
YHUTH CTaOUIEHY pOOOTY CUCTEM y peajbHOMY 4aci.
Takox, 00poOKa TaHUX y peanbHOMY 4aci CTaBUTh
BHCOKI BUMOTH JI0 O0YHCITIOBAIILHOT €(DEKTUBHOCTI, aJIKe
HEOOXiTHO TOCATTH OaJaHCy MiXK IIBUIKICTIO BUKOHAHHS
Ta SKICTIO PO3Mi3HABAHHS, IO € OCOOIUBO CKIATHIM 3a-
BIAHHAM Y MeXax 00MeXeHUX pecypciB moOyToBOro 00-
JaJHAHHA, OCKUIBKM HaJMIpHA ONTHMI3allis Ha IIBHI-
KiCTh MOX€ IPU3BECTH IO BTPATH TOYHOCTI, a JETali30-
BaHUH aHAII3 A0 HEMPUITyCTUMHUX 3aTPUMOK y iHTEpaK-
TUBHUX CUCTEMaX, TAKUX SIK I'PH UM CUCTEMU KepyBaHHS,
o moTpedye po3poOKK alrOPUTMIB, SIKi ONTHMIZYHOTh
MPONYKTHBHICTh 0€3 IIKOAM JJis pe3ynbTariB [4]. [Homi,
CKJIaIHICTh iMeHTU(IKAIIT >KEeCTIB JO0NAE JTOJaTKOBHUX
TPYIHOIIIIB, aJ)KE CIPOIICHHS 0 0a30BUX PYyXiB, TAKUX
SIK BIZKpUTA JOJIOHS YU TIO3WIlis BKa31BHOTO IMaJbIls
BrOpy 4M BHU3, YCKIATHIOE PO3PI3HCHHS TOHKHX BiIMiH-
HOCTEH MK CXO)KMMH KECTaMH, 1[0 BUMArae BIOCKOHA-
JICHHS METOIB Kiacu(ikarii Ta ImiJBUIICHHS Iy TIANBOCTI
cHUCTeM 10 OpiOHHMX [eTaneil pyxXiB, OCOONHMBO KOJIH
JKECTH BUKOHYIOTHCS B PI3HUX CTUIISX YH 3 PI3HOO IIIBHU-
JIKICTIO, 10 MOYKE BIUTMBATH Ha 3arajbHy e()eKTUBHICTD i
noTpeOye 3HAYHUX 3yCHIIb AJIS aJjanTanii anroputMis [5].

Marepianu Ta MeTOIM J0CTIIKEHHS

VY mpomeci poboTr Oy0 MpoaHATi30BaHO Ta BPaXo-
BaHO HU3KY CyYacHUX ITiIXOMIB 0 PO3Mi3HABaHHS JKECTIB,
TIPE/ICTABIICHNX y HAYKOBIi JiTeparypi. 30kpeMa, OnuH i3
TTiIX0/IiB BUKOPUCTOBYE BeO-KaMepy 3 IEPETBOPSHHSAM KO-
niproro npoctopy RGB y HSV 3a nonomororo OpenCV
[1]. Haracer ckmamaBcs 3 monax 5000 Macok JKecTiB
(“like”, “unlike”, “palm”), cCTBOPEHUX Y KOHTPOJIBOBAHHUX
ymoBax. CermeHratisi 31iHCHIOBaIacsi MOP(OJIOTiYHUMHU
omepariisiMu (epo3ist, Juiararfisi), a Kiacudikaiiis mpoBo-
nmunacs Ha Oa3i momudikoBanoi CNN LeNet, 1o 10380-
JIJIO JOCSTTH TOYHOCTI moHax 96%. IHmmii miaxix BUKO-
puctaB BeO-kamepy Logitech C920 y mnoennanHi 3
NVIDIA Jetson Nano [2]. Jaracer ckiaagaBes 3 12 000 30-
OpaXeHb IIECTH KECTIB, SKi ONEPEAHBO 00POOIISIIHCS 32
noriomororo MediaPipe 11t BUSHAUSHHS KITFOYOBHX TOYOK
pyku. Mopmens YOLOvV8n Hapuamacs 3 MiHIMI3aIli€l0
Brpar (Box loss, Class loss), a omiHIOBaHHS

3IIHCHIOBAJIOCS 32 METpUKaMH precision, recall Ta mAP,
JIOCSITAKOYM BUCOKHX PE3yNIbTaTiB i3 TouHiCcTIO 99.3%. Tlep-
CMICKTUBHICTh BUKOPUCTAHHS ITHOWHHUX KaMep MPOASMOH-
CTPOBaHO B JIOCJIIJDKEHHI, JIe 3aCTOCOBaHO ceHcopH Time-
of-Flight (Camboard Nano), sixi 3a0e3medyBaii OTpUMaHHs
DIMOWHHUX JTAHUX 13 PO3NUIBHOIO 31aTHICTIO 165%120 mpu
90 FPS [3]. Hatacer REHAP BkirogaB moHas 1 muH 3pas-
KiB JkecTiB Bix 35 oci0, a 17151 aHai3y BUKOPHUCTOBYBAJIHCS
amroputMu SVM, MLP, CNN ta LSTM i3 meckpwurro-
pamu ToukoBux xmap (ESF, VFH). IIpoeneni tectu 3a-
CBIIYMIN TOYHICTE 10 99.8% M1 cTaTHYHUX JKECTIB.

BimmtoBXyouuch Bill HaBEACHUX MiAXOIIB, V Ha-
I poOoTi 3pO0OJICHO aKIICHT Ha OLIHII MPOXYKTHBHOCTI
Tpbox mnommpeHux wmeroniB MediaPipe, OpenCV Ta
YOLOVS y crannapTHux noOyToBux ymoBax. /st ioro
OyJ10 BUKOPUCTAHO BeO-KaMepy 3 PO3IUIEHOIO 3JaTHICTIO
720p Ta HOyTOYK i3 onepauiiiHolo cucremoro Windows,
o BigoOpakae peajbHi CleHapii 3aCTOCYBaHHS Ta TH-
TIOBI ammapaTHi 0OMeKeHHS 3BUYalfHOTO KopHucTyBada. Pe-
aizais MeToAiB Iependadaa 3acTOCyBaHHS 0i0mioTeKH
MediaPipe mis BiICTe)KEHHS KIIOYOBHX TOYOK PYKH,
OpenCV m1st cerMeHTaIlii 3a KoIbOpOM IIKipH Ta aHaJi3y
KOHTYPIB, a Takox Mozeni YOLOvVS Bix Ultralytics. Exc-
NepUMEHTaJIbHA YacTUHA BHKOHYBAJACs y CEpeIOBHILI
Python 3.11 3 BukopucranHsMm 0i0mioTek mediapipe,
opencv-python, numpy Ta ultralytics, 1o 3abe3neyunio
CYMICHICTh 1 THYYKiCTh mMochimkenHs. I[Iporec mocri-
JDKEHHs TiependadaB poOOTy 3 TppoMa 0a30BUMH JKeC-
TaMU: BiIKPHUTa JOJIOHS 3 POKPUTHMH IAJBISIMH, BKa3i-
BHHU MaJielb BrOpY 3 3iTHYTHMH iHIIUMH MAJNBISMH Ta
BKa3iBHHI TaJlellb BHU3 y MOIIOHIH MO3HUIII.

Jani 30upaiics IUIIXOM 3amucy Bifeo 3 BeO-Ka-
MepH HpoTsaroM 30 ceKyHI Ui KOXKHOTO TECTY, IO JAJI0
3MOTY OIIHUTH CTa0UIBPHICTh METOMIB y AMHAMIYHUX
yMOBax, a 00po0OKa 3/1iiCHIOBaIACS 3a JOITOMOTOI0 OKpe-
MHX CKPHIITIB, SIKI aHaJII3yBaJld PyXH B peajbHOMY 4Yaci.
OOpobka manux (puc. 1) BKJIOYATa BHUKOPHCTAHHS
MediaPipe mis BiactexenHs 21 TOYKH PyKH 3 MMOJAITb-
oo knacudikaniero, OpenCV Jisi BUSBICHHS PYK 4e-
pe3 CerMeHTallilo KOJbopy IIKIpH 3 aHaji3oM (GOpMH Ta
wromnli KoHTypiB, a YOLOV8 mnst inentudikamnii 06’ exra
"person" i3 HACTymHUM OOpi3aHHSIM IUISHKH PYKH Ta
aHaJi30M KOHTYpPIiB y MeXax OayHiHr-0okca.

OIliHKa MPOXYKTUBHOCTI OasyBanacs Ha OOYHCIICHHI
FPS sx o6epreHOT0 3Ha4eHHA Yacy 00poOKu kaupy Ta De-
tection Rate six wacTku kazapiB 6e3 moszHauky "Unknown",

6
Puc. 1. Jocmimkernns: a — MediaPipe; 6 — [Tokasanku OpenCV; B — YOLOVS

R YOLOVS Gesture Benchmark = 0 X

FPS: 7.34
Detection

110 ZI03BOJIMJIO KUIBKICHO MOPIBHATH €()EeKTHBHICTH METO-
niB. PoGora 3 excrieprMeHTaIbHIMH JaHUMH TPOBOIMIIACS
IULIXOM TIOCTIZOBHOTO 3aIlyCKy CKPHITIB I KOXKHOTO
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MeToqy, i3 (iKcaIliero pe3ylIBTaTiB y Jlorax 1 Bi3yalli3aliero
Ha eKpaHi, 1110 3a0e3MeYHII0 MOXKIIUBICTH MOHITOPHHTY IIPO-
Liecy B peaJIbHOMY 4aci Ta TOUHY OLIHKY ITOKa3HHKIB, a 3a-
BEPIIICHHS TECTIB 3QJICKANIO BiJi YMOB EKCIICPHMEHTY, IO
rapaHTyBaJIo 00 €KTHBHICTb OTPUMAHHX JIaHHX.

Pesynbraru

ExcnieprMeHTaNnbHi JaHi IPOIEMOHCTPYBAJIH Pi3HY
€(EeKTUBHICTh TPHOX METOMIB PpO3Mi3HABAHHS >KECTIB
(puc. 2, Tabn. 1). MediaPipe nmoka3zaB BUCOKY TOYHICTb Y
BUSIBIICHHI JKECTiB, 3 cepenHiM Detection Rate 95% 1 ce-
pennim FPS 42.8. 3okpema, mns xecty "Bimkpura no-
noHs" Oyi0 gocsrayto 92% 3 FPS 42, mo Bka3sye Ha cra-
6impHY 00p00OKy mpocTux Gopm; s "BKa3iBHAH Iajienb
Bropy" 96% 3 FPS 46, nemoHcTpytoun €(heKTHBHICTD Y
pO3Mi3HaBaHHI CIPSAMOBAaHUX PYXiB; a Ui "BKa3iBHUI
nanens BHU3" 97% 3 FPS 40, 3 moMIiTHAM IIKOM TOYHO-
cTi, IMOBIpHO, Yepe3 MEHITy BapiaTHBHICTH mo3mmii. [1i
MTOKAa3HHUKH CBiT9aTh PO CTA0IIBHY POOOTY METOY B TU-
HaMIYHUX YMOBaX, 3 MiHiManbHUME Bapiauismu FPS (Bix
40 no 46), mo pobuts Horo HamiHUM I 337124, [Ie TO-
YHICTh NEPEBHUIILYE IIBUIKICTD

OpenCV BusiBUBCS €(EKTUBHUM 3 aKIICHTOM Ha
LIBUJIKICTh, JNOCATHYBIIHM cepemHboro Detection Rate
88.7% i cepenuboro FPS 50.7. leranpHimie: ans "Biak-
putoi nonoui" 94% 3 FPS 50, mo € Hallkpamum pe3yib-
TaTOM JUTS I[LOTO JKECTY Cepel yCiX METOMIB; I "BKa3i-
BHOTO TanbIls Bropy" 87% 3 FPS 52, 3 naiiBumoro msu-
IKicTro; 1 s "BkasiBHOro najibsns BHU3" 85% 3 FPS 50.
Leit MmeTon TeMOHCTpPY€E HAHKpally MIBUIKICTE 00pOOKH
cepen ycix, 3 MiHiManmsHIMH KonmuBaHHAMHA FPS (Bix 50
JIo 52), ane 3 Aenio HIWKIO0 TOYHICTIO JUTS CKIIATHITITIX
JKECTIB, 0 MOXKe OYTH MOB'SA3aHO 3 3AJICKHICTIO Bifl KO-
JILOPOBOT CerMeHTallii.

[opiBasiHO 3 momepenHiMu mertomamu, YOLOVS
MOKa3aB HIDKYY TOYHICTH, 3 cepegHiM Detection Rate
73% 1 cepennim FPS 25. JletanbHi moKa3HUKY: Ui "BiJl-
kputoi gonoHi" 67% 3 FPS 26; nns "Bka3iBHOTO MabIlst
Bropy" 77% 3 FPS 25; i nns "Bka3iBHOro majiblisl BHU3"
75% 3 FPS 24. I1e cBigunTh Npo MEHITY €(PEeKTHBHICTD Yy
IFOMY SKCIIEPHMEHTI, MOXKJIMBO, Yepe3 BUIILY OOUUCITIO-
BaJIbHY CKJIaIHICTh MOJIENI, sIKa IPU3BOTUTH 10 HIYKIOTO
FPS, i MeHIIy amanTuBHICTH 10 0a30BUX kKecCTiB Oe3 1o-
JATKOBOTO HaBYAHHS.

MediaPipe

Index down
Index U
Open hand o

0 20 40 60 80 100 120 0 20

FPS M Detection rate

OpenCV

Index dovin -

40

FPS M Detection rate

YOLOv8

Index down . ——
Index v - —
Open hand . B —

60 80 100 0 20 40 60 80 100

FPS M Detection rate

a

B

Puc. 2. [Tokasuuku: a — MediaPipe; 6 — [Tokasuuku OpenCV; B — YOLOvV8

Tabruys 1 — Toka3HUKKH

JKeer Detection Rate FPS, Detection FPS, Detection Rate FPS,
(%), MediaPipe | MediaPipe | Rate (%), OpenCV | OpenCV | (%), YOLOVS | YOLOVS
Binxpura 1omoHs 92 42 94 50 67 26
BkasiBHHI1 manens Bropy 96 46 87 52 77 25
Bxa3iBHU majeib BHU3 97 40 85 50 75 24
CepeaHe 3HauUSHHs 95 42.8 88.7 50.7 73 25

JlocaipKeHHS T ITBEPANIIO TPAaKTUYHICTh PO3ITi3Ha-
BaHHS JKECTIB Yy peEaJbHOMY Haci 3a JOIOMOIOO
MediaPipe, OpenCV ta YOLOVS, KoeH i3 SKHX Ma€ yHi-
KaJIbHI critbHI cTopoHH. OpenCV BUSIBUBCS JIiiepoM 3a
IIBHJKICTIO, IO POOHTH HOTO ieabHAM JUIS 3aBIaHb i3
BHCOKOIO YaCTOTOIO KaJIpiB, TAKUX SIK iIrPH UM 1HTEPAKTHU-
BHi ponatku. MediaPipe 3a0e3meunB HaWBUIY TOYHICTB 1
crabuteHuit FPS (40-46), 0 migxoauTh AJIs CIIeHapiiB, e
MIPIOPUTETOM € HaNIHHICTh, HAPUKIAA, KOHTPOJIEPH, PO-
3yMHI TIpHUJIaIu 9u ocBiTHI cuctemu. YOLOVS, yepe3 Hu-
KUy TOUHICTB (67-77%) 1 BIAUYTHI 3aTPUMKH, SIKi 3HIXKY-
IOTh 1HTEPAKTUBHICTh, OIIJIBHO 3aCTOCOBYBAaTH B YMOBaxX
00MeKeHUX OOUUCITIOBAJIBHUX PECYPCIB, alie HOTO MPOTy-
KTHBHICTb 1ToTpedye BrockoHaneHus [2]. ExcniepumenTy 3
KOMOIHYBaHHSIM TOIIEPETHBOI 00POOKH 300paKeHb Yepe3
OpenCV i3 xiacudikariero Ha OCHOBI HEHPOHHHUX MEPEX
MTOKAa3aJTH MOMJIMBICTB ITiJBUIIICHHS TOYHOCTI 0€3 3HAYHOT
Brparu FPS. e cBimuuTh mpo MOTEHIiaa CTBOPEHHS a/1a-
NTUBHHUX aJTOPUTMIB, ONTHUMI30BAaHMX IIiJi KOHKPETHi

YMOBH, TaKi SIK pI3HOMaHITHE OCBITJICHHS YM iHIUBiya-
JIbHI 0COOJIMBOCTI KOPHCTYBad4iB, OCKUIBKH YHiBepCab-
HOTO pillIeHHs ITOKM He icHye. Pe3ynbTaTy Takox JeMOH-
CTPYIOTbh, LII0 CTAHJAPTHE araparHe 3a0e3neueHHs 3a0e3-
Teqy€e BUCOKY €(DEeKTHBHICTH PO3IMi3HABAHHS JKECTIB, II0
BiJIKpHBAa€ MEPCHEKTUBH IJIsI BIPOBA/KEHHS TaKUX CHC-
TEM Y MOBCSKACHHE XHUTT Oe3 noporux cencopis. Ilepc-
MEKTUBHUMH HANpsIMaMH PO3BHUTKY € 3aCTOCYBAaHHS TeX-
HOJIOTiH y peaOimiTamii, e >KeCTOBE KepyBaHHSI MOXE
CTaTH 3pyYHUM iHTEepQercoM A oI 3 0OMEeKECHUMHU
MOXJTBOCTSIMH, @ TAKOX 1HTETparis B MOOLIBHI IPUCTPOT
ta loT-cucremu.

BucHoBxku

[opiBasinbHmic  aHamiz  meropiB  MediaPipe,
OpenCV ta YOLOVS u1s1 po3ni3HaBaHHS JKECTIB y pea-
JFHOMY Yaci IOKa3aB, IO KOXKEH 13 HUX Ma€ yHiKaJbHi
TepeBary, siki BA3HAYar0Th IXHIO MPUAATHICTD JUIS PI3HUX
crieHapiiB. MediaPipe BUPi3HAETHCSI BHCOKOIO TOYHICTIO
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(cepenniit Detection Rate 95%, FPS 42.8), mo poOuth
Horo eeKkTUBHUM Ul CKJIAIHUX CHUCTEM, ¢ MOTpiOHa
HAIWHICTh, HANPUKIAA, IUIA IHTEPIpeTallii >KeCTOBOL
MOBH YU KepyBaHHS MeAnYHUM obOnaaHanHsM. OpenCV,
3aB/SKU IIBUIKOCTI 00poOKku (cepenniii Detection Rate
88.7%, FPS 50.7), ineanbHO MiIXOANUTH I TMHAMIYHUX
IHTePaKTHBHUX 3aCTOCYHKIB, TAKHX SIK iIrPH UM CHCTEMH
KepyBaHHS B peaJbHOMY Yaci, 1¢ HU3bKa 3aTPHMKA € KpH-
TUYHO BaxkiiBoi0. YOLOVS, xo9a i mocTynaeTses 3a To-
gHicTIO (cepenHiit Detection Rate 73%, FPS 25), moxe
OyTH KOPHICHIM Y CLIEHapisiX i3 00MEeKSHUMH pecypcamu,
aJie oro eeKTUBHICTh NOTPeOy€e NOOIPAIFOBAHHS, 30K-
pema depes iHTerpaiito 3 iHmumu anroputmamu [2]. Ile-
PCIIEKTHBHUM HAIPsIMKOM € CTBOPEHHS IOpUAHUX Mojie-
JIed, sIKi MOEQHYIOTh CHIIbHI cropoHn MediaPipe (Tou-
Hicte) Ta OpenCV (mBHAKICTE 0OpOOKM) A MiNBH-
IIeHHs 3aranbHoi eexTrBHOCTI [4]. KpiM Toro, iHTerpa-
il MAIIMHHOTO HABYaHHS 3 AJaNTUBHUMH (ibTpamu

MOXKE MOKPAIIUTH CTIHKICTh CUCTEM JI0 30BHIIIHIX Hepe-
mwkon [5, 6]. Pesynbraté MOCHIIKCHHS BiAKPUBAIOTH
[UIAX IO PO3pOOKU YHIBEPCATBHUX 1 JOCTYITHUX CHCTEM
JKECTOBOTO YIPABIIHHS, SKi MOXYTh TpaHc(HopMyBaTH
B3a€MOJIIO JIOAUHH 3 TEXHOIOTISIMH B OCBITI, MEIULIMHI
Ta MOBCSAKICHHOMY JKHUTTI, CIIPUSIIOYN PO3BHUTKY Ta IHHO-
BaIlisiM. Y MallOyTHEOMY ITAHYETHCS PO3MIHUPHUTH TOCITi-
JUKEHHSI Ha KOMOiHOBaHI METOIH, BKIIFOYAIOUN TiOpHIHI
MOJelli 3 BUKOPHUCTAHHSAM TIIHOOKOTO HABYAHHS, Ta TEC-
TyBaHHS Ha OiUBIIOMY HAOOPi XKECTiB y Pi3HUX yMOBaxX
ocBiTicHHS. [le 103BONKMTH OIIHUTH MacIITA00BaHICTh i
aIalITHBHICTH CUCTEM JUIS pealbHUX 3aCTOCYyBaHb. [lona-
JBLI TOCTIJUKEHHS TaKoK OyIyTh 30CEepePKeHi Ha iHTe-
rpamii METOMiB i3 TeXHoJorisaMHU 3D-BiCTeKEHHS s
MiJBUICHHS TOYHOCTI B JMHAMIYHUX CI[CHApPIsLX, Ta Ha
Ppo3poOIIi Mol s po3Mi3HABaHHS CKJIaTHUX JKECTIB
y MYJIbTHMOJAIBHUX B3a€MOJISX, IO CHOPUATHME iX-
HBOMY 3aCTOCYBaHHIO B aBTOHOMHUX cuctemax i [oT.
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Comparative Analysis of Real-Time Gesture Recognition Methods Based on Mediapipe, OpenCV, and YOLOvS8
Olha Yeroshenko, Vadym Tsipkovskyi

Abstract. The subject of the article is real-time gesture recognition methods based on computer vision, designed for integra-
tion into human-computer interaction (HCI) systems, particularly for device control via a webcam. The purpose of the work is a
comparative analysis of the efficiency of three modern methods MediaPipe, OpenCV, and YOLOVS by evaluating their performance
using key metrics (FPS and Detection Rate) for detecting basic gestures. The article solves the following tasks: identifying the impact
of external factors (lighting, background) on gesture recognition, implementing algorithms for three basic gestures (open palm, index
finger up and down), conducting experimental testing and modeling in the Python environment. The following methods are used:
computer vision and image processing (in particular, segmentation, keypoint tracking, and object detection); machine learning based
on CNN (LeNet, YOLO); analysis of datasets and performance metrics (precision, recall, mAP); simulation modeling in real conditions
using the libraries mediapipe, opencv-python, and ultralytics. The following results were obtained: a comparative analysis of the
methods was conducted, where MediaPipe provided the highest accuracy (95% Detection Rate), OpenCV—the maximum speed (50.7
FPS), and YOLOv8—a balance for limited resources (73% Detection Rate); recommendations for hybrid approaches to optimization
were proposed. Conclusions: The developed comparative analysis of real-time gesture recognition methods demonstrates that Medi-
aPipe effectively eliminates interference from variable lighting and background, achieving a stable accuracy of 95%, while OpenCV
optimizes processing speed to 50.7 FPS. Modeling was performed in Python with visualization of the results.

Keywords: gesture recognition, computer vision, MediaPipe, OpenCV, YOLOVS, FPS, Detection Rate.
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INPAKTUYHE 3ACTOCYBAHHS TA BPA3JIMBOCTI HILL CIPHER
Y CYHACHOMY KOHTEKCTI

AHoTania. V¥ crarri nocmimxyerses mudp Ximta (Hill cipher) sik kimacu4HuiA npuKiag 3acTOCyBaHHs JiHiiHOT anredpu
Ta MOAYJIBHOI apuMeTnky B Kpunrorpadii. Po3kpuro MaTemMaTiyHi OCHOBY anropuTMy: (GopMyBaHHS KIIIOYOBOI MaTpHII
HaJl CKIHUCHUMH TI0JISIMU, YMOBH HOT0 00EpHEHOCTI Ta peanizalis mu(pyBaHHs y BUIIISAI MHOXKEHHS BEKTOPIB BIJKPUTOTO
TEKCTY Ha KIIFOYOBY MaTpuinto. [lokaszaHo, 1o meil mijaxia € CBOEPITHUM «3’€THAHHSIM MiX TEOPIEO 1 MPAKTUKOK0», OCKLIb-
KU TIOEJJHY€ caMe MaTeMaTHYHI KOHCTPYKIIT 3 peaJbHIMH MeXaHi3MaMHt 3aXucTy naHuxX. OcoOnuBy yBary NpHaiIeHo Bpa-
smuBocTsiM Hill cipher. BetanoBneHo, 1o aJiropuT™ € HECTIHKHM y CydacHHX YMOBax uepes3 JiHIIHICTh IIepeTBOPEeHb Ta Bi-
JCYTHICTh HENIHIHHUX KOMIOHEeHTiB. HaBeieHo MpUKIafn KPUNTOAHATITHYHNX aTaK, SIKi TO3BOJSIIOTH «PO3KOJIOTH LIA(P»
HAaBITh MPH MiHIMaJbHIN KITBKOCTI Map «BiIAKPUTHI TeKCT — mudpoTercT. Lle poOuTh oueBHIHIM, IO B CHCTEMax Kibep-
6esnexkn XXI cromitra Hill cipher € nuiie «TiHHIO CBO€T emOXi» Ta HE MOXKE CIYT'yBaTd IMOBHOLIHHUM iHCTPYMEHTOM 3a-
xucTy. Pa3oM i3 THM, MiAKpECIEHO OCBITHIO Ta METOAOJIOTIUHY LiHHICTh MHUGPy. BiH 103BOIA€E «1106aunTH MEXaHI3M 3ce-
pEeIMHI», HAOYHO NPOAEMOHCTPYBABIIN MEpeXi/ BiJj MOHOAN(aBITHUX MIH(PIB 10 GIOKOBHX MEPETBOPEHb. 3p0o0ICHO aK-
neHT Ha oMy, mo Hill cipher BimirpaB posp «Iepinoi CXOIUHKI» y PO3BUTKY CTPYKTYP, sKi 3ronom Brimmmucs B DES Ta
AES, ne BUKOpHUCTaHHS GJIOKOBUX CTPYKTYp | MATPHYHHUX OIEpalliif CTaJo OCHOBOIO Cy4acHOi KpunTorpadii.

KawuoBi caoBa: xibepOesneka, Kibep3arpo3u, IITyYHUH 1HTEIEKT, MAIIMHHE HABYaHHS, KpunTorpadis, KpUITOAHAII3,

mdp.

Beryn

IMocranoBka mpo6aemu. CydyacHa kpunrorpadis
(YHKI[IOHYe Ha TEpPETHHI BHCOKOTOYHOI TEOPETHUYHOI
MaTeMaTUKH Ta AaKTyalbHUX NPAKTUYHUX 3aBJaHb Y
ctepi kibepOesneku. 3 ogHOT0 OOKY, HOBITHI aJITOpPHUT-
MH CHHUPAIOThCA Ha CKIIAJHI OOYHCITIOBAIBHI 3a/1a4i, 110
MIePEBHUIIYIOTh MO>JIMBOCTI HaBiTh BHUCOKOIIPOJYKTHB-
HUX OOYHMCIIOBAIBHUX CHCTEM. 3 IHIIOTO OOKY, KIIacHY-
Hi mudpu, 3okpema mudp Ximna (Hill cipher), npoxno-
BXYIOTb BUKOHYBaTH POJIb LIIOCTPATUBHOTO Marepiainy,
JICMOHCTPYIOYH €BOJIIOIIF0 METO/IIB 3aXKCTY JIaHUX.

Hludp Ximia OyB OAHUM i3 HEPIIMX AITOPUTMIB,
[0 MPOJEMOHCTPYBAB MPAKTHYHE 3aCTOCYBAHHSI JIiHIM-
HOi anreOpu B Kpumnrorpadii. Bukopucranus marpud-
HUX NEPEeTBOPEHb HaJ CKIHUEHHUMH IOJISIMH CTaJI0 Ma-
TEMAaTHYHOIO I1HHOBAII€I0 CBOTO Yacy Ta IPOKIANIO0
OUIAX 10 PO3BUTKY OnokoBumx mwudpis. BomHouac cho-
TOZHI LIEH MeToJ Ma€ KPUTUYHY BpPA3JIUBICTh — IOBHY
JHIAHICTB, fKa POOWUTH HOTO BPa3UBUM OO0 KPUITO-
aHai3y Ha OCHOBI CHCTEM JIIHIHHHUX PIBHSHB: HAasBHICTh
JUIIEe KUTBKOX Map «BIAKPUTHHA TEKCT — IIH(PPOTEKCT»
JIOCTaTHS JIJIsl TOBHOTO BiJTHOBJICHHS KJIIOYA.

TakuM 4MHOM, TEepe]] HaAyKOBOIO CIILHOTOIO MOC-
Tae CylnepewInBe 3aBIaHHS. 3 OJHOTO OOKy, HIU(p
Xinma «He BUTPUMYE BHIPOOYBaHHS Yacom» 1 HENpH-
JaTHUH JUISl MIPAKTHYHOTO 3aCTOCYBAaHHS B YMOBAaxX Cy-
yacHHUX Kibep3arpos. Bognouac oro maremaTnyHa ene-
TaHTHICTh 1 METOMOJIOTIYHA IPO30pPIiCTh JAI0Th 3MOTY
BiZicTe)KyBaTH (yHIOaMeHTanbHi inei kpunrorpadii,
aHami3yBaTh OOMEKEHHS JiHIMHUX MOJENed Ta MoJe-
JIFOBATH MPUHIIMITH OJIOKOBHX MEPETBOPEHb.

Y 11pOMy KOHTEKCTI mpobiiema mosirae y Gpopmy-
BaHHI cuctemMHoro Gauenus poui Hill cipher e sk 3a-
CTapiJioro iHCTPYMEHTa, a sIK HAYKOBOT'O Ta OCBITHHOTO
MalJaHdnKa, 0 TO3BOJISAE MMOETHATH ICTOPUYHUN JOC-
BiJl, MAaTEMaTUYHUNA aHA3 1 cydacHi KpumTorpadidi
BUKJIMKH.

AHaJi3 ocTaHHIX Aocaimkens i myduaikaniid. Ho-
BITHSl KpUNTOrpadis po3BUBAEThCS HA MEPETHHI Teope-
THYHOI MaTeMaTUKH Ta MPAKTUYHHX 3aB/aHb KibepOes-
HeKH, JIe aAITOpPUTMH HIH(PPYBAaHHS MAIOTh IOETHYBATH
BHCOKY CTIHKICTh JI0 Kibeparak i3 e)eKTHBHOIO peaiza-
I[i€}0 Ha amapaTHHUX IWIaTGopMax 3 OOMEKCHUMH pecyp-
CaMH.

Y 1poMy KOHTEKCTI OJOKOBI mmdpH, TakKi sK
GFSPX, pospobienuit Xing Zhang, Chenyang Shao,
Changda Wang Ta imi, y 2024 porii, JeMOHCTPYIOTb 3a-
cTocyBaHHS moemHaHHs omepariii XOR, mepecraHOBOK
Ta OUKIIYHUX 3CYBIB, IO JO3BOJISIE JIOCSTaTH BHCOKOI
KkpunrorpadiyHoi CTifiKoCcTi Ha MIKPOIPOLECOPHHX ILIa-
Thopmax, BOJHOUYAC 30epiraroy HH3bKE CHEPrOCIOKH-
BauHs [1]. Lle#t miaxin cBigduTh Npo nparHeHHs 3abe3rne-
yuTH OajaHc MK Oe3NeKol0 Ta NPaKTUYHOK0 peatizalli-
€10, 0COOJIMBO y BOYJIOBaHUX CHUCTEMAX.

EBoutoniist 0:10koBHX MIKMQPIB TICHO OB s13aHa 3 110~
CTKBaHTOBOIO Kpunrorpadiero, sika HaOMpae akTyaIbHOC-
Ti y 3B’SI3Ky 3 PO3BUTKOM KBaHTOBHMX OOYHCITFOBATBEHHUX
TexHouoriil. ¥ cepmHi 2024 poxy HamionanbHuit iHCTH-
TyT cranaapris i Texnosorii CIHA (NIST) omy6iikyBas
¢denepanbHi cranpaptu FIPS 203, FIPS 204 Ta FIPS 205,
ski  BusHayatoth  anroputmu  CRYSTALS-Kyber,
CRYSTALS-Dilithium Tta SPHINCS+ sk crangaptu
mocTkBaHTOBOi Kpunrorpadii [2]. i anroputmm Gasy-
I0ThCSl Ha CKJIAQJHUX MaTeMaTHYHHX 3a/ladax, 30Kpema
3aJa4ax Ha pemIiTKax, i 3a0e3neuyroTh CTIHKICTh 10 aTak
3 BHKOPHCTaHHSM KBaHTOBHMX KOMII IOTepiB. [HTerpartis
TaKHUX AJITOPUTMIB y CY4acHi CHCTEMH JIO3BOJISIE HE JIUIIE
MABUIIMTH O€3IeKy, ane i 3aKiajae OCHOBY ISl 1OJa-
JBIINX HAYKOBHX JOCTI/PKEHB Y c(hepi KBAHTOBOI CTIHKO-
CTi.

Pa3om i3 pO3BUTKOM alrOPUTMIB 3pOCTAE i BUKOPH-
CTaHHS HOBITHIX METOJIIB KpHITOaHali3y. 3HauHa yBara
MIPUIUIAETHCS 3aCTOCYBAHHIO MAIIMHHOTO HaBYAHHS AJIS
BUSBIICHHS Bpa3JIMBocTel y OnokoBux mmdpax. Jocmi-
TokeHHs1, mposeneHe xummi eni, Kansaom Hakkoro Ta
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Hitemmem Caxcenoro y 2024 pori, HpEeICTaBUIO HOBY
arakyBanbHy matdopmy MIND-Crypt, sika BUKOPHCTO-
By€e INIMOOKE HaBYaHHA Ta TpaHC(pEepHE HABYAHHS IS
MOpyLIeHHs 1HAEeTH(IKOBYBAaHOCTI OJOKOBMX HIH(DIB,
3okpemMa SPECK32/64 y pexumi CBC, npu arakax 3
BIZIOMHM BiIKpUTHM TeKcTOM [3]. PesympTaTtn mokasanmy,
110 MOZEIB TVIMOOKOT0 HaBYaHHS JOCSITa€ TOYHOCTI OJn-
36K0 99% Ipy MOCTIMHUX KpUNTOrpadiIHNX yMOBAX, IO
CBIIYUMTH TPO TIOTCHIial BHUKOPHUCTAHHS MAIIMHHOTO
HaBYaHHSA U1 KpunToaHamizy. [lopsn i3 1M, yBara Hay-
KOBOI CITIJIBHOTH 30Cepe/KeHA Ha JIETKUX KpunTorpadi-
YHUX aIrOpUTMaxX A BOYJIOBaHHX CHCTEM, TaKUX SK
ASCON, po3pobnennii y pamkax ixiniarusu NIST 3 cra-
HApTH3alii JITKUX KPUNTOTrpadiyHuX —ajJrOpUTMIB.
ASCON BukopucroBye 320-0iTHy NepecTaHOBKY, MOJi-
JIeHy Ha IT’sITh 64-0ITHUX pericTpis, 1o 3ade3nedye 128-
OiTHHMIT piBeHb Oe3meku [4]. 3aBOSKH ONTHMI30BAHUM
MaTpUYHUM IEPECTaHOBKAM Ta KOMIAKTHUM KIIFOUOBUM
CTPYKTypaM, IIi aJITOPUTMH JO3BOJISIIOTH Ppeai3yBaTH
epeKTHBHE IMU(PYBaHHI HA amapaTHUX IUIaThopmax
FPGA Ta ASIC, mo ocobauBo BaximBo mi1 loT-
MPUCTPOIB Ta MEIMYHUX CEHCOPIB. Y IbOMY KOHTEKCTI
MO€THaHHS OJIOKOBHMX MH(PIB, TOCTKBAHTOBHX aJTOPH-
TMIB Ta JIETKMX KpHUITOrpadiyHUX METOAIB CTBOPIOE iH-
TErpoBaHy OCHOBY JUISl CYYaCHUX 3aXUIIEHUX CUCTEM.
HesBakarouu Ha 3HAYHI JOCATHEHHS, CY4acHi 10OC-
JIJDKEHHSI TaKoX BKa3ylOTh Ha ICHYBaHHS KPUTHYHHX
BpaziuBOCTeil y peanizauii anroputMmiB. Hampuknan,
JOCIiKeHHS, TpoBeieHe y 2024 porli, BUSBUIIO Bpa3iH-
BICTh JI0 aTak 3 BHOpaHWM IIHA(PPOTEKCTOM Y peaizarii
CRYSTALS-Kyber, mo Mo)e MpHU3BECTH 10 BUTOKY
cekpeTHoi iH(popmarii [5]. Lle migkpecioe HEOOXiTHICTh
PETENBHOTO TECTYBaHHS Ta BJIOCKOHAIEHHS SIK aJIrOpHT-
MIYHUX, TaK i alapaTHUX KOMIIOHEHTIB CHCTeM MHudpy-
BaHHs. 3a3Ha4yeHEe CTBOPIOE YMOBH JUisi Oe3lepepBHOIO
LUKJy HAYKOBOTO BJIOCKOHAJICHHS, a came, JAOCIIPKeHHS
y ctepi kpunrorpadii He JiMIIe MOPOKYIOTH HOBI ajro-
PUTMH, ajie i CTHMYJIIOIOTH PO3BHUTOK METOJIB KPHUIITO-
aHaJti3y, 10, y CBOIO 4yepry, GpopMmye MiAIPyHTS Uil Ha-
CTYIHOT'O HOKOJIIHHSI 3aXHIIEHUX CUCTEM.
TakuM 9MHOM, aHANI3 OCTaHHIX HAYKOBUX ITyOJTiKa-
Lii JEMOHCTPYE, IO CydacHa Kpunrorpadis po3BUBa€Th-
csl SIK IHTETpaIlisl TEOPSTUIHUX Ta MPAKTHYHHX IiIXOIB,
J¢ KIaCHYHI Ta JIeTKi alrOpUTMH, OJOKOBI MM(ppU Ta
TIOCTKBAHTOBI METOJM B3a€MOAIIOTH Ul 3a0e3NeUeHHS
BHUCOKOTO piBHSI Oe3meku  iH(pOpMaIiifHO-KOMyHiKa-
IIHHAX CHCTEM Y PI3HUX TIPUKJIATHAX KOHTEKCTaX [6].
MeTo10 pod0TH € KOMIUIEKCHE JOCHIIKSHHS UQ-
py Ximia y cy4acHOMY KpHITOTrpadiqHOMY KOHTEKCTI 3
BHU3HAYCHHSAM HOTO MPAKTUYHUX MOXKIMBOCTEH Ta oOMe-
KEHb, & TAKOXK aHAJI30M BPa3JIMBOCTEH, 1110 BHSBIISIOTh-
Cs TiJ1 BIUIMBOM CYYaCHHX METOJIIB KPUIITOAHAII3Y.
JlocipkeHHs crIpssMOBaHe Ha JAETajlbHE BHBYEHHS
ITOPUTMY, OLIHKY HOTO TEOPEeTHYHOI BUTOHYEHOCTI Ta
poIti y po3BUTKY OJIOKOBHX IIH(PIB, a TAKOXK Ha BU3HA-
4yeHHs1 nepcnektis Bukopuctanus Hill cipher sk HaB9a-
JIBHOTO W eKCIIEpUMEHTAIBHOTO IHCTPYMEHTa JJIsl MOJIe-
JIFOBaHHS MPHUHIHIIB CydacHOi iHpopMamiiHOi Oe3MeKH.

OcHoBHuIi MaTepian

BaxnmuBUM acrekToM AOCIHIDKEHHS € PO3YMiHHS
icropuunoi poxi Hill cipher y ¢popmyBaHHi KoHIEnTYa-

JBHUX 3acaj cydacHol kpunrorpadii. Came neit anro-
PUTM yIieplie Ha NPaKTHLi MPOAEMOHCTPYBAaB MOXKIIH-
BICTh 3aCTOCYBaHHSI METOJIB JIiHIHHOI anreOpu Ta mart-
PUYHHX NEPETBOPEHb y Ipolieci MudpyBaHHs, 3aKIIaB-
M MiATPYHTS Uil Mail0yTHHOTO PO3BHUTKY OJOKOBHX
cTpyktyp. [lompu oueBmmHI 0OMEXEHHS, 30KpeMa MOB-
Hy JiHIIHICT 1 BIACYTHICTF MEXaHI3MiB, 3MaTHUX MPO-
TUAIATH AudEepeHIifHOMY YU JIiHIHHOMY KpHIITOaHAJi-
3y Hill cipher 3acBigqunB moteHmian nepexomy Bifg mpoc-
THUX MOHOAN(aBITHUX ITiJCTAHOBOK MO CKJIaTHIMUX Oa-
raTOBUMIpHHX IIEPETBOPEHB.

VY nopaneiioMy 1 iiest 3HaHIIIa PO3BUTOK y Kila-
CHYHUX NPOMHUCIIOBHX CTaHnapTax kpunrorpadii — Data
Encryption Standard (DES) ta Advanced Encryption
Standard (AES). YV DES, 3arBepmxenomy NIST y
1977 p., Oyno peanizoBaHO NMPHUHLUI OJIOYHOTO MIHDPY-
BaHHS 3 0araTopayHJI0BOIO CTPYKTYPOIO Ta BUKOPHCTaH-
HIM S-OJIOKIB I HEJIIHIMHOCTI, 110 ICTOTHO ITIBHILIAIIO
cTilikicTh 10 atak. AES, skuit 3aminnB DES Ha modaTky
XXI cromiTTsi, pO3BMHYB IEH MiAXil, IHTErpyBaBIIU
OLITBII CKITAHI MATPUYHI IEPETBOPEHHS HAJl CKIHUCHUMH
nonsmu  GF(2%), Bxmowaroun onepauii  ShiftRows,
MixColumns i SubBytes. ¥ mpomy cenci AES moxHa
PO3IJIAIaTH SIK JIOTIYHE MPOJOBKEHHS 1lIeH, 3amoyaTko-
Banux Hill cipher, ane 3 ypaxyBaHHSIM Cy4acHHX BHMOT
JI0 KPHNTOCTIMKOCTI Ta €(heKTUBHOCTI peastizarii.

Mudp Ximma 3amaHuil KIIOYOBOIO MAaTPHLECHO:

K eMat, (Zm) 1 miero:
C:KP(modm) , (8]

Jie CTOBITYMKOBI BekTopu P Ta ( BIiAMOBIIHO BIAMOBI-
JAFOTH OJIOKaM BiJKPHUTOTO TEKCTY ¥ MH(POTEKCTY po-
3mipHOCTI 71. JIjis KOpEeKTHOCTI aenmndpyBaHHs HEOO-
xinHo, mo6 matpuns K Oyna obepHenow B Z , , T00-

TO gcd(detl( ,m) =1, mo rapaHtrye icHyBaHHS 00ep-
HEHOI MaTpuLi

K 'eMat,, (Z,,). @

3 ojHOro OOKY, LIl KOMIIAaKTHA JIiHIfHA CTPYKTYypa
CTaHOBHUTH METOJIOJIOTIYHYy MepeBary ajiropuTMy, OCKi-
JBKH JI03BOJISIE HAOYHO TIPOJEMOHCTPYBATH 3B’SI30K
kpuntorpadii 3 JiHIIHOI aNredpor Ta MOAYJIHHOIO
apudmernkoto. Bona podurs Hill cipher 3pyunum ocBi-
THIM IHCTPYMEHTOM JUISl MOJIEIIIOBaHHSI 0Aa30BHX INPHH-
LUITiB 6JI0KOBOTrO HM(pyBaHHs [7].

3 iHmoro 60Ky, came JiHIHHICTb YCiX EpPEeTBOPEHb
Haj Kinmbuem 7, dopMye (QyHIaMEeHTalbHY Bpasiu-

BICTh alNroputMy. bynb-sKi BiIHOIIEHHS MiX BEKTOpa-
MH BIJJKPUTOTO TEKCTY P BimoOpaxaroThCs Ha mudpo-
tekcT C depes JiHiiiHe BigoOpaxenus. lle o3Hauae, 110
Ha MPaKTHI HaBITh OOMEeXeHUH Habip map «BiAKPUTHH
TEKCT — MH(POTEKCT» MOXKE OYTH BUKOPHUCTAHUH IS
BIJTHOBJICHHSI KJIFOUOBOT MAaTpHIl IUIIXOM PO3B’S3aHHSI
CHCTEeMH JliHifiHuX piBHsHb y Z , . Came 1 BIacTu-

Bicts pobuts Hill cipher kxpunrorpadiuno Hectiiikum y
Cy4acHMX yMOBax, HE3BaXKalOUM Ha HOro iCTOpUYHY
3HAYYIIICTh.

Orxe, 00 KOHKPETU3YBATH MEXaHI3MH IIi€l Bpa3-
JMBOCTI I MMoKa3aTy 11 MpaKTUYHI HACNIIAKH, HIKYE PO3-
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TIITHYTO OKpEeMi ClieHapil KpUIIToaHali3y, 30KpeMa aTa-
KM 3 O0OpaHUM 1 BIIOMHM BiJIKDUTHM TEKCTOM, CTaTHC-
TUYHI METOJIY TPU HASBHOCTI JIKIIE MH(POTEKCTY Ta
KOMOIHOBaHI MiXOJH 13 3aCTOCYBaHHSIM MOOIYHMX Ka-
HaJIB peajizaii:

1. Amaxa 3 obpanum @iOKpumum meKcmom
(chosen-plaintext, CPA).

Y mopeni CPA aTakyBaJIbHUK Ma€ MOXJIHBICTH 3a-

MUTYBaTH IUQPYBaHHS IOBUIBHUX OJIOKIB P € Z'IIH i
otpuMyBatH BinnosinHi mmdporekctu € . s Hill cipher,
33JAHOTO KIIFOYOBOIO MaTpuiero K € MartnX n (Z m) Ta
nieto (1), HalimpsiMinma i HAOLTBII e(eKTHBHA CTpATETis
TOJISITa€ y TIONAaHHI CTAHAAPTHUX OJUHNYHUX (Oa3MCHUX)
BEKTOPiB €], €, , 1€ €, Mac ONMHUINO Ha [ -H MO3HIT

W HyJi B IHIIMX KoopauHataX. [lyIsi KOXKHOTO Takoro 3a-
IIUTY CIIPaBEJINBA PIBHICTh

C(j) =Kej(modm) : 3)

10670 Bektop C? € i-m croBrnuem marpuni X (B Momy-
nmeHIN apudmernti). Oxke, 30ip BIAMOBiIEH Ha 3amUTH

€ ,-€, INac NpAMY DPEKOHCTPYKIiIO BCiei KIOYOBOI

n
MAaTpHIIi:

K= [C(l)c‘(z)...c” }(modm) . €)

Aneopummiuna i inghopmayiiina oyinku:

— KUTBKIiCTh 3amuTiB. i MOBHOI KOMIpOMeTarlil
HEOOXiHO He Oijbllle 71 3amuTiB (TOJaBaHHA 11 0as3w-
CHHUX BEKTOPIB).

— o0uHnCIIoBaIbHA CKIAIHICTE. 30MpaHHS 11 BEK-
TOpiB PO3MipHOCTI 11 Jlae cKIaaHicTh 36epiranns O(n?)

€JIEMEHTIB Z _ ; caMa PEeKOHCTPYKIisl KJIlo4a 3a HasB-

m>
HOCTI IPSMOT0 JIOCTYITY J0 CTOBIIIIB — OIepallis KOHKa-
Tenaii, To6ro O(N?) 3a NPUMIPHO KiNBKICTIO onepa-
Li#l HaJ eJleMEHTAMU KIJIBIIA.

— iHpopManifiHIA BHECOK OTHOTO 3amuTy. KoskeH
3aIMT 3 OJUHUYHHUM BEKTOPOM €j NOBEPTAE BEKTOP JIO-

BXXUHU N Han Z m » TOOTO Hajae n® logzm OITiB 1H-
(dopmarii mpo cekpeTHUit K4, Y cyMi /1 TaKHX 3aIlu-
TiB IAXOTh n® log2 m OiTiB, O y3TOMKYETHCS 3 PO3Mi-
PHICTIO IIPOCTOPY MOJKJIMBHUX KIIOUIB  (IIPUOIM3HO
log, ‘GL(n,Zm )‘ ).

IIpunyctruMo, MO KOO0 aTaKyBaILHUK HE MOXE
MO/IaBaTH JIOBIJIbHI BEKTOPH, a JIMIIE BEKTOPU 3 OOMe-

. n
KCHOTI'O IMIAMHOXHWHHA S c Zm , TO aTaKa YCKJIaJHIO€Th-

csl, ale 3AMIIAEThCS PEATICTUYHOI0 3a 6araTboX Hpak-
TUYHUX yMOB. Hexail aTakyBaJbHHMK IOJa€ MOCIHiZOB-
HICTh BHMAJKOBO OOpaHMX BekropiB i3 S . ns ycmim-
HOi peKOHCTPYKILii HeoOXiMHO 3i0paTn N1 JiHiitHO He3a-
JIeKHUX OnokiB P ,..,P ;" (To6t0, MO0 MaTpuUIs

P:[Pl...Pn} Manapaur ny Z, ).
VY Bumaaky, koiau S :ZZ I nous 7 q (TobTO

m=qg TpocTe), HMOBIPHICTh TOTO, IO ¢ BHIIAJKOBUX

BEKTOPiB MaTHUMYTh PaHT /1, IBUIKO NpsMYye 10 1 mpu
t 2 n ; o4iKyBaHa KiJIbKICTh 3aMUTIB JUIS OTPUMAHHS 11

He3ale)KHUX BekTopiB — O(N) (3 Manow I0AaTKOBOO
KOHCTAHTOIO, 10 3aJI€KHUTh Bill ¢ ).

Skmo S cTpyKTypoBaHMH (HANIPHKIA, JIAIIC BE-
KTOpH 3 OOMEXKeHHM HabopoM mrabiioHiB abo 3 ikco-
BaHHMMH TIOJISIMH 3aroJIOBKIB), MOXE 3HATIOOUTHUCS 3HAY-
HO OuTpIIe 3amWTIiB — y HaAWTipmioMy BHUIIAIKy IO He-
CKiHYeHHOCTI, sKmo Span(S) mae panr <n. ToMmy npu
MPAKTUIHOMY aHaJli3i Ba)KJIMBO BPAaxOBYBaTH MOJECIh
JIOCTYITHOCTI 3alUTiB Ta CTATUCTHKY CTPYKTYpPOBaHHX
MTOB1TOMJICHB (3ar0JIOBKIB, ()OPMATiB).

OTrxe, nmoennannss CPA i3 side-channel ingopma-
mi€ro (TaiiMiHTH, MOTYKHICTh, TOMUJIKK) a00 3 MOXKIIHU-
BicTio imkekmii mommiok (fault injection) ckopouye
MOTPiOHY KIJIBKICTh 3alUTIB i 3HWKYE BUMOTH JI0 He3a-
nexxHOCTI OokiB. Hampukias, meBHI HETOYHI BiAIIOBIIL
a00 TOIATKOBI BUMipH MOXYTh HaJJaTH YaCTKOBI JIiHIIHI
BiTOMOCTI TIpO CTOBHI A , IO 3HAYHO MOJIETIIYE BiJ-
HOBIICHHSI KITIOYA B PEATICTUIHUX CIICHAPIAX.

Po3rnsipatoun mpakTH4YHI KOHTP3axoJu W pekoMe-
HAAIl, CIIij miakpecauTH, mo ockinbku CPA € darais-
HOto s mudpy Xiuia, IpU MPOEKTYBaHHI CHCTEM 1
NpPOBENCHHI HABYAJbHHUX JCMOHCTpaIiii HEOOXiIHO
BIPOBA)KYBAaTH HACTYIHI TEXHIUHI Ta MPOLENypHi 3a-
XOMIH:

1. OOMEXUTH MOXIIHBICTH JOBUIBHOTO mIH(DPY-
BaHHS I[UIIXOM BBEICHHS aBTCHTHU(QIKaIii KII€HTIB i
obmexxeHHs API, mo0 BUKIIOUNTH clieHapii JOBUTBHUX
3aIUTIB.

2. BUKOpUCTOBYBaTH NMPOTOKOJBHI €JIEMEHTH, IO
JOJIAFOTh HemependavyBaHicTh, a came [V/nonce, Buma-
JIKOBU# MajaaiHr, coipoBi 3HaueHHs [8]; ski mepeTBo-
PIOIOTH NPSMOIHIHUIT oTIepaTop y CTaH, 3aJeXHH Bij
BUIAJIKOBUX MapaMeTpiB.

3. BBOAMTH KOHCTPYKTHBHY HEJNIHIWHICTB: y 0I0-
YHHUX CXeMax II¢ S-OJIOKH 1 CKJIaHI MMEePEeCTAaHOBKU; Yy
NPOTOKOJIaX — KOMOiHAMii MiJICTAHOBOK 1 3MilllyBaHb,
10 YHEMOXITUBITIOIOTH TIPOCTE JIiHIfHE BiTHOBJICHHSI.

4. 3actocoByBaTH aBTEHTH(]iKOBaHE IU(PPYBAHHS
(AEAD), mo6 3amo0irte MaHIMyJSIiSIM 1 TOBTOPHOMY
BUKOpHCTaHHIO O110KiB [9].

5. KoHTpomoBaty peamizalliiiHi pu3UKH, MO 3a-
0e3MeYnTh 3aXUCT Bij NOOIYHUX KaHAMIB 1 IHXKEKIT
TMOMWIOK, BaJiJaIlis BXiMHUX MapameTpiB (mepesipka
00epHEHOCT] MaTPHIlh, HEAOMYIIEHHS CITa0KUX KITFOUIB).

[MincymoByroun, CPA mnokasye, mo miridHicTs Hill
cipher 3abe3meuye aTrakyBaJbHUKY HPOCTHH IUIAX 10
BIIHOBJICHHS KJI0Ya BCHOTO 3a 11 3anuTiB. HaBiTh y
00MEKEHUX MOJENsAX ab0 3 JOAATKOBHUMH YCKIIAJHCH-
HAMH aTaKa 3aIMIIAEThCS 3MIMCHCHHOI W MOXE MOCH-
moBatrcs nobivaumu kananamu. Tomy Hill cipher mo-
LUTBHO PO3TJISIATH JIMIIE SIK HABYAIGHUH MIPHUKIIAM, a HE
SIK 3aCi0 MPAKTHYHOTO 3aXUCTY JaHUX.

2. Amaka npu OemepmiHO8AHOMY (Pe2yAAPHO
nO6MOPIOBAHOMY) HAOODI GIOKpUMUX OJ10KIE.

Hexait MHOXXWHA MOXIUBUX OJIOKIB BiTKPUTOTO

TEKCTy OOMeXeHa MiIMHOKHUHOI S C Z'I’n . [oznauumo
i miHifiHui 3amMuK (Haj Kinbuem Z ) depes span(S ) i

oro MonynpHy (ab0 BEKTOpHY, SIKIIO /11 — TIPOCTE)
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HIpHICTE Yepe3 dim span(S ) =r. Toni cnpaBemiuBi

Taki (hOpMabHi CIIOCTEPEKCHHSI.

Heobxiona ymosa ycnixy. Slkmo r<n, T100TO
span(S) € miaNPOCTOPOM PO3MIPHOCTI MEHIE HIX I0-
psnok OJOKY, TO JKOJHA CKiHYEHHa CYKYIHICTh THap

(P].,C' /-) i3 P/ €S He macTb MaTpuni P TOBHOTO paH-
ry n. Y TakoMy BUNAJKy BiIHOBUTH IOBHHH KIIOY
K eGL(n,Z m) Yy 3araJbHOMY BUTJLIII HEMOXKIIHIBO,
MOXHA IIMIIE BiJHOBHUTH WOTO [if0 HAa MiAMPOCTOpi
span(S )

Ymoea oocmamnocmi. Sxkmo r=n (tobTO

n . . I

span(S ):Z 'm)> TO iCHye Halip N JNHIAHO He3aneK-
HUX BEKTOpiB £ ,..P, €5 . HasgBHicTb Takux n Hesa-
JISKHHUX TIap (P]-,C /.) JI03BOJISIE TTOOYIYBaTH MATPHIIO

P= |:Pan] 3 rank(P) =1 10TpUMaTH KII0Y:
K=cpP! (modm) , (5)

ne C=[C,.C, .

Ipaxmuuna cxema amaku npu OemepmiHO8AHUX
@opmamax. Hexaii BIAKpUTI MOBITOMIICHHSI MalOTh pe-
TYJISIPHY CTPYKTYPY THUILY

POy ), (6)

e u — (ikcoBaHMH BEKTOp (HAINPUKIAM, TOBTOPIOBA-
HUIl 3ar0JI0OBOK), B — MaTpHIlsI, 10 BigoOpaxae mapa-
MeTtpusoBaHi nons (ma6ionu), a XO — sexrop 3miHHMX
noJiB. SIKIIo nmpocTip, NOPOKEHUH yCiMa MOKIMBUMH
XO, mae posmipuicts r (igmosizso dim span(S) =r),
TO aTaKkyBaJbHHUKY JIOCTATHBO 3i0paTH I JIiHIHHO He3a-
JIGKHUX CIIOCTEPEKEHb, 1100 BU3HAYUTH Jif0 K Ha 1ei
mignpoctip.  DPopmanmpHO, SAKIIO €  MOMaTPHUIA

nxr
P €%, DaHTy I, TO MOXHa OOYMCIHTH YacTKO-

BMi1 onepaTop

Kl CoupPoup (mod 1m1), ™

span(S) =L
+
ne P, — mceBnoobeprena abo obepHeHa (3a HassBHOC-
Ti) MaTpunog Ha BiONOBiZHOMY mifgmpocTopi. Skmo
-1 . .
r=n,rto P, iBi/HOBICHHS OBHE.
Oyinka «weUOKOCmiy KomMnpomemayii npu 6unao-

Kosux 3paskax i3 S . Y BHUINAOKY, KOJH €JIEMEHTH P/.

BUOMPAIOTHCS BUIIAJKOBO 3 S 3a JIESKUM PO3MOILIOM,
MMUTaHHS pPeIyKOBaHE 10 OTPUMAaHHS N1 JiHINHO He3a-
JIeKHUX BEKTOpiB. [yisi anreOpuyHO MPOCTHX BHIIAJIKIB

(Hanpukian, m=gq 1mpocre i S =IF:) HMOBIpHICTH
TOTO, IO ¢ BHIIAJIKOBHX BEKTOPIB JAIOTh MIOBHUH paHT
11, BAPAXAETHCS Yepe3 100yToK

n-1

Pr[rank(}’t)zn]zn(l—qj_t) (8)

=0

TOX OYiKyBaHa KUIBKICTh BUOIPOK ISl IOCATHEHHS paH-
ry neO(n). Just cTpyKTypOBaHUX S 1Is OLIHKA 3Mi-

HIOEThCSI BimmoBiaHo 10 po3mipy dim span(S) i posmo-

nity BapiaHTiB X’ (t) .

Aneopummivna peanizayis 6IOHOGIEHHS 68 YMOBAX
demepminosarnocmi. Tlponeaypa ekcrutyartariii Bpasiu-
BOCTI:

— 36upanns mapu (Pj, C;) moku rank(P) 3pocrae.

—3a KOXKHUM HOBHMM CIIOCTEPEXKEHHSAM BHKOHYBa-
TH BCTaBKy CTOBIIS W OHOBJIeHHs paHry (Gaussian
elimination mod m).

— KOJIM 3HAUIEHO MiAMAaTpuuio £, paHry r Jio-
CTaTHBOrO po3Mipy (piBHOro 1 abo MakCHMallbHO MO-

JKIIUBOTO), 00UMCIUTH BinmoBinHe K abo K | SIK

span(S )
C;ub
r<n).

Heo0xigHO 3BepHYTH yBary, 1o omnepariiiHa ckia-
JTHICTH — JOMIHOBaHa OOYHCIICHHSM paHTy Ta 0OepHEH-
HAM OigMaTpuui posmipy r: O(r®) enementapHux one-
pariiii Hax Z m-

-1 .
Psub (abo 3a [OTIOMOTOI0 TCEBIOOOEPHEHOI IS

Sk mpuKiaa cuTyanii 3 peryJspHHUMH 3arojioBKa-
MH MOXXHa HaBecTH HacTymHe. [loBinomMieHHs ckiaja-
I0ThCS 3 (PIKCOBAHOTO 3arojioBKa & (OIHAKOBHU JUIs

. . . t .
BCIX HOBl,Z[OMJ'IeHb) 1 HCBCJIMKOI'O ITOJIA X( ) PO3MIPHO-

CTi k<n, T00TO Pl=u+ [BX(t)} . Tomi

dim span(5)£k+1. Sxkmo k+1<n, TO IOBHOIO

KJIFoYa He OTpUMartH, ajie Ais K Ha HiAmpocTopi po3Mi-
pHOCcTi Ak +1 BimHOBIMIOETBCS 32 Kk +1 He3ameKHHX
MPUKIAAIB IO € JIOCTAaTHBO, 100 IemudpyBaTH BCi
3MiHHI TOJS ¥ KOMIIPOMETYBAaTH BaXKJIMBI YacTHHH
cTpyKTypH moBigomienus [10].

3 orysiy Ha 3a3HAYCHE MOJXKHA IMiICYMYyBaTH TaKe:

—skmo dim span(S) =n, To moBTOprOBaHi/KETEP-
MiHOBaHI (opMaTu He 3aXHIIAIOTh BiJl TOBHOI KOMIIPO-
Merarlil, HeoOxinHo ouikyBaru O(N) 3amuTis;

—skmo dim span(S) =r<n, TO aTaKyBaJIbHUK
MOJKEe BIJHOBUTH JIMIIE YAaCTKOBY Hif0 K |Span( 5) , 110

BCE OJIHO MOX€ OyTH JOCTaTHBO JJISI BUTOKY KOH(]iIeH-
niftHoi iHpopMarii (30Kkpema 3aroJoBKiB, METaJaHHX );

— PEKOMEHJIOBaHi 3aXWCHI 3aXOJU: BBEJCHHS BU-
nankoBux napamerpis (IV/nonce, cosp), mmdpyBaHHs
3MIHHMX YacTHH TOBIJOMJICHHS OKPEMHMH CECiiiHUMHU
KIIto4aMu, 3acrocyBaHHs AEAD; y HaBuaJbHUX eKkcIe-
pUMEHTaX — CyBOpa 130JIS1Iis AEMOHCTpAITiH.

3. Amaxa 3a nasenocmi nuwe wiugpomexcmy
(ciphertext-only).

Hexait Hill cipher 3amanuii KJIr090BOI0 MaTPHIICIO

Ke GL(n,Zm) 1 IEpEeTBOPEHHAM

ct = kPt (mod m), t=1,..,T, 9

e Pt ern — TOCTiIOBHI OJIOKH BiIKPUTOTO TEKCTY,
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t n . P
C" €Z,, — BinnoBinHi 6;10KKu WK(PPOTEKCTY, aTaKyBalb-

T
HHUK Ma€ TUTHKH Hadip CHOCTEpeKEeHb {C‘ t} . Y BigcyT-
t=1

HOCTi OyZIb-SIKMX TIap «BITKPUTHHA TEKCT — MHU(PPOTEKCT
3aBIaHHA BiTHOBIECHHSI K € HEKIIACHYHOIO MPOOIIEMOIO
CIIIMOTO 3BOPOTHOTO PO3B’SI3yBaHHS JIiHIHOTO OIepaTo-

pa Hax Kinbuem Z . [IpoTe 3a NEBHUX NPUITYIIEHb 10~
JI0 CTaTUCTUKH BIIKPUTOTO TEKCTy abo /Il MallX Hapa-
METpiB M, N aTaka Mo)ke OyTH NMPAKTUYHO 37IHCHEHHOIO.
Hiokxue HaBesieHO KilbKa (POpMasTi30BaHUX ITiIXOIIB.

— METOJl Ha OCHOBI INEpUIMX 1 JIPYrdX MOMEHTIB
(MeTo MOMEHTIB/KOPETAIHHII IMiaXin).

ITo3naunmo emmipuyHi cepenHi Ta KoBapiarii (po-

3TIIAJA€MO TAHATTS CHUMBOJIB Y iHTEpBaI {0, . m-l}

i mpamroeMo B R IS CTaTUCTHYHOTO OLIHIOBAHHS, 3
MOJIATIBIIMM TIPUBEICHHIM MO, 11 ):

H ——1 ct
c _2
5

2cc = %é(c(t) —ﬂcj (C(t) ~Hc jT

SIko atakyBalbHHK Ma€ ampiopHi 3HAHHS abo
NPUIYILEHHS. PO CTAaTUCTHUKY BIJKPUTOrO TEKCTy (ce-

pemHe up, i Kowapiamito 2. ,, (imBeproBanoi B R)

(10)

MOYKHa OTPUMATH OLIHKY

-1
K=2cp pr ) (11)
ne Ycp — Kpoc-KoBapiatis Mixk C (CrocTepesxyBaHiM)
i P (OUiHOYHUM, B3THM i3 Kopmycy). SIkiio aTakyBa-
JBHUK 3HAE (260 KOPEKTHO OILHIOE) fp, X pp , TO OILi-

HKa K Moe OyTH XOpOIIOH MOYAaTKOBOK TiMOTE3010;
BOHA MEPEBOJIUTHCS B KOPEKTHUH Kitou K NUIIXOM

npoeKLii Ha GL(n,Z m) (HampuKIaa, OKPYIJICHHS ene-

MEHTIB i mepeBipka 0OepHEHOCTI 38 MOyJIeM 11 ).
Ymosu epexmuenocmi. TIinxin npairoe Kparie npu:
e JIOCTaTHBO BesukoMy 7 (CTaTHCTHYHA CTiMd-
KICTh OIIHOK);
e TOYHOCTi ampiopHOi Momem p, 2 pp (TOOTO

KOJIA TEKCTOBA CTATHCTUKA KOPITYCY OJNH3bKa J0 peaib-
HOT);

e HEBEIUMKUX 11 /a0 m, KOJNM OKPYTJICHHS Ta
MIPUBEJICHHS 10 MOJYJIBHOI apU(PMETHKH MAOTh MCHIIIE
HEOTHO3HAYHOCTEH.

Obmexcenns. ko 2. pp HEBUPOJDKEHA JIHIIE 32

moxayiem m (a He B R ), a0 sIKIIo ampiopHi OIiHKH
CHIIBHO BIJPI3HAIOTBCS Bl pealbHHUX, TO OLiHKAa K
MOXe OyTH HeHalIHHOIO.

— aTaka 5K 3a/1a49a «CJIIIOro» JIHIHHOTO PO3MiiIeH-
Hs (BSS / ICA-niomiOHuM# miaxin).

CyTHICTb TOJIAITAa€E B TOMY, 1100 3HAWTH LIy HEBHU-
porKeHy Matpumoo M eGL(n,Z m) Taxy, IO IepeT-
(¢)

BopeHHs P ' =M “1c® Jla€ CTaTHCTHKY, OJIM3bKY /0

BIZIOMOI CTaTHCTHKH ITPUPOAHOI MOBHU (HAIPUKIIAJ, Yac-
TOTH OYKB, 4acCTOTH Oirpam/myibTirpam tomio). ®opma-
JIBHO, aTaKyBaJIbHHUK BUPILIyE ONTHMI3alliHY 33124y

min

K =arg
K eGL(n/Z,)

D(Stat( [("16‘)“Statlang ) ,(12)

ne D(") — wmipa HepiBHOCTI (Hampukian, Kullback-

Leibler divergence abo X 2 _ CTaTHCTHKA), Stat(~) -

EMIIPUYHI YaCTOTH/MOBHI CTATUCTHKH BiTHOBJICHOTO

TEKCTY, Statlang — CTaJIOHHI CTATHCTHKU JJISI MOBH.

[ixxin ¢pakTnuHo nepedupae (a00 oNTUMI3y€E B IPOCTO-
pl) KaHIUAATH 3 GL(n,Z m) 1 BUOMpAE Ti, SIKi «B1THOB-

JIIOIOTHY» MOBHI IIA0JIOHH.

Ipakmuunui  acnexm. [psamuii  nepebdip

GL(n,Zm) MOXJIMBUY JlMUIEe NpU Malux Imn, 1. Jns

OLIBLIMX PO3MIpIB 3aCTOCOBYIOTH €BPUCTUKH:

e JoKaJbHI nouryku/simulated annealing o mpo-
CTOpY KJIIOYiB;

e IPaji€HTONOIOHI METOIM Ha peNaKcarii B miii-
CHIf 00NacTi 3 MONANBIINM TPOEKTYBAHHSAM Ha IILTi
MaTpHILi;

e KkoMmOiHyBaHHA 3 ML-mMeromamu (kinacugikaro-
PH, 10 OLIHIOIOTH MOBHICTBY JI€KOIOBAHOTO TEKCTY).

Oyinka. ng manmux n (Hanpukianm, n=2,3) i
m<26 ueW miixig 4acTo yCHilIHWI 3a HasBHOCTI Be-
JIUKOTO 4Yucia OJOKiB 7" (THCAYI — MECATKH THCSY OJ10-
KiB) 1 IKICHOT MOBHOI MOJEJTI.

— YaCTOTHI Ta CTATHCTHYHI MeTOJM (KJIaCUYHHI
TiIXI0 U MajiuxX 11, 17).

VY BUMAJKY, KOJM M 1 1 HEBEJUKi, MOXHA BUKO-
PHUCTOBYBATH KJIACHYHI YaCTOTHI METOJM: aHali3 po3-
MTOJIUTY CUMBOJIB (TIO3UIIIHI YaCTOTH), OirpamM/Tpurpam
Ta 1X Kopesmiit. DopmanbHa ines:

e U KOXKHOI TO3HUIIiT OJIOKY j OILIHIOETHCS eM-

HipuYHKE po3noain p, (a) = Pr(C'j = a) IO BCiX CHO-
.

CTEPEKEHHSIX;
e BHACIIJIOK JIHIHHOTO IEPETBOPEHHS KOXKHA

kommonenTta C ;€ JIIHIAHOI0 KOMOIHAIIE€I0 KOMIIOHEHT

P ; SIKIO MPUITYCTUTH HE3aJIekKHICTh a00 Majl Kopels-
mii Mi>k KoopauHatamMu P , MOKHA TIOOYTyBaTH CHCTE-
MY JIIHIHUX CIiBBIIHOLIEHb MK EMITIPHYHUMH 4acTO-
TaMH, IO JIA€ MiAKa3KU Ipo eneMeHTH K .

JIJIs OIiHKYM €JeMEeHTIB KIF04Y0BOI MaTpuii K 10-
LUTBHO UIYKATH TaKi JIIHIAHI BiIHOIICHHS, SIKi MAKCUMi-
3YIOTh Y3TOJDKEHICTD MiXK KOMIIOHCHTAMU MIHUPPOTEKCTY

C ; Ta JHIKHAMA KOMOIHAITiIMU TIO3UIIIHA BiIKPUTOTO

TEKCTYy Yy MeXaX MOBHOI MOZedi. Y MpaKTHIl Iie peai-
3YEThCA 4Yepe3 CTATHUCTUYHI KpUTepii — KoedilieHT Ko-

pensiii, X 2 1a log-likelihood, mo no03BOMNSIOTE BinOH-
paTH Ti KAaHIUIATH KJIF0Ya, sIKi HafKpaIie BiITBOPIOIOTh
XapakTepHi BIACTHBOCTI IPUPOJHOT MOBH.

VYemix METoy iCTOTHO 3alie)KHTh BijJ TOTO, HACKI-
JBKH TOYHO MOJEINb BiAKPUTOTO TEKCTy (4acTOTH, KO-
pensmii) BinmoBigae peanbHii. Jis MPUPOAHUX MOB 3
TOMITHOIO HEPIBHOMIPHICTIO YacTOT (HAINPHKIAJ, aHT-
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JiichKa) IaHCH HA YCHIX BUILI, HDXX JJIs1 pIBHOMIPHHX
a00 EHTPOMIHHO HACHYEHUX JIKEPEIL.
— aJIrOpUTMiYHA cXeMa

e 30ip CTATUCTUKU: OOUUCIHUTH L, 2 » TIO3H-

T
LiifHI i 71 -TpaMHi 9aCTOTH 3 {C (t)} .
t=1

e ampiOpHI  TPHIYIIEHHS:  BUOpaTH
HY/KOPIIyCHY MOJENb IS My 2pp abo wactoT

MOB-

Statlamg .

e mo0Oym0Ba KaHTUAATIB: (a) OIliHKa K METOJIOM
MOMEHTIB; (0) reHeparis KaHmuaaTiB K ' eG’L(n,Z m)

€BPUCTUYHO; (B) JIOKaJbHA ONTHMI3aIlisl peTaKcoBaHOI
3amayi.

e OIlIHKA KaHIWOATIB: IUId KokHOro K  oOumc-

JIUTH Stat(Kl_1C) 1 BUMIPSTH BiJICTaHb D(~“Statlang) .

e Bepuikamis: I HAWKpamUX KaHAWAATIB Iie-
PEBIpUTH KOHCHUCTCHTHICTD (HaNpHUKIAL, AemmdpyBaTH
Jeski OJMOKM 1 OIIHUTH JHTBICTHYHY iH(OpMaTHB-
HICTB).

OO0OuyncioBajgbHa CKJIAIHICTh € EKCIIOHEHIIIHHOIO
[IPU TIOBHOMY TiepeOopi, MPoTe Ha MPAKTHII 3BOJAUTHCS
JI0 TIOJTIHOMIaJIbHOT YM €BPUCTHYHOI 3aJIeXKHO Bix 00pa-
HOT CTpaTerii MOIIyKY.

— OLIHKU e()eKTUBHOCTI Ta OOMEKEHHS.

e Mami /m, n: aTaku HA0Arato PeasiCTHYHIII;

g m=26,n e{Z, 3} — BIJIOMI TPaKTHYHI PO3B’S3KH

13 3aCTOCYBaHHSM YaCTOTHOTO aHAJII3y Ta MOUIYKY.

e BEIMKMM 7 : BUMOra BEJIMKOI CTaTUCTUYHOI
BUOIpKH — THIIOBO 7' Ma€ OyTH TOPSAKY KIIBKOX THCAY
OJIOKIB IS CTAOIIBHUX OLIIHOK.

e ampiopHa iH(QOpMAIlisl: HASBHICTh SKICHOI MOB-
HOi Mozeni abo KopITycy iCTOTHO MiJBHINYE IIaHCH Ha
YCIIX.

e HajgBHICTH MOOIYHMUX KaHAIIB: 3 IX JOIIOMOTOO
ciphertext-only cuenapiii Jierko nepeTBOPIOETHCS B Ti0-
PHUIHMH (CHIIbHILIE CIIPOILYE 3a1auy).

— KOHTp3axo1 NpoTH ciphertext-only aTak.

e 30UIbLICHHS EHTPOIl B OJIOKY: BUKOPHUCTOBY-
BaTH paHIoMi3oBaHi [V/nonce i BUMaaKoBi maIiHIH;

e BIPOBAP)KEHHS HENHIMHOCTI B TpaHchopma-
miro: S-6;oku abo iHII HeNiHIMHI omepartii, AKi pyHHy-
FOTh JIIHIIHI CTATUCTUYHI B3a€MO3B’ SI3KH;

e OO0OMEeXeHHS eKCHo3ulii MM(PPOTEKCTIB: MiHi-
Mi3yBaTH KUIBKICTb JOCTYITHUX MIN(POTEKCTHUX OJIOKIB
JUTSE OJTHI€T KITIOYOBOI Cecil;

e ayreHtu(ikoBane mudpysanas (AEAD): 3a-
no0birae MaHiIyJSIisIM, [TOBTOPHOMY BHKOPHUCTAHHIO
6JI0KiB 1 poOHTH 30ip KOPUCHHUX CTATUCTHK MEHII e(ek-
TUBHHM.

[lincymoBy04YHM MOXHA 3a3HA4YNTH, MO ciphertext-
only artaka Ha Hill cipher € hoopmanbpHO cklagHOO, TIPO-
T€ 32 MaJMX MMapaMeTpiB, TOCTATHHOI KUTBKOCTI CIIOCTe-
PEKeHb Ta BUKOPHCTaHHS MOBHHX M ITOOIYHMX CTaTHC-
TUK BOHA CTa€ NPAKTUYHO 3/IHCHEHHOIO, IO MiATBEp-
JDKY€ HOTO HENPHUAATHICTB AJISl 3aXUCTY JAaHUX HaBiTh Yy
PEKUMI IOCTYITY JIUILE JI0 IHU(PPOTEKCTIB.

4. Kombinyeanuna 3 nobiunumu  Kananamu
(side-channel).

Hexaii mmdpyBanns Oioka P peanizoBaHO arma-
paTtHO ¥ mpoMiKHMK cTaH S (HaOpHUKIaa, BEKTOP pe-
3ynpTarty KP Tiepen pemyKIi€ro Mo MOIYI0) € (QyHKIi-

€10 BiJI CEKPETHOT'O KJIF0Ya Ta BXiJJHOTO OJIOKY:

S=g(k.P), (13)

ne mrs Hill cipher g(l( ,P) = KP (B iHTepmperamii

amapaTHOI peaji3amii — MPOMDKHI PETiCTpH mepern Mo-
IyJBpHOIO omepariero). [lo0iunmil kaHan Jae eMIipudHi
BUMipIOBaHHA L (TaliMiHT, HOTYXXHICTb, €JIEKTPOMAarHi-
THi BUIIPOMIHIOBAaHHS, TOMMJIKOBI BiMOBIII), SIKi MOJe-
JFOIOTHCA K (DYHKIIISI BiJl IPOMIDKHOTO CTaHY 3 IITyMOM:

L=1(S)+n, (14)

ne | — wmogxenp BUTOKy (Hampukian, Hamming-
weight/Hamming-distance, niniitna aGo HemiHilina ¢yH-
KIGist Big GiTiB S ), 7 — mym (raycCiBChbKuii abo iHIIMIA).
— Correlation/Template-style
power-analysis).
Skmo | mae xoua 0 4YacTKOBY iH(OpMAIiio PO
KOMIIOHEHTH BekTopa S =KP, To crocTepexysaHi L

atakd  (TadMiHT,

KOPENIOKTh 3 JiHIHHUMA QYHKUiSMHA Bil paakiB K, .

dopMasbHO, [T KOXKHOI MO3HUIT / MOXXHA PO3TIIAAATH
TifoTe3y mpo psiAoK & 1 00YMCIFOBAaTH CTATHUCTHKY KO-
permsii

p(k):Corr(L, Iz(kTP)) , (15)

ne h — Mopenb NEepeTBOPEHHs! CTaHy B BUMIp (Harpu-

ka1, Hamming-weight). Makcumym & =arg max, p(k)

CityuTh olinkow K, . Jlna Hill cipher, ockinbku ktp

— jigifina komOiHalis ereMeHTiB P , HaBiThL ciaabka Ko-
persiiiist aae 3HauHy iHdopMmariito mpo K , a HAKOMUYECH-
Hsl KUIBKOX BUMIpIB (i pizHux P ) migsuinye SNR i
JIO3BOJISIE HEBEJIMKOIO KIUTBKICTIO MPO(DITBHUX Tpac Bij-
HoBuTH psAaku K . Takum umHom CPA mo BHUTOKY
(Correlation Power Analysis) mepeTBOproe amapaTHy
YPa3UBICTE Y JiHIHHY CHCTEMY TIPO €IIEMEHTH KITF0Ya.

— Differential Fault Analysis (DFA/fault injection).

[punycTumo, 10 aTaKyBaJIbHHK MOXE 1HXKEKTY-
BaTH JIOKAJILHY MTOMIJIKY B 00poOKy ogHOTO OJIOKY P,

OTPUMAaBIIM HEKOPEKTHUH mudporteker C =C+AC.
s Hill cipher

C=KP (mod m), C =K(P+AP) mod m, (16)

TOOTO pi3HUIIA

AC=KAP (mod m). (17)

SAxmo AP — BEKTOp 3 OJUHHMIICIO B OJHIN MO3MUIIIT
(ab0 BEKTOp, KOHTPOJIHOBAHWUHU AaTaKyBaILHUKOM), TO
AC nae mipsmi JTHIAHI BiJHOIICHHS JUIS BIAMOBITHUX
croBmiiB K . HaBiTeh ofmHMYHA 1iecHpsMOBaHA IOMH-
nka (abo Bimoma (hopMa MOMHUIIKH) TIEPETBOPIOE aTaKy 3
TUQEepeHITiaTbHOTO BUAY HA JHIHHUN PO3B’SI30K LIS
BimNoBiqHUX HeBimomux eneMeHTiB K. Jnms mpukmany:
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SIKIIO IHKEKTOBAaHO AP =de . (me & Bimoma 3miHa), TO
AC:é'Ke/. =0 | -# croBnenp K .

— KoMOiHyBaHHS Kepen iHdopMmalii Ta BigHOB-
JeHHs K .

VY3ropKkyrodn CTaTUCTHYHI OLIHKKA BiJJ BUTOKY
l (S ) Ta JiHIAHI piBHAHHA, oxepkaHi uepe3 DFA, ara-
KyBaJIBHUK BHPIIIy€e y3aralbHEHY 3aJady OIIHKHA B
YMOBax IIyMy:

K =arg  min JK (18)
K GL(n,Z )
I, HaTpHUKIIa,
j(K')z § 049 K'pf)||2+
t=1 ) (19)

+A X IACY —K AP" 12
ueF
GyHKIIST CcyMapHOi HEBIANOBIAHOCTI, IO BKIIOYAE
BKJIaJ Bix power/timing Tpac L® ta Bix nudepennians-
Hux pisauns ACYW orpuManux gepes fault injection (ma-
paMeTp A perynoe NOKa3HMKM BIUIMBY). MiHiMizamis
uiei ynkuii (uepe3 nepedip, penakcanii abo eBprCTHY-
HI METOAM) Jla€ 3HAYHO MIBUALIC BiJHOBIECHHS KIIOYaA
Hix knacuyHa KPA/CPA 6e3 noGiuHNX JaHuX.
— IPaKTHYHI IOKA3HUKU ¢(PEeKTUBHOCTI.
Edekrusnicts side-channel-mincunenux arak Bu-
3HadaeThcst SNR BUTOKY, KUIBKICTIO Tpac 7" 1 MOXIH-
BICTIO IHDKEKIIiI MOMHIIOK. THITOBI eMIipHIHI BUMOTH
JUIS YCHINIHOI PEKOHCTPYKUIl psaka K, MeToaoM

CPA: T mnopsaky IecaTKiB-COTE€Hb Tpac MpU MOMipHO-
My SNR; st DFA nocTaTHbO KiIBKOX TOYKOBO CIIpSi-
MOBAHHUX 1HXKEKIIiH, IKI0 AP KOHTPOJIOETHCS a00 Mae
npocry Biziomy dopmy.

106 3MEHIIUTH PU3MK KOMIIpOMETAllii uepe3 mo-
OlYHI KaHAJIM Ta IHXKEKIII0 IOMUJIOK, HEOOXIIHO ITOE-
HYBaTH TEXHIYHI, IPOTOKOJBHI Ta OpraHi3amiiHi KOHTp-
3axoau [14]. 3axuct mae pyiHyBaTH KOPEJSIilii BUTOKY,
YCYBaTH 3aJICXKHICTh Yacy/IOTY>KHOCTI BiJl CEKpETIB,
BUSIBJISITH 1 HEHTPaJIi30ByBaTH IIOMMJIKH Ta 0OMEKYBaTH
€KCIO3HUIIII0 MUPPOTEKCTIB i JOCTYH O CEPBICIB MIU}-
pyBanus [11]. KnrogoBuME CKITATOBUMH 3aXHCTY €:

1. MackyBaHHsI Ta paHOMi3allis MPOMIKHHUX CTa-
HiB (randomized masking) mist pyiHYBaHHS KOPEISIIiil.

2. Constant-time ta gerepMiHOBaHI peaizariii s
YCYHEHHSI TAHMiHTOBHX KaHAJIB.

3. JlerexTyBaHHs Ta 3amo0iraHHs 1HXXEKIii MOMH-
JIOK (KOHTPOJIb KOHTPOJILHUX CyM, JyOItoBaHHS o04nc-
JIeHb, JATYNKN HAIPYTH/TEMIIEPATypH).

4. ®i3uyHMit 3axKCT (EKpaHyBaHHS, 3aXHUCT Bij J10-
CTYIy JIO IIaT) Ta ayIUT arnapaTHUX iHTepdercis.

5. B pamkax kpunrorpadidHoro nusaiiHy HeoOXi-
JHO YHUKATH MPSIMHX JIIHIHHUX 3aJIe)KHOCTEH Y MpOoMi-
JKHHMX CTaHax (BBOAWTH HEMiHIMHICTE, coni/IV, AEAD).

Omxe, COiJ 3a3HAYUTH IO IMOEAHAHHS ITOOIYHOL
iHpopmanii 3 KIACHYHUMHM METOAAaMH KpHUIITOAHAJI3y
icTOTHO 3HIDKYE nopir ycmixy atak Ha Hill cipher: cia-
Oka JIHIMHICTD, sIKa caMa 1o co0i poOUTH aNTrOpUTM
BpaznuBuM y CPA/KPA, crae mpakTHYHO HECKIJIAJIHOIO
JUTSL eKCIUTyaTallii, K0 peaii3amis BUAAae HaBiTh MiHi-
MaJbHy MOOIYHY iH(OpMaIifo ad0 MiITA€THCS IHXKEKIIIT
moMmwiIoK. Tomy oriHka Oe3rekn MOBUHHA 000B’I3KOBO
BKIIIOYATH aHANI3 peaizallifHuX pPH3HKIB Ta 3aXOAH
nporu side-channel i fault-aTaku [12].

[MizcymMOByI0OUM PO3TIIAHYTI CIEHapii KpHUIITOAaHAa-
73y, MOKHa BHIUIMTH KiJIbKa OCHOBHHUX BHCHOBKIB, IIIO
xapakrepu3yrots Bpasnusocti Hill cipher i mpaktuyni
HACJIIKK HOTO JIIHIIHOT CTPYKTYpH:

Ho-Tiepiie, OCHOBHOIO NpUYHHO0 Bpaznusocti Hill
cipher € fioro niHiifHa CTPyKTYypa, siKa J103BOJISIE BITHOC-
HO JIETKO BIJHOBJIIOBATH KIIOY y MOJAENSAX i3 AOCTYIIOM
JI0 BIAKPHUTOTO TEKCTy Ta 3HAYHO CIIPOIIY€E CTaTUCTHY-
HUH aHaNi3 y peXnuMi JTUIIe MHuPPOTEKCTIB;

Mmo-ApyTe, aTaku 3 oOpaHuM abo BiTOMUM BiIKpH-
THM TEKCTOM IPHU3BOIATH 1O IOBHOI KOMIIpOMeTamii
AITOPUTMY 32 OOMEKEHY KUTBKICTh 3aIUTIB, IO POOUTH
HOro HeNpuAaTHUM JJIsl BUKOPHUCTAHHS Y MPOJTYKTHB-
HHUX CHUCTEMaX;

MO-TPETE, HaBITh NMpHU OOMEKEHOMY JIOCTYHi J0
MU(pPOTEKCTIB a00 32 HASBHOCTI CTATUCTUYHOI iH(OP-
Marii, AIMOBIPHICTh YCHIIIHOI aTaKW 3aJMIIAETHCS JI0-
CTaTHbO BHCOKOIO, OCOOJMBO ISl MajluX IapameTpiB
AITOPUTMY.

HapemTi, BUKOpHCTaHHS MOOIYHHX KaHATIB (Taii-
MIHT, €HepTrOCIOKUBAHHS, TIOMIJIKOBI 1HXKEKIIii) iCTOTHO
TIOJIETIITY€ aTaKH, 3HIKYIOUH BUMOTH JIO0 CIIOCTEPEKEHb i
PpOOIISTIN KOMIIPOMETAITIFO KITFOUa Maiike TPHUBIATBHOIO.

BucnoBku

[IpoBeneHe MOCTIMKEHHS 3aCBIMYHMIIO, MO ITU(P
Xinna, xo4a ¥ cTaB BaXKJIMBUM KPOKOM Y CT@HOBIJICHHI
ONMOKOBHX IHM(PIB Ta MPOIEMOHCTPYBAB IMOTYKHICTH
3aCTOCYBaHHS JIiHIIHOT anreOpu y kpuntorpadii, Mae
(yHIaMeHTaIbHI BPa3MBOCTI, MOB’s3aHi 3 HOrO IOB-
HOIO JIHIHHICTIO Ta BIJCYTHICTIO MEXaHi3MiB 3aXHCTY
BiJI Cy4acHHMX KPHUNTOAHAIITHYHHUX aTtak. Y pe3ynbTari
e aJropuTM HE BiamoBimae Bumoram Oesmeku XXI
CTOJITTSL ¥ HE MOXKE PO3IISIATHCS SIK NPaKTHYHUH 3a-
ci0 3axucTy KOH(IACHIIHUX TaHHX.

BonHowac #oro mpocTtora, mMaTeMaTH4yHa MpO30-
pictb i HaouHicTs pobusaTh Hill cipher miHHMM HaByalb-
HO-METOJMYHAM 1HCTPYMEHTOM, IO JO03BOJISE HOCHi-
JUKYBaTH OCHOBHM KpHUNTOTpadivHUX IEepeTBOPEHb, Bil-
IpaboBYBaTH 0a30Bi MOJIEI aTak Ta MOJEIIOBATH Iie-
pexix Bif KJIACMYHMX IIUQPIB 10 Cy4acHHX OJOKOBHX
ITOPUTMIB.

TakuM 4YHHOM, HOTO JOUITBHO PO3TIAAATH BHU-
KIIIOYHO B OCBITHBOMY Ta JOCTiTHHUIIEKOMY KOHTEKCTI
AK «TIEPITy CXOOMHKY» J0 PO3YMIHHS apXiTeKTypu 0e3-
MeYHUX MHQPYBAIHHAX CHCTEM.
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Practical application and vulnerabilities of Hill cipher in a modern context
Yevhen Zhyvylo, Yurii Kuchma

Abstract. The article examines the Hill cipher as a classical example of applying linear algebra and modular arithmetic
in cryptography. It elucidates the mathematical foundations of the algorithm, including the formation of the key matrix over finite
fields, the conditions for its invertibility, and the implementation of encryption as the multiplication of plaintext vectors by the
key matrix. This approach is presented as a distinctive “bridge between theory and practice,” combining formal mathematical
constructions with practical data protection mechanisms. Particular attention is given to the vulnerabilities of the Hill cipher. It is
shown that the algorithm is insecure in modern contexts due to the linearity of its transformations and the absence of nonlinear
components. Examples of cryptanalytic attacks are provided, demonstrating that the cipher can be “broken apart” even with a
minimal number of plaintext-ciphertext pairs. This makes it evident that, in the context of 21st-century cybersecurity, the Hill
cipher is merely a “shadow of its era” and cannot serve as a fully reliable tool for data protection. At the same time, the educa-
tional and methodological value of the cipher is emphasized. It allows one to “see the mechanism from the inside,” clearly illus-
trating the transition from monoalphabetic ciphers to block transformations. The article highlights that the Hill cipher played the
role of a “first step” in the development of structures that later evolved into DES and AES, where the use of block structures and
matrix operations became a fundamental element of modern cryptography.

Keywords: cyber security, cyber threats, artificial intelligence, machine learning, cryptography, cryptanalysis, cipher.
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IMPROVING THE Al STOCK MARKET FORECASTING
WITH CANDLESTICK PATTERNS

Abstract. In the rapidly evolving digital economy, the application of Artificial Intelligence (Al) in financial forecasting
has gained significant traction. This study investigates the effect of various candlestick patterns on the performance of Long
Short-Term Memory (LSTM) models in predicting stock market movements. Experiments conducted on the stock price
history data demonstrate that supplementing traditional input parameters (e.g., open price) with a range of candlestick patterns
enhances the predictive accuracy of LSTM models. Although the initial model architecture lacked hyperparameter
optimization for solving this kind of task, our findings suggest notable improvement in prediction performance when
candlestick pattern flags are incorporated. Future work will focus on incorporating additional financial indicators into the
model's training data and fine-tuning it through optimization algorithms to achieve greater robustness and accuracy.

Keywords: artificial intelligence, LSTM model efficiency, stock market prediction, candlestick patterns, improving Al

model accuracy.

Introduction

Digital technologies have revolutionized market
dynamics, increasing financial inclusion worldwide and
enabling the creation of global market services. Financial
services have become independent and target regular
individuals as wusers. The worldwide spread has
introduced new data analysis methods, enabling accurate
economic predictions and strategic market operations [1].

Stock market investment can be considered one of
the key financial sectors that spreads accessibility and
provides economic independence, whether at the high
level of a country's economy or the personal level. The
number of investors is growing, increasing the need to
develop new algorithms and methods for predicting
market dynamics. The stock market is influenced by
various factors that can impact stock prices, including
economic conditions, political situation, and the
performance of specific companies [2].

As financial markets become increasingly data-
driven, Artificial Intelligence (Al), particularly Deep
Learning models, has emerged as a promising solution
for enhancing market forecasting. The rise in market
complexity, driven by both macroeconomic variables and
behavioral patterns, necessitates the use of adaptive and
intelligent models. Among the various Al techniques,
Long Short-Term Memory (LSTM) networks have
shown significant promise due to their ability to capture
temporal dependencies in sequential data.

However, the effectiveness of such models hinges
on the quality and diversity of input features. Traditional
models relying solely on basic pricing data (e.g., open or
close prices) often fail to capture nuanced market
behaviors.

This study investigates the effect of candlestick
patterns on the forecasting accuracy of LSTM models.

Literature review

Current research on the impact of digital financial
technology on accelerating financial inclusion focuses on
identifying the key segment that influences the
development of financial institutions and economic
growth.

The study [1] emphasized that digital financial
technologies have fostered financial inclusion in
developing economies. The work highlighted that
mobile-based banking systems and digital payment
solutions enable access to financial services for
previously unbanked populations. This increased
accessibility has enhanced economic participation and
empowered marginalized communities by providing
tools for savings, investments, and credit. The significant
role of government policies in supporting fintech
adoption highlights the importance of regulatory
frameworks and partnerships between the public and
private sectors in scaling these technologies.

However, digital literacy and infrastructure
deficiencies persist, particularly in rural areas, where
technological and educational barriers  prevent
widespread adoption. The study suggested that targeted
educational campaigns and infrastructure investments are
necessary to address these gaps effectively. The evidence
presented in this section suggests that economic
development and financial stability are directly
dependent on modern information technologies and the
latest market analysis methods [1].

Acrtificial Intelligence has gained importance in
recent years in analyzing the market and forecasting
stock prices [3, 4].

The research [5] examined techniques and case
studies of advancements in Artificial Intelligence and
Machine Learning for stock market prediction,
demonstrating that machine learning algorithms have
received considerable attention in recent years.

The most used Al models and techniques include
the Support Vector Machine (SVM), the Random Forest
(RF), the K-nearest neighbor (KNN), the Naive Bayes
NB, the Long-Short-Term Memory (LSTM), and the
Artificial Neural Network (ANN). This highlights the
significance of trading as a key area for Al improvement,
as evidenced by the study's results, which show that
machine learning algorithms can outperform traditional
data analysis methods. Nevertheless, it is essential to
consider which approach yields superior accuracy. The
efficiency and accuracy of each algorithm are the key
parameters that should be considered and improved [5].
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SVM is a promising tool for financial prediction,
outperforming standard indicators when dealing with
market uncertainty and complexity. SVM demonstrated
higher reliability and adaptability, especially under
volatile or crisis conditions in the stock market.
Traditional methods were often less accurate and less
responsive to sudden market shifts. The SVM model
successfully captured nonlinear dependencies and
complex patterns in market data [6].

On the other hand, Long Short-Term Memory
(LSTM) networks have shown significant promise due to
their ability to capture temporal dependencies in
sequential data.

Long Short-Term Memory (LSTM) is a type of
Recurrent  Neural Network (RNN) architecture
specifically designed to model temporal sequences and
long-range dependencies more effectively than standard
RNNs. LSTM networks overcome the vanishing gradient
problem inherent in traditional RNNs by introducing
memory cells and gating mechanisms that regulate the
flow of information [7].

Al algorithms were modified to enhance the
accuracy of results using various techniques for the basic
Al algorithms [8-10]. The research [8] argued that the
deep LSTM network algorithm could be optimized with
the Artificial Rabbits Optimization (ARO) algorithm.
This research proposed a new deep LSTM network
optimized by the ARO algorithm. The proposed model is
named LSTM-ARO. The goal is to optimize LSTM
model parameters using ARO to determine the most
efficient architecture. To evaluate the efficiency of
LSTM-ARQO, it was trained on historical market data to
predict price dynamics and compared with the regular
LSTM model, the ANN model, and the Genetic
Algorithm (GA). The results demonstrate that the LSTM-
ARO model outperforms other models, delivering highly
accurate predictions that can be valuable for traders and
investors [8].

Similarly, the study [9] combined Generalized
Autoregressive Conditional Heteroskedasticity
(GARCH) models with Al techniques, yielding high
predictive performance for volatile markets. It
highlighted the robustness of GARCH models in
capturing market volatility and leveraging Al’s
adaptability to complex data patterns. The GARCH-
LSTM model achieved the best performance, exhibiting
the lowest RMSE (0.2002), MAE (0.1840), and MAPE
(0.1570), along with the highest R-squared value
(0.9995).

Overall, hybrid models combining GARCH with
LSTM, GRU, and Transformer outperformed their
standalone counterparts. This demonstrates that
integrating the statistical properties of historical prices
with RNN and Transformer architecture significantly
enhances the accuracy of stock price predictions. The
authors noted that basic Al models often underperform
during sudden, unpredictable market shocks,
highlighting the need for enhanced adaptability. The real-
time market sentiment analysis was integrated with
GARCH-AI models to address this limitation, thereby
enabling more effective responses to sudden changes in
market dynamics [9].

Reference [10] presents results suggesting that Al
algorithms can be optimized by combining different
models and then normalizing their results using the
weighted ensemble learning method. The research
described a combination of prediction models based on
Artificial Neural Networks (ANN), Gaussian Process
Regression (GPR), and Classification and Regression
Trees (CART). This combined model was then weighted
with the ensemble model based on the quality of training
and using the cuckoo search algorithm. In contrast to
finding the most efficient architecture for the specific Al
algorithm, as described in previous publications, this
study aimed to merge several algorithms to compensate
for the shortcomings of each at the expense of the others.
The results indicate that the proposed system can predict
the price index with an average accuracy of 96.6%,
representing a reduction in prediction error of at least
2.4% compared to traditional methods [10].

Together, these studies offer valuable insights into
stock market prediction using Al. Considering all this
evidence, Al methods are not only successfully used to
predict the stock market dynamics but also have the
potential to increase the accuracy of their results.
Investors can use these forecasting results as key
parameters to analyze and plan their investments, which
simultaneously helps to develop the global economic
system.

Despite these advancements, there is a limited
amount of research focusing on how the inclusion of
specific financial indicators affects prediction outcomes.
Most studies focus on improving algorithms themselves
rather than examining the data features fed into them.

Candlestick patterns can be utilized as a primary
feature for stock market forecasting with LSTM models.
The candlestick patterns are graphical representations of
price movement in financial markets and have been used
by traders for a long time to infer potential market
direction. While traditionally rooted in heuristic analysis
and subjective interpretation, recent research has sought
to formalize and validate these patterns using
computational and statistical methodologies. There are
more than 103 unique candlestick patterns that were
defined using first-order logic rules and fuzzy linguistic
variables [11].

This research aims to verify whether candlestick
patterns could be used as an additional input feature to
improve the accuracy of the LSTM model for stock
market forecasting.

Methodology

The methodology used was based on training the
same LSTM model with varying amounts of input
features.

The LSTM model was configured once for all
experiments and was not optimized for solving a
particular task to prevent discrepancies in the results. The
LSTM model consists of three LSTM layers, each with
60 units, followed by a dropout layer to avoid overfitting
and a dense output layer that predicts the closing price.
The model was compiled using the Adam optimizer with
an initial learning rate of 0.001 and trained using Mean
Squared Error (MSE) as the loss function.
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The dataset spans from 2020 to 2025, ensuring the
inclusion of various market conditions, including bullish,
bearish, and volatile periods.

The data was preprocessed to fill in missing values,
normalize scales, and structure it into sequential input for
LSTM networks.

Experiments were conducted by varying the input
feature set. Two input feature sets were used to compare.
The first set contains only the closing price as an input
feature for the LSTM model. The second set contains
close prices and candlestick patterns. The candlestick

Table 1 — Experiments' input feature set

patterns  were  identified through  rule-based
classification, enabling the encoding of patterns into
binary vectors that represent indicators for future
increasing or decreasing trends, which are also referred
to as bullish and bearish flags. The description of the
input feature sets for the LSTM model is presented in
Table 1.

Table 2 contains the list of the candlestick pattern
names that were used in Model A. Model B contains the
same candlestick patterns as Model A, but also an
additional eight patterns that are listed in Table 3.

N Name Description

1 Baseline Model Only the closing price

2 Model A Close price and 5 bearish and 5 bullish candlestick patterns

3 Model B Model A + 4 more bearish and 4 more bullish candlestick patterns

Table 2 — Candlestick pattern names used in Model A

Bearish flag Bullish flag

Evening Star Hammer

Dark Cloud Cover Morning Star

Hanging Man Engulfing Pattern

Harami Pattern Piercing Pattern

Shooting Star Three Advancing White Soldiers

Table 3 — Extra candlestick pattern names used in Model B

Bearish flag Bullish flag

Three Black Crows Dragonfly Doji

Gravestone Doji Inverted Hammer

Counterattack Three Inside Up/Dow

Advance Block Hikkake Pattern

The model performance was evaluated using three
key metrics:

e Root mean squared error (RMSE);

e Mean Absolute Error (MAE);

e Mean Absolute Percentage Error (MAPE).

Results

The observed results are represented in Table 4.

Table 4 — Experiments’ results

Configuration RMSE MAE MAPE (%)
Baseline Model 0.1755 0.1422 19.33
Model A 0.1705 0.1399 18.63
Model B 0.1687 0.1380 18.48

According to the numbers, Model B has the smallest
RMSE, MAE, and MAPE error metrics.

Discussions

Based on the observed results, adding the
candlestick-related features to the input layer for the
LSTM model consistently improves performance.

The best overall performance was achieved by
Model B, which incorporates a total of 18 separate bullish
and bearish candlestick features, likely capturing more of
the trend movements.

Although the LSTM model itself was not optimized
for solving this problem, and only the input feature sets
were modified, it still improved the efficiency of
predicting trend dynamics for the selected data.

Feature research

There are several directions for the feature research
related to improving the accuracy of stock market
forecasting.

The first direction could involve checking other
financial indicators that can be used to enhance the input
layer features and improve the quality of the neural
network model training.

The second promising direction involves fine-
tuning the LSTM model architecture through advanced
hyperparameter optimization methods such as grid
search, Bayesian optimization, or nature-inspired
algorithms like Genetic Algorithms.

By systematically exploring model configurations,
researchers can gain a deeper understanding of the
relationship between structure and performance.

Lastly, extending the model to support multi-
output forecasting — predicting not just closing prices
but also volatility, trend direction, or trading signals —
could make the system more practical for investors and
analysts.

By framing the forecasting task more broadly,
future systems can offer a more comprehensive picture of
market dynamics.
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IlokpaimeHHs1 MPOTrHO3YBaHHS (POHIOBOI0 PHHKY 32 I0NOMOI0I0 IITYYHOT0 iHTEIeKTy
3 BUKOPHCTAHHSIM CBiYKOBHX NMATEPHIB

O. I. 3akoBopoTHuii, H. M. Aymesa, JI. O. JleBuenko

AHoTanisi. Y mBHAKO po3BHBarodii mudpoBiil ekoHOMIIi BHUKopucTaHHS mTydHOro iHTenekry (III) y ¢dinancoBomy
MIPOTHO3YBaHHI Ha0yBa€ 3HAUHOI MOMyJSIpHOCTI. L[ poGoTa nocimimpKye BIUIHB Pi3HAX MATEPHIB CBIYOK Ha €(EKTUBHICTH MOEIeH
nosrocrpoxoBoi mam'siti (LSTM) y nporHo3yBaHHi pyxiB GpOHIOBOTO pUHKY. EKCIiepuMeHTH, IPOBeeHI Ha iCTOPUYHHUX JTaHHUX
I[iH Ha aKlii, MOKa3yTh, 0 JONOBHEHHS TPAAULIHHUX BXIAHUX MapaMeTpiB Jiara30HOM MOJENEH CBiYOK IMiJABHUIYE TOYHICTh
nporuo3yBants moneneid LSTM. Xova nmo4yaTkoBiit apXiTeKTypi MoJiesli OpakyBaio onTHMi3awii rinepnapamMerpiB Uis BUPILICHHS
TaKOro POJY 3aBAaHb, Pe3ydbTaTH OCII/DKEHHsS CBigUaTh MPO MOMITHE MOKpAIeHHS e(peKTHBHOCTI MPOTHO3YBaHHSI, SKIIO
BHUKOPHCTOBYBaTH BEKTOp MAaTEpHIB CBIYOK sK BXimHuil mapamerp. ITomanbina poGorta Oyne 30cepemkeHa Ha BKIFOYEHHI
JIOIATKOBUX (DiHAHCOBHMX MOKA3HHKIB 10 HAaBUAJIHLHMX JAHUX MOJENi Ta 1i TOYHOMY HalAIITYBaHHI 3a JOIOMOTOK alrOpUTMIB
OITHMI3AI] I JOCATHEHHS OUIBIIOI CTIHKOCTI Ta TOYHOCTI.

Kawu4oBi ciaoBa: mryununii intenekrt, ebpexruBHicts Mojeni LSTM, nporuo3ysanHs GOHIOBOrO PUHKY, TTATEPHHU CBIYOK,
migsumenas Tounocti mogeni 1.
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ITPOBJIEMMU DATA-DRIVEN HIAXOAY Y ®POHTEH/I-PO3POBLI

AnoTanis. Data-Driven-nizixin craB 10MiHYH0UYOIO IPAKTHKOK Y PPOHTEHI-po3po6ii. ITorpH 3pyyHICTh ACKIapaTHBHOTO
IIXOTy, YCKIaTHEHHS CHCTEM MPU3BENIO 0 BUSBICHHS PSAY apXiTeKTypHHUX HeqouikiB. OCHOBHHMH 3 HUX € BTpaTa IIpo30-
POCTI JuKepelt 3MiH, aCHHXPOHHI KOH(IIKTH IIPH OHOBJICHHI CTaHY, a TAKOXK BiJICyTHICTh CEMAaHTHYHOT'O KOHTEKCTY IOJIH. Y
cTatTi nopiBHIOIOTEC Data-Driven ta Event-Driven migxomu, ZOCHiIKYIOTECS KIFOYOBI MPOOIEMH IEPUIOTO i IMPOIOHY-
FOTBCSI IPAKTUYHI PIIEHHS, 3aTHI MOKPAIIUTH KOHTPOJIb HAJ JIOTIKOIO 3aCTOCYHKIB. MeTa 1iei poOOTH € BUABICHHS THUIIO-
BUX apXiTEKTYpHHUX HeIoJiKiB, BlacTuBHX Data-Driven Mozeni B KIi€HTCBKiH po3poOii, aHalli3 NPUYHMH iX BHHUKHEHHS Ta
Ppo3po0Ka KOHLIENTYaIbHUX 1 TEXHIYHUX IUIAX1B MiHiMi3auii BiAMOBIAHUX pu3HKiB. OcoONUBY yBary NpHuIiieHO MpodiaeMam
HEsBHOT MyTallii CTaHy, BTpaTH KOHTEKCTY 3MiH, CHHXPOHI3aIlil 3aMUTiB 1 3aJI€XKHOCTI BiJl ’KUTTEBOTO LUKITy KOMIIOHEHTIB y
(bpeiiMBOpK-OpieHTOBAaHMX cucTeMax. OTpuMaHi HACcTYNnHI pe3yabTaTH: Y pe3yibTaTi MPOBEAEHOTO TOCTIKEHHS O0yIo
BCTaHOBJICHO, o Data-Driven minxin y CKJIaJHUX 3aCTOCYHKaxX He 3a0e3ledye JOCTaTHHOI KOHTPOIbOBAHOCTI HaJ JuKepe-
namu 3MiH. Takox OyJio JOBEICHO, IO HABITH MPH BUKOPHUCTaHHI iHCTpyMeHTiB TUIy Redux DevTools a6o React Developer
Tools po3poOHKK YacTo He Mae MOBHOI KapTHHH 3MiH CTaHy, OCKIJIbKA BOHH BiIOyBAaIOTHCS B PI3HUX TOYKAaX CHCTEMH Oe3
€IMHOTO LIIAXY KOHTPOJ0. BeTaHOBIEHO, 110 HaifOiIbI e)eKTHBHUMH KOMIICHCATOPHUMH TiAX0JaMH € CTBOPEHHS LIapy
CEeMaHTHYHHX IO/, IEHTpaJIi3alis MyTalliif, a TAKOK KOMOIHyBaHHS PEAKTUBHOTO MOZETIOBAHHS 3 ICKIApPaTHBHUAM MpeNl-
craneHHsM. BucHoBku. Data-Driven apxitekrypa 3HauHo criporitye mo0ynoBy Ul B yMoBax mpocTux abo cepe/iHbOi CKIIaIHo-
cTi mpoexkTiB. [IpoTe mpu 3pocTaHHi KITBKOCTI JKEpe CTaHy, CKJIATHOCTI B3aEMO3B SI3KiB Mi>K KOMIIOHEHTAMH 1 BUCOKOMY PiBH1
ACHHXPOHHOCTI Taka MOJIEJb IEMOHCTPY€E CTPYKTYpHI OOMEXEHHA. Y TaKMX YMOBAX JOLUIBHUM € Tepexid A0 TIOpUAHUX pi-
LIIeHB, SIKi ToeIHy0Th Data-Driven pennepunr 3 Event-Driven ceMaHTHKOIO Ta KOHTPOJIEM Yepe3 €ANHI TOYKU MyTarlii.

Kawuosi cimosa: Data-Driven, Event-Driven, frontend, cran, MyTaisi, aCHHXPOHHICTb, PEAKTHBHICT.

Beryn

VY cyuacHiit hppoHTEeHA-pO3poOIIi mommpeHuii Data-
Driven minxin, 3a sSiKuM iHTepdeiic KopucTyBaua BU3Ha-
4aeThC BHYTPIMITHIM cTaHOM AaHuX. L{fo ixero gacto do-
pmymroroTh piBHsHEAM Ul = f(state) — inTepdeiic € pyH-
KIIi€I0 BiJ cTaHy mporpami [1]. 3MiHK B CTaHi aBTOMAaTH-
4yHO BimoOpaxkatoThes y Ul (peakTHBHICTB), IO 3BUTBHSE
po3poOHUKa Bixg pyuyHOTO OHOBIIEHHS DOM-eneMeHTiB.
Taxuii gexmapaTUBHUNA MiIX11 JIEKUTH B OCHOBI 0i0JTi0-
TeK Ha Kirant React.

Hatowmicte Event-Driven migxin moOyaoBaHO Ha-
BKOJIO MOJIIH: JIOTIKa T0/IaTKa pearye Ha JUCKPETHI Momil
KOpHCTyBada ab0o CHCTEMH.

Y Event-Driven apxiTekTypi CTaH BH3Ha4a€ThCs
ITOCITIIOBHICTIO MO, a HE HaBIIAKH.

Iammvu cnoBamu, y Data-Driven crenapii momii
BHCTYIIAIOTH JIMIIE HACHIIKOM 3MiHU HaHUX, TOHL K y
Event-Driven crenapii BOHH caMi KepyrOTh 3MiHAMH
crany 1 moseninkoro Ul [2].

Kosken miznxin mMae cBoi mepeBar, aie ¥ IHOPOJDKY€
YHIKaJIbHI apXiTeKTypHI IpobeMu. Y CTaTTi PO3TIAHYTO
TpHU KI0490Bi mpobiemu Data-Driven migxony y ¢poH-
TEH/I-PO3pO0IIi Ta MOXKIIMBI IUIAXH iX BUPIIICHHS.

IMocTanoBka npod.iemMn

VY Data-Driven cucremi OHOBJIEHHSI CTaHY MOXYTb
BiIOYBAaTHCS HESIBHO 3 Pi3HUX MiCIIb, IO YCKIIAIHIOE Bi-
JCTEXEHHS JDKeperna 3MiH. SIKIo Ko)keH KOMIIOHEHT a0
MOJZyTb «BUTBHO» MOANGIKY€E CIIIBHUNA CTaH, HOTIK Ja-
HUX CTae HemependbadyBaHuM. be3 eanHOro 1eHTpy Ke-
pyBaHHS BaXKO BiJNOBICTH Ha 3alMTaHHI: IO caMe
CIIPUYMHWIIO 3MiHY cTaHy? SIk 3a3Ha4aroTh pO3POOHUKH,
SIKIIO BC1 KOMIIOHEHTH OyIyTh 3MiHIOBATH state sk 3ama-
HEThCS, B TOJATKY MOYKE BHHUKHYTH XaOTHYHA CUTYAILisl.
JavaScript BUKOHY€E KOJ TEPEBaXXHO ACHHXPOHHO, TOX

pi3HI YaCTHHM MPOTpaMH TEOPETHYHO MOXKYThb Hamara-
THCS 3MIHUTH OJHY 1 Ty 3K 3MiHHY OJTHOYaCHO, IO TIPHU3-
BOJIUTH 10 YMOB TOHKH Ta HemependadeHux OariB. Ha-
BiTh KOJIM KOHKYPEHTHI 3MIHU TPAIUIIOTHCS PiAKO, cama
MOXIIMBICTh HESIBHUX MYTallill yCKJIaJHIOE MIATPUMKY:
PO3POOHUK HE BIIEBHEHHUH, SIKUIl KOJI 1 KOJIM caMe 3MiHUB
CTaH.

VY peakTuBHOMY iHTep(eiici YacTo mapaaesbHO Bi-
JOYBAIOThCS KilTbKa aCHHXPOHHHUX OTIepaii, siKi 3MiHIO-
1016 ctaH [3]. [OHKM acCHHXPOHHUX OHOBJICHH (race
conditions) BHHUKAIOTh, KOJH Pe3yJIbTATH TaKUX OIepa-
i TPUXOASTh y HEBH3HAUCHOMY MOPSIKY 1 Hakiajaa-
FOTBCA oMH Ha ogHoro. Y Data-Driven migxoxai Ul aBro-
MaTHYHO BioOpa’kae OCTaHHIHN CTaH, aje “OCTaHHIi He
3aBXau o3Hayae npaswibHuil [4]. Knacuunuii cuienapiit
— KOpHUCTYBa iHIIIIOE 1Ba 3aMUTH JI0 CepBepa Maiixe o/1-
HOYaCHO (HaNpHKJIaJ, MIBUAKO BBOJHUTH Pi3HI MOUIYKOBI
3anutd). [lepmmii 3anuT MOXe MOBEPHYTHUCS IMi3HILIe
JIPYTOro i mepes3anucard AaHi, He3Ba)Kal4u Ha Te, IO
BXE € HOBIMMI pe3ynpTar. SIK Hacmigok, iHTepdeiic
MOXe€ T0Ka3aTh HeaKTyallbHy iH(pOpMaIlito, He BiJIIOBI-
JIAf0YM TIOTOYHUM JisM KOpHCTyBauya. Po3poOHHMKM 3a-
3HAYAIOTB, 110 SKIIO ICHY€ HaBiTh HEBEJIMKa HMOBIPHICTh
OTpHUMAaTH TaKuil CTaH (HEBIAMOBIAHICTD MK HaMipaMH
KOpHCTyBaya 1 BiIoOpaKeHHM pPE3yJIbTaTOM), J0AATOK
BXe CXWIBHUH 10 race condition-6ariB [5]. IIpuanHu
L[OT'0 SIBUII[A KPUIOTHCS B HETlepe10adyBaHOCTI Mepexe-
BHX 3aTPHUMOK, PI3HOMY Yacy BUKOHAHHS IIPOMICIB Ta iH-
HIMX aCHHXPOHHHX TporueciB. [Iopsaok 3aBeplieHHs 3a-
IIUTIB HE TApAHTYETHCSA: OCTAHHIN 3aIUT MOXE BUKOHY-
BaTHCS PaHille MomeperHsoro abo B3arami 3a3HATH IO-
MUWJIKH. Y KpaloMy pa3si, TOHKH MPU3BOJATH 10 MEpeX-
TiHHA 3acTapinux ganux B Ul; y ripmomMy — 1o JIOTi9HHX
noMmwiok [6]. B okpeMux moMeHax 1e MOXe MaTH KpH-
TUYHI HACII/IKM: HANPUKIAA, KOPUCTYBau MOXKE BHIIAJl-
KOBO KyNUTH He TOH ToBap, abo Jiikap — NpU3HAYUTH HE
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TOW mpenapar, SKIo iHTepdenc BinoOpa3uB HecBoeya-
cHy iH(opMmallito.

Data-Driven ninxin 30cepe/»KeHU Ha CTaHi, ajie He
(iKcye ceHC 3MiHM IIOTO CTaHy. |HIIMMU CIIOBaMH, BiH
BiAMIOBiZa€ HAa MUTAHHS IO 3MIHHMIIOCA?», A€ HE 3aB-
KA «I0MY 3MIHHIIOCS 1 10 Ie o3Ha4dae?». Komu oHOB-
neras Ul BinOyBaeThCst aBTOMAaTHYIHO BiJl 3MIiHH JaHHUX,
BTPAaYa€THCS KOHTEKCT: 4u Oyna I 3MiHa CIpHUYWHEHA
Ji€r0 KOpPHUCTYBada, Y MPUXOJOM HOBUX JaHHX i3 cep-
Bepa, UM BHYTPIIHBOIO Nofier0? BiacyTHICTh ceMaHTH-
YHHUX MITOK JJIS 3MiH YTPYIHIOE K BiIJIaro/pKEHH:, TaK
i posmmpenHs Qynkuionany. IloB’s3ana mpoGnema —
Opak LIEHTPaJIi30BaHOT0 KaHay Ul peakuiil Ha noxii. ¥
Event-Driven migxoni 3a3Buuaii € muHa nojiit abo auc-
net4yep, KyIyd MOKHA MIiAMUCATH Pi3HI YACTHHU CUCTEMH
Ha OTPUMaHH! MOBIIOMJIEHb ITPO MEBHI MO

V¥ Data-Driven Ul Takoi €quHOT IMHA HEMAE: KOM-
MIOHEHTH Oe3MOoCepeIHhO pearyloTh Ha 3MiHy CTaHy (Ha-
MIPUKIIAJ, Yepe3 ABOOIYHE 3B’ A3yBaHHSA), aJie SKIIO MOT-
PiOHO BUKOHATH AKYCh TTIOOANBHY Jif0 TIPU KOHKPETHii
3MiHI — II¢ CKJIaJHO OpraHi3yBaTH. [HIIUMH clOBaMH,
Opakye IEHTPaJIbHOI TOYKK KOHTPOJIIO, I¢ MOXKHa OyIIo
0 MepexoNUTH Ta OCMHUCIUTH 3MiHH NIEpe/l THM, SIK BOHU
posiiiayThes mo UL

Meroto 1iei poOOTH € BUSBICHHS THIIOBUX apxirte-
KTYpHUX HEJOJiKiB, BiacTuBux Data-Driven mozeni y
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(GpOoHTEHA-PO3pOOIIi, aHAJI3 MPUYNH iX BUHUKHCHHS Ta
PO3po0OKa KOHIICTITYaTbHUX 1 TEXHIYHUX MUISXiB MiHIMi-
3allii BiJIIOBITHUX PU3HKIB.

Oco0nuBy yBary NpHUIUICHO MpoOJieMaM HESBHOL
MyTauii cTaHy, BTpaTH KOHTEKCTY 3MiH, CHHXPOHi3awii
3aIUTIB 1 3QJIE)KHOCTI Bifl )KUTTEBOTO MUKy KOMITOHEH-
TiB y (peMBOPK-OPi€EHTOBAaHUX CHCTEMaX.

OcHOBHA YacTHHA PO0OTH

['osioBHa MpuYMHA — BiACYTHICTH €AMHOTO JKEpeia
NPaB/Y Ta SIBHUX TOYOK BXOAY JUISl 3MiH.

VY tpamumiitaiii Event-Driven moneni kokHa 3Ha-
qyIa 3MiHa {HIMIIOEThCA TOAI€I0 (HapUKIIaI, 00poOHUK
KIIiKy KHOIIKH), i pO3pOOHHK 3Ha€, 0 came Iiei 00poo-
HUK 3MiHIO€ ctad. B Data-Driven momerni 3mina crany
Moxke OyTu cpuunHeHa Oyns-ne: HTTP-Bukimkom, pe-
3yJBTATOM TIPOMICY, TOOIYHIM epeKTOM XyKy abo cTo-
POHHBOO 0i0MioTeKo0. SIKIO Taki 3MiHM HE LEHTpali-
30BaHi, 3 4aCOM KOJI CTA€ BaYKYUM JUIS MIATPUMKH Ta Te-
CTYBaHHSI.

OnuH i3 croco0iB po3B’si3aTH MPodIeMy — 3aIpo-
Ba/INTH CYBOPY IUCLUILIIHY OHOBJICHHS CTaHy 4epe3 BU-
3HaueHi iHtepdeiicu (puc. 1). Y neHTpanizoBaHux cxo-
BUMIax craHy Ty Redux abo Vuex Bci 3MiHH IIpoXo-
IIITh depe3 CIeliadbHi METOH (EKIIeHW/MyTaIlil), 1o
POOUTE iX SIBHUMH.
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Puc. 1. [Ipuknan cxeMu BUKOPUCTaHHS JaHUX y JOJATKY

Hanpuxnan, y Redux npuifHsaTo HIKOTH HE 3MiHIO-
BaTH CTaH HANPSIMY — HATOMICTB, CJIi/I BiIIPaBIIATH action
3 OMUCOM 3MiH, KUl 00poOsieThes reducer-pyHKITiErO.
Taxwuit yHi(pikoBaHMIt MOTIK (State — action — reducer —
new state) rapaHTye, 0 KOKHA 3MiHA 37ICHIOETHCS TIijT
KOHTpOJIEM PO3pOOHHKA i MOXKE OYTH BIICTEKEHA y KO
[7]. Ananoriuro, y Vuex peKOMEHIOBAHO 3MiHIOBATH
CTaH JIMIIE Yepe3 KOMITH MyTaliil — JIOTPUMaHHS L(bOTO
npaBWiIa o3Havae, 1o Bu 3aBxkam 3HaTHMETE, NI came y
3aCTOCYHKY 3MIHIOIOThCS JIaHi. [HIIMMU clIoBaMu, MOTPi-
OHO yHi(ikyBaTH JpKepeno 3MiH. [IpakTuyno 1e peanizy-
€ThCS depe3 IEHTPAi30BaHWKA CTOp ab0 KepyBaHHS

CTaHOM, KyJI{ BCI KOMIIOHEHTH BIANPABISIOTh 3alIUTH Ha
3MiHy (Hozii a60 eKmeHn) 3aMicTh psiMoi MyTartii. Takum
YUHOM yCYBA€ETHCS "HEBUAUMICTB" 3MiH: KOXHA MO ]i-
Kallisi MPOXO/INTh Yepe3 IBHUI KaHaJl, 1110 CIPOIILy€ Bijia-
TOJDKEHHS 1 BUKITFOUaE MoOiuHi ehexTu.

OcHOBHA NpUYMHA TOHOK — HEOOMEXXEHHMH Iapajie-
7i3M oHoBieHb. Data-Driven miaxin nependauae, mo Ul
3aB)KM BiTIOBI/Ia€ aKTyaJIbHOMY CTaHy, ajle He BU3Hauae,
SIK BUPIIIyBaTH KOH(IIKTH, KOJIM "aKTyaJbHICTB" cITipHa.
B Opay3sepi JavaScript BUKOHY€THCSI B OHOMY MOTOLI], ajle
ACHHXPOHHI Aii (3armuTy, TaliMepH) IUIaHyIOThCS y Yep3i i
MOXYTh 3aBEpIIyBaTHCA y OyIb-sIKOMY HOPSAKY. SIKIIO
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Ha OJIMH 1 TOW caMuii pparMeHT cTaHy OJJHOYACHO IpeTe-
HJLYIOTh KUIbKa pe3yJIbTaTiB, CTAHIAPTHUH MEXaHi3M Hpo-
CTO BiJJOOpaka€ OCTaHHIM 3allMCaHUil pe3yNbTaT — KU
MOXe BHSBUTHCS 3acTapimmMm. Race condition-nmoMunku
B)KKO BHUSIBUTH M 4ac po3poOKH, 00 Ha JIOKAIBHOMY
IIBUAKOMY 3'€THAHHI 1 TOCHIIOBHMX IisIX KOPHCTyBada
BOHH Maiike He TIPOSBIAIOTECS. [IpobiiemMa mposBIIsIeEThCS
Y pearbHHAX YMOBAX: IPH MMOBUIbHIN Y1 HECTAOITBHINA Me-
PeXi, BUCOKOMY HaBaHTa)kK€HHI cepBepy abo IpOCTO MpH
Iy’Ke TIBUIOKUX JisX KopucTyBada. OTxe, MOTPiOHO crie-
[iaJIbHO MPOEKTYBATH (HPOHTEHI-JIOTIKY, 00 3amobiratu
TaKMM KOHKYPEHTHHUM CHTyalisM. TakuM 4YHHOM, Ha
MIPaKTHII MOXHA ITHOPYBATH 3acTapiji 3allUTH 32 JOIO-
MOTOI0 CHelialIbHUX MITOK timestamp. Sk anpTepHaTHBa
MOXKJIBE THYYKE YIPABIIHHS 3alIMTaMM 32 JOTIOMOTIOO
knacy AbortControler, sikuii 103BoJIsIE CKaCOBYBaTH 3a-
T abo HaBITh i TPyNH y moTpiOHMIA MOoMeHT [8].

Jo Data-Driven apXiTeKTypH 4acTo JOJAlOThH elre-
MEHTH IOJ[I€BO-OPIEHTOBAHOTO KEpPyBaHHA. 30KpeMa,
BIIPOBAKY€ETHCS OHATTS CEMaHTHYHUX [iH (action) sk
JOIIOBHEHHSI JI0 IPOCTOI MyTalii CTaHy.

3amicTp 6e3mocepeHOr0 OHOBIICHHS JAaHNUX, KOM-
MOHEHTH TEHEepYIOTh Mojii 3 Oi3Hec-ceHcoM (Harmp.,
USER DELETED ITEM ), a cuctema Bxe BUpIILYE, 5K
3MIHUTH CTaH 1 gKi MoOiYHI e(eKTH BUKOHATH y BiIoO-
Bimb. Takuii miaxix peanmizoBanuil y Redux: kokHa mist
(action) — e mpocTuit 06’€KT 3 MoNeM type (CeMaHTHKa

3MiH) Ta JOJATKOBHMHU JaHUMH. Baknupo, mo Bci il
MPOXOAATh Yepe3 LEHTpali3oBaHui nucrerdep (store),
Jie MOXKYTh OyTH 3adikcoBani Ta 00pooieHi. Lle nae on-
pa3y JBi mepeBar: sSIBHUH JKypHAT 3MiH 1 MOXKJIUBICTh
po3mupenux peakiii. ¥ Redux/Flux koxxHa fist Moxe
OyTH 3ammcaHa i BiATBOpeHa Mi3HilIe, MO pOOUTH CHC-
TeMy JIeTepMiHOBAaHOIO Ta MiANATIUBOIO J0 nedary — Ma-
FOYH IOCJIIJOBHICTE action-iB, MOYKHA 3aBKIH BITHOBUTH
neBHu ctad Ul. 3acTocyHOK cTae mpo3opimmM: po3po-
OHMK TOYHO 3HA€, KA OIS [0 3MIHIOE, 1 MOXe TPOCITi-
IKyBaTd ictopito (Hampukiaza, gepe3 Redux DevTools,
JIe BCI €KIIICHH JIOTYIOTHCS 3 MOMIIUBICTIO MTOKPOKOBOTO
nepernsny). [loaiOHuit MexaHi3M icHye 1y Vuex: BCi Ko-
MITH MyTalliil peECTPYIOThCS, i MOKHA «IIPOKPYTHTH ic-
TOPIIO 3MiH CTaHy MOKPOKOBO, OLIHIOKYH, SIKi i1 JO HUX
npusBend [9]. TakuM YHHOM HOCSTAETHCS CEMaHTHYHA
TPaCOBaHICTh: KOXHA 3MiHAa MA€ MITKY 1 MOKe OYTH Mpo-
aHali30BaHa IeHTpaii3oBano. [1omiOHI METOIHN MOXYTh
3HAYHO ITiIBUIUTH SKICTh KOAY Ta Horo HaniitHicTh. Ha-
MPUKIAA, HHKIC MOXKHA MOOAYMTH MPUKIAJ BHKOPHC-
taHHs Zustand y 3B's131i 3 Immer (puc. 2). Taka komOina-
I(is TO3BOJISIE MTUCATH MPOCTHIA Ta 3pO3yMITIUI KOJ, SIKHiA
HEMOXIIUBO MYTyBaTH 0€3MOCEePEIHBO 330BHI.

CraH HEMOXKJIMBO 3MIHHUTH 330BHI. YCi 3MiHH TIPO-
30pi Ta IeHTpaji30BaHi. HamaromkeHHs Ta BiITBOPIOBa-
HICTb CTAIOTh NIPOCTUMHU. By/b-sika cripoba 3MiHUTH Lieit
cTaH OyJie NPU3BOJUTH 1O IIOMIIKH (pHc. 3).

useCounter = create<State & Actions>()(

immer((set {

count: O,
nested: [

name :

increment() {
set((state) {

2

state.count++;

"Alex" }],

Puc. 2. 3axumienuii cran

App() {

counterSlice = useCounter();

counterSlice.nested[©].name =
console.log(counterSlice.nested[©

@ » Uncaught TypeError: Cannot assign to read only

"Direct mutation”;
-name) ;

/>

App.tsx:36

property ‘name®' of object '#<Object>"'

at App (App.tsx:36:26)

at renderWithHooks (react-dom.development.js:15486:18)

at updateFunctionComponent (

react-dom.development.js:19617:28)

Puc. 3. [lomuka mpu OHOBIICHHI CTaHY

BucHoBKH Ta nepcneKTUBU
NOoAAJLIINX JOCTIIKEHb

Data-Driven migxing y ¢poHTeHIi 3HAYHO CIIPOIIy€E
o0y 1oBy iHTepdeHiciB 1 ycyBae moTpedy B iMIepaTHBHIH
ManinyJsnii DOM. OngHak #Oro BIpOBaKCHHS BHUCBIT-
JIFOE HU3KY apXiTeKTypHUX npobiieM. [lo-mepiue, HesBHI
JDKepena 3MiH CTaHy YCKJIAJHIOIOTh MIATPUMKY —

BUPIIIMTH 1Ie MOYKHA BIIPOBAPKCHHSM YITKHX MPaBUII
OHOBJICHHS Yepe3 €MHUI KaHaJ (EKIICHH, MyTallil), 110
POOUTH NOTIK AaHHUX MPo30pHM. [lo-1pyre, TOHKH acHHX-
POHHHUX OHOBJIEHb MOXKYTb IPU3BOJUTH JIO HEKOHCHUCTEH-
tHOro Ul — 17151 TX 3aro0iraHHs 3aCTOCOBYIOTh TEXHIKH (i-
JbTpalii Ta CKacyBaHHs IapaJielIbHUX 3aIlUTiB, TapaHTy-
1041 00pOOKY TIJIBKM aKkTyalbHUX AaHux. [lo-Tpete, Opax
CEMAHTHKHA 3MiH Ta IIEHTPATi30BaHOI CHCTEMH TIOMiH
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11030aBJIsiE CUCTEMY KOHTEKCTY 1 THYYKOCTI — 11 podiiema
PpO3B’s13yeThes nonoBHeHHsM Data-Driven moneni mapom
TIOAIiH, 1e KO’KHA 3MiHa MapKy€eThCs 1 00poOIIsIEThCS y3ro-
mkeHo (sik y Flux/Redux apxitekTypi). 3aransHuii BUCHO-
BOK: PEaKTHBHI iHTEp(EHCH IOIJIBHO MOETHYBAaTH 3
TIPUHIIAIIAMY TTOIIEBOOPI€EHTOBAHOTO MTPOCKTYBAHHS, 00
oTpuMaTyu Harkpare 3 00ox cBirtiB. Ul = f(state) 3anmmra-
€TBCS TTOTY)KHOIO KOHIIETIIIET0, 110 3a0e3meuye nependa-
YyBaHMH PEHAEPUHT , IPOTE HABKOJIO HEl BapTO MOOYIy-

BaTu iHQPACTPYKTYpy Ul SBHOTO KEpyBaHHsS 3MiHaMU.
AxkajieMivHi i MPaKTHUYHI JKEpea CXOAATHCS Ha TOMY, [0
NpaBWIbHA OpraHi3alis MOTOKIB TAHUX 1 MOAIN MiABUIYE
nepeabadyBaHICTh Ta KEpPOBaHICTh (DPOHTEHA-CUCTEM
[10]. JoTpuMyt04HCh ONIMCAHUX ITiIXO/IiB — €AMHUH TOTIK
3MiH, KOHTPOJIb aCHHXPOHHOCTi, CEMaHTHYHI EKIICHH —
PO3POOHUKH MOXKYTh 3HU3UTH CKJIQJHICTh, MIHIMI3yBaTh
6ary Ta MONETIINTH PO3BUTOK JOJATKIB, 3aCHOBAHMX Ha
Data-Driven mapaaurmi.
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Solving productivity problems using asynchronous methods in JavaScript
Oleksandr Zakovorotnyi, Oleskandr Sapalskyi

Abstract. The Data-Driven approach, in which the interface is defined as a function of the current state (Ul = f(state)), has
become the dominant practice in front-end development. Despite the convenience of the declarative approach, the complexity of
systems has led to the identification of a number of architectural shortcomings. The main ones are the loss of transparency of the
sources of changes, asynchronous conflicts when updating the state, and the lack of semantic context of events. The article com-
pares the Data-Driven and Event-Driven approaches, explores the key problems of the former, and offers practical solutions that
can improve control over application logic. The purpose of this work is to identify typical architectural shortcomings inherent in
the Data-Driven model in client-side development, analyze the causes of their occurrence, and develop conceptual and technical
ways to minimize the corresponding risks. Special attention is paid to the problems of implicit state mutation, loss of change
context, query synchronization, and dependence on the component life cycle in framework-oriented systems. The following results
were obtained: As a result of the study, it was found that the Data-Driven approach in complex applications does not provide
sufficient control over the sources of changes. It was also proven that even when using tools such as Redux DevTools or React
Developer Tools, the developer often does not have a complete picture of state changes, since they occur at different points in the
system without a single control path. It was found that the most effective compensatory approaches are the creation of a semantic
event layer, centralization of mutations, and the combination of reactive modeling with declarative representation. Conclusions.
Data-Driven architecture significantly simplifies Ul construction in the conditions of simple or medium-complexity projects. How-
ever, with an increase in the number of state sources, the complexity of the relationships between components, and a high level of
asynchrony, such a model demonstrates structural limitations. In such conditions, it is advisable to switch to hybrid solutions that
combine Data-Driven rendering with Event-Driven semantics and control through single mutation points.

Keywords: Data-Driven, Event-Driven, frontend, state, mutation, asynchrony, reactivity.
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! XapkiBcpkmit HanionansHuii yHiBepcutet [NopiTpsaux Cuit imeni Isana Koxemy6a, Xapkis
2 HanioHanbHui TeXHIYHMH yHIBEpCUTET “XapKiBChbKUI MOTiTEXHIUHMI iHCTHTYT”, XapKiB

OIIHKHA ACUMIITOTUYHOI CKJIAJTHOCTI IPUKJIA JTHUX MHOKUHHNX
TPAHCIIOPTHUX AJITOPUTMIB ITPU MOALII IX HA KJIACTEPU

Anoranis. [IpukiragHi MHOKHHHI TPaHCIIOPTHI alTOPUTMH, K IIPABIJIO, € €BPUCTUYHIMH Ta HAJICKIATHUMU. 3a 00pa-
HOIO €BPHCTUKOIO alTOPUTMY, pEalbHHI Jac Ha MPOTrpaMHy peallizalilo 3aJIeXHTh BiJl MOBH IPOrPaMyBaHHS, CTPYKTYpH
TIPE/ICTABIICHHS BXIHUX JaHUX Ta alTOPUTMIYHOI CKJIAJHOCTI pimeHHs. JlociipkeH s 0a3yl0Thesl Ha BUKOPUCTaHH] 110JI0-
JKEHb JMCKPETHOI MaTeMaTuku Ta Teopii rpadis. [lokazaHo, 1m0 MUISIXOM aHai3y aCHMIITOTHYHOI CKJIQZHOCTI MOXKIIBO
BU3HAYUTH e()CKTHBHY €BPHCTUKY. Y TOUHEHHS MOZENEH NPHKIIAJAHUX 3aBJaHb, TAKOXK, CIPHAIOTh 3MEHILIECHHIO CKJIAJHOCTI.
OCKiJIbKH, MHOXKHHHICTh TPAHCIOPTHUX 3aBJaHb MICTUTHCS Y JUCKPETHOMY MOKPHUTTI ab0 y (YHKIIOHAI MHOXXHHHHX
TPAHCIIOPTHUX 3aC0O0iB, TO MOXKJIMBUM € CIPOIICHHS aJITOPUTMY IUIIXOM iX JEKOMIIO3MIIi Ha KIAaCTepH UL SKHX HilOTh
YMOBH Ta 0OMEKEHHsI CTaHAAPTHOT'O TPAHCIIOPTHOTO 3aBaaHHs. HaBexeHo 0coOmMBOCTI TeOMETpUYHO Ta KOMOIHATOPHOTO PoO-
3KJIa1aHHs Ha Kiactepu. Hamano ¢opmanizariito anroputMiB noOyaoBH KJIacTepiB JUII MHOXKHHHHX TPAHCIIOPTHHX 3aBIAHB.
[poBeneHo MOPIBHSUIBHUN aHaNi3 ONTHMAIBPHUX Ta €BPUCTHYHUX AITOPUTMIB BHPIIICHHS MHOKHHHUX TPAHCIIOPTHHUX 3a-
BJaHb. Bru3HaueHo iepapXil0 aCHMIOTOTHYHOI CKJIQJHOCTI €BPUCTUYHHX AITOPUTMIB Ta IPOAHAII30BAHO MOIIMBOCTI IX JEKO-
MITO3HIIH Ha KJIACTEPH 3a SIKUMH JOCSTAETHCS CIPOLICHHS BUPILICHHS MHOKMHHUX TPUKJIAIHUX TPAHCIOPTHHUX 3aBJaHb. Ha-
JaHO HOTAIIii CKJIATHOCTI PIllICHHsI Ta MOXIIMBOCTI iX OLIHKHM 32 HUTHOBOKO (QYHKIIIEIO 0OpAaHOTO aNropuTMy ado 3a i anpokcu-
Mari€r. 30iHCHEHO aHali3 aCHMIITOTHYHOI CKJIATHOCTI eBPHCTHYHUX aroputMiB i Big-O HoTamii. [Tokasano, mo mpuaat-
HUMU IS pealti3alii € anropuT™MH, CKIQJHOCTI KUX HE MEPEBUILYIOTh MOJIHOMIAIBHOT, @ 3aCTOCYBAHHS aITOPUTMIB, AKi Ma-
I0Th €KCIIOHEHTHY OLIHKY CKJIAQJHOCTI Ta BUIE € He OakaHMM. 3a3Ha4eHO, 10 ACHMITOTHYHI OLIHKH CKJIATHOCTI aJITOPUTMY
TIPUIATHI U BEIMKKX 32 PO3MIPHICTIO 3aBJaHb, a JUIsS 3aBIaHb HEBEIMKOI PO3MIPHOCTI IOIIITEHAMY € KOHTPOJIbHI IIPOTOHH.

Kaw4oBi cjoBa: acUMOTOTHYHA CKIAIHICTh, EBPUCTHKA, KIACTEPH, JIOTiICTUUHE 3a0e3MeUeHHs, MHOXKHHHI TPaHCIIOP-

THi 3aBJIaHHS, HOTALlil, CHCTeMa HEeBiIKJIaJHOI TOTIOMOTH, TPAHCIIOPTHI 3aCO0H, IITbOBA (PYHKIIiS.

Beryn

HocTranoBka mpodaemu. Ha cydacHomy erari
PO3BUTKY HAyKH 1 TEXHIKM HaO0yBa€ aKTyaJbHOCTI OIe-
paTHBHE 1 ONTHMAaJIbHE PO3B’A3aHHA 3aBIAaHb OaraToko-
HOIIIKTHEX CHTYyalliil. 30Kpema, 10 HUX BiJHOCSATBCS
Taki T100aNbHI CUTYyalii sSK: IPUPOAHI KaTakJi3MH, Ia-
HzeMil, 30poiiHi koHduikty Tomo. [Ipu npomy, ix yc-
IiIIHE BUPIIICHHS BUMAara€e BJIOCKOHAJCHHS ICHYIOYHX
Ta CTBOPCHHS HOBITHIX CHCTEM JIOTiICTHYHOTO 3abe3re-
YeHHs. Y IMUPOKOMY CEHCI JIOTiCTHKa Mae€ Ha METi Ol-
TUMAallbHE VIPaBIIHHSA MaTepialbHAMU, 1H(pOpMamiii-
HUMH Ta (PiIHAHCOBUMHM pecypcaMu B €KOHOMIUHHX ajia-
NTUBHHUX CHUCTeMaX. Y BY3bKOMY CEHCI JIoTicTHKA € (y-
HKIII€I0 CUCTEMH IIOJI0 3a0€3MeUeHHs MePEeMIllleHHs Ta
30epiraHHs BaHTaXy JAJIs1 BUPOOHUITBA, 0OMiHY Ta Ipo-
naxy. BeneHHs mmpoxomacmTabHUX OOHOBHX il Ha
TepuTopii JeprKaBH JIOTICTUYHA Taly3b B LIOMY Xapak-
TEPU3YETHCSI HU3BKOIO MPOOIIeM, 10 IKUX HAJIe)KATh:

— 3pyiHOBaHa ab0 MOIIKOHKEHa IHPPACTPYKTYPa;

— 00MEXEHHs JIOCTYITY /10 TepUTOPIT;

— 301IbLIIEHHSI PU3HKY BTPAT BaHTAXY,

— 3pOCTaHHS LiH Ha JIOTICTHYHI MOCIIYTH.

B nmaHnx Ha/jBaXXKKMX YMOBaxX HalBa)KJIMBIIIAM IH-
TaHHSAM € YTPUMaHHS JIOTICTUYHOI Taiy3i Ha notpiOHo-
My piBHI Ta MakCHMallbHE CIPHSHHS il MOJAJIBIIOMY
PO3BUTKY. 30KpeMa, 1€ CTOCY€EThCSI CTBOPEHHS CUCTEMHU
HeBiaxmagaoi normomoru (CHJI), Ha SKy MOKIATaeThCS
BHPIIIICHHS HACTYTTHHUX JIOTICTUIHUX 3aB/IaHb.

— JIOCTaBKH TYMaHITapHOi JOTIOMOTH Ta TOBapiB
nepiroi HeoOXiAHOCTI B TOCTpaKIami Bif OOHOBUX il
paioHu;

— TEpMiHOBE IIOCTAYaHHS MEJMKaMEHTIB I 3a-
Oe3reueHHs JIIKyBaHHS XBOPHUX;

— eBakKyallilo Jifojieil 3 MOCTpaXAAIMUX BiJ BiHM
paiioHis.

VY Bumajaky mpuU3yNUHEHHS 00HOBHX miif abo B3a-
raii 3akiHdeHHs BiitHu BaximBicte CHJI cyTTeBO 3pOc-
TaTEMe, 3a0e3MeUyour BiAHOBIICHHS IHQPACTPYKTYPH
JIep)KaBH Ta TMOCTA4aHHS CY4acHOTO OOJNamHAHHS I
motpe0 11 ramyseii.

HesBaxaroun Ha CKJIaJHI yMOBH, JIOTICTHYHA Ta-
Jy3b JIepKaBU MPOJIOBKYE PO3BUTOK. [Ipu 1pomy Kitto-
YOBI HANPSIMKH PO3BUTKY JIOTICTHKH OB’ S3aHI Hacamo-
nepea 3 PO3BUTKOM JIOTICTHYHOI 1H(QPACTPyKTypH, a
TaKOXX TOKpalIeHHAM (YHKIIOHATY TPAHCIIOPTHUX 3a-
co6iB (T3) Ta cucrem ix KepyBaHHSI.

IHTepec 10 MHOXXMHHUX TpPaHCIOPTHHUX 3aBJaHb
mTSP (Multiple Delivery for Traveling Salesman
Problem) mop’s3aHO 3 iX IIMPOKHM 3aCTOCYBaHHSM,
30KkpeMa Juii 1OOYJOBM HaWKOPOTIIMX MapIIpyTiB
MHOXXMHHM BaHT@XHHX T3 B yMOBax BIUIMBY BKa3aHHX
BUIIE 3aBaXAIOYHX (DAKTOPIB.

Y MTSP y AKOCTI MHOXMHH MOYE PO3TIIAAATUCS
mokputTst T3 abo ix ¢yskumionan. TobTo MHOXHHHI
ITOPUTMHU, SIK TIPABHUJIO, € CIIPSIMOBaHHUMHU abo Ha OIm-
THUMI3aIII0 MOJIENi TUCKPETHOTO TOKPUTTS a0 Ha BUOIp
MHOXXHWHHU T3 111 TOBITBHOTO CIIEHAPIIO.

[TpexncTaBisie NpakTUYHUN iHTEpeC PO3TIIsL] cTali-
OHApHOTO JWCKPETHOTO MOKPUTTS 1 MOXIIMBOCTI PO3-
MOJITy HOTO Ha KIJIACTEPH, II0 HE MEPEeTHHAIOTHCS MPH
BUKOPHCTaHHI MHOXHHU T3.

AHaji3 ocTa”HHiX JocaigkeHb i myOJikanii.
Amnaniz npobiemu mapupyTtuzanii T3 npu mocraBui Ta
caMOBHBO3i BaHTaxy mposereHo y [1]. 3okpema y [2]
BU3HAYCHO TMPOOJIEMH JIOTICTHKA CTOCOBHO 3aKJIaJliB
OXOpOHH 370poB’s. HOBITHIM Ta MEPCIIEKTUBHUM ITiXO0-
JIOM JI0 ONTHMIi3allii BUPIMIEHHs JIOTICTHYHUX 3aBJIaHb €
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3acTOCyBaHHs Oe3MiMOTHUX JiTanbHuUX anapatiB (BITJIA)
[3]. TIpu upOMy mpakTUYHHMiT iHTEpeC MPEACTABISIE CO-
0010 3aCTOCYBaHHSI MYpPaIIMHOTO AJITOPUTMY YIPaBIiHHS
rpynoto BITJIA [4], po3rismaté SKuil IOLITBHO 3 TOUKH
30py monoxeHs Teopii [5]. BkazaHuM NUTaHHAM OPHUCBS-
gyeHo po6otu [6; 7], 30kpema, y [7] mpoBemero orsi
npobiem nuHaMiuHOi Mapmpytmsanii T3. Bimgmosinmai
(yHIaMEHTaNIBHI TTOJIOKECHHS TeOpil Cy9acHHX ajrOpHT-
MiB BuKIaneHo y [7; 8], a ocobnuBocTi MypamiiHHuX a-
TOPUTMIB TIPH BUpIIICHHI TPAHCIIOPTHHUX 3aBJaHb HaBe-
neso y [9; 10]. OmTumizarnii BKa3aHUX alrOPUTMIB TIPHC-
BsiueHO pobote [11], mpu 1BOMY CTOCOBHO MHOXHUHHHX
TPAHCTIOPTHUX aJITOPUTMIB JOLIIBHUM € BH3HAYCHHS 1X
ACUMIITOTUYHOT CKJIAIHOCTI.

MeTtoro cTaTTi € BH3HAYEHHS ACUMIITOTHYHOI
CKJIQJHOCTI TPUKIAJHAX MHOXXUHHUX TPAaHCIIOPTHUX
ITOPUTMIB TIPH MOALNI iX Ha KIIacTepH.

BuKkJ1a1 0CHOBHOTO MaTepiay

Po3rmsan 3a3HaueHnX NMUTaHb 0a3yeThCsl HA BUKOPHU-
CTaHHI TIOJIOXKEHb JMCKPETHOI MaTeMaTHUKH Ta Teopil
rpadi. Teopis rpadiB 103B0JIsAE BU3HAYATH B3a€MO3B's13-
KM 3 ypaxXyBaHHSIM BTPaTH BAHT)XUB Ta HAJIA€ MOYKINBO-
CTi 1010 BUOOPY ONTHMAJbHUX MapLIpYTIB IpH 3a0e3-

TIEYCHHI JIOTICTUKY Ta BIOCKOHAJICHHSI aJITOPUTMIB Kepy-
BanHs T3. [TocniioBHICTH BUPILIEHHS 3aBJaHHS € TAKOIO:

1. 3a cueHapieM IOCTaBICHOTO 3aBIaHHs 3iic-
HIOETBCS HOTO (hopMaltizallisi Ta CTBOPIOEThCS rpad mo-
KkputTs [4; 5].

2. 3a pe3ympTaTaMH aHANI3Y CTPYKTYPH ITOKPHUTTS
BU3HAYAETHCS aJITOPUTM BHUPIILCHHS.

3. VTOYHIOETBCS CTPYKTYypa MOKPHUTTS, CTaTHCTHYHI
XapaKTEPHUCTUKH TIEPEXO/IiB Ta BaroBi KOS]iIli€HTH BTpaT.

4. Amami3zyeTsCsl CKIATHICTD QITOPUTMY Ta BH-
3HAYA€THCSI MOMKIIUBICTh NIEPEXOAY BiJl MHOKHHHOI Tpa-
HCIIOPTHOI 3ajadi 10 CyNepro3uiii CTaHgapTHUX Tpa-
HCIIOPTHUX 3ajad.

5. 3a 00paHOr0 aNrOpUTMY 3IIHCHIOETHCS TEKOM-
MO3MIIIT MOKPUTTS Ha KIIACTEPH.

6. Ha ocHOBI iHAMBIya bHUX PillIeHb JUIsl KOXKHO-
ro KJIaCTEpy BUKOHYETHCS MOIIYK 3arajbHOTO PillIeHHS.

3a BIZOMUM MPUKIAJHAM CIEHapieM s gopma-
Ji3alii 3aBIaHHS BaXKJIMBUM KPOKOM € MPOBENICHHS aHa-
Ji3y TEOMETPUYHHX XAPAKTEPUCTHK IOKPHUTTS i (QyHK-
mioHany T3, mo J03BONHTH 3MICHATH BHOIp alTOpHT-
My pimeHHs MTSP.

Mo>kiuBuUil BapiaHT HOCIIITOBHOCTI aHali3y MPUK-
JaJJHOTO CleHapito HaBeneHo y Taodi. 1.

Tabnuys 1 — MocaigoBHiCTh aHATI3Y NPHKJIAJHOIO CHEHAPiI0 MHOKMHHUX TPAHCIIOPTHHUX 3aB/aHb [5; 7]

1. | Oyinka ceomempuuHux XapaKxmepucmux ROKpUmmay

KinpKicTh CIIOKUBaYiB KinbKicTh CXOBHIL BaH-
(N) Taxy ©

MakcumalibHa BiJICTaHb MK CITOKHBa-
yamu (Arm®)

CepelHs BiJCTaHb MIiX
croxuBagamu (AT )

2. | Oyinka xapakmepucmux nepexooig Midc cnojicugaiamu

MosxBa KiJIbKiCTh [IpuBabnuBicTh
nepexomiB (N-1) nepexoay (Tioj)

ioj

MoctynHicts i<>] nepexony (e, j)

ImMOBipHOCTI TIOSIBH <]
mepexonay (Ps, Py)

3. | Oyinxa ¢pynxyionany T3

Kinekicts T3 (M) | BantaxormigioMHicTs ((m)

JlanbHICTh pyXy TPAHCIIOPTHOTO
3aco0y Ha ojHoi 3amnpaBii ARm

Bapricts ogHOTO nepexoay i<j
Mik cioxxuBadamu (d io))

4. | Cunmes (8ubip) ancopummy piuienns 3a60aHH:

ONTUMAJIBbHI (TOYHI)

EBPUCTHYHI (HaOIIDKeHi) |

MeTa-eBpUCTUYHI

5. | Oyinka moacrugicmio nobyoosu Kiacmepie NOKpUmMmsi

6. | Bubip ancopummy cmeopenns Kiacmepie ma OYiHKa ix Xapaxmepucmux

KinbkicTp kiactepis (K)

| FeOMeTpI/I‘{Hi XapaKTCPUCTUKH KJ'[aCTepiB | XaAPaAKTEPUCTHUKU nepexoaiB MiXK CIO)KHBAYaMK

Jis BupimreHHs MTSP icHYIOTh TOYHI (ONTHMAIb-
Hi) Ta HAOIKeHI (EBPUCTHYHI) anroputMu [7].

OntuMainbHi adropuT™MHu OyIyIOThCS 3a NMPUHIIHU-
IIOM TIOBHOTO Iepebopy yciX MepexoJiB CHCTEMH Ta iX
XapaKTePUCTUK 1 MAIOTh BJIACTUBICThH JaBAaTH MaKCHMa-
JIbHO TOYHUH pe3ynbTar piteHas MTSP.

OnTuManbHi aropuTMH (popMaTi3oBaHO Ha TIOBHUX
MaTPUYHHUX CHCTEM PIBHSIHB 32 SKHUMH OYAyIOThCS Tpadu
mMTSP [7; 11]. HemosikoM ONTHMaIbHHUX AITOPHTMIB €
iXHS HaJBEJINKA CKJIATHICTh, TOMY iX JOIIJIBHO 3aCTOCO-
BYBATH JIMLIE JUIsl MAJIOpO3MipHUX MTSP.

[ BUpiIIEHHS PUKIIAIHUX 3aBAaHb T'€HEPYIOTh
€BPUCTUYHI aJTOPUTMH, SIKI MAlOTh II€BHI OOMEXEHHS
Ta JAar0Th HAOJIKEHI PIllICHHS, alle BOHH € MCHII CKJIa-
JHAMH Ta TOTPiOYyIOTh MEHIIOr0 4acy Ha OTPUMAaHHS
pilleHs TOPiBHSHO 3 TOYHUMH anroputMmamu. EBpuc-
THYHI aJTOPUTMH CTBOPIOIOTH 3a (JOpMaIbHIMH TPOIIe-
nypamu [8; 9], To6to MTSP € 3aBxau HE OBHUMH, a X
€BPUCTHYHI pillleHHs € He TOYHHUMH. OcOoOIUBICTIO Na-
HUX QJITOPUTMIB € iXHS PI3HOMAaHITHICTh, a IXHS OOMe-
JKeHa Jisl TIONIUPIOEThCS Ha TIOYATKOBI JaHi, 9ac BHKO-
HaHHS 3aBJIaHHS TA TOYHICTh PILICHHS.

Jlo OCHOBHHX EBPHCTHYHHUX AITOPUTMIB BIJHO-
CSIThCS HACTYITHI:

1. Espucrmuni exonoriuni anropurmu EAS
(Evolutionary Algorithms), siki IpyHTYIOTBCS Ha MPUH-
[UIIaX eBOJIOMIi HE)XKUBOT MPHUPO.IH.

o kareropii EAs nanexars [12]:

— anroputMm 3aBuxpenns moBiTpst BWOAs (Back
Wash Optimization Algorithms);

— aJIrOpUTM PyXy OKPEMHX YAaCTHHOK y XMapax
PSOAs (Particle Swarm Optimization Igorithms).

2. Epuctnuni Oionoriyni amroputmMu BAS
(Biology-inspired Algorithms), siki MozenOOTh mpoLe-
CH ajanTainii MOMyJsIlii XXHBHX ICTOT Ta CTBOPHOIOTH
pimenHs, wo camoonTuMisytotecs. Lle [12]: — renerny-
Hi anroputmu GAS (Genetic Algorithms), siki mozaento-
IOTh 3pOCTaHHS, PO3BUTOK, PO3MHOXEHHs, Bibip i BuU-
KHBaHHS B yMOBaX HAKOIMYEHHS IPENCTaBHUKIB OK-
pemMoro By, aaropurmu pucosoro mois PFAs (Paddy
Field Algorithms), mo MoxemoTh Iii OKpeMUX CKia-
JIOBUX TIOIMYJISIINiI, SIKi TIOBTOPIOIOTKCS; QJTOPUTM il
O/DKOJIMHHOI KOJIOHII, IO MOIENIO€ il OJUKOJIMHOIO
poto; anroputm cBiTisiuka FAs (Firefly Algorithms), mo
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MOJICTIIOIOTh MOLIYK KOMax; MYpPAaUIMHHHA aJIrOpHTM
ACOAs (Ant Colony Optimization Algorithms), mio
MOJICNIOIOTh CyMICHHUIT MOLIyK Mypaxamu ixi [4]; anro-
PUTM MOHIYKY OakTepisMu jKepen »xuBieHHs BFAS
(Bacteria Foraging Algorithms), mo MozentoTh mpo-
1ec 0OMiHy y KOJIOHiI OakTepiid.

Bulip KOHKpETHOrO BHAY alTOPUTMY Ui BHUpi-
meHHss MTSP 3nificHIOETECS 32 MOYKIIUBICTIO (opMalri-
3aIMii TTOKPUTTS Ta CKIAIHICTIO 1X peaisarii [5; 7].

Y 2002 poui 6yno 3amporoHOBaHO (GopMaizariio
3aBmaHHA MapmpyTtu3zamii MTSP y 3aransHOMY mpOCTO-
pl MOKPUTTS IPU OTPHUMAHHI Ta JOCTABLI BaHTAXy Ha-
cTynuM 4uHOM [4; 8]. AnpiopHUMHU JaHUMH €:

— reoMeTpist HOKpUTTH, sike Mae A, (Nne N ) peme-
pHEX To4oK (PT), KOOpAWHATH SKUX € BiIOMHUMU,

— Yy TOKPHTTI ICHYIOTb CXOBHIIa BaHTaxy ©
(© e N ) Ta myHkT goctaBku BaHTaxy ® (®e N );

— icaytoth M (Me M) T3 (M>1), mo 3HaXOAATHCS
y cXOBHILi BaHTaxy ©.

IotpibHO 3HAUTH
Rbest

HalKparmii epexin

©—®—© » a yci npomixHi PTy norpibHO nmoKpUTH
TIJTBKH OJHH pas3.

3a JUCKPETHUM TIOKPHTTSIM MOKIHBa (opmaiza-
1Iis 3aBaHHS 3a TOMOMOTrOI0 Tpady:

G=AxRxD=AxV, 1)

ne G- rpad 3aBmanns; A — rpad xoopmunar PT; R —
rpad mepexonis; D — rpad Brpar mis nepexomis (Fioj).
Bci m T3 3Haxomsithest y cxoBumi Bantaxy ©. Ha
puc. 1 HajaHO TPHKIAJ PO3MOJLITY 3arajbHOTO IPOCTOPY
nokputTss MTSP Ha Tpu xnactepu TSP1, TSP2 ta TSP3,
SIKI HE TIEPETHHAIOTHCSI JUISl OJIHOTO CXOBHIIA BaHTaxy ©.

TSP1 TSP2

Puc. 1. [Ipukmnaa po3noiny 3araibHOTO
pocTopy MOKPHUTTS MTSP Ha Tpu KIlacTepH,
SIKi HE TIePETHHAIOTHCS TSl OTHOTO CXOBHIIA BAHTAXKY

HinsoBa ¢ynkuis f 3aBaanns (1) mependadae mo-
myk Haiikpamux mepexomis Beix T3 RO, .o, AKi

no4ynHaroTecs y ©,npoxoaats ®, mnokpusaroTs Bci PT
Ta 3aKkiHuyoThcsa y ©. Yci motouni PT posmoaineno 3a
KOHKpeTHHX MapmpyTiB T3, Tomy:

N
m H m
Ro-@—»e = min Z(r©»®n»©)’
n=1

N
Do, @0 = Min Z(dé"%@nH@), )
n=1

N
m H m
Vese-o = min Y. (V©—>®n—>© )
n=1

ko T3 3HaxomsThCs Ha mepexomi | — j, TO

(dim_)j ) =1, a s IPOTHIIEKHOTO BUMAJKY (d T_>i ) =0
BUKOHY€EThCSI YMOBA!

Sk <m <S[", ®)

Ie: nim — kimekicte PT mokputux m T3 1o mokpuTTS

PT;; S{P — MaKCHUMaJlbHa MOJJIMBA KUTBKICTh TOKPHT-

s PT, SPQ — MiHIMaJbHA KUTBKICTh MOKPUTTS PT ms

M-ro TpaHCIOPTHOTO 3aco0y. [l 1boro BUMAAKY (op-
Maitizanito MTSP MOXIIMBO NPEICTaBUTH Y BUIJISI:
N N

m m
zvl—>j = Vj—)lzmv
j=2 2

n n
2vinj=1 j=[2.n], Y vli=1 i=[2.n],
2 =

]

4
Ve j +(SL = 2)Vhi —vitg <(SL-1),
Vosi +(2-Sk )My +vii 22, i=[2..n],
Vi +Visg <1 i=[2..n],
Vim_”' E{O,l},Vi, j eN,
a uinpoBa GyHkiis f mae Burms:
f(md,r)=min > d";xr0;,
i,jeN
f(mr)=min > g0;,
. i,jeN (5)
f(md)=min > d7;,
i,jeN
f(mv)=min > v,
i,jeN

3a BukoHaHHSIM (5) MOXIIMBOIO € MiHIMI3aIlist 10-
BXKHHHM MapHIpyTiB (IIEPEeXoAiB), a TaKOX MiHiMi3aIlis
BTpar, 1o 3aiaexuTh Bix kinbkocti PT (N) Ta kigbpkocTi
T3 (M). YmoBa BukoHaHHs (4) BH3HAYa€ MOKIHBICTDH
PO3IO/ITY 3arajlbHOrO MPOCTOPY MOKPUTTS Ha K Kiac-
TepiB AJIS SIKMX AiIOTh YMOBU Ta OOMEXEHHS CTaHAApPT-
Horo 3aBaaHHs TSP [8]. BpaxoByroun mpukiagHi cie-
Hapii CH/] MHOXMHHa 3a7a4a JioricTuk, i ¢popmaiza-
1ist TA OOMEKECHHS € HACTyHUMH [5]:

— ICHY€ JIOTICTHYHA CHCTEMa, TeOMEeTpis SIKOi Mae
(neN) okpemux PT, sixi moTpiGHO 06CTYy)UTH (TTOK-
putn). [Tapamerp n nokasye Homep noroynoi PT;

— JorictuyHa cucTeMa obciyroByetbes (Me M)
omHoTHMHUMH T3, SKi MarOTh OJHAKOBY BaHTaOTIi]l-
HoMHicTh (Qm) 1 JaJBHICTh PyXy Ha OIHii 3ampasii ARpy.
ITapameTp M moka3ye maiiicHy kinbkicTh T3, mo 3acro-
COBYIOTBCS JJ1s 00ciyroBani okpemoi PT;

— JIOCTaBKa BaHTaXy 3MiicHIoeThCs 3a i-M (i€ l)
3anuroM. [lapamerp i moka3ye HOMep 3alUTy Ha TpaH-
crioptyBaHHs BanTtaxy y PT;
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— JUT KOXKHOI i-1 peanizauii 3anuTy BaHTax (i Mae
Oyrtu nocrasnenuii 3 PT n; y PT nj* abo y PT nj. ITo3m-
THUBHE 3HaYCHHS N;* BiAMOBiJae BHUBE3CHHS BAaHTaXy, a
HeraTHBHE 3HAuYeHHs Nj s foro BBeseHHs y j-Ty PT.
Mignpocropu Nni*, Ny Ta Nj*, Ny He NepeTHHAIOThCS,

OCKIJIbKH nfj eN", a nj €N, a mpoctopu N¥, N

JUIsL yCiX TIOTOYHMX | Ta j OMHOYACHO He icHYIOTh. Ila-
pamertp j mokasye HaGip peani30BaHUX 3alUTiB Ha TPaH-
cropryBaHHs BaHTaxy y PT;

— rpa¢ nokpurts CH/] G wmae N Bepuun (PT) Ta
(N-1) pebepers (mepexosis), mist sikoro n;" =n; . Bep-
mmHA Ni* Mae OyTH BifBinaHi pawimie, HiX Ni~;

— koxeH 3 M T3 3xilicHIOE pPyX 3a MapHIpyTOM
R™o—®—0, TOOTO TOYMHAE CBiif NUIIX y cxoBume O,
nocsirae ®, mokxpusae inmi PT i moBepTtaeTses mo ©;

— IpUBAOIMBICT KOXKHOTO IEPEXONy Ti»j € 00e-
PHEHUM 11OJI0 HOTO JOBXKHHH, Tj_, | :]/’i S

— ,HOCTyHHiCTL KOXHOI'0 mnepexony 7’]|_>J 3ajic-

KUTH BiJl MOKJIUBHX BTpAaT BaHTaxy Oi-j , ToOTO BH-
3HAYAIOTBCS SAKICTIO (ONEpPaTHBHOIO OOCTAHOBKOK) Ha
nepexoni fi-j;

— Mmapuipyty M T3 nokpusatots yci PT ycix K
KJIACTEPiB MPOCTOPY MOKPUTTs. KiJbKICTh KiIacTepiB HE
nepesimye Kinbkicts T3 (K <M );

— gkmo MHoxuHa PT nj * manexuts 1o N, To i-Ta
MHOkuHa PT Nni~ Takox Hanexuth 10 N 1 HaBMakKH;

— 3aBaHTaXCHICTh KOxHOTO T3 y yac BinOyTTs 3
PT He mepeBuIIye 3aBaHTaKEHOCTI y 4yac NMpuOyTTs y
PT, 10610 Qm* < Qm’.

TakuMm unHOM e(heKTHBHUM CHOCOOOM BHPILICHHS
MTSP € cTBOpeHHs KjacTepiB, TOOTO PO3KIATAHHS 3a-
rajgpHOro rpady G 3a crpiukamu, CTOBOISIMH Ta OKpe-
MHMH MaiIaHYHKaMH TOKPUTTS pi3HOi opmu (reome-
TpUYHE PO3KIagaHHst) abo 3a BiAMOBIIHUMH MPABHIAMH
po3noiny (KOMOIHATOPHE PO3KIIAIAHHS).

Posnogin 3araspHOrO mpoctopy MOKpUTTS Ha K
KJIACTEepiB JO3BOJISAE 3MIHCHIOBATH IMAapalieNbHI 009rC-
nenns G¥ (k € K ) Ta 3a6e3nedyBaty HAOMIKEHHS MHO-
JKUHHHUX TPAHCIIOPTHUX AITOPUTMIB 10 cTaHmapTHuX [3].

dopmarizalis aaropuTMiB NOOYAOBH  KJIacTepiB
JUIT MHOKMHHHUX TPaHCIOPTHHX 3aBJlaHb MOXe OyTH
HaJaHa HACTYHUM 4iHOM [11].

3agaHuM BBaxkaetbes rpad nokpurrs G= (4,R,D),
mo mae PT 4n, e KOXHOMY HOTOYHOMY HEpexomdy [lio
Bimmosinae Bara dij. [ToTpi6HO 3po6uTH po36uTTs G Ha K
KIIacTepiB, TOOTO PO3MOMIT An HA TAMHOKHHU A, SIKi He
MePETHHAIOTHCS TA MAIOTh MaKCUMAIIbHO OJIM3bKY CyMmap-
Hy Bary a00 MiHIManbHy CyMapHy JOBXWHY IEPEXO/IiB,
1110 TOKPMBAKOTH OTPUMaHi miMHOkuHK PT A4q¢ [11].

['eoMeTpUYHi alropUTMH pO3KIaaaHHs (PO3OHUTTs)
TeHEepYIOThCS 3TiHO KOOpAWHATHOI iHpopMarii 4n Ta
rioj nokpurts rpada G. [laHi adropuTMH BiTHOCSTBHCS
JI0 MaJIOCKJIAJHUX, OJJHAK BOHM HE MPUHMAIOTh 10 yBa-
ra iHpopmauito mono Baru Ji—j Ta HE MOXYTh SBHO
MIPUBECTH J0 MiHiMi3amii NUIAXiB Ta MiHIMi3aIlii cymap-
HUX BTPAT JUIA KOXXHOTO OKPEMOTO KIIacTepy.

J1o TeOMETPUYHUX METO/IiB PO30OUTTS BiTHOCSTH:

—  PEKypCUBHUH I1HEPUIHHUNA METOX “pO3MOIiITY
HaBIIJT’, IS SKOTO MOXIIMBO 3aCTOCYBATH PEKYpPCHB-

HUI OararoOiHapHUH METO]| MOALTY, L0 J03BOJSE Ha
nepIuii ireparii moainiTi rpad Ha Bl YaCTUHH, HA JAPY-
riif iTepawil KokHa 3 OTPUMaHUX YaCTUH TaKoX po30u-
BA€TLCS HA JBl YaCTUHH 1 TaK JaJIi;

— “Io-KOOpIMHATHE po30UTTA” Ha mepiiil iteparii
BHMAarae moOyJOBU T'OJOBHO BiCi CHMETpii IIOKPHUTTS Ta
niHii opToroHamBHOI oTpuMaHOi Bici. Ha HacTymHmMX
iteparisx PT koXHOTO MiANPOCTOPY MPOEKTYIOTHCS Ha
MaKCHMAaIIbHY BICh 1 JaIti Iponeaypa MOBTOPIOETHCS;

— IMOALT MEPeX 3a BUKOPHCTAHHAM KpHBHUX [leaHo.
Kpusi IleaHo € KpWBHMH, IO TOBHICTIO 3aIOBHIOIOTH
(irypu BeIMKUX po3MipHOCTEH (HANpUKIIal, KBaapaT abo
TPHUKYTHHUK), TOMY KJIACTEPH MAIOTh BiANOBIAHY Gopmy.

3a 00paHUM aNropuTMOM, PEaIbHHH Yac mporpa-
MHOI peaji3anii 3aJeXUTh BiJi MOBH NpPOrpaMyBaHHS,
tury EOM Ta CTpyKTYpH NpelcTaBlICHHS! BXiTHHX Ja-
HUX. TOOTO, aJropuTMiyHa CKJIATHICTH 3/IMCHIOE Haii-
OinpLIMiA BIUIMB Ha 4yac BUpilIeHHS 3aBaanHs [11; 12].
JJis OWiHKH CKIIAJHOCTI alNrOPUTMY iCHYIOTh aCHMITO-
TUYHI BU3HAUCHHS, IO TTOAUISIOTHCS HA TPH HOTAIIIl:

— TeTa-HOTamis (O-HOTALisA) OXOIUIIOE (QYHKIIIO
CKJIJHOCTI 3BEPXY 1 3HH3Y, TOOTO BHSBIISIE MAKCUMAIIb-
Hi Ta MiHIMalIbHI IHTEpBaIH CKJIATHOCTi. BHKOpHCTOBY-
€TBCS JUTS aHAJI3y CepelHbOl CKIIaJHOCTI aITOPUTMY;

— omera Horauis () -HOTawisl) BHABJISE HHXKHIO
MEXKY CKJIAJHOCTI aJlrOPUTMY, TOMY BOHA BUKOPHUCTOBY-
€THCS I aHaIli3y MiHiManbpHOT (HaiKkpamoi) cKiagHoC-
Ti aJITOPUTMY;

— Big-O-notariis (O-HoTaIis) BKa3ye BEpXHIO Me-
Ky CKJIIHOCTI JITOPUTMY, TOMY BOHa BHKOPHCTOBY-
€ThCS Ul aHANi3y MaKCHMaJbHOI (Halripiuii) ckiasi-
HOCTI aJIrOPUTMY.

Junst aHanmisy NpuKIagHUX ajJrOpUTMiB BUKOPUCTO-
Byetbest MIN-MAX mizxin, mo Bumarae Big-O HoTarii,
OCKUTBKH MPAKTHYHHUN iHTepec NMpecTaBiisie HaUripuii
cuenapiit [12]. Ilpu 1bOMY CKIAIHICTh PO3TIISIAETHCS
K (DYHKLISI BiJl OCHOBHUX IIapaMeTpiB 3aBJaHHsI.

Hamnpukian, sSKIIO OLIHIOETHCS CKIIAIHICTD TpaHC-
HOPTHOTO AJITOPUTMY 3aBJAHHS SIKOTO HPEICTABICHO
oaHOBUMIpHUM Tpadom mokpurtst (1) mis skoro icHye
ninpoBa (yHkis pimends f, To B skocti mapamerpa
oeperbest KimbKicTh PT N. OCKinbKH pO3TisSmacThes
rpad G(N), TO WiJbOBa (YHKIS PILIEHHS € TaKOX

obyukuiero mopsaky f(N), sky MokHa anpoKcHMyBaTH
oyukuiero g(N). dns BusHauenHs ¢yskuil f anrropurm
pO30MBAIOTh Ha OKpEMi KPOKM Ta HAMAraloThCsl OLIHH-
TH KOKeH Kpok depe3 mapamerp N. Tomy momyk f 3a-
neKuTh Bix KinbkocTi PT Ta mepexoxnie rpady G, TodTo

- 9(n)
nll_)n;\lmzl, ne(LN), (6)

a aCHMITOTHYHI CKJIaJHOCTI TPAHCIIOPTHHUX aJITOPUT-
MIB iUl HOTALil (0, _Q,O) BUSABJIAETLCS 3a.

0[2(N/2)], [g(1)]. o[g(N)]. O

Bu6ip ¢ynxuii anpoxcumarii f(N) no3sosnse otpuma-
TH OL[HKA aCHMIITOTHYHOI CKJAmHOCTI amroputmy [11]:
f(N) — niniiina ouinka; f[N log(N)] — norapudmiuna ouis-
ka; f(N®) — ksagpatmuma ominka; f(ag'N%+ag-NI1+
+a,NQg2.. .+aq) — noninomiansHa owuinka; f(@V) — excrione-
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urHa oninka; f(NV) — magexcrnontna ominka; f(N!) — dak-
topiansHa ouinka; f(N-N!) — mandakropianbHa oniHka.

3a CKJIAIHICTIO YCi aJlTOPUTMU MOXKYTh OyTH MOZi-
neHi Ha kiacu: horrible (xaxmuei); bad (morasi); fair
(cipaBeasuBi); good(no6pi). o “mpakTHYHUX™ anropu-
TMiB (MPUOATHUX VTS peasti3arlii) BiIHOCSTHCS AITOPHUT-
MH TPETHOTO Ta YETBEPTOTO KJIACIB, OLIHKH CKJIAJTHOCTI
SIKMX HE TIepeBHUITYIOTH TOIiHOMIianbpHOI. Jlo “HempakTH-
YHAX~ aJTOPUTMIB HAaJEXaTh alTOPUTMH, IO MaOTh
eKCIIOHEHTHY OIIHKY CKJIagHOCTI Ta Bmiie. Ha pmc. 2
HaBEJCHO KJIACH CKJIAJHOCTI Ta (YHKINI ampoKcHMAaIii
LIbOBOT (DYHKIIT QJITOPUTMIB BUPIIICHHS TPAHCIIOPTHHUX
3aBaaHb [11]. ACHMOTOTHYHI CKIAIHOCTI ASSKHX Airo-
PHUTMIB BHPILICHHS MHOXHHHHX TPAHCIIOPTHHX 3aBJaHb
Ta CTBOPEHHS KJIaCTepiB HABE/IEHO y TalIL. 2.

O(Velogh)

o)

O(logV)

S
C
L N
Puc. 2. Knacu ckiaagrHocTi Ta GyHKIIT ampokcuMariii
LTbOBOT (QYHKII] aATOPUTMIB BUPILLICHHS
TPAHCMOPTHHUX 3aBJanb [11]

Tabnuys 2 — ACHMITOTHYHI CKJIATHOCTI AIrOPUTMIB BUPilIeHHs] MHO;KMHHIX TPAHCIOPTHHX 3aBAaHb Ta CTBOPEHHSI KJIacTepiB

AJITOpUT™M Ba3oBuii napamertp Big-O noramii Kaac cknagnocri
[ToBHOrO HEPeOOpY KOHTYpPiB ['aMiIbTOHY N (N-1)-N! Horrible
Mepes (I'iok) Ta 0OMEKEHD N N® log(N) Horribl
[(MHAMIYHOTO IIPOTrPaMyBaHHsI N NN Horribl
8aBuxpenHs moiTpst BWO As N 0,33:N3+0,25:-N>+ 0,5-N+16,2 Bad
PyXy OKpeMHUX 4acTHHOK y xmapax PSO As N NN Bad
Prcosoro noss PFA As N ao-N%+a1-N%1+ ap-Ng2...+ag Bad
Cenernunnii GA As N (N-1)-N? Bad
bmxomini kononii BCO As N (N-1)-N? Bad
Ceitnsauxa FFA As N (N-1)-N? Bad
Mypammni ACO As N (N-1)-N? Bad
Tomryky Oakrepissmu xuBnieHHs: BFA As N N! Bad
P036UTTsI 10 KOOpAMHATAM N N Good
PexypcUBHUIA TTO/1ITy HaBIII N 2N Good
3a BuKopHUcTaHHS KpuBHX [leaHo K log K Good
3 ypaxyBaHHsM 3B'SI3HOCTI K, N K- N Fair
Kepuirana-Jlina K, N K-N? Fair

BucnoBku

IHTepec 10 NMPUKIAJAHUX MHOXHHHHX TPaHCHOPT-
Hux 3aBaaHb (MTSP) iHcipoBaHO HOBUMHM TEXHOJIOTis-
My T3, iX MOHITOPUHTY Ta KEpyBaHHSIM B yMOBax Iie-
pewikoi. MHOXXHHHI QJITOPUTMHU, SIK TPABUIIO, CHPSMO-
BaHI Ha ONTHUMI3aI[if0 MOJEN IUCKPETHOTO MOKPUTTS
JUISL BHUIAJKOBOTO IrpoBOTO CIEHApilo, IO I03BOJISIE
(dopmaiizyBatu 3aBJaHHs 3 Tpadis BaroBux koedimieH-
TiB TIEPEXO/iB MOKPUTTS IS BCix T3.

Creopennss mTSP Momeni Mmae 0OMeXeHHS Ha BXi-
JIHI XapaKTEePUCTHUKH, M0 00yMOBIIIOE MOTPeOy y eBpuUC-
THYHUX QJITOPUTMAaX, SKi MalOTh HAACKJIATHI pilIeHHS.
PosrnsgayTO cramionaprae nuckperHe nmokputts CHJ ta
rinoTe3y MOXKIMBOCTI PO3MOILTY HOTO Ha KJIACTEPH, SIKi

He TIepeTUHAIOTHCS NIPU BUKOpUCTaHHI MHOXKHHH T3. Lle
JIO3BOJISIE 31MICHIOBATH BHOIp Ta CIIPOIIYBATH PillICHHS
JUISL eBPUCTUYHUX anroputMmiB. [Tokasano HoTtamii ckia-
JHOCTI PIIICHHS Ta MOJIMBOCTI IX OI[IHKH 32 HiJTHOBOIO
¢yHKII€I0 00paHOTO aNTropuUTMy ado 3a ii ampoKCHMAIli-
€10. 3po0IieHO aHali3 aCHMITOTHYHOT CKJIQJHOCTI €BpH-
CTUYHHUX aropuT™MiB Juist Big-O Hotauii. [TokasaHo, 110
MPUAATHAMU JJIs peajtizailii € alropuTMH, CKIIATHOCTI
AKAX HE TIePEBUILYIOTh MOJIHOMIaJIbHOI, @ 3aCTOCYBaH-
HS aJITOPUTMIB, IO MAIOTh €KCIIOHEHTHY OIIHKY CKJIa-
HOCTI Ta BUIIIE HE € Oa)KaHUM.

3a3HaueHo, 0 aCHMIITOTHYHI OIIHKH CKJIQJHOCTI
QITOPUTMY NPHUAATHI JUIA BEJIMKHX PO3MIpHOCTEH 3a-
BJIaHH, a JUIS 3aBJJaHb HEBEJIUKOI PO3MIPHOCTI JIOLLIb-
HUMH € KOHTPOJIbHI IIPOTOHH.
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Estimations of the asymptotic complexity of applied multiple transport algorithms when divisioning them into clusters
Volodymyr Karlov, Oleksii Kolomiitsev, Oleksandr Kuznietsov, Oksana Biesova, Anna Biesova

Abstract. Applied multiple transport algorithms are usually heuristic and overly complex. Depending on the chosen heu-
ristic of the algorithm, the real time of the software implementation depends on the programming language, the structure of the
input data representation and the algorithmic complexity of the solution. The research is based on the use of the provisions of
discrete mathematics and graph theory. It is shown that by analyzing asymptotic complexity it is possible to determine effective
heuristics. Refinement of applied problem models also contributes to reducing complexity. Since the multiplicity of transport
tasks is contained in a discrete coverage or in the functionality of multiple vehicles, it is possible to simplify the algorithm by
decomposing them into clusters for which the conditions and constraints of the standard transport task apply. The features of
geometric and combinatorial decomposition into clusters are presented. The formalization of cluster construction algorithms for
multiple transport problems is provided. A comparative analysis of optimal and heuristic algorithms for solving multiple
transport problems is carried out. The hierarchy of asymptotic complexity of heuristic algorithms is determined and the possibilities
of their decomposition into clusters are analyzed, which simplify the solution of multiple applied transport problems. The notation of
the complexity of the solution and the possibility of their evaluation by the objective function of the selected algorithm or by its ap-
proximation are provided. An analysis of the asymptotic complexity of heuristic algorithms for Big-O notation has been carried out.
It has been shown that algorithms with a complexity not exceeding polynomial are suitable for implementation, and the use of algo-
rithms with an exponential complexity estimate and higher is undesirable. It is noted that asymptotic estimates of algorithm complex-
ity are suitable for large-dimensional tasks, and for tasks of small dimension, control runs are appropriate.

Keywords: asymptotic complexity, heuristics, clusters, logistics, multiple transportation tasks, notations, emergency
care system, vehicles, objective function.
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AJANITUBHU METOJI IMHAMIYHOI'O KEPYBAHHSI PECYPCAMHU
TPAHUYHOTI O IIAPY IHIYCTPIAJIBHOI'O IHTEPHETY PEUEN

AHoTauisi. B nponeci pyukuionyBanns [naycrpianbHoro IHTepHeTy pedeil Hectauya pecypciB TPaHHYHOTO IIApy MPOsIB-
JISETHCS SIK 3POCTAaHHs 3aTPHUMOK 00pOOKH, Yepry, BTpaTu AaHUX abo aerpanauis cepsicy. MeTolo 11i€i poGoTH € po3podka
a/IaITHBHOTO METOJy AMHAMIYHOTO KepyBaHHS pecypcamu rpaHuuHoro mapy IIoT, skuii 103BOJIHTh e(EeKTHBHO BUKOPHC-
TOBYBaTH 00YMCIIOBaNbHI pecypcd. OTpUMAaHi Taki pe3yJibTaTH. 3aIPONIOHOBAHO KOHLENTYAJbHUN aJalTUBHUNA METOX
JMHAMIYHOTO KepyBaHHs pecypcamu IpaHundyHoro mapy y [IoT 3 BuKopucTaHHSIM MyJIBTHAr€HTHOTO IiIXO0/y Ta TOPU30HTa-
JIBHOTO 1 BEPTUKAJIGHOTO MacIITa0yBaHHA. MeToan MOHITOPHHTY, OLIHKH, IPUHHSATTS PIlICHHS | HaBYaHHS IHTETPOBaHI B
€IMHY apXiTekTypy. Po3pobiiena MaTeMaTnaHa MOJIEIb JO3BOJIIE (hopMatizyBaTH OajaHC Yepr, pecypcH, iepeJaBaHHs 3a1a4d
MDK By3namu. MeTox 3abe3nedye rHydKy aJanTailiio 10 3MiHHOTO HaBaHTa)XCHHS W MIiHIMI3ye BTPaTH, 3aTPUMKH, a TaKOXK
e(eKTHBHO BUKOPUCTOBYE OOMEKEeHi pecypcd. BUCHOBKH. AanTHBHE KepyBaHHA OOYHCIIOBAILBHUMH PECypcaMH TPaHH9-
Horo m1apy lloT no3Bose minBummTH eeKTHBHICTh (DYHKIIIOHYBaHHSA CHCTEMH Ta 3MEHIIHUTH BIUTHB HECTadi pecypciB.

Karouosi cnoBa: Ingycrpiansuuii [HTepHET pedeil, rpaHMYHUN map, 00YHCIIIOBAIBHI pECypCH, alaTHBHE KepyBaHHS.

Beryn

Ianycrpiansanit [aTepHET peueit (IIoT, Industrial
Internet of Things) — ne migmHOxuHA 3aramsHOrO I0T,
Opi€EHTOBaHa Ha IIPOMUCIIOB] Ta KPUTHYHI IHPPACTPYKTY-
pHi 3acTocyBanHs. XapakrepHi pucu lloT, mo Bixpizus-
IOTh Horo Bix 3BuuaiHoro 10T, € TakuMu:

— YKOPCTKI BUMOTH JI0 HaAIWHOCTI, CTIMKOCTI, BiJ-
MOBOCTIHKOCTI, O€3MeKH;

— JeTepMiHi3M 1 Hu3bKa 3aTpuMka (latency);

— CKJIaZHa IHTerpamis 3 ICHYIOUHMH CHCTEMaMHU
(SCADA, IIJIK, MES, ERP);

— TeTepOTeHHICTh: Pi3HI THUIH CEHCOPiB, BUKOHAB-
YHUX MPUCTPOIB, MPOTOKOMIIB, Pi3HI peallbHi YMOBH (TEM-
mepaTypa, BOJIOTICTh, €NEKTPOMArHITHI IEPEIIKOHN);

— BENIMKUH 00CAT TaHUX Ha TIepudepii.

Orxe, I1oT mae Ti cami 6a30Bi enemenTH, 110 i 10T,
aJie 3 OLIBII KOPCTKMMHU BUMOTaMH, CYBOPILLIMMH 0OMe-
YKEHHSIMU Ta BHLIMM PIBHEM KPUTHYHOCTI.

IToT 3acTocoByeThCs B 6araTb0X MPOMUCIOBUX Ta-
Jy35X, TAKUX SIK BUPOOHHILITBO, €HEPTETHKA, TPAHCIIOPT 1
JIoricTHKa, HeTera3oBa rajiy3sb, aBiallis, KOCMIYHI CHC-
TEeMH Ta 000pOHa i 6araTo iHIITNX.

Ipu posropranHi [loT BuHHKae HU3KA IPOOIIEM:

— oOMexeHi pecypcu Ha TpaHnYHOMY (edge) mapi;

— HEpiBHOMIpPHICTh HAaBaHTA)XXKEHHS,;

— KOMYHIiKalilHi 3aTPUMKH Ta 0OMEKEHHS MPOITy-
CKHOT 31aTHOCTI;

— HaAIHHICTD 1 BIAMOBOCTIHKICTB,

— OaraHCYBaHHS MK OOpOOKOIO Ha TPaHUYHOMY
mapi Ta mepeaadeto JaHuX y XxMapy;

— Oe3neka, KOH(iACHIIHHICTh JaHUX;

— PO3MOIEHICTh Ta MacIITaOOBaHICTh.

Cepen mepepaxoBaHUX MPOOJIEM OJHIEIO i3 TOIOB-
HHUX € HecTaya pecypciB rpaHn4HOMY Inapy. Jlana mpo-
671eMa MO’Ke BUHUKHYTH Y TAaKUX BUITAJKAX:

— panTOBUIl CIUIECK aKTHBHOCTI, KOJIM KUTBKICTh 3a-
Jlad TIePEBHIIY€ MOXIIUBOCTI 00OpOOKH;

— IIPOLIECH MAIIMHHOTO HaBYaHHs a0 00poOKH Ja-
HUX BUMaraTUMyTh OUTBIINX PECypcCiB, HIXK JOCTYIIHI,

— JIOBTi 4epru JaHux y Oydepax BY3IiB, MEPEToOB-
HEHHS TIaM’sITi 91 4epr, BTpaTh abo 3aTPUMKH TAKETIB;

— CHEepreTHYHI 0OMEKEHHS,

— 3001 a00 YacTKOBa BiIMOBA BY3IiB.

Hecraua pecypciB nposBISIETbCS K 3POCTaHHS 3a-
TPUMOK OOpOOKH, YeprH, BTpaTH NAaHUX a00 Ierpamaris
ceppicy. Came B Taki MOMEHTH MOTPiOHI aganTUBHI Me-
TOJM KepyBaHHS PECypCaMH.

1 Orasig cy4acHUX J0CTiAKEeHb

[MutaHHs pPO3pOOKM aANANTUBHHUX METONIB Kepy-
BaHHS PeCypcaMH I'PaHUYHOTO Iapy CHCTEM MiATPUMKH
IaTepHeTy pedeil po3risnaloThes y 0araTb0X HayKOBHX
npaisx. Tak, y po6oTi [1] po3risiiaeThcsi BAKOPUCTAHHS
Mobile Edge Computing (MEC) st BinBaHTa)KeHHS 00-
gucnensb 3 npuctpois [loT 1o kpaifoBux ceppepis, 3 Me-
TOIO 3MEHIIEHHS 3aTPUMOK Ta ITiIBUIIECHHS MTPOTyKTUB-
HOCTi. Bay<mBmit aclieKT — sSIK JUHAMIYHO OallaHCYBaTH
HaBaHTAXXECHHS MK NpUCTposiMu Ta edge-cepBepamu. Y
pobori [2] posrasinaeThest knacudikairis crpareriit kepy-
BaHHs pecypcaMu (CTaTHYHI/IMHAMIYHI, IMPIOPUTETHI
MIIX0/IM) JUIs CePEeIOBHIIA 3 TeTEPOreHHUMH BY3JIaMH Ta
HaBaHTaxeHHAMH. OcoOuBa yBara NPUIUIAETHCS Clie-
HapisiM, y SIKHX BY3JIM MOXXYTh 3MIHIOBATH CBOI pecypcH
a00 mpu3HAYeHHS (peaoKallis, MacmTa0yBaHHs). Y po-
6oti [3] 3anponioHoBaHo mijaxia Ha 6a3i multi-agent DRL
JUTS aTalTHBHOTO BUAUICHHS PECypCiB i MacmTadyBaHHI
Yy MepeKeBHUX 3pi3ax Ha Kparo Mepexi. BoHM Takox -
TPUMYIOTh 3MIiHHY KUIBKICTB «3pi3iB», IO YK€ KOPUCHO
y JAMHAMIYHUX creHapisx. Y po6oti [4] mpomoHyeThes
CTPYKTYpa, sIKa BPaxOBY€E MOBEAIHKY MPUCTPOIB i HaMa-
raeThCsl 3a0€3MeUYnTH PO3yMHE, CIIPaBEUINBE PO3MOIi-
JeHHs pecypciB i3 BukopucTtanHsaM deep reinforcement
learning. ITiaxing Mosxe GyTH afanTOBaHMUIA O IPOMHUCITO-
BHX CIIeHapiiB 3 rereporeHHNME npuctposmu [1oT. ¥ po-
6oti [5] 3anpoONOHOBAHO ANrOpPUTM MaciiTabyBaHHs
ITF03Y TPAHUYHOTO 1Iapy Ta alaliTUBHE KepyBaHHS yep-
raMu JUIsl 3SMEHILCHHS BTPAT MakeTiB. BukopucraHo eBo-
moniitauii anroputM Firefly anst BuGopy BysiiB maci-
tabyBaHHs1. Y pobori [6] noeanano koHuenuii mudpoBux
IBIHHUKIB 1 QenepoBanoro HaByaHHs i [IoT. Ipomo-
HYETBCS aJaliTUBHE HANIAIITYBaHHS YaCTOTH arperarii Ha
ocHoBi uepr JlsmyHoBa Ta deep RL, 3 ypaxyBaHHsIM 00-
MeXeHb pecypciB. el miaxix mikaBuil SIK HATIPSIM IS
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THYYKOro posmnoiry oouuciieHs y [loT cepen edge-By3-
niB. Pobora [7] Ginblue cTocyeThesi ympaBiiHHS 3aTO-
pamMu B Mepexi, 1 miaxiA A0 aJanTHBHOTO KOHTPOJIIO
MOXKE JIOTIOBHUTH PIllICHHS Ha PiBHI IPaHUYHOTO IIapy,
0COOJIMBO KOJIM KOMYHIKaI[iiHI KaHaId OOMEXXeHi.

Li mpami 1eMOHCTPYIOTh, IO CyYacHi METOIH Opi-
€HTOBaHI Ha BUKOPHCTAHHS MallIHHOTO HABYAHHS METO-
niB MacmTaOyBaHHS, OaJaHCYBaHHS Ta TOBEIIHKOBO Opi-
€HTOBAHOTO I IXOAY 10 PO3IIOALTY PecypciB.

MeTo10 1aHOI CcTATTi € po3p0oOKa aTaITHBHOTO Me-
TOJY AWHAMIYHOrO KepyBaHHS pecypcaMi I'PaHHYHOTO
wmapy 10T, sxuii:

— 3/1aTHUI pearyBaTH Ha 3MiHy HABaHTa)KEHHS B pe-
KHMMI peajIbHOTO Yacy, 0e3 3HaUHUX 3aTPUMOK;

— MiHIMI3y€ BTpaTH AaHUX (IaKeTiB), Yepry Ta 3a-
TPUMKH B TPAaHUYHOMY IHapi.

— e(beKTHBHO BHMKOPUCTOBYE OOMEXEHI pecypcu
(obumncmoBaNbHi, TaM SITh, €HEpTist) By3iBXK

— 3a0e3medye agantTuBHEe MacITabyBaHHS (TOPH30-
HTaJlbHE Ta/ab0 BepTHUKaIbHE) BY3JIiB TPAaHIYHOTO IIapy;

— MOXe OyTH 3aCTOCOBaHHUH y PO3MOIIJICHHX Ta re-
orpaiqHO PO3HECEHUX CePelOBHUIIAX.

2 MatemMaTH4YHAa MOJIeJIb
rpanu4Horo mapy IloT

2.1 lIpunymenns. Hexaii rpaHnyHuii map ckiaja-
etbes 3 N By3IiB, KOJKeH 13 HUX OTPUMYE 3a1adi abo mo-
TokH AaHux Bij npuctpois lloT. [Toznaunmo:

Ai(t) — BXimHa iHTEHCHBHICTH 3ama4 (MakeTiB, 3a-
BIaHb, TPAH3aKIIiN) 0 By3ia i y yac t;

wi(t) — mponyckHa 31aTHICT (CEpeaHs IBUIKICTH
006po0KH) By3ia i y dac t, IKy MO’KHAa KOPUT'YBATH B [EB-
HHUX MEXKax,

i(t) — momkMHa Yepru Ha By3Ji | y MOMEHT 4acy {;

Ci — MakcuMallbHa €EMHICTh Yeprd By3ina i (Makcu-
MaJbHa KiTBKICTh 33124, SIKi MOJKHA HAKOTIMYHUTH);

ri(t) — pisens pecypcis (CPU, mam’sth TOII0), 1OC-
TYIHHUX BY3I1y | y 4ac t; e Moxxe OyTH BEKTOp pecypciB;,

Xij(t) — pimeHHs npo nepenaBaHHs 3a1a4 abo Mmaxe-
TiB BiJl By37a i 710 By3/a j ab0 Ha [EHTPaIbHUI cepBep.

Tako MOXHA BHIUIMTH TaKi HpPUPOAHI OOMe-
HKEHHSI:

— yepra He MOXKE MePEBUIIyBAaTH EMHICTB!

0<qi(t) <C; 1)
— BUTpaTH Ha 00pOOKY TaHWX HA TPAaHUYIHOMY IIapi

HE TIOBUHHI EPEBUIyBATH PO3MIpy JIOCTYITHOTO 00YHC-
JIFOBAJIBHOTO PECypCy:

ui(t) < f(ri(D)), @)
ae f(-) — dyHKuis, WO nepeTBOPIOE AOCTYIHI 06YHCITIO-
BanbHi pecyped Ii(t) y HeoOXiaBy MPOIYCKHY 31aTHICTH
KaHaJiB 3B SI3KY;
— GanaHcyBaHHs Yepru 3amutiB npuctpoi [oT 1o
IPaHUYHOTO LIAPY:
daj (t)
=k (O-m O+ X (% ()5 () @)
dt oy
J#1
— 0OMeXeHHS B MpoIeci MepejaBaHHs 3aBIaHb Ta
nanux ceHcopamu [oT:

%) 20, ;% (t) < MaxTask;; @)

ne MaxTask; — makcumanbHa KiNbKICTh 3aBOaHb, SKi

By30II | MO’Ke TlepeiaTH iHIIUM By3JlaM 91 B XMapy abo
JI0 TYMaHHOTO ILapy.

2.2 HMiaboBa ¢yukuia. B sxocti minboBoi GyHKIii
PO3TIIIAETHCS MiHIMI3alisi MATEMAaTHIHOTO CIIOIiBaHHS
($YHKIIOHATY CYKyIHHX BTpaT Ta 3aTPUMOK, SKHH pO3-
PaxoBYy€ThCS TAKUM YHHOM:

N (wg g (1) +w L (1) +
+Wp ’ |%oss,i (t)

ne Li(t) — sarpumka 3amau y By3mi i Plessi(t) — piBeHs
BTpaT, TOOTO KIUIBbKICT 3a/1a4, 0 OYyJM CKHHYTI 4epes
TCPEIOBHEHHS! YeprH; Wy, Wy, W, — Barosi koediuieHry,

dt, )

KOTpI HaJAIITOBAHI 3QJIC)KHO BiJl IPIOPUTETIB.

Jnst BpaxyBaHHSI BUTPAT KPUTHYHUX PECypCiB, Ta-
KUX SIK, HaIPUKJIaJ, SHEpris 11 MOOUIbHUX HPUCTPOIB,
JI0 LIbOBOT PYHKILIT ToaeThest Tpad 3a BUKOPUCTAHHS
TaKUX pecypciB, TOOTO:

Js :J+}i(wr-c(ri(t))) dt, (6)

oi=l
e C (I‘i (t)) — (YHKIIS BAPTOCTI BUKOPUCTAHHS KPUTHY-

HUX pecypciB. OTxe, HinboBa QYHKIIS 3a1a9i ONITUMI3a-
i Ma€e Takuil BUTIISA:

Jy — > min, (6)

JIe Y — MHOKHHA BapiaHTiB PO3IOALTY peCypCiB.

2.3 ApantuBHe MaclITAOyBaHHs. Y MaTeMaTH4-
Hilf MOJIETIi PO3IIIAAEThCS SIK TOPU30HTAIBHE, TaK i Bep-
THKaJIbHE MacIITa0yBaHHS.

Jlo TOPH30HTANBEHOr0 MacIiTa0yBaHHS BITHOCSTBCS
TaKi Aii: fMHamMiuHe 1o/aBaHHs a00 aKTUBAllisi HOBUX BY-
3niB (edge nodes) abo nepemiieHHs 3aja4 Ha MEHIN 3a-
BaHTaKeHI By3nu. Take maciradyBaHHs (opMmaizy-
€ThCs 3a JTonoMororo Oynesoi 3minHOT Si(t) € {0; 1}, sika
MOKa3ye CTaH By3Jia, TOOTO BY30JI Ha IaHUH MOMEHT 4acy
aKTUBHUI uM Hi. Takox MOXKHa BUKOPHCTOBYBATH TaKy
3MIHHY, SIK KUIbKICTh aKTHBHUX MiABY3iB Ni(t).

BeprukansHe MacmtabyBaHHS JIOCATAEThCA 3a pa-
XYHOK 3MiHH [i(t) y MeKax TOCTYITHOro pecypcy AJs KOH-
KPETHUX IPHUCTPOIB IPAaHUYHOTO LIApy, HANPUKIAJ, 30i-
nemenns CPU yacToTH, amokamii mam’ siTi.

Ii pimeHHs MalOTh OyTH IHTETPOBaHI y KepyroUuy
CTpaTerilo, sfKa MpUiMae PIlIeHHS PO PO3IOALT pecyp-
CiB TPaHMYHOTO MIApY 3 ypaxyBaHHIM oomexeHsb (1)—(4)
i mineoBoi GyHKIIT (6).

3 Po3podka meToay aganTHBHOIO
AMHAMIYHOI'0 KePyBaHHS pecypcaMu
rpannyHoro mapy IloT

Po3srnsHeMO OCHOBHI KpOKH peaji3alii anropurmy
3aIpOINIOHOBAHOTO METO/IY.

Kpoxk 1. Mouimopune i eumipioéanus. By3JIH Tpa-
HUYHOTO IIapy MPOBOJSATH MOHITOPUHT IIOKA3HUKIB!

— MOTOYHA IHTEHCUBHICTH 3a31a4 Ai(t);

— noxuHa yepru ¢i(t);

— BUKOPHUCTaHHs pecypcis ri(t);

— 3aTPUMKH 00pOOKH JTaHMX, BTPATH MAKETIB.
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Kpok 2. Oyinxa cmany: y3aranbHeHHs iHQOpMAIIii
y BekTOp crany s(t)s(t)s(t), 1o BKiItoYae BCi By3/IM YH ar-
peroBany iHdopMmariiro.

Kpoxk 3. Ilputinamms piwienns. KepyrOuuil areHT
Ha ITiICTaBi CTaHy CHCTEMa MPUHAMAE PillleHHs Mpo:

— posmoin pecypcis ri(t);

— MPOIYCKHY 37aTHICTH Wi(t);

— MepeIaBaHHs YaCTHHH 3aBaaHb Xij(t);

— MacmrrabyBanHs By3iB Si(t).

Kpok 4. Adanmuene HaguanHsA: aNTOPUTM CaMOHA-
BUaHHA (Hanpukiazn, reinforcement learning, multi-agent
RL) oHOBIIIOE MOJTITHKY Ha OCHOBI pe3yJIbTaTIB MiHIMi3a-
i ITEOBOT PYHKITIT.

Kpok 5. Mexanizmu cmabinizayii ma 3axucmy: 00-
MEKCHHS MaKCHMaJbHHUX 3MiH, Oy(depHi 30HHU, 3aXUCT
BiJl «KOJIMBaHbY» MPHU 3MIHHOMY HaBaHTa)KCHHI.

BinzHaurMo, 110 KOXEH By30J1 a00 IpyIia By3JIiB JIi€
SIK areHT, 10 Ma€ CBOIO JIOKAJIbHY MOJITHKY, @ areHTH
B3a€EMOJIIFOTH MK c00010 (HAIIPHUKIIA/I, IUITXOM Iepeaadi
3amad a00 KOPUT'YBaHHS HaBAaHTAXKCHHS).

4 ExcniepuMeHTAJIbHI 10C/iKeHHA

ExcriepumeHTabHA YacTHHA Majla Ha METI IepeBi-
pHUTH e(heKTHBHICT 3alPONIOHOBAHOIO aAaTHBHOTO Me-
TOJy AWHAMIYHOIO KepyBaHHS pecypcaMy IPaHHYHOTO
mrapy lloT y cueHapisix 3 pi3sHIM HaBaHTa)KEHHSM, Killb-
KICTIO BY3IIiB i peCypCHUMHU OOMEKCHHSIMHU.

OCHOBHI MTOKa3HUKH €PEKTHBHOCTI, SIKi JOCIIiKY-
BaJICh, Oy TaAKUMHU:

— cepenHs 3aTpUMKa 00poOKH 3a1ad (MC);

— CepellHsl IOBXKHMHA Yepry Ha By3Jax;

— KUIBKICTh BTpau€HHX 3a]a4 4epe3 NepernoBHEHHs
MOTOYHHUX YepT;

— piBenb Bukopuctanss pecypciB (CPU, nam’sth);

— GHEpProCIOKMBaHHs BY3JIiB (ISl OLIHKH eheKTH-
BHOCTI MacIITa0yBaHHS).

VY sIKOCTI cepeJoBHUIa MOJIEITIOBaHHS CUCTEMHU T'pa-
HUYHOTO Iapy Oyno oOpaHo iMiTauiiiHy miarhopmy Ha
Python i3 6i6mioTtexkamMu SimPy m1s mMonenmoBaHHS HO-
nit, NumPy mist ananmizy craructuku ta TensorFlow s
peautizarii areHriB.

— KOHirypaiis cucremu Oyna oOpaHa TaKow:

— KIJIBKICTh TPAaHUYHHX BY3JIIiB — 5

— xubkicTh npuctpois [IoT — 50;

— TUI HaBaHTaXeHHs — [lyacCOHIBCHKHMI TOTIiK
(A = 5-20 3aBaann/c);

— po3mip 3amaui — 1-5 MB;

— cepellHs POITyCKHa 3/1aTHICTh By3i1a — Bix 10 1o
50 3aBnaHb;

— MakcuMaibHa yepra — 100 3agauy;

— pecypcu By3na (CPU, RAM) — 2—4 sipa, 2-8 I'b;

— TPUBAICTh CUMYJIALIT — | TOMHA MO/ICIOBAaHHS
(~1000 xpoxiB)

Cucrema peaiizye JBi 30HH: TPaHUYHHUN IHap IS
JIOKAJIbHOT 0OpPOOKH JIaHUX Ta XMapHUii piBE€Hb y BHIIa-
JIKy pe3epBHOT 00pOOKH, SIKIIO JIOKAIbHI BY3JH TIepeBa-
HTaXeHi. ATeHTH (BY3JIM) CIIIKYIOTBCS 4epe3 JIeTKHUii
opoxkep (MQTT-emymsiTop), OOMIHIOIOTBCSI CTaTUCTH-
KOIO [P0 HAaBAHTAXKEHHS, 3aTPUMKH Ta YEPIH.

VYcepenaHeHi pe3ynbTaTH MOJICIIOBAHHS HaBEICHI
Ha Ha OCHOBI EKCIIEpUMEHTaJIbHUX AaHux (puc.l —
puc. 4).

CraruHni MeTon
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Puc. 4. ITopiBHAHHS cepeaHbOT 3aTPUMKH
B TPBHOX CLICHAPisX

Otmxe, pe3ynbTaTd EKCHEPHUMEHTAIBHOTO JOCHi-
JOKEHHS TTI0Ka3aJiH, 110 po3po0ieHni MeTo 3abe3neuye:

— ajanTvBHE OalaHCYyBaHHS HABaHTaKCHHS 3a 5—
10 cexynpa micist 3MiHH TIOTOKY;

— CTaOUIBHICTh CHCTEMHU 0€3 KOJIMBAHb;
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— MiHIMaJIbHI BTPaTH MaKeTiB;
— EKOHOMIFO eHeprii (HeOBHE HABAHTAKCHHS);
— THYYKY pPEaKLilo Ha BIIMOBH BY3IIiB.

BuCHOBKH Ta nNepcneKTUBH
NMOJAJbIINX JOCTiIKEeHb

VY crarTi 3a1pOIIOHOBAaHO KOHIENTYalbHIH a1alTH-
BHUI METOJ IMHAMIYHOTO KEPYBAHHS pecypcaMu Ir'paHu-
yHoro mwapy y IIoT 3 BUKOpUCTaHHAM MYJIbTHar€HTHOI'O
iAXO0y Ta TOPU3OHTAIBHOTO i BEPTUKAIHHOTO MACIIITa-
OyBaHHS. MeToH MOHITOPHHTY, OIIHKH, IPUHHATTS pi-
IICHHS 1 HaBYaHHSA IHTETPOBAaHI B €IWHY apXiTEKTYpYy.

Po3pobiiena maremaTnuHa MOIEIIb O3BOJISIE (hOpMaTi3y-
BaTH OaylaHC Yepr, pecypcH, nepeJaBaHHs 3a/1a4 MiX BY-
37aMHU.

Mertop 3abe3neuye rHy4YKy aJanTalito 10 3MiHHOTO
HaBaHTAXXCHHS M MIHIMI3ye BTpaTH, 3aTPUMKH, a TaKOX
e(eKTHBHO BUKOPHCTOBYE OOMEXKEHI pecypcH.

HanpsiMmu noaajibIIUX AOCTiKeHb: IHTETpaLis 3
IUPPOBIMH IBIHHUKAMHU JUIs IepenOavdeHHs HaBaHTa-
JKEHHSI Ta MOJICIIIOBAHHS CTaHy BY3JIiB; alallTUBHICTb ca-
MOi apXiTeKTypH — MEXaHi3MH CaMOKaliOpyBaHHS Baro-
BHX KOe(]ili€HTIB, aBTOMAaTHYHE BHUSABJICHHSI aHOMAJIH i
MEPEKITIOYCHHS MiXK CTPATETisIMH.
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Adaptive method for dynamic resource control of the Industrial Internet of Things border layer
Sergii Klivets, Alexander Kuleshov, Tetiana Kulieshova

Abstract. Inthe process of functioning of the Industrial Internet of Things, the shortage of resources of the boundary layer
manifests itself as an increase in processing delays, queues, data loss or service degradation. The purpose of this work is to develop
an adaptive method for dynamic resource management of the 10T boundary layer, which will allow for the effective use of com-
puting resources.. The following results were obtained: A conceptual adaptive method for dynamic resource management of the
boundary layer in 1loT using a multi-agent approach and horizontal and vertical scaling is proposed. Monitoring, evaluation, deci-
sion-making and learning methods are integrated into a single architecture. The developed mathematical model allows formalizing
the balance of queues, resources, and task transfer between nodes. The method provides flexible adaptation to variable load and
minimizes losses, delays, and also effectively uses limited resources. Conclusions. Adaptive management of computing resources
of the edge layer of the 10T allows to increase the efficiency of the system and reduce the impact of resource shortages.

Keywords: Industrial Internet of Things, edge layer, computing resources, adaptive control.
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AHAJIITUYHA MOJAEJIb PO3IIOAIVIEHOI'O PEECTPY
HA OCHOBI KOHIEIIII MACOBOI'O OGCJIYTOBYBAHHS

AHoTanisn. AkryaabHicTb. OCHOBHOIO TPOOIeMOI0 IpH POPMYBaHHI peecTpy Y PO3NOAUICHUX CUCTEMAax € BU3HAYCHHS
3aJIeKHOCTI MK MapaMeTpaMH MOTOKY 3aIlUTiB, IIBUAKICTIO OOCIYTOBYBaHHs TPaH3aKIiil Ta 3araJlkHUMHU XapaKTepUCTH-
KaMH OPOXYKTUBHOCTI cucTeMy. MeTa J0c/Ii/lzkeHHS : TOOY10Ba aHAIITHYHOT MOJIENi PO3NOIIICHOTO PEECTPY, L0 J03BOJISE
OmHcaTd mpouec 0OpoOKH TpaH3aKLill y TepMiHAaX Teopil MacoBOro OOCIyrOBYBaHHS Ta BH3HAUUTH KIIOYOBI MOKA3HUKH
e(eKTUBHOCTI cucTeMu. Pe3yapTaTn. Y CTaTTi 3apONOHOBAHO aHANITHIHY MOJIETb PO3IOALICHOTO PeecTpy, OOy J0BaHY
Ha OCHOBI Teopii MacoBOro o06cTyroByBaHH:. Mo/ielb OIHCY€ MPOLECH 3aNHCy, BepUQiKallii Ta MiITBEepIKEHHS TpaH3aKIili
y IEIEHTPai30BaHOMY CEpEIIOBHUIII 3 ypaxXyBaHHIM OOMEXEHb MPOIYCKHOT 3[JaTHOCTI BY3JiB Ta IHTCHCHBHOCTI HaJXO-
JDKSHHSI 3aIuTiB. BUKOpHCTaHHS amapaTy MacoBOro 00CIyroBYBaHH T03BOJIsIE (JOPMATi3yBaTH 9aCOBI XapaKTEPUCTHKH CH-
CTeMH, OLIHUTHU CepeHili Yac ouikyBaHHSI 0OpOOKH TpaH3aKIii, KOe(ilieHT 3aBaHTAXKEHHA BY3JIiB Ta HMOBIPHICTD 3aTpH-
Mku. [IpoBeneHo aHANITHYHE AOCTIHKEHHS BIUTMBY MapaMeTpiB MEepekKi Ha MPOAYKTHBHICTh PEECTPY Ta BU3HAYEHO YMOBHU
CTIMKOCTI cHCTeMH. 3anponOHOBaHHUHM MTiAX1 MOske OyTH BUKOPHCTAHUH AJIsI ONTHMI3aIlii apXiTeKTypH PO3NOAUICHUX CUCTEM
3 MiABUIIEHUMH BUMOTaMH [0 IIBUIKO/I1 Ta HAJIIIHOCTI OOpOOKH JaHUX.

Kaw4doBi cioBa: po3nozineHuii peectp, MacoBe 0OCIyTrOBYBaHHS, aHAITHYHA MOJETb, TPAH3aKIis, IPOIYKTHBHICTD

CHCTEMH, CTIHKICTb.

Beryn

CyuacHi iHpopManiiHi cucremu Bce yacriie 6asy-
I0ThCA Ha PO3IMOAUICHHX apXiTEKTypax, 1o 3a0e3redy-
IOTh MBUIIEHY BiAMOBOCTIHKICTh, O€3MeKy Ta Mpo3o-
picTh 00poOku maHNX. OTHUM i3 KIIFOYOBHUX KOMITOHCH-
TiB TaKUX CHUCTEM € PO3IOAIICHUH peecTp, KU 103BO-
nsi€ 30epiraTe TpaH3aKIii MiXK By3JIaMH 0e3 eHTpai3o-
BaHOTO KOHTpoOuo. [IpoTe 31 3pocTaHHsIM 00CATIB TaHUX
1 KUIBKOCTI YYaCHUKIB MEpexi rmocrae npodieMa OLiH0-
BaHHS NPOJYKTHBHOCTI Ta CTa0IJIbHOCTI TAKUX CHCTEM Y
JUHAMIYHUX YMOBaX.

TpanuuiliHi METOIM aHai3y PO3MOAIEHHX CUCTEM
HE 3aBX/IM BPAXOBYIOTh CTOXaCTUYHHUI XapakTep HaIxo-
JDKEHHSI 3allMTIB, 4YeproBicTh OOpPOOKHM TpaH3akIii i
BIUIMB 3aTPUMOK 3B’s13Ky Mix By3namu [1-3]. ¥V mbomy
KOHTEKCTI JOLIJBHUM € 3aCTOCYBAaHHS TEOpii MacoBOTO
00CITyroBYBaHHS, SIKa JI03BOJISIE MOOYAyBaTH MaTeMaTH-
YHY MOJIEINb MPOIECiB 00pOOKH TpaH3aKIIiH, OMHICATH IX
y TepMiHaX IHTEHCHBHOCTEH ITOTOKIB 3asBOK i 00CIyTO-
BYBaHHSI, & TAKOX OLIIHUTH €(PEKTUBHICTH POOOTH CHC-
temu [4]. B [5] po3risiHyTO MOYATKOBI i€l cydacHux po-
3MOJIIICHUX PEECTPIB , IO CJIiJI OB’ SI3yBaTU 3 MPAKTHY-
HOIO TOsIBOIO O0K4eiHy B poboTi Hakamoro, ie moka-
3aHO, SIK MOOYTyBaTH CTiHKY PO3IMOIIEHY CHCTEMY U
BEJIEHHS JIAHITIOTa TPaH3aKIIiil 0e3 IEeHTPaTi30BaHOTO Ke-
pyBanHs. Kitacu4ni po60TH 1 moAasbpin MaciTadyBaibHi
onruMizanii (poni JederyBaHHs, MIApAIHT) JETajIbHO
aHAII3YI0Th B [6] mpH yMOBI AeTepMiHOBaHOTO Yacy mij-
TBEpP/PKEHHS Ta JIMITY Ha KUIBKICTh BY3JiB, IIPOTE Bap-
TICTb KOMYHIKalii 3pocTae 3 KUIbKICTIO Y4aCHHUKIB IpHO-
nu3HO sik O(N2). Po3noBcro/pKeHHs OOKiB/TpaH3aKLil y
P2P-mepexi (propagation) — KIIFOUOBHI YUHHHUK 3aTpH-
MOK 1, 0Te, IpoAyKTHBHOCTI. Y npaisx [7-9] nokaszano,
0 MEPEXKEeBi JIATCHTHOCTI 1 TOMOJIOTISI CYTTEBO 3MiHIO-
FOTh Yac MiITBEPIKEHHS.

1. ITocTanoBKa 3agaui

VY po3nopiieHux peecTpax mnpouec oOpoOKu TpaH-
3aKIifl BKJIIOYAE KilbKa eTamiB: ()OpMYBaHHS 3aluTy

KOpHUCTyBadeM, Iepeaada Horo 0 BY3JIiB MEpExKi, repe-
BipKa KOPEKTHOCTI AaHHX, BKIIOYCHHS 10 Yeprd Ha 00-
PpOOKy Ta miaTBEpKEHHs pe3yabpTaTy. KoxkeHn By3oun me-
pexi BUKOHYe (yHKILIT 00CIyroByBaHHS 3asBOK, 110 Ha-
JIXOJTh Y BHIIAJIKOBI MOMEHTH 4acy, YTBOPIOIOYH CHC-
TeMy 4epr.

OCHOBHO TIPOOJIEMOIO € BH3HAYCHHS 3AJIC)KHOCTI
MIDX ITapaMeTpaMy MOTOKY 3aluTiB, IIBUAKICTIO 00CITy-
TOBYBaHHS TpPaH3aKIii Ta 3araJbHUMH XapaKTEepUCTH-
KaM{ TIPOIYKTHBHOCTI CHCTEMH. 30Kpema, HEoOXiITHO
OLIIHUTH:

e CepenHil yac O4iKyBaHHS TPaH3aKIIii B 4ep3i;

e cepeHii yac 0OCIyroByBaHHS 3alUTy BY3JIOM;

e IMOBIPHICTh IEPENIOBHEHHS Yepru (3aTpUMKH
a0o BiZIMOBH B 00CITyrOByBaHHI);

e Koedili€HT 3aBaHTAIKCHHS BY3JIiB;

® YMOBH CTiHKOCTi CUCTEMHU IIPH 3MiHI IHTEHCHB-
HOCTI HaJIXOJDKEHHS 3a5IBOK.

TakuMm 4MHOM, MeTOI0 POOOTH € MOOY/I0BA aHaIi-
THYHOT MOZENI PO3IOJUICHOTO PEECTPY, IO JO3BOJISIE
OIIMCATH TPOIIeC 0OPOOKH TPaH3AKINH y TepMiHAX Teopii
MacoBOTO OOCIyroByBaHHS Ta BU3HAYUTH KIIFOYOBI HO-
Ka3HUKH €()eKTUBHOCTI CHCTEMH.

VY nasiit podoTi po3po0IIeHO aHATIITHYHY MOJIEINb PO-
3MOIJIEHOTO PEECTPY, IO IPYHTYETHCS HAa KOHIIENii Ma-
COBOTO 00CITYyTOBYyBaHHS. MOEH T03BOJISIE MTPOBECTH Ki-
JBKICHY OILIHKY MapaMeTpiB CUCTEMH, TaKHUX SK CepeaHii
Yac MiATBEPUKEHHS TPaH3aKIil, piBeHb 3aBaHTAXEHOCTI
BY3JIiB Ta HMOBIpHICTB BiIMOBH y 00ciryroByBanHi. OTpu-
MaHi pe3yIbTaTH MOXYTh OyTH BUKOPHUCTAHI JUIsI TI0/1aTb-
101 ONITHMI3AIli1 MEXaHI3MIB CHHXPOHI3aIlii By3JIiB Ta M-
BUILEHHS €)EKTHBHOCTI POOOTH PO3IOIIEHIX MEPEXK.

2. MaTeMaTH4YHA MOI€Jb
PO3MOJLIEHOT0 PeECTPY

ApXITeKTypa KIaCHYHUX PO3MOAUICHHX PEECTPIB 3
JAHIIOTOBOIO CTPYKTYPOIO, K IPABUIIO, HE Tependayae
npsMoi B3aeMOJIIi KiHIIEBUX KOPUCTYBAUiB 13 3ammcamMu
pEECTpY; JOCTYI 3/1IHCHIOETBCS OMOCEPEIKOBAHO Yepes3
npotokonu Mepexi. Komum kopucrtyBad xoue IOAATH
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TpaH3aKIil0 70 peecTpy, HOMY JOBOAWTHCS BiIIaBaTH
JOpYYCHHS] BUPOOHMKAM BepU(]IKOBaHUX 3aIlUCIB pe-
ecTpy (3anucu 610KaMu), TOOTO MOCEepeHNUKAM, IO CTO-
SATh MDK KOPHCTYBauaMH Ta PO3NOAIJIEHUM PEECTPOM.
Bonu Takox € (akTopom, yepe3 SIKMii BHHUKAIOTh MpO-
6nmemn MacmtabyBanHa. CaMe BHPOOHHMKH BHPIIIYIOTH,
SIKY TPaH3aKINIO JOAATH 0 HACTYIHOTO OJIOKY, a Ky —
Hi, MalOTh €KCKJIFO3UBHHUN JOCTYH 110 OJIOKIB i IIpaBo BU-
pilryBaTH, YMIO TPAH3AKLIIO MPUIHATH UIA JOAAaBaHHS
JI0 PEECTPY 3 ypaxyBaHHAM 3aCTOCOBYBAHOTO aJITOPUTMY
KOHCeHcycy. [ BupimenHs mpobiemMu MacmraboBaHo-
CTI pajMKalbHO 3MIHEHO apXiTEKTypy KJIACHYHOTO pe-
€CTpY Ha OCHOBI Bi]MOBH BiJl OJIOKIB Ta OJIOK-TIpOJroce-
piB. I 3amicTh TOTO, OO BUOYIOBYBATH JIAHITFOXKOK OJ10-
KiB, NOBHHHI 3'€JHYyBaTHUCS CaMi TpaH3aKWii MUIIXOM
BKJIFOUCHHS JI0 KOXKHOI TpaH3aKILii XemriB KiJIbKOX IoTIe-
penHix. B pe3ynbTaTi BUXOAUTH CTPYKTYpA, BiloMa B Ma-
TEMAaTHIII, SIK CIIPSIMOBAHHH aIlMKIIYHAN Tpad.

Jis aHamizy TEXHOJIOTIH pPO3MOIIICHOTO PEECTPy
PO3MIITHEMO IX SIK CHCTEMH MacOBOTO OOCIyrOBYBaHHSI.
Sk xputepii A 3icTaBIeHAS 00paHi Taki MOKA3HUKH:

— TPUBAJIICTH OOPOOKU OAMHUYHOI OTIeparii;

— MPOITYCKHA CIIPOMOXKHICTh CHCTEMU;

— YUCII0 OOYHCITIOBANLHUX BY3IIIB Y MEPEKi;

— Koe(ilie€HT 3aBaHTaXKEHOCTI CHCTEMH.

Jlani mapameTpu HEOOXiJHO po3paxyBaTd Ha OC-
HOBI TaKUX BXiJJHUX IIapaMeTpiB:

— KUIBKICTB IIPUCTPOIB MepexKi,

— IHTEHCUBHICTH HAaJIXOKCHHSI TPaH3aKIIil,

— gac 00poOKH TpaH3aKIlil OJHAM IIPUCTPOEM.

Jiis po3paxyHKy ImapaMeTpiB MOPIBHIHHS PO3ITOIi-
JICHOT Mepeki, TOOYIOBAaHOI HA OCHOBI KJIACHYHOTO PO3-
TIOJIIJIEHOTO PEECTPY, MOXKHA YSIBUTH CUCTEMY 0OpOOKH
TpaH3aKIii Ta CTBOPEHHS! HOBOTO OJIOKY SIK CHCTEMY Ma-
coBoro obciyroByBaHHs (CMO). 3asBKu HATXOIATh Y
BUIIaJJKOBI MOMEHTH 4acy Ta OOCIIyrOBYIOTbCS HasB-
HUMU B CUCTEMI KaHaJlaMu 0OCITyrOBYBaHHSI.

3anpornoHoBaHa MaTeMaTHYHa MOZEIb MOXe OyTH
3aCTOCOBaHa JUIsl ONMCY CHCTEM PO3HOAITIEHUX PEECTPIB.
V ii paMKkax omepauisiv, IO TPOXOJSATH Yepe3 CUCTEMY,
BiJINIOBIIAIOTH 3asiBKH, a OOYMCIIIOBAJILHUM BY3J1aM, sKi
3IICHIOIOTH IXHIO 00POOKY, — KaHAJIN 00CITyrOBYyBaHHSI.
Knacuunwnii po3noginenuit peectp abo 6510Kk4deitH mporro-
HYETBCS PO3TIIAATH SIK CUCTEMY KJIaCy OJZHOKaHAJIBHUX
CMO 3 HEoOMeXeHOI 4eproro. PosrisHemo crpore-
HUH BUITAJOK, HeXal BCi IPUCTPOi MepeKi MaroTh O/IHA-
KOBY MIBHIKICTh 00pOOKH TpaH3aKIil 1 (TIPOITyCKHY 3/1a-
THICTB), IKy MOXHa 3HATH 32 (GOPMYIOIO:

= y 1
H= oo 1)

ae topy — yac 0OpoOKH TpaH3aKILii.

3HaYCHHS IaHOTO MapaMeTpa BU3HAYAETHCS CYKYII-
HICTIO (PaKTOPIB, 10 OCHOBHUX 3 SKUX BITHOCSTHCS:

— 00YKCITIOBAIbHA MTOTYXHICTH By3I1a,

— 3aBaHTAXCHICTh By3Jla CTOPOHHIMHU 3aBJIaHHIMHU,

— XapaKTePUCTHKK KaHAy 3B'A3Ky, 30KpeMa Horo
MPOITYCKHA 3IaTHICTb.

BxinHuit moTik TpaH3akmiii € BUnagkoBuM. [HTEp-
BaJIM Yacy MK MOCIITOBHUMHU HAJXOJKCHHSAMH OIepa-
il € He3aJIC)KHUMHU, OJHAKOBO PO3MOAICHUMH BHIA-
KOBHUMH BEJIMYMHAMHM 3 MATCMATUYHUM CIIOJiBAHHSM, Pi-
BHUM M(x). Toxai mis nanoi CMO IHTEHCHBHICTD HaIXxo-
JDKeHHsT 3asBOK A = M(x). BiaminHOO oco6nuBicTiO
CMO 3 HEOOMEKECHOIO Yeprol0 € HASBHICTh HECKiHUCH-
HOI MHOXXHHH MOXIIMBHX CTaHiB cuctemu. Ha puc. 1
TIpeCcTaBIeHUN rpad cTaHiB cHCTeMH 0OpOOKH TpaH3aK-
mid (oJHOKaHAJIBHMM). Y BKa3aHid MOJEN BU3HAYCHO
Taki cra"nu cucremu: SO — cucrema BiIbHA, S1 — cUcTEMA
3aifHATa, OJHA OIEpAllis 3HAXOAMUTHCS B Ipoieci o0po-
OKkw, yepra OviKyBaHHS BiJICYTHS; S2 — cUCTeMa 3aifHsATa,
B uep3i Ha 00pOOKY 3HaXOAUTHCS OJIHA OTIepallist; Ss — CH-
creMa 3aiiHsiTa, y 4yep3i Ha 00OpoOKy nepeOyBaroTh JBi
onepariii Toro [10].

Puc. 1. I'pad craniB cucremu oO6poOKH TpaH3aKIii

KoeoimieHT 3aBaHTaXXCHOCTI CHUCTEMH BH3HAya-
€TBCS SIK HIMOBIPHICTB TOTO, III0 CHCTEMA 3HAXOIUThCS B
Oynb-IKOMY CTaHi, Bi]MiHHOMY Bix crany npoctoto SO.
[HIIMMU citoBamMU, TaHWI TOKa3HUK JIOPIBHIOE CyMi HMO-
BIpHOCTEH YyCiX CTaHiB, 3a SKUX 3aWHATHI X04a O OJUH
KaHa1 o0ciayroByBaHHA. [I03HAYMMO BEeIMYMHY HMOBIp-
HOCTI 3HAXO/KCHHS CUCTEMH B cTaHi So K po. Tomi mist
CTalliOHAPHHUX CHCTEM Oy[e CIIpaBeINBa PiBHICTb:

Ao1- Po =40 - P1 2

ne Aio — IHTEHCUBHICTD NIEPEXOY CHUCTEMH 31 CTaHy, e
CMO cucrema 3aiiHsATa, 0OpPOONISAETHCS TpaH3aKINsI Ta
TpaH3aKIIii y uep3i HeMae, y CTaH, JIe CHCTeMa BilIbHA BiJT
00pOoOKM Ta OUiKy€e HAJAXODKCHHS TPaH3aKIIii, a Aoi—Ha-
BITaKH, iHTEHCUBHICTH mepexoxy CMO 3i cTany cBoOoIu

JI0 craHy OOpOOKHM OJHi€l TpaH3akKMii Ta IMOPOKHBOIO
uyepru. s p1 cupaBeIMBUi BUpas:

A2+ PL = o1 Po- (3)
AHAJIOTIYHO JTaHE CHiBBIAHOIICHHS € BIpHUM IS

Oyb-SIKOTO Pk, TOOTO IT 3araJIbHOMY BHUIIAJIKy y3araib-
HeHa (opmyIia (2) MaTUMe TaKUid BUTIIS:

A k1" P = ik Pt (4)
VY pe3ynbTarti OTpUMaHO CUCTEMY PiBHSHB!
Ao1- Po = 410" P1s
A1 Py = o1 Pos
12 - PL =421 P2 ©)

A k41" P = Ak - Pr=t-
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I[.Hﬂ pO3B'5{3aHHH BHUCJIOBUMO BCi 3HAYCHHA 4Y€pe3
Po. Hanpukuia, iuist P1 crpaBeyIkBo;
A

/101 (6)

p].:_.p =
Ao O

Ji5s pa:
2

%y =312'201_poz A
A1 A1 410 H

Heo0OximHO Bil3HAYHTH, 110 YUCETHHUK Y BHupasi (7)
cthopmoBaHMii TOOYTKOM IHTEHCHBHOCTEH IIEpPEXOiB,
IO BiJINOBIAIOTh HAJIXOJKCHHIO HOBHX 3asBOK JIO CHC-
TeMH, TOOTO IHTECHCHMBHOCTEH, 1110 HIyTh 3J1iBa HAMPARBO.
Y3aranpHIOIOYH, OTPUMAEMO BHpPa3:

k
Pk =| —
U

Py = “Po- (7)

* Po- (8)

AJie IMOBIpHICTB BCIX MOXKJIMBHX CTaHIB OPIBHIOE
1, oTXe € BipHOIO TaKa PiBHICTB:

2 pi=1 9)
i=0

OTXKEC
2 m

A A A
Po+—-Po+|—| Po+...+| —| -po=1 (10)
/t H H

3BIJICH Po MOKHA 3HAUTH 32 TAaKOK (POPMYJIOF0:
i
12
Po=Y 2|1,
i=o\ 4
Jie y 3HAMEHHHUKY OTPUMAHO psiji TEOMETPUYHOI IIporpe-

cii, SKMH Ul HECKIHYEHHOT CyMH AJisl HEeOoOMEeXeHOi
Yepru po3paxoBYEThCS TAKUM YHHOM:

DAYy 1
(A =L
i=o\H 1-2/p

Ko BukoHyeThCS 111 YMOBA, TO cHCTEMa 00poOKn
TpaH3aKIIii, sika npeactasisie coboro CMO, nepedyBae y
CTallioHapHOMY CTaHi. JIOCATHEHHsS CTaI[lOHAPHOTO pe-
UMY pOOOTH CHCTEMHU O3HAYAE, 110 JOBKUHA YEPTH CTa-
oumizyerses. L[ yMOBa 1a€ MOXKJIMBICTH IIPOBECTH PO3-
pPaxyHOK YCepeIHEHUX XapaKTepPHUCTHK, 30KpemMa cepe/l-
HBOTO Jacy nepeOdyBaHHs TpaH3akIii y cuctemi. [lo3Ha-
YUMO BeNMUIMHY A/WL K KOeillieHT 3aBaHTAXXCHHSI CHC-
TeMu p. Po3paxyHOK cepesHpOTO Yacy oOpoOKu TpaH3a-
KL nependavae nonepeHe BU3HAUCHHS CEPEAHBOI Ki-
JILKOCTI OOYMCITIOBANIBGHUX BY3JIiB, OJJHOYACHO 3aWHATHX
y cucteMi y noBimebHHAN gac. /g ogqaokanansHoi CMO 3
HEOOMEKEHOIO Yeprolo 1i¢ 3HAUSHHS] MOXKHA 3HAWTH 3a
dhopmyoro:

(11)

(12)

A
mpu ymoBi — <1.
M

L (13)

syst — 1—p7
3a dhopmyroro JliTTia 3HaiIEMo cepenHiil yac 00-
pOOKH TpaH3aKIIii:

I-syst _ P

A A(1-p)

Tobr = (14)

3 Bupasy (14) MoxHa 3pOOHTH BUCHOBOK, IIO JUIS
TOrO, OO MIATPUMYBAaTH CHCTEMY B CTalliOHapHOMY
CTaHi, IOBEJCThCSI OOMEKHTH KiJIbKICTh BX1JTHUX TpaH3a-
KIiH, a 3HAYUTh HEOOXIHO OOMEXHTH KiIbKICTh MpH-
CTPOIB Y PO3MOMIICHOMY PEECTPI, TaK SIK OLIbINA Killb-
KIiCTh MPHUCTPOIB OyZe BiANPABIATH B CUCTEMY OiIBIIY
KUTBKICTh TPaH3aKIii Ha 00pOOKy (IPOSIBIETHCSA B3a€-
MHa A4), ToOTO IpH . — 0, A — 0, a 3HAYUTH i Topr — 0.
OTxe 1 TOTO, 00 PO3BUBATH CUCTEMY IIISIXOM 301JTh-
IICHHS KiTBKOCTI MPHUCTPOIB, HEOOXITHO IMOKEPTBYBATH
yacoM 00poOku Tpanzakuiil. Lle i € pyHnaMeHTaIbHOO
po0JIEMOI0 MacIITa0OBaHOCTI.

3. Moagear CMO Ha 0CHOBi CIPSIMOBAHOI0
aMKJIIYHOro rpaga

BukopucraHHs apXiTeKTypH Ha OCHOBI CIIpSMOBa-
Horo arukitigaoro rpada (directed acyclic graph, DAG)
JIO3BOJISIE YCYHYTH OOMEXCHHSI Ha IHTCHCHBHICTh BXiJI-
HOTO ITOTOKY 3asIBOK, XapaKTepHE VISl PO3MOIUICHUX CH-
CTEM 3 pi3HOI0 Tomouorieto. Lle okpemuii BUMagok pos-
MIOJIIICHOTO PEECTPY, A€ TPaH3aKIIl CTPYKTYpOBaHi 5K
BY31H y Tpadi, a He B Omokax. TpaH3akiii, 10 BUXOIAT
13 IPUCTPOIB, CTAHOBIIATE HaOip By3miB DAG.

[ponec popmyBaHHS MHOKHHU pebep rpada moms-
rae B HACTYITHOMY: KO)KHa HOBa OIepallisi, [0 JOJAEThCS
B CHCTeMy, MOBHHHA miaTBepautd K (me K > 2) panimre
CTBOPEHHMX Olepaliil. 3a3HaueHi HiITBEPIKEHHS € CIpsi-
MOBaHMMH peOpamH, L0 3B'SI3yIOTh HOBY TPaH3aKIilo 3
ninTBepkeHuMU. Kosu By3011 CTBOpPIOE HOBY TpaH3aK-
1if0, BiH BHOMpae KiIbKa paHille BiIOMHUX HOMY TpaH3a-
KL 1 BKIIOYaE iX IMOCWIAHHSA HA CBOE ITOBIIOMJIEHHS.
Tum caMnM BiH BUCIIOBIIIOE CBOIO 3T0/TY 31 CBOIM 3MICTOM
1 BU3HAE X K YaCTHHY KOHCEHCYCHOI icTopil. OmmcaHmii
AITOPUTMIYHAN MEXaHi3M BUKOHY€E (PYHKIIIO AeleHTpa-
J130BAHOTO TMPOTOKOJIY JIOCSITHEHHS! KOHCEHCYcCy, 3a0e3-
MeYyOYH KOTEPEHTHICTh JaHUX MIXK yciMa By3JaMu pO3-
MOJIIEHOT Mepexi 0e3 €MHOT KOOPIUHYIOUO0T iHCTaHIIIT.
Yucno K mae 6ytu Gimbmmm abo piBHHUM 2 3 psity TpH-
YHH, HABEJICHUX HIKYE.

1. 3abesneuenns 0ocmammuvoi nog'szanocmi epagha.
SIKIII0 KOXKHA TpaH3aKIlis MiITBEPPKY€e X0o4ua O ABi morre-
penHi, e MiHIMI3y€ MOMJIUBICTh 130JIbOBaHHUX TiIOK Y
rpaci. Lle rapanTye 3B'SI3HICTB BCi€l CTPYKTYPH CIIPSIMO-
BAaHOTO aNWKIIYHOTO Tpada, MO BaXKIUBO VIS MiITPHU-
MKH IUTICHOCTI 1 KOHCUCTEHTHOCT] CHCTEMH.

2. Ilpu k = 1 nosa mpanzaxyis niomeepoicye iuuie
00Hy nonepeodnio. lle cTBOproe 3arpo3y, KOJIH CTBOPIO-
€THCS IMOBIPHICTH CTBOPEHHS 130JIbOBAHOTO JIAHITIOKKA,
MOPYIIEHHS 3arajbHOi KOHCHCTEHTHOCTI Mepexi. [Ipu
K> 2 #iMOBipHICTh YCIHIIIHOTO CTBOPEHHS TaKOTO JIaH-
II0’KKA 3HAYHO 3HMKYETHCS, OCKUTLKH 3HATOOUTHCS TIiJI-
TBEP/UKEHHS KiJIBKOX TPaH3aKIliil i3 pi3HUX YaCTHH alu-
KJIIYHOTO CIPSIMOBAHOTO Trpada.

3. [liosuwenns cmitikocmi 00 6i0M08, OCKUTBKHU CH-
crema 3 K > 2 Mae HaJIMIIKOBI 3B'AI3KH, 110 MiABUIILYE ii
CTIHKICTb /10 3001B. SIKII0 Oyab-sSKUii By30J1 rpada BUsB-
JSIETHCSL HEJIOCTYITHUM, HasiBHICTD SIK MiHIMYM JIBOX 3B'SI-
3KiB JI03BOJISIE HOBUM TPaH3aKILisIM MPOJIOBXYBAaTH poO-
00Ty, OMUHAIOYH HECTIPABHHM BY30J1.

4. Minimanvue 3uavenns k = 2 npuckopioe npoyec
niomeepodicenusi mpau3axyil, OCKIIbKH KOXXHa HOBa
TpaH3akiis 3MiIHIOE Tpad JTOJATKOBUMH peOpamMH,
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MiABHUIYIOYH MOXJIABICTh MIATBEPIKCHHS IMOIEPEIHIX
Tpan3akuii. lle 0cobiaMBO BajJIMBO 32 YMOB BHCOKOTO
HaBaHTAXKCHHS HAa CUCTEMY.

SIK1o By301, 1110 3reHepyBaB TPaH3aKilo (YMOBHO
iIMEHOBaHY «0aThKIBCHKOIO» IO BIHOIICHHIO 10 HACTY-
MMHUX TpPaH3aKMid, mo ii MiATBEPIKYIOTH), MPUIIHHSIE
CBOIO aKTHUBHICTP IICIIS TOTO, SIK IS TpaH3aKIis Oyrna yc-
TIITHO NIepeiaHa YaCTHHH MepeKi, cama 1o co0i BoHa 3a-
JIMIIAETHCS ABTOHOMHOIO CTPYKTYpPOIO JaHHX. [T KOpekT-
HICTh Y MEXax CIPSIMOBAHOTO AIMKIIYHOTO rpada BHU-
3HAYa€ThCS HE HAABHICTIO BUXIIHOTO By3Ja Y MEpexi, a
JOTPUMaHHAM IPOTOKOJBHUX IPaBWJI 1 HAsBHICTIO JO-
CTaTHBOI KIIBKOCTI HACTYITHUX MOCHIaHb Hei 3 OOKy iH-
LIMX TPaH3aKIiil. AKTUBHI BY3JIH, 10 IPUHHSUIN IO Tpa-
H3aKIIi}0 1 BU3HAIHM 11 JOMYCTUMOIO Ha MiJICTaBi aHATI3y
BIZIMOBITHOCTI MPOTOKOJIY Ta Y3rO/KEHOCTI 3 IX MoToY-
HHUM YSIBJICHHSIM IIPO CTaH rpada, MoxyTb BUOpaTH ii sk
OJIHY 3 TIOTICpEAHIX TpaH3aKIiil mpu popMyBaHHI HOBUX
3anuciB. TakMM YHMHOM, TPAH3aKIisi OTPUMYE TOAATKOBE
HIITBEP/DKEHHS dYepe3 BKIIOYCHHS HOBHX BEpIIUH
rpaga. 3romom rpad TpaH3aKINH PO3MIMPIOETHCS 32 pa-
XYHOK JJOIaBaHHs HOBUX €JIEMEHTIB, SIKI HESIBHO CXBAIIIO-
I0Th €JIeMEHTH, icHyloui panime. ['inku rpada, ski He
OTPUMYIOTh TTOJIANIBIIOTO PO3BUTKY Ta HE CTAIOTh 00'€K-
TaMM HOCHJIaHb HOBHMX TPaH3aKIii, NOCTYIIOBO BHKIIIO-
YalOThCS 3 aKTUBHOI'O LUISIXY KOHCEHCYCY Ta 3aJluIla-
10Thcs Ha iepudepii CTpyKTypH sik HezaTpeOyBaHi dpar-
MeHTH. OOOB'A3KOBOI0 YMOBOIO JAJII CTBOPEHHS HOBOL
TpaH3aKLil € MonepeqHs y4acTh 00UYNCIIOBAIEHOTO BY-
37a y MATPHUMIII Ipane3faTHOCTI Mepesxki. Llg ygacts mo-
nsTae 'y HeoOXiTHOCTI MiATBEPIKCHHS TTEBHOI KITBKOCT1
paHiie CTBOpeHUX TpaH3akiiii. Ha puc. 2 HaBeneHo cxe-
MaTHYHY LUTIOCTpAIiI0 TOMOJOTiI CHCTEMH, OpraHi3oBa-
HO1 y BHTJIAI CIIPSIMOBAHOTO allMKIIIYHOTO Tpada.

“

TpaH3akuii

.

B
«“;‘

A B CDE  FEG N

MpucTpoi

Puc. 2. T[Ipuknan alukIiYHOTO HAMPABICHOTO rpada

Bepmman rpada — 11e TpaH3axiiii, CipsSMoBaHi IyTd
MMOKa3yIOTh, SKi IMiITBEPKYIOTHCS IHITUMH TPaH3aKIIi-
svmu. A, B, C, D, E, F, G, H — 1ie mo3nauenust Habopy

MIPUCTPOIB po3nozijeHoro peectpy. Ha mnpencrasnenii
Jiarpami BepTHKaJbHI BiJPI3KH LIIOCTPYIOTH 4acoBi iH-
TepBaJid 00pPOOKH KOHKPETHHUX ONEpaliil BiAMOBIIHUMHU
obuuncoBaIbHUME By3namu Mepexi. Ilo oci opauHar
M03HAYEHI HOMEPH TPaH3aKLii y MOPSAKY JOAaBaHHS J10
AIMKIIIYHOTO HampaBieHoro rpada. Tparsakmii min HO-
Mepamu 16-18 cami MOKH 110 HE TiATBEPKEHI.
OcHOBHa IlepeBara CUCTeM, 3aCHOBaHHX Ha 3aCTO-
CYBaHHI CIIPSIMOBAHOTO AaIMKIIYHOTO rpada, y Mmopis-
HSHHI 3 KIACHYHUMH PO3MOMUICHUMH PEECTPaMH, IO
MaroTh JIAHIIOTOBY CTPYKTYpPY, IOJIATae y MOXIIHMBOCTI
3MIACHEHHs 0araTomoTOYHOI Ta Pi3HOYACOBOI OOPOOKH
omepaniii. [Is ocoOMUBICTh 03HAYaE, MO KiJbKa 00YHUC-
JIIOBAJIbHUX BY3JIB MEpexi MOXyTb 0OpoOIATH pi3Hi
oreparii nmapanenbHo, IPU [bOMY MOMEHTH MOYaTKy Ta
3aBepLIEHHs] 00POOKH JUIsl KOXKHOI OKpeMOi oreparlii He
€ CHHXPOHI30BaHUMH. Ha prc. 3 4epBOHUM KOJILOPOM, SIK
MIPUKIIAJ, BiI3HAYEHI HOBI TpaH3aKIii, IKi HaTIHIIIHA 10
CHCTEMH OoJHOYacHO. TpaH3akuii, 110 HAIXOIATh, 0OPO-
OJIAIOTHCS MapaelbHO 1 ACHHXPOHHO, 110 03HAYa€ MOXK-
JMBICTB TX OJHOYACHOTO OOCITYrOBYBaHHS Ha Pi3HUX BY-
37ax Mepexki 0e3 CHHXpOHI3aIlii MOMEHTIB 3aBepIICHHS.
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Puc. 3. OnHouacHe (popMyBaHHS HOBUX BY3JIiB

BinmoBigHO 10 MOMI0KEHb TEOpii MacoBOTO 0OCITY-
TOBYBaHHA, CHUCTeMa Kiacu(iKyeTbcs K OaraTokaHa-
npHa CMO 3 HEOOMEXKEHUM PO3MIpOM YepTy Ha 00CITy-
roByBaHH. KijbKicTh KaHaJIB N y 1ili cUCTEMi JOPiBHIO-
BaTHME KUJIbKOCTI MPUCTPOIB, 1110 BiNPABISIOTH TPAH3a-
KIISAMU.

[TpoanamnizyemMo 3aleKHICTh 3aBaHTAKEHOCTI CHC-
TEeMH BiJI CepeHbOro 4acy oOpoOKM TpaH3aKIil OJHUM
npuctpoeM (puc. 4). Orpumanuii rpadik mokasye, 1o 3 3
ypaxyBaHHAM aIlKIIYHOTO CIPSMOBAaHOTO rpada 30171b-
IICHHS KUTBKOCTI OOYHMCIIOBATBHUX BY3JIB CIIPHSE ITiJI-
BHIIEHHIO 1i CTIKOCTI /10 3pOCTaHHS HaBaHTAXCHHSI
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0.8 HaBaHTaXeHHA cucteMm -

0 ) 0.4 0.6 0.8

Yac 06po6ku TpaH3aKLii OAHUM NPUCTPOEM

- — KITaCU4YHUM pOo3noaifNeHnn peecTp

- — DAG, obcsr mepexi cknagae 3 npuctpoi

- — DAG, obcsar mepexi cknagae 5 npuctpois
= — DAG, obcsar mepexi cknagae 20 npucTtpoiB

— DAG, obcsar mepexi cknagae 50 npucrtpoiB

Puc. 4. 3anexHicTh 3aBaHTaXKCHOCTI CHCTEMH BiJl CEPETHHOTO
yacy 00poOKH TpaH3aKIIii JJIsl PO3MOIIICHOTO PEECTPY Ta
AIMKIIIYHOTO CIPSIMOBAHOTO Tpada 3 pi3HO
KUTBKICTIO MiAKIFOYEHUX MIPUCTPOIB

[Tpu noOynoBi mMozeni Oyio B3ATO IO yBard Taki
KJIFOYOBI IIAPaMETPH CUCTEMHU:

— TPUBAIICTh 0OPOOKHM OonHI€T TpaH3aKIii 00UKCIIIO-
BaJIbHUM BY3JIOM;

— IHTEHCHUBHICTh TIOTOKY BXIJHHX TPaH3aKIIii;

— 3arajJbHE YHUCIIO OOYMCIIOBAJIBHUX BY3INIB y Me-
pexi.

B pamMkax cTBOpIoBaHOI MOJIEN IOy CKAETHCS 3HE-
XTyBaTH KIHIIEBOIO IPOIYCKHOIO 3IaTHICTIO KaHAJiB
3B'A3Ky. JlaHe MPUIYIIEHHS € NMPaBOMIPHHUM, OCKIJIBKH
o0csr TaHuX, 10 MepeAalnThes IPH MiITBEpIKEHHI Tpa-
H3aKLii, He3HaYHUi. Pa3oM 3 THM, HEOOXiHO BpaxoBY-
BaTH Takuii GakKTop, K 4ac BIATYKY KIHIIEBUX IPUCTPOIB,
HAaBITh SKIIO HOTO BIUIMB BBaXKa€ThCsl He3HaAYHUM. HeoO-
X1JTHO BiJI3HAYMTH, 10 B YMOBAaX MPAaKTUUYHOTO 3aCTOCY-
BaHHSI MEPEKEBI apXiTEKTypH, IO 0a3yIOThCsl Ha BHKO-
pPHUCTaHHI alMKIIYHUX CHPSMOBaHMX rpadiB, IEMOH-
CTPYIOTh 3HAYHO OLIBIIY MPOIYCKHY 3/IaTHICTbH Ta IIBH-
JIKICTh 0OpOOKH TPaH3aKIIii Y MOPIBHAHHI 3 KIIACHIHUMH
CHCTEMaMH DO3IOAUIEHHX PEECTpiB. 3aBISKH BHCOKIH
MacmTaboBaHOCTI, JAHUH Tpad MOXKHA 3aCTOCOBYBATH B
PO3MOAUICHHX MepekaxX 3 BEIHKOK KINBKICTIO TpH-
CTPOIB MIKMAIIMHHOI B3a€MOJIi] Ta HE OOATHUCS BTpPATH
MIBUAKOCTI 00poOKu. Po3pobneHa cuctema 3 ypaxyBaH-
HSIM aIMKJITYHOTO CIIPSIMOBAHOTO rpaa MOJEIIOETHCS IK
OaraTokaHaJlbHa CHCTEMa MacOBOTO OOCITyrOBYBaHHS 3
HE0OMeX)eHO0 ueproro M/M/n/oo.

ITepmra M (Markovian) o3Hauae, 1o BXi HHIA TIOTIK
TpaH3aKILii € HaWIpoCTImIM (200 MapKOBCHKHM), TOMY:

1) TpaH3akuii HagXOISTh y CHUCTEMY HE3aJICIKHO
JpyT B Apyra,

2) iIMOBIpHICTh HAJXOJKEHHS HOBOI TPaH3aKIll B
MaJIMH MPOMIKOK yacy At mpornopuiiiHa At i He 3aJIeXKUTh
BiJl TOTO, CKUIBKH TpPaH3aKIil BXKe HAIIMIUIO Ta KOJH
BOHM HaJIWIIIHN (BIACTUBICTH BIICYTHOCTI MICIAIIT);

3) inTepBaTK Yacy MiX HaJXOKEHHSIMH TPaH3aK-
il MAIOTh €KCITOHEHTHUN PO3IIOILT;

4) y peamsHuX cucremax M2M, ne Gesnmiu npu-
CTPOiB TEHEPYIOTh NaHi HE3aJeXHO OJWH BiJl OJHOTO,

MOTIK TpaH3aKLii Moxke OyTH OJM3BKMM 10 HAWIPOCTI-
LII0r0, OCOOJIMBO SIKIIO YCEPEJHUTH HOTo 3a KUIBKICTIO
IIPUCTPOIB.

Jpyra M o3nauae, mo 4ac oOCIIyroByBaHHs TpaH-
3aKIlii OJHIM BY3JIOM TaKOX MAa€ CKCIOHCHIIHHUHA po3-
monin. HacmpaBai wac oOpoOkm MoOke 3aliekaTH Bix
CKJTaTHOCTI TpaH3aKIii, OOYHCIIOBAIFHOI IOTYXXHOCTI
By371a Ta iHmmX (akropis. IIpore, mms 6a3oBoi Mozeri,
eKCIOHCHIIIMHUI PO3IONIT — I CTaHAApTHE IIPHILY-
LIEHHS, 1[0 AO3BOJIAE OTPHMATH aHANITHYHI PE3yJIbTATH.

Takox N o3HaYae, M0 y CHCTEMi N KaHaJiB obciy-
rOBYBaHHS (aKTUBHHX BY3JIiB, sIKi 00pOOIISIOTH TpaH3aK-
uii). PeanbHa cucrema, 0co0aMBO 3 ypaxyBaHHSIM IeTe-
POTEHHOCTI ITPUCTPOIB Ta CKJIQJHOTO AJITOPUTMY KOHCe-
HCyCy, BiApi3HATUMETbcs Bin wiei moxeni. OpHak,
M/M/n/oo — e ctanaapTHa 6a30Ba MOJIETIb, SIKa JO3BOJISIE
OTpUMATH aHATITHYHI pe3yJIbTaTH Ta SIKICHO OL[IHUTH I10-
BEAIHKY CHCTEMH IIPH TaKHX yMOBAaXx:

1) cucrema 3HaXOAUTHCS B CTAIIOHAPHOMY CTaHi;

2) cuctema nepeOyBae y CTalliOHAPHOMY CTaHi;

3) cepenHs KibKIiCTh 3asIBOK 3pOCTAE, KON HAIXO-
JIUTH HOBA 3asBKa;

4) cepemHs KiMbKICTh 3asBOK 3MEHINYETHCS, KOJIH
3aKiH4Yy€ThCs 00CIYTOBYBaHHS 3asIBKH;

5) iHTeHCHBHICTh TIPUXOMY 3asABOK MCHINA, HIX iH-
TEHCUBHICTh 00CITyTOBYBaHHS 3as1BOK;

6) xoedilieHT 3aBaHTAXEHHS MMOBUHEH OyTH MEH-
[IUM OJXMHHILI.

VY Taknx yMOBax KJIACHYHA MOJENb CHCTEMH Maco-
BOro 00CITyroByBaHHs Oyia O aJleKBaTHOIO ONHUCY HOBE-
JHKH CHCTEMH, OCKUTBKH Tiepeadadae BiICYTHICTh 3BO-
POTHHMX 3B'SI3KiB UM TIOBTOPHUX ITPOXOJUKEHHS 3asBOK Ue-
pe3 ofHi i caMi By31d 0e3 SIBHOTO yIPaBIIiHHS UM TIPO-
LIECOM.

BucnoBku

VY cTaTTi 3anponoOHOBAHO aHAJIITHYHY MOJIENb PO3-
HOAIJICHOTO PEECTPY, NOOYA0BaHY Ha OCHOBI Teopil Ma-
COBOr0 00OCITyroBYBaHHs. MoJiesib OIUCY€E MPOLIECH 3a-
nucy, Bepudikaiii Ta miaTBEpPKEHHS TPaH3aKIid y Je-
LEHTPAJII30BAHOMY CEpPEIOBHIII 3 ypaxyBaHHsSIM OOMe-
JKCHb TMPOIYCKHOT 37aTHOCTI BY3JiB Ta IHTEHCHBHOCTI
HaJIXOJUKEHHS 3aIIHTiB.

BukopucraHHs amapaTy MacoBOTO OOCIyroBy-
BaHHS JJ03BOJISIE JOPMaITi3yBaTH YaCOBI XapaKTEPUCTHKH
CHCTEMH, OLIHUTH CEepelHIH Yac OviKyBaHHSI 0OpoOKM
TpaH3aKLii, kKoedilieHT 3aBaHTaKEHHsI BY3JIiB Ta HMOBI-
PHICTb 3aTPUMKH.

[IpoBeneHo aHaNITHYHE JOCHTIKEHHS BIUIMBY Ta-
paMeTpiB Mepexi Ha IPOTYyKTHBHICTh PEECTPY Ta BU3HA-
YeHO YMOBH CTIMKOCTI cCcTeMH. Pe3ynpTaT MoKas3yoTs,
110 3 BUCOKOT iIHTEHCUBHOCTI HaBaHTaxceHHS DAG 06po-
Onsie TpaH3aKIii 3HAYHO IMIBHIIE, HIX TPagUIiiHI po3-
TIOJIIIEHI PeECTpH.

[TopiBHSUIIBHI 1aH] IEMOHCTPYIOTS, 1110 31 301IbIIEH-
HSIM IHTEHCHBHOCTI HaBaHTa)XEHHsI allUKIIYHUH CIPSIMO-
BaHMH rpad oOpoOisie TpaH3aKIii y CYTTEBO IIBHIIIE,
HDK KITACHYHHUH peecTp.

3anpornoHoBaHUM MiAXix Moxke OyTH BHKOpHCTa-
HUH JUTsI OITUMI3AIli1 apXiTEKTYPH PO3IMOMITICHUX CUCTEM
3 MiABUIIEHUMH BUMOTaMHM O IIBUAKOMLIT Ta HAIIMHOCTI
00poOKH JaHUX.
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Analytical model of a distributed registry based on the concept of crowding
Andriy Kovalenko, Ivan Zamriy, Volodymyr Popov, Dmytro Zharikov

Abstract. Relevance. The main problem in the formation of a registry in distributed systems is to determine the depend-
ence between the parameters of the request flow, the speed of transaction service and the general characteristics of the system
performance. The purpose of the study: to build an analytical model of a distributed registry, which allows describing the transac-
tion processing process in terms of the theory of queueing and determining the key indicators of the system's efficiency. Results.
The article proposes an analytical model of a distributed registry, built on the basis of the theory of queueing. The model describes
the processes of recording, verification and confirmation of transactions in a decentralized environment, taking into account the
limitations of the node's bandwidth and the intensity of incoming requests. The use of a queuing apparatus allows us to formalize
the time characteristics of the system, estimate the average waiting time for transaction processing, the load factor of nodes, and
the probability of delay. An analytical study of the influence of network parameters on the productivity of the registry has been
conducted and the conditions for system stability have been determined. The proposed approach can be used to optimize the archi-
tecture of distributed systems with increased requirements for speed and reliability of data processing.

Keywords: distributed registry, queuing, analytical model, transaction, system productivity, stability.
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RESEARCH OF DISTRIBUTED DATA EXCHANGE TECHNOLOGIES
IN THE CONTEXT OF INTELLIGENT TRANSPORT SYSTEMS

Abstract. The article presents the results of a study of distributed data exchange technologies aimed at ensuring effective
interaction between components of intelligent transport systems (ITS). Modern approaches to the organization of
decentralized information transmission networks are considered, in particular, the use of the concepts of distributed registries,
peer-to-peer protocols, and service-oriented architectures. An analysis of the requirements for reliability, latency, and
bandwidth of communication channels, which are critical for data exchange scenarios between vehicles and infrastructure, is
conducted. Based on a comparative analysis, the advantages and limitations of existing technological solutions in the context
of ensuring security, scalability, and fault tolerance are determined. The results of the study can be used to design adaptive
traffic management models and develop intelligent interaction modules in new generation transport networks.

Keywords: intelligent transportation systems; distributed data exchange; decentralized networks; distributed ledger;

scalability; data transmission reliability.

Introduction

With the continuous development of information
technology, which facilitates the creation of complex
computing systems solving diverse problems, data
communication networks play a key role in ensuring fault
tolerance and operational stability. Many components of
modern information systems generate their own information
flow, requiring processing and distribution to other devices
across the network. Prioritizing traffic, balancing, and
accounting for peak load periods dictate specific
requirements for the technologies used, based on the
computing resources expended, memory, volume, and
processing and transmission speed requirements for the
network traffic they generate. Furthermore, considerable
attention is paid to ensuring the security and transparency of
certain information system activities, to monitor incidents
and potential malicious threats, as well as to guarantee the
integrity of data (or the recording of the date and volume of
these changes). Blockchain technology can meet many of
the requirements for secure and resilient data systems;
however, in the vast majority of cases, it requires excessive
computing resources, which are critical when using
variations of the most popular consensus algorithms.
However, there are more computationally lenient consensus
algorithms, the continuous use of which also introduces a
number of limitations: requirements for creating trusted
network sections, delays in communication sections, or
ensuring a fully connected system where each network node
is directly connected to all other nodes. This encourages the
creation of a variety of consensus algorithms with their own
characteristics to solve specific problems, which is due to
different goals and use cases [1]. For example, financial
applications may require high transaction speeds, while data
storage systems may emphasize security and reliability. This
requires the development of specialized consensus
algorithms adapted to specific needs [2]. Given the
characteristics of modern heterogeneous communication
networks, the lack of flexibility in transmitting blockchain
traffic is one of the key reasons for not implementing it.
Thus, a system for regulating the volume and speed of
blockchain traffic throughout the day would ensure the

required flexibility for all situations—more frequently when
blockchain traffic is not a priority, less frequently when it is,
depending on the ultimate goals and implementation. In
addition to regulating traffic volumes, computing resource
requirements should also be considered. Modern
communication networks consist of components with
varying computing power, the primary task of which is data
processing and transmission. Under current conditions,
installing a blockchain client on network components will
have a significant impact on equipment and data processing
speed, especially during peak hours. Since consensus
algorithms largely determine the resource-intensive nature
of the computations required to process transactions and
generate blocks, regulating them during data processing,
taking into account specific network and computing
parameters, will allow for flexible decisions about whether
to use the most resource-intensive algorithm and switch to a
less resource-intensive one during peak loads.

1. Literature analysis

The application and integration of blockchain
technology, as a specific implementation of distributed
ledger technology, its impact on network characteristics,
and applicability issues are discussed in the works of
Ukrainian and international scientists V. Buterin, S.
Kasahara, Q. Xia, Y. Sun, L. Cocco, and others. Many
works are devoted to investigating issues of network traffic
distribution and its impact on network characteristics [3],
examining the technical maturity of the approach for
integration into existing systems [4], and also the security
aspects of the technology. A number of scientific papers
are devoted to optimization based on research into
consensus algorithms [5]. However, the problem of
adapting these algorithms to telecommunication network
conditions remains understudied, particularly in terms of
developing an adaptive algorithm for selecting blockchain
consensus on communication networks [6].

2. Main part

To evaluate a number of parameters, as well as the
viability of the concept of integrating blockchain
technology into modern communication networks and
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the IT landscape, a series of experiments were conducted
in the context of an intelligent transportation network,
since such a network, in its architecture and structure,
reflects all the main features important for measurement.
For example, the hardware of network sections, the
different levels of network activity for data transmission
in the context of a large city center and a remote highway
in the northern regions.

For this reason, many experiments and testing were
conducted specifically under ITS emulation conditions
[6]. The main goal of the study is to evaluate the node's
operability and its operating speed under the load
imposed by the infrastructure elements of the intelligent
transportation network concept. To date, various studies
have already presented scenarios for transmitting
information from automotive and road sensors, but
without interaction and integration with the blockchain
network. From the standpoint of studying the operability
of a classic blockchain node, the most indicative is testing
close to load testing of the node, in which the number of
requests to it is sufficiently large over a limited period of
time. A study [7] assessing traffic intensity at a toll plaza
on an Austrian toll road was used as reference data.

These studies revealed the average number of
vehicles passing the toll plaza per week at each hour of
the day. Table 1 presents the number of vehicles at each
hour, as well as the percentage of vehicles passing this
section at each hour of the day.

Table 1 — Correlation between time of day
and the number of passing vehicles

Based on the tabular data, a graph was obtained
showing the peak values as well as the overall traffic
intensity profile after correlating the values 12 times, and
is presented in Fig. 1.

Thus, each vehicle sends a transaction based on the
received data. To simulate these transactions, the authors
developed a Python script. This allows them to simulate
network load based on traffic intensity data for the segment
in question. The correlation process accelerates the study
and, using load testing, evaluates whether the blockchain
network node can handle the increased load. The
calculations performed accelerated the simulation process.
During the study, 1 hour of real time becomes 5 minutes
of the study, which also affects the number of vehicles, as
shown in Fig. 1. From a script perspective, this simulation
also requires multithreading to correctly send transactions
according to the obtained load distribution. During
transaction sending, the script interacts with the Web3
library API, which enables interaction with a node of a
private instance of the blockchain networks under study on
the developed simulation rig.

To develop the model rig and conduct further
research, two blockchain platforms were used: Ethereum,
which operates on the PoW algorithm (as it supports two
implementations — PoW and PoS [9]) and Waves, which
operates on the LPoS algorithm. Due to the operational
specifics of private network instances of the platforms
under consideration, two model rigs were organized. The
choice of these blockchain networks was motivated by
several reasons. These blockchains allow for the
organization of private networks based on open source
code, enable the launch of smart contracts, as well as the
construction of hybrid systems and the creation of
solutions with the integration of third-party technologies.
The key difference between these blockchain platforms
is the underlying consensus algorithms, which impacts
the performance of the blockchain network, its security,
and the hardware requirements for the node of the
organized network. Waves Enterprise is a blockchain
platform that enables the creation of various blockchain
solutions based on smart contracts. The distributed
network infrastructure allows for the execution of a large
number of transactions in short periods of time. One of
the platform's advantages is the ability to create your own
private network using an open jar file containing all the
necessary files and configuration data for setting up your

Hours Number | OBU Hours Number of | OBU
of OBU % OBU %
0 600 1,65 12 1920 5,26
1 350 0,96 13 2000 5,48
2 250 0,69 14 2200 6,03
3 200 0,55 15 2300 6,31
4 150 0,41 16 2500 6,85
5 100 0,27 17 2900 7,95
6 125 0,34 18 3100 8,5
7 225 0,62 19 3000 8,23
8 1000 2,74 20 2850 7,81
9 2100 5,76 21 1850 5,07
10 2200 6,03 22 1500 411
11 2050 5,62 23 1000 2,74
Total number of OBU: 36470
In this study, it is 300

assumed that each vehicle
passing through the toll plaza
sends one transaction to a
blockchain network node [8].
The transaction sent can
contain various information,
ranging from the fact of
payment, the fact of passage, to
the condition of the road
surface. The objective of this
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Fig. 1. Calculation of the number of cars in relation to hours after correlation
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A similar principle applies
to the Waves network.
A diagram of a simulation using Waves blockchain
network nodes is shown in Fig. 2. The Waves model
stand consists of the following elements:

— OBU - a user device initiating a transaction based
on current data,

— pywaves (HTTP client) - a framework whose main
purpose is to interact with the Waves node's HTTP API,

—HTTP API - Waves node software interface, which
provides the ability to interact with the Waves node,

— Waves node — A staker (generator node) is the
main software node of the Waves blockchain network. It
initiates the process of block assembly and transaction
processing.,

— Waves node - Verifier - an additional software
node of the Waves blockchain network whose main task
is to confirm transactions and blocks,

— Waves Explorer, a web interface that allows you
to check the current state of nodes and deploy smart
contracts, the Waves blockchain network - a private
network was created for testing purposes.

The OBU initiates a transaction and transmits its
current state to Pywaves. Pywaves, using the received
data, creates a transaction request in a format readable by

Fig. 2. Model rig for conducting an experiment
based on the open blockchain client LPoS Waves

the HTTP interface and sends it to the HTTP API. The
HTTP API processes the received request and records
information about the attempted transaction on the
primary node (the generator node).

The generator node (staker), upon receiving the
transaction, sends it for verification to its quorum — a
meeting of all nodes in the network —and awaits
verification from the verifier node. The generator node,
having collected a certain number of verified transactions
or having waited a certain period of time, initiates the
formation of a block that will consolidate all accumulated
transactions. Information about a successfully formed
block is returned to the client via a similar path. Two
scenarios were considered in this study: in the first case,
transactions were sent to the blockchain network for
recording, and in the second, they were requested from
the blockchain network, which allowed us to evaluate the
response time from the blockchain node. It should be
noted that the write request to the blockchain network
and the read request from the blockchain network were
executed simultaneously. The write request to the
blockchain network occurred according to the schedule
shown in Fig. 3.
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Fig. 3. Transaction processing time (A — for the Ethereum network, B — for the Waves network)
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The read request from the blockchain network, in
turn, occurred every 1 second. Thus, Fig. 3 (A) shows the
results of writing data to the Ethereum blockchain
network, and Fig. 3 (B) shows the results of writing data
to the Waves blockchain network. It should be noted that
all experiments are performed while waiting for
confirmation of the transaction being written to the
network. That is, to write the next transaction, a response
from the blockchain network confirming that the
transaction has been successfully processed and recorded
is required. The need for confirmation of the write is due
to the system's sensitivity to losses, as the loss of data
from the OBU, in the case of recording fare data, could
result in incorrect vehicle information.

As can be seen in Fig. 3 (A), the long transaction
processing time and obvious losses are clearly visible.
During the experiment, 3,000 transactions were written to
the blockchain network, of which only 2,554 were
successfully processed, meaning that 446 transactions were

discarded and not registered in the blockchain network. The
losses amount to 14.9%. In the case of writing data to the
Waves blockchain network, there are no losses when
writing transactions to the blockchain network. Fig. 3 (B)
clearly demonstrates that the transaction writing speed is
20-40 times higher than in the Ethereum blockchain
network. It is also necessary to take into account that
private networks were configured to process incoming
transactions as quickly as possible with relatively low
hardware characteristics. Thus, when constructing the SD-
loV-Blockchain  network  architecture  [5], the
implementation of a single blockchain network node is
only possible if the LPoS consensus algorithm is used.

Fig. 4 shows the result of processing a read request
from the blockchain network. Similarly, a clear
advantage can be seen in the Waves blockchain network
with the LPoS algorithm, where the read request
processing speed is, on average, 10 times higher than that
of the Ethereum PoW blockchain network.
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Fig. 4. Data reading processing graph (A — for Ethereum-based implementation, B — for Waves-based implementation)

BucnoBku

Based on the obtained research results, it can be
concluded that the Proof of Stake consensus algorithms and
the Waves blockchain network are more suitable than the
classic Ethereum blockchain network under conditions of
limited hardware specifications. This study demonstrates
the feasibility of integrating and applying blockchain
technology within the ITS concept and its overall suitability
for use. It also clearly demonstrates the need for balancing
depending on current network conditions, as the graphs
show the periods of effectiveness of each algorithm.
Implementing an adaptive algorithm for blockchain data
flows would enable efficient data recording and hardware
load balancing. Further research should be directed towards
the development of mathematical models for optimizing
distributed data exchange processes, taking into account

the dynamic characteristics of the transport environment.
The use of artificial intelligence and machine learning
technologies for adaptive management of information flows
in conditions of variable traffic intensity is promising.
Particular attention should be paid to issues of data security
and confidentiality in distributed networks, in particular the
use of cryptographic methods and trust mechanisms
between system nodes.

Another important direction is the integration of
distributed technologies with 5G/6G communication
systems to ensure ultra-reliable and low-latency
communication (URLLC), which is critically important
for  Vehicle-to-Everything  scenarios.  Conducting
simulation and experimental studies will help assess the
effectiveness of the proposed solutions and contribute to
the formation of architectural standards for new-
generation intelligent transport systems.
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JlocJ1izkeHHSI TeXHOJIOTiH PO3Moi/IeHOro 00MiHy JaHUMH Yy KOHTEKCTI iHTe1eKTyaIbHIUX TPAHCIIOPTHHX CHCTEM
H.T. Kyayk, M. A. Tperybenko, [JI. A. Kosanerko, [I. O. Jlucumsa, O. M. bensopin-Eppepa

AHoTamisi. Y cTaTTi MpeICTaBICHO PE3yIbTaTH JOCIIHKEHHS TEXHOJIOTIH PO3MO0/IiIeHOro 0OMiHy JaHUMH, OPiIEHTOBAHHX
Ha 3a0e31edeHHs eeKTHBHOI B3a€MO/iT Mk KOMITIOHEHTaMH iHTeNneKkTyansHuX TpaHcnopTHHX cucteM (ITC). PosrmsayTo cywacHi
MiAXOOM 10 OpraHi3alii JeIeHTpali30oBaHuX Mepex Imepenadi iHpopmalii, 30KkpeMa BHKOPUCTAHHS KOHIEMIINH pPO3IOMiICHUX
peecTpiB, OMHOPAHTOBUX MPOTOKOJIIB Ta CEPBICHO-OPi€EHTOBAHUX apXiTeKTyp. [IpoBeneHo aHasi3 BUMOT 10 HAAIHHOCTI, 3aTPUMKH
Ta TPOMYCKHOI 3MaTHOCTI KaHAIB 3B’S3KY, III0 € KPUTHYHUMH ISl CLIEHapiiB 0OMiHYy JaHMMH MiX TPAHCHOPTHHMHM 3aC00aMM Ta
iHppacTpykTyporo. Ha oCHOBI MOPIBHSJIBHOTO aHAi3y BU3HAYEHO MepeBard Ta 0OMEKEHHs ICHYIOYHX TEXHOJIOTTYHUX PillleHb Y
KOHTEKCTi 3a0e3neueHHs 0e31eKku, MacTaboBaHOCTI Ta CTIHKOCTI 10 3001B. Pe3ynbraTi nocnikeHHs MOKYTh OyTH BUKOPUCTaHI
JUIL TIPOEKTYBAHHS aJalTUBHUX MoOJeNield yHpaBiiHHS TpadikoM i po3poOJIeHHs IHTENeKTyalbHHX MOJYJIB B3a€EMOJIl B
TPAHCIIOPTHHUX Mepekax HOBOTO TIOKOJIHHS.
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STRUCTURAL AND FUNCTIONAL MODEL OF A CONVOLUTIONAL
NEURAL NETWORK FOR PROCESSING, ANALYSING AND
CLASSIFYING IMAGES OF VARYING COMPLEXITY

Abstract. The article presents presents a structural and functional model of a convolutional neural network (CNN)
designed for processing, analysing and classifying images of varying complexity. The model is based on a multi-level
architecture using convolutional, residual and parallel computing blocks, which ensure high adaptability to different types of
input data. The input tensor is normalised by the mean and standard deviation of the sample, which reduces data variability
and stabilises the learning process. The first convolutional layer performs the initial extraction of image features with ELU
activation, which ensures continuity of gradients and eliminates the problem of ‘dead neurons.” The implementation of skip
connections ensures the consistency of information flows and increases the stability of training. The results demonstrate
increased classification accuracy and noise resistance compared to basic CNN architectures.

Keywords: convolutional neural network; image processing; classification; feature analysis; structural-functional model;

deep learning.

Introduction

In today's computer vision systems, flexible and
robust models are needed to process images of varying
complexity, from simple contour shapes to scenes with
high noise levels and uneven lighting [1, 2].
Convolutional neural networks (CNN) have proven to be
an effective tool for classifying and analysing visual data.
However, classical architectures such as LeNet, AlexNet,
or VGG demonstrate limited generalisation ability when
working with heterogeneous datasets [3, 4].

Therefore, there is a need to build a structural-
functional model capable of adapting to different levels
of complexity of input images, minimising the loss of
informative features and ensuring stable convergence
during training [5, 6].

Problem statement. The aim of the research is to
develop and mathematically formalise a structural and
functional model of a convolutional neural network
optimised for multi-level image processing, analysis and
classification.

To achieve this aim, it is necessary to:

1. Describe the network architecture, taking into
account multi-scale feature processing.

2. Justify the choice of activation functions and
residual connection mechanisms.

3. Implement a mathematical model that ensures the
stability of the gradient flow.

4. Conduct an experimental evaluation of the
accuracy and noise resistance of the model.

Convolutional neural network
architecture model |

Let us consider the architecture of the developed
convolutional neural network, which is a specialised
architecture for the regression of four critical parameters
of the adaptive local contrast algorithm [7, 8]. Unlike
classical contrast methods (CLAHE, Multi-ScaleRetinex),
the proposed model provides dynamic adaptation to local
statistical characteristics of the image, which is critical for
processing in conditions of non-stationary visibility.

Fig. 1 shows a topological diagram of the CNN
architecture for adaptive control of adaptive local
contrast parameters.

Input layer
Image HxWxC

Normalization
Preprocessing

of input data
L !

Conv2D layer 1
32 filter 3x3
Activation

Residual
Block 1
Skip Correction

Branch A ) ( BranchB)

Conv2D A
64 filters 3 x 3
Activation: ELU

-

Conv2D A
32 filters 3 x 3
Activation: ELU

Residual
Block 2
Union of branches

( Output regression layer W
4 filters 1x1, Sigmoid
Global averaging

Adaptive local
contrast settings:
r-optimal
H-target

RHF-target
\ J

Fig. 1. CNN architecture diagram
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Input layer. The input tensor X0 is defined as [9]:
X0 €RA"(H x W x C), D

where H, W, C represent height, width, and number of
channels, respectively;

for monochrome images, C = 1; for RGB images,
c=3.

Preliminary normalisation is performed according
to:

%=1, &)

where 1 and o are the mean value and standard
deviation of the sample.

Convolution layer 1. The convolution operation
of the first layer is mathematically described as [10]:

Yli,j,k =

Wlnnsk * XOitm, jen,s + 3)
+b1k 7

-ew(Txy
m n s
where W1eRMN3 x3xCx32) -
tensor;
bl € R32 — offset vector;
k e {1, 2, ..., 32} — output feature map index.
The ELU activation function is defined as

filter weight

X, if x >0

ELU(X):{a(eX—l), if x < 0, )

where o = 0.1 is the saturation parameter.
Residual connection block. Implementation of
skip connection with identical mapping [11]:

Z1=Y1+ F _identity(X0), , (5)

where F_identity — function of reducing the dimension
of the input tensor to the dimension of the output tensor
through a convolution operation 1 x 1.

Parallel convolution blocks. Branch A (Conv2D
with 64 filters):

A
Y2i,j,k =

A
W20 nsk - Zhism, jens "} (6)

| gyt

Branch B (Conv2D with 32 filters):

B
Y2ijk =

B .71 . 7
_ELU ZZZ[\NZm,n,s,k ZYiim,j+ns "} . @

mn s +b2||?

Residual connection block 2 with dimensional
conversion:

z2-y28B +C0nvl><1(Y2A), (8)

where Convlx1 ensures channel number coordination.
Regression output layer. Final convolution
operation to obtain a parameter map:

Yijk =

W _OUtm,n,k X

o 9)
= Sigmoid| " xZ2im j+n +b_oUty ||

Global averaging to obtain scalar parameters of
ALC:

1 .
O=——3 SV
k HW Izg IY]Yk 1
ke{r,Tc,H _Target,RHF _T arget}.

(10)

In the following section, we will examine the
rationale behind the architectural solutions.

Choosing the ELU activation function. In the
context of contrast tasks, the ELU function offers critical
advantages over ReLLU and its modifications [12]:

1. Elimination of the ‘dead neuron’ problem:
negative activation values preserve the gradient flow,
which is critical for analysing low-contrast areas of an
image.

2. Zero centring of activations: E[ELU(X)]=0
contributes to faster convergence during training by
improving the condition number of the Hessian matrix.

3. Continuity of the derivative: the smoothness of
the function at x = 0 ensures the stability of gradient
descent.

Residual connections (Skip Connections): the use
of a ResNet-like architecture is due to the specifics of
the contrast parameter regression task [13, 14]:

1. Preservation of original information: the
identity mapping F(x) + x prevents the degradation of
low-frequency components of the image.

2. Solving the vanishing gradient problem: the
direct path of gradients through skip connections
accelerates the training of deep networks.

3. Adaptability to different image types: residual
training F(x) = H(x) — x allows the network to focus
on the increments necessary for a specific type of
scene.

2. Adaptive contrast control mechanism

A key feature of the developed architecture is its
integration with the adaptive local contrast algorithm
through the regression of four target parameters,
including r — the size of the adaptive window.

The regressed value of r determines the locality of
the contrast analysis [15]:

r_optimal =CNN (1) e[r_min;r_max], (11)

where the optimal value depends on the local entropy
H(x,y) and frequency characteristics RHF(x, y), and
sharp changes are smoothed by the quality estimate of
the previous image frame Q_prev.

Contrast threshold value (Tc), Parameter Tc
controls the sensitivity of the algorithm to local

brightness variations:
Tc_optimal =CNN (1)-o _local (x,y).  (12)

Target statistical characteristics (H_target,
RHF_target) and CNN predict the optimal values of
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entropy and frequency response that should be aimed
for adaptive local contrast [6]:

H_target =CNN _H (1);

(13)
RHF_target = CNN _RHF (I).

Loss function and training methodology Unlike
standard approaches using L2 regression, a specialised
loss function has been developed:

L_total =A1-Q_ prev+

. . (14)
+A2-L _consistency + A3-L _stability,

where Q_prev — non-reference image quality metric;

L_consistency — measure of consistency of
parameters with local characteristics;

L_stability — time stability regulator for video
sequences.

Gradient learning through adaptive local contrast
feedback.

The uniqueness of the approach lies in end-to-end
learning through the chain (Fig. 2):

a_
oW
_oLoQ a_ALC oW (15)
oQ ol _ALC 00 al_ALC’
where al—aﬂ is of the adaptive local contrast

algorithm for evaluating the previous frame Q_prev.

CNN

[ Adaptive Local Contrast ]

!

[ Quality Assessment ]

Fig. 2. The learning chains

CLAHE (Contrast Limited Adaptive Histogram
Equalisation):

« fixed window size and cliplimit parameters;

* no adaptation to spectral characteristics;

+ computational complexity O(N?) for a window
size of N x N.

Multi-ScaleRetinex:

* requires preliminary adjustment of weight
coefficients;

* sensitivity to haloeffect artefacts;

« limited applicability to IR images.

Proposed CNN-adaptive local contrast approach:

- automatic adaptation of parameters to scene
characteristics;

- versatility for visible and IR ranges;

» computational efficiency O(1) after
training.

CNN

Features of implementation on FPGA:

« features of weight and activation quantisation for
hardware implementation 8-bit quantisation with
precision preservation is used:

W _ quantized =
round (W _ float - 2”)

(16)

2" ’
where n = 7 for weights, n = 8 for activations.
ELU function approximation:
« on PLIS, the ELU function is implemented
through piecewise linear approximation:

ELU _approx(x) =

_{x, if x > 0; an

LUT _exp(x), if x <0,

where LUT_exp — precomputed table of exponential
values.

Pipeline processing:

« The PLIS architecture enables pipeline
processing with a latency of 3 cycles per pixel at a
frequency of 150 MHz, providing a throughput of > 60
FPS for a resolution of 1920 x 1080.

3. Experimental validation
and performance metrics

The effectiveness of the developed architecture
has been confirmed by comprehensive experiments on
diverse datasets, including aerial photography, IR
images, and images taken in conditions of limited
visibility [6].

The quality metrics achieved exceed those of
classical methods by 15-25% according to BRISQUE,
NIQE, and expert evaluation criteria.

When analysing contrast-based local processing,
optimisation techniques were found that allow image
frames to be processed on existing software and
hardware complexes.

In this case, an algorithm was used to operate the
complexes in real time (resolution of more than 2
megapixels with a frame rate of up to 50 Hz).

The influence of adaptive local contrast
parameters manifests itself in the following aspects:

1. The noise level depends on:

» window size:

large size — strong noise suppression,
blurring of details;

small size — preservation of details, weak
noise suppression;

* B parameter:

low value — noise suppression, loss of
contrast;

high value — preservation of contrast, noise
amplification;

* § parameter:

low value — increased contrast, loss of
detail;

high value — preservation of detail,
insufficient contrast.
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2. Blockiness artefacts:

* large window size can cause blockiness;

* small window size reduces blockiness but can
increase noise.

3. Preservation of fine details:

+ optimal with small window size and high B value;

* deteriorates with large window size and low
value.

4. Brightness distribution:

- adaptive local contrast strives for uniform
distribution;

+ the shape of the histogram depends on the
adaptive local contrast parameters.

5. Frequency composition of the image:

+ changes under the influence of adaptive local
contrast;

+ depends on the DCP-RHF parameter.

Let us consider a one-dimensional case. Let there
be a convolution kernel [-1, 1] (difference calculation
operator).

If the input signal is

[10, 10, 10, 20, 20, 20]
(weak gradient), then the convolution output will be
[0, 0, 10, O, 0].
If the input signal is
[0, 0, 0, 255, 255, 255] (sharp gradient),
then the convolution output will be
[0, 0, 255, 0, 0].

As the contrast increases, the amplitude of the
output signal increases.

Low-contrast images often contain fine details that
are difficult to distinguish due to a low signal-to-noise
ratio. Increasing contrast makes these details more
visible, allowing CNNs to extract more informative
features.

Change in feature statistics.

Increasing contrast changes the statistical
distribution of pixel values and, consequently, the
statistical distribution of neuron activations in
convolutional layers. This can cause the CNN to
highlight other, more relevant features.

Impact on non-linear activation functions.

Activation functions (e.g., ReLU, sigmoid) in
CNNs respond differently to input signals with different
amplitudes. Increasing contrast can change the nature of
neuron activation, affecting the spread of information
across the network.

For example, ReLU is activated only for positive
input values. If the signal is weak, most neurons may be
inactive.

Increasing contrast can ‘turn on’ more neurons,
making the representation richer. When analysing
contrastive local processing, optimisation techniques
were found that allow image frames to be processed on
existing software and hardware complexes. In this case,
the algorithm for the operation of the complexes in real
time was used (resolution of more than 2 megapixels
with a frame rate of up to 50 Hz).

Conclusions

A method for selecting the initial coefficients of
the contrast modification algorithm for three types of
image receivers has been developed.

On this basis, a local contrast algorithm with
processing zones that automatically adjust to the image
subject has been developed.

Calculations were obtained for the distances
between sensors for image synthesis (complexing) in
order to minimise information from different channels
for a common receiver, as well as to eliminate
occlusions in the scene that block the target.

The implementation of the developed hybrid
algorithm on the Xilinx Kintex-7 XC7K325T FPGA
demonstrated high performance.

When using CNN for regression of ALK
parameters, a processing speed of over 60 frames/s is
achieved for images with a resolution of 1920x1080.

A simplified version of the algorithm (without
dynamic regression of CNN parameters, possibly with
fixed or slowly updated parameters) provides
performance of over 120 frames per second. FPGA
resource consumption is less than 70% for the full
algorithm with CNN and less than 40% for the
simplified version. The system's power consumption
does not exceed 5 W.
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CTpyKTypHO-(pyHKIiOHATBEHA MO/eJIb 3TOPTKOBOI HeliPOHHOT Mepe:xki
IJ1s 00po0KH, aHATI3y Ta Kiacudikamii 300pa:keHb Pi3HOI CKIATHOCTI

0. O. Moxaes, I'. A. Kyuyk, P. K. Cagapos, M. B. JlaBposcekuii, K. C. Mopo3

AHoTanmisi. Y craTrTi NpeACTaBICHO CTPYKTYPHO-(YHKI[IOHANbHY MOJedb 3ropTKoBoi HeifpoHHOi Mepexi (3HM),
npHu3HaueHy A oOpoOku, aHamizy Ta kiacudikamii 300pakeHb pi3HOI cKnagHOCTi. Monenb Ga3yeTbest Ha OaraTopiBHEBiit
apXiTeKTypi 3 BUKOPHUCTAHHIM 3rOPTKOBHX, 3JIMIIKOBUX 1 MapajlelbHAX OOYMCIIOBANBHHUX OJIOKIB, IO 3a0€3MeUyIoTh BUCOKY
aJanTHBHICTh A0 PI3HUX THIIIB BXIJHUX TAaHUX. BXigHWI TEH30p HOpPMANI3YEThCS 32 CEPENHIM i CTAHAAPTHUM BiIXWICHHIM
BUOIpKH, IO JO3BOJISIE 3MEHIIINTH BapiaTUBHICTh JAHUX 1 cTaliimi3yBaTH mpoliec HaBuaHHs. [lepmmii 3ropTKOBUIl MIap BUKOHYE
MOYAaTKOBE BHUAUIEHHS O3HAK 300pakeHHs 3 aktuBarieio tumy ELU, ska 3a0e3medye Oe3mepepBHICTH I'Pai€eHTIB Ta yCyBae
mpobieMy ‘“‘MepTBUX HelpoHiB”. Peamizaris 3ammmkoBux 3B’s3kiB (skip connections) 3abesmedye cramictb iH(GOpMamiiHIX
MOTOKIB Ta MiJBHINye CTaOiNbHICTH HaBUaHHA. OTpHMaHI pe3ylbTaTH JEMOHCTPYIOTH MiJBHINEHY TOUYHICTh Kiacupikamii Ta
CTIHKICTB J10 IIyMiB y TIopiBHsHHI 3 6a30BuMH CNN-apxiTekTypamu.

KawuoBi cmoBa: 3roprkoBa HeHpOHHa Mepexa, oOpoOka 300paxkeHb; KiIacHpikallis; aHali3 O3HAK; CTPYKTYpHO-
(yHKIIOHAIBHA MOJIENb; TIINOOKE HAaBUAHHS.
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SHALLOW ANN MODELS TO CLASSIFY UKRAINIAN AI-GENERATED TEXT

Abstract. In this study, we address the task of detecting Al-generated fragments within Ukrainian-language texts. The
objective is to develop a tool capable of identifying content produced with the assistance of artificial intelligence, particularly
in PDF documents related to the IT domain. The research explores and analyzes existing solutions and approaches currently
available in this area. Several commercial Al-content detectors were evaluated using our custom datasets. The dataset was
constructed by segmenting bachelor's theses from IT-related fields into fragments of approximately 1,000 characters each.
Five artificial neural network models were tested using the custom dataset combined with a traditional NLP pipeline,
achieving an accuracy of 87-88%. Given the complexity of the problem and the ethical considerations within the educational
context, the classification results should be further validated by human experts. The current implementation can serve as a

foundation for future improvements.

Keywords: artificial neural networks (ANN); shallow ANN models; Al-generated content (AIGC); LLM; Al detector.

Introduction

Acrtificial Intelligence (Al) and Generative Al
(GenAl) in the form of Large Language Models (LLMs)
(often referred to as “Al” these days) are fundamentally
changing not only life and work, but also the educational
process. The widespread use of hundreds of LLMs in the
form of chatbots in recent years has opened up many
opportunities for both students and teachers. These
include organizing personalized learning with the help of
chatbots, automating routine tasks, creating tests and
assignments (and even grading them), adapting course
content, and more [1]. However, the use of GenAl tools
also poses significant risks to academic integrity and
ethical usage by both students and teachers [2]. A major
challenge for teachers is understanding whether the
solutions to problems proposed by students are simply
artificially generated [1, 2]. When students use Al to
perform cognitive tasks that require thinking, forming
their own thoughts in the form of text, or generalizing, it
undermines the fundamental goal of academic work,
which is to develop critical thinking and master clear
communication skills [1].

On the other hand, the introduction of technical
tools that can create a basis for unfairly accusing students
or teachers of violating academic integrity can increase
the number of avoidable conflicts, as well as reduce the
level of trust in the academic environment.

Despite this, the problems of violating academic
integrity are relevant (checking texts for possible
plagiarism has been performed automatically for many
years), and tools for automatically identifying generated
content in the form of texts or images continue to be
created and become widespread both in the academic
environment and when solving professional tasks related
to working with content and requirements for it.

Review of existing solutions

Despite the flaws and drawbacks of Al content tools
mentioned above, Al-created content detection problem
generated huge scientific interest over the last few years
[3-6]. Machine-generated content detectors are designed
to identify text produced by Al (Al-generated content -
AIGC), often asserting their effectiveness across various

conditions and different language models. These
detection methods are generally categorized into three
primary approaches [3, 7, 8] described below.

Trained Detectors. These systems leverage labeled
datasets comprising both human-written and Al-
generated texts to train binary classification models.
Through this training, they learn to recognize distinct
patterns, structures, and stylistic characteristics unique to
each type of text.

The frequent choice for this approach is to use
BERT-based pretrained models as feature extractors for
the text being analyzed. An example of this could be [9],
where authors used ROBERTA models to classify Al-
generated texts with 95% accuracy.

The representative of this family could also be
GPTSentinel [10, 11], which includes RoBERTa-
Sentinel and T5-Sentinel models. The first one uses
RoBERTa pretrained model to extract features of the text
with further classification of them using MLP. The
second approach represents a sequence-to-sequence
problem solved using the T5 model and producing
“positive” or “negative” classification keywords in text
form. Both models achieved over 97% accuracy.

RADAR [12-14] is the other example from the
supervised classifier family. It addresses the issue with
the failure of Al-text detections when facing LLM-
paraphrased texts (available for the English language
only).

The main drawbacks of the trained detectors family
are obvious: building these models requires AI/ML/DL
knowledge, the dataset according to the problem being
solved, the hardware and time resources to train, deploy,
and support the solution. But such models are effective
in the particular domain, and could be modified or
improved according to new requirements.

Zero-Shot Detectors. Unlike trained detectors
described above, these methods do not require explicit
training on Al-generated text from specific models.
Instead, they infer the origin of Al text based on general
linguistic properties, statistical features, and anomalies,
or the inherent predictability of machine-generated
content. The perplexity, burstiness, N-gram, and
probability analysis are often mentioned in papers for the
methods of this family.
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It was shown that Al-generated text tends to occupy
negative curvature regions of the model’s log probability
function, so this could be the only classification criterion
[15]. DetectGPT detector [15] does not require training
of a special classifier, but uses perturbation of the text to
build a log probability function to make the decision.

Fast-DetectGPT [16] was proposed as an update of
DetectGPT and included a performance boost and
accuracy improvement.

The main limitation for this set of methods is the
availability of the probabilities for the model’s
dictionary; for instance, a lot of popular LLM models
don’t reveal them.

Watermarking Techniques. This approach
involves embedding a subtle, hidden pattern directly into
the generated output, which can later be detected to
confirm its Al origin [7]. While theoretically robust, this
method is less commonly employed in black-box
detection scenarios where the detector has no control
over the content generation process. Probably, the
continuous advances in LLM will make watermarking
the only method to classify AIGC in the future.

There is also a separate field of commercial
detectors, e.g. GPTZero, ZeroGPT, Originality.ai, and
others. They use different methods and their
combinations to classify Al-generated content, and often
provide benchmarks to compare quality with
competitors.

GPTZero [17] reported an accuracy over 99% and a
false positive rate below 1% [18] for the languages it
supports. There is no official support for Ukrainian, but
results are available for this language with a “partially
supported” system message.

ZeroGPT [19] claims 98% accuracy, based on
training with 10 million Al-generated articles, and
support of all available languages.

Originality.ai [20] claims 99% Al Content
Detection Accuracy, positioning itself as a highly
accurate detector for various Al writing tools, including
GPT4.1, ChatGPT40, Gemini 2.5, Claude 3.7, and
DeepSeek V3, supports Ukrainian.

Copyleaks Al Detector [21] offers over 99%
accuracy, supports 30+ languages, and detects popular
LLM models, including ChatGPT, Gemini, and Claude,
as well as newer models as they’re released.

Isgen.ai supports over 80 languages, including
Ukrainian, and claims to reach over 96% accuracy [22].

The consistent claims of very high accuracy (98-
99%+) from commercial tools like Copyleaks,
Originality.ai, and ZeroGPT contrast with scientific
papers' research, which report on the various problems
and accuracy issues with unseen data.

Finally, there are many enthusiastic projects (e.g.,
located on GitHub) with custom Al-text detectors, but a
lot of them are already abandoned.

As a summary of this section, we can conclude that
the problem of AIGC classification is complex both from
a research and a practical point of view. A lot of LLMs
exist, and they are evolving quickly, providing better and
better quality of content, which requires constant
updating of Al-detectors, which themselves are not very
precise in practice initially. More control over quality and

classification process is possible with the training of
custom models in the domain of the problem, but this
approach requires knowledge, data, time, and resources
for the development, deployment, support, and
continuous improvement. There are no good solutions to
support the detection of AIGC in the Ukrainian language.

Ethical considerations

Modern AIGC detection tools are widely known for
their unreliability and classification errors, especially in
cases where the author of the text is not a native speaker
of the verification language [1].

False accusations of academic misconduct arising
from unreliable Al detectors can have serious
consequences for authors, whether they are students or
teachers. The widespread problem is not just the
inaccuracy of these detectors, but also the underlying
reason for this: they are designed to detect statistical
patterns, but human writing is inherently varied and
unpredictable, and artificial neural networks and quite
good (and constantly improving) at detecting these
statistical features. Additionally, authors have no tools to
prove the authorship of the content when some AIGC
detection tool mistakenly classifies the content to be Al-
generated. There is an opinion [23] about what
educational institutions should do instead of screening
Al-generated content with Al-detectors. These actions
include improving teaching and process-based
assessment methods, oral exams and discussions, and
educating students on the responsible use of Al tools.

The problem definition

The idea of the work is to build a research Al tool
that is useful in the detection of the AIGC in the PDF
documents in the IT domain. Taking into account all
previous considerations, we want to focus on the
principal axioms we are following in the research:

— this tool is not used for the automatic Al decision-
making about AIGC;

— the developed tool is not used for the blind blaming
of authors, it is much more a helpful assistant/recommender
for the checker to find strange/inconsistent pieces of text for
further improvements;

— we don’t focus on the high-accuracy numbers a
lot; we understand the complexity of the problem, and
care more about reliable and honest results for this
particular dataset, domain, and initial conditions.

Dataset

The dataset was created using the processing of 38
files with bachelor diplomas of students graduated in
2022-2024. The original text was split into segments of
about 1000 symbols each, with 150 symbols overlapping
between chunks without breaking words. The chunking
process is important here as it defines the further usage
and the evaluation of the models. This is very difficult to
define if a short text (e.g., a sentence) was written by a
human or generated from our point of view, so we created
chunks of some valuable size. On the other hand, the
results for each sentence classification are interesting, but
future models should operate with bigger chunks.
Finally, the dataset contains the chunks, even when by
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1000-symbol pieces, it is impossible to detect whether it
was generated or human-written. We left these examples
deliberately to see how they would be classified, so the
dataset is very challenging initially.

The chunks obtained after splitting were processed
manually in order to remove unnecessary spaces, break
lines, and special symbols, which could lead to
classification based on them. After this cleaning, we left
2533 chunks.

For each cleaned human-written chunk, we
generated its Al-written version using “gpt-40-mini”
model and this prompt: "Analyze the topic of the text
below and create similar text in Ukrainian. Don't provide
your summary, just use it for generation. Don't use
Markdown, just plain text. Don't rewrite the text,
generate your own:". After that, we received more than
15000 chunks (a few chunks appeared instead of a single
one because LLM added a lot of break lines), which were
processed manually as well. Some chunks contained
summary, markdown symbols (so, our model may fail for
the obvious case when markdown symbols show that the
text is definitely Al-generated), a lot of lines, or just bad
text. After the cleaning, we obtained 2634 chunks, and
this quantity is comparable with 2533 human-written
chunks, which makes this dataset balanced.

Evaluation with different existing Al-detectors

We tested how known commercial detectors work
for our custom dataset. We used evaluation versions of
the software for all of them for classification, but
followed our main idea — to classify text chunks grabbed
from the documents in an automatic manner, exactly like
we are going to do. The quantity of experiments differs
between commercial tools because they provide different
quantities of text tokens available for free (and no upload
of big documents), but we tested the same text chunks for
fair comparison.

For the five human-written text chunks classified by
GPTZero we received five uncertain decisions, only one
of them showed that the text was created by a human
(74% human and 26% Al), all others were shown as Al-
generated. Two text chunks from the five Al-generated
texts were classified as human texts (all of them with
uncertain decisions again).

ZeroGPT tool detected nine out of ten human-
written pieces as Al-generated (the correct sample
contains 44% of Al, all others — at least 87%), and all ten
Al-generated samples were classified correctly (with a
98% minimum quantity of Al-content).

Originality.ai classified 2 out of 10 human-written
text chunks as original text (with high confidence — 98%)
and 8 others as Al-generated (also with high — at least
97% - confidence). One Al-generated chunk was
classified as human-written, the other 9 were classified
correctly (all of them with at least 97% confidence).

We were able to test 20 text chunks with Copyleaks
detector, 4 human-written chunks were identified as Al-
generated (100% of Al-generated content), and 16
chunks were classified correctly (0% AIGC). The
situation is similar for Al-generated pieces of text: 5 of
them were misclassified as human-written (0% AIGC),
and 15 were classified as Al-written (100% AIGC).

All five human-written chunks were correctly
classified by the Isgen.ai tool, but 2 Al-generated pieces
out of 5 were classified also as human text (notifying that
100% content was human-created).

Grid search for the shallow architecture
of the model

We used a traditional NLP approach to solve text
classification problems: build an ANN model with one
embedding layer, a single dense layer, and an output
layer containing just one neuron. One of our goals is to
create such shallow models that could be trained on a
single CPU/GPU using regular hardware available for
everyone. 80% of the dataset were used as
training/validation, and the remaining 20% were used as
a test part.

The preprocessing of the text chunks includes the
calculation of the vocabulary size for the training part of
the dataset, training of a tokenizer for all training chunks
according to the vocabulary size, and pre-padding of
vectors to align all their lengths. The lengths of vectors
in the train data vary from about 230 symbols (appearing
as text chunks at the end of documents) to 1913 symbols
(appearing because Al-generated chunks sometimes are
longer compared to the initial ones), but about 90% of
lengths are in [850;1150] range. This tokenizer was
serialized and used during testing of the models.

The effective architecture of such shallow models
could be found with grid search, exploring a lot of
possible combinations of hyperparameters, revealing
also the opportunity to create ensembles of the models to
make a final classification decision.

Input vectors are fed into the first embedding layer
of the model, which converts integer labels of the words
according to the dictionary to meaningful continuous
values during training. The input parameters for this layer
are known already: size of vocabulary, size of the input
vector, and the size of the output vector — the
hyperparameter for this layer that should be defined via
grid search. Models tend to overfit during training, so we
tested values in [1;10] range as the size of the output
vector. The quantity of neurons for the dense layer we
tested was the powers of 2 in the range [2;128]. There
were no benefits in using longer embedding vectors,
pretrained embeddings, or an additional dense layer for
this task.

Training of nets was performed using Adam
optimizer, L2 regularizer, binary cross-entropy loss
function, RELU activation for the middle dense layer,
sigmoid for the last one, dropout layer, and early stopping
procedure, saving the best state of the model before it
starts overfitting.

Fig. 1 shows the entire picture of the grid with the
test accuracies of the models (better accuracies are
highlighted with green color).

Based on these results, we choose such five model
architectures: model 1 contained 2 embedding neurons
and 256 dense neurons, model 2 — 3 embeddings and 64
dense ones, model 3 — 4 embeddings and 64 dense
neurons, model 4 included 6 embedding neurons and 64
dense neurons, finally, model 5 was built with 10
embedding and 128 dense neurons.
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embeddings out quantity
1 2 3 4 5 6 7 8 9 10
2 [051]0,51]0,75]0,51|0,51[0,51]0,51]0,51]|0,51|0,51
4 |0,72|0,51|051]051]051]0,51] 051051051051
g [0,75]0,79|0,72|0,71|0,51[0,51 | 0,51] 0,51] 0,51 | 0,51
16 | 0,83/ 0,84 |0,87]0,51] 0,51 0,72| 0,81 ] 0,51 ] 0,51 0,51
32| 0,8 [0,87]0,85|0,82|0,74 0,86 0,87] 0,73 0,71 | 0,87
64 |0,54|0,83|0,89| 0,86 | 0,87 | 0,88 | 0,84 | 0,87| 0,87 | 0,87
0,76|0,85| 0,84 | 0,86 | 0,88 | 0,87| 0,87 | 0,88 | 0,88 | 0,89
0,88 0,840,387 0,88 0,86 0,87 0,86 | 0,86 | 0,87 0,85

dense layer neurons

Fig. 1. Results of grid search
for the selection of ANN architecture

Test accuracies for them were 88.00 (F1 score for
human class was 0.88, Al — 0.88), 87.62 (0.87, 0.88),
87.91 (0.87, 0.88), 87.75 (0.87, 0.87), and 87.13 (0.87,
0.87), respectively.

Ensembles

Using ensembles of ANN instead of making the
decision by just a single ANN can achieve better results
for the problems with insufficient data (multiple models
can learn different features of the data), or when a single
model does not provide good accuracy (a few models can
compensate the classification mistakes made by others).

There are a lot of ways to make a joint decision
based on the outputs from different models. They include
averaging of outputs, prediction the majority of models
after voting, different weighted schemes of models’

chunk I——
chunk I——

— | PDF| chunk I——
____ > chunk —

- chunk |——
chunk |——

hunk —

outputs, boosting or even stacking of the models: training
another classification model based on the outputs of
models in an ensemble. In the context of our problem, we
considered the ensemble as a way to improve
classification accuracy and provide a broader picture of
the decisions about the chunk of text.

Referring to the accuracy of five models as the
probabilities of correct classification, it is possible to
calculate the corresponding probability for the ensemble
according to the aggregating scheme. We tested the
majority voting approach, where the decision is made in
favor of the class that receives the most votes from
separate models. This was not successful, as all models
failed synchronously for the same text chunks from the
test part of the dataset. We also tested AdaBoost and
GradientBoosting classifiers without success.

Chunks and sentences classification

The usage of a trained model for text chunks
processing is straightforward and presented in Fig. 2. The
initial PDF document is divided into non-overlapping
text chunks of about 1000 symbols each, and each of
these chunks is processed using five models M1 — M5.
The result is averaged per chunk, and the statistics are
gathered to show the overall probability that a random
text chunk from the document is Al-generated, with the
histogram showing the summary of classification results
for chunks.

Fig. 2. The processing pipeline to create chunks report

This is known [24] that the classification of longer
text chunks is more reliable compared to the
classification of sentences. The models we have trained
were designed to work with chunks of about 1000
symbols, and using them to classify short sentences may
lead to incorrect results. On the other hand, the beautiful
visualization of the Al-generation probability for the
particular sentence is interesting.

To gather information about separate sentences, we
perform the chunking of the text into overlapping pieces
with the step length that is equal to the sentence length:
first 1000 symbols of the document form the first chunk,
the next chunk is formed with such a shift that removes
the first sentence from the previous, then the second
sentence, and so on.

Thus, each sentence is a part of multiple chunks,
and we accumulate prediction results for it as a
representative of these chunks. Each prediction is already
an averaged value over all models M1 — M5, and a set of
these predictions could be averaged again (or just
visualized without aggregation for better analysis) into a
single output value for each sentence (Fig. 3).

Results

The evaluation of the developed system was tested
for the initial drafts of student bachelor's diplomas, theses
graduated in 2025, in the review mode without any
actions being taken based on the results. The automatic
evaluation is complicated and requires a lot of human
work, especially for the documents' ground-truth, which
is unknown, e.g., we don’t know ourselves whether the
text was generated or not.

The only available tool we can use for the analysis
of entire documents is the nice Plagramme software [25]
that is capable of plagiarism and Al detection in the text
files, and provides classification results for each separate
sentence in percentages of confidence. Quick tests based
on the text chunks from our dataset (the first 100 pieces
of human-written and Al-generated pieces were used as
a single document) showed a good level of AIGC
detection for human-written texts (below 5%), but only
about 50% for text created from Al-generated pieces. So,
based on these results, we can conclude that this tool
tends to miss some AIGC content for our domain and,
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probably, this format (separate chunks already obtained)
of the problem. We perform a manual two-sided
comparison of the text analysis reports with our tool and
Plagramme. We roughly compared reports paragraph-by-
paragraph, focused only on paragraphs with AIGC found,

overlapping []
chunks

é#ﬁ%ﬂ@b

U

and ignored short sentences classified as Al-generated in
between human-written paragraphs (this seems not to be
very reliable). So, 31 text pieces identified by Plagramme
as AIGC have the output classification value 0.5 or above
obtained with our models, and 12 pieces below 0.5.

00
00
00

sentences
report

| —— )
| —— ]
@]

0000
000

Fig. 3. The processing pipeline to create a sentence report

On the other hand, 26 text pieces classified by our
approach as AIGC have a high (about 100%) level of
confidence that it was Al-generated by Plagramme, and
15 pieces were classified as human-written. Commonly,
there is a strong agreement on all decisions about
significant AIGC pieces of text in both reports, but both
reports contain errors when definitely human-written
text was mistakenly classified as AIGC and vice versa.

The example of a pair of reports is shown in Fig.
4. The left part contains the screenshot from the

Plagramme software analysis report, where all 3
sentences were classified as AIGC, and the last one as
human-written.

The right part represents the result of highlighting a
PDF file based on the proposed approach, where the first
sentence was not marked successfully (this happened
sometimes because of the complexity of mapping text in
PDF), the next two sentences were classified as AIGC
with 0.92 and 0.8 confidence, and the last sentence is
uncertain with a confidence of 0.54.

[LaHHX.

iHTepdiericom 4ns 3a4a4 NPOrHo3yBaHHs.

NPOrHO3YBaHHA 683 FMMEOKMX 3HaHb Y cdepi MaLLMHHOTO HaBYaHHS.

JnA JOCATHEHHA NOCTaBEHO METU B |J060TI pOSE‘QSy)’OTbCH TaKl 3aBaaHHA:

OB'ekTOM JOCTIDKEHHA € npouec asToMaTi30BaHOro CTBOPEHHA MOfENER MaLLMHHOTO HaBHaHHA [/1s 38,

MPEAMETOM [IOCTIIKEHHA € MeTOAW NOGYAOBU MOLENER 3 BUKOPUCTaHHAM AUtoML-CHMCTEM Ta IX iHT]

MeToto OCNiKEHHA € po3pobka i TECTYBaHHA YHIBEPCANBHOMO NPOrPaMHOr0 Moayna Ha 6asi AutoML, w

@BTOMaTM4HO CTBOPHOBATH mogeni KﬂaCM¢llKauil ANA [OBINbHUX Tabnu4H1x JlaTaceTiB, aHani3yBaTH IX

OG'ekTOM JI0CHIUKCHHA € MNpOLeC aBTOMATH3OBAHOIO CTBOPEHHA Mojeseii
MalliH 0 J Juis 337124 KaacHbikawii TabiHYHNX JaHHX.
M JIOCTDKCHHS € METO/H i 3

AutoML-cucrem Ta iX iHTerpauis 3 KOpHCTYBAUBKMM inTepdelicom s 3amau

TIPOTH|
[€T010 J10CHi/DKeHHS € Po3po0Ka i TeCTYBaHHA YHIBEPCATBHOIO NPOTPAMHOTO

moayns na Gasi AutoML, mo aae 3mory yam

Mozeni i s il TXHIO AKiCTH TA

nporuo3ysans 6e3 ranGoKuX 3HaHb y chepi MALMHHOIO HABYAHHS,

11 IOCATHEHHS NI0CTAB/ICHOT MeTH B poGOTI PO3B'A3YIOTHCS TaKi 3aB/IaHHA:

— npoananisysat nassui AutoML-pitenns, 3okpema GiGrioreky AutoGluon;

Fig. 4. Example of the report after analysis of the document

Conclusion

In the scope of this research, the Al tool was
implemented to classify whether the piece of text in
Ukrainian language in the IT domain was Al-generated
or human-written.

Five different shallow artificial neural network
models were trained using the custom dataset and
traditional NLP pipeline, and an accuracy of about 87-
88% was achieved. Taking into account the complexity
of the problem as well as the ethical background in the
educational domain, the result of classification should be
analyzed by humans; no automatic Al decision is
considered here.

The current implementation could be used as a core
for future improvements, as most time was spent on data
preparation and cleaning. The training of a shallow ANN
is fast and doesn’t require special hardware.

There are a lot of possible ways to improve the
current initial result. The output of the created Al tool is
natural from a black-box system: there is no explanation
about why the model makes the decision in favor of a
specific class. The dataset created does not have enough
size to apply the ensemble of networks successfully and
obtain better classification accuracy. Another interesting
question to research may include a better choice of chunk
size, the usage of deeper models, and the application of
LLM itself for the classification.

Additionally, only ChatGPT tool was used to
generate text for the dataset; it is interesting to test
another popular chatbots as well and extend possible
usage cases of the tool. Finally, we focused here on the
classification of directly generated text without
editing/humanizing, as this problem is already
challenging enough (including our goal to solve it using
typical widespread hardware available for everyone).
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Hernnooki ANN-Monedi s kinacugikanii ykpaiHoOMOBHOIO TeKCTY, 3reHePOBAHOr0 IITYYHUM iHTeJ1eKTOM
0. O. Ilepenpiit

AHoTanisi. Y npoMy JNOCIIDKEHHI PO3IIISIAETHCS 33/1a4a BHSBICHHS ()parMeHTiB, 3TreHEPOBAHNUX IITyYHUM IHTEIEKTOM,
B YKpalHOMOBHOMY TeKCTi. Meta poOOTH — pO3poOUTH IHCTPYMEHT, SIKMH JOIOMaraTuMe BH3HA4YaTH KOHTEHT, CTBOPEHHH 3a
noromoroto LI, 3okpema y PDF-nokymenTax, mo crocytotbes IT-chepu. B poboti Oyino po3risHyTO Ta MpoaHai30BaHO sKi
PpiIICHHS Ta MiAXOAU iCHYIOTh Ha aHni MOMeHT. CTBOpPEHO BIIaCHMIT TeCTOBHI Habip TaHUX 3a JOMOMOTOIO PO3OHTTS TUIIIOMHHIX
pobir 6akanaspis IT criemiansHOCTeH Ha cermeHTH puOIH3HO 1Mo 1000 cMMBOIB KOoXKeH. BukoHaHo TecTyBaHHS poOOTH PI3ZHUX
KOMEpLIHHUX AETEKTOPiB Ha IboMy Habopi daHux. [100yZOoBaHO Ta HAaBUCHO II’SITh MOJEJCH IITYYHUX HEUPOHHHX MEPEeX i3
BUKOPHCTaHHSM L1boro Habopy Ta Tpamuuiinux NLP npouenyp o6poOku Tekcty, 0yio nocaruyto TouHocti 87-88%. 3Baxaroun
Ha CKJIQ[HICTh NPOOJIEMH Ta ETUYHI aClIEKTH 3aCTOCYBaHHS IHCTPYMEHTY y cdepi OCBiTH, pe3ynbTaTi Kiacubikauii moBUHHI OyTH
JI0JIaTKOBO IepeBipeHi excriepramu. [loTouna peasizaliis MOXe CIIyryBaTH OCHOBOIO JUISl HOAJIBIINX yJIOCKOHAJICHb.

KawuoBi cuoBa: wmryyni sveiiponni mepexi (IIIHM); nermuboki momeni IITHM; KOHTEHT, CTBOpEHHMIl IITYYHHUM
inrenekrom (AlIGC); LLM; AeTeKTOp MTYYHOTO iHTEIIEKTY.
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KJIIEHTCHbKHUH TINYML ITIPO®AWJIEP MEPEXKEBUX XAPAKTEPUCTHK
Y BEBBPAY3EPI

AnoTauisn. Ilpencrasneno krienrcekuii TinyML npodaiinep MepexeBUX XapakTepUCTUK Yy BeOOpay3epi, OpieHTOBaHUH
Ha po0OOTy Ha IPUCTPOSAX 3 OOMEKEHHMHU peCypcaMy Ta B YMOBaxX HECTaOIIbHUX a00 MOBIIBHUX Mepex. PilenHs noeqnye
[IOPOTOBE BUPIilIaIbHE IIPABIJIO 3 JIETKOBATOBOIO JIOTICTHYHOIO MOJIEILIIO, 1110 BUKOHY€ETHCS JIOKAJIbHO Ta 3abe3edye KiacH-
¢ikamiro MepexeBoro 3’ €IHaHHsA. AKTYaJbHiCTh. 3pOCTaHHs YacTKH MOOLIBHOTO TpadiKy, pi3HOPIAHICTH MEPEKEBOTO Ce-
peIoBHIIa Ta OOMEKEHICTh HAsIBHUX Opay3epHHX IHIUKATOPIB YCKIIAIHIOIOTE TOYHE IPHIHATTS pillleHb Ha KinieHTi. 00’ €KT
JOCTiIKEeHHSI: TIPOIIeC KIIEHTCHKOTO NMpodiaroBaHHs Ta KIacu(ikariii sKocTi MepexeBoro 3’ €JHaHHs y Opay3epi Ha OCHOBI
crangapTaux Web Performance API ta ML-moneneii. MeTa po6oTu: aHaii3, IPOEKTYBaHHS Ta peatizallisi mpo3oporo i
BiATBOpIOBaHOTO npodaiinepa, 31aTHOrO KiIacu}ikyBaTH THII MEpEeKeBOTO 3’ €JHAaHHS, (OPMyBaTH IHTEPIPETOBaHI O3HAKH
6e3 cepepHoi miaTpuMku. MeTtoau. Bukopucrano Navigation/Resource Timing i PerformanceObserver misa 360py cupux
curnainiB. CopmoBaHo BekTop i3 14 o3nak (Memianw/kBanTwiai RTT i mpomyckHOI 31aTHOCTI, BapiaOelIbHICTh, €BPUCTHKA
BTpAT, IHAUKATOPH MPOTOKOIIB Ta Service Worker). 3anpornoHOBaHO OPOTOBE MPABHJIIO 3 TICTEPE3UCOM 1 JOBIPOIO PIllICHHS
Ta softmax mozens. PesyabraTu. Po3pobieHo npodaiinep 6e3 cremiaabHUX JO3BOJIIB i CTOPOHHIX CEPBICiB. Y KOHTPOIIBO-
BaHMX CLEHAPIAX eMyJIILi] MeperKi JOCATHYTO IiJBUIIEHHS TOYHOCTI Kiachikamii IMOPiBHSHO 3 YUCTUM HOPOTOBHM ITiJXO-
JIoM, 3a0e3neYeH0 HU3bKI HaKJIaHi BUTPATH Ta IOSICHIOBAHICTH pilieHb. BHCHOBKH. 3anpornoHoBaHe pinieHHs € eheKTHB-
HUM 3aCO00M OIepaTHBHOI Ta IHTEPIIPETOBAHOI OL[IHKA MEPEXEBUX YMOB y Opay3epi, MPpUAATHIM I CepeIOBUI] 3 00Me-
YKEHHMH pecypcaMu. Pe3ynpTaTti MoXKyTh OyTH BUKOPHCTaHI TS TOAANBIIOT0 BIOCKOHAJICHHS aJalTHBHOTO 3aBaHTAKSHHS,
PO3ILINPEHHS IPOCTOPY O3HAK i BIPOBaPKeHHs koMnakTHinmx ML-Moneneit y Beb3acTocyHKax.

KnwuoBi cmoBa: kiienrceke npodimoBanns mepexi, TinyML, Web Performance API, softmax-knacudikamis, RUM
BUMIPIOBaHH, aIalITHBHE 3aBaHTaXXCHHs KOHTEHTY, QOE.

Beryn

[TpoyKTHBHICTh BE03aCTOCYHKIB iICTOTHO BILIMBAE
Ha JIOCBIJI KOPUCTYBauiB Ta 3arajibHy e()eKTHBHICTb Cep-
BiciB. HaBiTh JogaTKOBa 3aTpUMKa 3aBaHTa)KEHHsI Ha CO-
THI MUTICEKYH]I MOX€ CHPUYMHHUTH TOMITHE 3HMKECHHS
KoHBepciii Ta Tpadiky [1]. Tomy po3poOHHKH 3aCTOCOBY-
FOTh QJANTHBHI CTpaTerii MOCTaBKM KOHTEHTY, IIijjari-
TOBYIOUH OOCST i SKICTh MepeNaHuX JaHWX ITiJ TOTOYHI
YMOBH KJi€HTa (MIBHIKICTH Ta SKICTh MEpeXi, pecypcu
npuctporo) [2]. Y takux migxoax KpUTHYHUM CUTHATIOM
CTa€ OI[IHKa MEePEeXeBol IKOCTI Ha cTOPOHi KirienTa [3].

CydacHi Opay3epu HamalTh OOMexeHy iH(popMa-
wito npo mepexesi ymoBu. APl NetworkInformation no-
Beprae knacu mepexi: slow-2G, 2G, 3G, 4G [4]. L kna-
cudikamis IPyHTYETCS Ha BHYTPIIIHBOMY MEXaHi3Mi
Chromium Network Quality Estimator (NQE), sikuii ne-
piomuuano BuMiproe 3atpuMky (RTT) ta mpomyckny 31a-
THICTB 1 BITHOCHTH iX 110 (ikcoBanux moporis [5]. Oxnax
TaKWi MOPOTOBHH i IXi/T Ma€ CYyTTEBI OOMEKEHHS: aJiro-
put™M NQE € nponpierapHuM 1 JInIIe 4aCTKOBO BiIOMUM
[6]. Kpim Toro, 6pay3ep crieniaabHO JO/A€ LIyM y BIACHI
BUMIpIoBaHHs [7], a noctyn 1o Toynux 3Ha4eHb RTT abo
MIPOITYCKHOI 3/IaTHOCTI CTOPOHHIM CKpHINTaM OOMexe-
uuil. Takoxx API NetworkInformation Mosxxe OyTH Heo-
crymauM. Hampuknman, ve miarpumyerscs B Safari [8]
abo BUMKHEHHM KopuctyBauem [9], mo mie Gimbire
YCKIIQTHIOE OIIHKY MepeXi Ha KITIE€HTI.

BopHouac Be03aCTOCYHKH MOXYTh CKOPHUCTATHCS
craggaptaumMu Web Performance API mns metansHOTO
Mmonitopurry. Navigation Timing i Resource Timing
API ¢ikcyroTh 4acoBi MITKH OCHOBHHX €TaIliB 3aBaHTa-
JKEHHsI CTOPIHOK Ta pecypciB (Bix mouarky DNS-3anuty
J0 OTPUMaHHS MEpLIOro Ta ocTaHHboro OGaiita) [10].
PerformanceResourceTiming Hagae MOBHY XPOHOJIOTIO

3aBaHTQ)XXEHHS KOXXHOTO pecypcy (3arainbHuil o0csr
OTPHMaHUX JaHUX, 4ac 3’ €THAHHSA, IEPIIUi OalT, 3aBep-
mieHsst Toiio) [11]. PerformanceObserver no3Bouisie y pe-
AITBHOMY Yaci BiJICTE)KYBATH ITOSBY HOBHX 3aIIHCIB 13 Ta-
kuMH 4yacoBumu Mitkamu [12]. 36ip npomykTuBHicHOT
TeJleMeTpil HanpsAMy 3 Opay3epiB KOPHCTYBaYiB € OCHO-
Boro Real User Monitoring (RUM) [13]. 3i6pawi aani aa-
I0Th 3MOTY OOYHMCIIIOBATH THIIOBI TOKa3HUKH (4ac 0
nepioro 6aiita — TTFB, 3aranbHuii yac 3aBaHTaXEHHS,
HPOITYCKHY 37aTHICTh TOIIO) 33 PEaIbHIX YMOB MEPEKi.
Hocmimkenns [14] mokaszano 3Ha4yHy BapiaOenbHICTH
Quality of Experience (QOE) y MoGinbHIX Mepexax 3a-
JIGKHO BiJl TUITY 3’€THAHHS Ta SKOCTiI CHTHAIY, a iHIIE
nociimkenns [15] BusBuIIO iCTOTHI BiIMIHHOCTI y HIBH-
KO Mepek MK KpaiHaMH 3 Pi3HHM piBHeM iH(}pa-
crpykrypu. Takum unHoM, RUM-MeTpuku Opaysepa 3a-
0e3IeuyIoTh peaJbHUI BUMIPIOBaJIbHNI KOHTEKCT KOPH-
CTyBaYiB Ha Pi3HUX MPUCTPOSIX 1 MEpEXKax.

Knacuikarist sikocti 3’e¢qHaHHS Ha OOl KITi€HTa
TPaIUIIHHO 3IIHCHIOETHCS 3a JKOPCTKUMU IIOPOTaMH (SIK
y Effective Connection Type) [10]. Takuit moporosuii
MiAX1A TPOCTHH 1 MIBUAKHM, ajleé HE BPAaXOBY€ HIOAHCIB
peaNbHNX yMOB: Mepeka 4G 13 cmabKuM CUTHAIIOM MOXKeE
(axktraHO oBoUTHUCS SIK 3G, 1 HaBMmaku. Jlo TOro X 4de-
pe3 3akputicts anroput™my NQE i nonaBanus mymy Opa-
y3epom effectiveType 3 Networkinformation APl nae
nviie rpyOy OLIHKY i MOXE OHOBIIIOBATHUCS 13 3aTpHM-
KO0 a00 3aJMIIaTUCS HE3MIHHUM, OCOOJIMBO SIKIIO CTO-
piHKa 3aBaHTaXXYEThCS WBHAKO [7].

Ha nportuBary oMy IpOIOHY€ThCS 3aCTOCYBAHHS
KIJIIEHTCHKOTO MAIIMHHOTO HABYAHHA. Y IBOMY ITiIXOJi
(hopMy€THCSI BEKTOP PI3HOMAHITHUX MEPEKEBIUX METPHK
(RTT, npomnyckHa 34aTHICTh, OOCSTH MIEpelaHnuX TaHUX,
4acTOTa JIOBTHX Iay3 y TOJIOBHOMY ITOTOI TOIIO) 1 3a
HUM TIPOTHO3YIOTh Kiac 3’ €aHaHHs a00 moka3zHuku QoE.
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Asropu y [16] pekoHcTpyroBanu mocexyHaHi QoE-mer-
PHKH IIOTOKOBOT'O Bifieo 0€3 TOCTYIy JI0 3aroJIOBKIB 3a-
cTocyHKy. ABTOpH y [17] po3pobimn moxens eMIMIC
a1 orinkn QoE HTTP-Bigeo 3a 3ammdpoBanum tpadi-
KOM, a mociikenns [18] mokasanw, 1o MoXHa iHTEpII-
peTyBaTH SAKICTh NOTOKOBOTO Bileo 3 3aIIu(ppOBaHOTO
Tpadixy. HeBenuki iHTEprpeToBaHi MOJeIi MalOTh Mepe-
Bary Ipo30pOCTi: IXHi BarW OJHO3HAYHO TIOKA3YIOTh BHE-
COK KOJKHOTO TIiapamerpa y Kinacudikarrito [19].

CydacHi OpaysepHi (hpeiMBOpKH 3HAYHO IIOJIET-
mWIid  BUKOHaHHA  ML-Moxmeneir Ha  KIIEHTI.
TensorFlow.js Bix Google Ta ONNX Runtime Web Bin
Microsoft miATpUMYIOTh 3aIlyCK HEHPOHHHX MEpex Y
Opaysepi uepe3s WebGL a6o WebAssembly [20, 21]. Bu-
koHaHHA y WebAssembly 3abe3neuye cyTreBo mBuaiie
oOuncneHHs, HXK iHTeprnperoBaHuid JS, yacto BuIepe-
mxaroun WebGL 1 HeBenMKuX MoJiesnel uepe3 MeHIi
naknaaHi Butpatu [22]. Oxkpim Toro, crangapr Web
Neural Network APl (WebNN) nanae BrcokopiBHEeBHI
iHTepdeiic mo amapatHEX npuckoproBadiB GPU/NPU,
o mie Oiiblie MPUCKOPIOE BUKOHAHHS Mojenei [23].
Hemonctpanii Google 2018-2019 pp. mokasyBanu pea-
JbHE BUKOHAHHS JIETKHX MOJeNel y MOOiITbHOMY
Chrome. 11i MOXXITHBOCTI BiIKpHUBarOTh HUTAX 10 TinyML
y Opay3epi, KOJIi 0J{Ha MOJIC)Ib MOXKe OYTH OJIHAKOBO 3a-
CTOCOBaHa Ha KJIIEHTI 1 Ha BOYJJOBaHUX NPUCTPOSIX.

KitieHTChKUMiT MiIX1 Mae HU3KY MepeBar.

[To-mepiire, 3aXMIEHICTH Ta MPUBATHICTh. Y Ci JaHi
KOpHCTYBada OOpOOJSAIOThCA JIOKAIBHO 1 HE Tepena-
10Thes Ha cepBep [24, 25].

[o-gpyre, 3HIKEHHS 3aTPUMOK BiATYKY 1 oQraifiH-
MOKJIMBOCTI [26].

ITo-Tpere, MacmTaboBaHICTh 1 HaAiHHICTh. OOUHC-
JIIOBaJIbHE HABaHTaKCHHS PO3IOJUISETHCS MK KIE€H-
TaMu, 3HIKYIOUYH TIOTpeOn y CepBepHUX pecypcax [24].

Pasom 11e poOuTh pillieHHs OLIBII CTIHKUM 10 30018
Mepexi Ta cepepiB. BogHouac icHYIOTh i 0OMEKEHHS.
Bpay3epHi ML-(peiiMBOpKH MpaIfOI0Th 3HAYHO TOBIJIb-
Hillle 3a HATUBHU# KOJ [27], YaCTO CMOKHUBAIOTH Y JeCs-
TKH pa3iB OisbIe onepatiBHOI mam’siti [28], a Baxkki 00-
YHCIICHHS MOXYTh YIIOBUIFHIOBATH BINTYK iHTep(ecCy.
L1i HeroiKM 9aCTKOBO KOMITEHCYIOTHCSI BHHECEHHSIM 00-
yucieHb y Web Workers, MynsTUTpeiiHroM 1 amapat-
HHUM TPUCKOPEHHSIM.

[IpodimoBaHHs MepekeBHX yYMOB y Opaysepi Ta
aJlaliTUBHE KEPyBaHHS KOHTEHTOM Ha OCHOBI IIMX JAHUX
€ TIePCHEeKTHBHHM HAmNpsSMOM JOCITiKeHb. BomHOoUac
JUIIAIOTECS BIKPUTI NHUTAHHS KOMOIHYBaHHS IaHUX
RUM i3 1ogaTKOBUMH CUTHAILHUMH O3HAKaMH ISl TOY-
Himoi kinacudikamnii, cTaHmapTU3AIi] BIAKPUTHX IMOKAa3-
HUKIB SIKOCTI MepeXi Ta MiHiMi3aIlil BIUIMBY KIi€HTCH-
koro ML Ha 1ocBij KopucTyBaya.

ITocTanoBka 3amaui

Po3pobka kiieHTChKOTO Tpodaiinepa MepexeBHX
XapaKTepUCTHK y Opay3epi 3yMOBJIeHa OOMEXKEHOIO iH-
(hOpMATHBHICTIO HAsSBHUX I1HAWKATOPIB SKOCTI 3’€1-
HaHHs, GparMeHTapHOIO MATPUMKOIO CTAaHAAPTIB Y Pi3-
HUX Opaysepax Ta moTpedol0 y Mpo30pHX, BiITBOPIOBA-
HUX 1 HaJIAIITOBYBAaHMX 3aco0ax oliHioBaHHs. [IpakTu-
YHa JOLIJIbHICTb MOJISITAE B TOMY, 1110 Be03aCTOCYHKH Ma-
I0Th aJalTHBHO KOPUTYBAaTH OOCST 1 SIKICTb KOHTEHTY

BIJINOBITHO 710 (DaKTMYHUX MEPEKEBUX YMOB KOPHCTY-
Baya, 30epiraloun HU3bKY 3aTPUMKY BiITyKY, CTa0lsIb-
HICTB iHTEepQelicy Ta eKOHOMHICTh BUKOPHCTAHHS pecy-
pci. [lorpeba y BracHoMy npocaiinepi BUIIIMBaE 3 Ta-
KHX BUMOT:
1. mpamroBaTH Ha Oo1i KJli€HTa,
2. BHKODHCTOBYBAaTH JIHILE
Web API;
3. 3abe3medyBaTH IHTEPIPETOBAHICTH pIIICHB i
YiTKe KepyBaHHS IIOpPOTaMH/BaramMu;
4. wmacmrTaOyBaTHCS Ha ITUPOKE KOJO IPUCTPOIB
13 pi3HUMH OOMEIKCHHSIMH.

Mera poGoTu mojsirae y noOyJoBi iHCTpyMEHTa,
SIKMH y 3a1aHOMY YacOBOMY BiKHI 30Mpae CHUI'HaIN Mepe-
JKEBOI MPOAYKTHBHOCTI 3 cTaHIapTHHUX Opay3epHux API
(Navigation/Resource Timing, PerformanceObserver
TOII0), GOPMY€E BEKTOP O3HAK, a Aaji Ki1acudikye moTo-
YHUH CTaH MEPEXKi 3a CKIHUEHHOI0 MHOXKHHOIO KIIAciB.
BupimansHe npaBUio TOBHHHO NMOEIHYBATH JETEPMiHi-
cTuyHMi baseline i terkoBaroBy ML-mozens 3 MexaHi3-
MOM Y3T'OJPKEHHSI PillIeHb 1 OIIHKOIO BIleBHEHOCTI. [Ipo-
(aiiiiep He MOBUHEH MAaTH JOCTYII 10 MEPEKEBUX ITaKe-
TiB, MMPAIIOBATH I1i]] 00MEKESHHAME Oe3meku Opay3epa Ta
HE BIUTMBATH Ha SKICTh JOCBIY KOPHCTyBaya.

CTaHJapTU30BaHI

OcCHOBHA YaCTHHA

Y poboTi mponoHyeThCs podaiiiep, SKHA IpaIoe
SIK JISTKOBaKHHUH KIIIEHTCHKUI IHCTPYMEHT OIlIHIOBAaHHS
SIKOCTI Mepexi y Opaysepi, [0 TO€IHY€E TMACHBHI BHMi-
proBauHs (RUM) i akTUBHI MiKpOIIpoOH B MeXax BCTa-
HOBIIEHOTO Oro/pKeTy. Ha mepmomy erami 30MparoThes
CTaHIAPTH30BaHI CUTHAIM, & TAKOXK JOMOMIKHI 1HIHKA-
TOpH cepenoBuIla. HacTymHUM KpPOKOM BHKOHYEThCS
Heesrka cepis HTTP-npo0, 3 sikoi 064ncioroThes cra-
THUCTUKH 3aTPUMKH Ta €(DEKTHBHOI NPOITYCKHOI 31aTHO-
CTi, MOKa3HUKHK BapiadenbHOCTI. [laii 11i BUMipIOBaHHS
arperyroThesl y BEKTOp 03HAK (PIKCOBAHOI CTPYKTYPH, IO
BimoOpaxae ctaH Mepexi. Knacudikamis 3aiiiCHIOEThCS
riOpuaHO: JeTepMiHOBaHHUN TOpOroBuii baseline BigHO-
CHTb 3’€IHaHHS /10 OJTHOTO 3 JMCKPETHHUX KJIACiB 3 MOsIC-
HIOBAJIbHIMH TIPANopIsiMU Ta Mipol0 BIIEBHEHOCTI, TOAI
sik ML-Mozesie yTOUHIOE pillIeHHSI HA OCHOBI BCHOTO Be-
KTOpY O3HaK, 3a0e3Meuyo4n Kpally YyTIHBICTh JO KOM-
6inariit curaanis. @iHaapHUN BHOIp KJIacy BUKOHYETHCS
MPAaBHUJIIOM 3JIMTTS, AK€ BPaXOBYE Y3TODKEHICTh MiXK
baseline i ML, cTan cTabiIbHOCTI MEpeXi Ta MOXKIIHBE
KOHCEpBaTHBHE TOHIKEHHSI Kiacy. Pe3ysbrar nmoepra-
€TBCS y BUTIIAAL KJIacy, BIIEBHEHOCTI, HAOOPY MparopiiB
1 KIIFOYOBHX CTATHCTHK, 1110 JO3BOJISE HA/IaBaTH JiarHOC-
THYHI NOSICHEHHS JUIA HOAaNbINol ontuMisarii. Po3sris-
HEMO JIETAILHO eTany poOoTH mpodaiiiepy.

[MpodinroBanHs BinOyBAa€eThCS y YacoOBOMY BiKHI
JOBXHHOI T, MiJ XOPCTKMMH OO/DKSTHHMHU OOMe-

’KEHHSIMH Ha 4Yac, KiIbKICTh Ta 00CST JaHHX:

- Toudger > 0 — MakCHMaJIbHO JOMYCTHMHI Yac Mpo-

¢imoBanHs (B MiJliceKyHIax);

-M e N — mimit xinpkocti aktuBHUX HTTP-mipo6
(MiKpo3anuriB);

- B>0 — nimit cymapHOro 00’eMy 3aBaHTa)KCHHX
6aifTiB.

OOMmesxeHHs O1oKeTy (hOpMati3yroThCs Tak:
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M
> size, <B;

m=1

M

> dur, <T,
m=1

ne size, — posmip M-i mpodu B Oaiitax, a dur, — gac
odiKyBaHHA BiamoBini Ha Hel. 1li oOMeXeHHS rapaHTy-
I0Th, III0 aKTHBHI BUMipH (MiKpompoOn) HE TepeBHUIIy-
I0Th BHIUTIEHOTO TpadiKy Ta "acy, o BaxkJIMBO IS He-
BTPYYaHHS B pOOOTY CTOPIHKH.

Cnouatky 36uparotecsi RUM curnamm Bin Opay-
3epa: 3aIKcu HaBirauiiHux moxiii Ta mepmmx K pecy-
pcis i3 Resource/Naviagation Timing API. 3 koxHoro 3a-
niucy ee€ & OTPUMaHO YacoBi MITKH ITIOYaTOK 3aIHTY
requestStart, mouaTok BiAmoBimi responseStart, kiHempb
BiAmoBimi responseEnd Ta posmip mnepemaHumx JaHHUX
size(e) . TakuM YMHOM MOXKHA BUMIPSTH 3aTPUMKY Me-

pexi Ta mporyckHy 3xaTHicTh. 3okpema, RTT mis 3a-
IICYy € BU3HAYEHO SIK:

rtt(e) =
= max (0, responseStart(e) — requestStart(e)).

BusHaueHHsI MUTTEBOT KOPUCHOT IPOIYCKHOI 3/1aT-
nocti g(€) y k0Oir/c Hajgae KUIBKICTh mepenaHux OiTiB
Tpadiky 3a cexyHny (crabimizyroun 3HamMeHHUK 3 0.1 c,
100 YHUKHYTH JiJICHHS Ha JTy’Ke Malliif 9ac):

g(e) =
B 8size(e) .
1000 max (0.1, responseEnd (e) — responsestart(e) )

Jlist MHOXHMH yCix 3adikcoBanux rtt(e) i g(e) ue-
00XiJJTHO OOYHMCIUTH CTATUCTHKU: IPOLUECHTHI Py, Pgp

Py (10-i, 50-ii, 90-it) Ta koediuienTn Bapiarii. Hexaii:
R=rtt(e):ec&;
G=g(e):ecf.

Tomi, RTT,, = pct(R,a), a DL,, = pct(G,a).

KoedimieHT Bapiamii BU3HaYa€THCSA SK BiIHOIICHHS CTa-
HIAPTHOTO BIIXHJICHHS J0 CEPEIHBOTO:

- c
variation _cv,, = ———;
n

o(G)

variation _cvy, =———=,
n(G)
110 JTa€ TIOKA3HUK HeCTaOlIbHOCTI (BiHOIIEHHS PO3KHIY
0 cepenHboro). JlogaTkoBO BBOAMTHCS JKUATTED JJIS
RTT sk piznuito Mixk 90-m 1 50-M MpOLEHTHIISIMU:

e = RTT,0 —RTT g5

Ile BimoOpaxkae Bapiaiiro 3aTPUMKH 3aIUTIB. YUM
OiypIa 1S PI3HUILA, TUM HECTAOUIBHIII 3aTPHMKH.
Kpim mMepexeBux curnaiis, 3aikCOBAaHO METPHUKH
3aBaHTA)XEHOCTI KJi€HTa. 30KpeMa, cyMa TPHBAJIOCTEH
JIOBI'MX 33/1a4 Ha TOJIOBHOMY IOTOLII 33Ja€ThCs SK:
Liny = 2, duration(u) ,

uel

ne £ —wmuoxwuHa mofii PerformanceObserver tumy long
task. ¥ cranmaprax Opaysepis long task Bu3HagaeThcs sk
3aBJaHHsI, SIKE 3aiHSUIO TOJOBHUH IOTIK IOHAHMEHIIe
300 mc. HasiBHICTH Takux 3a/1ad CUTHAJI3Y€E PO CHIIbHE
HaBaHTa)KEHHS, 1110 MO>KE BIUIMBATH Ha IIBUJKICTH 00pO-
OKkH Aili BiJl KOPHCTYBaya.

Takox BHM3HAQUUMO  IHAMKATOPU IPOTOKOINY:
nhp,,, nhp,,, nhp,; €{0,1} noxasyrots, 4 OyJI0 BHKO-
puctano Bignosigao HTTP/3, HTTP/2 ado HTTP/1.1.
Inpukarop SW_ present €{0,1} curnanisye npo Hass-
HicTh (1) abo BigcyTHicTs (0) 3apeecTpoBanoro Service
Worker y KOHTEKCTi CTOPIHKH.

[Ticns MacCUBHUX CUTHANIB 3MIHCHIOETBCS CEPisl aK-
THUBHUX MIKpONpoO B pamkax Oro/pkeTy. BukoHyeTbcs
nocninoBHicTs M 3amuTiB poswmipis Size,, . dis npobu
m ¢piKCyeMO TpU MOMEHTH Yacy:

— t(()m) = requestStart — gac BiAIpaBICHHAS 3aIUTY,

- tl(m) ~ responseStart — mpuOIM3HHUN Yac OTpH-
MaHHSI ITepIIoro 6auTy BiAMOBII;
t{" = responseEnd — wac 3aBepuieHHS OTpH-
MaHHS BiJIIOBIIi.
Jlnst ipo6u M oGuncmoemo vac Biaryky rttLike™
(mpubmm3anit RTT, BupiBHaHMI MiHiMyMmoMm 0.1 ¢) i OiT-
peiit 3apanTaxenns kbps™ :

rttLike™ = max(oll, tl(m) _tém)) ;

8-size,
1000-max (0.1, " -t

kbps™ =

3i0pani HabOpH AIOTh MHOKUHH 3HAYEHB JJIS CTa-
TUCTHUKHU:

RP® ={rttLike™}" , ;
G"** ={kbps™3}¥ .

3a HUMH TaK caMO PaxyeMoO NPOLEHTUI Pgy, Pgy
Ta KoedinieHTn Bapianii (aHanoriuHo 1o RUM-HabopiB).
Kpim TOr0, BBOAUMO €BPUCTUYHHI OKa3HUK BTPAT
loss _like, 1o 6a3yerhcst Ha BUSIBICHHI 3aTPUMOK TIPH

00poOI1i BiAMOBIII:
loss _like = min ((max(0.1S +0.15H, 0),1),

ne S — gucno stall-momiit (iHTEpBaNM MiXK YEepPrOBUM
oTpuMaHHAM BiamoBined Oinmbime 80 mc), H — uucio
poo, IS SIKUX rttLike™ > 1000 mc . Ile 3HaueHHs B Me-
xax [0,1] mokazye HMOBIpHY BTpaTy POAYKTHBHOCTI Ue-
pe3 HaAMIpHI 3aTPUMKH.

Ha ocHOBI BUIlIeHaBEICHUX CUTHAIIB (OPMYETHCS
dinanbHuit BekTOp 03HaK X € R™. KoMmoHeHTH BekTOpa
X BKIFOYAIOTh OCHOBHI CTATUCTHKH 3aTPUMOK 1 TIPOITyC-
KHUX CIPOMOXHOCTEH

X = (Itt g, rtt

loss _like, L,y » NP, NP, NP5,

Mt g0, dOWN 5, dOWN g, dOWn g,

jitter 1

variation _cv,,,variation _cv,,,sw_ present).

rt?
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Jus knacugikauii 3’ eTHaHHS BBEACHO KIIACH

C ={slow-2G, 2G, 3G, 4G, broadband},

YIOPSIKOBAHI 32 3pOCTAHHAM SIKOCTI MEpPexi.

BasoBuit knacudikatop h(X) — e Habip nerepmi-
HOBAaHUX TPABWJI Ha OCHOBI ITOPOTiB BiJ TATEHTHOCTI Ta
MIPOIYCKHO{ CTIPOMO’KHOCTi. AHAJOT19HUH MiIXil BUKO-
pucroByethes B ECT, ne criomydeHHs 3rajaHuX METPHK
NIpU3HaYa€e TUI MEPEXi.

Habip npaBun Bu3HaueHHs Tuiy mepexi h(X) Ta-

KA
— slow-2G, skmo down g, <50 k6it/c  abo
rtt,s, > 2000 mc ;
— 2G, saxmo 50<down ., <250 kbit/c abo

p50

1000 < rtt ., <2000 mc ;

p50 —
— 3G, saxmo 400< downpso <1500 x6it/c abo
150 < rtt_., <1000mMmc ;

p50 —
— 4G, sxmo 1500 < down 4, <5000 xbit/c
70<rtt . <150 mc ;

p50 —

abo

>5000 kbit/c Ta

— broadband, sxmo down, >

pso < 70 mc.

L1i mexi Binnosigatoth pekomenaauisim ECT API.
SIKIO BUKOHYIOTBCSI YMOBH JIJIS KIBKOX KJIaciB, 3aCTO-
COBY€EThCSI HAlfHMK4M Kiac (KOHCEpBaTHBHA iHTEpIIpe-
Taris).

Kpim winacy, 6a30Buii allrOpuT™M reHepye MOsICHIO-
BanbHi mpanopui  flags = {highLatency, lowBandwidth,

rtt

unstable,cpuBound} (koxuuii mnpamnoperp mpHiiMae

sHaueHHs 1 a6o 0), mo iHGOpMyIOTh PO MPUYMHH Pi-
LICHHS:
— highLatency =1, sxmo rtt,;, >300 mc (Benuka

MejliaHa 3aTPUMOK);
— lowBandwidth =1, axmo down;, <1024 x6ir/c

(Mana mponycKHa 31aTHICTB);
— unstable=1, sxmo variation_cvy >0.6 abo

rtt.... > 400 mc a6o loss _like > 0.3 (3nauna BapiaTuB-

jitter
HICTh IIBUIKOCTI a00 BTpaTH);

— cpuBound =1, sxmo L., >300 Mc (moBri 3a-

long
Jadi 3aiHsUTH CyMapHO OaraTo yacy).

Takox OIIHIOETHCSI BIICBHEHICTH 0a30BOTO pi-
wenHs confy, (X) €[0,1].

Brmmxue no mexi kiacy broadband, To BeBHEHICTh
puma. ITo3Haunmo:

d. - RTTp50—70 _
" 70 ’
4 - DLp50—5000 .
down 5000
Tomi Biacrans g0 broadband mopory — me

min (drtt ' ddown ) .

BrieBHEHICTh IPU3HAYAETHCS K

confy,.. (X) =

w}(l—o.ﬁunstame).
0.15

=1-min (1,

SIKmIo pe3yabpTaTH 3HAYHO BiPI3HAIOTHCA BiJ CTaH-
JIapTiB KJlacy, BIIEBHEHICTh 3MEHIIY€EThCS; SIKIIO XK Mpa-
nopels Unstable BctaHoBIEHO, TO BIIEBHEHICTH 3MEHIITY-
€Tbes e Ha ~15%.

OTxe, 0a30Be pillIeHHS 33/1A€THCS SIK

Coase = { Nbase (X), CONF . (X), flags, evidence,,, } ,

ne evidence,,, — CIMCOK O3HaK (TIOpOTiB) Ta IXHIiX 3Ha-

YeHb, sIKi BU3HAUUIIH PE3YIIbTAT.

JlpyruMm Iapom JIOTiKH PillIeHHSI € MOJIENb MAIIHH-
HOT'O HABYaHHS — JIiHi}Ha O0araTokacoBa JOTICTUYHA pe-
rpecist (softmax-perpecis). Hexait [C|=5 — uncno kia-

ciB. O6uncmroemo joritn Z =WX+b € R®, e W — mar-

pus posmiprocTi 5x14 ; b — Bextop 3cyBy. Hactymaum
KPOKOM BimOyBaeThcs SOftmax-nepeTBopeHHst
o exp(z,)
pX)=5—",
2 exp(z;)
-1

OTPUMYIOUH HMOBIPHOCTI JUIS KOXKHOTO KJIacy.

JIns mpakTUYHOI MPUIATHOCTI KiacHdikaTopa He-
00XiZIHO BU3HAYMTH MapaMETPU HOTro CTaTUCTUYHOT yac-
THHH.

Merton TpeHyBaHHA moisirae y GopMyBaHHI BHOI-
PKH 3 3BiTiB podaiinepa, e KOXKeH MPUKIa NPeacTaB-
JICHO BEKTOPOM i3 14 03HaK y (iKCOBaHOMY MOPSIKY Ta
MITKOIO KJIacy sIKOCTi Mepexki. HenepepBHi 03HaKH cTaH-
JapTH3YIOThCS 32 MapaMeTpaMH, OLIHEHHMH JHIIe Ha
TpPEeHYBaJbHIH ITiIMHOXWHI, ICJI1 YOTO HABYAETHCS JTi-
Hiitna softmax-perpecis 3 L2-perymspusaii€ero ta Kiaco-
BUMH Baramu JUIs KOMIeEHcalii aucOanaHcy, OonTHMi30-
BaHa meronoM L-BFGS no 306ixnocTi. KopekTHicTh Mo-
JIelTi TIepeBIPSAEThCS Ha BiIKJIaACHIH miaBUOIpIIi 3a MaT-
putieto HerouHocTei. [lapameTpu cTangapTU3aiii npei-
CTaBJIAIOThCS y BUTJISI Bar Ta 3cyBiB. [lijcyMKOBa KOH-
¢irypanis (edeKTHBHI Bard, 3CyB, YIOPSIIKOBaHI KIFOUi
O3HaK i nepelik knacis) cepiamnisyerscst B JSON.

[Iporuno3 moxemi

Cy = hy (X) =argmax p, (X),

TOOTO KJIac i3 HAWOIIBIIKUM P, @ BIIEBHEHICTbL MOJIEI
conf,, (X) =max p,(X) .

ITicns oTpuMaHHs Cy,,, BiJl IOPOroBoro kiuacudika-
Topa Ta C,_  Big ML-Mojeni 3aCTOCOBYeThCs INpaBHiIa

3nuTTs. JIJIst HOTO BBOAMMO PAaH)XyBaHHsI KJIACiB 3a SIKi-
crio 3’equanns rank :C —{0,1,2,3,4}. OGuuciaroemo

PO301XKHICTE MIX KJTacaMu 6a30Boro Ta ML-pimieHs:
A =|rank (¢, ) —rank (c,,, )| -

Topni riOpunHe NpaBUIIO TaKe:
1. SIxmo conf,, (X) > 0.7 Ta A<1, To BuGHpaemo

pimenHs 6a3oBoro kinacudikaropa. Skmo 6a30Bmii Kia-
cudikarop yrneBHeHnH 1 kiac ML He cynepeduTh CHIILHO
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(pi3HuLs B paHry He Oinbuie 1), goBipsieMo iHTEpHpeTO-
BaHOMY IIPaBUITY.

2. Slkuio oauH 3 mpamopuis unstable ao cpuBound
AKTHBHHM, TO HE MOKEMO OyTH BIIEBHEHHMH y HIBHAKIC-
Hill kacudikauii — Toai 6epemo kiac ML, ane noHmxy-
€MO #oro Ha omWH piBeHb. Lle rapaHnTye KOHCEpBaTHB-
HICTH NP HECTAOUTFHOCTI Y IepEeBaHTaKEHHI.

3. Inakme (6a30Ba yMOBa HE BHKOHYETHCS) — Oe-
peMo ML-pimeHHs Cy, .

Ocratouna BreBHenicth CONf(X) o6panoro pi-

MICHHA BU3HAYA€THCA TaK
conf (X) =

B {Confbase, Ko 6a30BUH Knacugikartop;

conf,,, skmwo ML-moness.

[Ticns 3aBepieHHs Knacudikarii npodaiinep ¢op-
MYE€ 3BiT, IO MiCTUTh 0OpaHHil Kiac, Mipy BIIEBHEHOCTI,
Ha0ip MOSICHIOBAJILHUX TIPAINopIiB, BEKTOP O3HAK 1 CIHU-
COK O3HaK, L0 BIUTMHYJIM Ha BU3HAUCHHs pe3yJibTary. Lle
3abe3nedye BiITBOPIOBAHICTH i MPO30PY IHTEPIIPETALIiI0
pileHHS.

3BIT TakOX BKJIIOYAE CIIy)KOOBI MOJIS (TPUBAIICTH
BUMIPIOBAaHHS, YaCOBI MITKH), IO MOJETIIYIOTh ayauT,
MTOPIBHAHHSA 3aITyCKiB 1 iHTerparito B cuctemu RUM aHa-
JITHKA.

Pe3yabTaTn

Jlist oLiHKY TOYHOCTI Ki1acu(ikalii po3ropHyTo Te-
cToBe cepenoBuile Ha ocHOBI Puppeteer (Chrome 114).
[Mpodaiinep BUIMPoOOOBYBaBCS B KOHTPOJILOBAHHX YMO-
Bax IITYYHOro OOMEeXeHHs Mepexi. Bukopucrano Ha-
crynHi npodin cumysinii mepexx Chrome DevTools:

slow 2G 3 down, = 40 k6it/c Ta rtt ,; = 2000 mc;

2G 3down g, =150 k6ir/c Ta rtt,,, =1200 mc;

slow 3G 3 down ;; =1 MGit/C Ta rtt 5, = 400 mc;

high latency 3G 3 down,, =12 M6ir/c Ta
rtt,s, =900 wmc;

4G 3down g, = 3.5 MGit/c Ta rtt 5, =120 mc;

unstable 4G 3 down 5, = 2.2 M6ir/c, rtt,;, =150 Ta
Mt =180mc ;

broadband 3 down ;, =20 M6ir/cTa rtt g, =30 mc.

IIpodini oXommoOTe IT’'STh HUTBOBUX KJAaciB Me-
pexi i TO3BONISIOTH MEPEBIPUTH MOBEAIHKY Mpodaiinepa,
SK Ha TIOBUTLHUX KaHaJaX, TaK 1 HA MBUAKICHOMY 3’ €I-
HaHHi. /{715 KokHOTO TIpodimto Oyno BUKOHaHO 1Mo 35 3a-
IMycKiB igeHTUdiKamii (IOCIiJOBHO y OJHOMY CEaHCi
Opay3epa, micis KoXKHOT cepii Opay3ep mepesamyckaBcs).
Jnst 1oCTOBIpPHOCTI BUMIpIOBaHb BCi 3aliBi (JOHOBI mpo-
necu 0yJ0 BUMKHEHO.

OTtpuMaHi pe3yabTaTH MICTHIIH JJIsl KOSKHOTO 3aIy-
CKy eTaJloHHHH npodinb, pesynbTatu baseline-kiacudi-
Kauii, pesyasratn ML-moneni ta ¢inansuuii oOpanuii
kiac. Lle mo3Bonmio po3paxyBaTH METPUKH TOYHOCTI, a
TaKOX MIPOAHAII3yBaTH OKPEMO BHECOK.

OriHIOBaHHS TOYHOCTI mpodaiiiepa MpoBOIHIOCS
Ha OCHOBI 245 3amycKiB y KOHTPOJIbOBAaHUX YMOBaX JJIs
T’ ITH IPOQLTIB MEpexi.

PesynpraTn mokazanu, mo riOpuaHuil miaxix ge-
MOHCTPYE cepenHio TouHICTh 91.6%, mpu 3HAYCHHSIX
precision =0.916, recall =0.903 ta F1=0.907 .

JleTanpHi METPHUKH 3a KTacaM¥ HaBeIeHo y Taou. 1.
SIx Buano, kimacu slow-2G ta 2G BH3HAYarOTHCS 3 a0Co-
moTHOK TouHicTio ( precision =1, recall =1, F1=1).

Kmac 3G mpomeMOHCTpyBaB BHCOKY CTaOUTBHICTB:
precision =0.909, recall =1, F1=0.952. Haiicknan-

HimmuMH 3anumaroTbes knacu 4G Tta broadband, mix
SIKUMH CTIOCTEPIraeThCsl HAHOUIbIIA KUTBKICTh XHOHHX
kinacudikaniii. s 4G orpumano precision = 0.841,
tomi sk s broadband precision = 0.828 . 3umxenus
recall mnus broadband mosicHIO€TBCS TUM, IO OIH3LKO
TPETHUHH TaKHX CEaHCIB OyJO BigHEeceHO 10 kiacy 4G y
Bumaakax migsumeHoro RTT 4m 3HIKEHOTO MpOITyCK-
HOTO KaHAIy.

Tabnuya 1 — Iloka3HUKH TOYHOCTI KiIacupikanii
(ri6puanmii miaxin, N = 245)

Kunac Precision Recall F1
slow-2G 1.000 1.000 1.000
2G 1.000 1.000 1.000
3G 0.909 1.000 0.952
4G 0.841 0.829 0.835
broadband 0.828 0.686 0.750
Average 0.916 0.903 0.907

CrpykTypa noMHJIOK Kiacudikauii BijoOpakeHna y
MaTpuni TrytaHuHH (Tabn. 2). Cmoctepira€rbes, IO
knacu slow-2G Ta 2G He MepeTHHAIOTHCS 3 1HITAMH, 3a-
Oesmeuyroun MOBHY BimokpemieHicTs. s 3G mepera-
JKHa OUTBINICTh BUMAJKIB BU3HAUYECHA KOPEKTHO, a XHOHI
BiTHECEHHS JI0 CYCITHIX KJIACiB YCYHYTi 3aBIsku ML-
Mmozeni. OcHOBHI po30iKHOCTI ¢ikcytoTbess Mk 4G Ta
broadband, ne gactuna ceciit broadband (~31%) kacu-
¢ikyerbes sk 4G. Taka KOHCEpBaTHBHICTH € BUIpaB/a-
HO0, OCKLIbKH Tpodaiiiep Bifmae nepesary HeI00IiHIO-
BaHHIO SKOCTi, II0 MIHIMI3ye PH3MK NEpEeBaHTAKEHHS
Mepexi KopucTyBaya.

Tabnuya 2 — MaTpuus NJIyTaHUHH

slow-2G |2G 3G 4G broadband
slow-2G 35 0 0
2G 0 35 0
3G 0 70 0
4G 0 58 5
broadband 0 11 24

V3aranpHIOIOYH, TonaBanHs ML-moneni 1o mopo-
TOBOTO QJITOPUTMY JTO3BOJIMJIO 3HU3HUTH KiBKICTh XHO-
HUX KiIacu@ikamiii Ha MeXOoBHX NpodiIsax, 30amaHcy-
BaTH MOKA3HMKHM TOYHOCTI, 30epirarouu mpu 1boMy HU-
3bKi HaKJIaJIHI BUTPATH.

[Mpanopui y3roxunucs 3 O4iKyBaHOIO MOBEAIHKOO
podiIiB 1 IONMOMOIIIM IHTEpHpETyBaTH Kiacudikarito.
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Hust slow-2G Ta 2G y HagaHUX pe3yJibTaTax Iparopiii
highLatency ta lowBandwidth Bmukasucst cTabinbHO;
JIOBipa NpH koMY OyJla BUCOKOIO, a TiOpuIHa cxeMa He
3MiHIOBasia kiac. Y mpodinsx 3G ta 4G mpamopeup
unstable criparboByBaB mepeBaXkHO 3a IMiJBUIICHOT Bapi-
a0eIPHOCTI MPOITyCKHOT 3JaTHOCTI 1 IPU3BOANB 110 3HU-
KEHHS JIOBipH. Y HPHKOPAOHHMX BHIIAAKaX II€ JO3BO-
nsumo ML-mozeni kopuryBaTti Kitac y Oik OLTbI KOHCep-
BaruBHOro. s unstable 4G mpamopri unstable i
lowBandwidth criparboByBanu Haituacrimte (crocTepira-
nwcst cTpuOKu Mixk Mepexkamu). [l broadband mparo-
pui, K mpaBuio, He BMHKammcs. [looauHoki unstable
abo highLatency signosinanu keiicam i3 Beiukum RTT:
y nux Bumnankax confidence 3HmXKyBanach, Mo BiAMNOBI-
JIaNi0 HAIlild TOJNITHIII «HE TMEPEOLIHIOBATI» MEPEKY.
IMpanopers cpuBound TparuisiBCst Ipy MOMITHHUX JOBIUX
3ajia4yax, ajie BiH He 3MIHIOBaB Ki1ac 0e3M0CcepeHbO.
Burpatu pecypciB mpodaiinepa € MiHIMaTbHAMH.
BuMiproBaHHs MOKa3any, Mo npodainep mpaimkoe B Me-
JKax 3aJaHOTO OFO/KETy (Yac, KUTbKICTh P00, KITBKICTh
0alTiB) 1 HE CTBOPIOE HAaBaHTaXCHHS Ha cucremy. Jli-
HiftHa ML-Monens 3niticaroe 60—70 eneMeHTapHUX apu-
(¢bMeTHuHMX omnepauii, a ii Baru OLIHIOIOTHCS B MeXKax
1.5 x6aiit. Haiinosoro gieto € Bukonanus HTTP-3anu-
TiB AJ1s IPOO, ajie BOHU BiOYBAIOTHCSI aCHHXPOHHO 1 He
3aBJIal0Th HaBaHTAXXCHHS Ha npuctpid. CyMapHUii yac
BUKOHAHHSI BHM3HAUYAETHCS NEPEBAXKHO TPUBAJICTIO ca-
MHUX MEpPEeXEBUX BUMIpIOBaHb. Pi3HHIS y BUKOPUCTaHI
mam’ti 10 i micns pobotu mpodaiinepa 3HAXOAUTHCS B
MeXax TIOXHOKH, apke OUTBIIY YacTHHY Yacy mpodaii-
JIep MPOCTO OYiKY€ BiIIOBII MEpexi, a caMi 00UHCICHHS
BUKOHYIOThCS LIBUIKO. HaBiTh HAa MalONOTY)XHOMY TIPH-
CTpOT HAKJIaJHI BUTpATH OOYUCIICHb € MPUIHATHIMU. B
pasi, K0 MPHUCTPIH ITi] Yac BUMIPIOBAHHS 3aiHATHH 1H-
LIMMH 337]a4aMy, sIKi OJ0BXXaTh BUKOHAHHS, MPOTE 1e
Oye aBTOMaTHYHO BPaxOBaHO 4epe3 03Haky cpuBound
(Taka cuTyallisi, CATHAJII3y€, 10 MOBUJIbHA PEaKIlis MOXe
OyTu CIpUYMHEHA HE JIMIlEe Mepexero). Takum unHOM,
3alpONOHOBAaHE  DILICHHS  BIANOBIZAE  KPUTEPisM
TinyML: mMoaens mBHIKa i Maja 3a po3MipoM, a 3ampo-
MTOHOBAHE PIllICHHS He MOTpe0ye 3HAYHUX PECypCiB.

BucHoBku

Y poboTi mpencTaBieHO i JETaIbHO IPOAHATIZ0-
BaHO MiAXix 1o Kiacudikarii MepekeBUX YMOB y Opay-
3epi i3 3acrocyBanusM TinyML-mozmeni. Otpumani pe-
3yJIbTaTH JAEMOHCTPYIOTh, IO HaBiTh NPOCTAa MOJEIb,
Taka SK OaraTrokjiacoBa JIOTICTHYHA perpecis, y HO€N-
HaHHI 3 peTeJIbHO MiAiOpaHNMHU O3HAKaMH 3/1aTHA Iepe-
BEPLINTH TPAJULINHHY IOPOTOBY CXEMy, 3a0e3Nedyroun
TOYHICTh OM3bK0 90% y 3a1aui po3ni3HABaHHS TUITY Me-
pexxeBoro 3’enHaHHs. ['iOpuIHUNA miaXia D03BOJSIE 30€-
perTH CTabiIBHICTh PIMIeHHS i BOAHOYAC JOJATH aalTH-
BHICTB 10 MepeXeBoi Kiacu(ikamnii kopuctyBada. Po3po-
OneHwnii mpodaiiiep € JIerKuM, MPo30puM i He oTpedye
CHemiadbHAX MOXIUBOCTeH Opaysepa. [Ipaktndna miH-
HICTh pIlIEHHS IIOJIATAE y MOXKIMBOCTI HOTO iHTEerpamii
GesnocepeiHbO Yy BEO3aCTOCYHKH ISl aIaliTHBHOTO Ke-
pYBaHHs 3aBaHTA)KEHHSIM KOHTEHTY. 3a JJOIIOMOT' OO TIPO-
(aiinepa KITiEHTChKA CTOPOHA MOXKE CAMOCTIHHO Ta MHUT-
TEBO BU3HAYATHU SKICTh MOTOYHOI MEpEXi 1 BUPIIIYBaTH
3aBaHTa)XXyBaTH PECYpCH B HIDKYIH SIKOCTI, BiJIKJIaaaTH
HEBa)KJIMBI 3aITUTH 200 aKTUBYBATH JI0JJATKOB1 ONTHMI3a-
i1 peHIEPUHTY B YMOBaX MOBLIBHOTO 3’ €THAHHS.

V mmprriif mepcreKTUBi OTpUMaHi pe3yNbTaTH Jie-
MOHCTpPYIOTH moteHmian TinyML y Bebcepenopumi. Bu-
KOHaHHS O0YHCIICHB y Opay3epi 3a0e3medye mpo30picTs,
KOH(QIICHIIIITHICT Ta HE3aJeKHICTH BiJ cepBepHOi iH-
¢dpactpykrypu. Lle BigkprBae MOXKIMBOCTI HE JIUIIE IS
aIalITUBHOTO 3aBaHTa)XCHHs KOHTEHTY y Be03acTOCYH-
Kax, ane W 1yt 3acrocyBanb y cdepi [oT, ne kiieHTChKI
npUCTpOi 3 0OMEKEHUMH PECypcaMH MOXYTb aBTOHO-
MHO OI[IHIOBaTH YMOBH Mepexi. I[lomanbmr mocii-
JOKEHHS, 110 CIIPSIMOBaHI Ha PO3LIMPEHHS TPOCTOPY 03-
HaK, BUKOPUCTaHHs OUIbII THYYKUX MOJIeJie Ta iHTerpa-
1i10 3 HOBUMH CTaHJapTaMH, JI03BOJISATH ITiBUIUTH TO-
YHICTH 1 YHIBEpCAIBHICTH 3aIIPOMIOHOBAHOTO IIIXOY.

[pencraBnennit mpodaiinep € mpukIagoM ehexTu-
BHOT'O TIOETHAHHSI TPOCTOTH peasti3amii, HU3bKUX HaKJa-
JHAX BHUTPAT Ta HPAKTHYHOI KOPHCHOCTI, IO POOUTH
HOro BaroMMM BHECKOM y HaIlpsiMi ONTHMIi3amii BeO3a-
CTOCYHKIB JIJIsl CEpEe/IOBHII i3 0OMEXEHUMHU PECypCamH.
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TinyML network profiler in browser
Artem Prylipa, Anna Filatova

Abstract. This research presents a client-side TinyML profiler of network in the web browser, designed for operation on
resource-constrained devices and under unstable or low-bandwidth network conditions. The solution combines a threshold-based
decision rule with a lightweight logistic (softmax) model executed locally to classify the quality of the network connection. Rele-
vance. The rising share of mobile traffic, the heterogeneity of network environments, and the limited fidelity of existing browser
indicators complicate accurate client-side decision-making. Object of study: client-side methods for profiling and classifying the
quality of a browser-based network connection using standard Web Performance APIs and ML models. Aim: to analyze, design,
and implement a profiler capable of classifying connection types and producing interpretable features without server support.
Methods. Navigation/Resource Timing and PerformanceObserver are used to collect raw signals. A 14-dimensional feature vector
is formed (medians/quantiles of RTT and throughput, variability measures, a loss-likelihood heuristic, and protocol/Service Worker
indicators). The proposed a threshold rule with hysteresis and decision confidence, together with a softmax model. Results. The
developed profiler requires no special permissions or third-party services. In controlled network-emulation scenarios it improves
classification accuracy over a pure threshold baseline, while maintaining low overhead and decision explainability. Conclusions.
The proposed client-side approach provides an effective, rapid, and interpretable assessment of network conditions in the browser
and is suitable for resource-constrained settings. The results can be leveraged to further enhance adaptive content loading, expand
the feature space, and deploy more compact ML models in web applications.

Keywords: client-side network profiling, TinyML, Web Performance API, softmax classification, RUM measurements,
adaptive content loading, QoE.
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INTELLIGENT APPROACH TO PLANNING TAKING INTO ACCOUNT
THE CONCEPT OF ACCEPTABLE WORK BALANCE

Abstract. The article presents an intelligent approach to the problem of scheduling computing tasks in a distributed
environment taking into account the concept of admissible load balance. The proposed model combines the principles of
multi-criteria optimization and machine learning for adaptive resource allocation between system nodes. The introduction of
an admissibility coefficient allows you to dynamically limit the set of machines available for performing a specific task,
which increases the efficiency of capacity use and reduces task waiting time. The developed approach takes into account
various efficiency criteria — productivity, load balance, and scheduling stability — and can be implemented in grid and
cloud infrastructures. Experimental results demonstrate that the use of intelligent algorithms allows you to achieve an optimal
compromise between system performance and uniform loading of computing resources.

Keywords: planning, distributed systems, grid, resources, heterogeneous systems.

Introduction

Modern distributed and hybrid computing systems are
characterized by high dynamic loads and heterogeneous
resources. In such conditions, the problem of effective work
scheduling becomes particularly relevant, since incorrect
task assignment leads to irrational use of capacity and a
decrease in overall system performance. Traditional
scheduling methods, which are based on static algorithms or
heuristics, often do not take into account the variability of
the environment and user priorities, which limits their
effectiveness. One of the reasons for the inefficiency of
online scheduling is the situation when small tasks occupy
large computing nodes, blocking the execution of parallel or
resource-intensive processes. To avoid such scenarios, it is
advisable to use the concept of admissible work balance,
which introduces an admissibility parameter when choosing
a set of machines. This allows you to adaptively adjust
resources in accordance with current requirements and
reduce the risk of system overload.

Modern approaches to planning are increasingly
based on artificial intelligence methods, in particular
machine learning and evolutionary algorithms, which
provide the system with the ability to self-learn and make
decisions under uncertainty. This approach allows for
greater consistency between the criteria of time,
productivity and energy efficiency, which is especially
important for cloud and grid infrastructures.

1 Research objective

The objective of this research is to develop an
intelligent model of work planning in a distributed
environment based on the concept of admissible balance,
which ensures effective load distribution between
computing resources. To achieve this goal, it is planned to:

—analyze existing planning methods in grid and
cloud systems;

— determine a mathematical model of an admissible
set of machines using the admissibility parameter;

—develop an adaptive decision-making algorithm
using machine learning methods;

—conduct an experimental comparison of the
effectiveness of the proposed approach with traditional
planning methods.

The implementation of this goal will contribute to
increasing the efficiency of resource use in high-
performance computing environments and forming the
basis for creating intelligent automated load management
systems.

Scheduling is a crucial aspect of achieving high
performance in distributed systems. Various scheduling
algorithms have already been proposed and implemented
in various types of systems. However, many unanswered
questions remain in this area. One of the main challenges
is developing coordinated resource allocation
mechanisms that enable more efficient utilization of
resources and improve service quality. In general, the
problem of job scheduling on multiprocessors is well
understood and has been the subject of decades of
research, addressing theoretical aspects or hints for
implementing real-world systems. Scheduling in GRID,
on the other hand, is almost exclusively considered by
practitioners seeking suitable implementations. The
highest level consists of a GRID scheduler (a resource
broker, or meta-scheduler), which receives job requests
and distributes jobs to the appropriate GRID resource.
Managing a specific resource is the responsibility of a
local management system, which knows the current state
of its machine and the jobs assigned to it. Local
scheduling is applied independently to each machine. At
each level, various constraints and specifications are
taken into account. Here, we consider parallel jobs that
have a specified degree of parallelism and during which
only a specified number of processors or cores must be
assigned to them.

2 Literature Review

A feasible assignment policy, which excludes
certain machines from the set of machines available for
assigning a given job, was proposed in [1]. In [2], it was
shown that the competitive factor of the MLBa+PS
algorithm ranges from 17 to infinity with varying the
feasibility factor. In [3], the existing results of [2] are
improved and expanded, achieving an approximation
factor of 9 for the offline case and a competitive factor of
11 for the online case. An approximation factor of 3 and
a competitive factor of 5 are also obtained for cases
where all slaves converge on the smallest machine, as in
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the problem discussed in [4]. To demonstrate the
practicality and competitiveness of the algorithms, a
comprehensive performance study using simulations is
conducted in [5]. Workloads based on real production
systems are used to examine three GRID scenarios based
on heterogeneous HPC systems and to study the problem
of job scheduling with uncertain execution time
requirements, as in a real runtime environment, only
user-provided job execution time estimates are available.
The algorithms are focused on parallel, computationally
intensive jobs and make scheduling decisions without
precise performance information, particularly regarding
job execution time. They are simple, operate on a job-by-
job basis, and allow for efficient implementation in real
systems.

3 Acceptable distribution of work

The online scheduling problem is defined as
follows: n parallel jobs Ji, Ja, ..., J» must be assigned to
parallel machines Ni, Ny, ..., Nm. Let m, will be the
number of identical processors in the machine N, also
known as the size of the machine Ni. Let sy, = Zﬁzf m;
will be the total number of processors belonging to
machines from Nt , to N1. Let us assume, without loss of
generality, that parallel machines are arranged in non-
decreasing order of size. mi1<...<mm.

Every job jj is described by a set (1}, sizej, pj , p’j),
determining the following characteristics of the
operation: the time of its occurrence r; >0 — time relative
to the start of the schedule, its size 1< sizej<mm —
processor requirements, execution time p; and
assessment of user execution time p;.

In an online scenario, no job parameters are
available until the job is submitted. Planning is difficult
if the processing time of a job is only known after it has
been completed. This is called a hon-clear-run scenario.
In some real-world systems, the user must provide an
estimate of the processing time for their job to prevent
wasting computing resources when working with
programs that contain errors, such as infinite loops. This
estimate can also be used by the scheduler, although
estimates can be quite inaccurate.

Let w; =p; sizej this is the amount of work j; , also
referred to as its schedule area or its consumed resource.
Jobs are submitted over time and must be immediately
and definitively assigned to a single machine. However,
the allocation of processors for a job may be delayed until
the required number of processors is actually available.
The job is executed in space-partitioning mode by
allocating size; processors for an uninterrupted period of
time p; . TSince neither interruptions nor multi-machine
execution nor shared distribution of processors from
different machines are permitted, the work j can be
performed on the machine N; only if size; i.

Time of completion j; copy in schedule S is denoted
by ¢; =(S, 1). Formally, the duration of work in schedule S
and copy | is equal to Cmax(S, 1). The optimal time for the
end of work of instance I is indicated by Cmax (S, 1). Further
on, wherever possible without causing ambiguity, we will
omit the instance and schedule S. Let us denote the GRID
machine model as GPn. In three-field notation o | | v, our

planning task is characterised as GPw|r;, sizej |Cmax for the
optimisation criterion Cmax. Target functions are based on
metrics, and notation is used to denote this problem MPS
(Multiple machine Parallel Scheduling.

A local resource management system can use
various scheduling algorithms. In the experimental
sections of this chapter, it is assumed that the LRMS uses
an online parallel scheduling algorithm: First-Come-
First-Serve policy with the EASY backfilling algorithm,
where the scheduler can use later tasks to fill gaps in the
schedule, even if this delays the expected start time of
other tasks, as long as the expected start time of the first
task is not delayed. To apply EASY backfilling, the user-
specified estimated execution time is used. Formally, the
competitive factor of algorithm A is defined as p, =
Cmax(sA,I)

Cr*nax(l)
problem. Again, we omit algorithm A if this does not
cause ambiguity. The approximation factor is determined
similarly for deterministic offline planning problems.

It should be noted that in our deterministic planning,
all tasks are available at the beginning and the planner
knows the parameters of all tasks. It is assumed that the
resources involved are stable and designed to work in
GRID. Well-known metrics for algorithm performance
are also considered, typically used to denote the goals of
various participants in GRID planning: end users, local
resource providers, and administrators:

max; I for all possible instances of the

n R
1 Cj—Tj

SDp==—") ———— 1)
n J-Z_:lmax(lo; pj)
and average waiting time
1 n
tW:—~Z(Cj—rj—pj). (2)
n i

To eliminate the impact of very short jobs, i.e.,
those with close to zero execution time, the slowdown is
limited to a commonly used threshold of 10 s.

This work uses the waiting time tw instead of the
response time:

1 n
, TA=—. Ci—rj) 3
SOICELY ©
and the sum of the waiting times of the jobs
n
SWT:Z(cj—rj—pj). (4)
=1

The differences between these metrics are constant
regardless of the scheduler used:

1 n
const == p;. ©®)
n

j=1
Resource-based metrics such as utilization are not used
n pi-size;
u=>——~1-— (6)

21 Cmax ~max(sj;m)

Th =n/Cra - (7

and throughput
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4 Hierarchical planning system

Job scheduling is a critical part of the efficient
operation of computing systems. Various aspects of the
problem are discussed in the literature to address
emerging challenges facing distributed systems:
centralized, hierarchical, and distributed models; static
and dynamic scheduling policies [6]; multi-objective
optimization [7]; adaptive policies related to the dynamic
behavior of resources [8]; autonomous control; QoS
constraints; economic models; resource selection;
scheduling of data and resource-intensive computations;
workflow scheduling; data locality, resource bindings for
execution and data storage [9]; replication; performance
evaluation.

Theoretical evaluation of scheduling in distributed
systems is studied to provide hints for the implementation
of real systems in which only user estimates of job
execution times may be available.

Therefore, it is important that the scheduler be able
to integrate user estimates and available information with
dynamic and static resource allocation strategies. This is
one of the goals of this chapter. Distributed systems vary
significantly in size, and their workload is very dynamic.
Quality of service is an important performance

Table 1 — Scheduling Strategies

characteristic for scheduling algorithms. Therefore,
worst-case theoretical analysis is a relevant approach, as
it provides such guarantees in systems with non-
stationary parameters.

In this article, we consider an algorithm that knows
nothing about jobs other than the number of outstanding
jobs in the system and their processor requirements.

Scheduling algorithms for two-level GRID models
can be divided into a global part of job allocation and a
local part of job scheduling. Thus, MPS is considered a
two-stage scheduling strategy: MPS = MPS_Alloc + PS.
In the first stage, each job is assigned to a suitable
machine using a specified selection criterion. In the
second stage, the PS algorithm is applied to each machine
for the jobs assigned in the previous stage. It is easy to
see that the MPS algorithm'’s contention factor is bounded
below by the PS algorithm's contention factor, given a
degenerate GRID that contains only one machine. The
best possible online non-clairvoyant PS algorithm (with
unknown job execution time) has a contention factor of
2, where denotes the number of processors on a single
parallel machine.

Three levels of information are available for job
allocation. Each level differs in the type and amount of
information required to generate a schedule (Table 1).

Strategy Level Description
Random 1 Distributes work to the machine randomly
MLp 1 Distributes job j to the machine with the lowest CPU load at time rj
MPL 1 Distributes job j to the machine with the lowest CPU requirements at time rj

Allocates work to the machine with the smallest standard deviation of CPU requirements, taking into

LBa_S 1 account all machines when work is assigned to it ming_ \/ZEI(PL? - pL)Z/m
MLB 2 Distributes work to the machine with the lowest CPU load at the moment rj
MCT 3 Allocates work to the machine with the earliest completion time { Cmax }
MWWT_S 3 Distributes work to the machine with the minimum weighted average waiting time
MST 3 Assigns a job to the machine with the earliest start time for that job

5 Acceptable distribution of work

The problem of scheduling jobs on distributed
machines online has rarely been addressed so far.
Unfortunately, in the worst case, this can lead to
inefficient use of the entire system. One of the structural
causes of such inefficiencies in online scheduling is the
potential use of large machines by jobs with small
processor requirements, forcing highly parallel jobs to
wait until completion if they are submitted later.

Acceptable set of machines for work j; are the
machines with indexes {f,, ...., I} or simply {f, ...., 1},
if it does not cause ambiguity, where f; - smallest index i
such that m; >size; , and I; smallest machine index i
(puc.1 ), where Sf; 1 the total number of processors

belonging to machines from Nf to Ny. It should be

noted that always j. The admissibility coefficient
parameterizes the admissibility of machines used for job
distribution. Note that at least one machine is admissible,
since is strictly greater than 0, while specifies that all
available machines are admissible. If is the smallest
index, for example, size;, then the work can be

distributed among machines from index to . The
admissibility coefficient reduces the available machines
to machines with indices from f to 1 (Fig. 1).

a*Spm (I-a)+ Sfm

|oax Sf,mi

(1 - a) * Sf,m

1 f f Ly l m

Fig. 1. Example of acceptable machines
for assignment of work with factor o

Assume that the work J; allocated to the machine from
the setf,.. ., containing processors a sim (Fig. 1). Therefore,
(1-o) sim processors are excluded from s ¢ processors
available for J;. Note that the machines are indexed in order
of size, not decreasing. Obviously, the total set of machines
is represented by a whole set. 1, ..., m. The load planning
problem is a multi-objective problem, considering
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several performance criteria. Resource providers and
users often have different, sometimes conflicting, goals,
ranging from minimizing response time to optimizing
resource utilization. Grid resource management can
utilize multi-objective decision support. A general multi-
objective decision methodology based on Pareto
optimality can be applied to this purpose. However,
achieving a fast solution using Pareto dominance, as is
necessary for resource management, is very difficult. The
problem is often simplified to a single-objective problem
or to various methods for combining objectives. There
are various ways to model preferences; for example, they
can be explicitly specified by stakeholders to indicate the
importance of each criterion or the relative importance
between criteria. This can be done by defining criterion
weights or ranking criteria by importance.

The goal is to find a robust and well-performing
strategy across all test cases, with the expectation that it
will also perform well under other conditions, such as
different configurations and workloads. The analysis is
conducted as follows. First, the degradation—the relative
performance error—of each strategy for each metric is
estimated. This is done relative to the best performance
for that metric:

Table 2 — The permissible set of machines

MTR =100-(metric/best _metric)—1. @)

Thus, for the three main metrics, each strategy is
characterized by three 9-digit numbers for 3 grids,
reflecting its relative performance degradation in test
cases. These three values are then averaged, assuming
equal importance for each metric, and the strategies are
ranked for each grid. The best strategy, with the smallest
average performance degradation, has a rank of 1; the
worst strategy has a rank of 9. The average performance
degradation is then calculated for G d1, G d2, and G d3.
The main goal is to identify strategies that perform
reliably in different scenarios; that is, to try to find a
compromise that takes into account all of our test cases.

6 Assignments operate in divisions
of the system with parameter o

Let us have 5 machines with a different number of
processors: 2,4, 8, 16, 32. Machines sorted by size
(s1 <52 < s3 < sq4 < s5). Jobs with different requirements
for the number of processors enter the system, let's define
their flow: 2, 8, 20. Let us determine the permissible set
of machines, for each job we will determine the minimum
index j so that s_j > size j (Table 2).

Work size; ji Suitable machines (f,...,I) s {fm} 0=0.5 Available processors (o-s_{f,m})
5 2 {Mi, Mz, Ms, Ma, Ms} 62 0.5 31
I 8 {Ms, M4, Ms} 56 0.5 28
Ts 20 4 (M, Ms} 48 0.5 24

The parameter o = 0.5 means that only 50% of the
processors in the allowable range are available for
assignment.

e Job Ji can only be assigned to a subset of
machines, with a total of 31 processors.

For example, Ji will get machine M2 (4 processors).

* Job J: is assigned to Ms (8 processors), because
this is enough for its requirements.

* Job Js needs 20 processors, so it chooses Ma (16)
+ part of Ms (4 processors).

In the online assignment situation, let’s analyze the
efficiency:

« If Ji (a small job) arrives before Js and occupies a
large machine (e.g. Ma), then Js is forced to wait, even
though it needs more power.

* This leads to inefficient use of the system.

Three main metrics can be considered to evaluate
the effectiveness of allocation strategies:

1. Waiting time (T1)

2. Resource utilization (U)

3. Load balance (L)

For each strategy, the relative degradation of each
metric compared to the best result is calculated.

For example:
Strategy |AT: |AU |AL Average decrease |Rank
S 0.05 | 0.10 | 0.08 0.076 2
S: 0.02 | 0.12 | 0.05 0.063 1
Ss 0.10 | 0.18 | 0.09 0.123 3

Strategy S receives rank 1 because it has the
smallest average performance degradation in the three
test grid scenarios, the a-parameter limits the set of
machines available for work and helps to avoid overuse
of large nodes by small tasks. In online mode, incorrect
assignment leads to resource blocking. Multi-criteria
analysis (Pareto method) allows you to choose a
scheduling strategy that works stably in different system
configurations.

M, M, M; My Ms
2 4 8 16 32
Work Proce;sors
required

13 20

i

a=0.5

Fig. 2. Example of permissible machines
for assigning jobs by factor o

The presented diagram (Fig. 2) demonstrates an
example of permissible distribution of jobs between
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machines in a distributed system with a permissiveness
coefficient o = 0.5. It shows that only a part of the machines
from the entire resource pool is available for a specific job
depending on its processor requirements (size;). According
to the model, smaller jobs (for example, Ji) can be
performed on several small machines, while more resource-
intensive jobs (J2, Js) have a limited set of possible machines
due to the parameter a. This provides a balance between the
system load level and the efficiency of processor use.

» using the coefficient o allows us to avoid
excessive use of large machines by small jobs;

* the approach helps to reduce downtime of high-
performance nodes;

* the system achieves better load balancing with
different intensities of incoming jobs;

* in the case of online scheduling, this method
ensures stability and uniformity of distribution under
changing conditions.

Therefore, the use of the admissibility coefficient
a in the work assignment model is an effective way to
optimize the use of computing resources in hybrid or
grid environments.

Conclusions

The graphical analysis allows us to draw the
following conclusions:
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STRATEGIC PLANNING IN THE CONTEXT OF COMBINED SOFTWARE TESTING

Abstract. Relevance. Given the rapid development of software engineering practices and the need for cost-effective quality
assurance in competitive environments, the relevance of developing strategic planning approaches for combined testing is
growing steadily. The object of research is the strategic planning process for combined software testing that integrates multi-
ple testing methodologies through systematic framework implementation, risk assessment, and resource optimization algo-
rithms. Purpose of the article. This study explores strategic planning approaches for combined software testing and assesses
their effectiveness across various application domains. The article aims to provide a structured framework for testing strategy
integration and evaluate optimization mechanisms for resource allocation in complex testing environments. Research results.
A comprehensive Strategic Planning Framework for Combined Software Testing (SPF-CST) was developed, consisting of six
interconnected components: context analysis, multi-dimensional risk assessment, Al-driven prioritization, strategy selection,
resource optimization, and monitoring systems. Empirical validation across eight industry case studies demonstrates a 35% re-
duction in defect leakage rates, 28% improvement in testing efficiency, and 45% decrease in regression testing costs. The study
revealed that strategic planning significantly enhances testing effectiveness through systematic methodology integration and
adaptive resource management. Conclusions. The study demonstrates the effectiveness of risk-based prioritization and math-
ematical optimization in testing strategy selection. The proposed framework provides practical tools for organizations to im-
plement comprehensive testing strategies while managing resource constraints and project timelines.

Keywords: strategic planning, combined testing, software quality assurance, test optimization, resource allocation, test-

ing integration, framework development.

Introduction

Strategic planning in software testing has emerged
as a critical discipline within modern software engineer-
ing, aimed at the systematic optimization of testing pro-
cesses through integrated methodologies and resource
allocation strategies. In today's development environ-
ment, testing activities must address multiple quality di-
mensions simultaneously while operating under signifi-
cant resource and time constraints. The challenge of ef-
fectively combining different testing approaches — from
unit testing to system validation — requires sophisticated
planning frameworks that can balance coverage, cost, and
timeline objectives.

The increasing complexity of software systems,
coupled with accelerated development cycles and diverse
deployment environments, has made traditional ad-hoc
testing approaches insufficient. Modern applications inte-
grate multiple technologies, interfaces, and user interac-
tion patterns, requiring comprehensive testing strategies
that span various methodologies and tools. Strategic
planning addresses this complexity by providing system-
atic approaches to testing resource allocation, methodolo-
gy selection, and execution optimization.

Risk-based testing has become a fundamental com-
ponent of strategic planning, enabling organizations to
prioritize testing efforts based on potential impact and
likelihood of failure. Unlike traditional coverage-based
approaches, risk-oriented strategies focus resources on
critical system components and high-impact scenarios,
optimizing the cost-benefit ratio of testing activities.

The integration of artificial intelligence and ma-
chine learning technologies into testing processes has
opened new possibilities for automated strategy selection,
predictive risk assessment, and adaptive resource alloca-
tion. These technologies enable dynamic optimization of
testing plans based on real-time feedback and evolving
project characteristics.

The objective of this article is to investigate strategic
planning frameworks for combined software testing, exam-
ining systematic approaches to methodology integration,
resource optimization, and risk-based prioritization in con-
temporary software development environments.

Review of Recent Studies and Publications. Stra-
tegic planning in software testing has gained significant
attention in recent literature, with researchers exploring
various optimization and integration approaches across
different application domains.

A comprehensive analysis of testing strategy opti-
mization is presented in [1], which examines systematic
approaches to test planning and resource allocation in
agile development environments. The authors emphasize
that traditional testing methodologies must be adapted to
accommodate rapid iteration cycles and continuous inte-
gration practices. The study proposes mathematical mod-
els for optimizing testing resource distribution across
different phases and methodologies, demonstrating sig-
nificant improvements in defect detection rates and cost
efficiency. The application of artificial intelligence in test-
ing strategy selection is explored in [2], focusing on ma-
chine learning approaches for automated test prioritization
and resource allocation. The research demonstrates how Al
algorithms can analyze historical project data, code com-
plexity metrics, and risk factors to recommend optimal
testing strategies. The study shows that Al-driven ap-
proaches achieve 25-30% improvements in testing effi-
ciency compared to traditional manual planning methods.
Risk-based testing methodologies are comprehensively
reviewed in [3], which presents a systematic analysis of
risk assessment techniques and their integration with test-
ing strategy planning. The authors propose multi-
dimensional risk models that consider technical complexi-
ty, business impact, and operational constraints. The re-
search validates these approaches across multiple industry
case studies, demonstrating consistent improvements in
critical defect prevention and resource utilization.
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An influential study on continuous testing integra-
tion is presented in [4], examining the challenges and
opportunities of incorporating testing activities into
DevOps pipelines. The research addresses the complexity
of maintaining comprehensive testing coverage while
supporting rapid deployment cycles. The authors propose
automated testing orchestration frameworks that dynami-
cally adjust testing strategies based on code changes, de-
ployment frequency, and quality metrics.

The economic aspects of strategic testing are ana-
lyzed in [5], which investigates cost-benefit optimization
models for testing resource allocation. The study devel-
ops mathematical frameworks for evaluating the econom-
ic impact of different testing strategies, considering fac-
tors such as defect prevention costs, remediation expens-
es, and market impact of quality issues. The research pro-
vides quantitative tools for justifying testing investments
and optimizing resource distribution. Multi-criteria deci-
sion analysis applications in testing are explored in [6],
focusing on systematic approaches to strategy selection
under conflicting objectives. The study addresses the
challenge of balancing multiple testing goals including
coverage, cost, time, and risk mitigation. The authors
propose decision support frameworks that enable stake-
holders to make informed trade-offs between different
testing priorities. The integration of security testing into
strategic planning frameworks is examined in [7], which
addresses the growing importance of security considera-
tions in software quality assurance. The research propos-
es risk-based approaches to security testing integration,
demonstrating how security concerns can be systemati-
cally incorporated into comprehensive testing strategies.

Recent advances in test automation and their impact
on strategic planning are analyzed in [8], examining how
automated testing technologies influence strategy selec-
tion and resource allocation decisions. The study investi-
gates the optimal balance between manual and automated
testing approaches, providing guidelines for automation
investment and implementation planning.

Across these studies, common trends include the
shift toward risk-based prioritization, the integration of
Al and machine learning technologies, and the emphasis
on systematic frameworks for strategy optimization. Re-
searchers consistently emphasize the need for adaptive
approaches that can respond to changing project charac-
teristics and organizational constraints.

The purpose of this work is to develop and vali-
date a comprehensive Strategic Planning Framework for
Combined Software Testing that integrates multiple test-
ing methodologies through risk-based prioritization, re-
source optimization algorithms, and adaptive strategy
selection mechanisms.

Main part

The Strategic Planning Framework for Combined
Software Testing (SPF-CST) represents a systematic
approach to integrating multiple testing methodologies
while optimizing resource allocation and managing pro-
ject constraints. The framework (Fig. 1) consists of six
interconnected components that work together to pro-
vide comprehensive testing strategy planning and exe-
cution.

Risk Assessment

Multi-Dimensional
Engine

Context Analysis
Module

Resource
Optimization

Monitoring &
Adaptation System

Fig. 1. SPF-CST Components and Interactions

The Context Analysis Module serves as the founda-
tion of the framework, evaluating project characteristics,
organizational constraints, and technical requirements.
This component analyzes factors such as system com-
plexity, development methodology, resource availability,
timeline constraints, and quality requirements. The mod-
ule generates a comprehensive project profile that guides
subsequent strategy selection and resource allocation
decisions. The Multi-Dimensional Risk Assessment En-
gine provides systematic evaluation of potential testing
risks across multiple dimensions. Technical risks include
system complexity, integration challenges, technology
maturity, and architectural volatility. Business risks en-
compass market impact, regulatory requirements, user
experience criticality, and competitive implications. Op-
erational risks consider resource constraints, timeline
pressures, environmental factors, and maintenance re-
quirements. The engine employs weighted scoring models
to quantify risk levels and guide prioritization decisions.
The Al-Driven Prioritization System utilizes machine
learning algorithms to provide dynamic test prioritization
based on evolving risk profiles and project characteristics.
The system analyzes historical defect data, code complexi-
ty metrics, developer experience levels, and user behavior
patterns to predict high-risk areas requiring intensive test-
ing. Supervised learning algorithms classify risk levels
based on multiple input parameters, while natural lan-
guage processing techniques extract implicit risk indica-
tors from requirements and documentation.

The Strategy Selection Engine determines optimal
combinations of testing approaches using multi-criteria
decision analysis. The engine considers factors such as
testing effectiveness, resource requirements, timeline
constraints, risk coverage, and organizational capabilities.
Mathematical optimization models evaluate different
strategy combinations and recommend configurations
that maximize testing value while respecting project con-
straints. The Resource Optimization Module allocates
human, technical, and temporal resources efficiently
across selected testing strategies. The module employs
linear programming models to maximize testing effec-
tiveness subject to resource availability constraints:

Maximize: Effectiveness = X(e; x x;);
Subject to: X(r; x x;) <R; for all resources j.

Where e; represents effectiveness scores, x; denotes
allocation variables, r;; indicates resource requirements,
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and R; represents available resources. For complex sce-
narios, genetic algorithms evolve optimal solutions
through iterative improvement processes. The Monitoring
and Adaptation System provides continuous feedback
and framework adjustment mechanisms. The system
tracks testing execution metrics, defect discovery rates,
resource utilization, and schedule adherence. Real-time
analytics enable dynamic strategy adjustments based on
emerging patterns and changing project conditions.

The framework defines three primary integration
patterns for combining testing strategies. The Hierar-
chical Integration Pattern organizes testing activities in
layered structures, ensuring systematic progression from
unit testing through system validation. This pattern main-
tains clear dependencies between testing levels while
enabling parallel execution where appropriate. The Paral-
lel Integration Pattern enables concurrent execution of
compatible testing strategies, such as simultaneous func-
tional and performance testing or combined manual ex-
ploratory and automated regression testing. This pattern
optimizes resource utilization by identifying non-
conflicting testing activities that can be executed simulta-
neously. Risk-based prioritization mechanisms form a
critical component of the framework, enabling optimal
allocation of testing resources toward high-impact areas.
The framework employs comprehensive risk scoring
models that consider probability, impact, and detectabil-
ity factors:

Risk Score = Probability x Impact x Detectability™.

Priority scores guide resource allocation decisions,
ensuring that high-risk components receive appropriate
testing attention while maintaining comprehensive cover-
age across all system elements. The framework incorpo-
rates machine learning algorithms for dynamic test priori-
tization based on evolving risk profiles.

1. Predictive Risk Modeling:

« supervised learning algorithms analyze historical
defect data, code metrics, and testing outcomes to predict
risk areas;

« features include code change frequency, developer
experience, module dependencies, and historical defect
density;

« multiple algorithms (Random Forest, Gradient
Boosting, Neural Networks) are ensemble-combined for
robust predictions.

2. Adaptive Prioritization Algorithm:

Priority_Score = (Risk_Score x Impact Weight) +

+ (Uncertainty Factor x Exploration Weight).

The algorithm balances exploitation of known high-
risk areas with exploration of uncertain areas to prevent
blind spots.

3. Dynamic Risk Profile Updates:

« real-time risk assessment based on continuous in-
tegration feedback;

« automated risk score adjustment based on test exe-
cution results;

« integration with defect tracking systems for imme-
diate risk profile updates.

4. Contextual Risk Assessment:

« natural language processing analysis of require-
ments and user stories for implicit risk identification;

« sentiment analysis of user feedback and bug re-
ports for risk severity assessment;

« automated dependency analysis for cascading risk
identification.

Empirical validation of the framework was con-
ducted through eight industry case studies across diverse
organizational contexts including financial services,
healthcare, e-commerce, telecommunications, manufac-
turing, education, government, and retail sectors. Projects
ranged from 6 to 24 months duration with varying com-
plexity levels and development methodologies.

Quantitative analysis demonstrates consistent im-
provements across all measured dimensions. Defect de-
tection rates improved from 78% in traditional approach-
es to 91% with the SPF-CST framework, representing a
16.7% enhancement. Test coverage increased from 72%
baseline to 88%, achieving a 22.2% improvement. Time
to market reduced by 17% compared to conventional
methods, while testing costs per KLOC decreased from
$2,840 to $2,180, representing a 23.2% reduction. Post-
release defects dropped from 4.2 to 2.1 per KLOC,
achieving a 50% reduction.

Statistical analysis confirms significance across all
metrics (p < 0.01), with large effect sizes indicating practi-
cal importance of the improvements. The framework's
success stems from its systematic approach to combining
complementary testing strategies while managing com-
plexity through structured integration patterns. Key organi-
zational success factors include leadership commitment,
with organizations showing 35% better adoption rates
when senior management actively supported framework
implementation. Established testing culture facilitated fast-
er implementation, while effective change management
resulted in 42% higher user satisfaction. Technical factors
encompass tool integration capabilities, with organizations
achieving 28% efficiency improvements through compre-
hensive toolchain integration. Automation maturity influ-
enced benefits realization, with mature organizations expe-
riencing 40% greater improvements. Robust measurement
systems enhanced framework effectiveness by 33%
through better visibility into testing performance.

Conclusions

The Strategic Planning Framework for Combined
Software Testing provides a comprehensive approach to
integrating multiple testing methodologies while optimiz-
ing resource allocation and managing project constraints.
The framework addresses critical gaps in contemporary
testing environments through systematic strategy selection,
risk-based prioritization, and adaptive resource manage-
ment. Empirical validation demonstrates significant im-
provements in testing effectiveness, with consistent en-
hancements across defect detection rates, test coverage,
cost efficiency, and time to market. The framework's
mathematical optimization models and Al-driven prioriti-
zation mechanisms enable organizations to maximize test-
ing value while respecting resource limitations and time-
line constraints. The research establishes strategic planning
as an essential discipline in software testing, requiring sys-
tematic approaches to methodology integration and re-
source optimization. The framework provides practical
tools and decision-making algorithms that enable organiza-
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tions to implement comprehensive testing strategies tai-
lored to specific project characteristics and constraints.
Future research directions include the development
of domain-specific framework adaptations for special-
ized applications such as safety-critical systems, 10T
platforms, and autonomous systems. The integration of
advanced Al techniques for predictive risk assessment
and automated strategy optimization represents promis-

ing areas for continued investigation. Additionally, the
exploration of framework scalability across different
organizational sizes and maturity levels warrants further
study. The Strategic Planning Framework for Combined
Software Testing establishes a foundation for systematic
testing optimization that can adapt to evolving software
engineering practices and emerging quality assurance
challenges.
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Crpareriune njaHyBaHHsS B KOHTEKCTi KOMOiHOBaHOI0 TeCTYBaHHSI MPOrPaMHOro 3a0e3meyeHHs
. M. Pociacekuit, B. 1. Citnikos, /1. I. [IuBoBaposa, /1. B. Bacunenko

AHoTanisi. AKTyaJIbHIiCTb. 3 OISy Ha IIBHIKKI PO3BUTOK MPAKTHK iH)XEHepii MporpaMHOro 3ade3rnedeHHs Ta moTpedy y
3a0e3MeueHHi SIKOCTI 32 YMOB KOHKYPEHTHOTO CepeIOBHIIA 3 ONTUMAILHIUMH BUTPaTaMH, aKTyaJlbHICTh PO3POOJICHHS CTpaTeridHuX
HiJIXO/IB /10 IUIaHyBaHHS KOMOIHOBAaHOTO TECTyBaHHs MOCTiiHO 3pocTae. O6'€KT HOCTITKEHHs : TIPOLIEC CTPATEriuHOro IIaHyBaH-
Hs KOMOIHOBAaHOTO TECTyBaHHS IPOTPAMHOr0 3a0e3IEUeHHs, IO IHTerpye KiJlbka METOAONOTIH TeCTyBaHHS IUIIXOM CHCTEMHOI
peamizanii hpeiiMBOpKiB, OLIHIOBaHHS PU3HUKIB Ta aJTOPUTMIB ONTHMI3allil BHKOPHCTaHHA pecypciB. MeTa CcTaTTi: JOCIiKSHHS
MPUCBSYCHE aHAJi3y CTPaTEridyHMX MiIXOMIB 10 IUIAHYBaHHS KOMOIHOBaHOTO TECTYBAHHS MPOTPAMHOTO 3a0€3NEYEHHS Ta OIHIO-
BaHHIO iX e()eKTHBHOCTI y PI3HMX MpeAMETHHX raiy3sx. CTarTs Mae Ha MeTi 3alpONOHYBAaTH CTPYKTYPOBaHY MOJENb iHTerparii
CTparteriii TeCTYBaHHS Ta 3IIMCHUTH OLIHKY MEXaHi3MiB ONTHUMi3allil PO3MNOALTY PECYPCIB Y CKIaJHUX CEPEIOBHINAX TECTYBAHHS.
Pe3ynbTaTn D0CITiIZKEHHs: PO3POOICHO KOMIUIEKCHHUH (PeMBOPK CTPaTEriyHOro IUIaHyBaHHS KOMOIHOBAHOTO TECTYBAaHHS MPO-
rpamuoro 3abesmnedeHnst (SPF-CST), 1o ckiafaeThest 3 MIECTH B3aEMOIOB’I3aHUX KOMITOHEHTIB: aHalli3 KOHTEKCTY; OaraToBUMipHa
OLIIHKa PU3HKIB; MPIOPUTH3ALlisl, KEPOBAaHA IITYYHHM IHTEJIEKTOM; BHOIp CTpaTerii; ONTHMI3allis pecypciB; CHCTEMH MOHITOPHHTY.
Emnipuyna Bepudikariisi Ha OCHOBI BOCBMH IPOMHCIIOBHX KEHCIB MPOAEMOHCTPYBajia 3MEHILICHHS [TOKa3HHKa BUTOKY Je(eKTiB Ha
35%, mimBuImeHHS edeKTUBHOCTI TecTyBaHHS Ha 28% Ta CKOpPOUYEHHS BUTpAT Ha perpeciiiHe TectyBaHHSA Ha 45%. JlocmimkeHHs
TOKA3aJIo, 110 CTPaTeTiYHe MIaHyBaHHs CYTTEBO ITiJBUIIYE PE3yIbTaTUBHICTh TECTYBaHHS 3aB/IIKU CHCTEMHIH iHTerpanii MeTo010-
Tiif Ta aanTHBHOMY YIPaBJiHHIO pecypcamu. BucHoBKH. JlocTikeHHs T0BENO €pEeKTHBHICTh MPiOPUTH3ALIl HA OCHOBI PU3HKIB Ta
MaTeMaTHIHOI ONTHMi3alii y BUOOpi cTparerii TecTyBaHHs. 3anponoHoBaHuil framework Hajae IpakTHYHI IHCTPYMEHTH I BIPO-
Ba/DKCHHS OPTraHi3aLisiMi KOMIUIEKCHHUX CTPATEriil TECTyBaHHS 3 ypaxyBaHHIM OOMEXeHb PECYPCIB i YaCOBHX PaMOK MPOEKTIB.

KawuoBi caoBa: crpareriune IiaHyBaHHsS, KOMOIHOBAaHE TECTyBaHHs, 3a0€3II€UEHHS SKOCTI NporpaMHOro 3abesre-
YEeHHS, ONTUMI3allis TeCTyBaHHs, PO3MOALI PecypciB, IHTErpamis TeCTyBaHHs, po3poOka (GpeitMBOpKy.
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MOJAEJII TA METOIHU IITYYHOI'O IHTEJIEKTY
JJIs1 OBPOBKU JAHUX B KOMII'IOTEPHUX MEPEXKAX

AHoTaunisi. YV CTaTTi pO3MIAAIOTECS CYyIacHi MO/ Ta METOAU IITYYHOTO iHTENeKTY /Uil e(eKTHBHOI OOpOOKH JaHHX B
KOMIT'IOTEpHUX Mepexax. [IpoaHanizoBaHO OCHOBHI MIAXOAM 10 3aCTOCYBAaHHS MALIMHHOTO HaBYaHHS, ITHOOKOTO HaBYaH-
HS Ta HEHPOHHUX MEPEX AJISI ONTUMi3aLlii MepexkeBoro Tpadiky, BUSIBICHHS aHOMAJIH Ta MiABUIIEHHS O€3MEKN MEPEXKEBUX
cucreM. JlocmimkeHo anropuTMu Kiacudikaiii MepexeBoro Tpadiky, MeToau nependaueHHs] HAaBAHTA)KEHHS Ta CUCTEMHU
aBTOMaTHYHOTO BUSBIICHHS BTOPTHEeHb Ha ocHOBI I1II. MeTa po6oTH nossirac y po3poO1ii Ta JOCHiKeHHI 1HTeTeKTyallb-
HUX METOJiB OOpOOKH JaHMX Y KOMIT'IOTepHHX Mepexkax, o 3a0e3NedyroTh MaclTaboBaHiCTh, aalTUBHICTD 1 eHeproe-
¢exTuBHICTE. [l iboro mepenbdadaeThesl CTBOPEHH Mozenell kinacudikanii Tpadiky, anropuTMiB OaaHCyBaHHS HaBaH-
Ta)XCHHS Ta CHCTEM BUSBICHHS Kibep3arpo3 Ha OCHOBI TE€XHOJIOTIH MAaIIMHHOTO i rmbokoro HaBuaHHS. PesyabraTm: ¥V
po06oTi 3amponoHOBaHO TiOpUAHY MoIeNb Kiacuikarii MepexeBoro Tpadiky, aroOpuT™M aJanTHBHOTO OalaHCYBaHHS Ha-
BaHTA)XCHHS HA OCHOBI MiAKPIIUTIOIOYOTO0 HABYAHHS Ta CUCTEMY BHSBICHHS Kibep3arpo3 y peanmsHOMy 4aci. Excriepumen-
TaJIbHI JOCTIKCHHS MiATBEpAUIN eeKTUBHICTh METOIB: TOUHICTh KiIacupikamii nepesuirye 94%, a IPOAyKTUBHICTH Me-
pexi 3pocia Oimpnr Hixk Ha 20%. BucHoBKH: 3acTOCyBaHHS METOJIB MAIIMHHOTO Ta TTMOOKOTO HABYAHHS 3HAYHO ITiJBH-
mye e)eKTUBHICTh YIPaBIiHHS KOMIT IOTEpHHUMH Mepexamu. OTpuMaHi pe3yiabTaTd MaloTh NPaKTH4HE 3HAYESHHS JUIS I0-
OymoBH MacIITabOBaHHX, CHEPrOe(EKTHBHUX 1 OE3MEYHNX MEPEKEBHX CHCTEM HOBOTO ITOKOJIIHHSI.

Kaw4oBi cjoBa: mrydHuil iHTENeKT, MAIIMHHE HaBYaHHS, TTIMOOKE HaBYAHHA, KiIacuQiKallis MEepeKeBOro Tpadiky,

ajanThBHE OalaHCYyBaHHS HAaBaHTA)XECHHsI, BUSABIICHHS KiOep3arpos, MiAKpiIUIOBAIbHE HaBUAHHSA, IHTEIEKTYaIbHI MEpEexi.

Beryn

CyuacHi KOMITTOTEpHI MEpexi XapaKTepU3yIOThCs
HaJ[3BUYAIHO BEIMKHMHU OOCSTaMy ITAHUX, CKJIQJHICTIO
TOTIOJIOTIi Ta TMHAMIYHICTIO HaBaHTAKCHHS. 3a JaHUMH
Cisco Visual Networking Index, rino6ansauii [P-Tpadik
3pocTae 31 mBuaKicTio 22% mopivHo i go 2025 poky
nocsirHe 4.8 3erabaiit Ha micsus [1]. Tpaauuiiini meto-
I 00pOOKHM Ta aHAJIi3y MEPEKEBUX NAHUX CTAIOTh He-
JOCTATHIMHU 151 3a0e3MeueHHs] e(peKTUBHOTO ()YHKIIIO-
HYBaHHSI BUCOKOIIBHKICHUX MEPEX I'SITOTO MOKOJIHHS
(5G) Ta maitbyTHIX 6G cucTeM.

Iryynwii igTenext (LI) Ta mammHHE HaBYaHHS
(MH) BimKpHBarOTh HOBI MOKJIMBOCTI JUIsI aBTOMATH3a-
il TpOoIeCciB yIpaBIiHHSI MepekaMH, ONTHMI3alii mpo-
IQYKTUBHOCTI Ta 3a0e3medeHHs Oe3nexu [1, 2]. Ocobmu-
BO MEPCIEKTUBHUMH € METOJH TJIMOOKOro HaBYaHHS,
SKi 3JaTHI aBTOMATMYHO BUSBIIATH CKJIAIHI HENHINMHI
3aJIKHOCTI B 0araTOBHMIPHHUX MEpEKEeBHX NaHUX 0e3
HEOOXITHOCTI PyYHOI0 KOHCTPYIOBaHHs 03HaK [3].

3actocyBanns 11l B MepexeBUX TEXHOJIOTISIX OXO-
IUTFOE TITMPOKHWHA CHEKTP 3aBJaHb: BiJl 1HTEIEKTyaJbHOL
kinacudikanii Ta ¢inbrpamnii Tpadiky 10 nependadeHHs
HaBaHTa)XCHHSI Ta BUWSBJIEHHA KiOep3arpo3 B pexumi
peansHoro yacy. CyyacHi JOCIIJDKEHHS TOKa3yl0Th, IO
BUKOPUCTaHHS METOJIB MAIIMHHOTO HaBYaHHS MOXKe
MiIBAIIATH €¢(DEKTUBHICTH MEPEKEBHX CHCTEM Ha 15-
40% MOpIiBHSHO 3 TPaIUIIHHIMH MiTXOTaMHU.

AKTyaJIbHICTh TEMH JIOCHTIIPKEHHS 00yMOBJIEHa He-
OOXiTHICTIO PO3POOKN IHTENEKTyallbHUX CHCTEM YIIpaB-
JIHHS MepeXaMH, 3JaTHUX aJanTyBaTHCS O 3MIHHHX
YMOB eKCIuTyaTamii Ta 3a0e3ledyBaTd BHCOKHH DPiBEHBb
akocTi obciyroByBanHs (Q0S) mpu MiHIMaJIbHUX BHUTpa-
Tax pecypcis [4].

IMocranoBka mpodaemun. O6poOka naHKX y cydac-
HUX KOMIT'IOTEPHHX MEpEeKaX CTUKAETHCS 3 PAIOM CyT-
TEBHX BHKIIUKIB, SIKi 3HWKYIOTh €(DEKTUBHICTD ICHYFOUHX
pimens. Hacamnepen, excrioneHIiiiHe 3pocTaHHs 00CSTIB

MepexeBoro Tpagiky CTBOpIOE HOTpedy B MacuitaboBa-
HHX aJITOPUTMaX, 3JaTHUX MPAIFOBATH Y pealbHOMY Yaci.
JloaTKOBOIO CKIIAJHICTIO € pi3HOpiAHICTh iH(opMarii-
HUX MOTOKIB: BiJl MyJIbTUMEIIHOTO KOHTEHTY /10 JAaHHUX
loT-mipucTpoiB, MO YCKIAAHIOE CTBOPEHHS YHiBepCallb-
HUX Mojenell aHami3y. [JMHaMidHICTh MEpEKEBOTO cepe-
JIOBHIIIA BHMArae BiJ alrOPUTMIB aJaNTHUBHOCTI, ajpKe
MapIIpyTH, TOTIOJIOTI] Ta XapaKTePUCTUKH HaBaHTaKCHHS
3MIHIOIOTBCSI HaA3BH4YaiiHO mBHAKO. He MeHmI akryais-
HOIO MPOOJIEMOI0 € Oe3meKa: 3pOCTaHHS KIIBKOCTI Ta
CKJIATHOCTI Kibep3arpo3 noTpedye MexaHi3MiB BUSIBJICH-
Hsl 1 HelTpasti3alil atak y pexxumi peasibHoro vacy. Kpim
TOrO, uepe3 30UIbIICHHS KUTbKOCTI MOOuUTbHUX Ta loT-
NPHUCTPOIB BAXKJIMBO BPAaxOBYBaTH eHEproe()eKTHBHICTH
ITOPUTMIB, 1100 3a0€3MeYnTH IX NPaKTHYHY MPHIAT-
HicTb. Jl0TAaTKOBUM BHKJIMKOM BHCTYIIA€ 3aBHAHHS HPO-
THO3YBaHHS HaBaHTA)XCHHS, HEOoOXigHe Uil momepe-
JUKCHHS TICpeBAaHTaKCHb Ta 3a0e3MeueHHs CTa0iTbHOT
sIKocTi cepeicy. OTxke, iCHYrOUi MeToIu 00OpoOKH Mepe-
KEBHX JIaHWX HE MOBHOIO MIpOIO 3a/I0BOJIBHSIOTH HOT-
pebu cydacHUX KOMIT IOTEPHUX MEpEeX, 10 00YMOBIIIOE
HEOOXiJHICTh MOITYKYy HOBHX IiIXOZIB Ha OCHOBI HITY-
YHOTO THTEJIEKTY Ta MallIMHHOTO HABYaHHSI.

Meto10 pobdoTH € po3poOka Ta KOMIUIEKCHE J10C-
JDKEHHS MOJAETeH 1 MeTOIB MTYYHOTO iHTEIEKTY I
epexTHBHOT 0OpPOOKM MaHWX y CY9acHHUX KOMII IOTep-
HHUX Mepexax. 30KpeMa, repe10aqacTbes:

— CTBOpPEHHS MacIITa0OBaHMX 1 aJaNTUBHUX all-
TOpUTMIB KJlacuQikamii MepexxeBoro Tpadiky 3 BUKOpH-
CTaHHSM METOJiB MallIMHHOTO Ta MIMOOKOT0 HaBUaHHS;

— po3poOka MexXaHi3MiB IHTEIEKTyaJlbHOTO Oa-
JIAHCYBaHHS HABAaHTA)XEHHsI HA OCHOBI MiJKPIIUTIOI0YOTO
HaBYAaHHS 3 ypaxyBaHHSAM JIWHAMIYHOCTI MEpEKeBOrO
CepeIOBHIIa,;

— QopmyBaHHA eHeproe(eKTUBHUX IiIXOMIIB 10
aHam3y JaHux s MoOinsHUX Ta loT-npucTpois;

— 1o0yJoBa CHUCTEMH BHSBICHHS Ta HEHTpaizamii
Kibep3arpo3 y peskuMi peabHOro 4acy i3 3aCTOCyBaHHSIM

130

© Cnobogsuuk O. 0., 3uxos I. C., I'punsos /1. B., 2025



ISSN 2073-7394

CucteMu ynpaBiiHHs, HaBiraiii Ta 3B's3ky. 2025. Ne 4

METO/IiB ITPOTHO3YBaHHs Ta aHOMalliiHoro anamisy. [lo-
CSITHEHHS Li€1 MeTH mependavae sk TeopeTudHe O0IpyH-
TYBaHHS 3alpONOHOBAHMX MIIXOMIB, TaK 1 MPOBENCHHS
eKCIIEPUMEHTAIBHUX JIOCIIKEHb ISl OLIIHKY 1X e(eKTH-
BHOCTI, TOYHOCTI, CTIHKOCTI Ta NMPaKTUYHOI MPUAATHOCTI
Y Pi3HHX CIICHapisX poOOTH MEpex.

OcHOBHA YacTHHA POOOTH

3.1 Ozna0 icnyouux nioxoeodie. Aunaii3 niteparyp-
HUX JDKEpel MOKa3ye, 10 ICHYI0Yi MiAX0Iu 10 00poOKu
MEpEeXEBHX JIaHUX MOXKHa Kilacu(iKyBaTH Ha TPH OCHO-
BHI kareropii. Craructuuni Meroau — 0a3ylOThCs Ha
aHaJi31 CTATHCTHYHUX XapaKTepUCTHK Tpadiky (cepen-
HE 3HAYCHHS, AUcIiepcis, Kopemsist) [5]. Mertomn ma-
IIMHHOTO HABYAHHS — BHKOPUCTOBYIOTH AITOPUTMH
knacuikamii Ta xracrepuzanii (SVM, Random Forest,
k-means) [6]. MeTtoau rimOOKOro HaBYaHHS — 3aCTO-
COBYIOTh HEHpOHHI Mepexi pizHoi apxitektypu (CNN,
RNN, LSTM, Transformer) [7].

KoskeH miaxin mMae cBOi nepeBaru Ta 0OMeKeHHS,
L0 BU3HA4a€ JOUUIBHICTh iX KOMOIHyBaHHsS B riOpui-
HHUX CHUCTEMaXx.

3.2 Apximexkmypa cucmemu 00podKu O0anux Ha
ocnogi L. 3arpornoHOBaHa apXiTEKTypa BKIIOYAE TPH
OCHOBHI piBHi (puc. 1).

PiBeHb NPUIAHATTA pilleHb =)
OnTuMisauis mapwpyTis YnpaseniHHsa 6e3nekoro
1 PiBeHb 06po6KM AaHMX “—
_ Ensemble
CNN mMogeni RNN mogeni .
mogeni
e PiBeHb 360py AaHUX

CeHcopu
Mepexi

MapupyT.

Noru 6e3nexu
obnagH.

Puc. 1. ApxitekTypa cucteMu 00pOOKH
MepeKeBUX JaHux Ha ocHoBi L1

ApXITeKTypa CHUCTEMH pealidye NMpHHOWN OaraTto-
piBHEBOi OOpOOKHM JaHMX 3 BHKOPHCTaHHSAM pi3HHX
tunis anropurmis 111 Ha xoxxHOMY piBHI. PiBeHb 3060py
JaHuX 3abe3neuye arperamito iHpopmamii 3 pi3HOTHN-
HUX JDKEpesl MepexeBoi iHPpacTpyKTypH, BKIIOYAIOUH
MapUIPyTH3aTOPH, KOMYTaTOPH, CUCTEMH MOHITOPUHTY
Ta CEHCOpH Oe3meKHu.

PiBeHp 0OpOOKHM JaHMX BHKOPHCTOBYE MapasienbHi
00YHCIICHHS Ul OJHOYACHOTO aHAJi3y Pi3HUX acIeKTiB
MepexeBoro Tpagiky. CNN-Mozeni aHaIi3yloTh IpOCTO-
POBi XapakTepuCTHKH makeTiB, RNN-Mozmemni BUSBIAIOTH
YacoBi 3aKOHOMIPHOCTI, a aHCaMOJICBI METOIM TIOETHY-
I0Th PE3YJIBTATH IS IPUHHATTS OCTATOYHUX PILLICHb.

3.3 Mooeni knacugixayii mepesrceeo2o0 mpagiky.
Junst knacugikanii MepesxeBoro Tpagiky 3armpornoHOBaHO
riopunny mogens CNN-RNN. Mogens CNN st poc-
TOPOBOT'O aHAJI3y:

fCNN(x) = ReLU(VVconv *x + bconv); (1)
mozenb RNN 11t gacoBoro aHamisy:

hy = tanh(Wy, *hy_y + Wy x. + by);  (2)
(byHKIIS BTpaT:

L= =%, X5y *log (pi)), (3)
ne N — KinbKicTh 3paskiB, C — KUIBKIiCTh KJIaciB, ¥;; —
icTuHHaA MiTKa, p;; — nependayeHa HMOBIPHICTb.

ANTOpUTM HaBYaHHS riOpuaHOT MOJEI:

1. Ilpenpoyecune Oanux. Hopmamizamis makeTiB
70 (iKCOBaHOTO pPO3MIipy, HNEPETBOPEHHS B TCH30PHY
¢bopmy.

2. Hasuanna  CNN-xomnonenmu.
IIPOCTOPOBHUX O3HAK 3 MEPEKEBHX MAKETIB.

3. Hasuanna RNN-xomnonewmu. AHaN3 TOCII-
JIOBHOCTEH TaKeTiB y Jaci.

4. O6’eonanns 03HAK.
CNN Ta RNN.

5. @inanvna xknacughivayis. T1oBHO3B sI3HUI 11ap
3 yHkIiero softmax.

ExcriepuMeHTanbHO  BCTAHOBJIEHO — ONTHUMallbHi
rineprnapamerpu: mMBHAKICTh HaByaHHs o = 0.001, pos-
Mip Oatay = 128, kinbkicTs emox = 50.

3.4 /lemanovhuii ananiz pezyivmamie excnepu-
menmis. Tabn. 1 mokasye HOPIBHAHHSA €(QEKTHBHOCTI
Ppi3HUX Mofeneit:

Bunminenus

Konxkarenariisst BUXOMIB

Tabnauys 1 — IopiBHsiHHSA edeKTUBHOCTI MoeJiei
kJIacudikanii Tpapiky

Mozens Tounicts ([loBHoTa|F1-Mipa| Yac 06po6-

(%) (%0) (%0) KH (MC)
SVM 78.3 76.1 77.2 45
Random Forest 82.7 80.9 81.8 32
CNN 89.2 87.4 88.3 28
RNN 86.5 85.1 85.8 35
CNN-RNN 948 | 932 | 940 42
(ribpu)

ExcriepumenTH mpoBoamiHcss Ha Habopi JaHMX
CICIDS2017, sxwii MicTuTh 2.8 MiNbHOHA 3pa3KiB Me-
pexxeBoro Tpadiky. Jlaracer BKIIOYa€ HOPMAIbHUH
tpadik Ta 14 THHIB arak, MmO poOUTH HOTO igeanbHUM
JUISL TECTYyBaHHsI CHCTEM BUSIBIICHHSI BTOpPTHEHb. Jlonar-
KOBI METPUKH OLIIHIOBaHHS HaBejeH] B Ta0x. 2. Pesyib-
TaTH MOKa3ylOTh, IO TiOpHIHA MOJENb JEMOHCTPYE
HalKpaI NOKa3HWKH 3a BCiMa METpUKaMH, X04a i TOT-
pelye O1TBIINX 00YHCITIOBAIEHIX PECYPCiB.

Tabauya 2 — JonaTkoBi MeTpuKHu edeKTHUBHOCTI MoeJiei

Mozes AUC- Preci- Cnenudiu- |[lam’saTh

ROC sion | mictb (%) | (MB)
SVM 0.82 0.79 94.2 25
Random Forest 0.87 0.84 95.8 180
CNN 0.91 0.90 97.1 340
RNN 0.89 0.87 96.3 280
CNN-RNN 096 | 095 | 984 520
(ribpum)
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3.5 Aneopumm adanmuenozo 6anancyséanua Ha-
eanmajicenna. 3arpoOIIOHOBAHUM alrOpUTM Ha OCHOBI
Q — HaBUaHHS:

Qs,a) =Q(s,a) +
+a [r +y* max Q(s',a") —Q(s, a)], 4)

ne Q — ¢yHKuUis, S — MOTOYHMH CTaH Mepexi (3aTpHuMKa,
MPOIyCKHA 3[aTHICTb, 3aBAHTAXKEHICTh), & — g (BHOIp
MapuipyTy abo cepBepa), o — mBHAKICTs HaBuaHHs (0.1), v
— xoedimienT quckontysaHus (0.9), r — BuHaropona (iHBe-
PCist 3aTPUMKH + KOe]iIliEHT BUKOPHCTAHHS PECYPCIB).
Crpareris OoCHiKeHHSI: BUKOPUCTOBYETHCS & —
KaliOHa CTpaTeris 3 aJalTHBHAM 3MCHIICHHSM &:

£(t) = max <0.1,1.0 * exp (— L)) (5)

1000
(yHKIIiT BHHATOPOIH:

r(s,a) = wy * ( ! )+( . )+
delay loss_rate
+ wy * utilization_ef ficiency; (6)
e wr = 0.4, w2 = 0.3, ws = 0.3 — BaroBi koe]imieHTH 11
pisaux wmetpuk, delay - 3arpumka B cucTeMmi,
utilization_efficiency — xoediuieHT edheKTUBHOCTI BUKO-
pHUCTaHHSI.

AJITOPUTM TECTYBaBCsI B CUMYJIbOBAaHOMY Cepelo-
Buili 3 50 Byzinamu mepexi npotarom 10000 emizozis.
[TokazaB mokpaieHHs] NPOoAYKTUBHOCTI Ha 23% mopiB-
HsiHO 3 anroputMoM Round Robin ta Ha 18% mnopiBHS-
Ho 3 Weighted Least Connections.

3.6 Cucmema eusnerennn DDoS-amax. Po3po0-
JICHO aHCaMOJIEBY MOJIEIb, 1[0 OETHYE:

— JITOPUTM BUSBJICHHS aHOMAJIiii HA OCHOBI CTa-
TUCTUYHHUX METOJIB. BUKOPUCTOBYE Z-SCOTe JUIsS BHSIB-
JICHHS BIAXWICHb Y IIBUAKOCTI MAKETiB; aHANI3y€e CHT-
pomito posmoxiny [P-ampecu; MoHiTOpe aHOMAaNBHI
3MiHH B pO3MipaX MaKeTiB;

— mmmboka HEHpoHHA Mepexa Uil Kiacudixargi
THITY aTaku: apXiTeKTypa: 5 npuxoBaHux mapis (512, 256,
128, 64, 32 wueiiponn); Qynkuis axrtusamii: ReLU s
MPUXOBAHUX M1apiB, Softmax iy BUXIIHOTO; perysipusa-
wist: Dropout (0.3) ta L2-perynsipusarist (A = 0.001).

3.7 Cucmema npuitnamms piuienv Ha OCHOGI He-
uimKoi 102iKku:

— JIHTBICTUYHI 3MiHHI: «HH3bKa 3arpo3ay, «ce-
PpEeIHst 3arpo3ay, «BUCOKA 3arp0o3ay;

— TpaBmia BUBEICHHsS 0a3yrOThCs Ha KOMOiHamii
cTaTUCTUYHUX Ta ML-03HaK;

— neda3udikarisi METOJJOM IICHTPY Baru.

def detect_ddos(traffic_flow):

# CTaTUCTUYHMIA aHanis

stat_score = stati ctor(traffic_flow)

# Knacudikauisa HeWpoHHOKW Mepexel

ml_score = neural ier(traffic_flow)

# HeyiTka norika AnA NpUAHATTA pileHHA

final_decision = 4) em(stat_score, ml_score)

return final_deci

Puc. 2. Anroputm aeTekiii

PesynbraTi TECTyBaHHS CHCTEMH HAaBEICHI B
Tab. 3.

Tabnuysa 3 — EdexTHBHICTD cHCTeMH BHSIBJIEHHS
DdoS-arak 3a THunamu

Tounicte | Yac False
Tun araku BUsIBJIEHH | peakuii | Positive
(%) (mc) Rate (%)
HTTP Flood 98.2 85 0.8
UDP Flood 97.5 92 1.2
SYN Flood 96.8 78 15
ICMP Flood 95.9 88 1.8
DNS Amplification 97.1 95 1.1
3aranpHa eeKTHBHICTh 96.7 87.6 1.28

3.8 Onmumizauin enepzocnosrcusannsn. Jlonatko-
BO PO3POOJICHO aNTOPUTM EHEProe()eKTHBHOIO YIpaB-
JIHHS MepexeBUMH pecypcamu. DyHKIis onTuMizaLii:

min Etotal = Z(Pprocessing + l:)transmission + Pidle); (8)

BukopucraHHsi anroputMy A03BOJMIO 3HH3UTH
EHEPTOCTIOKUBAHHS MEPEeXKeBOro oOnagHaHHSA Ha 15-
20% Ge3 BTpaTH SKOCTI 00CITyroByBaHHS.

BuUCHOBKHU Ta nepcneKTUBHU
NOJAJBIINX T0CTIIKEHD

[IpoBenena poOora mokaszana, OO iHTETpamis Me-
TOJIIB IITyYHOTO IHTENEKTY y 3a1adi 0OpOOKH Mepeke-
BUX JIaHUX JIO3BOJISIE OTPUMATH OLIBIN THYYKi i edek-
TUBHI PIllICHHS MOPIBHAHO 3 TPAAMIIHHUMH ITiX0IaMH.
Byno chopmynboBaHO Ta OOIPYHTOBaHO KJIFOYOBI Ha-
npsIMKE—MaciitaboBaHa kiacudikaiist Tpadiky, amar-
THUBHE OajlaHCYBaHHS HAaBAHTA)KEHHS 1 PEaJbHOTrO 4acy
BUSIBJICHHSI 3arpO3—i 3alpOIIOHOBAHO KOHLENTYalbHI
pIlICHHS, IO MOEAHYIOTh CTaTUCTHYHI METONH, KJIacH-
yHi ML-anropuTMu Ta apXiTeKTYpH TITHOOKOTO HaBYAH-
Hs1. TeopeTHyHi MOJIOXKEHHS TOTIOBHEHO MPOTOTUITHUMH
peaizanisiMu, OpiEHTOBAaHUMH Ha 3aCTOCYBaHHS B PO3-
MOJIICHNX ~ MEPEXEBHX  CEepeloBHINaxX  (30Kpema
SDN/NFV-nigxoau ta edge/loT-y3mn).

ExcniepuMeHTanbHa YacTHHA JOCIIIKCHHS ITi/T-
BEpIWIa TMPAKTHYHY MAOIIBHICTh 3allPONOHOBAHUX
miaxomiB: TibpuaHi Moaemi it kiacudikamii Tpadiky
3a0e3neuyroTh CTaOUIBHINI pe3ynbTaTh Mmpu podoTi 3
reTePOreHHUMHU TOTOKAMH, AJITOPUTMH MiJAKPIILTIOBa-
JBHOTO HAaBYAHHS JI03BOJISIOTH aJAITUBHO IEPEPO3II0-
IUIATH pecypcH i 3MiHHI HAaBaHTAXXCHHS, a CHCTEMH
Ha OCHOBI TNIMOMHHUX MEPEXK IMiABUIYIOTh Iy TIUBICTb i
CCJICKTUBHICTh TPW BUSIBICHHI AaHOMANIA Yy pPEXHMi
peanbHOTrO yacy. OKpeMo Bij3HaueHO e(eKT BiJ 3acTo-
CYBaHHS TEXHIK ONTHUMi3amii Mopenel (KBaHTH3ALis,
pruning, knowledge distillation) s 3HWKEHHS 004MC-
JIIOBAJIbHUX Ta CHEPreTHYHHUX BHUTPAT MPU PO3TOPTAHHI
Ha niepudepiftHuX IPUCTPOSX.

Boanodwac mocmipkeHHS BUSBUIO HU3KY OOMEXEHb
1 BIAKpUTHX TMpoOjeM, sKi BUMAaraiTh IIOJANBIIOTO
ompamoBanHsi. Cepeal HUIX — BHCOKa OOYHMCITIOBAIbHA
CKJIQJIHICTD JIeSKUX TJIMOMHHUX apXiTeKTyp, norpebda y
BEJIMKHX 1 SIKICHO aHOTOBaHMX Habopax ITaHWX JUIsl HaB-
YaHHS, MUTAHHS TeHepati3alii Mojaelned MK pPi3HEMH
MEpeXEBUMHU Cepe/IOBUIIIAMH Ta BPa3JIMBICTh JI0 ajiBeca-
piaibHUX BIUIMBIB. YacTKOBO 1ii pobieMu MOXYTh OyTH
TIOMSIKIIIEH] 32 JJOTIOMOTOI0 PO3IIO/IIJIEHOT0 i (enepaTu-
BHOTO HaBUYaHHA, MeToniB transfer learning Ta anropwur-
MiB Oe€3lepepBHOTO HAaBYaHHS, ajie BOHH IOTPEOYIOTH
CHCTEMHOI TIEPEBIPKH y PEATBHIX YMOBAX €KCILTyaTaIlii.
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[epcrieKTHBY MONANBIINX JOCIHIIKCHb BKJIFOYA-
I0Th PO3TOPTaHHS Ta MAacIITa0OBaHE TECTyBaHHS 3a-
MIPOTIOHOBAaHUX pimeHb y 5G/6G-iHdppacTpykTypax i
BEJIMKMX KOPIOPATHBHUX Mepexax; iHTerparirm ¢enme-
PAaTHBHUX Ta TPUBATHICHO-30EpPIrar0uuX MiIXOMiB JIJIs
po0OTH 3 PO3MOAIICHIMHU AaHUMH; PO3pPOOKY eHeproe-
(dexTHBHUX Mopenel cmenianbHO M loT-mpucTpois;
MABUINEHHS CTIHKOCTI M0 arak nnistxoM adversarial

training i secure ML; a Takox CTBOPEHHS pernpe3eHTa-
TUBHUX OCHYMAPKIB 1 BIAKPUTUX NATACETIB I CTaHJA-
PTH30BaHOI OLIHKH METOJIIB.

OTpumaHi pe3yibTaTH MAlTh MPSIME MPaKTUYHE
3HAYCHHS JJIS MPOCKTYBAHHS IHTEJICKTYAILHUX MEPEeK
HACTYIHOTO TIOKOJIHHS 1 3aKJaJal0Th OCHOBY JIS TIO-
JanblINX TPUKIAJHUX BIPOBA/PKEHb Ta CTaHAApTH3a-
1ii.
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Models and methods of artificial intelligence for data processing in computer networks
Oleg Slobodianyk, Igor Zykov, Denys Grynov

Abstract: The article discusses modern models and methods of artificial intelligence for effective data processing in
computer networks. It analyzes the main approaches to the application of machine learning, deep learning, and neural networks
for optimizing network traffic, detecting anomalies, and improving the security of network systems. It investigates algorithms for
classifying network traffic, methods for predicting load, and Al-based intrusion detection systems. The goal of this work is to
develop and study smart ways to handle data in computer networks that are scalable, adaptable, and energy efficient. To do this,
we plan to create traffic classification models, load balancing algorithms, and cyber threat detection systems based on machine
learning and deep learning technologies. Results: The paper proposes a hybrid model for network traffic classification, an
adaptive load balancing algorithm based on reinforcement learning, and a real-time cyber threat detection system. Experimental
studies have confirmed the effectiveness of the methods: classification accuracy exceeds 94%, and network performance has
increased by more than 20%. Conclusions: The use of machine learning and deep learning methods significantly improves the
efficiency of computer network management. The results obtained are of practical importance for building scalable, energy-
efficient, and secure next-generation network systems.

Keywords: artificial intelligence, machine learning, deep learning, network traffic classification, adaptive load
balancing, cyber threat detection, reinforcement learning, intelligent networks.
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MICROCONTROLLER-BASED INTELLIGENT LIGHTING CONTROL SYSTEM
WITH ADAPTATION TO ENVIRONMENTAL CONDITIONS

Abstract. Relevance. The growing need for energy-efficient lighting solutions and the development of smart home
technologies create the need to develop intelligent lighting control systems. Modern systems must adapt to changing
environmental conditions, ensure user comfort and significantly reduce energy consumption. Research object: intelligent
lighting control systems based on microcontrollers with functions of adaptation to environmental conditions. Purpose of
the article: conducting an analytical review of existing intelligent lighting control solutions, determining optimal technical
solutions and identifying promising development directions. Research results: A comprehensive analysis of modern
intelligent lighting control systems was conducted, key technologies of sensors, microcontrollers and adaptation algorithms
were considered. The advantages and disadvantages of the main commercial solutions were identified, and optimal
hardware and software platforms were identified. Conclusions. Intelligent lighting control systems demonstrate significant
potential for energy savings (up to 60%) and increased user comfort. The most promising solutions are based on 32-bit
ARM Cortex-M microcontrollers with integration of multiple sensors and machine learning algorithms.

Keywords: intelligent lighting; microcontroller; adaptive systems; energy efficiency; 10T; smart home; light sensors.

Introduction

Statement of the problem. Modern society faces
increasing challenges in the field of energy consumption
and environmental sustainability. According to the
International Energy Agency, lighting accounts for about
15% of global electricity consumption [1]. In this context,
the development of intelligent lighting control systems is
becoming a critical task for achieving sustainable
development goals. The development of Internet of
Things (lIoT) technologies, the availability of high-
performance microcontrollers, and improvements in
sensor technologies create unprecedented opportunities
for the creation of adaptive lighting systems. Such
systems are able to automatically adjust the intensity and
spectral composition of light depending on the time of
day, the presence of people, the level of natural light, and
individual user preferences.

Analysis of recent research and publications.
The issue of intelligent lighting control is being actively
researched in various fields of science and technology.

Particular attention in the literature is paid to
circadian lighting and its impact on human health [2].
Systems capable of adapting the color temperature of
light according to natural biorhythms show significant
improvements in sleep quality and overall well-being of
users. Ukrainian researchers also make a significant
contribution to the development of this field. The
monograph by Kovalenko O.M. [3] presents the results
of the development of microcontroller systems for
building automation, including lighting control systems.

The purpose of the work is to conduct a
comprehensive analysis of existing solutions for
intelligent lighting control based on microcontrollers,
determine the most effective technical approaches and
identify promising areas for development in this industry.

Main part

Among the leading manufacturers of smart
lighting systems, Philips stands out with its Hue system,
which is rightly considered a pioneer in the field of

consumer smart lighting. The Philips Hue system was
first introduced in 2012 and has undergone significant
evolution since then.

The technical architecture of the system is based
on the Zigbee 3.0 protocol, which provides a reliable
mesh network with the ability to control up to 50 light
sources via the central Philips Hue Bridge. The bridge is
equipped with a dual-core ARM Cortex-A9 processor
with a frequency of 1 GHz and 512 MB of RAM, which
ensures high command processing performance and
minimal response latency. Philips Hue's ecosystem of
compatibility is particularly noteworthy. The system
integrates with over 1,000 third-party apps and supports
voice assistants Amazon Alexa, Google Assistant,
Apple HomeKit, and Samsung SmartThings.

Innovative features include Adaptive Lighting,
which  automatically adjusts color temperature
throughout the day based on a person’s circadian
rhythms. Geolocation-based control allows lighting to
be automatically turned on and off based on the user’s
location, as determined via a mobile app.

In terms of energy efficiency, Philips Hue bulbs
consume 9.5 watts at the equivalent brightness of a 60-
watt incandescent bulb, providing energy savings of up
to 80% [4]. A key advantage of the Philips Hue
ecosystem is the scalability and reliability of the Zigbee
mesh network, which automatically creates alternative
data transmission routes when individual nodes fail.

LIFX offers a fundamentally different technical
solution that uses a direct connection to Wi-Fi without
the need for an additional bridge. The technical core of
LIFX lamps is based on a 32-bit ARM Cortex-M4
microcontroller with a frequency of 168 MHz, which
provides significantly more computing power compared
to competitors. Each lamp contains 6 types of LEDs:
red, green, blue, warm white, cool white and infrared,
which allows you to achieve a color coverage of 1000%
SRGB - the widest in the industry. A unique feature of
LIFX is the built-in a computer vision system
implemented through machine learning algorithms in
the lamp's microcontroller. This allows the lamps to
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automatically analyze the ambient light and adapt their
parameters without external sensors [5]. The LIFX
software platform is built on the FreeRTOS real-time
operating system, which guarantees stable operation of
multitasking processes and minimal response latency
(less than 50 ms). The system API supports HTTP
REST and WebSocket protocols, providing developers
with flexible integration options with external systems.

A distinctive feature of LIFX is Polychrome
technology, which uses multiple white LEDs of varying
color temperatures to create a more natural white light
[42]. The system also supports infrared light for
specialized applications, including phototherapy and
circadian rhythm support. The Lutron Caseta system
represents a professional solution for the commercial
and luxury residential segments, a key feature is the use
of the patented Clear Connect RF protocol operating in
the 434 MHz band, which provides exceptional
communication reliability even in conditions of high
radio frequency spectrum density [6].

The Caseta technical architecture is based on the
Texas Instruments CC1310 central processor specially
optimized for sub-GHz radio communication. The
processor contains an ARM Cortex-M3 core with a
frequency of 80 MHz and a built-in radio frequency
module with a receiver sensitivity of -110 dBm, which
provides a communication range of up to 18 meters
through walls and up to 150 meters in open space [7].

Lutron's unique technology is an adaptive
dimming algorithm that automatically calibrates to the
type of connected load - from traditional incandescent
lamps to modern LED panels. The system supports
smooth dimming from 1% to 100% brightness without
flickering thanks to the use of high-frequency PWM
control (20 kHz) and algorithms for compensating for
LED driver nonlinearities.

The system software includes an intelligent
scenario planner with the ability to create up to 100
custom lighting programs, each of which can contain up
to 16 sequential stages with configurable time intervals.
The system integrates with leading building automation
protocols, including KNX/EIB, BACnet and Modbus
RTU. A feature of professional positioning is the
support of the emergency protocol, which ensures
automatic activation of emergency lighting when the
main power is turned off via the built-in 1200 mAh
backup battery. The battery life in emergency mode is
up to 4 hours at 25% brightness.

The Lutron Caseta system also integrates
predictive maintenance technology, which analyzes the
operating parameters of each device and predicts the
need for maintenance or component replacement before
they actually fail.

Table1 presents an analysis of technical
characteristics, showing significant differences in the
architectural solutions of leading manufacturers.

Table 1 — Comparative characteristics of commercial intelligent lighting systems

System Communication Protocol | Max. Devices | Power Consumption | Lamp Price ($) | Response Time (ms)
Philips Hue Zighee 3.0 50 9.5 50 100
LIFX Wi-Fi Unlimited 11 35 200
Lutron Caseta Clear Connect RF 75 8,5 60 50

Hardware platforms for smart lighting

Espressif Systems' ESP32 microcontroller (Fig.1)
has become widely used in DIY projects due to its built-
in Wi-Fi and Bluetooth support, low cost, and
developed development ecosystem. The dual-core
Xtensa LX6 processor with a frequency of up to 240
MHz provides sufficient performance for implementing
complex lighting control algorithms.

Fig. 1. ESP32

With 520 KB of internal SRAM and support for
external flash memory up to 16 MB, the ESP32 easily
handles storing complex lighting scenarios, web
interfaces for remote control, and configurations of
various lamps. The key advantage of the ESP32 in smart
lighting projects is its 16 high-precision PWM channels
with a resolution of up to 16 bits, providing smooth

dimming and accurate color rendering of flicker-free
RGB/RGBW LED strips. Its 18 channels of 12-bit ADC
enable connection to light, motion, temperature, and
humidity sensors to create adaptive systems that
automatically adjust brightness and color temperature to
environmental conditions and time of day. Multiple 12C
and SPI interfaces simplify integration with ready-made
sensor modules and LED drivers.

STMicroelectronics' STM32 series, based on ARM
Cortex-M cores, demonstrate an optimal balance of
performance and power consumption (Fig.2). The ultra-
low-power STM32L4 microcontrollers are particularly
suitable for autonomous lighting systems [8].

Fig. 2. STM32 Blue Pill

Nordic Semiconductor nRF52 series is specifically
optimized for 10T applications with a focus on power
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efficiency and support for multiple wireless protocols
including Bluetooth LE, Thread and Zigbee.

The ARM Cortex-M4 architecture with DSP
instructions and a hardware FPU in the STM32L4
enables fast processing of complex color correction,
spectral analysis, and adaptive lighting control
algorithms in real time.

The key advantage of the STM32L4 for battery-
powered lighting is its consumption of only 100 nA in
shutdown mode and 420 nA in standby mode with
RAM contents preserved, providing years of battery
life. Multiple power-saving modes allow for
optimization of consumption for specific scenarios,
from emergency lighting with periodic activation to
decorative lighting with night mode.

Sensor technologies

Modern smart lighting systems integrate numerous
types of sensors:

Photodiode-based light sensors (e.g. BH1750)
(Fig. 3) provide accurate measurement of natural light
levels with a resolution of up to 1 lux. This allows the
system to automatically adjust the brightness of
artificial lighting to maintain a comfortable level of
light.

Fig. 3. Photodiode-based light sensors BH1750

PIR (passive infrared) motion sensors provide
detection of human presence in a room. Modern models,
such as the AM312 (Fig.4), are characterized by low

power consumption (less than 15 pA) and high
sensitivity.

Fig. 4. PIR Motion Sensor AM312

Microwave sensors (e.g. RCWL-0516) are able to
detect movement through obstacles and provide more
accurate detection compared to PIR sensors.

A comparison of technical parameters of different
types of sensors is presented in Table 2:

Adaptive control algorithms

Proportional-integral-derivative (PID) controllers
are widely used for smooth changes in lighting

brightness. Proper adjustment of PID coefficients
ensures stable operation without overshoot and
oscillations.

Machine learning algorithms, including neural
networks and clustering techniques, are used to analyze
user behavior patterns and automatically adapt lighting
modes. Studies show that it is possible to reduce energy
consumption by 30-40% when using predictive
algorithms.

Circadian algorithms automatically adjust the color
temperature of light throughout the day: from warm
light (2700K) in the evening to cool (6500K) during the
day, which helps maintain natural human biorhythms.

The data in Table 3 shows a wide range of
available sensor solutions with different power
consumption characteristics and functionality: PIR
sensors exhibit minimal power consumption, making
them preferable for stand-alone systems, while
microwave sensors provide higher detection accuracy at
the expense of increased power consumption.

Table 2 — Comparative characteristics of sensors for lighting systems

Sensor type Model Range (m) | Viewing angle (°) | Consumption (nA) | Response time (s) | Price ($)
Light BH1750 - - 120 0,12 2
PIR motion AM312 7 110 15 2-3 1
Microwave RCWL-0516 9 360 3000 0,5 3
Temperature SHT30 - - 2 0,15 4
Sound INMP441 5 - 1100 0,01 6

Table 3 — Efficiency of different lighting control algorithms

Algorithm Energy saving (%) | Adaptation time (min) | Regulation accuracy (%) | Implementation complexity
PI1D controller 35 0,5 95 Low
Neural network 45 5 98 High
Fuzzy logic 40 2 92 Medium
Circadian 25 30 85 Low
Hybrid 55 3 97 High
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Conclusions

The study conducted a comprehensive analysis of
modern microcontroller-based intelligent lighting control
systems. Leading commercial solutions, hardware
platforms, sensor technologies, and adaptive control
algorithms were considered. Comparative analysis showed
that intelligent lighting systems are able to provide:

— Reduced energy consumption compared to
traditional systems

— Increasing user comfort through automatic
adaptation to environmental conditions

— Improving sleep quality and overall well-being
using circadian algorithms

— Integration with smart home ecosystems and
remote control capabilities

The main areas of further development are:
implementation of machine learning algorithms for
predictive control, development of more energy-
efficient wireless protocols, miniaturization of sensor
systems and reduction of the overall cost of solutions.

A promising development direction is the
integration of artificial intelligence technologies directly
into lighting microcontrollers, which will enable local
data processing without transmitting it to the cloud.

This is especially relevant in the context of
growing demands for data privacy and reduced system
latency.
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InTeNekTya/IbHA CHCTEMA KePYBAHHS OCBITJIEHHSIM Ha OCHOBi MiKpOKOHTpoOJ€epa
3 aaNTali€l0 10 YMOB HABKOJIMIIHBOTO CePeIOBHINA

A. P. Copokin, M. O. YaiikiH

AHoTanis. AkTyaasHicTb. 3pocraioua morpeba B e€HEProeGeKTHBHHX DIMICHHAX U1 OCBITJIEHHS Ta PO3BHTOK
TEXHOJIOT1# PO3YyMHOI0 IOMY CTBOPIOIOTH MMOTPEOy B po3po01li iHTENEKTyalbHUX CUCTEM KepyBaHHs ocBiTiIeHHAM. CydacHi
CHUCTEMHM IMOBHHHI aJanTyBaTHCs JO 3MIHHHX YMOB HaBKOJMIIHBOTO CepeloBHINA, 3a0e3medyBaTH KOM(OPT KOpHCTyBaua
Ta 3HAYHO 3HW)KYBATH CHOXMBaHHA eHeprii. O0'e€KT J0CTiZKeHHs: IHTEIEeKTyalbHI CHCTEMH KepYBaHHS OCBITJIICHHSAM Ha
6a3i MiKpOKOHTposiepiB 3 (yHKIisIMH ajanTamii A0 yMOB HaBKOJIMIIHBOTO cepepoBHINa. MeTa CTaTTi: NMPOBEACHHS
AQHATITHYHOTO OTJIAY iICHYIOUHX IHTENIEKTYaJIbHUX PillleHb KEPYBaHHS OCBITJIICHHSM, BU3HAYCHHS ONTUMAIbHHUX TEXHIYHUX
pilleHb Ta BU3HAYCHHS MEPCIIEKTHBHUX HANPSAMKIB PO3BUTKY. Pe3ysbTaTn pociaigxenns: byo mpoBeeHO KOMIUIEKCHUI
aHali3 Cy4YacHHX IHTEJEKTyaJlbHHX CHCTEM KEpyBaHHS OCBITJIICHHSM, PO3IJISHYTO KIIOYOBI TEXHOJOril JaT4YHKiB,
MiKpPOKOHTpPOJIEPIiB Ta alTOPUTMIB ajanTtamnii. BusHaueHo mepeBaru Ta HEJOJIKH OCHOBHHX KOMEPIIHHUX PIlIEHb, a TAaKOX
BHU3HAYCHO ONTHMalbHI amapaTtHi Ta nporpaMHi miaatgopMu. BHCHOBKH. IHTenekTyanbHi CHCTEeMH KepyBaHHS
OCBITJICHHSIM JIEMOHCTPYIOTh 3HAUHUH MOTEHIan 11 eKoHoMii eHeprii (mo 60%) Ta migBuieHHs KOM(OPTYy KOpUCTyBaya.
Haii6inp nmepcrekTuBHI pinteHHs: 6a3yroTbess Ha 32-6iTHHX MikpokoHTposepax ARM Cortex-M 3 inTerpauiero Kinbkox
JATYUKIB Ta AITOPUTMIB MAIIMHHOTO HaBYaHHSI.

KawuoBi cioBa: iHTeneKTyajgbHEe OCBITIICHHS; MIKPOKOHTPOJIED; aAalTUBHI CUCTEMH; eHeproeeKTUBHICTh; [HTepHeT
peueii; po3yMHH# JiM; TaTYMKH OCBITICHHS.

137


https://www.iea.org/reports/lighting
https://doi.org/10.1016/j.cobeha.2019.06.004
file:///C:/Users/HP/Documents/Downloads/MP_ta_MKS_2_LabPrakt.pdf
https://www.signify.com/global/sustainability/reports
https://doi.org/10.1109/JIOT.2021.3051892
https://doi.org/10.1007/s11241-022-09378-2
https://doi.org/10.1109/TII.2021.3118472
https://doi.org/10.15407/techned2022.04.056
mailto:anton.sorokin@nure.ua
https://orcid.org/0009-0005-2456-8973
https://www.scopus.com/authid/detail.uri?authorId=55574520100
mailto:mykola.chaikin@nure.ua
https://orcid.org/0009-0005-2456-8973

ISSN 2073-7394
doi: 10.26906/SUNZ.2025.4.138-143

Control, Navigation and Communication Systems. 2025. No. 4

VK 004.82:004.056.5

T. M. ®ecenxo, 10. B. Kanamuikosa

Hauionaneawmii yniBepcutet «llontaBcrka nomitexHika imeHi FOpist Konapartokay, [lontasa, Ykpaina

BUKOPUCTAHHSA CISCO SECUREX JIJISI SOC-ABTOMATH3AIII

AHoTanisi. AkTyansHicTs. CTarTs npucBsUeHa aHamizy MoxumBocTed miardopmu Cisco SecureX y KOHTEKCTi aB-
TOMaTH3alil MPOIeCciB LEHTPIB ONEPaTHBHOTO pearyBaHHs Ha iHIWAeHTH iHdopmaniiiHoi 6e3nekn (SOC). ¥V pobori ak-
LIEHTYEThCS yBara Ha akTYaJIbHOCTI JOCII/DKEHHS, II0 3yMOBJIEHA 3pOCTAHHIM KIUIBKOCTI KiGep3arpo3, 301IbIIeHHIM
CKJIaJJHOCTI aTak Ta Je(iluToM BHCOKOKBai(ikoBaHUX (axiBIiB y chepi kibep3axucry. IlinkpecmoeTses, Mo Tpagu-
uiitai meroau ¢ynknionyBaHHs SOC € HEZOCTaTHEO €PEKTHBHIMH B YMOBAaX MYJIBTHBEKTOPHHUX aTak, M0 00’ €KTHBHO
notpedye BIPOBaKECHHs TEXHOJIOTIH OpKecTpallii Ta aBToMaTu3alii. Y JA0CIiPKeHHI CHCTEeMaTH30BaHO OCHOBHI ()yHK-
mioHanbHI MOTHBOCTI Cisco SecureX, cepel SKUX: iHTEerpais 3 0araTOKOMIIOHCHTHHUMH 1HPpacTpyKTypamu Kidep3a-
xucty (SIEM-cucremu, EDR-mnardopmu, IDS/IPS-pimennst), mo 3abe3nedye cTBopeHHS yHiikoBaHOTO iHpOpMAIiii-
HOTO TIpocTopy; opkectpamnis SOC-TponeciB 3aBASKH 3aCTOCYBaHHIO ClieHapiiB pearyBaHHs (playbooks), siki m03BOJIS-
I0Th aBTOMAaTH3yBaTH PYTHHHI OIleparii, CKOPOTHTH Jac 0OpOOKH iHIIMISHTIB Ta 3MEHIIUTH JIIOACEKHI (aKkTop; pO3IIH-
PEHI aHaAJITHYHI MOXIIMBOCTI, 110 0a3yrOTHCSI HA BUKOPHCTaHHI MEXaHI3MIB MAIllMHHOTO HAaBYAaHHS i KOPEISIi Momii 3
PI3HMX JpKepeN JaHWX; IiJBUIICHHS TOYHOCTI BHSBIEHHS KiOep3arpo3 3a paxyHOK 0araTopiBHEBOTO aHaji3y MaHUX,
BKJTIOUAIOYM aHaJi3 MOBEAIHKOBHX ITaTepHIB KOPHCTYBAdiB Ta MepekeBol akTHBHOCTI. OcoOnmBa yBara HpHIUIIETHCS
JOCIITHUIBKOMY actiekTy BIumBy SecureX Ha edektuBHicTh SOC. B poboti 00rpyHTOBaHO, IO 3aCTOCYBaHHS IaHOL
ruiaThopmu 1o3Bossie ckopotutn Mean Time to Detect (MTTD) ta Mean Time to Respond (MTTR), mo € kpurnaaumu
TOKa3HUKaMHu JU1st oliHkH npoaykruBHocTi SOC. loBeneHo, mo inTerpamis SecureX i3 CHCTEMaMH 3arp030BOi PO3BiIKH
(Threat Intelligence) 3a0e3neuye OibI MOBHE KOHTEKCTyaJIbHE PO3YMiHHS aTakK, IMiJBUILY€ PiBEHb IPOAKTHBHOTO 3aXHU-
CTy Ta crpusie JopMyBaHHIO aJalITUBHOI apXiTeKTypH Oe3neKkH. 3 TOUKH 30py HAyKOBOi HOBHM3HH, Y CTATTi IpeICTaBiIe-
HO cucTeMaru3alito miaxoaiB 1o SOC-asromarusauii, ne Cisco SecureX po3risfaeTbcs HE JIMIIE K IHCTPYMEHT MpaK-
TUYHOI peaiizalii, a i K 00 €KT NOCIIDKCHHS JUIsl OLiHKN e()eKTUBHOCTI iHTerpaTh BHUX riatopm Oesnexku. Y poGoTi
BH3HAYCHO MEPCIEKTHUBHI HANPSIMU MOJANBIINX JTOCHTiDKEHb, Cepell SIKUX: IiABUIIEHHS piBHSI KOTHITUBHOI aBTOMAaTH3a-
uii SOC Ha ocHoBI Al, onTuMizanis creHapiiB pearyBaHHs 3 BUKOPUCTaHHIM a/laliTUBHUX AJITOPUTMIB Ta OIiHKA MacIl-
TaboBaHOCTI SecureX y pi3HHMX opraHizaliiiHUX ceperoBHIax. TakuMm unHOM, BrpoBakeHHs Cisco SecureX € oOrpyH-
TOBaHUM 3 TOYKH 30Dy SIK TEOPETHYHUX HOCIIKEHb, TaK 1 MpakTU4HOi peamizauii. [lnardopma cnpusie popmyBaHHIO
HOBOTO MIAXOAYy JI0 yNpaBliHHA iHPOPMAIiHOIO Oe3MeKor0, 3aCHOBAHOTO Ha IHTerpalii, aBToMaTu3alii Ta aHaJIiTHLI,
10 BU3HAYAE ii CTpaTeriuyHy 3Ha4yILiCTh JUIS IMiJBUICHHS KiOEPCTIHKOCTI CydyacHUX OpraHi3amiid.

KawuoBi caoBa: inpopmariitHa Oe3neka, kibepOesneka, kibep3arposu, ITyYHUI IHTEIEKT, apXiTeKTypa, MamraboBa-
Hicth, SOC.

MTTD ta MTTR. Bucoki 3Ha4yeHHs LUX METPHK Y
CBOIO Yepry MpsMO KOPENIOITh 13 (hIHAHCOBUMH BTpa-

Beryn

IMocranoBka npod;iaemu. Po3BUTOK CydacHOro Ki-
0eprpocTopy CYMPOBOIKYETHCS CTPIMKUM 3POCTaHHIM
KUIBKOCTI aTak, IXHbOI 0araTOBEKTOPHICTIO Ta BUKOPH-
CTaHHAM 3JI0BMHCHHKAaMU CKIQIHHX TAaKTHK, TEXHIK 1
npouenyp (Tactics, Techniques and Procedures, TTPs),
0 YCKIIQJHIOE BHSIBJICHHS Ta HEWTpasi3alliio 3arpos.
OyHKIIIOHYBaHHS I[EHTPIB OINEPATUBHOTO pearyBaHHS
HAa IHIUACHTH iH(OpMAaIiiHOT Oe3MeKH B yMOBaX TaKoOTo
CepeOBHIIA CTUKAETHCSA 3 HU3KOK KPUTUYHHX BUKIIH-
KiB, cepe[l SIKHX JOMiHYIOTb:

— HaaMipHe iHopMalliiiHe HaBaHTAXKEHHS 4epe3
eKCIIOHEHIIIIfHe 3pOCTaHHS OOCATIB TeIeMETPUIHUX
JTaHHUX, JIOTIB 1 IOIii;

— HU3bKa IBUAKICTH OOpOOKM IHIMAEHTIB Yepe3
JOMIHYBaHHS PyYHHX IPOIEAYP 1 3aJeKHICTh Bif JIOM-
ChKOTO (haKTOpy;

— BIACYTHICTh YHI()IKOBaHOI iHTETpamii MiXK TeTe-
POTCHHHMH KOMITIOHEHTaMH cucTteMu Kidepsaxucty (Sl-
EM, EDR, IDS/IPS, Threat Intelligence-mumardopmu);

— 3POCTaHHS piBHSA XHOHOIIO3UTHBHHUX CITPAIFO-
BaHb, IO 3HWXKYyE HpoaykTuBHICTE SOC-aHANITHKIB 1
BiBONIiKa€e iX BiJ PO3CIiTyBaHHS CHPaBIl KPUTHIHHUX
TOIIHA.

VY Takux ymoBax Tpamuiiitai SOC ZeMOHCTPYIOTh
HU3bKY €(DeKTUBHICTH IPH NPOTHIIi CYYaCHHM aTakam,
0 TIPU3BOMTE 110 30UTBIICHHS CEpeHIX MOKa3HUKIB

TaMHM, 3HIDKEHHSM JIOBIpH KIIIEHTIB Ta 3POCTaHHSAM pPH-
3HKIB JUIsl CTpATEriuHOl KiOepCTIMKOCTI OpraHi3arlii.

3 HaAyKOBO-TEXHIYHOI TOYKH 30py, mpodiema mo-
JSira€ 'y BIJICYTHOCTI €(EKTHBHUX MEXaHI3MIB OpKeCT-
pauii Ta aBromarusauii SOC-mporecis, siki Moriau 0
3a0e3MeYnTH IHTEeTPAIliI0 Pi3HUX CHCTeM Oe3MeKH, 3Me-
HIIIEHHSI 9acy OOpOoOKM IHIWACHTIB 1 ITiJABUIIECHHS TOY-
HocTi aHamizy. OcoOJuBe 3HaueHHs] HaOyBa€ MUTAHHS
BUKOPUCTaHHS INTYYHOTO IHTEJEKTY Ta MAIIMHHOTO
HaBYaHHS JUIsl KOPEJALii JaHUX, IPOTHO3YBaHHS ITOBe-
MIHKOBUX aHOMAII Ta 3HMKEHHSA KUIBKOCTI XMOHOITO-
3UTHBHUX PE3YJIbTAaTiB.

Takum arHOM, AOCIIKyBaHa IpobiIeMa Moxe 0y-
TN cpopMyIIbOBaHA AK TOUIYK 1 OOIPYHTYBAaHHS IUIIXIiB
nigsumeHas  edextuBHocTi SOC mUIIXOM  BIpOBa-
JDKCHHS IHTETpaTHBHUX IUIaT(GOPM HOBOTO TOKOJIHHA,
SK1 TIO€AHYIOTh aBTOMATH3AIII0, aHATITHKY Ta MPOAKTH-
BHe pearyBaHHA. Cisco SecureX mocTae SK MepCreKTh-
BHE pIIIeHHs, 3/IaTHE 3a0e3MeUNTH IICHTPaJli30BaHe YII-
PaBIiHHA IHIWICHTAMH, aIalTHBHY IHTETPALilO 3 HASB-
HUMH IHCTpyMEHTaMH KiOep3axucty Ta (OpMyBaHHS
ennHOI omeparliitHoi mozeni Oe3meku. BimmosiaHo, Horo
JOCTIDKCHHS Ta aHalli3 y HAayKOBO-TEXHIYHOMY KOH-
TeKCTI HaOyBalOTh OCOONMBOI aKTyaJdbHOCTI UIS TOZa-
JBIIOTO PO3BUTKY KOHIIEMIi KibepcTiikocTi Ta mooy-
nosu amantuBaux SOC.
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AHaNi3 ocTaHHIX AocaikeHb I myOuaikamiil. YV
CyJacHi HayKOBO-TEXHIUHIH JiTepaTypi Ta B aHaTITH4-
HUX 3BiTax MPOBIIHUX KiOepOe3MeKOBUX KOMIIaHii 1mpo-
CTE)KYETHCSl UITKUM TPEHM: IepexiJ BiI 130JIbOBAHUX
IHCTpYMEHTIB BUSIBIICHHS JI0 IHTEIPOBaHUX IUTAT(opMm,
0 TIOETHYIOTH KOPEIAIII0 TeIeMeTpil, OpKECTpaIlito
MpoIleciB 1 aBTOMAaTH30BaHy peakiiro. Cisco Mmo3uIrio-
Hye SecureX siK miathopMy «KOKCaHay, 0 YHi]iKye
BHJMMICTh, po03Boyisse iHTerpyBatn SIEM, EDR,
IDS/IPS Tta mKepena 3arpo30BOI PO3BIAKH Y €IMHHMA
OTIepalifHuil MPOCTip, 1 MPOMOHYE MPAKTHYHI METOIN-
ku mnobymosu playbook-iB mns aBromarmszamii SOC-
npoueciB. lle BinoOpakeHO y TeXHIYHMX Martepianax i
white-paper kommanii [1].

3 IpoBeICHOTO aHa i3y aHAJTITHYHHX 3BITIB Ta JI0-
CJIITHAIPKHUX TIpallb OCTAHHIX POKIB BHILJIMBAE, IO BO-
HU 30CEpeDKYIOTBCS Ha JBOX B3a€MOIIOB’S3aHHMX Ha-
npsiMax. [lo-mepme — nmizgBuIeHHs €pEeKTUBHOCTI BUSIB-
JIEHHS Yepe3 KOMOIHOBaHY KOPEJISLito MOiH i3 pi3HOpi-
maux mkepen (endpoint, network, cloud, identity), 1o
3HUKYE KUTBKICTh XMOHOMO3UTHUBIB 1 MiABUIILY€E KOHTEK-
cryamzamiro iHumaeHTiB. [lo-mpyre — 3actocyBaHHS
AJITOPUTMIB MAIIMHHOTO HABYaHHS Ta MOJEJCH MOBEIi-
HKOBOI'O aHaniSy JJIL paHHBOI'O BUSABJICHHSA CKJIIAJHUX
TTP (Tactics, Techniques and Procedures) atak. Pe-
3yJNbTaTH OcTaHHiX orisaiB M-Trends cBiguaTh mpo Te,
mo esorowis TTP 3 Goky aTakyBaJbHUKIB BUMAarae Bij
SOC came Takux MyJIbTHIOMEHHHX IiIX0IB [2].

OxpeMy JiHIIO JOCITIPKEHh CTAHOBUTH BHUBYCHHSI
B3aeMoii oquan Ta apromarusaiii B SOC (Human—
Automation Collaboration). /IocToBipHICTh BHCHOBKIB
HAYKOBHX JIOCJII/PKEHb 3aCBiUye€, 110 [TOBHA aBTOHOMI-
3alisi pillieHb 0e3 HaJeXKHOI MO KOHTPOJIO JIOBIpH
Ta npuHImny human-in-the-loop miaBuIye pU3HKU MMO-
MUJIKOBHX il 1 3HHXKYE IHTEPIPETOBAHICTD pileHp Al.
ToMmy cyuacHi HayKOBI MiJIXO/AM MPONOHYIOTh TiOpHIHI
apxiTEeKTypH, Jie¢ aBTOMaTH3allisi BUKOHYE IOMEPEIHIO
00poOKy, (inbTpariito i mpiopuTH3alio MOAIH, a ¢iHa-
JIBHI pIIIEHHS] TPUIMAaE aHANITHK 32 MiITPUMKHU IHTEpPII-
pETOBaHUX MIJICYMKIB 1 pekoMeHanii Big moaymnis ML.
e miaKpecIoeThes SIK Y CTaTTIX Ha arXiv, Tak 1 B cuc-
TeMaTHYHUX orfsiaax [3].

Ornsiau puUHKY Ta myOuivHI OJOTH aHANTHKIB 3a-
CBIJUYIOTh TPaHC(OPMAIII0 TEPMIHOJIOTTYHOTO MOJIS:
noHsATTs SOAR mNOCTYNOBO €BONIOILIOHYE Y IIHPIILY
koHnenmnito Al-native automation platforms, ge opkect-
pawis MOENHY€EThCS 3 ANANTHBHIMHI MOJIEISMH aBTOMa-
TUYHOTO OHOBIIEHHSI playbook-iB i aBTOHOMHOTO HaB-
YaHHS Ha OCHOBI HOBUX IHIIMICHTIB.

BongHouac pHHKHM JEMOHCTPYIOTH IIEBHY «KOPEK-
IO OYIKyBaHb» — YacTHHA OTJIAHAYiB BiI3HAYa€, IO
npakTryHe BrpoBamkeHHS SOAR cTHKaeTsCs i3 mpo-
O6rmeMaMu MacIITabOBaHOCTI, SIKOCTI TENeMeTpii Ta iHTe-
TpaliifHOl CKJIQJHOCTI, [0 BUMArae MPUKIATHAX AOCIi-
JUKEHb 3 OIIHKH MacIITabOBaHOCTI KOHKPETHUX IUIAT-
¢dopm (Brirouno 3 SecureX) [4].

3 TeXHiKO-JOCIiIHUIFKOI TOYKH 30py, HAYKOBO-
JIOCHimHI poOOTH BHOKPEMITIOIOTh KillbKa KITFOUOBHX
EMITIPUIHUX | TEOPETHIHUX MPOOLTIB:

1. Bamigamis e(heKTUBHOCTI playbook-
aBroMaTm3alil y pisHHX aomeHax (on-premise, hybrid
cloud, multi-tenant cloud) — menocratabo mOCTITKEHD 3

HOPIBHSUIBHUM ~ €KCIICPUMEHTAJIBHIM  TU3aiHOM, IO
BUMiproe BIumB apromartuzanii Ha MTTD/MTTR min
KOHTPOJILOBAaHVMH 1 PeaJIbHIMHU HaBaHTKEHHAMH [5].

2. OmiHKa SKOCTI TereMeTpil Ta ii BIUIMB Ha MO-
oym kopersiii i ML — moTtpeba y craHgapTax SKOCTI
JaHUX JUIS aHAIITHYHUX MOJIYNiB SecureX-THITY, OCKi-
JIBKY TIOTaHa SIKICTh JIOTiB KOPEIIOE 3 POCTOM XHOHOIIO-
3uTHBIB [1].

3. Mopgeni nosipu Ta inTepmperoBaHocti LI B
SOC — HeoOXimHi MeToM TS BOYJJOBAHOTO KOHTPOJIIO
«human-in-the-loop», ski 103BONAIOTH GalaHCYyBaTH
MK IIBHJIKICTIO aBTOMaTHYHOT'O pearyBaHHS Ta HeoO-
X1JHICTIO €KCIIEPTHOI MepeBipku [3].

4. OmiHKa OnepaTHBHOI CKOHOMIKH BIIPOBAKCH-
Hsl HTerpauiiHuX miaatpopM — HEIOCTATHS KUIBKICTh
myOJIIYHUX JOCIIKEHb, IO KUIBKICHO MOJIEINIOIOTh
exonoMito pecypciB (FTEs), Brpatu/Buromm npu 3Hu-
xenri MTTR, ta TCO/ROI BnpoBamxenns SecureX-
MONTIOHUX pilieHb [2].

Ha nincraBi BuIe3a3HaueHUX JKEPENT MOXKHA KOH-
CTaTyBaTH, III0 HAYKOBA CIIJIBHOTA Ta TaTy3¢B1 aHATI THKU
pyXaroTbCs B HANpsIMi JIOCI/DKEHb, SKi TIOEJHYIOTh: M-
mipuyHy BeprQiKalliio BIUMBY aT$hopM opKecTpallii Ha
KJIF04OBI onepartiiiiHi metpuku SOC; po3poOKy dopmairi-
30BaHUX MigxonaiB 1o human-Al collaboration y mpomeci
ABTOMATH30BAaHOTO pearyBaHHs; CTAHJAPTH3ALII0 BUMOT
JI0 SIKOCTI TeNeMeTpii Ta iHCTpyMeHTiB Kopesiiii. L]i Ha-
npsMy (GOPMYIOTh MPHKIIAHY JOCITIHUIIBKY TPOrpamy,
peneBanTHy mis ouiHku Cisco SecureX sik 00’ekrta i
IHCTpyMEHTa I0CIiKEeHHS [S].

Mertol0 poGoTHM € KOMIUIEKCHE IOCHiKCHHS
cnpomoxxHocteit mathopmu CisCo SecureX y KOHTEKC-
Ti aBTOMAaTH3alil MPOLECIB LIEHTPIB ONEPATUBHOIO pea-
T'yBaHHs Ha IHIMJEGHTH iH(OpMaIiiiHOT Oe3reKkH Ta olli-
HKa 11 BIUIMBY Ha MiJBUIIEHHS e()eKTUBHOCTI pearyBaH-
Hs Ha CydacHi Kibep3arposu.

OcHoBHHI MaTepiaj

CyyacHi yMOBH PO3BHUTKY KiOepIpocTopy Xapakre-
PU3YIOTBCSI CTPIMKHM 3POCTAHHSIM KiTBKOCTI 1HIIUICHTIB
iH(popMaIliiHOT Oe3MeKr Ta MiABUINEHHSM CKIIAJHOCTI iX
peanizaiii. baraToBeKTOpHI aTtaku, BUKOPHCTaHHS METO-
niB mpuxoaHoro mpouukHenns (Living-off-the-Land,
supply-chain attacks) Ta 3JI0BXXHBAaHHS JIETiTHMHHMH
cepBicamu poOisTh TpammiiiHi miaxoaun SOC mo peary-
BaHHS HEIOCTATHHO e(PeKTUBHUMH. [Ipu LbOMY TOCTpO
BIYYBA€THCS ACPIUT BUCOKOKBATI(IKOBaHHUX (haxiBIIiB,
IO 1Ie OUTBIIE YCKIIaJHIOE OTIEPaTUBHE pearyBaHH [6].

TakuMm 9MHOM, aKTyalli3yeThCs MOTpeda y BIpOBa-
JDKeHHI pIIeHh HOBOTO ITOKOJIHHS, 3/JaTHHUX 3a0e3re-
YUTH IHTETPaLlif0, aBTOMATH3AIII0 Ta OPKECTPAIliIo
SOC-mpouecis. Y mpomy koutekcti Cisco SecureX Bu-
CTyIIa€ HE JIMMIE SIK TEXHOJOTIYHUHA MPOIYKT, aje i K
KOHIIETITyaJibHA TIaTdopMa, IO 3MIHIOE caMy Iapajiu-
My Kibep3axucry.

AKTyaJIbHUM 3aBIaHHSAM CYYacHHX IIOCIHIKEHb y
cthepi SOC-aBromatum3ariii € BH3HAYEHHS BIIHOCHUX
TepeBar pisHUX IHTErpaTUBHUX INTaT(HOPM, IO 3aCTOCO-
BYIOTBCSI ISl TIiBUINCHHS €(QEeKTHBHOCTI pearyBaHHS
Ha kibep3arpo3u [9]. 3 MeToro OiNbII OOTPYHTOBAHOTO
no3unionyBaHHs Cisco SecureX MOUITBHO 3IIHCHUTH
HOro MOpPIBHSHHS 3 MPOBIAHUMH PIIIEHHSMU KOHKYpPEH-
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1iB — Palo Alto Cortex XSOAR, Splunk SOAR Ta IBM
Resilient.

Kpurepisimu ominku Oysno 0OpaHO MOKa3HUKH, IO
HalOLIBII BIJIMBAIOTH Ha NpoAyKTUBHICTE SOC, a came:
KUTBKICTD OCTYITHHX IHTETparli, MOXXJIMBOCTI B3a€MOIi1
i3 cucremamu Threat Intelligence, piBeHb 3acTocyBaHHS
Al/ML-anamiTHKy, THY4YKIiCTh i Maci TaboBaHiCTh aBTO-
Matuzanii playbook-iB, TpHBamicTh BIpPOBA/KEHHS, a

Tabnuysa 1 — Y3araabHeHi pe3yJbTaTH NOPiBHSJIBHOTO aHATI3Y

Takok BapricHi xapakrepuctuku [10]. Lli mapamerpu
BiToOpakaroTh HE JIMIIE TEXHIUHY (YHKIIOHAJIBHICTS,
ajle ¥ IpaKkTHYHY JOUUTBHICTE BUKOPUCTaHHS IIIaTdop-
MH Yy Pi3HHX OpTaHi3aliifHUX cepeIOBHUIIAX.

VY Tabn. 1 mpencraBieHo y3arajgbHEHI pe3yibTaTH
MOPIBHSUIBHOTO aHalli3y, M0 JEMOHCTPYIOTh KOHKYpPEH-
THi nepeBarn Cisco SecureX Ta BHSBISIOTH KIIFOUOBI
0OME>KeHHS IHIINX PillIeHb.

IMapamerp Cisco SecureX Palo Alto Cortex XSOAR Splunk SOAR IBM Resilient
[HTerparmii 300+ KOHeKTOpiB 350+ 280+ 200+
[Threat Intelligence BOynoBana 30BHINTHI MO Yepes API OobmerxeHa
Al/ML-ananitrka Tax (1oBeiHKOBHIT aHAI3) YacTkoBo Bincyras OobmexeHa
IABTOMaTH3a1s playbooks I'ayuka, ajantuBHa Pozmmpena basoBa Cepenns
Uac BpoBaJKEHHS 2-3 TroKHI 1-2 micsmi 1-2 micsami Jlo 2 micsiiB
BapTicTh OnrtumizoBaHa Bucoka Cepennst Cepenns

OyHKIIOHYBaHHS CyYacHUX IICHTPIB ONEpaTUBHO-
ro ynpaBiiHHS iHGOpMaIiiHOW OE3MEeKO YCKIaJHI0-
€ThCSI CTPIMKHM 3POCTaHHSAM OOCSTIB TeleMeTpii Ta
CKJIaJIHICTIO MYJIbTUBEKTOpHUX aTak [8]. [nsa dpopmari-
30BaHOi OIIHKK e(heKTUBHOCTI SOC MOLIIBHUM € BHKO-
puctanns yacoBux MeTpuk MTTD ta MTTR, siki Bu-
3HAYal0Th 3JATHICTh CUCTEMH JI0 BHSBJICHHS Ta HEWTpa-
Jmizanii KiGepiHIUIEHTIB!

1 1
MTTD == (ty; ), MTTR==73 (t, —t;) (1)
-1 -1

ne tai* Yyac I04aTKy aTaku, tdi* 4ac BUSBJICHHS, tn-f

Yac 3aBepIICHHs pearyBaHHsl, 11— KUIbKICTb IHI[HICHTIB.

AmnaiiTiyHi 3BiTH npoBigHUX KommaHii (IBM
Security, Mandiant, Forrester) 3acBiquytoTh, 110 y cepe-
aabomy MTTD y tpaguuiitnux SOC nepeBuiye
200 muiB, tomi sk MTTR cranoButs 30-60 mmiB. Ile
03Hayae, MO OUIBLIICTH aTaK 3aJMIIAIOTHECS HEloMide-
HUMH MIPOTATOM KUIBKOX MICSI[IB, 1[0 CTBOPIOE KPUTHY-
HI PU3UKH 151 OE3IIEKN KOPIIOPATUBHHUX CUCTEM.

VY cBOIO 4epry, BIPOBaDKEHHS IHTEIPaTHBHHUX
wiatdopmM, 3okpema Cisco SecureX, 103BOJISIE 3MEHIIIN-
™ MTTD no 10-15 muiB, a MTTR nmo 2-5 nuiB, mo y
BiTHOCHOMY BHMIpi BiJIOBIJla€ MiIBUIICHHIO €(EKTUB-
HOCTI pearyBaHHs Oinbi Hix Ha 80 %.

Orxke, BpaxoByroun mani Mandiant M-Trends 2023,

cepenHe 3HaueHHST MT TDbaSE s Tpaguuiianx SOC

ckiaamae 207 muiB, a MT: TRb — Omm3pko 35 mHIB.

ase
MonemoBanns BupoBamkeHHs Cisco SecureX 103BoIIsIE

CKOPOTHTH IIi TIOKa3HHUKH [0 MTTD_{secureX} =12
IHIB Ta MTTR_{secureX} =3 JHi, U0 y BiIHOCHOMY
BUTJIA/I CTAHOBUTB!

AMTTD =100% %
~MTTD qcyrex )| MT D

AMTTR =100%x
x(MTTR,,,., - MTTR )/ MTTR,,, ~91.4%,

secureX

x(MTTD

base

~ 94.2%;
)

OT)Ke, CKOPOUYEHHSI YaCOBHUX IOKa3HUKIB BHSIBICHHS Ta
pearyBanHs nepesuurye 90 %, Mo Mae KpUTHYHE 3HA-

YeHHS IS 3MEHIIEHHS IUIOIIMHU aTaKd Ta MiHiMmizaril
Oi3Hec-pu3MKiB. Pa3zoMm i3 muM mocrtae HEOOXiIHICTH Y
3a0e3MeYeHH] IUTICHOCTI MPOIECiB KiOep3axucTy, M0
nependayae He JIMILE CKOPOUYCHHS Yacy pearyBaHHsI, aje
W CTBOpPEHHS €AMHOTO iH(GOPMAIIHOTO MPOCTOPY IS
KOMIIJIEKCHOT'O aHaJli3y Ta KOpeJIsiii OoIii.

VY 1bOMYy KOHTEKCTI KJIIOYOBY POJIb BIJIrpae 3/1aT-
HicTh matdopmu A0 TIMOOKOI iHTErpamii 3 IHIIUMH
KOMIIOHEHTAaMH O€3MeKOBOI EeKOCHCTEMH, ajKe came
IHTETpaTUBHICTh BU3HAua€ piBeHb y3romkeHocti SOC-
npolieciB Ta IXHIO CTIHKICTh 10 0araTOBEKTOPHUX aTak.

Tak oaniero 3 6a3oBUX crpoMokHOCTel SecureX €
rnuboka iHterpauis (puc. 1) 3 6araTOKOMIIOHEHTHUMH
iHppacTpykTypamu KiGep3axucty, Brmodatoun SIEM-
cuctemu, EDR-marpopmu, IDS/IPS-pimenns ta cep-
BicH 3arpo3oBoi po3siaku (Threat Intelligence), mo 3a-
Oesneuye yHi(IKOBaHICTh JAHUX 1 MiJBHILYE TOYHICTH
BUSBIICHHS 3arpo3.

SecureX ctBOpIOE yHipikoBaHUiT iHPOPMAIIHHUI
MPOCTIp, Y MeXaxX SKOTO JaHi 3 PI3HOPIIHUX JDKEpe
KOPEJIIOIOThCS Ta arperyroTbes, (HOpPMYIOUYM IHUTICHHIH
AHANITUYHUI KOHTEKCT JUIS MiJBUIICHHS €()eKTUBHOCTI
BUSIBJICHHS Ta pearyBaHHs Ha kiOep3arposu. [IpakTuuni
JIOCJTIJDKEHHST MTOKa3YIOTh, 10 3aBJSKH IHTETPaTHUBHIH
apxiTeKTypi 0o0Csr JyONIOIYHX CIOBIIEHh MOXE OYyTH
3MeHIIeHo Ha 25-30 %, 110 J03BOJISIE ONTHMI3yBaTH
3aBaHTaxeHicTh SOC-aHATMTUKIB Ta MiHIMI3yBaTH pH-
3ukn iH(popMamiiHoi (parmenTanii. OgHaK yCYHEHHS
HAJTIIKOBUX CIIOBIIIEHh camMe Mo co0i He TrapaHTye
OTIEPaTUBHOCTI pearyBaHHs, IO aKTyali3ye HMoTpely B
aBTOMATH3AIli] TOJANBIINX €TaliB OOpOOKH IHIIMICHTIB.

KirtouoBuM (QyHKITIOHATEHUM €JIeMEHTOM ILIaT-
tdopmu € opkectpanis SOC-TiporieciB Ha OCHOBI aBTO-
MaTHU30BaHUX ClieHapiiB pearyBanHs (playbooks). ¥V
tpanumitanx SOC 00pobka OHOTO IHIUJCHTY BPYUYHY
3aiimae Bix 10 mo 15 xBummH. [Ipu cepenHpoMy HaBaH-
taxkeHH1 y 1000 crioBimeHs Ha 100y, CyMapHi BUTPaTH
4yacy CTaHOBJIATH mpubmm3Ho 200 mom.-roanH/ o0y abo
1400 mron.-roaus/ TR IeHb. Lle MoxkHa Bupa3uTy K (3):

L =Axrt 3)

‘manual

Jle A — KUTBKICTB CIIOBIIIEHB 3a A00y, T — CcepeHill Jac
Ha X 00poOKy.
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Puc. 1. Iarerpamis SecureX

Jnsa HaBeneHux pgaHux L =1000x12=

‘manual ~—
= 12000 xB/mo06y ~ 200 ntox.-ron/no0y.
Bukopuctanus Cisco SecureX 103BoJIsIE aBTOMa-
TU3yBaTH 3HAYHY YaCTUHY DPYTUHHUX omepariii. s
KiJIbKICHOT OIIIHKHM €(eKTy MpOBEAEMO CHUMYJIAIII0 3a

PI3HUMH PIBHSAMH aBTOMAaTH3AI] & € {0.3,0.5,0.7,0.9} :

L 4)

secureX ~ (1 a)>< ‘manual

PesynbraTt MOJeIIOBaHHS HaBEeEHO B TaO. 1.

Tabnuysa 1 — 3anexuicTs HaBanTaxxenHs SOC Bix piBHs

aBTOMAaTH3aMil
PiBeHnb aBTO- HaBaHTakeHHsI 3MeHIeHHSs

MarTu3aunii SOC (/mop.- HABAHTAKEHHSI
(a\alphaa) roj/n00y) (%)

30 % 140 30 %

50 % 100 50 %

70 % 60 70 %

90 % 20 90 %

Sk BUIHO 3 TAOMNMIl, HABITh TPU YaCTKOBIW aBTO-
Mmatusanii y 50 % SOC orpumye BABiUi MEHIIE HaBaH-
Ta)kKeHH$, a Mpu aBToMatu3auii Ha piBHI 90 % — pobo-
yuii 00csr ckopouyetbes y 10 pasis. Lle nae 3mory abo
ONTHMI3YBaTH YHCEIBHICTH IEPCOHAITY, 200 30CepeaUTH
pecypcu Ha mornuOIeHOMY aHalli3i Ta pearyBaHHI Ha
CKJIa/IHI 3aTPO3H.

JlomaTkoBO pO3TISHEMO BIDIMB aBTOMATH3aIlil Ha
kImro9oBi gacoBi Mmetpuku SOC.

Hexaii 6a30Bi1 3HAYCHHS

MTTD =207 nmmiB, MTTR,

base ase
HO, IO HACTUTBKM TPUBANi YacOBi 3aTPUMKH CTBOPIO-
I0Th KPUTUYHI YMOBH ISl 3pOCTaHHS IUIOIMHHU ATaKH
Ta T ABUIICHHS HMOBIPHOCTI ecKanamii iHmuaeHTiB. s
KUTBKICHOTO aHaJi3y 3aJeXHOCTI MPUHMEMO, IO 3pOc-
TaHHS piBHA aBTomatm3anii SOC cnpHumHSE TPOIOp-
mivige 3amxenas 3uadess MTTD 1 MTTR:

MTTD(a)) =(1-a)x MTTD,, ,;
MTTR(at) =(1-a)x MTTR

CTaHOBIIATH
=35 nuiB. OueBu-

©)

base’

110 JI03BOJISIE MOJICITFOBATH Pi3HI CIIeHApii e()eKTHBHOC-
Ti. Y3arajgbpHeHi pe3y/bTaTd TAKOTO aHaJli3y HaBeJEHO B
Tabm. 2

Tabnuya 2 — Bnus piBHS aBTOMAaTH3aLiT
Ha MTTD ta MTTR

PiBens aBTOMATH- . .
sauii (o\alphao) MTTD (ani) | MTTR 55(ani)
30 % 145 24.5
50 % 103.5 17.5
70 % 62.1 10.5
90 % 20.7 35

SIk BHJHO, HaBiTh YAaCTKOBAa aBTOMATH3allisd Ha Pi-
BHI 50 % 3MeHIIye cepelHili yac BHSBJICHHS aTakH
Oinpin Hix yaiui (31 207 go 103 nuis). Ilpu piBHI aB-
tomatu3auii y 90 % 3nauenns MTTR 3umxkyerbes mo 3-
4 nHIB, O BIANOBIJA€ KPAIIMM MPAKTHKAM MPOBITHUX
SOC.

3 eKOHOMIYHOI TOYKH 30py CKOPOYEHHS POOOUMX
BUTpar npu BrposamkeHHi Cisco SecureX Oe3mocepe-
HBO BijloOpaxkaeTbcsi Ha mokazHuky ROIL Omxke, ioro
MO’KHA BUPA3UTH SIK:
~Csecurex ) xT —

Cimp]

c C.
ROI = ( manual impl %100% (6)

ne C

‘manua] — BapTICTh PyYHOi OOpOOKHM iHIMAEHTIB,

BapTICTb TTICIISE aBTOMaTI/ISaL[ll C.

jmpl — BUTPa-

Cs ecureX

TH Ha BIPOBADKEHHS, 7" — 9acOBUIA epiof (y MiCAIIIX).
IIpu mouarkoBux BuTparax y 20 000 USD/wmic.,
TICIIS BIPOBA/KEHHS aBTOMaTm3allii Ha piBHI 70 % BO-
HU 3HIWKYIOThCA 10 6 000 USD/mic., mo mpu BapTOCTI
BrpoBapkeHHs y 15 000 USD 3aGe3nedye OKYIHICTH
yOpomoBx 3-4 MiCsIliB Ta JOBTOCTPOKOBE 3POCTAHHS
penTtabdensHOCTI MoHa 300 % 3a miBpoky [14,15]. Po3s-
paxynok ROI ms nepiogy 7 = 6 micsmiB nae (7):

(20000 -6000)x 6 —15000
15000

ROI = x100% =

340%. (7)
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Ile o3Hauae, Mo iHBECTHII OKYIArOThCS BXKE Ha
3-My MicsIli BUKOpUCTaHHS, a 3a miBpoky SOC oTpumMye
ITOHAJI TPHPa30Be ITOBEPHEHHSI BKJIAEHUX KOIITIB.

HonatkoBoro nepearoro Cisco SecureX € ckopo-
YeHHS! KUIBKOCTI XMOHOITO3UTHWBHHX CIIPAIfOBaHb, SKi
3a3BUYall CTaHOBIATH 10 40 % ycCiX iHIMICHTIB y Tpa-
munianx SOC.

3aBISIKM 3aCTOCYBaHHIO MTOBEAIHKOBOTO aHAITI3Y Ta
MEXaHi3MiB MAalIMHHOTO HAaBYaHHS el MOKAa3HUK 3HHU-
KyeTbest 10 piBHA 10—-15 %, 110 1O0AAaTKOBO BUBLIBHSIE
pecypcH aHaNITHKIB Ta MiIBUILY€E IOCTOBIPHICTH yXBa-
JICHUX PillIeHb.

TakuM ynHOM, pe3yJbTaTH CHUMYJISLIHHUX CLieHa-
PpiiB miATBEPIUKYIOTH, 0 BrpoBapkeHHs Cisco SecureX
3abe3nevye KOMITJIEKCHE 3HMIKEHHS OlepaliifHoro Ha-
BaHTaxkeHHs SOC, CKOpOYEHHS KIIOUOBMX YacCOBUX
MeTpHK OibIn HiX Y 3-10 pa3iB 3a1exHO Bij| piBHS aB-
TOMaTH3allii Ta BUCOKY €KOHOMIYHY JOIIJIbHICTh. 3 Ha-
YKOBOI TOYKM 30py OTPUMaHi JaHi MiATBEPKYIOTH
KOHIIEMII}0 MOCTYHOBOIO MEPEXOay BiJl TPaJULiHHOTO
SOC 10 KOTHITHBHO-aBTOMATH30BaHOro, a¢ SecureX
MOJKE PO3IVISIATHCS SIK MMPOMIDKHMH eTar 0 peasrizamii
Al-native automation platforms.

[lincymoByrour HeoOXiJHO 3a3HAYUTH, IO 3 JO-
cnimaunpkoi nepcnektuBu Cisco SecureX Moxke po3r-
JSIATHCS HE JIMIIE SIK TPaKTHYHE PILeHHS, ane 1 sK
MoOJIeNb KOTHITUBHOI aBTroMarm3aiii SOC. Ti apXITeKTY-
PHI IPUHIMIH TIepe10avyaoTh OCTYIIOBUI MepexiJ] Bij
OIIEPaTHBHOTO pearyBaHHs JI0 aJallTHBHOTO YIIPABIiHHS
iHIMJeHTaMy, Jie anroput™Mu ML 3xaTHi HaBYaTHCs Ha
HOBHUX JIaHUX Ta KopuryBaTu playbook-u y peanbHomy
yaci [12, 13]. Lle crBoproe ocHOBY st (OpMyBaHHsI
CaMOHABYaJIbHUX CUCTEM KiOep3axucTy, siKi 3[aTHi Imij-
BHUIIYBAaTH BJIacHY €(peKTHBHICTh Y TPOLECI eKCILTyaTa-
.

OtpumaHe NPaKTHYHE 3HAYEHHS IOCIILKEHHS 1O~
qsirae B ToMy, 1o BrpoBapkeHHs Cisco SecureX Jo-
3BOJISIE HE JIMIIE CKOPOTHTH KPUTHYHI YacOBI METPHKH
(MTTD, MTTR), ane it 3a6e3neuye parioHalbHE BUKO-
puctanHs kaapoBux pecypciB SOC, 1110 0coOnImMBo akTy-
QJIbHO 332 YMOB Ae(IIMTy BHCOKOKBaTi(pikOBaHUX (axi-
BB [7].

Taxum ynHOM, HaHa IIaTOpMa CTAHOBHUTH COOOIO
CTpaTeriyHO BKIIUBUN THCTPYMEHT SIK ISl I1iBUIIICHHS
piBHsI KiOEpCTIMKOCTI OpraHizaiiif, Tak i Uil PO3BHTKY
HAYKOBO-TIPUKJIAIHUX MiIXOMIB y cepi aBromMaTu3amii
iH(pOpMAIHOI Oe3HeKH.

BucHoBxku

VY pe3ynbTaTi MPOBENEHOTO JIOCIHIIKEHHS JI0BEIe-
HO, mo BrpoBamkeHHs miuatdopmu Cisco SecureX y
JISUTBHICTH IIEHTPIB ONEPAaTHBHOTO pearyBaHHs Ha iH-
UICHTH 1HpOpMaMiiHOI Oe3MeKH € CTpaTeTidHo 00Ipy-
HTOBaHMM Ta HayKOBO MiJTBEP/KCHUM KPOKOM y Ha-
npsMi TiIBUINEHHS KiOepCTiKOCTI opraHizamii. Apry-
MEHTOBaHO, IO TPaJWIiHHI MAXOAM 10 (YHKIIOHY-
BanHsA SOC He BiJNOBITAIOTh CYYaCHHM yMOBaM Oara-
TOBEKTOPHUX aTak, a TOMY IOTPeOYIOTh OpieHTaIlii Ha
TEXHOJIOTIi OpKecTpallii, aBToMaTH3aiii Ta iHTerparii
[11].

Cuctemarn3aliiss (QyHKIIOHAJIBHUX MOMIIMBOCTEH
SecureX 3acBimumia, M0 KIIOYOBUMH ii IepeBaramu €
rnu0oka iHTerpalis 3 iH(pacTpyKTyporo Kibep3axucry
(SIEM, EDR, IDS/IPS, Threat Intelligence), Bukopuc-
TaHHS THYYKUX CIIeHapiiB pearyBanHs (playbooks), po-
3IIMPEeHI aHANITHYHI MeXaHi3Mu Ha 6a3i AI/ML, a Ta-
KOX OaraTopiBHEBWH aHaJli3 MOBEAIHKOBUX 1 Mepexe-
BUX marepHiB. [IpakTHuYHi pe3yNbTaTH MOJETIOBAHHS
MIATBEPANIIM, 10 3acTocyBaHHs SecureX 3a0esmedye
ckopodeHHsI moka3sHukiB Mean Time to Detect i Mean
Time to Respond y 3-10 pa3iB 3aiexHo BiJ piBHS aBTO-
MaTH3allii, 3MEHIICHHs OIepaliiHOr0 HaBaHTAKCHHS
SOC 6inbur Hixk Ha 70 % Ta MiABUIIEHHS €KOHOMIYHOT
e(eKTHUBHOCTI BIPOBAPKCHHS 3 OKYIHICTIO Y Mexkax
KIJIBKOX MICSLIIB.

[MopiBHSUIBHUIA aHANI3 3 MPOBIJHUMH KOHKYpPEHT-
HUMH TI0Ka3aB, o Cisco SecureX BUPIZHSETHCS ONTH-
MaJIbHUM TIO€HAHHSIM IHTErpalilHUX MOMIIMBOCTEH,
BOY/ZIOBaHUX CEPBICIB 3arp0o30BOi PO3BIJIKU Ta BiJJHOCHO
KOPOTKUM 4YacoM BITPOBADKEHHS IPHU 30epekeHHi J0c-
TynHOi BaptocTi. lle BU3HAUae HOro KOHKYpPEHTOCHPO-
MOXHICTh Ta JOLIJIBHICTh BUKOPUCTAHHS B YMOBAax SIK
Cepe/iHIX, TaK 1 BEIMKUX OpraHizariii.

Taxkum 4MHOM, OTPUMaHI pe3yJbTaTH O3BOJISAIOTH
3poOHTH BUCHOBOK, 1110 Cisco SecureX € He JHIIe Ipak-
TUYHUM IHCTpyMeHToM aBTomatu3auii SOC, a i mepc-
HEeKTUBHUM 00’ €KTOM ISl MOJAIbIINX HAYKOBHUX JOCIi-
JUKEHb y Tally31 KOTHITUBHOT aBTOMAaTH3allii, IHTerpaTh-
BHUX apxiTekTyp Oe3neku ta Al-native rutatgopm. Lle
BIJIKPUBA€E HOBI HANPSIMH JUIs YJOCKOHAJICHHS] MEXaHi3-
MIB aJaliTHBHOTO pearyBaHHs, 3HIKEHHS PIBHS JIFOJICh-
Koro ¢akropy Ta (GopMyBaHHS MacIITA0OBAHUX MOJIe-
neil xibep3axucTy B yMOBaX OUHAMIYHOTO Kibepmpoc-

TOPY.
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Using Cisco SecureX for SOC automation
Tatiana Fesenko, Yuliia Kalashnikova

Abstract. Relevance. The article is devoted to the analysis of the capabilities of the Cisco SecureX platform in the con-
text of automating processes within Security Operations Centers (SOC). The study emphasizes the relevance of this research,
which is driven by the growing number of cyber threats, the increasing complexity of attacks, and the shortage of highly qualified
professionals in the field of cybersecurity. It is underlined that traditional SOC operation methods are insufficiently effective
under conditions of multivector attacks, which objectively necessitates the implementation of orchestration and automation tech-
nologies. The research systematizes the core functional features of Cisco SecureX, including: integration with multi-component
cybersecurity infrastructures (SIEM systems, EDR platforms, IDS/IPS solutions), which ensures the creation of a unified infor-
mation space; orchestration of SOC processes through the use of response playbooks, enabling the automation of routine opera-
tions, reducing incident handling time, and minimizing the human factor; enhanced analytical capabilities, based on the use of
machine learning mechanisms and event correlation from heterogeneous data sources; improved accuracy of threat detection
through multi-layered data analysis, including the examination of user behavioral patterns and network activity. Particular atten-
tion is paid to the research aspect of SecureX’s impact on SOC efficiency. The study substantiates that the use of this platform
makes it possible to reduce the Mean Time to Detect (MTTD) and Mean Time to Respond (MTTR), which are critical indicators
for evaluating SOC performance. It is demonstrated that integrating SecureX with Threat Intelligence systems provides a more
comprehensive contextual understanding of attacks, increases the level of proactive defense, and contributes to the development
of an adaptive security architecture. From the standpoint of scientific novelty, the article presents a systematization of approaches
to SOC automation, in which Cisco SecureX is considered not only as a tool for practical implementation but also as a subject of
research for evaluating the effectiveness of integrative security platforms. The paper identifies promising directions for further
study, including: advancing the level of cognitive SOC automation based on Al, optimizing response playbooks through adaptive
algorithms, and assessing the scalability of SecureX in diverse organizational environments. Thus, the implementation of Cisco
SecureX is justified both from the perspective of theoretical research and practical application. The platform contributes to the
formation of a new approach to information security management, based on integration, automation, and analytics, which deter-
mines its strategic significance for enhancing the cyber resilience of modern organizations.

Keywords: information security, cybersecurity, cyber threats, artificial intelligence, architecture, scalability, SOC.

143


https://doi.org/10.34213/tp.21.02.16
https://doi.org/10.15587/1729-4061.2021.240178
https://doi.org/10.15587/1729-4061.2022.266009
http://doi.org/10.15587/978-617-8360-04-7
https://doi.org/10.26565/1992-2337-2024-2-21
http://nbuv.gov.ua/UJRN/Znpviknu_2022_75_9
https://www.researchgate.net/publication/380979172_STRATEGIA_KIBEROBORONI_UKRAINI
https://doi.org/10.33271/nvngu/2024-5/136
mailto:tanifesenko@gmail.com
https://orcid.org/0009-0006-1698-3795
mailto:kalashjulia74@gmail.com
https://orcid.org/0000-0001-9899-4784

Control, Navigation and Communication Systems. 2025. No. 4

ISSN 2073-7394

VK 004.732.056

B. B. Yenak, O. A. I'opHocTanb

doi: 10.26906/SUNZ.2025.4.144-150

Harmioransauii TexHIYHIA yHIBEpCcUTET “XapKiBCHKUHN MOMITEXHIYHUHN IHCTUTYT , XapKiB, YKpaina

HEUYITKUI AHCAMBJIb IEPEB PIIEHB VIS ITEHTU®IKALIL CTAHY
KOMIT'IOTEPHUX CUCTEM

AnoTanis. O0'exkToM 10CHiIKEeHHS € IIpollec iaeHTUudiKaii cTaHy KoMmI 1oTepHuX cucteM. Ilpeamerom gocitzkeHHs
€ METOAX HEYITKOTO aHCaMOJIIO IepeB 3 0araToBUMipHUMH By3JIaMH pillieHb I 11eHTH(iKalii cTaHy KOMIT IOTEPHUX CUCTEM.
MeTo10 gocizkeHHsl € pO3pO0Ka Ta OIiHKA €(PeKTUBHOCTI HEYITKOTO aHCAMOIIO AePEB PillIeHb AJIS MiJBHILCHHS TOYHOCTL
ineHTHdiKaLii cTaHy KOMII IOTEPHUX CHCTEM 32 YMOB HAasBHOCTI HEBU3HAYECHOCTI, ITYMOBHUX BILIMBIB Ta HEMOBHUX JAaHUX.
MeToan, 0 BHKOPHCTOBYIOTHCS: METOAN MAIIMHHOTO HABYAHHS, METOIH MOIEepeaHb01 00poOKH aHuX, aHcaMOJIeBi Kila-
cu(iKaTopy, CTEKIHIOBI ITiIXOIH, METOM KOMOiHyBaHHs Ta BHOOpY o3Hak KC. OTpuMaHi pe3yJIbTaTh: JOCIIPKEHO e()EeKTHUB-
HICTh KJIACHYHUX Ta PO3POOJIEHUX METOAIB IS iIeHTH(IKAMIT CTaHy KOMIT IOTEpHUX CHCTEM y CKIaIHHX yMOBaX, 10 BKJIFOYa-
I0Th AucOajaHc JaHWX Ta HasBHICTh aHOMAJIBHUX CTaHIB. 3alpOIIOHOBAHO KOMIUIEKCHMH IIIXiX i3 BUKOpHCTaHHSIM Fuzzy
Stacking 3 MDT, mo 3a0e3nedye BUCOKY TOYHICTH 1 cTaOUIBbHICTh Kiacudikarii. Haifkpamii pesynsraté OTpUMaHO came JUIs
CTEKIHIOBOTO MiAXOMY, AKUI TOeqHy€e 0a30Bi KJIACH(IKaTOPH Ta HEWITKi JepeBa PilllcHb, JO3BOJIIFOYH MiHIMi3yBaTH IIOMUIKH
MEPILOro Ta IPYroro poay Ta AOCATTH BUCOKMX IMOKa3HUKIB y3aranpHIot04oi 31arHocTi (MCC, Fl-score, TS, LN(DOR)). Bu-
CHOBKH. 32 pe3yJbTaTaMu JOCTiIKeHHs 3alIPONOHOBAHO YIOCKOHAIECHHH MiAXiM A0 ieHTU(IKALI] CTaHy KOMIT IOTEpHHUX CHC-
TeM, SIKUH NoeHye cTekinroBuii Meron i3 Fuzzy MDT ta ontuMisaniro BuOopy o3Hak. KoMIiekcHe BUKOPHCTaHHS ITUX METOJIIB
JI03BOJISIE 3HAYHO ITOKPAIIUTH TOYHICTh Ki1acuikaii, cTabiIbHICTb pe3yIbTaTiB Ta CTIHKICTh MoJIeNel o AucOanancy JaHuX, a
TaKOX 3a0e3I1edy€e BUCOKY SIKICTh KIacH(iKalii HaBiTh y BUITAJIKaX ITOSBH HOBUX aHOMAaJIbHUX CTaHiB.

Karw4doBi ciaoBa: ineHTudikaiis crany, KOMI IOTEpHI CHCTEMH, MAIIHHHE HABYaHHS, aHCaMOJIb, CTEKIiHT, AepeBa pillleHb,

HEYiTKa JIOTIKa.

Beryn

CydJacHi KOMII'IOTEpHI CHCTEMH € CKJIaJHUMHU Oara-
TOPIBHEBUMH YTBOPEHHSIMH, IO IHTErPyIOTh HPOTPaMHI,
araparHi Ta MepeKeBi KOMITOHEHTH. BoHHM 3a0e31edyioTh
KPUTUYHO BaKJMBI (DYHKIIIT B MPOMHUCIIOBOCTI, TPAHCIIO-
pri, eneprerui, QiHaHCOBIH Ta nepkaBHiil cdepax. B
YMOBaX 3pOCTaHHS CKJIaJHOCTI IXHBOI CTPYKTYpHU Ta B3ae-
MO3B’S3KiB  MiIBUIYETbCS WMOBIPHICTh BUHHMKHEHHS
300iB, HEIITAaTHUX PEXHUMiB poOOTH Ta Kibeparak, 1o Mo-
JKYTh TPHU3BECTH J0 MOPYIIEHHS CTaOUIbHOCTI abo MOB-
HOTO TIPUIMHEHHA (YHKI[IOHYBaHHS cHCTeMHu. Tomy 3a-
BJIaHHS CBO€YACHOI iIeHTH(IKAIi CTaHy KOMIT FO-TePHHIX
crcteM HaOyBa€e 0COONHMBOT aKTYaJIbHOCTI.

TpamumiiiHi METOIM MIarHOCTHUKH Ta MOHITOPHUHTY,
mo 0a3ylOThCsl Ha YKOPCTKHX MPaBWIAX 1 CTAaTHCTUYHMX
MOJIETISIX, HE 3aBKAM 37aTHI a/IeKBATHO pearyBaTH Ha IH-
HaMiuHi Ta HEeBM3HA4YeHI 3MiHM NTapameTpiB. BoHu yacto He
BPaxoBYIOTh 0arato(h)akTOpHHI XapakTep BIUIMBY Pi3HHX
MPOIECIB Ta CKIAIHICTh B3a€MO3B’SI3KIB MK Mapamer-
pamH, 1110 ONKCYIOTh CTaH CHUCTEMH. Y 3B’A3KY 3 IIUM 3pO-
CTa€ iHTepecC J0 BUKOPUCTAHHS 1HTEIEKTyalIbHIX METOIIIB
aHai3y JIaHWX, 30KpeMa MAIIMHHOTO HaBYaHHS, HEUiTKOT
JIOTIKH Ta aHCaMOJIeBUX MOJEJIEH, SIKi T03BOJISIOTh IiBH-
IIATH TOYHICTh 1 HAIHHICTH OLIHIOBAHHS CTaHIB Yy CKIIA]I-
HHX 1 HEBU3HAYEHUX yMoBax. /lepeBa pillleHb € OIHUMH 3
HaWOUIbII IHTEPIIPETOBAHUX 1 3pyYHHMX MOJIEJICH JIIs aHa-
JI3y CTaHy CUCTEM, OfIHaK iX OKpeMe 3aCTOCYBaHHs 4acTo
NPU3BOANTH 10 INepeHaBYaHHS a00 3HIDKEHHS y3aralb-
HIOOYOi 374aTHOCTI. EQEeKTUBHUM MigX0q0oM N0 TOJ0-
JIaHHS [IUX HEJOJIKiB € BUKOPUCTAHHS aHCaMOJIeBUX Me-
TOZIB, 5IKi 00’ € AHYIOTh pe3y/IbTaTh KiIbKOX Mozenei. Bo-
JHOYAC HEYITKa IHTepHpeTallisi pe3ylbTaTiB J03BOJISE
3MEHIIKUTH BIUIUB MOXUOOK BUMIPIOBaHHS Ta HEITOBHOTH
JTaHUX, 3a0e31MedyI0un OUTBII THYYKE TIPUHHATTS PillICHb.

TakuM 4MHOM, aKTyalbHHM € pPO3pOOKa ITJIXO.Ly,
KU OW TMOETHYBaB IEPEBard aHCAMOJICBHUX METOMIB

MAIIMHHOIO HABYAHHS 3 MOMUIMBICTIO HEYITKOI OLIIHKU
CTaHiB KOMIT'IOTEpHUX cUCTeM. Lle M03BONMUTH miaBU-
IIMTH JOCTOBIPHICTH 1 CTIMKICTH imeHTH(DIKALT TpH Has-
BHOCTI IIYMOBHX 200 CyNepewInBUX JaHHX.

O0’exkTOM JOCHiTKEeHHs € Tpolec ineHTHikarii
CTaHy KOMIT FOTEPHHUX CHCTEM.

IIpeameTom pocifzkeHHSI € METOAN HEUiTKOTO aH-
caMONf0 JepeB pimieHb Ui igeHTH]iKamii craHy
KOMIT TOTEPHUX CHCTEM.

Orasig moB'sA3aHMX HAyKOBMX NyOaikauiil. [nex-
TU(]IKaIis cTaHy KOMIT'IOTEPHHX CHUCTEM € OJHUM 3 CYy-
YaCHHUX HaNPSMKIB JOCIIKeHb Yy cdepi 3a0e3nedeHHs ix-
HBOI HaAIHHOCTI Ta 6e3neku. CydacHi METOAHM KOHTPOIIIO
CTaHy 0a3yrOThbCs Ha aHaJi31 BEIMKOI KIJBKOCTI TEXHiy-
HHX [apaMeTpiB, LI0 ONUCYIOTh POOOTY KOMIIOHEHTIB CH-
CTeMH, iXHIO B3a€EMOJI0 Ta peakilil0 Ha 30BHIIIHI
BIUIMBH. TpaumiiiHi mMiIXoau A0 MOHITOPHHTY, 30KpeMa
Ha OCHOBI €KCIEPTHHX IpaBHJI ab0 IMOPOTOBHX 3HAYCHB
[1, 2], 3abe3neuyroTh IIBHIKE pearyBaHHS Ha BilIXH-
JICHHSI, O/IHAK XapaKTePU3YIOThCsl HU3bKOIO THYYKICTIO Ta
He 371aTHI €(EeKTHBHO NPAIIOBaTH y BUIAJKaxX, KOJIHU Ia-
paMeTpy 3MIHIOIOTBCS MiJl BINIMBOM CTOXaCTHYHHUX IIPO-
1eciB a00 HENIOBHOTHU JIaHUX.

Jist notosIaHHst IIMX 0OMEXEeHb aKTHBHO 3aCTOCOBY-
I0ThCSI METO/IM MAIIMHHOTO HABYaHHS, SIKI JI03BOJISIOTH
BUSIBIISITH MPUXOBAHI 3aJIe)KHOCTI MK MapaMeTpamu Ta
(opMyBaTH aganTUBHI MOJIENi MOBEIIHKY CUCTEMH [3, 4].
HaiinommpeHimmmu cepel HUX € alrOpuTMH Kilacu(ika-
1ii, 30KkpemMa JiepeBa pimieHs, onopHi Bektopu (SVM),
LITY4YHI HEHPOHHI Mepeski Ta aHcaMOJIeBI METO/IH, TaKi K
Random Forest abo Gradient Boosting [5, 6]. [lepesa pi-
LIeHb 3AJIMINAIOTHCS NOMYJISIPHUMH 3aBASKH iXHIH mpoc-
TOTI, IHTEPIIPETOBAHOCTI Ta 34aTHOCTI MPALIOBATH 3 TeTe-
poreHHHMH naHuMH. [IpoTe okpeMi JepeBa 4acTo MarTh
poOJIeMy 3 TIepeHaBYAHHSAM, OCOOJIMBO Y BUMAKY BHUCO-
KOT KopeJiii 03Hak abo 3HaYHO1 BapiaTHBHOCTI BXiTHUX
JaHUX.
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Po3BuTok aHcamMOneBMX METONIB CTaB NPUPOAHUM
€TarioM EBOJIOLIT aJITOPUTMIB MallIMHHOTO HaBYaHH:. Taki
MOIelTi OETHYIOTh PE3YJIbTaTH KUIbKOX 0a30BUX Kiacu(i-
KaTopiB, IO JO3BOJISAE MiBUIIHUTH CTIHKICTh Ta TOYHICTH
NPUHHATTS piteHb. Metoau tury Random Forest [7] abo
XGBoost [8] 1eMOHCTPYIOTh BUCOKY €(EKTUBHICTD y 3a-
Jayax TMPOTHO3YBAHHS TEXHIYHHUX CTaHIB, POTE BOHU 3a-
JIMIIAIOTHCS Yy TAIMBUMU 0 IIyMYy Ta IOTPEOYIOTh YiTKUX
MeX MIX KJTacaMH. Y peajbHUX KOMI IOTEPHHUX CHCTEMaX,
Jie HasiBHA HEBM3HAYEHICTH 1 HEYITKICTh JaHHUX, TaKi MEXI
9acTo BifCyTHI a00 3MiHIOIOTHCA TUHAMIYHO. Y 3B’S3KY 3
LM IIEPCIIEKTHBHUM HAIPSIMOM JOCII/DKEHb € IHTerpawis
arapary HeYiTKOI JIOTIKM B aHCaMOJIeBi METOIM MalluH-
Horo HaB4aHH# [9, 10]. HewiTki cucteMu T03BOJIAIOTH OMH-
CyBaTH HEBH3HAYCHICTh y BUIIAI (DyHKLIH HaJIeKHOCTI,
110 Ja€ 3MOTY MOJIEIIOBAaTH MPOMIDKHI CTaHU MK «HOpMa-
JBHUM» Ta «aHOMaJbHUM» pexkumoM. [loenHanHs nepeB
PIIIEHB i3 HEUITKOKO JIOTIiKOK0 3a0e31edye OUThI THYUKY iH-
TEpIpETAaNio pe3ylbTaTiB KIacupikallii, a CTBOpCHHS He-
YITKAX aHCAMOIIB IiJBHUIIYE iXHIO CTIHKICTh O HEMOBHUX
a0o0 cyTiepeusIMBUX JaHUX.

VY pobotax [11-13] moka3aHo, 10 BUKOPUCTAHHS He-
YITKUX aHCAMOJITiB TO3BOJISIE TOCATATH KPaIIol y3arajibHio-
10401 31aTHOCTI MOJiesIeil y MOPIBHSHHI 3 KJIACHYHUMU aH-
caMOJIIMH 32 paXyHOK BaroBOro BpaxyBaHHs CTyIIEHs J10C-
TOBIPHOCTI OKpeMuX Kiacudikaropis. Taki miaxoan ocob-
JIMBO €()eKTHBHI B yMOBaxX HasIBHOCTI IIyMY B TEJIEMETPH-
YHUX JaHHX, arnapaTHUX 300X Ta IHIIMX HEBH3HAYCHHX
cranax. OmHak OUTBIINICT ICHYIOYHMX pIIIeHb (OKyCy-
IOTHCSI JIMIIE Ha TIEBHOMY THIII JaHUX a00 OKPEMHUX Xapak-
TEPUCTHKaX CHUCTEMH, He 3a0e3Nedyrodd KOMIUIEKCHOTO
I IXOMy 10 OLIIHFOBAHHS CTaHIB.

OTxe, aHal3 HAYKOBUX JDKEPEI CBiUUTH PO HEOO-
XiJJHICTb CTBOPEHH! y3araJlbHEHOTO IiIXO/Y, IO TTO€THYE
pi3Hi MeToau ineHTH(DIKAIT CTaHIB KOMIT FOTEPHHUX CHCTEM
y MEXax €IMHOT HeUiTKOT aHcamOiieBoi cTpykrypu. Ile mo-
3BOJIUTH BPaxyBaTH cHel(]iKy KOKHOTO 3 METO/IB, 3MEH-
[IMTH BIUIKB [IYMY Ta IiABUIIUTU TOYHICTh KiIacU(ikarii
npu poOOTi B yMOBaX HEBU3HAYEHOCTI.

IMocranoBka mnpodnemn. OCHOBHa MeTa JOCi-
JUKSHHS TIOJIATa€e B PO3POOKH Ta OIiHII ¢EeKTUBHOCTI He-
YITKOTO aHCAMOITIO JIEpEeB PIillIeHb JUIA ITiABUIIICHHS TOYHO-
cTi ineHTH(DIKAI] CTaHy KOMIT IOTEPHHUX CHCTEM 32 YMOB
HasBHOCTI HEBH3HAYEHOCTI, ITYMOBHX BIUIMBIB Ta HETIOB-
HUX JaHuX. [IpoOneMa ycKiagHAETBCS THM, IO CydYacHi
KOMIT IOTE€pHI CHCTEMH XapaKTePU3YIOThCS BUCOKOIO AMHA-
MIYHICTIO, CKJIQJHOK B3a€MOJIIEI0 KOMIIOHEHTIB Ta 3HAY-
HOIO KUTBKICTIO MTapaMeTpiB, AKi HE 3aBKAH MAlOTh YiTKO
BU3HAYEHI MEXI MiXX HOPMQJIFHMM Ta aHOMAJbHUM CTa-
HOM. Y 3B’SI3Ky 3 IIUM TIOCTa€ moTpeda B iHTerpallii ama-
paty HediTKOi JOTiK/ B aHCaMOJIeBi CTPYKTYpPH, IO 103BO-
JIUTH 3IHCHIOBATH THYYKE 3Ba)KyBaHHS PE3yJIbTaTiB OKpe-
MHX KiacugikaTopiB Ta GOpMyBaTH y3arajJbHEHE pillleHHs
3 ypaxyBaHHSM CTYIEHs BIEBHEHOCTI KOXKHOTO 3 HHX.
OO0’enHaHHS JEKUIBKOX PI3HMX METOIB Kiacudikamii B
€IMHUIA HEYITKHHA aHCaMOJb 3a0e3Me4nTh OLTBII BUCOKY
CTIMKICTh JI0 IIYMIB, 3AaTHICTB J0 aJanTalii B yMOBaX He-
MOBHHX 200 CyTepewIMBUX JaHUX Ta MOKPAILCHHS TOYHO-
CTi pO3Mi3HABaHHS CKJIQJHUX CTaHiB.

Jls peasizariii mocraBiaeHoOi METH HEOOXiTHO J0C-
JITATH TaKi HATPSIMU T IBUIIICHHS €()eKTUBHOCTI CHCTEM
inerTHdiKarii:

1. Amnani3 HasBHUX METOJIB iICHTU(IKAIII CTaHy
KOMIT FOTEPHUX CHUCTEM i BU3HAUCHHSI TXHIX CHJIBHUX Ta
cllabKuX CTOpiH.

2. Po3poOka CTpyKTypH HEUiTKOTO aHCaMOIIo Je-
PEB PIllIeHB, MO MOEIHYE MEPEBAry Pi3HUX MIAXOMIB 10
Kkiacuikarii.

3. BusHaueHHS MexaHI3My (OpMyBaHHS (QYHKITii
HAJICKHOCTI Ta BaroBUX KOCQIIIEHTIB I arperyBaHHS
pilIeHs OKpeMHX KIacU(iKaTopiB.

4. TIpoBemeHHS EKCIIEPUMEHTANBHOI OIIHKH TOY-
HOCTI 3aIIPOITIOHOBAHOTO aHCaMOJIIO Ha peajbHUX a00 MO-
JeTbHUX HAOOpax MaHWX, M0 OMHCYKOTh Pi3HI CTaHU
KOMIT FOTCPHUX CHUCTEM.

5. TlopiBHSHHS OTPUMAaHUX pe3yJbTaTiB 13 KJIaCH4-
HUMH aHCAMOJICBUMH METOJaMK Oe3 BUKOPUCTAHHS HEYi-
TKO{ JIOTIKH JUTS OI[IHKHU JOIITBHOCTI BIPOBAKCHHS 3a-
MIPOTIOHOBAHOTO ITiAXOY.

BuKoHaHHSsI IUX €TaIiB J03BOJIUTH chOpMyBaTH Ha-
YKOBO OOTPYHTOBaHI BHCHOBKH IIOO AOIIEHOCTI 3aCTO-
CYBaHHS HEUITKHX aHCaMOJIeBUX MOJieleil y 3a1adax ijie-
HTU]IKAMii CTaHy KOMIT FOTEPHAX CHCTEM Ta PO3POOHUTH
peKoMeHamii A IX MOJANbIIOi ONITHUMI3amii i mpaKTHd-
HOTO BUKOPUCTAHHSI.

Orusa mixxoxiB Ta MeToaiB

B OCHOBI 3aIPOIOHOBaHOIO METONY JIC)KUTH AJITO-
puT™M OOYIOBH NepeB 3 OAaraTOBUMIPHAME BY3JIaMH pi-
IIeHB, SKi OynH Briepie npezcrasieHi B [14]. Teoperndana
OCHOBA JI03BOJISIE CTBOPIOBATH BYS3JIH, SIKi 3MOXKYTh OITHCY-
Bary OaraToBHMIpHOi oOnacti Oymb-skuMH (irypamu Ta
¢dopmamu. Ha puc. 1, 2 npeacrasieHi npuKiIaan ABOBUMI-
PHHUX Ta TPUBHMIPHHX BY3IiB pillieHb BiMOBIIHO.

Puc. 1. [[BoBUMipHUIi By30J pillleHb
3 pi3HUMHU Bapiauismu ¢irypu 0

(XYrzZ}eo {(XY,Z}€®

Puc. 2. TpuBuMipHUIA By301 pillieHb 3 331aHO0 Qiryporo ¢

B motouniii peanizamii anropuTMy BHKOPHUCTOBY-
€THCS1 OOMEXXEHHSI, 111010 (hopMU po3noainy diryp, a came
BHKOPHCTaHHS Tinepcdep: 3a1al0Tbcsd KOOPIUHATH IICH-
Tpy (moTpibHOI po3MipHOCTI) Ta paxaiyca.

ITepioro 4YacTHHOIO € MOOYI0Ba 0a30BUX KJIACH-
(dikaropis. PosriisiaeMo MonndikoBaHy BEpCiio aqropuT-
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My I10OY/I0BH JIEPEB 3 OJHOBHUMIPHUMHM BY3JIaMH PillICHb,
Ha 0a3i AKuX OyayroThCs GaraToBUMIpHI By3iH (IIpH Has-
BHOCTI ITOKpAIEHHS Pe3yJIbTaTiB):

Kpoxk 1. ChopmyBaru TpeHyBaibHy BUOIPKY JTaHHX.

Kpoxk 2. []ys1 koxHOT 03HAaKHM 3 HallBUIIOIO iHpopMa-
TUBHICTIO 4;:

2.1. BusHaunTH MiHIManbHE Ta MakCHMajbHE 3Ha-
YEHHSI O3HAKU.

2.2. Po3paxyBaTu cepefHe 3HAYCHHS MiX HUMHU Ta
BCTAaHOBUTH HOTO SIK TIOTOYHUI TOPIT 6;.

2.3. O6uncnuTy 3HaUYeHHS (QYHKIIIT ITOMUIIKY KIIaCH-
¢ikanii £(4) nns niBoi Ta npaBoi MiIMHOXHHU:

N
HOBSYENE &
=1
15 y,#t Nt =1
izt =71 yi#t;nt;=0  (2)
0, yi =t

2.4. SIxmo E(A) nyis JTiBOT M IMHOKWHU OijIbIIe, HixK
JUTS IPaBOi, BCTAHOBHTH MOTOYHMH MOPIT K HOBE MAKCH-
MaJIbHE 3HAYCHHS; IHaKIIe — SK HOBE MiHIMaJbHE.

2.5. TloBroproBatu OiHapHMH mOIIyK mopory 6
noku E(4) He nepecTaHne 3MiHIOBAaTHCS.

VY SKOCTI ONTHMaJLHOTO MOpOry 6; mpuiMaeThCs
3HAYeHHS, NpH sskoMy E(A) MiHIMaJbHE.

Kpoxk 3. CtBoputH By301 iepeBa 3 HOPOrOBUM 3Ha-
YeHHsIM 6;, chopMyBaTH MiIMHOXKHHH 3pa3KiB JUIsl JIiBOT
Ta IpaBoi TIKH.

Kpox 4. IlepeBiputu yMOBH 3YIHHKH (IOCSATHYTa
MaKCWMallbHa TIHOWHA, MiHIMaJbHAa KUTBKICTh 3pa3KiB
Tommo). SIKImI0 xo4a O OfHA BUKOHYEThCS — MEPEHTH 10
KpOKY 6.

Kpox 5. IloBroputi Kpoku 2—3 I Ti€i TUIKH, Y
sIKoi 3Ha4YeHHsI E(A4) € OLIbIIIM.

Skio oOuzBI TINKM MalOTh OJHAKOBY IOMHIIKY,
NIPIOPUTET HAIAETHCS T 3 OUIBIIOI0 KIIBKICTIO €K3eM-
wisipiB. SIkio E(A) MiHiMajbHE IS 000X TiIOK, IEpeHTH
JI0 By3J1a BUIIIOTO PiBHSI Ta MOBTOPUTH KPOK 5.

Kpox 6. 3aBepmTu moOynoBy epeBa pilieHsb.

Anroput™ 0a3yeThCsl Ha iTepamiiHoOMy MOALTI BUOI-
PKH JTaHHUX 32 JJOIOMOTOI0 MOPOTOBHX 3HA4YEHb, IO BU-
3HAYAlOThCS METOJOM OiHapHOTro momyky. Ha xoxHOMY
eTari OOMpAEThCS O3HAKa 3 HAWBHIIOK iH(OPMATHUBHI-
CTIO, a TIOPIr po3AICHHS §; iIOMPaEThCs TaK, 00 MiHi-
MizyBati (yHKIif0 mommiku kinacudikamii £(A4). Takum
YHHOM, (hOPMYETHCS By30J1 IEPEBa, IKUH HOAIIISE IPOCTIp
O3HaK Ha JBi obnacti. [loganpie po3ramy)eHHs 37iiic-
HIOETHCSI PEKYPCHUBHO [UIsl Ti€l YaCTHUHM, € 3aJHUILIKOBA
ITOMMJIKA € HaiOitpmIok0. [Iponec mpogoBKy€eThCS 10 BU-
KOHAHHSI YMOB 3YIHHKHU — JIOCSITHEHHsI 3a/1aHOT NIMOWHH
JepeBa ab0 MiHIMaJIbHOT ITOXUOKH.

Takuii miaxin 103BOJISIE CTBOPIOBAaTH aJalTHBHY
CTPYKTYpy JepeBa, 1o 3a0e3leuye THy4YKe PO3IiIeHHS
MIPOCTOPY O3HAK Ta BUCOKY TOYHICTh KIacH(iKaIlil HaBiTh
IIPY HAsIBHOCTI HEOTHOPIHNX JaHHX.

st momyky rinepedep, 1o 3MoXyTh 00’ €1HyBaTH
BEJIMKY KiNBbKICTh 3pa3KiB 3 MiHIMaJIbHOIO TIOMIIIKOIO BH-
KOPHUCTOBY€ETHCS aJroputM kiacrtepizauii DBSCAN.

B ocHOBI asropuT™My MOKJIaIeHa ifiesl, 3TiTHO 3 KOO
BCEpEAMHI KOKHOTO KJlacTepa MIIIbHICTh 00’ EKTIB € CyT-
TEBO BUIIOI0, HIX IIUIBHICTH 30BHI KjacTtepa, TOIi K Y

LIYMOBHUX 00JIaCTAX MUTBHICTh HIDKYA 32 I[UTLHICTH OyIIb-
SIKOTO 3 KJI1acTepiB.
[epmmm KpoKoM anroputMy € MoOyaoBa MaTpHIii
BiZicTaHel 3a (hOpMyJI0I0 KBaapara eBKJIiI0BOI BiJICTaHi:
m
A ) = ) G = 53)%,

k=1

3)

ne d(x;,x;) — GYHKIIA BiICTaHI MK JBOMA 3pa3KaMu; Xk —

3Ha4YEHHs k-01 03HAKH i-TO 3pa3Ka; /1 — KUIbKICTh O3HAK.
Jns BUMAAKIB, KOJM 3HAYECHHS O3HAK € JIUCKpET-

HUMH, BUKOPUCTOBY€THCSI MAHT€TTEHCbKA METPHUKa:

m
d(x,x;) = Z|xik = %
k=1

Ha HactymmHOMYy erari BH3HAYa€THCS, YH € 00’ €KT X;
cycizoM s 06’exTa X;. Pe3yapTaToM IIbOro KpoKy € Io-
OyloBa MaTpHIl CyCiicTBa, ska 0a3yeThCs HAa MaTpPHIIL
BiZICTaHEeH:

C)

0, d(xi,x]-) > &

1, d(x,-,x]-) <e¢g;
i=1..N,j=1...N,

Iie € — rinepmapameTp, 0 BU3HAYae pajiyc rinepchepu

y 6aratoBUMipHOMY IIPOCTOPi O3HAK.

Jaii BUKOHY€ETHCS iHIIIaTi3a1is MITOK I KOKHOTO
00’eKTa:

Neighbour;; = 5)

Label; = —1,i = 1...N. (6)

Ha ocHoBi Matputi cycifcTBa (GOpMy€ETBCSI TOIATKO-
BHIA HaOIp KnactepiB. Yci 00’€KTH Ha II0YATKy BBAKAIOTHCS
HEeBHM3HAYCHUMHM. ITepaliiiiHa mpolemaypa MOYNHAETHCS 3
JIOBUIBHOTO 00 €KTa X;, SIKUH 111e He OyB po3risiHy Thit. st
KOYKHOTO TIOTOYHOTO 00’€KTa (POPMYETBCS CIIUCOK CYCiIiB
— yci xj, Juist sikux y Marputi Neighbour;=1. TlinpaxoBy-
€TBCSI KUIBKICTh CycCiliB K 1 TOpPIBHIOETHCSI 3 MOPOTOM
MinPts. SIkuio K < MinPts, 00’€KT II03HAYAETHCS SIK MO-
skauBui BUKUJ. SIkmo K > MinPts, 00’€KT BBaXKa€ThCs
SIIPOBUM, a WOTO CYCITM — MOCSDKHUMH 3a IIiIIBHICTIO.
[orounuii 06’ €KT X; pa3oM i3 cycigzamMu GOpMYyIOTh HOBUI
KJIacTep, M0 OTPUMYE YHIKaJIbHY MITKY.

[Ipouec po3mmpeHHs KIacTepa NPOAOBKYETHCS iTe-
PpalliifHO: MepeBipAIOTHCS HEOOPOOJIeHI a00 TO3HAYCH] SIK
MOYKJIMBI BUKHIU 00’ €KTH, SIKI € JOCSHKHUMU IS eJieMe-
HTIB KJlacTepa, 1 IPUEAHYIOTHCS 10 HbOro. ITepartii Tpu-
BalOTh, JIOKM KJIACTEp HE IEPeCTaHe PO3LIMPIOBATHCA.
[Iporeypa mOBTOPIOETHCS, TIOKK BCi 00 €KTH HE HaOy-
JOyTh BH3Ha4deHOro crarycy. O0’€KTH, 110 3aJIMIIMINCH
11032 KJIACTEPaMH, BBAXKAIOTHCSI BUKHJIAMH.

[Ticns 3aBepuIeHHs KiacTepu3anii BUKOHY€EThCS MO-
YK MapaMeTpa NPUAHATTA pilleHHs 118 6araroBu-
MipHOro By3/ja jAepeBa pimeHb. /[1g 1bOro BHU3Haua-
eTbest kiactep C 3 MAKCHMaJIBHOIO KUTBKICTIO €JIEMEHTIB!

)

C= %gﬁf(l“lil);

ne |Ail — KiTbKIiCTh eJIeMEeHTIB i-TO KJlacTepa.
Jaini o04HCHroeThCs IEHTP KiIacTepa 3a KOXKHOIO
O3HAKOIO!
IC]

xee= Y xfICl. @

i=1
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OTpuMaBIIN KOOPMHATH LEHTPY KJIacTepa, BUKOHY-
€THCSI pO3PaxXyHOK BiICTaHEH Bijl KOXKHOT TOUKH JI0 LICHTPY,
ITiCIIs 9OTO BU3HAYAETHCSI MAKCHMAJIbHE 3HAYCHHST:

€)

3HauCHHS & IHTEPIPETYETHCA SIK pajiyc rimepchepu
JU1sl 6araToBUMIpHOTO By3Jia JiepeBa pilieHb. OcTaToyHnM
€TaroM € PO3PaxXyHOK HITbOBHUX (YHKIIIH, TAKHUX SK KPUTE-
piit [xuHi abo ¢dyHKIl oMy Kiacudikamii. Sk pe-
3yJBTaT OOMPAIOTHCS TaKi TUTKK AepeBa, I SKUX CyMapHe
3HAYCHHS OUTbOBOT (DYHKIINT € MiHIMaJIbHUM.

Jpyroro 4acTHHOIO € BUKOPHCTAHHS HEYITKUX JEPEB
B SIKOCTI MeTa-MoOjel, sika Oyne MpuiAMary 3arajbHe pi-
LICHHS CTEKIHT aHcaMOJIsl.

HeuiTke epeB0 BUKOPHUCTOBYETBCS SIK METa-MOJEIb
JUISL IPUAHSTTSA 1HTETPAJIbHOTO PILIEHHS CTEKIHTr-aHCcaM-
6mo. Moro noGynosa Gasyerbcst Ha (asudikanii BXigHuX
JIAHUX Ta aHaji3l iHpopMaLifHOTO MPUPOCTY sl BHOOPY
ONTHMAJIEHUX O3HAK PO3ILICTIIICHHS.

[pouec dasudikamii BinOyBa€eThCS MO CIICIiabHIN
mporeaypi, sika Oyma po3poOiicHa B TMOTMEPEAHIX JOCIHi-
okeHHsX [9]. Ha mouatky gopmyeTbest 6a3a mpaBmil Ta BH-
KOHYETBCS (ha3udikallis HaBIaIbHOI BUOIPKH, Y Pe3yIbTaTi
SIKOT OTPUMY€THCS] TPUBUMIPHA TaOIHI HETITKUX 3HAUYCHb
Fije= pi(TSTj), ne w(x) — pyHKIIT HaNeKHOCTI JIIHTBICTHY-
HUX 3MiHHUX. J{aJti po3paxoByIOTbCS CyMH O4iKyBaHHX Ta
IHBEPCHHX PE3YJbTATIB | BU3HAYAETHCS 3arajbHa SHTPOITIS
cuctemu E(F). s K0XHOT 03HAKH j, 11O 1IIe HE BUKOPHC-
TaHa y IepeBi, 00UUCITIOIOTHCS YaCTKOBI CHTPOIIIT HEUITKUX
MHOXHH Ej; Ta eHTporttis o3Haku £(7). Ha ocHOBI nporo Bu-
3HavYaeThes iH(opMariitauit npupict G(j) = E(F) — E()).

O3Haka 3 MakcHMaJbHUM 3Ha4eHHsM G(j) obmpa-
€TBCSI SIK PO3IICTUICHHS By3Ja JepeBa. [l KoKHOI TiTK|
CTBOPIOIOTHCS MIJIBY3JIM BIIIIOBITHO IO KITBKOCTI (PyHKIIIH
HaJIe)KHOCTI 00paHOi 03HAaKU. ATperaris CTyTIeHIB HaJIeK-
HOCTI MIXK IIOTOYHUM BY3JIOM Ta TiJIBy3JIaMH BUKOHYEThCSI
3a MiHIMaJILHUM oniepatopoM. OTprMaHi 3HAYEHHS BHKO-
PHUCTOBYIOTHCS JUTA TIOANIBIINX iTeparliil moOymIoBH.

[Ipoec peKypcHBHO TOBTOPIOETHCSA, JOKH BCl
03HaKH He OyayTh BUKOpUCTaHi abo iHpopMaliiHui Ipu-
pict crane He3HaYHUM. Y QiHai 30epiratoThest HapameTpu
MozeNi: KoedillieHTH TiTOK, BHOpaHI O3HAKHA PO3MICTI-
JICHHSI, CTPYKTYpa BY3JIiB Ta MmapaMeTpu (YHKIIH Haxex-
HocTi. VY pesymsrari (opmyeTscs Mopenb Fuzzy-
DecisionTree, 1mo 3abe3mnedye amantUBHE MPUAHSITTI pi-
LIIEHb Ha OCHOBI HEYITKHX IPABHJI 1 BUKOPHCTOBYETHCS K
y3arajbHIOBAILHHUH PiBEHb aHCaMOITIO Kiacu]ikaTopis.

£ = g}g}cc(d(xc, xl-)).

@®opMyBaHHSI HEYITKOI0 aHCaMOJII0
JAepeB pilieHb

JIist i IBUIEHHS CTIMKOCTI Kiacudikarii Ta y3aranb-
HIOIOYH 31aTHOCTI MOJIeNIel 3alporoHOBaHO 00’ €THAHHS
JEKIUTBKOX PI3HOTUITHUX aJITOPUTMIB Y CTEKiHT-aHCaMOIb,
10 MIOETHYE BIACTUBOCTI KIIACHYHHUX JIEPEB PIllICHb, ICPEB
3 OaratoBUMIpHUMH By3JIaMH Ta HEUITKHX JIEPEB PillICHb.
Takwit mixiz T03BOJISE BpaXyBaTH SIK JIiHIMHI, TaK i HEJi-
HiiHI B32a€MO3B’I3KH MK O3HAKaMH, a TAKOXK 3a0€3MEUUTH
HEYiTKY iHTepIIpeTallito pillieHb Y BUIaJIKax, KOJIU JlaHi Ma-
IOTh HEBU3HAYEHICTH a00 HAKIIAAAHHS KJIaCiB.

Eman 1. @opmysanns 6azosux modenei

[TepmmM piBHEM aHCamMOIIO € Habip 6a30BUX Mojie-
neit M;, i =1, L, cepen AKuX:

1. Knacnuni nepesa pimens Mpr;

2. Jlepesa 3 OaraTOBUMipHUMH By31aMu Mypr;

KoxxHa 3 Mojiernell HaB4a€ThCsl Ha OJIHAKOBIH HaB4a-
neHiM Bubipmi TS ={(x;, i)}, me x,€ R™ — BekTOp 03HAK, a
y:€{1,K } — mitka Knacy.

Pesynsrarom HaBuaHHs 0a30BUX Mojenel € HaOip
MIPOTHO3IB:

Zi = [My(x), My (x;), o, My (X)) (10)

Ieit HaOip YTBOPIOE MATPHIIFO BUXITHUX OI[IHOK 0a-
30Bux Momenent Z ERVL,

Eman 2. [1obydosa mema-pisHs Hewimkozo y3acanb-
HeHHsl

OTtpuMmaHi BUXiTHI 3HaYeHHS Z MOMAIOTHCS HA BXif
HediTKoMy aepeBy pimens (Fuzzy Decision Tree, FDT),
sIKe BUKOHY€ POJIb MeTa-Ki1acugikaropa.

Ju1s1 Ko’KHOT 3 6a30BHUX MozeTeH popMy€eThes BiaIo-
BifiHa niHrBicTHYHA 3MiHHA Z i3 (GYHKINSMEA HAJICKHOCTI
i(zj), AKI BU3HAYalOTh CTYNIiHb BIEBHEHOCTI MOJENi Y
CBOEMY IIPOTHO31 («HU3BKA», «CEPEIHS», KBUCOKAY).

dazudikais BEKTOPIB Z; 311HCHIOETHCS aHAJIOTTYHO
JI0 TIOTICPETHHOTO aJITOPUTMY HEUITKOTO ZepeBa, IIo J0-
3BOJISIE TOOYAYBaTH TPUBUMIPHY TAOIHUIF0 HETITKHUX OITi-
HOK:

Fjo=wup(Z;)i=1N,j=1L k=175, (11)

Ha ocHOBi (a3udikoBaHUX 3HAYCHH BHKOHYETHCS

mo0y10Ba HEYITKOTO JepeBa, sKe BU3HAYA€E y3arajibHCHE
pileHHs aHcaMOIIIo:

9; = FDT(Z)). (12)

TakuM 4UHOM, KOXKEH 00’ €KT OIIHIOETHCS Yepe3 CH-
CTEMY MPaBUJI BUAY:

IF (Z,is "High") n
N (Z, is "Middle")theny;isAnomaly. (13)

Eman 3. Aepecayis piwenv ma adanmayis éae

Ilicns TEepBUHHOTO HABYAHHS AHCAMOIO BUKOHY-
€THCSI OIIIHKA BIUIMBY KOXHOT 0a30BOT MO/IelTi Ha KiHIIEBE
pimenHs. /it 1bOrO BBOAWTHCA KOCQIliEeHT Barum wyj,
SIKMH BU3HAUa€ 3HAYyIIiCTh Mozeni M y 3aranbHii cTpy-
KTypi aHCAMOIFO:

w; = 1/(E; + 6). (14)

ne E; — cepenHe 3Ha4eHHsT (DYHKIIT TIOMUIIKU JJIsE MOZAEII

M;, & — Mana KOHCTaHTa JUIsl yHUKHEHHS JA1JICHHS Ha HYJIb.
[lincymMKoBe 3HaYeHHS arperoBaHOTO PilIEHHS 10

(azudikarii po3paxoBy€eTHCS 3a 3BAKEHOIO CyMOIO:

_ Yioawy - Mi(x)

Si
L
=1V

. (15)

Li pe3ynbTaTi BHUKOPHCTOBYIOTHCS AJIsl HOOY/OBH
HEYITKMX NPaBMWII MeTa-piBHA, 1o no3Bonsie FDT Bpaxo-
BYBAaTH SIK 1HJUBIIyaJbHY BICBHEHICTh MOJIENICH, TaK 1 iX
B3a€MHI CyIIEpPEYHOCTI.

Eman 4. Ocmamoune nputinamms piwieHHs

[icna dasudikanii arperoBaHux 3Ha4eHb S; HEUITKE
JIEpeBO BHKOHYE Jedasznudikalliro pe3yinbraTy —BU3HAYA€E
KiHIIeBUH KJ1ac:

9; = Defuzzify(S;), (16)

ne Moxe OyTH BHKOPHCTAHO, HANIPHUKIIAA, METOA LEHTPY
Baru:
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5. = Joy () dy
Y Jou() dy
OtpuMaHe 3HAYEHHS ¥; € OCTaTOYHHM pIILICHHSAM

HEUiTKOTO aHcaMmOIIio, 10 MOENHY€E y3arajdbHEHY iH(pOp-
MAIIifo BiJl ycix 0a30BHX KIIaCH]iKaTOPiB.

(17)

DopMyJIIOBAHHS TEOPETHYHHX 0YiKyBaHb

OuikyeThes, 0 BUKOPUCTAHHS JIEPEB pillieHs i3 Oara-
TOBHUMIPHUMH By3JIaMHU JIO3BOJIUTH MOKPAIUTH SKICTb KJla-
cudikamii 3aBISIKA 3TATHOCTI TaKWX MOIENEH OmmcyBaTh
CKJIa/IHI, HEMHIAHI KOPJOHN MK KJIacaMH y OaraTroBUMip-
HOMY MPOCTOPi 03HaK. Ha BiMiHy BiJ] KITACHYHUX JICPEB, SKi
PO3AUISAIOTH MPOCTIP 32 OMHOBUMIPHUMH ITOPOTaMu, OaraTo-
BUMIPHI BY3/1 371aTHI (popMyBaTH 00acTi Oy/ip-sikol opMu
(30kpema rinepcdeprdHi), MO MiABUILYE 3MATHICTH MOIEITI
JI0 y3arajbHeHHs, 0COONMBO IPU 00pOOLIi JaHUX 3 KOPEIHO-
BaHUMHU 200 B3a€MO3aJIC)KHUMHU O3HAKAMHU.

BrpoBamkenHss aHcamMOnMI0O Ha OCHOBI CTEKIHTY
(stacking) mo3Bomsie KOMOiIHYBaTH Pe3yabTATH KiTBKOX Pi-
3HOPIZIHUX 0a30BHX MOJENeH, OTPHMaHUX 3a JOIOMOTO0
pi3HEX mapaMeTpiB a0 MOYAaTKOBUX YMOB IOOYIOBH Jie-
peB. Takuii migxin Mae 3a0€3EUHUTH ITiABUIICHHS CTIHKO-
CTi MOJEJI 10 BHIAJKOBHX KOJIMBaHb Y HaBYaIbHHX Ja-
HUX, a TAKOK 3MCHILICHHS Bapiallii pe3ysIbTaTiB.

3riiHO 3 TEOPETHYHUMH O4iKyBaHHSIMH, CTEKIHT aH-
camOI1b 3 6araTOBUMIPHUX J€PEB OBHHEH 3a0€3MEUUTH:

1) migBumienHs nmoka3HukiB Recall ta Precision 3a
paxyHOK IIMOILIOTo aHaji3y JIOKAIbHUX obnacteil mpoc-
TOpY O3HaK;

2) moxparmenHs F1-score Ta MCC sik pe3ynbrar 6a-
JIAHCY MiX ITOBHOTOIO Ta TOYHICTIO;

3) sHWKeHHs piBHA overfitting y mopiBHAHHI 3 01U~
HOYHMMH MOJIEISIMH 3aBJISKH Y3TOIKCHOMY PIIICHHIO
MeTa-piBHS;

4) crabinbHICTh Kiacudikauii mpy 3MiHi pO3MOALTY
HaBYaJIbHUX JIaHHX.

TakuM YMHOM, OYIKYETHCS, IO IHTETpallis AepeB 3
0araToBUMIipHUMH By3JIaMH Y CTPYKTYpPY CTEKIHI' aHCaM-
Oir0 320€3MeYnTh He JIMIIE JIOKAJbHE MMOKPAIeHHS TO4-
HOCTI Ha OKpPEMHUX Kjacax, aje H riobayibHy y3TojpKe-
HICTh pe3yJbTaTiB KiIacuQikaril, miaBANIyound eheKTHB-
HICTh MOZETI y 3aJja4ax 3 BUCOKOIO PO3MIPHICTIO Ta CKJIa-
JIHUMH B32€EMO3aJIC)KHOCTAMU MIXK O3HAKaMH.

ExcnepuMeHTaNbHI A0CTiIzKEHHS

Komrr’torepHa cucTeMa XapakTepHu3y€eThCs BETUKOIO
KUTBKICTIO TIOKa3HUKIB (DYHKI[IOHYBaHHS, Cepe]l SIKMX Ia-
paMeTpu 0OUMCITIOBAaJIBHUX PECYPCiB, CHCTEMHHUX TIPOLie-
ciB, MepeXeBOl B3aeMOIil, NPOAYKTHBHOCTI, O€3MeKH Ta
36epiranns ganux. OJHaK BUKOPUCTAHHS BCIX MOXIIMBHX
XapaKTepUCTHK € HEMOXJIMBIM Yepe3 OOMEXeHHs 004H-
CIIOBAIBHUX PECYPCIB, 1aM’sITi, CKJIQJAHICTh ONTHMI3aLii
MozieNel Ta PU3MK NepeHaBdyaHHs. Tomy aust moOyaoBu
moneni ineHtudikanii cranie KC Oyno Bigibpano kiro-
YOBi TPYITH MOKa3HUKIB:

e 00YMCIIOBaNBHI pecypcH (3aBaHTaXKEHHS TIPO-
mecopa, mam’siti, HocCiiB);

e CHCTEMHI XapaKTEePUCTHUKH
JICHHS/BUBE/ICHHS, pO0OOTa 3 HOCISIMH);

e TIOKa3HUKU MEPEKEBOi B3aeMojii (00csr mepe-
JTAHUX/OTPUMAHUX JTAHHX ),

(omeparii BBe-

o xapakrepuctuku OC Ta npouecis;

e IIOKa3HUKM CHEPrOCIIOKMBAaHHS 1 TEIUIOBUI-
JICHHSL.

30ip TaHUX 3iHCHIOBABCS 32 JTOTIOMOTOK TEXHOJIO-
rii Windows Management Instrumentation (WMI), sika
3a0e3medye [EHTPaNi30BaHUA MOHITOPHHT CHCTEMHHX
mapaMeTpiB. MOHITOPHHT TPOBOAMBCA SK Y HOPMAalb-
HOMY, TaKk i aHOMaJbHOMY CTaHi cucteMu. HopmampHi
JaHi 30Upaiuch Mix Yac CTaHAAPTHOI poOOTH HaBUYAIb-
HUX KOMIT 10TepiB Kadenpu «Komm’ rorepHoi imkeHepii Ta
nporpamyBaHEs»y HTY «XIII», a anomanbHi — mig 9ac
BUKOHAHHS BipTYaJIbHHX CEpeNOBHIL, iH(IKOBaHUX pi3-
HUMH THnaMu IwkigmuBoro I13 (mmdpysanabHUKM, Bi-
pycHu, xpobaku, cryiHr-aTaky TOIIO).

Otpumano Onu3bKo 690 THCSY 3pa3KiB HOPMAIBLHOT
MOBEJIIHKY Ta 7,5 THCAYI 3pa3KiB aHOMAJBHOT, 10 I03BO-
nsie copmyBaTH 30aaHCOBaHy HaBYAIbHY BHOIPKY VIS
3amaui kmacudikamii. BigiOpaHi 03HaKH BKIFOYAIOTH ITO-
Ka3HAKH HABAaHTa)KCHHS JWCKOBHUX IIJICHCTEM, MpoIe-
copa, OTIepaTHUBHOI ITaM’SITi Ta MEPEKEBUX IHTEPQEHCiB.

Jis omiHku e(peKTUBHOCTI PO3POOIICHIX METOIIB
inmeHTHdiKamii crany KoM fotepHux cucteM (KC) ta mo-
PIBHSHHS iX 13 KJIACUYHMMH aITOPUTMaM{ MAIIMHHOTO
napuanus (Fine Tree, Weighted KNN, Cubic SVM) Bu-
KOPHUCTOBYBAJIMCh CTAHIAPTHI METPUKHM TOYHOCTI, IOB-
Hotu, F1-score, koedirrient xopemsiuii Metproza (MCC),
a TakoX mokazHMKH 3mimeHHs (bias) Ta poskumy
(variance). Sk mokaszano y Tabn. 1, po3poOieHi MmeToau
Ha OCHOBI JepeB 3 0araTOBHMipHHMH BYy3JIaMH DillICHb,
HEYiTKOTO JepeBa Ta CTEKIHIY NEMOHCTPYIOTH HYJBOBE
a00 MiHIMaJIbHE 3MIIIIEHHS Ha eTall HaBYaHHS, BOJHOYAC
KJacu4Hi anroputvu, ocoonuBo Fine Tree, MaroTh 3Ha-
YHY TIOMHJIKY PO3KHU]Y Yepe3 PH3UK IepeHABYAHHS.

Tabnuya 1 — lloMUAKH 3MIilLIEHHS TA PO3KHAY
Mozeeii inenrudikanii crany KC

MeTtopn inenTudikamii . Variance,
Ne cTany Kg Bias, % %
1 Fine Tree 0,13 31,97
2 Weighted KNN 0,03 10,97
3 Cubic SVM 0,07 26,07
4 Multi Decision Tree 0 9,10
5 Fuzzy Decision Tree 0,03 6,80
6 Fuzzy Stacking with MDT | 0 0,1

Amnauri3 3HaueHb Accuracy Ta MCC (puc. 3) miarse-
PKye€ 30aTHICTD CTEKIHTY JI0 y3arajJbHEHHS Ta CTabib-
HOT knacugikaii Sk TO3UTHBHUX, TaK i HETATUBHHUX BH-
MajaKiB.

Bucoki 3nagenns Fl-score, TS ta DOR (puc. 4-5)
JIEMOHCTPYIOTh 30a71aHCOBAHICTh MO/IeNi Ta ii 3MaTHICTh
MiHiIMi3yBaTH TIOMUJIKH TIepIIoro i gpyroro poxy. Thread
Score BpaxoBy€e OTHOYaCHO BipHO-TIO3UTUBHI, XHOHO-TIO-
3UTUBHI Ta XHOHO-HETaTUBHI Mepea0adeHHs, 0 POOHUTH
HOr0 KOPUCHHUM IMOKa3HUKOM €()EeKTUBHOCTI B yMOBaX BH-
COKO1 KDUTHIHOCTI XUOHUX CHPAIlbOBYBaHb.

Takum 4MHOM, CTEKiHT aepeB 3 OaraToBUMipHHMH
Ta HEYITKUMU BY3JIaMH PillIeHb 3a0e31euye HalBUIIy TO-
YHICTB, y3araJbHIOIOYY 3aTHICTh Ta €(heKTUBHICTD i7eH-
tudikarii cranis KC, mepeBepuryrodn KIacCUIHI METOIU
Ta IEMOHCTPYIOUH IMPAKTHYHY MPHIOATHICTH IS BHSB-
JICHHS CKJIaJHUX 3aKOHOMIPHOCTEH y JaHUX
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Ouinka pe3yabTaTtiB Ta ¢popMyBaHHSA
peKoMeHaaNiil 1J151 MoAaJbIINX J0CTiTIKEHb

[MpoBenenuii aHami3 mokasas, IO TPAIMLiiHI Me-
Toau MammHHOTO HapyaHHs (Fine Tree, Weighted KNN,
Cubic SVM) neMOHCTPYIOTh OOMEXEHY 3IaTHICTH [0
ehexTuBHOI Kaacu(ikaIlii CTaHiB KOMIT FOTEPHHUX CHCTEM
(KC). Meton Fine Tree, 30kpemMa, Ma€ BUCOKUH piBEHb
po3kuay (Variance = 31,97%) Ta Hu3bKuii KoeillieHT KO-
pemsii Metsioza (MCC = 0,364), mo CBiguuTh PO

TiepeHaBuaHHs Ta HecTikicTh Mozeni. Weighted KNN Ta
Cubic SVM 1noka3yoTh MOKPAILICHHS, aJIc BCE IIIE MOCTY-
MAFOTHCS 32 €PEKTUBHICTIO AEPEBHUM METOJaM i3 MOJIH-
(iKOBaHUMH By3JIaMH.

Po3pobneni Mmetonu — nepeBo 3 GaraToBUMipHUMHU
By3JIaMH pillleHb, HEYiTKe AepeBOo pimeHb Ta Fuzzy
Stacking 3 MDT — 1eMOHCTpPYIOTh CYTTEBO BHUILY e(ek-
THUBHICTh. 30KpeMa, CTeKiHT Ha ocHOBi Fuzzy Stacking 3
MDT pocsar maibke imeanbHUX MOKAa3HHKIB: Accuracy =~
0,999, MCC = 0,998, Fl-score = 0,999, TS = 0,998 Ta
LN(DOR) = 13,93, mo miaTBepIKye HOro BICOKY y3ara-
JILHIOIOYY 37IaTHICTh Ta 3/1aTHICTh BUSABJIATH CKJIaHI B3a-
€MO3B’s13KH B JaHuX. Bucoke 3HauenHss LN(DOR) ta TS
CBIYMTH NPO MiHIMAJIbHY KUIBKICTh TIOMUJIOK IEPIIOTO
Ta JAPYroro poay, 0 KPUTUYHO ULl IPAKTUIHOTO 3aCTO-
CYBaHHS B iHpOpMaLiHHUX CUCTEMAX.

BucHoBxku

B pamxkax nocmipkeHHs OyJ10 epeBipeHo epeKTHB-
HICTh KJTACHYHHUX Ta PO3POOJICHIX METO/IB 1MeHTUIKAIT
crany koM rorepHux cucteMm (KC), Brmouaroun Fine
Tree, Weighted KNN, Cubic SVM, aepeBo 3 6araroBumi-
PHHMH By3JlaMH DillleHb, HEYITKE JIEpeBO pillleHb Ta
Fuzzy Stacking 3 MDT. Pe3yneratn noka3zanu, 1o Kia-
CHYHI METOOU NEMOHCTPYIOTH OOMEKEHY 3HaTHICTH IO
TouHoro Bu3HaueHHs cta”HiB KC. Meroxn Fine Tree mae
BUCOKHH piBeHb PO3KHIY Ta HU3bKY y3arajbHIOKYY 371a-
THICTbB, IO CBiTYUTH MPO MEPEHABYAHHS Ta HECTIHKICTh
Moze.

Hafisumy edexTuBHICTE mpoaeMOHCTpyBaB Fuzzy
Stacking 3 MDT, sikuii 3a0e3nedye Maiike iJealbHi 1mo-
kazauku Accuracy (0,999), MCC (0,998), Fl-score
(0,999), TS (0,998) Ta LN(DOR) (13,93), miarBepmxy-
104M Hioro 3narHicts TouHo Knacudikysaru cranu KC ta
MIHIMI3yBaTH MOMHUJIKH [IEPIIOTO Ta APYTOTO POLIY.

BuxopuctanHs aHCaMOJEBHX Ta CTEKIHTOBHX Iif-
XOZiB 3HAYHO TMiBHIIYE TOYHICTh i cTaOLIBHICT Kilacu-
¢ikanii TOPIBHAHO 3 OKPEMHUMH KJIACHIHUMH METOIAMH.

Amnani3 y3aransHrorouoi 3natHocti (MCC, Fl-score,
TS, LN(DOR)) € Ba>xnuBUM U1 OLIIHKH MOJIeTIel y 3a/1a-
Yax 3 JUcOaJaHCOM JaHUX Ta aHOMAJIbHHUX CTaHiB, a Ta-
KOX JJTs IEPEBIPKHU CTIHKOCTI MOJIEIeH TPy BBEICHHI HO-
BHUX THIIIB aHOMaJTiil.

[Mopanplie 1ociiHKEHHST METO/IIB BUOOPY Ta KOMOi-
HyBaHHS 03HaKk KC 103BONUTH 3MEHIIUTH OOYHCIIOBA-
JIbHI BUTPATH T4 MiABUIUTH IHTEPIPETOBAHICTH MOIEIICH
0e3 3HWKEHHS TOYHOCTI.

OTxe, po3pobieHi Metoau inenTudikanii crany KC
€ TepCIEeKTHBHUMH JUIS TPAKTUYHOTO BUKOPHCTaHHS,
OCKUIBKHM 3a0€e3NedyIoTh BUCOKY TOYHICTb, 30aJlaHCOBa-
HICTh Ta CTaOUIBHICTh KJIAacU(iKallii HABITh Y CKIaTHIX
YMOBaxX HEPiBHOMIPHOTO PO3IOTY JaHHX.
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Fuzzy ensemble of decision trees for the computer systems state identification
Viktor Chelak, Oleksii Hornostal

Abstract. The object of the research is the process of identifying the state of computer systems. The subject of
the research is the methods of fuzzy ensemble decision trees with multidimensional decision nodes for identifying the state
of computer systems. The goal of the research is to develop and evaluate the effectiveness of a fuzzy ensemble of decision
trees to improve the accuracy of identifying computer system states under conditions of uncertainty, noise, and incomplete
data. Methods used: machine learning methods, data preprocessing techniques, ensemble classifiers, stacking approaches,
methods for feature selection and combination of computer system attributes. Results obtained: the effectiveness of both
classical and newly developed methods for identifying the state of computer systems under complex conditions, including
data imbalance and the presence of anomalous states, was investigated. A comprehensive approach using Fuzzy Stacking
with MDT was proposed, providing high accuracy and stability of classification. The best results were achieved with the
stacking approach, which combines base classifiers and fuzzy decision trees, minimizing both type I and type II errors and
achieving high generalization ability (MCC, F1-score, TS, LN(DOR)). Conclusions. Based on the results of the study, an
improved approach for identifying the state of computer systems is proposed, which combines the stacking method with
Fuzzy MDT and feature selection optimization. The integrated use of these methods significantly enhances classification
accuracy, result stability, and model robustness to data imbalance, while ensuring high-quality classification even in the
presence of new anomalous states.

Keywords: state identification, computer systems, machine learning, ensemble, stacking, decision trees, fuzzy logic.
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USE OF VIRTUAL MEASURING DEVICES IN METROLOGY, ELECTRONICS
AND ELECTRICAL MACHINES FOR THE TRAINING
OF ELECTRICAL ENGINEERING SPECIALISTS

Abstract. The work shows that a promising direction for the modernization of the educational laboratory base is the use
of open systems methods together with the introduction of technologies for the use of virtual devices, based on the use of
computer measurement methods. The purpose of the work is to analyze the possibilities of creating virtual laboratory
work in various disciplines and their use in professional training of specialists in electrical engineering in higher
educational institutions. As a result of the analysis of the most well-known application computer packages intended for the
design of electronic units, the authors found that the ability to model both the simplest electrical circuits and power
electronics circuits and rather complex control circuits for them, as well as various electrical machines is the main
advantage of the Simulink package of the MATLAB environment in comparison with other software tools. Examples of
constructing circuits for virtual laboratory work in the metrology course are given. It is shown that virtual laboratory work
increases students' interest in the learning process, as well as the level of their skills and abilities.

Keywords: metrology, electronics, electrical machines, remote access, laboratory course, virtual measuring device.

Introduction

In these difficult times for Ukraine, when there are
often air raids or there is no possibility to conduct classes
in specialized laboratories, one of the most important
areas of development of modern educational technologies
is the development of remote access systems for learning
and the implementation of open education standards on
their basis [1].

The training of qualified specialists in electrical
engineering is impossible without a modern laboratory
base, on which students could not only consolidate the
theoretical knowledge they have gained, but also acquire
practical skills in research or production experiments,
skills in designing and testing industrial systems. Today
there is an intensive introduction of modern information
technologies into the educational process, a large-scale
modernization of the information infrastructure of the
education system is being carried out, a unified
educational environment is being formed. In such
conditions, laboratory resources cannot remain at the old
level, and a new approach to their formation is needed. A
promising direction for the modernization of the
educational laboratory base is the use of open systems
technology together with the introduction of virtual
device technology, based on the use of computer
measurement methods [2, 3].

Today, many researches are devoted to the problems
of informatization of vocational education. The works of
the authors [3-8] consider the current state of formation
and use in the professional training of specialists of new
information and educational environments, however,
despite the large number of diverse and large-scale
studies concerning the informatization of education and
the use of information and communication technologies
of training, they did not find a thorough study of the
development of virtual work.

The purpose of the work is to analyze the
possibilities of creating virtual laboratory work in
various disciplines and their use in professional training
of specialists in electrical engineering in higher
educational institutions.

Presentation of the main material

When studying electrical engineering specialties,
an important component of the educational process is
laboratory  practice.  Traditionally,  educational
laboratories are equipped with a certain set of technical
means that allow for simple measurements. This
applies, first of all, to such disciplines as physics,
electrical engineering, electronics, electrical
measurements, electrical machines. The set of
measuring instruments here is usually very limited and
includes an electrical signal generator, a voltmeter, an
ammeter, a frequency meter and an oscilloscope, that is,
measuring instruments of general use.

Until recently, all laboratory research and work,
verification of the correctness of technical calculations
could be performed only during the experimental study
of real circuits and devices. This method has a number
of significant drawbacks:

- for experimental study of the circuit, it is
necessary to equip it with appropriate measuring
equipment and full-scale samples of electrical machines
and control devices;

- the errors of real measuring devices can be quite
large;

- for the study of circuits, it is necessary to
assemble their mock-ups from real elements, which
leads to significant material costs.

Computer simulation of electrical circuits is
devoid of these disadvantages, but there are some
difficulties in accounting for the real parasitic
parameters of circuit elements in the models: internal
resistances and conductivities of sources; intrinsic
inductances and capacitances of real resistors; losses in
inductors and windings of electrical machines;
nonlinearities caused by the presence of ferromagnetic
cores; in addition, it is sometimes difficult to assess the
accuracy of computer simulation.

Effective implementation of remote access
technologies is possible only by creating a virtual
information and educational environment of the
university, uniting in a single information space various
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corporate management systems, electronic libraries,
distance learning and training systems, corporate testing
systems, automation of scientific research, etc. In such
conditions, real experimental stands are replaced by
models of installations, creating a system of virtual
laboratories. Virtual measuring laboratories are a very
important component of the virtual representation of an
educational institution, providing, together with other
systems, all the functions of learning and management
of the educational process. As a typical option, we can
offer a educational virtual measuring laboratory
(EVML) with the following typical set of measuring
instruments: a signal generator; a universal oscilloscope;
electric motor; an electronic frequency counter; an
ammeter, a voltmeter; a wattmeter; a multimeter.

Such a EVML can become the basis for organizing
laboratory  workshops in  technical educational
institutions on the disciplines of the electrical
engineering cycle, especially for distance learning for
students. The basic version of the hardware part of the
complex can be expanded by adding special adapters
that provide research on a wide range of processes and
phenomena in relation to various disciplines. The
software can be supplemented with modules for
specialized analog and digital signal processing,
graphical representation of the results obtained, etc.

We analyzed the most famous application computer
packages designed for the design of electronic blocks: the
Electronics Workbench package, which is essentially a
virtual laboratory with quite wide capabilities; the Design
Lab package - an integrated software complex of the
MicroSim corporation for the design of analog, digital
and analog-digital devices; the Micro-Cap package - a
universal package of programs for modeling the circuitry
of electronic circuits; the Simulink package of the
MATLAB environment - a virtual laboratory that allows
you to assemble and study the operation of many types of
electrical circuits, electric machines and electric drive
devices, power electronics circuits.

The comparison of the packages was carried out
according to the possibility of modeling analog devices
(the ability to create device models based on analog
electronics elements); modeling digital devices (the

—AAA—
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Ammeter

ability to create device models based on digital
electronics elements); modeling electric machines (the
ability to create models of transformers, motors,
generators); the possibility of graphically displaying the
results of modeling (the availability of means of visual
representation of the processes occurring in the model -
graphs of transient processes, dependences of the
characteristics of components on some varied parameter);
in addition, the possibility of changing the characteristics
of the elements of the device model (voltage, current,
resistance, inductance, etc.) was analyzed.

According to the results of comparison and
analysis, it was found that the ability to model both the
simplest electrical circuits and power electronics
circuits, rather complex control circuits for them
(electric drive devices), as well as various electric
machines is the main difference between the MATLAB
system and other software tools. This package is based
on building block diagrams by transferring blocks from
the component library to the editing window of the user-
created model. Then the model is launched for
execution. To build a functional block diagram of the
simulated devices, Simulink has a large library of block
components and a convenient block diagram editor.
When developing a set of virtual laboratory works for
studying the metrology course, the Simulink package of
the MATLAB software environment was used. Here are
examples of works from the metrology course that can
be performed both on your own computer at home and
in the computer class of the university.

1. Laboratory work Ne 1. "Measuring parameters
of electrical networks using a virtual measuring
laboratory”. In the process of work, students get
acquainted with the method of using virtual tools when
creating an electronic laboratory, build assigned virtual
electrical circuits using virtual analog dial instruments,
learn to measure active resistances, inductances and
capacitances both directly and indirectly, and also
evaluate measurement errors (Fig. 1).

Students study various systems of analog
instruments, their advantages and disadvantages,
methods of expanding the limits of measurements, and
answer the given control questions.
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Fig. 1. An example of building a laboratory work Ne 1 scheme

2. Laboratory work Ne2. "Measurement of electrical
network parameters by the bridge method using a virtual

measuring laboratory". In the process of work, students
study theoretical material on bridge circuits of direct and
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alternating current, designs and principles of operation of
comparison devices - bridges and compensators, get
acquainted with the methodology for measuring electrical

parameters by the bridge and compensation method using
virtual devices, conduct measurements, and answer the
given control questions (Fig. 2).
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Fig. 2. An example of building a laboratory work Ne 2 scheme

3. Laboratory work Ne3. "Research of the
parameters of periodic signals using a virtual oscilloscope”.
In the process of work, students study the structural
diagrams and a typical set of blocks of both an electronic
and a digital oscilloscope, get acquainted with the main

Investigation of a sinusoidal signal

‘

:im | Hei=aw

Investigation of a triangular signal

characteristics of continuous and pulsed signals, acquire
skills in working with a virtual oscilloscope and generator,
learn to generate s ignals of various shapes, conduct
measurements, calculate parameters of various signals, and
answer the given control questions (Fig. 3).
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Fig. 3. An examples of obtaining and studying signals from laboratory work Ne 3

Such EVML laboratory can become a mandatory
functional unit in collective use centers. In this case, the
use of remote access mode will significantly improve
the laboratory support of the educational process in the
above-mentioned disciplines.

Conclusions

The particularity of this approach is the ability for
students to practice experimental work skills on realistic
models of dynamic objects with accurate reproduction
of physical laws and high interactivity of research. It is
possible to predict an increase in interest in the learning

process in groups of students due to an innovative
approach to the methodology of teaching engineering

disciplines.
Virtual laboratory works in the professional training
of future electricians ensure individuality and

independence of students' activities, develop creative
thinking and form the ability to make operational
decisions, and, therefore, significantly increase the level
of knowledge, skills and abilities. At the same time, the
use of virtual laboratory work should be combined with
the study of real equipment, real phenomena and
processes.
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Buxopucrannsa BipTyaJabHUX BUMIPIOBAJbHHUX 32C00iB B Kypcax MeTpOJIOril, eJIeKTPOHIKH Ta eJIeKTPMYHUX MALINH
y nmiaroroBui gaxiBuis 3 e1eKTPUYHOI iH/KeHepil

O. B. llledep, H. B. €pminora, O. I'. [iprouko, M. K. Cremanko, C. B. ITaciuko

AHoTanisi. B pobori mokaszane, 10 TEpPCHEKTMBHHM HAMpPsSMKOM MoJepHi3auii y40oBoi naboparopHoi 0a3u €
BUKOPHCTAHHS METOJMK BIIKPHTHX CHCTEM pa3oM 3 BIIPOBa/DKCHHSIM TEXHOJOTIiil 3aCTOCYBaHHS BipTyaJbHHX IpPUIIAIB,
3aCHOBaHOI Ha BKMBaHHI METOMIB KOMITIOTEPHUX BUMIpiB. MeTOI0 pPOGOTH € aHANi3 MOXKIHBOCTEH CTBOPEHHS BIpTyaJbHUX
nabopaTopHUX poOIT 3 PI3HUX TUCHUILIIH Ta IX BUKOPUCTAaHHS Yy HpodeciiiHiid mAroTOBI (axiBIiB 3 eNEeKTPUYHOI iHKeHepil Y
BUIIMX HABYAJBHUX 3aKiiaiaX. B pe3ynbrati aHamizy HalOLIBII BIIOMHX MPUKIATHAX KOMI'FOTEPHUX MAKETIB, SAKi MPH3HAYCHI
JUIS TIPOCKTYBAHHSI €IEKTPOHHUX OJIOKIB, aBTOpaMH BUSIBJICHO, 110 MOXKJIUBICT MOJICIIOBaHHS K HAHMPOCTIIINX €JIEKTPUIHHX
CXEeM, TaK i CXEeM CHIJIOBOI eNIEKTPOHIKH Ta JJOCHTh CKJIQ[HHUX CXEM YIPABIiHHS HUMH, @ TAKOXK Pi3HUX SNEKTPUYHHUX MAIIUH €
roJioBHOIO mepeBaroro makera Simulink cepenosuiia MATLAB 'y nopiBHSIHHI 3 iHIIHMME MPOrpaMHUMH 3acobamu. HaseneHi
NPHUKIaau TOOYIOBU CXeM AJs BipTyalbHHX J1abOpaTOpHHUX PoOIT 3 Kypcy Merpodorii. [lokaszaHo, 1o BipTyanbHi 1abopaTopHi
po06OTH MiABUILYIOTH iHTEpEC CTYACHTIB 10 MPOLIECY HaBUAHHSI, @ TAKOXK PIBEHb 1X yMiHb Ta HABUYOK.

KawuoBi cioBa: Merposoris, eleKTpOHiKa, €JIeKTPUYHI MAaIlWHM, BiIJaleHuil KOCTym, jabopaTtopHuil Kypc,
BipTyalbHUIl BUMIPIOBAIIBHUI IpUIIAL.
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KuiBchkuit HantioHabHUH yHIBEpCUTET OyAIBHUITBA 1 apXiTekTypu, Kuis, Ykpaina

3ACOBM HOPMAJII3AIIII PIBHIB MATHITHHUX ITOJIIB
YACTOTHU JIOKAJIBHUX JIKEPEJI

AHoTanis. JlocmimkeHO 3aXHCHI BIACTUBOCTI MAarHiTOM SKHX METAJICBUX CIUIABIB JUIS €KPaHYBaHHS MarHiTHUX IOJIB
HaJTHA3BKUX YacTOT. BCTaHOBIIEHO 3aeXHOCTI KOeQilieHTIB eKpaHyBaHHS MarHiTHHX IOJIB HPOMHCIOBOI YacTOTH Hai-
O1IIBIIT MONIMPEHUMH EJIEKTPOTEXHIYHUMH CTASIMH BiJl IHAYKIIi eKpaHOBAaHOTO MarHiTHOro nouisi. BuzHaveHo, mo ms 3aie-
JKHICTh HEMOHOTOHHA. HasiBHICTh MakCUMaNbHOTO Koe(illieHTa eKpaHyBaHHs OOYMOBIIEHa HOCSTHEHHSM iHAYKIii HacH-
YeHHS MaTrepiany. 3HaueHHsS Koe]ilieHTiB eKpaHyBaHHS 3aJ€KHUTh Bil TUTOMHX BTPAT Y CTali, SIKi € JOBIAKOBUMH BEJINYH-
HamH. [oka3aHo, 10 A1 BUTOTOBJICHHS €KPAHYIOYHX KOHCTPYKILIil TOLIIBHO BHKOPUCTOBYBATH HU3bKOCOPTHI €JIEKTPOTE-
XHIYHI CTaNi, HAHMEHII IPUHHATHI I OCHOBHOTO 3aCTOCYBaHHS — BUTOTOBJICHHS OCEP.Ib Ta MarHiTOMPOBO/IB. 3alIpONOHO-
BaHO JABOLIAPOBY KOHCTPYKIIIIO JUIS eKpaHyBaHHS MAarHITHHX II0JIiB BUCOKHX HAIpYKEHOCTEHl, HalpHKIaa, BOyI0BaHUX Tpa-
HcpopmatopiB. [[BorrapoBa CTPyKTypa 3 CICKTPOTEXHIYHOT CTaNi i3 3a30pOM MiX IIapaMu Ma€e Koedilli€eHTH eKpaHyBaHHS
MAarHiTHOTO HOJIS POMHUCIIOBOT YaCTOTH BHIII, HDK JEKUIbKa IIapiB Takol K craii. lle 3MeHIIye Bary ekpaHyto4oi KOHCTpY-
Kuii # migsuiye i eeKTHBHICTh. 3allOBHEHHS 3a30py MiX IIapaMH 3HIKY€E OTYMHICTh OOJIalHAHHS, sSIKa € HOPMAaTHBHUM
napaMeTpoM. JIoCIiKeHO 3ae)HOCTI Koe(ilieHTIB eKpaHyBaHHS MarHiTHOTO MOJIS aMOP(HUX KOOAIBTOBHX CILIABIB BiX
IHAYKIi1 30BHIIIHBOTO MAarHiTHOTO moJIsl. Taka 3aJeKHICTh € HEMOHOTOHHOIO, II0 HEOOXiHO BPaxOBYBAaTH y MPOLECi MPOe-
KTyBaHHS €KpPaHYIOUNX KOHCTPYKIiH. AMOpQHI (pepOMarHiTHi CIUIaBU TaKOXK €(EKTUBHI IPH eKpaHyBaHHI MarHITHHUX IMOJIB
HU3BKUX 4acToT. [lepeBaraMu Takux CIUIaBiB € BUCOKI 3HAYCHHS MAarHiTHOI IPOHUKHOCTI i Majna ToBIIMHA. TepMoMarHiTHa
00poOKa aMOp(HUX CIUIABIB 3HAYHO MiABUIIYE iX 3aXMCHI BIAaCTUBOCTI. [l0ka3aHO AOMITBHICTH pO3POOICHHS KOMITO3UIIIH-

HOTO MaTepiany 3 HAlIOBHIOBAYEeM 3 IPiIOHOAMCIICPCHOTO aMOP(HOTO MarHiTOM SIKOTO CILIaBY.

Kaw4oBi cioBa: MarHiTHHI eKpaH, HAJHU3bKA 9aCTOTa, aMOP(GHHUI MarHITOM SIKHH CIIIaB.

Beryn

3axucTy BiJl MArHITHUX MOJIB MPUIUIIEThCS OaraTo
yBaru. Lle 00yMoBIteHO THM, 110 Yepe3 Gi3uIHy TPUPOITY
MAarHITHHUX TOJIB iX eKpaHyBaHHsS 3aXHCHHMH MaTepia-
JIAMH 1 KOHCTPYKIIISIME JyXKe CKIIaIHE 1 HeOJHO3HAYHE.
Oco0uBO 1Ie CTOCYEThCS KBa3icTalliOHAPHUX MAarHITHUX
TOJIiB — MarHiTHUX CKJIQJIOBUX €JIEKTPOMAarHiTHUX MOJIIB
MIPOMHCIIOBOT 4acTOTH Ta i rapMoHik. Taki mosst Hetnepe-
PBHO BILTMBAIOTh Ha JIIOJIEH y BAPOOHNYHMX Ta TOOYTOBUX
yMmoBax. J[xepeaMu MarHiTHAX TOJIB HAWOUIBIINX Ha-
MPY>KEHOCTEH € eNIEKTPOIINTOBI, EJICKTPOIIPHBOJL EJIEKT-
POTEXHIYHOTO O0JIaHAHHS, TOOYTOBI IPUCTPOT HEemepe-
pBHOI 1ii Tormmo. Y 6araTthox OymiBISIX JO3BOJICHI A0 BHU-
KOpHCTaHHS BOYIOBaHI TpaHC()OpMAaTOpPH CyXOTro THITY.
Take o0aHaHHS JOKATI30BaHO Y MPOCTOPI, IO J03BO-
JIsi€ BOPOBAJUTH CKPaHYBaHHS MATHITHUX IIOJIB, SKi
BOHH I'€HEpYIOTh. AJie 1l IPUCTPOI po3TaIIoBaHi y ooMe-
KEHHUX 00’ eMax JuIsd 3a0IIaKeHHS tion]. ToMy MoXiu-
BOCTI 3aCTOCYBaHHS 3aXMCHUX KOHCTPYKIIH TOCUTH 00-
MexeHi. e Bumarae po3poOnaeHHs i BIIPOBAKEHHSI Ma-
TepiaiiB Ta BUPOOIB BHCOKOI €()eKTUBHOCTI  KOMITaKT-
HocTi. [Ipu 11bOMy CITiJT BpaXOBYBATH SIK TEXHOJIOTIYHHH,
TaK i €eKOHOMIYHHMIA aCTeKTH. 3aXWCHI KOHCTPYKIIi To-
BHHHI MaTH NPUHHATHY BapTICTh Ta MOXIIUBICTH 3aCTO-
coByBaHHS y Oyab-skiii koH¢irypaumii. Ile oOymositoe
aKTyaJIbHICTh 3aa4i po3poOIeHHs 3ac00iB 3aXHUCTY Bil
BIUIMBY MATHITHUX MOJIB JIOKAIEHUX JDKEPEIL.

Orasn xociixkeHb i po3podok

HampysxeHicTh KBa3icTallioHapHUX MAarHiTHUX I1O-
JIiB perIaMeHTOBaHI HM3KOI0 MIKHApPOJHHX Ta HaIlio-

HaAJILHUX HOpMaTHBIB. Lle 101aT0oK 10 €BpOneiichKol 1u-
pektiBH [1], BUMOTH SIKOTO iMILIEMEHTOBAHI Y HOPMATH-
BHY 0a3y YkpaiHu y BHUIVISII MiHIMaIbHUX BHUMOT JIO Pi-
BHIB elekTpoMarHiTHux moiiB. Hopmartus [2] BcranoB-
JF0€ MaKCHMaJlbHE 3HAU€HHsI MarHiTHOTO MOJIS TPOMHC-
JIOBOI YaCTOTH Y KU TJIOBHX npuMitieHHsx 0,5 mxTin. Ho-
pmaTuB [3] — 3HAUCHHS HU3BKOYACTOTHUX IIOJIIB HA/IHH-
3bKOT YaCTOTH NPH €KCIUTyaTalii KOMII I0TePHOI TEXHIKH
250 aTn. Lli BUMOTH MOCTaTHBO KOPCTKI W y OUIBIIOCTI
YMOB BUMararoTh BIIPOBa/UKEHHS 3aXUCTY JIOJICH.
3acTocyBaHHS TPAIAMIIHHOTO MiAXOLY 10 3aXHCTY
TMOJeH — 3aXMCT BIICTAHHIO 1 9acoM AJIsI HU3bKOYACTOT-
HHX BIUIUBIB OY/Ib-5IKOTO NMOXO/DKEHHSI IPAKTUYHO HEMO-
xumBe. Lle MosSICHIOEThCSl HU3BKKUM 3racaHHsIM HU3bKOYac-
TOTHUX KOJIMBaHb 3 BiJicTaHHI0. ToMy HalOLbII edexTh-
BHHM 32C000M 3aXHUCTY JIIO/ICi € eKpaHyBaHHs HU3bKOYa-
CTOTHMX MAarHiTHHX TIOJIB 3aXHCHUMH MaTepiajJaMu Ta
KOHCTPYKILisIMH 3 HUX. Cy4acHOIO TEH/ICHIIIEI0 Y po3po0-
JIEHHI TaKMX MaTepiaiB € CTBOPEHHS KOMITO3UIIHHUX Ma-
TepianiB. AJie OITIBIIICTD 3 HUX MA€ BUCOKY BapTICTh 1 HU-
3bKy TEXHOJIOTIYHICTH IIOJIO OOJMWIIOBAHHS MOBEPXOHb
cxinanaaux Gopm [4, 5]. Kpim Toro xoMno3urii Ha OCHOBI
HaTypaJIbHHUX Ta TOJIIMEPHUX MaTpuUIlb HE BiIIOBIIAIOTH
BHMOTaM MOXeXHOI Oe3mnexu [6, 7]. Haitboinbm epexTrus-
HUMU MaTepiajlaMy 3 MaJTAMHA MacoTa0apuUTHUMU Mapame-
TpaMH € HAHOKOMIO3UTH [§, 9]. Ajle BOHM MaroTh BKpait
BHCOKY BapTIiCTh 1 JOIIBbHI JIJIS 3aCTOCYBaHHS Y BUpOOax
CTelialbHOTO Tpu3HaYeHHS. E¢eKkTnBHe eKpaHyBaHHSI
MAarHiTHOTO MO TPaHC(OPMATOPIB 3aIPOIIOHOBAHO Yy
[10]. Ane BuKOpHUCTaHa JBOLIAPOBA KapKacHa KOHCTPYK-
List 3 KOHCTPYKTHBHOI cTani. BoHa rpoMiszaka i He Moxe
OyTH peaji3oBaHa y OOMEXEHHX MPOCTOpax, 0COOIUBO Yy
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cnopynax crapoi 3a0ympoBu. OCOOIUBICTIO MArHITHHX IO~
JIiB HAQTHM3BKO1 YaCTOTH € BiJICyTHICTh BIIOUTTS Yepe3 Be-
JIMKY JJOBKMHY XBHJII. TOMY BUCOKY €)EKTHBHICTb MOXKYTh
MaTH MeTajieBi MaTepiajin, ab0 METaJIOKOMITO3UTH Ha MiHe-
panbHii ocHoBi. TakuM € OyaiBensHMi Matepian [11]. 3a
HAsBHOCTI JIOCTaTHBOTO IIPOCTOPY Ta NPH HPOEKTYBaHHI
HOBHUX 00’€KTIB HOTO 3aCTOCYBaHHS JOLUTHHO 3 TEXHITHUX
Ta eKOHOMIYHMX MipKyBaHb. ¥ pobotax [12, 13] mokazano,
110 MOYKJIMBOCTI BUKOPHCTAHHS METAIICBHX MaTepiatiB I
eKpaHyBaHHS MarHITHUX TOJIB HE BUYepIaHi. ToMy IoIi-
JIHHO TIPOBECTH JOCIIHKEHHS €(DeKTUBHOCTI METAIICBHX Ma-
TepiaJiiB Pi3HUX KJIACIB y 3aJI€)KHOCTI Bifl YMOB IX BUKOPHC-
TaHHS Ta MOJKJIMBUX MacorabapuTHHX TapaMeTpiB.

Meta po6oTn — OOrpyHTYBaHHS Ta PO3pOOIEHHS
3ac00iB 3axXHCTY JIIOJeH BiJ BIUIMBY MarHiTHUX IOJIB
HaJTHU3bKHX 9aCTOT.

BuknagenHsi 0CHOBHOI'0 MaTepiajay

EdekTuBHICTh €KpaHyBaHHS MarHiTHHUX IIOJIiB HaJl-
HU3BKMX YacTOT BH3HAYAETHCS, B OCHOBHOMY, BiJHOC-
HOO MarHiTHOO MPOHHMKHICTIO 3aXMCHOTO MaTepiany.

[irieHiYHO 3HaYyIi HANPY)KEHOCTI MAarHITHUX MHO-
7B y Ounbiocti OyaiBeNb 1 CIIOPY MAIOTh MOJISL IPOMH-
CJIOBOT YacTOTH Ta ii rapMOHIK. Y 3arajlbHOMY BUIAJKY
MarHiTHa MPOHUKHICTH (epOMArHITHUX MaTepialliB Ma€e
YaCTOTHY 3aJI€XKHICTb, aJie AJIsl MAarHITHUX TIOJIB, IO PO-
3TIIAIAI0THCS, BOHA Ma€ CTalle 3HAYSHHS 1 TS OLTBIIOCTI
METAIIB 1 CIUIaBiB € JOBIAKOBOIO BEIMYHNHOKO. AJle KBa3i-
CTaIiOHAPHICTh MaTHITHUX MOJIB HPOMHCIIOBOI YaCTOTH
00yMOBIIOE TOH (PaKT, IO HAHOIIBII ePEKTHBHUM €Kpa-
HYBaHHS € 32 YMOBH I'€OMETPUYHOI 3aJI€KHOCTI eKpaHy-
I0YMX KOHCTPYKIUIH, SIKi OXOIUIIOIOThH JKEPENO MOJIsl.
[MpuHaiimMHi 3a Takoi yMOBH KOe(illiEHTH €KpaHyBaHHS
MArHIiTHOT'O MOJISI MAaKCHMAJIbHI U JaHOTO MaTepiaiy.
3a yMOBH YaCTKOBOTO €KpaHyBaHHs JuKepesa mouis abo
3aXHMCTy 00’€KTa 3HIDKCHHS HaNpy>KEHOCTI MarHiTHOTO
TI0JIs1 3HAYHO HMKYE, aje MoXe OyTH JIOCTAaTHIM y 3aie-
YHOCTI HaIpy>K€HOCTI BUX1{HOTO NOJIS Ta 3HAUCHHS I'pa-
HUYHO JIOIyCTUMOTO PiBHSI [Uis Aanux ymoB [14, 15]. He-
3aMKHEHICTh €KpPaHyI0401 KOHCTPYKII1 MOXKe OyTH BUMY-
LIEHOIO JJIst IOCTYIy 10 00Ja{HaHHsI, 3a0e31eueHHs Be-
HTHIAIT TOIIO.

OuiHouHK# KoedillieHT eKpaHyBaHHs KOHCTPYKLIT,
BUTOTOBJIEHOT 3 (pEpOMArHiTHOro Marepiany MOXHa BH-
3HAYUTH 31 CITIBBIAHOLICHHSL:

K=l+“r% )

Jie |y — BiIHOCHA MarHiTHa NMPOHHUKHICTH Marepialy ex-
pana, d — ToBIIMHA CTiHKM ekpana, D — miamerp exBiBa-
JICHTHOTO C(EPUIHOTO EKpaHa.

Cdeprune HaOMIKEHHS HE A€ BEIUKHUX MOXHOOK
JUISL €KpaHYIOUMX KOHCTPYKLIH KyOiuHOi ¢opmu, ado
6sm3bK0i 110 Hel [8]. EdexTuBHiCTh ekpaHyBaHHS 32 (ik-
COBaHMX IapaMeTpPiB EKPaHYIOYOTO MaTepialy Mae aMIl-
JITYTHI 3aJIeKHOCTI, TOOTO 3aJISKUTh B HANpPYKEHOCTI
MarHiTHOTO 11011, sike oTpedye ekpaHyBaHHs. HasBHi y
HAYKOBIH JliTepaTypi AaHi AEMIO CyHepedwImBi i cToCy-
I0TBCSI 0OMEXXEHOI KiITBKOCTI HaBiTh MaTepiaiiB, sSKi BU-
pobmsitoThest cepitiHo. HemoctaTHhO ompariboBaHa Mpo-
OJleMaTHKa TEOMETPHYHUX KPUTEPiiB €PEKTUBHOCTI €K-
paHyIOUnX KOHCTPYKIii. BoHU QparmenTapHi i crocy-
IOTBbCSI, B OCHOBHOMY, HE TOBHICTIO 3aMKHEHUX ITHIIiH-

JPUYHKX Ta CepUYHMUX KOHCTPYKLii. Halibinpm nommu-
PEHUMH MarHiToM SIKUMH MaTepiajlaMH € eJIeKTPOTEXHi-
YHi cTani. BOHM rapaHTOBaHO 3HMXYIOTH PiBHI MarHiT-
HUX TOJIiB. Bysio mocmimkeHo 3MiHu KoedilieHTiB ekpa-
HYBaHHS MarHiTHOTO IOJISI TIPOMHUCIIOBOI YacTOTH Hai-
OUTBII TTOIIMPEHUMHE EIEKTPOTCXHIYHIMH CTAIIIMH Ma-
pok 3411, 3412, 3413, 3414 y 3aiexHOCTi BiJ iHIYKIii
30BHIIIHBOTO MarHiTHOTO MO (puc. 1).

Ke
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Puc. 1. 3anexHicTh Koe(ilieHTIB eKpaHyBaHHS MarHiTHOTO
TOJISL TIPOMHUCIIOBOT YAaCTOTH €NIEKTPOTEXHIYHUMH CTAIISIMU BiJ|
IHIYKIIT €KpaHOBAHOTO MarHiTHOTO IIOJIST: s — CTAJb MAapKU

3411, — cTayb MapK 3412, s — cTans Mapku 3413,

mmmm — CTaJIb MapKku 3414; ToBumHu 3paskiB — 0,5 MM

Sk BumHO 3 pHc. 1, 3aXHCHI BIACTHBOCTI CTaiei
CYTTEBO BiApi3HAIOTHCA. Lle MOXHA MOSCHUTH Pi3HUMH
ITUITOMUAMH BTPaTaMH y IUX CTaJsX, Ki € JTOBIJKOBUMH
BEJIMUMHAMM.

[Turomi BTpaTy [Uist IMX MaTepiaiB IIPH MarHiTHIH
ianykuii 1,5 T va wactoTi 50 ' ckilanaroTh:

— cranb mapku 3411 — 2,45 Br/kr,

— cranp mapku 3412 — 2,10 Br/kr,

— cranb mMapku 3413 — 1,75 Br/kr,

— cranb Mapku 3414 — 1,50 Br/kr.

Buxonsgum 3 mporo Mo)kHa JiMTH BHUCHOBKY, IO
CTayi, MEHII NMPHUIATHI Ui OCHOBHOTO BHKOPHUCTaHHS,
HAalpUKJIAJ, Ul BATOTOBJICHHS OCEP/ib, /16 KpHTHIHUMHU
€ BTpaTH C€Heprii, HalfOLIBII MPUIATHI U1 BATOTOBIICHHS
3aXUCHUX KOHCTPYKILii. ToMy /1S 1ijiel MarHiTHOTO eK-
paHyBaHHs MOKHA BUKOPHCTOBYBaTH HU3bKOCOPTHI eJie-
KTpoTexHiuHi cTani mapok 1211, 1212, 1213, y sikux nu-
TOMI BTpaTH ckiaaawts 9,0-7,0 Br/kr.

Hasezieni Ha puc. 1 1aHi MalOTh JOCUTh BEJIHMKY TO-
XHOKy uepe3 Te, W0 JUKEPEJIOM MarHiTHoro mois OyB
tpaHcdopmarop cunoBoi mixcranuii. Tomy notpioHy iH-
JYKIII0 MarHiTHOTO I10JIs1 OTPUMYBaJIH YIIPOJIOBXK TPHUBa-
JIOTO Yacy 4epe3 3MiHy HaBaHTa)KEHHSI.

AJte oTpuMaHi TeHAEHLIT MarOTh 3aralbHUN Xapak-
tep. Ha ycix kpuBux puc. 1 € MakcCuMyM KoedimieHra ex-
panyBaHHs. HasiBHICTh TAKOTO MakCUMyMy 00OyMOBJIEHA,
IIBHJIIE 32 BCE, iHAYKIN€I0 HACHYEHH KOHKPETHOTO Ma-
Tepiany. Lle HeoOXiMHO BpaXxOBYBaTH y NMPAKTHIHIN Tis-
JBHOCTI IIPH MPOEKTYBaHHI 3ac00iB eKpaHyBaHHS MarHi-
THOTO TOJISL.

V 6araThox BUMaJKaX BUHUKAE HEOOXITHICTh eKpa-
HYBaHHS JIOKQJIBHHUX JKEPeJl MarHiTHOTO TOJISl TPOMHC-
JIOBOi YacTOTHM BUCOKMX HampyxeHocted. lle, Hanpu-
KJ1aJ, BOy1oBaHi TpaHCc(OpPMATOPH CTaHAAPTHUX MOTY K-
Hocterr 1000-2500 xkBt. BpaxoBytoun MOXXJIMBICTb 3HHU-
KEHHsI Koe(illieHTa eKpaHyBaHHS BHACIIIOK JOCSTHEH-
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CucreMu ynpaBiIiHHsI, HaBiraiii Ta 38's3ky. 2025. Ne 4

HS IHIYKIIIi HACHYCHHS, HCOOXIHO MiBUIUTH MarHiTHI
BTpPaTH 32 PaxyHOK KOHCTPYKLII eKpaHa.

Byno npoBeneHo naboparopHi BUnpoOyBaHHs 30i-
PKH 3 IT’SITH JIUCTIB €JIEKTPOTEXHIYHOI CTali i 1BOIIapo-
BOT KOHCTPYKIII i3 3a30poM y 5 cM. J[BomiapoBa KOHCT-
PYKLIs yTpUMyBajacs KapKacoM, BUTOTOBJICHHUM 3 apMa-
TypH. Yci TUCTH BUTOTOBIISUTUCS 3 OAHAKOBOI €JICKTPOTe-
XHIYHO{ CTai.

PesynbraTén BHIIpOOYBaHb 3aJIe)KHOCTI 3HIDKEHHS
IHAYKIi MarHiTHOTO MOJIS MPOMUCIOBOI YacTOTH Pi3-
HUMH MarHiTHUMH €KpaHaMH B 3aJISKHOCTI BiJ BiICTaHi
JI0 JDKepeJa Mot HaBeJeHo Ha puc. 2. JlocmimKyBanucs
nBa exkpanu. Ilepmmii expan ysBISAB COOOI0 MHakeT i3
IUSITH TIApiB EJICKTPOTEXHIYHOI craii. Jpyruit expan
MIpeCTaBIsiE COOOI0 ABOIIAPOBY KOHCTPYKIIIO 3 €JIEKT-
POTEXHIYHOI cTaji i3 3a30pOM MiX Hiapamu — 5 cM. bi-
JbIIY e()eKTUBHICTB ABOILIAPOBOT KOHCTPYKIIT Ba’KKO BU-
3HAYUTH OJHO3HAYHO.

B, mxTn
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Puc. 2. 3anexHICTh 3HWKEHHS 1HAYKII{ MArHITHOTO MOJIS
MPOMHMCIIOBOT YaCTOTH MAarHITHIMHU CKpaHaMH BiJl BiICTaHi 10
JOKEPETIA TIOJIS: memm — MAKET 3 I1°SITH IIAPIB JIEKTPOTEXHIUHOT

CTaJTi; memmm — TBOIIAPOBA KOHCTPYKIIIS 3 €ICKTPOTEXHIUHOT
CTaui, 3a30p MiX IIapaMu — 5 cM

binbury edexkTHBHICTh ABOIIAPOBOT KOHCTPYKIT
Ba2)XKKO BU3HAYMTH OJHO3HAYHO. MOXKIMBO, MPOSIBIS-
10ThCsl e(PeKTH B3a€EMHOT 1HAYKIIIT, 3MiHH MOMyJIsIpU3anii
noJist Tomo. 3adikcoBaHUN eeKT Ja€ MOKIJIMBICTh 3HU-
3UTH Macy 3aXMCHOI KOHCTPYKIII 3 OJJHOYACHUM ITiJ[BU-
HIeHHsM ii e()eKTUBHOCTI. AJle IpU 1IbOMY 3pOCTalOTh ii
rabaputHi napameTpH. Lle MoXHa BUKOpHCTATH IS 3HU-
JKeHHs piBHA mymy. LIIyMHICTE €1eKTPOTEXHIYHOTO 00-
JlaHaHHs, 30KpeMa TpaHc(hopmaropis, HopmyeThest. [1e-
peBaXXHA IHTEHCUBHICTH iX 3BYKY NPHIA/A€ Ha HU3BKO-
YacTOTHY 00JIacCTh 3BYKOBOTO criekTpa. HuspkodacToTHi
KOJIMBaHHS cJ1ab0 MOTINHAIOTHCS OyiBETbHUMH KOHCT-
PYKLIsIMH, TOMY JIBOLIIAPOBA CTPYKTYpa MOXKE MaTH Iie-
BHI PE30HAHCHI BIACTUBOCTI. A 3a30p MiX (epoMarsir-
HUMH [TOBEPXHSIMH JIOLIJILHO 3alIOBHUTHU LIyMOIIOTJIMHA-
JILHUM MaTepiajioM.

Eneprernuni BTpaTH y pepoMarHiTHOMy MaTepiani
BU3HAYAIOTHCSI MAarHiTHOIO NPOHMKHICTIO MaTepiaiay [
moJist. J{7ist eeKTpOTeXHIYHUX cTaleil BiH ckinagae 1000—
1300, ot koHeTpyKuidHUX craneit — 100-200. IcHyroTh
MAarHITOM sIKi MaTepiaiu, JJIs SKAX BIJIHOCHA MarHiTHa
NPOHUKHICTL Ma€ 3Ha4eHHs mopsaka 10%-10°. 1le mike-
JIeB1 CIUIABHM IIEPMAJIOI0 Ta aMOp(HI CIUIaBM HAa OCHOBI
3aitiza Ta ko0anbTy. [lepMarnoi MaroTh IPUHIIUIIOBUI He-
JIOJIK: 32 Oyabp-sSKUX NedopMalliii 3HAYeHHS MarHiTHOI
MIPOHUKHOCTI pi3ko magae. ToOTO, Mpy BUTOTOBIIEHI 3a-
XUCHOI KOHCTPYKIIi1 BTPa4arOThCs 3aXUCHI BIACTHBOCTI.
poro Hemomiky mo36aBneHi amopdui crasu. Criasu

Ha OCHOBI KOOaJbTy Yy AOCTaTHiM KUIBKOCTI BHUPOOJIS-
10Thcs B YKpaiti. Crienudika oTpuMaHHs aMOpQHUX Me-
TasiB 00yYMOBIIIOE HOTO F€OMETPUYHI XapaKTepUCTHUKH.
Marepian BHpPOOISETHCS HaIIBUAKHM OXOJIOIKEHHSIM
pO3IUIaBy, y pe3yJIbTaTi KO0 OTPUMYIOTHCS CTPIYKH 3a-
BIpImKH 3 cM ¥ toBmmHO0O 20-50 M. [l oTpu-
MaHHs 3aXHCHO{ MOBEPXHi 3 OTO MaTepially CTPidKH
JOLUTBHO MEPeILTiTaTH Y BUITIAAI «POToXi». Takum du-
HOM MaTepian cTae IBomrapoBuM. [lepeBaroro amopo-
HOT'0 KOOAJhTOBOTO CIUIABY € TE, 0 TEPMOMArHiTHa 00-
po0OKka criaBy (CTamioOHapHE MarHiTHE TOJIe Halpy>KeHi-
ctio 1000 A/m, Temmiepatypa — 300 °C) 3Ha4HO MiIBUIITYE
3aXMCHI BJIaCTHBOCTI MaTepiay.

Ha puc. 3 HaBesieHO 3aIeKHICTh KoedillieHTa eKpa-
HYBaHHSI aMOP(HOTO KOOAIBTOBOI'O CIUIABY Bij IHIyKIii
€KPaHOBaHOT'O MArHITHOTO IOJIsI TPOMHMCIIOBOI 4acCTOTH
JI0 1 MiCJIst MarHiToTepMiuHoi 00pooku. ToBIIKHA ABOIIIA-
poBoro mMarepiany ckianana 60 MKM, a BMICT KOOAIIbTy —
71 %.
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Puc. 3. 3anexHicTh kKoedilieHTa eKpaHyBaHHS aMOP(HHOTO
K00aJbTOBOTO CIUIABY Bifl IHIYKIIIT €KPaHOBAHOTO MarHiTHOTO
TIOJIS IPOMHUCIIOBOT HACTOTH: === — BHXI1JIHUI CTaH,

— — TICTISI MATHITOTEPMIYHOT 0OpOOKH; TOBIIMHA JBOLIAPO-
BOTO Martepiaiy — 60 MkM; BMicT koOanbTy — 71 %

[TepeBaroro amMopHOro KOOAILTOBOTO CIUIABY €
JIOCTaTHBO BHCOKa €(EKTUBHICTH i B OOJIACTI dyXe BHU-
COKHX i YIBTPAaBUCOKUX YacTOT. Y 4acTOTHIH cmy3i 0,3
I'To-3 I'T'n koedimieHT eKpaHyBaHHS 3a OIUTBHICTIO TO-
TOKY eHeprii MOHOTOHHO 3MiHro€eThes Big 70 no 90 ab.
Le mopiBHSHO 3 eQEKTUBHICTIO ATIOMIHIIO, KU Ma€ y
iit cmy3i mokasuuk 90—-100 ab.

[Tpu npoekTyBaHHI 3aXUCTY BiJ| €J1€KTPOMArHITHUX
MOJIiB 4aCTOTO0, OLIBIIOI0 332 MPOMHUCIIOBY, CIIiI Bpaxo-
BYBaTH CKJIQJIHY 3aJIC)KHICTh KOe(illi€HTiB eKpaHyBaHHI
BiJl aMIUIITYZHUX 3HAYeHb €KPaHOBAHOTO MAarHiTHOTO
nousi. Byno yrouHeHo naHi, HaBeneHi y [16]. 3okpema we
CTOCYETHCSI HEMOHOTOHHOCTI 3MiHHM KOe(illieHTIB eKkpa-
HyBaHHS MarHiTHHUX IIOJIiB MajuX amIutityx. Ha puc. 4
HaBEJICHO 3aJIeXKHICTh Koe(illieHTa eKpaHyBaHHS aMop-
(pHOTO KOOGATFTOBOTO CIIABY BiJ IHIYKII €KpaHOBAHOTO
MartitTHoro mosst 9actororo 10 Ity 1o 1 micis Margiro-
TEpMIgHOT 0OPOOKH.

HaBeneni pe3ynbpTaTu cBi4aTh, o JaHi, HaBeACHI
y [16] 3aBumieHi, He TUBISYHCH HA Te, IO BUMPOOYBa-
Jucs 3pa3kd, Oumpmn 3a ToBmMHOKW Ha 10 MxM. Ilpm
oMy (POpMH KPHBHX ITPAaKTHYHO 30irarotscs. Lle cBin-
YUTH TIPO Te, 110 TEHJICHIIIT 3MiHM aMIUTITYTHOT 3aJIe5KHO-
CTi 3aXHCHHUX BJIACTMBOCTEN € 3arajbHUMU. BimMiHHOCTI
y KUJIBKICHUX JJaHUX MOXKHA ITOSCHUTH MOXUOKaMHu BUMi-
proBaHb 200 BIIMIHHOCTSIMH y PEXXUMax BUTOTOBJICHHS i
TEepMOMarHiTHOT 0OpOOKH 3pa3KiB.
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Puc. 4. 3anexHicTh KoedilieHTa eKpaHyBaHHS aMOPHHOTO
K0OaIbTOBOTO CIUIABY Bij 1HIYKIIi €KpaHOBAaHOT'O MarHiTHOTO
OISt YaCTOTOKO 10 KI'II; mem — BUXIAHHI CTAH, —— — MICIIS
MAarHiTOoTepMiuyHOi 0OpOOKH; TOBLIMHA 3pa3ka — 60 MKM;
BMICT KobanbeTy — 71 %.

3 MpakTUYHOI TOYKM 30py Taki BiAMIHHOCTI HE €
kputHdHEMHA. OTprMaHi KoeQillieHTH eKpaHyBaHHS J0-
CTaTHHO BHUCOKI I 3a0€3MeUyIOTh €KpaHyBaHHS MarHiT-
HUX TIOJIIB HAJHW3BKUX Ta HU3BKUX YacTOT OIIBLIOCTI
BHPOOHMYHX Ta MOOYTOBUX YMOB. AMOp(HI CIIaBH H0-
LJIHO 3aCTOCOBYBATH /Il €KpaHYBaHHS MarHiTHUX T10-
JIB B yMOBax Maiux 00’€MiB, sIKi BUKJIIOYAIOTh 3aCTOCY-
BaHHS CTaHJAPTHUX EIEKTPOTEXHIYHUX CTajeil, abo eK-
paHyBaHHsI [DKEPE MOJIs MaJIUX PO3MIpiB.

Jlyist MarHiTHUX €KpaHiB ISl 3HU)KEHHS PIBHIB HHU-
3bKOYACTOTHUX TOJIIB 3aBXKIU iCHYe mpobOiiema ix 3a-
MKHEHOCTI uepe3 KBasicTarioHapHicTh moiiB. [Ipoanaiti-
30BaHi JaHi JOCIIKEHb 3 [bOTO HAIPSMY 03BOJISIOTH
IiTH BUCHOBKY, IO YHIBEpCAIBHOTO IiIXOIy HE iCHYE.
Haii0inpm pariioHanbHAM € 3a0e3IeYeHHsT BUCOKHUX Koe-
(iIieHTIB eKpaHyBaHHA MarHITHHX IIOJNIB y 30HaX Cy-
LUIBHOTO MEPEKPUTTSI MOJIsl, IO 3HIKYE HOT0 HaIpyKe-
HOCTI Y HE3aXHILIEHHUX 30HaX — 30HaX YaCTKOBOI'O PO3K-
PHUTTS €KPaHYI04Y0i KOHCTPYKIIil, 1110 OYJI0 peali3oBaHo y
[14]. YV 6yap-sikoMy BUITAIKy 30HH PO3KPHUTTS HEOOXITHO
IHCTPYMEHTAJIBHO IIEPEBIPSATH HAa TECTOBUX KOHCTPYK-
isix abo 3a 3MIHOIO PO3KPUTTS KOHCTPYKINI Ha pealib-
HOMY BHpPOOI.

VY cydacHUX OyIiBISIX 1 CIOpYAaX MUBLIEHOTO TIPH-
3HAYCHHS CIIOCTEPIraroThCcs 3HAYHI PiBHI 1 BHCOKOYACTO-
THI €JeKTPOMArHiTHI BUIpOoMiHIOBaHHA. [Ipn mpomy ix
JpKepellaMi MOXKYTh OYTH €JIeKTPOHHI KOMIIOHEHTH 00-
Jla{HaHHs, sIKe TeHepy€e MArHiTHI IOJI HaIHU3bKOI Jac-
TOTH BHCOKHUX HampyxeHocTed. Tomy Hampsmom nepc-
MEeKTUBHUX JOCII/PKEHb € CTBOPEHHS YHIBEpCAIbHOTO
MaTepiary, epeKTHBHOTO Y IIHPOKOCMYTOBIIT cMy3i Jac-
TOT. Takuii MaTepiala MOBUHEH MAaTH JOCTaTHI MarHiTHi
MIPOHUKHOCTI ¥ €JIEeKTPOIIPOBIJHICTE Pa30M 3 BHCOKOIO
JieNeKTPUYHOI0 TIPOHUKHICTIO. Lle MOoXimBO peanmizy-
BaTH y KOMIIO3UILIHHUX MaTepianax. BapTicts aMmopdHuX

MAarHiTOM SIKUX CIUIaBiB ITOCTYIIOBO 3HHXKYEThCS. Tomy
JOLIIBHO PO3MJIAAATH MOJKIIMBICTE CTBOPEHHSI MaTepi-
aJly Ha OCHOBI Ji€NEKTPUYHOI MaTPHILi HaJHU3BKOI T0-
PIOYOCTI 3 HAITOBHIOBAYEM 13 IPIOHOTUCIIEPCHOTO aMOp-
¢HOTO crutaBy. 3a MEBHUX PEXUMIB TEpMi4HOT 0OpOOKH
TaKi CIUIABU CTAlOTh KPUXKHUMH, IO CIPOILYE MpoLec ix
monpiOHeHHA. He BUKIIOUA€THCS MOXIUBICTH YTBO-
PEHHS Y TaKuX CIUIaBiB KPHCTATIYHUX YaCTHHOK HaHO-
po3mipiB. Taki CTPYyKTypH BiZKpUBaIOTh MOXIIUBICTB pi-
3KOTO TiIBHIIEHHS KOe(DillieHTIB eKpaHyBaHHS EIEKTPO-
MarHiTHHUX TIOJIiB ITMPOKOTO YaCTOTHOTO Jiala3oHy.

BucHoBkH

1. TMoxasaHo, O AJI €KpaHyBaHHA 3MiHHHX Mar-
HITHHX IIOJIiB, IKi MOKHA BBA)KAaTH KBa3iCTaLliOHAPHUMHU,
JOLUTEHO BHKOPHCTOBYBAaTH CTaHOAPTHI MAarHiTOM sKi
ctami. JlocmipkeHO 3aJeXHICTh Koe(ilieHTIB eKpaHy-
BaHHS MarHiTHUX TOJIiB IIPOMHUCIIOBOi YaCTOTH BiJ iHAY-
KIIT €KpaHOBAHOTO I10JI1 HAHOLIBLI MOLIMPEHUX EJIEKT-
pOTeXHIYHMX cTaneil. BcraHoBIEHO HAasIBHICTh MaKCUMa-
JBHOTO 3HAueHHs1 Koe(illieHTa eKpaHyBaHHS 3a MEBHOI
IHAYKIT MarHiTHOTO moJis. Lle moB’si3aHe 3 JOCATHEHHIM
IHAYKIIT HaCHYeHHs. Bu3HaueHo, 110 IS I eneKT-
POMarHiTHOI Oe3neKy HaiOUTbII TPUUHATHUMY € CTaMI 3
BEJIMKNMHM TIOKa3HUKaMH MarHiTHUX BTpart. Lle mo3Boinse
BHKOPHCTOBYBATH HU3bKOCOPTHI €IEKTPOTEXHIYHI CTai
JUISL BUTOTOBJICHHS MarHiTHUX €KPaHiB.

2. TlokaszaHa NOIUJIBHICTE BUTOTOBJIEHHS IBOIIA-
POBUX €KPaHYIOUMX KOHCTPYKIIH Ul eKpaHyBaHHS Ma-
THITHHUX TIOJIB JIOKAJBHUX JKEPEI 3 BEIUKUMHU HaIlpy-
YKEHOCTSIMU MarHiTHUX noJiB. Taki KOHCTPYKIIT eeKTH-
BHiIII 3a 6araTromapoBi CTPYKTypH, BUTOTOBIIEHI 3 TOTO
K Matepially W MaloTh MEHIy Bary. 3a30p MiX JBOMa
HmapaMu KOHCTPYKIT JOLIJIBHO 3allOBHIOBATH 3BYKOIIO-
TJIMHAIBHUM MaTepiajoM, L0 3HIKYE IIYMHICTh eKpa-
HOBAHOTO MIPUCTPOIO.

3. HocimimkeHo 3aekHICTh Koe]ilieHTiB eKpaHy-
BaHHS MarHiTHOTO IOJI IPOMHCIIOBOI YaCTOTH BiJl iHAY-
KIIii eKpaHOBAHOTO MarHITHOTO IOJIST aMOP(HUX KOOAITb-
TOBUX CIIIaBiB. BcTaHOBIIEHO, IO Taka 3aJeKHICTh He-
MOHOTOHHA i Mae 4uiTkuii MakcumyM. Tepmiaaa 00poOka
amMop(HOTO CIIaBy y MOCTIHHOMY MarHiTHOMY IOJIi 3Ha-
YHO Mi/BUIIY€ KoedillieHTH eKpaHyBaHHs. BcTaHoBIeHO
aMILTITY/[HI 3aJIe)KHOCTI KOe(illiEHTIB eKpaHyBaHHS aMO-
PpOhHHUM CITABOM MarHiTHOTO TOJISi HU3bKOT YaCTOTH, SIKi
TaKoX HEMOHOTOHHi. [IJis OTpMMaHHS YHiBEpCAIbHOTO
ITIPOKOCMYTOBOTO €JIEKTPOMArHiTHOTO eKpaHa 00TpyH-
TOBaHO PO3POOJICHHS KOMITO3MLIIITHOTO Marepially 3 Ha-
MOBHIOBaYeM 13  JIpiOHOIUCIEPCHOTO  aMop(HOro
CILIaBy.
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Means of normalising the levels of magnetic fields of local sources
Nataliia Burdeina, Yaroslav Pidlisnyi

Abstract. The protective properties of soft magnetic metal alloys for shielding ultra-low frequency magnetic fields have
been investigated. The dependence of the shielding coefficients of industrial frequency magnetic fields by the most common elec-
trical steels on the induction of the shielded magnetic field has been established. It has been determined that this dependence is
non-monotonic. The presence of the maximum shielding coefficient is due to the achievement of the saturation induction of the
material. The values of the shielding coefficients depend on the specific losses in steel, which are reference values. It has been
shown that for the manufacture of shielding structures, it is advisable to use low-grade electrical steels, which are least suitable for
their main application — the manufacture of cores and magnetic conductors. A two-layer structure is proposed for shielding high-
intensity magnetic fields, for example, in built-in transformers. A two-layer structure made of electrical steel with a gap between
the layers has higher industrial frequency magnetic field shielding coefficients than several layers of the same steel. This reduces
the weight of the shielding structure and increases its efficiency. Filling the gap between the layers reduces equipment noise, which
is a regulatory parameter. The dependence of the magnetic field shielding coefficients of amorphous cobalt alloys on the induction
of an external magnetic field has been studied. This dependence is non-monotonic, which must be taken into account in the design
of shielding structures. Amorphous ferromagnetic alloys are also effective in shielding low-frequency magnetic fields. The ad-
vantages of such alloys are high magnetic permeability and low thickness. Thermomagnetic treatment of amorphous alloys signif-
icantly increases their protective properties. The feasibility of developing a composite material with a filler of finely dispersed
amorphous soft magnetic alloy is shown.

Keywords: magnetic shield, ultra-low frequency, amorphous soft magnetic alloy.
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JOCJIIPKEHHA EPEKTUBHOCTI TOHKHUX INYMO3AXNCHUX EKPAHIB
B YMOBAX OBMEXEHUX IMTPOCTOPIB

AnoTanis. JlocmikeHO MOXKIMBOCTI 3aCTOCYBAaHHS TOHKHX IIIYMO3aXHUCHUX €KPaHiB IJIsI 3HIDKEHHS aKyCTUYHOTO BIUIUBY
Ha IPAIIOI0YHX 1 HACEJIICHHS B YMOBaX 00OMEXEHHX MpocTopiB. Taki yMOBH NpHTaMaHHI OyAiBEeIbHOMY IIIyMy ITPU BUKOHAHHI
pobit cepen miinpHOI 3a0ynoBu. HaBeneHo HalOUTBII 3pyYHMI MaTeMaTHYHHIN amapaT AJIS IPOTHO3YBaHHS e()eKTUBHOCTL
aKyCTHYHOTO eKpaHa. BuMipsHi aMIUTITy THO-4aCTOTHI XapaKTepHCTHKHU 1HAEKCIB 3HIDKSHHS IIyMy Y 3aJISKHOCTI BiJ| ITOIII
aKyCTHYHOTO eKpaHa. BcTaHOBIEHO MPUIHHATHY 301KHICTD PO3paXyHKOBHUX 1 eKCIIEPUMEHTAIBHIX JaHUX. BcTaHOBIIEHO, 110
Yy HM3bKOYACTOTHIN YaCTHHI 3ByKOBOTO CIEKTpa e()eKTHBHICTh TOHKHX €KpaHiB HeoCcTaTHA. J{OCIiKEeHO BIUIUB OTBOPIB y
3aXHMCHIN KOHCTPYKIIi Ha 1HAEKCH 3HIKEHHS IIyMy. BCTaHOBJIEHO, 10 HA CEpe/iHIX Ta BUCOKHUX YAaCTOTAaX OTBOPH CTAIOTh
KPUTUYHUMH JUIS 3aXHUCTY Bif mrymy. IIpu npOMy Ha HM3BKHX 4acTOTaX BOHM IPAKTHYHO HE BIUIMBAIOTH HA €(hEeKTHBHICTH
eKpaHa. BUMIipsSHO iHIEKCH 3HIKEHHS IIyMY y OKTaBHUX CMYTaX 4acToT i iX 3MiHM 3 BiICTAHHIO BiJl eKpaHa JI0 MpuiiMaya
3ByKy. BcTaHoBIIEHO, 110 HA HU3BKHUX YacTOTaX PiBHI 3BYKY MOJXKYTh 3pOCTaTH ( BiJ’€MHI iHAEKCH) BHACTIJOK iHTep(epeH-
LIHHKUX SBHII. 3alpPOMOHOBAHO B YMOBaX 0OMEKEHHX MPOCTOPIB HA/IaBaTH €KpaHAM PE30HAHCHUX BIACTHUBOCTEH. 3a pe3o-
HAHCHY YaCTOTY JOLIJBHO 00paTH YaCTOTY 3BYKY 3 MAKCHMAIBHOK aMILTITy 100, J{J1s miBUIeHHS e)EeKTUBHOCTI €KpaHa B
o0JacTi cepeiHiX Ta BUCOKHMX YacTOT AOLLIFHE BUTOTOBJICHHS JBOIIAPOBHX MAHENIeH 1 3aITOBHEHHS IPOMDKKY MIXK IIapaMy

IIyMOTIOTJIMHAIBHUM HOPUCTHM MaTepiaioM.

KnaouoBi cioBa: OyniBeiabHUH IIyM, akyCTUUHHIN €KpaH, IHIEKC 3HWKSHHS IIyMy, OOMEXESHHH IPOCTIp.

Beryn

ToHKI ITyMO3aXHCHI €KPaHU € TPAAUIIITHIMH 3ac0-
06aMH 3HIKCHHS aKyCTHYHOTO BIUIMBY HA MPAIFOIOYHX 1
HacelleHHA. Taki KOHCTPYKIIi MaroTh pi3HY GopMy i ra-
OapuTHI PO3MIPH Yy 3aJICKHOCTI BiJl YMOB 3aCTOCYBaHHS.
Lle noBri ekpaHu y3J0BX TPAHCHOPTHHUX IOTOKIB, €K-
paHu, SKi OrOPOKYIOTh OKpeMi poboUi Miciis Ta 3ByKO-
130JII0FOY1 KOHCTPYKIi HAaBKOJO OOJaIHAHHS 3 BHCO-
KHAMH PiBHSIMH F€HEPOBAHOTO I1yMy. [lepeBaroro TOHKHX
LIYMO3aXHUCHUX €KPaHIB € BIJHOCHO HU3bKa BapTiCTh,
MPOCTOTa BUPOOJICHHS Ta 3PYYHICTh Y MOHTaxi. Tomy
MIOIIMPEHOIO0 TIPAKTHUKOIO € 3aCTOCYBAHHS MOOITBHUX 3a-
XHMCHHX €KpaHiB. AJie BUCOKA €pEKTUBHICTh TAKUX KOHC-
TPYKILIH 3a0e3medyeThCsl 32 YMOBH HAOJMMKEHOCTI €K-
paHa JI0 JKepell 3BYKY Ta I0CTaTHBO BEJIMKHX BiJICTaHEH
JI0 TIpUMadviB 3BYKYy. 3a 1HITUX YMOB €KpaHYIOUi KOHC-
TPYKIIi MOXYTh MaTH HHM3bKY edexkTuBHicTh. Hampu-
KJIaJ], TpY BUKOHAHHI OyIiBEJLHUX POOIT HAa TEPUTOPIi
KHUTIIOBOT 320y I0BM TOHKI IIyMO3aXHCHI €KpaHH MOXYTh
OyTu HeepeKTUBHUMHU. TOMY JOIITBHO BU3HAYUTH MEXKI
e()eKTUBHOCTI TOHKHX LIYMO3aXHUCHUX €KPaHIB y 3aJIeXK-
HOCTI Big iX po3MmipiB, BifIcTaHEH 1O 3aXHUIIEHOI 30HU
TOI10. JIONIJTbHO BUBHAYUTH MOXKIUBICTh 3MIHH 1HIACKCIB
3HIDKEHHSI IIyMY BHACJIZOK iHTep(EpEeHIIHHUX SIBUII
IIPY BiIOWTI 3BYKOBHX XBWJIb Ta AU(PAKIIiF Ha KPOMKaX
expana. Lle 1o3BosmTh 00paTH HAHOLIBII panioOHANBHY
¢dopMy 1 IIIoILy eKpaHa sK 3 (GYHKIIOHAIBHUX TaK 1 KO-
HOMIYHHUX MipKyBaHb.

CTtaH nuTanHga

PiBHI nrymy, 1110 BIUTHBAIOTH HA HACEIICHHS pPeriamMe-
HTYIOThCS HallIOHAJIbHUMU CaHiTapHUMHU HopMam¥ [ 1]. Lli
HOPMH JIOCTaTHBO JKOPCTKI 1 BIAMIOBINAIOTh 32 TPAHUYHO
JIOITyCTUMHMH 3HaUYeHHsIMU HOpMaTuBaM €Bpocorosy. Lle
BUMArae JIOCJIiKEHb 1 po3po0JIeHHS 3ac001B 3aXHCTY JIO-
JIeH BiJl BIUTUBY TEXHOTEHHOTO IIyMY, 30KpeMa Oy1iBeib-
Horo. Jlocmimkenns [2, 3] mpucBsideHi came Iiiit mpooiie-
MaTHIi. AJle BOHH CTOCYIOTBHCSI BIUTMBY Ha Jrojaed Oyi-

BeNbHOTO 1yMy. Pobota [4] po3srisimae Mojesi MOIIH-
PpeHHs Oy 1iBENILHOTO IIyMY, II[0 BAKOPHCTOBYETBCS Y IIPO-
SKTHHUX pillieHHsX. Takui miaxin npuidHATHUN 11 HOBOT
3a0y/I0BH, ajie BUKOHAHHS POOIT Ha TEPUTOPIi ICHYIOUOT
3a0yIOBH CTHKAETHCS 3 HU3KOIO MpobieM. ['ooBHOIO €
HEMOXJIMBICTh 3a0e3IeYeHHs HOPMAaTHBHUX 3HAYCHb
IIyMY iCHY0901 OyAiBeIbHOI TEXHIKH Y OTOUYIOUHX Oyi-
BISIX. MOHITOPHHT PIBHIB TAKOTO IIyMY CBIAYHTH IPO
HOro HEHOPMAaTHBHI 3HAYEHHS y TOOYTOBOMY CepeIOBHIII
[5]. Haii6inpm eeKTHBHIM 3ac000M 3HMKEHHSI aKyCTHY-
HOT'0 HAaBaHTA)KEHHSI Ha HACEJICHHSI € 3aCTOCYBaHHSI 3BYKO-
130JIFOFOUMX MaTepialiiB i KOHCTPYKIIiii [6, 7]. Aue, Bpaxo-
BYIOYM THMYacoBY MNOTpeOy y 3HIKEHHI PIBHIB HIyMy
KOHKPETHOT0 00 €KTy OyIiBHHIITBA, 3aCTOCYBAHHS TaKUX
3BYKOIOMIMHAIBHUX MaTepialliB € MpoOJieMaTHIHHM.
Hai#t0iibin mpocTUMK H €KOHOMIYHO BUTIAHUMH € TOHKI
aKyCTHYHI €KpaHH, SIKi IUPOKO BUKOPHUCTOBYIOTHCS Y BU-
POOHMYMX YMOBAX Ta JUIs 3HWKEHHS IIyMY TPaHCTIOPTHUH
MoTOKiB. EQeKTHBHICTh TAKMX €KpaHiB JOCIIIKEHO y PO-
6oti [8]. 3okpema, HagaHO MaTEeMATHYHHWI amapaT Ui
OLIIHKY e(PEeKTUBHOCTI aKyCTUIHUX eKpaHiB. HaBexeHi no-
CITI/DKCHHST CTOCYIOTHCSI JOCTATHBO BEJHMKHX BiJCTaHEH.
[Ipn mpoMy moOKa3aHO, IO BHACTINOK IH(paKmiiHUX
SBUIIl HA KPOMKAxX €KpaHiB Ta iHTepdepeHmii npsaMux Ta
BiIOMTHX XBWIb €PEKTUBHICTH EKPAHYIOUOi KOHCTPYKIIT
MOXX€ 3HWKYBATHCh 1O HE3aJ0BiUIbHUX 3HaYeHb. Haii-
61 e(heKTUBHUMH € TOTJIIMHAIOYI Ta PE30HAHCHI KOHC-
Tpykuii [9, 10]. BoHu H03BOJIAIOTE OTPUMATH BHCOKI 1HJIE-
KCH 3HIDKEHHS HU3bKOYAaCTOTHOTO 3BYKY Ta 1H(Pa3BYKY.
[porte, 111 KOHCTPYKIIii TOCTATHRO CKJIA/IHI 1 MalOTh BUCOKY
BapTICTh. iX HENOIIKOM € HEOOXITHICTh HANAIITYBAHHS HA
MIEBHI YaCTOTH Y 3aJIEKHOCTI BiJi aMILUTITYIHO YaCTOTHHX
XapaKTepHUCTHK IIIyM KOHKPETHHX JDkeper. ToMy JominbHO
JIOCTITUTH MEXi €(heKTUBHOCTI TOHKHX IITyMO3aXHCHHX €K-
paHiB B yMOBaXx, KOJIM Bi/ICTaHi BiJI JpKeped IIIyMy HEBEJIHKI,
a TUIOIIII 3aXMUCHUX KOHCTPYKIH OOMeXeHi.

Meta po60oTH — 1oCTiANTH €(PEKTUBHOCTI IITyMO3a-
XUCHHX €KpaHiB y 3aJIe)KHOCTI BiJl YMOB iX 3acTOCy-
BaHHS.
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BukiaaeHHs 0CHOBHOI'0 MaTepiaﬂy

HeoOximHicTh 3acTOCYBaHHS AJIS 3HIKCHHS PiBHIB
IIyMy y 0OMEXEHHX MPOCTOPax ad0 pO3MOBCIOIKEHHS —
HAOIIKEHOCT] 10 JKUTIIOBOI 3a0yI0BH 00yMOBIICHE HU-
3bKHUM 3TaCaHHsIM LIyMY Y TOBITpi. Y 3araibHOMY BHIIa-
JIKy 3HWKCHHS PiBHIB 3BYKOBOTO THCKY 3 BiICTAHHIO BHU-
3HAYAETHCS CIIBBIHOIICHHIM:

- i chepUIHHUX aKyCTHIHHUX XBUIIb

AL(r)=20lgr,
- JJIA I.II/IJIiH,I[pI/I‘IHI/IX AKyCTUYHUX XBWJIb:
AL(r)=10lgr.

IIpu mpoMy criocTepiraeTbCsi 3HayHa 3aJICKHICTH
3racaHHs BiJl YaCTOTU 3BYKOBOI XBUIII.

VY cepenHbOMY 3HA4YEHHS DIBHSI 3BYKOBOT'O THCKY
3HWXKY€EThCsl Ha 6 b 3a MoBOEHHS BiAcTaHi Ast chepu-
YHUX aKyCTHYHHMX XBWJIb Ta Ha 3 OB I HMITIHAPUIHUX
xBIIb. Lle 00ymoBiIeHe ehekTOM AMBEpreHIii 3ByKy. Y
pearsHIX YMOBax HaBiTh A Bigcranen 100-500 m Bix-
qyTHUH eeKT 3racaHHs Ma€ Micle Ui CKIIaJOBHX 3BYKY
2000 I'g 1 BHmIe.

To6T0, It OLTHII KOHKPETHUX PO3PaXYHKIB:

AL(f) = a(f)r,

Je o — KoeillieHT MOTJIMHAHHS 3BYKY Y TOBITPI,
f — wacToTa 3ByKOBOI XBUITI.

3araJlsHOBH3HAHOIO MPAKTUKOIO € BU3HAYCHHS 0. 32
METOJIMKOI0 MiXKHApOIHOT OpraHi3alii OUBiIbHOT aBiamii
(ICAO). V miit MeToauIi BpaxOBY€ETHCS 3aNEKHICTh KOe-
¢imienTa 3racaHHA BiJl BiTHOCHOI BOJIOTOCTI Ta TeMIepa-
TYpH TIOBITPSL.

A 11e He € CyTTeBUM i Oy/iBEeIbHUX MalTaHuyu-
KiB, JIe )KATJIOBA 3a0y/0Ba nepeOyBae Ha BIJHOCHO HEBeE-
JIMKIA BijfCcTaHi, 8 HU3bKOYACTOTHA CKJIaJ0Ba OYIiBEIb-
HOTO IIyMY iCTOTHA.

3a3Bruyail akyCTHUUHI €KpaHW MalOTh MPSIMOKYTHY
¢dopmy. s Takux KOHCTPYKIIHA 1HIEKCH 3HHKCHHS
IIyMy MOKHA BU3HAYHTH 31 CITiBBiTHOIICHHS:

4 N N
AL=-101g| 7+ Ky + > K, [+101g| 1+ > K., |,
i=1 n=1 n=1

Jie T — KoedillieHT 3BYKOIPOBIJIHOCTI MaTepially eKpaHa;
Koi — koeditienT audpakiuii i-toi kpomku ekpana; Kg, —
KoedilieHT BinOUTTA N-1 moBepxHi; N — KUIBKICTE BigOu-
BalOYNX MOBEPXOHb.

KoediieHT 3ByKonpoBiHOCTI OB’ s13aHUH 31 3BY-
Koi3oJswiero R criBBiHOIIEHHAM:!

r=10723%R,
Le#t mapameTp ans OUTBIIOCTI CTaHIAPTHUX MaTe-
piaJiiB € TOBIIKOBUM.
Koedinient nudpakiuii po3paxoByeThCS SK:
7i (10-3pa)h
fro(fi+li-1o)
Ie Fo — BIJICTaHb BiJ JDKepena 3BYKY JO TOYKH BH3HA-
YeHHS 3BYKY 3a €KpaHOM; i — BIJICTaHb BiI JpKepena
3BYKY JI0 BiAMOBIHOT KDOMKH eKpaHa;, li— BijcTans Bij

KPOMKH €KpaHa J10 TOUKU BU3HAYCHHSI 3BYKY 32 CKPaHOM;
o — Koeili€HT 3BYKOIIOIIMHAHHS MaTepialy eKpaHa, yo,

0i

¥i — XapaKTEpPHUCTHKHU CHPSIMOBAHOCTI JDKEpeIIa 3BYKY, sIKi
BU3HAYAIOTHCS 3HAUCHHSIM KyTa audpakuii; f — KyT mix
BekTopamu R Ta |.

[Mapamerp h BuU3HAa4aeTbCs pO3TALIYBAHHAM EK-
pana, h = 1 st BiicTaHi Bifi HOBEPXHi 10 HHXKHBOI KPO-
MKH eKpaHa Oipmoi 3a 1,5 M.

Jlns TodHOTO pO3paxyHKy IMPOTHO30BAHOI e(heKTH-
BHOCTI TOHKHX €KpaHiB MOYKHAa BUKOPHUCTATH CITiBBiJHO-
nIeHHs, HaBeaeHi y [8].

Byno npoBeneHo excrepuMeHTaNbHI TOCIHKECHHS
3aJIeKHOCT] e(PEeKTUBHOCTI aKyCTHYHOTO eKpaHa BijI HOTo
TUTONII Ta MOPIBHSHO PE3yJIbTAaTH 3 PO3PaXyHKOBHMHU Jla-
HUMHU. BunpoOyBaHHs 31iHCHIOBAINCS 32 CTaHJAPTHOIO
nponenyporo 3rigHo 1SO 140 y peBepOepartiiiniit kamepi.
PesynbraTu mociimkeHHs HaBeqeHO Ha puc. 1.
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Puc.1. 3aexHICTh iHAEKCIB 3HIKEHHS IIYMY
BiJI TJIOII TOHKOTO IITyMO3aXHCHOTO eKpaHa:
— — 12 M%, — — 6 M%,— — 3M?,

JlaMaHa KpHBa — EKCIIEPUMEHT, NpsMa — PO3paxyHoK

VYci ekpanu Maiu OpSMOKYTHY (OpPMY OJIHAKOBHX
HPOTIOPLIN JOBXUHH i MpHHU. SIK BUIHO 3 pHC. 1, ede-
KTHBHICTh €KpaHyBaHHsI 04iKyBaHO ITiJBUIIYEThCS 31 301-
JIBIICHHSIM TUIONI eKpaHa. B IiloMy ekcrliepruMeHTaIbHI
JaHi 30iraloTbesi 3 po3paxyHKOBHUMHU. Po36iHOCTI MoO-
JKHA TTOSICHUTH MTOXUOKOI0 BUMiPIOBAIBHO1 amapaTypu Ta
HEBPaxOBaHHMHU aKyCTUYHHMH eeKkTamu.

VY OaraThOX BHUNAAKax LIyMO3aXHCHI KOHCTPYKIiI
MaloThb TEXHOJIOTi4HiI ormopu. HaiOunpir e crocyerscs
BUpPOOIB MOJBIMHOrO NMpPHU3HAYEHHS — MapKaHiB, Oropo-
JUKYBaJIbHUX KOHCTPYKLi Tomo. byno nocmimxeno ede-
KTHBHICTh TOHKO{ 3aXHUCHOI KOHCTPYKIIii CYIUTEHOT CTPY-
KTypH Ta KiJbKOMa OTBOpamH (puc. 2).

Sk BUAHO 3 puC. 2, HASABHICTH OTBOPIB 3HIKYE ede-
KTUBHICTh 3axucTy. [Ipu 1[bOMY 1€ 3HMXKEHHS 3pOCTae 3
IiIBUIIEHHSM YacTOT 3BYKOBHX XBWJb. Y TNPAaKTUUHIH
poOOTi cIiji BpaxoBYBaTH, IO CYIIbHI TOHKI €KpaHU
MalOTh HU3bKY €()eKTUBHICTh y HU3BKOYACTOTHINA 00Jia-
CTi 3BYKOBOTO CIleKTpa. B Toif ke uac, sk mokasaHo y
[10], moxxHa po3paxoByBaTH apaMeTpH OTBOPIB, 5K 3a-
0e311eyuyIoTh MiABUIIEHHS 3BYKOIIOTJIMHAHHS HU3bKOYaC-
TOTHOI CKJIaJ0BO1 LIIyMYy.
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Puc. 2. 3anexHiCTh 1HAEKCIB 3HIKEHHS IIYMY 3aXHCHOIO
KOHCTPYKII€IO BiJl HAsIBHOCTI OTBOPIB:
— — 6e3 0TBOpY, — — 3 OTBOPOM

fTn

Sk 3a3Hauanocs, B yMoBax 0OMEXEHUX IPOCTOPIB
KPUTUYHOIO € BiJICTaHb BiJl IIyMO3aXMCHOTO €KpaHa JI0
npuiiMaya 3ByKy. ByJo BH3Hau€HO iHIEKCH 3HMKEHHS
LIyMYy Y OKTaBHHUX CMYTax 4acTOT y 3aJIe>KHOCTI Bij Bif-
cTaHi mpuiiMaya 10 TOHKOTO ekpaHa (Tabum. 1).

OTtpuMaHi JaHi CBiAYaTh, MO y HU3BKOYACTOTHIH
00J1acTi 3BYKOBOTO CIIEKTpa y 3aXHWIIEHii 30HI BinOyBa-
€TbCs miacwieHHs myMmy. Lle oOymoBnene iHTepdepeH-
LWIAHAMH SIBUIAMH, 110 MOYKE MAaTH HEraTUBHI HACIIIKH
s mopei. HaTypHi BEMiproBaHHS CBim4aTh, MIO JaHi
HaBesieH1 y Tabnuiii | He € XapakTepHUMH i He MOXXYTb
pO3TIIsIIATHCS SIK y3arajbHEHI. Y 3aJIe:KHOCTI Bij rada-
PUTHHX PO3MIpiB €KpaHa YaCTOTH MiJCUIICHHS 3BYKY a00
HOT0 3HIKEHHS 3MIHIOIOThCS. 3aralbHOI0 TEHACHIIIEIO €
30UIbIICHHS €)EKTUBHOCTI €KpaHa Ta 3HWKEHHS eeKTy
iIBUIIEHHS IIyMy y MEBHHUX cMmyrax. HaiiGinbire 3Ha-
YeHHsI 111 IPOSIBY iHTepdepeHLlii MaroTh IMIIEJaHCHI Xa-
PaKTepUCTHKH BiIOMBAIBHUX OBEPXOHb. 3a CTAIUX PO-
3MipiB €KpaHiB, BUTOTOBJICHUX 3 OJHOTO MaTepiany Ha
PI3HUX MiICTHIIAIOYHX ITOBEPXHAX €(EKT BiIOUTTS CKIIa-
nae 5—7 nb y Hu3pKk0o4acToTHIH 001acti. TobTo, ipu BU-
3HAYCHI PO3MIpiB i MO3MUIIFOBAaHHSA 3aXHCHOI KOHCTPYK-
1ii HeoOXiJHO BpaxyBaTW HasBHICTH 1 MOKa3HUKH YCIX
BiZIOMBAIOYHX TOBEPXOHb.

Tabnuysa 1 — 3ajae:kHicTh iHIeKCY 3HIKEHHS IIYMY Bil BiAcTaHi 10 TOHKOT0 eKpaHa

AL, nb
I, m
31 63 125 250 500 1000 2000 4000

10 10 5 -8 -5 0 10 8 8
20 8 0 -7 -5 2 8 10 12
30 0 0 -7 -2 5 8 10 12
40 0 -2 -8 -2 4 7 5 10
50 -2 -4 -15 0 2 6 5 8
60 -2 -5 -15 -2 2 4 5 7

VY npakTH4HIA POOOTI MPOEKTYBAaHHS EKPaHIB ITiJl
KOHKpETHHUI OyHiBeIbHUN MaiiaHYWK HeInouiipHO. Lle
TIOSICHIOETHCS] TUM, 110 BIZTHOBIIIOBAJIbHI pOOOTH Ta PEKO-
HCTPYKIIisl YITKOKSHUX OYAiBeIh THMUYACOBi. ToMy [is
JTAHOTO BUIY AisUTHHOCTI IOIIIEHO CTBOPUTH O1TBII-MEIT
YHIBEpCaJIbHUH 3aXUCHUI €KpaH NMPUIHATHOT eeKTHB-
HOCTI y HU3bKOYACTOTHi# 00J1acTi 3ByKOBOTO CIIEKTpa Ta
BHCOKOi €(peKTHBHOCTI ISl CEPEeIHIX 1 BUCOKHX JacTOT.

BigomMo, mo HHM3HKOYACTOTHHUH IIYM € 3HAYHOIO
CKJIaJIOBOIO Oy[iBeNBbHOTO myMy. ToMy U1 OTpUMaHHA
NPUIHATHUX €KBIBAJCHTHHUX 3HAYEHb 3HW)KEHHS IIYMY
OyAiBeTbHOI TEXHIKH 3aXUCHI KOHCTPYKIIil HOBUHHI OyTH
KOMOIHOBaHHMH.

VYci 3axKCHI €KpaHu MalOTh KiHLIEBI pO3MipH, TOMY
YHUKHYTH AMQPaKLifHUX SBUI] HA KPOMKAaX EKpaHiB
MIPaKTHYHO HEMOXUINBO. HeoOxitHO MakCHMalIbHO 3HU-
3UTH IIPOXOJDKEHHS 3BYKY Kpi3b Marepian eKpaHa, y
TOMY YHCII i 32 paXyHOK pe30HaHCHUX sBHI. Haiibinbim
partioHaIbHUM € OOUpaHHS MacorabapuTHUX MTapaMeTpiB
eKpaHiB i3 3a0e31meueHHsIM MaKCUMaIbHOT'O MTOTIIMHAHHS
3BYKY YacCTOTH MaKCHUMaJIbHO1 amIutiTynu. Ilpu msomy

OJIMH 3 OOKIB KOHCTPYKIIiT 200 MPOMIXOK MiXk JBOMA I10-
BEPXHIMH JIOLIJIBHO 3aII0BHIOBATH IIIYMOIIOTIMHAIBHUM
MarepiajaoM, HapHuKiIaa, 6a3albTOBUMH BOJIOKHaMU. Lle
3a0e31e4YNTh IPUUHATHI iHICKCH 3HIDKCHHS IIYyMY Y HHU-
3bKOYACTOTHiI1 00J1aCTi 3ByKOBOT'O CIIEKTpa.

BucHoBku

1. BusHaueHO HaOINBII NPUHHATHUHN y TPaKTH-
YHIH JiSUIBHOCTI MaTeMaTHYHHUN anapatT JUIst IPOTHO3Y-
BaHH 3aXMCHUX BJIACTUBOCTEH TOHKNX aKyCTHYHHX €K-
paniB. BcraHoBieHO NpUiHATHY 301KHICTH pO3paxyH-
KOBUX JIaHHX 3 eKcriepuMeHTOM. OTpHMaHO 3aJIe)KHOCTI
IHACKCIB 3HW)KCHHS IIyMY BiJ IUIOIII aKyCTHYHOTO CK-
paHa.

2. IlpoBeneHO MOPIBHSHHS I1HIEKCIB 3HMKCHHS
LIYMY CYLiJIbHUM €KPaHOM Ta €KPaHOM 3 OTBOpaMH.
BcTanoBieHo, M0 Ha CepelHIX Ta BUCOKHX YacTOTax
HasBHICTh OTBOPIB CYTTEBO 3HIKYE €(EKTHUBHICTH 3a-
XUCHOTO eKkpaHa. [Ipu oMy eQeKTUBHICTh 3aXUCTy Y
HHU3BKOYACTOTHIN 00JacTi 3ByKOBOTO CIIEKTpa HE3a10-
BUJIHA.
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3. Tloka3aHo, 110 HA HU3bKUX YaCTOTAaX TOHKUH €K-  YHUKHEHHS TaKOro e(eKTy AOLIJIBHO IPOEKTYBATH 3aXHU-
paH MOXe MiZCHIIOBAaTH LIyM BHACHIIAOK iHTepdepeHuii-  CHI KOHCTPYKILIi, HaJlalITOBaHI HA PE30HAHCHY YacToOTy,
HUX SBUII (Bi’€MHI IHAEKCH 3HIDKEHHS wmymy). s sIKOIO € yacToTa 3BYKY HaMOUIBIIOT aMILTITYIH.
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Research on the effectiveness
of thin noise barriers in confined spaces

Valentyn Glyva, Mykhailo Kashlev

Abstract. The possibilities of using thin noise barriers to reduce acoustic impact on workers and the population in confined
spaces have been investigated. Such conditions are typical for construction noise when working in densely built-up areas. The most
convenient mathematical apparatus for predicting the effectiveness of an acoustic screen is presented. The measured amplitude-
frequency characteristics of noise reduction indices depending on the area of the acoustic screen are given. An acceptable conver-
gence of calculated and experimental data has been established. It has been established that thin screens are insufficiently effective
in the low-frequency part of the sound spectrum. The influence of openings in the protective structure on noise reduction indices
has been investigated. It has been established that at medium and high frequencies, openings become critical for noise protection.
At the same time, at low frequencies, they have practically no effect on the effectiveness of the screen. Noise reduction indices in
octave frequency bands and their changes with distance from the screen to the sound receiver were measured. It was found that at
low frequencies, sound levels can increase (negative indices) due to interference phenomena. It is proposed to give screens resonant
properties in confined spaces. It is advisable to choose the sound frequency with the maximum amplitude as the resonant frequency.
To increase the effectiveness of the screen in the mid and high frequency ranges, it is advisable to manufacture two-layer panels
and fill the gap between the layers with noise-absorbing porous material.

Keywords: construction noise, acoustic screen, noise reduction index, limited space.
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OIITUMIBALIA PO3PAXYHKOBOI'O AITAPATY
JJISA TIPOEKTYBAHHSA ITIOPUCTUX 3BYKOIIOIVIMHAIOYUX MATEPIAJIIB

AHoTanis. ['0JOBHIM HEIOJNIKOM iICHYIOUHX MOZEIel MOMIMPEHHs 3BYKY KPi3b 3BYKONOITIMHAIBHI OPHUCTI MaTepiai €
CKJIaJHICTh iX MPAKTUYHOTO 3aCTOCYBaHHA. Y Ci pO3paxyHKU HaBeleHi B YABHIHM GopMi, 1m0 3011bL1y€e 00CATH 00YHCIEeHD i
YCKJIJHIOE TPOLEC aBTOMATH3ALIl MPOEKTYBAHHS 3BYKOMOIJIMHAIBHIX MaTepianiB motpioHoi edexruBHOCTI. Tomy mori-
JIBHO TIEPEBECTH yCi PO3PAXYHKH y JIHCHY (OpMy, 1110 CIIPOCTUTH IPOLIEC ABTOMATH3ALlIT IPOEKTYBAHHS 3BYKOIIOTTTMHAIBHUX
MarepialiB 1 KOHCTpYKIiH. [TokazaHo, 110 BUKOPUCTAHHS eMIIIPHYHUX Ta HaIlliBGEHOMEHOJIOTIYHHX MoJesel uIs mornepe-
HBOTO OIIHIOBaHHS 3BYKONOIIMHAIEHHUX BJIACTHBOCTEH IOPUCTHX MaTepialiB yTpyIHEHO depe3 IXHIO 3aJeXKHICTh Bl YHC-
JICHHHX TIapaMeTpiB, sSIKi HEMOJKJIMBO BUMIPSTH Oe310cepeJHEO0. 3alpOIIOHOBAHO ONTHMI3AIII0 PO3PaxyHKOBOTO aapaTy Ha
ocHoBI Mozieni [xoncona-1llammy-Amnapaa-Jladapxa (JCAL). I[Tokazano, mo moxens JCAL mosxe OyTH 3BezieHa 10 IBOX
HEaKyCTHYHHX MapaMeTPiB — IIOPUCTOCTI 1 OTIOPY MOBITPSIHOMY HOTOKY, SIKi TOCTaTHBO TOYHO BH3HAYAIOTHCS CKCIICPUMEH-
TaJbHO, IIPY BPaxyBaHHI IX KOPENALil 3 YOTHpMa MapaMeTpaMy, 1o 3anummiucs. [lopucTicTs MarTepialy JIerko BU3Ha4a-
€ThCSL 3BKYBAHHAM TECTOBHX 3pa3KiB, a OMIp MOBITPSHOMY MOTOKY MOKHA BUMIPATH y iMITeIaHCHIH TpyOi cTaHmapTHOI
KOHCTPYKIIi a00 Ha 7a00paTOpHil yCTAaHOBII I BU3HAYCHHS ONOPY MPOLYBAaHHS MOTOKOM IIOBITPS 3 BUKOPUCTAHHSM BU-
TpaTH MOBITPS Ta JaBada THCKY. 3MEHIIICHHS KIIBKOCTI apaMeTpiB MOJIENI J03BOJISIE IPUCKOPUTH HPOTHO3YBAaHHS 3BYKO-
MIOTJIMHAIOYHX XapaKTEPUCTUK Ta POOJIATH MOZIENb 3aCTOCOBHIIIIOO 10 CTPATETiH ONTHUMI3aIlil Ta aBTOMaTH30BAaHOTO TIPOEK-
TyBaHHSI 3aXMCHHUX IOPUCTHX MatepiaiiB. CTBOPEHHs NPHKIATHOTO IPOTPAMHOT0 3a0e3NeYeHH s Ul aBTOMAaTH3aLlil TPO€EK-
TYBaHHS 3BYKOI30JIAIIIT 3 BEJIMKOIO IBUAKICTIO OOYMCIICHD JO3BOIUTh ONTUMI3yBaTH OOUPaHHs MOTPIOHUX MapaMeTpiB Ma-
TepiajiB METOJIOM IepeOopy BapiaHTiB. 3alpONOHOBAHI 3MiHU 3HAYHO 3HIDKYIOTh OOUHCITIOBAIIBHY CKIIIHICTh, i IBUIIYFOUH

MIPUATHICTH PO3PaXyHKOBOTO amapary Il A0JAATKIB PealbHOro Jacy Ta BEIMKOMACIITaOHOTO MOEIIOBAHHS.

KnaouoBi c1oBa: mornmmHaHHA 3BYKY, IIOPUCTI MaTepiain, akyCTHYHI MOJIEN, pO3paxyHKOBHIT amapart.

Beryn

YV BiINOBIAHOCTI IO MXKHAPOTHHUX Ta HALlIOHATBHIX
CTaHAAPTIB 1 CaHiTApHUX HOPM PiBHI IIyMy 3BYKOBOTO Jli-
arna3oHy JKOPCTKO periaaMeHTyeThes [1]. YV cydacHux ymo-
Bax 3a/iaya 3HIDKCHHS PIiBHSA 3BYKOBOTO HABAaHTaKCHHS
BcepenuHi Oy/iBesb Ta Ciopy/ HabyBae 0COOIMBOI aKTy-
anbHOCTI. OJTHKM 13 IUISIXIB 11 BUPIILIEHHS € BUKOPUCTAHHS
MOPHUCTHX 3BYKOMOTIMHAKYHX MaTepiatis. [Ipoiiec mpoek-
TYBaHHsI TAKUX MaTepialiiB MOXe OyTH CyTTEBO CIIPOILEHHUIA
3a PaXyHOK TOTEPEAHbOrO OLHIOBAHHS 1X MOTIMHAIBHHUX
BIIACTHBOCTEHN PO3PaXyHKOBUMH METOJAMH. 3a3BUYAll BU-
KOPHCTOBYBaHI JJIsI WX LIUICH eMITipUYHI Ta HariBpeHOMe-
HOJIOTIYHI MOJIETIi HENMPAKTUYHI Yepes3 TXHIO 3aIeKHICTb BiJl
YHCIICHHUX MTAPaMETPiB, SKi HEMOXKIMBO BUMIpATH Oe31o-
cepeHb0. ToMy JOIIIEHIM € BJOCKOHAJICHHS MaTeMaTH-
YHOT'O arapary IJIsl pO3paxyHKOBOTO IIPOEKTYBaHHSI TOPH-
CTHX 3BYKOIIOTJIMHAIOYHX MaTepiaiBs.

Orusp itepatypHux pkepest. HamisheHomenoso-
TiYHI aKyCTHUYHI MO ITIsl TIOPUCTHX MaTepialiB po3po-
onstmncs 3 cepeawnan 20 cToMITTI. BOHM MOETHYIOTH eMITi-
PHUYHI 1aHi 3 TEOPETUIHIMHU OCHOBaMH IS OITHCY B32€EMO-
nii 3ByKy 3 Marepianom. L{i Mozaerni BUKOpHUCTOBYIOTh Ha-
6ip 13 YOTHPHOX-BOCBMH HEAKYCTHYHHUX HapaMeTpiB I
arpokcumaltlii koeginieHTa NorMHaHHA 3BYKYy [2, 3]. Ce-
pen HamiBEHOMEHOJIOTIYHUX MOJAEICH BHIUISETHCS MO-
nenb  Jxoncona-lllammy-Amnnapna-Jladgapxa (JCAL)
BHACIIIJIOK ii HaIITHOCTI Ta TOYHOCTI B OIKCI MOIIHPEHHS
3BYKY B IOPUCTHUX CEPEJOBHINAX Y IIMPOKOMY Jliara3oHi
gactoT [4]. OcHoBHe oOMexeHHs Mojerni JCAL nomnsirae B
TPYAHOIIAX, TOB'SI3aHUX 3 TOYHUM BHMIPOM Ta OI[iHKOIO
HEaKyCTHYHHUX I1apaMeTpiB, BiJ SKUX BOHA 3aJIEXKHTH,
OCKUTBKH JIMIIE IEsKi 3 IIUX TTapaMeTpiB MiaaatoThes 0e3-
rocepeHLOMY BUMIpy [S]. i mporHO3yBaHHS aKyCTHY-
HUX BJACTUBOCTEH TMOPHUCTHX MaTepialiiB TPOCTilIe

BHUKOPUCTOBYBAaTH €MIIipU4HI MOJIEI, Taki sk Mozeni Jle-
naHi-be3ni Ta iHII, OCKUIBKY ISl HUX MOTPIOHUH JUIIe
OJIMH HEaKyCTHYHHUI MapameTp — OIip MOBITPSHOMY MO-
TOKy [6, 7]. IIpoTe TOYHICTH IPOTHO3YBAHHS EMITIPHUHIX
Mojesel HectabubHa. 11 HeCTaOLIBHICTh BUHHUKAE Yepe3
Te, 10 IIi MOJIENTi IPYHTYIOTHCS HAa METO/IaX perpecii 3 BH-
KOPHCTAaHHSM BEJMKHX MACHBIB eKCIICPHMEHTAIBHUX Jia-
HUX JJIs1 KOHKPETHUX MaTepiaiiB. Takum unHOM, HamiB(de-
HOMEHOJIOTIYHI Ta eMITIpUYHI MOJIeIi He € MPaKTHIHIMHU
PpiLICHHSMHY JUIS OLIIHKH aKyCTUYHHUX BJIACTHBOCTEH HOPH-
cTux MaTepiaiiB. OTxe, TOMUIEHIM € BIOCKOHAJICHHS X
MoJiernielt T TIOI0JIaHHS 3a3Ha4eHIX 0OMEKEeHb.

MeTor0 noCTiIzKeHHSI € TPOBEICHHS ONTHMI3ail
PO3paxyHKOBOTO anapaTy JUisi IPOeKTyBaHHs HOPUCTUX
3BYKOIIOTJIMHAIOYNX MaTepialis.

BuknagenHsi 0CHOBHOT0 MaTepiajy

JIs OIHKM 3BYKOIIOTJIMHAIOYMX XapaKTEPUCTHK
MTOPUCTHX MaTepialiB, sk 0a30BYy, OyI€MO BUKOPHCTOBY-
Batu mojnenb JCAL. KoedimieHT morivHaHHS 3BYKY o
BH3HAYAETHCS BUPA3OM:

@ =1-|R =1-|(Z; - poco)/(Zs + o)

ne R —xoedimieHT BiTOUTTSA 3BYKY; po — TYCTHHA ITOBITPS;
Co — IIBUJIKICTH 3BYKY B HOBITDI;
MTOBEPXHEBUI aKyCTHYHHUN iMIIEIaHC:

Zg = Z coth(kl); 2

XapaKTEepUCTUYHUH IMIIEIaHC:

Zs =\ p(@)K() ; ®)

KOMINJICKCHE XBHJIBOBC YHCJIO:

k = wp(®)] K(o), (4)
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ae | — ToBuMHa mOpHUCTOro MIapy;  — HUKJIiYHA YaCTOTA
3ByKOBOI XBHJI; P(®) — KoMmIutekcHa ryctuna; K(w) —
KOMIUICKCHUH TUHAMIYHHNA MOTyTh 00’ €MHOI TPy KHOCTI

ITOPUCTOTO MaTepiaiy.
Bignosiguo mxo moxeni JCAL:

2 2
plo)= 222 1_i 1AK% | g

¢ Koo nA%$?

Py /
K(@) = e ©
re 2
=i P %o ,szpzo‘”
kopoPr nA ‘e

Sk BumHO 13 (5), (6) maHi BENMYMHM 3aJIeKATh BiJ
IICCTH HEAKyCTHYHHX MapaMeTpiB, a caMe — BiJKPHUTO] 110-
PHCTOCTI ¢, BECOKOYACTOTHOI MEXi 3BHBHCTOCTI (g ,

B’s3KiCHOI A Ta TemmoBoi A XapaKTepHCTHYHHUX JIOB-
KHH Ta B’s13KicHOT Kg =77/0 , 0B 13aHOi 3 OIOPOM 110~

BITpSHOMY TIOTOKY O , i TemoBoi Ky mpoHHKHOCTEH.

[HIIT XapaKTePUCTUKH TOBITPSL, 10 BXOAATH B (5), (6), —
1 (TMHAMIYHA B’s3KicTh), y (TIOCTiiiHa anmiabatn), Po (at-
MocdepHuii Tuck) , Py (aucno [panaris) — TabnnaHi Be-
JMYMHH, | — ysiBHA onuHULA, OCHOBHE OOMEKEHHS MO-
JIeTTi TTOJIATae Y BU3HAYCHHI X TapaMeTPiB, JIHIIIE AesKi
3 SKAX MOXKHa BUMIpATH Oe3mocepennbo. Kpim Toro,
KOMIUICKCHUH BHIJIA CITiBBITHOIICHb YCKIJIATHIOE iX
MPaKTHYHE BUKOPUCTAHHS.

[TigBUIIICHHS PAKTUYHOCTI MOJICII 3a 30E€PEIKCHHS
TOYHOCTI MOXKE€ OYTH JOCSTHYTO NPH BpaxyBaHHI Kope-
JSILT MOPUCTOCTI 1 ONOPY HOBITPSIHOMY TIOTOKY, SIKi BHU-
3HAYAIOTHCS CKCIICPUMEHTAIBHO 3 MiHIMAIBHOI MOXHO-
KOI0, 3 YOTHPMAa HEaKyCTHYHHUMH MapaMeTpamMu, 110 3a-
umics. J{ns OWiHKA KPUTHYHUX MapaMeTpiB MOAETI
4yepe3 ¢ i O BUKOPHCTAEMO CITiBBigHOMICHHS [5]:

a, =1-11-Ing; A =2A;

A ’877(1—114”(/5); Ky = ¢ 10710 ()
o 1-¢

Toni Bupasu (5) i (6) € TakuMu:

ple) = a(l—i “12*;"“} (®)
K (@) - d ©
1- fA-imi+in) L’
e acfod-ng) ) e R g 1
¢ 20 ¢’ a
_ 2 -10
mo L2900, #2010 o)
#0o Pr 8m(1—¢)n(1-11-Ing)
IIpencraBumo (1) y BUTTIAII:
4tRe(Z,) a

|z +2tRe(zg) +12

ne t= poCq; Re(Zg) — nilicua yactuna Z .

OCKUTbKH aHATITHIHUH BUpa3 I o , SIKAH MOKHA
orpumary i3 (11) 3 Buxopucranuam (2) — (10), Bkpaii
TPOMI3JIKHH, 3alUIIeMO KiHLEBY (GOpMyITy Yepe3 IpoMi-
JKHI BETMYMHU. BBeeMo 1o3HaueHHS:

P=+1+ib; Q=+1+in.

Just nivicHoi 1 ysBHOT (Im) wactun P 1 Q maemo:

2 2
2 2
Re(@) = 0 i) = | 1ay

B Im(P), . Re(P)
/J(w)—a((1+—2b ) =

d@+m(Im(Q) —iRe(Q)))
1- f +m(Im(Q)—iRe(Q))

(12)

)i (15)

Tomi

K(w) =

(16)

Haui, oounciroemo +/ p(0)K(®) , % 1, BUKO-
1)
PHUCTOBYEMO CITIBBIHOIIICHHS:

sinh(2x) —isin(2y)

coth(x +1y) = cosh(2x) —cos(2y) (17
PozpaxoByemo:
coth (a)l p(@)/K(®)). (18)

[Ticnsa 3HaxomkeHHs Zg 3a (2) — (4), Buninsemo
Re(Zg) i 06‘II/ICJ'IIO€MO|Z|2 = (Re(Z))2 +(Im(Z))2 , AKi

HEOOXiHI JJIs1 pO3PaxyHKY « .
[ToBHa MOCITiJOBHA ITiICTAHOBKA BCiX OPMYII IPH-
3BOJIUTH /10 6araTOKOMIIOHEHTHUX BHpasis st Re(Zy)

1 |Zs| 4yepe3 BKJIaACH] paJuKaiu, rinepoosiuHi GyHKIil

Ta orepaiii 3 KOMITICKCHUMH YuciaMu. Ha mpakTuii st
AQHATITUYHUX OOYHCIICHb JOLUUIBHUM € BHKOPUCTaHHS
MaTeMaTHYHMX MakeTiB, Hampukiang, Matlab, Mathe-
matica a6o Maple. Jlnst urcenbHIX PO3PaxXyHKIiB OMTH-
MalbHUM € BHKOpucTaHHs Python 3 6ibriorekamu
NumPy i SCiPy st poOOTH 3 KOMIUIEKCHUMH YHCIIAMU 1
rinepOoNiYHIMH QYHKIISIMA.

[MocninoBHICTH 00YHCIICHB:

1. PozpaxoBytots P 1 Q.

2. 3uaxomars p(w), K(w).
3. O6uncmonTts Z .

4. 3HaxomATh O .

Lle 103BOMUTB TOCTATHHO MIBUAKO OTPUMATH IIIyKa-
HUH pe3ynabTaT i 00paTé HaOLIBII CIPUHHSTIIMBE CIIiB-
BiJTHOILICHHS BUX1THUX JAHUX JUISI IPOEKTYBaHHS 3BYKO-
MTOTJIMHABHOTO MaTepiany moTpibHoi e eKTHBHOCTI.

BucnoBxku

1. Henonikom moxeni [[xoncona-lllammy-Ammna-
pna-Jladapxa (JCAL) € 3anexHicTs koedilieHTa 3ByKO-
MOTJIMHAHHA Bijl IIECTH HEAKyCTHYHMX NapaMeTpiB, sKi
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HE MOXYThb OyTH BH3HA4YeHi y J1abOpaTOpHHX YMOBax
NPSIMUMHU BUMIPIOBaHHIMH, 1[0 YCKJIAIHIOE i1 TpaKkTHYHE
3aCTOCYBaHHS.

2. Po3pobnenuil po3paxyHKOBHH amapar OLIHIO-
BaHHS 3BYKOIOTJIMHAJIBHUX BJIaCTUBOCTEH OPUCTUX Ma-
TepianiB Ha ocHOBI Mozeni JCAL 3BomuTh po3paxyHKH
JI0 TBOX MApaMeTPiB — MOPUCTOCTI i OMIOPY IMOBITPSHOMY
MOTOKY, SKi MOXXHa BHMIPSTH JOCTaTHBO TOYHO i3

BpaxyBaHHAM IX KOpeJslii 3 4oTUpMa HeaKyCTHYHUMHU
rapamMeTpamH, siKi 3aJIMIIAI0ThCS.

3. 3MeHIIeHHs KiJbKOCTI IapaMeTpiB MOJEdi, 1110
BU3HAYAIOTHCSl E€KCIIEPUMEHTANILHO, JI03BOJISIE TPHCKO-
PUTH NPOTHO3YBaHHS 3BYKOIOTJIMHAIOYHMX XapaKTepHC-
THK Ta pOOJSATH MOZIETH 3aCTOCOBHIIIOIO IO CTpaTerii
OIITUMI3aIlil Ta aBTOMaTH30BAaHOTO MPOSKTYBAHHS 3aXU-
CHHX MaTepiaiB.
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Optimization of the calculation apparatus for designing porous sound-absorbing materials
Grygorii Krasnianskyi, Yana Biruk

Abstract. The main drawback of existing models of sound propagation through sound-absorbing porous materials is the
complexity of their practical application. All calculations are presented in an imaginary form, which increases the volume of cal-
culations and complicates the process of automating the design of sound-absorbing materials of the required efficiency. Therefore,
it is advisable to convert all calculations into a real form, which will simplify the process of automating the design of sound-
absorbing materials and structures. It has been shown that the use of empirical and semi-phenomenological models for preliminary
assessment of the sound-absorbing properties of porous materials is difficult due to their dependence on numerous parameters that
cannot be measured directly. It is proposed to optimise the calculation apparatus based on the Johnson-Champ-Allard-LaFarge
(JCAL) model. It is shown that the JCAL model can be reduced to two non-acoustic parameters — porosity and airflow resistance,
which can be determined quite accurately experimentally, taking into account their correlation with the four remaining parameters.
The porosity of the material is easily determined by weighing test samples, and the air flow resistance can be measured in a standard
impedance tube or on a laboratory setup for determining air flow resistance using air flow and a pressure sensor. Reducing the
number of model parameters speeds up the prediction of sound absorption characteristics and makes the model more applicable to
optimisation strategies and automated design of protective porous materials. The creation of application software for the automation
of sound insulation design with high calculation speed will allow the optimisation of the selection of the required material param-
eters by trial and error. The proposed changes significantly reduce the computational complexity, increasing the suitability of the
calculation apparatus for real-time applications and large-scale modelling.

Keywords: sound absorption, porous materials, acoustic models, calculation apparatus.
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3ACAJIN PO3POBJIEHHSA EJIEKTPOMATHITHUX EKPAHIB
3 MAJIUMHU MACOT'ABAPUTHUMMU ITAPAMETPAMMU

AHnoTauis. [IpoaHanizoBaHO MOKJIMBOCTI pO3pOOJICHHS MaTepialy Manoi TOBLIMHY [T eKpaHYBaHHS €JIEKTPOMAarHIiTHUX
BUIIPOMIHIOBaHb YJIETPABUCOKUX 1 BHIIMX 4acToT. [Toka3aHo, 0 OKPHUTTS 3aBTOBIIKK MEHIIOI 32 YBEPTh JOBXKHHU I1a/1a-
10901 enekrpoMarHitHOI xBriti — 400-500 MkM He 3a0e31edyoTh ManX KoedillieHTiB BiZOUTTS IpH HAHECEHH] Ha METAJIEBY
MIOBEpXHIO. 3HIDKEHHS KoedimieHTiB Binourts mo 0,7-0,6 BinOyBaeThCS BHIAAKOBMM YMHOM Ha pi3HHX dactoTax. Lle
TIOB’s[3aHE 3 PE30HAHCHUMHU SBUINAMH Y TTOKPHUTTI. YacTOTHA cMyra MiHIMaJIbHOTO BiIOWTTS By3bKa i HE Ma€ IPAKTUIHOTO
3HaueHHs. [lokazaHo, o 3a0e3neunTy MPUIHATHUI OaJaHC MAarHiTHUX Ta eIeKTPO(i3UYHHUX BIACTHBOCTEH TOHKOTO MOK-
PUTTA Ui MiHIMIZanii KoedimieHTiB BigOUTT ckiaanHo. Lle 00yMOBIEHO 3aleKHICTIO MMOKA3HUKIB KiHIIEBOTO MPOAYKTY HE
TiJIBKH BiJl MArHITHUX Ta Ji€JIEKTPUYHUX BIACTHBOCTEH KOMIIOHEHTIB Ta iX KOHIIEHTpamil, a i Big MOpQoIIorii 4aCTHHOK, iX
po3moaiTy y TiJli MaTpuUIi, pexXxuMy mosimMepu3amii. KpiM Toro MarHiTHi i enekTpodi3iuyHi BIaCTHBOCTI MaIOTh aMILIITY IHO-
YaCcTOTHY 3aJIeKHICTh. OOIPYHTOBAHO, IO A 3a0€3MECUCHHS MATUX KOS(IIi€HTIB BIAOUTTS €JICKTPOMArHITHIX XBIIIb I BH-
COKOTO ITOTJIMHAHHS eJIEKTPOMAarHiTHOI eHepril JOLiIBHO 3aCTOCOBYBaTH OararomrapoBy cTpykTypy. lllapu moBuHHI MaTn
Ppi3Hi MarHiTHI # exekTpodiznyHi BractiBocTi. [Ipy 11boMy HaliMEHIII KOHIIEHTpaLlil HaIlIOBHIOBAa4a — Y BepXHboMY miapi. Lli
KOHIIEHTpaNil IIOBUHHI MaTH 3HAYSHHs HA MEXKI MEPKOJIALIIHOTO e(eKTy — pi3KOTo MiJABUIEHHS eJIEKTPOIPOBITHOCTI KOM-
no3umii. 111 KoHIeHTpalii MOKHa OI[IHOYHO BU3HAYUTH i3 3aCTOCYBaHHIM TEOPil MPOTIKaHHS CICKTPOIUHAMIKN CYLUTBHUX
cepemoBHI. 3a MOKIMBOCTI MK [IapaMu AOIIIBHO Tepea0aunuTH TiCICKTPUYHHINA MpoImapoK. HasBHICTE TpaHUIb pO3ILITY

MiABUIIYE 3arajbHy e()EeKTHBHICTD 3aXHCHOTO MIOKPUTTS.

Kno4oBi c1oBa: enekrpoMarHiTHe BUIPOMIHIOBaHHS, €JIEKTPOMArHiTHHN eKpaH, KOe]illieHT BITOUTTS.

Beryn

3HIDKEHHS PIBHIB E€JIIEKTPOMATHITHUX BHIIPOMiHIO-
BaHb BiJIIOBITHIMH MaTepiajaMy 1 KOHCTPYKIsSIMHU TOC-
TYIIOBO CTa€ 6araToBeKTOPHOIO 3a1auero. Lle ooymoBiene
SIK 3arajIbHUM ITiJIBUICHHSM €JIEKTPOMarHiTHOro Gony, y
HaBKOJIMIITHEOMY CEPEIIOBHII, TaK i HACHUYCHICTIO MO0Y-
TOBUX Ta BUPOOHHYMX MPHMIILEHb €JIEKTPOHHOK TEXHi-
KOI0, sIKa TEHEPY€ eJIEKTPOMArHiTi BUIPOMIHIOBaHHSI LIH-
POKOro 4acToTHOro aianaszony. Ilpu mpomy crocrepira-
€THCs CTIMKA TCHACHIIIS 10 IMTiJABUIICHHS POOOYUX YaCTOT
yciX THITB 0€3[pOTOBOTO 3B’sI3KY, Pa/Ii0I0KaIifHOTrO 00-
JIaIHaHHS TOIO. Taka CUTyallis BUMarae HasiBHOCTI ede-
KTUBHHX MaTepialiB [l 3HIKCHHS PiBHIB €1eKTPOMarHi-
THHUX BHUIIPOMIHIOBaHb y Oyab-ikux ymoBax. [Ipu mpomy
JUIsl BUIPOMIHIOBaHb YJIBTPABUCOKHMX 1 BHIIMX YacTOT
KPUTHYHUM € KOS(IIi€HT BiIOUTTS, KU BIUTHBAE HA TIe-
PEpO3IIOILT IIOTOKIB BUIIPOMIHIOBaHH! Y mpoctopi. Ckia-
JHICTb PO3pOOKHM BIANOBIAHUX MaTepiajliB IONATaeE y
TOMY, 10 3HA4Ha YaCTHHA TAKUX JIOCII/KEHb Ma€ 3aKpH-
THI XapakTep depe3 3aCTOCYBaHHS y BilICBKOBIH chepi —
3a0e3MedeHHs eJIeKTPOMAarHiTHOI CYyMICHOCTI €lIeKTpOH-
HOTO OOJIaJIHAHHS Ta EJNEKTPOMArHiTHOTO KaMy(IsDKy.
TexHIYHO Ta €KOHOMIYHO IOIUIHHO 3a0e3ledyBaTH 3a-
XUCT OKpeMHX O0’€KTiB Ta TeXHIYHMX 3aco0iB. Taki
00’€KTH Ta MPUCTPOI 3a3BMYAN MAIOTh CKJIAJHY KOHQIry-
pallito MoBEpXHi, TOMy MacorabapuTHi nmapamMeTpu 3aco0iB
3aXUCTY € KPUTHYHUMU. 3a3BUYal JOCHIDKEHHS Y [IbOMY
HarpsIMi CTOCYIOTBCSI KOHKPETHOT By3bKOi 3amaui. Tomy
He c(OpMOBaHMI CUCTEMHHMH MiJXiJ A0 po3poOJIeHHS i
BIIPOBA/DKEHHS EJIEKTPOMATHITHUX €KpaHiB MOTpiOHOT
e(EeKTUBHOCTI y 3aJIS)KHOCTI BiJf yMOB iX BUKOPHCTaHHS.
Ile 00yMOBITIOE aKTyaIbHICTh BU3HAUEHHS 0Aa30BUX 3acajl
MPOEKTYBAHHS Ta BUTOTOBJICHHS EIEKTPOMArHiTHHUX €Kpa-
HiB MaJIUX MacoTa0apuTHHUX ITapaMeTpiB.

Orasn poctixxkeHb i po3podok

MertaneBi it MeTai30BaHi MOBEPXHI MalOTh BUCOKI
3araipHi Koe(illieHTH eKpaHyBaHHS €ICKTPOMArHiTHUX
BUTIPOMIHIOBAHE [ 1, 2]. AJie 115 4acTOT BUIIPOMiIHIOBaHHS
JIy’K€ BUCOKHX, YJIbTPABUCOKHX 1 BUIINX — TaKa €PEeKTHB-
HICTh JOCSTAETHCS, B OCHOBHOMY, 32 PaXyHOK BiZOHTTS
€JIEKTPOMArHiTHUX XBWJIb. Y HUKHEHHS TAKOT'O SIBUIIIA MO-
JKITMBO 33 PaXyHOK YBEPThXBHIBOBOTO 3aXUCTY, BUXOSUH
3 (hyHamMeHTaNbHUX (Bi3ndHuX npuHuMmiB [3]. Taki koH-
CTpyKLii nependavyaroTh HAsBHICTh JIEJIEKTPUYHOrO 3a-
30py MDK IIapam# KOHCTPYKIi, KpaTHOro 4BepTi JOB-
JKMHH TIaJIar04ol enekrpoMartitHol xBuii. Lle 36imbiye
rabapuTHI po3MipH KOHCTPYKIK i poOUTH ii pakTHIHO
MOHOXPOMHOIO (PO3paxOBaHOI0 Ha €KpaHyBaHHS BHIIPO-
MIHFOBaHHS OJHi€1 yacToTH). J{JIs1 BUpITIIEHHS 3a/1a9 BHCO-
Koi e(heKTUBHOCTI €KpaHyBaHHS 32 PAXyHOK ITOTJIMHAHHS
EIIEKTPOMArHITHOI €Hepril po3po0bIeHo 6araTo KOMITO3H-
niitHux MaTepianis [4, 5]. Y yacTHHH IIUX MaTepiaiB CITiB-
BiTHOIIIEHHS KOS(DiIli€HTIB TIOTJIMHAHHS Ta BiIOUTTS €JIeK-
TPOMArHiTHUX XBWJIb NIPUHHSATHE, aje TOBIIMHA MaTepia-
7B 5 MM i 6ib1e. KpiM Toro OiIBIIICTE TAKMX MaTepialliB
HU3BKOTEXHOJIOTIUHI y TMPaKTUYHOMY BHKOPHCTaHHI I
CXWIBHI JI0 Jerpafaiii mig BIUIMBOM (i3HKO-XIMIYHHX
yrHHUKIB. Hai0imp1r 3pydHUME 111 BUKOPUCTAHHS € Pi-
JIKi KOMITO3HIIi1, SIKi MO)KHA HAHOCHTH Ha Oy/Ib-sIKi TIOBEp-
xHi. Y po6oTi [6] 3anponoHOBaHO BUKOPHCTAHHS CTaH/a-
PTHHX reomnoniMepHux (ap6 (Marpuist) i MarHeTury (Ha-
MOBHIOBaY). AJie 32 MaluX KOHIIEHTpALill HallOBHIOBaYa
HEJIOCTaTHS 3arajibHa e)eKTUBHICTh EKpaHyBaHHS 3 HU3b-
KiM Koe(illieHTOM BiAOWTTS. 32 BEIMKUX KOHIIEHTPAITiH,
40 % 3a Macoro i1 OinbIie, pi3Ko 3pocTae KoedillieHT Bi-
OWTTS, MO0 y OUTBIIOCTI BUMANKIB € HeOaKaHWUM. Bibin
edexTHBHI i 30aaHcoBaHi pifKi cymini, onucani y [7, 8].
AJie BOHU HE BPaxOBYIOTh 3MiHU KOE(II[iEHTIB BiIOUTTS 3i
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3MIHOIO €JIEKTPO(DI3UYHHUX XapaKTEePHCTHK KOMIIOHEHTIB
komnosuuii. KpiM Toro, i MaTtepiany MaroTh CKJIaJHi Te-
XHOJIOT11 BUTOTOBJIEHHSI, HAIIPHKJIA]] IEPETBOPEHHS MOJTi-
BiHIIOyTepaito, 1 BUCOKI BapTocTi. Haiibinbmn parioHans-
HUM [UISIXOM I JIBUIIEHHS 3arajibHOl e()eKTUBHOCTI 3aXH-
CHOTO MaTepiajy pa3oM 3 MaJIUM KOe(imi€eHTOM BiIOHTTS
EIIEKTPOMArHITHUX XBHJIb € CTBOPEHHS y TOBIII MaTepiary
TPAIIEHTy eNeKTPOQI3nIHIUX BIacTuBOCTe. Y poborti [9]
IIe peai30BaHO IMOCTIJOBHIM HAaHECCHHSM IIapiB 3 pi3-
HOIO KOHIIEHTPALI€I0 HalOBHIOBaYa. J[aHa poOOTa MOBHI-
CTIO eKCIIepHMEHTANbHA i He Ta€ MOXIIMBICTh parioHaTi-
3yBaTH MOKa3HUKU KOXXHOTO IIapy i 3HWU3UTH 3arajibHy
TOBIIMHY 3aXHCHOTO MOKPHUTTS. TOMy IOLIIBEHO MpoaHa-
J3yBaTH MOKa3HUKH CKJIaay i eeKTUBHOCTI yciX HoCTy-
ITHAX MaTepialliB i BU3HAYMTH 3arajibHi 3acaj iy MPOEKTY-
BaHHS Ta BUT'OTOBJICHHSI TOHKHX MaTepialliB JJIsi eKpaHy-
BaHHS EJIEKTPOMAarHITHUX BUIIPOMiHIOBaHb.

BuknageHHsi 0CHOBHOI0 MaTepiaay

MiHiMi3allist TOBIIUHYU €JIEKTPOMArHITHOTO €KpaHa y
3araJbHOMY BUIIAJIKY € 337]a4Ct0 ONTHMI3aIlil KiTbKOX MO~
Ka3HUKIB 3aXHCHOTO MaTepiamy abo KoHCTpykmii. Taka
ONTHMI3allisl BUKOHY€THCS eKCIIEPHIMEHTAIBHO ab0 Teope-
TUYHO Y 3aJIC)KHOCTI BiZl YMOB 1 IIiJIeH 3aCTOCYBaHHS eKpa-
HyBaHHs. ['0JIOBHUMH NMTOKa3HUKAMH €KpaHa € 3arajJbHUH
KOe(iliEHT eKpaHyBaHHs, BHECOK Y HbOTO €KpPaHyBaHHSI
3a paxyHOK BIZIONTTS €1€KTPOMArHiTHUX XBHJIb Ta IOTJIH-
HaHHSI eJIEKTPOMArHiTHOI eHeprii. Yci 11l TOKa3HUKH 3aJj1e-
’KaTh B/l MarHITHHUX Ta eNEKTPO(IZUUHHUX XapaKTEPUCTHK
Marepiaiy. [Ipy bOMy NOTIMHAHHS BU3HAYAETHCS ITOKA3-
HUKaMH yChOTO Marepiaiy, a BiIOUTTS — BIACTHBOCTIMH
MIOBEPXHEBOI'0 LIapy — IIOBEPXHEBUM IMIIEIaHCOM.

Ha cporogni 0arato yBarm NMpUAITSETBCS 3aXUCTY
BiJl €JIEKTPOMArHiTHAX BUIIPOMIHIOBaHb YJIbTPaBUCOKHX
Ta BHIIHMX Y9acTOT. BiNbIIicTh MaTtepiaiiB MaroTh J0OCTaT-
HBO BHUCOKI KOCQIIIEHTH BiIOMTTS €JIEKTPOMATHITHHX
XBHJIb MAaJIO1 IOBKHHH, @ Y KOHCTPYKIIHHUX CIUIABiB BiH
Mae 3Ha4eHHst 10 0,9. Lle npu3BomuTh 0 Mepepo3noairy
BUIIPOMIHIOBAHHS Y TIPOCTOPIi, MiJABHUILYIOYH CTYIEHI
BIUTMBY BUIIPOMIHIOBAHHS Ha JIFOJICH, MOTIPIIYIOUN YMOBH
eKCILTyaTallii eIeKTPOHHOTO 00 IaHAHHS Ta i IBUIILYFOUYH
€JICKTPOMArHiTHY MOMITHICTh PyXOMHX 00 €KTIB.

Haii6inpi HagiiHuM cnocoOoM MiHiMi3anii koedi-
I[IEHTA BIOUTTS € CTBOPCHHS IMOKPHUTTS, TOBIHUHA SKOTO
JIOPIBHIOE YBEPTi JIOBXKMHHU T1Ja0U0i €JIEeKTPOMarHiTHOI
XBHJIL. XBHJIL, SIKi BiJOMBAFOTHCS BiJl 30BHINIHBOI Ta BHYT-
PIIHBOT MOBEPXOHb MaTepialliB B3a€MHO IacsIThCsI BHACITI-
JIOK iHTep(epeHIIHHIX SBUI. AJie, HATPUKIIAJ, IS eJIe-
KTPOMAarHiTHOTO BHIIPOMiHIOBaHHS dactoToro 10 ITn
(A =30 MMm) 3axMCHHH IIap MOBHHEH MaTH TOBIIMHY 7,5
MM. Ile He 3aBxkau NpUAHIATHO. TOBIIMHY MOKPUTTS MO-
YKHA 3MEHIINTH 3a MEBHOTO CIiBBiAHONICHHS MarHITHHAX
Ta JENeKTPUIHUX XapPaKTePUCTHUK LIapy:

d:c/(4f au ),

Je d — TOBIIMHA TOKPHUTTS, C — HIBUIKICTH PO3IOBCIO-
JDKEHHSI €JIEKTPOMAarHiTHUX XBHIb, f—dacrora eextpo-
MarHiTHOTO BHIIPOMiHIOBaHHS, & ( — BITHOCHI JIi€JeK-
TPUYHA Ta MaTHITHA IPOHUKHOCTI MaTepiay. Hanpukan,
SIKIO 3a0e3neynT € = 6, 1L = 1,2, TO TOBIIMHA 3aXHCHOTO
rapy Moxe ckianat 3 MM, OueBHIHO, IO TOTPiOHI CIiB-
BiJIHOIIICHHS JTICJICKTPUYHKX Ta MarHITHUX BIACTHBOCTECH

MOXKHa OTPUMATH TIIBKU Y KOMIIO3UIIHHKUX MaTepiaiax.
Auie X TIPOEKTYBAHHS CKJIAJIHE Yepe3 HU3KY YMHHHMKIB.
Bu3HaveHHs1 TPOrHO30BaHOT AieNIeKTPUYHOT TPOHUKHOCTI
i3 3acTOCYBaHHsAM cCHiBBiIHOmEHHS MakcBeiuia-I'apHeTa
JIa€ 3HAYHI TIOXHOKH i PO301>KHOCTI 3 EKCIIEPHUMEHTOM:

&—&y E€m —&q

£+ 2¢y m£m+25d ’

1€ &d, €m — IICMEKTPHYHI MPOHUKHOCTI MATPHIIi Ta HATIOB-
HIOBaua, vm — 00’ €MHA JI0JIS1 HATIOBHIOBAYA Y TiCIEeKTPUYIHI
Matpuii. Lle x crocyerbes popmymu OneneBCbKOTO s
BU3HAYEHHS MarHiTHOI NPOHUKHOCTI KOMITO3HIIIi.

Um(‘gm_‘("d)
(1-vm /o ) F(em—&q)+é4

€ €d, €m — AICNIEKTPUYHI MPOHUKHOCTI MaTPHIi Ta HAIOB-
HIOBa4a, Uy — 00’ €MHUI BMICT HaIlOBHIOBa4a, Vkx — KPUTH-
YHUI1 00’ €MHUIT BMICT HallOBHIOBAYa, 33 SIKOTO eKpaHyoyi
YaCTHHKU KOHTaKTYIOTh MiX co0oto, F — koedimieHT me-
TIOJISIPH3ALIiL.

Hagits BBenieHHS y (hopMyITy MOKa3HUKA IETIOJSIPH-
3amii F (BpaxyBaHHs MOp(oIIOTii 4aCTHHOK HAITOBHIOBaYa
y IieJTeKTpUYHif MaTpHIi) He Bupinrye npodmemu. Kpim
TOTO, 3HAYHHH BIUTMB Ha €JICKTPOQi3NIHI Ta MArHITHI BIa-
CTHBOCTI KOMITO3HIIii Ma€ PIBHOMIPHICTh PO3MOALTY Yac-
THHOK y Matpui. l{e BuMarae 3actocyBaHHs IpyU BUTOTO-
BJICHHI BHX1THOT CyMIllli IIBUIKICHAX 3MIIITyBayiB — IACO-
nbBepiB. [TiNBUIMTH TOUHICTH PO3paxyHKIB MOKHA 3aCTO-
CYBaHHSIM CITiBBITHOIIICHb EJIEKTPOJAMHAMIKU CYLIIBHUX
cepeznosuil [10]. Ase 1ie BuMarae BeTUKHX 00CATIB 00UH-
CIICHb 1 HAsIBHOCTI €KCIIEPUMEHTAIIBHAX JaHUX MO0 TTH-
TOMOI TIPOBIHOCTI (ITUTOMOTO ONIOPY) KOMIO3HIIIi 3 BiJI0-
MHUM 00’ €MHUI BMICTOM €KPaHYIOUOT0 MaTepiary y diere-
KTpU4HIN MaTpulli. HasBHICTH Hi€TeKTPUIHUX Ta MarHiT-
HUX BJIACTHBOCTEH y KOMIIO3HIIii 3 BiTIyTHOIO EIEKTPOII-
POBiIHICTIO MaTepiany 3a0e3nedytoTh GepuTH Ha OCHOBI
3aj1i3a Ta HiKeJr0. ByJio T0CiiHKeHO MOKIIMBOCTI MiHIMI-
3amii Koe(iUieHTIB BIIOUTTS €JIEKTPOMArHITHUX XBHIIb
HOKPUTTSIM 3 TOBLIMHAMH, MEHILIMH 33 YBEPTb JOBKHHH
naarouoi xBuii. [Tokpurts ToBuuHo0 400—500 MKkM Ha-
HOCHJIOCSI Ha METaJIeBY TIOBEPXHIO i JIOCIIIKYBaBCs Koe-
¢imient Bigdutts (puc. 1). Sk BugHO 3 puc. 1, pi3ke 3HH-
JKCHHS KOe(iLli€HTIB BIIOUTTS Ma€ BHUITAJIKOBHI XapaKTep
(y 3amexHOCTI BiJ KOHIEHTpAIif HAIOBHIOBAaYa) W
TIOB’13aHe 3 PE30HAHCHUMH siBUIaMu. CMyTH Majioro Ko-
edimieHTa BiIOUTTS HAJA3BUYAHO BY3bKi Ha 3HAYCHHSIX,
SIKI MAIOTb TIPAKTHYHE 3HAUCHHSL.

e 3Hauenns, amxdi 3a 0,7. Yci mrepena enekTpo-
MAarHITHUX BHIPOMIHIOBaHb, SIKi (hOPMAJIBHO MPalIOIOTh
Ha (iKCOBaHI| YaCTOTi, MAIOTh JIENIO BiIMiHHI poOoyi ya-
ctoti. ToMy y GiIBIIIOCTI BUTIAIKIB 3HWYKEHHS KOe(iIlieH-
TiB BIAOUTTS 32 PaxyHOK PE30HAHCHUX SBHII HE €(EeKTH-
BHe. CripoOu miniOpaTn noTpiOHE CITiBBiHOIIEHHS KOM-
MIOHEHTIB IS MiHiMi3amii KoeillieHTiB BiIOUTTS 3a3BH-
Yaii BUSABJIAIOTHCS HEBIATUMU. BioMo, 110 e(peKTUBHICT
BiZIOUTTS 3aJICXKUTH BiJ] MOBEPXHEBOTO IMITEIaHCY MaTepi-
any. Moro HaGIMKeHHs JI0 iMIIE/IaHCy CepeIOBHINA PO3-
MTOBCIOKCHHS IEKTPOMAarHITHHX XBWIb 377 OM. Y 3ara-
JHHOMY BUMAAKY KoeilieHT BiTOUTTS BU3HAYAETHCS 3HA-

=¢84 |1+

YEHHAM 44/, ne |, € — aBCONMIOTHI MarHiTHA Ta JeNeK-

TpUYIHA TIPOHUKHOCTI MaTepiay.
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Puc. 1. 3anexxHicTh KOe(ilieHTIB BIIOUTTS BiJl JOBKUHH MAJIAF0Y0T €IIEKTPOMArHITHOT XBHUJIL:

[IpakTH4HO BiH pO3PaxOBYETHCS TOPIBHAHHSIM MOBE-
PXHEBOTO IMIEJaHCy MaTepiayly 3 MOKa3HHKOM IOBITpS:

Ke =(Zm -2, )/(Zm +Zp), ae Zn, Zyn — iMIeaHcH 1o-

BiTpsi Ta Marepiany, a Zn, =+2f u/o, ne o — nuroma
€JIEKTPOIIPOBIIHICTh MaTepiaiy.

@DakTHYHO NHTOMA EJIEeKTPOIPOBIAHICT BH3HAYAE
CTYMIHb AIENIEKTPUYHOCTI MaTepialy.

Jis oTpuMaHHS TPHUIHATHOTO KoediieHTa Bia-
OUTTA HEOOX1THO HAOM3UTH 3HAYCHHS TICNICKTPHYHAX Ta
MAarHITHUX MIPOHUKHOCTEH. Ha mpakTutli, HaBiTh 3a pi3HUX
BMICTaX MarHiTHUX Ta MiCNICKTPUYHUX JOMIIIOK BOHU CH-
JBHO BiNPI3HAIOTHCA. Ha prc. 2 HaBeneHO BUMIpSIHI CITiB-
BIJHOIIIEHHS [[UX [TOKa3HUKIB.
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Puc. 2. 3HaueHHs AieNeKTPUIHOT Ta MAarHITHOT TPOHUKHOCTEH
KOMIIO3MLIIHHMX MaTepialliB 3 pi3HUM BMiCTOM
MarHiTHOTO HaIIOBHIOBaYa

Ipu wpoMy Z, = \/(,u'— ju")/(e'=je"), ne W,
€’ — IiMCHI CKIIaJJOBi MarHiTHOI Ta JieIeKTPUIHOI IPOHU-
KHOCTI, |, € — ysIBHI CKJIaJIOBI.

31 3MiHOIO YaCTOTH €JIEKTPOMArHITHOT'O BUITPOMiHIO-
BaHHA 3MIHIOETHCS 1 HOr0 MarHiTHI Ta eJIeKTPUYHI BIaCTH-
BocTi. [Ipn niboMy Tipu 3HWKEHHS Koe(illieHTa BiAOUTTS
€JIEKTPOMArHiTHUX XBUJIb 3HIDKYETBCS ¥ KoedilieHT mor-
JIMHAHHSA eJIEKTPOMArHiTHOI eHeprii. 3a yMOBH HaHECEHHS
3aXMCHOTO TIOKPUTTS Ha HEMETAJIEBY MOBEPXHIO 1€ € He-
6axxannM. ToMy HalOLIBII e(hEeKTUBHUM TIOKPHUTTSIM € TO-
KPHTTS 3 TPAJIEHTOM MarHiTHHUX Ta €JIeKTPHYHUX BIIACTH-
BOCTEH 10 TMOWHI 3axMcHOTO 1mapy. PeanizyBaru ne ams
TOHKOT'O KOMITO3UIIIHHOTO MaTepiary MpaKTHIHO HEMOJX-
mBo. ToMy JuIst TOCSTHEHHST MPUHHATHOTO eeKTy JOLi-
JIBHO POOUTH MOKPHUTTS IPUHANMHI JBOIIAPOBUM. J{I1sT Mi-
Himi3anii koedimieHTa BiIOWTTS BEpPXHIM mIap MOKPHTTS
TTOBMHEH MaTH KOHIIEHTPAIIIFO TMPOBiIHOI cyOCcTaHIIii, sKa
MOJK€ MaTH i MarHiTHI BJIACTHBOCTI, Ha MEXI1 TIePKOJISIIiH-
HOTO €(heKTy — Pi3KOTO 3pOCTaHHS €IEKTPOIPOBITHOCTI 3
MIeBHOI KOHIIGHTpaIlii HAOBHIOBAYA Y Ai€IeKTPUIHIN Ma-
Tpuni. Lle#l edekr Hacrae Ha NEBHiM 4acToTi eJIEeKTpoO-

— 3pa3ok 0e3 MOKPHTTS, -

— 3pa30K 3 MMIOKPUTTAM

MarHiTHOTO BHIIPOMiHIOBaHHS. KoHIIEHTpallis HanoBHIO-
Bava y HACTYITHOMY IIapi 301IbIIY€EThCS, IO IOBUHHE BiJI-
TOBiATH HIDKYiH 4acTOTI BUIPOMiHIOBaHHS. Takuii min-
Xi1 301UIBIITY€ YaCTOTHY CMYTY €()eKTHBHOCTI €JIeKTpoMa-
THITHOTO ekpana. Ciij BpaxoOBYBaTH, IO IOPIT MpOTi-
KaHHS €JIEKTPUYHOTO CTPyMY Y KO)KHOMY OKPEMOMY BH-
NajKy CJiJ BH3HAYATH eKcHepuMeHTanpHO. Llel moxas-
HUK 3QJIC)KATHh HE TUTBKU BiJl €J1eKTPO(PI3HIHAX TOKA3HHU-
KiB KOMIIOHEHTIB 1 MaTepiaily B LJIOMY, a i BiJ qucnepc-
HOCTI HaroBHIOBa4a, ()OPMH YACTHHOK Ta Xapakrepy ix
posnoiny y mienekTpuky. OpieHTOBHI KOHIICHTpAII] Ha-
MOBHIOBAYa 33 00’ €MOM MOJIABO OI[IHUTH 3 BUKOPHCTAH-
HSM CIIBBiIHOILEHb Teopii npoTikanHs [10], ane nabGopa-
TOPHI JTOCTI/DKEHHS € O0OB’S3KOBHMHU. 332 MOXJIUBOCTI
(TIeBHIX MaKCUMAaJIbHUX TOBIIMH MaTepialliB) MiXk 3aXHcC-
HUMH IIapaMy AOLIBHO Mepea0davynuTH y3roKyBalbHUI
nienekTpuaHui map. HasBHICTE TpaHUIB PO3MITY ITiABH-
LIye€ 3arajbHy eQeKTUBHICTh 3aXUCHOTO 1Iapy.

BucHoBku

1. BcTaHOBICHO, 1110 3aXUCHI TIOKPUTTS TOBIIUHOO,
MEHIIIOIO 32 YBEPTh JOBKHHHM 113/[al040i elIeKTPOMarHiTHOT
XBIJTL TIPY HAHECCHHI Ha METAJICBi TIOBEPXHI MOXYTh 3HH-
JKyBaTH KOCQIIEHTH BITOWTTS EICKTPOMATHITHUX XBHIIb
10 0,7-0,6 BUIIaJKOBUM YHHOM, 1O [OB’S13aHE 3 PE30HAHC-
HUMH SBUIIaMH. YaCTOTHI CMyTH 3HIDKEHHS KOe(illieHTiB
BIIOWTTA BY3bKi i HemiepenOadyBaHi. 3HAYHOTO 3HKCHHS
Koeil[ieHTIB BIAOUTTS 32 PI3HUX KOHILIEHTPALIX MPOBiTHOT
Ta MarHiTHOI cyOCTaHIIil y KOMIO3HIIii HE CIOCTEPIracThesL.

2. BuzHaueHo, II0 JOCSITH OanaHCy CITiBBiIHO-
IIEHb MarHiTHUX Ta eNeKTPO(I3NYHUX OKAa3HHUKIB KiHIIe-
BOIO TPOJIYKTY PO3PaXyHKOBUMHU Ta EKCIEPUMEHTab-
HUMH METOJIaMH CKJI/THO Yepe3 3aJIEXKHICTh IIMX Iapame-
TpIiB HE TIJIbKM Bijl 3HaAY€Hb OKPEMHUX KOMIIOHEHTIB KOM-
TIO3UIIiH, a 1 MOpQoJIOTii MATHITHUX Ta ITPOBIJHUX YaCTH-
HOK, 1X pO3MOALTIB Y TiJIi IieeKTPUIHOT MAaTPHULI, PEXKUMY
TroiMepu3altii Tomo.

3. s 3HMWKEHHS KOe(IIIEHTIB BIIOUTTSI €IEKTPO-
MAarHiTHAX XBHJIb i HiJBULIEHHS [OTJIMHAHHS EJIEKTPOMa-
THITHOI €Heprii 3aIponoHOBaHO 3aCTOCYBaHHA OaraTolia-
POBOTO TOHKOTO TOKPUTTA. KOHIIEHTpaIliss MarHiTHOI Ta
MIPOBIIHOI CyOcTaHMil y 30BHIIIHBOMY IIapi HalfHIK4a i
3pOCTaE y BHYTPIIIHIX Mapax. Y MOBOIO €()eKTHBHOCTI I10-
KPHTTSI € KOHIIEHTPALIisI IPOBIHUX YaCTUHOK y KOKHOMY
mapi Ha Mexi nepkossiniifaoro edekry. Oninka HeoOXi-
HOI KOHLEHTpalii HallOBHIOBAaYa MOXJIMBA 13 3acTOCy-
BaHHSIM TeOpii NPOTIKaHHS, BUXOJSYH 31 CHIBBIIHOIICHb
€JIEKTPOIMHAMIKH CYLIBHUX CEPEIOBHIIL.

169



Control, Navigation and Communication Systems. 2025. No. 4 ISSN 2073-7394

CIMCOK JIITEPATYPU

1. ITanosa O.B., Tuxenko O.M., Hixonaes K./I., XomakoBcekuii O.B., CanenbnikoBa O.10. [lociikeHHsS 3aXUCHUX BIaCTUBOC-
Teil MEeTaJIeBUX €NEeKTPOMArHITHUX €KpPaHiB Ta BU3HAYEHHS YMOB iX MakcuMalbHOI epekTUBHOCTI. CHCTEMH yIpaBIiHHA, Ha-
Birauii Ta 38’s13Ky. 2019. Bum. 5(57). C. 103—107.

2. T'muBa B.A., ITanosa O.B., Tuxenko O.M., JleBuenko JI.O., Komymber B.I1. JocmimkeHHsT aMIUTITy AHO-4YaCTOTHUX 3aJICIKHO-
CTel 3aXHMCHHX BIIACTUBOCTEH MarHiTHHX €KpaHiB Ha OCHOBI aMop(hHHX ciuiaBiB. CHCTEMH yNpaBIIiHHS, HaBiramii Ta 3B°S3Ky.
2019. Bum. 6(58). C. 102—-107.

3. Glyva V., Levchenko L., Panova O., Tykhenko O., Radomska M. The composite facing material for electromagnetic felds
shielding. Innovative Technology in Architecture and Design (ITAD 2020): IOP Conference Series: Materials Science and
Engineering. 2020. Vol. 907. URL.: https://iopscience.iop.org/article/ 10.1088/1757-899X/907/1/012043/meta

4. Tudose I.V., Mouratis K., lonescu O.N., Romanitan C., Pachiu C., Popescu M., Khomenko V., Butenko O., Chernysh O.,
Kenanakis G., Barsukov V.Z., Suchea M.P., Koudoumas E. Novel Water-Based Paints for Composite Materials Used in
Electromagnetic Shielding Applications. Nanomaterials. 2022, 12(3). P. 487. https://doi.org/10.3390/nan012030487

5. Alina Ruxandra Caramitu, loana lon, Adriana Mariana Bors, Violeta Tsakiris, Jana Pintea, Ana-Maria Daniela Caramitu.
Preparation and Spectroscopic Characterization of Some Hybrid Composites with Electromagnetic Shielding Properties
Exposed to Different Degradation Factors. MATERIALE PLASTICE. 2023. 59. 82-94 https://doi.org/10.37358/MP.22.4.5627

6. Glyva, V., Bakharev, V., Kasatkina, N., Levchenko, O., Levchenko, L., Burdeina, N., Guzii, S., Panova, O., Tykhenko, O.,
Biruk, Y. Design of liquid composite materials for shielding electromagnetic fields. Eastern-European Journal of Enterprise
Technologies, 2021, 3(6-111), pp. 25-31. https://doi.org/10.15587/1729-4061.2021.231479

7. Senyk I., Kuryptia Y., Barsukov V., Butenko O., Khomenko V. Development and application of thin wide-band screening
composite materials. Physics and Chemistry of Solid State. 2020. 21(4). Pp. 771-778

8. Butenko O., Boychuk V., Savchenko B., Kotsyubynsky V., Khomenko V., Barsukov V. Pure ultrafine magnetite from carbon
steel wastes. Materials Today: Proceedings. 2019. V. 6, pp. 270-278

9. Bypazeitna H.b., Bipyk S1.1., Hixonaes K.JI. (2023). Po3po6nenns mMaTepianiB 6araTomapoBoi CTPYKTYPHU TPagi€eHTHOTO TUITY
Ha OCHOBI PiJIKMX KOMITO3HIIIN /U1 eKpaHYBaHHS CJICKTPOMArHiTHUX MoJiB. Ekonoriyna Ge3mneka Ta mpupoa0KOPUCTYBaHHS.
45 (1). C. 68-75. https://doi.org/10.32347/2411-4049.2023.1.68-75.

10. G. Krasnianskyi, V. Glyva, N. Burdeina, Y. Biruk, L. Levchenko, O. Tykhenko. 2024. Methodology For Designing Facing
Building Materials with Electromagnetic Radiation Shielding Functions. INTERNATIONAL JOURNAL OF
CONSERVATION SCIENCE. Volume 15, Special Issue 1, 2024: 53-62. DOI: 10.36868/1JCS.2024.S1.05

Received (Hapmitinna) 25.07.2025
Accepted for publication (TIpuitasta mo apyxy) 08.10.2025

B1IOMOCTI ITPO ABTOPIB / ABOUT THE AUTHORS

HikxomnaeB Kupuio IMATPOBHY — TOKTOP HAayK 3 JIEp>)KaBHOTO YHPABIiHH, KaHIUAAT CLTBCHKOTOCHOAAPCHKHUX HayK, podecop
kadeapu myOIigHOTO anMiHicTpyBaHH, MiKperioHalbHa akaJeMis YIpaBIiHHS IEPCOHANIOM, CTAPIINN HAYKOBHUIA CIiBPOOIT-
HUK HaykoBo-mocmigHoro iHCTUTYTY po3Binku, KuiB, Ykpaina;

Kyrylo Nikolaiev — Doctor of Science in Public Administration, PhD (Agrarian Sciences), Professor of the Department of
Public Administration, Interregional Academy of Personnel Management, Senior Researcher at the Defence Intelligence
Research Institute, Kyiv, Ukraine;

e-mail: nikolaevkirill@gmail.com ORCID ID: https://orcid.org/0000-0003-0404-6113,

Scopus ID https://www.scopus.com/authid/detail.uri?authorld=42762116000%.

Binmuk Aprem CepriiioBu4 — KaHIUAAT TEXHIYHUX HAYK, NOUEHT, KNIBChKHI HaliOHANBbHUI yHiBepcHTET OyIiBHHUILITBA Ta apXi-
TekTypH, HauansHrk HaykoBO-I0CHiqHOT Taboparopii HaykoBo-ocmiiHOro iHCTHTYTY BOo€HHOT po3Binky, KuiB, Ykpaina;
Artem Bilyk — Candidate of Technical Sciences, PhD, Associate Professor, Kyiv National University of construction and
architecture, Head of the Scientific Research Laboratory in the Defence Intelligence Research Institute, Kyiv, Ukraine;
e-mail: artem.bilyk@gmail.com ORCID ID: https://orcid.org/0000-0002-9219-920X.

CanoxankoB Kocrsautun MuKoJI1ailoBIY — HAYaILHUK BiZiny, HaykoBo-10ciiiHUI iHCTUTYT BOEHHOT po3Binku, KuiB, YkpaiHa;
Kostiantyn Sapozhnykov — Head of Department, Defence Intelligence Research Institute;
e-mail: sapozhnykov_kos@meta.ua, ORCID ID: https://orcid.org/0000-0003-0259-3690.

Principles of development of electromagnetic screens with small dimensions and weight
Kyrylo Nikolaiev, Artem Bilyk, Kostiantyn Sapozhnykov

Abstract. The possibilities of developing thin-film materials for shielding ultra-high and higher frequency electromagnetic
radiation are analysed. It is shown that coatings with a thickness less than a quarter of the wavelength of the incident electromagnetic
wave (400-500 um) do not provide low reflection coefficients when applied to a metal surface. The reduction of reflection coefficients
to 0.7-0.6 occurs randomly at different frequencies. This is due to resonance phenomena in the coating. The frequency band of mini-
mum reflection is narrow and has no practical significance. It has been shown that it is difficult to achieve an acceptable balance of
magnetic and electrophysical properties of a thin coating to minimise reflection coefficients. This is due to the dependence of the final
product's performance not only on the magnetic and dielectric properties of the components and their concentrations, but also on the
morphology of the particles, their distribution in the matrix body, and the polymerisation mode. In addition, magnetic and electrophys-
ical properties have an amplitude-frequency dependence. It has been proven that in order to ensure low electromagnetic wave reflection
coefficients and high electromagnetic energy absorption, it is advisable to use a multilayer structure. The layers must have different
magnetic and electrophysical properties. At the same time, the lowest filler concentrations are in the upper layer. These concentrations
should be at the limit of the percolation effect — a sharp increase in the electrical conductivity of the composition. These concentrations
can be estimated using the theory of electrodynamics of continuous media. If possible, it is advisable to provide a dielectric layer
between the layers. The presence of boundaries increases the overall effectiveness of the protective coating.

Keywords: electromagnetic radiation, electromagnetic screen, reflection coefficient.
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SUBSTITUTION OF RESEARCH ON ANTENNA SYSTEMS
IN SHORTWAVE AND ULTRASHORTWAVE RANGES

Abstract. To improve the short-wave antenna based on low-positioned vibrators, an analysis of current trends in the
development of new and modernization of existing antenna systems for short-wave radio communications was
conducted. The possibility of studying the use of low-positioned horizontal vibrators is due to the fact that it is possible
to create rather complex antenna arrays with large gain coefficients from available materials at ionospheric wave
antenna sites and not only for them. Approaches to improving antenna systems depending on the type of radio wave
propagation, physical parameters of antenna-feeder devices and their directional properties were analyzed. In this
regard, an approach to antenna synthesis and the use of this approach in further work to improve the antenna system and
obtain the necessary directional characteristics for organizing stable radio communications were substantiated. It is
proposed to develop a method of constructive synthesis based on the methods of induced electromotive forces and
mirror reflection. At the same time, a set of scientific tasks has been defined to achieve new results, classical
mathematical methods have been selected, with the help of which it will be possible to calculate the electromagnetic
field created by an improved antenna system. To achieve the set goal, the main directions have been defined, such as:
improving the mathematical model of the antenna system based on low-lying radiators; the next step is to improve the
mathematical method for calculating the electromagnetic field taking into account the radial components of the electric
and magnetic fields; and, as a result, to obtain a convenient tool, to develop a methodology for the constructive
synthesis of an improved short-wave antenna system from low-lying radiators with the ability to change the direction of
the antenna radiation pattern in the vertical and horizontal planes. The article has formed an objective function that
determines the main parameters that need to be achieved. Controlled and uncontrolled variables have been determined,
on which the objective function of the specified process directly depends. In conclusion, an approach to calculating the
efficiency indicator for evaluating the obtained parameter value from their previous values is presented.

Keywords: mobile radio communication, short-wave antenna, low-lying vibrators, induced electromotive force method,

mirror reflection method, antenna systems, gain.

Introduction

In conditions of maneuverable fast-paced modern
combat with a sharp change in the situation and in the
absence of a continuous line of contact of troops,
reliable high-quality radio communication is a guarantee
of stable and flexible command of troops.

The main trends in the development of military
radio communication means of the tactical command
link are a reduction in their weight and dimensions, an
increase in the duration of autonomous operation, as
well as an improvement in the main technical
characteristics of such means, due to the improvement
of systems and individual elements of these means. On
the one hand, these trends meet the requirements for
military radio stations, and on the other hand, the
possibility of improving their characteristics due to the
rapid growth of technologies in modern technology.
Therefore, the creation of modern means of
communication and the modernization of existing radio
stations requires the development of new and if
possible, improved standard antenna systems [1].

Statement of the problem

The search for the optimal variant of the antenna
type, its parameters, design, technology, element base,

metrological support, etc., which best meet the
requirements, forms the basis of the design (synthesis) of
promising antenna systems. Thus, in the theory of
antenna technology, a number of scientific tasks arise that
are related to the need to further improve the general
theory of antennas, methods for their calculation, finding
new ways to build antenna systems and solving no less
important design and technological problems [2—-4].

Design and construction of antennas according to
the specified requirements, that is, the synthesis of
antenna systems, is the main task of any process of
developing such systems. The process of performing
this task can be conditionally divided into two parts -
the development of theoretical principles (mathematical
methods) and practical implementation (design and
technological implementation) of antennas (Fig. 1).

The theoretical (physical-mathematical) theory of
antenna system synthesis usually consists of two
separate tasks, namely: solving the external task —
determining currents (electromagnetic fields) according
to given directivity characteristics; solving the internal
task — determining the elements of the antenna design,
excitation device, distribution systems and others [5].

These two tasks are considered independently of
each other in most cases. For the construction of
antenna systems, it is advisable to use constructive
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synthesis of antennas. According to the views of well-
known experts in the field of antenna technology,
constructive synthesis is a process by which, based on
the specified requirements for electrical characteristics,
a design solution for an antenna with the appropriate
technical characteristics is found [2, 6]. Tactical control
link communications equipment in service has a
standard set of antenna-feeder devices with limited

technical characteristics. At the same time, these
equipment cannot operate without changing the height
of the antenna devices, which complicates the formation
of the desired antenna beam pattern and does not
provide control over it when the situation changes.
Today, there is no method for forming the necessary
beam pattern taking into account the antenna orientation
and its height of suspension.

ANTENNA SYNTHESIS

Theoretical (physical-mathematical) theory
of antenna synthesis

External synthesis problem: determination
of currents (electromagnetic fields) from
given directional characteristics

Practical (design) problem of antenna
synthesis

Internal synthesis task: determination of
antenna design elements taking into account
their location, excitation devices, etc.

Fig. 1. The principle of antenna construction

Presentation of the main material

To achieve operational and economic benefits of
modernizing mobile radio communications, it is
advisable to pay attention not only to the development
of new antenna systems, but also to the improvement of
existing ones, which have a limited number of standard
antenna-feeder devices, by improving the technical
characteristics of the antenna to obtain the required
width of the directivity diagram, as well as taking into
account the direction of information transmission and
the influence of the earth's surface on the propagation of
radio waves. Currently, stationary speakers made from
improvised materials are used for the shortwave (HF)
and ultrashortwave (VHF) ranges. For example, for two
parallel lines, one of which is shown in Fig. 2, with 10
vibrators in each, it is possible to obtain a gain of up to
12 dB. The line is a vibrator (conductors from the
antenna cable) that are suspended above the ground on
wooden poles (Fig. 2).

o
3 In

P AB 1 oz ds da

4]
columr

Fig. 2. Antenna system made of horizontal vibrators

Such antenna system can be installed because
radio equipment can be moved approximately once
every 2-3 days, and in territorial defense once a month
(from the experience of practical application of
communication systems).

Such AS can be used for both automobile
communication stations and portable ones, the
input/output impedance of which is 50 Ohms [3, 4].

Analysis of the design features of antenna systems
of mobile radio communication equipment shows that
for vibrator-type antennas with a width of the main lobe
of the DS ®=800, a radio communication range of up to
50 km is provided. Under the conditions of reducing the
width of the main lobe of the DS to 500, the radio
communication range increases to 70 km, with
unchanged transmitter power.

Clarifying the essence of the processes of
propagation of electromagnetic waves directly near the
planet Earth and in its surrounding space plays an
important role in organizing communication [3, 4].

Radio wave propagation is a spatial process that
encompasses the propagation of electromagnetic waves
of the radio range in the atmosphere, outer space and the
Earth's interior, while electromagnetic waves can
propagate along rectilinear trajectories, skirting the
convex surface of the Earth, reflecting from the
ionosphere, etc.

The methods of electromagnetic  waves
propagation significantly depend on the wavelength A,
the illumination of the atmosphere by the Sun, the
location of radio paths relative to the Earth's surface.

A significant role in the process of electromagnetic
waves propagation relative to the Earth's surface is
played by a part of space that has the shape of an
ellipsoid of rotation, at the foci of which the transmitter
and receiver are located, while radio waves can be
weakened or amplified.
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In addition, since the Earth has a heterogeneous
surface, when assessing the impact of the Earth's surface
on the propagation of electromagnetic waves, it is
advisable to take into account such physical effects and
phenomena as the properties of the Earth's surface (type
of soil, the presence of water, forest resources, urban
developments, transport arteries, power lines, etc.);
properties of natural and artificial objects and the
boundaries of the distribution of boundaries between
them and the multi-beam formation of the final signal;
multi-beam formation of the weakened power of radio
waves due to their absorption by rain, snow, dust;
reflection of radio waves from rain, snow, dust, flocks
of birds; curvature of the propagation paths of radio
waves due to the heterogeneity of the layers of the
atmosphere [3, 4].

Fig. 3 shows a typical diagram of a short-wave
radio line taking into account reflection from the F2
ionosphere layer. The figure also shows that in short-
wave radio communication, space and ground waves are
necessarily present, and there is also a ring zone of
silence around the receiver, when the ground wave is no
longer possible, and the space wave is not yet possible.
This is due to the significant attenuation of the ground
wave along the earth's surface and the angles of
incidence and reflection of the space radio wave from
the ionosphere layers [7, 8].

Layers of tha ionosphere that reflect radio waves

sSpabial rade wave

Terrestrial radio wave

N Ty
g\
|' {

Fig. 3. Typical shortwave radio line diagram

Thus, an urgent scientific task arises regarding the
constructive synthesis of an improved AC for short-
wave radio communication and the development of an
appropriate methodology that takes into account the
design features of the AC, the direction of information
transmission and the influence of the earth's surface on
the propagation of radio waves, which will allow for the
rapid construction of a short-wave antenna based on
low-lying vibrators.

Therefore, the purpose of the research is to
develop a methodology for the constructive synthesis of
an improved AC for a mobile radio communication
device, which will allow the head of the communication
station to calculate a short-wave AC based on low-lying
vibrators, in accordance with the specified technical
characteristics, and the service personnel to quickly
deploy the antenna.

To achieve the research goal, it is necessary to:

— improve the mathematical model of the antenna
system based on low-lying emitters;

— improve the mathematical method for calculating
the electromagnetic field taking into account the radial
components of the electric and magnetic fields;

— develop a method for the constructive synthesis
of an improved short-wave antenna system from low-
lying emitters with the ability to change the direction of
the antenna directivity diagram in the vertical and
horizontal planes.

Existing programs for calculating the directivity
characteristics of vibrator antennas are developed based
on the theory of radiation of a symmetrical vibrator in
the far zone, which has significant inaccuracies in the
calculation of the components of the electromagnetic
field.

Therefore, it is proposed to take into account the
radial component of the electric field, which directly
affects closely located wire segments.

To calculate the mutual influence of coupled
vibrators, it is advisable to wuse the induced
electromotive force method, which allows to find the
induced and self-resistances of vibrators, as well as the
amplitudes and phases of currents in passive vibrators.

To take into account the influence of real radiators
and their mirror reflections on the antenna directivity
characteristics in the induced induced electromotive
force method, it is advisable to use the mirror reflection
method, which allows to partially take into account the
influence of real soil parameters on the antenna
characteristics.

The essence of the mirror reflection method is that
when determining the electromagnetic field generated
by a vibrator located above a perfectly conducting
surface, secondary currents are excluded from
consideration by introducing a probable vibrator, which
is a mirror image of the existing vibrator [1, 6].

To achieve the goal of the research, it is necessary
to solve the following set of scientific tasks:

1. Analysis of the design features of existing
antenna systems of radio communication facilities.

2. Analysis of mathematical methods for
calculating the design, construction, modeling and
modernization or improvement of antenna systems of
radio communication facilities.

3. Development of a physical model of an antenna
array of low-lying radiators based on the method of
induced electromotive forces and the method of mirror
reflection to a system of wire radiators of a special
shape, taking into account their common relative
location and the influence of the soil.

4. Improving the calculation method for creating a
system of emitters in order to increase the energy of the
radio line in the desired direction.

5. Developing technical proposals for the use of an
antenna system from standard antenna-feeder devices of
mobile radio communication equipment and a
grounding system, taking into account soil parameters.
Using the specified antenna system, form the necessary
directivity diagrams in the vertical and horizontal
planes, which can be quickly controlled.
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6. Developing recommendations  for  the
communications chief of the unit (station chief) for
calculating the deployment of the antenna array based
on the initial data: frequency, elements of the antenna
system, the probable location of the correspondent and
approximate soil parameters.

When using modernized vertically located antenna
systems (this applies to VHF antennas), it is necessary
to achieve the following characteristics:

1) The radiation pattern should change so that the

width of the main lobe in the vertical plane is 6, < 50°.

For standard antennas, this parameter is 80° or more.
2) It is assumed that the antenna gain (G,) will

increase to 6 dB. Currently, this parameter is up to 3 dB.
3) Based on the width of the directional pattern in

the vertical (8y) and horizontal (¢q) planes and the

antenna gain, the electric field E strength should
increase accordingly, which at the reception point
improves the quality of communication, or while
maintaining the same quality of communication, the
communication range will increase [9].

Thus, the objective function of this process will be:

R(x) = max R(x*); X €A,

where R(x) — the main parameter of the objective

function (communication range); x — parameters on
which the objective function depends (controlled and

uncontrolled variables); X - parameter values at the
maximum value of the objective function; A -
permissible range of parameter changes.

Limitations and assumptions:

— limitations on increasing the transmitter power
and receiver sensitivity, which must remain unchanged;

— limitations on deployment time (the deployment
time of the AS is equal to or less than the current one);

—the qualification of the performer corresponds to
a certain position (station chief);

— other limitations may arise based on the direct
operational task when developing a methodology for the
station chief.

The controlled variables include: the number of

antenna array elements (n), the location of the antenna
array elements (the distance between the elements is r),
the dimensions of these elements (the length of the
element is I; the diameter of the element is d ), the

height of the antenna rise (h), the operating frequency

(f), the wavelength (1), and the antenna gain (G ).

The controlled variables determine the main
parameters of the objective function. The
communication range is chosen as the main objective
function.

The increase in the communication range is

directly proportional to the antenna gain, i.e. R =,/G, .

The narrowing of the DS width is approximately 2
times.

Accordingly, the electric field strength must
increase, which follows from the equation;

E_ /30Pnep .
R
Uncontrolled variables: climatic conditions, such
as season of the year, weather (heat, rain, etc.), soil
parameters, maximum transmitter power, receiver
sensitivity, type of signal encoding, etc.
The efficiency indicator has the form:

cm

where R,,, —the new received parameter value, R, —

the previous value of the parameter.
For example, when increasing the communication
range from 50 to 70 km, we get:

n= [M]loo% =40% .
50

Conclusions

The practical implementation of the research
results should be an improved antenna system based on
low-lying vibrators with the ability to change the
direction of information transmission depending on the
location of the correspondents. This will provide the
technical possibility of improving the efficiency of
performing HF and VHF communication and ground
wave communication, and will also provide guaranteed
radio communication at the required set distance
between correspondents.

By modernizing the antenna system without
changing the transmitter power and receiver sensitivity,
it is expected to increase the communication range by
20-40% [1].
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OOrpyHTYBaHHS A0CTiI:KEHb AHTEHHUX CHCTEM
B KOPOTKOXBHWJILOBHX TA YJIHTPAKOPOTKOXBUJILOBHX Aiana3oHax

O. M. bepnnukos, C. 0. Mazop, T. B. Xpanoscrka, I1. €. limiTpoB

AHoTanmisi. [ yIOCKOHaJICHHS] KOPOTKOXBMIJIBOBOI QHTEHHM HA OCHOBI HHM3bKOPO3TAIIOBAaHHX BiOPaTOPIB MPOBEICHO
aHal3 Cy4YacHHX TEHJEHIIH y po3poOili HOBHX Ta MOJEpHI3allil ICHYIOUMX AHTEHHHX CHCTEM [UIi KOPOTKOXBHIBOBOTO
panio3B’s3Ky. MOXIMBICTE OCHTIIPKEHHS 3aCTOCYBaHHS HHU3bKOPO3TAIIOBAHUX TOPH30HTAJIBHUX BiOpaTOpiB IOB’sS3aHa 3 TUM,
0 € MOKJIMBICTh Ha CTOSIHKAX JJIsl aHTEH 10HOC(EPHUX XBWIIb 1 HE TUTBKH JUIS HUX CTBOPIOBATH 3 MiIPYYHUAX MaTepialliB TOCUTh
CKJIaJHI aHTEHHI PEUIiTKH 3 BEIUKUMH KoedimieHTamu mifcuieHHs. [IpoaHaizoBaHO MiAXOAW 0 YIOCKOHAICHHS aHTEHHUX
CHCTEM Yy 3aJIeKHOCTI BiJi BUAY PO3MOBCIO/DKCHHsS pagioXBuili, (i3MYHHX mapamerpiB aHTeHO-(ilepHHX NPUCTPOIB Ta iX
CIPSIMOBAaHMX BJIACTMBOCTEH. Y 3B’s3Ky 3 UM OOIPYHTOBAHO MiJXiJ] IIOJO CHHTE3Y aHTCH Ta BUKOPUCTAHHS JAQHOTO MiAXOAYy Y
HOAaNBIIi poOOTI ISl YJOCKOHAJCHHsS aHTEHHOI CHCTEMH W OTpPMMaHHS MOTPIOHMX XapaKTEePUCTHK CIPSMOBAHOCTI IS
oprasizamii CTifkoro pamio3s’si3Ky. 3alpoNOHOBAHO PO3POOHUTH METOAMKY KOHCTPYKTHBHOI'O CHHTE3y HAa OCHOBI METOJIiB
HaBEACHHUX ENIEKTPOPYIIIHHNX CHJI Ta A3€PKAIBHOTO BimoOpaskeHHs. [yl NOCATHEHHS MOCTABICHOI METH BH3HAUCHO OCHOBHI
HampsIMKH{, Taki SK: YJOCKOHAJICHHS MAaTeMaTHYHOI MOJENi AaHTEHHOI CHCTeMHM Ha OCHOBI HH3BKOPO3TAIIOBAHHX
BUIIPOMIHIOBAYiB; HACTYNHHH KPOK — Il yJOCKOHAIEHHS MaTeMaTHYHOTO METOJY PO3PaxyHKy eIeKTPOMAarHiTHOTO IO 3
BpPaxyBaHHAM paJiadbHUX CKJIQJOBUX €JIEKTPUYHOTO Ta MATHITHOTO TIONIB; Ta, SK HACIIJOK, JUI1 OTPHMAHHS 3PYYHOTO
IHCTPYMEHTY pO3POOMTH METOJMKY KOHCTPYKTHBHOTO CHHTE3Y YJAOCKOHAICHOI KOPOTKOXBHJIBOBOI AHTEHHOI CHCTEMHM i3
HHM3bKOPO3TALIOBAHMX BUIIPOMIHIOBAYiB 3 MOXJIMBICTIO 3MiHH HAampsiMy Aiarpamu CIPSIMOBAHOCTI aHTCHH B BEPTHKAIBHIH Ta
TOPU30HTAIIBHIN IITomMHAX. Y CTaTTi c(OPMOBAHO IiTbOBa (QYHKIIis, [0 BU3HAYAE OCHOBHI MApaMeTpH, sIKi HEOOXITHO JTOCATTH.
Bu3HaueHi kepoBaHi Ta HEKepOBaHi 3MiHHI, Bijl IKMX HamlpsMy 3aJeXHTh LiTboBa (QYHKIis 3a3Ha4eHOro mpouecy. Sk miacyMok,
HaBENICHO MiAXiJ J0 po3paxyHKYy MOKa3HUKa eQEeKTUBHOCTI JUIS OLIHKKA OTPHMAHOTO 3HAYCHHS MapaMeTpiB BiJ iX MOMEpEIHIX
3HAUCHB.

KawuoBi ciaoBa: MoOinbHUIA 3acib pamio3s’s3Ky, KOPOTKOXBHIILOBA aHTEHA, HU3bKO PO3TAILIOBaHi BiOpaTOpH, METOx
HaBEICHHX SNICKTPOPYLIIHHUX CHII, METOJI [3ePKaJIbHOTO BiJOOpaKEHHs, aHTCHHI CUCTEeMH, KOS(DILi€HT MiACUICHHS.
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DESIGN AND IMPLEMENTATION OF A SOFTWARE-DEFINED SPECTRUM
ANALYZER BASED ON PLUTO-SDR

Abstract. This article studies how a Software-Defined Radio (SDR) can work as a real-time spectrum analyzer and
compares two spectrum analyzer program designs for PlutoSDR. The aim of the article: to demonstrate how an
SDR can be used as a spectrum analyzer that makes fast sweeps and clearly displays data over wide frequency spans.
We compare two approaches to the program design: (1) a step-by-step sweep and (2) a fast sweep with fewer tuner
steps and RBW/VBW used during signal processing. The results obtained: the second program has shorter sweep
times and more stable power level estimates across the band. It also makes burst signals easier to see and supports
continuous monitoring like an entry-level Real-Time Spectrum Analyzer (RTSA). Conclusions: an SDR configured
with proper RBW/VBW and efficient rendering can provide good-enough real-time spectrum analysis for educational

and engineering tasks.

Keywords: software-defined radio, SDR, spectrum analyzer, signal processing.

Introduction

Wireless signals are now an essential part of daily
life: phones, Wi-Fi, Bluetooth, IoT devices, sensors in
factories, RF trackers all share the same air [1]. Since
many devices communicate at once, they can interfere
with each other and cause slow data transfer or
dropouts. Some bands are licensed and tightly managed
[2]. Others (like 2.4 and 5.6 GHz) are unlicensed and
represent free, public portion of the radio spectrum that
anyone can use, so devices must use low power, short
bursts, and polite spectrum access (i.e., a technique
called Listen Before Talk, LBT) [3]. Designers try to
keep energy inside the right channel (limit “adjacent-
channel” leakage) and follow basic rules on power and
emissions, while still providing good speed and battery
life.

Real-world RF environment changes quickly—
often in milliseconds. Signals can hop in frequency, start
and stop in short bursts, or collide with strong nearby
transmitters. Classic sweep tools (i.e., swept-tuned
spectrum analyzers that tune across the band and
measure one narrow slice at a time) often miss these
brief events, so modern practice observes the spectrum
as it changes over time. Even simple checks, such as
confirming that a device keeps its energy inside the
assigned channel, need an instrument that can see fast

behavior, not only slow averages. This need leads
directly to a different kind of tool [1].

A Real-Time Spectrum Analyzer (RTSA/RSA) is a
test instrument that continuously watches the radio
spectrum. It can catch very short events, trigger when a
chosen condition occurs (for example, a burst above a
limit or a mask violation), record the signal around that
moment, and let us study it by frequency and by time. In
practice, an RSA helps engineers find and explain
interference, out-of-band emissions, spurious tones, and
timing issues. Because it captures and stores the exact
data segment, teams can repeat the analysis, consult the
requirements, and issue fixes—useful both for
specialists and enthusiasts. For this purpose different
analyzer architectures exist [1].

RSA Architecture Types

Swept Spectrum Analyzer (SA). An SA, also
called superheterodyne spectrum analyzer,
downconverts the input and sweeps a narrow filter
(resolution bandwidth, RBW) across the chosen
frequency span, measuring one small slice at a time
(Fig. 1, a). This approach gives strong dynamic range
and accurate results for steady, continuous signals.
However, because it looks at only one slice at any
instant, rapid changes in a signal may be missed if they
happen between slices [1].

) . Display
Low-Pass Resolution  Envelope Video
BF Downconverter Bandwidth Detector Bandwidth
Attenuator . % 0 — Filter (SLVA) Filter at
\nput@— N ‘N‘ — N
JVAIRYES o= e
X
1G
Pre-Selector, Swept Tuned
Local
Oscillator

Sweep
Generator @

Swept Tuned Spectrum Analyzer (SA)

Fig. 1. Block diagram of SA analyser
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Vector Signal Analyzer (VSA). A VSA
downconverts a signal to IF/baseband, digitizes it, and
uses digital downconversion, filtering, and an FFT to
produce spectrum/time views and modulation metrics
(e.g., EVM, channel power).

Because it analyzes stored 1Q blocks, it is excellent
for known, repeatable waveforms (Fig. 2, b). Its limits
are that it is blind between captures (so rare or very
short events can be missed).

Thus, a VSA is powerful tool, but it is not

designed for continuous, gap-free watching of the
spectrum [1].

Real-Time Spectrum Analyzer (RTSA/RSA).
“Real-time” originated in early digital system
simulations and means the simulation processes events
as fast as the real system does (Fig. 2, ¢). An RTSA
continuously watches a chosen slice of the radio band.
The signal is sampled fast enough to satisfy Nyquist
criteria to catch very short events like brief bursts, hops,
or unwanted tones [1].
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c) Real-Time Spectrum Analyzer (RSA5100 Series)

Real-Time Bandwidth Display Processing

Fig 2. Block diagram of VSA and RTSA analyzers

SDR as RSA

Software-Defined Radio (SDR) can be
programmed to act as an RSA. Due to the nature of
SDR, this approach offers flexible, affordable solution
that can be adapted to a given project. The viewing
range and detection rules can be set in software. We can
also record data for replay and sharing, and as well as
plug it into tools or tests—all without buying a new
RSA device each time a change is needed.

Compared with small swept analyzers (e.g.
TinySA), an SDR-based setup is better at catching short,
changing signals and avoids the blind spots that appear
when reading the signal one slice at a time as all these
issues can be addressed in the programming. Although

professional benchtop RSAs deliver the highest
calibrated accuracy and widest coverage, they are
usually much more expensive; an SDR provides a “good
enough” real-time visibility at a fraction of the cost. The
main trade-off is setup effort: a reliable radio front end
and a capable computer are needed, plus a bit of tuning,
to make sure everything runs smoothly. We will use
PlutoSDR as a basis for our RSA. The program that will
monitor the spectrum will be based off the existing
ADALM Pluto SDR Spectrum Analyzer publicly
available on GitHub under the MIT license [4] (Fig. 3).
This program uses Python as a programming language
and pyadi-iio library to communicate with PlutoSDR.
Below you can see a block diagram of this program.
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|

THRESHOLD

RESET/LOOP - PEAK FIND -

Fig 3. Block diagram
of ADALM-Pluto-Spectrum-Analyzer program

The program begins with SDR INIT and GUI
INIT: it connects to PlutoSDR, sets sample rate, gain
(AGC or manual), and buffer sizes, then builds the plot,
controls, markers, and status labels. A TIMER (fires
every 10-30 Hz) breaks work into small chunks so the
UI stays smooth. Each timer tick follows the SWEEP
PLAN: SET LO tunes to the next center frequency, CLR
BUF drops stale samples, and READ IQ captures a
fresh block of 1Q data. LP FIR / mean applies a filter to
reduce jitter. dB SCALE converts to log units, APPEND
stores frequency—level pairs, and PLOT draws these
pairs across the span.

PEAK HOLD keeps the highest level for each
frequency. THRESHOLD compares the current (or
peak-hold) amplitude to a wuser-set threshold. If
exceeded, trigger a visual cue (and optionally a
log/notification). PEAK FIND runs at sweep end to list
local maxima. RESET/LOOP wraps to the start of the
frequency plan and continues the program. This ensures
continuous, real-time monitoring: the loop repeats with
the same parameters unless changed by the user,
refreshing traces and peak-hold indefinitely.

Although this program offers helpful overlays,
markers, threshold alerts, live point-by-point updates,
and a UI with lots of inputs, it has limits on wide spans.
It changes the tuner at every step, clears buffers, and
draws each new point on the screen, so sweeping is
slow, and very short bursts can be missed between steps.
Its detector uses simple smoothing rather than standard
RBW/VBW, so levels and narrow peaks may be less
reliable. The edges between chunks of processed data
can add small errors (stitching artifacts), and heavy
screen updates can make the app feel busy and laggy
when there are many points. Thus, a sweep from 100
MHz to 5.8 GHz may take up to 2 minutes.

For this reason, we need a program that runs the
radio at a higher sample rate to reduce LO hops, sets the
FFT size from a chosen RBW for clear and predictable
resolution, and applies VBW after detection on linear
power to smooth the trace in a proper, comparable way.
It should draw once per sweep with fewer points, so the
UI stays smooth. Block diagram of the new program can
be seen in Fig. 4.

The sweep starts with User Inputs and Apply
Settings: a user chooses start/stop, RBW (detail), VBW
(smoothing), gain, and view mode (clean, with less
points displayed on the chart, or granular).

}

Speed/Telemetry

Fig 4. Block diagram of a "fast spectrum analyzer" program

The program validates these, computesFFT size
from RBW, clears old peaks/buffers, and initializes
timers. Next, Sweep Planner splits the span into
overlapping steps for processing and builds one global
frequency axis. In SDR Frontend, PlutoSDR is
configured (sample rate, RF bandwidth, gain) and will
tune to each step central frequency and stream 1Q data.

Per step, Per-Step Capture tunes to the center and
reads a fixed IQ block. PSD & Detect converts it with
an FFT to power-versus-frequency and scales to dB. Bin
Keep & Stitch takes only the middle “good” bins and
places them into the global trace, so all steps join into
one spectrum. After detection, VBW Smoothing applies
a gentle time average at each frequency to reduce
flicker. Peak Hold stores the highest seen level per bin
to catch short bursts. Sweep Control advances steps, and
at the end records sweep time for the speed readout.

For display, Render & Downsample keeps the Ul
fast by lightly averaging (clean view) and drawing
fewer points while preserving shape. Plot Output shows
live dB versus frequency, with an optional dashed peak
trace. Speed/Telemetry reports last sweep time and
sweeps per second. In contrast, with the first program,
this one is built for speed and stable results on wide
spans: it has a faster sample rate, needs fewer tuner
steps, sets FFT size from RBW (for proper frequency
detail), and applies VBW after detection to smooth the
trace in a standard way. It renders once per sweep and
limits plotted points, so the Ul stays smooth, and the
levels are more trustworthy across the whole band. This
makes this program work faster over big frequency
ranges, gives us faster sweeps, cleaner displays, and
more consistent measurements. In this case a sweep
from 100 MHz to 5.8 GHz takes around 400 ms.

Conclusions

An SDR working as a real-time spectrum analyzer
can watch one band continuously, trigger on quick events,
and save 1Q data for later study. These features support
faster interference hunting, clearer compliance checks,
and an open toolchain that we can improve over time.
Two spectrum analyzer program designs for PlutoSDR
were compared. The first design is simple and shows
each point on the screen, but it becomes slow for wide
spans and may miss narrow or short signals. The second
design reduces tuner steps, sets FFT size from the chosen
RBW, applies VBW after detection, and draws once per
sweep. As a result, it gives faster scans, a cleaner display,
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and more stable levels across the band. The performance adding a better level calibration, custom triggers, and
of the program is limited only by the chosen RBW/VBW,  report export to bring the system closer to professional
memory needs for long captures, and SDR computational  instruments while keeping the benefits of open, software-
resources, nevertheless, the proposed method is practical ~ based tool.

for study and engineering work. Future work may include The screenshot of a program can be seen on Fig. 5.

Pause Apply Reset Pek

Fig 5. "Fast spectrum analyzer" program Ul
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Jocainzkenns Bukopuctanns Pluto-SDR sik anasizaTopa cniekTpy
M. O. Bixuentaes, b. P. bopsix

AHoTanisi. Y cTaTTi 10CHiIKYETHCS BUKOPHCTAHHS IIPOrpaMHo-KepoBanoro paaio (SDR) y pomni anamizaropa criekrpy ta
MIOPIBHIOIOTRCS IBA MIJXOMH 0 PO3poOKH mporpamu aHamizaropa mrst PlutoSDR. Mera crarti — mokasary, sk SDR moxHa
BUKOPHCTATH Yy POJIi aHaNi3aTopa CHEeKTpy, IO 3aTeH MIBHAKO 3/ifICHIOBATH 0OpOOKY MIMPOKOTO PaiodacTOTHOTO Jiara3oHy Ta
HAOYHO BiIoOpakaTH OTpPHMaHi JaHi. MU MOPIBHIOEMO JIBa MIAXOIH A0 MpoeKTyBaHHs: (1) MOKpOKOBHIA aHANI3 Ta (2) MBUAKAN
aHayi3 SKWH 31ifiCHIOE MEHINIA IepeHalalTyaBaHb 4acToTi Ta 3acrocye RBW/VBW min gac o6po6ku curnamy. PesyiabraTn:
JpYruil BapiaHT Ma€e BHILY IIBHAKICTh pOOOTH Ta OiIbI cTablIbHI OLIHKK PiBHSI MOTY)KHOCTI 110 3aJaHOMy Jiana3oHy. Bin Takox
Kpate (ikcye KOpOTKOYACHI CUTHAIM i IpH [boMY Oe3lepepBHO 3/iliCHIOE 00pOOKyY CHrHATy y BHOpaHOMY [iana3oHi, MopioHO
1o RTSA mouarkoBoro piBHs, Ha kmranT TinySA. BucHoBok: SDR i3 kopekrHo HamamrroBanumu RBW/VBW Ta
OINTUMI30BaHHM IPOLIECOM BiJOOPaKEHHS Pe3yJIbTaTiB MOXKe 3a0€3MEeUUTH JOCTATHBO AKICHUIT aHai3 CIIEKTPY B peabHOMY 4aci.

Kaw4uoBi ciaoBa: nporpamuo-keposane panio, SDR, anasnizarop criekrpy, 06poOka CHUrHamiB.
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PO3POBKA I AHAJII3 YACEJBbHOI MOJEJII OBUUCJIEHHA SICKPABICHOI
TEMIIEPATYPU ATMOC®EPHU B CEPEJJOBUIII MAPLE
HA OCHOBI PEKOMEHJAIIN ITU-R

AHoTaunis. CTaTTd NpUCBAYeHA Po3poOIIi Ta aHAIIZY IMITaiHHOT MOJETl I 00UNCIICHHS HU3X1AHOI ACKPaBiCHOI TeM-
nepaTypH, peai3oBaHoi B cepenoBuili Maple Ha ocHOBI pexoMenpaniii ITU-R. MeToro e¢TaTTi € CTBOpEHHS METO0NOT] Ta
iMiTaniiHOT MOJIeNi I YUCETbHOTO MOETIOBAHHS ICKPaBICHOT TEMIIEpaTypH, a TAKOX OLliHKa €(peKTUBHOCTI iITEpaTUBHOTO
Ta PEeKypCHUBHOTO METOMIB 3 ypaxyBaHHAM IX HNPOTYKTUBHOCTI Ta MPAKTUYHOTO 3aCTOCYBAaHHSA. 3aBHAHHS TO0CTiIKeHHS
BKJIIOYAIOTH PO3POOKY alNropuTMiB 00UMCIEHHS SICKPaBICHOI TeMIIepaTypH, pealisamito Moaeri B Maple, aHaii3 3anexHoOCTi
SICKPaBICHOI TEMIEpaTypH BiJ KyTiB MICIIS Ta 9acTOT, IIOPIBHSHHS iTEPaTHBHOTO H PEKYPCHUBHOTO MiXOMIB 3a KIIOYOBUMH
rapaMeTpaMy Ta OL[HKY TOYHOCTI MOZEINI BITHOCHO €TaJIOHHUX AaHnX. OTpuMaHuii pe3yJabTaT IeMOHCTPY€E KOPEKTHICTD
MOJIeNi, MATBEPIKEHY OJIM3BKICTIO 0OYHMCIEHUX 3HAUYEHb ACKPaBICHOI TeMIIEpaTypu A0 pealbHUX JaHUX. [TepaTuBHUI Me-
TOJ BUSIBUBCS LIBHUIIINM, TOAI SIK pEKYPCUBHUM MiIXi] Kpamie LTIocTpye GisuuHy Mozaenb. YncenpHe MOEIIOBaHHS BiToOpa-
JKa€ 3aJeKHICTh SICKPaBICHOI TeMIepaTypH Bi KyTiB MicLis, IO Y3TOMKYeThes 3 (pismuHuMHU npuHIUIamMu. I'axy3s 3acto-
CYBaHHS. OXOIUTIOE METEOPOJIOTIIO (aHAITI3 aTMOC(EPHOTO BUIIPOMIHIOBAHHSA), TEIEKOMYHiKamii (OI[iHKa 3aTyXaHHS CHTHa-
niB 5G/6G), nuctaHuiiiHe 30HxyBaHHs 3emii Ta ocBiTy (remoHcTpanist RTE i anropurwmis). IlepcriekTHBH BKIIOYAIOTH iHTE-
rpamnilo po3ciroBaHHS Ta JaHUX PEATBHOTO Yacy.

Kamo4doBi ciioBa: sickpaBicHa TeMIepaTypa, iMiTaliifHa MOJIEIb, PaJiOMeTpist, MiKpOXBUIbOBE BUIIPOMiHIOBAHHSI.

Beryn

AHaJli3 ocTaHHIX JocailKeHb i myOaikaunii. fAck-
paBicHa TeMIieparypa € Ba)XXJIHBUM IapaMeTpOM y pajio-
¢izumi Ta METeopoIIoTii 1 BUKOPUCTOBYETHCS LIS OITH-
CaHHS BUIIPOMIHIOBaHHS aTMOc(epu 3eMii i KocMocy y
pizHuX miama3zonax wactor. CydacHi meromu ii oOumc-
JICHHSI CIIUPAIOThCS HA PO3B’sI3aHHS pajialiiHOro TpaH-
cepHOro piBHSHHS, SIKE BPaXOBYE MMOTJIMHAHHS, BUIIPO-
MIHIOBaHHSI Ta PO3CIIOBaHHS €JIEKTPOMArHiTHUX XBHJIb Y
arMocepi. IcHye 6araTo MojeseH, 1110 OIHUCYIOTh sICKpa-
BICHY TeMIeparypy, KOXHa 3 KX Ma€ yHiKalbHi 0c00-
mBocti. Cepen Takux Mojeseld BupizHsersest Radiative
Transfer for TOVS (RTTOV) — mBuaka Mojens mpsi-
MOTO TepPEeHOCY BUIPOMIHIOBAHHS, 10 po3poldiieHa €B-
porreficbkuM eHTpoM mporao3iB norogn ECMWE. 1g
MOJIeNb IHTerpye Mpodiii TeMmepaTypH, BOJIOTOCTI Ta
XMapHOCTI /I aHaJli3y JJaHWX CYIyTHHKOBHX CEHCOPIB,
a TaK0)X BUKOPUCTOBYETHCSI B aCUMUIALIT JAHUX METeOo-
POJIOTIYHUX MTPOTHO3iB. TakoX s MOJIeTb BAKOPUCTOBY-
€ThCS IS iHTepHpeTanii BUMipPIOBaHb MiKPOXBHIBOBHX
pazioMeTpiB 3aBAsIKM CBOIK onmTuMizamii s poboTu B
peanpHoMy dvaci [1-3]. IHmor mikaBow po3poOKOI0 €
Mozenb Atmospheric Radiative Transfer Simulator
(ARTS), sixa BpaxoBye po3CitOBaHHS Ha JIPIOHNX YaCTH-
HKax, TaKMX 5K JOI, CHIT Ta JIiJl, [0 OCOOJIMBO BaXJINBO
qutst gacTtoT Bumie 50 ['rm. Ls Mmomens 6a3yeTbes Ha CTO-
XaCTHYHHX Ta JICTEPMiHOBAaHMX METO/IaX 1 BAKOPUCTOBY-
€THCS IS aHATI3Y JJAHUX NTAaCHBHUX MIKPOXBHIILOBUX Ce-
HcopiB, Hanpukiaa, GPM Microwave Imager, B nocii-
JoKeHHI XMap Ta omanis [4,5]. HemronasHi qociimkeHHs,
Taki sIK poOOTH i3 BUKOPHUCTAHHSAM HEHPOHHUX MEPEK,
MPOTMOHYIOTh 3aMiHY TPaAMLIHHUX YUCEIbHUX MOJIEINeit
Ha NepeHaBYCHI ATOPUTMH, SKi 3[aTHI epeadadaTH sic-
KpaBiCHY TeMIiepaTypy Ha 06a3i OCHOBHHX JaHHX IPO aT-
MochepHi npodim. Taki MIXoau MPUCKOPIOIOTH 00PO-
OKy 1aHHX Y peaJIbHOMY Yaci, 1110 Ma€ Ba)KJIMBE 3HAUCHHS

JUTSL CYTTy THUKOBOTO 3B’ 513Ky [6].

Oco0uBHUil iHTEpeC MPEACTABISAIOThH MOJCINI, 3a-
CHOBaHI Ha pEKOMEHIANiAX MIDKHAPOTHOTO COM3Y
enektpo3s’sizky (ITU), 3okpema, cranmapti ITU-R
P.676-13 [7]. L1z Momenb BpaxoBy€E BKJIaJ KUCHIO, BOMS-
HOI MMapHy Ta PiAKOi BOAHU, CIIUPAOYUCH HA EMITIpHYHI 3a-
JIKHOCTI 1 CIIEKTpaIbHi JiHii, 0 POOUTH 11 HOMYIISIPHOIO
y CYIlyTHHKOBIH METEOpOJIOTii Ta cuCcTeMax 3B sI3Ky JUIS
OLIIHKM 3aTyXaHHS CUT'HaNiB. Brucoka To4HICTh mpu cTa-
HIApPTHUX YMOBAX 1 PETYJISIpHI OHOBJICHHS CTaHIAPTY 3a-
6e3reuyroTh i NpaKTHYHY 3HAYNMICTB.

SlckpaBicHa TeMIieparypa, alrOPUTM 3HAXOJKEHHS
SIKOT JICTAIIBHO OIMHUCAHO Y [7], BiAirpae BaxIUBY POJb Y
paniosokarii Ta pagiomerpii sik eeKTHBHA TeMIeparypa
BUIIPOMIHIOBaHHS, 110 PEECTPYETHCS MPUIMATLHIUMU CH-
CTeMaMHy 3 ypaxyBaHHSIM aTMOC(EpPHOro IMOTJIMHAHHS.
Leit mapamerp KpUTHUHHUK JUIsl iHTEpHpeTalii AaHuX Y
MIKpOXBHIILOBOMY Jiala3oHi, ¢ aTtMocdepa 3HAYHOO
MIpOIO MOJYJIIO€ CHT'HAJI. BoHa TakoX € eTaJoHOM s
KamiOpyBaHHS PallioNOKANiHHUX Ta paTiOMETPHUYHIX CH-
creM, 3a0e3Medyroun TOYHICTH BHUMIpIOBaHb BinoOpa-
JKEHb BiJl 3eMHOI IIOBEpXHi 200 KOCMIUYHHX 00’ €KTIB.

Cyu4acHi pociimkeHHs y [8] ommcyroTh kamiOpy-
BaHHS JaHUX 13 3aCTOCYBaHHIM SICKPaBICHOI Temmepa-
typa aist cencopi tumy VIIRS ta NOAA-21. V noen-
HaHHI 3 MOJETSIMH aTMOC(HEPHOTO MOTIIMHAHHS SICKpaBi-
CHa TeMIieparypa I103BOJISIE PO3IUISATH BKIAaTH aTMOC-
(dbepu Ta WiTLOBUX 00’€EKTIB, IO BAXJIUBO IS TUCTaH-
LiifHOro 30HAYBaHHS 3eMJIi, JOCII/DKEHHS TUIaHEeT Ta ac-
TPOHOMIiYHHUX criocTepexeHb. Hanpuknan, crarts [9] ne-
MOHCTpYE ii 3aCTOCYBaHHS Ul aHANi3y 3€MHHUX IOBEp-
XOHb 3 BUKOPUCTaHHIM JaHuX SMAP.

VY TenekoMyHiKalisfX sSCKpaBiCHa TEMIIEpaTypa BH-
KOPHUCTOBYETBCS JUISl OLIHKM 3aBajl Ta 3aTyXaHHS CUI'HA-
JIiB, 0COOMBO Y BUCOKOIIBUAKICHUX cucTeMax 5G ta 6G
y pi3HUX Jiana3oHax 4acToT. AHaji3 il BIUIMBY Ha 3aTy-
XaHHs Y TeppareplioBoMy miana3oHi s 6G mpencTasi-
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eHo y poborti [10], a nocmimkenns [11] 06’ eanye excre-
PUMEHTANIBHI Ta TEOPETHYHI AaHi PO BIUIMB aTMOChepr
Ha 6G-cucremu. B po6ori [12] akieHT 3po0iaeHO Ha Om-
TUMI3aIlil KaHAJIB 3 HABKOJIMIITHIMA TTOBEPXHIMH.
IMocranoBka mpo6Jemu. JlocmipKeHHS! NPHUCBS-
YeHe CTBOPEHHIO IMITaIifHOT MOIeITi po3paxyHKy sICKpa-
BicHOI TemmepaTypu y cepenoBuili Maple Ha 6a3i cran-
naptiB [7, 13, 14]. 3anponoHoBaHuMii TiAXix MOENHYE iTe-
paTUBHUI Ta PEKYpPCUBHUNH METOAM YHUCEIBHOIO
po3B’s3annsa RTE, 3a6e3nedyroun THyUKiCTh Ta aJanTu-
BHICTh JO pi3HHUX arMochepHHX mpodiniB. Moxaenb
BKITIOYA€ JUCKpeTH3aIlito atmochepu 3 kpokom 0.5 kM 110
BucotH 100 kM, iHTerpauito QyHKii MOrIMHAHHA Ta Tpa-
€KTODIi pafioXBUJIb, & TAKOXK MTOPIBHAHHS MPOYKTUBHO-
cti nBox miaxoxie. lle He nuie BiAMOBimae MiKHAPOI-
HUM CTaHIapTaM, ajue i IPeICTaBiIse 3pYy4YHUI HCTpY-
MEHT JIJIsl OCBITHIX Ta JOCiTHUIBKUX I[iJICH, 30epirauu
0anaHC MK TOYHICTIO, IIBUKICTIO Ta HAOYHICTIO KOMY.
Po3pobnena y mporpami Maple imiTaniiina Moaemsb
Ma€ 3HayHI HepeBard. BHKOpUCTaHHSA NaHOTO MaKeTy
MPUKIaIHAX TPOrpaM, BiZIOMOTO CBOIMH CHMBOJIBHUMH
Ta YHMCETbHUMH OOYMCIICHHSAMH, 3a0e3neduye Jerky Mo-
audikanio alropuTMiB Ta alanTaliio 10 pi3HUX YMOB
a00 YacTOTHMM [iama30HaM, BKIIIOYAIOCh MOKJIHMBICTH
iHTerpanii 3 IHIIUMH CTaHAAPTAMH 3aBASKH MOYJIbHIM
cTpyktypi. Ilnaropma Takox MiATPUMYE IHTEPAKTUB-
HICTh Ta Bi3yalli3allifo, 10 pOOUTH MOJEIb IIHHUM pe-
cypcoM it HaykoBiiB. [IOpiBHSHHSA ABOX MiIXOIIB —
ITEpaTUBHOTO Ta PEKYPCHBHOTO — JO3BOJIMIIO BU3HAUYNTH
ONTHUMABHUN MiAX1J AL pO3paxyHKy SCKPaBICHOI TeM-
nepatypH. Bucoka TOYHICTB, IO MiATBEPAMIACH BiAMO-
BITHICTIO cTaHIapTaMm, poOUTh MOJETb HAIIHUM iH-
CTPYMEHTOM JUISl HAYKOBUX Ta MPAKTUYHUX 3aj1ad.
Merta cratTi. OCHOBHOIO METOIO JOCIPKECHHS 0YII0
CTBOpPEHHS METO/O0JIOTII Ta imMiTaIiifHOi MoJeTi B cepeno-
Buili Maple, 110 IepeBOIUTh TEOPETHYHI ITOJIOKEHHS Pi3-
HHUX PEKOMEHJIAIlii 10 0OYMCIICHHIO SICKPaBiCHOT TemIle-
patypu y €IMHY NpakTHYHY GOpMY IUIsl YHCEIBHHUX eKC-
nepuMeHTIB. 1]e MOTHBOBAaHO TaKoX Mpe/ICTaBICHHSM 1H-
CTpYMEHTA IS LTFOCTpaIlil (hi3HYHUX OCHOB Ta aJrOPHT-
MIYHUX PO3paxyHKIB sickpaBicHOi TemrepaTypu. [IpoBe-
JIeHE JIOCHIKeHHS MOKHA BBa)KATH OCHOBOIO JUTSl T1071a-
JBIIMX TTOKPAIIEHb, TAKNX K JIOAABaHHS MOJYJIB iHTET-
parmii 3 JaHUMH PeajbHOrO Yacy, IO BiKPUBA€E IMIHPOKI
TIEpPCTIEKTUBH 71 OUTBII IIMPOKOTO Kiacy 3axad. Otpu-
MaHi pe3yJIbTaTH MOXYTh 3HAUTH 3aCTOCYBaHHS y JIHCTA-
HI[IHHOMY 30H]TyBaHHI, TEJIEKOMYHIKaIlisX ( HAMPUKIAT, Y
aHaNI31 TaHWX MIKPOXBHJIBOBHUX PAIiOMETPiB), a TAKOXK Y
MO/IETIIOBAHHI BIUIMBY aTMOC(epH Ha palioioKalliiHi cu-
CTEMH Ta HaBiramiiHi mpuOOpH KOCMIYHHX amaparis.

MerTtoaoJoris

SckpaBicHa TemIepaTypa MIKpOXBHJIBOBOTO BH-
MIPOMIHIOBaHHA — II€ (pyHAaMEeHTaJbHa KOHIENIS y pa-
nio¢isznii, MeTeoposorii Ta acTpOHOMIl, sIka BUKOPUCTO-
BYETBCS JUISI OTIMCAHHS IHTEHCUBHOCTI BHITPOMiHIOBaHHS
B TepMiHaX TEMIIEPaTyPH €KBiBAJIEHTHOTO YOPHOTO Tijla
Ta MOke OyTH o0uucieHa o Gopmyi [7]:

TB(fGHZ’Tj) = 0,048 fGHZ X

Herontrt) 00 O

ne Ty — disuuHa Temmeparypa j-ro mapy. SlckpasicHa Te-
mneparypa Tg(fgHz, T J) J00pe anmpOKCHUMYEThCS 3HA-

YeHHSIM T3 Ha 4acToTi fGHz <0,42.

To0To, sickpaBicHa TemuepaTypa 7 BU3HAYAETHCS K
TeMIIepaTypa iJealbHOTO Tija, 0 BUIIPOMIHIOE €JIEKTPO-
MarHiTHa XBHJIA 3 TI€FO K IHTEHCUBHICTIO, IO 1 CEpPEIOBHIIIE
TIpY TIeBHiK acToTi. {11 00UMCIIeH s SICKPaBICHOI TeMIIe-
parypu Tz BUNPOMIHIOBaHHS NTOTPIOHO BpaxoBYBaTH HU3-
XiZIHE BUIIPOMIHIOBaHHS aTMOC(EpPHUX Ta3iB (KMCHIO Ta BO-
JSTHOT TapH), a TAaKOXX BIUIMB 3aTyXaHHs 1 reoMeTpii Tpacu
[7]. 3rizHo pexomenarisam [7] s MOAETIOBAHHS HU3Xi-
HOI SICKpaBiCHOI TeMrepaTrypy HeOoOXiJJHO pO3IJIsiaTH Mo-
JIeTIb, Je aTMocdepa MOULIETHCS Ha MEBHY KUTBKICTh Ia-
piB, a BUOIp KUIPKOCTI KX IIapiB BiQIIOBIZA€ 32 TOYHICTH
3HaYCHHS ACKpaBicHOI Temrieparypu. Lleit Bubip 3aexurs
Bix OarathoX (paKTOpiB, BKIFOUAIOYH METY JOCIIIKCHHS,
XapaKTEePHCTHKH aTMOC(EpH, YaCTOTHUH Jiana3oH pamio-
MeTpa, 0OYHCIIOBAIBHI pecypcu Towo. Sk mpaBuiio, mep-
Wi ap aTMOCcQepr PO3TIAIAETHCS Ha TIOBEPXHI 3eMii, a
OCTaHHIH — 11e BepXHii 1map armocdepu. [Ijist o0uncIeHHs
CYMapHOI SICKpaBiCHOI TeMIIEpaTypy MOTPIOHO PO3IIISTHY TH
CyMy 3Ha4eHb ICKPaBiCHOT TeMIepaTypy BUIPOMiHIOBAaHHS
B KO)KHOMY I11api, TOMHO>KHBIIIY OTPUMaHy CyMy Ha BTPaTH
HPH TIEPEXO/Ii 10 HOBOTO IIapy € ypaxyBaHHSIM TOYKH CIIO-
CTepEeXXEHHL. Y IIbOMY BHITAIKY PO3CIFOBAaHHSM MOKHA 3He-
XTyBaTH, IPUITYCTHBINM, IO aTMocdepa 3HAXOAUTHCS Y
CTaHi JIOKAIFHOT TePMOJMHAMIYHOI PiBHOBATH.

[Ipu Bimomux atmocdepHuUX MpoPiIIX Qi3uIHOL
TeMIepaTypH, aTMOoc(epHOro Ta HapLiaJbHOTO THCKY
[12] sckpaBicHa TemmiepaTypa Hu3XioH020 MIKPOXBHUIIBO-
BOTO BUIPOMIHIOBaHHSI OOYHCIIOETHCS 32 (OPMYIIOIO,
IO € PO3B’SI3KOM PIBHSIHHS [IEPEHOCY BUITPOMIHIOBAHHS
JUISL HU3XIJHOTO MIKPOXBHIILOBOTO BHITPOMIHIOBaHHS 32
HabOPOM JMCKpEeTHHX Mmapis [7]:

K
| Xayj /10
Taownwelling = T8 (fgHz,2,73)-10 = +

i )
K acys 10 —[_Z am/lo]
+ZTB(fGHZ,TJ-)~(1O i7i/ -1)-10 i=1 L (K),
=1
1e Tgownwelling — ACKpaBiCHa TeMIlepaTypa HU3XiJXHOIO
sunpomintoBaunst (B Kenssinax); Tg (fgn,, T) — sickpa-

BiCHA TeMmepaTypa st yactoti fop, i Temmeparypu T;

fchz — wactora B rirarepuax; Tj— Ttemneparypa j-ro

mapy artMocdepu; a i~ KOe(DII[iEHT MOTJIMHAHHS JUIA -

ro mapy arMocepu; T — ONTHYHA TOBIIWHA J-TO IIApy
arMocdepu; K — 3aranpH a KiJbKIiCTh mapiB atMochepu.

BaxxnuBuM eTanom o04YHCIIeHHS SICKpaBiCHOT TeMIIe-
paTtypu € po3paxyHOK ITIOTOHHOTO 3aTyXaHHs B aTMocdep-
HUX ra3ax [7] Ha OCHOBI MOJIETIFOBaHHSI TIOTJIMHAHHS KHC-
HEM 1 BOJISTHOIO TIapOI0 3 BUKOPHCTAHHSM JIaHUX IIpO CIIe-
KTpaJibHi JiHil. [Ipu 1boMy, He0OXiTHO BpaxyBaTH 10/at-
KOBi KOe(IIliEHTH, 10 BiMOBIAAIOTh 32 HEPE3OHAHCHUMA
CIIEKTpP MOTJIMHAHHS KUCHEM Ha HU3bKHMX YacTOTAaXx, IIOT-
JUHAHHS a30Ty Ha dactoTax Bixg 100 [T Ta momatkoBe
MOTTIMHAHHA y CMy3l HETNEpepBHOTO MOTIMHAHHSA BOAS-
HOIO TTapoIo.

181



Control, Navigation and Communication Systems. 2025. No. 4

ISSN 2073-7394

®opmyna it OOYHUCIICHHS TIOTOHHOTO 3aTyXaHHS B
aTMocdepHHX razax Mae BUrisiz [7]:

Y=Vo+ry=01820-f x
®)

x Z KucS[Fi + Nb(f)—‘nggo.napSiFl’- f (OE/KM),
I

1€ ¥, — TOTOHHE 3aTyXaHHs, 00YMOBIIEHE CYyXUM IIOBIT-
psM (KHCHEM); )y — IOTOHHE 3aTyXaHHA, O0OyMOBIEHE

BOJITHOIO ITAPOI0; Sj — CIeKTpaybHi miHil, F — Koedimi-

€HT (OpMH CHEKTPAIBHHUX JiHiM, NB(f)— Herepeps-
HUH CHEKTP AT CyXOTO MOBITPs, 00yMOBIIEHHH MOTIIH-
HAaHHAM a30Ty Ta c0a€BCHKIM CIIEKTPOM.

OxpiM MOTOHHOTO 3aTyXaHHS MOTPiOHO BPaxoOBY-
BaTH TPAEKTOPIIO NOMNPEHHS BUIPOMIHIOBaHHS, TOOTO,
00YNCITIOBaTH MOBXKHHY IUITHKH TPacH 4Yepe3 KOXKeH
map. JloBxuHa AUTSIHKY TPacH 4epes i-i iap TOBIIUHOO
0j obumcmoeThes 3a hopmynoro [7]:

a; =—I; Cos f3; +\/ri2 cos? Gi + 25,6 +5iz, (xm), (4)

Je I; — DOBXKWHA pafiyc-BeKTopa i3 eHTpa 3eMili 10 HU-
XKHBOI MeXi i-ro mapy; liy1 =1 +Jj, I, — IOBXHHA pa-
Jiyc-BeKTOpa 3eMili 10 HUKHBOT MEKi HU)KHBOTO 111apy, sIK
MpaBHIIO — [ie cepenHii paxiyc 3emmi (6371 km); f — Mi-
CIIEBUH 3€HITHUII KyT IpH MOBEpXHi 3emMiii a00 OJIM3BKO
6ina mei; B, =90-¢, ne @— BUANMHH KyT MICI;

B =arcsin(ngsin /), n—
i3 [13].

B pexomenpnarii [7] Takox 3a3Ha4eHO, sl 00YHC-
JICHHS ICKPaBICHOT TEMIIEpaTypy 3pyYHO 3aCTOCOBYBATH
pekypcito. Lle moB’s13aHO 3 MPUPOAOIO paaiaIliitHoro Tpa-
HC(EPHOrO PIBHSHHS, OCKIIBKH BOHO BUPAKAETHCS SK
PEKYPEHTHE CITIBBIIHOLICHHS, Y IKOMY BHECOK KOKHOTO
mrapy arMocqepu y 3HaueHHs SICKpaBiCHOI TeMIepaTypH
3aJIeKHTh BiJl onepenHporo mapy. OKpim Toro, pekyp-
cist poOUTH MOZIEJb OUIBII IHTYITUBHOIO JJIsl PO3YMiHHS,
aJUKe BOHA YITKO JIEMOHCTpYE, K BUIIPOMIHIOBaHHS Ha-
KOIIMYYETHCS 1 SIBHO BimoOpakae (i3WYHICTH PIBHIHHA
TIepeHocy.

[pore, ciix 3a3HaYNTH, IO BUKOPUCTaHHS PEKyp-
cii He € 000B’SI3KOBUM, X04a i MOTUBOBAHO OaXKaHHSM Bi-
N00pa3uTH TPUPOAHIO PEKYPEHTHICTh PIBHAHHS Mepe-
HOCY. AJIbTepHATHBHHNA MiJXiJl i3 3aCTOCYBaHHS ITUKJIIB
(iTepaTUBHUI) TaKOXX Ma€ CEHC i MOxe OyTH OiLIbII OT-
TUMAaJbHUM JJISl PO3PAaXyHKY SICKPaBiCHOI TeMIIepaTypH.

iHIeKe pedpaxiii

AJITOPUTMH 00YMCICHHSA SICKPaBiCHOI
TeMIIepaTypH Ta iX NOPiBHAHHS

JaHnii po3ai MPUCBSYEHUH OETAIbHOMY OIHCY
ITOPUTMIB OOYUCIICHHS HU3X1THOI SICKpaBiCHOI TeMIe-
patypw, peanizoBaHux y cepenonuin Maple. PosrisayTo
JIBa MIIXOAM: ITEPaTUBHUHM Ta PEKYpPCHBHHUH, a TaKOX
MPOBEJICHO iX MOPIBHSHHS 33 KIIOUOBUMH XapaKTepHUC-
THKaMH.

ITeparuBHUiT anroput™ 0a3yeTbesi HA LUKITYHOMY
004YHnCIIeHH] SICKPaBICHOT TeMIIepaTypH AJIst TIOCIiTOBHUX
mapiB armocdepu. [Ipouec mounHaerses 3 iHiniamizamii

napamerpiB: Bucota h=0, sckpaBicHa Temmeparypa
Tg =0, ingexc mapy i =0 Ta 3aranbHa KiTbKiCTh IIapiB

N =100. Y mekax OuKITy BUKOHYIOTHCS TaKi KPOKH:

1. OOGuucneHHs: KoeQilieHTY MOTJIIMHAHHS }j JUIA
MOTOYHOTO 1Iapy.

2. Bu3HauyeHHS IOBXKHHHM IUIAXY.

3. OHOBIICHHA SCKpaBiCHOI TemmepaTypH 3a Qop-
mystoro [7]7

TB,downweIIing,Iast =

©)
=TB,downwelling *Lj +@-Lj)-Tg,

L —ajyj/lo
e LJ =10 .

4. 30umpmenHHs iHmekcy i=i+1 Ta BHcOTH

h =h+6h . uka nosroproetsest, moku i < N . [o 3aBe-
PUICHHI TIOBEPTAETHCS OCTATOYHE 3HAYCHHS SCKPaBICHOT
TeMIlepaTypH.

et minxin 3abe3mnedye JniHiHHY 00poOKYy HaHUX i
He oTpedye JOTaTKOBUX PECypPCiB ITaM’ sITi.

Ha puc. 1 y Burisini 610k-cxeMu 300pakeHo aro-
PHUTM BHKOHAHHS iT€paTHBHOT'O METOLy OOUHCIICHHS sC-
KpaBiCHOI TeMIepaTypH.

PexypcuBHHII aJrOpUTM pealizoBaHO uepe3 OK-
peMy pekypcuBHY (YHKIIIO, sSiKa BHUKJIHMKae cama cebe
JUIs 00OpOOKM HACTYIHOTO IIapy 1 MOKa3aHO Ha pHC. 2
y BUIJIAI OJoK-cxeMH. [Hilianizamis mapamMeTpiB BUKO-
HY€ThCSI AHAJIOTIYHO ITEPATUBHOMY aJITOPHUTMY, a Jaii
PEKYPCUBHMI aJITOPUTM BKIIIOYAE:

1. Tlepesipky 6a3oBoro Bumaaky: skmio i = N , mo-
BEpTa€ThCS IOTOYHE 3HAUYCHHS SICKpaBICHOI TemIiepa-
TYpH.

2. OOuucieHHs koedimieHTa TOTIMHAHHS Ta JOB-
KHUHU MIUIIXY

3. OHOBNEHHS SICKPaBICHOI TEMIIEPATYPH.

4. Bukiuk pekypcuBHOI (DyHKIIi 3 HOBUMH Iapa-
MeTpamH.

Leit MmeTox BinoOpaskae peKypeHTHY MPUPOY PiB-
HSHHSI TIEPEHOCY, JIe KOJKEH Ilap 3aJIeKUTh BiJl ITONEpea-
HBOTO.

[opiBHSIHHA ITEPaTUBHOTO Ta PEKYPCHUBHOTO Iij-
XOMIB TIOKa3ajo, IO ITepaTHBHUHM METOJ AEMOHCTPYE
BHIIy MIBUIAKICTE ( cepeqHiil wac BukoHaHHA 781,7 Mc),
mo npuoIM3HO Ha 6% MmBHIIIE, HIX peKypcuBHHH (830
MC) 3aBJISIKH BIICYyTHOCTI HaKJIaJHUX BUTPAT Ha BUKIUKH
¢ynkuiin. Takoxx mepmmii miaxigx BUKOPUCTOBYE (ikco-
BaHMH 00’€M mam’sTi, TOJl SK Py HAKOIMHMYYE CTe-
KOBI KaJipH, 10 MO MPHU3BECTH 0 MIEPEHOBHEHHS MPH
BENMKIH KiJILKOCTI IIapiB.

IIpore, peKypcHBHUI METOI Kpallle LTIOCTPYE peKy-
PEHTPY CTPYKTYpY 0a30BOTO PiBHAHHS IEPEHOCY, 0 KO-
PHCHO U OCBITHIX IiJIEH, TOA1 SIK iTepaTUBHUI MPOCTi-
A 1t MoIUQiKkaIii Ta BiUIaro/pKeHHs. [TepaTuBHMIA
IIX1]1 JIETIIe aaanTyBaTu JI0 MapajelbHuX 00YHCIIEHb,
a pEeKypCHBHHMH BHMarae IepepoOKH Juisi iHTerpauii
CKJIQJIHUX YMOB. ToMy, peKypcuBHMH mijxij Oijblie Bi-
JIOBIa€ YMOBaM JeMOHCTpaii (pi3sMYHUX MPUHIIHITIB
0O4YHMCIICHHS SICKpaBICHOI TeMIeparypH, a iTepaTHBHHUN
Kpalie MiIXOAWTh JJIsi MacOBUX OOYHCIICHb, 30KpeMa,
00poOKH JaHKX Y peaslbHOMY Jaci.
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Ofuncienns EvedimeATy DOMHHAHAR

Y

¥
/ Tirianizania mapaMeTpin Ta KiTEROCTI Mapis /

Y

Bukunk pexypensnof (hynkuii

Pekypensua fyukuin

Y r

OOIHCIEHEA JOERHHEE NLLAXY

1loBepHeHH THATEHE ACKpaBicHOL
TeMMNepaTypH

OfuicTenna koedillicHTy NoTTHRANNA

k.

OEOBIEHHA ACKPABICHO TEMIEDATYPH /

YrcenbHe MOTSTHORAHHA /

OfemcTeRRA JOBATHH TITAXY

h 4

3GinemenEn HAEECY Ta KPOEY 0 BHCOTI

h 4

[leperipEa yMoBE

Y

Kinmese sHaTeHHT ACKPABICHOT TEMOEPATYPH

v

UncensEe MOOeIEAHHAT

l

(v Yo
N

Puc. 1. ItepatuBHuii anroput™ oo4ncineHHs 7

O6uBa aNTOPUTMH KOPEKTHO Peai3yloTh 00UYHUC-
JICHHA SICKPaBiCHOI TEMIIEPaTypH BiIOBITHO IO peKOMe-
HJAIiH, TEMOHCTPYIOUN OJM3BKICTh PE3ybTATIB JI0 €Ta-
JIOHHHX JaHuX. Bubip Mi>k HUMU 3aJIeKUTH BiT IIiJIEH.

YuceJnbHe MOEJTI0OBAaHHSA

VY npoMy poO3[IiTi IPEACTABICHO aHANI3 YHCEIEHOTO
MOJICITFOBAHHSI HH3XIJHOI SICKPaBICHOI TeMIepaTypH y
MiKpOXBHJILOBOMY Jlialla30Hi, BHKOHAHUX 32 JIOIIOMOTOI0
po3pobiteHoi imiTartiitHoi Moaeni B cepemosumti Maple.

Ha pwc.3 mokazaHo po3momi — SICKpaBiCHOL
TeMIepaTypyu 3aJeKHO BiJ KyTiB Micui Uil pi3HHX
4acToT.

¥

ONORTENIa SeRpanicnol TeMnepaTypn

y

OFf4HCTERHA ACKPARICHOT TEMIIERaTy pil

y

Bugnuk pokypensnot ynguit

¥

loBepHCHEN KIHLICBOIO SHATCHEL

ACKPARICHOT TeMmepaTypi

h

/ UHCCNBHE MOLCIIOBLHII /

Y

Ifmem.\

Puc. 2. PexypcuBHuii anroputm obuucneHss 73

I

I'padix wHa puc.3 BigoOpaxkae 3aleKHICTH
SCKpaBiCHOI TeMIepaTypH Bix KyTiB Micusg y Iiama3oHi
Bix 5° 10 90° mis KUTBKOX 9acTOT Y MiKPOBOJHOBOMY
niana3oi, 3okpema 11 I'T, 20 IT, 67 ITi 90 I'T.
Mogens 6a3yeTbes Ha Billle3a3HAYCHUX PEKOMEH ALK i
BHKOPHCTOBYE IUCKpETH3aMifo aTMochepu 3 Kpokom 0.5
KM 10 BucoTu 100 kM.

Ha rpadiky npezacTaBieHo Kibka KpHBHX, KOXKHA 3
SKAX  BIANOBiJa€ IMEBHI 4YacTOTi, 13 YITKUMU
MMO3HAYKAMU OCEi: TOPU30HTAIBHA BICh BiJOOpakae KyT
Mmicisg (y rpagycax), a BepTUKajJbHa — 3HAYCHHS
ACKpaBicHOI TeMIiepaTypH (y KenpBiHax). KoxHa xpuBa,
WMOBIpHO, Ma€ pi3HUM Komip abo CTWiIb JiHil s
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PO3pi3HEHHS YacTOT, 13 BIAMOBIIHUMY JICTCHIAMHU.
I'padix nemoHcTpye, 110 3HAYEHHS SICKpaBiCHOL
TEMIIEpaTypu, OTPUMaHI MOAEILIIO, OJIU3bKI 0 PeTbHUX
JaHuX, W10 MIATBEPIKYE KOPEKTHICTh peaizarii.
ManeHpKi BIIXWIEHHS MOXYTh OyTH TIOB’sA3aHi 3

BIJICYTHICTIO Y MOJENi BpaxyBaHHS pO3CIIOBaHHs Ha
rizpomereopax (IOII, CHIr), SIKE CTAa€ 3HAYHUM IIPH
yactotax > 50 I'T', abo 3 BUKOPUCTAHHIM €TaJOHHUX
npodinie atmochepu [14], sKi MOXYTh HE IOBHICTIO
BiZJOOpaXkaTH JIOKAJIbHI yMOBH.

3004
280+
260+
240
220+
200+
180+
T(K)lGO-
1404
120
100
80+
60+
40
20+

0 T
100.3

T T
150.3 200.3 250.3

Yacrora (I'ri)

— 30— —45% == = 907

Puc. 3. SIckpaBicHa TemmepaTypa HU3XiZHOTO MiKPOXBUILOBOTO BUTIPOMIHIOBAHHSI

I'padix Ha puc. 3 € HAOUHUM MiATBEPPKECHHIM
npare3aTHOCTI iMUTaliiHOi Mozeni B Maple.

3pocTaHHs ~ SICKpaBiCHOI ~ Temmeparypu  3i
3MEHIICHHSM KyTa Micls Ta IiJBHIICHHSAM YacTOTH
Y3rOKY€EThCS 3 DI3SMYHUMU MPHHITUIIAMH, 8 OJH3BKICTh
JI0 peaNbHHUX 3HA4YeHb CBIiIYUTH NPO BHUCOKY TOYHICTh
MOZeNi B CTaHOApTHUX yMoBax. s MNOKpalleHHs
MOXKHa JIOJAaTH MOJYJb PO3CIIOBaHHS Ta IHTErpyBaTH
JIOKabHI aTMOchepHi Tpodii.

BucnoBku

Jlane 1oCHiPKEHHS PEICTABIIIO I€TAIbHY PO3pO-
OKy Ta aHai3 iMiTaiifHOT MOJIENi AT OOUHCIICHHS HU3-
XiJIHOT SICKpaBiCHOI TeMmepaTypu y MiKpOXBHIbOBOMY
Jiara3oHi, peanizoBaHoi B cepenoBuili Maple Ha ocHOBI
pexomeHzaniil. Mozens, mo 6a3yeTbes Ha pagialiifHoMy
TpaHc(EepHOMY PIBHSAHHI, MPOAEMOHCTPYBaJia BHCOKY
TOYHICTP 1 IPAKTUYHY LiHHICTH JJISI HAYKOBHX Ta OCBIT-
HIX IiJIeH.

Po3pobieno Ta MOpiBHSAHO JBa aNTOPUTMIYHI Tij-
XOJIH: ITepaTUBHUM 1 peKypcuBHUH. ITepaTnBHUIT MeTOx
BHSBHUBCSA €(PEKTHBHIIIMM 3a IIBHIKICTIO, IIO POOUTH

HOro NpUIaTHUM JIJISI MACOBUX OOYHCIIEHD, TOII SIK PEKY-
PCHBHWUIA MiAX1Jl BUPI3HAETHCS HAOUHICTIO 1 Kpalle BiJo-
Opakae peKypeHTHY NMPHUPOAY TpaHC(EepHOro piBHSHHI,
IO € IIHHAM IS HaBYAJbHUX Iieid. OOuaBa METOIU
TMOKa3any OMM3BKICTh PE3YJIbTATIB JI0 ETATOHHUX JAHHX,
MATBEPKYIOYN KOPEKTHICTh peamizalii. biams3pkicTsh
rpadikiB 10 pealbHUX 3HAYCHD IiIKPECIIOE HANIHHICT
MOJIeJIi, X04a HEBENNKI BIIXWICHHS BKa3ylOTh Ha HEOO-
XiTHICTh YpaxyBaHHS PO3CIIOBAHHS Ta JOKAJIbHHUX aTMO-
ceprux npodimis.

Mozesnb Ma€ 3HaYHU MOTEHIIIa J1J1sl 3aCTOCY BaHHSI
B METEOpOJIOTii, TeJeKOMYyHiKamisgx (0COOJMBO ISt
5G/6G) Ta aucTaHIIHHOMY 30HAYyBaHHI 3eMJIi, a TAKOXK
AK OCBITHIM 1HCTPYMEHT I IeMOHCTparii ¢i3uvHuX i
AITOPUTMIYHHX aCIEKTiB PEeKYpPeHTHHUX piBHAHB. Ilepc-
MEKTHBY MOJAJBIIOr0 PO3BUTKY BKIIOYAIOTh IHTETPALIifO
MOJIYJIiB PO3CIFOBaHHSI, BAKOPUCTAHHS JJAHUX PEALHOTO
Yyacy Ta ONTHUMI3alil0 PEeKypCHUBHOTO METOAy (Hampu-
KJIaJl, XBOCTOBOIO peKypciero). JlocmimKkeHHs 3aknanae
MII[Hy OCHOBY JUIsl MaliOyTHIX YZIOCKOHAJICHb 1 MPaKTHY-
HOT'O BUKOPHCTAaHHS B Cy4aCHUX HayKOBHX Ta IH)KEHeEp-
HUX 3a/]a4yax.
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Development and analysis of a numerical model for calculating the brightness temperature
of the atmosphere in the Maple environment based on ITU-R recommendations

Olha Zhyla, Volodymyr Kosharskyi

Abstract. The article is devoted to the development and analysis of a simulation model for calculating the downward
luminous temperature, implemented in the Maple environment based on ITU-R recommendations. The purpose of the article is
to create a methodology and simulation model for numerical modelling of luminance temperature, as well as to evaluate the
effectiveness of iterative and recursive methods, taking into account their performance and practical application. The research
tasks include the development of algorithms for calculating luminance temperature, the implementation of the model in Maple,
the analysis of the dependence of luminance temperature on elevation angles and frequencies, the comparison of iterative and
recursive approaches in terms of key parameters, and the evaluation of the model's accuracy relative to reference data. The
results demonstrate the correctness of the model, confirmed by the proximity of the calculated luminous temperature values to
the actual data. The iterative method proved to be faster, while the recursive approach better illustrates the physical model.
Numerical modelling reflects the dependence of brightness temperature on elevation angles, which is consistent with physical
principles. Field of application: covers meteorology (analysis of atmospheric radiation), telecommunications (assessment of
5G/6G signal attenuation), remote sensing of the Earth, and education (demonstration of RTE and algorithms). Prospects include
the integration of scattering and real-time data.

Keywords: brightness temperature, simulation model, radiometry, microwave radiation.
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MATHEMATICAL MODEL OF A DATA FLOW MANAGEMENT SYSTEM
IN A CLUSTER-BASED MULTICONTROLLER SDN

Abstract. The problem of load balancing among controllers and ensuring network state consistency is one of the key
challenges in multicontroller Software-Defined Networks (SDN). To address this issue, it is essential to develop adequate
mathematical models that accurately describe the processes of data flow management. The subject of this study is the data
flow control system within a clustered multicontroller SDN environment. The objective of the research is to develop a
mathematical model that accounts for the dynamic clustering of SDN controllers when receiving data from network switches,
enabling balanced load distribution across controllers and facilitating rapid reallocation of links between controllers and
switches. The following results have been obtained. A three-tier hierarchical clustering approach for control and data
transmission/reception devices within the system has been proposed. The relationships between controllers and OpenFlow
switches within the developed clustered architecture have been formalized. Computational analysis of the control element
loads has been performed. Conclusion. The proposed mathematical model enables efficient load balancing among controllers
and ensures dynamic redistribution of workloads in the event of controller failure.

Kawuosi ciosa: telecommunication network, communication network, controller, airborne network, OpenFlow switch,

5G standard, SDN.

Introduction

Modern computer networks are becoming
increasingly complex due to the growing volume of data
transmission, the diversity of services, and the demand
for flexible resource management. One of the most
effective approaches to organizing network infrastructure
is Software-Defined Networking (SDN). The core
concept of SDN lies in the separation of the control plane
from the data forwarding plane, enabling centralized
network management through software-based tools. This
paradigm enhances the flexibility, scalability, and
adaptability of network systems, while also simplifying
the implementation of security policies and traffic
optimization mechanisms.

However, as SDN networks expand in scale, there
arises a need for distributed control systems, where
control functions are no longer concentrated in a single
node but are distributed among multiple controllers.
Consequently, cluster-based  multicontroller SDN
architectures have gained significant popularity. In such
architectures, multiple controllers operate collaboratively
to ensure load balancing, fault tolerance, and reduced
latency. Each controller is responsible for a specific
segment of the network, yet must continuously interact
with others to maintain network state consistency.

At the same time, data flow management in cluster-
based multicontroller SDNs presents several challenges
related to coordination among controllers, synchronization
of routing tables, and maintenance of network stability.
Additional difficulties arise from traffic heterogeneity,
inter-controller communication delays, and the need for
dynamic resource redistribution. Without an efficient flow
management mechanism, these systems may experience
performance degradation, excessive load concentration on
individual controllers, or even instability, ultimately
leading to network service deterioration.

To address these challenges, it is essential to develop
adequate mathematical models that describe the processes
of data flow management in cluster-based multicontroller
SDNs. Such models make it possible to formalize

controller interactions, determine equilibrium or steady
states of the system, and evaluate the impact of network
parameters on operational efficiency. Mathematical
modeling thus provides a foundation for analytical studies,
control algorithm optimization, network behavior
prediction, and overall system stability improvement.
Therefore, the development of a mathematical
model of data flow management in a cluster-based
multicontroller SDN represents a crucial step toward
enhancing the mechanisms of distributed control,
improving network reliability, and ensuring the efficient
performance of modern software-defined networks.

1. Review of Current Research

Recent scientific studies have devoted considerable
attention to the development of Software-Defined
Networking (SDN), which is recognized as a promising
approach for building scalable and flexible network
systems. The fundamental principles of the SDN concept
and the OpenFlow architecture were established in early
works, where the separation of the control plane from the
data forwarding plane was first proposed, enabling
centralized network management [1].

Subsequent research has focused on analyzing the
architecture, advantages, and challenges of SDN. In
particular, studies have examined issues of security,
controller performance, scalability, and the efficiency of
inter-controller communication [2]. It has been
demonstrated that a purely centralized control model
poses certain limitations, leading to the development of
distributed and multicontroller architectures [3].

One of the major challenges in multicontroller
SDNs is load balancing among controllers and network
state synchronization. A number of studies have
proposed  synchronization  mechanisms  between
controllers and assessed their impact on request
processing delays and system stability [4]. Other works
have focused on dynamic controller assignment
algorithms that allocate controllers to network nodes
based on distance and communication latency, thereby
improving the efficiency of data flow distribution [5].
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An important research direction in SDN
development is controller clustering, which enhances
fault tolerance and ensures network scalability. Studies in
this area have proposed hierarchical clustering models
and described mechanisms for inter-cluster coordination
[6]. Analytical models have also been developed for
evaluating controller performance and identifying critical
load points [7].

A significant contribution has been made in the field
of mathematical modeling of data flow management
processes. The application of queueing theory has
enabled the formalization of relationships among traffic
volume, controller performance, and request processing
delays. Other researchers have proposed dynamic
interaction models of controllers represented by systems
of differential equations, allowing for the analysis of
transient and steady states of the network. Furthermore,
adaptive mathematical models have been developed to
predict network traffic behavior and optimize flow
distribution [8].

Thus, the literature review demonstrates that the
mathematical representation of data flow control
processes in cluster-based multicontroller SDNs remains
a highly relevant research topic. The development of
such models is essential for further optimization of
controller architectures, enhancement of system stability,
and improvement of network resource management
efficiency.

Research Objective: To develop a mathematical
model that accounts for dynamic clustering of SDN
controllers during data acquisition from network
switches, enabling balanced load distribution across
controllers and real-time reallocation of links between
controllers and switches.

2. Hierarchical Clustering
for Multicontroller SDN Networks

The proposed hierarchical clustering algorithm
operates in a dynamic mode, adapting to changes in
network conditions in real time. The input parameters for
the algorithm are the network traffic characteristics and
data flow requests. The set of control devices is divided
into clusters of SDN controllers, with each cluster
assigned a main SDN controller responsible for
coordination. Fig. 1 illustrates the hierarchical structure
of a clustered SDN network.

The SDN network consists of a centralized alpha-
controller (Ca) and several clusters of regular SDN
controllers, with an equal number of controllers in each
cluster. Each cluster has a main node, referred to as a
beta-controller (CB). The beta-controller is responsible
for cluster configuration and load balancing among the
controllers within that cluster.

In Fig. 1, the following designations are used: B —
beta-controller; ¢ —SDN controller, a member of the
cluster; OFS — OpenFlow Switchboard.

The primary objective of the developed clustering
algorithm is to balance the load among controllers within
the set of control devices and to mitigate issues related to
controller failures. This approach reduces the overall
operational cost of the SDN network while enhancing its
availability, reliability, and fault tolerance.

Alpha SDN controller

(0Fs| [ors|[oFs| [oFs| |oFs| [oFs|[oFs] [oFs| [oFs| [oFs|[oFs| [oFs] [oFs| [0Fs]
|oFs| |oFs| |oFs| [oFk| (oFs| [oFs| [oFK |0Fs| |oFs| |oFs||oFs| |oFs| [oFs| [oFs

(ors] [0FS) [0rs)|(0FS) [0FS| 0S| 0FS| [0Fs)| [0FS) (0FS) 0FS] [0FS. (0FS) [0F

Fig. 1. General structure
of a clustered multicontroller SDN network

The clustering process can be divided into three main
phases: 1) controller configuration; 2) switch connection
establishment; 3) formation of the steady state.

During the cluster formation phase, the alpha-
controller initializes the SDN clusters by selecting beta-
controllers and the member controllers for each cluster.
The controller with the lowest expected load is selected
as the beta-controller, assuming the role of coordinator
for its respective cluster. All clusters are formed
homogeneously, meaning that each contains the same
number of SDN controllers. Once the clusters are
established, the controller configuration phase concludes,
and the switch connection phase begins.

Each cluster is then assigned a group of OpenFlow
switches. During the dynamic allocation of switches
among the member controllers, the system aims to
achieve near-optimal delay and cost parameters.

At this stage, each SDN controller assumes a
specific role — either as a regular cluster member or as a
beta-controller — and establishes optimal connections
with the assigned OpenFlow switches.

The process then proceeds to the steady-state phase.
Each cluster member controller manages its connected
OpenFlow switches and maintains the flow tables
generated by those switches. Each beta-controller
supervises both its assigned OpenFlow switches and the
member controllers of the cluster, effectively serving as
the head node of that cluster.

The beta-controller continuously monitors the
traffic among the nodes within its cluster and reports to
the SDN alpha-controller. When the beta-controller
detects load imbalance among cluster members — for
instance, when certain controllers are overloaded beyond
a specified percentage of their maximum capacity, while
others are underloaded — it initiates a load-balancing
process among the cluster controllers through the
following actions: 1) transferring the role of head node to
a member controller with the lowest current load, which
becomes the new beta-controller; 2) reassigning the
OpenFlow switch connections among the cluster’s SDN
controllers. The reconnection process consists of the
same three phases as the initial clustering procedure.
However, unlike the overall clustering process, which is
controlled by the alpha-controller, the reconnection
process is managed locally by the beta-controller within
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its cluster. These dynamic processes are executed
automatically whenever network imbalance is detected,
continuing until the load among clusters is equalized. The
alpha-controller collects reports from all beta-controllers
and monitors inter-cluster traffic. If a significant
imbalance is detected between clusters, it triggers a new
round of the clustering procedure, forming updated
clusters using the previously defined phases. This
dynamic hierarchical approach ensures continuous load
balancing among distributed SDN controllers throughout
the entire network operation period, enabling optimal
utilization of computational resources and maintaining
high network performance and stability.

2. Development of a Mathematical Model
for the Functioning of a Multicontroller SDN
The set of deployed SDN controllers that constitute

the collection of control devices can be represented as a
vector C, defined as follows:

C={C.Cyp,....Ci,--.Cn }, 1)

where C; denotes an SDN controller with index i, and N
is the total number of deployed SDN controllers.

The controllers responsible for managing clustering
are also included in the set C, that is:

C,eC CpeC 2
The total number of clusters created is denoted as
M, and this value may vary as the system state changes.
The set of beta-controllers constitutes the subset Cg,

which is defined as follows:

Cﬂ :{CB]_,CBz,...,CBj,...,CBM },
cardCp=M; CBcC; 3)
Cgj eC vj el M.

Each formed cluster has an associated set of member

controllers, the length of which is L. The set of member
controllers for each j-th cluster can be expressed as:

Ci={Ci1.Cj2,--Cjr-CiL |,
cardCj=L VjelJ; CjcC; (4)
Cj[eC Wel,_L.

Let the set of SDN control devices manage K
OpenFlow switches deployed in the network, distributed
among the controller clusters (as shown in Fig. 1).

Each OpenFlow switch is connected to a specific
SDN controller, with the allocation determined by the
controller placement algorithm. The set of deployed
OpenFlow switches can be represented as:

S ={S,55,--,5¢,--Sk |- (5)

Each (- th controller of the j-th SDN cluster has a
specific set of connected OpenFlow switches, which can
be defined by the following set:

Sj,g={sjﬂ,silz,...,sm,...sjmj(},
cardSj =Rj,; SjtcS; (6)
SWGS Vlell; Vjell,

where Sj, is the r-th OpenFlow switch currently

connected to the (-th controller of the j-th SDN
controller cluster.

Connections between OpenFlow switches and SDN
controllers are represented by a Boolean switching
matrix W, where rows correspond to SDN controllers and
columns correspond to OpenFlow switches. The matrix
W therefore reflects the total number of switches
connected to each SDN controller. If the row
corresponding to a specific controller consists entirely of
zeros, that controller acts as an alpha-controller, which
communicates exclusively with beta-controllers. The
beta-controllers, in turn, manage the cluster controllers
and have the lowest number of ones in the matrix W
among all elements of their respective clusters.

Next, consider an example fragment of an SDN
network that includes five SDN controllers and six
OpenFlow switches, distributed across two clusters:

C:{Cl,CZ,C3,C4,C5}; Cazcl; CB]_:CZ;
CBZ =C4; Cll=C3€Cl; C21:C5€C2;
cardCl=cardC2=2; S={S;,5;,53,54,55,5¢}-

For this fragment of the SDN network, the Boolean
switching matrix T may be represented as follows:

S, S, S3 Sq Sg Sg
G0 0 0 0 0 0
Gl1 0 0 0 0 0
W=C0 1 1 0 0 0 "
alo 0o 0 1 0 0
Glo 0 0 0 1 1

One of the ways to evaluate the performance of a
controller is by measuring its response time, which is
mainly affected by queueing delay. The controllers can
be modeled using a multi-server M/M/s queueing model,
where each controller is assumed to have s cores. The
transmitted packets arrive at the controller with a defined
rate corresponding to a Poisson process, forming a single
queue on the selected controller. The average response
time T; of controller Ci is the sum of the waiting time in
the queue and the processing time, and it can be
calculated using the Erlang formula as a function of the
data packet arrival rate A and the service rate p:

Ti(A)=P(sAi/w)/(s-u=2i)+Ym, (8
where P(s,2; /) is the probability that all servers in the

system are occupied and any incoming packet will be
placed in the corresponding queue. This probability can
be calculated as follows:

I (o250t

5ol oo )
:%{1

k= Y

Sl((s.p)" fe)|,

sl

L1
1=p (s-p)° k20
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where p is the server utilization factor, which indicates
the stability of the system and is calculated as follows:

p=2;/(s-n). (10)

The system has a stable distribution only if the value
of p is less than one. When the number of incoming
requests in the queue exceeds the number of server cores,
the controller operates at maximum throughput. The
arrival rate of requests to a controller can be calculated as
the sum of the average arrival rates of requests from all
switches connected to that controller, i.e.

Thus, the developed mathematical model, represented
by (1-6) and (8-12), allows for balancing the load among
controllers and dynamically redistributing traffic in case of
failure of any controller that belongs to the set C.

Conclusions

The paper presents a mathematical model for the
operation of a clustered multicontroller SDN. The
proposed approach involves performing three-level
hierarchical clustering of the system’s control and data
transmission  devices. The relationships between

controllers and  OpenFlow switches in the
implementation of this clustered structure have been
formalized. Calculations of the load distribution on the
control elements have been carried out.

The use of the proposed mathematical model makes
it possible to balance the load among controllers and
quickly redistribute it in the event of a controller failure.
The direction of further research is the development of an
algorithm for distributing OpenFlow switches among
SDN network controllers.

M = 2 Mg (11)
where the summation is performed over all switches
currently connected to the considered controller C;. The
average load on controller C; can be calculated as the
average number of requests that are queued for processing
and those being processed. Using (8), the average load on
controller C; can be calculated as follows:

Li(Ai)=s-p+(p/(1-p))-P(s.hi/n).  (12)
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MarteMaTH4Ha MO/JeJIb CHCTeMH YIPABJIiHHS MOTOKAMH IaHUX KJIACTEPHOI MyJIbTHKOHTpoJIepHoi SDN
C. B. Murans

AnoTtanis. [Ipobnema GanaHCcyBaHHS HaBaHTKCHHS MK KOHTpPOJEpAaMH Ta Y3TO/DKCHHs CTaHIB MEpeXi € OJHI€I0 3
KITIOYOBUX y MyJIbTHKOHTpostepHuX SDN. J{i1s mononauHs 1iei mpo6ieMu HeoOXiAHO po3po0IIsATH aeKBaTHI MaTeMaTH4HI MOJei,
SIKI ONHCYIOTH TPOIIECH YNPABIiHHA MoTOKaMH JaHuX. IlpeamMeTroM IOCHi/KEHHS € CHCTeMa YIpaBIiHHSI IMOTOKaMH JaHHUX B
cepeoBHIIl KIacTepHol MynsTHKOHTponepHoi SDN. MeToro IoCTiPkeHHS € po3poOKa MaTeMaTHIHOI MOJENI, SKa BPaXxOBYe
JUHAMIYHY KiacTepu3anilo KoHTpoiepiB SDN mpu oTpuMaHHI JaHUX 3 KOMYTaTOpiB Mepexi, Ta JO03BOJIE 30alaHCyBaTH
HaBaHTaKCHHS Ha KOHTPOJIEPH Ta INPOBOJWTH OIEPATUBHUH II€PEpO3MOALT 3B’SI3KIB MDX KOHTPOJIEPAMH Ta KOMYTaTOPaMH..
Otpumani HacTynmHi pe3yabTaTH. PO3rIsHYTHI MiAXiZ A0 NMPOBEASHHS TPHUPIBHEBOI i€papXiuHOl KiIacTepH3allii MpUCTPOiB
ynpaBJiHHs i npuiiomMy/mepenaui nanux cucremu. PopmaiizoBani 38’13k Mixk KoHTposiepamu ta OpenFlow-komyTtaropamu mpu
peamizauii naHOT KiacTepHOi CTPYKTypH. IIpoBemeHi po3paxyHKH HABaHTQKCHHS Ha EJIEMEHTH YIpaBiiHHA. BHCHOBOK.
BukopucTaHHs 3alpONIOHOBAHOT MAaTeMaTHYHOT MO/IENi I03BOJIsIE 30a1aHCyBaTH HaBaHTXKEHHS MK KOHTPOJIEpaMH Ta OIEPaTHBHO
MIepepO3IOIUTITH HABAaHTAXKEHHS IIPH BiIMOBI SIKOTOCH 13 KOHTPOJIEPIB.

KinwuyoBi cioBa: TenekoMyHikaiiiiHa Mepexa, Mepeka 3B’13Ky, KOTpoJep, Jitatoua Mepexa, OpenFlow-komyTtarop,
cranpapt 5G, crannapt 5SG, SDN.
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MATEMATUYHA MOJEJIb PAJTYCA 3B’SA3KY MOBIVIBHOI'O HASBEMHOI'O
PETPAHCJISITOPA 3 YPAXYBAHHSM JUHAMIUHOI OPIEHTAIIII AHTEHH

AHoTtauis. [lixBumieHHs BUMOT 10 e(eKTHBHOCTI MOOLTBHUX peTpaHCisATOpiB y ribpuanux mepexax Tuny FANET i LoRa
3yMOBITIOE NOTPeOy y CTBOPEHHI CHPOLICHUX MOJENIEH OLiHIOBaHHA 3B’S3HOCTI. O0’€KTOM JOCTIHKEHHS € MpOoIeC MOIIN-
PEHHS pagioCUTHATY MK MOOUIBHHM PETPAHCIATOPOM 1 MHOKHHOIO BY3JiB Y JHHAMIYHOMY CEpeloBHII. MeToro CTaTTi €
PpOo3poOieHHS CpOoLIeHoi MaTeMaTu4HOi MoJeli pajiyca 3B S3Ky, L0 BPaxoOBye€ IIBUAKICTH PyXY, OPI€HTALiI0 aHTCHH Ta
BTpaTH CUTHAJTy Ha IlepenIkoaax. 3anpornoHoBaHa Mosiellk 3abe3euye cCKopodeHHs gacy obunciens Ha 10—15 % npu moxnori
He Ounbine 15 % MopiBHSAHO 31 CKIIATHOK MOZEIUTIO. BoHa mpunarHa ais mBuakoro MonemoBanHs Benukux FANET/LoRa
Mepex, 3a0e3mnedye GalaHC MiXK TOUHICTIO Ta MIBAAKOIIEI0 Ta MOKe OYyTH BUKOPHCTAHA JIJIsl ONITUMI3AIlii po3TalryBaHHs MO-

OUIBHUX PETPAHCIATOPIB Y TEJICKOMYHIKAIIHHUX CHCTEMaX.

KawuoBi cioBa: pafiyc 3B’s3Ky, MOOUTEHHUI PETPAHCIIATOP, OPIEHTAIlsS AaHTCHH, JIOT-JAUCTAHIlIIIHA MOJIEIb, TIOpHIHI
Mmepexi, FANET, LoRa, MoientoBaHHs, IIBUIKO/IS, TEICKOMYHIKaiiHI CHCTEMH.

Beryn

IocTanoBka mpodiaeMu. Y Cy4acHUX TIOpUIHUX
TEJIEKOMYHIKaI[I{HUX CHCTEMaX, 1€ OHOYACHO BUKOPHC-
TOBYIOTBCsI Oe3minoTHI JitanbHi anaparu (UAV) 1 Haze-
MHI pobotuzoani miarpopmu (UGV), crabinbHICTh pa-
J1103B’ 513Ky BU3HAYAETHCS HE JIMIIE €HEPreTUUYHHMH Xa-
PaKTepUCTUKAMHU TiepeiaBaya, a i TUHAMIKOKO Opi€HTAI|
AHTEHH TIiJ] Yac PyXxy.

BinpmicTe icHYyIOUMX MOAENCH PO3paxyHKy Iallb-
HOCTI 3B’13Ky BpaxoOBYIOTb JIMIIE ITOTYXHICTh Ilepena-
BaHHs, KOC(iLi€HT 3aracaHHs CEPeIOBHINA Ta BUIIAAKOBY
TIHBOBY CKJIQJIOBY, aJle HE OMMCYIOTh BIUIMB 3MiHH I10JI0-
KEHHs aHTEHH y mpocTopi. Taki Mozeni € mepeBaHTaxe-
HUMH, OCKIJIBKH BKITIOYAIOTh JAECATKH MapamMeTpiB — KyT
HAXWy, a3UMyT, CTaTUCTHKY Geninry, (a3oBi 3CyBH
TOIIO — IO POOUTH X HENPAKTHUHUMHU IS CUMYJIAIII
BEJIMKUX MEPEX i3 COTHSIMH BY3IIiB.

Y upomy KoHTeKcTi HazeMHi perpancistopu (UG V-
MR), sKi IpauioTh K MPOMIXHI JIAHKH 3B’S13Ky MiX
UAV Ta 06a30BUMH CTaHIISIMHU, TOTPEOYIOTH CIIPOIMICHOT
MOZIeN, II0 OJHOYACHO BPAaxXOBY€ BIUIMB IIBHIKOCTI,
THUITy aHTE€HH U TIEPEIIKO/l Y CepeJOBHIILI.

AHaJti3 0OCTaHHIX TOCIIKCHB 1 myOmikamii. ¥ Oiib-
mocti podit UAV i UGV posmisinarorecst okpemo, 6e3
MOPIBHSAHHSA 1X eHEPTreTHYHHUX XapaKTEPUCTHK Y €TMHOMY
cepenoBuIi. SIk mokazaHo y mociimkeHHi [[3eH Ta iH.
[1], eneprerruHa eheKTUBHICT OE3MUTOTHUX JTITAIBHUX
arnapariB BU3HAYA€ThCS HacaMIIEPe/l TeOMETPIEI0 TPAEK-
TOpii MONTBOTY, TOA1 SIK OCHOBHI BTPaTH €HEpPTii OB’ s3aHi
3 MiATpUMaHHIM BHCOTH Ta ctabimizamiero. Ile, cBoero
4epror, 0OMeXy€e MOXIIUBICTh 3aCTOCYBaHHS Pi3HOCI-
PSIMOBAaHUX AHTEH 1 CKOPOUYYE TPHBAIICTh aBTOHOMHOL
poOoOTH cHUCTEMHU.

Ha Bigminy Bix mporo, HazemHi iargopmu UGV
HE BHUTPAYalOTh PECypCiB HA KOMIICHCAIIO ITiIHOMHOT
CUJIM 1 37aTHI IpanioBaTu Oe3MepepBHO HPOTITOM TpPH-
BaJIOTO 4acy.

IIpaktuani pe3ynbTar, oTpuMaHi Mimep Ta iH.
[2], miaTBEepIKYIOTh, IO BUKOPUCTAHHS €HEPTOOPIEHTO-
BaHOTO TutaHyBaHHs Miciit st UGV mo3Bonsie iCTOTHO
3MEHIINUTH BUTPATH €HEPril Ta YaCTKOBO NEPEHECTH KO-
MyHikariiHi ¢ysHkmnii 3 UAV Ha HazeMHi By3nu. Takuid

ninxig Gopmye 6araTopiBHEBY apXiTEKTypy YIpPaBIIiHHS,
y sakiit UAV BHKOHYIOTH pONIb CHCTEM 300py HaHHX, a
UGYV BHCTYNaroTh cTarioHapHUMHU 200 MOOUTEHUMH pe-
TPaHCISTOPaMHU.

Y3aranpHeHnit aHaniz YWkad Ta iH. [3] mokasye, mo
OUTBIIICTH BiIOMUX CTpATETii MiABUICHHS eHEproeQek-
TUBHOCTI OPI€EHTOBaHI Ha ONTHUMI3AIliF0 MEPEKEBOTO pi-
BHsI, TOII SIK aHTEHHO-()i3N4HI 0OMEXEeHHSI, 1110 Oe3rmoce-
pEeIHBO BIUIMBAIOTH HA SIKICTh 3B’SI3KY, 3aJIMIIAIOTHCS
1o3a yBarorw, a Meroau npenactasieHi Jliao [4] Ta Omo-
HiBa [5], IEMOHCTPYIOTb, L0 BIIPOBA/PKEHHS AJITOPUTMIB
IMOOKOTO HAaBYaHHS J03BOJISE 3a0€3MEUUTH THYUYKHUH
KOMITPOMIC MIX SIKICTIO KaHajly Ta CIIO)KUBAHHSIM €HEp-
ril, JOBOISMYH, M0 PO3YMHHH pPO3MOAINT (PYHKIH MiX
mIaTpopMaMu MiABHUINY€E TPHUBAIICTh MICiil 1 30epirae
CTaOLIBHICTH 3B’ SI3Ky HaBITh Y CKIIQJHUAX CEPEIOBHUIIIAX.

VY cucremarnaHoMy orini MyHacinrxe Ta iH. [6]
3a3Ha4YeHO, M0 OUTBIIICTh ICHYFOUIX MOJAETICH HEXTYIOTh
TOYHHMM ypaxyBaHHSIM Opi€HTamii aHTeHH. ABTOpH Haro-
JIOIIYIOTh Ha HEOOXITHOCTI BKJIIOUEHHSI T€OMETPHYHHX
XapaKTepUCTUK aHTEH Y MaTeMaTH4YHI MOJielli paioKaHa-
JB.

Po6ora FOaub Ta iH. [7] TOBOIUTH, IO Y MEPEKaX
FANET opieHTaliisi aHTeHH Ta HampsiM pyXy BY3JIiB Ma-
10Th BU3HAYQJILHUI BIUIMB Ha CTIHKICTB 3B’SI3Ky Ta IpO-
ITyCKHY 3[aTHICTh, IO IMiATBEPIXKYIOTh €KCIEpHMEHTa-
JbHI 1aHi A3eBeso Ta iH. [8].

VY nocmimxennsax Jxi [9] Ta Ban [10] migkpeciro-
€THCS, 110 HaJJMIPHO CKJIJHI Ta CTaTUCTUYHO TIepeBaH-
Ta)KeHI MOZIENI He MacIITaOyIOThCS /IS BEJIMKUX MEPEX
1 HEMPUJATHI ISl OTIEPATUBHOTO aHAIi3Yy, IO aKTyalli3ye
HEOOX1THICTh CIIPOIIEHNUX aHAITUYIHUX ITiIXOJIIB.

MeTo10 pod0oTH € PO3pOOICHHS CIPOIIEHOI MaTe-
MaTHYHOI MO pajiyca 3B’SI3Ky MOOITBHOTO Ha3zeM-
HOTO PETPAHCIATOPA, sIKa BPAXOBY€E BIUTUB IIBHJKOCTI
PyXy, IMHAMIYHOI Opi€HTAalii AHTEHH Ta BTPAT HA TIepe-
KOZIaX, ajie He IepeBaHTakeHa HaUIMIIKOBIMH IapaMeT-
pamu.

3anpornoHoBaHa MOJEIb TOBHHHA 3a0€3IIEYUTH
MOXKJIMBICTh IIBUAKOTO MOJICTIOBAaHHS BETUKHX MEPEX Y
cepenosuilti Python, 36epiratoun mpu 1pomy ¢izuuHy
JOCTOBIPHICTB 1 y3TOMKEHICTB 13 pe3yJIbTaTaMy KJIacHd-
HHUX MOJENeH MOINPEHHS PaliOCUTHAITY.
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OcCHOBHA YaCcTHHA

VY xiracugHUX poOOTax 1A BU3HAUSHHS pajiyca mii
peTpaHCcIATOpa BHUKOPUCTOBYEThCS IIOBHA JIOT-HOpMa-
JFHA MOJIENb 3aracaHHs 3 YPaxyBaHHSAM TiHBOBOTO (e-
IiHTY, 6araToIpPOMEHEBOTO PO3CIsTHHA, BTpAT Ha MOJSApHU-
3amii Ta 3MiHU Opi€HTAaMii aHTeHN.

3aranpHuil BUpa3 Ma€ BUNIAL

Pogg = P, + K, (0,0) + K, = VS(r,f,n) —
— VSfad — VSops — VSpol, €Y)

ne P, — noTyxHicTh nepenasaya,

K,(6,9) — xoediuieHT mifcHIEHHs NepeaaBanbHOT
AHTEHH 3aJIe)KHO Bij 11 opieHTawil (KyTiB Haxuiy 6 Ta 1mo-
BOPOTY @);

K, — miyicuiieHHs aHTCHH TpUiiMaya;

VS(r, f,n) — BTpaTi cCUrHAIY Ha BiACTaHi r;

V Sfaq — BUIIaaKOBI BTpatu Qeminry;

VSobs — IOAATKOBI BTPATH BiJ| EPEILKOI;

VSpo1 — BTpaTi Yepe3 HEBIIMOBIIHICTh TOIAPH3ALIIH.

Taxke piBHAHHS € TOYHUM, NIPOTE PU MOJICIFOBAHHI
BEJIMKHX MEPEX BOHO BHMAarae 3aJaHHs JECATKIB Iapa-
METpIB 1 peami3alii cTOXacCTHYHNX PO3MOALUIIB, IO 3HA-
YHO YCKJIaJHIOE O04YMCICHHs. sl cucTeM, /e BaXJIUBa
MIBUAKICTH OLIHIOBAHHSA 3B’SA3HOCTI, IIeH MiAXid BBaXka-
€THCS IEPEBAHTAKEHHM.

ToMmy BBOOMTBCS arperyBaHHs: JaHi TPYIyHOTBHCS
(1) y xisibKa «y3araJbHEeHUX)» HapaMeTpiB 31 3p03yMiJIO0
(bi3uuHOIO IHTEpIpeTalli€to, 30epiralouy roJloBHI 4aCTKH
BILUIMBY (BiJCTaHb, CMyTa/IIIyM, THIT aHTCHH, IIBUIKICTS 1
nieperkoau). OCHOBOIO Oy/1b-sIKOT MOJICITI Paio3B’sI3KY €
PIBHSHHS OaJlaHCy TOTY)KHOCTI, K€ OITUCYE, CKITBKU
eHeprii mepenaBaya peanbHO JOCATAE NpHiAMaya Micis
BpaxyBaHHS BCIX MiJCHJICHb 1 BTPAT HA LUIAXY CUTHAITY.
VY norapupmivnii (1b) mKamni g 3aNeXKHICTh Ma€ TaKUI
BUIJISL:

SNR(r) = P, + K, + K, —VS(r) =N,  (2),

e Pp — TIOTYKHICTb TlepefaBada, 1bm;
K,, K, — anTenHi nizicunenus, nbi;
VS(r) — Brpatn nosaxowm, ab;
N — 1mrymMoBa HOTY)XKHICTh Ha BXO1 ITpuiiMaya, 1bm.
Ha rpannuniii Bincrani ¥ = R, a SNR nopiBHIOE
moporoBiit gyTmuBocTi SNRy,:

SNRy, = P, + K, + K, — VS(R) — N. 3)

Iig gac pyxy Ha3eMHOTO pETpaHCIATOpa Opi€HTa-
1Iisl aHTE€HU HeijealnbHa, TOMY JIeTajbHa TeOMEeTpis 3aMi-
HIOETHCS JTHIHHUM mTpadom.

3amicTh sBHOI 3amexHocTi Ky, (8, ¢,t) (xyr/gac/
JUKATTEP) BBOTUMO:

K% 2 Ky — kv, (4)

ne K, — HOMiHAJbHE TiJICHJICHHS MepenaBaJbHOT aHTCH!
(xomu iargopma cratugHa abo 1o0pe cTadimizoBaHa), nb;
¥ — HIBHJIKICTh PyXy PETPaHCIATOpa, M/C;
k — ninifiaunii mrpad y b Ha KokeH M/c (emmipHd-
Huit koedimient, 0,2—0,5 nb/(Mm/c)).

Jlnst Manoro/cepeIHpOro Jiana3oHy IIBHAKOCTEH
(0-20 M/c) xyToBa IOXHOKa HABEACHHS 3pOCTAE TPUOITH-
3HO MPOMOPIHIHO MIBUAKOCTI (depe3 0OMexeHy CMyTy/
MOTYXHICTh CTa01Ii3aTopa).

VY By3bKOCIIPSIMOBAaHHMX aHTEHAaX BTpara IIiJCH-
JIeHHsI MOOJIM3y OCi — KBaJpaTWdHa MO KyTy; y cepel-
HBOMY [I€¢ MOXKHA 3aMiHUTH €(EKTHBHHM JIiHIHHUM
mrpadoM MO MIBUAKOCTI, 10 JN00pe KamiOpyeTbcs B
MIOJIbOBHX YMOBaX.

CyMma ckianHux e(ekTiB (CTiHH/TUCTS, 9aCTKOBO —
TIHBOBY JIOTHOPMAJIbHY Bapiamiro) 3TOpPTAEThCA Y JAHC-
KpeTHHH ab0 arperoBaHuii THII:

VSobs € {0, 10, 20} 1B, (5),

Jie BHYTPIIIHIMU 3HAYSHHSIM BUCTYIAIOTh «HEMAE Iepe-
TITKOJI/TIOMipHI TIEpEeIIKOAH/CHIIbHI TIEPEIIKO .
lym y mpuitmadi:

N = —174 + 10log,,B + NF, (6)

ne - 174nbm/I'11 € CIEKTPaIbHOO MIUTBHICTIO TEILIOBOTO
wymy npu 290 K; nonasanust 10log ;o B nepeBoauTsb y
nbMm Ha cmyry B; NF — 3anac mymy.

Y BUIBHOMY HPOCTOPI BTPATH 3 BiICTAaHHIO OIUCYE
¢dbopmyna ®pica, 1e CUTHA MOUTUPIOETHCS HE JIUIIIEC Y Bi-
JBHOMY IIPOCTOPI, a i uepe3 BiIONTTS, TU(paKIIiio Ta po-
3CilOBaHHSI.

VY peanpHHX CepeoBHINe YMOBaX (MicTo / 3a0ymoBa
/ POCIHMHHICTB) IOCHIIIOE 3aJISKHICTh BiJl BiICTaHi, TOMY
3aMiCTh KBQJIpaTy BiICTaHi BUKOPHCTOBYIOTh JIOT-IMUCTA-
HIIHHY MOJIENb 3 MOKa3HUKOM 3aracaHHsi 1.

Brpara Ha omopHiii BincTani dy(3a3Buuaii 1 m) €:

A Jj1or-mucTaHIiiiiia MOJEIb Ha JOBUIBHIN BiICTaHi
r Oyne Takor:

r
VS(r) =VS(dy) + 10nlog,, (d_) + VS0 (8)
0
[Micns mpomecy mifCTaHOBKH Ta CKOPOYEHB (piHA-
JbHa HOpMysIa Ma€e BUIJISA:

Pp+Ko+Ky—kv=N=VS,p ~VS(dg)~SNRy;
10xn

R=d,x10 ,(9)

3aBasku JorapuMiuHii CTPYKTypi piBHSAHHS pO3-
paxyHOK 3B’SI3Ky JUIsi KO)KHOTO By3J1a BUKOHYETBHCS 3a
cramuii yac O (1), mo poOUTh MOJENh MacITaAOOBaHOO
it Benmukux Mepexxk (MANET, FANET, LoRa). Kpim
TOTO, BCI TapaMeTPH MAIOTh YiTKYy (i3UUHY iHTEpIIpeTa-
L0 1 JIETKO KaJIiOpYIOTHCS 3a €KCIIEPUMEHTAILHUMHU J1a-
HHUMH, IO CIPOIIY€ NPAKTUYHE 3aCTOCYBAHHS Y CUMYJIS-
1isX 1 peaTbHUX CIEHapisX.

Jlnst Bu3HaYeHHsT e(peKTUBHOCTI (HOpMYIH, 3MOjIe-
JHLOBAHO MEPEeXy 3a gormomororo Python, po3zmipom 1000
Ha 1000 m, mo mictuts 40 By31miB (UAV) ta 12 mpsaMoxy-
THUX niepemkoy i3 BTpatamu 10-20 nb (puc. 1).

L] . '
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. .
. . .
600 . . ‘., ‘
= L .
> .
400 . . .
. - - . .
. L]
2004 ° .
. L]
. - - * .
T T T T T
0 200 400 600 800 1000
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Puc. 1. Kapra By3niB, nepemkos i TpaekTopii

191



Control, Navigation and Communication Systems. 2025. No. 4

ISSN 2073-7394

Perpancnsrop (UGV) pyxaerbest O LEHTpaIbHIN
ropusoHTaii 3i mBuAKicTio 10 M/c. Puc. 2 nemoHcTpye
3MiHy YaCTKHM MOKPUTHUX BY3JIiB y 4aci BIIHOCHO L€l
mBuakocti it LoRa 915 MI'n i Wi-Fi 2.4 I'T. Ilynk-
TUPHI JiHIi (KJTacCHYHA MOJIETIb) JISKaTh BHIIE CYLIIbHAX
(cTiporieHa MOEeNb), OCKITBKH HE BPaXOBYIOTH BTPATH
Opi€HTAaIii aHTeHH! Ta TiHBOBI obmacTi. CrocTepiraeTbes
MIEPiOMUIHUIN XapaKTep KPUBUX, MOB’S3aHUH 13 HUKIiY-
HUM pyXoM perpanciaropa. s LoRa cepenniii piBeHb
MOKpuUTTA nepeButrye 0,8 HaBITh Yy IPUCYTHOCTI Tepe-
xox, Toxi sik aust 802.11 g BiH KonmuBaetses Oimst 0,4.

1.0+

Yy N )
—— LoRa 915MHz (cnp.)
=== LoRa 915MHz (knac.)
—— Wi-Fi 2.4GHz (cnp.)
——=- Wi-Fi 2.4GHz (knac.)

T T T T T
0 25 50 75 100 125 150 175 200
Yac, ¢

0.8 -

0.6

YacTka NoKpuTTH

0.4 1

Puc. 2. JlunaMika MOKPUTTS Y Yaci

Jiss 000X TEXHOJOTIH CHOCTEepiraeThCsl IUIABHE
3HIKEHHS TOKPHUTTS 31 301IBIIIEHHSAM MIBUIKOCTI, IO TI0-
SICHIOETBCS BTpaTaMH depe3 NOoTipIIeHHs cTadimizamnii aH-
TeHH (puc. 3). Kimacuuna Mozens JeMOHCTpY€E 3aBHUILCHI
3HaYCHHS, HE BPaXOBYIOUH OPi€HTAIHI BTPATH, TOMI K
CIpOINEHAa Ja€ pPEaNiCTHYHINTy KapTUHY IOBEHiHKH
3B’SI3Ky MiJI 4ac pyxy.

Ha puc. 4 nokazaHo nopiBHSHHS IPAaHUYHOTO Pajli-
yca 3B’s3ky R(V) y copolmeHii i KimacuaHii Momemsx.
[TynkTupHi JiHIT (KI1acHYHa MOJIENb) Bi10OpaXkaroTh ijie-
aJbHI YMOBH, y SIKUX JJIbHICTh HE 3MIHIOETHCS 3 V, TOJI
SIK CYIUTbHI KPUBI BPaXOBYIOTh 3MEHIIICHHS ITiICHIICHHS
aHTeHW 3 IBUAKICTIO. lle miaTBepmXKye aaeKBaTHICTP

CIIPOIIEHOT MOJIeNIi Il CLEeHapiiB 3 MOOUTBHUMM ILIaT-
(dopmamu.

107 & ———9 — & —6¢—% 9 — % ——9

o
@
.
-
\
¥
[}

o
=)
L

—e— LoRa 915MHz (cnp.)
——- LoRa 915MHz (knac.)
—8— Wi-Fi 2.4GHz (cnp.)
=== Wi-Fi 2.4GHz (knac.)

MNokpuTTa

0.4 1

T T T T
0.0 2.5 5.0 7.5 10.0 12.5 15.0 17.5 20.0
LBMAKICTb MR, M/C

Puc 3. CepenHe OKPUTTS B 3QJICKHOCTI BiJT IBUIKOCTI

15000

12500 A

£ 10000 4 -—- LoRa 915MHz R knac.
TR ~#— LoRa S15MHz R crip.
2 ——- Wi-Fi 2.4GHz R knac.
£ 5000 - M —8— Wi-Fi 2.4GHz R crip.

2500 4

T T T T T
0.0 2.5 5.0 7.5 10.0 12.5 15.0 17.5 20.0
LWeKnAakicTs MR, Mfc

Puc. 4. Paziyc 3B’513Ky npH pi3HUX MIBUIKOCTSIX

Ha puc.5, 300paxkeHO TOpIBHAHHSA € paziycu
3B’S3KY U TPHOX THITIB aHTSH IpH mBUAKocTi 10 M/c Ta
Brpati 10 nb. By3pkoHampaBieHa aHTeHa 3a0e3medye
HaWOUIPIIUI pajiyc, BcecpsIMOBaHA HaWMEHITY Iallb-
HicTh. CIIOCTEPIraeThest HENMHINHA 3aJICKHICTh MK ITiJ-
CHJICHHSIM aHTEHH il IIPUPOCTOM JAIBHOCTI, 110 3yMOB-
JICHO BIUTMBOM MOKa3HHKA 3aracaHHs n.

TakuM YHHOM, IJI51 HU3bKOIIBHIKICHHX MOOLITbHUX
wiar(popM JOLIIBHO 3aCTOCOBYBATH aHTEHU 13 CepeHIM
MiACHICHHSAM, SKi 3a0€3MeYyI0Th KOMIIPOMIC MiX CTa-
OUIBHICTIO 1 JAJIBHICTIO.

20000 -

15000 -

Papiyc, M

10000 -

5000

e ez AGHZ iz
W e DN g15M! 280 e R 2 6240
Ra nert L0 ne LoR2 par@ iFl newt WY Wa wire parid
Bv:gw\*anpaa cepe? BLeC“‘ﬂMO ay::w“aﬂpaa cene? Bcec“v’“Mo
Puc. 5. Brumis Tumy aHTeHH Ha pajiyc mii
Jiis migTBepIKEeHHS 30UTBIICHOT MBHAKOMII, IPO-  OJHUM JCTEPMIHOBAHHUM MapaMeTpOM — II€ CIPOILYy€E

BeJIeHEe MOJEIIOBAHHS CKJIAAHOI MOJENI, 1[0 JT0AaTKOBO
BpaxoBye€: KyTOBY 3aJIS)KHICTh aHTE€HH, TIHBOBICTb, MaJIO-
MacmTaOHuil GeiHr Ta cTOXacTHYHY Bapiallifo BTpar Ha
niepemmkonax. CrporieHa MoJIeNb 3aMiHIO€ 111 €PEKTH OJl-
HUM arperoBaHiM MapaMeTpoM mTpady opieHTamii cTa-
JUM 3HAYEHHSM, IO Ja€ CXOXY TUHAMIKy 3B’SI3HOCTI,
ajyie BUMarae CyTTE€BO MEHIIE OOUUCICHb. TaKiM YIHOM,
BiIOyBa€ThCS 3aMiHa KIIbKOX CTOXaCTUYHUX 3MiHHUX

OOUYNCIICHHSI Ta TOJETIIye MATeMaTHYHUN aHali3 Me-
pexi. [TopiBHsUTEHE MOJICITIOBAHHS JBOX ITiJTXOJiB BUKO-
HAHO JJIS OTHAKOBUX CTapTOBUX YMOB: OIHAKOBa KapTa
By31mB (40-320), MWBHAKICTH pyXy peTpaHCIATOpa
v = 10 M/c, Ta aBa Tunu TexHoaoriii — LoRa 915 MI' i
802.11g 2.4 I'Tw.

V Bunaaxky LoRa 915 MI'n, uac monentoBanHs Jjist
320 By3niB ckinaB 2,10 ¢ y chpomieHiit Moaeni npoTH
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2,36 ¢ y CKJIaJHii, 1110 BiIMOBIa€ MPUCKOPEHHIO ~ 1,13,
Hus 802.11g 2.4 IT'Tn pizHuns anajorivna — 2.15 ¢
nporu 2,38 ¢, abo = 1,12x. [Ipu npomy cepenns moxuoxa
MiX MOJCISAMHU JJIi MCTPUKH TIOKPUTTS CTaHOBHUTH
MAE = 0,334 (LoRa) 10,238 (802.11g), mio B Mmexax 10—
15 % Binm cepenHBOTO 3HAYCHHS, a OT)KE HE BIUTMBAE HA
SIKICHI 3aKOHOMIPHOCTI pEe3yNbTaTiB.

VYei gocimkeHi Moaesi IeMOHCTPYIOTh JIiHIHHY 3a-
JISKHICTh Yacy OOYHCICHHS BiJl KUTBKOCTI BY3JIiB, TOOTO
CKJIaTHICTh 00UMCIIeHb MacIiTadyeThes sik O (N).

BucHoBkH

[pencrasnena cnpolieHa MaTeMaTHYHa MOJIEIb PO-
3paxyHKy pajiyca aii MOOITbHOTO Ha3eMHOTO PETPAaHCIIs-
TOpa 3 ypaxyBaHHIM IUHAMITHOI Opi€HTAIll aHTCHU, THITY
CepeIOBHIIA Ta IIBUAKOCTI PyXY BiIIIOBIIHO 10 pe3ylibTa-
TIB CHUMYJISIIH MPOAEMOHCTpPYBaja, IO 31 3POCTaHHAM
LIBUJIKOCTI PyXy PETpaHCIISITOpa pajiyc il 3MEHIIYEThCS
Maiike JIIHIHHO 4epe3 BTpary e()eKTHBHOTO IiJACHICHHS
antenu. Jlns LoRa wnei edexr mposBisieTbesi MOMIPHO

(3MeHIIeHHS pajiycy MpuOIu3HO Ha 25 %), Tomi sK Juis
Wi-Fi— icrotso (10 40 %). ITopiBHSHHS 31 «KJIaCHYHOIO
MOJZISJUTIO 10Ka3ajio, IO ICHOPYBAaHHS OpIEHTAIliHHUX
BTpar 1 (Di3UYHMX MEPENIKo PU3BOAUTD JIO MEPEOLIHKH
nokputts Ha 10-20 %. PesynbraTé MopiBHIHHS 31 CKIIa/I-
HOI0 MOJEJUTIO TMIATBEPAMIM, IO CIPOMICHA MOJENb €
OUTBII €PEKTUBHOIO /ST IPAKTHIHOTO MOJICTFOBAaHHS Me-
PEX 3 BEIMKOIO KUIBKICTIO By31iB. BoHa 3abe3neuye mpu-
HHATHY TO4HICTH (10 15 %) mpu 3MeHIIeHHi 9acy oOduc-
neHp Ha = 10-15 %, 30epiraroun Qi3ndHy y3romKeHiCTh
(hopmymu HamaHCy MOTYKHOCTI.

OTpuMaHi 3aJIe)KHOCTI HiITBEPIPKYIOTh, 110 JIOTa-
pudmivyHa popma Mozeni 3 MiHIMAIBHOIO KiJBKICTIO T1a-
paMeTpiB € ONTHUMAIBHOIO JUIS MPAKTHYHOTO MOJIEINIO-
BaHHJ 3B’SI3HOCTI Y T1OpUIHMX MOOLIEHUX Mepexax. 3a-
MIPOTIOHOBAHUH MiAXiN MOke OyTH BUKOPHCTaHWM JUIs
a/IalITUBHOTO IUTaHYBaHHS MapIlpyTiB MOOUTBHUX peTpa-
HCJIATOPIB, BUOOPY TUITY aHTEH i IPOTHO3YBaHHS CTilKO-
CTi KaHAJIB y CIEHAPIsAX 3MIMIaHUX HA3EMHO-TIOBITPSIHUX
CHUCTEM 3B’SI3KY.
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Mathematical model of the communication radius of a mobile ground-based retransmitter taking
into account the dynamic orientation of the antenna

Oleksii Mykhailichenko

Abstract. Increased requirements for the efficiency of mobile repeaters in hybrid networks such as FANET and LoRa
necessitate the creation of simplified models for assessing connectivity. The object of the study is the process of radio signal
propagation between a mobile repeater and a set of nodes in a dynamic environment. The purpose of the article is to develop a
simplified mathematical model of the communication radius that takes into account the speed of movement, antenna orientation,
and signal loss due to obstacles. The proposed model reduces computation time by 10—15% with an error of no more than 15%
compared to the complex model. It is suitable for rapid modelling of large FANET/LoRa networks, provides a balance between
accuracy and speed, and can be used to optimise the location of mobile repeaters in telecommunications systems.

Keywords: communication radius, mobile repeater, antenna orientation, log-distance model, hybrid networks, FANET,
LoRa, modelling, performance, telecommunication systems.
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2 HanioHanbHMii TeXHIYHUIH yHIBEPCUTET «XapKiBCHKUH MOJITEXHIYHMI iHCTUTYT», XapkiB, Ykpaina

TEXHOJIOI'ITSA CEMAHTHYHOT'O HIEPETBOPEHHA IH(I)OPMAHIP'IHI/IXU
HOBIAOMJIEHD Y CEPEJOBHUIII TIPOMUCJIOBOI'O IHTEPHETY PEYEHN

AHOTanmisi. AKTyaJbHICTh JOCIIDKEHHS IOJSITae y PO3pOOJIeHH] Ta BIPOBAPKEHHI TEXHOJOTI] CeMaHTHIHOTO IIePEeTBO-
peHHs iHQOPMAIiHIX MTOBIIOMJICHB, SKa MiABUIIUTE e()eKTHBHICTE 0OPOOKH TaHUX i CIIPHATHME PO3BUTKY IHTEIEKTYaIBHIX
CHCTEM YTPABIIHHS IPOMICIIOBIMH TIponiecaMi. MeTa 10cTiIKeHHsI: pO3pOOJIEHHS TEXHOJIOTI] CEMaHTUIHOTO IEPETBOPEHHS
iHpopMamLiHIX TOBITOMIICHB Y CEpEeIOBHILI POMHUCIOBOTO [HTEpHETY peueit, sika 3a0e3reduye y3rouKeHe peACTaBIeHH s, iH-
TepHpeTanito Ta 00MiH JaHUMHU MK T'€TepOTeHHUMH IPUCTPOSMH 1 cucTeMaMu. Pe3ysibTaTu. Y cTaTTi 3arponoHoBaHa apXiTeK-
Typa TETEePOreHHOr0 INUTI03Y MPOMHUCIOBOrO IHTepHEeTy peueld. [loBeneHa MOXIMBICT peasmizalii TEXHOJOTI CeMaHTHYHOTO
LIUTIO3Y, SIKMIA BUPILIY€ MPoOIeMH B3a€MOII] Pi3HUX MPUKIAIHIX TEXHOJOTIH Ha PiBHI METaJaHUX. Y T€TEPOreHHOMY CEpEeIOBHILI
TaKWH I1UTIO3 BiTIOBI/Iae 3a EPETBOPEHHS IPOTOKOJIIB POMHICIIOBOro [HTepHETY pedyeil. [IpoBenenyii aHani3 POTOKOIIB Mepenadi
JIaHUX, 1[0 BUKOPHUCTOBYIOTECS B Mepexkax 10T 3 MeToro mpoBeieHHs: CEeMaHTUYHOT'O IIepeTBOpeHHs. BucHOBOK. 3anpornoHoBaHmit
TI/IXi JO3BOJISIE MiABHILUTH PiBEHb iHTEpOonepadebHOCTI, SMEHIIMTH iH(GOpMaIliiiHi BTpaTH i Yac TPaHCILIT OB IOMIICHb Ta
CTBOPUTH OCHOBH JIJIsI TIOOYIOBH IHTEIEKTYAJIbHUX CEPBICiB 00pOOKN JaHHX Y MPOMHUCIIOBHX KiOep(hi3MIHUX CHCTEMAX.

KnaouoBi croBa: npomucinoBuii [HTepHeT peueil, ceMaHTHYHE ITEPETBOPEHHS, TeTeporeHHui nuto3, npotokon 10T, in-

TeponepadeIbHICTh.

Beryn

CyuyacHuii etan po3BUTKY iHQOpPMAaLIIHUX TEXHO-
JIOTiM XapaKTepU3yeThCsl IHTCHCHBHOIO 1HTETPAIIIEI0 Ki-
0epdi3NIHNX CHCTEM, CEHCOPHHAX MEPEX 1 XMapHHUX ILIa-
T(hOpM y Mexax KOHIIEMIIIT TpoMHCcIIoBOTO [HTEpHETY pe-
geit (IIoT, Industrial Internet of Things). YV mpomy cepe-
JIOBHIIII KJIFOUOBY POJb Bifirpae eeKTUBHIA OOMiH J1a-
HUMH MK T€TepOreHHIMHU NPUCTPOSIMH, 1110 MAfOTh Pi3Hi
MIPOTOKOJIH, OpPMaTH Ta CEMaHTHKY iH(QOpMaLiHHUX T10-
BIIOMJICHb. 3a0e3MeUeHHs Y3rO/PKEHOrO TIIyMaueHHS
JAHUX € KPUTHYHUM JUTS TiABUIICHHS HAIIHOCTI, THyY-
KOCTI Ta aJJaliTUBHOCTI BUPOOHNYHNX TPOLECIB.

OpnHieto 3 ronoBHux npobiiem y I1oT e cemanThyna
HEOHOPIAHICTH 1H(OPMAITLil, sIKa YCKIIaJHIOE aBTOMATH-
30BaHy B3a€MOJIII0 MK CHCTEMaMH YIIPaBIIiHHS, aHai-
TUYHUMHU TUIATGOPMaMHU Ta CEHCOPHHUMH IPHCTPOSIMH.
Tpanguuiiiai meTou 0OMiHY TTOBITOMJICHHSIMH HE TapaH-
TYIOTh 30€pEKEHHS 3MICTOBOTO KOHTEKCTY, III0 TPH3BO-
JIMTH 0 BTPATH CMHCIIOBOI y3TO/DKEHOCTI 200 MOMMIIOK
npu 00poOLi TaHuX.

TeXHOJIOTIsI CEMaHTUYHOTO MEPETBOPEHHS 1H(OP-
MalliiHUX MOBIZIOMJIEHb OPi€EHTOBAaHA HA BUPIICHHS IIi€]
pobJeMH MIIIXoM (OpPMyBaHHS CIUIBHOTO OHTOJOTiY-
HOTO TIPOCTOPY, SIKUH J03BOJISIE IHTEPIIPETYBATH 3MICT
JAaHUX HE3aJeKHO Bij iXHBOro kepena abo dopmary
npeacTaBieHHs. Taxi mixo1u 3a0e3neyoTh iHTENeKTY-
aIbHY iHTerpanito iHpOpMaliiiHNX MOTOKIB, aBTOMAaTH-
YHy aJanTalilo JaHuX 10 BUMOT KOPUCTyBaya Ta KOHTe-
KCTY 3aCTOCYBaHHSI, @ TAKOK CTBOPIOIOTH OCHOBY JJISI TIO-
Oy10BM KOTHITUBHUX BUDOOHWYHX CHCTEM.

Otxe, aKTyalbHICTh JOCIIDKEHHS IIOJISTaE y po3-
poOneHH] Ta BOPOBAKEHHI TEXHOJIOTil CEMaHTUYHOTO
MIepeTBOPEHHA 1H(POPMAITIHIX ITOBiTOMIICHB, sIKa 320e3-
e9nTh iHTEeponepadenbHicTs KoMoHeHTiB 1o T, miasu-
T €(heKTUBHICT 00POOKHU TaHUX 1 CIIPUATHME PO3BU-
TKY IHTENEKTYaJIbHUX CHCTEM YIPAaBJIIHHS IPOMHCIIO-
BHUMH HPOLIECAMH.

MeTo10 cTaTTi € pO3pOOJICHHS TEXHOJIOTIT ceMaH-
TUYHOTO TIEPETBOPEHHS 1HPOPMAIIIHUX NOBIIOMIIEHb Y

CepeNoBHILI IPOMHCIIOBOTO [HTepHETY peyeil, sika 3a6e3-
Hevye y3ro/pKeHe MPEACTaBICHHS, IHTepIIpeTallilo Ta 00-
MIH JaHUMHU MiX I'€TEpPOT€HHUMH MPHUCTPOSMH 1 CHCTE-
MaMHu.

3anponoHOBaHUN MigXiJ COPSIMOBAHUN Ha IIiJ(BH-
IIEHHS PIBHS IHTEpPONepadeIbHOCTI, 3MEHIIEHHS iHPOP-
MalifHUX BTpaT MiJ 4ac TPaHCISILIl MOBiJIOMIICHb Ta
CTBOPEHHS OCHOBH JUIs1 TOOYAOBH IHTENIEKTYaIbHHUX Cep-
BiciB 0OpOOKM HAaHWX Yy MPOMUCIOBHX KiOep(i3zuaHuX
CHCTEMaX.

1. Anauni3 JiTepaTypHHX JKepe

[IpobGnemaruka ceMaHTHUYHOI iHTerpauii JaHux y
npomucioBomMy IarepHeri peueii (IloT) akruBHO mocii-
JUKYETHCSL B OCTaHHI POKH, IIIO IMOB’SA3aHO 3 HEOOXiaHi-
CTIO 3a0€3MeYeHHs Y3roMKeHOro 00MiHy iH(opMaIier
MDX YHCICHHUMHU MPUCTPOSIMH, CHCTEMaMH YIPaBJIiHHS
Ta aHATITHYHUMH I1aThopMaMu.

VY pobotax [1, 2] po3rnsamaroTses miaxoan 10 ¢op-
MYBaHHS CEMaHTHYHHUX MOJIEJICH JaHNX HAa OCHOBI OHTO-
JIOTiH, SIKI JO3BOJISIFOTH ONKCYBaTH CTPYKTYpY, B3ae-
MO3B’SI3KM Ta KOHTEKCT iH(QOpMAliiHUX IOBiJOMIICHb.
3okpema, BukopuctaHHs craHmapris OWL (Web
Ontology Language) i RDF (Resource Description
Framework) s3aGesneuye yHipikoBaHe HpeacTaBIeHHS
3HaHb 1 MATPUMKY MAIIMHHOI iHTEepIpeTarii.

VY mpani [3] HiAKPECTIOETBCS POSIb CEMAHTHYHHX
LITI03IB (Semantic gateways) y 3a0e3rnedeHHi B3aeMOIil
MDK TeTepOoreHHUMH NpUCTPosiMK Ta Tatdopmamu [1oT.
Taxi 11031 BUKOHYIOTH (DYHKIIiT TpaHCIIALIT TPOTOKOJIIB,
HOpMaJTi3anii (opMaTiB JaHUX i KOHTEKCTHOI IHTEpIIpeTa-
il TOBIIOMJICHB, IO HAJIXOIATH i3 CCHCOPHHUX MEPEK.
ABTOpH HaroJomymTh, o e(eKkTHBHA poboTa CeMaHTH-
YHHX IDTI031B MOTpedye 3aCTOCYBaHHS METO/IIB OHTOJIOTi-
YHOro y3ro/pkeHHs (ontology alignment) Ta cemanTHY-
HOTO MartiHry (semantic mapping).

Hocmimkenns [4, 5] ¢okycyrorscs Ha iHTerpamii
CEMaHTHYHUX TEXHOJIOTIH i3 XMapHUMHU Ta nepudepii-
HUMH oOuncieHHsME. Taka KOMOiHaIlis ae 3MOTy pea-
Ji3yBaTH PO3NOAIEHY 00pOOKY JJaHUX y peajlbHOMY 4aci
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3 ypaxyBaHHSIM KOHTEKCTY Ta IPIOpUTETIB 3a1a4. 3acTo-
cysanHs Semantic Web Services i Linked Data 3a6e3-
reyye aBTOMAaTH30BaHy IHTEPIIPETALIi0 3aIIUTIB Ta ONTH-
Mi3allio MapipyTiB nepeaadi iHpopmarii.

Oxpemy yBary NpUALIEHO HMHUTaHHSAM Oe3IeKH Ta
JIOBIpH B TIPOIIECi CEMAaHTUYHOTO OOMiHY TOBiIOMIICH-
HaMH [6]. JlocTHimHUKN MPONOHYIOTH BHKOPHCTOBYBATH
MeXaHI3MU OU(PPOBUX MiIHCIB, MIUPpPYyBaHHS MeTana-
HUX 1 KOHTPOJb JTOCTYIIy HA OCHOBI CEMaHTHYHHX MOJIi-
TUK, 110 miaBuIrye HamgiitHicTs [loT-kKomyHiKatiii.

TakuM 4rHOM, TIPOBENICHUH aHAI3 IOKA3yeE, 10 OC-
HOBHI HalpsiIMH PO3BUTKY TE€XHOJIOT1H CEMaHTHYHOTO Te-
petBoperHs B cepenoui [loT moB’s3aHi 3 OHTONOTIY-
HUM MOJICTIOBaHHSAM, AaBTOMAaTHYHUM Y3TOJDKCHHSIM

JIAHUX, TOOYJIOBOO PO3MOAUICHUX CEMAHTHYHHX CEPBICIB
i 3a0e3neyeHHsAM KibepOesneku. [IpoTe 3anummaeTbes Bi-
KPUTUM THTAHHS CTBOPCHHS KOMIUICKCHOI TEXHOJIOTII,
sika O MO€eTHYBaNA I1i aCTIEKTH T ¢(DeKTHBHOI amanTaiii
MOBiJOMJICHb Y IMHAMIYHHUX MIPOMHCIOBUX CEPEIOBHUINAX.

2. CTpyKTypa rereporeHHoro uui3y
NPoMHUCI0BOro InTepHery peyei

I'ereporennuii nuto3 [HTEpHETY pedelt — MpUCTPIH,
1o 3a0e3medye B3aEMOZII0 PI3HUX TEXHOIOTIH [HTepHeTY
pedeii Ik Mix co0010, TaK i 3 MEpEeKeI0 3B'S3KY 3araIbHOTO
kopuctyBanast (M33K) na Bcix piBrsax mogeni OSI[7]. Ha
puc. 1 300paxeHO apXiTEeKTypy TIeTepOreHHOTrO LILII03Y
MIPOMHUCIIOBOTO [HTEpHETY peyeid.

I'pannuHa 6aza FpaHI/I‘I.HI/II‘/II [Tanens Tocnyeu 6 exocdepi IIoT
JTAaHAX aHami3 KepyBaHH:
Emynsinis BipryanpHa MammHa Konrelinep Bipmyanvna exocgepa
IPv4/ IPv6 6LoWPAN LoRaWAN Mepeacesuii pisens
IEEE 802.3 IEEE 802.15.1 IEEE 802.15.4 Diz3uunull ma KaHATLHUL Pi6Hi

Puc. 1. ApxiTekTypa reTeporeHHOro UI03y MPOMHUCIOBOTO [HTepHETY pedeit

JaHa cuctema 3a0e3rneuye B3a€MOJIIIO PI3HUX TEXHO-
JIOT1# (pI3MYHOTO, KAaHATBHOTO Ta MEPEKEBOTO PIBHS Ta 32
JIOTIOMOTOI0  CIEL[IaJJbHOr0 MPOrPaMHOTO 3a0e3NeyYeHHs
(I13), 110 GyHKIIOHYE Y BipTyaJbHOMY OTOYCHHI, 103BO-
JISIE IEPETBOPEHHS! IAHUX MK BUKOPHUCTOBYBaHHMH TeX-
HOJIOTISIMM Ha NPUKJIAJHOMY piBHI. TakuMm 4MHOM, JaHa
cHCTEeMa CKIIAJa€ThCs 3 HACTYITHUX KOMIIOHEHTIB:

* (bizmuHi iHTepdeticy, Mo MATPUMYIOTh Pi3HI TeX-
HoJIoTii [HTEpHeTY;

* oIreparliifHa cucTema, CHCTeMHI fpaiiBepa, [13, mo
JI03BOJISIFOTH MIiATPUMYBaTH (YHKIIOHYBaHHS IPOTOKO-
7B (Pi3MYHOTO, KAHATLHOTO, MEPEIKEBOTO Ta TPAHCHIOPT-
HOT'O PiBHIB Ha F€TEPOreHHOMY IILTIO31;

* BipTyaJIbHE OTOYEHHS (EeMYJISITOPH, KOHTEHHepH,
BIpTyaJIbHI MAIIIMHY Ta iH.), 10 TO03BOJISIE J01aBaTH HOBI
MOXKJIUBOCTI Ta TIOCIIYTH JJIsl FETEPOreHHOr0 LT3y

« [13, mo ¢yHKIiOHYE y BipTyalbHOMY OTOYEHHI Ta
JI03BOJISIE TETEPOTeHHUM IIITI03aM PO3IIMPIOBATH iCHY-
rouy ¢yHKmioHanbHicTh. Hampuknan, ne [13 mo3Bomse
PO3LIMPHUTH MOKJIMBOCTI F€TEPOTEHHOT0 IITI03Y 32 pa-
XYHOK HiITPUMKH HOBHX ITPOTOKOJIIB, IIOCIYT Ta TEXHO-
JIOT'iH.

I'ereporenHmi UTIO3 CKIIAAAETHCS 3 OCHOBHOT Yac-
THUHH, 0 JJO3BOJIAE MiITPUMYBATH pi3Hi TexHoorii [H-
TEpHETY pedel, CHCTeMH BipTyaizallii, i mpukIaaHoi ya-
CTHHH, 0 (QYHKI[IOHY€ y BipTyaJIbHOMY OTOY€HHI 1 J0-
3BOJISIE BIIPOBA/KYBATH 0€3 3MiHH OCHOBHOTO po6040ro
OTOYEHHS T€TEPOT€HHOT0 [IUTI03Y HOBI TEXHOJIOT] Ta 110-
cayru. OnHiI€0 3 TaKWX TEXHOJOTIH € CeMaHTHYHUH
LIJTF03 TPOMHUCIIOBOTO [HTEpHETE peyei.

3. 3aB1aHHS CEMAHTHYHOIO EPETBOPEHHS
NMOBiAOMJIEHDb JIJIfl TeTeporeHHoro uuto3y IloT

Cemantuuynuii numo3 IHtepHery pedeit — mporpa-
MHe 3a0e3neyeHHs], 10 J03BOJIAE 3JiCHIOBATH Iiepe-

TBOPEHH:I IPUKJIAJHUX MPOTOKOJiB IB Mixk coboro Ta 3a-
Oesreuye 3arajbHUIl aJpecHUi MpOCTIp Ui BCIX MPH-
CTpPOIB, 110 B3aeMOJitOTh i3 1M [13. Takum ymHOM, Ce-
MaHTHYHHH 1IUTI03 BUPIIIY€e MPOOJIEMH B3a€MOIT Pi3HUX
NPUKJIAJHUX TEXHOJOTiH Ha piBHI Meramanux. IIpo-
OJieMa MepeTBOPEHHs IaHUX MK PI3HUMH IPOTOKOJIAMHU
Ha CEMAaHTHYHOMY PiBHI € aKTYaJIbHOIO Ul TIPOMHCIIO-
Boro IHrepHety pedeit. [Ipu BUKOpHCTaHHI Pi3HHUX TIPO-
MHCJIOBUX PillIeHb BUHUKAE MPOOJIeMa CTUKYBaHHS TEX-
HOJIOTIH SK Ha (i3MYHOMY, KaHAIIEHOMY, MEPEKEBOMY,
TPAHCIIOPTHOMY PiBHSX, TaK i MpUKIaTHOMY piBHi. J{is
BUpIIIEHHS Li€l MPOOJIeMH IPONIOHYETHCSI BUKOPHCTOBY-
BaTH reTeporeHHuil nuiro3. [Ipodiema B3aeMoii mpoTo-
KOJIIB JIMIIIE HA PIBHI METAAaHUX BUPILIYETHCS BUKOPHUC-
TaHHAM crierfiansHoro [13, mo 1 Oyae mpoOMHUCIOBUM Ce-
MaHTUYHAM ILTr030M. Jlane I13 Buaiisie kio4oBy iHDO-
pMalilo BijJi KOXKHOTO 3 MaKeTiB JaHWX, NPUKIAJHUI pi-
BEHb SKHMX 3aCHOBaHMI HA OJHOMY 3 TPOMHCIIOBHX IIPO-
TOKOJIIB, 1 IIEPETBOPIOE HA 3arajibHUH NMpOoMiXKHMHI (op-
Mmar Industrial Internet of Things Conversion Format
(IHoTCF). V¥ pa3i noTpebu BHKOPHCTOBYIOThCS (YHKIIT
[13 ju1s1 mepeTBOpEeHHs OTPUMaHUX JaHUX y TPOTOKOIIH,
[0 MiATPUMYIOTHCS, 1 TOAATBINOrO IX BiNMpPAaBICHHS B
MYHKT npu3HadeHHs. Ha puc. 2 300paxeHo CTPYKTypy
1uist neperBopenHs npotokoiB [IoT. e I13 cknagaeTses
3 TAaKUX OCHOBHMX (DYHKIIiH:

* «OTpUMaHHS IAKETY» — BIJIMOBiAa€ 3a MPUHOM Ta
¢binpTpamnio maKeTiB, 3aCHOBAaHUX HA OJHOMY 3 IIPOTOKO-
niB IIoT, mo miaTpumyrotecs. ane 113 anamizye Bci ma-
KETH, 110 NPUXOJATh Ha aKTHMBHUH MepeXeBHH iHTep-
¢eiic 1 npuiiMae Ti makety, GopMaT IKNX 3aCHOBAHHUH Ha
OJTHOMY 3 ITIATPUMYBaHHUX IPOTOKOJIIB;

* «Yepra 1..N» — yepra makeTiB, II0 HAJXOIATh Y
mporpamMHe 3a0e3NeueHHs, K i1 00poOKHU, Tak 1 yis
BiANIpaBJICHHS;
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Puc. 2. Ctpyxrypa cemantuaHoro numosy [loT

* «B IICF» — mepeTBOpeHHs MakeTiB, IO HAJXO-
JTh, y 3aranbsauil popmar IICF;

* "baza nanux [ICF" — BinmoBinae 3a 30epiranss na-
keTiB. Moxe sIBISITH 00010 crcTeMy 30epiraHHs JaHuX,
o BOYJJOBY€ThCS B IPOrpaMHe 3a0e3neueHHs, oOMexe-
Hull Oydep, mporpamunii iHTepdeiic s B3aeMoii i3 30-
BHIMIHIMU CHCTEeMaMHt 30epiraHHs maHux Ta iH. Moxe
30epiratu iHQOPMAIIIO PO TPOTOKOI, STKUH MiATPUMYE
ITyHKT NPU3HAYCHHS, MPONHCAHUNH y KOHKPETHOMY Iia-
KETI;

* «IICF» — BimnoBizae 3a mepeTBOpEeHHS JaHHX i3
¢dopmary IICF y HeoOXinHMiA popMaT 3rifHO 3 IPOTOKO-
JI0M;

* «HanicnaTu makeT» — BiNOBigae 3a BiANPaBKY
c(OpMOBaHOTO MakeTa A0 MOTPiIOHOTO MyHKTY NMpU3HA-
YEHHS.

SIK npUKIIaiHe PilIEHHS JUTI CEMAaHTHYHOTO IILTIO3Y
IIPOMHCIIOBOTO IHTEpHETY pedeii MPONOHY€ETHCSI BUKOPH-
cTOBYBatu rereporeHHuil nuto3 lloT, o3, 1o BcTaHo-
BIIIOETHCA B pamkax omHoro pimenHs [IoT i Bixmosimae
3a MEPETBOPEHHS MPOTOKOJIIB IPOMHUCIOBOTO [HTEpHETY
pedeit Mix coboro.

Ha puc. 3 300paxeHo npukiaj nIporpamMHo-anapa-
tHoro komiutekcy (ITAK), o noennye pizHi migmepexi,
sIKI QYHKIIOHYIOTh Ha 0a3i Pi3HUX MPOTOKOJIB TPOMHMC-
J10BOro IHTepHery pedei.

Meperka, npotokon lloT_1

| Npucrpint 10T e o

[ Tipuctpiii lloT
: Mpuctpint 10T | -t ;
[ Npuctpiit lloT | ja—|

LLLriegcs

Mepexa, npotokon lloT_2

Mpuctpin lloT .

L
I|II I'I_p;f})ii«'i lloT
|

Mpuctpin lloT

£ [ NpucTpint lloT

HIIG
- = Mk
IE

| MapwpyTaatop

Mepema,"ﬁpOTo'k-o.ﬁ lloT_N

Puc. 3. CtpykTypa nmporpaMHO-anapaTHOT0 KOMIUIEKCY, III0 MICTUTh TeTeporenHui numo3 [IoT

4. AHaJii3 npoToKoJIiB nepeaayi JaHMuX,
110 BUKOPHCTOBYIOThCS B Mepe:kax [loT

JL1s po3pOOKH CTPYKTYPH CHCTEMH, IO BiATIOBiae
3a TIepeTBOPEHHsI Ta (POPMYyBaHH MaKeTiB Ha 6asi

Bigomux ¢opmariB gaHux pi3HHX IpoTokoiiB IB y
¢dopmari 1ICF, HeoOXigHO mociipKyBaTH GopMaTH Ja-
HUX PI3HUX MPOMHCIOBHUX MPOTOKOJIB 1 BUIUINTH 3ara-
JIBHI oJIs naHuX. i 11bOro TOCHiIKeHHS 0yJI0 00paHo
Taki Hadnommwmpenimi mpotokonn: COAP; MQTT,;
XMPP; ModBus RTU; ModBus TCP; OPC UA; HTTP.

OcHoBHi mosist B mpoTokoiii CoAP € TakuMu: Bepcist
CoAP (2 6iti); Tun moBigomieHHs (2 6iTH); KiTBKICTH
JIOJIATKOBUX OIIIiK (4 6iTH); KOJ — METOJ 3alHUTy JaHUX
abo xopx 3amury (8 6it), Hanpuknax GET (1), POST (2),
PUT (3), DELETE (4); inentudikaTop moBigoMJIeHHS
(16 6it); ommii Ta KOPUCHI J1aHi MOBITOMIICHHSI.

OcHoBHi nosst B npotokoii MQTT e Takumu: Tin
noBizomsieHHs1 (4 OiTH); Mpanop Nepe3anuTy IMOBiJOM-
nenns - DUP (1 6irt); piBens QoS (2 6itn); npamnop 30e-
pekeHHs noBigomMieHHs (1 6iT); TOBXHHA OMITIOHATHHOT
iHdopmarii (8 6iT); MOBKHMHA 3ar0JIOBKA Ta TaHUX.
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®dopmar meTaganux A nporokory XMPP Taxwuii:
Bepcii 3aronopka XML; TN moBigOMIICHHS; iICeHTU]iKa-
Top cecii; Bepcist XML; ineHTndixarop nopigoMiIeHH,
BiZINIPaBHUKA, OTPUMYBaya; MOBa ITOBIJOMJICHHS; afpeca
MIOTOKY; TEKCT TIOBiIOMJICHHS.

®opmar metagarux s nporokoixy ModBus RTU
Ma€ Taki OCHOBHI IOJS: CTAapTOBHU IIparmop; aapecy
ModBus (8 6it); ¢pyskuii ModBus (8 6it); more gaHux.

®opmar meraganux it npotokory HTTP opien-
TY€THCS Ha Taki OCHOBHI noJjst: Tun 3anuty; URI-momen,
mo 3amutyeTbes; Bepcis HTTP-zamury; URI-agpeca
NIPU3HAYCHHS; OMLIi 3'€THAHHS; OMLIi KOHTPOJIIO Kelly;
JlaHi PO KOPUCTyBaya KJIIEHTA; JaHi 3alUTy; KOyBaHHS
JIaHUX; MOBa JaHKX; JaHi PO CepBep; vac.

BucHoBxku

VY crarTi 3amporoHOBAaHO TEXHOJIOTII0 CEMaHTHY-
HOTO TIEPEeTBOPEHHA iH(OOPMAIIMHAX IOBIIOMIICHb Y

cepeloBHILi MPOMUCIIOBOTO [HTEpHETY peueit, ska 3a0e3-
Tievye y3ro/pKeHe MPeACTaBIeHHS, IHTepIpeTaliio Ta 00-
MiH JaHUMH MK T€TepPOreHHUMH NPUCTPOSIMU 1 CUCTe-
MamHu. Po3poOiieHa apXiTeKTypa reTepOreHHOTrO LMUTI03Y
npoMuciioBoro IHTepHeTy peueid. JloBeneHa MOXIMBICTD
peaii3alii TeXHOJIOTii CeMaHTHYHOTO MUTIO3Y, KU BHU-
pinrye mpoGieMu B3aeMOil Pi3HUX MPUKIAJTHUX TEXHO-
JOTi Ha piBHI MeTagaHWX. Y TETePOreHHOMY cepero-
BHIII TaKUH W03 BiAMOBiIAE 3a MepeTBOPEHHS MPOTO-
KoIiB mpommucioBoro IaTepHeTy pedeit. IIpoBemenmii
aHaJi3 MPOTOKONIB Tepeaadi JaHuX, M0 BHKOPHUCTOBY-
10Thcs B Mepexax [loT 3 MeToro mpoBeeHHS ceMaHTHY-
HOT'O TIEPETBOPEHHS.

3anponoHOBaHUHN iJXiJl TO3BOJISE MiJBUIIUTH Pi-
BEHb IHTEpOINEepadenbHOCTI, 3MEHIIUTH iH(opMaNiiiHi
BTpATH ITiJ1 Yac TPAHCISLIi OBIJOMIICHb Ta CTBOPHTH OC-
HOBH JUIs1 TOOYJOBH 1HTEJEKTyallbHUX CEPBiCIB 0OPOOKH
JAHUX Y TIPOMHUCIIOBHX KiOep(pi3MIHNX CHCTEMaX.
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Technology of semantic transformation of information messages in the Industrial Internet of Things environment
Serhii Pyrozhenko, Serhii Datsenko

Abstract. The relevance of the research is the development and implementation of the technology of semantic transfor-
mation of information messages, which will increase the efficiency of data processing and promote the development of intelligent
industrial process control systems. The purpose of the research: the development of the technology of semantic transformation
of information messages in the industrial Internet of Things environment, which provides a consistent representation, interpretation
and exchange of data between heterogeneous devices and systems. Results. The article proposes the architecture of a heterogeneous
gateway for the industrial Internet of Things. The possibility of implementing the technology of a semantic gateway, which solves
the problems of interaction of various applied technologies at the metadata level, is proven. In a heterogeneous environment, such
a gateway is responsible for the transformation of industrial Internet of Things protocols. An analysis of data transmission protocols
used in 10T networks for the purpose of semantic transformation is carried out. Conclusion. The proposed approach allows to
increase the level of interoperability, reduce information losses during message transmission, and create a basis for building intel-
ligent data processing services in industrial cyber-physical systems.

Keywords: industrial Internet of Things, semantic transformation, heterogeneous gateway, 10T protocol, interoperability.
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JATUUK HOTYXKHOCTI HBY HA HACTKOBO 3AITIOBHEHUX NIEJTEKTPUKOM

NPAMOKYTHHUX XBUJIEBOJAX

AHoTaunis. Y cucremax aBTOMaTH4HOI cTabii3anii moTy)HOCTI (QyHKI{ BUMIPIOBAIFHOTO €IeMEHTa BUKOHYE aTYUK TOT-
yxHocTi. Tpakru npuitMadiB MoxyaiB HBY 11 HU3KH MOOIIBHHUX pagioTEXHIYHUX CHCTEM IPOIOHYETHCS Peali3oByBaTH Ha
YaCTKOBO 3aIOBHCHUX JIIENICKTPUKOM XBHIICBOJAxX. BuxifgHa moTyxHIcTh B miana3zoHi HBU e ogHUM 3 HaWOLTBII BasKITUBHX
rapamMeTpiB Jukepen curHaiiB i miacwmosadis HBY, nepenaBaneanx Tpaktie HBY i pafioTeXHIYHUX CHCTEM pi3HOTO IpH3HA-
4eHHs B 1itoMy. Bin piBaS BuxinHOI noTyxHOCTI HBY 3anexuts MOXINBICTS BUKOpUCTaHHS mkepena curaainis HBY y pa-
TIOJIOKAIIHHUX CTaHINAX, HA3EMHUX TeJeKOMYHIKaliiHuX cTaniax HBY, cymyTHukoBHX cucTeMax nepenadi. IIpu mpoekty-
BaHHI PaJIiOTEXHIYHOI CHCTEMH PiBEHB IOTYKHOCTI [ukepena curHainis HBY BusHauae cxinax pamioenekTpoHHOI 6a3u mepena-
BanpHOTO TpakTy HBY, KOMIIOHYBaHHS aHTEHHO-(iIepHOTO TPAKTy Ta YCTAaHOBKH EJICKTPOKUBIICHHS CHCcTeMH. B poboTi mpu-
BOJISITHCS cXeMH IepenaBanbHoro Tpakty HBY pamiotexniunoi cuctemu HBY Ta koHCTpyKIis narunka nmotyxkHocti HBY Ha
YacTKOBO 3alIOBHCHOMY JIi€IEKTPUKOM XBIIeBOMi. OCKUIBKY iCHYIOTH pamioTexHiuni cucremu HBY, B Tomy umcni 1mdposi
TporocdepHi cTaHMii, SKi IPAIOIOTh y JEKUIHKOX MiAfiana3oHax 4acToT, TO HEOOOB SI3KOBO BECh Jiala3oH alpoKCHMYITIOBa-
TH OPTOTOHAJIFHUMH TTOJIHOMaMH, 10 MalOTh PIBHOXBIJIBOBHH XapakTep. B po0oTi 3amponoHoBaHo, o I TaKKX pagioTex-
HiyHuX cucreM HBY mouinbHiNIe BUKOPHCTOBYBAaTH OPTOTOHANIBHI MOJiHOME JlexaHpa Ta opToroHa bHi nojiHomu ['eres-
Oayepa. Po3paxyHKOBI 1aHi OKa3aHi y BUNIIAL TpadikiB, e MOPIBHIOIOTECS KOE(DIIiEHTH BiZoOpaKeHHS B HOPMOBAHOMY Ya-
CTOTHOMY [lialla30Hi, [0 OTPUMAHi 3a IMOJIHOMaMH{ YeTBEPTOrO Ta II'SITOTO MOPSAKIB. B BICHOBKax poOOTH BKa3aHO, IO TaKi
Jatauku notyxkHocti HBU MoxyTh OyTH 3acTOCOBaHi B By3/IOBii U(pOBiil TpormochepHili cTaHIi{, BUCOKOIIBHIKICHIH 1H-
PoBiii TporocdepHiii cTaHwil Ta y KOMOIHOBaHUX HU(PPOBHX TPOMOCHEPHUX CTAHIIAK.

KawuoBi ciaoBa: gatunk moTy>KHOCTI HAABUCOKHX 4acTOT, HU(POBi pamioTexHiuni cucremun HBY, cryninuaruii mepe-

Xi/1 Ha YaCTKOBO 3aII0BHEHOMY Ji€NEKTPUKOM XBHJIEBOII, moiinomu Jlexanapa, momiHomu ['erenbayepa.

Beryn

BuxinHa motyxHicTh B aianazoni HBY e oxnum 3
HaAWOIIBII BaXKIMBUX NapaMeTpiB JKepes CHIHaNIB i
migcwiroBauis HBY, nepemaBanpuux TpaktieB HBY i
PamiOTeXHIYHUX CHCTEM Pi3HOTO MPHU3HAYCHHS B ILIO-
My. Bin piBHs BuxigHoi motyxHocTi HBUY 3amexuTsh
MOJKJIMBICTh BUKOPHCTaHHS JpKepena curaanie HBU. ¥V
PamioNIOKAIHUX CTaHIIAX, HA3eMHUX TEIEKOMYyHiKa-
uiftHux craumisx HBY, cymyTHHKOBHX cucTeMax mepe-
Jadi TOTYXHICcTh nepenaBada HBY Bu3Ha4ae qanbHICTH
nii cucremu. [Ipu npoekTyBaHHI palioTeXHIYHOT cUCTe-
MU piBEHb MOTYXHOCTI Jkepena curHainie HBY BusHa-
4yae CKJIaJ PaJioeJeKTpoHHOI 0a3u mepelnaBajbHOTO
tpakty HBY, xoMnoHyBaHHs aHTEHHO-(DIIEPHOTO TpakK-
Ty Ta YCTAHOBKH €JIEKTPOXKUBIICHHS CUCTEMH.

Y mporieci J0cTiAHO-KOHCTPYKTOPCHKOT PO3POOKH,
cepiliHOro BHITyCKy BHPOOY, KOHTPOJIIO HTapaMeTpiB Mij
Yac eKcIulyarauii [boro BUpoOy HeoOXiTHUH KOHTPOJIb
Hax piBHeM mnotyxHocti HBY. Sk mpaBuio, Ttakuii
KOHTpOJIb 3a npoxigHoi noryxuHocti HBY noknanaers-
cs Ha gat4yuk notykrocti HBY (JIIT).

VY cyyacHHMX pafiOTEXHIYHUX CHCTEMaxX 3aCTOCOBY-
10ThCsl (hazoBaHi anteHHi pernitku (DPAP), mo ckmaga-
IOTBCS 3 BEJIMKOI KiJIBKOCTI MPHUHMaIbHO-TIEpEIaBATbHIX
moaynie HBY. [[ns 3abe3neueHHs HEOOXiTHHUX Jiarpam
CIPSIMOBAHOCTI, Koe(illieHTa TOCHICHHS, MIiHIMyMy
6igyanx memocTok @AP ¢dopmyeTscs MeBHHN pO3MOALT
aMIUTITYl! CHTHAJIB NpHUHMabHO-TIEpelaBaIbHUX MO-
aynis HBY. Ilpu npomy BaxkiaMBO 3a0e3MEUUTH CHMET-
puuHe BinHOCcHO LeHTpy PAP amrutiTynHe posmnonisieH-
Hs1. st 3a0e3neyeHHs HeoOXiqHUX XapakTepucTik GAP
y pI3HHX yMOBax eKcIUTyaTallii MOOUIbHUX paioTexXHid-

HUX CHCTEM HeoOXiTHO 30eperTy oOpaHe 3HAUCHHS BHUXI-
HOI MOTYXHOCTI KOXHOTO TNpHiMaIbHO-TIepeiaBaib-HOTO
Moyt HBY 3 Bucokoro Tounictio. Lle 3aBmanHs Bupinry-
€TBCS IUIIXOM 3aCTOCYBAaHHS CHCTEM aBTOMATHYHOI cTa0i-
mizauii noryxHocti (ACIT). V cucremax ACIT dynkmii
BUMIproBaJIbHOTO eneMeHnTa Bukonye J[I1 HBY. Tpaxru
npuiimMauiB MosyiB HBY juist HU3KkM MOOLIBHUX pajioTe-
XHIYHHX CHUCTEM IIPOTIOHY€ETHCS Peajli3oByBaTH Ha YacTKO-
BO 3aIIOBHEHHX JlieIeKTpruKoM XBrieBoaax (U31X).

Ananiz girepatypu. Crmin 3a3Haumty, mpo /JI1
HBY BUKOpPHCTOBYIOTBCS HE TIIBKA B TEIEKOMYHiKa-
OifHUX Ta pamionokamiiHux cucremax [1-3], ame B
TaKUX Tally3sX HayKH Ta TEXHIKHA B SKUX BUKOPHUCTOBY-
erbcst HBY oOnagHaHHS, sIK BUMiprOBallbHA TEXHiKa [4—
6], xpumrorpadis [7], mOCHimKEHHS aTMOchepu Ta
KOCMI4YHOTrO mpoctopy [8], HOCHiPKEHHS NPUPOAHUX
pecypcis [8-10], 6iodizuka Ta meauiuaa [11-15].

MeTo10 po00TH € CTBOPSHHS Ta JTOCIIHKCHHS Ja-
Tunka notyxkHocti HBY na U3/1X.

OcCHOBHA YacTHHA

BpaxoByroun, mo B poborax [16—19] nobynosani
ta mocuimkerni Ha Y3JIX cucTtemMa aBTOMaTHYHOTO pe-
TYJIOBaHHA MOTYXHOCTI niepenaBada (APIIII), mpuctpiit
VIOpaBIiHHS, PEryJTIOBaHHSA, OOMEXEHHS IOTYXHOCTI
HBUY, 1o € neoOxiganm crBoperns JI1 na U3X. Kpim
Toro, GbaraTokackamHi nepenaBaibHi TpakTH HBY MoGi-
JBHUX IUPPOBUX TPONOC(HEPHUX CTAHIH MaroTh y
cBoeMy ckiani aekinbka I (puc. 1).

Ha puc. 1 nokazanuii n1BokackajiHui nepenaBajib-
uuii tpakr HBY paniorexniunoi cucremun HBY, ne
11, T2 — migcwtroBau notyskHocti; HB — Hampas-
neHuid Bigramyxysau; JI1— nmaTuvku moTy»XHOCTI;
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Puc. 1. Ctpykrypa nepenaBansHoro Tpakty HBY pamiorexHiunoi cuctemn HBY

«i» — ITHAAKATOP TMPOXiTHOI HMOTYXKHOCTI Pupox; PP —
pexxekropamit QineTp; [ICD — cmyrosuit PimbTp, MO
nepedynoByeTscsi; EA — ekBiBameHT aHTeHn; YH —
y3romxyBaiibHe HaBaHTaxeHHs; X-KIIU — xBuneBoaHo-
KOaKCiaJIbHUI MepeTBOPIOBAY 4acTOTH; XB — XBHJIEBO-
JHWI BUMiproaBau koeQimienrta Bimburts |T,|. Bimmi-
MO, 110 B sikocTi X-KITY Ta XB BUKOPHCTOBYIOTHCS
CTaHAapTHI BUMIpIOBadi, sIKi BUITYCKalOThCSI BHPOOHU-
KaMH BUMIpIOBaJIbHOT TexHIKK. KOHTpOJIb 32 BUXIAHOIO
MOTYXHICTIO Ha KOKHOMY KacKaji Ta BCbOTO TPAaKTy
HBY B minomy momsraetbess Ha JI1. [{um 3a0e3medy-
€Thcs TakoX KoHTpoib cuctemu APIIII [16], Tak sk
JlaHa CHUCTEMa BKJIIOYA€ IMPUCTPIH yNpPaBIiHHS MOTYX-
HocTi [17], mpucTpiit perymtoBanus notyxHocti [18] Ta
obmexyBau motyxHocTi [19]. lani nmpuctpoi peaiizo-
BaHi Ha U3J[X.

Ha puc. 2 nokazano xoncrpykuiro AIT: 1 — Bink-
pura HeniniiiHa ctpykrypa (BHC) [20]; 2 — aienextpu-
YHa IJIACTHHA; 3 — METaJIeBUil MPSIMOKYTHUI XBUIIEBI.

1
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Puc. 2. Koncrpykuis narunka notyxsocti HBY

2

B ocHOBI po3paxyHKy Hagarodoi MOTY>KHOCTI, IO
MPOXOJUTH MO TpakTy nepenadi HBY moknaaeno cmis-
BIIHOILIEHHS:

Pna,q = Prlpox/(1 - |FH|2)7
e Prlpox — MOTYKHICTb, 0 HaxxoauTs Bix HB (moTyx-
HICTh, IO BINTadyXy€TbCA 3 MEPENAlOYOro TPAKTY
HBY); I'y, — xoediwieHT BigOWUTTS BiJ HaBaHTAXKCHHS
(xoHCTpYKMiT JIM).

Koedimient BimoOpaxeHHs [, BU3HaYaeThCs 3a
TaKUMH QOpMyIIaMu:

y
F = - —
H 2+
Y = geuc +Jb,

]b = ijHC + jbnepex'

1€ Jpuc, JbHc — aKTUBHA Ta peakTHBHA IPOBIJIHICTH
BHC, Busnaueni B po6otax [17-19]; jbpepex — peaxTu-
BHA IIPOBITHICTH CTYIIIHIATOT'O MIEPEXOY.

3 nanux Bupasis 3HaxoaumMo |I'y|:

VIgsuc + (2 + gpuc) + jb?]? + 4b?
(2 + gBuc)? + b? .

Oco0muBicTh pOOOTH NESIKNX PaXiOTEXHIYHUX CH-
CTeM Yy TOMY, IO YaCTOTHUH IHTEpBaI MiXX poOOodNMH
miggiana3oHaMyd He BUKOPUCTOBYETHCS. 3BIICH BHUILIH-
Ba€, M0 B HEPOOOUOMY IHTEpBAJi YaCTOT JOCSITHCHHS
3a/1aHOTO JIOTYCKY Ha HEY3TOJKEHHS He 00O0B'SI3K0BO, a
JOCTaTHbO 3a0e3NeunTH HeoOXiJHWI IONMyCK Ha He-
Y3rODKeHICTh y po0OOYuX Mmijiarna3oHax 4acTor. Tak,
YaCTOTHI XapaKTEPHCTHKH, SIKi alPOKCHMYIOThCS ITOJIi-
HOMaMmH YeOuIneBa Mepiioro poay € piBHOXBHIbOBHMH
1 MalOTh KOJMMBAJIBHUHA XapakTep y BCil poOodiil cMmys3i
4acToT. AJjie 4eOWIIEeBCHKI TMEpeXoad, OKpIM 3aq0BO-
JICHHS1 BUMOT 110 3aJIAHOMY JIOITYCKY Ha HEy3rOJKEHICTh
Ha IPAaHUYHHUX YaCTOTaX poOOYOI CMYyTrH, MOBHHHI 33]0-
BOJIGHATH IF0 BHMOTY BCEPEAMHI iHTEepBaly Ie
(n—1) - pasziB, 1e N — MOPSAAOK MONTIHOMA, TOOTO AOMYCK
Ha HEYy3TrOJDKEHICTh MOBHMHEH J0CsraTtucs y pobouiit
cmysi gactor (N — 1) - pasis. lle Hakmamae >KOPCTKi
BUMOTHM Ha TOYHICTh BHTOTOBJICHHS 4YeOHIIEBCHKUX
CTYMIHYATHX MEPEXOJiB 1 € CepHO3HUM HEJIOJIIKOM IMpH
X cepiiHOMY BUPOOHUIITBI.

3 BHIIOrO BHKJIAJACHOTO BHIUIMBAE, IO (YHKIIis
pobodoro 3racaHHs CTYMIHYATHX TEPEXOJIB Mae OyTH
OIMCaHa IHIIMMH OPTOTOHAILHUMH ITOJIIHOMaMH.

BpaxoByrour yCKIaJHEHHS KOHCTPYKLIi CTYIiH-
YaTUX NEpexoJiB Ta 0coOIMBOCTI pobouoi cMyru 4vac-
TOT, HaNpHKIaJ, OUPPOBHUX TpPOMOCHEPHUX CTaHLIH,
JOLIIbHO MaTH YacTOTHY XapaKTEPHCTHKY KOJIHBAIIb-
HOTO, ajie HepiBHOXBHJILOBOTO XapakTepy. Bubip ampo-
KCHMYIOUOTO TIOJIiHOMa TIPYHTY€TbCS Ha TIOpPiBHSAHHI
BJIACTUBOCTEH MOJiHOMIB YeOuieBa Mepuioro poay 3
chepuuHnMH TIoNiHOMamu Jlexanapa, ymbTpachepud-
HUMH nomiHoMamu ['erenbayepa, nosniHomamu YeOu-
IeBa JIPyroro popy, sKi OpTOroHaNbHI Ha iHTEpBaii (-
1;,+1). Lli nmoxiHOMH SIBJIAIOTHCS PIMIEHHSM JIHIHHOTO
JudepeHiatbHOTO PIBHSHHS JPYroro MOPSAKY BHUIY
1-x»y —Cm+Dxy +n(Cm+n)y=0. Ilpu
m =0, MaemMo moxiHOMH YeOWIeBa MEPIIOTO POAY
T.(x), mpu m =1 — noniHomu YeOumena apyroro
poay U, (x), npu m = 1/2 — chepuuni noninomu Jle-
xanzapa P, (x) abo ynbrpacdepuuni nojinomu ['eren-

Tyl =

Oayepa BUILY C,i/ 2 (%).
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[MopiBHsIBHMI aHaNI3 OPTOTOHAIBHHX IOJIHOMIB
Ha inTepBaii (-1;+1) mokasye:

— mnoninomu Yebumiesa nepuioro poay Ty, (x) op-
toronaneHi 3 Barowo (1 —x%)"Y2 i mae wopmy m/
2(n # 0),m(n = 0);

— mnoninomu Yebumesa apyroro poay U, (x) op-
ToronankHi 3 Baroto (1 — x2)%/2 i mae Hopmy 7/2;

— cdepuuni noninomu Jlexaunnpa P,(x) oproro-
HaJIbHI 3 Baroto 1 i MaroTs HopMy 2/(2n + 1);

— ynbTpacdepuuni nosinomu ['erendayepa Bumy
Ci/ 2 (x), sIx yacHMH BHIIQNOK yIbTpac(HepUuHHUX IOJIi-
HOMIB, IO CIBMAAae 3 cHepUIHUMH ToJiHOMamu Jle-
JKaHJpa, OPTOTOHANBHI 3 Baroo 1 i MarTh HOPMY
Fn+1)/nt(n+1/2).

Viberpachepuuni nominomu [‘erenbayepa Bumy
CY?(x) 3 Barow (1—x2)%12 i maiots HOpMY
[72172¢T(n + 2a)]/[n! (n + o) [T(2)]?].

B naHoMy BUmaaKy NpH CHHTE3i CTYNMIHYATHX Ie-
pexoniB OymeMo BHUKOPUCTOBYBAaTH C(epHUHI MOIIHO-
mu Jlexanapa P,(x) abo ymapTpachepudHi MOTIHOMH

I'erenbayepa BHIY C,(la)(x). HaBenemo siBHUIN BUTISA
BHpa3iB U1 CPepUIHUX MOJIHOMIB mosiHoMHU JlexxaH-
aqpamgmin=1..5:

P (x) = x,

Py(x) = (3x* = 1)/2, 1)
P;(x) = (5x3 — 3x)/2,
P, (x) = (35x* — 30x% + 3)/8,
Ps(x) = (63x° — 70x* + 15x)/8.

YacToTHI XapaKTePUCTHKH CTYIIIHYATHX MEPEX0.IiB
MOJKHa anpOKCUMYBAaTH PI3HMM YHCJIOM 4IEHIB DsiB
OPTOrOHAIBHUX TIOJIIHOMIB 3aJIe)KHO BiJl iX BaroBoi
¢yHKIii Ta HOPMH 1 3a7aHOT TOYHOCTI, a00 BUIUTUTH
JUISTHKY 1HTEpBajly, B SKUX NPU 33/1aHOMY JOIYCKY Ha
HEY3rO/DKEHICTh MOXKHa BHKOPHCTOBYBATH IOJIHOM 3
MEHILUM CTYICHIB.

OynkIis pododoro 3racaHHs L crymingaroro me-
pEXo1y Ma€ BUIIISL

L=1+h*Qi(x), @
e h = |Tylmax/vV1— Tul?ar — aMIuniTyaHuil MHOXK-

HUK; |Ty|max — HaOIBIIE 3HAUECHHS MOy Koedirtie-
HTa BiIoOOpakeHHs1 y poOouiil cMy3i 4acToT (IomycK Ha
HEY3TO/KEHICTB), @, — MOJIHOM N-TIOPSZKY, N — YHUCIIO
CTYIIEHIB y3TOKYBaJbHOTO IIepexomy, X = cos©/S,
0 = fl, B — da3oBa nocriiiHa, | — MOBKHHA CTYIEHS,
S =sin[n(Bg — Bu)/2(Bs + Bu)] — macwTabuuit MHO-
KHUK; Sg, By — ($a30Bi MOCTIiHI Ha TPAaHUYHUX YACTO-
Tax poboY0i CMyTH.

Amnaris (1) ta (2) mpu Q,(x) = B,(x) nokasye, mo
JISKAHAPOBCHKUN CTYNEHEBUH IMepexil Mpu KOJIMBAb-
HOMY XapakTepi 4aCTOTHOI XapaKTEPHCTUKH B POOOUii
cmysi Mae  |I7q] < |Tiqlmax B (N-1) - Toumi Beepeanni
iHTepBaiy. lle cBimunTh TpO Te, WO MpHU CcepiiHOMY
BUPOOHMITBI JIEXKAHAPIBCBKAM MEPEX0JJOM MOXYTh
OyTH MEHII >KOPCTKI BUMOTH IIIOJI0O TOYHOCTI BUTOTOB-
JICHHS, HIXK J10 4YeOHIIIEBCHKHX MEPEXO0IiB.

TO4YHO NMOBHMHHO OTPUMYBATUCS BUMOTI JIOMYCKY
Ha HEy3TOJKEHHS JINIIE Ha TPAaHWYHUX 4acToTax pobo-
901 CMYTH, IO 3aBXXIHU MOXKIIHBO.

OCKIIbKM CTYIiHYATI MepexoJu Ha 4acTKOBO 3a-
MOBHEHUX JIICJIEKTPUKOM IPSIMOKYTHHUX XBHJIEBOJAAX
(Y3AII1X) KOHCTPYKTHBHO CKIAAHIIIE, HIX IEPEeX0/IH Ha
MOPOKHUCTUX TPSIMOKYTHHUX XBHIJIEBOJAX, HEIOTIKH
Nepexo/IiB YeOMIIEBCHKOTO THILY IPOSBISETHCS CHITb-
Hime. ToMy po3paxoByeMO CTyIiHYATi IEPEeXOqd Ha
U3 AIIX mexaHapiBCHKOTO THILY.

Hocmimkyerbest cTymingataii nepexig Ha Y3/ITX
31 3MIHHEM PO3MipOM BY3bKOI CTiHKH (CTpHOOK Tomepe-
yHOTO Tepepisy xBwieBoxy B E — mommni). Takuit
mepexin Moke OyTH BHKOPHCTAHHH IS Y3TOIDKEHHS
nigcwiroBankHoro HBUY kackamy i3 HBU TpakTom Ha
Y3II1X mepemaBaibHOTO MPUCTPOIO MU(POBOI TPOMO-
cepHOI CTaHIil CAHTUMETPOBOTO Jiarla30Hy XBUIIb.

Mertoyka po3paxyHKy KOHCTPYKIII CTyIiHYaTOro
Mepexo/y 3aCHOBaHA Ha METO/[I HEBHU3HAYCHUX Koeilli-
€HTIB Ta METOJ BJIACHUX (PYHKIIi, 3aCTOCOBAHOTO [0
pO3paxyHKy pEaKkTHBHHX MPOBIJHOCTEH  IIOCKO-
morepeyHnx cTukiB aBox UY3/IIIX. IlpexacraBistoun
CTYMIHYATHH MEpeXis y BUTTA B3a€EMHOTO, PEaKTHBHO-
ro, aHTHMETPUYHOTO YOTHPHIIOIIOCHUKA, Ha ITiACTaBi
MaeMO:

2hQ, (x) = (\/ﬁ - \/%) cos?pl —
—(p1VR/p; = p2/p1VR)sin?Bl, 3)

ne p1 = by/by, po = by/by, R = b/by, by, b, — By3bKi
CTIHKH BiJ[pi3Ka XBHIJICBOJIB, III0 YTBOPIOIOTH IMEPIIY Ta
apyry cxomunku. IlpeacraBupmm B (3) 3amicts @, (x)
BenuuuHy P,(x) 3 (1), OTpuMaeMo HACTymHI CHiBBif-
HOIICHHSA ISl aMIUTITYAHOTO MHOXKHUKa h Ta MacmTad-
HOT'O MHOKHUKA S

h= Pl\/ﬁ/Pz - Pz/Pﬂ/E' 4)
S= 1/\/[1 + (R - 1)/hVR]/3.

OtpumMaHi [l JeKAHAPIBCHKOTO [IEPEXO/y BHpa3H
(4) Bimpi3HAIOTHCA BiJ aHANOTIYHHUX BHpa3iB aius YeOu-
HIEBCHKOTO MEPEXO0ay YHUCIOBUMH MHOXHUKamu. Jlami
3HAXOUMO:

b, = bo\/h\/ﬁ/Z +Jh?R/4 + R, b, = bby/by. (5)

Ter[ep BHU3HAYMMO JOBXHWHU CXOAUHOK:

L= (m—b)/2B, 1, = (T = by)/ 28, (6)
ne by,b, — HOPMOBaHI PEAKTHBHI MPOBIZHOCTI MIOCKO-
morepeyHnx ctukis U3JITX.

Po3paxyHOK ABOCTYIIIHYATOrO MEPEXOAY LIIOCTPY-
€Thcs mpuknaaom y3romkenHs Y3JIIIX i3 monepeyHum
nepepizom a X b = 40 x 20MM?, &, = 2,4;c/a = 0,2;
d/b=0,8(c,d - momepeuHi po3Mipu AieNEKTPUIHO]
IUTACTHHM 3 BiJIHOCHOIO Mi€JEKTPHYHOIO NMPOHHUKHICTIO
&) 3 U3I1X 3 momepeyHnM nepepizom

a X by = 40 X 8 MM?,

JIieeKTpUYHA TUTACTHHA SKOTO MAa€ Taki caMi BiTHOCHI
napamerpu. Jlonyck Ha Hey3rokeHiCTh |[}|mqr=0,09
(KCX< 1,2) moBunen porpumyBatucs y 10% pobodoi
cmyru. Ha puc. 3 mokasaHi 3ajexHOCTI MOyJIst Koedi-
nienTta Bin6urts |T,|? y HOpMOBaHOMY JianmasoHi J0B-
JKUH XBWJb, SKy BIAMOBIIalOTH POOOYHM YACTOTHHM
mignianazonom 4,4 ..4,6 [Ty ta Ta4,7..4,9 I'Ty pa-
niorexHigHoi cuctemu HBY.
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0,15

0,1
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Kpusa 1

Puc. 3. 3anexxHocTti MoxyIist KoedillieHTa BigOUTTS
BiJl HOpPMOBAHOT'O YaCTOTHOT'O Jiala3oHy
panmiorexHiuHoi cuctemu HBYU

Kpusa 1 nobynoBaHa ajs BUNAAKY, KOJM B SKOCTI
aIPOKCUMYIOUMX TIONIHOMIB € TmoniHoM JlexkaHmpa
P,(x) Ta ynprpachepmunmii momiHoM [erenbayepa

1/2 .

Buny C, i / )(x), KpHUBa 2 — KOJIA B SIKOCTI allpOKCUMYIO-
YHX MOJIIHOMIB € moJsiHoM Jlexanapa Pg(x) Ta ympTpa-

. . 1/2
chepuunuii moninom [erenbayepa Bumy Cs( / )(x).
. . 1/2

OproronansHi moginomu P,(x) Ta Ci / )(x),snc P (x)
ta ¢t/ 2)(x) TOYHO 30irar0Thes, a am i i
p , pOKCHMALisl MO~
HOMaMH CTENEeHIB N =4 Tan =5 NpakTHYHO IaKOTh

OJTHAKOBMH pe3yibTaT. Taka TOYHICTH ampokKcumaii
JI03BOJISIE HE 301JIbIIYBATH CTYIIiHb ITOJIHOMA.

BucHoBku

Sk i Bpsany nepenaBansHuX TpakTie HBY pamiote-
xHiuaux cucreM HBY, Tak 1 B cucremax ACII, HeoO-
ximHi pmatgmku mpoximHoi motyxHocTi HBY. Ilporo
BHMAarae Takox i (azoBaHa aHTeHHa pemriTka. OgHaK,
JIT BuMararoTh y3roaK€HHs 3 OCHOBHMMH TpPAKTaMHU,
0 3pYYHO POOWTH 3a JTOTIOMOTOIO CTYIIHYaCTHX Iepe-
XomiB. Alle € 0coONMBICT y poOOYMX Jiarna3oHax vac-
TOT paIioTeXHIYHMX cucTeM. Hanpuxian, nudposi
TponocdepHi CTaHIlI MAIOTh JCKiTbKa POOOUMX MifTia-
Ma30HIB YaCTOTH, IHTEPBAIM MIXK SIKUMU HE BUKOPUCTO-
BYIOTBCS. Y I[bOMY BHNAJKY, K ITOKa3ajJo JOCIIJKEH-
HS, JOIUIBHO B SKOCTI alpPOKCHMYIOUOTO IIOJIHOMY
3aCTOCOBYBAaTH HE YCOHIIECBCHKi, a CHEPUIHI TOTIHOMH
Jlexxannpa abo ynprpachepruni moninomu ['erenbaye-
pa. s moOinpHOI By3mOBOI IppoBOi TpormocdepHOi
CTaHIIii Ta BUCOKOIIBUAKICHOT U(POBOi TpomochepHOi
CTaHIii, MOOITBHOT KOMOiIHOBaHOI H(POBOI Tpomoche-
pHO-paniopeseiiHol craHuii Ta KOMOiHOBaHOT HU(POBOT
TponochepHO-KOCMIUHOI CTaHIil, MOOLIbHOI KOMOiHO-
BaHOi 1U(POBOi TpornochepHo-ioHOChepHOT CcTaHIT
po3pobneni I, ski BOyIOBYIOThCS B IEpenaBalbHUI
tpakt HBY 3i craHmapTHUMU BUMIpIOBaJIbHUMH MPHUCT-
posimu [21, 22].
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Power microwave sensor on partially filled rectangular waveguides by dielectric
Vitaly Pochernyaev, Mariia Mahomedova, Natalia Syvkova, Oleh Yastreba

Abstract. In automatic power stabilization systems the functions of the measuring element are performed by a power
sensor. It is proposed to implement the microwave module receiver paths for a number of mobile radio engineering systems on
partially filled waveguides by dielectric. The output power in the microwave range is one of the most important parameters of
microwave signal sources and amplifiers, microwave transmitting paths and radioengineering systems of various purposes in
general. The ability to use a microwave signal source depends on the level of microwave output power. In radar stations, ground-
based microwave telecommunication stations and satellite transmission systems the microwave transmitter power determines the
range of the system. The article presents the schemes of the microwave transmission path of a digital troposcatter station and the
design of a microwave power sensor on a waveguide partially filled by dielectric. Since there are microwave radiosystems, in-
cluding digital troposcatter stations, operating in several frequency subranges, it is not necessary to approximate the entire range
with orthogonal polynomials of equalwave nature. The article suggests that for such microwave radio systems it is more appro-
priate to use Legendre orthogonal polynomials and Gegenbauer orthogonal polynomials. The calculated data are shown in the
form of graphs, where the mapping coefficients obtained from fourth- and fifthorder polynomials are compared. The conclusions
of the article indicate that such microwave power sensors can be used in a nodal digital troposcatter station, a highspeed digital
troposcatter station and in combined digital troposcatter stations.

Keywords: power microwave sensor, digital microwave radiosystems, step transition on a partially filled waveguide by
dielectric, Legendre polynomials, Gegenbauer polynomials.
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DISTANCE MEASUREMENT USING TDOA METHOD BASED ON LORA PROTOCOL

Abstract. The article focuses on the implementation of distance measurement between objects using the Time
Difference of Arrival (TDoA) method, specifically through the Round-Trip Time of Flight (RTToF) technique, based on
the LoRa protocol and utilized by the SX1280 transceiver. The aim of the article is to detail the temporal characteristics of
packet exchange and formalize the calculation of distance. The key parameters significantly affecting measurement
accuracy are identified as Bandwidth (BW) and Spreading Factor (SF). The research includes a comprehensive analysis of
error sources, such as Reference Oscillator Error (timing offset) and Multipath Propagation, and provides formulas for their
quantification. A multi-stage correction methodology is proposed, incorporating Frequency Error Correction (based on
FEI), LNA Compensation (based on RSSI), Statistical Filtering (using the median), Polynomial Curve Correction, and
Environment-Specific Correction. The results obtained from field measurements indicate that with this comprehensive
correction approach, a ranging precision of approximately 1 meter can be achieved in controlled line-of-sight conditions.
Furthermore, practical outdoor applications demonstrate mean errors below 10 meters even at distances exceeding 1 km.
Conclusions: The implementation and comprehensive correction of RTToF measurements using the LoRa-based SX1280
module allow for the achievement of high accuracy while maintaining an acceptable balance between precision, time-on-air
(energy consumption), and communication range, which is crucial for object detection and positioning systems.

Keywords: TDoA, LoRa, SX1280, RTToF, ToF, Ranging.

TDoA

Measuring the distance between objects is a key
task in target detection systems, such as radars. To
detect an object, a radar sends powerful radio pulses that
reflect off the object, with part of the pulse energy
returning to the radar. The propagation speed of the
pulses is close to the speed of light, which is a known
value. By receiving the pulse return time, the radar
determines the distance to the object.

The TDoA method operates on a similar principle
[2]. The master device sends a ranging request to a slave
device and activates a timer. When the slave device
receives the ranging request, it immediately returns a
response to the master device. The master device stops
the timer when the response arrives and stores it in a
result register. The measurement result is the Time of
Flight (ToF), from which we derive the distance
between objects using the formula:

d = (T;/2)-c, (1)
where d is the distance between objects; T;/2 is the
response reception time divided by 2, because the signal
travels double the distance; c is the speed of light.

The slave takes time T, to process, form, and send
the response, which must be subtracted (Fig. 1):

d=((T;-T1,)/2)c, )

Thus, the TDoA method involves message
exchange between master and slave. During the
exchange, the master activates a timer that records the
time when it receives the response from the slave. From
this time, the distance between objects is calculated.

This method is implemented on radio modules
such as the SX1280 from Semtech, where it operates
based on LoRa modulation at a 2.4 GHz frequency [1].
The SX1280 performs one round of exchange, and
based on the response reception time, the master
calculates the result, a number that is relative to the
distance between objects.

Master Slave
A |- - - - - = A
Rane:
<@ fi Ty
g,
________ h 4
F Y
T2
Tiotal
________ A4
0“53 F Y
- 122 T
par? ?
Yy -  _ _ _ _ _ _ Y
v Y

Fig. 1. TDoA timing diagram

There is also the ATA8352 radio module from
Microchip [2]. This chip operates in the 6.2 GHz-8.3
GHz range and uses Impulse-Radio Ultra-Wideband for
distance determination. Unlike the SX1280, the
ATAB8352 radio module supports Double-Sided Two-
Way-Ranging (DS-TWR). DS-TWR application
exchanges a sequence of data telegrams between the
nodes and captures the timestamps of these data
telegrams at the transmitter and receiver nodes to
measure the distance between them.

Implementation of RTToF Method on SX1280
Radio Module and Data Processing Algorithm

The SX1280 module performs distance
measurement using its integrated Ranging Engine [3].
Here, TDoA is implemented as Round Trip Time of
Flight (RTToF). This is a simple form of TDoA where
the measurement session consists of one round of
ranging packet exchange. Each exchange is a complete
measurement  operation. However, for accurate
measurements, it is advisable to conduct several
exchanges to obtain a more precise result.

© Rudenko V., 2025
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frequency

In RTToF, there are clearly defined roles: master
and slave [3]. Before the actual measurement, roles must
be explicitly assigned between radio modules. Also,
distance measurement is a directional operation. The
slave receives a logical address. The Master performs
measurement with a specific slave in its coverage area,
embedding the slave's address in the ranging packet.

The ranging packet structure is similar to a regular
LoRa packet but with some differences [3] (Fig. 2). The
preamble is the same as in a regular LoRa packet. The
header includes the slave address and checksum. The
payload carries no information. In this form, the Master
sends this packet to the slave. The slave receives it and
sends back a response that has no preamble or header,
only payload. The timer on the master counts until the
response from the slave arrives.

it H\

H
il 1\.  \\ L

Preamble

Delay Slave response

HifiHt

Ranging header Ranging symbol Ranging symbol

time

Fig. 2. Ranging packet spectrogram

The total packet time depends on such factors as:
bandwidth, spreading factor, preamble length, number
of ranging symbols, and the time to switch slave from
RX to TX mode. In simplified form, the packet time
Tranging 1S the time of one symbol T; multiplied by their

total number Nranging_symbol_exchange [l]:
T‘ranging = Ts * Nranging_symbols- (3)

The symbol time T, depends on Spreading Factor
SF and Bandwidth BW according to the equation [1]:

T, = 25F /BW. 4)
Nyanging_symbol_exchange CONSists of the sum of
master packet symbols Nsympois masters Slave response

symbols  Ngympois siave, and — transmission  delay
Nsymbol_delay [1]:
Nranging,symbol = Nsymbols,master +
+ Nsymbol_delay + Nsymbols_slave;
Nranging_symbol = Nsymbols_master +
Nsymbol,delay + Nsymbols,slave- (5)

As already mentioned, the packet from the master

consists of the sum of preamble symbols Np,eqmbpie:

header ~ symbols  Nsympor neader» and  payload
SymbOIS Nranging_symbols [1]:
Nsymbols_master = preamble +
+ Nsymbol_header + Nranging_symbols- (6)

The response from the slave consists only of
payload Nranging,symbols [1]:

()

Nsymbols_slave = Nranging_symbols-

Ngymbot_gelay 1S the  deterministic  symbol
equivalent duration of the silence between the end of
ranging request reception and the beginning of ranging
response transmission, which is defined as a constant
Ngympbol_getay = 2 [1]. The preamble Ny,;eqmpie CONSists
of the sum of preamble symbols Ngympor preampie and
the constant 4.25, which corresponds to special end-of-
preamble symbols [1]:

Npreamble (8)

The number of ranging header symbols is fixed at

16 symbols Nsympor neader = 16 [1]. This gives us the

general formula for measuring the exchange time
Tranging [1]:

Tranging = 2SF/BVVX(Nsymbol_preamble+

+2- Nranging_symbols + 2225) (9)

From which we can separately extract the master

component and slave component

= WNsymbol_preamble + 4.25.

Tranging_master
Tranging_slave [1]:

— 9SF
Tranging_master =2 /BWX

(Npreamble + Nranging_symbols + 16); (10)

Tranging_slave = (ZSF/BW) : Nranging_symbols- (11)

Ranging result Traw is stored in a specific register
of the transceiver as raw data (a 24-bit two's complement
number); thus, the result should be transformed into
distance using the following formula [4]:

D = (T,4,/BW) - 36621.09375. (12)

It is evident that the key parameters are BW and
SF. The SX1280 radio module for distance
measurement supports BW of 400 kHz, 800 kHz, 1600
kHz, and SF from 5 to 10.

An individual ranging measurement on a single
channel can be expected to have a ranging precision of
approximately 1 m at high SF and high BW [5]. In the
broader context of link design trade-offs, this implies that
there is a compromise to be struck between accuracy, time-
on-air (equivalently energy consumption), and the range of
the link. Higher accuracy can be attained by increasing the
number of measurements or increasing the SF and BW.
Lower time on air can be achieved by reducing the SF and
increasing BW. Longer range is possible by reducing the
BW and increasing the SF. Recalling that SF and modem
BW are the main variables available to the designer, the
graphic illustrates this design compromise for a given
LoRa modem setting (Fig. 3).

Lowest Energy
Lowest Time on Air

O

Highest Ranging Accuracy

High

Bandwidth

Longest Range

High

Low

Low
Spreading Factor

Fig. 3. Bandwidth and SF relation for a given application [5]
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Result Correction Techniques and
Measurement Accuracy

The accuracy of distance measurements using the
SX1280 radio module is affected by several sources of
error that must be considered and corrected to achieve
optimal results.

We need to draw an important delineation between
static sources of error and those that can change during
the ranging operation. It is relatively simple to correct
static bias, so it should be corrected through transceiver
calibration., so it should be corrected by transceiver
calibration. The remaining dynamic sources of error can
be further divided into those internal to the radio and
those due to the channel in which the ranging signals
propagate. Assuming a perfect communication channel,
we see only errors due to circuit level phenomenon:
Reference oscillator drift and Analog group delay [4].

Reference oscillator drift is a frequency difference
between master and slave oscillators. The timing
measurements on the master and synchronization on the
slave are performed using local crystal reference
oscillators. Any timing offset between the crystals of the
master and slave results in distance measurement error.
Since the same reference oscillator is used to derive
both the ranging timer and the RF carrier frequency, the
measured frequency error between the transmitter and
receiver can reliably indicate the timing (and thus
distance) offset between devices.

For a worst-case offset of £40 ppm and maximum
response delay of 42.9 ms (at BW = 400 kHz, SF = 10),
the theoretical maximum ranging error is approximately
+257 m. This error reduces to +2 m at minimum settings
[5]. The distance offset is not linear, especially at higher
spreading factors.

Because the RF signal and the timing reference for
the ranging synchronization operation are the same
crystal reference oscillator, a simple frequency error
measurement of the frequency error between master and
slave, using the LoRa Frequency Error Indicator (FEI),
can be used to accurately evaluate the timing (and
equivalently, distance) error.

Analogue Group Delay Error occurs in a LNA.
The SX1280 employs Automatic Gain Control (AGC)
to adapt the LNA gain to the received signal strength.
The delay through the LNA varies as a function of
amplifier gain. Measurements have shown that variation
in attenuation at a fixed distance can result in over 8 m
of measurement error [4].

In non-line-of-sight (nLoS) conditions, signals
propagate via multiple reflected paths of different
lengths, causing frequency selectivity and distance
overestimation. The multipath resolution capability,
expressed as the difference in length approximately [8]:

d, = c/BW. (13)

For BW = 1600 kHz, this yields a measured
distance of approximately 185 m, while true distance is
150 m. Field measurements have confirmed that
multipath propagation typically causes ranging distance
overestimation of 30 — 40 m in nLoS scenarios [8].

Due to this error several correction techniques
were introduced [5-8].

Semtech applies correction based on FEI. Before
ranging operations, the master gets the FEI factor from
the slave node by a separate communication packet.
After converting the raw ranging result to meters, a
correction is applied based on the FEI obtained during
the communication phase. The corrected result is
calculated as:

dresult = draw - kFEI 'FEI/:[OOO: (14)

where kgg; is a gradient value stored as a function of SF
and BW. It is a mapped collection provided by Semtech.
For example, at SF9 and BW = 1600 kHz, kgg= -
0.424[4]. Also, Semtech provides maps with LNA
correction values. Same as kg, it a gradient value, but
it is a function RSSI, SF and BW. It is applied as:

dresult = draw + drssi error’ (15)

where d,g; error 1S @ corrective value got from RSSI
map.
After applying corrections, the median value is
calculated from multiple frequency-hopped ranging
exchanges. The median has been found empirically to
provide better immunity to outliers than the arithmetic
mean, which is crucial for avoiding inaccurate channel
measurements. Semtech performs 40 — 80 frequency-
hopped exchanges across the 2.4 GHz ISM band using
the Bluetooth Low Energy channel plan.

Even in line-of-sight conditions, measurements
show range underestimation at short distances (< 10 m),
overestimation at medium distances (10-80 m), and
underestimation beyond 80 m. A polynomial correction
is applied to linearize results:

n
dcorrected = Z ag - rrrllgd}fan' (16)
k=0
where the coefficients k are determined through field
measurements and curve fitting. Different polynomial
orders and coefficients are used for each SF-BW
combination. For outdoor ranging up to 100 m, a 7th-
order polynomial has been used successfully [4].

Stuart Robinson introduced an additional linear
correction for practical applications. It can be derived
from measurements in the specific operating
environment [10]. Field tests have shown that applying
a simple correction formula:

dcorrecteda = draw 'kadjust- 7)

To calibrate the distance measurement system, the
SX1280 was used in its ranging mode to measure a
known, long-distance baseline. A suitable location was
identified where the master unit maintained a clear line
of sight across the entire path. This known distance,
precisely 4.405 km as verified by a 1:25,000 Ordnance
Survey map, was compared against the average
measured distance of 4.424 km reported by the device.
The adjustment factor for the distance measurement
system was determined to be kg4, = 0.99571 [8].

Ranging accuracy measurements conducted
between 10 m and 200 m demonstrated that the SX1280
can achieve accuracy comparable to laser range finders
when averaging 2000 RTToF measurements across
frequency-hopped channels. The accuracy improves
with increased BW: measurements at 1600 kHz showed
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significantly tighter clustering around ground truth
compared to 400 kHz configurations.

A critical finding is the relationship between
measurement quantity and accuracy. Analysis at SF 9
with 1600 kHz BW revealed that 80 frequency-hopped
ranging exchanges are sufficient to achieve
approximately 1 m absolute accuracy at 170 m distance.
Additional exchanges beyond this point provide
diminishing returns [5].

Comparative studies between the SX1280 and
coherent multi-channel ranging implementations show
that for stationary line-of-sight scenarios, the SX1280
achieves mean ranging error of 75 m with standard
deviation of 69 m at distances up to 500 m [6].

For distances exceeding 1 km, field measurements
in rural environments demonstrate mean distance errors
of 46.4 m with standard deviation of 83.6 m over an 8.2
km test route. The mean error increases with distance,
reaching a maximum relative error of 9.6% at 950 m in
areas with significant shadowing [6]. At extreme
distances of 2 km in line-of-sight conditions, the
SX1280 maintained a ranging precision of +2/-5 m
using SF10 at 1600 kHz [7].

With this comprehensive correction approach,
ranging precision of approximately 1 m can be achieved
in controlled line-of-sight conditions, while practical
outdoor applications can achieve mean errors below
10 m even at distances exceeding 1 km.
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BumiproBanns Biacrani Mmerogom pisHuui npudyrtsa (TD0OA) Ha 6a3i nporoxoay LoRa
B. B. Pynenxo

AnoTranis. CrarTs npucBsYeHa peanizamii BUMIPIOBAHHS BiJCTaHi MDK 00'€KTaMM 3 BHKOPHCTAHHSM METOJY Pi3HUI
gacy npuoytts (Time Difference of Arrival, TDoA), 30kpema depe3 TEXHIKy 4acy ABOCTOPOHHBOTO MOIIMPEHHS CUTHAIY
(Round-Trip Time of Flight, RTToF), na ocHoBi mpotokony LoRa Ta i3 3actocyBanHsM TpaHcuBepa SX1280. Mera craTTi
HOJISITaE B JICTAJILHOMY OITMCI YaCOBHMX XapaKTepHCTHK OOMiHy MmakeTamu Ta (opmaliizaiil po3paxyHKy BifcraHi. KmodoBumu
napamMeTpamH, IO CYyTTEBO BIUIMBAIOTh Ha TOYHICTh BUMIPIOBaHHS, BU3HaueHO mupuHy cMyru (Bandwidth, BW) Ta koedirieHt
posumpenns cnekrpa (Spreading Factor, SF). JlocnmimkeHHs Bitodae BceOiUHMIT aHami3 Hkepes MOXUOOK, TaKUX SIK MOXHOKa
OIMOPHOTO TeHepaTopa (3cyB CHHXpOHi3allii) Ta 6aratonpomeHese nomupents (Multipath Propagation), i Hagae dpopmynu s ix
KiJTbKICHOI OIIIHKK. 3arpoIIOHOBAaHO OaraToeTarmHy METOJOJIOTII0 KOPEKIii, IO BKIIOYA€ KOPEKII0 YacTOTHOI MOXHMOKM (Ha
ocHoBi FEI), xomnencarito LNA (ma ocmoBi RSSI), cratnctuuny ¢inprpamio (32 XOMOMOro0 MeiaHH), HONIHOMIialbHY
KOPEKIIiF0 KPHBOI Ta KOPEKILiko, crieudiuHy 111 HABKOJIMIIHBOTO CepeioBHia. Pe3yJbTaTH MONBOBUX BUMIPIOBaHb MOKA3yIOTb,
1110 32 JAOTIOMOTOIO [[BOr0 KOMIUIEKCHOTO MiXOAY JI0 KOPEKIIii MOKHA JOCATTH TOYHOCTI BU3HAYCHHS BiJcTaHi IpuOIn3Ho 1 MeTp
B KOHTPOJIbOBaHHUX yMOBaX mpsimMoi Buanmocti. Kpim Toro, npakTuyHi 30BHILIHI 3aCTOCYBaHHS JEMOHCTPYIOTh CEpeIHi MOXHOKH
menire 10 MeTpiB HaBiTh Ha BiJCTaHsX, IO MepeBHIIyOTh | kM. BucHOBKH: Peani3ariisi Ta KOMIUIEKCHA KOPEKLisl BUMIPIOBaHb
RTToF 3 Buxopucranusm LoRa-momynst SX1280 103BONSIOTE JOCSATTH BUCOKOT TOUHOCTI, 30€piralouu Ipy LbOMY NPUHHATHUIMA
OajyaHC MDK TOUYHICTIO, YacoM mepeOyBaHHs B edipi (CHEprocrnoKUBaHHIM) Ta JAJBHICTIO 3B'SI3KY, IO € KPUTHYHO BAXKIUBUM
JUISL CHCTEM BHSIBJICHHS Ta MO3UIIIOHYBaHHS 00'€KTIB.

Kawuosi caosa: TDoA, LoRa, SX1280, RTToF, ToF, Ranging.
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SYNTHESIS OF THE DIGITAL TWIN OF THE LOGICAL-DYNAMIC INFORMATION

AND EVENTS MANAGEMENT SYSTEM FOR THE SECURITY OF COMPUTER
SYSTEMS OF THE MOBILE CELLULAR INFORMATION
AND COMMUNICATION NETWORK

Abstract. The article focuses on the aspect of information security and notes that currently the modern mobile
information and communication cellular network is one of the most vulnerable and at the same time important objects of
the critical information infrastructure of the state. It serves a wide range of users who make decisions for the organization
of public administration, and also provides digital communication to a number of other important systems from the
population to departmental structures. That is why this network acts as a priority object in the context of organizing
effective management of its information security events. To organize the reliable functioning of this important object, a
new approach to the synthesis of a digital twin of the information and security event management system of computer
systems of the cellular mobile information and communication network is proposed. The proposed synthesis is based on a
logical-dynamic approach to modeling security events in modern computer systems, attack scenarios and mechanisms for
responding to these information security incidents by forming appropriate effective control influences. The architecture of
the digital twin, the algorithm for its synthesis are considered, and possible approaches for implementing the integration of
this virtual object with such platforms as Wazuh, Streamlit, Neo4j, AWS IloT are proposed. Verification and testing are
carried out using the example of a DDoS scenario, and the results of the synthesis algorithm implementation are presented.
The effectiveness of the model in detecting threats and adapting to intensive changes in the security environment of the
computer system of the mobile digital network is shown.

Keywords: digital twin, management system, information security, security event, synthesis, logical-dynamic model,

security event management, mobile network, integration, SIEM, Wazuh.

Statement of the problem

In the current conditions of information
confrontation and hybrid aggression, digital cellular
communication currently plays a key role in the
functioning of critical information infrastructure
facilities of the state, including energy, the financial
system, logistics, state registers, and especially
corporate secure communications. Ensuring the security
of computer systems, which are the core of the mobile
information and communication network system, has
become extremely relevant due to the increase in the
number and complexity of threats to the information
security of these controlling computing facilities.

A vivid example of these threats is a large-scale
cyberattack on one of the largest mobile operators in our
country - “Kyivstar” in December 2023. This attack led
to a long and serious disruption of digital
communications, disruptions in the work of banking,
logistics, energy and administrative services. This
incident, in addition to organizational problems in the
management of this digital cellular structure, revealed
both the technical and conceptual inability of traditional
information and security event management systems,
which are currently operated in the information and
communication network system, to effectively and
reliably resist complex multi-level information security
incidents in real time.

Organizing effective information and security event
management in the conditions of dynamic, heterogeneous
and distributed mobile cellular digital networks requires
the urgent implementation of significantly new
approaches. Methods that allow synthesizing adaptive,

attack-resistant solutions with a high level of efficiency in
information and security event management deserve
special attention. In this context, an important The
concept of digital twins plays a role, which allows you to
synthesize virtual models of PCM objects and display
them in real time. As a rule, the concept of digital twins
synthesis is based on modern technologies, namely:
Industry 4.0 technologies. At the same time, it is
imperative to take into account that mobile information
and communication network system is one of the most
vulnerable and at the same time critically important
super-complex objects of the critical information
infrastructure. It serves a very wide range of users and
systems — from the population to state departmental
structures. That is why information and communication
network system acts as a priority object of information
security event management. Therefore, an urgent
scientific and applied task of synthesizing digital twins of
logical-dynamic information management systems and
security events of the information and communication
network system arose and is emerging, which requires the
development of new models, methods and algorithms to
increase the level of security, interference and functional
stability of these digital means.

Analysis of recent research and publications

In recent years, there has been a sharp increase in
scientific interest in the concept of creating and
improving digital twin technologies as an effective tool
for improving the security of information and
communication networks. In the field of information
and security event management of a computer system,
digital twins allow creating virtual copies of critical

© Samborskyi Ie., Krykhovetskyi H., 2025
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information  infrastructure  objects  capable  of
monitoring, analyzing states, and modeling the
development of security events in real time. Let us
analyze the latest research presented in a number of
fundamental publications. It should be noted that the
scientific work [1] is decisive for the synthesis of
logical-dynamic models of the digital twin of the
information and security event management system of a
computer system which confirms the relevance of this
approach for complex information systems. In articles
[2-3], the authors substantiate the feasibility of using a
logical-dynamic approach in computer system security
tasks with a high degree of criticality, demonstrating its
adaptability, scalability, and compliance with the
dynamic nature of events in cyberspace.

Particular attention is paid to the problem of
detecting attacks such as APT, MITM, DDoS in mobile
networks, which have a high dynamic topology and
limited depth of response from classical SIEM/SOAR
platforms. In this context, a digital twin with a built-in
logical-dynamic model is able not only to reproduce the
architecture of the information and communication
network, but also to model the consequences of security
events, predict critical states and launch control actions.
A systematic approach to the synthesis of such models
is disclosed in the works [4-7]. They propose
algorithmic mechanisms for distributing response
efforts based on models of radio-electronic influence
and logical-event schemes for organizing control
processes.

The conducted analysis of scientific sources
indicates the relevance and existing powerful potential
of the logical-dynamic approach for the tasks of
algorithmization of the digital twin of the information
and security event management system in distributed
critical  environments - the information and
communication network. Information and security event
management systems of the computer system of the
information and communication network with a digital
twin, in which this approach is implemented, have
significant advantages over classical SIEM/SOAR
systems due to the possibility of adaptive response to
security events, forecasting the development of
information security incidents, modeling the mutual
correlation of security events in information and
communication networks as well as the operational and
effective formation of security event management in
information and communication networks. This
determines the scientific novelty and practical value of
further research on the synthesis of a digital twin with a
logical-dynamic core in the computer system of mobile
cellular information and communication networks.

The purpose of this work is to substantiate and
develop an effective approach to the synthesis of digital
twins of the logical-dynamic information and event
management system of the computer system of the
mobile cellular information and communication
network as a critical object of the national information
infrastructure. It is advisable to focus particular
attention on the construction of a synergized
architecture of the digital twin, the creation of an
algorithm for its synthesis based on the logical-dynamic

model, as well as the integration of the digital twin with
modern platforms for monitoring and processing
security events, such as Wazuh, Streamlit, Neo4j, AWS
loT, etc. Along with this, the goal is also to demonstrate
the effectiveness of the proposed model in conditions of
DDoS scenarios and highly dynamic processes in the
computer system of the information and communication
network. This will allow to ensure a high level of
security and functional stability of the computer system,
to predict the development of possible threats
(especially “zero-day”), to automatically form response
strategies and adaptively manage security events and a
number of other risks in critical conditions. Therefore,
the main goal of the article is to propose new and
effective approaches to the synthesis of digital twins of
logical-dynamic information and event management
systems that provide reliable protection of the computer
system from modern existing threats, as well as from
zero-day threats.

Presentation of the main material

To develop fundamentally new and effective
methods for synthesizing a digital twin of logical-
dynamic information management systems and security
events that provide reliable protection of the computer
system of the information and communication network
from a wide range of existing threats to their security,
and, especially, from zero-day threats we take into
account that this network is the most vulnerable among
all state objects of critical information infrastructure.

Among the key types of possible information
threats that are generators of computer system security
events we should especially note the following:

— traffic interception (man-in-the-middle);

— jamming (suppression) of digital communication
radio channels;

— attacks related to malicious software (malware),
including zero-day;

— internal threats to the computer system;

— APT attacks with a phased impact on the
infrastructure of the information and communication
network.

The specified security events are characterized by
high dynamics, ambiguity and interdependence which
makes it impossible to effectively process them by
traditional means. In this regard, the task of formalizing
the process of managing the security events of the
information and communication network as a logical-
dynamic system arises in order to integrate it into the
structure of the information and security event
management system of the digital twin. It should be
noted that the mobile cellular information and
communication network has a number of specific
characteristics that significantly affect the requirements
for the synthesis of the digital twin. Let us consider
them in more detail:

— dynamic topology: network nodes (base stations,
routers, switches, etc.) constantly and dynamically
change their location and load depending on the
structural geography of a significant number of users.

— heterogeneity of devices: different types of
terminals, protocols, standards (4G, 5G, LTE).
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—high traffic density: especially in highly
urbanized areas which significantly complicates
monitoring and rapid response to computer system
security events.

— criticality of services: servicing emergency and
special services, medical facilities, energy and logistics
facilities.

The above features require the digital twin of the
information and event management system for the
security of the computer system of the information and
communication network to have the ability to adaptively
model, quickly respond to changes in parameters, and
integrate with the information and event management
systems for the security of the computer system
available in the network.

To detail the wide range of requirements for the
digital twin, we propose a formalized model:

DT =(F,T,A0), @

where F — functional requirements; T - technical
requirements; A — analytical requirements; O -
organizational requirements.

Each of these elements of the proposed synthesized
model (1) is detailed in the form of subsets, namely:

F=(ffon fn)i T=(tntnth);
A=(ay,ay,...ay); 0=(01,0,,...,0).

The implementation of effective security event
management processes for a computer system of a
mobile cellular information and communication
network requires that the digital twin of the security
information and event management system meet a
number of requirements covering functional, technical,
analytical and organizational aspects. Its architecture
must be flexible, scalable, secure and fully comply with
international security standards. Let us define these
requirements, which will become the basis for building
an effective logical-dynamic security information and
event management system using a digital twin. At the
same time, this virtual object must provide the
implementation of the necessary functions, namely:

— monitoring of current and previous security
events;

— reconstruction of security event chains and their
destructive effects on the processes of functioning of the
computer system of the information and communication
network;

— forecasting the state of the information and
communication network in response to all possible
incidents of information security of the computer
system;

— generation of management actions for prompt
and effective counteraction to threats to the computer
system of the information and communication network.

At the same time, the requirements for the digital
twin of the information and event management system
for the security of a computer system of a mobile
information and communication network include the
following:

—the ability to integrate with telemetry, logs,
NetFlow, syslog;

— display of the current state of the topology of the
information and communication network and all its
component segments;

— formalization of system behavior in the form of a
logical-dynamic model;

— prediction of the consequences of security events
and the prompt formation of management responses to
incidents;

— compatibility with real security platforms for
information and communication networks such as
SIEM/SOAR.

The above indicates that the synthesis of digital
twins of the information and event management system
of a computer system of an information and
communication network with a logical-dynamic core is
a complex but critically necessary scientific task that
includes architecture design, state formalization,
transition modeling, and integration with information
and management platforms of digital networks.

We synthesize the functional architecture of the
digital twin of the information and security event
management system of the computer system of the
information and communication network. In the process
of synthesis, we take into account that this algorithmic
and software tool is a virtual analogue of the physical
system, which provides real-time monitoring, analysis,
forecasting and management of security events. The
architecture of such a twin should be based on a logical-
dynamic approach, which provides modeling of discrete
states of the system and their transitions under the
influence of external and internal security events.

The synthesized structure of this virtual analogue
of the physical system - the information and security
event management system of the computer system of
the information and communication network consists of
the following synergized modular subsystems, namely:

—information and communication network
structure module — a virtual model of the topology of a
mobile cellular information and communication
network. It includes nodes, channels, base stations,
switches, routers. It is implemented through Neo4j — a
graph database and is constantly updated in real time
based on information from the API (Application
Programming Interface) and telemetry about the
network status.

— data module (data aggregation level module) —
aggregates data from information and communication
network telemetry, log files, network security events,
SNMP  queries,  NetFlow, syslog.  Provides
normalization, time  synchronization and data
processing. Works with  Kafka, Fluentd or
OpenTelemetry.

— logical-dynamic modeling module (logical-
dynamic core) — implements a logical-dynamic model in
the form of a tuple LDM = (S, E, M, T), where S — a set
of system states — an information and communication
network; E — multiple security events; M — computer
system status monitoring functions, T - rules for
transitions between states of a computer system. This
module allows you to formalize the behavior of this
computing and control system and identify its critical
states, taking into account (1).
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—visualization and interpretation module — an
interactive interface for displaying the current state of
the system, forecasting results, and recommendations
for prompt response through the formation and
implementation of control actions. Implemented using
Streamlit, Grafana, Kibana.

— SIEM/SOAR integration interface — exchange of
events, notifications and control commands with
systems such as Wazuh, Splunk, TheHive, OpenCTI.
Provides two-way exchange with SOC analytics.

—response orchestrator — an event response
automation subsystem that supports playbook scenarios
implemented in the form of logical trees. These logical
trees are activated by a digital twin depending on the
threat vector model for the computer system of the
information and communication network.

The interaction between the components is
implemented via a data bus with support for the
publish—subscribe model. This allows you to
dynamically update the model, adapt it to changes in the
states of the information and communication network
and provide a cyclic mechanism in security event
processing algorithms, namely: “Security event —
Analysis — Forecast — Management decision —
Response — Feedback”.

The synthesized architecture of the digital twin is a
system for managing information and security events of
a computer system of an information and
communication network, built on the basis of a logical-
dynamic approach, presented in Fig. 1.

The developed algorithm for synthesizing a digital
twin consists of a number of synergized sequential
stages. Each of them involves the gradual formalization,
modeling and integration of a logical-dynamic approach
in the synthesized architecture (Fig. 1) of the digital
model. The main goal of the proposed synthesis is to
build a digital twin capable of independent analysis of
security events, predicting their consequences, and,
especially, optimizing decision-making support in the
security environment of a mobile cellular information
and communication network. The synthesis algorithm
includes the following step-by-step stages:

Stage 1. Identification of the modeling object:

—identification of the components of the
information and communication network as an object of
critical information infrastructure;

— identification of key control points of security
events, information flows and typical information
security incidents.

Stage 2. Formalization of events and states:

— construction of a set of discrete states (for example:
“normal”, “threat detected”, “response activated”);

—definition of a set of events (incidents,
anomalies, intrusions, etc.);

—construction of monitoring functions that
determine under what conditions a certain security event
is recorded;

— formalization of rules for transitions between
states under the influence of security events (in the form
of logical rules or graphs).

Model of components of an
information and
communication network

Security event bus

—— =

Data module
(telemetry

and security

Logical-dynamic core
of the digital twin

\

Interface with
SIEM/SOAR

event
aggregator)

—

-

Security event .
visualization module

\

Management

" formation
module

)

T

Security
event

Security event .

simulation

Forecast of the state
of the information
and communication
network

Security Incident
Response
Orchestrator

[ Feedback J

Fig. 1. Architecture of the digital twin of the information and event management system of the security control computer system
of the information and communication network, built on a logical-dynamic approach

Stage 3. Construction of a logical-dynamic model:
— combining sets into a tuple LD =(S,E,M,T);

— checking the model for conflicts, completeness,
and the absence of cycles without a solution;
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—modeling typical scenarios of information
security incidents and checking the model’s response to
these events.

Stage 4. Integration with the digital infrastructure
of the information and communication network:

—implementation  of  communication  with
telemetry sources (log files, network events, SNMP);

—construction of adapters for visualization,
response orchestration, interaction with SOC.

Stage 5. Automation and training of the digital
twin:

— implementation of mechanisms for adapting the
model to new security events, and especially zero-day;

—application of machine learning methods to
detect new event scenarios;

—training of transition rules based on statistical
data on security events (formation of a reflexive model).

Analysis of the synthesized digital twin algorithm
shows that its implementation in real systems for
managing information and security events of a computer
system of an information and communication network
will allow us to gradually move from a description of an
object to a functional model with predictive, reactive
and adaptive capabilities for organizing security event
management, which can be flexibly integrated into
modern complex protection systems for these critically
important digital networks.

Let us verify and validate the synthesized digital
twin. It should be noted that after building this virtual
digital tool for the information and security event
management system of a computer system of an
information and communication  network, its
verification and validation are critically important
stages. These processes allow us to assess the correct
functioning of the model, its compliance with the
expected characteristics as well as the ability to detect
and respond to all possible security events in a mobile
network. Let us take into account that verification
involves an internal comprehensive check of the logic of
the model and its components, namely:

— checking the correctness of the definition of sets
of states S, events E and transition rules T;

—the absence of logical conflicts, ambiguous
transitions or looping of models;

—the conformity of the model to the given
architecture and structure of the digital twin.

Validation is aimed at checking the model in real
or close to real conditions of the functioning of a real
information and communication network.

It involves:

—testing the behavior of the digital twin based on
attack scenarios (for example, DoS, APT, MITM);

— comparing the model’s response with reference
response scenarios in a real SIEM — information and
communication network system;

— determining the accuracy, completeness and
timeliness of incident detection.

The validation scenario algorithm involves the
following sequence of actions:

1.An  “abnormal communication
overload” event is generated.

2. The model records a change in metrics through a
telemetry aggregator.

3. The logical-dynamic model enters the “threat
detected” state.

4. The orchestrator’s response scenario is activated
to block traffic.

5.The result is saved and displayed in the
visualization interface.

The verification performed ensures the structural
consistency of the digital twin, and the validation results
indicate its effectiveness in the context of compensating
for the destructive consequences for the computer system
of the information and communication network in the
event of real threats to its security. Synergization of
verification and validation allows to increase the
confidence in the model and ensure its practical
suitability for the implementation of integration processes
in the real environment - modern mobile cellular
information and communication networks (Table 1).

channel

Table 1 — Integration of the digital twin with the real information and communication network environment

Component /

platform Task / role

Integration features

Example of implementation

Monitoring security events
and logs of information and

Wazuh (SIEM) communication network

Using agents, triggers, REST API;
connecting to Wazuh manager

Detection of DoS, MITM,
incidents in base stations of the
information and communication

information and
communication network

nodes network
. Interactive visualization of Web interface; display of states, Real-time model state
Streamlit - . o
model states graphs, what-if modeling transition graph
coﬁﬁt}(mitr)zjg\?i”ci?ltg?he MQTT, Lambda functions, Channel congestion analysis
AWS IloT Core g Amazon Timestream for analyzing g ysts,

and storing security events

time series storage

Real-time transmission of
events to a digital twin

Message brokers
(Kafka, MQTT)

Providing publish—subscribe logic,
buffering security events

Delivery of telemetric
information from information
and communication network

nodes to the LDM module

Response
mechanisms
(SOAR/Playbook)

Initiating action
in response to a real threat

Support for two-way exchange
and implementation of security
incident response scenarios

Automatic blocking
of traffic
in the event of a DoS attack
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To confirm the operability of the synthesized
digital twin of the information and event management
system of the computer system of the information and
communication network, an experimental model was
implemented in a virtual environment. A conditional
DDosS attack on a computer system, which is the control
node of the mobile information and communication
network was chosen as a test scenario.

The following implementation tool environments
were selected [8-10]:

Streamlit — for building a digital twin visualization
interface;

Python — implementation of the logical-dynamic
kernel and analysis algorithms;

Table 2 — Digital twin testing results during a DDoS-scenario

Neo4j — graph database for modeling the structure
of the PCM and states;

MQTT — for modeling telemetry streams;

Wazuh — as a source of real logs and security
events. During the experiment, the digital twin recorded
a suspicious load coming from a certain network
segment.

An event “traffic excess anomaly” was generated,
which initiated the transition to the “threat detected”
state.

The model activated a response scenario:
temporary traffic isolation, redirection of logs to SIEM.
During testing, the following results of the digital twin’s
operation were recorded (Table 2).

1 of 20 events

Parameters Parameter Efficiency Comments
values assessment of the experiment
Average threat uD 10 3 sec High Within target threshold
detection time P ' speed (<5 sec.)
Number of false False positives Acceptable

positives —105% level for SIEM class

CPU load 45-60 % Average load Peak —when processing complex
scenarios

Updating rules during 3 new rules Saved to a graph database —

an attack (with automatic update)

Adaptability confirmed

an array of security events

Conclusions

As a result of the research, one of the possible
approaches to building digital twins of mobile
information and communication networks was
implemented, the basis of which is the logical-dynamic
modeling of security event management processes.

The synthesized digital event architecture provides
structured  synergization of  information and
communication network nodes, security events,
computer system states and response scenarios to
information security incidents.

The proposed model synthesis algorithm allows
for the sequential implementation of key stages of
building a digital representation of the system,
including the formalization of security events, the
construction of logical transitions and integration into

Particular attention is paid to practical aspects of
integration with security tools, namely: Wazuh, AWS
10T, Streamlit, Neo4j.

Testing in a virtual environment of the information
and communication network showed the ability of the
synthesized digital twin to:

—rapid identification of threats (less than 3
seconds);

— minimizing false positives (=5%);

— dynamic updating of reaction logic;

— flexible visualization of the current state and
“what-if” scenarios.

The results obtained indicate the effectiveness of
the logical-dynamic approach to managing security
events in a computer system of critical information
infrastructure and the feasibility of using a digital twin
to increase the level of situational awareness,

real environments of the information and adaptability and reactivity in the management of critical
communication network. information and communication infrastructures.
REFERENCES

1. Samborskyi E. I., Peleshok E. V. Synthesis of Logical-Dynamic Information Management Systems and Security Events of
Computer Structures. Control, Navigation and Communication Systems. — 2025. — Ne 2 (72). — P. 185-194. DOI:

https://doi.org/10.26906/SUNZ.2025.2.185-194

2. Pavlenko P. M., Samborskyi Ye. I. Upravlinnia informatsiieiu i podiiamy bezpeky kompiuternykh system iz vykorystanniam

lohiko-dynamichnykh modelei.

Information Technology and Security. 2025. T.

13, N 1 (24). 43-54. DOI:

https://doi.org/10.20535/2411-1031.2025.13.1.328764 [in Ukrainian].

3. Sholokhov S. M., Pavlenko P. M., Nikolaienko B. A., Samborsky I. I., Samborsky E.l. The method of optimizing the
distribution of radio suppression means and destructive software influence on computer networks. Radio Electronics,
Computer Science, Control. —2023/2024. — Ne 4 (67). — P. 16-29. DOI: https://doi.org/10.15588/1607-3274-2023-4-2

4. Cherdantseva Y., Burnap P., Blyth A. et al. A review of cyber security risk assessment methods for SCADA systems.
Computers & Security. 2016. Vol. 56. P. 1-27. DOI: https://doi.org/10.1016/j.cose.2015.09.009

5. Radanliev P., De Roure D., Nurse J. et al. Digital twins: Concepts and use cases in cyber security risk assessment. Journal of
Cyber Security Technology. 2022. Vol. 6(3). P. 147-174. DOI: https://doi.org/10.1080/23742917.2021.1982822

212


https://doi.org/10.26906/SUNZ.2025.2.185-194
https://doi.org/10.20535/2411-1031.2025.13.1.328764
https://doi.org/10.15588/1607-3274-2023-4-2
https://doi.org/10.1016/j.cose.2015.09.009
https://doi.org/10.1080/23742917.2021.1982822

ISSN 2073-7394 Cucrtemu ynpaBiiHHs, HaBiramii Ta 38's13Ky. 2025. Ne 4

6. Vasyliev V. V., Kovalenko O. S. Intelektualni systemy vyiavlennia zahroz dlia kiberzakhystu krytychnoi infrastruktury.
Kiberbezpeka: osvita, nauka, tekhnika. 2023. Ne 3. S. 42-49. DOI: https://doi.org/10.28925/2663-4023.2023.3.4249 [in
Ukrainian].

7. Gamil A. et al. A framework for real-time threat detection and mitigation using digital twins in 10T networks. IEEE Internet
of Things Journal. 2021. Vol. 8(12). P. 9740-9752. DOI: https://doi.org/10.1109/J10T.2020.3046026

8. Wazuh. The Open-Source Security Platform. Documentation. URL: https://documentation.wazuh.com

9. AWS loT Developer Guide. URL.: https://docs.aws.amazon.com/iot

10. Neo4j Graph Data Platform. URL: https://neo4j.com.

Received (Hanifima) 13.08.2025
Accepted for publication (ITpuiiasita o apyky) 12.11.2025

BIZOMOCTI PO ABTOPIB / ABOUT THE AUTHORS

CamOopcbkuii €Bren IBaHoBHMY — acmipaHT Kadenpu opraHizamii aBiamifHUX mepeBe3eHb [lep)kaBHOTO YHIBEPCHUTETY
“KuiBchkuii aBianidauid inctutyT”, KuiB, Ykpaina;
Tevgen Samborskyi — Postgraduate student, Department of Air Transportation Organization, State University “Kyiv
Aviation Institute”, Kyiv, Ukraine;
e-mail: seinauedu@gmail.com; ORCID Author ID: https://orcid.org/0000-0003-4441-1947.

KpuxoBenskuii I'eopriii SIpeMoBHY — KaHIUIAT TEXHIYHMX HayK, CTaplIMil HAyKOBUH CHiBpoOiTHUK, HaykoBo-mocmimHuii
IHCTUTYT BOEHHOI po3Biaku, KuiB, Ykpaina;
Heorhii Krykhovetskyi — Candidate of Technical Sciences (PhD), Senior Researcher, Defence Intelligence Research
Institute, Kyiv, Ukraine;
e-mail: kgeorg@ukr.net; ORCID: https://orcid.org/0009-0001-2981-7810;
Scopus Author ID: https://www.scopus.com/authid/detail.uri?authorld=58697828100&origin=resultslist.

Cunre3 nugpoBoro ABiiHMKA J10Triko-IMHAMIYHOI CHCTeMH ynpaB/IiHHA iHopMauiclo Ta noaissMu 0e3nexku
KOMII'IOTEPHUX CHCTEM MOOITbHOI CTiIbHMKOBOI iH(opManiliHO—KOMYHiKaliliHOT Mepexi

€. . Cambopcokui, I'. 5. KpuxoBenpkuit

AHoTanifi. Y cTarTi aKUeHTOBaHO OCOOJMBY yBary Ha acmekTi iH(opMmaliifHOi Oe3mekH Ta BiIMideHO, 10 Hapasi
cydacHa MOOiUTbHA iH(pOpMaIiifHO-KOMYyHIKamilfHa CTUIPHHKOBA MeEpeXa € OJHHM 13 HaWOUIbII ypasiMBHX Ta BOJHOYAC
BOXJINBUX 00’€KTIB KpUTHUYHOI iH(pOpManiiHOI iHppacTpyKTypH AepkaBu. BoHa 00CIyroBye mmpoke KO0 KOPHCTYBadiB, SIKi
NIPUIMArOTh PIMICHHS U OpraHi3amii Aep)KaBHOTO YNpPAaBIiHHSA, a TakoX 3abe3rnedye MUGPOBUM 3B’S3KOM HH3KY IHIINX
BO)XJIMBUX CHCTEM BiJl HACENEHHS IO BiIOMYHMX CTpyKTyp. Came TOMy Il Mepeka i BHCTyIae sIK NPIOPUTETHHH 00 €KT y
KOHTEKCTI opraHizauii e(peKTUBHOrO ympaBliHHA mofismMu 1 iHdopmamiiiHoi Oesneku. Jlnsg oprauizamii HamiHOTO
(YHKIIOHYBaHHS IHOTO BaXKJIMBOTO 00’€KTa 3alpOTNOHOBAaHO HOBHH MiAXiA IO CHHTE3y IH(PPOBOro ABIHHWKA CHCTEMH
yOpaBiiHHS iHQOPMALIEO 1 TOAiAMU Oe3NMeKn KOMIT FOTEPHUX CHCTEM CTITFHHKOBOI MOOLIBHOI iH(pOpMamiiHO-KOMYHIKaIiitHOT
Mepexi. B OCHOBY 3ampOIIOHOBAaHOTO CHHTE3y MOKJIAACHO JOTIKO-AWHAMIYHHMN IIXiJ 00 MOJIETIOBaHHS TOAINH Oe3NeKH B
CyJacHHX KOMII'IOTEpHHX CHCTEMax, CIIEHapiiB aTak Ta MEXaHI3MiB pearyBaHHS Ha I IHIUICHTH iHPOpMaIliiiHoi Oe3rmeku 3a
paxyHOK (opMyBaHHS BIiAMOBIZHUX €(QEKTHBHUX YIPABISIOYHX BIUIMBIB. PO3MISHYTO apXiTeKTypy LU(PpPOBOTO ABIHHUKA,
anroput™ 1i CHHTE3y, a TaKOXX 3alpOTOHOBAaHI MOMJIMBI MIIXOAM I peaiisailii iHTerpamii 1pOro BipTyanbHOro 00’€KTa 3
Takumu miatpopmamu sk Wazuh, Streamlit, Neo4j, AWS IoT. [IposeneHo Bepudikaiiro Ta TecTyBaHHs Ha mpukiaai DDoS-
CIICHAapil0, HABEACHO DPE3yJIbTaTH peaiizailii alroputMy cuHTe3y. [lokaszaHo e(eKTHBHICTH MOJENi y BHSBICHHI 3arpo3 Ta
ajanranii 10 IHTEHCUBHUX 3MiH OE3MIEKOBOT0 CepeOBHIIAa KOMIT IOTEpPHOT CHCTEMH MOOIIBHOT IM(POBOT MEpexi.

KnaouoBi ciaoBa: undposuii nBiliHUK, CHCTeMa ynpaBliHHA, iH(popMamiiiHa 6e3neka, mois 6e3MmeKy, CHHTE3, JOTiKO-
JMHAMIiYHa MOJEINb, YIIPaBIiHHA MOisIMU Oe3nekn, MoOilbHa Mepexa, inTerpauis, SIEM, Wazuh.
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