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INFORMATION TECHNOLOGY OF MANAGING PARAMETERS
OF INFORMATION ANDCOMMUNICATION NETWORK
IN THE SYSTEMS OF CRITICAL INFRASTRUCTURE

The subject matter of the article is the problem of ensuring the requirements for the efficiency and exchange of
information with a high level of information security in critical infrastructure systems. The goals of the work is to
develop information technology for network structuring, to determine its parameters, to manage the distribution of
network traffic, that focus on solving a given set of applications and providing the necessary security of critical
infrastructure within the information and communication network. The following tasks were solved in the article: the
model of information technology process for managing the parameters of the information and communication network
was developed, the block for developing the information structure of the network for the automated control system of
technological processes was tested. Such methods as the set-theoretical one and matrix calculations were used; the
process models were presented in IDEF0 notation. The following results were obtained. The structure of the
information technology which contains three main blocks was suggested. The sequence of processes in each block was
considered. The model of the block for developing the structure of the information and communication network was
developed. The operation of the synthesiser of the network informational structure was considered regarding the
software and hardware complex as a part of the automated control system of technological processes as an example.
The functional tasks of the software and hardware complex were determined and distributed among the hierarchical
levels of the network. According to the structural diagram of the automated control system, elements of the information
model of the network structure were determined. Conclusions: The suggested information technology help solve the
following tasks: according to the received parameters of information structure, the requirements for the technical
structure of the network can be determined; the adaptive managing the parameters of data flows can be ensured by
setting the network to the varied conditions of operation of critical infrastructure system, risks at the stages of

structural and parametric synthesis and distribution of network traffic can be assessed and managed.
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Introduction

Under modern conditions, a high level of informa-
tion support has become a core driver for achieving the
goals of critical infrastructure systems (CIS), which raise
specific demands for data processing and transmitting [1].
Ensuring the implementation of complex requirements
for the quality of solving application problems is the main
goal of CIS management. The basis of CIS information
support is a global distributed information and communi-
cation network (ICN) based on available and advanced
communication networks and data transmission using
modern telecommunication technologies, which should
provide high technical characteristics [2].

Problem setting

The results of the analysis of current state of tele-
communication technologies and major protocol deci-
sions indicated the violent rate of CIS development for
creating high-speed multiservice networks [3 — 5]. De-
spite rapid development of physical and channel tech-
nologies, CIS capabilities can be fully implemented
only due to efficient management of available network
resources in the context of increasing requirements for
promptness of information exchange.

Available information technologies (IT), which are
the basis for the methods of traffic management in CIS,
are incapable to ensure the requirements for information
exchange promptness under conditions of increasing
amounts of circulating information as well as under the
dynamic change of data transmission structure [6].

The analysis of major factors affecting traffic
management indicated the necessity for developing
information technology that is aimed at adaptive man-
agement in order to increase the promptness of informa-
tion transmission in CIS.

In the context of tough requirements for CIS ICN
reliability and capacity, analyzing data flows and deter-
mining their parameters should be one of the stages of
its design. In order to do this, statistical analysis,
mathematical modelling, static and dynamic analysis of
data sources and flows are used [7, 8]. Data flow model-
ling should be based on researching the network infor-
mation structure [9].

The use of adaptive management of network re-
sources consider researching, analyzing and modelling
data flow which arise when applied complements oper-
ate and interact at network nodes. At present, this task is
insufficiently formalized and requires developing com-
plex mathematical models which represent network

© V.V. Kosenko

185



Cucmemu ynpaeninns, nagizayii ma 36'a3xy, 2017, eunyck 6(46)

ISSN 2073-7394

information and technical structure as well as data flows
available in ICN.

Requirements for consistency and complexity of
security facilities cause major problems today [10].
Using efficient procedures and technologies that are
based of assessing the risk of processes help ensure CIS
strength required for maintaining its operation, infra-
structure critical complements and the continuity of
management [11].

Hence, the goal of the article is developing infor-
mation technology of network structuring, determining
its parameters, managing network traffic aimed at solv-
ing a set of application tasks as well as ensuring neces-
sary CIS security in the context of information and
communication network. This task should be solved by

developing the methodology of managing network pa-
rameters which combine the specificity of the tasks
being solved and capabilities of available systems of
management, that is the methodology which is adaptive
to the conditions of CIS operation.

1. The process model of information
technology for managing the
parameters of CIS ICN

The suggested information technology imple-
ments the sequential operation of three units (Fig. 1):
1) the synthesizer of CIS ICN structure,
2) the adaptive control block of CIS ICN traffic;
3) the block of making decisions on managing
ICN risks in order to increase CIS security.
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Fig. 1 The model of information technology of managing CIS ICN parameters

To enable the operation of the synthesizer of CIS
ICN structure, the sequence of the following processes
should be performed (Fig. 2):

e determining the composition of network users;

e determining the composition and parameters of
application tasks being solved;

e determining the composition of complements
that the network includes as well as requirements for the
equipment necessary to implement the complements;

e developing the network information structure;

o analyzing the network information structure;

e determining quality indicators and criteria for
solving application tasks;

e determining the composition of network pa-
rameters that are used in order to assess the network
condition;

e determining the composition of network man-
agement parameters;

o determining the threshold of net parameters.

To enable the operation of the adaptive traffic con-
trol block, the sequence of the following processes
should be performed while preparing and solving man-
agement tasks [12]:

« solving the task of network configuration;

+ solving tasks of operating control;

« correcting tasks of network configuration and
operating control.

Preparation stage is necessary in order to work out
basic approaches and requirements for traffic manage-
ment, on the basis of which the criteria of managing the
quality are determined, specific goals and tasks of man-
agement are formulated.

The following parameters are considered as input
data of information technology for solving tasks of
analyzing data flows in the network, downloading
communication channels and network equipment:
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Fig. 2 The model of processes of the synthesizer of CIS ICN structure

e assigning applications to network nodes;

e assigning users to network nodes (worksta-
tions);

e the intensity of requests for running applica-
tions or tasks;

e network structuring, that assigns communica-
tion channels to network equipment and binding work-
stations and servers to network equipment;

e values of bandwidth of communication chan-
nels that are used in the network;

e the bandwidth capacity of the equipment used
in the network;

e assigning the bandwidth of communication
channels to particular tasks (sets of tasks);

e data flow routing in the network.

At the stage of network channel setting the follow-
ing sub-processes are performed:

1. determining certain quality factors of net-
work setting.

2. developing and calculating the parameters of
data flows of hierarchical information structure of the
network; solving the tasks of information structure de-
velopment is considered as a partial solution of a setting
task that result in determining the parameters of infor-
mation structure and data flows for the information
structure with these parameters.

3. determining the composition of network
equipment; the equipment composition and its parame-
ters — commutators, servers, client workstations, types
of communication channels that are used — are deter-
mined according to the analysis of requirements for the
equipment parameters, analysis of data flows, conducted
for the information structure of network traffic man-
agement, possible number of network technical nodes
and preprocessing data about network technical struc-
ture (a priori assigning users and nodes to sub-
networks).

The development of network technical structure
results in developing a number of values of basic net-
work parameters as well as the structure of basic net-
work, sub-networks and their composition are also des-
ignated. It should be noted that the tasks at this stage

can be solved repeatedly, if assigning system applica-
tions to the nodes of information structure is changed.
After the stage has been finished, a set of values of
network parameters is obtained.

2. Developing the information structure
of a software and hardware complex

The structure synthesizer operation is considered
regarding ICN for automated control system of
technological processes (TP ACS) “Domestic solid waste
recycling facility with the system of collection, utilization
of landfill gas and production of electricity” as an example.
This CIS is a multi-functional, distributed, free-
programmed automated system that is designed for long-
term continuous real-time operation, that comprises
necessary functions of collecting, processing and
presenting information as well as the functions of
managing, controlling, protecting, blocking and signalling.

The software and hardware complex of top level
and general station systems (S/HC of TL and GSS ) is a
constituent part of TP ACS. This complex is designed
for automating the management of technological
processes of general station and backup systems.

S/HC of TL and GSS is a three-level distributed
systems that is designed hierarchically and conforms to
technological structure and peculiarities of assembling
the object of automation.

The first stage of developing ICN information
structure is determining functional tasks of S/HC of TL
and GSS, that are broken down into three types and
arranged in Table 1.

These functions are assigned to the following levels:

- low level — functions of input / output of analog and
discrete input information, logic of management and con-
trol, generation of analog and discrete output signals;

- medium level — functions of software download-
ing and control of lower level operation, database sup-
port, remote control of locking, control elements and
mechanisms, data display on video terminals of operator
and engineering stations, data recording and archiving;

- upper level — functions of data display on video
terminals of the stations of management personnel.
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Table 1
Functions of S/HC of TL and GSS

Functions

- remote control of locking and control elements
and mechanisms;

- technological protection;

- protective and technological interlocking;

- automatic control of technological parameters;

- remote control of the electric part elements

- collecting input information and checking its
validity;

- supplying information about TP and the operation
of automatic devices;

- warning and alarm signalling;

- recording information, which is introduced and
developed in S/HC;

- recording deviations of parameters;

- documenting the recorded information;

- diagnosing hardware and software of the S/HC;

- calculating operational, technical and economic
indicators.

- correcting the parameters of setting systems of
automatic control;

- supplying information about the operation of real-
time control algorithms;

- simulating input information for CS testing;

- input / output protection and locks;

- automated processing and storing the results of
metrological certification of measuring channels;

- managing the operation of S/ HC

Mithe ithe Bithe Aitde A+
0 0 0 0 0
A A1 31 241 As1

Control

Information

Helper

2) matrix of fulfilling tasks at the network
nodes regarding system applications and coupling to
databases is calculated:

Z=7+7"= GxD+SxD.

3) the intensity of users’ requests to nodes

considering system applications and tasks is calculated:
M= ((Ux P)x G) x H.

Thus, the following parameters of information
structure are obtained: the intensity of system applica-
tions, a number of tasks fulfilled at the network nodes,
the intensity of requests to the nodes.

Conclusions

Information technology of managing the parame-
ters of CIS ICN is suggested; three blocks operate suc-
cessively in the context of this technology. The model
of processes of information technology is developed.
The sequence of processes executed in each block is
analyzed. Information technology enables automating
solution of the following tasks:

« the network structure regarding application
tasks of CIS is developed;

The elements of information model of the network
structure are determined according to the structural
diagram of ACS of TP: a set of network main users: Uj.
g, a set of tasks that are performed by users: S;_54, a set of
system complements of the network: p¢, a set of system
data bank: d;.;o. Matrices of coupling the tasks of ACS
of TP to other elements of ICN are developed according
to the model of information structure:

- matrix of coupling “user - assignment” with
relevant intensity of requests (A);

- matrix of coupling “assignment — system com-
plements” (P);

- matrix of coupling “assignment — database” (D),

- matrix of coupling “assignment — users” (U).

Network nodes are placed on five levels according
to the structural diagram of TP ACS.

Matrices of coupling the nodes of TP ACS with
other ICN elements are developed in order to analyze
the load of ICN nodes: matrix of assigning system ap-
plications to network nodes (G), matrix of assigning
users to network nodes (H), matrix of data coupling to
databases (S). The intensities of request flows among
the elements of information structure can be calculated
on the basis of these data:

1) matrix of intensity of system applications per-
formed by users is calculated:

I'=PxA.

61+ 66 (A71+..+276) 281 +(Agg +...+ A8 24)
0 (pt.+tiy) Ag+(Ag1s+.-+A318)+ 803
61 1 Ri+R13+ 80+ R4 |
0 0 A9+ 810
0 (Ap+.tiys) 117819+ 8.2
0 0 (Ag16 +--+818) + 48 23
- software and hardware components are

distinguished within the structure;

« data flows that are transmitted along the
network are researched;

 the network features are calculated.

The requirements for the technical structure of the
network are determined according to the obtained pa-
rameters of the technical structure.

Information technology that eneables adaptive mana-
gement of its parameters by means of solving tasks of net-
work configuration is developed. Assessing and managing
risks at the stages of structural and parametric synthesis
and network traffic distribution are suggested as well.

The operation of synthesizer of ICN information
structure is analyzed considering software and hardware
complex included into a TP automated control system as
an example. Matrices of coupling elements of network
information structure are developed. Matrices of intensity
of data flows among these elements are calculated on the
basis of network information structure. The obtained
results constitute grounds for the operation of IT second
block — adaptive managing the network traffic distribution.
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Penensent: 1-p TexH. Hayk, npod. LB. Pyban, XapkiBcbkuit
HalliOHAJIHUH YHIBEpPCUTET PaJioeNeKTPOHIKH, XapKiB.

IHdJOPMAl:I,IVII:!A TEXHONOrIA YNPABNIHHA NAPAMETPAMW
IHOOKOMYHIKALIUMHOI MEPEXI B CUCTEMAX KPUTUYHOI IHOPACTPYKTYPU

B.B. Kocenko

ITpeomemom docnioscenns 6 cmammi € npoonema 3abe3neuenni uMoe woo0o onepamusHocmi ma oominy ingopmayiero 3
BUCOKUM pigHeM iHgopmayitinoi besnexu 6 cucmemax Kpumuynoi ingppacmpyxmypu. Mema podomu — po3pobka ingopmayitinor
MexXHON02IT POPMYBAHHA CIMPYKIMYPU MEPE!CI, BUSHAYEHH iT napamempis, YApasiinHa po3nooiiom Mepexceso2o mpapiky, opie-
HMOBAHUX HA SUPIUEHHS 300aH020 HAOOPY NPUKIAOHUX 3a680anb | 3a6e3neuents neoOXioHoi besneku cucmemu KpumuyHoi iH-
@pacmpyxmypu 6 cepedosuwyi ingoxomynikayiiunoi mepesici. Ompumano Hacmynti pe3ynomamu: 3anponoHo8aHo CMpyKmypy
inghopmayitinoi mexnonoeii, wjo micmums mpu ocHogHux 010Kka. Pozensnymo nocnioosnicmo npoyecis 6 kodcromy é6noyi. Pospo-
bneno modenv pobomu 610Ky PopmysanHs cmpykmypu ingokomynixayiiinoi mepeoici. Pozenanymo pobomy 6roka cunmesy
inghopmayitinoi cmpykmypu mepedsici na NpuKiIadi NpoepamMHO-MEXHIYHO20 KOMNAEKCY y CKAAO0l agmoMAamu308aHoi cucmemu
VAPAGNiHHA mexHonoziunumu npoyecamu. Bucnoseku: 3a oonomocoro 3anpononosanoi ingpomayitinoi mexuonoeii modicna
supiuumu maxi 3a80auHs: Y GIONOBIOHOCMI 3 OMPUMAHUMU NAPAMEempPamu IHGOpMayiinoi cmpyKmypu GU3HAYUMU BUMO2U OO0
mexHiunol  cmpykmypu Mmepedci; 3abe3neyumu  a0anmueHiCmv  YNpasiHsl napamempamu  NOMOKI8 OAHUX ULIAXOM
HANAWMYBAHHSA MEPENHCI 00 3MIHHUX YMO8 (PYHKYIOHYBAHHA CUCIEMU KDUMUYHOL ITHpACmpyKmypu, oyiniogamu ma ynpasiamu
PUSUKAMU HA eManax CmpyKmypHO-napamempuyHo20 CUHme3sy ma po3nooiny mpagpika mepesxci.

Knrouogi cnosa: ingopmayiiina mexnonoeis, cucmema Kpumuunoi ingppacmpykmypu, ingoxomynixayiiina mepeoica,
adanmusre Ynpaeuints, MoOelb NPOYecia, IHMEeHCUBHICHb NOMOK) OAHUX.

WHO®OPMALINOHHASA TEXHONOIUA YNPABINEHUA NAPAMETPAMM
MHPOKOMMYHUKALIMOHHOU CETU B CUICTEMAX KPUTUYECKOU UHPPACTPYKTYPbI

B.B. Kocenko

Ilpeomem uccnedosanus 6 cmamve — npobrema obecneyenusi mpeOo8anuli N0 ONEPAMUBHOCIU 0OMena unGopmayuell ¢
BbICOKUM YPOBHEM UHPDOPMAYUOHHOU 6E30NACHOCIU 8 CUCEMAX Kpumuieckol ungpacmpykmypul. Llens padomet - paspabom-
Ka UHGOpMayuoHHOU MexHON02UY POPMUPOBAHUS CIMPYKIMYPbL Cemu, onpedenienue ee napamempos, YnpasieHue pacnpeoeneHu-
em cemego2o mpaghuka, OpuUeHMUPOBAHHbIX HA pewienue 3a0aHH020 Habopa NPUKIAOHbIX 3a0ay u obecneuenus HeobX00UMou
bezonachocmu cucmemvl KpUumuyeckou ungpacmpykmypel 6 cpede un@oxommynuxayuonnou cemu. Ionyuenvt ciedyowue
pesynvmamut: IIpednodicena cmpykmypa uHGopmMayuoHHOl MexXHOA02UY, OHA COOEPAICUN mpU OCHO8HbIX O1oKa. Paccmompena
nocied08amenbHOCHb NPOYecco8 8 Kadicoom onoke. Paspabomana moodens pabomul 610Ka ghopmuposanus cmpykmypsl uH@o-
KOMMYHUKAYUOHHOU cemu. Paccmompena paboma 610Kka cunmesa uHGopmMayuoHHol CIMpyKmypol cemu Ha npumepe npoepamM-
HO-MEXHUYECK020 KOMIIEKCA 8 COCMAGe A8MOMAMU3UPOSAHHOU CUCIEMbL YNPABIeHUs mexHoaocuieckumu npoyeccamu. Boigo-
0v1: C noMOWbI0 NPEOnodHCEeHHOU UHPOPMAYUOHHOU MEXHONOSUU MOHCHO PEUUmy Cliedyioujue 3a0aiu: 8 COOMEEMCmaUl ¢ NOy-
YEHHBIMU NAPAMEMPAMy UHGOPMAYUOHHOU CIPYKMYPbl Onpedenuntb mpeboeanus K MeXHuyeckoil CmpyKmypsl cemu,; obecne-
YUMb a0anmMueHOCHb YRPAGIieHUs. RAPAMEMPAMu NOMOKO8 OaHHbIX NYMEM HACMPOUKU Cemu K USMEHSIOUWUMCS YCAOBUAM (PYHK-
YUOHUPOBAHUSA CUCEMbl KPUMUYECKOU UHGPACMPYKMYPLl; OYEHUBAMb U YNPAsNsimb PUCKAMU HA DMANAX CMPYKMypHO-
nApamempuiecko2o CUHMe3a u pacnpeoenenus mpagura cemu.

Kniouesvie cnosa: ungpopmayuonnas mexnonocus, cucmema Kpumu4eckoll uH@pacmpykmypbl, UHGOKOMMYHUKAYUOHHBIX
cemv, a0anmusHoOe YnpagieHue, Mooelb HPOYeccos, UHMEHCUBHOCb NOMOKA OGHHBIX.
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