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MATHEMATICAL MODEL OF A DATA FLOW MANAGEMENT SYSTEM
IN A CLUSTER-BASED MULTICONTROLLER SDN

Abstract. The problem of load balancing among controllers and ensuring network state consistency is one of the key
challenges in multicontroller Software-Defined Networks (SDN). To address this issue, it is essential to develop adequate
mathematical models that accurately describe the processes of data flow management. The subject of this study is the data
flow control system within a clustered multicontroller SDN environment. The objective of the research is to develop a
mathematical model that accounts for the dynamic clustering of SDN controllers when receiving data from network switches,
enabling balanced load distribution across controllers and facilitating rapid reallocation of links between controllers and
switches. The following results have been obtained. A three-tier hierarchical clustering approach for control and data
transmission/reception devices within the system has been proposed. The relationships between controllers and OpenFlow
switches within the developed clustered architecture have been formalized. Computational analysis of the control element
loads has been performed. Conclusion. The proposed mathematical model enables efficient load balancing among controllers
and ensures dynamic redistribution of workloads in the event of controller failure.

Kawuosi ciosa: telecommunication network, communication network, controller, airborne network, OpenFlow switch,

5G standard, SDN.

Introduction

Modern computer networks are becoming
increasingly complex due to the growing volume of data
transmission, the diversity of services, and the demand
for flexible resource management. One of the most
effective approaches to organizing network infrastructure
is Software-Defined Networking (SDN). The core
concept of SDN lies in the separation of the control plane
from the data forwarding plane, enabling centralized
network management through software-based tools. This
paradigm enhances the flexibility, scalability, and
adaptability of network systems, while also simplifying
the implementation of security policies and traffic
optimization mechanisms.

However, as SDN networks expand in scale, there
arises a need for distributed control systems, where
control functions are no longer concentrated in a single
node but are distributed among multiple controllers.
Consequently, cluster-based  multicontroller SDN
architectures have gained significant popularity. In such
architectures, multiple controllers operate collaboratively
to ensure load balancing, fault tolerance, and reduced
latency. Each controller is responsible for a specific
segment of the network, yet must continuously interact
with others to maintain network state consistency.

At the same time, data flow management in cluster-
based multicontroller SDNs presents several challenges
related to coordination among controllers, synchronization
of routing tables, and maintenance of network stability.
Additional difficulties arise from traffic heterogeneity,
inter-controller communication delays, and the need for
dynamic resource redistribution. Without an efficient flow
management mechanism, these systems may experience
performance degradation, excessive load concentration on
individual controllers, or even instability, ultimately
leading to network service deterioration.

To address these challenges, it is essential to develop
adequate mathematical models that describe the processes
of data flow management in cluster-based multicontroller
SDNs. Such models make it possible to formalize

controller interactions, determine equilibrium or steady
states of the system, and evaluate the impact of network
parameters on operational efficiency. Mathematical
modeling thus provides a foundation for analytical studies,
control algorithm optimization, network behavior
prediction, and overall system stability improvement.
Therefore, the development of a mathematical
model of data flow management in a cluster-based
multicontroller SDN represents a crucial step toward
enhancing the mechanisms of distributed control,
improving network reliability, and ensuring the efficient
performance of modern software-defined networks.

1. Review of Current Research

Recent scientific studies have devoted considerable
attention to the development of Software-Defined
Networking (SDN), which is recognized as a promising
approach for building scalable and flexible network
systems. The fundamental principles of the SDN concept
and the OpenFlow architecture were established in early
works, where the separation of the control plane from the
data forwarding plane was first proposed, enabling
centralized network management [1].

Subsequent research has focused on analyzing the
architecture, advantages, and challenges of SDN. In
particular, studies have examined issues of security,
controller performance, scalability, and the efficiency of
inter-controller communication [2]. It has been
demonstrated that a purely centralized control model
poses certain limitations, leading to the development of
distributed and multicontroller architectures [3].

One of the major challenges in multicontroller
SDNs is load balancing among controllers and network
state synchronization. A number of studies have
proposed  synchronization  mechanisms  between
controllers and assessed their impact on request
processing delays and system stability [4]. Other works
have focused on dynamic controller assignment
algorithms that allocate controllers to network nodes
based on distance and communication latency, thereby
improving the efficiency of data flow distribution [5].
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An important research direction in SDN
development is controller clustering, which enhances
fault tolerance and ensures network scalability. Studies in
this area have proposed hierarchical clustering models
and described mechanisms for inter-cluster coordination
[6]. Analytical models have also been developed for
evaluating controller performance and identifying critical
load points [7].

A significant contribution has been made in the field
of mathematical modeling of data flow management
processes. The application of queueing theory has
enabled the formalization of relationships among traffic
volume, controller performance, and request processing
delays. Other researchers have proposed dynamic
interaction models of controllers represented by systems
of differential equations, allowing for the analysis of
transient and steady states of the network. Furthermore,
adaptive mathematical models have been developed to
predict network traffic behavior and optimize flow
distribution [8].

Thus, the literature review demonstrates that the
mathematical representation of data flow control
processes in cluster-based multicontroller SDNs remains
a highly relevant research topic. The development of
such models is essential for further optimization of
controller architectures, enhancement of system stability,
and improvement of network resource management
efficiency.

Research Objective: To develop a mathematical
model that accounts for dynamic clustering of SDN
controllers during data acquisition from network
switches, enabling balanced load distribution across
controllers and real-time reallocation of links between
controllers and switches.

2. Hierarchical Clustering
for Multicontroller SDN Networks

The proposed hierarchical clustering algorithm
operates in a dynamic mode, adapting to changes in
network conditions in real time. The input parameters for
the algorithm are the network traffic characteristics and
data flow requests. The set of control devices is divided
into clusters of SDN controllers, with each cluster
assigned a main SDN controller responsible for
coordination. Fig. 1 illustrates the hierarchical structure
of a clustered SDN network.

The SDN network consists of a centralized alpha-
controller (Ca) and several clusters of regular SDN
controllers, with an equal number of controllers in each
cluster. Each cluster has a main node, referred to as a
beta-controller (CB). The beta-controller is responsible
for cluster configuration and load balancing among the
controllers within that cluster.

In Fig. 1, the following designations are used: B —
beta-controller; ¢ —SDN controller, a member of the
cluster; OFS — OpenFlow Switchboard.

The primary objective of the developed clustering
algorithm is to balance the load among controllers within
the set of control devices and to mitigate issues related to
controller failures. This approach reduces the overall
operational cost of the SDN network while enhancing its
availability, reliability, and fault tolerance.

Alpha SDN controller

(0Fs| [ors|[oFs| [oFs| |oFs| [oFs|[oFs] [oFs| [oFs| [oFs|[oFs| [oFs] [oFs| [0Fs]
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Fig. 1. General structure
of a clustered multicontroller SDN network

The clustering process can be divided into three main
phases: 1) controller configuration; 2) switch connection
establishment; 3) formation of the steady state.

During the cluster formation phase, the alpha-
controller initializes the SDN clusters by selecting beta-
controllers and the member controllers for each cluster.
The controller with the lowest expected load is selected
as the beta-controller, assuming the role of coordinator
for its respective cluster. All clusters are formed
homogeneously, meaning that each contains the same
number of SDN controllers. Once the clusters are
established, the controller configuration phase concludes,
and the switch connection phase begins.

Each cluster is then assigned a group of OpenFlow
switches. During the dynamic allocation of switches
among the member controllers, the system aims to
achieve near-optimal delay and cost parameters.

At this stage, each SDN controller assumes a
specific role — either as a regular cluster member or as a
beta-controller — and establishes optimal connections
with the assigned OpenFlow switches.

The process then proceeds to the steady-state phase.
Each cluster member controller manages its connected
OpenFlow switches and maintains the flow tables
generated by those switches. Each beta-controller
supervises both its assigned OpenFlow switches and the
member controllers of the cluster, effectively serving as
the head node of that cluster.

The beta-controller continuously monitors the
traffic among the nodes within its cluster and reports to
the SDN alpha-controller. When the beta-controller
detects load imbalance among cluster members — for
instance, when certain controllers are overloaded beyond
a specified percentage of their maximum capacity, while
others are underloaded — it initiates a load-balancing
process among the cluster controllers through the
following actions: 1) transferring the role of head node to
a member controller with the lowest current load, which
becomes the new beta-controller; 2) reassigning the
OpenFlow switch connections among the cluster’s SDN
controllers. The reconnection process consists of the
same three phases as the initial clustering procedure.
However, unlike the overall clustering process, which is
controlled by the alpha-controller, the reconnection
process is managed locally by the beta-controller within
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its cluster. These dynamic processes are executed
automatically whenever network imbalance is detected,
continuing until the load among clusters is equalized. The
alpha-controller collects reports from all beta-controllers
and monitors inter-cluster traffic. If a significant
imbalance is detected between clusters, it triggers a new
round of the clustering procedure, forming updated
clusters using the previously defined phases. This
dynamic hierarchical approach ensures continuous load
balancing among distributed SDN controllers throughout
the entire network operation period, enabling optimal
utilization of computational resources and maintaining
high network performance and stability.

2. Development of a Mathematical Model
for the Functioning of a Multicontroller SDN
The set of deployed SDN controllers that constitute

the collection of control devices can be represented as a
vector C, defined as follows:

C={C.Cyp,....Ci,--.Cn }, 1)

where C; denotes an SDN controller with index i, and N
is the total number of deployed SDN controllers.

The controllers responsible for managing clustering
are also included in the set C, that is:

C,eC CpeC 2
The total number of clusters created is denoted as
M, and this value may vary as the system state changes.
The set of beta-controllers constitutes the subset Cg,

which is defined as follows:

Cﬂ :{CB]_,CBz,...,CBj,...,CBM },
cardCp=M; CBcC; 3)
Cgj eC vj el M.

Each formed cluster has an associated set of member

controllers, the length of which is L. The set of member
controllers for each j-th cluster can be expressed as:

Ci={Ci1.Cj2,--Cjr-CiL |,
cardCj=L VjelJ; CjcC; (4)
Cj[eC Wel,_L.

Let the set of SDN control devices manage K
OpenFlow switches deployed in the network, distributed
among the controller clusters (as shown in Fig. 1).

Each OpenFlow switch is connected to a specific
SDN controller, with the allocation determined by the
controller placement algorithm. The set of deployed
OpenFlow switches can be represented as:

S ={S,55,--,5¢,--Sk |- (5)

Each (- th controller of the j-th SDN cluster has a
specific set of connected OpenFlow switches, which can
be defined by the following set:

Sj,g={sjﬂ,silz,...,sm,...sjmj(},
cardSj =Rj,; SjtcS; (6)
SWGS Vlell; Vjell,

where Sj, is the r-th OpenFlow switch currently

connected to the (-th controller of the j-th SDN
controller cluster.

Connections between OpenFlow switches and SDN
controllers are represented by a Boolean switching
matrix W, where rows correspond to SDN controllers and
columns correspond to OpenFlow switches. The matrix
W therefore reflects the total number of switches
connected to each SDN controller. If the row
corresponding to a specific controller consists entirely of
zeros, that controller acts as an alpha-controller, which
communicates exclusively with beta-controllers. The
beta-controllers, in turn, manage the cluster controllers
and have the lowest number of ones in the matrix W
among all elements of their respective clusters.

Next, consider an example fragment of an SDN
network that includes five SDN controllers and six
OpenFlow switches, distributed across two clusters:

C:{Cl,CZ,C3,C4,C5}; Cazcl; CB]_:CZ;
CBZ =C4; Cll=C3€Cl; C21:C5€C2;
cardCl=cardC2=2; S={S;,5;,53,54,55,5¢}-

For this fragment of the SDN network, the Boolean
switching matrix T may be represented as follows:

S, S, S3 Sq Sg Sg
G0 0 0 0 0 0
Gl1 0 0 0 0 0
W=C0 1 1 0 0 0 "
alo 0o 0 1 0 0
Glo 0 0 0 1 1

One of the ways to evaluate the performance of a
controller is by measuring its response time, which is
mainly affected by queueing delay. The controllers can
be modeled using a multi-server M/M/s queueing model,
where each controller is assumed to have s cores. The
transmitted packets arrive at the controller with a defined
rate corresponding to a Poisson process, forming a single
queue on the selected controller. The average response
time T; of controller Ci is the sum of the waiting time in
the queue and the processing time, and it can be
calculated using the Erlang formula as a function of the
data packet arrival rate A and the service rate p:

Ti(A)=P(sAi/w)/(s-u=2i)+Ym, (8
where P(s,2; /) is the probability that all servers in the

system are occupied and any incoming packet will be
placed in the corresponding queue. This probability can
be calculated as follows:

I (o250t

5ol oo )
:%{1

k= Y

Sl((s.p)" fe)|,
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L1
1=p (s-p)° k20
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where p is the server utilization factor, which indicates
the stability of the system and is calculated as follows:

p=2;/(s-n). (10)

The system has a stable distribution only if the value
of p is less than one. When the number of incoming
requests in the queue exceeds the number of server cores,
the controller operates at maximum throughput. The
arrival rate of requests to a controller can be calculated as
the sum of the average arrival rates of requests from all
switches connected to that controller, i.e.

Thus, the developed mathematical model, represented
by (1-6) and (8-12), allows for balancing the load among
controllers and dynamically redistributing traffic in case of
failure of any controller that belongs to the set C.

Conclusions

The paper presents a mathematical model for the
operation of a clustered multicontroller SDN. The
proposed approach involves performing three-level
hierarchical clustering of the system’s control and data
transmission  devices. The relationships between

controllers and  OpenFlow switches in the
implementation of this clustered structure have been
formalized. Calculations of the load distribution on the
control elements have been carried out.

The use of the proposed mathematical model makes
it possible to balance the load among controllers and
quickly redistribute it in the event of a controller failure.
The direction of further research is the development of an
algorithm for distributing OpenFlow switches among
SDN network controllers.

M = 2 Mg (11)
where the summation is performed over all switches
currently connected to the considered controller C;. The
average load on controller C; can be calculated as the
average number of requests that are queued for processing
and those being processed. Using (8), the average load on
controller C; can be calculated as follows:

Li(Ai)=s-p+(p/(1-p))-P(s.hi/n).  (12)
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MarteMaTH4Ha MO/JeJIb CHCTeMH YIPABJIiHHS MOTOKAMH IaHUX KJIACTEPHOI MyJIbTHKOHTpoJIepHoi SDN
C. B. Murans

AnoTtanis. [Ipobnema GanaHCcyBaHHS HaBaHTKCHHS MK KOHTpPOJEpAaMH Ta Y3TO/DKCHHs CTaHIB MEpeXi € OJHI€I0 3
KITIOYOBUX y MyJIbTHKOHTpostepHuX SDN. J{i1s mononauHs 1iei mpo6ieMu HeoOXiAHO po3po0IIsATH aeKBaTHI MaTeMaTH4HI MOJei,
SIKI ONHCYIOTH TPOIIECH YNPABIiHHA MoTOKaMH JaHuX. IlpeamMeTroM IOCHi/KEHHS € CHCTeMa YIpaBIiHHSI IMOTOKaMH JaHHUX B
cepeoBHIIl KIacTepHol MynsTHKOHTponepHoi SDN. MeToro IoCTiPkeHHS € po3poOKa MaTeMaTHIHOI MOJENI, SKa BPaXxOBYe
JUHAMIYHY KiacTepu3anilo KoHTpoiepiB SDN mpu oTpuMaHHI JaHUX 3 KOMYTaTOpiB Mepexi, Ta JO03BOJIE 30alaHCyBaTH
HaBaHTaKCHHS Ha KOHTPOJIEPH Ta INPOBOJWTH OIEPATUBHUH II€PEpO3MOALT 3B’SI3KIB MDX KOHTPOJIEPAMH Ta KOMYTaTOPaMH..
Otpumani HacTynmHi pe3yabTaTH. PO3rIsHYTHI MiAXiZ A0 NMPOBEASHHS TPHUPIBHEBOI i€papXiuHOl KiIacTepH3allii MpUCTPOiB
ynpaBJiHHs i npuiiomMy/mepenaui nanux cucremu. PopmaiizoBani 38’13k Mixk KoHTposiepamu ta OpenFlow-komyTtaropamu mpu
peamizauii naHOT KiacTepHOi CTPYKTypH. IIpoBemeHi po3paxyHKH HABaHTQKCHHS Ha EJIEMEHTH YIpaBiiHHA. BHCHOBOK.
BukopucTaHHs 3alpONIOHOBAHOT MAaTeMaTHYHOT MO/IENi I03BOJIsIE 30a1aHCyBaTH HaBaHTXKEHHS MK KOHTPOJIEpaMH Ta OIEPaTHBHO
MIepepO3IOIUTITH HABAaHTAXKEHHS IIPH BiIMOBI SIKOTOCH 13 KOHTPOJIEPIB.

KinwuyoBi cioBa: TenekoMyHikaiiiiHa Mepexa, Mepeka 3B’13Ky, KOTpoJep, Jitatoua Mepexa, OpenFlow-komyTtarop,
cranpapt 5G, crannapt 5SG, SDN.
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