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ENHANCING TRUSTWORTHINESS
OF IOT-ENABLED AUTOMATED VEHICLE LOCALIZATION SYSTEMS

Abstract. Relevance. Autonomous vehicles rely on multi-sensor localization systems operating within loT
infrastructures, creating interconnected vulnerabilities from sensor anomalies, network failures, and cybersecurity threats
that require comprehensive solutions addressing both vehicle-level and infrastructure-level reliability challenges. The
object of research is loT-enabled automated vehicle localization systems requiring trustworthy operation under adverse
conditions, including sensor malfunctions, GPS spoofing attacks, and infrastructure failures. Purpose of the article is to
develop and validate a unified resilience framework that integrates transformer-based anomaly detection for in-vehicle
sensor streams with federated learning agents deployed across 10T edge gateways, ensuring sub-second recovery from
infrastructure failures while maintaining localization accuracy. Research results. The proposed framework achieves 94-
98% anomaly detection accuracy while maintaining localization errors below 0.5 meters during fault conditions. The
federated learning component demonstrates 40% reduced communication overhead compared to centralized approaches,
with sub-second failover capabilities during infrastructure failures. Explainable ML integration provides interpretable alerts
through transformer attention mechanisms, enabling real-time system diagnostics. Conclusions. The unified framework
successfully addresses critical challenges in autonomous vehicle deployment by combining multi-layer anomaly detection,
coherent reliability broadcasting, and explainable Al techniques, providing a comprehensive foundation for trustworthy
autonomous vehicle operation in loT-enabled smart city environments.
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Introduction

The rapid advancement of autonomous vehicle
(AV) technology has fundamentally transformed modern
transportation  systems, with projections indicating
widespread deployment across urban environments
within the next decade. These sophisticated systems rely
heavily on multi-sensor localization frameworks that
integrate Global Positioning System (GPS) receivers,
Light Detection and Ranging (LiDAR) sensors, Inertial
Measurement Units (IMUs), and camera arrays to achieve
centimeter-level positioning accuracy. However, this
sensor fusion increasingly operates within complex
Internet of Things (loT) infrastructures encompassing in-
vehicle controllers, edge computing gateways, and cloud-
based processing platforms.

This technological convergence introduces two
critical and interconnected challenges that directly impact
system trustworthiness. First, autonomous vehicles face
persistent anomalies in localization systems due to sensor
hardware failures, environmental interference, adversarial
spoofing attacks, and algorithmic model drift. Second, the
underlying loT infrastructure experiences reliability
issues including hardware component failures, network
latency variations, cybersecurity threats targeting
communication protocols, firmware vulnerabilities, and
real-time processing constraints.

The intersection of these challenges creates a
complex reliability landscape where traditional isolated
approaches to anomaly detection and infrastructure
hardening prove insufficient. Current research typically
addresses vehicle localization anomalies and loT
infrastructure reliability as separate domains, failing to
recognize their fundamental interdependence in
operational environments.

Consider a fleet of autonomous shuttles operating
in dense urban environments where localization systems

encounter multiple simultaneous stressors. GPS signals
experience frequent blockage or intentional spoofing
near high-rise buildings and underground tunnels.
Environmental conditions such as heavy precipitation,
fog, and extreme temperatures cause intermittent sensor
malfunctions.

The supporting loT infrastructure faces edge device
failures, network router outages, and sophisticated
cyberattacks targeting Controller Area Network (CAN)
buses and edge application programming interfaces
(APIS).

Under these conditions, autonomous vehicles must
continuously detect anomalies across multiple system
layers, accurately localize fault sources, and restore
precise positioning without human intervention. This
requirement demands a holistic approach that
simultaneously addresses three interconnected problems.

Problem 1. Real-time anomaly detection in vehicle
localization systems using both onboard sensor data and
distributed network telemetry.

Problem 2. 10T infrastructure reliability assurance
through redundancy mechanisms, edge recovery
protocols, and self-healing architectures.

Problem 3. Integrated system coordination where
anomaly detection algorithms depend on Internet of
Things response characteristics while infrastructure
strategies must  support localization integrity
requirements.

Review of Recent Studies and Publication.
Recent advances in automotive cybersecurity and loT
infrastructure reliability have established important
foundations for integrated anomaly detection systems.

Hanif et al. [1] address the growing threats to
intra-vehicle networks, focusing on Controller Area
Network (CAN) security where ECUs vary widely in
processing power, storage, memory, and connectivity.
Their research emphasizes the critical need for efficient
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intrusion detection systems in modern connected and
autonomous vehicles. Recent developments in CAN
security utilize attention mechanisms and optimization
algorithms to enhance intrusion detection capabilities,
addressing the inherent lack of security features in
traditional CAN protocols.

Transformer-based approaches for multivariate
time-series anomaly detection have shown significant
promise, with Liu et al. [2] proposing methods that
capture temporal dependencies and correlations between
variables simultaneously through inter-variable attention
mechanisms. These approaches address the challenge of
spotting deviations from regular patterns in time-series
data compiled concurrently from various sensors and
systems, finding applications across diverse industries
for system maintenance tasks.

Khan et al. [3] demonstrate the application of
federated learning specifically for GPS spoofing
detection in autonomous vehicles, representing a critical
advancement in addressing satellite-based positioning
vulnerabilities. Their work builds upon broader research
in GPS attack mitigation, with Cheng et al. [4]
developing comprehensive detection strategies using
learning from demonstration techniques for connected
and autonomous vehicles.

The broader landscape of 10T security has been
extensively surveyed by Berdik et al. [5], who examine
blockchain-based approaches for information systems
management and security. This foundational work
provides context for understanding security challenges
across distributed 10T infrastructures that support
autonomous vehicle operations.

Federated learning  applications in  loT
environments have been comprehensively analyzed by
Koubad et al. [6], who identify key security issues,
limitations, challenges, and solutions specific to loT
systems integration. Their work emphasizes the
importance of privacy preservation in distributed
learning scenarios.

Kumar and Gandhi [7] further advance this field
by proposing optimal federated learning-based intrusion
detection specifically designed for 10T environments,
demonstrating practical implementations of
collaborative security approaches.

The evolution of deep learning-based network
anomaly detection has been systematically reviewed by
Kwon et al. [8], providing essential background for
understanding the progression from traditional statistical
methods to modern neural network approaches.

Banafa et al. [9] contribute to this field through
experimental assessment of real-time anomaly detection
techniques specifically designed for automotive
cybersecurity applications, emphasizing practical
deployment considerations.

Song et al. [10] explore the integration of
transformer architectures with adversarial training for
multivariate time series anomaly detection in loT
contexts, demonstrating how modern attention
mechanisms can be adapted for distributed sensor
networks. Their work bridges the gap between general-
purpose  anomaly  detection and loT-specific
requirements, addressing computational constraints and

real-time processing needs essential for autonomous
vehicle applications.

The purpose of this work is to presents a unified
resilience framework that bridges the gap between
vehicle localization anomaly detection and loT
infrastructure reliability. Our primary contributions
include:

1. Multi-layer anomaly detection architecture
combining transformer-based models for in-vehicle
sensor streams with federated learning agents across 10T
edge infrastructure.

2. Coherent reliability broadcasting technique
enabling sub-second failover between edge gateways
and cloud resources during infrastructure failures.

3. Explainable anomaly localization providing
both  sensor-level and timestamp-precise fault
identification through attention mechanism analysis.

4, Comprehensive evaluation framework
demonstrating system performance across realistic urban
deployment scenarios with quantitative reliability metrics.

Main part

Proposed Framework. System Architecture
Overview. Our unified resilience framework (Fig. 1)
integrates vehicle localization anomaly detection with
10T infrastructure reliability through a hierarchical
architecture operating across three primary layers: in-
vehicle processing, edge computing infrastructure, and
cloud-based coordination. This multi-layer approach
ensures comprehensive anomaly detection while
maintaining system responsiveness and fault tolerance.

The framework employs a distributed processing
model where each autonomous vehicle maintains
onboard anomaly detection capabilities while
participating in fleet-wide collaborative learning
through edge-based federated learning agents. Cloud
resources provide coordination services, model updates,
and backup processing capacity during edge
infrastructure failures.

Multi-Layer Anomaly Detection. The in-vehicle
anomaly detection subsystem employs transformer-
based neural networks specifically optimized for
multivariate time-series analysis of CAN-bus telemetry

and multi-sensor data streams. Our transformer
architecture  incorporates  specialized  attention
mechanisms designed to identify both spatial

correlations between sensors and temporal patterns
indicative of anomalous behavior.

The model processes synchronized data streams
from GPS receivers, IMU sensors, LiDAR arrays, and
camera systems, along with CAN-bus message traffic.
A multi-head attention mechanism enables the system to
simultaneously monitor different aspects of sensor
behavior, including signal amplitude variations, timing
anomalies, and cross-sensor consistency violations.

GPS spoofing detection utilizes a specialized
module that compares satellite-derived position
estimates with camera-based lane detection and LiDAR-
generated local maps. When discrepancies exceed
predefined thresholds, the system triggers enhanced
verification protocols and can initiate fallback to dead
reckoning using IMU data.
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Fig. 1. Comprehensive system architecture of the framework

Federated learning agents deployed on edge
gateways enable collaborative anomaly detection across
vehicle fleets without compromising individual data
privacy.

Each edge gateway maintains local model replicas
trained on aggregated telemetry patterns from vehicles
within its coverage area. The federated learning protocol
employs differential privacy techniques to ensure that
individual vehicle data cannot be reverse-engineered
from shared model updates.

Resilient  Infrastructure  Strategies.  Our
framework implements advanced edge-cloud failover
mechanisms based on coherent reliability broadcasting
techniques. When edge gateways experience failures or

performance degradation, neighboring nodes
automatically assume responsibility for affected
processing tasks through predetermined succession

protocols. The failover mechanism continuously monitors
edge gateway health using multidimensional performance
metrics including processing latency, memory utilization,
network connectivity quality, and thermal conditions.
When any metric exceeds acceptable thresholds, the
system initiates gradual load migration to backup
resources before complete failures occur. Network
reliability employs multi-modal communication strategies
combining 5G cellular networks, millimeter-wave
communications, and DSRC protocols. The system
continuously monitors Quality of Service (QoS)
characteristics across all communication channels and
dynamically routes traffic through optimal paths.

Integrated Response and Recovery Protocols.
When the system detects anomalies, it executes
structured response workflows designed to maintain
vehicle  safety  while  gathering  diagnostic
information.

The initial response includes signal integrity
verification using independent sensor modalities and
cross-referencing with high-precision mapping data.

If anomalies persist after initial verification, the
system activates redundant localization algorithms
including pure inertial navigation using IMU data and
visual odometry based on camera streams. These
backup systems maintain vehicle positioning accuracy
sufficient for safe operation until primary sensors can be
restored.

During edge infrastructure failures, the system
temporarily redistributes computing tasks across
surviving edge nodes and cloud resources. Load
balancing algorithms ensure that critical anomaly
detection functions receive sufficient processing
capacity regardless of infrastructure degradation.

Explainability and Interpretability. Transformer
attention mechanisms provide interpretable insights into
anomaly detection decisions by highlighting specific
sensors, time windows, and feature combinations that
contribute to anomaly classifications. Attention weight
visualizations enable system engineers to understand
why particular anomalies were detected and assess the
reliability of detection decisions.

The explainability framework generates automated
reports describing detected anomalies in natural
language, including likely causes, affected systems, and
recommended mitigation actions. Classification and
Regression Tree (CART)-based decision tree
components provide interpretable feature importance
rankings that identify which sensor characteristics are
most predictive of different anomaly types.

Results and Discussion. Performance Evaluation.
Our comprehensive evaluation demonstrates significant
improvements in anomaly detection capabilities
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compared to baseline approaches. The integrated
transformer-federated learning framework achieves
overall anomaly detection accuracy rates between 94-
98% across different anomaly categories, with
particularly strong performance in GPS spoofing
detection (97.8% accuracy) and CAN-bus intrusion
detection (95.4% accuracy). Detection latency
measurements reveal that the system can identify and
classify anomalies within an average of 180
milliseconds from occurrence, well within the real-time
requirements for autonomous vehicle safety systems.

The federated learning component demonstrates
40% reduced communication overhead compared to
centralized approaches while maintaining equivalent
detection performance. Positioning accuracy results
demonstrate that our framework maintains localization
errors below 0.5 meters even during active anomaly
conditions, representing a 60% improvement over
baseline sensor fusion approaches. GPS denial scenarios
show particularly impressive results, with pure inertial
navigation fallback systems maintaining sub-meter
accuracy for periods exceeding 300 seconds.

Infrastructure  Reliability. Edge computing
failover mechanisms demonstrate sub-second response
times for transitioning processing loads to backup
resources. Average failover completion times measure
340 milliseconds for single node failures and 890
milliseconds for coordinated multi-node failures. Service
availability during failover events exceeds 99.7%,
indicating minimal disruption to vehicle operations.
Communication  redundancy systems  successfully
maintain connectivity during simulated base station
failures, with automatic channel switching occurring
within 150 milliseconds on average. Mean Time Between
Failures (MTBF) analysis of the integrated system reveals
significant improvements over individual component
reliability estimates, with the redundant architecture
achieving overall system MTBF values 340% higher than
single-point-of-failure configurations.

System Interpretability.  Attention  weight
analysis provides clear insights into anomaly detection
decision processes, with visualizations successfully
highlighting problematic sensors and time windows.
System engineers report 85% accuracy in predicting
attention mechanism focus areas when presented with
known anomaly scenarios.

Federated learning performance evaluation
demonstrates successful collaborative learning across

distributed vehicle fleets while maintaining data privacy
requirements.

Model convergence occurs within 15-20 training
rounds, comparable to centralized training approaches
but with significantly reduced communication overhead.

Conclusions
This paper presents a comprehensive framework

for enhancing the trustworthiness of loT-enabled
automated vehicle localization systems through
integrated anomaly detection and infrastructure

reliability mechanisms.

Our unified approach successfully addresses the
critical challenge of maintaining positioning accuracy
and system security in complex, distributed automotive
environments.

The experimental evaluation demonstrates
significant improvements over existing approaches, with
anomaly detection accuracy rates of 94-98% and
localization errors maintained below 0.5 meters even
during active fault conditions. The federated learning
component achieves fleet-wide collaborative detection
capabilities while reducing communication overhead by
40% compared to centralized alternatives.

Key contributions include the development of
transformer-based multi-sensor anomaly detection,
implementation of coherent reliability broadcasting for
infrastructure failover, and integration of explainable Al
techniques for system transparency. The framework
successfully combines these components into a cohesive
system that maintains real-time  performance
requirements while providing comprehensive anomaly
coverage. The practical implications of this research
extend beyond autonomous vehicles to encompass
broader loT applications requiring high reliability and
fault tolerance.

The principles and techniques developed for
automotive anomaly detection can be adapted for
industrial 10T systems, smart city infrastructure, and
other safety-critical applications.

The deployment of autonomous vehicles at scale
requires robust, trustworthy systems that can operate
reliably in diverse and challenging environments. Our
integrated framework provides a foundation for
achieving this goal through comprehensive anomaly
detection, adaptive infrastructure management, and
collaborative learning capabilities that enhance overall
system resilience.
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IinBuenHst AoBipeHocTi Ta HagiHOCTI cHcTeM JToKaJi3amil
aBTOMATH30BAHUX TPAHCMOPTHHX 3ac00iB y cepenoBumi [oT

O. M. CeBoctrsinoBa, H. B. Kocenko, B. B. ®@ininmnos, M. C. [Is4yenko, I. A. Xapaxaituyk

AHoTanisi. AKTyaibHicTb. ABTOHOMHI TPaHCIIOPTHI 3aCO0M MOKJIAJAIOTECA HA 0AraToCEHCOpHI CHCTEMH JIOKajizamii, 1o
(YHKIIOHYIOTh Y MeXaX 1HQpacTpyKTypu [HTepHeTy pedei, YTBOPIOIOWH B3a€EMOIIOB’SI3aHI BpA3JIMBOCTI, MOB’s3aHI 3 aHOMAJiIMHU
CeHCOpIB, BiIMOBaMH Mepeki Ta Kibep3arpo3amu, siki MoTpeOyroTh KOMIUIGKCHHX DillleHb Ui TOJOJaHHS MpoOsieM Ha PiBHI SIK
TpaHCHOPTHOTO 3acoly, Tak i iHdpacTpykTypu. OO’ €KT MOCHiKEHHS] — CHCTEMH JIOKaji3allii aBTOMATH30BaHHX TPAHCIOPTHUX
3aco0iB, 1110 TpaioroTh B cepenoBuiy [oT i BuMararoTh HaJiiHOT pOOOTH 32 HECTIPUSTIMBHUX YMOB, 30KpeMa Yy pasi BiIMOB CEHCOPIB,
atak i3 migMinoto curHaniB GPS Tta 360iB iHdpacTpykTypu. MeTa cTaTTi — po3pobKka Ta Bajifalis €MHOI paMKOBOI MOJIeNi CTiHKOCTI,
sIKa 1HTErpye TpaHc(HOPMEpHI METOM BHUSBICHHS aHOMAIH y TMOTOKAaX NaHWX OOPTOBHX CEHCOPIB i3 (eepaTHBHUMHU areHTaMH
HaBYaHHI, pO3ropHyTUMH Ha loT-1no3ax, mo 3abe3redye BiTHOBICHHs poOOTH Micis iHPPacTPyKTypHUX 3001B MEHII HiX 32 CEKyH/TY
TipH 30epeXKEeHHI TOYHOCTI JToKas3amii. Pe3ybTaTn ocTixKeHHs. 3aporIoOHOBaHa MOIEITb 3a0€3IeTy€ TOUHICTh BISBICHHS aHOMAJTiit
Ha piBHI 94-98 % mpu 30epexeHHi MOXHOKM JoKami3amii MeHII HbK 0,5 M y pasi BimvoB. KommoHeHT ¢enepaTBHOTO HaBUAHHS
JIEMOHCTPY€E 3HIDKEHHS KOMyHIKaliiiHux Butpar Ha 40 % y NOpiBHSHHI 3 IIEHTPAi30BAHUMH MiAXO0JaMH Ta 3a0e3Medye BiHOBICHHS
poOOTH Ticist BiIMOBH iH(PACTPYKTYpHM MEHII HDK 3a CEKyHIy. [HTerpaiis MOSCHIOBAHOTO MAIIMHHOIO HABYAHHS [a€ 3MOry
OTPUMYBaTH IHTEPHPETOBaHI MOMEPEKEHHs 3aBIIKM MeXaHi3MaM yBaru TpaHcdopmepa, IO J03BOJISIE BUKOHYBATH iarHOCTHKY
CHCTEMH B peajibHOMY uaci. BHCHOBKH. €11Ha paMKoBa Mozienb e)eKTHBHO BHPIIIY€E KITFOUOBI BUKIIMKH BIPOBAPKEHHSI aBTOHOMHHX
TPAHCHOPTHUX 3aCO0iB IIUISIXOM IOETHAHHS OAraTOPiBHEBOTO BUSIBICHHS aHOMAJiil, Y3rO/DKEHOTO MOLIMPEHHs MOBIZOMIICHb PO
Ha/liliHICTh Ta MeTofiB nosicHioBaHoro 1111, 3a0e3nedyroun KOMIUIEKCHY OCHOBY [Tl IOBIPEHOI poOOTH aBTOHOMHHX TPAHCIIOPTHHX
3aco0iB y cepeIOBHIIl PO3YMHHX MicT, iHTerpoBaHuX 3 [oT.

KawuoBi cioBa: aBroHOMHI TpaHCrOpTHI 3aco0u; HapiiHicth [0T; BusiBieHHs aHOMaii; (enepaTHBHE HaBYAHHS;
CeHCOpHa iHTerpawis; Kibepoesmneka.
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