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IMPROVING THE EFFICIENCY OF THE FIRE CODE FOR COMBATING SHORT
PULSE INTERFERENCE

Abstract. Relevance. In modern telecommunications networks, it is extremely important to effectively protect information
from short impulse noise, which can cause local packet errors. Such noise is particularly characteristic of environments with
high levels of electromagnetic noise (e.g., 10T, power cables, satellite communications). To counteract such types of failures,
it is advisable to use specialized codes, in particular the Fire code, which has a high ability to detect and correct sequential
bit errors of fixed length. Research object: the Fire code in data transmission systems with impulse interference. Purpose
of the article: to analyze the effectiveness and study the Fire code, optimize and improve the code's effectiveness using the
proposed methods of generating polynomial optimization, hybrid coding, adaptive coding, and parallel processing. Research
results. The article proposes and tests methods for improving the efficiency of the Fire code in conditions of impulse noise.
A comparison of the probability of correct decoding for different methods was carried out. A comparison of processing delay
and computational complexity was performed. The results of the analysis clearly demonstrate the advantages of the proposed
methods for optimizing the Fire code, confirming their effectiveness in increasing the probability of correct decoding and
reducing processing delay. The proposed methods were implemented in a prototype data transmission system. The results
showed a reduction in the probability of decoding errors to 35% compared to the baseline code. Conclusions. Analysis of
the Fire code confirmed its effectiveness in combating short impulse noise, but revealed limitations at high noise intensities
and high computational complexity. The proposed optimization methods significantly improved the code's performance. The
improved Fire code provides increased noise immunity in telecommunications networks, which allows it to be recommended
for use in networks with strict transmission quality requirements.
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Introduction

Statement of the scientific problem. One of the key
challenges in modern telecommunications systems is
ensuring reliable transmission of information in unstable
communication channels, especially in the presence of
short-term impulse noise. Unlike uniformly distributed
random errors, impulse noise tends to group errors into
series that can completely damage consecutive bits or even
entire data blocks [1, 2]. This characteristic of disturbances
makes it impossible to correct them effectively using
classical block or convolutional codes without a significant
increase in redundancy.

The problem is particularly acute in systems with
stringent requirements for latency, power consumption,
and computational complexity, such as unmanned
platforms, sensor networks, military telecommunications
complexes, and critical infrastructure systems [3]. In such
cases, excessive complication of data protection measures
is unacceptable, and the use of codes with high redundancy
contradicts the requirements for speed and throughput.

The Fire code, which belongs to the class of
combined codes with the ability to effectively correct
serial errors, offers promising opportunities for use in
conditions of impulse noise. Its structure combines the
properties of convolutional codes and cyclic redundancy
check (CRC), allowing a compromise between
implementation complexity and error correction efficiency
[4, 5]. However, the classic parameters of the Fire code are
not always optimal in conditions of short intense pulses
characteristic of practical telecommunication channels [6].

The lack of adaptation of the code structure to the
statistical characteristics of the channel, as well as the use
of rigid decoding methods without taking into account
the probabilistic nature of errors, limits the effectiveness
of the Fier code. Thus, there is a need to develop methods

for modifying the parameters of this code in order to
increase its noise immunity while maintaining moderate
computational complexity.

The relevance of solving this problem is determined
by the need to improve the reliability of data transmission
in real radio channel conditions containing short impulse
noise, while simultaneously complying with the
requirements for resource-efficient processing. The
proposed improvement of the Fier code aims to
implement structural and algorithmic changes aimed at
improving coding efficiency without significantly
complicating hardware or software implementation.

Analysis of recent studies and publications. The
problem of protecting information from interference in
telecommunications systems for various purposes has
been actively researched over the past decades. Particular
attention is paid to effective error correction methods that
can ensure reliable data transmission in conditions of
limited computing and energy resources. In classic works
devoted to coding theory, such as [5-7], the basic
principles of constructing block and convolutional codes,
their characteristics, and efficiency criteria are
formulated. At the same time, most of them are focused
on random (independent) errors and do not always work
adequately in conditions of short pulse interference.

In [2, 8], modifications of correction codes for
memory channels were investigated, in particular for
Gilbert—Elliott models, which describe channels with
impulse noise well. However, the implementation of
most of these methods is associated with the
complication of decoding algorithms, which makes it
impossible to use them in real-time systems or devices
with limited resources.

Of particular interest are combined codes, in
particular the Fire code proposed in [4]. It is an example
of a cyclic code with the ability to effectively correct
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serial errors by combining CRC control with linear
recurrent connections. Classic publications such as [5],
[6] describe the structure and mathematical apparatus for
constructing the Fire code. Its application has been
considered mainly in magnetic recording systems, but in
recent years there has been growing interest in the use of
this code in telecommunications, particularly in
conditions of short pulse interference.

Works [3, 9] provide an overview of lightweight
codes adapted for devices with limited resources (sensor
networks, 10T, etc.), but most of them do not provide
sufficient resistance to serial interference. At the same
time, [9] investigates the effectiveness of using the Fire
code in combination with soft decoding methods, which
allows partially compensating for the effect of
interference without significantly increasing complexity.

In the context of Ukrainian scientific research, it is
worth noting the works [10, 11], which consider
approaches to constructing combined and compound
codes to improve the noise immunity of
telecommunications systems. Separately, [12] analyzes
the effectiveness of structural modifications of
convolutional codes under the influence of clustered
impulse noise.

However, there are currently no comprehensive
studies that systematically consider the adaptation of the
Fire code structure to the statistical characteristics of
short impulse noise using methods for restructuring its
parameters and improving decoding algorithms. This
article aims to fill this gap.

The purpose of this work is to improve the
efficiency of using the Fire code in telecommunication
systems operating under conditions of short-term
impulse interference. The main focus is on developing
approaches to adaptive modification of the code structure
and improving decoding algorithms in order to improve
noise immunity, maintain low redundancy, and ensure a
moderate level of computational complexity.

Presentation of the main material and
substantiation of the obtained research results

The Fire code is a type of block code with a cyclic
structure designed for the efficient detection and
correction of fixed-length packet (sequential) errors. The

no more than b. Its construction is based on the product
of two polynomials [13]:

g0 = (=" +1) p(x), 1)
where x? + 1 - a binomial that allows detecting and
correcting group errors of length up to b, p(x) - an
irreducible polynomial, usually of degree 1 or 2, to
ensure the check distance.

The cyclic nature of the code allows encoding and
decoding to be implemented based on shift registers,
which significantly reduces hardware complexity.

Let us consider the correction properties and
parameters. The main characteristics of the Fire code are:

- code word length: n=2m-1;

- number of information bits: k=n —r, where r is
the degree of the generating polynomial;

- ability to correct a single packet of errors with a
length of no more than b;

- minimum distance d,,,;;, = b + 1.

The Fire code is capable of detecting up to
dnin — 1 arbitrary errors (not necessarily consecutive)
and correcting one packet up to b in length, or
simultaneously detecting one packet of errors and one
single error under certain conditions.

The Fire code is capable of detecting not only single
errors, but also multiple errors. Although the Fire code
guarantees the correction of only one packet of length <
b, it can also detect a larger number of errors, in particular
two or more errors if they are separated (not part of the
same packet), as well as combinations of single and
packet errors if their total length does not exceed the
detection limit. This is ensured because the polynomial
x? + 1 is not a divisor of any arbitrary error packet of
length < b, which makes the syndrome unknown. Thus,
the interfering effect is detected but not corrected.

Due to the cyclic nature of the Fire code [4], it is
capable of detecting and correcting errors regardless of
their location in the code word. Cyclic shifting does not
change the code structure, and the generating polynomial
remains invariant to the packet position.

Let's compare the Fire code with classical codes.
The results of the comparison are shown in Table 1.

For example, let's take b = 4 and p(x)= x+1, then the
generating polynomial will look like this:

code is optimized for correcting packet errors of length g =x*+DE+1) =x5+x+1. 2
Table 1 - Comparison with classic codes
Characteristics Fire code BCH code CRC

Correction object 1 packet of length < b

t arbitrary bit errors Error detection only

Minimum distance >b+1 =>2t+1 Depends on the polynomial
Redundancy Depends on b Depends on t, m Usually 16-32 bits
Implementation complexity Low Medium Very low
Adaptability to packet interference High Low / limited Low

Tonui r=5, i mpu n=15 otpumyemo k=10, T00TO KOA
(15, 10, dypin = 5).

Based on the result obtained, the code corrects 1
error packet up to 4 bits long. Let us analyze the code

parameters depending on the length of the correction
packet b.

The results of the analysis are presented in
Table 2.
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Table 2 - Fire code parameters depending on packet length

Maximum Redun-
packet Generating polynomial, g(x) d
ancy, r
length, b
2 E+DE+1D)=x*+x+1 3
3 E+DE+1D)=x*+x+1 4
4 E*+DE+D=x>+x+1 5
5 E+DE+1D)=x0+x+1 6
6 +DE+1)=x"+x+1 7

Let's plot a graph of redundancy r versus packet
length b, as shown in Fig. 1. The graph shows that
redundancy increases linearly with the maximum length
of the correction packet. This allows you to flexibly
configure the Fire code for specific channel
characteristics, ensuring effective correction at minimal
cost.

Redundancy r = deg (g(x))

2 3 4 5 6 7
Max. packet length b

Fig. 1. Dependence of redundancy r
on the length of the correction packet b

The effectiveness of the Fire code was investigated
by modeling under transmission channel conditions
subject to short impulse noise typical for industrial and
military telecommunications environments [2], [8].
Impulse noise in the model was set as a series of
consecutive errors lasting from 5 to 10 bits with a
frequency of 10 to 1072 per bit.

Main analysis metrics:

- probability of correct decoding (Pcorrect): the ratio
of correctly decoded words to the total number;

- computational complexity: the number of
operations for encoding and decoding;

- redundancy: the ratio (n — k)/n;

- processing delay: the time required for encoding
and decoding.

The simulation results showed that for a code with
n=31, k=21:

- at an error rate of 10 and an interference duration
Of Up tO 5 bItS, Pcorrect = 98,7%,

- at an interference duration of 10 bits or an error
rate of 102, the probability decreases to 92,3%;

- the computational complexity of decoding using
the Berelkamp-Messy algorithm [5] is O(n?), which may
be a limitation for real-time systems;

- the redundancy of the code is =~ 32,3%,

which is acceptable for many applications, but can be
reduced to improve efficiency.

Limitations of the Fire code include reduced
efficiency at high interference intensities and significant
computational complexity for large n.

To improve the effectiveness of the Fire code in
conditions of impulse noise, the following methods were
tested:

1. Optimization of the generating polynomial.
Selecting a polynomial g(x) with better correlation
properties allows increasing the code distance and
reducing the probability of false decoding.

For example, the polynomial
9(X)=x10+x9+x8+x6+x5+x4+1 increased Pcorrect bY 1,2%
(to 99,9% at an error rate of 1079).

2. Hybrid coding. The combination of Fire code
and Reed-Solomon code provides additional protection
against single and packet errors. In the hybrid scheme,
the Fire code corrects packet errors, and the Reed-
Solomon code corrects single errors. Simulation showed
an increase in Pcorrect to 99,4% with interference lasting
up to 10 bits.

3. Adaptive coding. An algorithm that adapts to
interference characteristics (duration, frequency) reduces
computational complexity by 15-20% through dynamic
selection of decoding strategies.

For example, when interference intensity is low, the
algorithm uses simplified decoding, reducing the number
of operations.

4. Parallel processing. Implementing the decoder
on the GPU (using CUDA) reduced the decoding time by
35% for code with n=3. This is especially important for
real-time systems such as telecommunications or IoT.

The results of the analysis and comparison are
shown in Tables 3 and 4. Graphs (Fig. 2 and 3) were
constructed based on the analysis and optimization of the
Fire code according to the results obtained in the previous
analysis, namely the probability of correct decoding
Pcorrect, COmputational complexity, and processing delay
for different optimization methods.

(32-31)

Table 3 — Comparison of the probability of correct
decoding Pcorrect for different methods

Method a0y | e 109
Basic Fire code 98,7% 92,3%
Optimized polynomial 99,9% 93,5%
Hybrid coding 99,4% 94,2%
Adaptive coding 99,2% 93,8%
Commton el o | 909 | e
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Fig. 2. Probability of correct decoding

Table 4 — Comparison of processing delay and
computational complexity

Proces- | Delay
sing reduc-
delay, ms| tion, %

Computational
complexity
(operations)

Method

0(n2) (~ 961

Basic Fire code 10,00 0%

forn =31)
Adaptive coding 8,2 18% ~788
Parallel processing on 961 (reduction in
(GPU) 6.5 35% execution time)
Combination 6.0 40% ~788

(adaptive + parallel)

Comparison of Processing Delay and Computational Complexity

euonENdwos

Processing Delay (ms)
@

(suoiesed0) Axe1dwon |

7o
‘Combination

Basic Fire code

Adaptive coding Parallel processing (GPU)

Method

@ Processing Delay (ms) @ Computational Complexity (cperations)

Fig. 3. Comparison of processing delay
and computational complexity

These tables and figures clearly demonstrate the
advantages of the proposed Fire code optimization
methods, confirming their effectiveness in increasing the
probability of correct decoding and reducing processing
delays. The proposed methods were implemented in a
prototype data transmission system. Testing was
conducted under conditions of impulse noise lasting 5-10
bits and with a frequency of 103102,

The optimization showed these results:

- the chance of correct decoding went up to 99,5%
with the hybrid scheme and optimized polynomial,

- processing delay dropped by 30% thanks to
parallel processing;

- computational complexity went down by 18%
with adaptive decoding;

- redundancy remained at 32,3%, but the hybrid
scheme allowed for more efficient use of redundant bits.

Conclusions and prospects for further research

The study is devoted to the analysis and optimization
of the Fire code as an effective tool for ensuring noise
immunity in telecommunication systems operating under
conditions of short-term impulse noise. The results
confirm that the basic Fire code, thanks to its cyclic
structure and ability to correct fixed-length packet errors,
is a powerful means of counteracting group errors that
occur in environments with high levels of electromagnetic
noise, such as loT networks, satellite communications,
power cables, or unmanned platforms. However, the
analysis revealed key limitations of the classic version of
the code: reduced efficiency at high interference intensities
(for example, at an error rate of 1072, the probability of
correct decoding is only 92,3%); high computational
complexity (O(n?) operations), and significant processing
delay (up to 10 ms), which makes it less suitable for real-
time systems with limited resources. To overcome these
limitations, a set of optimization methods has been
proposed that combines structural, algorithmic, and
hardware improvements.

The results of the comparative analysis presented in
Tables 3 and 4 demonstrate that the combined approach
(optimized polynomial + hybrid coding) provides the
highest efficiency: Pcorrect reaches 99,5% at 107 and
94,5% at 1072, and the overall reduction in the probability
of decoding error is up to 35% compared to the baseline
variant. The graphs in Figures 2 and 3 illustrate the trend
toward increased noise immunity and reduced latency,
confirming the practical value of the proposed methods.
These improvements were implemented in a prototype
data transmission system, where testing under 5-10-bit
impulse noise conditions confirmed the stability and
scalability of the solutions.

In practical terms, the improved Fire code is
recommended for implementation in networks with strict
transmission quality requirements, such as military
telecommunications complexes, critical infrastructure,
and sensor networks. It reduces the number of
retransmissions, optimizes power consumption, and
provides a compromise between noise immunity and
resources, which is critical for modern systems. The
corrective properties of the code make it ideal for
memory channels where impulse noise dominates over
random errors.
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Prospects for further research include the
integration of artificial intelligence for even more
accurate real-time adaptation of code parameters,
performance analysis in combination with quantum
computing, and experimental testing in real 5G/6G

networks. Overall, the proposed methods not only
improve the performance of the Fire code, but also pave
the way for the creation of flexible, resource-efficient
data protection systems in future telecommunications
technologies.
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HinBumenns epextuBHocTi kKoay Paiipa 1is1 60pOTHOU 3 KOPOTKUMM iMITYJILCHUMH 3aBaaMH
0. B. Lledep, O. 1. €BnoyeHko

AHoTalisi. AKTyaJbHicTb. Y CyJacHHX TEJCKOMYHIKAlifHUX MepeXax HaJ3BUYAHO BAXKIUBHM € ¢(DEeKTHBHHHN 3aXHCT
iH(opMaIIii BiZf KOPOTKUX IMITyJIbCHHUX 3aBaJl, sIKi MOXKYTh CIIPHYMHHUTH JIOKAIBHI MAKEeTHI MOMIUIKA. OCcOOIMBO XapaKTepHIMH TaKi
3aBaJii € JUIS CEPEIIOBHIIL 3 BUCOKUM PIiBHEM €JIEKTPOMArHITHOro Irymy (Hampuknaj, 10T, cuinosi kaberi, CylyTHUKOBHIT 3B’S30K).
J1st npoTuaii moaiOHUM THaMm 3601B IOLIIEHO 3aCTOCOBYBATH CIIellialli3oBaHi Koau, 30kpema kox Daiipa, skuii Mae BUCOKY 37aTHICTb
JI0 BUSIBJICHHS Ta BUITPABIICHHS OCTIJOBHHUX OITOBHX MOMIIIOK (pikcoBaHoi noBxkuHu. O6’€KT Hocaimkenns: kox Daiipa B cucremax
nepenayi AaHMX NpH IMIOyJIbCHUX 3aBazax. Mera craTTi: mpoBeneHHs aHamizy edekTuBHOCTI 1 jgociimkeHHs koxy Daiipa,
OTITHMI3aIlisl 1 MiABUIICHHS €EKTHBHOCTI KOy 3a JOMOMOTO0 3alpOITOHOBAHUX METO/IB ONTUMI3allil MOPOHKYOYOro TOJIIHOMA,
riOpUIHOTO KOJyBaHHSI, alallTHBHOTO KOJAYBaHHsI 1 HMapaieibHol 00poOku. Pe3yabTaTn HocaiTxKeHHs. Y CTaTTi 3alpOMOHOBaHI i
MPOTECTOBAaHI METONM s MiABHINEHHS edekTuBHOCTI komy Pajfipa B yMOBaxX IMIyJbCHHX 3aBaj. [IpOBEACHO MOpPIBHSAHHS
HWMOBIPHOCTI MPaBIJIBHOTO JIEKOMYBaHHS Ul Pi3HUX MeToAiB. [IpoBeneHO MOpIBHSIHHS 3aTPUMKH OOPOOKH Ta OOYHCITIOBAIBHOL
CKIIaJHOCTI. Pe3ynbraTd aHalli3y HAaOYHO JEMOHCTPYIOTh IIepeBard 3alpONOHOBAaHHMX METONIB onTuMisamii kony aiipa,
MATBEPUKYIOYH iXHIO e()EeKTHBHICTh Yy MiIBHICHHI WMOBIPHOCTI MPABHJIBHOTO JEKOAYBAaHHS Ta 3MEHILICHHI 3aTPUMKH OOPOOKH.
3anponoHoBaHi METOAN OYyJI0 peati3oBaHO B MPOTOTHMITI CHCTEMH IMepenadi JaHux. Pe3ynabTaTd MoKasalnd 3HMKEHHS HMOBIPHOCTI
HNOMUJIKM JIeKOIyBaHHs 10 35% mopiBHAHO 3 0a30BMM BapiaHTOM Koay. BucHoBKM. Anani3 kony Qaiipa minTBepauB iforo
e(eKTHUBHICTh Y 60POTHOI 3 KOPOTKHMH IMITYJIbCHUMH 3aBaJIaMH, ajie BUSBHB OOMEKESHHs PH BUCOKi IHTEHCUBHOCTI 3aBaJl 1 BEJHKIi
00UHCITIOBANIBHI CKJIaIHOCTI. 3apONOHOBaHI METOIM ONTHMI3aLlil 3HAYHO MiIBHUILNIA IPOLYKTUBHICTh KOIY. Y IOCKOHATICHUH KO/
Qaiipa 3a0e3nedye MiJBHIICHY 3aBaJOCTIHKICTh y TEIEKOMYHIKAIHHUX Mepexkax, IO 03BOJSE PEKOMEHIyBaTH HOTo JJis
BHKOPHCTAHHS B MEPEXax 3 )KOPCTKMMHU BUMOTaMH JI0 SIKOCTI Hepe/adi.

KawuoBi cmoBa: xox daiipa; 3aBajocTiiikicTh; KOPEKLiiiHI BIaCTHBOCTI; HaJIMIIKOBICT, 3aTpHUMKa OOPOOKH;
00YHUCITIOBAJIbHA CKIIAJHICTh.
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