Control, Navigation and Communication Systems. 2025. No. 3

ISSN 2073-7394

UDC 004. 056.55:004.312.2

V. Rossikhin, Y. Tarapata, O. lashchenko

doi: 10.26906/SUNZ.2025.3.208-212

Kharkiv National University of Radio Electronics, Kharkiv, Ukraine

METHODS OF DATA PROCESSING AND ANALYSIS IN A CORPORATE NETWORK

Abstract. Relevance. The relevance of studying methods of data processing and analysis in corporate networks is
driven by the rapid development of information technologies, the growing volume of corporate data, and the need for
prompt and accurate analysis to support effective decision-making. The importance of such methods is also linked to the
challenges of ensuring cybersecurity in corporate networks, particularly the protection of information at all stages of its
processing and transmission. The quality of the technologies and methods applied to data handling affects a company’s
performance, competitiveness, and ability to adapt to rapidly changing market conditions. Therefore, systematizing
knowledge about the most effective methods of working with corporate data remains a relevant task for both modern
science and practical applications. The object of research is data processing processes within corporate networks,
including the collection, transmission, storage, filtering, analysis, and protection of information circulating within the
information and communication infrastructure of a modern enterprise. These processes are considered in the context of
their impact on the efficiency of the corporate information system, data security, support for managerial decision-making,
and integration with analytical and cloud platforms. Purpose of the article is to investigate the main stages and methods of
data processing and analysis in the corporate environment, including data collection, preprocessing, storage, analytical
evaluation, and information security, as well as to analyze modern tools and platforms that ensure efficient and secure data
handling at the scale of a large organization. Research results. During the study, a comprehensive analysis of the stages
and methods of data processing in the corporate environment was conducted. A systemic model of the corporate data
lifecycle was established, covering all key stages — collection, preprocessing, storage, analytics, and protection. Each of
these stages requires the application of a specific class of technologies and presents its own implementation challenges.
Tools for data collection and preprocessing were classified, with ETL processes, logging, aggregation technologies,
sampling, and normalization playing an important role in ensuring data cleanliness and suitability for further analysis.
Modern data storage platforms were analyzed, including cloud-based (Azure, AWS, GCP) and on-premises solutions. The
effectiveness of using OLAP and machine learning in analytical processing was evaluated. The role of information security
in corporate networks was addressed. The necessity of implementing cryptographic protection, access control, as well as
anonymization and masking mechanisms was demonstrated as a response to the risks of data loss or compromise.
Conclusions. Modern methods of data processing in corporate networks have been examined, covering the stages of data
collection, preprocessing, storage, analytics, and information security. It has been established that effective data
management is achievable only through a comprehensive approach that combines technical tools, software platforms, and
security policies. Particular attention was given to the use of cloud technologies, ETL tools, OLAP analytics, and machine
learning algorithms. The importance of cryptographic protection, anonymization, and access control was emphasized. The
obtained results can be applied to improve the efficiency of enterprise information systems and to implement analytical
solutions in business practice.

Keywords: corporate network, data processing, ETL, cloud technologies, data storage, OLAP, machine learning,
information security, anonymization, cryptography, analytics, Big Data.

for further analysis. Methods such as normalization,
aggregation, filtering, and compression enable the
adaptation of data streams to the requirements of

Introduction
In the current context of business digital

transformation, corporate networks have become a key
environment for the generation, transmission, storage, and
processing of information. They serve not only as a
communication tool between individual departments of an
organization, but also as a foundation for building
integrated information systems that support business
process automation, decision-making, and increased
competitiveness. The constant growth in the volume of
data circulating within corporate networks generates the
need for efficient, scalable, and secure methods of data
processing. Modern corporate networks are characterized
by complex architectures, heterogeneity of data sources,
and the necessity to handle various types of data — from
numerical tables and logs to unstructured text, images, and
streaming sensor data. In such conditions, effective
information flow management requires the implementation
of specialized technologies at every stage of the data
lifecycle: from collection and preliminary cleaning to
analytical processing, visualization, and protection.

A critical component of this process is data
preprocessing, which ensures the quality of information

computing platforms. Additionally, at the data storage
stage, the choice of appropriate infrastructure (on-
premises, cloud, or hybrid) and the assurance of data
availability and integrity are of fundamental importance.

Analytical processing tools play a crucial role in
corporate information systems, including OLAP models
[1], Data Mining technologies [2], and modern machine
learning methods [3], which not only analyze large
volumes of data but also identify patterns, generate
forecasts, and support well-founded managerial decisions.
Therefore, considerable attention is also given to
platforms that support such processes, as well as to cloud-
based analytics tools.

Equally important is the issue of data processing
security — encryption, masking, anonymization, and
access control has become integral components of
corporate system architecture, as data loss or compromise
may have critical consequences for an organization.

Thus, the article examines key approaches to data
processing in corporate networks, systematizes the
methods and tools used at all stages of the information
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lifecycle, and explores ways to improve the efficiency
and security of working with corporate data in large-scale
information environments.

Analysis of Recent Research and Publications.
Recent research highlights that effective data processing
within corporate networks is critically important for
modern organizations. Real-time data processing, the use
of cloud technologies, process optimization, and the
provision of reliable network communication are key
aspects in achieving competitive advantages. At the same
time, the implementation of these technologies is
accompanied by challenges such as data security, the
integration of heterogeneous sources, and resource
management, which require further study and the
development of effective strategies. Article [4] explores
the impact of real-time data processing on the timeliness
of business decision-making. It examines technologies
such as Apache Kafka, Apache Flink, Google Cloud
Dataflow, and Spark Streaming, which enable companies
to respond quickly to market changes, optimize
operations, and improve customer service. The study also
analyzes implementation challenges, including data
integration, scalability, data quality, and security. Article
[5] focuses on factors affecting data processing
efficiency, such as volume, variety, velocity, and
veracity. It examines optimization techniques, including
hardware improvements, software innovations, and
architectural approaches such as distributed computing
and cloud solutions. Special attention is given to the
processing of unstructured data, integration of
heterogeneous sources, and the assurance of energy
efficiency and data confidentiality. Article [6] analyzes
the use of cloud technologies for processing large
volumes of industrial data. It discusses the advantages of
cloud platforms in ensuring efficiency, security, and cost-
effectiveness of data processing, as well as challenges
related to data security, confidentiality protection,
performance, and scalability. The study also considers the
potential for integrating artificial intelligence and
machine learning in this domain. Article [7] addresses the
impact of modern technologies such as hyper automation,
process mining, and predictive monitoring on business
process management. It emphasizes the importance of
integrating data from various sources to optimize
processes and support well-informed decision-making.
Article [8] presents a method for predictive resource
allocation in networks supported by Multi-Access Edge
Computing, aimed at ensuring the required quality of
service. The study highlights the importance of effective
resource management to guarantee reliable data
processing in corporate networks.

The purpose of this work is to investigate data
processing methods in corporate networks, with a focus on
technological solutions that ensure efficient data collection,
preprocessing, storage, analysis, and protection.

Main part

In the current conditions of global digitalization, the
corporate network serves not only as a channel for
information transmission, but also as a full-fledged
information and communication environment forming the
foundation of an organization’s internal and external

interactions. Corporate networks are the primary
environment for collecting, routing, storing, and
processing critical information related to production
processes, financial activities, customer bases, marketing
strategies, and more.

Corporate networks are typically built on a multi-
level architecture that includes local, wide area, and
virtual private networks. The main goal of such a
structure is to provide stable access to information
resources regardless of the user’s physical location. The
architecture of a corporate network may be centralized
(with a single data center) or distributed (with multiple
computing nodes). The data circulating within corporate
networks is highly diverse in both structure and origin. It
can be broadly categorized as structured, unstructured, or
semi-structured. In addition, data may be historical,
operational or streaming, which requires different
processing approaches depending on the context of use.

Information flows in corporate networks are divided
into internal (between departments, servers, internal
users) and external (interactions with clients, suppliers,
cloud services). Each type of flow has specific
requirements in terms of transmission latency, reliability
and fault tolerance, scalability, and security. Processing
such flows requires the use of complex routing protocols,
traffic monitoring tools, intelligent load balancing
systems, and the application of access control and
encryption policies. Given the growing number of
devices and services, corporate networks are increasingly
integrating cloud solutions, edge computing, and Internet
of Things (loT) components [9], which expand the
possibilities for data collection and processing directly at
the network edge. The initial stage of corporate data
processing is crucial for subsequent analytics, as it is at
this stage that the raw data sets are formed, determining
the quality of analytical insights, the accuracy of
forecasts, and the effectiveness of decision-making. Data
collection and preprocessing approaches include a range
of technical and logical processes aimed at transforming
unstructured or raw data streams into structured, clean,
and analysis-ready formats.

In a corporate environment, data may originate from
a wide variety of sources: software systems, internal
registers, event logs, API requests, 10T device sensors,
network traffic, or external information systems. To
integrate such heterogeneous streams, the following
technologies are used: event and transaction logging,
ETL processes, integration platforms, and streaming
technologies. Data collection must meet criteria for
reliability, accuracy, and completeness, while also
accounting for the format and semantics of the source.

After the collection stage, the data often contain
duplicates, missing values, logical inconsistencies, or
input errors. Preprocessing involves data cleaning,
normalization, standardization, type conversion, and
filtering. These procedures are implemented using SQL
queries, data processing languages, and specialized
environments such as KNIME, RapidMiner, and SAS.

To ensure the scalability of corporate data storage
and reduce storage costs, a variety of methods are widely
used: compression algorithms to minimize the volume of
stored data without losing integrity; aggregation for
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analytical purposes; sampling to reduce computational
load; and window aggregation for analyzing metric
changes over time intervals. Compression and
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Fig. 1. Methods of Data Processing and Analysis in Corporate Networks

Data storage is one of the key stages in the
information lifecycle within corporate networks. It is in
storage systems where data is accumulated, organized, and
structured for subsequent access, analysis, and use in
business processes. In the context of modern companies,
data storage encompasses not only the physical placement
of information on servers but also concepts of logical
organization, dynamic scalability, availability, and security.
There are two primary approaches to database architecture
in corporate environments: centralized and distributed.
Centralized databases involve storing all data in a single
data center or server repository. This simplifies
administration and backup, but it scales poorly and is
vulnerable to hardware failures. Distributed databases
allow information to be stored across multiple nodes within
the corporate network. They provide high fault tolerance,
load balancing, and fast access to information in
geographically distributed offices, but require more
complex mechanisms for consistency (consensus) and
replication. The choice between these models depends on
data volume, access time requirements, risk levels, and
existing IT infrastructure. Cloud storage has become an
integral part of corporate infrastructure due to its high
flexibility, scalability, and reduced hardware costs.
Leading platforms offer automatic scaling based on data
volume, high availability, integration with analytical and
machine learning services, and support for access policies,
encryption, version control, and logging. Hybrid models
allow companies to store confidential or critical data
locally, while hosting less sensitive information in the
cloud —optimizing costs while maintaining control over
data. Corporate systems increasingly operate with Big Data
arrays. Traditional database management systems are
insufficient for their efficient storage and processing,
prompting the use of file systems for distributed
environments, NoSQL solutions, and unified repositories
for structured and unstructured data with flexible
processing capabilities. A distinctive feature of Big Data
storage is support for parallel processing, decentralized
access management, protection against data loss through
replication, and fast horizontal scalability. Once corporate
data is collected, preprocessed, and stored, the next key

stage is analytical processing, which involves identifying
patterns, building decision-making models, and supporting
strategic planning. In the modern corporate environment,
analytics goes far beyond traditional reporting. It has
evolved into a comprehensive data intelligence system
combining classical statistical methods with machine
learning and artificial intelligence algorithms.

Online Analytical Processing (OLAP) enables
interactive exploration of large volumes of data across
multiple dimensions. Its main advantages include quick
access to aggregated indicators, category-based analytics,
and operations that allow users to drill down or roll up
information. OLAP systems are widely used in
management accounting, financial planning, and marketing
analysis. They require preprocessed, structured data and
typically support regular reporting. For more complex
analytical tasks, machine learning and artificial intelligence
algorithms are increasingly applied. These techniques
model non-linear dependencies, handle unstructured data,
enable predictive analytics, and even support automated
decision-making. Typical use cases for machine learning in
corporate environments include demand forecasting and
supply chain optimization; risk assessment in banking and
insurance; personalization of marketing campaigns;
sentiment analysis based on customer reviews or social
media; automatic  document  classification;  and
recommendation systems. In corporate settings, effective
data processing requires not only appropriate methods but
also powerful tools that can scale, integrate with various
sources, automate processes, and ensure the reliability of
results. Depending on their objectives, companies use both
universal platforms and specialized solutions for ETL,
analytics, storage, or visualization. ETL is a core
mechanism for preparing data for analysis. Its main
function is to extract data from various sources, transform
it into the appropriate format, and load it into a data
warehouse. Among the most popular ETL tools are
Apache NiFi, Talend, Microsoft SQL Server Integration
Services, Pentaho Data Integration, and Airflow. These
tools automate data collection and transformation, reduce
the workload on IT departments, and ensure data
consistency across storage systems.
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Analytical platforms enable the creation of dynamic
reports, dashboards, visualizations, and automated
analytical models. ERP and CRM platforms also include
built-in analytical functions, allowing the integration of
planning, accounting, customer interaction, and analytics
processes within a unified environment.

Table 1 presents the key capabilities of three cloud

platforms: Microsoft Azure, AWS, and Google Cloud.

Table 1 — Comparative Analysis of Models

_ Microsoft Amazon Web | Google Cloud
Characteristic Azure Services Platform
Azure - .
) Synapse, Data Redshift, BigQuery,
Core Services Factory. ML Glue, Dataflow,
Stl%i o SageMaker Vertex Al)
Integration Powerful Vertex Al,
Big Data with Power toolset for AutoML
Analytics Bl, support Data Tables,
Data Lake Lakehouse TensorFlow
Platform SageMaker Vertex Al,
Machine AutoML, SageMaker AutoML
Learning Azure ML with advanced Tables,
Designer customization TensorFlow
Prﬁg;ZTan;Lng Python, R, Python, Scala, | Python, SQL,
Support SQL, .NET Java, SQL TensorFlow
Azure Active IdeAn(t‘:lthsznd
. Directory, 1AM, KMS,
Security Encryption, DLP MgnageLment,
RBAC ata Loss
Prevention

Each of the platforms has its own specialization:
Azure offers close integration with office products, AWS
provides flexibility and scalability, and GCP is optimized
for analytics and artificial intelligence.

It is also important to mention the issue of ensuring
data security in corporate networks, as the constant
growth in the volume of information circulating within
corporate systems makes information security a matter of
primary importance. Data is a strategic asset of an
enterprise, and its loss, modification, or unauthorized
access can lead to significant financial, reputational, and
legal consequences. Therefore, at all stages of the data
lifecycle — from collection to archiving — reliable
protection measures must be implemented in accordance
with the internal policies of the organization and
international standards. A comprehensive approach to
security requires implementing protection at every stage
of data processing: at the collection stage, this includes
the use of secure transmission protocols, authentication of
data sources, and client-side encryption; at the processing
stage, this involves isolation of processing environments,
access control to computing resources, and logging of
data operations; at the storage stage, encryption at the
disk level, access control to file systems, backup, and data
retention policies are applied.

The integration of cryptographic mechanisms into
software and network protocols allows information to be
protected even in the event of physical access to storage
media or traffic interception. In addition to encryption,
methods for restricting access to personal or confidential
information are increasingly applied, including data
masking, anonymization,  pseudonymization, and
differential privacy. These methods make it possible to
comply with legislation on the protection of personal data
while maintaining the analytical value of the data.

Conclusions

As a result of the conducted research, it has been
established that effective data processing in corporate
networks is a critically important prerequisite for the
stable functioning of information systems, strategic
enterprise management, and ensuring competitiveness
under conditions of digital transformation. The examined
structure of data processing methods covers the entire
data lifecycle — from the moment of collection to the final
stages of analytical use and protection.

The effectiveness of data collection and
preprocessing within corporate networks determines the
subsequent quality of all information analytics. Proper
implementation of these stages allows for increased
accuracy of models, minimized risk of erroneous
conclusions, and preservation of data integrity within the
corporate environment. Efficient data storage is also a
vital condition for ensuring the stable operation of the
information infrastructure. Modern approaches to storage
organization enable flexible adaptation of corporate
storage systems to business needs and provide a reliable
foundation for analytical data processing.

Proper implementation allows not only for assessing
the current situation in a company but also for projecting
its future development, adapting strategies to market
changes based on evidence-driven data. Modern tools and
platforms for data processing offer enterprises a broad
range of technologies for tasks of any scale. Effective use
of these tools significantly improves the quality of
management, reduces the time required for analytical
operations, and enables rapid responses to market
dynamics.

At the same time, ensuring the security of data
processing requires a systematic approach that includes
technical, organizational, and procedural measures. A
well-considered combination of classical protection
methods — encryption, access control, and authentication
— with modern practices such as anonymization, machine-
based incident monitoring, and continuous auditing
allows organizations to minimize the risks of data leaks,
manipulations, and privacy violations within a complex
and dynamic corporate environment.
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MeTonu 00poOKH Ta aHATI3y JaHUX B KOPNOPATUBHI Mepe:xi
B. B. Poccixin, 4. I. Tapanara, O. M. Smenko

AHoTanisi. AKTyaJbHiCTh. AKTYalbHICTh TEMHU JOCITIIPKSHHsSI METOMIB 0OpOOKM Ta aHali3y JaHUX y KOPHOPATHBHUX
Mepekax 3yMOBJICHA MIBUIKUM PO3BHTKOM iH(pOpMAaLifHUX TEXHOJOTIH, 3pOCTaHHsAM oO0cCsTiB KopropaTtuBHOI iHdopmarii Ta
HEOOXiJHICTIO OINEpPaTUBHOTO i TOYHOTrO aHajii3y Uil e(QEeKTHBHOTO MPUHHATTS pilleHb. BaxIUBICTH IOCTIIKEHHS TaKuX
METOJiB TaKoX IOB’s3aHa 3 BHKIMKAMU II0J0 3a0e3nedeHHs KibepOe3nekd KOPHOPAaTHBHHX MeEpekK, 30KpeMa 3aXHUCTy
iHpopMmanii Ha Bcix eramax i 0OpoOku Ta mepemadi. Bin sSKOCTI 3aCTOCOBaHMX TEXHOJIOTIH Ta METO-JAIB pPOOOTH 3 TaHUMH
pusky. Tomy cucTemaTH3amis 3HaHb MPO HAHOUIBII eQEeKTUBHI METOAM POOOTH 3 KOPIOPATHBHUMH JTaHUMH € aKTyalbHUM
3aBJaHHSAM CydYacHOi HayKd Ta MpakTHUKH. O0’€KT MOCTiIKeHHS: MpoIecH OOpoOKH NaHWX y KOPIOPATHBHHUX Mepexax, II0
BKITIOUAIOTH 30ip, epeaaBaHHs, 30epiraHss, GinbTpallito, aHalli3 Ta 3aXUcT iHhopMallii, sika MUPKYITIOE B MeKax iHpopMaIiitHo-
KOMYHIKaliiHoOT 1H(QpacTpyKTypH cydacHoro mignpueMmcTBa. Lli mpomecn po3risfaroTbCss B KOHTEKCTI iX BIUIMBY Ha
e(eKTUBHICTh (YHKI[IOHYBaHHS KOpHOpaTUBHOI iH(opMaIiiiHOT cHcTeMH, 3a0e3nedeHHs O€3MeKH JaHMX, MiATPUMKY
YNPaBIiHCEKUX pIllIeHb Ta IHTErpaiiio 3 aHATITHYHHUMH W XMapHUMH Iuatdopmamu. MeTa cTaTTi: TOCITIKCHHS OCHOBHHX
eTamiB Ta METO/AIB 0OpOOKM Ta aHaji3y JaHUX y KOPIIOPAaTUBHOMY CEPEIOBHILI, SIKi BKIIOYAIOTH 30ip, IMomepenHio oOpoOKy,
30epiraHHs, AHATITHYHUA aHaii3 Ta 3axucT iH(opMamii, a TakoXX aHaJi3 Cy4acHHX IHCTPYMEHTIB Ta IUIaTGOpM, IO
3a0e3mneuyoTh epeKTUBHY i Oe3reuHy poOOTy 3 TaHWMH B MaciiTabax BenHKoi opraHizamii. Pe3yabTaTn gocaimxenns. Y xomi
JOCHIJPKeHHsT Oyno 3MiHCHEHO KOMIUIEKCHHH aHalli3 eTamiB i MeToAiB OoOpoOKM MaHWX y KOPIOPAaTHBHOMY CEpPEIOBHIII.
BCTaHOBIIEHO CHCTEMHY MO/IENb JKMTTEBOTO LUKIY KOPIIOPATHBHUX JAHHX, sIKa OXOILTIOE BCi KIIFOYOBI cTaail — 30ip, monepeiH:o
00poOKy, 30epiraHHs, aHATITUKY Ta 3aXUCT. KOKeH i3 IUX eTamiB BHMarae 3aCTOCYBaHHS OKPEMOIO Kiacy TEXHOJIOTIH 1 Mae
BJIACHI BUKJIMKH y peanizaiii. KnacugikoBano iHCcTpyMeHTH 300py il monepeHpOi MiJrOTOBKY JaHHUX, CEPe IKUX BaXJIHBY POJIb
Bigirpatots ETL-mpouecu, joryBaHHs, TEXHOJOTIi arperamii, CEMIUTIHIY Ta HOpMaii3awil, 1o 3a0e3rmeuyloTh YHUCTOTY W
NPHUIATHICTh JaHUX 0 MOAANbIIOro aHaily. IIpoaHanizoBaHo cy4acHi riat¢opMu 30epiraHHs JaHUX, BKIIOYHO 3 XMapHUMH
(Azure, AWS, GCP) ta nokansHuMH pimeHHsIMH. OrniHeHo edexTnBHICTh BuKopucTaHHI OLAP Ta MammHHOTO HaBUaHHS B
aHamTHYHIA 00podui. Poskputo ponbs iH(opMmariifHOi Oe3nekn B KOPIOPAaTHBHUX Mepexkax. JloBelneHO HEeOoOXimHICTh
BIIPOBADKEHHS KPUNITOTPaiqHOTO 3aXHCTY, KOHTPOJIO TOCTYITY, a TAKOXK MEXaHI3MiB aHOHIMI3aIlil Ta MaCKyBaHHS SIK BiIIIOBiIb
Ha PU3HMKH BTpatH abo KoMmIpoMmeTanii JaHuX. BHCHOBKH. PO3IJISHYTO CydacHi MeTOau OOpOOKHM JaHUX y KOPIOPAaTHBHUX
Mepexax, 10 OXOIUTIOIOTh eTamH 300py, MornepeHb0i 00poOKH, 30epiraHHs, aHATITHKA Ta 3aXUCTy iHopmalii. BcranoieHo,
o eeKTHBHE YNPAaBIiHHA AaHUMH MOXJIMBE JIMIIE 32 YMOBHM KOMIUIEKCHOTO MiIXOHy, SIKMH TMO€IHYE TEXHiYHI 3aco0w,
nporpaMHi mwiathopMu Ta ModiTHkK Oe3nekr. OcoOIMBY yBary MpuaiieHO BUKOPUCTAHHIO XMapHHUX TEXHOJIOTIH, IHCTPYyMEHTIB
ETL, OLAP-aHamiTHKM Ta QJIrOPUTMIB MAIIMHHOTO HaBYaHHs. I[liIKpecIeHO BaXKJIMBICTh KPUNTOrpadivHOrO 3axHCTY,
aHOHIMi3amii Ta KOHTpoo HocTymmy. OTpuMaHi pe3yIbTaTH MOXKYTh OyTH BUKOPHCTaHI JUISl MiABUIIEHHS e()eKTUBHOCTI poOOTH
iH(opMaIIHIX CHCTEM MIANPHUEMCTB 1 BIPOBAHKEHHS aHAJITUIHHX PillleHb y Oi3HeC-TIPaKTHKY .

KawyoBi cioBa xoproparuBHa mepexa, 00podka manux, ETL, xmaphi TexHouorii, 36epirants inpopmanii, OLAP,
MallMHHe HaBYaHHs, iHopMaliiina 6e3neka, aHoHIMI3alis, KpunTorpadis, anamituka, Big Data.
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