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USE OF THE CONCEPT OF FUNCTIONAL RESERVE IN ORDER
TO PROVIDE QUALITY ASSURANCE OF WEB SERVICES

Nowadays, it is already not enough for enterprise information system to provides simple automation of infor-
mational and computational business problems, a corporate information system must change as quickly as quickly
company’s business requirements and business processes change. It was one of the main preconditions for the ap-
pearance of service oriented architecture, a.k.a. SOA. It is construed as a paradigm of distributed set of functional-
ity, where each of them is represented as a service. The paper describes the main parameters of the quality of such
services determined by different standards and offers the concept of functional reserve in order to provide guaran-
teed services quality when creating an application represented by a composition of services.
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Introduction

Currently, the success of a business depends
strongly on how it is automated and how quickly the
company can offer a new service or product to market.

Almost every IT division of a company must have
had a task to provide business with uninterrupted IT
services. Implementation of traditional solutions for
application integration is a challenge that requires sig-
nificant investment. In addition, during the installation,
it is often needed to write the code. In this regard, a
problem of developing technology faster and less ex-
pensive application integration appeared. SOA, or ser-
vice-oriented architecture, provides placement of ser-
vices in the network in the runtime, that allows automat-
ing these intensive processes, thereby significantly de-
creasing all the costs for integration [1].

Also, the basic preconditions for the emergence of
SOA include high dynamics of modern business and
steadily increasing demands on a constant adaptation of
information systems in relation to this dynamic. It is
already not enough that information system provides
simple automation of informational and computational
business problems. It is necessary to strive for the situa-
tion when rapidly changing conditions of a business
arising from increased competition find the full reflec-
tion in an information system, in other words, a corpo-
rate information system must change as quickly as
quickly company’s business requirements and business
processes change.

The integration of heterogeneous and distributed
data cannot solve all the issues of enterprise manage-
ment [4]. According to the process approach, the great-
est value is not the data itself, but the information use in
various business processes of a company. In advanced
information systems, it is accepted to consider as
“atomic” unit not the raw data, but some service that

meets some elementary business process. In particular,
such a service can give some data being analogous to
“atomic” unit of classic information systems.

SOA is construed as a paradigm of organization
and use of distributed set of features that could be con-
trolled by different owners. The basic concept of this
architecture is a notion of information service. Informa-
tion service is an atomic function of an automated sys-
tem that is suitable for use while developing applica-
tions that implement the business logic of processes that
are being automated, both for the system itself and for
other automated systems’ applications.

The basis of service-oriented architectures is dis-
tributed software components (services) provided or
used by independent parties. Since access to these com-
ponents is not limited by the organizations’ bounds, it
must be supported by explicit contracts of components
and by generally accepted standards. This is equally
important for the user that service provides not only
essential functionality but also other non-functional re-
quirements (speed, security, etc.). Thus, currently, more
and more attention is given to the policy of ensuring the
quality of service (QoS) [7]. Indicators of the quality of
Web-services include providing the necessary level of
security, reliability and fault tolerance.

To ensure the security of Web-services the numer-
ous standards and supporting their methods are directed
especially: WS-Security, WS-Trust, Extensible Access
Control Markup Language (XACML), Security Asser-
tion Markup Language (SAML), etc. [2]. For example,
it is safe to use banking services, pay bills and make
purchases on the Internet.

Researches in the areas of Web-services and SOA
are now focused on the protocols, functionality, transac-
tions, ontologies, composition, semantic Web, and in-
teroperability, but insufficient attention is given to reli-
ability of services.
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SOA allows developers to search for services and
use services provided by different suppliers. Traditional
software reliability is proof of correctness, fault toler-
ance, formal verification based on models (model
checking), testing, evaluation, and etc., that can increase
the level of trust for some services. However, develop-
ers should recycle these methods to enable their applica-
tion to provide their use in dynamic applications con-
sisted of linked services at runtime.

Therefore, it is important to develop methods and
models of integration and managing services in order to
provide guaranteed quality of service in SOA systems.

1. Quality of Web services

Considering the main existing SOA systems in
terms of management services, it can be concluded that
they provide great opportunities monitoring services and
alerts the user in different situations. However, they do
not provide the quality of service policy management and
do not allow end-users to obtain data of services' quality.

The main objective of SOA is ensuring co-
operation of various weakly-connected applications.
These applications can vary greatly in functionality as
well as in non-functional characteristics (performance,
reliability, cost, etc.) that must be valid during the time
of providing service.

The quality of service (QoS) is one of the main cri-
teria when choosing service instance by the user. In this
case, users pay equal attention to both functional and
non-functional requirements.

Currently, there are several methods to determine
the level of QoS, which can provide a copy of the service.
Here are some of them.

WSDL (Web Service Definition Language) is a
standard mechanism for WS-Policy Framework identified
by the OASIS consortium. Just for this purpose, the
UDDI (Universal Description, Discovery, Integration) is
widely used.

The use of WS-component is only possible for
newly established services. Primarily due to the fact that
these components should be embedded in the implemen-
tation of the service. At the same time, there are quite a
number of services that are based on the technology of
SOA but do not use QoS components. Similarly, while
using WS-components, the question regarding service
modification and changing QoS parameters remains, be-
cause the standard does not regulate this process.

An important issue is the control of the stated pa-
rameters of QoS, since over time these parameters may
change under different kinds of factors. Consequently, a
situation may arise when a user requests and receives a
service with specific parameters of QoS and in process of
use of service these parameters will change.

Each copy of service publishes information about
themselves in a single place named UDDI registry using
XML-document. This document defines the meta-types

that reflect different aspects of this service (area of des-
tination, the owner, terms of use and different technical
parameters (address, the protocol used, the claimed QoS
performance)). If there is a necessity of accessing ser-
vice of a specified type, scanning of all the services reg-
istered in UDDI registry is performed in order to choose
the service that meets user’s requirements. In this case,
the question regarding the control of current QoS pa-
rameters for compliance with stated remains open as
well. There are guidelines under which the owner of the
of service should on their own monitor the status of an
instance of a service and make changes to the UDDI
registry. However, these recommendations have not
found practical application.

Thus, it is quite important to identify and control the
level of QoS that the specified service instance can pro-
vide. Consequently, there is a need to develop methods
that will perform monitoring of the state of service in-
stances and pass it to the network management systems.

Terms and concepts in the area of control and
evaluation of the quality exactly web-services are not
defined by national and international standards. Given
the focus of industrial services provided by web services
using data-processing systems for various purposes that
are part of sophisticated hardware and software, the
closest in this subject area and related areas of stan-
dardization are:

1) GOST 27.002-89 "Reliability engineering. Ba-
sic concepts. Terms and definitions";

2) GOST 34.003-90 "Information technology.
The complex of standards for automated systems. The
automated systems. Terms and definitions";

3) ISO / IEC 9126-93 "Information technology.
Evaluation of software products. Characteristics of the
quality and guidance on their application" [3];

4) A series of international standards ISO / IEC
25000 - Systems and software engineering. Systems and
software Quality Requirements and Evaluation (SQuaRE).

The consortium OASIS (Organization for the Ad-
vancement of Structured Information Standards) also
works on developing the standards regarding informa-
tion systems. OASIS is the leader in the number of is-
sued standards pertaining to the web services [7].

1.1. Indicators by the consortium OASIS stan-
dards

Contract of service covers both functional and
non-functional aspects of the behavior of a service com-
ponent. Functional aspects consist of the business se-
mantics of component operations, including its interface
and protocol used. Non-functional aspects include tech-
nical features of interaction, such as data serialization
and protocols QoS.

QoS protocols contain information about the qual-
ity of service provision. The level of quality of service
by OASIS standard has four quality indicators: response
time, maximum capacity, availability, and reliability.
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Response time means the length of time after send-
ing a request to the moment of receiving a response.
Response time can vary, depend on the three types of
delays: client delays, network delays, and server la-
tency. Client latency (CL) is a time spent by the client
part of an application during the processing of the re-
quest. This is the time from request to the client until the
sending request to the server (CL,), and after receiving
the response by the client until the completion of its
processing (CL,). Network latency (NL) is a time spent
on the request and response messages transfer over the
network. This is the amount of time between the event
"client sends a request” and the event «web-service re-
ceives the requesty (NL,), and the time between event
"server sends a response” and the event "client receives
a response» (NL,;).

Server latency (SL) is a time of request processing
and response composing on server-side. This is the
amount of time between the event "server sends a re-
quest" and the event «web-service receives the request»
(SL,), the time of request processing (SL;), and the time
between the event «web-service sends a response” and
the event "server receives a response» (SL;).

Three types of latency and response time can be
calculated using following formulas:

CL=CL;+CL,, (1)

NL =NL; +NL, (2)
SL=SL; +SL, +SL5, (3)
Response Time = CL+ NL+SL, 4)

Maximum throughput (M7) is defined as the
maximum number of requests that service provider can
process for a certain period of time. Throughput can be
calculated as follows:

)

MT = rrlax(numbelr of requestsj

measured time

where num of requests is the number of requests proc-
essed by the server for a measured time; measured time
is the time period during which the measurements were
carried out.

System’s availability is a measure that determines
the accessibility of Web-service. Availability can be
expressed by the following formula:

down time

Availability = 1— (6)

where down time is a time during when web-service was
not available; measured time is the time period during
which the measurements were carried out.

Reliability is a measure that determines the prob-
ability of returning the response after successful execu-
tion of a web-service request. Reliability can be ex-
pressed by the following formula:

—_— >
measured time

num of responses

Reliability = (7

b
num of requests

where num of responses is the number of responses
from the service; num of requests is the number of re-
quests to the service.

1.2. Indicators by ISO standard

According to the ISO / IEC 9126-93 standard,
software quality (QoS) is the entire number of features
and characteristics of software products, which refers to
its ability to satisfy established or foreseeable needs.
The standard defines six basic characteristics that de-
scribe software quality: functionality, reliability, usabil-
ity, efficiency, maintenance and mobility. According to
the standard, these characteristics can be applied to any
type of software, including applications and data within
the software and hardware, and form the basis for fur-
ther refinement and describe software quality. The stan-
dard provides guidance on the application of model
specifications and assessment process that reflects the
basic steps needed for evaluating software quality. The
standard does not define specific performance character-
istics of quality (characteristics that determine the prop-
erties of software products that can be classified as qual-
ity characteristics), methods of measurement, ranking
and evaluation, and results in only an illustrative quali-
tative model that determines the characteristics of qual-
ity in terms of the recommended comprehensive indica-
tors (Fig. 1).

Apart from determining the terms and concepts of
quality software above-mentioned standards allow the
ability to change the definitions by adding their original
attributes, revealing important terms used, indicating
objects within the scope of the definition. In our case,
these objects are Web services of enterprise information
systems and weakly-bounded systems, that are a combi-
nation of these web services.

Regarding web services, features of maintenance
and mobility are important for a service provider. For the
initiator of the interaction of corporate information sys-
tems characteristics associated with the operation of web
services are important. These characteristics include reli-
ability and efficiency of their use in the weakly-bounded
enterprise systems. Description of functionality can be
used to classify web services by necessary function pro-
vided by them and determine functionally similar subsets
of web services (e.g. supporting program of the SIP-
components development and delivery). When using
these characteristics to describe and evaluate web ser-
vices it is needed to identify relevant indicators, set equal
ranking and evaluation criteria for each company or the
target web-service application. Metrics, ranking levels,
and evaluation criteria should be agreed at the evaluation
results exchange level [4, 6].

2. The concept of functional reserve
of web services

Conceptually, web services can be divided into
atomic services and composite services. Atomic ser-
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vices are web services that on their own provide certain
services to users. Atomic services are self-contained and
do not depend on any other web services. Composite
services provide services to users calling other web ser-
vices (forming web service composition) and/or being
web services of corporate information systems.

Ewvaluation of software quality

primarily at the conceptual level of describing the com-
mon informational space of web services. For this, the
conceptual model defined in a single namespace should
be developed, which providers and developers of web
service will adhere (Fig. 2).

Service provider

Web service A

Conceptual expansion of Functional reserve registry A

functional web service

= Suitability
= Functionality
- Accuracy
—+ Interoperability
—+ Compliance
o Security
Bl e Maturity
| Reliability
> Fault tolerance
—» Recoverability
= Understandability
—»{ Usability
- Learnability
L Ciperability
e Time behavior
= Efficiency
L Resaurce behavior
e Analysability
| Maintainability
=l Changeability
= Stability
—» Testability
= Adaptability
3 Mability
— Installability
= Conformance
L= Replaceability

Fig. 1. The characteristics and complex
indicators of quality

Functionality and interfaces defined by the language
describing web services become more complex. To iden-
tify the web service with similar or identical functionality
in scientific and technical literature there are proposed
several methods of machine learning. However, the effi-
ciency and accuracy of these methods are insufficient for
their application in practice. Functionally equivalent Web
services developed independently by different manufac-
turers may use different function names, input parameters
and data types. With machine methods, it is really diffi-
cult to recognize that these services actually provide the
same functionality. It is necessary to solve this problem

description

Service provider

Web service B - )
Web services system registry

Functional reserve registry B

Fig. 2. The common informational space of web services

To solve the above-mentioned problems of search
and recognition identical (similar) web services at the
conceptual level, let's introduce the concept of func-
tional reserve and define common terminology, which
will follow when developing the conceptual model and
description of web services. Then, web services devel-
oped by different manufacturers can be described in the
same interface. Following common terminology when
describing web services, it is possible to develop auto-
mated procedures for registration of web services in the
relevant registers of the functional reserve of web ser-
vices when publishing them in the system registry of
web services. To maintain a registry of functionally
similar web services it is necessary to expand the func-
tional descriptions of web services [5].

Conceptually expansion of functional descriptions
of Web services is a multilevel descriptions model,
which establishes the correspondence between the re-
quest to perform the necessary functions on the side of
corporate information system application and set of
functionally similar web services, in other words, poten-
tial candidates to perform the requested function. Let's
define three main conceptual levels: domain level, the
level of a common information space of web services
and the level of functional reserve.

Let's define the domain level as the set of relations
R, presented in the namespace, understandable by users
of corporate information systems and expressed by at-
tributes of objects in a subject area. The form of the
request of the domain level to perform the desired func-
tion P (A), where A is a set of function arguments, in
terms of domain relations can be defined as follows:

P(A) =, Ri(A)), ®)
where R; is a domain level relation; A; is a set of attrib-
utes; Cy is a condition like C, =a;0c , where a; is an
attribute of the relation R;, ¢ is a constant, and
0e{=+#,<>75,2}.

The level of a common informational space of web
services is a description of all functional reserves
VF:F c Uy, , each of which is represented by a unique

name of the desired function F in a single namespace of
web services and can be defined as follows:
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R;(aj,a3,.,8y) =[ ), Ck » )

where a; is an attribute of relation R;, x; are the formal
parameters of correspondent function j;

It means that for getting the relations R; it is needed
to call web services that perform related functions ;.
And the relation, which are in different domains can be
defined in the same formal functions' namespace, whose
composition can change if the definition of new relations
for existing or new domain is necessary.

Let's call a set of functionally similar web services
F, a functional reserve where VF:Fc U, , satisfying

the formal description of the subject area.
F=,L,... I, AL =(¥;, Y;,P;),i=1..,n, (10)

where I is an instance of service that is part of the func-
tional reserve, which is represented as a directed acyclic
graph; ¥; = {y;; 1< j<m} is a set of functions granted

by the i-th instance of functionally similar web-service;
P; is a necessary function that is granted by the i-th in-
stance of the Web service (root element of functions’
graph, in other words, is an entry point through which it
is possible to access features of i-thinstance);
Y; ={y;j[1<j<1} reflects the relationship between the

functions within the i-th instance of the service within
the same graph; A={i;[l<i<nAl<j<nAi#j}

shows the relationship between the two non-root func-
tions provided by various instances of web services.

Dependencies between the two functions of the
same service determine the order in which they should be
called to perform the desired function by the same instance
of service. Dependencies between features of different web
services define the sequence of calling these functions
when performing the required function by composite web
service or by several web services belonging to different
corporate information systems. Dependencies between
graphs root elements or necessary functions determine the
sequence of calling Web services as part of the composi-
tion, which is web services calling plan.

3. Conceptual model
of software infrastructure

The conceptual model of web services integration’s
software infrastructure is illustratively shown in fig. 3, 4.
It reflects the general principles of mediated interaction
between providers and consumers of web services that
formed the basis of program infrastructure of the adaptive
fault-tolerant system of access organization to function-
ally-similar web services. Web services’ providers register
web services in functional registries of common informa-
tional space based on conceptual expansion of functional
description of web services, supported by three-tired dis-
tributed model of web services description in user name-
space of corporate systems, in other words, in the name-
space of necessary functions, that is the formal namespace
of common informational space in general, and name-
space of specific instances of functionally-similar web

services, in other words, in namespace of internal functions
(operations) of web service, needed for executing of neces-
sary function. The mechanisms of displaying namespaces
are hidden from providers and consumers of web services
and are the part of a functional model of program infra-
structure of web services integration.

Repository of functionally-similar web services A

— -
< Web service A; B B
— _f/ 'eb service Ap
S =

a -
___—lebsenice Ay >
~
Conceptual expansion of functional web
senvice desﬂﬂm\on

Functional reserve registry A

Conceptual expansion of functional web
service deseription

Functional reserve registry B f

Web services system
registry - T

L —_Wab service B, >
— Web service By —

-
< Web service B,

Reposilory of functionally-similar web services B

Fig. 3. The conceptual model of program infrastructure

Information system's Functional reserve A

application Wab sarvica

request
/— > Coordinator A e Web A
Web services integrator 7 .

‘-_-“,—L':__ Web service Ay
Coordinator .+ M Web sarvice Ay
registration " Request of

necessary
function

Functional reserve Z

T e e R
Web service \ e
Web service Z,

Coordinator

Web service Z,

System registry

registration
Fig. 4. Components of the infrastructure
of web services integration

Apart from the register, each functional reserve is
represented by a repository, providing space for the
formation of the pool of web services instances by adap-
tive algorithms for fault-tolerant systems providing ac-
cess to functionally similar web services.

The system of access organization for functionally-
similar web services is defined over the components of
software infrastructure of web services integration and
conceptually is a failover strategy that is a combination
of methods, algorithms, parameters and settings, re-
quired for adaptive and dynamic management of web
services composition. The main components of software
infrastructure of web services integration are web ser-
vices integrator, web services broker, and web services,
coordinator. Conceptually, web services integrator is
represented by developed exemplary solutions of de-
sign: dynamic selector, quality monitor, and communi-
cator, that allows performing web services integrator
implementation both as a separate software component
and as a part of middleware software or developed new
applications of information systems.
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The conceptual model of program infrastructure of
web services integration reflects typical components
(Fig. 4) and the order of their interaction without im-
plementation details. During the operation, web services
integrator receives from the web services broker address
of functional reserve coordinator. It creates a pool of
instances including a list of addresses and values of
QoWS of functionally-similar web services based on
which and considering user preferences the initial opti-
mal of choice of fault-tolerant web services composition
will be defined.

After fulfillment of the plan of web services call at
the stage of selecting fault tolerant web services compo-
sition, integrator begins to locally accumulate new val-
ues of QoWS obtained while calling of each instance,
returning them sometimes to coordinator and using
them for dynamic correction of a strategy of choice
fault-tolerant web services composition. Coordinator, in
its turn, receives refreshed values of QoWS from inte-
grators of geographically distributed users that call in-
stances of this functional services reserve, thereby add-
ing public data sets of QoWS for all users.

Services integrator consists of three components,
functionally corresponding to the names used for the
development of standard solutions design. Dynamic
selector reconstructs the plan of web services calling
chosen initially of fault-tolerant composition based on
users requirements and information on the QoWS pa-
rameters. Quality monitor calculates values of instances
parameters that are called and exchange them with a
coordinator of a web service functional reserve, that in
its turn provides the quality monitor with data sets of
QoWS, obtained from other web services users. Com-
municator calls to web services instances according to
current web services composition configuration.

Conclusion

The paper describes the building of a conceptual
model of web services integration to provide guaranteed

quality of service. In order to understand how to make
the control and estimation of services quality, the com-
mon web services quality indicators were considered in
two independent factors: by the standards of global con-
sortium OASIS and by ISO / IEC 9126-93 standard.

Taking into account above-mentioned standards
the conceptual model of software infrastructure was
built based on the concept of function web services re-
serve. The obtained results allow stating that by devel-
oping of Web services and adding them to the respec-
tive functional reserves registers, companies will ex-
pand their businesses, which in turn will attract more
users and developers and improve service quality.
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