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Abstract .  The article considers one of the possible approaches to solving a relevant scientific problem dedicated to the 

synthesis of logical-dynamic information and event management systems for the security of computer structures. An analysis 

of modern approaches to the creation of an integrated management system has been made, the implementation of which will 

allow for effective management of information arrays of security events in the conditions of changed threats to computer 

structures. Special attention is paid to the development of models that combine logical and dynamic aspects of management, 

which allow ensuring high adaptability and functional stability of computer structures in the conditions of intensification of 

security event activity. The implementation of such an approach will allow to automatically respond to these events, optimize 

the processes of detecting and eliminating the consequences of threats, as well as ensure the constant stability of the operation 

of computer structures. The article proposes a method for synthesizing a logical-dynamic model that synergizes not only 

technical, but also organizational-cybernetic aspects of the security of computer structures. The developed approaches can be 

recommended for use in creating more effective and secure computer tools capable of withstanding various incidents. 
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Introduction 

Statement of the problem. Modern computer 

structures (systems, networks), especially critical 

infrastructure objects, are constantly under the influence of 

numerous threats to the security of their functioning. This 

situation requires the constant creation of effective 

methods for managing information and security events of 

these computer structures. Traditional approaches to 

monitoring, analyzing and compensating for the 

destructive consequences of security events (incidents), as 

a rule, are often not effective enough due to the growing 

complexity of these information infrastructures, the high 

level of dynamism of threats and the need for a quick 

response to their unauthorized effects. A quick response to 

threats is possible due to the optimal adaptation of 

computer structures to security situations, which is possible 

in the case of implementing control processes of these 

programmable means using new approaches based on the 

theory of logical-dynamic systems. Control systems 

synthesized using this theory allow combining formal 

analysis methods with adaptive control algorithms, which 

will provide automated detection, assessment, and optimal 

response to security incidents. However, there are a number 

of unsolved problems associated with the synthesis of such 

systems. These problems are related to the formalization of 

logical-dynamic models in incident analysis, the 

development of algorithms for adaptive response to security 

events, and the flexible integration of such systems into 

modern computer infrastructures. Thus, the scientific and 

applied task of synthesizing logical-dynamic information 

and security event management systems arises, which 

requires the development of new models, methods, and 

algorithms to increase the level of security, interference, 

and functional stability of computer structures. 

Analysis of recent research and publications. The 

analysis of the results of scientific research, which are 

reflected in the latest scientific publications, conducted by 

the authors, shows that the process of information and 

security event management should be organized using the 

theory of logical-dynamic systems. This theory allows you 

to model and analyze the behavior of large organizational 

complex systems, which are computer structures, and to 

take into account the features of logical and dynamic 

processes in these electronic computing devices. Such an 

approach will contribute to more effective detection and 

optimal response to threats in modern and promising 

information infrastructures. 

To understand the role and place of the theory of 

logical-dynamic systems, let us consider a number of 

scientific works that outline theoretical and practical 

aspects of systemic approaches to organizing information 

security management of a computer structure, and methods 

for synthesizing information management systems and 

security events in these complex information structures. 

The basic principles of systems theory and the 

methodology of scientific research, which are the 

foundations of a systems approach to information security 

management as a complex logical-dynamic process are set 

out in [1]. The scientific work considers methods of 

analysis and forecasting the conditions for ensuring the 

stability of systems, statistical data processing, 

mathematical models of systems, methods of nonlinear 

dynamics, methods of controlling the functioning of 

systems under conditions of unpredictability of their states, 

systems analysis of complex structures, as well as methods 

and approaches to the synthesis of control systems and the 

laws of functioning of these structures. 

In the work [2] special emphasis is placed on the 

synthesis of automated and automatic information systems 

for managing the cyber security of complex objects. 

Possible approaches and principles for building these 

systems for organizing the security stability of information 

infrastructure are also formulated. 

The main threats to information security that arise in 

modern computer structures are considered in the scientific 

article [3]. It pays considerable attention to the issue of 

optimizing information protection processes in computer 
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networks through the functioning of the information 

security management system. It is indicated that the basis 

of the information security management system is based on 

risk assessment and management of these destructive 

events. The process of security risk management allows 

you to achieve maximum management efficiency at a 

given level of risk. The implementation of information 

security risk management allows you to use effective 

control of their security status in distributed corporate 

networks by reducing the risk to the desired level. 

In the work [4] the possibility of increasing the 

efficiency of information security management of a 

computer structure through the use of multi-agent 

technologies is investigated. The authors emphasize that 

information security of a computer structure is a complex 

problem of management organization, which requires 

prompt response to incidents and flexible integration of 

various subsystems of a computer structure to ensure 

information protection from possible threats. A multi-agent 

management system is described, which is able to detect 

threats, monitor and analyze information resources, and 

also implement mechanisms of prompt response in real 

time to incidents (security events). 

In the works [5–7] the authors comprehensively 

consider the methodology for creating information security 

management systems. These scientific articles analyze 

various approaches to information security risk 

management and propose the implementation of this 

methodology in a computer model. The practical 

implementation of this model helps to develop and 

implement safe and effective information and security 

event management systems. It is proposed to consider the 

structures of information security management systems as 

a set of subsystems, complexes, components, and the 

relationships between them. This approach allowed this 

management system to be represented by a tree of modular 

units. The properties of information and the model of 

interaction levels of open systems during its transmission 

and protection in a computer network are considered by 

ensuring a given level of management quality. The 

approaches to creating a methodology for building an 

information security management system, initiated in 

works [5–7] were improved by the authors in scientific 

works [8] and [9]. For this purpose they used a functional 

analysis of information security management systems. 

Based on this analysis, the main approaches to the design 

and implementation of synthesized management systems 

are investigated. Special emphasis is placed on the 

importance of an integrated approach to risk management, 

as well as the role of technical, organizational and 

cybernetic measures in ensuring the security of information 

systems. A scientific publication [10] is devoted to the 

method of analyzing logical-dynamic processes of 

argument transformation in computing nodes of digital 

control systems. The limitations and shortcomings of 

formal methods used to describe data processing processes 

in digital control systems are identified, and a method for 

describing argument transformation processes using graph-

analytic models is proposed. One of the possible 

approaches to the practical application of an information 

security management system is given in [11]. The authors 

note that the use of systemic approaches to ensuring 

information security allows identifying weaknesses and 

shortcomings in the system and eliminating them in a timely 

manner which will contribute to ensuring the effectiveness, 

optimality and cost-effectiveness of information security 

measures. Fundamental aspects of the synthesis of control 

models for complex dynamic objects taking into account 

their security events are given in [12]. The authors 

comprehensively analyze the impact of dynamic processes 

on the functioning of complex objects and also develop 

methods for flexible integration of security events into the 

control model to increase the reliability and stability of the 

system. Particular attention is paid to approaches to timely 

response to threats to the security of the computer 

structure. Along with theoretical developments the work 

also offers practical recommendations for the development 

of effective control strategies which in the future should be 

implemented in information infrastructures using the 

theory of a logical-dynamic system. 

The purpose of the article is to develop theoretical 

and practical (applied) principles for creating effective 

information and security event management systems in a 

computer structure. Their implementation will ensure the 

efficiency, accuracy and optimality of data processing in 

the arrays of security events of a computer structure. For 

this purpose, it is planned to synthesize logical and 

dynamic models of automation processes for detecting and 

preventing information security threats. 

The main goal of the article is to propose new and 

effective approaches to the synthesis of logical-dynamic 

systems that provide reliable protection of the computer 

structure from current existing threats and in the future, 

from zero-day threats. 

Presentation of the main material 

The organization of the process of information and 

security event management in a computer structure is 

characterized by complexity and dynamism, which require 

the use of fundamental theoretical research, which will 

become the basis for creating optimal algorithmic support 

for these programmable structures. The results of the 

analysis of the well-known theoretical developments, 

which are represented in scientific works [12–22] 

regarding the features and specifics of processes related to 

security events in a computer structure, indicate that it is 

appropriate and desirable to use the theory of logical-

dynamic systems to describe them. Systems of this class 

are characterized by the capabilities and properties of 

describing hyper-complex processes in information and 

security event management in a computer structure (and 

especially those that ensure the functional stability of 

critical infrastructure objects) [19]. To achieve the research 

goal we will consider the fundamental provisions of the 

theory of logical-dynamic systems, their axiomatics, 

capabilities and specific properties. The axiomatic 

definition, description and formalization of these systems is 

as follows. A logical-dynamic system is a complex, large, 

organizational, hypercomplex synergistic structure. In 

formalized mathematical models, the components of their 

structure that describe the logic of processes (variations of 

final states) and the components that characterize the 

dynamics of changes in the parameters of these systems 

(rapid change in real time of its state) are synergistically 
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linked. At the same time, in logical-dynamic systems, both 

the rules of logic and variations of these rules or changes in 

the dynamic states of the system, which functionally 

depend on a number of external and internal factors can be 

interconnected. We focus on the peculiarities of the 

logical-dynamic system, which consists in the fact that 

changes are described according to clearly established 

logical rules. But in many situations, these rules can be 

dynamically (quickly) adjusted (changed) a priori by some 

influences, for example, such as feedback in the system or 

flexible adaptation to external disturbances. It follows that 

this dynamic system belongs to the class of controlled 

systems (processes in which change in real time in 

accordance with clearly established rules or logic), which are 

characterized by adaptive changes in its internal structure, 

associated with variations in the constituent elements of this 

structure. It is proposed to describe models of individual 

possible processes and states of such systems using classical 

control theory, taking into account that transitions between 

changes in these states occur in accordance with logical 

(mathematical) rules. Models of states of logical-dynamic 

systems are mathematical models that are used to describe 

and analyze the behavior of complex systems that change 

their state in time coordinates. In this case, logical-dynamic 

systems combine logical expressions of discrete 

mathematics with equations of system dynamics. This 

approach allows modeling both discrete and continuous 

variations of changes in the system. 

Note that for modeling processes in a logical-

dynamic structure, it is advisable to use the theories of: 

• mathematical logic (discrete mathematics). (used 

for mathematical interpretation of the functioning of 

discrete elements of the system); 

• differential equations (used to describe 

continuous processes that are components of the general 

process of system functioning); 

• graphs. (interprets the structure of the system, 

namely: an ensemble (tuple) of elements of the logical-

dynamic structure and the variation of the relationships 

between them); 

• mathematical modeling of the functioning of 

finite state machines (describes discrete states of the 

logical-dynamic structure and transitions between them). 

The results of a systematic analysis of existing 

approaches to the application of the main provisions of 

these theories confirm the feasibility and necessity of 

mandatory consideration of the specific features of the 

logical-dynamic structure. We characterize these features 

by a number of factors, namely: 

– controllability – a feature that characterizes the 

ability of a logical-dynamic system to respond to external 

influences and promptly and adequately change its state in 

accordance with the synthesized control algorithm; 

– system functionality – this feature takes into 

account the hyper-complexity of the logical-dynamic 

system which consists in the fact that the specified system 

combines structurally diverse subelements each of which 

clearly performs only its own specific task within the 

framework of the overall structure of the system; 

– the presence of a general law of operation of 

control processes (target control function) – a logical-

dynamic system that operates in accordance with 

established laws that determine their behavior. These laws 

can be either discrete (based on the implementation of 

logical operations), continuous (based on the application of 

a system of mathematical equations) or discrete-continuous 

(synergistically combine the properties of discreteness and 

continuity of processes in this system). 

It should be noted that scientific works [18–22] focus 

special attention on the above-mentioned features of the 

logical-dynamic system. These features allow us to fully 

take into account the specifics of processes in organizing 

the management of information and events of computer 

system security. The theory of logical-dynamic systems 

will be used to analyze the stages of ensuring the security 

of a computer system when formalizing and modeling the 

processes of such provision. These stages include: 

Intrusion detection. Logical-dynamic systems should 

be used to synthesize subsystems for detecting possible 

intrusions. These subsystems will detect abnormal 

conditions in the entire computer network or on its 

individual computers which will allow for prompt detection 

and optimal identification of intrusions (security incidents). 

Risk analysis. At this substage, the logical-dynamic 

system is proposed to be used to assess the security risks of 

a computer structure (based on the analysis of various 

factors, for example, the number of vulnerabilities, the 

frequency of attacks and possible losses from these 

incidents, etc.), as well as to form strategies for minimizing 

them or compensating for the destructive consequences of 

dangerous incidents that will interfere with the normal 

functioning of the computer system. 

Incident Management. Implementation of 

management processes based on algorithms synthesized 

using logical-dynamic systems models will allow for the 

automation of reliable and prompt response to computer 

system security incidents, for example, blocking malicious 

traffic or complete “isolation” of infected computers in a 

computer system. 

Predicting possible threats. Using logical-dynamic 

systems models to predict based on the analysis of 

accumulated a posteriori data in security event arrays about 

specific features of incidents in a computer system will 

ensure optimal identification of future incidents. 

System analysis of the proposed stages shows that the 

implementation of logical-dynamic systems models will 

ensure the management of information and security events 

of a computer system. The use of logical-dynamic systems 

will also allow to realize a number of significant 

advantages over the known traditional methods of 

managing information and security events of a computer 

system, namely: flexibility, accuracy, automation of 

management and forecasting of the development of 

processes in these tools. A methodology for organizing the 

management of security events of a computer system has 

been developed which is based on the use of the theory of 

logical-dynamic systems and is given in Table 1. 

The dominant component of the proposed 

methodology is the synthesis of a system for managing 

information and security events of a computer system. Let 

us consider, as an example, one of the components of this 

management system in more detail, namely: a subsystem 

for detecting unauthorized intrusions into the software 

environment of a computer system.  
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Table 1 – Methodology for organizing information and event management of computer security structures 

Stages of the methodology Algorithms for implementing the stages of the methodology 

Formalization of the 

description of the system 

and its subsystems 

Description of the computer structure model (network with servers and workstations), its 

structure and specifics of functioning 

Identification of possible 

(probable) security 

incidents and events 

Formation of a list of security events that taking into account the probability of their occurrence 

will occur in the system: 

•  login of an unauthorized user; 

•  attempt to gain access to confidential information; 

•  appearance of various viruses; 

•  attack on the server to further create a denial of service to users; 

• attack on the server for unauthorized removal, distortion or destruction of information; 

•  appearance of new events (zero-day events). 

Development of the logical 

component of the model 

The logical component of the computer structure model is synthesized which describes the 

structural relationships between the logical elements (states) of the system: 

•  login to the system by an unauthorized user – logical transition: attempt to gain unauthorized 

access to confidential information; 

•  detection of a virus on a computer – logical transition: attack on other computers in the 

system (network). 

Development of a dynamic 

component model 

The dynamic component of the model is synthesized. Its structure consists of equations that 

describe the temporal variations of incidents (security events), namely: 

•  the time required for guaranteed detection of intrusions into the system; 

•  the speed of virus propagation in the system; 

•  the duration of the attack on the system. 

Control system synthesis 

A security information and event management system is synthesized, the structural components 

of which are: 

•  a subsystem for detecting unauthorized intrusions into the software environment; 

•  a subsystem for analyzing possible risks; 

•  a subsystem for predicting situations of possible threats; 

•  a subsystem for managing incidents (security events). 

Testing and tuning 

• the information and security event management system is tested on a real or virtual model 

(digital twin) of the computer structure; 

• the information and security event management system is configured in accordance with the 

requirements for the given security level of the computer structure. 

Applying the theory of logical-dynamic systems to 

form an algorithm of functioning we will consider the 

following functional elements: 

Data collection. Collects data about all current 

computer system states and events that occurred on the 

network, such as changes in IP addresses, MAC addresses, 

port states, use of management protocols, etc. 

Data analysis and optimal processing. Analyzes data 

collected in security event arrays and optimally processes it 

to further identify anomalies in network behavior that 

indicate an intrusion into a computer system. 

Intrusion detection and identification. Detects 

anomalies according to the intrusion identification 

template, generates notifications (if necessary) and forms 

control actions to compensate for the destructive 

consequences of these incidents. 

Intrusion response. Implementation of control actions 

for automatic control of the process of optimal and prompt 

response to unauthorized intrusions (for example, forms 

effective control actions for emergency blocking of the 

attacker's IP address or for complete and reliable isolation 

of an infected computer). 

To implement the methodology for organizing the 

management of information and events of computer 

system security using the theory of logical-dynamic class 

systems, we will consider specific aspects of its axiomatics. 

In the future, we will use the obtained theoretical results in 

the synthesis of control systems for ensuring the security of 

computer systems. 

It should be noted that the modeling of information 

and security event management processes of a computer 

system using the theory of logical-dynamic systems differs 

significantly in essence and content from classical 

approaches to the organization of management using the 

theory of automatic control systems, for example, in the 

management of pulse systems, systems with modal 

control or multi-connected control systems, etc. 

Considering that the control object - a security event of 

a computer system is described, as a rule, by models of 

complex systems that combine two fundamental classes 

of automatic systems, namely logical and dynamic. We 

will use a number of new categories and concepts of a 

mathematical nature, and we will conduct their further 

interpretation and adaptation for the synthesis of a 

system for managing information and security events of 

a computer system. To do this, we will consider a 

possible approach to the mathematical description of a 

logical-dynamic system, which will be the basis for 

creating a methodology for the synthesis of complex 

hypercomplex control structures [24], [25]. Under a 

dynamic system, we will consider a system that is 

generally described axiomatically by a mathematical 

model represented by an ordered set (tuple): 

 ( ), , , , , ,φ,SD T X U Y Г Z=  . (1) 

Applying a number of necessary additional 

definitions in model (1) and using the appropriate 

interpretation for describing processes in complex large 
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organizational systems, we will describe the models of 

the component subsystems of the dynamic system SD , 

namely: 

a) finite dynamic subsystem 

   ( )0,1 , , , λ,δ ,SD Y Q=    (2) 

б) диференціальної динамічної субсистеми  

   ( )0, , , , ,φ,ηSD T U X Y = ,  (3) 

в) symbiotic (synergistic) combination of 

mathematical expressions (1) and (2) will describe a 

model of a logical-dynamic system 

 

  ( )

  ( )

  ( )

0,1

0,

0,1

, , , λ,δ ,

, , , ,φ,η ,

, , , .

SD Y Q

SD T U X Y

T Y U Z



 = 



=

 =


 (4) 

Components of a tuple (1) which are included in 

(2), (3), (4) describe the variable logical and dynamic 

states of the system logical-dynamic system. We will 

describe these components in more detail below. 

Note that the set of time instants T  is considered 

in (4) as an ordered subset of the set of real numbers. 

For finite dynamical systems this set of time instants is 

T  will be plural Z  which corresponds to an ordered 

abelian group of integers. Multiple input influences   

not empty. Therefore, we can specify a set of 

instantaneous values of input influences U  and 

instantaneous values of the output quantities Y . 

Write the system state transition function, namely: 

 φ : .T T T X X   →  (5) 

The values of this function describe its following 

possible states: 

 ( ) ( )φ , τ, ,ω .x t t x X=   (6) 

The given function (6) has the properties of 

directed time, consistency of the mapping (4), causality, 

and also semigroup properties 

 ( ) ( )( )3 1 3 2 2 1φ , , ,ω φ , ,φ , , ,ω ,ω ,t t x t t t t x=  (7) 

for any values 1 2 3t t t   and 1 2 3,  .x t t t    

Letʼs write down the values ( )η : .T X Y t →  This 

expression defines the output values ( ) ( )ηy t t=  by the 

values of the state transition function, 

namely: ( ) ( )( )η , .y t t x t=  

Let us make some clarifications to adapt the 

mathematical models (5), (6), (7) to the applied 

terminology of real systems. Then ( )τ, x  where 

τ ,  T x X   is called a “system event”. In this case the 

phase space of events will be the set T X . System 

state transition function φ  is interpreted as its trajectory 

(variations of the system) in the form of a solution to an 

ordinary differential equation. Control (inputs to the 

system) ω  or transforms a state describing system 

events x  into a state that is described as ( )φ , τ, ,ω .t x  

We emphasize that considering variations of the system 

SD  in the context of the logical-dynamic approach we 

mean solutions φ  along a certain path of controlled 

discrete transitions on a finite set of states – the system 

outputs. These states adequately describe the current 

events in the system. In this case let us assume that for 

models of logical-dynamic systems .Q Y=  

A dynamic differential system is defined in such a 

way that its models have the properties of smoothness, 

reversibility and completeness [1]. Thanks to these 

properties we can formalize the concepts of reachability, 

controllability and observability, on the basis of which it 

is intended to consider the problem of optimal control of 

the state or events in the specified system. When 

synthesizing complex control systems which include the 

system of information and event management of the 

security of a computer structure we propose to apply the 

theory of dynamic differential systems to solve a narrow 

range of control problems within the framework of 

individual aspects of the functioning of these systems. 

But this theory is a convenient mathematical apparatus, 

the use of which allows formalizing models of control 

processes in a simplified formulation. The specified 

axiomatics is characteristic of the stage of system 

synthesis, the purpose of which is, firstly, to build the 

structure of the system, and secondly, to create a general 

law of the functioning of the control system and 

individual laws of the functioning of its subsystems. It is 

also advisable to carry out the synthesis of the 

information and event management system of the 

security of a computer structure using the theory of 

finite automata [23]. We will perform it based on the 

given law of the functioning of the discrete (logical) 

part of this control system. For this purpose we will use 

the applied apparatus of Boolean algebra which contains 

means of analyzing finite dynamic systems that are of 

an iterable nature, in connection with which taking into 

account all the volumes of information processing is one 

of the main difficulties in solving the applied problems 

of this synthesis. We will also take into account other 

difficulties in the synthesis of modern systems for 

managing security events of a computer structure, which 

are associated with a number of the following 

manifestations in the processes of its functioning. Let us 

consider these manifestations in more detail. The 

intensification of the processes of functioning of 

modern computer structures generates incompatibility 

of restrictions that act as contradictory requirements 

between the provisions of the normative theory and the 

limiting physical constants. This is what incompatibility 

of constraints on elements means ( ) ( ),  u t x t  plurals U  

and X  where ( ) ( ),  .u t U x t X   The unification of 

automation tools for managing information processing 

processes in a computer structure, as a rule, establishes 

a finite class of functions, limiting physical constants 

(for example, the volumes of the computing 

environment of these structures and the volumes of 

information processed, etc.), generates on the set X  
type restriction system 

 ( ) ( )0 max ,ix t x t   (8) 
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Within the framework of one model, these 

requirements (8) are incompatible. This is due to the 

fact that the equation  

 ( ) ( ), , ,  1, 2,...,i ix t f x u t i n= =  (9) 

for ( )u t U  and ( ) ( )0 maxix t x t  are valid only on a 

finite subinterval  0 1,t t . 

To implement the necessary process of system 

functioning on the entire set of values Т the parameters 

of the object itself must also be controllable. This 

requirement is expressed in the discretely varying 

functions in equation (7). From this requirement it 

follows that the automatic information and event 

management system of the security of a computer 

structure is synthesized as a coordinate-parametric 

control system [24]. Sets of constraints on sets U and X 

have the volumes (“power”) of finite sets. This in turn 

means that a discrete controlled process on a set of 

functions , 1,2,...,ilf i n=  (by index 1,2,...,l s= ) makes 

sense in processes controlled by finite state machines. 

The functioning of this object occurs in a wide range of 

various heterogeneous states (different phases, system 

state, different nature of interaction in the information 

environment, etc.). Let us take into account that 

complex objects, as a rule, have a multi-purpose nature 

of functioning. This implies the need to implement a 

controlled change in the structure of interacting 

subsystems. In the process of achieving a goal or some 

planned sequence of sub-goals the control object 

undergoes structural variations in unidentified and 

critical situations. As a result the set of these conditions 

requires the analysis and synthesis of a system with 

coordinate-structural control. The structure of the 

system must be controllable   ( )0, , , , ,φ,ηSD T U X Y =  

which implies a variation in the original mathematical 

model kF F  functions ( ) ,  1, 2,...,kil kf F k K = . 

In all considered cases, which assume the presence 

of a controllable system structure, we will use the 

following categories of sets, namely: 

• finite sets of threshold and other constraints on 

the phase coordinates of the system state; 

• finite sets of normalized (unified) functions and 

quantities; 

• finite set of subgoals and their relative ordering; 

• finite set of homogeneous operating conditions, 

information environments and their relative ordering; 

• finite set of system structures generated by 

abnormal situations (events) controlled by processes and 

operations. 

We will define the elements of these finite sets 

formally. They are mathematical objects that model 

discrete transitions on finite sets of coordinate functions 

( )u t U , parameters il kf F  and structures kF F  in 

the laws of functioning of complex systems with 

coordinate-structural control. To formalize the law of 

control of the functioning of a complex system, it is 

necessary, in addition to determining the elements of 

finite sets ,  and  kU F F , interpreted as discrete states of 

the system, we will also describe the probable paths of 

transitions on these sets. The proposed approach 

models, together with the transition conditions the order 

of changes in the states of the system or the law of 

functioning of a finite dynamic system. Transition 

conditions on finite sets are attributed to the class of 

deterministic conditions – two-valued predicates. The 

domain of definition of the subject variables of such 

predicates is vector spaces with a scalar or probability 

measure, countable sets of time cycles and other 

heterogeneous sets of events. The domain of values of 

the specified predicates is described by the two-element 

set {0,1}. Then the calculation of two-valued 

inhomogeneous predicates transfers the synthesis of the 

model of functioning of complex coordinate-structural 

control systems into the domain of finite analysis. This 

analysis is based on Boolean algebra which will allow 

identifying the logical part of the laws of functioning of 

such systems by finite state machines. Based on the 

considered approach, a mathematical description of 

systems of the logical-dynamic class as models of 

functioning with structural and parametric control is 

obtained [25]. This approach to the organization of 

control in systems of the specified class is successfully 

algorithmized, since the functions of predicates are 

optimally implemented in the computing environment 

of the computer structure. In the established 

methodology for the synthesis of information and event 

management systems for computer structure security 

which is based on the theory of a logical-dynamic 

system described by a mathematical model (3) we 

distinguish the following stages: 

Systemic. At this stage, the architectures 

(structures) of the system are synthesized and the laws 

of its functioning are formed. 

Structural-logical. This stage involves the 

formation of a structure for algorithmic support of 

computer structure management processes. 

Software-technical. At this stage, the creation of 

separate functional blocks of the software for the 

information and event management system for computer 

structure security and their implementation in these 

information structures is envisaged. 

It should be noted that each of the above stages is 

accordingly based on independent and inherent 

mathematical models and approaches to system analysis 

and optimization of management processes, as well as 

on corresponding algorithmic procedures. 

The results of theoretical studies show that the 

complication of the laws of system functioning can lead 

to the fact that it will be problematic to describe the 

synthesis object as a single (indivisible) whole by the 

models of the system stage. As a result, it is difficult to 

perform the operation of quantitative comparison of 

alternatives or to interpret the synthesis object and its 

functioning processes by numerical indicators of 

modeling. The synthesis process itself using models of 

the system, structural-logical and software-technical 

stages is problematic to combine functionally. The 

problem of the complexity of a single structural 

procedure arises, since the results of the synthesis of 

control laws obtained at the system stage require 



ISSN 2073-7394 Системи управління, навігації та зв'язку. 2025. № 2 

191 

flexible adaptation to the model of the software-

technical stage. We will take this problem into account 

in the future when ensuring the quality of management. 

The criteria of quality of management, the main of 

which are the speed of working out of controlling 

influences and the minimum time spent on the 

implementation of management will be represented by 

elements of models in sets of vector spaces. But the 

peculiarity of these spaces is that they are almost 

completely “opened up” as a single system of 

assessments in the categories of models of the 

structural-logical and program-technical stages. This 

indicates that the criteria of quality of management are 

constructive within the models and are invariant with 

respect to the criteria of the efficiency of the functioning 

of the system being synthesized. Therefore, we will take 

into account this feature that the synthesis process as a 

decisive procedure is mathematically open-ended. 

Closure involves the representation of the main 

estimates and algorithmic and programmatic 

components of the object by categories of models of the 

system stage, which will be supplemented at the next 

stages of the implementation of the models. The above 

allows us to conclude that the step-by-step solution of 

synthesis tasks from the point of view of mathematical 

correctness is consistent. At the same time the ability of 

the logical-dynamic system to model complex, dynamic 

environments and include both logical rules and 

dynamic behavior makes them suitable for solving 

current problems of information management and 

security events in modern and promising computer 

structures. The results of solving these problems are 

proposed to be implemented in algorithms the structure 

of which is presented in Table 2. 
 

Table 2 – Structure of algorithms for managing information and security events of a computer structure 

Algorithm 

components 

Algorithm 

substeps 
Functions that are implemented using the theory of logical-dynamic systems 

Adaptive 

security 

management 

Real-time 

threat 

detection 

• models the dynamic nature of incidents, adapting to variations in new security events and 

vulnerabilities of the computer structure; 

• detects anomalies and potential violations in real time (thanks to logical security policy 

rules and dynamic models that describe the behavior of the computer structure). 

Responding 

to security 

incidents and 

events 

• promptly generates the necessary control actions to ensure security based on predefined 

rules and results of analysis of the current state of the system; 

• initiates automated (automatic) countermeasures, such as isolating affected systems or 

blocking malicious traffic. 

Risk 

assessment 

and 

minimization 

Vulnerability 

analysis 

• models the relationships between different components in a computer structure; 

• models approaches to identifying potential vulnerabilities in a computer structure; 

• models possible attack scenarios to assess the risks associated with variations in vulnerabilities; 

• models the hierarchy of priorities for efforts to mitigate or compensate for the 

consequences of incidents. 

Dynamic 

risk 

management 

• constantly monitors the security status of the system; 

• promptly adjusts security event management in accordance with the current risk level; 

• automatically increases the level of security monitoring in the event of a significant 

increase in the flow of incidents; 

• implements if necessary more stringent access control to the software environment of the 

computer structure. 

Ensuring 

compliance 

with security 

policies 

Formal 

modeling of 

security 

policies 

• modeling security policies for use in a computer structure; 

• forming logical rules that interpret access control policies; 

• adjusting information array protection rules in accordance with current security 

requirements. 

Maintaining 

compliance 

with security 

policies 

• checking the system configuration for compliance with defined security policies; 

• identifying abnormal deviations in the system configuration from the reference (defined, 

specified) security policies; 

• ensuring (guaranteeing) the system's compliance with established security standards and rules. 

Intrusion 

detection and 

prevention 

Anomaly 

detection 

• evaluates the behavior of the system for compliance with established norms (rules); 

• promptly detects deviations that indicate unauthorized intrusion; 

• synergizes logical rules that determine the given behavior of the system for compliance 

with its dynamic models of functioning; 

• detects non-specific (unconventional, unknown) anomalies. 

Responding 

to an 

intrusion 

• automatically responds to detected intrusions; 

• automatically blocks malicious information transmission traffic; 

• blocks suspicious processes in the information environment and promptly generates 

danger alerts. 
 
 

To create a methodology for organizing information 

and security event management in a computer structure 

(Table 2), we adapt through specification and necessary 

additional definitions the theory of logical-dynamic 

systems and the mathematical model (3) for the further 

implementation of process management in order to 

significantly mitigate or compensate for the consequences 

of computer incidents. When synthesizing the processes of 

information and event management of computer security in 

the mathematical model, a number of formalization 

descriptions of its constituent (structural) components were 

used. The proposed approach provides the possibility, 

through decomposition (3), to present the model of a 

logical-dynamic system in the form of: 
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 ( ), , , , , ,S X Y Z f g L h= . (10) 

Taking into account the axiomatics of the logical-

dynamic system we will further define the mathematical 

expressions (1)–(9) which makes it possible to 

formalize its components in (10). 

Let us consider the components of the set structure 

(10) in detail. 

1)  1 2,  ,  . . . , nX x x x=  – a set that describes the 

current states of a computer structure. These states are 

formalized by the following indicators: 

• use of computer structure resources (processor, 

RAM, data storage devices, etc.); 

• the number of network traffic patterns used to 

ensure information security at the physical level; 

• the number of processes involved for secure 

information processing; 

• indicators of the status of security software 

(firewalls, antiviruses, etc.); 

• system vulnerability status indicator, etc. 

2)  1 2, ,  . . . , mY y y y=  – a set that 

comprehensively describes security events in a 

computer structure, namely: 

• unauthorized intrusion attempts; 

• presence of malicious software; 

• denial of service attacks; 

• leakage of confidential information; 

• system errors in information processing, etc. 

3)  1 2, ,  . . . , kZ z z z=  – a set of actions for 

implementing security measures (security management). 

This set describes the following actions: 

• blocking IP addresses; 

• implementation of quarantine dossiers; 

• emergency (safe) completion of information 

processing processes; 

• correction (adjustment) of the consequences of 

vulnerabilities; 

• prompt notification of computer security 

personnel. 

4) :  f X Y X → – a function that formally 

describes changes in system states. This function 

characterizes changes in the system state depending on 

the destructive effects of security events. Taking into 

account the metric of the current system state x X and 

security events y Y , function ( ),f x y x X=   where 

x– a new state of the system that characterizes 

variations in system dynamics depending on incidents. 

5) :  g X Y Z →  – a function of selecting security 

management approaches based on the current state of 

the system and security events that have occurred in the 

computer structure. It determines what actions must be 

taken promptly in response to a security event to ensure 

the functional stability of the computer structure. 

Current state is set x X  and security event 

( ),  ,y Y g x y z Z =  . This function reflects the 

security policy or decision-making process for 

significantly mitigating the destructive consequences of 

incidents or fully compensating for them. 

6)  1 2, ,  . . . , pL l l l=  – a set of logical conditions 

for ensuring the safe state of the system. These 

conditions can be used to refine approaches to choosing 

an action in the case of: 

• CPU load over 80%; 

• the firewall is disabled; 

• the number of unsuccessful login attempts is 

more than three, etc. 

7)  :  ,  
p

h X True False→  – a function that is 

described by a set of logical conditions of the states of a 

computer structure (which are true or false) 

( ) ( ) ( ) ( )1 2, ,  . . ., ph x h x h x h x= , where ( )ih x – truth 

value of a logical condition il  in possible states x . 

8)  :  ,  
p

g X Y True False Z   → – an extended 

action selection function that takes into account not only 

the system state and event, but also the truth value of 

logical conditions ( )( ), ,g x y h x z Z =  . Its application 

allows for the implementation of more complex and 

context-dependent security responses in the computer 

structure. We will present the developed dynamics of 

incident compensation in the form of a formalized 

model that implements the phased steps of this 

compensation and display it in the form of an algorithm: 

Step 1: /Initial state/ The system is (starting) in the 

initial state 0x X . 

Step 2: /Occurrence of an event – the occurrence of a 

security incident/ A security event is occurring. y Y . 

Step 3: /Change (transition) of states/ Change 

(transition) of states iy  transitions to a new state 

( ),i i ix f x y = . 

Step 4: /Condition assessment/ Logical conditions 

L are displayed with the new status: 

( ) ( )1 2, ,  . . . , ph x b b b = , where  ,  ib True False . 

Step 5: /Formation of management actions 

(influences)/ Based on the new state ix  and security 

events iy   an action is being formed to manage security 

information and events ( )( ), ,i i iz g x y h x = . 

Step 6: /Implementation of management actions/ 

Selected action iz  is processed by the system and 

affects the change in its state. 

Step 7: /Repetition/ When new (subsequent) 

incidents (security events) occur, the process from step 

2 to step 6 is repeated cyclically. 

Present the implementation of the application of 

model (9) taking into account the proposed step-by-step 

stages. In this example, if the system is in a secure state 

and an attempt is made to log in to the system, the 

system remains in a secure state, and the security 

management action consists in blocking access. If a 

security event (incident) is detected, the system enters a 

vulnerable state, and the security management action 

involves compensating for the destructive consequences 
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of the security event. The formalization of the specified 

approach is presented in the form of a variation of the 

states of the computer structure: 

X = {safe, vulnerable} – system states. 

Y={login attempt, incident detected} – security 

events. 

Z={block access, compensate for the consequences 

of the incident} – safety management actions. 

State transition function f is defined as follows: 
f(secure, login attempt) = safe. 
f(safe, security event detected) = impressionable. 
f(vulnerable, login attempt) = impressionable. 
f(вразливий, виявлено вірус) = impressionable. 

Action selection function g introduce it like this: 

g(secure, login attempt)= block access. 

g(safe, incident detected)= compensate for the 

consequences of the incident. 

g(vulnerable, login attempt)= block access. 

g(vulnerable, incident detected)= compensate for 

the consequences of the incident. 

Taking into account this formalization, the incident 

detection algorithm can be presented in a simplified 

form as follows:  

X ={Normal, high, attacked}. 

Y ={LoginFailure, MalwareDetected}. 

Z ={BlockIP, QuarantineFile, LogAlert}. 

L ={FailedLoginAttempts > 3}. 

Transitions and actions: 

f (Normal, malware detected) = attacked. 

f (Normal, LoginFailure)=HighCPU) (if there 

were many failed logins). 

g  (HighCPU, LoginFailure, True)=BlockIP (if 

FailedLoginAttempts > 3 true). 

g  (Attacked, MalwareDetected) = QuarantineFile 

(regardless of other conditions). 

Conclusions 

Thus, the paper proposes an approach to the 

synthesis of a logical-dynamic system for managing 

information and security events of a computer structure. 

It is noted that by synergistically integrating logical and 

dynamic components of the processes of functioning of 

a computer structure into models, it is possible to 

synthesize systems that will not only detect and respond 

to security threats, but also predict and prevent potential 

vulnerabilities. The synthesized systems have increased 

adaptability and functional resistance to security threats. 

The implementation of logical rules provides accurate 

correlation and analysis of events, and dynamic 

modeling facilitates the prediction of system behavior 

and operational compensation of destructive factors. 

Further scientific research is proposed to be carried out 

with an emphasis on the practical implementation and 

evaluation of the results obtained in real systems for 

managing information and security events of a computer 

structure, as well as on improving dynamic models and 

automating the adaptation of logical rules. 
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Синтез логіко-динамічних систем управління інформацією 

та подіями безпеки комп'ютерних структур 

Є. І. Самборський, Є. В. Пелешок 

Анотація .  У статті розглядається один з можливих підходів до вирішення актуального наукового завдання, 

присвяченого синтезу логіко-динамічних систем управління інформацією та подіями безпеки комп'ютерних структур. 

Зроблено аналіз сучасних підходів до створення інтегрованої системи управління, реалізація якої дозволить ефективно 

керувати інформаційними масивами подій безпеки в умовах змінених загроз комп’ютерним структурам. Окремо увага 

приділяється розвитку моделей, які об’єднують логічні та динамічні аспекти управління, що дозволяють забезпечити 

високу адаптивність і функціональну стійкість комп’ютерних структур в умовах інтенсифікації активності подій 

безпеки. Реалізація такого підходу дозволить автоматично реагувати на ці події, оптимізувати процеси виявлення та 

усунення наслідків загроз, а також забезпечити постійну стабільність роботи комп'ютерних структур. У статті 

пропонується метод синтезу логіко-динамічної моделі, яка синергетизує не лише технічні, але й організаційно-

кібернетичні аспекти безпеки комп’ютерних структур. Розроблені підходи можуть бути рекомендовані для 

використання при створення більш ефективних та безпечних комп’ютерних засобів, здатних протистояти різноманітним 

інцидентам. 

Ключові  слова:  система управління, логіко-динамічна система, інформаційна безпека, подія безпеки, синтез, 

аналіз, теорія логіко-динамічних систем, комп’ютерна структура, інцидент, масив подій безпеки. 
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