Control, Navigation and Communication Systems. 2025. No. 2

ISSN 2073-7394

UDC 004.9

Mykhailo Hulevych, Oleksii Kolomiitsev

doi: 10.26906/SUNZ.2023.2.102-107

National Technical University "Kharkiv Polytechnic Institute”, Kharkiv, Ukraine

AUTOMATED TEST GENERATION TECHNIQUES FOR C++ SOFTWARE

Abstract. Automation of test script generation is critically important in modern software quality assurance, particularly
for complex languages such as C++, where manual testing becomes resource-intensive and error-prone. Automated
approaches significantly reduce the testing effort, improve test effectiveness, and enhance overall software reliability. The
CIDER tool, introduced by the author, offers a promising automated solution by generating test scenarios based on recorded
program executions using harmony search for inputs optimization. Despite its benefits, tool faces next limitations: incomplete
coverage of complex branching logic, inefficient exploration of large input spaces, and difficulties in handling semantically
rich or contextually complex input data. The overview article aims to systematically explore, compare, and evaluate various
automated test generation techniques such as symbolic execution, concolic testing, evolutionary algorithms, reinforcement
learning, and model-based testing. The objectives are: to classify these methods based on specified criteria and identify
suitable approaches that could enhance the tool's capability for automated test generation in terms of coverage efficiency.

Keywords: test automation, C++, regression testing, artificial bee colony, ant colony optimization, firefly algorithm,

cuckoo search, g-learning.

Introduction

C++ is a foundational language for systems level
and performance-critical software. It’s widely used in
domains such as embedded systems, operating systems,
high-performance computing, financial, and real-time
applications. However, the language’s inherent
complexity including manual memory management,
template metaprogramming, and pointer arithmetic,
introduces significant challenges for effective and
reliable testing, particularly due to associated security
risks. In response to the increasing demand for scalable
and high-assurance software, the automation of test suite
generation has become an essential focus in recent
software engineering research. Ensurance the software
quality requires additional attention to low-level
constructs, tightly coupled modules, subtle language
semantics, complex C++ memory model.

Thus, the study and advancement of automated test
suite generation techniques is of paramount importance.
The software systems are developed rapidly in Agile and
DevOps environments and automated testing becomes a
crucial enabler of continuous integration and regression
safety. In the C++ software even minor changes can
introduce subtle and difficult-to-detect bugs, automated
test generation provides a reliable safety assurance for
maintaining code quality and system reliability.

Recent publications. Research efforts continue to
underline the importance of test automation, particularly
for C++, that exhibits substantial structural and semantic
complexity. Recently, Zhang et al. [1] introduced
CITYWALK framework. The framework leverages large
language models (LLMs) and language-specific aspects
of knowledge to automate unit test generation,
particularly for C++ codebases. It illustrates the growing
role of artificial intelligence in addressing language-
specific challenges. In addition, Rho et al. [2] presented
the Coyote testing framework. It demonstrates the
practical viability of concolic execution-based
automation in industrial environments that achieves
significant improvements in test coverage without
manual intervention. Beyond individual tools and

frameworks, broader empirical studies reinforce the
trend. A quantitative analysis [3] showed that higher
levels of test automation maturity are directly associated
with improved software quality across industrial projects.
These findings are echoed by recent industry reports,
which highlight automation as a core element of scalable
and sustainable quality assurance practices in
contemporary  software engineering. As project
complexity and delivery speed increase, automated
testing becomes not only a technical asset but also an
imperative for ensuring robustness and quality [4].

At the same time, several critical challenges of
automated test suite generation persist. These include the
absence of reflective capabilities, the presence of non-
determinism in standard libraries, and the lack of
standardized mechanisms for specifying expected
behavior across software components. These issues have
motivated ongoing work in areas such as method call
sequence mining, context-sensitive test generation, and
mutation-based test evaluation [5]. Collectively, these
research directions underscored both the feasibility and
necessity of continued investment in automated test
generation for C++, particularly as software complexity
and safety requirements continue to grow.

Research objectives. The CIDER [6] tool is designed
to address these challenges. It exemplifies a fully automated
black-box testing approach tailored specifically for C++
libraries. It leverages recorded program executions to
generate automated test scenarios, subsequently applying
heuristic optimization techniques, such as harmony search,
to improve test coverage. By providing compatibility with
industry-standard libraries and facilitating flexible script-
based testing approaches, the tool enables effective and
realistic testing scenarios for complex software systems and
demonstrates several advantages: effective initial scenario
generation based on actual program execution, the use of
harmony search to enhance test coverage, compatibility
with industry-standard libraries and tools via bindings and
scripts. However, the tool has incomplete coverage of
complex branching logic due to limited systematic path
exploration, motivating the investigation of additional
enhancement techniques.
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The research objectives are:

RO1: To explore and systematically compare
various automated test generation techniques, including
concolic and symbolic execution, evolutionary
algorithms, reinforcement learning, model-based and
search-based testing.

RO2: To identify methodologies and best practices
that are most effective in overcoming CIDER's identified
limitations.

In the next sections an overview of most popular
automation techniques will be provided, along with their
classification with respect to CIDER improvement
relevance.

Classification Criteria

The criteria for classification include:

= complexity of control-flow

= complexity of data-flow

= semantical-rich input

= automation potential

= regression testing potential

= Dblack-box testing suitability

For each criterion the description is provided in
Table 1.

Table 1 — Classification criteria description

Criteria Description
Measures the ability of a testing
technique to effectively handle
Control-flow | . ", - - .
- intricate branching logic and multiple
complexity - e
- execution paths within the source
= code.
§ Indicates how effectively a testing
g technique can track and analyze data
S Data-flow - ;
- dependencies, variable usage, and
9 | complexity :
> transformations  throughout  the
2 software.
g- Assesses the capability of the
5- technique to generate meaningful,
Semantical | contextually wvalid input data,
rich input particularly for structured or domain-
specific scenarios (e.g., JSON, XML,
API payloads).
Evaluates the degree to which a
Automation | testing technique can  operate
3 potential autonomously ~ without ~ manual
% intervention after the initial setup.
S . Reflects the suitability of a technique
2 Regression | lidat Fw
= testing to repeatedly validate  software
3 : correctness over time, particularly as
= potential
9 the software evolves or changes.
§ Indicates whether the testing
= technique can be effectively applied
<. Black-box . ”
7 - without access to internal source
= testing : - :
2 - code details, relying exclusively on
suitability - .
external interfaces or behavioral
nalysis.

The first three criteria relate to source code under
test characteristics which indirectly include coding
language specific aspects, project requirements, domain
constraints, and typical use cases for the tested software.

= The control-flow complexity

It is measured using different metrics, one of them
is cyclomatic complexity, which is defined as number of
linearly independent execution paths of the module under
test, corresponding to number of conditional statements
in the source code (e.g., branches). The control-flow
graph (CFG) approach [7] using CFG that consists of
nodes (N) as conditional statements and edges (E) as
execution paths between them. Thus, cyclomatic
complexity is calculated as C(G) = E — N + 2. A higher
value indicates that more complex testing for the module
is required.

= The data-flow complexity

It has no universally accepted method of
measurement and is instead evaluated as a combination
of analytical approaches.

The definition-usage approach analyses pairs of
definition and usage of variables through the source code
and corresponding variable interactions [8]. The
complexity grows with number of definitions, re-
definitions and interactions of variables as shown, Fig 1.

1. intx =10; /I definition
2.if(y>0){

3. X=y+b5; /I re-definition
4.}

5. printf("%d", x); // usage

Fig. 1. Def-Usage data-flow example

The data-flow coverage metrics analyze the test
coverage output to check if every variable definition
executed at least once (is reachable).

The fan-in and fan-out metrics analyze and compare
the number of dependencies entering and leaving the
module respectively, giving information about coupling
and data exchange complexity.

=  The semantical-rich input

The semantically legal generation ability of the
testing tool is crucial for the libraries from specific
domains, in which not correctly generated input leads to
low coverage.

Techniques

= Symbolic execution exploration mechanism of
control paths treats input variables as symbolic not as
concrete values. This method systematically enumerates
possible execution paths and generates symbolic
constraints to represent these flows. As for concolic
testing, it complements symbolic execution by executing
programs with concrete inputs while simultaneously
generating symbolic constraints. Such approach
mitigates certain scalability issues associated with purely
symbolic approaches. One of the classic technique usage
example is KLEE [9]. It was used to achieve high
coverage in testing of GNU COREUTILS and
BUSYBOX that significantly improved fault detection
by systematically exploring multiple execution paths.
The results show precise fault localization and improved
software reliability.

= Search-based testing utilizes natural selection
concepts to iteratively evolve test inputs toward optimal
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solutions defined by a fitness function. The fitness
function commonly measures objectives such as code
coverage, fault detection rates, or execution performance.
The EvoSuite [10] automatically generates effective unit
test suites for Java applications, improving code coverage
and fault detection capability through the genetic
evolution of test inputs.

®= Reinforcement learning (RL) dynamically
generates and refines test inputs through iterative
interactions with the software system. The process is
guided by reward function that reflects coverage metrics
or fault detection metrics. The strategy of RL algorithms
is to adjust input generation ability over time to maximize
long-term rewards. The DRIFT tool [11] applies
reinforcement learning to dynamically generate test
cases. It significantly improves coverage and fault
discovery efficiency, particularly in complex software
systems. Tests within Windows 10 were performed to
justify the efficiency of the method.

®" Model-based testing generates test cases
systematically from formal or semi-formal models of the
software behavior, which capture specifications or
functional descriptions. In addition, property-based
testing complements such results using technique of
validation software behavior against predefined
properties or invariants. It automatically generates input
scenarios to falsify these properties. The SpecExplorer
[12] generated exhaustive test cases for verifying
protocol implementations, which ensures compliance
with detailed system specifications. The QuickCheck
[13] systematically validates software behavior against
specified properties, while Randoop [14] generates valid
method call sequences that effectively uncover functional
faults in software APIs, significantly enhancing black-
box testing effectiveness.

= Mutation Testing assesses the quality and
effectiveness of test suites using intentionally injecting
small artificial faults (mutations) into the source code and
observing whether existing test cases can detect these
introduced faults. The PIT [15] has been used to assess
and improve test suites in Java applications by injecting
faults, leading to a significant increase in the robustness
and quality of test cases. The Table 2 presents a
comparison of the techniques based on their coverage
effectiveness with respect to the characteristics of the
tested source code.

Table 2 — Comparison of techniques based on source code
characteristics criteria

Control Data Semantical
Techniques Flow Flow Rich
Complexity | Complexity Input
Symbo_hc High High Low
execution
SHEIET 2z High Medium Medium
Testing
Relnforcgment High Medium Medium
Learning
Model-Based . . .
Testing High High High
Muta_tlon Medium Medium Low
Testing

These capabilities are rated as High, Medium, Low
respectively. The model-based testing technique receives
a high rank in all three criteria. However, the comparison
doesn’t account for its automation potential, which is
constrained by the need for manual settings and model
creation limitations. To address this issue three
operational criteria classification has been done. The
comparison on operational properties shown on Fig. 2.

Search-Based
Testing
Reinforcement
A Learning

Black-Box |-
Testing |-

Automation

Potential

Fig. 2/ The techniques’ classification depending
on testing tool operational characteristics

Among all considered techniques, search-based
testing emerges as the most appropriate candidate for
enhancing CIDER. It aligns perfectly with CIDER’s
black-box nature, fully supports automation, and can
replace current heuristic strategies with more adaptive
and scalable optimizations. RL is also highly compatible,
offering dynamic learning of effective test scenarios
through interaction, ideal for evolving systems. In
contrast, techniques like symbolic execution and
mutation testing require source code access and are thus
incompatible with CIDER’s concept.

Investigation

Problem 1: Script input optimization.

Formulation. Let S denote a fixed test script
consisting of a predefined sequence of function calls
from a finite set of operations F. Each invocation within
S requires a vector of input parameters x =
(x4, X5, ., X;m), m € N. Executing the script S with a
given input vector x yields a dynamic execution trace,
from which a coverage metric C(S(x)) € R is computed.
The coverage function quantifies the extent to which the
input-triggered execution explores the program under
test, based on structural criteria such as line, branch, or
function coverage.

Objective. The objective is to identify the input
vector x' that maximizes the achieved code coverage.

Investigation. The possible directions of search-
based testing algorithms usage are:

¢ Artificial Bee Colony (ABC)

+ Firefly algorithm (FA)

+ Cuckoo Search (CS)
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A comparison of the algorithms based on their
advantages and drawbacks is shown in Table 3.

Table 3 — Comparison of search-based
metaheuristic algorithms

Advantages Disadvantages
1) Provides a well-balanced Exhibit slower
g exploration and convergence on
exploitation mechanism. complex landscapes.
Rapid convergence in Low performance in
< continuous domains. discrete spaces. Risk
= Highly effective for of being trapped in
unimodal problems. local optima.
Highly effective for May converge
n multimodal landscapes. prematurely; less
< Requires minimal interpretable in terms
parameter tuning. of search behavior.
Highly effective for Slower convergence
8 sequential and graph-based and requires more
< optimization. Adapts well elaborate parameter
to problem structure. tuning.

In addition, common algorithm of metaheuristic
search optimization is shown in Fig. 3, with basic input
parameters as fitness function €, number of iterations T.

Metaheuristic Search Optimization

1: Initialize x = (x4, X, v, Xp)

2: Evaluate C(S(x;)) for each x;

31 Xpese = argmax(C(S(x;)) )

4.for t=1toT do

5:  for each solution x; do

6 Generate x; < Gen(x;, Xpest, t, -« )
7 Evaluate C(S(x;))
8
9

if Acceptable (x;) then

. X; < x;
10: if C(S(x;)) > C(S(xpesr)) then
11 Xpest < Xi
12: end if
13: end if
14: end for
15:  Optionally Diversify (x)
16: end for

17: return xpest

Fig. 3 Generic representation of metaheuristic search
optimization algorithm

= Artificial Bee Colony. The algorithm was
introduced by D. Karaboga [16] and inspired by behavior
of honeybee colonies. Three kinds of branches of logic
are included: employed bees, onlooker bees and scouts.
The employed bee searches on m iteration the solution
vector x,,; according to formula:

Xmi = Xmi + @i i — X, €Y
where x,,,; — current solution, ¢,,; € [—1,1] —the random
number, x;; — randomly chosen solution in memory.

The employed bees share their food source
information with onlooker bees which choose a food
source depending on the probability values, calculated as:

Cm mi
Pm - (x )/Zicm(xmi). (2)

After the x,,,; is chosen it’s modified via eq. (1). The
employed bees whose solutions failed to improve for
limit times become the scouts. The scout bee initializes
their solution randomly.

= Firefly algorithm. The algorithm was firstly
introduced in 2009 [17] and is inspired by fireflies’
behavioral attraction to bright light. The search iteration
at m can be described as:

Xmi = Xmi + B(Xmi — X)) + AP, (3)
where x,,,; — firefly’s current solution, ¢,,; € [-1,1] is
the random number, a« — scale factor, x;; — randomly
chosen solution in memory.

The attraction B from eq. (3) is as follows:

B = Boe™"m, 4)
where y — absorption coefficient, -2, — distance between
fireflies, 8, — the attractiveness at distance 0.

The distance can be calculated as Cartesian or any
other interpretation.

= Cuckoo search. The generation of new
solutions behaves as cuckoo which lays own eggs in
neighbor’s’ nest [18]. The solution search formula
incorporates Lévy distribution:

Xyni = Xpmi + Lévy (D). (5
The Lévy distribution is as follows:
Lévy ~ u = t™, (6)

where A € (1; 3]. The best solutions are kept for the next
iteration and worse are dropped by the nest owner with
probability P.

Problem 2: Call sequence optimization.

Let F ={F,, F,, ..., F,} denote the finite set of
available function calls provided by a software under test
interface. A test script is defined as an ordered sequence
of function invocations, denoted S = {F;q, Fiz, ..., Fix }s
where each F;, € F, and the sequence length k may be
fixed or subject to constraints reflecting practical
limitations on test depth or execution time.

The execution of a script S produces a runtime
behavior of the program under test, resulting in a
dynamic trace from which a structural coverage metric
C(S(x)) € R is computed. This metric may correspond
to branch coverage, path coverage, state coverage, or
other relevant measures of behavioral exploration.

Objective. The objective is to determine the script
S’ € § that maximizes the achieved coverage, where S is
the space of syntactically and semantically valid call
sequences.

Investigation. The possible directions of search-
based testing algorithms usage are:

= Ant Colony Optimization. The algorithm is
inspired by foraging behavior of ants [19]. The ants use
pheromones to mark good paths between nest and food
sources.

= Over time, shorter paths receive
pheromone, reinforcing them based on probability.

The problem can be modeled as a directed fully
connected graph G = (V,E), where V € F is the node
representing method call, ECSV xV are edges
representing transitions between method calls - a path of

more
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the graph represent searched call sequence S. Each edge
has associated pheromone value ;; and a heuristic value
n;; representing desirability of the edge. Then each ant k
in the state i (current method call) choses the next method
j based on:
w0 _ (@) mip)”
P = s s as @)

where V;¥- unvisited neighbors of node i for ant k, and a, 8 —
balancing coefficients.

After construction of S the reward R, is computed
and pheromone matrix is updated using scaling factor Q
and call sequence length L;:

Ti’j = Q.Rk/Lk- ®)

The algorithm is stopped when best sequence is
found, or time budget is over.

The next papers [20, 21] have deeply dived into
experimental application of ACO optimization for
method call sequences generation in test scenarios. Their
results showed that ACO generated sequences achieved
higher code coverage and robustness compared to
random or greedy baselines, particularly in preserving
object usage patterns and handling class constructors
correctly.

In addition to graph-based metaheuristic techniques
such as ACO, RL provides a learning-based approach to
generating call sequences, particularly Q-learning.

= Q-learning. The algorithm was introduced by
C. Watkins [22] and is a form of model-free RL.

The generic algorithm of learning phase is shown
on Fig. 4, where:

s — state, representing partial sequence of function
call,

a — action selecting next valid and capable method
from F,

r — reward, a scalar value based on C(s), and the
return represents policy,

m(s) — which maximizes the cumulative reward for
doing action a in state s.

The update of Q-Table phase is done using formula:

Q'(s,a) « Q(s,a) + AQ(s', a"),
AQ(s",a") =a-[r+y -maxyQ(s',a") —Q(s,a)],
where a¢ € (0; 1] — learning rate, y — discount factor.

Q-learning Algorithm
Initialize Q-Table Q(s,a) «— 0
for each episode do

Initialize State (s)
for t=1to T do
if Exploration (&) then
a = Random(A)
else Exploitation
a = argmax,Q(s,a)
end if
s’ = Step(s,a)
r = GetReward(s")
Update Q-Table (s, s, 1)
if TerminalState (s")
break
ses'
end for
end for each

return (s) = argmax,Q(s, a)

Fig. 4. Generic representation of learning section
of Q-learning algorithm

Conclusions

This paper presents a comprehensive overview of
automated test generation techniques applicable to C++
software, with a particular focus on enhancing the
capabilities of the CIDER tool.

The search-based and reinforcement learning
techniques offer adaptive, scalable, and fully automated
mechanisms for high-coverage test scenarios generation. In
particular, search-based approaches such as Artificial Bee
Colony, Firefly Algorithm, and Cuckoo Search show strong
potential in test inputs optimization. On the other hand, Ant
Colony Optimization has effectiveness in method call
sequence generation. Reinforcement learning complements
the approach via dynamic learning from test execution
feedback, thereby improving test effectiveness over time.
Symbolic and concolic execution, despite their high
precision, are constrained by CIDER’s lack of source code
access, making them less suitable in this context. The
mutation testing, although useful for evaluating test suite
robustness, offers limited applicability for full process
automation. In conclusion, integration of adaptive
metaheuristics and learning-based optimization techniques
into CIDER’s architecture shows promising results in
improvement of test coverage and full automation potential.
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MeTtoauku aBToMaTu3anii renepauii TecTiB AJst mporpamMHoro 3aée3neuenns C++
M. B. I'yneny, O. B. Kosnowmiiines

AHoTanisi. ABToMaTH3amis TECTYBaHHS € KPUTHYHO BXKIIMBOIO JUIS 3a0€3MeUYeHHS SIKOCTI MIPOrPaMHOTO 3a0e3IeueHHs .
ABTOMAaTH30BaHI MiIX0I1 3HAYHO CKOPOUYIOTh 3yCHJIISI Ha TECTYyBAaHHS, OKPAIIYIOTh €(EKTHBHICTh TECTYBaHHS Ta MiIBHITYIOTH
3aranpHy HajiliHicTh mporpamuoro 3abesnedenns. Incrpyment CIDER, mpeacTaBieHHii aBTOpOM, NMPOMOHYE 0araTooodilpsiroye
aBTOMAaTH30BaHE DIllleHHs LIIIXOM TeHepallii TeCTOBHMX CIIEHapiiB Ha OCHOBI 3amHCy BHUKOHAHHS IIPOTpaM i 3aCTOCYBaHHS
€BPUCTUYHOI MOIIYKOBOI OnTHMi3alii, 30kpemMa rapMoHiuHoro nouryky. HesBakatoun Ha cBoi nepesaru, CIDER crtukaerscs 3
00OMEXEHHSIMH, BKJIIOYAIOYM HEMOBHE OXOIUICHHS CKIAgHOI JIOTIKM pO3raly)XeHHs, Hee()eKTUBHE MOCITI/PKCHHS BEIUKUX
MPOCTOPIB BXIMHUX TaHUX, TPYIHOIII B 0OpOOIi CEeMaHTHYHO HACHUEHHX a00 KOHTEKCTYaIbHO CKIAJHHUX BXiTHHUX HaHuX. L1
OTJISIOBA CTAaTTS CHPSIMOBAaHA HAa CHCTEMATHYHE JOCIHi/DKEHHS, MOPIBHSHHSA Ta ONIHKY PI3HMX aBTOMAaTH30BAaHHX METOIHK
reHeparlii TeCTiB, TAKNUX K CHMBOJIIYHE BUKOHAHHS, KOHKOJIIYHE TECTYBaHHSI, €BOIOLIIHI aITOPUTMH, HABYAHHS 3 I AKPIIICHHAM
1 TeCTYBaHHS Ha OCHOBI Moziesi. MeTa moJsirae B ToMy, 100 K1acu(iKyBaTH I1i METOJH Ha OCHOBI iXHIX XapaKTEPUCTHK, OI[IHUTH
TXHIO e(eKTHBHICTh y BHpimeHHi HasBHuUX HenouikiB CIDER Ta BH3HAa4MTH BIiAMOBIAHI MiAXOAH, SIKI MOTNIKM O PO3LIMPHUTH
MOXITMBOCTI IHCTPYMEHTY JUIsl aBTOMATH30BaHOI reHepallii TeCTiB 3 TOYKH 30py e(eKTUBHOCTI MOKPUTTS KOAY.

KawdoBi caoBa: aBromarmsamis TtectyBaHHs, C++, perpeciiiHe TecTyBaHHS, OJUKONMHHH aJITrOPHUTM, alrOPUTM
MYpaIIHOI ONITHMI3allil, AITOPUTM CBITIITUKIB, TONTYK 303y, HABYaHHA 32 (-QyHKIIi€I0.
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