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A ROBUST METHOD FOR EMBEDDING AND EXTRACTING WATERMARKS
IN VIDEO USING DISCRETE COSINE TRANSFORM

Abstract. This paper presents a robust method for embedding and extracting watermarks in video frames using Discrete
Cosine Transform (DCT). The method ensures high imperceptibility and maintains the quality of the video while embedding
the watermark in the luminance component of each frame. Extensive experiments demonstrate the method's robustness
against common video processing operations, including compression, noise addition, and cropping. The proposed approach
is computationally efficient, making it suitable for real-time applications. Future work aims to optimize the algorithm for
faster performance and enhance robustness against more sophisticated attacks. Practical applications include digital rights

management, content verification, and forensic analysis.
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Introduction

In the digital age, the proliferation of multimedia
content has necessitated robust methods for protecting
intellectual property rights. Digital watermarking has
emerged as a pivotal technology for embedding
imperceptible information into multimedia data, such as
images, audio, and video, to assert ownership and prevent
unauthorized use. Among various watermarking techniques,
video watermarking is particularly crucial due to the
widespread distribution and consumption of video content
across various platforms. The rapid advancement of video
compression techniques and the increasing complexity of
video manipulation pose significant challenges to the
robustness and imperceptibility of watermarks. Traditional
watermarking methods often struggle to maintain
watermark integrity when subjected to lossy compression,
noise, cropping, and other common video processing
operations. Therefore, there is a compelling need for a
watermarking method that can withstand these challenges
while ensuring the watermark remains imperceptible to
human viewers. The Discrete Cosine Transform (DCT) has
been extensively used in image and video compression
standards, such as JPEG and MPEG, due to its energy
compaction properties. This makes DCT an ideal candidate
for embedding watermarks, as modifications in the DCT
domain can be made less perceptible. Leveraging DCT for
watermarking can enhance robustness and maintain the
quality of the video.

To address these challenges, we have developed a
robust method for embedding and extracting watermarks
in video frames using Discrete Cosine Transform (DCT),
and implemented this method in a Python library called
video-invisible-watermark. This library is publicly
available and can be accessed from the Python Package
Index (PyPl) at https://pypi.org/project/video-invisible-
watermark/.

This thesis aims to develop a robust method for
embedding and extracting watermarks in video frames
using Discrete Cosine Transform (DCT). The specific
objectives of this study are to design a watermark
embedding algorithm that utilizes DCT coefficients for
robust and imperceptible watermarking, to implement a
watermark extraction algorithm capable of accurately

retrieving the embedded watermark from watermarked
video frames, to evaluate the robustness of the proposed
watermarking method against various video processing
operations, including lossy compression, noise addition,
and cropping, and to compare the performance of the
proposed method with existing video watermarking
techniques.

1 System Framework

The proposed system for embedding and extracting
watermarks in video frames using Discrete Cosine
Transform (DCT) consists of several key components
and processes. The system architecture includes the
following steps:

1. Watermark Image Preparation: Converting
the watermark image to grayscale and resizing it.

2. Video Frame Extraction: Splitting the video
into individual frames.

3. Watermark Embedding: Embedding the
watermark image into the luminance (YY) component of
each frame using DCT.

4. Watermarked Video Reconstruction:
Combining the watermarked frames back into a video.

5. Watermark  Extraction:  Extracting the
watermark from the watermarked video frames.

Here is a detailed diagram illustrating the system
architecture (Fig. 1).

2 Detailed Sections

2.1 Watermark Image Preparation

To prepare the watermark image, we convert it to
grayscale and resize it to a suitable size (e.g., 100x100
pixels). This ensures the watermark can be effectively
embedded within the video frames.

2.2 Video Frame Extraction

We extract individual frames from the video,
ensuring we process enough frames for the desired
duration. This involves reading the video file and
extracting each frame sequentially.

2.3 Watermark Embedding Algorithm

The watermark embedding algorithm uses DCT to
embed the watermark image into the luminance (Y)
component of each video frame.
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Fig. 1. Detailed diagram illustrating the system architecture

The process involves the following steps: 3. Embed Watermark in DCT Coefficients:
1. Convert Frame to YUV: The choice of DCT coefficients to embed the
‘ _ ¢ 1 watermark is critical. We select mid-frequency DCT
yuv_frame = convert_to_yuv(frame), @ coefficients as they offer a balance between robustness and
where yuv_frame = (Y,U,V) imperceptibility. The embedding process is defined by:
2. Apply DCT to Y Component: det_y with_watermark[i,j] =
dct_y = DCT(Y). ) =dct_y[ij] + a-watermark[ij], 3
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where a is a scaling factor to control the strength of the
watermark.

4. Apply Inverse DCT:
idct_y = IDCT(dct_y_with_watermark). 4
5. Merge Y, U, V Components:
watermarked_frame = merge_yuv(idct_y, U, V). (5)
6. Convert Frame to BGR:
bgr_frame = convert_to_bgr(watermarked_frame). (6)
2.4 Watermark Extraction Algorithm

The extraction algorithm reverses the embedding
process by transforming the luminance component (Y) of
the watermarked frames back into the DCT domain,
extracting the watermark, and reconstructing the image.

1. Convert Frame to YUV:
yuv_frame = convert_to_yuv(frame), @)
where yuv_frame = (Y,U,V)
2. Apply DCT to Y Component:
dct y = DCT(Y) (8)
3. Extract Watermark from DCT Coefficients:

Extracted_watermark(i, j] =
_dct_y_with_watermark[i,j] — dct_y[i,]]

9
-~ ©)
4. Convert to Image:
Watermark_image =
=convert_to_image(extracted_watermark) (10)

2.5 Algorithm Complexity Analysis

The complexity of the watermark embedding and
extraction algorithms is primarily determined by the
DCT and inverse DCT operations. Given an N x N
image, the computational complexity of the DCT is:

O(N?logN) (11)
The same complexity applies to the inverse DCT.

Therefore, the overall complexity of embedding or
extracting a watermark from a single frame is:

O(N2logN) (12)

This section provides a comprehensive overview of

the technical implementation and principles underlying

the proposed watermarking method. The subsequent

section will present the experimental results and discuss

the effectiveness and robustness of the proposed method.

3 Results

This section presents the results of embedding and
extracting watermarks from videos of different
resolutions, formats, sizes, and durations. The robustness
of the watermarking method is evaluated by examining
the quality of the embedded and extracted watermarks
under various conditions.

3.1 Experimental Setup and Environment
o Hardware: Intel Core i7-10700K CPU, 16GB
o Software: Python 3.8, OpenCV 4.5.3, Pillow
8.2.0
e Videos: Different videos with varying
resolutions (720p, 1080p, 4K), formats (MP4, AVI),

sizes (short clips, full-length movies), and durations (30
seconds, 2 minutes, 10 minutes)

3.2 Dataset Selection

The dataset consists of a diverse collection of video
samples to evaluate the robustness of the watermarking
method.

The selected videos vary in resolution, format, and
length to ensure comprehensive testing.

3.3 Experimental Procedure

1. Watermark Embedding: The watermark image
is embedded into each video frame using DCT.

2. Watermark Extraction: The watermark is
extracted from the watermarked video frames.

3.4 Evaluation Metrics

e PSNR (Peak Signal-to-Noise Ratio): Measures
the quality of the watermarked video.

e SSIM (Structural Similarity Index): Assesses
the similarity between the original and watermarked
video frames.

e Embedding Time: The time taken to embed the
watermark in the video.

o Extraction Time: The time taken to extract the
watermark from the video.

o Robustness: The resilience of the watermark
against compression, noise addition, and cropping.

3.5 Results for Different Resolutions,
Formats, and Durations

The results are summarized in the following tables,
showing the comparison between the original watermark,
watermarked video frame and the extracted watermark
image for different scenarios (Table 1-3, where 1 —
Resolution, 2 — Format, 3 — Test, 4 — Original
Watermark, 5 — Extracted Watermark, 6 — PSNR(dB),
7— SSIM, 8 — Embedding Time(s), 9 — Extraction
Time(s)).

Table 1 — Embedding and Extraction Results
for Different Resolutions

1 6 7 8 9
720p 38.5/0.98 | 0.12 | 0.08
1080p, 36.2| 0.97 | 0.18 | 0.14
4K 34.7/0.95]0.35(0.30

Table 2 — Embedding and Extraction Results
for Different Formats

MP4 HELL HELLO 37.5/0.97 | 0.15 | 0.12
WORLD| Ml | | | |
AVI HELEO_— HELLO 36.9/ 0.96 | 0.16 | 0.13

WORLD | R
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Table 3 — Robustness Testing Results

3 6 7 8 9
Compression 35.2 0.94 0.14 0.11
Noise 33.8 0.92 0.13 0.10
Cropping 32.1 0.90 0.12 0.09

3.6 Summary of Results
The results demonstrate that the proposed

watermarking method maintains high embedding quality
and extraction accuracy across different video resolutions,
formats, and durations.

The watermark remains robust against common
video processing operations, such as compression, noise
addition, and cropping.

Conclusions

The proposed watermarking method, which utilizes
the Discrete Cosine Transform (DCT), demonstrates
notable efficacy and resilience across various video
resolutions, formats, and durations. By employing DCT,
the method ensures high imperceptibility, maintaining
video quality while embedding the watermark in the
luminance component of each frame. Extensive
experimentation has shown the method's resilience
against common video processing operations, such as
compression, noise addition, and cropping. Its
computational efficiency makes it suitable for real-time

This method holds significant potential in the fields
of digital rights management and content verification.
The ability to embed imperceptible yet robust
watermarks into video content provides a valuable tool
for protecting intellectual property and verifying the
authenticity and integrity of digital media.

The method ensures that watermarks remain intact
and recoverable even after various processing operations,
making it a reliable solution for content creators and
distributors.

Furthermore, the implementation of this method in
a publicly available Python library, named video-
invisible-watermark, enhances accessibility and ease of
use for developers and researchers. This facilitates the
adoption of robust watermarking techniques in various
digital media applications, promoting wider use and
further advancements in the field.

The DCT-based watermarking method offers a
robust, efficient, and high-quality solution for embedding
and extracting watermarks in digital video content.
Future work could focus on optimizing the method to
reduce embedding and extraction times and enhancing its
robustness against more advanced attacks. Integrating
this method into real-time video processing systems
could provide significant benefits for content creators
and distributors in protecting their digital assets. This
study lays a solid foundation for future research and
development in digital watermarking, contributing to

ongoing efforts to safeguard digital content in an
increasingly multimedia-driven world.

applications, achieving a balance between robustness,
quality, and performance.
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Meton Bﬁy}IOByBaHHﬂ Ta BWIYYEHHS BOAAHUX 3HAKIiB y BilleOKalePl
3a 10IOMOI'0X0 TMCKPETHOI'0 KOCUHYCHOI'O NEPETBOPEHHA

M. Wxoy, H. Kyuyk, . ' puabpOB

AHoTanisi. Y 1pOMy JOKyMEHTI MpPEICTaBICHO HaiHHMN MeTOJ] BOYIOBYBaHHS Ta BWIIYUYCHHS BOJSIHHUX 3HAKIB Y
BiZICOKAJIPH 3a JOMOMOTOI0 AUCKpeTHOro KocunycHoro nepersopenus (DCT). Lleit meton 3abe3nedye BHCOKY HEMOMITHICTb i
30epirae sKicThb BiJieo pH BOYIOBYBaHHI BOASHOTO 3HAKY B KOMIIOHEHT SICKPABOCTI KOKHOTO Kafpy. MacmTaOHi eKCIIepuMEeHTH
JIEMOHCTPYIOTh CTIilKiCTh METOMy 10 3BHYAiHHUX omepariil oOpoOKH Bineo, BKIIOYAIOUM CTHCHEHHS, NOAABAHHA LIyMy Ta
KaJpyBaHHs. 3arpoIOHOBAHUH MiJXiJ € 00YHNCIIOBATEHO e(eKTUBHUM, 10 POOUTH HOTO MPUJATHHM JUIS IIPOTpaM PeaIbHOTroO
yacy. MaitOyTHs1 poGoTa crpsiMOBaHa Ha ONTHMI3AIiI0 AITOPUTMY JUIsl MIBUAIIOI POOOTH Ta MiJBUINEHHS HaAiHHOCTI MPOTH
OllbII CKJIAAHUX arak. [IpaKTHU4HI 3aCTOCYBaHHSA BKJIIOYAIOTh KEPYBaHHS LU(POBHMH IIpaBaMH, MEPEBIpKY BMICTy Ta
KPUMIHATICTUYHHUN aHaJi3.

Kaw4oBi ciaoBa:Bijgeo, AUCKpET, IEPeTBOPEHHS, U(POBHIL BOJSTHHUIT 3HAK, AITOPUTM BOYIOBYBAHHSI.
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