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SUPPORTING DYNAMIC SECURITY NEEDS
WITH VPN TOOLS

Abstract. The article examines the problems of supporting the dynamic security needs of a hybrid environment. It
was determined that an important aspect of remote work is the training of employees on common cyber security
threats. Threat types such as phishing attacks, social engineering, and malware are explored. The components of
information technology security in a hybrid working environment are defined. The levels of protection of corporate
information were studied. VPN features are analyzed. Security procedures for using VPN, which creates
opportunities to reduce the risks of hacking a remote work environment, have been analyzed. Requirements to reduce
the risks of unauthorized access to confidential information have been established. Disadvantages and limitations of
VPN usage are explored. The criteria for reducing the connection speed due to additional cryptographic processing
and the distance to the VPN server were analyzed. Methods and methods of blocking and limiting access to VPNs
are considered, with the aim of reducing their effectiveness in some contexts. The features of a set of protocols that
protect Internet Protocol (IP) communication by authenticating and encrypting all IP packets in the data stream are
investigated. The principles of the VPN service are defined. Ways to prevent data misuse when working in a hybrid
environment are proposed. Requirements for invulnerability of network traffic to attacks are defined. a set of
protocols is explored, thanks to which it is possible to authenticate and check the integrity and encrypt IP packets.
Analyzed protocols for secure key exchange on the Internet. The design of key information management protocols is
proposed, requiring the development of the Internet Key Management Protocol. In the process of research, key
management concepts were analyzed and improved using the ISAKMP specifications and the Oakley Key
Determination Protocol. The criteria for the successful functioning of the ISAKMP specification, which describes the

mechanisms for matching the attributes of the protocols used, have been established.
Keywords: hybrid working environment, cyber security, digital transformation, information security.

Introduction

The most important aspect is understanding cyber
threats and the means to prevent them. The method of
cyberattack prevention includes the use of VPN for a
secure connection to the company's network, the
installation of anti-virus software and information
security monitoring systems.

The analysis of research results and the
development of own means of ensuring the security of
information technologies in a hybrid working
environment aims not only to protect users from
potential cyberattacks, but also to prepare them for the
development of software products in the field of
information security in the future.

Thus, cyber security management becomes a
critically important aspect for basic scientific research
and requires thorough analysis, particularly when
working in today's digital environment.

The object of research is information
technologies and their security in the context of hybrid
work. The subject of the study is the analysis of the
security of network connections, cloud services, virtual
private networks (VPN), as well as the integration of
various technological solutions used in remote work.
In accordance with the stated object and subject of the
research, the purpose of the work is to assess the
existing security measures in the context of hybrid
work, identify weak points and risks.

Analysis of recent research and publications.
Examining the results of the work of modern
researchers analyzing the presented issues, it should be
noted that not all aspects of this topic have already
been covered in scientific publications, which makes it

possible to study this issue more thoroughly. Scientists
take care of the challenges of supporting the dynamic
security needs of a hybrid environment, studying such
types of threats as phishing attacks, social engineering
and malware. Based on the received data, we offer a
methodology for protecting corporate information and
security procedures for VPN use.

A number of sources testify to the analysis of the
long-term strategy of IT security in the conditions of
remote work In particular, O. Struuk analyzes a
number of approaches and means of verifying the logic
of the program developed by the user, in particular, he
examines the logic of the program developed using the
platform customization tool [1].

I. Arshad proposes a new framework for
intelligent cyber defense, namely, studying immersion
in deep learning attacks and defenses [2].

V. Pevnev considers methods and means of
ensuring data integrity in information communication
systems [3].

M. Ahola analyzes objective and subjective
factors and errors in cyber security violations [4].

M. Rose describes the peculiarities of phishing,
noting the best methods and methods of protection
against it [5].

The study of the leading points and features of
the implementation of VPN services on mobile devices
deserves special attention, the results of research on
their purpose, configuration, use, as well as the
analysis of the best VPN services in Ukraine and the
world are presented in numerous publications [6, 8,
15].
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explore the communication possibilities of digital
channels, pay attention to features of adaptive
combined coding of the channel network for cognitive
radio networks with cooperative relay [7, 11-14].

Main part

By studying the evolving telecommuting
environment and understanding the reasons for its
popularity, organizations can make an informed
decision about implementing a telecommuting policy.
Despite the undeniable benefits, remote work also
creates  unique  cybersecurity  challenges that
organizations must address to protect sensitive data and
systems. Research of real examples of cyber security
violations in hybrid working environments allows to
analyze and improve the methods of their detection and
neutralization.

In particular, the SolarWinds Supply Chain Attack,
known since December 2020, came into the field of our
research. Attacks block access to files or systems,
demanding a ransom.

That is why methods of detecting and neutralizing
attacks need to be improved. Detection of attacks can be
difficult due to their cunning and distributed nature, but
regular data backups, protection of systems against
viruses, and improved cyber hygiene help prevent or
recover from such attacks[1-3].

VPN classification according to the
method of technical

ntotinn

This will ensure the highest level of protection for
corporate information, as VPN encrypts all data
transmitted between devices, including on open
networks, which significantly reduces the risk of
unauthorized access to confidential information.

While exploring potential drawbacks
limitations.

In particular, some VPN providers may collect log
files of data about some activity that violates user
privacy, some countries or organizations may block or
restrict access to VPNs, making them less effective in
some contexts, free or low-cost VPN providers may use
public servers, which may be less secure or have limited
bandwidth.

Given the growing number of remote workers and
the associated cyber security threats, using a VPN is
becoming a necessary standard for any organization
looking to keep their data private and secure. Along
with the right security policies and procedures, using a
VPN can significantly reduce the risks of a remote work
environment being compromised. Passwords remain a
weak point in cyber security.

By choosing a certain criterion, it is possible to
classify groups in a certain way VPN.

Thus, according to the method of technical
implementation, the following VPN groups are
distinguished, which are presented on Fig. 1.

and

VPN based on network operating system

VPN based on firewalls

VPN based on routers

VPN based on software solutions

VPN based on specialized hardware with
built-in cipher processors

Fig. 1. VPN classification according to the method of technical implementation

In addition, an important aspect is the remote
management of security policies, which allows you to
set and manage security rules on remote devices, for
example, by restricting access or installing mandatory
software updates. Additionally, mobile device security,
such as disk encryption and remote data wipe
capabilities, are important aspects of protecting remote
endpoints.

Organizations should establish secure endpoint
configurations that include active firewalls, use of up-
to-date anti-virus software, and implementation of

strong strong password policies. Educating remote
employees about the importance of following these
security measures on their devices is a key element of
effective protection.

This helps create a consistent security system
across all endpoints, providing a high level of protection
against potential threats [6-8].

The user, in this case a QA engineer, is given an
encryption key that must be connected to a PC for
identification and access. This way of using VPN
networks is used in almost all companies that have

150



ISSN 2073-7394

Cucremu ynpaBiiHHs, HaBirarii Ta 38's13kKy. 2024. Ne 3

divisions in different geographical points or remote
employees, including in a hybrid work environment.
Analysis of access to blocked content deserves special
attention. Sometimes the desired content is available
only for a certain region or vice versa - it is allowed for
all but one.

This problem is solved with the help of a VPN -
the user's traffic is redirected through servers located in
the country that has access to the necessary resources,
while bypassing all regional blocks. The service in
question is also used for testing applications from
another country.

If the customer needs to test the operation of the
application from different parts of the world, for
example, due to the specifics of the application, then in
order not to hire a large number of testers from different
countries, it is enough to hire one team that will test
using VPN networks.

In this case, you can connect to a remote server
that will receive and transmit all device traffic.

Thus, the tester will receive the external IP address
of this server and will be considered a user of this
country.

Inter-corporate VPN networks provide company
employees with a secure exchange of information with
business partners, suppliers, wholesale customers,
customers, users, etc.

An inter-corporate network provides direct access
from one network company to the network of another,
thus contributing to the increase in the reliability of the
communication that is maintained in business
cooperation.

In inter-corporate networks, much attention is paid
to user authentication and access control using a
network screen.

By understanding the tactics wused by
cybercriminals, employees can become more vigilant
and proactive in protecting themselves and the
organization's sensitive data. In addition, it is important
to keep employees constantly trained and updated on the
latest trends in cybersecurity, as these threats are
constantly evolving. Organizations can also use
phishing attack simulations to test their employees'
reactions to real threats and improve their skills in
detecting and preventing phishing. Training and
supporting employees in the field of cyber security are
important elements of an effective strategy to protect the
organization from phishing attacks. This will allow to
increase the awareness and preparedness of the
personnel to detect and avert potential threats, which
can solve the problem of phishing attacks to a
significant level.

A VPN basically creates a secure data tunnel
between your local computer and another VPN server
located thousands of kilometers away. When using the
Internet, this VPN server becomes the source of all data,
so the ISP and other third parties can no longer see the
content of your Internet traffic.

At the same time, the result of the negotiation of
the security context is the establishment of the security
parameter index (SPI), which is a pointer to a certain
element of the internal structure of the information

exchange party, which describes possible sets of
security parameters. IPSec is a component of IPv6,
operating at the third or network layer.

As a result, transmitted IP packets are protected in
a manner that is transparent to network applications and
infrastructure. Unlike SSL (Secure Socket Layer),
which works on the fourth (transport) layer and is
already associated with higher levels of the OSI model,
IPSec is designed to provide low-level protection. An
IPSec header is added to IP data ready for VPN
transmission to identify protected packets.

Before  transmission, these  packets are
encapsulated into other IP packets. IPSec supports
several types of encryption, including Data Encryption
Standard (DES) and Message Digest 5 (MD5). A
necessary condition for establishing a secure connection
is the ability to quickly agree on security parameters
(authentication algorithms and keys).

IPSec supports two types of key management
schemes by which participants can negotiate session
parameters. This dual support at one time caused
friction in the IETF Working Group.

Conclusions

Using traffic encryption, regularly updating
software and network devices, and implementing
monitoring and breach detection mechanisms will help
prevent many types of cyberattacks.

In general, only a comprehensive approach to
cyber security, which includes staff training, the use of
secure technologies and the use of reliable protocols,
can ensure the creation of a secure remote work
environment that will effectively protect the
organization's valuable assets.

Only this approach will ensure productive and safe
work in a remote format.

A VPN is a good solution for establishing security
and maintaining anonymity online, and it deserves the
attention of anyone who uses the Internet on mobile
devices or PCs. VPN networks provide a wide range of
possibilities.

They are used not only by IT professionals, but
also by ordinary users for various reasons.

In the process of using the possibility of limited
authorization, in addition to the specified protection
methods, additional special systems should be used to
strengthen protection, taking into account the encryption
tools used in the hybrid working environment of the
corporation by means of VPN services.

Note that it is the logical network that is designed
and created based on the use of the most widely used
architecture model, which enables employees of the
corporation and other users to work with the database
during work.

When organizing work, in such a case, network
administrators may implement additional special
procedures to strengthen security.

Using the capabilities of the VPN service does not
require additional work and does not pose a particular
danger for testers.

It was determined that the design of key
information management protocols is necessary, namely
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the development of IKMP, an application-level key
management protocol.

The emerging key information management
standards provide an opportunity to support Key
Distribution Centers. Data integrity and confidentiality

guarantees in the IPsec specification are provided
through the use of authentication and encryption
mechanisms, respectively, where the result of security
context negotiation is the establishment of the SPI
security parameter index.
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HinTpumka nuHaMiYHNX NOoTped Oe3mexu 3acodamu VPN
. Tumenko, T. ®panuyk, P. 3axapos, B. Mockanenko

AHoTaunisi. Y crarti AocHiKeHO TpoONeMH MIATPUMKH AWHAMIYHAX TMOTpeO Oe3meKkH TiOpHAHOTO CepeloBHUIIA.
Bu3HaueHO, M0 BaXKIMBHM aclleKTOM BiImaieHoi poOOTH € HaBYaHHS CIHiBpPOOITHHKIB 3aralbHUM 3arpo3aM KiOepOe3mekw.
JlocIimKeHO THITH 3arpo3, Taki sK (IIIMHTOBI aTaky, ColiaNbHa IHKEHEPis Ta 3JI0BMICHE IporpamMHe 3abe3mnedeHHs. BusHadeHo
KOMIOHEHTH Oe3mekn iHpoOpMaIiifiHUX TexXHONOriH B TriOpumHOMy pobOodomy cepenoBuimi. JlOCHiIKeHO piBHI 3axucTy
kopriopatuBHoi iHdopmarii. [IpoananizoBano ocodnuBocti VPN. IIpoananizoBaHo nporenaypu 6e3nekn Bukopuctands VPN, mo
CTBOPIOE MOJKJIMBOCTI 3MEHIIICHHSI PU3UKIB 371aMy BiAJajeHOr0 poOOYOro cepeqoBHINa. BCTaHOBIEHO BUMOTH IO 3HIDKECHHS
PH3HKIB HECAHKI[IOHOBAHOTO JAOCTYIYy A0 KoH(pigeHilHoT indopmanii. BuBueHo Henoniku Ta oOMexeHHs: BukopuctanHs VPN.
[IpoanamizoBaHo KpuTepii 3MEHIIEHHS MIBUAKOCTI 3’€IHAHHS Yepe3 JOJATKOBY KpunrorpadiuHy oOpoOKy Ta BiICTaHb IO
cepepa VPN. PosrmsgHyTo MeTomm Ta crmocoOu OJOKyBaHHS Ta OoOMexeHHs aoctymy no VPN, 3 MeTorw 3MeHmeHHs iX
e(eKTHBHOCTI B JESIKHX KOHTEKCTax. JloCHmimKeHO 0coOIMBOCTI HA0OpY IMPOTOKONIB, SKi 3aXWINAIOTH 3B 530K [HTEpHET-
npotokony (IP) muisixom aBTeHTH(iKAlii Ta mudpyBaHHs Bcix [P-makeriB y moTomi mAaHuX. BuU3HaueHO MPUHIUIH POOOTH
ciyx6u VPN. 3anponoHoBaHO NUISXH 3aM00iraHHs 3J0BXUBAHHIO JaHUMH, TpU poOOTI y TibpuaHoMy cepenoBuiii. BusnaueHno
BHMOTH 10 HEBPA3JIMBOCTI MepexeBoro Tpadiky A0 arak. JOCTIPKEHO Halip MPOTOKOIIB, 3aBASKU SIKUM € MOXIJIHBICTH
ayTeHTH(IKYBaTH Ta MepeBipATH UidicHicTh Ta mmdpysatn [P-makeru. IIpoananizoBaHo MpoTOKONM yisi Ge3neyHOro oOMiHy
KIo4aMu B [HTepHeTi. 3almponoOHOBAHO MPOEKTYBAaHHS NMPOTOKOJIB KEpyBaHHS KIIOYOBOIO iH(OpMAIli€lo, IO BHMararoTh
po3pobku Internet Key Management Protocol. B mporeci mocmimkeHHS NTpOaHATI30BAaHO Ta BIOCKOHAJICHO KOHIICHIIIT
YIOpaBIiHHA KIIOYaMH 3 BuKopucTaHHAM crenudikamii ISAKMP i1 mporokomy Oakley Key Determination Protocol.
BcranoBneno kperepii ycmimuoro ¢ynknionyBanHs crerudikamnii ISAKMP, mo ommcye MexaHI3MH y3TO/KEHHS aTpHOYTiB
BUKOPUCTOBYBAHHUX MPOTOKOJIB.

Kawuosi caoBa: ribpunae poboue cepenonumie, kibepoesneka, mupposa Tpanchopmariis, inpopmaniiina Ge3rexa.
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