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RESEARCH OF INDUSTRIAL INTERNET OF THINGS NETWORKS AND SYSTEMS

Abstract. The article discusses the concept of the Industrial Internet of Things. The main protocols for data transmission
of the Industrial Internet of Things were identified. 10T systems have high requirements for the reliability of message
delivery, which is why special industry data transmission protocols used in industrial automation are often used to develop
10T systems. 110T technologies are an integral part of the Internet of Things concept. The paper presents the architecture of
an automated enterprise based on l10T, highlighting its advantages and disadvantages.
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Introduction

Currently, the concept of the Internet of Things is
actively developing, which implies the active
implementation of embedded technologies in modern
infocommunication networks [1-4]. This concept covers
an increasing number of areas of human activity every
day, such as unmanned transport control, urban
infrastructure  management, control of medical
operations, automation of residential premises, offices,
etc. [5-8]. Recently, a new direction has been developing
within the concept of the Internet of Things (loT) - the
industrial Internet of Things (11oT), which affects the
issues of creating a heterogeneous intelligent system for
automating industrial enterprises. 10T systems are used
in a variety of production areas, such as agriculture,
electronic  equipment  manufacturing, mechanical
engineering, machine tool manufacturing, automation of
data collection and accounting from energy networks,
production of aviation, space and military equipment, etc.
Currently, the implementation of technologies related to
the industrial Internet of Things is associated with
problems both with the integration of these technologies
with outdated solutions for industrial automation, and
with the absence of any automation system at the
enterprise [9-14]. The solution to these problems lies in
the development of unified technological standards for
the integration of both industrial automation systems and

equipment that does not have digital control interfaces
with 1oT systems [15, 16].

Basic material

There are a number of areas in industrial enterprises
whose work is subject to automation. In addition to the
obvious automation of production equipment, there are a
number of areas subject to automation within the
enterprise and related to human safety and social
activities. The following areas should be highlighted as
the main areas of automation [17]:

— automation of production equipment;

—automation of monitoring and management of the
state of the enterprise’s products;

— automation of business applications, such as
enterprise  resource  planning (ERP), customer
relationship management (CRM), product lifecycle
management (PLM), manufacturing execution systems
(MES), human resource management (HRM), etc.;

— automation of multimedia systems for monitoring
industrial enterprise safety;

— automation of local and global positioning
systems;

— automation of collection and analysis of openly
accessible data from the Internet.

I1oT technologies are an integral part of the Internet
of Things concept. Fig. 1 shows an architecture that
consists of four functional and two non-functional layers.
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Fig. 1. l1oT layered architecture
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The functional layers include the following [18]:
1. Application layer.

2. Service support and application support layer.
3. Network layer.

4. Device layer.

Fig. 2 shows the functional architecture of smart
manufacturing systems based on Industrial Internet of
Things solutions.
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Fig. 2. Three T 1loT System architecture

It is divided into the following levels [19]:

1. Life Cycle Management Level. This level is
responsible for managing the various life cycles of the
manufacturing enterprise and covers a wide range of
systems in the manufacturing enterprise, such as systems
for design, production, management and maintenance of
manufactured products.

The following can be distinguished as the main life
cycles of an enterprise:

— The product cycle, which includes the design and
development of the corresponding production system,
design, development, production, testing, maintenance of
the manufactured product, use of the product by the user,
recycling or destruction of the used product.

— The production system cycle, which includes the

design, assembly, operation, maintenance and
decommissioning of the entire production system.
—The implementation cycle, which includes

functions related to the interaction of the supplier and the
customer.

Other life cycles that can also be included in the
system under consideration, if there are special
requirements for a “smart enterprise”.

2. The integration level, which ensures the
integration of all resources, systems and processes
involved in the various life cycles associated with the
creation of products, through all levels of the production
system to create an environment for smart
manufacturing applications. This level includes the
following types of integration:

— Vertical integration, which is responsible for
ensuring that new technological solutions are included
in an existing system through higher levels of the
production system.

— Horizontal integration, which is responsible for
ensuring that new technological solutions are integrated
into an existing system at one system level.

— End-to-end integration, which allows connecting
each phase of the life cycle of the manufactured product
through the entire chain of product implementation,
including through various enterprises.

3. The application layer, which is responsible for
implementing end applications used to solve various

problems that arise in smart manufacturing. Examples
include the following applications:

— Innovative manufacturing is a type of “smart
manufacturing” and includes applications such as
virtual manufacturing, flexible manufacturing, and
customized manufacturing. Virtual manufacturing
allows for the simulation of production processes at the
enterprise  and computer modeling.  Flexible
manufacturing allows for a quick response to
predictable and unpredictable changes. Customized
manufacturing allows for the sale of goods in a way that
meets the needs of each individual customer.

— Preventive maintenance is responsible for
analyzing data coming from production tools equipped
with various types of sensors that collect information
about the current state of the equipment, and making
decisions based on the analysis results, which can
potentially lead to the prevention of equipment failures.

To highlight the task that will be revealed in this
paper, we will highlight the main data transfer protocols
of the Industrial Internet of Things. IloT systems have
high requirements for the reliability of message
delivery, as a result of which 1loT system developers
very often use special industry data transfer protocols
used in the field of industrial automation. The following
technologies were selected for the study of 1loT data

transfer protocols:CoAP (Constrained Application
Protocol)

—MQTT  (Message  Queuing  Telemetry
Transport);

— XMPP (Controller Area Network);

—HTTP (HyperText Transfer Protocol);

— ModBus;

—OPC UA (Open Platform Communications
Unified Architecture).

Currently, there is an active development and
implementation of such a class of devices in the
networks of the Internet of Things and the Industrial
Internet of Things, such as gateways. These devices are
responsible for ensuring the interaction of specific
communication technologies and data transfer of 10T
and lloT, both among themselves and with public
communication networks.
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Conclusions

The article discusses the concept of the Industrial
Internet of Things. The main protocols for data
transmission of the Industrial Internet of Things were
identified. 1loT systems have high requirements for the
reliability of message delivery, which is why special

industry data transmission protocols used in industrial
automation are often used to develop 10T systems. IloT
technologies are an integral part of the Internet of Things
concept.

The article presented the architecture of an
automated enterprise based on IloT, highlighting its
advantages and disadvantages.
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JocaixkeHHst Mepe:k i cucreMm npomucjioBoro Inrepuery Peueii
C. C. auenko, [I. A. TapaceHko

AHoTanisi. YV crarTi po3risHYTO KOHIEMIIIO MPOMHCIOBOrO IHTEpHEeTY pedveil. Byno BHIIEHO OCHOBHI MPOTOKOJH
nepeaadi JaHux mnpomuciioBoro [HrepHery peueit. Cucremu IloT MaroTh BHCOKI BUMOTH [0 TOKAa3HHUKIB HA[iifHOCTI JOCTaBKH
HOBIIOMJICHb, BHACIIZOK YOTO 4YacTo-TycTo uisi po3poOku cucteM I[loT BHKOPHCTOBYIOTH CHEliajbHi ranxy3eBi MPOTOKOJIN
nepeaavi JaHMX, 1[0 BHKOPHCTOBYIOTBCS y cdepi mpomucioBoi aBromatm3anii. TexHomorii IloT € ckiamoBoro KoHIemIii
IurepHeTy peueii. Y poOOTI MpeACTaBIeHO apXiTeKTypy aBTOMaTH30BaHOTo mianpuemMctBa Ha ocHoBi [IoT, BuaineHo 1i nepeBaru
Ta HELOJIKH.

Kawuosi caoBa: 10T, IIoT, aBromaTn3ariis, iHTerparis.
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