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CRM TOOLS TO ENSURE THE PROTECTION
OF INTELLECTUAL PROPERTY RIGHTS

Abstract._The article examines the main aspects of using CRM systems in the management of relationships in
companies under the condition of ensuring intellectual property rights. It was determined that the protection of intellectual
property rights is considered through the prism of the development and implementation of a system of legal norms that
require regulation of relations aimed at the need to create and implement intellectual property objects. The need to protect
intellectual property rights, which is mediated by the design, development and use of special software, has been proven.
Based on the analysis of the essence of the concept of intellectual property and the definition of its main components, the
introduction of specially developed software is proposed. The choice of the software environment and tools for the
implementation of the visual design of the proposed database is substantiated, which unites all stages of its development
and implementation in a single seamless environment for the purpose of ergonomics and optimization of writing code in the
appropriate scripting environment, which aims to ensure the generation and reproduction of tables, comparison of
databases, synchronization of schemes and data, preparation of reports and optimization of the methodology and
technology of their distribution, as well as fast and effective security management in databases. The main areas of
implementation of the CRM management strategy and the implementation of software developments in the organization of
the company's work, as well as the components of the information support of CRM systems, are presented. The method of
implementing the CRM strategy in the company's activities is proposed. An information system for accounting of the
company's activities was designed and developed on the basis of the CRM system. The main features, advantages and
disadvantages of using CRM systems in the company's activities are determined. The scientific and practical utility of the
proposed information management system allows for a step-by-step and component analysis of all business processes, to
make management decisions for the purpose of better cooperation and legal protection of intellectual property in the

modern information space.
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Introduction

Thanks to the rapid increase in the capabilities of
informatics and new information technologies, the
information environment of people's living and life
activities is being formed, and an information society is
being created. The modern century is characterized by
the intensive development and implementation of
informatics in all spheres of society. This was
manifested in the intensive improvement of computer
and communication equipment, in the emergence of
new and further improvement of existing information
technologies, as well as in the implementation of
applied information systems. The achievements of
informatics have taken an important place in
organizational management, in industry, in conducting
scientific research and automated design.
Informatization also covered the social sphere:
education, science, culture, medicine. Information
technologies are gradually, actively and relentlessly
integrated into all spheres of human activity and society,
becoming a powerful catalyst and a determining source
of their objective development. Informatization is an
important factor in changing the quality of life in
society: because in modern conditions, the level and
way of life begins to increasingly depend on the level
and quality of services, culture, education, work
organization, etc.

The process and content of the informatization of
society boils down to the spread of media culture in one

or another society, which, in turn, unites society with
permanent ties. In the political plane, the transition of
society to the informational stage of development
provides an opportunity to use democratic institutions as
an instrument of social control. Informatization in the
field of economy leads to the emergence of new
branches of production, changes the very idea of the real
sector of the economy, which includes virtual reality in
telecommunications networks, and in particular on the
Internet. The possibilities and scale of capital movement
are growing sharply, financial transactions are carried
out with extraordinary speed and ease. Informatization
affects all spheres of human life: it contributes to the
growth of labor productivity, improvement of economic
management, development of knowledge-intensive
industries and high technologies, enrichment of spiritual
life and further democratization of society, etc.
Information technologies open a new page in the
development of science and the life of society as a
whole.

Analysis of recent research and publications. A
number of domestic and foreign researchers constantly
pay attention to the problem of designing and
developing CRM systems. Modern developers and
specialists in the field of IT study the experience of
other specialists in the design of information systems.
D. Korpusenko investigates CRM methodology and
examines the need for their implementation for various
types of service provision, in particular examines
KeepinCRM, PipeDrive, KeyCRM, asserting the
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leading role of those that have mobile as a powerful
component [1]. The main functions of the CRM system
and classification of CRM systems, batch and
individual, analysis of their advantages and
disadvantages are considered G. Chubenko, M.
Loshytskyi, D. Pavlov, S. Bychkova, O. Yunin [2]. K.
Popova studies the problems of implementing CRM
systems and analyzes their differences depending on
where the information is stored and how the system is
protected [3]. A. Hafiyak investigates CRM systems as
a component of modern intelligent management
technologies [4]. L. Dolgova and H. Yamnenko analyze
the importance of using information technologies in the
automation of business processes of the enterprise and
prove the importance of using software in the field of
relations with partners [5-7].

Main part

For the world economy, as well as for developing
countries and countries with a transitional economy,
including Ukraine, this phenomenon poses certain
dangers. First, the countries where the least secured
layers of the goal do not have access to information and
knowledge to achieve better welfare, have less dynamic
development. Secondly, due to the fact that the evidence
and methods of increasing the efficiency of production
due to the use of ICT are practically unknown in this
country, the opportunities for it are not used and are not
multiplied there development. In today's world, the level
of employment is affected by factors generated by the
processes of globalization and regionalization of the
world economy, the progress of information technology
and methods management and communication

technologies, new management methods and business
strategies. The approach to content, content and
methods of obtaining knowledge and obtaining
information is changing. Labor markets are influenced

by technological advances in the areas of
computerization, biotechnology, energy,
communications, and space research. Another

phenomenon of the informatization of modern state life
has become the information war, as a result of new
reasons for information gathering. The essence of this
revolution is not so much in increasing the technical
characteristics of weapons and the emergence of new
technological solutions as in a new conceptual
understanding of the goals and tasks of defense
politicians.

Simultaneously with the development and
improvement of the legislative framework, Ukraine
should stimulate the development of innovative and the
creation of new specialized network structures and
technologies built on the basis of international
standards, as well as organize the development lack of
broad social and political support for the process of the
country's transition to the information society. This will
speed up qualitative changes, ensure high efficiency and
speed up the process of informatization in Ukraine,
which will accordingly reflect on the quality of the
social and political life of the state [1]. The main task of
protecting intellectual property rights is to establish a
number of legal norms that indicate the processes of
support and definition of relations with respect to
intellectual property objects. The need for permanent
protection of intellectual property rights is determined
by the main components presented in Fig. 1.

The main nesds that determine the nesd
to protect intellec mal propesty rights

en=unng the interestz of creators
by pranfing them time-limited
rights to control the vse of their
o works

protection of public misrests
bt tegarding  frzz
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activation of investment and
innovation activibies,

et imiplementation of achisvements
and innevations in all spheres of

the

zocial ife

stimulation of creative
intellactnal worlk, encouragement
of creaftve  activity  and

~| implementation of its results in
interests  of social and
economic progress of society

Fig. 1. Basic needs for the protection
of intellectual property rights

The authors chose the MySQL Workbench
software environment to perform the task, namely the

design and creation of an information system, the core
of which is a database. MySQL Workbench is a
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specially designed software tool for visual design, it
contains a number of capabilities designed to implement
all stages of working with the core of the information
system, which includes modeling, development and its
implementation in a single seamless environment for
MySQL, which is the next step, and namely
DBDesigner 4 from FabForce. Among the defining
characteristics of MySQL Workbench, it is possible to
note the increased speed of writing SQL code in a
convenient scripting environment; generation and
reproduction of tables; comparison of characteristics,
structures and content of databases, synchronization of
schemes and data; preparation of reports and automation
of their distribution; fast and efficient management of
the processes of protection of filling and structure of
databases.

The database contains tables specific to the field of
legal protection of intellectual property, with columns of
certain types of data, namely: "CopyRightOwner" —
copyright owner; "Own™ - a work that is an object of
intellectual property; “License"” - work license;
"InfringementAct” — an act of offense; "InfringingOwn™
- work that violates intellectual property rights;
"Infringer" — violator; "CourtVerdict" — court decision;
"Liability" — responsibility.

For each database that is planned for permanent
use, a series of tests should be conducted, which was
performed by the authors of this study. Performance
testing of the developed software product is aimed at
overcoming potential difficulties in the decision-making
process. A CRM was developed for the department of
analysis and provision of the intellectual property
protection system. CRM "ZOHO" was used for this

(Fig. 2).

Canras [» Zoho CRM

Introducing Canvas,
The first CRM design studio.

Fig. 2. CRM "ZOHO"

After completing the registration process, system
settings are performed and data is entered in this section
with contacts (Fig. 3).

This is worth noting that the functionality of the
portal is configured correctly sometimes.

The CRM system helps to automate work and
establish employee communication, other specialists,
clients. For this, you should use ready-made modules of
the CRM system. Note that in context improving the
quality of work, you can conduct online testing with
further storage results in the knowledge base in the wiki
directory. Effective communication between by
management subjects, using a single messenger, closed
chats, open channels in order to improve the automation
of business processes.

Data is entered in the service provision section in
the same way as it was done with contacts (Fig. 4).

ﬂ Client
<« |
3 & Add Tags

I Related List (" Overview ) Timeline
Notes ‘ Lulitact wwiier duiic Hainic
Attachments Email serhiy.smyslov@gmail.com
Deals Phone
Open Activities Mobile
Closed Activities Department
Invited Meetings
Products
Cases Hide Details

Quotes
Contact Information
Sales Orders 1
Contact
Owner

some name
Purchase Orders

Emails Vendor
g Name
Invoices
Campaigns Department
Social Home Phone L (066) 768-3493
Reporting Cont... Fax

Fig. 3 Information about one of the contacts

Create Product it Page Layout

Product Image

Product Information
Product Owner | some name -
Product Code  assess_intellectual_property_protection

Product Active @

Product

Category Software
SalesEnd Date = MMM D, YYYY
Support End i ,
Date VD, YYYY

Price Information
Unit Price JAH 1500
Taxable =@

Product Name | Assess Intellectual Property Protection

Vendor Name

Manufacturer None

SalesStartDate ~ MMM D, YYYY

Support Start
Date

Fig. 4. Creating a service
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Conclusions

Informatization of society is a process concept,
that is, it has stages of implementation.

At the first stage, the anticipatory development of
scientific and technical directions is envisaged, which
directly ensure the creation and use of new information
technologies.

The second stage is characterized by computer
development of the information fund, uploading it to
databases, which have been integrated into local
computer networks. But free access to information
stored in such databases has a limited range of users,
and the process of forming the information culture of
the population is still ongoing.

The third stage of informatization involves
ensuring free access to all information accumulated by
mankind, the opportunity not only to use, but also to
replenish the regional, national and global information

fund. The information fund becomes the property of
almost every resident of the country, so this stage can be
called the stage of socialization and updating of the
country's information fund.

In the course of the research, an information
system was developed that allows you to conveniently
store data on a fairly wide range of aspects of this field,
and a CRM for legal protection of intellectual property.

When solving the task, the following actions were
performed:

created database table structures, indexes and table
expressions;

tables were filled with information;

linked tables using foreign keys (one-to-one, one-
to-many and many-to-many);

developed the necessary requests to solve the tasks
that were set in the condition;

CRM is configured and all necessary objects for
the system are created.
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Bukopucranus incrpymenrapiro CRM
IJ1s1 3a0e3neyeHH s 3aXUCTy NPaB iHTe1eKTYyaJIbHOI BJACHOCTI

P. Bapanenko, A. Mocrosa, H. Cac, O. Kypbanosa

AHoTanmisi. Y cTaTTi pO3MISHYTO OCHOBHI acmekTH BukopucTaHHs CRM-cucreM B ynpaBiiHHI B3a€MOBITHOCHHAMH B
KOMITaHIsIX 32 YMOBH 3a0e3NeueHHs IpaB iHTeJIeKTyalbHOI BIacHOCTi. Bu3HaueHo, 1110 3aXKCT NpaB iHTEIEeKTyalbHOI BIACHOCTI
PO3MIIAIAIOTh Yepe3 MPU3MY pPO3POOKH Ta BIPOBAIKEHHS CHUCTEMH IIPAaBOBHX HOPM, SKi NMOTPEOYIOTb  PEryJlOBaHHS
BiJTHOCHHAMH, IO MAIOTh Ha METi HEOOXIIHICTh CTBOPCHHS Ta BIPOBA/DKECHHS O0'€KTIB IHTENEKTyaIbHOI BIacHOCTI. JloBeneHa
HEOOXIMHICTh 3aXHCTy TIpaB IHTENEKTYaJbHOI BJACHOCTI, IO OIOCEPEIKOBaHA IMPOCKTYBAaHHAM, PpO3POOJICHHSIM Ta
BHKOPUCTAHHAM CIELIATFHOTO PpOorpaMHOro 3abe3nedeHHs. Ha mijcTaBi aHalli3y CyTHOCTI MOHATTS 1HTEIEKTYaIbHOI BIIACHOCTI
Ta BHM3HAYCHO OCHOBHHMX HOTrO CKJIAJOBHX, 3alpONOHOBAHO BIPOBA/DKEHHS CIIEHIiAJIbHO PO3POOJICHOr0 MPOrpaMHOro
3abe3nedyeHHs. OOrpyHTOBaHO BHOIp MPOrpaMHOrO CEPElOBHINA Ta IHCTPYMEHTIB Ul peaitizalii Bi3yalbHOTrO MpPOSKTYBaHHS
3anpoIOHOBaHOi 0a3u JaHuX, MO0 00'€qHye BCi ertamy ii po3poOKM Ta BIPOBADKEHHS B €IMHOMY OE3IIOBHOMY CEPEHOBHIII 3
METOI0 eprOHOMIYHOCTI Ta ONTUMI3allii HAKCAHHS KOy y BIATIOBIIHOMY CEpeJOBHIII CIIEHapiiB, 1[0 Ma€ Ha MeTi 3a0e3MeueHHs
reHepanii Ta BiITBOPEHHS TaONWIb, MOPIBHSIHHI 0a3 MaHUX, CHHXPOHI3allii CXeM 1 JaHWX, MiATOTOBKU 3BITIB Ta ONTHMIi3allii
ocHOBHI Hampsimu peanizanii CRM-cTparerii ynpaBmiHHA Ta BIPOBAPKEHHS MPOTPaMHHUX pPO3pOOOK y opranizamii podoru
KOMITaHil, a TaKOoX KOMIIOHEHTH iH{opmariitHoro 3abe3neucHHss CRM-cucreM. 3ampormoHOBaHO METOIVKY BIIPOBAIKECHHS
CRM-crparterii y aisnpHicTh KoMmnaHii. CIPOEKTOBaHO Ta po3pobieHo iHdopMaliiiHy cucTeMy OOJiKY AisTIBHOCTI KOMIMaHii Ha
3acagax CRM-cucremn. BusHaueHo oCHOBHI 0COONMBOCTI, mepeBarn Ta Hemoliku BukopuctanHs CRM-cucrem y AisIbHOCTI
koMnaHil. HaykoBa Ta mpakTH4Ha KOPHCHICTH 3alpOINOHOBaHOI iH(OPMAIiHOT CHCTEMH YNpPaBIiHHS J03BOJISIE MOKPOKOBO Ta
MOKOMIIOHEHTHO aHaji3yBaTH yci Oi3Hec-mipoliecH, NpUHMAaTH YHPaBIiHCHKI PILIEHHS 3 METOI0 KPALoro CHiBpOOITHUIITBA Ta
NpaBoro 3a0e3NedyeHHs IHTeIEeKTyaIbHOI BIACHOCTI B Cy4acHOMY iH(GOpMaI[ifHOMY IIPOCTOPI.

Knwuosi
BJIACHICTb.

caoBa: CRM, indopmamiiina cucrema, iHpopmaiiiiHi TEXHONOrii, MPOEKTYBaHHS, IHTEIEKTyalbHa
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