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COMBINED METHOD FOR PROTECTING USER PRIVACY
WHEN USING A WEB BROWSER

Abstract. The article examines the issue of digital tracking, which allows users to be identified using cookies and digital
fingerprints. A comparative analysis of current web tracking methods shows that approaches based on detecting and
blocking web trackers are less effective than methods using value substitution. These approaches do not protect against
passive fingerprinting techniques and are easily detected, making them vulnerable to user identification. To solve this
problem, a hybrid method of forging transmitted data is proposed, including random generation and data fusion, as well as
detecting trackers for immediate protection. Attributes with a wide range of possible values and complex compatibility are
proposed to be replaced by real values with minor distortions.
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. Sometimes they can be used together to increase the
Introduction accuracy of identification. A cookie is a piece of data
One of the most common privacy vulnerabilities  that websites store in the user's browser and process
on the Internet is digital tracking, the slow, constant, each time they connect to the site. Cookies often store a
and relentless accumulation of user data [1]. The unique user identifier assigned to him by a web
components of this vulnerability are browsing history,  resource, which can later be used to personally identify
application usage, online purchase information, and the user on other web resources. Cookies are classified
geolocation information. These insignificant individual according to their expiration date: persistent - such
data can be combined into a significant whole, which  cookies can be stored from several months to several
allows you to ‘identify the user. Trackers collect data on  years and session cookies, which are deleted after the
clicks, views, clicks and transitions and create extensive  browser is closed. A cookie-based tracking mechanism
behavioral profiles, for example, to show targeted ads or ~ consists in hosting a third-party server script on a
optimize  website  performance. However, this website by adding a piece of code. Such a script will
information can reveal political preferences, religious  call JavaScript code hosted on a third-party web server.
beliefs, race and ethnicity, education level, monthly  This code can perform various functions, for example,
income, consumer habits, as well as physical and mental download and display an advertising banner of an
health, and in the hands of malefactors can be used for  affiliate advertising network or upload a special software
discrimination, blackmail or propaganda [2]. For this library for developers to the site. It can also contain code
reason, the issue of protecting one's own privacy is that allows this server to install third-party files in the
particularly acute. To increase the confidentiality of user  user's browser and track them when this script is loaded.
data, various legal, organizational and technical Thus, the tracking web server can place its tracker on
measures are taken. These methods include detection  different websites and receive data about the user's
and blocking the execution of the web tracker program  browsing history, time spent on certain pages, and other
code, as well as the substitution of data transmitted to  data that is provided by a website with an embedded
the web resource in order to create a false user profile. tracking script (Fig. 1). The disadvantage of this tracking
Analysis of recent research and publications. method is that the files, and therefore the identification
Analysis of the works of leading scientists who information about the user, are stored on the user's side.
expressed their opinions in materials published in  This feature leaves the user the option to delete coom
magazines, collections of reports of conferences held in  files, thereby temporarily stopping digital tracking.
our country and abroad, gives confidence in the
relevance of the researched issues. I. Sanchez-Rola, I. © 2"~ "~"""7"7"777
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information technologies for corporate tracking [2]. B :
R. Laperdrix, W. Rudametkin, B. Baudry analyze the ad | % I
method of redirecting modern web browsers to create LT ——
unique browser fingerprints [3]. Fig. 1. Cookie-based tracking

Main part Therefore, the mechanism of taking a digital

Web tracking mechanisms mainly include two fingerprint or fingerprinting is often used as a web
methods of tracking: the use of COO files [3, 4] and the  tracker. A digital fingerprint is a set of information
creation of a digital fingerprint of the device (browser).  about the software and hardware-software configuration
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of a client device connected to a web resource. The
basic concept of digital fingerprinting is the initial and
re-identification of a user based on device-specific
information. Sources of information for the formation of
digital fingerprint are: data about user settings;
equipment characteristics; operating system
characteristics; browser characteristics; user behavior.
Digital fingerprints are classified by source and are
divided into: passive based on information
automatically transmitted by the browser in the content
of the HTTP header and active - collected when
executing JavaScript code on the client side, to obtain
information provided by wvarious web browser
programming interfaces (API). In addition, there are
modern complex techniques for the formation of digital
prints. They are the most efficient, because the result of
their work depends on the hardware configuration
parameters of the device, for example, on the graphics

accelerator or sound card used in the device. These
techniques include Canvas Fingerprint, WebGL
Fingerprint, and Audio  Fingerprint.  software
configuration of a client device connected to a web
resource. The basic concept of digital fingerprinting is
the initial and re-identification of a user based on
device-specific information.

Canvas Fingerprint is a method for getting device
characteristics that uses the HTML 5 Web Technology
Canvas element. This element is a surface capable of
displaying 2D graphics in a browser using client-side
code. The essence of the method is that some graphic
elements and text are drawn on the element hidden from
the user. The result of rendering the same code in this
case may differ, depending on the operating system,
font library, video card, driver version, browser engine,
and so on. The resulting image is represented as a string
encoded in Base64 (Fig. 2).
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Fig. 2. Canvas Fingerprint

WebGL Fingerprint is an evolution of Canvas
Fingerprint. In this case, the web tracker code causes the
browser to render scenes using 3D graphics technology,
which are also superimposed with various graphic
effects. The resulting image is translated into the
resulting byte array, which will differ depending on the
hardware and software configuration of the device.
Audio Fingerprint is to generate audio signals. The
characteristics of such signals may also differ due to
differences in the hardware or software used. This
method is implemented using the Web Audio API web
browser interface. In general, this fingerprinting
technique is a sequential chain of nodes for working
with audio in the browser and occurs in three stages:
generating an audio signal, analyzing the characteristics
of an audio signal, and hiding an audio signal.

Most browsers do not protect user information by
default. This means that they allow you to store cookies,
including those received from third parties, and also do
not limit in any way the existing interfaces used in the
formation of digital fingerprints. Blocking third party
cookies will prevent the user from being uniquely
tracked by third party websites. The task of increasing
the user's protection against fingerprinting is much more

difficult, since in this case the countermeasures
provided by the browser are very limited and
ineffective.

The essence of the method lies in the fact that third
parties rely on the stability of digital fingerprints to
associate them with one device. By sending random
values instead of real ones, the collected fingerprints
become so different and unstable that the tracker cannot
identify devices on the network. The downside is that
randomizing inappropriate combinations of certain
parameters can result in lower user privacy.

Unification assumes that the transmitted data is
brought to uniformity for each user. The problem of this
method is the inability to change some attributes, for
example, the characteristics of the hardware
configuration of the device. The presence of unmodified
unique attributes becomes a serious security
vulnerability for the user, especially if they are
incompatible with unified data. To solve the problem of
counteracting digital tracking, a variant of a hybrid
approach to replacing transmitted data is proposed,
including both randomization and unification of some
data. The choice of the data spoofing method is
determined by the fact that it provides protection against
all the considered methods of forming digital
fingerprints, and it also lacks the stage of detecting a
tracker, which allows for instant protection. With the
proposed varnant, characteristics that have a wider
range of possible values and are difficult to unify
(Canvas, WebGL, Audio) will be replaced by real ones
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with the addition of small distortions. In turn, the
attributes that must comply with the value adequacy
property and whose change may disrupt the site will be
subject to unification [3].

At the same time, it is planned to take into account
the connectivity of the parameters with each other, as
well as the adequacy of their values. It is proposed to
unify the following parameters: HTTP headers (User-
Agent, Accept-Language, Content-Language, DNT) and
global JavaScript browser settings (navigator userAgent,
navigator.appVersion, navigator.userAgentData,
navigator.vendor, navigator.platform, navigator.
language, navigator.doNotTrack, screen.height,
screen.width, screen pixelDepth). First of all, before
sending an HTTP request with the required headers to
the requested web server, the value of the described
headers will be replaced and transmitted already in a
modified form. Thus, Protection against passive digital
fingerprints will be provided.

Then, after the page starts loading, but before any
other scripts are loaded and executed, a script will be
injected and executed that will replace the values of the
globally available JavaScript parameters listed earlier.
After that, all other scripts on the site will be loaded.
Thus, all web trackers, when trying to get the values of
the characteristics through the browser API, will receive
already changed values.

The next step is to provide protection against the
well-known fingerprinting techniques described earlier.
The general principle of protection operation for each
method of hiding is the same. The security script will
override the JavaScript implementation of the methods
used in fingerprint generation. In the future, when a
website tries to generate a digital fingerprint, when
using methods, the overridden code will be executed.

The algorithm of fingerprinting technology using
WebGL is similar to the previous one. However, in this
case, noise will be added to the rendered scene data
buffer, which is subsequently used to form a fingerprint.

The data buffer can contain the values of the
coordinates of the vertices on which the drawing takes
place, or the values of the colors. For Audio Fingerprint,
it is proposed to replace the software implementation of
some nodes that receive the characteristics of the
generated audio signals. In particular, it is proposed to
change the analyzer node (AnalyserNode) and the
output buffer node (AudioBuffer) (Fig. 3).
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Fig. 3. Audio Fingerprint protection
Conclusions

The possibility of violating the user's privacy when
working with a web browser using web trackers is
shown. The main mechanisms of digital tracking are
considered, the principles of their operation, varieties
and modern implementations are described. It was
revealed that tracking using digital fingerprints pose the
greatest danger, since they cannot be effectively blocked
by the browser. A hybrid method for counteracting
fingerprint tracking is proposed, which consists in
unifying simple characteristics while observing the
relationship and adequacy of values, as well as
randomizing complex characteristics that depend on the
hardware configuration of the device and are not subject
to unification.
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Kom6inoBaHuii MeTOa 3aXUCTy KOH(iIEHITIITHOCTI KOpHCTYBaya Mijl 4Yac BUKOPHCTAHHS Be0-0pay3epa
A. Kamiton, O. [I3100an, P. Tamu6os, b. Kanisein

AHoTanis. Y cTarTi po3nsaaacTees npodiaemMa I(poBOro BiCTEKEHHS, sSKa JO3BOJISIE iMeHTU(IKYBaTH KOPHCTYBadiB 3a
noromororo ¢aiinie cookie Ta muppoBux BimOWTKIB manbuiB. [IOpIiBHAIBHHN aHAN3 CY4aCHHX METOIB BeG-BiJICTEKEHHS
HoKa3ye, MO IiJIXOAM, 3aCHOBAaHI Ha BHSBJICHHI Ta OJIOKyBaHHI BeO-TpekepiB, € MeHII e(pEeKTHBHUMHM, HDX METOAH, IO
BHKOPHUCTOBYIOTh 3aMiHy 3HaueHb. LIi mimxomu He 3a0e3meuyroTh 3aXHUCT BiJ MaCHMBHUX METOIB 3HATTS BiIOWTKIB MabIiB i
JIETKO BHSBJISIOTHCS, 0 POOUTH iX Bpa3IMBUMHU JUlsl ieHTH]iKalii koprcTyBaya. s BupimeHHs wiel mpoblieMy MPOIOHY€EThCS
riOpuaHMil MEeTox MiAPOOKH TepeAaHHX JaHWX, BKJIIOYAIOYM BHIAJKOBY T'CHEpalilo Ta 3JIUTTS JaHUX, a TaKOXK BHUSBICHHS
TpeKepiB ISl HEralHOro 3axucry. ATpHUOYTH 3 MIMPOKHAM Mialla30HOM MOXKJIMBHX 3HAYCHb | KOMIUIEKCHOIO CYMICHICTIO
MIPONIOHYETHCS 3aMiHUTH PECATFHIMHU 3HAYCHHSIMHY 3 HE3HAYHUMHE CIIOTBOPCHHSIMHU.

KawuoBi cioBa: Oesneka, koHbiaeHwUiiHICTh, BeO-Opay3ep, LudpoBuii BitOUTOK, cookie, BiTOUTOK, BeO-Tpekep.
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