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Abstract: The modern world is inextricably linked with information technologies. Every year, the Internet expands, and
thousands of sites that provide various services have been created. With a stable Internet connection, you can solve most of
life's problems without leaving home — from ordering dinner to receiving government services. Nowadays, when educational
institutions and businesses have been forced to switch to a remote form of work due to the pandemic, the issue of information
protection is more pressing than ever. There are many cryptographic algorithms that have protected our information on the
Internet for decades, but as computing power grows, so do the demands on such algorithms. Some of them have not coped
with the challenge of time and are no longer used, which is why there is a need to develop new algorithms that use more
complex mathematical principles and provide a higher level of security. And there is a whole class of algorithms that use the
principles of elliptic curves to provide greater security with relatively lower use of system resources.
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Introduction

Information is the result of human interaction with
the environment. It is both the cause of actions and their
consequences. And therefore, the possession of
information and its processing determines and changes
our world and people's lives. Nowadays, when
information has become more accessible than ever, it is
especially important to keep certain information secret. It
is easy to assume that no company will like it if its
corporate documents become public. This threatens
multimillion-dollar damages and loss of reputation, or
even worse when it comes to personal information of
employees or secret developments.

A truly secure computer is one that hasn't connected
to any network, even an electrical one, but it is impossible
to use such a computer. The modern world is inextricably
linked with information technologies. Large masses of
information are constantly being transferred over the
Internet, and it is not very difficult to intercept it
therefore, there is a need to transmit information in a
protected form so that even if was intercepted, an attacker
cannot use it. Also, when transmitting information in
open networks, such as the Internet, it is important to
confirm the identity of the sender and recipient.
Cryptography deals with these and other problems. There
are hundreds of different encryption algorithms that use
various mathematical principles to protect information.

Data protection is a set of measures not limited to
cryptographic protection. Technical, engineering, and
organizational protection are also distinguished.
Technical protection includes hardware and technical
measures to restrict access to the information carrier,
such as routers, firewalls, antiviruses, etc. Engineering
protection exists to prevent the physical destruction of the
information carrier. Organizational protection limits
access to information by third parties, for example, by
using access control rules [1].

Literature Analysis

Modern encryption algorithms can be divided into
two classes: symmetric and asymmetric. Symmetric
encryption algorithms use one key to encrypt and decrypt

information, so this key must be private and known only
to those who exchange information. On the opposite,
asymmetric algorithms (also public-key algorithms) use
two keys: a public key for encrypting data and a private
key for decryption. The feature of these algorithms is that
generating a public key based on a private key is a simple
task, but restoring the private key by knowing the public
key is very difficult. Each of these classes has its
advantages and disadvantages. Yes, symmetric algorithms
are much faster and more reliable because they use much
simpler mathematical principles, but the main difficulty is
the exchange of the private key. The most popular
algorithms of this type are RC4, AES, DES, 3DES, and
QUAD. Asymmetric algorithms exchange data according
to the following scheme. The User A generates his private
key p4 and, based on it, calculates the public key Py,
similarly, the user B generates his own pair of keys ps and
Pg. Users exchange public keys over an insecure channel,
after which the user A can encrypt information with the
public key Ps, and only the user B can decrypt his
messages with the private key pg. Similarly, only the user
A can decrypt a message encrypted with the public key P,.
Representatives of this class are the following algorithms:
RSA, Diffie-Hellman, and ECC.

In practice, hybrid algorithms are often used, which
take into account the shortcomings of both classes of
algorithms. They are not a separate class of encryption
algorithms but a combination of two classes. Their main
point is to use an asymmetric algorithm to exchange a
private key, which will be used to encrypt information
using a symmetric algorithm [2].

With the growth of computing capabilities, the need
for more reliable algorithms grows. Also, over time,
vulnerabilities are found in existing algorithms. So, DES
and 3DES algorithms no longer meet modern security
requirements and are hardly used. A partial solution to
this problem is to increase the key size. For example, the
standard key size for the asynchronous RSA algorithm is
now 2048 bits. But there is the more reliable and
relatively new algorithms class ECC, which stands for
Elliptic Curve Cryptography, which is being used more
and more often. In particular, this algorithm is used by
various cryptocurrencies, including Bitcoin.
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Due to its greater mathematical complexity, the
ECC algorithm provides the same level of security with
a smaller key size (Table 1) [3].

Table 1 — Comparison of the security level
with different key sizes

Security bits RSA ECC
80 1024 160
112 2048 224
128 3072 256
192 7680 384
256 15360 512

Table 2 — Intuitive security levels

The relationship between the security level and key
size of ECC, compared to RSA, is not linear, so ECC
scales much better. Also, thanks to the significantly
shorter key, ECC is suitable for use in systems where
execution time and the amount of used memory are
critical. Also, there is work that shows how much water
can be boiled with the energy needed to hack an
algorithm with a certain key length (Table 2) [4].

In modern cryptography, two classes of encryption
algorithms are distinguished: asymmetric and symmetric.
Each class has its advantages and disadvantages, but the
best result can be obtained from a combination of these
algorithms.

Security level Volu_me of Wate_r to Bit-lengths
bring to a boil Symmetric key Cryptographic hash RSA modulus

Teaspoon security 0.0025 liter 35 70 242
Shower security 80 liters 50 100 453
Pool security 2 500 000 liters 65 130 745
Rain security 0.082km3 80 160 1130
Lake security 89 km3 90 180 1440
Sea security 3 750 000 km3 105 210 1990
Global security 1 400 000 000km3 114 228 2380
Solar security - 140 280 3730

Over time, the need for more secure algorithms
grows, but a simple increase in the key size leads to an
increase in the load on the system. So, it is appropriate to
use more complex algorithms that provide the same level
of security with a much smaller key size. That is why the
ECC algorithm has been gaining more and more
popularity lately.

Object, subject, and methods of research

Research object: cryptography.

Subject of research: cryptography on elliptic
curves.

Research method: implementation of the ECC
algorithm for the organization of a secure data
transmission channel over the Internet.

In general, elliptic curves are described by the
following equation:

y2 =x3+ax+b, (1)

where 4a3 + 27b% # 0 — this condition allows us to
exclude special curves that cross the point 0(0; 0) and
are not full-fledged elliptic curves.

An important property of elliptic curves is that they
are symmetrical about the x-axis (Fig. 1).

To further perform mathematical operations on the
elliptic curve, it is necessary to define a group. A group
is a non-empty set G for which a binary operation has
been defined. The group for which the addition operation
"+" has been defined is called additive. The group must
satisfy the following conditions:

1. Associativity:a+ (b+c) =(a+b) +c.

2. There exists a zero element O suchthata + 0 =
=0+a=a.

3. For any a € G there exists an opposite element
b such that a + b = 0. Which can be written as a +
(—a) =0.

2 4

Fig. 1. Elliptic curve whena = 0,b = 7

If the commutativity condition a+b =b +a is
fulfilled, then such a group is abelian [5].

Let us define group G for the set of points of the
elliptic curve. We define the binary operation "+"
according to the following rule: the sum of three
arbitrary, aligned non-zero elements P, Q, and R of the
set G isequal to O [6 — 8]:

P+Q+R=0, 2)

where 0 — point at infinity or ideal point.
The element opposite to P is the element
symmetrical about the x-axis (—P).

Since the binary operation is defined for any
elements, satisfying the condition, it can be proved that:
P+(Q+R)=(P+Q)+R=Q+R+P=0

Therefore, this binary operation has the property of
associativity and commutativity. An abelian group is
obtained.
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Considering the properties of the group, the sum of
two points can be rewritten in the following form:

P+Q=-R. ©)

It should be noted that any straight line crossing the
elliptic curve intersects it in one, two, or three points
(Fig. 2). Vertical and tangent lines cross the curve at two
points (Fig. 3, 4).

12

10

4

Fig. 2. Intersection of the curve at 3 points

n

ig. 3. Intersection at 2 points

Fig. 4. The tangent line intersects the curve at 2 points

So, we have an algorithm for finding the geometric
sum of two nonzero points P, Q (Fig. 5).

Now it is possible to find the sum of two points on
the graph (Fig. 6), but it is necessary to determine the
algebraic sum for the numerical calculation of the
coordinates of point (—R).

If P+ Q or xp # xq, then a slope 4 of the line,
crossing two points is:
1= Yo — }’P.
xQ - .xp
This line intersects the curve at a point R (xg; yr):
xg = A% — xp — xy. 4
Yr = Axg —xp) + yp = l(xR - xQ) +y,- (9
Then,
—R(xg; yr) = R(xg; —Yr)-
So, the equation (5) can be rewritten as:
—yr = AMxp —Xg) —¥p = A(XQ - XR) — Yo- (6)
For the case P = Q, the slope A4 is found as the first
derivative of the curve:

1 3x2+a
A=y =yx3+ax+bh = ——
2Vx3+ax+b
or
, 3xp+a

A=y = 2yp

An algorithm for the algebraic sum of two non-zero
points of the curve has been obtained [9].

For further calculations, it is necessary to define the
scalar multiplication operation:

n
nP = Z P.
i=1

But with large n, the calculations take a lot of time
— the time complexity of the algorithm is O(n). One of
the algorithms for solving this problem is the double and
add algorithm. It is best to describe this algorithm using
an example. Let n = 170, which in binary equals to n =
10101010 or:

170 =1#274+0%2°+ 1254+ 024+ 123+
0%224+1%214+0%20=27 425+ 23421,
Then nP can be written as follows:

nP = 170P = 27P + 25P + 23P + 2'P.

So, there are the following steps:

1) double P to get 21P;

2) double the result two more times to get 23P and
add it to 21P;

3) double 23P twice to get 25P and add to the
previous sum;

4) similarly get 27 P and add it to the previous sum.

As a result, it is necessary to perform 7 doubling
operations and 3 addition operations. Such an algorithm
is much faster and has a complexity of 0 (log, n).

The peculiarity of the specified multiplication
operation is that by knowing n and P, it is easy to find
nP = P', buttofind n by P and P’, itis necessary to solve
a complex problem of discrete logarithms. No algorithm
with polynomial time complexity has been found to solve
this problem on a classical computer.

Before that, we dealt with curves defined on the set
of real numbers R, but for the further implementation of
the cryptographic algorithm, it is necessary to define
curves on finite fields with integer points.
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Fig. 5. Algorithm for finding the geometric sum of two points

2 4

Fig. 6. Geometric sum of points

A finite field consists of a finite set of objects called
field elements together with the description of two binary
operations — addition and multiplication.

A finite field containing g field elements only if g
is a power of a prime number, and furthermore that for
each such q there is precisely one finite field.

The finite field containing g elements is denoted
F,.

In cryptography, it is usually distinguished the
prime finite field F, containing p elements, and the
characteristic 2 finite field F,m containing 2™ elements,
where m > 1. In this work considered the prime finite
field. F, is a set of integers:

F,={0,1,..,p—1}.

Binary operations are defined as follows:

e Addition: If a,b € F,, thena + b = rin E,
where r € [0,p — 1] is the remainder when the integer
a + b is divided by p. This is known as addition modulo
p and written a + b = r(mod p).

Multiplication: If a,b € F,, thenab = sin E,,
where s € [0,p — 1] is the remainder when the integer

by
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ab is divided by p. This is known as multiplication
modulo p and written ab = s(mod p).

There is no exactly operation for subtraction and
division, but we can describe additive and multiplicative
inverses:

e Additive inverse: If a € F,, then the additive
inverse (—a) of a in F, is the unique solution to the
equation a + x = 0(mod p).

e Multiplicative inverse: If a € F,, a # 0, then
the multiplicative inverse a™* of a in F, is the unique
solution to the equation ax = 1(mod p). Which can be
easily calculated by extended Euclidean algorithm.

Therefore, subtraction and division operations
accordingly can be written as:

a—b =a+ (—b) (mod p);

a
5= a(b™1) (mod p).

The equation of the curve over prime finite field F,
takes the following form:

y? =x3 + ax + b (mod p), )

where 4a3 + 27b% # 0.
Graphically, the curve y? = x3+ 7 (mod 127)

looks as follows (Fig. 7). The symmetry is preserved

about the line y = 2.

o 2 4 ] 120

Fig. 7. Elliptic curve on the finite field F;,,

We are still able to find geometric sum of points on
the graph (Fig. 8).

/ /

/ /
-/ / i

Fig. 8. Sum of points P, Q of curve

The method is similar to the one described above
with the difference that the line drawn through points P
and Q "repeats" itself on the plane.

Summarizing the above, we can make changes to
the equations of point R:

xg = A* — xp — xo (mod p); (8)
—Yr = A(xp — xg) — yp (Mmod p), 9)
where:
-1 .
1= {()’Q - YP)(XQ - xP) (mod p), if xp # xq
(3x3 + a)(2yp)~'(mod p), if xp =xq

Elliptic curve domain parameters over F, precisely
specify an elliptic curve and base point. This is necessary
to precisely define public-key cryptographic schemes
based on ECC.

Elliptic curve domain parameters over F, are a
sextuple:

T = (p,a,b,G,n,h),
where p — prime integer, specifying the finite field F,.

a, b — parameters of a curve.

G — a base point.

n —order of G.

h — cofactor of the subgroup.

This information is sufficient for rough
implementation of algorithms on elliptic curves [10].

Results

The selection of curve parameters is a very
important stage.

There are a number of vulnerable curves that cannot
be used in cryptographic problems. But, elliptic curves
with recommended parameters were defined and
standardized.

The curve of the secp256k1 standard [11] with the
following parameters was used in this work:

T = (,a,b,Gnh),

where:
p=2256_232_29_28_27_26_24_1;
a=0;
b=7;

G = 04 79BE667E FODCBBAC 55406295
CE870B07 029BFCDB 2DCE28D9 59F2815B
16F81798 483ADA77 26A3C465

5DA4FBFC 0E1108A8 FD17B448

A6855419 9C47D08F FB10D4B8;

n = FFFFFFFF FFFFFFFF FFFFFFFF
FFFFFFFE BAAEDCE6 AF48A03B
BFD25E8C D0364141;

h=1.

Knowing the parameters of the elliptic curve, we
can implement any algorithm on elliptic curves. Many
classical cryptographic algorithms have analogs on
elliptic curves.

The most popular of them are the Elliptic Curve
Digital Signature Algorithm (ECDSA) — an algorithm
that allows authenticating the identity of the sender, and
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the Elliptic-curve Diffie-Hellman (ECDH) — which is a
complete analog of the private key exchange algorithm.

But in this work, we are interested in the
asynchronous encryption algorithm, which is written as
follows:

1. User A chooses a
dy € [1,n—1].

2. Based on the private key d,, the user generates
the public key P, = d,G and transfers it to user B.

3. User B similarly finds his key pair dg, Pz and
gives user A his public key Pg.

4. User A chooses the plaintext m that he wants to
encrypt and finds the point of the curve B, (m; y,,).

5 User A chooses a random number
k € [1, n — 1] and uses the public key P to encrypt the
message, then send the result to user B as a pair of points:

G = {kG, B, + kPg}. (10)

6. User B decrypts the message using his private
key dg:

random private key

(P, + kPg) — dgkG = B,. (11)

or,
P, + k(dyG) — dgkG = P, (12)

Since the message is encoded by a point on the
curve, it can be represented as an arbitrary number
m € [1,n — 1]. In this work, the bit length of the key is
256 bits, so it is possible to encrypt a message up to 32
bytes long at one time.

The ECC algorithm was implemented by using the
programming language C#. There was created a console
server and a website in case to demonstrate the algorithm
at work. The website was created by using the ASP.NET
framework [12]. Also, the Microsoft SQL Express
database was created, which contains accounts of
registered users and their access levels. User passwords
are stored in a hashed form in the database to protect them
in case of data leakage.

This software can be used to build a secure system
in the company. All computers can be connected to a
local network with a separate computer on which the site
is hosted, so there is no need for an expensive server
room. The server can be located anywhere on the
Internet. Since computers are connected to a local
network and connected to the Internet through a router,
the structure of the network is not visible from the
outside. Connection to the server is only possible through
the website, and only registered and authorized users
have access to the information.

For demonstration purposes, a five-level system of
access mediation was created.

But this can be changed in the database with
administrator rights. An example of partial filling of the
database is shown in Fig. 9.

Accountld Legin Password

1 admin 8cb976e53b3410415bdedlBbdddee ...

2 ceo 618402424220c92bcbb bd07148525...
chiefaccountant | 1c200f7054544e60%ca2adbb201abe...

4 engineer 1 438acffocd256dbed2a4860b8251c99..,

Fig. 9. Example of filling the database

Registration of new users is performed by the
administrator. Registered users can log in using their
login and password. Authorized users have access to data
depending on their access level and can view any
available files, download them from the server, and
upload new files to the server.

The authorization form is shown in Fig. 10.

Login

Password ‘ ..... ‘

[ Sign In }

Fig. 10. Authorization form

The list of all available files is displayed to the
authorized user, depending on their access level (Fig. 11,
12). The server records all user actions (Fig. 13).

Upload file

Available files
Name Onwer Date Size | Extension | Download
Conference chiefaccountant | 12.11.2022 17:49:13 |40 B | .txt Download
New document | engineer 1 13.11.2022 12:05:18| 0B | .txt Download
Table engineer 3 13.11.2022 16:19:38 | 6 KB | XLSX Download

13.11.2022 19:53:35| 33 KB | .PPTX Download
13.11.2022 19:53:41| 11 KB| .DOCX Download
14.11.2022 0:26:07 |3 KB |.sta Download

Presentation Cceo

Report ceo

Spreadsheet | security 1

Fig. 11. List of files available to a user with access level 5

(upload file ) ( submit )

Available files

Name Onwer Date Size | Extension | Download
New document | engineer 1|13.11.2022 12:05:18 | 0B |.txt Download
Table engineer 3| 13.11.2022 16:19:38 | 6 KB | .XLSX Download

Fig. 12. List of files available to a user with access level 2

127.8.8.1:12128: connected
127.8.8.1:12128: user admin logged in
127.6.8.1:12128: files listed
127.8.8.1:12128: user engineer 1 logged in
127.8.8.1:12128: files listed

Fig. 13. Log of user actions

The algorithm for working with the server is as
follows:

1. When the website is initialized, the connection to
the server and the generation of encryption keys are
performed.

2. The server and the website exchange public keys
over an insecure channel. After this stage, data exchange
goes in a protected form.

3. The user enters the authorization data, which are
sent in encrypted form.

4. The server decodes the message and compares
the user data with the data in the database. If the user is
found, the server determines their access level and sends
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an authorization confirmation to the user. Otherwise, if
the entered data is not valid, the authorization request is
rejected, return to point 3.

5. The user sends a request to display the list of
available files.

6. The server returns to the user information about
all files with an access level equal to or lower than the
user's access level.

7. The user selects the file and confirms its sending.
The file is split into 32-byte fragments and sent to the
server as an encrypted stream.

8. The server receives information about the file,
creates it in its own file system, and writes the decoded
stream of bytes to this file.

9. The user sends a request to download a file from
the server.

10. The server sends the file to the user in the form
of an encrypted stream.

11. The user receives the file stream, decrypts it, and
saves it to a file on his own system.

The implemented asynchronous encryption
algorithm works stably for any data of arbitrary size but
is expectedly very slow. And such factors as the
execution of a request to the database, data transfer via
the Internet, and insufficiently optimized implementation

of the algorithm further reduce its speed. In this example,
with an Internet connection speed of ~90 Mbit/s, the
speed of file transfer by this algorithm was ~2 KB/s.

Conclusions
In this work were considered the main principles of
building a secure system. Different types of

cryptographic algorithms were described. Compared two
asymmetric algorithms — RSA and ECC. The basics of
cryptography on elliptic curves have been described, and
the encryption algorithm on elliptic curves is
implemented.

A demonstration software has been created, which
includes cryptographic and organizational measures for
building a secure system. Experiments show that such an
algorithm is very slow (~2 KB/s), which makes it
inapplicable when transferring large files. This can be
partially resolved by analyzing the code and identifying
weaknesses in the implementation of the algorithm. But
considering that the algorithm is complex and requires a
lot of calculations, it still will be slow. That is why it is
more efficient to use a hybrid encryption algorithm. For
example, make an exchange of a private key using
ECDH, and then use this key to encrypt data with any
modern symmetric algorithm, for example, AES.
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Oco0uBocTi peajizauii a1ropuTMy acHMeTpUM4YHOro IKUGPYBAHHS HA eTiNTUYHUX KPUBUX
I'. B. 'onoBko, M. C. KanuroBua

AnoTtanis. CyJacHuil CBIT HEpO3PHMBHO IOB’s3aHUN 3 iH(GOpPMamifHUMHM TEXHOJOTIIMH. 3 KOXKHMM pPOKOM IHTepHeT
PO3MINPIOETHCS, CTBOPIOIOTHCS THCSUI CAMTIB, SKi HANAIOTh PI3HOMAHITHI MOCIyTH. 3aBIsKH cTabiTbHOMY [HTepHET-3’€JHAHHIO
MOJKHA BHPIIIUTH OLTBIIICTH )KATTEBUX POOIIEM, HE BUXO/ISTYH 3 IOMY — BiJl 3aMOBJICHHS 001y 10 OTPUMAHHS IEPYKABHUX ITOCTYT.
B yac, konu depe3 maHIEMil0 HaBYaJbHI 3aKiIafu Ta Oi3HeC 3MyIIeHI OyiH MepeTH Ha TUCTaHLiIHHY GopMy POOOTH, MUTAHHS
3axucty iHpopMmanii € akTyanbHUM SIK HikoyH. IcHye Oarato kpunTorpadiuHUX ajJrOpUTMIB, SIKi ACCATHIITTIMHU 3aXHUIaIH
iHpopMmanito B [HTepHeTi, ane 3i 3pOCTaHHAM OOYHCIIIOBAIBEHOT OTY>KHOCTI 3pOCTAlOTh | BUMOTH JI0 TaKUX alropuTMiB. Jleski 3
HHX HE BIIOPAJIKCS 3 BUKJIUKOM Yacy i Oijblie He BUKOPHUCTOBYIOThCS. ToMy BHHHUKAE moTpeda B po3po0Ili HOBUX aITrOPUTMIB, SIKi
BHKOPUCTOBYIOTh OLTBIII CKJIA/THI MaTeMaTHYHI IPUHIIUIY Ta 3a0€3MeUyI0Th BHILIH piBeHb Oe3neku. [CHye inuii Kiac alropuTMiB,
SIKi BHKOPHCTOBYIOTh NPHHIMIN €TINTHYHUX KPUBUX IS 3a0e3MeueHHs Oi1bInoi 6e3MeKy 3 BITHOCHO MEHIIMM BHKOPUCTAHHSAM
CHCTEMHHX PECypCiB.

Knwuosi
mudpyBaHHA.
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