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USING THE AES ENCRYPTION METHOD IN PRACTICE

Abstract. Analysis of recent research and publications shows that Encryption methods vary by how much data they can
handle at once and what kind of key it needs for its decryption. Some encryption is more easily hacked than others. While
some companies or individuals choose encryption type according to standards dictated by legal or industrial regulations,
others may simply choose their type based on personal preference. It matters to you because it’s your data that’s being
protected. You will want the best encryption type for the data you are storing or transmitting. This article tells about the
practical application of such a data encryption method as AES in a tractor enterprise, which includes more than 50 personal
computers with data that must be protected. Therefore, the article considers the method AES, a symmetric block cipher chosen
by the U.S. government to protect classified information to be the best for company. AES is implemented in software and
hardware throughout the world to encrypt sensitive data. It is essential for government computer security, cybersecurity and
electronic data protection. Information security, sometimes shortened to InfoSec, is the practice of protecting information by
mitigating information risks. It is part of information risk management. It typically involves preventing or reducing the
probability of unauthorized/inappropriate access to data, or the unlawful use, disclosure, disruption, deletion, corruption,
modification, inspection, recording, or devaluation of information. It also involves actions intended to reduce the adverse impacts
of such incidents. Protected information may take any form, e.g. electronic or physical, tangible (e.g. paperwork) or intangible.
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Introduction

Analysis of recent research and publications
shows that Encryption methods vary by how much data
they can handle at once and what kind of key it needs for
its decryption. Some encryption is more easily hacked than
others. While some companies or individuals choose
encryption type according to standards dictated by legal or
industrial regulations, others may simply choose their type
based on personal preference. It matters to you because it’s
your data that’s being protected. You will want the best
encryption type for the data you are storing or transmitting.

The three major encryption types are DES, AES,
and RSA. While there are many kinds of encryption -
more than can easily be explained here - we will take a
look at these three significant types of encryption that
consumers use every day. Most of the others are
variations on older types, and some are no longer
supported or recommended. Tech is evolving every day
and even those considered to be modern will be replaced
by newer versions at some point.

Just as security tech is taking steps to increase the
safety of your information, hackers are finding ways
around them. It’s an arms race with your data as the spoils
of war. Let’s dive in to popular encryption methods, the
history of encryption, and where it’s going next. [1]

The purpose of the article is to decide why the
AES encryption method is the best for such a factory like
tractor repair company

The main part of the article

Why should you use AES encryption? AES was
developed to provide the highest level of security for the
most sensitive data. The National Security Agency
(NSA) and other agencies selected this method as the US
government’s security standard due to its extensive,
impenetrable protection. AES is also used across many
other government agencies and industries.

o Healthcare companies benefit from AES by
encrypting their extensive databases of patient files,

including medical history and personal information. The
National Institute of Standards and Technology (NIST)
recommends using AES to meet Health Insurance
Portability and Accountability Act (HIPAA) regulations.

e Banks and other financial institutions rely on
AES encryption to protect their customers’ personal and
transactional information.

¢ Insurance companies such as Aetna use AES to
mitigate risk exposure in specific devices that are used to
access customer information.

Even if your business doesn’t fall under the
umbrellas of government, healthcare, or finance, you can
still employ the same level of security. Any precious
information should be stored as safely as possible, and it
might surprise you to know how many industries outside
of the government have already adopted AES.

In fact, as 0f 2021, AES is the world’s most popular
data protection method.

Wi-Fi  networks, Google Cloud, Facebook
Messenger, Java programming, and many password
managers use AES encryption to protect sensitive data.

This wide variety of applications shows that you
can adapt AES for nearly any environment, and it’s
secure enough for even the most sensitive data [2].

Company description. Tolochyn Tractor repair
company is a professional tractor repair association that
offers repair services for:;

o scheduled maintenance of the tractor;
tractor engine overhaul;
body restoration and repair;
glow plug replacement
tire and wheel replacement;
front axle repair;
hydraulic system;
diagnostics;

o diagnostics and repair of the electronic part of
the tractor;

e management and calculation of oil
consumption;

o effective conversion of oil into electricity;
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o development of oil production methods;

e management and efficient sale of oil.

The company includes the following departments:
forge, welding, radiator department, mechanics
department, electroplating department, tire shop,
polymer department, secretary, general manager, unit
repair, chief mechanic department. As you can see, the
company has many departments that specialize in a
certain area related to the repair of tractor units. each such

department has personal computers that are connected
via a network and have secret information that cannot be
distributed outside the plant. Therefore, a method of data
cryptography is needed for the enterprise

Equipment placement plan. On the Fig. 1 you can
see equipment placement plan. As you can see, it is
complicated due to company needs. According to the
building plan, 78 computers, 2 printers, 6 MFPs and
1 server were placed.

Fig. 1. Equipment placement plan

Data encryption at the enterprise. Presentation
of the application. To encrypt data for the enterprise, it
was chosen to develop a program that would encrypt and
decrypt text using the AES (Advanced Encryption
Standard, also known as Rijndael) cipher.

Advanced Encryption Standard is a symmetric
block encryption algorithm (block size 128 bits, key
128/192/256 bits), a finalist in the AES competition and
adopted as an American encryption standard by the US
government. The choice fell on AES with the expectation

of widespread use and active analysis of the algorithm, as
was the case with its predecessor, DES.

Advanced Encryption Standard (AES) is one of the
most widely used and most secure encryption algorithms
available today. It is publicly available and is the cipher
used by the NSA to secure Top Secret documents. Its
success story began in 1997, when NIST (National Institute
of Standards and Technology) officially began looking for a
replacement for the aging DES standard. The algorithm
called Rijndael, developed by Belgian cryptographers
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Daemen and Rijmen, was characterized by increased
security, as well as performance and flexibility. [3]

It came out on top among several competitors and
was officially announced in 2001 as the new AES
encryption standard. The algorithm is based on multiple
permutations, permutations, and linear transformations,
each performed on 16-byte blocks of data, hence the term
blockcipher. These operations are repeated several times,
called "rounds". During each round, a unique round key is
calculated from the encryption key and included in the
calculations. Based on the block structure of AES,
changing a single bit in either a key or a block of plaintext

results in a different block of ciphertext - a clear advantage
over traditional stream ciphers. Finally, the difference
between AES-128, AES-192, and AES-256 is the key
length: 128, 192, or 256 bits, all radical improvements over
the 56-bit DES key. As an illustration, cracking a 128-bit
AES key with a modern supercomputer would take longer
than the estimated age of the universe. And Boxcryptor
even uses 256-bit keys! To date, there is no real attack on
AES. Therefore, AES remains the preferred encryption
standard for governments, banks, and high-security
systems around the world. Fig. 2 demonstrates how the
method is working.
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Fig. 2. Scheme of AES method

Brief overview of the created program for data
encryption in the plant and its functions, initial window
is on Fig. 3.

Text encryption is displayed on the Fig. 4. Text
decoding by the program is shown on the Fig. 5.

The program also provides for cases when the user
left the fields blank, for example encrypted text when
decryption is required, or did not enter a numeric key. In
such cases, the program will give a message explaining
the error.

5 Tolochyn_RGR - o X

lNMporpama ans WUdpyBaHHA TEKCTY

Po3suwmdpoBannii TekcT:

—

Kniou (uncno):

3awmdpoBaHnii TeKCT:

& Tolochyn_RGR - o x

lMNporpama anA WMgpyBaHHA TEKCTY

TecT wud! py|

qzz231

pgetdlpPqzTare6s6w3XAg=—

Po3umdgpoBanmii TexcT:

Koy (umcno):

3awmngpoBaHuii TEKCT:

Fig. 3. Initial window of the program

Fig. 4. Text encryption process
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& Tolochyn RGR - o x

Mporpama ans WKW@pPyBaHHA TEKCTY

byAe poswudposaHo

qzz231

khsdQ1dkla#3nnbq

Po3mmppoBaHnii TEKCT:

Kniou (uncno):

3awn@poBaHun TEKCT:

Fig. 5. Text decryption

The applications of the AES Encryption algorithm
are as follows:

e Wireless Security: Wireless networks are
secured using the Advanced Encryption Standard to
authenticate routers and clients.

e WiFi networks have firmware software and
complete security systems based on this algorithm and
are now in everyday use.

o General File Encryption: Apart from corporate
necessities, AES is also used to transfer files between
associates in an encrypted format.

management. It typically involves preventing or reducing
the probability of unauthorized/inappropriate access to
data, or the unlawful use, disclosure, disruption, deletion,
corruption, modification, inspection, recording, or
devaluation of information.

It also involves actions intended to reduce the
adverse impacts of such incidents.

Protected information may take any form, e.g.
electronic or physical, tangible (e.g. paperwork) or
intangible (e.g. knowledge). Information security's
primary focus is the balanced protection of the
confidentiality, integrity, and availability of data (also
known as the CIA triad) while maintaining a focus on
efficient policy implementation, all without hampering
organization productivity.

This is largely achieved through a structured risk
management process [4].

Encrypting data in transit and data at rest helps
ensure data confidentiality and integrity. Digital
signatures are commonly used in cryptography to
validate the authenticity of data. Cryptography and
encryption has become increasingly important. A good
example of cryptography use is the Advanced Encryption
Standard (AES). The AES is a symmetric key algorithm
used to protect classified government information [5].

In this particular case, a computer program was
created to encrypt and decrypt important data of a tractor
repair company that cannot be disclosed outside the
company, based on such a data encryption method as
AES.

Conclusions

Information security, sometimes shortened to
InfoSec, is the practice of protecting information by
mitigating information risks. It is part of information risk
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IIpakTnuHe 3acrocyBanHsi MeToga mudpyBanus AES
I'. B. I'onoeko, M. O. Tonounx

AHoTanifi. AHaii3 OCTaHHIX AOCIIKEHb i MyOiKallii MoKasye, o MEeTOAX MWH(PYBaHHS BiAPI3HIAIOTHCS 3aJI€XKHO BiJ
TOr0, CKUJIBKU JaHUX BOHH MOXYTb OOPOOHMTH OJHOYACHO Ta SIKMW K04 MOTpiOeH mis ix memmmdpyBaHus. [Jeski 3acobu
umpyBaHHs JieTiIe 37aMaTd, HiK iHmn. Y TOW 4dac sk Jeski kommaHii abo okpemi ocoOu OOHParoTh THIT IU(PPYBaHHS
Bi/IMIOBIIHO JI0 CTAHJAPTIB, IO MPOAUKTOBAHI FOPUIUYHIMH YU IPOMHUCIOBUMHU HOPMAMH, 1HII MOXYTb [POCTO BUOPATH CBiii
THI Ha OCHOBI ocoOHCcTHX yrnomobanb. e BaxuBO i Bac, TOMY LIO Baln AaHi 3axuiieHi. Bam notpibeH Halkpaiiuii THI
umbpyBaHHs IS JaHUX, Ki BU 30epiraeTe abo nepenaere. Y il CTaTTi pO3MOBIAAETHCS PO MPAKTUYHE 3aCTOCYBAHHS TAKOTO
Metoay mudpyBanHs qaHux, sk AES, Ha TpakTopHOMY MiANPUEMCTBI, sike BKItouae noHan 50 nmepcoHaabHUX KOMIT IOTEpIB 3
JNaHUMH, Ki HeoOXiaHO 3axumiatu. ToMy B CTaTTi HaWKpalmM Ul KOMIaHii BBakaeTbcs Metoq AES, cumerpudnuii 610K0BHi
umbp, obpanuit ypsagom CIIA mnst 3axucty cekpernoi indopmamnii. AES peanizoBaHo B mporpaMHOMY Ta amapaTHOMY
3a0e3MeueHHi M0 BChbOMY CBiTy i mHdpyBaHHS KoH(DigeHUiiHMX manux. e Mae Ba<IHMBe 3HAYCHHS [UISI KOMIT IOTEPHOT
Oe3mnexu ypsiny, KibepOesrneku Ta 3aXUCTy eNeKTPOHHUX MaHuX. [HpopMarliitHa Ges3meka, iHoai ckopodeHa no InfoSec, — e
MpaKTHUKa 3aXKUCTy iHPOpMaIil NUITXOM 3MEHIIeHHs iHpopMaliinux pusukis. Ile vacTuHa ympaBiiHHSA iHQOpMAIIHHUMK
pu3nkaMu. 3a3Bu4aii 1e nepeadavae 3amobiraHns abo 3MEHIIEHHS IMOBIPHOCTI HECAHKIIIOHOBAHOT'O/ HEHAIEIKHOTO IOCTYITY /10
ITaHuX ab0 HE3aKOHHOTO BHKOPHCTAHHS, PO3TONOLICHHS, MOPYLICHH, BUAAICHHS, MOMKOMKSHHS, MOIMdiKalii, mepeBipKku,
3amucy abo 3HenineHHs indopmanii. Ile Takox mepemdavae fii, CIpsIMOBaHI HA 3MEHILIEHHS HEraTUBHUX HACHIJKIB TaKHUX
iHIMICHTIB. 3axuiieHa inpopmallis Moke Matu Oyab-sKy GOopMy, HAmp. eNeKTPOHHI abo (i3udHi, MaTepianbHi (HAPUKIA,
JOKyMEHTH) a00 HeMaTepiaibHi.

KawuoBi cioBa: TpakTopHHI 3aB0oJ, KibepOesneka, mmdpysanus, anroputm, AES, noctym.
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