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PROSPECTS FOR THE CYBERSPACE DEVELOPMENT
AND ITS SOCIO-PSYCHOLOGICAL CONSEQUENCES

Abstract. The article is devoted to the analysis of issues and research of the influence of social and psychological fac-
tors that influence the formation of Internet-dependent behavior of the individual in terms of increasing the role of cyber-
space in today's conditions. The article examines the problems of interpersonal communication in the digital space, which
leads to the virtualization of the living space of modern man, causing a certain specific danger, special needs and depend-
encies. The results of scientific research in this area are analyzed, namely those devoted to the impact of information tech-
nology on humans, based on the specifics of digitalization of educational space, in terms of modern development of the in-
formation environment of the world. The authors explored the main types of activities on the Internet: cognitive, game and
communicative, which are directly responsible for specific personality changes.
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Introduction

The purpose of this work is to identify the main
problems of the Internet on modern society. The task of
this work is to solve and eliminate as effectively as pos-
sible the pressure of information technology on humani-
ty. In recent decades, new information technologies
using personal computers and telecommunications have
been developing rapidly. Information technology is a
process that uses a set of tools and methods for collect-
ing, processing and transmitting primary information to
obtain information of new quality.

Analysis of recent research and publications. It is
necessary to analyze the destructive processes occurring
in the virtual socializing Internet environment, reflect the
research data on the impact of virtual reality on the pro-
cesses of socialization of youth, the factors of Internet
dependence and proposals for its prevention. According
to O. Evzikova, information is not matter and not energy,
but something else. E. Borodina, O. Shefer, S. Alyoshin
introduces the concept of information as a dynamic im-
age of the world around us, which is formed in the flow
of sensations integrated by a living being. The process of
accumulation of information was formed during the long
history of civilization, while improving the methods of its
transmission - from rock drawings to the emergence of
alphabetic writing [1, 2, 5, 6].

In today's world, we see that the most powerful
source of information is the Internet and the so-called
cyberspace created by it. The Internet in its develop-
ment has passed the way from the professional sphere of
communication of programmers to the sphere of free
communication, realizes wider in comparison with pro-
fessional personal interests. The Internet today is not
just a network of interconnected computers, but a com-
munity of people who use the Internet. In this regard,
the scientific literature claims the term "psychology of
the Internet." Research in this area, namely on the im-
pact of information technology on humans, mainly psy-
chological aspects, is conducted by scientists from
around the world.

Main part

When the development of the Internet was just be-
ginning, everyone was interested in the fact that the
useful can be extracted from the ability to communicate
using a computer. However, it is time to look at what is
happening as a social process, as each individual
through the Internet can convey their thoughts to a huge
number of people who together are trying to transform
reality. The WWW, as the Internet is called, has already
connected millions of users with invisible electronic
threads. Today we do not know how the individual and
social behavior of a person will be affected by commu-
nication, in which millions of people are involved, but
we can say with confidence that the impact will be, and
will be noticeable. For example, by participating in the
life of cyberspace, social minorities find strength and
influence, various movements are organized, and third
world countries make huge information leaps forward.
Therefore, all over the world now attach great im-
portance to those projects that involve the organization
of access of the general population to the Internet.

There are three main types of activities on the In-
ternet which correspond to personality changes: cogni-
tive; gaming; communicative [1, 3, 6]. In this sense, the
possibilities of the Internet are not limited, so it is right-
ly called a springboard into the future. Indeed, on the
one hand, today it is the world's richest treasury of
knowledge, which is the property of all mankind, but on
the other - the Internet has accumulated a huge amount
of negative information that also affects people. It is
necessary to analyze the destructive processes occurring
in the virtual socializing Internet environment, reflect
the research data on the impact of virtual reality on the
processes of socialization of youth, the factors of Inter-
net dependence, proposals for its prevention.

Modern man today is no longer a classic Homo
Sapiens, but a much virtualized bio-socio-electronic
subject, which directs its activity not only in the social,
spiritual sphere, the environment and the world of cul-
ture, but also in a new virtual environment that forms its
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new opportunities and needs. The living space of the
individual, a significant place in which is work, com-
munication, education, creativity, leisure, is supple-
mented by new opportunities and forms. Due to virtual-
ization, it first doubles when a person combines active
life in two dimensions (digital and real), and then there
is a gradual shift towards a virtual lifestyle (which re-
quires less effort and is controlled by the individual).
Significant changes associated with the introduction of
information technology in the surrounding modern
world, in its communication, education, work, leisure
and lead to the fact that in the field of values there are
new guidelines: information, mobility, accessibility,
speed of interaction, etc. In search of sources of com-
munication, creativity, knowledge, self-expression,
people are increasingly turning not to the real but to the
virtual sphere, which already dominates his conscious-
ness and life in a number of parameters.

Thus, the development of the Internet and the field
of high technology pose many problems, one of which,
in my opinion, is the problem of loneliness and aliena-
tion. Internet gambling addiction is currently classified
as a mental disorder only in the context of gaming (as a
gambling addiction), Internet addiction as a mental dis-
order is qualified by most researchers, although it raises
significant concerns. Potential addicts belonging to the
risk group are usually people prone to other types of
addiction, prone to depression, phobias, as well as diffi-
culties in the social sphere, in the implementation of
self-development. The transition of involvement in the
form of addiction is enhanced in the presence of exis-
tential, sociocultural and psychological factors. At the
same time, the formation of Internet gambling addiction
is a consequence of the development of consumer socie-
ty, advertising of gaming and media products, imposed
by producers of information products and resource
needs. Traditionally, there are “alienation as a universal
characteristic of human existence, as a characteristic of
the psychological state of man, and finally as a charac-
teristic of a certain social state, when a person's creative
activity is limited and he is enslaved by the product of

his own activity. Different grounds for alienation cause
different forms of its manifestation, so in this sense,
alienation is multifaceted.

This suggests that the solution to this problem lies
in different areas - both legal, regulatory activities of
sellers of Internet services and gaming products, and
social, cultural, interpersonal. The phenomenon of al-
ienation has existed at all times, it is not an absolute
affiliation of past years [3].

First of all, this problem came into the field of
view of physicians and psychologists, because the con-
sequences of the superiority of virtual communication
and computer games in some ¢ assess led to devastating
effects on the individual. Thus, among medical profes-
sionals, the approach has been established that a person,
spending all his free time playing computer games, feels
pleasure similar to drugs. We considers, Internet addic-
tion a new danger for a person, like a drug, the manifes-
tation of which is expressed both in increased arousal
and in the deepening of subsequent depressive states of
the user. A new type of dependence is manifested in the
desire for constant presence in the virtual world (playful
or communicative), neglect of real social ties, weaken-
ing of cognitive, creative activity, increasing passive.
Social factors in the formation of addictions are also
essential: it is the desire to communicate with others,
socialization, which in a high-tech society moves into
the information space. If a modern young person does
not accept these conditions, it inevitably finds itself in
isolation, as most young people belong to the Internet
generation, play video games, communicate on social
networks. Virtual communication due to distance allows
a person to be simultaneously in several places (physi-
cally he is present in one place, mentally - spends time
in another), being in unfavorable social conditions, feel-
ing his need for others, difficulties in real communica-
tion, a person looking for interaction with virtual friends
and partners, formed in the modern generation in a new
social need. Most gamers and addicts have problems
with real communication, although this is not a general
rule (Fig. 1) [1].
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In modern conditions, hyperactive and overly
communicative people find realization for themselves
also in virtual interaction, gathering a large number of
"friends", "followers", readers of their blogs, messages
in networks. However, the movement of attention, in-
terests, circles of acquaintances and friends in virtual
communities gradually weakens real social ties, its so-
cial circle is reduced, it becomes more closed and pre-
fers real meetings with people - Internet sessions or
games. Types of modern Internet addiction are becom-
ing more diverse, they are accompanied by online shop-
ping, viewing a variety of videos and photos, which take
up more and more time, displacing book reading, self-
education, creativity, real communication. However,
these processes are not spontaneous, inherent in the
individual; on the contrary, they are formed purposeful-
ly, as imposed on human needs by various advertising
firms, agencies for the production and sale of video
products. Games and media products are a profitable
commodity in the modern market, and their promotion
is aimed at the formation of modern man's interest, sat-
isfaction, and then the need for them. In this case, we
are dealing with the economic aspect of the problem of
forming an Internet gambling addiction. Society is sub-
ject to the paradigm of selling various services and
goods that are redundant for man, and in order to con-
vince him of the need to purchase them, you need in-
formation "tricks": advertising "cookies", banners, etc.,
which are crowded with social networks, games portals,
mail, educational and other sites. The video game busi-
ness (including game consoles and gadgets) focuses its

efforts on creating an imposed need for games, which
for people from the above risk groups can turn into ad-
dictions that require treatment.

However, it is important for society to realize this
problem as a threat to the individual (because in most
countries still prevails neglect of this problem) and the
creation of a legal framework governing the use of ad-
vertising in the information space, its gradual regulation
to protect people from manipulative influence not only
with physical threats, but also with threats to culture,
freedom, intelligence, etc.

Conclusions

Thus, the problems of virtualization of human liv-
ing space, the formation of the information society, a
powerful sector of services and entertainment are be-
coming objective factors in the development of new
addictions and lack of freedom of modern man. The
most significant subjective factors are related to psycho-
logical, existential, personal characteristics, the objec-
tive factors include social, cultural and economic. This
means that the solution to emerging problems can not
lie only in the field of medicine and psychology and
even in the field of education. It is unlikely to be able to
resist the efforts of the business community of the in-
formation world, or it will be local and private. That is
why it is advisable to carefully study this problem in
order to further analyze it and improve ways to elimi-
nate its negative impact on the development of person-
ality in terms of increasing digitalization of all areas of
today.
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IlepcnekTHBY PO3BUTKY KiGepnpocTopy
Ta 0ro coniajJbHO-TICUXO0JIOTiYHI HaCaiaKu

A. Kamiron, P. bapanenko, J[. Tumienxko, O. {sueHKo

Anoranisa. CraTTs OpUCBsIYCHA aHATI3Y MPOOIEMaTUKHU Ta TOCITIHKEHHIO BIUTUBY COL[IabHUX 1 ICUXONOTiYHHX (a-
KTODIB, sSIKi BIUIMBAIOTh Ha ()opMyBaHHs [HTEpHET-3a/Ie)KHOT MOBEAIHKK OCOOMCTOCTI B YMOBAaX ITiABUILCHHS 3HAYEHHS PO
KibeprpocTopy B yMOBaX CbOTO/ICHHs. B cTaTTi MocmimkeHo mpobiemMu MisKOCOOUCTiCHOT KoMyHiKalil B inppoBOMy mpo-
cTOpi, IO MPU3BOAUTH JI0 BipTyali3aiii )KUTTEBOrO MPOCTOPY CYYaCHOI JIFOJUHY, BUKIHKAIOUN MEBHY crieludidHy Hebe3-
neKy, ocobauBi moTpeOu i 3anexnocti. [IpoananizoBaHo pe3ylnbTaTH HAYKOBUX JOCHIKEHb B I[iif obnacti, a came Ti, 1[0
MPHUCBSIYEHO TeMi BIUTHBY iH(pOpMALiIHUX TEXHOJOTIH Ha JIOAWHY, CIHpaoYKuch Ha crenudiky nudposizaiii 0CBITHROTO
MPOCTOPY, 3 TOYKH 30pY CYIaCHOTO PO3BUTKY iHPOPMALIHHOTO CEpeOBHINA CBITY. ABTOpaMH JOCIiHKEHO OCHOBHI pi3HO-
BHUIU MisUTbHOCTI B iHTEpHET: Mi3HABajJbHa, IrpOBa Ta KOMYHIKaTHBHA, sIKi 0e3MOCEpPeIHBO BiAIMOBIMAIOTH 32 KOHKPETHI
3MiHH 0COOMCTOCTI.

KawuoBi cioBa: inpopmariiiai TexHonorii, Kibepnpocrip, [HTepHeT-irpoBi po3iaau, BipTyaisallis, FeiMepCTBO.
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