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ANALYSIS AND SOFTWARE IMPLEMENTATION
OF MODULAR MULTIPLICATION-BASED BLOCK CIPHER

Abstract. This article highlights the ever-increasing need and importance of information protection and data safety in
modern reality, presents the possibilities of encrypting data using the tools of cryptography, particularly concentrating on
the Modular Multiplication-based Block Cipher. Review of available sources indicated that there are no publically
accessible software implementations of the algorithm available at the moment of writing this article. To achieve a goal of
creating such an implementation, information has been compiled for creating a comprehensible and adequate mathematical
description of the algorithm. Presented the information security system, an application in C # to encrypt files of any

extension using the block encryption algorithm MMB.
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Introduction

Cryptography is an integral part of the information
security world. It is necessary whenever the secrecy of
communications is required to be kept or when
authenticity of an incoming message needs to be
proven. It can be used for developing multiple multi-
party protocols in such a way, that makes its surpassing,
cracking or cheating extremely difficult and
prohibitively expensive [1]. In fact, range of application
of cryptography is astoundingly wide and it would have
been impossible to compile any remotely complete list
of all the functional abilities that can be achieved
through its use.

Historically, the oldest and the main aim of
cryptography is confidentiality of the information and
there is a variety of methods and algorithms existing
that can be used for reaching such a goal. One of them
is the Modular Multiplication-based Block Cipher, also
known as MMB.

The research purpose. Study of mechanisms and
algorithms for personal data protection with further
development of a software product that provides an
interface for reliable encryption of confidential
information and becomes an easily accessible public
implementation of an MMB cipher, which at the
moment there is a lack of. Mathematical formalization
of algorithms, implementation of encryption algorithms,
substantiation of reliability of use, application of
algorithm.

Literature review. When analyzing issues related
to information security, it is necessary to take into
account the specifics of this aspect of security such as it
being an integral part of information technology - an
area that is developing at an unprecedented rate. What is
important here is not so much individual solutions
(laws, training courses, software and hardware) that are
at the current level, but mechanisms for generating new
solutions that allow to live in the pace of technological
progress.

With an increasing effect information has on our
life, so does its protection increasingly become a much
more prominent recurring topic in a variety of scientific
research. This applies to cryptography. But,

interestingly enough, it can be quite a challenging task
to find information on a specific method or algorithm,
especially if it’s less used comparatively to some other
more popular ones.

Majority of information about MMB cipher can be
found in the works of its creator himself, Joan Daemen
[2], but there are also works by other authors, such as
Wang M., Nakahara J., Sun Y [3] and Bruce Schneier
[4].

After a thorough review and analysis, we can
conclude that there are no easily available public
implementations of MMB cipher in any of the popular
programming languages, further supporting the
importance of the goals set by this work.

Research results

Block cipher of MMB has been created by Joan
Daemen[5] back in 1993 and was proposed as an
alternative to the IDEA cipher[6]. MMB was developed
specifically to withstand the differential cryptanalysis
[7]. Its main innovation has become the use of cyclical
multiplication inside of the Z,".1 group, where n — is the
length of a single word on which operations will be
performed upon. All internal operation in MMB are
performed with n-bit words. The creators of the cipher
proposed n = 32, thus multiplication are made inside the
Z,% _1range. It is also worth mentioning that

232_ 1= (216+1) . (28+1) . (24+1) . (212+1) . (23+1) -
= 65537257 - 17 -5 - 3=4294967295,

product of all the Fermat numbers. MMB is an iterative
cipher, which consists of six rounds. MMB operates
with 128-bit text sub-blocks and uses a 128-bit key.
Flowchart of the algorithm is presented in Fig. 1.

MMB operates with 32-bit sub-blocks of text (xo,
x1, X2, x3) and 32-bit sub-blocks of key (ko, ki, k2, k3).
This makes it convenient to implement the algorithm on
the 32-bit processors. Iterating with XOR operation, the
non-linear function f is performed six times.

The algorithm:

Xi=xi@ki, for=0to 3

f(xo, X1, X2, X3)

Xi = Xi@ ki+1, forI=0to0 3

f(xo, X1, X2, X3)
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Xi = Xi@@ ki+2, for =010 3
f(xo, X1, X2, X3)
Xi=Xi@ki, for| =0to 3
f(xo, X1, X2, X3)

Xi = Xi@ ki+1, for I=01t0 3
f(xo, x1, x2, x3)

Xi = X Ki+2, for | =0to 3
f(xo, x1, X2, x3)

Plaintext

i

Divided into 4 parts (X0, X1, X2, X3)

FORi=0to3

=Xi XOR K1

—Z

X0, X1, X2, X3)

FORi=0t0o3

=XOR Ki+l

2

X0, X1, X2, X3)

FORi=0t03

=XOR Ki+2

=2

f(X0, X1, X2, X3)

Merged X0, X1, X2, X3

v

Ciphertext

Fig. 1. MMB algorithm flowchart

Function f has three stages:

(1) x; = ci, for 1 = 0 to 3 (If all bits of input are 1,
then outputs bits are also all 1)

(2) If the least significant bit xo = 1
then Xo = xoP C.
If the least significant bit x3 = 1, then x3 = x3&@ C.

(3) Xi = X1 XiD Xi+1, for I=01t0 3

All indexed operations are performed by the
module 3. Multiplications at the stage (1) are performed
by the module 232-1.

In this algorithm if the second operand = 23%%-1,
then result is also 2%%-1.

Constants used:

C=2aaaaaaa;

co=025flcdb;

c1=2 * co;

02:23 * Co;

C:;;:Z7 * Co.

The constant C is the "simplest" constant with a
high ternary weight, zero least significant bit and no
circular symmetry.

The constant co has slightly different

characteristics. Other constants are offset versions of co,
and are used to prevent symmetry-based disclosure.

Decryption is the reverse process.

The MMB cipher block has the structure of a
substitution-permutation network (SP-network) and
works in 128-bit text blocks, uses a 128-bit key and has
six iterations. One round of MMB consists of four
transformations: j:

« o[K]: exclusive disjunction is applied to each
data word with sub-key block ki, where j is the index of
the round. The formal representation is represented in
formula (1), where @ means bitwise exclusive
disjunction, a;, ki € Z,z2 for 0 <i<3.

The operation o[k] is an involution and is the only
operation that depends on key in the round.

o[k 1(ap.ay,az,a5) = (ao @D ké,al © k{, a, D ké, a; @ ké) (D
¢ v: modular multiplication of each word of data
with fixed 32-bit constants Gi (Formula 2), where
a®b=a=bmod (2%2-1),
GO0 = 025F1CDBx,
Gl =2 ® GO0 = 04BE39B6X,
G2 =8 ®GO = 12F8E6DS8X,
G3 = 128QG0 = 2F8E6D81X,
which can be efficiently calculated because
(A *2¥) mod (2%2 - 1) = (A < x) mod (2% - 1).
In multiplication modulo 2%2 - 1, a wrapping effect is
observed, because 2%2 = 1 mod (2% - 1), which means

that the bits on the (32 + i)-th LSB (lower bit) position
are shifted to the i-th position of the LSB.
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This effect is similar to the multiplication The whole operation can also be described by
operation modulo 216 +1 in IDEA. formula 3.

?"(an;ﬂpﬁgjﬂg) = (an G Ga, B 6GLaE2 aE Gg} (2)

b
a@b=a+*bmod (232 -1) = (a* b mod 232 + lazg?- J) mod (232 — 1) (3)

Note that v is inverse but not involution. Each 32- « 1: data-dependent transformation that works on
bit multiplication can be interpreted as a huge 32 x 32-  two of the four inputs of the word (a,,a,a,a;z)

bit S-block, because one of the operands in the (Formula 4), where 'Isb' denotes the least significant
multiplication is always fixed. For any Gi there are two  (least significant) bit, and & = 2aaaaaaax; 1 is an
fixed points: 0 ® Gi =0, and (2% - 1) ® Gi =2%-1. involution and a nonlinear operation.

nlag,a,,a, a;) = (an ® (Isb(ay) * 8), a;,a,,a; @ (1 @ 1sb(a,) * 6)] (4)
e 0: the sole diffusion operation in MMB (Formula 5), where a; € Z,zz, at 0 <i< 3. 6 — involution
6(ag.a;.az,a;) =(a; ®a; @ aya; ®a; @ aza; ® a; ®az.a, @ a; @ ag)(s)
There are two pairs of operations that can be In each case, the key ki is converted into an
interchangeable: equivalent key 0 (k') or n (K)), respectively.

- - The J-th (full) round of MMB transformation can
(0, ofk’]) and (n. ofK’]). be represented by formula 6.

pUICD =6« 1+ y * o[k1(X) = e(n (v (g[ki][x)))) ®)
The complete process of encrypting plaintext P by the MMB algorithm is presented in formula 7.

MMB(P) = o[k®] = p[k®] = p[k*] = p[k?] = p[K?] = p[K'] = o[K°1(P)(7)

The C # programming language was chosen to Example of GUI is presented in Fig. 2.
implement the MMB cipher because it has the necessary By reading files directly as bit strings, application
set of tools for working with ciphers, and based on is capable of encrypting and decrypting data of any
experience. extension.
a5 MMB Encryption Engine — O X

® Key [ Show Key

Load Save Generate

Text File
Load File: Start encryption...
article.doc Encrypted
0.4368661 seconds
Encrypt Decrypt

Save

Fig. 2. GUI of a developed encryption system
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A custom format was developed to create, store
and utilize required cryptographic keys.

The program successfully utilizes the MMB
algorithm to perform inverse encryption and decryption
operations with all expected properties:

reliability,

robustness,

retaining cryptographic strength;

fast execution time.

Conclusions
People tend to protect their secrets. The
development of information technologies, their

penetration into all spheres of human activity leads to
the fact that the problems of information security are
becoming more and more relevant every year - and at
the same time more and more complex.

Therefore, information security is often considered

information security systems of one type or another.
However, the practical methods of building protection
systems are general laws that do not depend on the
technical features of their implementation.

In the course of the work a number of sources were
studied.

Presented  mathematical ~ formalization  of
algorithm, implementation of encryption algorithm,
substantiation of reliability of use, application of
algorithm.

Information security system, an application in C #
to encrypt files of any extension using the block
encryption algorithm MMB was developed, in
particular:

e Analyzed subject area;

e The general architecture of the program was
developed;

e The created program was tested;

e The program is successfully implemented.

as a set of informal recommendations for building
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AHaJi3 Ta mporpamMHa peaJjizaliss MOAyJIbHOro 6JI0OKOBOro mugpy
HA 0CHOBi MHOKEeHHS

I'. T'onogko, B. [loxonyn

AnoTtanis. JlronsaM BIacTHBO 3aXWIIaTH CBOi ceKkpeTH. Po3BUTOK iHQOpMAmiitHIX TEXHOJNOTIH, X MPOHUKHEHHS Y
BCi cdepu JTIICHKOT AiSIbHOCTI MPU3BOANUTH JI0 TOTO, IO MpobiaemMHu iHpopMamiifHOT Oe3Mekn 3 KOXKHUM POKOM CTalOTh BCE
Oinpmr i OinplI axkTyalbHUMH — 1 BOJHOYAC Aefani ckiaaaHimuMmu TexHomorii oOpoOku iHpopmanii Oe3mepepBHO
yIOCKOHATIOIOTHCSA, a Pa3oM 3 HUMH 3MIHIOIOTbCS 1 TNpakTHUHI MeToAu 3abe3medeHHs iHpopMaliitHol Oe3mexu.
besnepeuHo, yHiBepcaabHUX METOJIB 3aXHCTy HE iCHye, 6araTo B 4oMy ycIiX Hnpu noOyaoBi MexaHi3MiB Oe3neku ais
peanbHOI CUCTEMHU 3alie)KaTHMe Bif 1i 1HAMBIoyaTbHUX 0COOJNMBOCTEH, OOJIK SKUX MOTaHO MigmaeTbes Gopmamizamii. Tomy
gacTo iHpoOpMamiitHy Oe3leKy po3INIANalTh SK MEBHY CYKYIHICTh He(OpMaNIbHHX PEKOMEHIAIIW MO0 MOOYIOBI CHCTEM
3axucTy iH(popManii Toro ado iHmoro tumy. OgHAK 3a MPAKTUIHAMH NpUHOMaMH MOOYIOBH CHCTEM 3aXHCTy JEKaTh
3araibHi 3aKOHOMIPHOCTI, SIKi HE 3alie)KaTh BiJl TEXHIYHMX OCOONMBOCTEH iX peamizamii. Y miif cTaTTi BUCBITIIOETHCS
NOCTIHHO 3pocTatoua norpeba Ta BaXKIUBICTH 3aXUCTY iHpopMalii Ta Ge3Mekn AaHUX y CydacHHX peajisxX, mpeacTaBlieHi
MOXJHBOCTI IHGPYBaHHS JaHWX 3a JOIOMOTOI0 IHCTPYMEHTIB KpunTorpadii, 0COOIHBO 30CEpeIKyIOUYUCh Ha
MOJyJIbHOMY GouHOMY mHdpi Ha OCHOBI MHOKeHHS. OrIs] JOCTYIHUX JDKEpell MoKa3as, 0 HA MOMEHT HAIMCAaHHS L€l
CTATTi HEMae 3araJibHOJOCTYIHUX NMPOTPAMHUX pealizaniidl anroputmy. s HoCSITHEHHs METH CTBOPEHHS Takoi peanizamii
Oyna 3i0paHa iH(opMaIis Ist KOMIIIAIT 3p03yMIJIOTO Ta aJeKBATHOTO MaTeMaTHYHOT0 onmucy anroputmy. [Ipeacrasiena
MIpakTHYHa Po3poOKa CHCTEMH 3axHCTy iHpopmamnii, nogarok Ha C # mia muppyBaHHs QaimaiB Oyap -IKOTO pO3MHPEHHS
3a JONOMOToI0 aroputMy mudpysanus MMB.

KawuoBi ciaoBa: MMB, 3axucr indopmaii, indpopmaniiina Oesneka, kpunrorpadis, KOMIUICKCHI METOIM 3aXHUCTY
indopmarii, mudpysaHHs.
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