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DATABASE SECURITY AND STUDY
OF DATA ENCRYPTION METHODS IN CLOUD STORAGE

Abstract. Purpose of the article is discusses the importance of database encryption and makes an in depth review of
various encryption techniques. Security of Data is the most important task in today’s world. Governments, companies and
other organizations have lost a lot of money and many others have closed down due to the activities of dubious hackers and
attackers. Over the years various encryption schemes have been developed in order to protect the database from various
attacks by the intruders. As data is the life wire of every organization, there is the need to remotely and securely store the
data generated daily by these organizations in order to enable them recover quickly in the event of attach and hack. Cloud
storage is needed here for the remote data storage. For many establishments, data security is one of their major concern
when sending their files into the cloud. They worry about their files being seen or even compromised by malicious and
dubious people because that’s what happened in the past. Data encryption techniques are required to protect the integrity of
the stored data. In the past, many businesses felt comfortable allowing the cloud providers to manage all their data,
believing that security risks could be managed through contracts, controls and audits. Over time it has become apparent,
however, that cloud providers cannot honor such commitments when responding to government requests for information.
This paper discuses, the importance of database encryption and makes an in depth review of various encryption techniques.
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Introduction

In this age of technology, all our work is being
done by the computers. From chatting with friends on
social networking websites, to making online payments
through Net Banking, everything is being done online
through computers. Since these facilities are efficient
and make our work easy we use them in one way or the
other. This means to use these online services we are
storing all our personal and sensitive data in the
databases of these websites and applications, which
indeed make this data prone to various security threats.
So protection of this important user data is one of the
major priority, in order to avoid any misuse of data [1].

Cloud Storage is a system whereby data is
remotely stored, maintained, managed, and backed up.
The service is available to users over a network, which
is usually the internet. Important way of protecting this
data is by encrypting the data being saved in the
databases of these websites.

What is the need of encrypting the data. The
need of encrypting the data before saving it in a
database is that by restricting the access through
authorization and authentication of data can help to a
certain limit, but what if the intruder somehow gets to
the database. He has all the data of database and can
misuse it as he likes, here encryption of data before
saving it in database comes into play. If the data is
encrypted before saving it in the database, even with
access to the database the intruder cannot misuse this
data. So the purpose of the article is, discusses the
importance of database encryption and makes an in
depth review of various encryption techniques.

Database encryption

Database Encryption is a process of encrypting the
data in the database [2]. It is a key strategy to protect the
contents of data within the database. The main idea
behind this is that incase the intruder somehow is able to

get to the database of the system; due to encryption he
should not be able to misuse the data in the database.

Fig. 1, shows basic working of the database
encryption and decryption process. The plain text/data
to be saved in the database is first converted into cipher
text using an appropriate algorithm and a specific key.
Then this cipher text is saved into the database. When
the user wants to extract the data from the database, the
cipher text is converted back to plain text using the
decryption algorithm and the same key used in
encryption. This will return the plain text to the user,
when requested. Database Encryption can be done in
two possible ways.

Encryption: 1t is a process in which plain text is
converted to cipher text with help of key, and then using
the same key we can decrypt the cipher text back to plain
text [3]. Encryption is performed using various algorithms,
with each algorithm having his own advantages and
disadvantages. Most commonly used encryption
algorithms are DES, RC2, AES128, AES 256 etc. Fig. 2, a
shows working of simple encryption process.

Hashing: 1t is a one way process, in which plain
text is convened into hashed value(encrypted form).
Once the data is hashed using a Hash Function it cannot
be changed back to plain Text [3]. Generally this
approach is used for password encryption, whenever we
need to login the password entered is encrypted using
hash function and then matched with the password
stored in the database which is already in encrypted
form, if both matches the user get access else it gets the
message of invalid username/password. Most
commonly used Hash Functions are MD4, MD5, SHA,
SHA-1 etc. Fig. 2, b shows working of hashing.

Cloud data encryption

Cloud encryption is a service offered by cloud
storage providers whereby data, or text, is transformed
using encryption algorithms and is then placed on a
storage cloud.
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Fig. 1. Database Encryption and Decryption Process
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Fig. 2. Working of Encryption (a) & Hashing (b) Process

It is the transformation of a cloud service customer's
data into cipher text. Cloud encryption is almost identical
to in-house encryption with one important difference --
the cloud customer must take time to learn about the
provider's policies and procedures for encryption and
encryption key management. The cloud encryption
capabilities of the service provider need to match the
level of sensitivity of the data being hosted. Because
encryption consumes more processor overhead, many
cloud providers will only offer basic encryption on a few
database fields, such as passwords and account numbers
[4]. At this point in time, having the provider encrypt a
customer's entire database can become so expensive that
it may make more sense to store the data in-house or
encrypt the data before sending it to the cloud. To keep
costs low, some cloud providers have been offering
alternatives to encryption that don’t require as much
processing power. These techniques include redacting or
obfuscating data that needs to remain confidential or the
use of proprietary encryption algorithms created by the
vendor [5].

N,

Cloud data encryption methods

Block Ciphers and Stream Ciphers. One of the
main categorization methods for encryption techniques
commonly used is based on the form of the input data
they operate on. The two types are Block Cipher and
Stream Cipher. This section discusses the main features
in the two types, operation mode, and compares
between them in terms of security and performance.

Block Cipher. In this method ciphering, data is
encrypted and decrypted if data is in from of blocks. In its
simplest mode, you divide the plain text into blocks which
arc then fed into the cipher system to produce blocks of
cipher text. ECB(Electronic Codebook Mode) is the basic
form of block cipher where data blocks arc encrypted
directly to generate its correspondent ciphered blocks.

Stream Ciphers. Stream cipher functions on a
stream of data by operating on it bit by bit. Stream
cipher consists of two major components: a key stream
generator, and a mixing function. Mixing function is
usually just an XOR function, while key stream
generator is the main unit in stream cipher encryption
technique. For example, if the key stream generator
produces a series of zeros, the outputted ciphered stream
will be identical to the original plain text.

Symmetric and Asymmetric encryptions. Data
encryption procedures are mainly categorized into two
categories depending on the type of security keys used to
encrypt/decrypt the secured data. These two categories are:
Asymmetric and Symmetric encryption techniques.

Symmetric Encryption. In this type of encryption,
the sender and the receiver agree on a secret (shared)
key. Then they use this secret key to encrypt and
decrypt their sent messages. Fig. 3, a shows the process
of symmetric cryptography. Node A and B first agree on
the encryption technique to be used in encryption and
decryption of communicated data. Then they agree on
the secret key that both of them will use in this
connection. After the encryption setup finishes, node A
starts sending its data encrypted with the shared key, on
the other side node B uses the same key to decrypt the
encrypted messages.

The main concern behind symmetric encryption is
how to share the secret key securely between the two
peers. If the key gets known for any reason, the whole
system collapses. The key management for this type of
encryption is troublesome, especially if a unique secret
key is used for each peer-to-peer connection, then the
total number of secret keys to be saved and managed for
n-nodes will be n(n-1)/2.
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Fig. 4. Symmetric (a) & Asymmetric (b) Encryption

Asymmetric Encryption. 1t is also known as Public
Key Cryptography (PKC), because users tend to use two
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keys: public key, which is known to the public, and
private key which is known only to the user. Fig. 3, b
below illustrates the use of the two keys between node A
and node B. After agreeing on the type of encryption to
be used in the connection, node B sends its public key to
node A. Node A uses the received public key to encrypt
its messages. Then when the encrypted messages arrive,
node B uses its private key to decrypt them.

This capability surmounts the symmetric encryption
problem of managing secret keys. But on the other hand,
this unique feature of public key encryption makes it
mathematically more prone to attacks. Moreover,
asymmetric encryption techniques are almost 1000 times
slower than symmetric techniques, because they require
more computational processing power. To get the
benefits of both methods, a hybrid technique is usually
used. In this technique, asymmetric encryption is used to
exchange the secret key, symmetric encryption is then
used to transfer data between sender and receiver [6].

For example, in an open system, given any two
principals X and Y, X should be able to encrypt a
message that can only be decrypted by Y. If there is
some binding established between principal identities
and public keys, then these operations can easily be
performed. A naive scheme might function as follows:
principal X looks up public key K, for principal Y and
uses it to compute an encryption for Y using some
trapdoor function ¢ = fyxy(m); then Y, on receipt of

this message computes fl ky(c)=m.

But there's a significant problem with this scheme
given our definitions of security for shared-key
encryption: it doesn't satisfy Semantic Security, since
it's  trivial for an adversary to compute
K 3 (m) and fK 3 (m") and compare them against given

ciphertexts in the different attack models. Once again
we see that there is no Semantic Security without
probabilistic encryption. This is especially true in the
public-key setting, since every principal has access to an
encryption function for every other principal, by
definition. Especially when the space of possible
messages is small, it is easy to simply check all
messages under the encryption function to figure out
what has been encrypted.

Conclusions

With advancement in Technology, nowadays
everything is being done with computers, so security of
these data in the database becomes an important issue.
Many researchers have worked on this thing and
proposed various algorithms and architectures. Each
scheme has its own advantages and disadvantages. But
none of them is fully secure, and contain certain
loopholes or demerits with can be used by the attackers
and the intruders to get access of the database. So there
is a scope of improvement in this area.

Many research problems are yet to be identified.
Cryptographic techniques are used to provide secure
communication between the user and the cloud.
Symmetric encryption has the speed and computational
efficiency to handle encryption of large volumes of data
in cloud storage. This paper proposed a symmetric
encryption algorithm for secure storage of cloud user
data in cloud storage. The proposed encryption
algorithm is described in detail and the decryption
process is reverse of the encryption. This algorithm is
used in order to encrypt the data of the user in the cloud.
Since the user has no control over the data once their
session is logged out, the encryption key acts as the
primary authentication for the user.
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Besneka 0a3u naHux i BHBYEHHS MeTOAIB IIMQPyBaHHSA JAHUX B XMAPHOMY CXOBHIII
€. M. lllep6Ginina, b. B. Mapueniok, A. M. ®@ijoHeHKO

AHoTanisi. Mera crarti — 00 poaHani3yBaTi IMTaHHA 1010 BXJIMBOCTI IIM(PYBaHHs 0a3y JaHUX Ta 3pOOUTH ITMOOKHH
OrJISII Pi3HUX METOAIB MMQpyBaHHs. besneka NaHuX - HalBa)XIMBINE 3aBIAHHS B CydacHOMY CBIiTi. Biama, kommanil Ta iHI
oprasizaiii BrpaTig 0araTo rpolei, a 6araro HIIMX 3aKpHINCS, Yepe3 JisUIbHICTh XaKepiB i 30BMUCHUKIB. 3a MUHYI poKu Oyiau
po3pobieHi pi3Hi cxeMu MIM(PYBaHHS UL 3aXHMCTy 0a3W JaHHWX BiJl aTak 3TOBMHCHHUKIB. OCKUIBKH IlaHi - 1€ JKUTTEBHI KaHal
KOXKHOI opraHi3atiii, icHye norpe6a B 6e3reuyHoMy 30epiraHHi JaHHX, IOHS 'eHEPOBAHUX LIUMH OpraHi3alisMu. XMapHe CXOBHIIE
HeoOXiTHO [UIst BiyianieHoro 30epiranus paHux. Jis GaraTbox miIpueMcTB Oe3neka JaHHX € OJHIEI0 3 OCHOBHHX IIPOOJIEM IpU
BianpasLi ¢aiiniB B xmapy. Bonu TypOyroTbcs mpo Te, 110 ix ¢aitnu OyayTh meperisHyTi abo HaBiTh ckoMnpomeroBaHi. s
3aXHCTy LUIICHOCTI JaHUX, 110 30epiratoTbes, HeoOXiHi MeToqu mmdpyBaHHS JaHUX. Y MHHYJIOMY 0araTo KOMHaHiil BiqdyBaiau
cebe KOM(OPTHO, J03BOJIAIOUM OCTAYaIbHUKAM XMApHUX IIOCIY YIPaBJIATH BCIMa CBOIMH JaHUMH, BBA)KAIOUM, IO PUHKAMU
0e3reKH MOXKHa KepyBaTH 3a JIONOMOIOK KOHTDAKTIB, 3ac00iB KOHTpONO 1 ayguty. OfHaK 3 4acoM CTajo0 OYEBHIHO, IO
MOCTa4aJIbHUKM XMapHUX MOCIYT HE MOXKYTh BUKOHYBATH Taki 3000B'i3aHHA. Y LIbOMY JIOKYMEHTI OOrOBOPIOETHCS BaXKIMBICTD
mudpyBaHHS 0a3u JaHUX 1 JA€ThCS AETAIbHUI OIJIS PI3HUX METOAIB IIM(PYBaHHS.

KawuoBi cioBa: nmmopysanns, kpunrorpadis, XenryBaHss, 6aza TaHUX, XMapHe CXOBHIIIE, 3alIU(PPOBAHUIT TEKCT.
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