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PROCEDURAL BASIS OF CYBERSECURITY SYSTEMS

The subject of the research is a system of procedures implemented within the framework of a cybersecurity system, which
is analyzed and described in a formal form. The aim of this work is to develop a formal description of the system of proce-
dures implemented within the security system, which would automate the analysis, adaptation and design of the entire
complex of processes operating within the cybersecurity system. The technique is based on the use of set theory, as well as
system and process analysis. The tasks that need to be solved are to analyze existing approaches to the analysis of ongoing
processes to identify their advantages and disadvantages. Based on the analysis, to propose a new formal presentation and
classification of security system processes. The following results were obtained: the general characteristics of the security
system processes were identified, the information and model bases of the security system were formed, which made it pos-
sible to present an approach to the classification and formal presentation of procedures implemented in security systems.
Conclusion: The approach to the classification and the formal description of the procedures implemented in the security
system presented in the article allows us to formalize the approach to the analysis and subsequent synthesis of the necessary
procedural basis for the design and reengineering of security systems, in a more understandable way to the decision-maker.

Thus, the efficiency of managing the mechanisms for protecting the contour of business processes is increased.
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Introduction

Operational interaction of a decision maker (DM)
with computer processing tools, presenting information
and supporting the selection and application of tools to
counter cyber attacks constitute one of the main opera-
tions of the entire technological cycle to ensure cyberse-
curity of business processes. At the same time, the char-
acteristics of a person as an element of a contour are
increasingly becoming a «bottleneck» in operational
counteraction given the existing structure of means and
methods of man-machine interaction.

A way out of this situation is the creation of a cy-
bersecurity system structure that allows:

- collection and integration of information about
potential threats and sources of their implementation;

- processing and storage of this information with
acceptable degrees of aggregation;

- automatic and (or) man-machine assessment of
the state of the level of protection and the environment
of functioning of business processes with prediction of
the emergence of new types of threats;

- automatic and (or) man-machine search for so-
Iutions on the choice of countermeasures, initiated by
assessments of the state of the protected object and its
environment, as well as unfavorable forecasts of devel-
opment trends of cyberthreats;

- automatic and (or) man-machine optimization
in terms of money spent and time for found and recom-
mended solutions;

- human-machine decision-making with chal-
lenge capabilities for analyzing both the data underlying
the search for proposed solutions to counter cyberat-
tacks, and the logic and mathematical methods used, on
which the search for proposed solutions was based.

The semiotic approach explores the pattern in
which the control body knows:

- not always a certain set of parameters {x},
characterizing the current state of the object of protec-
tion and the environment of opposition;

- many ways to split {x} on classes of states
K={k,, k;, ..., k.}, requiring decisions;

- the set models of finding solutions {M};

- the set mechanisms for finding solutions on
models — {@}.

When implementing such a scheme, dynamically
formed sets {k} and {M}, of the possibility of obtaining
the necessary solutions in a reasonable time, but the
nature of the solutions obtained is qualitative.

Methods of the theory of identification and plan-
ning of an experiment can be applied only to the extent
that statistics can be collected on the reactions of the
object of defense to attacks in the mode of its operation.
This makes it difficult to use them directly in the sys-
tems under consideration.

Considering the many functions entrusted to the
system, the existing approaches to automating decision-
making processes, and the presence of decision-makers
united in teams, the cybersecurity system for ensuring
the contour of business processes should be based on
the concept of human-machine control.

Features of building cyber security systems

Currently, there is no complete general theory of
cybersecurity systems, and therefore there is no general
model of such systems that have knowledge of cyberse-
curity and can use cybersecurity systems to organize
purposeful behavior of the system while ensuring speci-
fied quality criteria [1].

At the same time, an analysis of the tasks to be
solved in decision-making systems with intelligent
mechanisms for automatically finding means to counter
cyber threats shows that [2]:

a formal apparatus describing the processes of rec-
ognizing situations, developing and making decisions in
a rapidly changing situation with elements of uncer-
tainty should be extremely flexible;

the processes of making decisions are based not
only on quantitative characteristics, but also on factors
that do not always have quantitative measures (psycho-
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logical, moral, etc.). Therefore, the preparation of in-
formation for decision-making on the means of counter-
action should be viewed as a creative act of choice from
a set of possible decisions, in which quantitative factors
are combined with the heuristic abilities embedded in
the computer that forms the decisions, i.e. decisions are
formed on the basis of two components of decision-
making and development (formal and creative);

Special attention should be paid to the decision-
making procedure itself, i.e. it is important to know
which components of the cybersecurity process should
be controlled by the decision maker, and which compo-
nents can be executed by the computer;

an important place is occupied by the problem of
human and computer communication. This problem has
two sides — the satisfaction of information needs on the
information available in the system and participation in
the procedure for developing and adopting decisions. A
natural requirement for the means of presenting infor-
mation is their informational content and perception to
the language of communication — proximity to the lan-
guage of professional vocabulary and its slang. The
form of communication should be interactive;

the problem of learning or adapting the developed
system to the emergence of a new class of threats (hy-
brid, synergistic) requires the development of a special
procedure that allows the release of information pre-
sented formally (algorithmically) and informally (ex-
pertly). Such a procedure should be man-machine in
nature and be applicable to a large class of situations;

the problem of designing and generating different
versions of software for decision-making systems re-
quires the development of a special human-machine
technology for designing within this class of systems.

Taking into account the nature of the activities of
the systems of this type, based on the ability to adapt
and build targeted behavior, we will distinguish two
types of information in the cybersecurity system [3]:

1) information that implements the targeted be-
havior of the system by organizing the processes of rec-
ognition of the type of cyber attack, search and deci-
sion-making on countering;

2) information that is elements of processing from
the above-mentioned processes.

The first type of information is called the knowi-
edge of the system about the subject field of manage-
ment — models, tasks, algorithms.

The second type of information is called data on
the state of the system, the object and environment of
the formation of threats — the parameters of the system,
the object, the environment and the area of definition of
these parameters.

Analysis of decision-making processes allowed us
to base the concept on the following notions [4]:

global logical model of knowledge as a set of
tasks, models and methods of their use for organizing
the processes of targeted recognition of situations of
threats, developing and making decisions on counterac-
tion;

the area of interpretation of the global logical
model of knowledge as a structured and ordered dy-
namic set of attributes characterizing the parameters of

the cybersecurity system, the object and the environ-
ment of functioning;

an army of system analysts, experts who, using
means of recognition and communication, can define
and describe the elements of a global logical model of
knowledge and its area of interpretation in a volume
sufficient to solve problems that can be posed in any
problem situations.

When developing a concept, the following model
characteristics should be taken into account:

Expertise — as a basis for shaping the goals of the
cybersecurity system, models that are the area of search
for solutions, rules for searching and making decisions
on cyber defense of the contour of business processes.

Associativity — as the basis for automatic accumu-
lation, generalization of information and adaptation of
the cybersecurity system to the changing environment
of functioning.

Many alternatives — as the basis for displaying all
possible ways of finding solutions.

Semiotics — as the basis for the development of
mechanisms for the integration of heterogeneous infor-
mation about the object of protection and the environ-
ment of the formation of cyber-thunderstorms.

Sociability — as the basis for the implementation of
dialogue means of communication system with decision
makers.

Virtuality — as a basis for reflecting the globality of
information, which is characterized by territorial dis-
unity and multi-level sources of receiving, storing and
using information.

Efficiency — as the basis for the implementation of
the model of ensuring the necessary level of cybersecu-
rity in software and hardware environments.

The resulting model has a number of new proper-
ties, for example, it is at the same time a means of solv-
ing problems arising before a system, and a methodol-
ogy for designing and implementing such systems. The
team of experts has both formal and informal knowl-
edge of the subject area of management. In addition,
each expert performs a specific learning function in the
team. This allows him to easily construct and fill a
knowledge model, highlight a specific local logical
knowledge model and have access to global knowledge
and data models.

The presence of experts allows, in addition to the
recognition, development and decision-making proce-
dures, to also build:

procedures for identifying consistent knowledge,
using dynamically changing expert groups; create expert
decision-making models for different classes of problem
situations (threats);

simulate any combination of centralized and de-
centralized decision making; achieve greater generality,
which allows for various methods of solving problems.
In addition, in such a team, it is possible to formalize
the connection between experts and build standard
means of communication on this basis. With the help of
these tools, various modes of interaction are organized —
from the explicit reference of one expert to another to
the implicit reference, when the addressee is determined
by the function implemented by him.
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The presence of a multitude of tasks, models and
knowledge of the way they are used in various situa-
tions of decision making and development allows us to
develop uniform means of describing such information
and organizing their use by the system. Linguistic and
software support tools are used as such tools: languages
of logical knowledge model definition (LKM) and ma-
nipulation of elements of a logical knowledge model
(KMM). The definition of knowledge involves the in-
troduction of new types of information, such as model,
task. Knowledge manipulation is based on planning
decision-making processes in the global knowledge
model by using, first of all, the goal setting mechanism.

The considered concept is in good agreement with
the nature of complex human-machine decision-making
systems and allows using the knowledge of experts and
programmers:

1) generate threat classifiers for the corresponding
contour of business processes;

2) to build models of recognition of cyber attacks,
the classification of the state, targeting, development
and adoption of governing decisions on countering cy-
ber attacks;

3) o build a functionally complete set of computa-
tional algorithms characterizing a specific area of cyber
defense;

4) “fill” the cybersecurity software system with
specific content;

5) to design and generate software systems and
organize its problem orientation.

Summarizing what has been said, it can be con-
cluded that the considered concept fully meets the prob-
lems of human-machine management of complex tech-
nological objects, methods and the theory of building
large control software packages, cybersecurity systems
[5].- The task of the research is the formation and de-
scription of a variety of procedures, the implementation
of which in the cybersecurity system of the business
process contour will allow to realize the properties and
features of the effective functioning of the cybersecurity
system as a complex human-machine system.

Decision making procedures in cyber
security systems

Ensuring the required level of cybersecurity of the
business process contour will be considered as a man-
machine activity to determine the state of the protected
object, which requires making decisions related to the
search and selection by targeted coordination of behav-
ioral patterns of all participants in cyber conflict — M,
and existing at the decision maker — M,. Such a model
representation is determined by the accumulated knowl-
edge of methods and mechanisms for ensuring cybersecu-
rity, the goals and limitations of each of the parties, ob-
jective and subjective preferences on the choice of ways
to achieve goals and assess their degree of applicability.
The interactivity of human interaction with the system is
organized by introducing the concept of a man-machine
situation that requires decisions S, and defining this no-
tion of a set of attributes. The nature of this activity, on
the one hand, is set by man by controlling the processes
of setting the task of tracking the progress of its solution.

On the other hand, the system clarifies the correctness of
the tasks set, proposes alternative ways of solving them,
using the “knowledge and experience” of the search for
solutions, reflected in its model. Thus, the person and the
system interact as partners, coordinating their methods of
solving the tasks of ensuring cybersecurity of the required
level. Symbiosis will be optimal only when the work of
the system is organized in the "intelligent" human advisor
mode, performing the routine functions of automatic rec-
ognition of attacks as well as the search for countermea-
sures based on information obtained both from experts
and using system knowledge. This knowledge exists in
the system in the form of two types of structured sets
{computational and set-theoretic}, {interactive and expert
logical-algebraic and logical-linguistic} models of cy-
ber-attack recognition and the search for means to
counter it. The first type of models is defined on situa-
tions for which an algorithm can be found that connects
the desired parameters with the given ones, and the
search of variants is not very large. The second type of
models is used to search for solutions that are highly de-
pendent on situations and where the search is extremely It
can be said that computational and set-theoretic models
are analogs of computational operations when searching
for solutions, and interactive and expert models are ana-
logs of methods of searching for solutions.

The capabilities of each of the interacting parties
to a cyber conflict are determined by the completeness
of behavior models, decision-making procedures and
the model basis for decision-making procedures. At the
same time, decision-making and behavior processes are
considered semiotic (sign). Used in this sequence of
steps (related causal, temporal, spatial and other rela-
tionships) finding control solutions for each problem
situation is considered as the logic of finding solutions.

At each step of interaction between the decision
maker and the decision support system of one of the
parties, a query is formed in the form of a problem
situation and (or) a subset of the model's algebraic op-
erations in accordance with the logic of the search for
solutions. The task of the decision-making system is to
find the interpretation of these operations in terms of
their model, their implementation and in response to the
formation of the request.

The formal representation of the model of behavior
of the decision maker in the operational decision mak-
ing is given by the expression

M,=<BT, DM, I>,
where
BT:<LBT, ACS, @>

- behavior theory (system knowledge model);
DM =<x",b*, f*,p* >.
- information data model describing the system;
I=<UI,CI, >.
- interpretation of BT in DM, here Lgr=Lxp; Lpp —
a language for describing a behavior model that is a com-
bination of knowledge and data definition languages;

ACS — theory axioms; ® —rules of inference statements in
theory; x°, b° — set of variables and state constants; ', p° —
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a set of function and predicate of state variables; Ul; —
user interpretation of the elements of the system knowl-
edge model, which defines expertly the correspondence
rule between the syntaxes structure of the language ele-
ments Lzrand their meaning in the field of cybersecurity
(semantics of decision makers); CI, — machine interpreta-
tion of elements, which specifies expertly the algorithm
for establishing the correspondence between the semantic
structure of language elements L7 and their truth at every
current moment of the search for solutions (pragmatics of
the field of cyber security).

Formal model of the behavior of a participant in a
cyber conflict, depending on the restrictions imposed on
the rules for deriving statements ®, can be described by
means of first-order predicate logic, production and
algorithmic systems. Indeed, in the predicate logic there
are no restrictions on the use of inference rules. Any
withdrawal rule fits any statement already deduced if
this statement allows its use. In production systems that
are also based on the logic of predicates, there are addi-
tional conditions on the applicability of a particular in-
ference rule. These conditions may change during the
operation of the production system, depending on the
receipt of this or that information in the process of with-
drawal. In algorithmic systems, the sequence of applica-
tion of the rules is uniquely determined. As a language
for describing control theory, a first-order predicate
logic language and an information processing algorithm
language are used. The rules of inference of statements
in the theory are the rules of inference in the logic of
predicates, their modifications in the system of products
and algorithmic rules.

The relationship of the model of behavior with
problem situations and problems of finding solutions
that appear when they appear is taken into account by
taking into account the logical sequence of decision
makers working stages while ensuring the security of
business processes and identifying a variety of decision-
making procedures characteristic of decision makers.
The specified set of procedures can be represented in
the following sequence:

procedure of situation classification:

P=<S,J,K, K, >,

where S — situation defined by some relation on the set
of elements I; J — set of expert preferences for the
choice of classification rules, given on the set {S x K;};
K, — set of classification rules — decision procedure; K,
—classes of situations set for which there are models for
finding solutions;

procedure of the model classification allows to de-
fine a set of decision-making models, organizing the
calculations on which you can find the required solu-
tions to ensure the required level of cybersecurity:

P, =<S8,K,4,M, >,

where 4, — a set of alternatives for choosing solution
search models whose weights depend on S and K, can
be set by the person in an interactive mode of work with
the system; M; — a set of models of finding solutions;
procedure of forming strategies for the goal of
finding solutions allows to define a set of local and / or

global goals of the cybersecurity system that must be
achieved with the help of solutions found in this class of
situations:

P,=<S.K.,G,C.,S, >,

where G — a set of current targets facing the control
system; Cr — a set of criteria for achieving goals (both
goals and criteria can vary and change over time); Str —
a set of strategies to find solutions;

procedure for finding target management solutions
allows to organize a search for solutions for each of the
problem situations in accordance with the goals and
criteria for ensuring the security of the business process
loop:

P, =<S,S

n,,M I’RG >,
where Rz — a set of target control solutions that can be
found in the decision search model (knowledge base)
M, tuned to the current situation s; €S when using strat-
egy str; eStr. This procedure performs two functions —
a computational sequence finder and a solver scheduler.
The first function is to form a crucial program sequence,
the second is to organize the execution of these pro-
grams and receive management recommendations in a
specific computing environment;

the procedure for determining the possible out-
comes of the implementation of solutions allows to set
the reachability of local and (or) global management
goals in the implementation of certain solutions to
counter cyber attacks. This is done by organizing calcu-
lations on a model of an admissible decision area —
M p4, defining this area — O ¢4, in accordance with the
objectives G and criteria — Cr, characteristic of this level
of decision making. This procedure is set by

B, =<AH,P, P,P, >,

1n =S4y

where Rg; — the set of those governing decisions that are
satisfactory outcomes, i.e. outcomes that can achieve
local and / or global management objectives.;

procedure of the decision substantiation allows as-
sessing the quality of decisions (their optimality) by
organizing calculations on a model for determining the
optimal decision-making area (Mop,) to select the area
of optimal control solutions (Opp) in accordance with
the goals and criteria. Tuple element Rg; is the set of
those control solutions that satisfy Opp and can be pri-
marily recommended for implementation. This proce-
dure

P.=<S,R..,G,C,,M,,,,0

0D=RGz > =

Gl1° oD4>

procedure of the solution synthesis allows reduc-
ing the number of simultaneously recommended solu-
tions for counteraction, regardless of how many situa-
tions are simultaneously analyzed by the system. In ad-
dition, the procedure ranks decisions issued by the deci-
sion maker as according to the information received
from the procedures Ps, P4, so using the set of prefer-
ences for the "narrowing" of the set Rs. These prefer-
ences can be set expertly.

The procedure is given as

P =<8,R.,,0,:,0pz R>.

G2° " ACD >~ ODR>
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Information for the decision maker after the opera-
tion of this procedure is issued in the form <{S}=> {R,
OACD: OODR}~

The decision maker can associate the current situa-
tion with the necessary decisions, taking into account
their belonging to Ocp or Oppp, setting Rg);,

procedure of the decision-making allows to organ-
ize the process of man-machine interaction in order to
make one decision to be implemented. In this case, the
decision maker may choose one of the means of coun-
teraction recommended by the system or accept his
own, different from the recommended, R;, what he
should inform the system. If R, ﬂl_e =(, then this solu-

tion can be implemented. Here R=R . NR,NR,, —
forbidden set of solutions. Formally, this procedure,

P =<S,R,R,R;,>.

procedure for evaluating the results of the imple-
mentation of the decisions allows to evaluate the effec-
tiveness of the adopted and implemented decisions for
the purpose of correcting (in the mode of training or
self-study) the model of knowledge of the system and
translating part of the information { <situation> — <de-
cision>} from the sphere of the decision-making system
to the sphere of automatic implementation of the deci-
sion. This procedure

P, =<S,RUR;,M,,B; >,

where P;; — procedure for learning (self-study) of the
system and correction of its knowledge model M;
procedure of the solution tracing makes it possible
to organize the tracking of the logic of machine reason-
ing when searching for solutions and the information
basis used for this. This procedure returns the DMP the

Information basis
Information

observability property, i.e. the possibility of establishing
any relationship on the elements of decision-making
procedures. The tracing procedure is based on the modi-
fication of an ordered sequence @;-¢9 — procedures. The
modification consists in introducing into each procedure
i an assertion about the correctness of obtaining results
with its help. Formally, this procedure

Ry=<u:B,p, B, ...opy R, C, >,

where u;, t, ..., to — conditions of performance (vali-
dation statement) of procedures P;, P,, ..., Py respec-
tively, recorded as g P;. With the help of the elements
of this tuple, a person can, through interaction with the
system, psychologically believe in the correctness of the
solutions found. Statements owned by Cor, determine
the consistency of logic embedded in the database of
models and procedures of a computer and a decision
maker, i.e. they allow the system to inform the decision
maker that the next cycle of search and decision-making
is completed;
procedure of the information dialogue organizes
the human-machine interaction of the decision maker
with the system in order to obtain the necessary infor-
mation. This procedure
P, =<P,P,

172>

BB >,

where P;-P, _ considered procedures in which the fol-
lowing substitutions were made: S/R,, M;/M,, C/Cp,
G/Gp; R/Ry; R; — many requests from the decision
maker; M, eM; — a variety of response search models by
query definition areas; Strp — a set of strategies aiming
for finding solutions ranked by a set M, Gp — a set of
current goals; Ry — a set of answers issued by the deci-
sion maker when the system responds to a request;

determination

basis

Computer-human dialog »]

B.P, B,P, cF,
S g

Decision search
q automation
{R+R}
A A
Experts
Adaptation (Py3)
Tracing (P;) Design (P;,) v

7y

t * ‘

o Model basis

A

Decision
making

Control
object [

Decision \
<

maker ~

Fig. 1. The logical sequence of cybersecurity system procedures

procedure for determining the information basis for
making decisions communicates with the information
collection system in order to organize the processing of
this information and record it in the information model
(database) of the systems. Formally, this procedure:

P]2 =<S,P,P2,P3,P4,M],MD >,

where Mp — information model storing the current state
of the object;

the adaptation / training procedure allows to or-
ganize an automated system setup for the cyber security
area.

This procedure

_ Comp
P|4 =< S’ LDKL > LDML > LLDL > M >’

where L, — a mechanism for correcting knowledge and
data base models (means for describing knowledge and
data), which allows to bind information in its machine
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representation; Ex, Ep — set of elements of the model
level of knowledge and data;

procedure of a computer-aided design, or, alterna-
tively, an interactive cyber-security system computer-
aided design system. For decision makers and system
analysts, designers is the procedure

_ Comp
P|4 =< S’ LDKL > LDML > LLDL > M >’

where S — design situation from a class of man-
machine design situations, reflecting the subject-
oriented formulation of the problem of constructing an
information-model basis; Lpx;, Lpyz, Lppr language

means of describing the elements of the model basis of
knowledge and data; M“°"” — machine representation of
information model basis.

Conclusions

The developed and cited procedural basis of cyber-
security systems will significantly improve the effi-
ciency of the development and implementation of mod-
ern cybersecurity methods. The use of the developed
models will significantly formalize the process of creat-
ing cybersecurity systems and thus eliminate the subjec-
tivity of the decisions made.
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IIpouenypHuii 6a3uc cucrem kidepoesnexku
O. Minos, C. Minescokuii, C. Ioraciit, X. P3aeB

IIpeameroM IOCIIUKEHHS € CHCTEMa IIPOLENyp, IO Peali3yeThCsl B paMKaxX CHCTeMH KiOepOesIleky, sika aHaJi3yeTbes i
OnHCYeThCs B hopMaibHOMY BUTIIsLIl. MeToro naHoi poboTH € po3poOka (hOpManbHOrO ONUCY CHCTEMHM IPOLEAYp, IO pealisy-
I0TBCSL B pAMKaxX CHUCTeMHU Oe3NeKH, ke JO3BOIIO O aBTOMATU3YBaTH MPOLIECH aHalli3, aJlanTallii Ta IPOEKTYBaHHs BCbOr0 KOM-
IUIEKCY TIPOLECiB, MO0 (YHKIIOHYIOTh yCepequHi cucreMu KibepOesmeku. Meroanka 3acHOBaHa HAa BHKOPHCTaHHI Teopii MHO-
JKHH, a TAKOXK CHCTEMHOTO i TPOIIECHOr0 aHaji3y. 3aBJaHHs, sSKi HEOOXiHO BUPILINTH - IPOaHAJI3yBaTH iCHYIOUI MiIXOIH 10
aHaJli3y peanizoBaHUX MPOLECIB JUIL BUSBICHH X IepeBar Ta HeJonikiB. Ha oCHOBI poBeeHOro aHaili3y 3alporoHyBaTH HOBE
(dopmanbpHe noaHHA Ta Kiacudikalito npoueciB cucreMu Oesnexku. bByny orpuMaHi HaCTYIHI pe3y/IbTATH: BUSBICHO 3aralbHi
XapaKTepUCTHUKH TpoLeciB cucreMu Oesmneku, copmoBaHi iHpopMariiHuii i MojenbHui 6a3ucu cucteMu Oe3NeKy, 10 J103BO-
JIVJIO MPEACTABUTH MiAXiM 10 Kiacudikamii i popMarbHOMY MTOJaHHIM IPOLENYp, PealizoBaHUX B cuctemax Oesneku. BucHo-
Bok: [Ipencrasnenuii B crarti miaxin no xiacudikanii i popmManbHOMY OIUCy NMPOLEYp, pealli3oBaHUX B CHUCTeMi Oe3IeKH, 10-
3Bonsie (hopMati3yBaTH MiJXiJ| 10 aHAJI3y 1 MOAANIBIIOr0 CUHTE3Y HEOOXiTHOro IPOoLeAypHOro 6a3ucy Ipy NPOEKTYBaHHI 1 peu-
H)XHMHUPUHT'€ CHCTEM O€3I1eKH, y BUIIIII Ol 3p0o3yMiIor0 0cobi, o npuiiMae pimeHHs. TakuM 4uHOM 3011blIyeThes eek-
THUBHICTH YIPaBJIiHHS MEXaHI3MaMH 3aXHCTy KOHTYPY Oi3HeC-IpOLIeciB.

KawuoBi caoBa: cucrema kibepOesneku, ocoda, ska mpuiiMae pillleHHs, CEMIOTHYHUN MiAXiJ, Kibeparaka, MPUHHITTS
piLlIeHb.

IIpouenypHslii 6a3uc cucreM KudepoHe30nacHOCTH
A. Munos, C. MunteBckuii, C. [Toracuii, X. P3aeB

IIpeamerom Hcciie1oBaHus ABISIETCA CUCTEMa MPOLEAYD, pealu3yeMasl B paMKax CHCTeMbl KHOepOe30acHOCTH, KOTopast
aHaIU3UPYeTCsl U onuchiBaeTca B GopmanbHoM Buze. Llennto naHHOi paboThl sBisieTcs pa3paboTka (GOpMaIbHOTO OIMMCAHUS
CHCTEMBI TPOLELYP, PEaTn3yeMbIX B PAMKaX CHUCTEMbI O€30IIaCHOCTH, KOTOPOE IO3BOJIMIO Obl aBTOMAaTHU3MPOBATh HMPOLECCHI
aHaJIu3, aJalTalid ¥ NPOSKTHPOBAHUS BCEro KOMIUIEKCA MPOLECCOB, (QYHKIMOHUPYIOIIMX BHYTPU CHCTEMbI KHOepOe30macHo-
cTi. MeToanka OCHOBaHA Ha HCIIOJIb30BAHUH TEOPUH MHOXKECTB, a TAK)KE CHCTEMHOrO M MPOLECCHOTO aHalKu3a. 3aga4m, KoTo-
pble HEOOXOIMMO PEIIUTh — MPOAHAIM3UPOBATH CYIIECTBYIOLIME TTOIXO/bl K aHAIN3Y PEaTU3yeMbIX MPOLIECCOB IS BBISBICHUS
UX IPEUMYILECTB M HelocTaTKoB. Ha 0CHOBE NPOBEJEHHOIO aHAIM3a NPEIIOKUTh HOBOE (JOPMAIIBHOE TIPEICTABICHUE U Kilac-
cU(UKALNIO IPOLECCOB CUCTEMbI 0€30MacHOCTH. Bbliy noiydeHs! cieyronye pe3yJibTaThbl: BhISIBICHBI O0LINE XapaKTePUCTUKH
IPOLIECCOB CHCTEMBbI Oe3omacHocTH, chopMupoBaHbl MHGOPMALMOHHBI U MOJENBHBIN 0a3UChl CHCTEMbI 0E30IaCHOCTH, YTO
MO3BOJIMJIO HPEJCTABUTD NOAXOM K KIacCHU(pUKAMK ¥ (HOPMAIBHOMY INIPEACTaBICHHUIO NPOLEYp, Pealn3yeMbIX B CHCTEMax
6e3onacHoctu. BeiBoa: IIpescraBineHHslil B cTaThe NOAXOM K KiIaccuukanuu 1 GopMaIbHOMY OIMCAHUS IIPOLENYp, peanu3ye-
MBIX B cHcTeMe 0e30M1acHOCTH, N03BOJIsIeT (POPMATU30BATH MOIXO/ K aHAIM3Y M IOCIIEYIOEMY CHHTE3y He00X0AUMOro Ipore-
JtypHOro 6a3uca Npu NPOSKTUPOBAHUY U PEHHKMHUPUHTE CHCTEM 0€30I1aCHOCTH, B BUJIE O0JIee TIOHATHOM JIMILY, IPUHUMAOLLIE-
My peienue. TakuM oOpa3oM yBenuuuBaercs 3Q(EKTUBHOCTD YNPABICHUS MEXaHU3MaMU 3alllUThl KOHTypa OM3HEC-TIPOLIECCOB.

KawueBbie cioBa: cucremMa KuOepOe30acHOCTH, JIMIIO, IPHMHUMAIOLIEE PEIIEHHE, CEMUOTUYECKUH oaxox, Kubepa-
TaKa, NPUHATHE PELICHHN.
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