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Introduction. Infrastructure risk management is increasingly critical for maintaining the reliability
and sustainability of essential services, particularly as infrastructure systems grow in complexity and
interdependence [1]. The present study introduces the Infrastructure Risk Management Method (IRMM),
with its core component — the Infrastructure Risk Index (IRI) —designed to integrate criticality, vulnerability,
and external influences into a single quantitative metric. This approach responds to the limitations of
traditional, static models by accounting for the continuous evolution of technological, regulatory, and
environmental factors [2]. The IRI strengthens project managers’ abilities to anticipate and mitigate risks in
dynamic environments [3; 4]. Conventional frameworks often lack the flexibility to capture rapidly changing
conditions, resulting in gaps between predicted risks and real-time system vulnerabilities [5]. The IRMM
addresses these gaps through its focus on dynamic assessments.

Review of recent research and publications. Modern research on infrastructure risk management covers
issues of predictive modeling, which is highlighted in the works of the following scientists: Abdullah E.,
Yakob R., Abdullah M.H.S.B. [1]; Kabir S., Papadopoulos Y. [3], also aspects of increasing the resilience
of critical infrastructure are studied in detail, which is highlighted in the works of the following scientists:
Cavalieri F., Franchin P. [2]; De Felice F., Petrillo A., Baffo I. [6], the basic principles and practical service
strategies are explored in the works of the following scholars: Gunawan I., Hallo L., Nguyen T. [7];
Mottahedi A., Barabadi A. and others. [8].

At the same time, studies by Rasheed N., Shahzad W., Khalfan M., Rotimi J. [9], as well as Urbina O.,
Sousa H., Teixeira E., Matos J. [10] focus on investigating the importance of risk identification and
prioritization, and technological innovations in the field of dynamic risk assessment and the application
of machine learning are analyzed in the works of Cheimonidis P., Rantos K. [4] and Secundo G., Mele G.,
Passiante G., Ligorio A. [11].

Despite this strong research, real-world validation of dynamic models is underdeveloped, and the
integration of operational data into risk assessment remains limited. Further research could be directed
towards creating adaptive and scalable risk management systems that integrate technical and human factors.
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This study examines the IRMM’s implementation at Mastergaz, analyzing 50 infrastructure projects
over two years. The research combines qualitative insights from interviews with quantitative data from
surveys and performance metrics, providing comprehensive evidence of the method's applicability [12; 8].
The investigation addresses two core hypotheses: first, that IRMM implementation significantly reduces
infrastructure failure rates, and second, that the IRI reliably predicts risks, facilitating more informed
decisions by project managers [10]. Through examination of project outcomes, the study validates these
hypotheses while advancing the broader discourse on infrastructure risk management [13]. By positioning
the IRMM within both scholarly and practical contexts, this research demonstrates its potential for
scalability across various infrastructure sectors [3]. The aim is to evaluate the real-world implementation
and predictive reliability of the IRMM, with particular emphasis on the IRI, in infrastructure projects at
Mastergaz.

Objectives. This research aims to: 1) assess the IRI's effectiveness in predicting infrastructure risks;
2) evaluate whether IRMM implementation reduces failure rates; 3) examine the model’s stability through
sensitivity analysis; and 4) validate the methodology using empirical data from representative infrastructure
projects.

Main material and results. This study employed a case study approach at Mastergaz, chosen for its
leadership in the infrastructure sector and diverse operational portfolio spanning gas, water, and heating
systems — providing an ideal environment for evaluating the IRMM [10]. Fifty infrastructure projects were
analyzed over two years, selected based on infrastructure type variety, availability of complete historical
data, and representation of different complexity levels [8]. This sample size ensured comprehensive
coverage across maintenance and installation scenarios while maintaining data consistency for quantitative
analysis.

Data were gathered through a mixed-methods strategy combining qualitative insights from
structured interviews with project managers and field technicians alongside quantitative records from
documentation [14]. This approach strengthened methodological rigor through diverse data sources [7].
Surveys collected information on three main dimensions — criticality, vulnerability, and external influences —
serving as the foundation for calculating the Infrastructure Risk Index (IRI) using the formula:

.o
ir= Zl_zl cve, -

Where ir represents overall infrastructure risk, ¢, indicates criticality, v, denotes vulnerability, and e,
captures external influences for each infrastructure element [15]. The resulting values were evaluated using
statistical techniques including correlation and regression analysis to compare predicted risks with observed
outcomes [16].

Project oversight utilized the ERP-BPMS BOS CIS platform, which captured near-real-time metrics
while maintaining human verification through designated technical personnel who checked data inputs
using standard protocols and cross-validated automated alerts. The validation process included retrospective
review of infrastructure failures, enabling direct comparison between IRI values and actual breakdowns
to demonstrate predictive accuracy [10]. Sensitivity analysis assessed how variations in the three key
parameters influenced aggregate risk levels, offering insights into model stability across diverse operational
conditions [17; 18]

Project oversight utilized the ERP-BPMS BOS CIS platform for capturing near-real-time metrics, while
maintaining human verification through experienced engineers who validated system outputs. This hybrid
approach ensured reliability by combining automated data collection with on-ground checks, maximizing
precision in statistical analyses. The platform enabled continuous monitoring of risk metrics, allowing
project managers to implement proactive measures as conditions evolved [9].

Dynamic risk assessment represents the IRMM’s key innovation. Unlike conventional static models that
fail to address rapid infrastructure changes, the IRMM’s routine reassessment of ¢, v, and e, parameters
through BOS CIS responds efficiently to emerging threats while strengthening organizational resilience [4].
This approach aligns with hybrid decision-making processes that capture diverse vulnerabilities [19].

Preventive strategies based on historical failure data identified potential failure points and recommended
targeted maintenance, contingency planning, and specialized training, reducing service disruptions [20].
Tracking adjustments in IRI scores following these initiatives confirmed the approach's scalability in real-
world settings.
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Future research will examine IRMM’s applicability to transportation and energy sectors, with automated
IRI estimations potentially enabling real-time risk evaluations across multiple contexts [18]. A culture
of improvement was maintained through feedback workshops where project managers contributed to
methodology refinement, ensuring manual protocols and BOS CIS automation complemented each other
effectively. The IRMM’s integration with Mastergaz’s existing workflows delivered systematic risk
evaluations applicable to organizations facing complex risk landscapes.

By combining multi-criteria analyses with sensitivity assessments and continuous risk updates, the
IRMM advances infrastructure risk management through a structured yet adaptable approach that balances
automated inputs with expert reviews for robust decision-making [2].

The findings from applying the IRMM at Mastergaz demonstrate its effectiveness in residential
infrastructure settings (2022-2024). Fifty projects (budgets under $100,000) were categorized into three
groups: multi-apartment building maintenance, involving critical systems with elevated risk levels [8];
communal system servicing, with complex interdependencies requiring careful evaluation [6]; and minor
infrastructure upgrades with unique but less complex risks [21].

The IRMM showed clear advantages over static approaches like Monte Carlo simulations, which depend
heavily on accurate input assumptions [22]. Its dynamic assessment framework proved more flexible for
rapidly changing conditions compared to the Analytic Network Process (ANP), which demands significant
computational resources [23]. Results showed a 20% reduction in infrastructure failures for multi-apartment
buildings and 15% improved efficiency for communal systems — highlighting benefits over methods like the
Critical Risks Method (CRM) that lack real-time adaptability [24].

Data acquisition combined surveys, interviews, and documentation, with the BOS CIS platform
enhancing monitoring reliability [25] and enabling rapid updates consistent with modern monitoring
technologies [ 18]. Unlike multi-hazard models and Bayesian networks that require extensive computational
resources [26; 11], the IRMM balanced analytical depth with practical accessibility — bridging gaps
between advanced solutions like machine learning models and smaller-scale projects [27].

Table 1 presents average IRI values and failure rates by project category. Multi-apartment buildings
showed the highest IRI scores and failure rates, reflecting their complexity, while maintenance projects in
less critical environments registered the lowest risk levels. Retrospective validation confirmed the IRMM’s
predictive power, with higher IRI values correlating to higher failure rates. Sensitivity analyses demonstrated
stability, showing that parameter variations did not compromise the model’s ability to identify high-risk
scenarios.

Table 1
Average IRI Values and Failure Rates by Project Category
Project Category Average IRI Value Failure Rate (%)
Multi-Apartment Buildings 0.75 12
Communal Systems 0.60 8
Maintenance Projects 0.50 5

Source: developed by the authors

Table 1 guided targeted preventive initiatives through prioritized maintenance schedules, contingency
measures, and personnel training. In multi-apartment buildings, systematic inspections and timely
interventions achieved a 20% reduction in failures, while aging communal systems received immediate
retrofits that prevented breakdowns during peak usage. Project feedback refined risk assessment approaches,
demonstrating the IRMM’s iterative enhancement capabilities. BOS CIS integration enabled real-time
reassessment, as evidenced during a multi-apartment maintenance campaign where rapid response to
increased plumbing vulnerability prevented further issues.

Table 2 quantitatively validates the IRMM’s effectiveness, showing significant reductions in
emergency service requests across all project categories. Multi-apartment buildings saw a 30% decrease,
while communal systems and maintenance projects experienced approximately 33% reductions.
These consistent improvements across categories confirm that dynamic risk management approaches
effectively limit operational disruptions and enhance infrastructure dependability through real-time
analytics.
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Table 2
Emergency Service Requests Before and After IRMM Implementation
. Emergency Requests Emergency Requests s o
Project Category (Before) (After) Reduction (%)
Multi-Apartment Buildings 20 14 30
Communal Systems 30 20 333
Maintenance Projects 15 10 333

Source: developed by the authors

Table 2 results also demonstrate the IRMM's adaptability across sectors, with preliminary trials in
transportation and energy confirming the framework's adjustability to diverse project specifications. Integration
with Mastergaz’s existing management processes and BOS CIS required minimal coordination while enabling
seamless implementation. Stakeholder adoption improved through targeted education highlighting operational
relevance. Despite effectiveness, the method revealed limitations — particularly its dependence on historical
data, suggesting potential enhancement through machine learning and real-time analytics [21; 27].

While the IRMM addresses multiple risk dimensions, further research into regulatory shifts and
economic volatility remains necessary to enrich risk profiles. Nevertheless, results from Mastergaz provide
a foundation for broader exploration and confirm the method’s capacity to enhance project resilience across
complex operational contexts.

Table 3 illustrates practical IRMM application through three representative projects, demonstrating how
engineers computed the Infrastructure Risk Index and implemented preventive measures. Each case utilized
near-real-time BOS CIS data combined with on-site technical evaluations. The parameters ¢, v, and e, were
assigned using checklists and field personnel interviews, accounting for equipment age, potential service
disruptions, and seasonal factors.

Table 3
Hlustrative IRMM Project Cases at Mastergaz
o :
Project Cci. . ‘;i E % | Calculated Main EA] Drop in Other Notable
Description (Criti- | (Vulne- | (External | ;0" 0" 0 | yhiervention | PMergency Results
cality) | rability) | Influences) it it Calls
Repair of an acin Replaced Reduced
h pa ,an aging corroded pipes, downtime from
eating pipeline in 3 3 2 18 25
a 12-floor buildin added extra 8 hours/mo to 3
& insulation hours/mo

Installation of new Implemented Lower complaint
water meters in a 2 1 | ) thorough leak 15 rate by 10%, sped
multi-apartment tests, staff >

> up meter readings
complex training
Electrical red | Fewer short

anel upgrade Rew1re panci, circuits
p 3 2 2 12 introduced 20 . ’
in communal improved safety
X surge protectors :

corridors compliance

Source: developed by the authors

As demonstrated in Table 3, even modest parameter changes yielded different ir values signaling varying
urgency levels. Interventions ranged from immediate component replacement to enhanced quality checks.
Over three months, these projects showed improvements in emergency response times and client satisfaction,
aligning with Mastergaz’s broader pattern of handling 200-300 daily service requests where rapid risk
identification is crucial.

The illustrative cases highlight practical application: high ¢, and v, values in the heating pipeline repair
reflected widespread impact and wear, while moderate ¢, in water meter installation indicated limited
disruption potential. The electrical panel upgrade showed elevated ¢, due to its critical nature and moderately
high v, from outdated wiring. In each case, parameter values guided intervention prioritization according
to the ir formula, with on-site verification ensuring accuracy. This human-software approach enabled
responsive workflows and reinforced the quantitative results in Tables 1-2.
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These cases confirm that targeted mitigation rapidly reduces disruption likelihood even with varying
initial ir scores. The ability to adjust parameters for shifting conditions demonstrates IRMM’s broad
applicability. As Mastergaz serves 750,000+ residents, BOS CIS data enables ongoing parameter refinement,
creating a dynamic feedback cycle that minimizes failures and enhances cost-effectiveness.

The findings validate IRI as a reliable predictor of infrastructure failures, confirming that data-driven
assessment enhances risk identification. Projects with higher IRI values experienced proportionally higher
failure rates, supporting the need for robust management of complex systems [5]. By incorporating dynamic
inputs, IRMM addresses limitations of static approaches like Quantitative Risk Assessments whose utility
diminishes in rapidly evolving conditions [4].

IRMM’s key strength lies in continuous risk evaluation updates — more streamlined than computationally
demanding Bayesian networks while maintaining accuracy [3]. This dynamic aspect fosters ongoing
improvement and strengthens operational resilience compared to multi-hazard methods lacking responsive
recalibration [18].

The method’s preventive planning focus identifies potential weaknesses through historical data analysis,
enhancing system resilience through targeted interventions [28]. Unlike static maintenance protocols [29],
IRMM provides responsive capabilities without requiring substantial technological investments needed for
advanced machine learning platforms [30].

Compared to resource-intensive simulation models better suited for large projects [19; 8], IRMM’s
adaptable design accommodates varying complexity levels, as demonstrated in transportation and
energy implementations [31]. Its compatibility with existing ERP systems bridges compliance-focused
traditional solutions [32] and costly Al-driven alternatives while offering potential for future integration
with [oT sensors and Al algorithms for granular insights [33; 34], provided user training prevents adoption
barriers [35].

The results confirm our second hypothesis that IRMM meaningfully predicts infrastructure failures,
allowing managers to anticipate and mitigate high-risk conditions. This supports the method's value in both
academic and operational contexts, especially given increasing infrastructural complexity.

Despite positive outcomes, the IRMM has limitations. Its reliance on historical data may restrict
responsiveness to abrupt external changes — a limitation potentially addressed through predictive analytics
and machine learning integration [27], though this would require additional expertise and resources.
Implementation barriers included resistance to methodological changes and training requirements [35].
Future research should focus on refining the approach for rapidly changing environments through
simulation-based models and hybrid approaches [8], exploring additional external factors, and testing
applications in larger-scale projects.

Conclusions. The IRMM demonstrates significant value as a comprehensive risk management framework
through its IRI methodology. By integrating criticality, vulnerability, and external influences, it enables
effective quantitative risk assessments across diverse operational conditions. The fifty Mastergaz case
studies revealed that continuous monitoring facilitates swift responses to evolving challenges, minimizing
failures and enhancing efficiency. Retrospective validation confirmed the correlation between IRI values
and actual failures.

The method’s scalability across infrastructure contexts warrants further exploration in transportation
and energy sectors, with potential enhancement through automated IRI calculations. Established feedback
mechanisms strengthened organizational collaboration while maintaining the framework’s adaptability.

From a managerial perspective, IRMM provides timely risk information guiding preventive maintenance
and targeted interventions without requiring prohibitive implementation costs. Theoretically, it bridges
the gap between complex, resource-intensive models and simpler static approaches by demonstrating
how multiple risk factors can integrate into a single indicator. This contributes an empirically-grounded
perspective on infrastructure risk management's evolution to address modern challenges.
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Dynamic infrastructure risk management: real-world implementation and validation of the IRMM at
Mastergaz.

This study introduces and evaluates the Infrastructure Risk Management Method (IRMM), with particular
emphasis on the Infrastructure Risk Index (IRI) as a quantitative measure to identify and mitigate risks in
infrastructure projects. A two-year case study was conducted at Mastergaz, a leading infrastructure firm, involving
fifty projects. Data were collected through structured interviews and surveys administered to project managers and
field technicians. The IRI was calculated by integrating criticality, vulnerability, and external influences, and then
analyzed in conjunction with historical performance metrics. The findings demonstrate a strong correlation between
IRI values and observed failure rates, highlighting the IRMM’s predictive capability. Dynamic assessments allowed
continuous monitoring and informed preventive strategies, such as maintenance schedules and contingency plans,
thereby reducing infrastructure failures. Scalability was also evident, suggesting broader applicability in sectors like
transportation and energy. By integrating real-time data and aligning with existing project management frameworks,
the IRMM advances infrastructure risk management practices. This dynamic, proactive approach fosters improved
decision-making and resilience in evolving operational environments, offering a valuable foundation for further
research and practical implementation.

Key words: infrastructure risk management, infrastructure risk index, dynamic assessment, preventive planning,
real-time data, project management, Mastergaz.
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Yepuenxo IOpiii BosogumupoBu4, KanaugaT TEXHIYHMX HayK, JOKTOPAaHT KaeApu MEHEIKMEHTY,
MiXHapoOHUH YHIBEpPCHTET 6i3Hecy i mpasa. beinoBa Ouiena IropiBHa, KaHAUIAaT CKOHOMIYHMX HayK, TOLECHT
Kadeapu MapKEeTHHTY Ta MOBE/IHKOBOT €KOHOMIKH, YH1BepCHTeT exoHoMikH Ta mpaBa «KPOK». besio Osexcanap
€BreniiioBuy, acnipant kadempy ymnpaBIiHCHKMX TEXHOJOTIH, YHiBepcuTeT ekoHoMmiku Ta mpasa «KPOKy.
JunamivyHe ynpasJ/iinHs iHQpacTPyKTYPHUMH PU3MKAMU: NPAKTHYHE BIPOBA:KeHHs Ta Bajigauis IRMM
Ha npukJiani Mastergaz.

B crarti npezcraBneHo ta omineHo MeTox ynpaBiiHHS iHppacTpykTypHuMHU pusukamu (IRMM) 3 ocobmiBoro
yBaroio 110 [anekcy indpactpykryproro pusuky (IRI) sik kibKicHOro mokasHuka uis ieHTudiKaii Ta oM’ IKIIeHHS
PHU3HKIB Y paMKax iHPacTpyKTypHHUX NPOEKTiB. JocmipKeHHs 0a3yeThcs Ha IBOPIYHOMY Kelici komnanii Mastergaz —
MPOBiAHOI IHPPACTPYKTYPHOI (BipMH, B MEKaX SKOTO MPOaHai3oBaHO 50 MPOEKTIB 13 pi3HUMHU PIBHAMH CKJIaJHOCTI
ta OrommxetoMm 10 100 000 monmapis CLLA. I[Ipoextu Oyino po3noniieHo Ha TPH OCHOBHI KaTeropi'l" 00CITyroByBaHHSI
6aFaTOKBapTI/IpHHX OyAMHKIB, cepBicHE OOCITyroBYBaHHS KOMYHAILHHX CHCTEM Ta MOZ[GpHBaI_IIH 1H(bpaCprKTypH
30ip maHWX 3iHCHIOBABCS 3a JOMOMOIOIO CTPYKTYPOBAaHHX 1HTepB T Ta AHKCTYBAHHS KeplBHHKlB MPOEKTIB 1
TEXHIYHOTO TIEPCOHAIY, a TAKOXK Yepe3 aHasli3 ICTOPUYHOT JOKyMEHTaLi Ta HOKa3HHUKIB NPOAYKTHBHOCTI. Po3paxyHok
IRI 3xificHIOBaBCS LLIAXOM iHTErpalii MOKa3sHUKIB KPUTHYHOCTI (C), BPasIMBOCTI (V,) Ta 30BHILIHIX BILIMBIB (€,)
3a opmysoro ir = sum(i=1 to n)(c, * v, * €), 10 J03BONMIO OTPUMATH KOMILIEKCHY OLIHKY PH3MKIB ISl KOKHOTO
eJIeMeHTa IH(ppacTpyKTypH. Pesynbrary nokaszany cuiabHy Kopersnito Mix 3HaueHHsAMH [R] Ta Gpaxrinanrmu Bunmaxamu
BIIMOB, W0 MiATBEPIKYe MNPOTHOCTHUYHY 3AarHicTb IRMM. BrpoBamkeHHS MeToay NpU3BENO A0 3HIKEHHS
KUIBKOCTI aBapiiiHnXx BuUKIMKiB Ha 30-33% y BciX Kareropisix MPOEKTIB Ta 3MEHIIEHHS 4acToTH BiqMoB Ha 20% y
OaraTokBapTUpHUX OyauHKax i Ha 15% y xomyHanpHux cuctemax. Inrerpauis 3 miardpopmoro ERP-BPMS BOS CIS
3a0e3rneynia JMHAMIYHII MOHITOPHHT Y pealbHOMY Yaci Ta orepaTiBHE KOPUTyBaHHS apaMeTpiB pusuky. Ha Binminy
BiJI CTAaTHYHHUX METOIiB, TAKKX SIK MoJetoBaHHs MonTe-Kapio un Ananitnunuii mepexesui mporec (ANP), IRMM
3a0e3neuye GanaHc MK MOMHOIO aHai3y Ta MPAKTUYHOIO JOCTYIHICTIO, HE BUMAraloyi 3HAYHUX OOUKCITIOBATBHUX
pecypciB. Buspneno norenuian macmutaOyBaHHS METOLY B IHIIMX Tajiy3siX, 30KpeMa B TPAHCIOPTI Ta €HEPIETHLII.
Mertoz ponoHy€e CTPYKTYPOBAaHHM, aie THyUYKUH MiAXiA 10 YIPaBliHHs PU3UKAMU, SIKHI O€IHY€E aBTOMATU30BaHUI
aHaJIi3 3 eKCIIEPTHOIO OIIHKOIO, 110 0COOIMBO BAYKIIMBO JIIs OpraHizailiil 31 CKIaIHUMK PU3HKOBUMH Tpodimsimu. Takuit
JIMHAMIYHUHN, TIPOAKTUBHUM ITLJIX1JT MTiICKITIOE SKICTh IPUHHATTS PIlIEHb 1 CTIHKICTh B YMOBaX 3MiHHOTO OTEpaIliiiHOro
CepeIOBHIIA, CTBOPIOIOYH TIAIPYHTS IS OAAIBIINX JOCHIUKEHD 1 IPAKTHYHOTO 3aCTOCYBAHHS.

KumrouoBi ciioBa: ynpasniHHS iHQpacTpyKTYpHUMHU PU3HKaMH, 1HAEKC iHQPACTPYKTYpPHOTO PU3HKY, TMHAMIUHA
OILliHKa, TPEBEHTHBHE IJIAHYBAHHS, JaHi B pealbHOMY 4aci, yIpaBIiHHI NPOeKTaMu, Mastergaz.
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