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Introduction. The key to Ukraine's energy security during the war and post-war years is decentralisation and
distributed generation, which inherently involve creating an extensive energy production and transmission system
based on multiple sources located near consumers. Distributed generation has several significant advantages that
make it particularly attractive for Ukraine. First, it significantly increases the country's energy sustainability
and security by reducing dependence on centralised energy sources. This is especially important in times of
war when centralised systems become vulnerable to large-scale attacks on energy infrastructure [1, p. 287]. In
addition, distributed generation provides the ability to quickly restore power supply in the event of damage,
which is critical to maintaining the vital activity of the population and the functioning of critical infrastructure
[2, p. 300]. In combination with digital technologies, it allows to creation of ‘smart grids’ — Smart grids, which
practically open up new opportunities for increasing the efficiency and flexibility of power systems, promote
the development of alternative energy and electricity balancing, guarantee the accuracy of measuring electricity
generation and consumption, provide two-way communication between producers and consumers, etc.

However, this combination is accompanied by specific challenges of digitalisation, in particular, the
challenges of quantum transformation. With the advent of quantum computing technologies, which have the
potential to perform calculations at a much faster speed than classical computers, certain threats arise for smart
grids and, consequently, for the economic security of energy companies, which require further research.

Overview of recent research and publications. A review of recent research sources and publications shows
that the issues of decentralisation and distributed generation of electricity, as well as the economic security of energy
companies, are becoming increasingly relevant every day, as evidenced by numerous scientific publications. In
particular, R.V. Vorobel, guided by the data of analytical centres, describes the current state, problems and prospects
of energy in Ukraine [3]. Zhuravel Y.V., Lytvyn N.A. and Yara O.S. focus on the challenges faced by the energy
sector due to Russia's full-scale invasion of Ukraine [4]. The researchers emphasise the need to stimulate this
sector's revival, support/encourage energy producers from alternative sources, and develop distributed generation.
Gavrylenko Y. and Deriy V. use specific examples to prove that the key factors that contribute to progress in the
implementation of distributed generation is regulatory policy, which should be aimed not only at stimulating the
development of distributed generation but also at protecting it from the impact of exogenous factors, in particular
cyberattacks and cyber incidents [5]. For example, Kioskli, K., Fotis, T., Nifakos, S., Mouratidis, H. [6], using
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the example of critical infrastructure, substantiate how vulnerable and unprotected it is from cyber-attacks, as
well as how cyberspace is now demonstrating an increasing number of difficulties related to cybersecurity. The
authors emphasise that users (in particular, energy companies) must comply with cyber hygiene rules. Moreover,
as emphasised by A. Fikry, M. I. Hamzah, Z. Hussein, A. J. Abdul and K. A. Abu Bakar [7], in the era of quantum
technologies, understanding and active implementation of sustainable cyber hygiene practices are imperative
measures to strengthen the security of the digital landscape of critical infrastructure. The importance of cyber
hygiene is also emphasised by Cain, A. A., Edwards, M. E., & Still, J. D. [8]. The authors substantiate that well-
developed cybersecurity risk management and strict cyber hygiene behaviour ensure cyber resilience and create
a line of defence for the economic security of enterprises. Igbal H. Sarker, Helge Janicke, Ahmad Mohsin, Asif
Gill, and Leandros Maglaras [9] emphasise that to implement cyber hygiene measures, energy enterprises should
be guided by a taxonomy, standards, rules, etc. According to T. Ncubukezi, L. Mwansa and F. Rosaries [10], the
absence of such regulations and guidelines for creating mature cybersecurity hygiene leads to its sluggishness
and, accordingly, to the painful consequences of cyber incidents and cyber attacks for companies. Therefore,
energy companies must act now to understand what a safe quantum transition should look like for them [11],
which is exactly what further research on this topic requires.

Objectives of the article. The article's purpose is to comprehensively study the possible challenges of
quantum transformation to distributed power generation and the economic security of energy enterprises.

The main material of the study. The events of the last decade in Ukraine and the introduction of martial law
in 2022 have led to an increase in the total number of threats that cause damage to Ukrainian energy enterprises,
among which cyber threats are among the most dangerous. Their manifestations in recent years have been
highly dynamic and have serious consequences for the economic security of energy companies.

Currently, the implementation of cybersecurity measures for energy enterprises is regulated by the Law of
Ukraine ‘On Critical Infrastructure’ of 21.09.2021 No. 1882-1X [12] and the Requirements for Cybersecurity
of the Fuel and Energy Sector of Critical Infrastructure, approved by the Order of the Ministry of Energy of
Ukraine of 15 December 2022 No. 417 (hereinafter — the Requirements) [13], which provide for the introduction
of a systematic process for determining and assessing their cyber resilience and building a current cybersecurity
profile. A detailed study of these regulations shows that with the accelerated development of digital technologies,
they do not fully regulate cybersecurity issues, especially those related to quantum transformation, with which
energy companies are rapidly approaching the ‘danger zone’ (Fig. 1).
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Figure 1. Chronology of quantum threats

Source: [11; 14]

The 2024 Cybersecurity Assessment shows the growing complexity of the cyber landscape, which has
profound and far-reaching implications for energy companies. This complexity is caused by many factors,
including escalating geopolitical tensions and the rapid introduction of new technologies, which contribute to
the emergence of new vulnerabilities, their complexity and scale, etc. (Fig. 2).

It should be noted that quantum computers are a new computing device capable of performing specific
calculations, some of which cannot be performed on classical computers. In classical computing, all information is
represented in bits (in the form of Os and 1s). Quantum computers use cubits that combine Os and 1s simultaneously
(the so-called ‘superposition’). By using the principles of superposition and entanglement (the ability of distant
cubits to correlate with each other), quantum computing enables a new way of storing and processing information.
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Figure 2. Factors complicating the nature of energy industry cybersecurity
Source: [15]

These new blocks are used to build quantum algorithms, which sometimes significantly accelerate the
ability to solve computational problems (Fig. 3).
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Figure 3. Abilities of a quantum computer versus a classical one
Source: [15]

Several quantum algorithms demonstrate the potential to achieve significant acceleration compared to
classical algorithms. Therefore, leading energy experts predict the quantum threat will materialise in 3-10 years.

However, this timeframe is highly debatable, as it could be even shorter - especially given the information
asymmetry and secrecy surrounding quantum-computing advances used by certain countries seeking strategic
advantage.

In today's nascent quantum cybersecurity market, a number of efforts are underway to develop technologies
to mitigate quantum threats. These technologies are not a perfect solution, but they can be used individually or
in combination for certain applications, including
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— Post-quantum cryptography (PQC) uses new mathematical public-key cryptography algorithms designed
to be impervious to Shor's algorithm attack. PQC is capable of fundamentally replacing existing algorithms
with insecure cryptographic algorithms. However, all known PQC schemes (standardised by NIST) have
performance drawbacks. In particular, they require long keys and long processing times compared to current
algorithms (e.g., RSA, ECC), which complicates their application [11];

— Quantum Key Distribution (QKD) is the most well-known class of quantum protocols designed to
exchange secret keys, which are then used to encrypt communications using quantum-secure symmetric key
algorithms. QKD is based on quantum methods for creating secure communication channels that can be used
to distribute encryption keys. QKD can complement the use of PQC and other cryptographic algorithms, thus
providing a new secure key distribution method. However, this technology requires significant investment
in specialised hardware. In addition, a separate authentication channel is required, which complicates the
solution, unlike modern classical methods where authentication is part of the protocol [11];

— Quantum random number generation (QRNG) uses fundamental quantum properties to generate random
numbers with high entropy, which plays a crucial role in cryptography for cryptographic key generation and
some algorithms. Therefore, QRNG creates better-verified entropy sources than conventional processes, which
can improve security under certain conditions. However, some applications require repeatability, which takes
additional time [11].

However, the impact of quantum threats on energy companies is not limited to cryptographic algorithms,
as their cascading effects can be potentially large. This is one of the reasons why energy companies should
already consider a migration plan and take a crypto-agility position that will allow them to quickly update in
the event of cyber-attacks [15] (Fig. 4).
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Figure 4. Algorithm of the sequence of actions to create a ‘line of protection’ of electric power
enterprises from cyber-attacks and cyber incidents in the context of quantum transformation

Source: author's vision
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The creation of a ‘line of defence’ of electricity from cyber-attacks and cyber incidents in the context of and
cyber incidents in the context of quantum transformation according to the proposed algorithm will allow to
prevent their impact or minimise their consequences and thus guarantee the preservation of economic security
of enterprises in the context of growing external threats.

Conclusions. Thus, according to the results of the study, it is stated that ensuring Ukraine's energy security
during the war and post-war reconstruction is closely linked to the processes of decentralisation and the
development of distributed

Generation. These approaches involve forming an extensive energy infrastructure based on numerous
localised energy sources close to end consumers. The transition to distributed generation has a number of
important advantages. Still, its effective implementation requires widespread use of digital technologies, the
use of which gives rise to cyber challenges, cyber incidents and cyber-attacks. Their manifestations in recent
years have been highly dynamic and have serious consequences for the economic security of energy companies.

Special attention is paid to the impact of quantum transformation on the cybersecurity of energy companies,
as quantum computers can instantly decrypt modern cryptographic algorithms, creating new challenges for the
protection of power systems. The article analyses the evolution of quantum threats and the factors that complicate
the cyber resilience of energy companies. The differences between classical and quantum computing and examples
of technologies aimed at mitigating the risks associated with cyber-attacks on critical infrastructure.

The necessity of implementing comprehensive measures to prevent quantum threats and minimise the
consequences of cyber incidents both at the state level and within the energy sector, territorial communities
and energy enterprises themselves. An algorithm of actions is proposed of actions to create an effective ‘line
of defence’ for electricity companies from cyber-attacks and threats in the context of quantum transformation.
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The article emphasises that the key to Ukraine's energy security during the war and post-war years is decentralisation
and distributed generation, which inherently involve creating an extensive energy production and transmission
system based on multiple sources located near consumers. It is emphasised that distributed power generation has a
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number of advantages but requires the use of digital technologies, which, with the evolution of digitalisation, are
increasingly accompanied by cyber-attacks and cyber incidents. As practice shows, their manifestations seriously
affect energy companies' economic security. It is emphasised that with quantum transformation, cyber threats are
further exacerbated since quantum computers are quite powerful and instantly destroy the cyphers for access to
information and the power system, thus causing large-scale losses to energy enterprises. Repeatability, which
requires additional time. It is substantiated that energy companies should already consider a migration plan and take
a crypto-agility position that will allow them to quickly update in the event of cyber-attacks. The author considers the
chronology of quantum threats and factors that complicate the cybersecurity of energy enterprises. The author points
out the abilities of quantum computers compared to classical ones. Examples of technologies designed to mitigate
quantum threats to critical infrastructure are given. It is substantiated that measures to prevent quantum threats and
minimise the consequences of cyber-attacks and cyber incidents should be taken both at the level of the State and
the energy sector, and at the level of territorial communities and energy enterprises. An algorithm for the sequence
of actions to create a ‘line of defence’ of electric power enterprises against cyber-attacks and cyber incidents in
the context of quantum transformation is proposed. It is substantiated that the introduction of a ‘line of defence’
of electric power enterprises against cyber-attacks and cyber incidents in the context of quantum transformation
according to the proposed algorithm will prevent their impact or minimise their consequences and thus guarantee the
preservation of economic security of enterprises in the context of growing external threats.

Keywords: economic security of an enterprise, economic losses, severe economic consequences, ‘lines of
defence’ of electric power enterprises, cyber defence, cyber hygiene.
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Trauenko Ajia MuxaiiiiBHa, TOKTOp eKOHOMIYHUX HayK, mpodecop, HanionaneHuit yHiBepcuTeT «3amnopizbka
nonitextika». Jlepuenko Cepriii AHaToili0BHY, TOJOBHUN AEpKaBHUH IHCHEKTOP BIIILTY CYHNPOBOIKEHHS
iHhopmaiiHuX cucteM ynpasiinHs iH(opMmaniiaux Ttexnomorii I'VHII B 3amopisekiii obmacti. Bekrtopu
3a0e3MeYeHHs1 eKOHOMIYHOI Oe3NeKU MiANPHEMCTB eHepreTUKH B YMOBAaX KBaHTOBOI TpaHcdopMaii.

B crarTi HaromomeHo, 1Mo KIIOYEM 10 €HEpreTHyHoi Oe3mekn YkpaiHW y POKM BifiHM Ta MOBOEHHI POKH €
JIeTISHTpali3allis Ta PO3IMOJLIeHa T'eHepallis, SKi 3a CBOEK CYTHICTIO MependavyaroTh CTBOPEHHS PO3Tally’KeHOi
CHCTeMH BUPOOHHUIITBA T IIepeaadi eHeprii, 110 0a3yeThcss Ha MHOXKUHHMX JUKEpeax, po3TalioBaHuX 0e31M0cepeHbo
nobnusy cnokuBaviB. Iligkpecneno, mo po3noiieHa TeHepalis eJIeKTPOoeHeprii Mae LMK psi mepesar, BTIM
norpedye Ha 3aCTOCYBaHHS LU(POBUX TEXHOJIOTIH, SIKi 3 eBoIIOLiEl0 HU(poBizalii, Bce OlIble CyIpOBOIKYIOTHCS
KibeparakaMu Ta KiOEpiHIMACHTAMH. Ix NpOSIBH, SK CBIYUTH MPAKTUKA, MAIOTh JOCHTh TSOKKI HACTIJKH JUIS
eKOHOMIUHOI Oe3MeKH MiANPUEMCTB EHEPreTHKU. AKIEHTOBAHO, IO 3 KBAHTOBOIO TPAaHC(HOPMALIEI0 MUTAHHSI
Kibep3arpo3 1we Oijblie 3aroCTPIOETHCS, OCKIIBKU KBAHTOBI KOMIT IOTEPH € JOCHTb MOTYXHI i MUTTEBO PYHHYIOTh
mudpu gocTymy A0 iHpopMaLii Ta eHEProcUCTEMH, 3aBAAI0YN Y TaKUid crocid MacmTaOHUX BTPAT eHePreTHIHHM
i IPUEMCTBAM. OBTOPIOBAHOCTI, 1110 NOTpeOye Ha 10AaTKOBHH yac. OOIpyHTOBaHO, 110 MiNPUEMCTBA CHEPTETHKU
MOBHMHHI BXKE 3apa3 0OMIpKOBYBaTH IUIaH Mirpauii Ta 3alHATH MO3HULII0 KPUITOCHPHTHOCTI, SKa AO3BOJUTH iM
MIBUJKO OHOBIIOBATHCS y pa3i BUHUKHEHHS KiOeparak. Po3mIsHYTO XpOHOJOTiIO KBaHTOBHX 3arpo3 Ta (akTopH,
110 YCKJIaJHIOIOTh KibepOesneKy MmiAnpueMCTB eHepreTHKU. BxazaHo Ha 31i0HOCTI KBAHTOBHX KOMII IOTEPiB MPOTU
KknacnuHuX. llpuBeneHO MpUKIaAM TEXHOJOTiH, NPU3HAYEHUX Ui TIOM SKIIEHHS KBAaHTOBUX 3arpo3 00’ €KTaMm
KpuTn4uHoi iHppacTpykTypu. OOrpyHTOBaHO, 110 3aX01 3 YIEPEKEHHS! KBAHTOBUX 3arpo3 i MiHiMi3alii HACIiAKIB
Kibeparak Ta KiOepiHIEACHTIB MAIOTh 3iMCHIOBATUCA SK HA PiBHI JEp’KaBH Ta rajiy3i eHEepreTHKH, Tak 1 Ha piBHI
TEPUTOPIANBHUX TPOMAJ] T MiANPUEMCTB €HEPreTHKH. 3apONIOHOBAHO aITOPUTM MOCIITOBHOCTI JIil 31 CTBOPEHHS
«IiHII 3aXUCTy» MiANPUEMCTB ENEKTPOCHEPreTHKU Bin KibepaTak Ta KiOepiHUMICHTIB B yYMOBaX KBaHTOBOI
Tpancopmanii. OOrpyHTOBaHO, IO 3aMPOBAKCHHS «IiHIi 3aXHUCTY» MiANPUEMCTB EJIEKTPOCHEPTETHKU  Bil
kibeparak Ta KiOepiHLEICHTIB B yMOBaX KBaHTOBOI TpaHC(opMallii 3a 3aIpONOHOBAHUM aITOPUTMOM JI03BOJIUTH
YIEPEAUTH 1X BIUIMB UM MiHIMI3yBaTH 1X HACIi KM, i TAKUM YMHOM rapaHTyBaTH 30epekeHHs eKOHOMIUHOT Oe3rekn
MiIPUEMCTB y KOHTEKCTI 3pOCTalOuMX 30BHIIIHIX 3arpo3.

KurouoBi ciioBa: exkoHoMiuHA Oe3Meka MiIIpHEMCTBA, CKOHOMIYHI BTPATH, TSDKKI €KOHOMIYHI HACIIKH, <JTiHIT
3aXHUCTY» MINPUEMCTB CJICKTPOCHEPIeTUKH, Kibep3axuct, KibepririeHa.
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