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Introduction. Decentralisation, scalability and security are the key characteristics of any blockchain
network. Decentralisation involves the distribution of control and power among the participants in a network.
This is one of the key benefits of blockchain technology. It allows for the avoidance of vulnerabilities
inherent in centralised systems and ensures security. Security is the ability of a network to resist attack and
ensure the reliability and integrity of transactions. Scalability is related to a network's ability to process
large amounts of information quickly and efficiently. However, it is difficult for blockchains to achieve
optimal levels of all three properties simultaneously. Increasing the level of one property usually leads to a
weakening of another. This is known as the blockchain trilemma. Solving this trilemma requires a constant
search for new technologies and solutions that attempt to strike a balance between decentralisation, scalability
and security.

There are several ways to solve the blockchain trilemma. These include so-called Layer 1 and
Layer 2 solutions [1].

The main methods for solving the blockchain trilemma at Layer 1 are optimising consensus protocols,
developing efficient transaction grouping algorithms, implementing smart contracts with reduced computational
costs, improving transaction processing mechanisms, and developing sharding protocols (dividing blockchains
into smaller ones that manage specific data segments).

Specific methods of addressing the blockchain trilemma at Layer 2 include sidechains, state channels,
nested blockchains and rollups. A sidechain is a separate blockchain that operates in parallel to the main
blockchain, but has its own set of rules and consensus. A state channel is a mechanism that allows two or more
participants to interact through an off-chain transaction that is stored offline, or outside the main blockchain.
This process includes opening a channel, executing transactions and closing the channel. Nested blockchains
are a system of blockchains where each blockchain can have its own subchains or branches. Rollups is a
method where transaction data is stored in a rollup chain and the transactions themselves are executed in a data
availability chain.

Analysis of recent research and publications. In today's scientific literature, considerable attention is paid
to the study of the Layer 2 ecosystem of the Ethereum blockchain. For example, [2] examines the impact of
Layer 2 projects on the main Ethereum blockchain. The research [3] describes the cryptographic technology
zk-SNARK and its impact on the scalability of the blockchain. In [4], the internal structure of Ethereum is
analysed. In addition, the advantages and disadvantages of the current Ethereum specification are evaluated
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and the transaction throughput of the current Ethereum implementation is investigated. In [5], the possibilities
of the Web3 ecosystem and the security challenges are analysed.

In a post dated October 31, 2023 [6], Ethereum co-founder Vitalik Buterin says that Ethereum has expanded
rapidly during the year. In addition, Layer 2 projects are becoming more diverse. This trend is expected to
continue. In the article, Vitalik Buterin offers the following simplified classification scheme of the Ethereum
Layer 2 ecosystem, based on a certain level of security.

Rollup. Calculation is confirmed by fraud proofs or zk-SNARKSs. Data is stored on Layer 1. This technology
allows assets to be recovered at Layer 1 in all cases.

Validium. Calculation is confirmed via zk-SNARKSs (cannot use fraud proofing). Data is stored on a server
or other separate system. Using this technology, assets may be lost due to lack of access to data, but they are
not stolen.

Disconnected. Transactions are executed in a separate chain. Trust in this ecosystem is the only guarantee
of the safety of funds when using this technology.

Despite a large number of specialised studies, no work provides non-technical users with a sound basis
for making decisions on the choice of Ethereum Layer 2 blockchain projects. The market offers a wide
range of Layer 2 projects with different technical approaches and features. Selecting the most appropriate
project is critical, as each has advantages and limitations. In addition, many Layer 2 projects use complex
technical concepts such as zero-knowledge proofs, distributed computing, cryptographic protocols and more.
Understanding and evaluating these concepts may require a deep understanding of cryptography, distributed
systems, network economics, and related areas. A lack of understanding of the technical aspects can lead to
the risk of choosing an insecure project. In addition, some Layer 2 projects may have high transaction fees or
require a lot of resources to use.

Objectives of the article. This research aims to analyse the Layer 2 ecosystem of the Ethereum blockchain,
which would serve as a basis for users without deep technical knowledge to make informed decisions regarding
the selection of Layer 2 blockchain projects. To achieve the research objective, it is necessary to identify the
main technical concepts underlying different Layer 2 blockchain projects. It is also necessary to perform a
security analysis of the projects and evaluate their popularity among users.

The following research methods were used in the article: observation, analysis, generalisation, synthesis,
comparison, explanation.

The main material of the study. The dataset for this study includes material from L2ZBEAT, a public goods
organisation focused on increasing transparency within the Ethereum blockchain [7] (data as of March 11,
2024). L2BEAT aggregates information on 45 Layer 2 scaling projects within the Ethereum blockchain and
categorises them into the following types.

ZK Rollup [3; 7-10]. In ZK Rollup, transactions are processed off-chain and transaction data is then
aggregated and published to the main chain in encrypted form. Zero-knowledge proofs (zk-SNARK or
zk-STARK cryptographic protocols) are used to generate proofs of transaction correctness without compromising
confidential information. This methodology ensures transaction privacy, security and efficiency.

Validium [3; 7-9]. This is a variant of ZK Rollup where transaction data is processed off-blockchain and
only summaries of those transactions are published on the main chain. Transaction data remains private and
confidential as it is not shared on the main chain. In Validium, zk-SNARK can be used to prove the correctness
of aggregated transaction data. It ensures transaction privacy and security.

Optimistic Rollup [7; 8; 11; 12]. In an Optimistic Rollup, transactions are initiated and executed off-chain.
The results are then grouped and transferred to the main chain. The main advantage of Optimistic Rollup is its
ability to process a larger volume of transactions with lower gas costs.

Optimium [7; 8; 12]. At the time of writing, Optimium is still under development. Systems using it allow
invalid state roots to be generated. Consequently, funds can be stolen if an invalid state root is presented to the
system.

First of all, consider the types of projects identified by the LZBEAT team and the simplified categorisation
scheme of the Ethereum Layer 2 ecosystem proposed by Vitalik Buterin. Based on the characteristics of the
described types of ecosystems, ZK Rollup and Validium should be classified as Rollup, Optimistic Rollup as
Validium, and Optimism as Disconnected.

For a more in-depth analysis of Layer 2 scaling projects within the Ethereum blockchain ecosystem, several
indicators characterising each project type are calculated (see Table 1).
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Table 1
Key performance indicators for second-tier scaling projects on the Ethereum blockchain

Layer 2 scaling project type on the Ethereum blockchain

Metrics ZKRollup | Validium | Optimistic Rollup | Optimium
Number of projects 12 9 12 12
thql value locked in escrow agreements, 38217 625.9 29191 1 4386.9
million USD
M.ax.1mum value locked in escrow agreements, 1610.0 308.0 15700.0 23200
million USD
Avqrage shar(f: of the value locked in the total 092 019 6.38 097
project cost, %.
Ma?clmum shoare of the value locked in the total 493 0381 41.04 6.08
project cost, %.

Source: compiled by the author based on data from [7]

An important metric for evaluating Layer 2 blockchain projects in the Ethereum ecosystem is the total value
locked in escrow agreements. This metric indicates the amount of assets (such as cryptocurrencies) transferred
to a contract to ensure the execution of certain conditions or operations. These assets become inaccessible to
the owner until the conditions specified in the contract are met. As can be seen from the data in the table, the
blocked amount in escrow agreements for all Layer 2 scaling projects in the Ethereum blockchain ecosystem
is 38,025.6 million USD. In 365 days, the locked value of escrow agreements for all Layer 2 scaling projects
increased from 7,141.8 million USD to 38,025.6 million USD, a fivefold increase [7].

Furthermore, Optimistic Rollup scaling projects are the most popular among users of the Ethereum
Layer 2 blockchain. Despite the lower level of security compared to projects such as ZK Rollup and Validium,
users of Optimistic Rollup scaling projects have executed a total of six and a half times more transactions than
on the more secure projects. The lower transaction costs on Optimistic Rollup projects with sufficient security
can explain this fact. The second most popular scaling project is Optimium. This suggests that low cost is more
important than high security for users of the Ethereum Layer 2 blockchain. Starknet stands out as the strongest
player among ZK Rollup projects. Immutable X is the best of the Validium projects. Arbitrum One is popular
among Optimistic Rollup projects. Manta Pacific is the best of the Optimium projects.

As of today, Layer 2 scaling projects on the Ethereum blockchain use ZK Proofs and Fraud Proofs to
verify the state of the system. Fraud proofs verify the correctness of certain information without disclosing
the information itself. Fraud Proofs typically rely on transaction or event verification principles, using event
monitoring mechanisms to detect invalid or fraudulent actions. This may require fewer computing resources
and is generally less complex to implement. Unlike ZK Proofs, Fraud Proofs detect invalid actions or
transactions in distributed systems. ZK Proofs require the use of cryptographic protocols such as zk-SNARKSs
or zk-STARKSs, which can lead to greater complexity in implementation and deployment. In addition,
ZK Proofs may require more computing resources.

In terms of approaches used to detect fraud in Layer 2 scaling projects on the Ethereum blockchain, twenty
projects use ZK Proof, five use Fraud Proof, and twenty do not use any state validity verification method.
However, ZK Proof's systems have only locked 12% of all funds of Layer 2 scaling projects on the Ethereum
blockchain. Fraud Proof's solutions have locked 41% of all funds of Layer 2 scaling projects on the Ethereum
blockchain. In addition, scaling projects without fraud detection have blocked 47% of all funds of Layer
2 scaling projects on the Ethereum blockchain. The best Layer 2 scaling projects do not perform system health
checks or use cheaper technology. Among such projects is Arbitrum One (Fraud Proof solution).

It is also worth noting that users of only five Layer 2 scaling projects on the Ethereum blockchain can log
out in case of unwanted updates. Among these projects is Arbitrum One.

Bridges play a crucial role in the Ethereum ecosystem, facilitating the secure and efficient transfer of assets
across different layers. They allow different Layer 2 solutions to seamlessly interact with each other and with
the main Ethereum blockchain. This promotes the exchange of assets and data across different platforms.
It also ensures access to the wide range of functionalities offered by the main Ethereum blockchain. Bridges are
essential for the development of security and reliability in essential areas such as asset storage and movement.

The L2BEAT community is currently investigating thirty-six bridges [13]. As of March 11, 2024, these
bridges have blocked 10,289.5 million USD in Ethereum contracts.
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Messages transmitted across Layer 2 bridges in the Ethereum blockchain are verified using Destination
Chain, Optimistically and Third Party techniques [ 13—17]. Destination Chain involves validating and confirming
messages on the chain to which the token or message is directed. Optimistically involves taking an optimistic
approach to verifying transactions, directly accepting them as correct if no problems or inconsistencies arise.
Third Party involves the use of an independent entity to verify and validate transactions between chains,
such as an auditor or trusted observer. Among the thirty-six bridges, twenty-eight use a Third Party to verify
messages, four use a Destination Chain, three use an Optimistic Chain, and one uses a combination of methods.

Users of nine bridges are unable to withdraw funds if the operator engages in dishonest or malicious
behaviour. As a result, such bridges are not very popular with users and account for only 2.8% of the total
value of funds locked in conditional deposit contracts on Ethereum. Of these bridges, three use Optimistically's
message verification techniques, while six use Third Party.

Conclusions. The research shows that the Layer 2 ecosystem within the Ethereum blockchain is currently
undergoing active development, offering many scaling solutions. This provides the flexibility to choose the
most appropriate option according to the developer's requirements.

Many Layer 2 scaling solutions are designed to provide security. However, within the Ethereum
Layer 2 ecosystem, users prioritise price considerations. Among the scaling projects, Arbitrum One is the
undisputed leader. When it comes to bridges, an important criterion is security. The best bridges offer the
possibility to withdraw funds in case the operator behaves dishonestly or maliciously.
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This research aims to scrutinise the Layer 2 ecosystem within the Ethereum blockchain, providing a basis
for informed decision-making by users with limited technical expertise when selecting Layer 2 projects.
The research is based on data collected from the L2ZBEAT community. The article outlines the key technical concepts
underlying various Layer 2 projects on the Ethereum blockchain, and describes the characteristics of projects such as
ZK Rollup, Validium, Optimistic Rollup and Optimium. It juxtaposes the project types identified by the L2ZBEAT
team with a simplified framework of the Ethereum Layer 2 ecosystem proposed by Vitalik Buterin. Ethereum
blockchain Layer 2 scaling projects are audited, focusing on the indicators "total value locked in escrow agreements"
and "share of value locked in total project value". The technologies used to verify the authenticity of the system
state in Ethereum Blockchain Layer 2 scaling projects are explained. An analysis of fraud detection approaches in
Layer2blockchainscalingprojectsisundertaken. Techniquesforvalidatingmessagestransmittedover Layer2blockchain
bridges are described. An assessment of the security of the Layer 2 blockchain ecosystem is presented, along with an
evaluation of the popularity of such projects among users. The study concludes that for users, pricing in the Ethereum
Layer 2 blockchain ecosystem is key, with Arbitrum One emerging as the undisputed leader in scaling projects.
In terms of bridges, user preference leans towards those that facilitate the withdrawal of funds in the event of
dishonest or malicious behaviour by the bridge operator.

Keywords: Ethereum, blockchain, ZK Rollup, Validium, Optimistic Rollup, Optimium, blockchain state verities,
ZK Proofs, Fraud Proofs, bridges, Destination Chain, Optimistically, Third Party.
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beas Onexcanapa I'puropiBHa, KaHIUIAT EKOHOMIYHNX HAYK, TOTICHT, ONCHT Kadeapr iHGOopMaIitHIX CHCTEM
y MeHeKMEHTI JIbBIBCHKOTO HAIiOHATLHOTO YHiBepcuTeTy iMeHi IBana dpanka. ExocucTema piBHs 2 0J0KYeiiHy
Ethereum.

Mertoto poOOTH € aHali3 eKOCUCTeMH piBHA 2 Onokueitny Ethereum, skuit OyB OM MATPYHTAM IS TPUAHATTS
0OTPYHTOBAHOTO Ta iH(GOPMOBAHOTO PIMICHHS MO0 BUOOPY TPOEKTIB piBHSA 2 O10Kueiny Ethereum xopuctyBagaMu
0e3 IMOOKMX TEXHIYHUX 3HaHb. BXIMTHUMHU MaHUMU I TAHOTO JOCIHIDKCHHS € MaTepiaiu CyCIIbHOI KOMIaHil
L2beat. ¥ craTTi BUAiIEHO OCHOBHI TEXHIYHI KOHIICTIIII1, SIKi JIEXKATh B OCHOBI Pi3HUX MPOEKTIB PiBHS 2 OIOKICHHY
Ethereum. Omcano ocobmuBocti poektiB Tty ZK Rollup, Validium, Optimistic Rollup, Optimium. [IpoBexeno
CITIBCTABJICHHS THITB TIPOEKTIB, sSKi BUIUIIE KoMaHma L2beat, 31 CIIPOIICHOIO CXEMOIO TIOMUTY EKOCHCTEMH
piBas 2 Ethereum, 3ampomonoBanoro Bitamikom byTtepinnm. 3mificHEHO MOPIBHAHHS MPOCKTIB MacIiTaOyBaHHS
piBHs 2 Gmoxueiiny Ethereum 3a mokasHUKaMu «3a0JI0KOBaHA BapTiCTh B KOHTPAKTaX YMOBHOTO JCTIOHYBAaHHS Ha
Ethereum» Ta «gacTka 3a0;T0KOBaHUX KOIITIB Y 3arajbHiil BAPTOCTI MPOEKTY». BUABIIEHO, IO KOPUCTYBadi MPOCKTIB
MacmtadyBanas Tairy Optimistic Rollup Bukonanm TpaH3akmiii Ha CyMy B IIiCTh 3 TTOJIOBHHOIO pa3 OBy, HiX
Ha OesmeuHimux mpoekTax thimy ZK Rollup i Validium. Ommcano TexHOMOTIT MEpeBipKHA TOCTOBIPHOCTI CTaHY
CHCTEMH, SIKi BAKOPHCTOBYIOTH MPOSKTH MacTaOyBaHHs piBHA 2 OnmokueitHy Ethereum. [IpoBemeHo aHami3 mpoekTiB
MacmTadyBaHHs piBHA 2 Onmokdueitny Ethereum Ha mpeaMeT BUKOPHUCTAHHS MIAXOIIB JO BHUSABJICHHS IIaXpaiiCTBa.
BusBiieHo, 1m0 TOMOBUME TIPOEKTaMu MaciiTaOyBaHHS piBHA 2 Omokueiiny Ethereum e Taki, ski HE BUKOHYIOTh
MIEPEBIPKY JTOCTOBIPHOCTI CTAaHy CHCTEMH, a00 BHKOPHCTOBYIOTH OinmbIn jaemreBmry TexHosorito (Fraud Proofs).
OmnrcaHo METOAM MEPEBIPKA MTOBIIOMIICHD, SIKI HAJICHIIAIOTh Yepe3 MocTH piBHS 2 Onokderiny Ethereum. IIpoBeneno
aHaii3 Oe3NeKku eKocucTeMu piBHA 2 Onokueitny Ethereum Ta oIiHEHO MOMYNAPHICTH TaKWX TIPOEKTIB Cepen
kopucTyBadiB. ChopMyapOBaHO BICHOBOK, IO I KOPUCTYBAYiB eKocucTeMa piBHS 2 Onmokdeiitny Ethereum myxe
B)XJIMBE 3HAYCHHS Mae MiHOBUHU (akrop. Cepen MpoeKTiB MacmTabyBaHH Oe33amepedHuM JigaepoM € Arbitrum
One, sIKWii HAJEKUTH 0 MPOeKTiB Ty Optimistic Rollup Ta BUKOPHUCTOBY€E TEXHOIOTIIO TIEPEBIPKU HA HAIBHICTH
mraxpaiictBa Fraud Proofs. I1{omo MocTiB, TO KOpHUCTYBadi HATAIOTh IIEPEeBary THM, SKi Jal0Th 3MOTY 3a0paTH KOIITH,
SKIIIO OTIEPaTOp MOCTA Ji€ HeT0OPOCOBICHO ab0 37TOBMHCHO.

KawuoBi cioBa: Ethereum, 6mokueita, ZK Rollup, Validium, Optimistic Rollup, Optimium, g0cTOBipHOCTI
crany Omnokueiiny, ZK Proofs, Fraud Proofs, moctn, Destination Chain, Optimistically, Third Party.
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